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Foreword 

It is axiomatic that the command and control of military forces is of 
utmost importance to all military operations. Dozens of books and articles 
address what professionals in the field refer to as "command, control, com- 
munications, and intelligence (CM)." But the esoteric perspective taken by 
these publications is usually intended for a professional audience, leaving a 
need for a work that places the subject in the overall context of operations. 
decision making, and planning, so that the interested layman can understand 
its vital and often complex functioning. 

To write such a book about OI. the National Defense University joined 
forces with the Program on Information Resources Policy of Harvard Uni- 
versity. Since 1980, a scries of seminars on command and control have been 
held, attended by senior government officials and leaders in industry. These 
meetings often produced illuminating and lively debate. Over the years 
records of these exchanges, which contain the best of what has been thought 
and said on the topic, have accumulated in the archives, accessible only to 
scholars who can carry out their research at Harvard. 

Lieutenant Colonel Thomas P. Coaklcy. USAF, Associate Professor of 
hngLsh at the US Air Force Academy, during a sabbatical as an NDU Visit- 
ing Fellow, took on (he task of editing, organizing, and presenting this 
archival material so that it might be accessible to a wider audience. Screen- 
ing thousands of pages, he has arranged the best of the material in chapters 
on the central issues of command and control, introducing each chapter with 
an instinctive summary, and then presenting the most informative extracts 
from the Harvard papers and transcripts. This book can serve both the gen- 
eral reader and the specialist. Moreover. Dr. Coakley has made the wisdom 
of senior leaders and experts, whose experience is irreplaceable, available to 
those who must cope with the fast-moving communications revolution. 

JA. BALDWIN 

Vire Admiral. US Navy 
President. National Defense University 

\t 



Acknowledgments 

This book draws on publications of the Program on Information 
Resources Policy at Harvard University. The Program has a unique 
method of operation, aimed at providing research for policymakers 
with a non-partisan perspective that permits an impartial overview of 
the subject. For that reason, a short description of the goals and 
methods of the Program will help put this work in context. 

!n order to do impartial policy research, the Program was 
established in 1972 with a novel funding mechanism. Because it 
would be dealing in areas of high stakes and corporate and political 
self-interest, it set out to establish a broad base of financial support 
from all sides on an issue that the Program addresses. (Contributors 
current to publication of this book are listed below.) The Program has 
participants from all segments of the information business, as well as 
organizations that are consumers of information. Competing indus- 
tries and competitors within industries are represented. 

The preparation of '.his uook, as with the Program's other pub- 
lications, was undertaken on the Program's own initiative and on its 
own terms. During preparation, the editor. Lt. Col. Thomas P. 
Coaklcy. was on sabbatical leave from the United Stales Air Force 
Academy and serving as Senior Research Fellow with the National 
Defense University. The excerpts are drawn from proceedings of the 
Harvard Seminar on Intelligence. Command and Control conducted 
at the John F. Kennedy School of Government since I9K0 by 
Anthony G Ocltinger. Professor of Information Resources Policy, 
and John F. McLaughlin. Executive Director of the Program on 
Information Resources Policy. The proceedings were prepared in col- 
laboration with editors and editorial assistants from the MITRE Cor- 
poration, and each speaker approved the text of his or her remarks 
before printing by the Program. 

National Defense University's Command and Control Research 
Program, directed by Dr. Thomas A. Julian, provided instrumental 
assistance to the publication of this hook. 



PROGRAM ON INFORMATION RESOURCES POLICY 

Harvard University Center for Information Policy Research Affiliates 
(December 1990) 

ABRH Consulting 
Action for Children's Television 
American Newspaper Publishers 

Association 
American Telephone & Telegraph Co. 
Amcritech Publishing 
Apple Computer, Inc. 
A.ihur D. Little. Inc. 
Auerbach Publisher» Inc. 
Bell Atlant it- 
Bell Canada 
BellSouth Corporation 
Boice Dunham Group Inc. 
Bull. S.A. (France) 
Ccntcl Corporation 
Chronicle Broadcasting Company 
CMC Limited (India) 
Commission of the European 

Communities 
Communications Workers of America 
Computer & Communications Industry 

Assoc. 
COMSAT 
Cox Enterprises, Inc. 
Data America Corp. 
Dialog Information Services, toe. 
Digital T.quipnient Corp. 
Dow Jones <V Co.. Inc. 
France Telecom 
Gartner Group. Inc. 
GTE Corporatt«MI 

Hitachi Research Insiiiiite (Japan) 
Honeywell, Inc. 
IBM Corp. 
Information Gatekeepers. Inc. 
Inlormadon Industry Association 
Interiulioiul Data Corp 
International Resource Development, 

Inc 
Inuvn AB Gunnar Bergvall (Sweden) 
II   Direction Ltd   il'K) 
KnoAledk'e Industry Publications. Ine 
Korean I clccouununicalions Authonl) 
lax Enterprises. Ine 
lohn and Mary R. Markte Foundation 
MCI Tclccottununic ations. In« 
Mead Data Central 
MITRE Cuq>. 
NatKMul Telephone Cooperative 

Assoc 
Ine New York limes Co 
NEC Corp  (Japan) 

Nippon Telegraph & Telephone Corp. 
(Japan) 

Northern Telecom Ltd. (Canada) 
Nova Systems Inc. 
NYNEX 
Ing. C. Olivetti & Co.. S.p.A. (Italy) 
OTC Limited (Australia) 
Pacific Telesis Group 
Public Agenda Foundation 
Research Institute of Telecommunica- 

tions and Economics (Japan) 
RESEAU (Italy) 
Rcvista Nacional de Tclcmatica 

(Brazil) 
Salomon Brothers 
Scaife Family Charitable Trusts 
«SEAT SPA. (Italy) 
Southern New England 

Telecommunications Corp. 
State of California Public Utilities 

Commission 
State of Minne sot* Funding 
TEKNIJANK S.p.A. (Italy) 
Telecommunications Research Action 

Center (TRAC) 
Tele Scope Networks, Inc. 
Third Class Mail Assttciation 
limes Mirror Co. 
Tribune Company 
United States Government: 

Department of Commerce 
National Telecommunications and 

Intoi nut ion Administration 
Department of Defense 

.National Defense University 
Department ol Health and Human 

.Services 
National Library of Medicine 

Department of Stale 
Ott ice ol COIIUIIUIIK- ations 

Federal Communications 
C'tnuiussion 

(•ci.ctal Service» Adnunistration 
National Aeronautics and Space 

AdunnistraliiHi 
National Security Agency 
U.S. General Accounting Office 
United States Postal Rale 

C.KllllUSMtH) 

Untied Tctcconunuiucations. Inc. 
US West 
Williams Ielcconuiiuntcatious 
Wolters Kluttcr 



Introduction 

"Information is power." The notion echoes through the ages, 
from Proverbs to the lips of Gordon Gckko, an unscrupulous charac- 
ter in the movie Wall Street. Measures of that power range from the 
political influence wielded by shamans and priests who were well 
informed about the processes of the natural world to the immense for- 
tunes accumulated by Gekko's real-life counterparts, the Ivan 
Boeskys who thrive on insider information. 

Wall Street's embrace of the information-power equation is 
reflected in the frequent appearance of rox>ks with titles such as Cor- 
porate Intelligence and Espionage: A Blueprint for Executive Deci- 
sion Making and Monitoring the Competition: bind Out What's 
Really Going On Over There The Wall Street Journal's status as a 
major US paper is yet another indication that information ami power 
go hand in hand.1 

Primacy of information holds for battlefields as well as board 
rooms. In the context of national defense, the acquisition and use of 
information underlie the concept of "Command. Control. Communi- 
cations, and Intelligence." represented by the cumbersome acronym 
"CT' (pronounced "c-cuhed-i" or "c-thrce-i") 

Use of the term "C'l" in casual conversation about defense 
issues elicits a variety of responses. By far the most common is a 
quizzical look. On the faces of those who pride themselves on their 
interest in things highly technological and avant garde, the speahei 
will observe the blank, embarrassed smiles of people who can't quite 
place something they know they've heard before If the listeners 
include menbers oi the military, one should be prepared to see at 
least a few grimaces o\ knowing disgust. Electrical engineers and 
their associates will respond with enthusiastic nods when they hear 
the term On very rare ooasions. it will draw the furrowed brow and 
slow, sagacious nod of the C*l theorist The latter is normally 
encountered only on the fringes of social science circles 

That most citizens are unacquainted with the term C'l—or its 
translations: "command, con'rol. communications, and intel- 
ligence"; "command and control"; "command svr.tems." and so 



on—is surprising, given the fact that CM has, throughout the 1980s, 
been "a growth industry," even in the face of Gramm-Rudman- 
Hollings and other restrictions on federal spending.2 Both President 
Carter and President Reagan made improving CM a top priority. 
according it, in the words of Senator John Tower. *'equal value with 
the weapons systems in the competition for dollars and the attention 
of senior Defense Department management."' 

So the concept of CM is important and increasingly visible, but 
what exactly is it? Debates about terminology abound in this area. 
Though an inelegant phrase. CM carries with it allusions to timeless 
elements of support for commanders as well as contemporary con- 
notations ("CM" looks mathematical or "high tech")—advantages 
lacking in the otherwise attractive alternative of simply using "com- 
mand" in an all-inclusive sense.4 More importantly. "CM" has the 
advantage of currency: while many experts dislike the term, they all 
recognize it. 

The concept of CM probably originated in an attempt to apply 
systems analysis, with its connotations of mathematical precision and 
efficiency, to command and other functions which directly support 
command. Take away those things usually thought of as the sub- 
stance of defense—weapons, ammunition, fuel, logistics, spare parts, 
buildings, people—and CM is what remains. Ideally. CM is what 
melds the "stuff" of defense together into an effective fighting 
machine. 

A useful way to look at the concept of CM is in terms of an anal- 
ogy with the human body (Table 1). The central nervous system 
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exercises the body's Command function: receiving information from 
the sensory nerves, processing that information, making decisions— 
some conscious, some automatic—based on that information, and send- 
ing orders by way of the motor nerves. Hie motor nerves themselves are 
analogous to a commander's Control function which consists of 
channels—organizational structures or Mines of command''—through 
which the commander's decisions, in the form of orders, pass to the 
forces charged with earning them out. just as the orders of the central 
nervous system are passed to the body's muscles. The sensory nerves 
provide information about the outside world and the state of the body, 
just as the Intelligence function provides a commander with information 
about i*nemy forces and the state of friendly forces. 

In Table I. the motor nerves and the sensory nerves constitute the 
"peripheral nervous system.'' Direction differentiates the two elements 
of this system: one is directed toward the central nervous svstem; the 
other, away. Some experts on CM see the control as "friendly intel- 
ligence." the means the commander has for keeping track of the status 
of his or her own forces/ While control is used in » slightly different 
sense here, the C'1-Body analogy fits both views. 

Messages to ami from the central nervous system take the form of 
minute electrical changes—"action potentials."6 They are the means, 
the "instrumentalities" -to use Anthony Oettingcr's term for the Com- 
munications function of C'l—by which information and orders move to 
and from the central nervous system. Though the body's action poten- 
tials and CTs communications are subsidiary aspects of their respective 
systems, neither system ctHild function without them. 

I he ad\antagc of using a systems approach when studying either 
the human body or national defense is that one is less pi OIK to leave out 
something vital. Just as some body builders seem to slight the intricate 
system that develops and coordinates all those well-formed muscles, 
sonic defense advocates are inclined to slight the systems that make 
something useful ol the "stuff" of defense fascinated by the latest 
developments in jets, ships, and tanks, ihcy forget the C'l systems vital 
to using those weapons effectively. The bottom line is that a body with- 
out a nervous system is a useless lump ol :apidly decaying nutter: a 
defense program without good C'l is just as worthless 

Perhaps the breadth and significance of C'l may be best understood 
by examining the concerns encompassed by each element ol the term, 
in a defense context. Command covers the range o! organizational lev- 
els from the National Command Authority tNCA> the President and 
those who succeed the President in CIHIUIUIKI   U» the soldier in charge 



of a small patrol. At each level, it involves receiving and assessing 
information about the environment (enemy, friendly forces, intentions, 
positions, capabilities, and so on), generating and considering options, 
selecting a best option, and sending out the orders to implement that 
option. Thus, the exercise of command can cover everything from 
devising a strategy for nuclear deterrence to getting a patrol back to 
friendly lines. Persons in positions of command must concern them- 
selves with how much information they want to receive directly, how 
much they want filtered before it reaches them, and who is io do the fil- 
tering. They must also resolve how much leeway to give subordinates, 
how quickly or slowly to respond to changes in the environment, how to 
allocate resources, and a thousand other issues. 

Control, as used here, describes the channels or "lines of com- 
mand" through which a commander's orders, advisories, admonitions, 
queries, and so on, pass to his or her forces. Such lines reflect respon- 
sibility as well as authority: "You're in charge. If the job doesn't get 
done, you'll be fired." Unfortunately, the concept of control is often 
clearei in theory than in reality, a problem demonstrated in the Depart- 
ment of Defense's Dictionary of Military and Assiniated terms. That 
publication defines "control" as 

That authority exercised by a commander over part of the activities of suoordi- 
nate organizations or other organizations not normally under his command, 
which encompasses the a-sponsihihty lor implementing orders »>r directives. 
All or purl ol this authority may he translened or delegated.• 

Further nuances come into play with the application of adjectives such 
as "administrative." "operational." and "tactical." In Chapter 4. 
extracts from General Cushman's preseniation highlight some of the 
practical difficulties that result when the lines of control are not 
clear-cut. 

The higher the level of the commander is. the more attenuated con- 
trol beconH.*s and the greater the risk of information loss or distortion as 
it moves to a,J from the commander. At tin.* low end of tin.* spectrum, a 
commander will probably be able to establish control according to his or 
her individual requirements; at the high end. a commander will be 
obliged |o use the lines of command established by Congress or the 
iX'partmenl of Defense (DoD). If a commander isn't comfortable v\ith 
the established control channels, he or she may be tempted to supple- 
ment or circumvent those channels through the creation of informal 
ones. It will also be up to tin: commander to determine .nen it's appro- 
priate to adhere closely to established lines of command and when to 
skip one or more echelons. 



Communications are the means by which information is carried 
back and forth between the commander and the commander's forces, 
sensors, allies, and perhaps even the enemy. The term "communica- 
tions" includes everything from runners and carrier pigeons to the most 
sophisticated and secure electronic transmission devices. A commander 
will want communications to be dependable; secure from enemy inter- 
ception or interruption; interoperable—able to connect his or her own 
force elements with each other and with allied forces; and easy to use, 
especially in the heat of battle. Seldom having equipment that will sat- 
isfy all of those criteria, the commander will have to use tradeoffs to 
determine the best mixes of available communications systems. 

Intelligence is the collection, analysis, and presentation (to the 
commander) of information about an enemy, potential enemy, or the 
commanders own forces. When intelligence insiders toss about terms 
such as "HUM1NT." "S1GINT." "COMINT." and "IMINT." 
they're referring to various sources of intelligence: spies, intercepted 
telemetry or communications, pictures taken by "spy satellites." and so 
on. Intelligence sources may also be classified as open (newspapers, TV 
and radio broadcasts, public data banks) or clandestine. Major intel- 
ligence issues concern the allocation of resources between collection and 
analysis and between human and electronic sources; the legitimacy of 
covert action as a Junction of intelligence agencies; and the role of Con- 
gress in overseeing intelligence activities. 

Further contributing to the complexity of C'l is the matter of per- 
spective. Different "communities" of experts have very different per- 
spectives on C'l issues. Historically, members of the military services 
have tended to downplay CM. emphasizing instead the "stuff" of 
defense: "Give me the right stuff—better bombers, better lighters, bet- 
ter tanks, better ships, and I'll get the job done. Don't waste those prc- 
cious defense dollars on radios, i>r telephone lines, iv conunand posts 
when we dor t have as many weapons as we need." 

Engineers—the "teenies" or "wirehcads"—are >llen iiwlined to 
ful all of their emphasis on the mechanics of C'l—radios, cvnputers. 
satellites, local area networks, and so on. Describe a problem and 
they'll immediately sin i looking for a technical fix. Say "C,t** to 
lechtes and they'll hear "communications"; in fact. :hc teenies often 
refer to themselves as "communicators." Ilut's ironic, because many 
people outside the engineering community find the lan-uage of the 
"conununicators" incomprehensible. Thai language. J course, reflects 
their backgrounds in mathematics, science, and engineering. They 
belong to what experts in cognitive development call a "specialized 



community of discourse," a group which shares vocabulary and usage 
patterns not readily understood by the less technically-oriented. 

CM theorists approach the subject with still a different perspective. 
They insist on modelling as the first step in the complicated process 
leading to improved CM. Start anywhere else and you risk losing sight 
of important requirements for your system. To many theorists, members 
of the military community seem hung up on traditional ways of 
approaching problems, on "school solutions"; they see teenies rushing 
about with no sense of direction. In turn, the military and techies see 
theorists as irrelevant, lost in abstraction. 

One's position in the hierarchy can also affect perspective. The fact 
that modem communications will allow the President to talk directly to 
the soldier in the foxhole may be perceived as a plus by the President, 
while the soldier (or the soldier's commander) sees it as a distraction. 
The military services may see a new approach to acquiring communica- 
tions equipment as streamlining, while Congress sees it as an invitation 
to fraud. A restriction an intelligence officer sees as necessary to protect 
.sources may be perceived as an obstacle to thorough planning by an 
operational commander. While the White House is fix-using on how to 
improve information flow upward, from the field to the Commander-in- 
Chief, the military may be more concerned with getting the battlefield 
commander the information he or she needs, in short, the CM area öfters 
many opportunities for honest men and women to disagree about what 
constitutes an improvement. 

While such a variets of perspectives can be fruitful, being so 
requires that adherents of the various perspectives interact with each 
other. In the old story of the blind men and the elephant, each man 
fooled himself into believing that the part of the elephant he had in his 
grasp was the key to the elephant's essence and that his peers were both 
literally and metaphorically blind. Thus, in the absence of real dialogue, 
differences of perspective can lead to long and fruitless pursuits down 
multiple blind alleys. That has often been the case in the domain of CM. 

The fruitful development of that domain requires the participation 
of the military, wiih its knowledge and experience of operational condi- 
tions: engineers, with their grasp of what is possible; and theorists, who 
can provide insights into the functioning of the human elements in CM 
systems, as well as the broader picture of what such systems should be 
designed to do and how their elements should fit together. It requires the 
participation of decision makers, procurement and intelligence special- 
ists, and operational commanders as well. The exclusion of one or more 
of these perspectives can result in costly, tragic failures such as the 
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devastation of Pearl Harbor; the loss of the USS Pueblo; the needless 
loss of life in the Liberty, Mayaguez, and Stark incidents and in 
Grenada; the bombing of the Marine barracks in Lebanon; and the USS 
Vincennes" downing of the Iranian airliner. In a nuclear confrontation, 
the costs of CM shortcomings would likely be far worse. 

In 1980. Harvard University's Program on Information Resources 
Policy began a series of annual seminars in which policy makers, mili- 
tary leaders, government and business executives, scientists, engineers, 
and theorists involved in the design, testing, procurement, and use of 
CM systems and concepts presented their insights and participated in dis- 
cussions with a select group of graduate students. Under the guidance of 
Anthony G. Oettinger, Professor of Information Resources Policy, and 
John F. McLaughlin. Executive Director of the Program on Information 
Resources Policy, the seminars became an occasion for dialogue among 
the holders of various perspectives on CM. Each discussion explored the 
ways "institutions draw on systems of people, policies, and tech- 
nologies to gather and use information for survival and growth."1* 

The transcripts of seven years of seminars (there was no seminar in 
1983) amount to roughly 1300 pages of unclassified material, a fascinat- 
ing variety of insights from an impressive group of CM experts.10 All of 
the material is readily approachable for an intelligent reader, regardless 
of his or her background. Based on spoken presentations and discus- 
sions, and edited for coherence, the transcripts offer an excellent foun- 
dation for the kind of interaction among experts that has long been 
needed. 

Unfortunately. 1300 pages is a lot of reading. It is enough to put 
off many of the people who could benefit most from the insights con- 
tained in the transcripts, which arc in chronological, not topical, order. 
Each presentation covers a wide variety of issues, making the task of 
focusing on a particular subject a demanding one. Furthermore, finding 
a set of the transcripts may be difficult for the individual who lacks 
ready access to a major library. 

Hence, this book—a compilation of the extracts (1980-82 and 
1984-87). Each chapter is devoted to a single topic, with the extracts 
within the chapter arranged chronologically. Acronyms, a major distrac- 
tion of CM-speak, and other terms and references that may not be imme- 
diately familiar to all readers are boldfaced and explained in "cut-ins." 
Informational cut-ins are also used to provide information about the 
speaker at the lime of the presentation. Appendix A gives a brief career 
summary for the speakers whose comments are included in these 
extracts. Appendix B lists all of the seminar speakers and the titles of 
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their presentations. Not all are represented in these extracts because 
some of the seminars focused on topics not germane to this book. 

Chapter 1 is concerned with "CM in Crisis Management." It 
covers issues as diverse as protecting the National Command Authority 
and controlling the information flow to the President and other decision 
makers. Chapter 2, "CM Structures," examines the links between CM 
and nuclear strategies, perceived strengths and shortcomings of existing 
CM arrangements, and the directions CM planning should take. Chapter 
3, "Improving CM," deals with the special problems associated with 
designing, acquiring, and modifying elements of CM—from communi- 
cations equipment to computerized decision aids. The fourth chapter, 
"CM and Organizational Structure," explores the relationship between 
recent emphasis on CM and the Defense Reorganization Act of 1986. 
"The Eyes of CM," the final chapter, is concerned with intelligence 
issues. 

One may. with Moshe Dayan, lament the passing of "the good old 
days of the simple wars when, as the hour of battle approached, the 
commander got on his white horse, someone blew the trumpet, and off 
he charged toward the enemy."" But gone those days are. and today's 
leaders must be willing to exchange their white horses for CM systems 
that enable them to function effectively on modern fields of battle— 
places where specialization, complex technology, and unprecedented 
mobility leave the inflexible behind as footnotes to history. This collec- 
tion of extracts is intended to help decision makers—from battlefield 
commanders to business and government executives—sort (Hit the issues 
involved in establishing a CM system that gives them the flexibility 
needed to survive and lead. 
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C3I in Crisis Management 

The earliest extracts in this chapter bring out some startling facts 
about deficiencies in US crisis management capabilities. In the 
1970s, despite nearly a half century of Cold War experience, we 
were in some w:iys as naive and our methods as primitive as they had 
been in 1945. Once capable warning and response systems had been 
outdistanced by technological change as administration after admin- 
istration focused on developing the muscles of US military forces, 
rather than creating a nervous system to enable and control those 
forces, as well as the other elements of national power. 

In the late 1970s, the Carter Administration began to examine the 
implications of these changes. The Reagan Administration continued the 
examination and attempted to remedy some of the shortcomings. The 
extracts presented here in chronological order reflect the accumulated 
wisdom, shifting concerns, and improvements between 1980 and 1988. 
Unfortunately, not every shift in concern reflects a remedy discovered. 
Sometimes such a shift is the result of frustration, a movement of atten- 
tion from that which cannot be fixed to that which can. As a result, 
none of the questions about crisis management raised here are irrelevant 
today, and none of the answers »re final. 

Tlie questions asked reflect the broad scope of the topic. When a 
crisis arises—be it a nuclear attack i»r a revolution in Yemen—will the 
President of the United States have available everything he or she needs 
to respond rationally? If sensors detect a missile aimed at Washington. 
O.C.. will the President and other decision makers hear about it in lime 
to do anything? Will they know where the missile is coining from? Or 
who launched it? ()r whether the launching of that missile is part of a 
coordinated attack or a freak accident? Once the decision makers select 
me appropriate response, will they be able it» communicate their deci- 
sion to those charged with carrying it out? 

If the decision makers learn the government of Yemen is under 
attack, will they know whether that's good news or bad? Will they 
know who is behind die attack and * nether it's likely or not to succeed? 
Will they know how Yemen is linked with US security interests? What 
interests our closest allies have in Yemen? Where Yemen is? 
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How do we protect our National Command Authority (NCA)— 
the President, the Secretary of Defense, and others with access to the 
codes required to launch nuclear weapons? How can we organize the 
flow of information—including intelligence—so that the NCA has all 
the data necessary to make informed decisions? Should the President 
assume he or she will have the means—communications as well as 
weapons—to choose options—including the option of fighting a 
"sustained" nuclear war? 

Such questions, in turn, suggest subsidiary questions. In protect- 
ing the NCA. should the focus be on protecting individuals or func- 
tions? When do we reach a point where there are loo many fingers on 
the "button"? At what level does a crisis demand NCA attention? 
How can the President use modern communications, which allow him 
or her to talk directly with the soldier on the scene, in ways that 
provide positive control without "micromanagement"? How depend- 
able are our facilities for warning? Do they provide enough time for 
rational decision making? What information sources should be avail- 
able to the NCA? How do we avoid overloading decision makers 
with UK) much information? How do we avoid bias in filtering infor- 
mation for the decision makers? 

Some might argue that the phrase "crisis management." with 
which all of these questions are concerned, is itself an oxymoron, 
that an efficient manager heads off a crisis before it occurs. Such an 
argument, however, assumes not only that the manager has all the 
information he or she needs to spot a crisis in the making, but also 
that he or she wishes to avoid the crisis. 

The latter assumption is probably safe if the crisis in question 
relates to nuclear weapons. Seldom will a rational decision maker be 
tempted to foment a nuclear crisis. However, the vast majority of 
crises do not involve nuclear weapons. It is. therefore, certainly con- 
ceivable that a decision maker might see advantages in having a par- 
ticular crisis arise at a particularly favorable lime—perhaps to avoid 
having it crop up on a less auspicious occasion in a iess manageable 
form, or to draw attention away from another issue. 

The first assumption—that "the manager has all the information 
he or she needs to spot a crisis in the making"—would be valid if all 
the popular myths about contemporary intelligence capabilities were 
true. However, what emerges from these extracts, as well as from 
extracts in subsequent chapters, is (hat the US intelligence gathering 
apparatus—like that of the USSR—is impressive but not perfect. 
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Most experts admit there has never been and will never be a per- 
fect intelligence system. Every system will have its technological and 
procedural blind spots. Some things or activities may be hidden or 
disguised well enough to frustrate the efforts of the most sophisti- 
cated satellites and sensors. In other cases, habit, policy, or unwar- 
ranted assumptions may keep the intelligence apparatus from being 
directed toward the right place at the right time. Even if the required 
data is picked up, it may not reach the decision maker in time or in a 
form that will allow him or her to respond appropriately. Plenty of 
examples, from Pearl Harbor in 1941 to the attack on the USS Stark 
in 1987. underscore this possibility. 

Crises occur and will continue lo occur. And every crisis must 
be managed—or submitted to. Decision makers, recognizing they 
will never have all the information they need, nor infallible com- 
munications, must build flexibility into their crisis management sys- 
tems and must exercise those systems in ways that nurture 
adaptability. 
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Extracts 

WILLIAM OPOM. "C3I and Military Assistant to the President's 
Telecommunications ai the Assistant for Nat,onal Security Affairs 

Policy Level" (1980. pp. 
1-23) 

jN)o staffer can manage crises. Once a crisis starts you can bet your life 
that, if you are the crisis manager's staffer, you will be kicked aside and all 
the principals, the President, the Secretaries, will take over and run it. and 
you might as well go home. During the crisis—that's the time to be away— 
th.it"> your staff responsibility. 

... |W|c became intimately involved in rigging the President up for SIOP 
execution I was very proud of that effort, because it led to the President 
becoming personally involved in 
exercising command and control of siOP-Single {sometimes Strategic) 
the strategic forces. I don't think Integrated Operation* Plan, here the 
that has ever been done before. targeting plan for nuclear weapons 

Kennedy may have played around 
with it a little, but the President's attitude toward command and control, par 
ticularly of the strategic forces, has typically been one of benign neglect. 
But President Carter opened up his decision handbook, he really got into the 
procedures, ran through numerous scenarios and became very comfortable 
with it. He wanted to be able to be awakened at three o'clock in the morning 
and not be confused, and understand what he was going to have to sec. of 
what he *as about to hear, what the voice vtoutd sound like on the other end 
of the line, and that siwi of thing. We covered mat particular aspect of com- 
mand and control over a period o\ abrnit a year, or a year and a half, and we 
achieved a fair amount. (I   3l 

RAYMOND TAIL. "World-       tomwr i>eput\ Annum secretary oi 
wide   C1   and   Telecom* '/,r **.*? jnd l^f,u"  """'«"• 
munications" ti-JSO. pp 
25 47> 

\jliinsj.' Set untv .Agem \ 
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I believe the era that began when John Kennedy was President during the 
Cuban missile crisis has led to many of the activities we will discuss today. 
Kennedy's ability to negotiate and 
carry out a big portion of the Prcsi- ,, . . *wk   «a» ,    * ....     r ..   .  .    . Cuban missile crisis—October 1962 
dent s responsibilities .ailed during 
the Cuban missile crisis because of 
communications. He was. for example, totally unable, in the time period 
available at that time, to advise every South American ambassador through 
the Department of State that he was going to invoke the Monroe Doctrine— 
that he was going to take positive action against Khrushchev'-; introduction 
of missiles that he thought were offensive into the island of Cuba. That sys- 
tem literally fell on its face, not only to his chagrin, but to his outright rage. 
I have been told. 

... |M)ore and more of the decision-making process—the coordination of 
the process and the business of decisions themselves—depends largely, and 
in some cases even totally, on communications. For example, the law now 
says that before the President can actually use troops, even though he has 
the authority in some cases, he must consult with key members of Congress. 
Since the Watergate crisis Congress has injected words concerning advice 
and notification of the leadership of the Mouse and the Senate. I know of 
examples under President Ford (the 
Mayaguez incident was one) in 
.... advice and notification—refer* to the 

which hours were spent trying to Wjt ftowcn Ml a( tm lhe Wätel. 
find a key senator on a Sunday so gjfr cn\i% resulted m President 
that the President of the United Nutms resignation in 1974 
Stales could comply wiih the cur- May.»u« *****-** if*, cornm«. . * *, nisi forces from t ambodia \ei/ev 
rent law and notify him that he was fnr us Hag nnf-htrr May ague t. A 
going to take action. I think things >«»•»/' '«'««• of Manne* was *ent to 
like that need to be understood in ""P"** *" ** ** * "rw 

context. Si» wc have rccogni/cd in 
manv forms the utter essentiality of these communications, even in the 
decision-making process of this country. Their availability, timeliness. 
secuntv and effectiveness arc critical. 

... Ilie Liberty, to refresh vour memory, was one of the seven World War 
II Liberty Ships that had been reconfigured as intelligence collectors, much 
lik«- llic Soviet trawlers which you have been aware of for quite a long time. 
The I'SS Liberty was monitoring the Igvptuui Israeli war of 1467 when the 
Israelis dispalcl.<cd a flight of tactical aircraft and came very close to sinking 
lhe ship. Some of our people suffered casualties, both military and civilian 
The Israeli Intelligence Service knew thai lhe ship was there, and knew whal 
was b^ing done wiih it. a fact which has made this event extremely 
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controversial for a long time The context in our terms here is that the com- 
mander of the Sixth Fleet was informed by the Washington intelligence 
apparatus that it had evidence that the Liberty was going to be attacked and 
to provide protection for it. That message was never really acted upon, and 
the ship was dead in the water when it was hit. So the end result was no 
accident. 

You arc probably more familiar with the Pueblo case. There has been a 
Congressional investigation, the results of which are in the public domain. I 
was a first-hand participant in one 

small phase of the Pueblo opera- purbh>    tm-US$    Pueblo,    an 
lion; the National Security Agency intelligent e-f-athermz ship. w*% 

notified the National Rcconnais'- '.SKft *?*. 'S*"*1'" "nU*'y 
1V60.  the ship s aJ surviving crew 

sancc Center in the Pentagon ol the members were released 11 months 
danger of an attack more than two toter- 
days in advance. The Center noti- 
fied the Naval Command in Japan of the likelih.HKi that the North Koreans 
would take offensive action against the Pueblo, and that they should take 
that into consideration. The Pueblo's deployment schedule itself was a func- 
tion of the local fleet command, not the National Command. This turned 
out. as the investigation indicated, to have been a snafu through the com- 
mand and control system. Several different commands were blamed, but the 
bottom line is that it did not work. The ship was not notified, and we had 
not only a physical disaster to a United Slates Navy ship the first one ever 
hijacked i»n the high seas but personal embarrassment to the government of 
the United Stales 

In IW something very similar happened to the EC 121 aircraft, a con- 
verted propcilcr-driven Constellation on an intelligence mission in South 
Korea It's almost a carbon copy of the other incidents I he North Koreans' 
intentions were known to the military system, yet the 11' 121 was not noti- 
fied, and was shot down with total loss    1 life 

Another case the Saigon evacuation in I97.V We had very ginnl clear- 
language communication to the end of the evacuation, but there were a lot of 
problems because it was unsecured, and in fact the North Vietnamese had 
total monitoring going on and knew CJUM.il) what was occurring during the 
entire period Another example is the communication during the A/«n wetter 
incidenl From a command and control standpoint they were significantly 
belter than in any ol the other crisis periods I hasc mentioned Vet from my 
point of view lal that lime I was the senior cryptographer loi the I mied 
States! it was a disaster, and needlessly cost the live» of a number of 
Marines   I will   ho« sou cxaclh how that occurred and »In in a moment 
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Now in the Lebanon crisis the Sixth Fleet actually landed Marines, and the 
command and control of that operation was much better. We still had crypto 
problems, but the President had virtually constant touch with the military 
force involved. 

So we have gone through six major international crises, plus of course the 
present hostage problem which is really of a different nature. But the 
Presidents even by 1976 have had 

improvements in their ability to act        lhe prt.%vnt hostage problem-On 4 
as Commander-in-Chief and direct November »V79. militant Iranians 

command operations through the *T*?Ü?1ÜJ SJ^rl JVSJSX *^ • taking 66 hostages. The hostages 
system—a great deal better than were released on lanuary 2U. 1981, 
they   had   in   previous   years. Inauguration   Day  for  President 
although there still arc some prob- ***8*n- 
, ... . Clark Air forte Base-Base in the Phil- 
lems. as in the Maxagur: case, that ippine!t u%ed by lhe us Alf force 

while the President had command under the terms of the Security 
and control, the enemy knew Assistance Programagreement 

everything he was going to do at 
about the same lime as the commanders on the site, and took some direct 
actions against them. The White House issued i>rdcn» in the Moxogur: inci- 
dent down the National Military Command System, which went through a 
borrowed satellite, the NATO II8. (The point where the security broke 
down was the Naval Command at Clark Air Force Base, under the Com- 
mander of the United States Seventh Air Force a>ordinating to the Seventh 
Fleet, which was in Japan but deployed units all over this area.) 

The forces that transmitted the orders were using HF voice, all in the clear 
Orders to the helicopters to take 
the islands were passed from the ... „     ,K     , • HI \i>nr. AII in the ilcai    mseiure 
Air Force to the Navy   Over the High frequent) tone tummunua- 
circuit the two commanders re- uun% 
vcaled how manv helicopters and 
how many men were involved, «here thev were going, at «ha! time, and 
the replenishment rate. I dun'i know anvthing more an enemv command*.' 
needs io know in order to defend himself against an operation F.ven il 
uneducated, he had the m lot nut ion to take ait inn against our force, and he 
did A number o! the helicopters were shot down the most dangen, HIS port 
was lhe retrieval We did not hasc the helicopter force to retrieve the 
Manne- as close to simultaneously as possible, so there was a delav of sev- 
eral hours between one wa\c of retrieval and another Irierc was quite a bat- 
tle going "ii there and both sides were fighting hard Once the first wave ot 
Marines was evacuated, that Iclt the remaining ones vcrv vulnerable The 
force» were vcrv great!) diminished, and that was when the Marine» look 
the heaviest casualties and actual!) lost a lull helicopter load ot Marines  All 
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the information, the plans for that retrieval, were passed through those 
unsecured nets. I know two men, now Major Generals in the Marine Corps, 
who went through that operation and are still extremely bitter about that 
involvement; u was their units that took the losses. The point is. we talk of 
command and control as a method of using communications to carry out the 
will of our command authority. But I can tell you, unless those communica- 
tions are secure, many times it is better not to have them. 

... |T|he Situation Room at the White House has a direct line to the NSA. 
And the warnings in the crisis peri- 
ods I talked about did not, in fact, .    ,  . 

.... .    ,       ,    .       , NSA—National Security Agency 
go serially through the chain of 
command. They go in parallel. 
Therefore the Situation Room in the White House is notified immediately 
when NSA decides there is a serious problem. So this is a short-circuit for 
what is calied critical intelligence that goes directly to the President of the 
United States; and nobody can stop it unless they physically do not show the 
President the warnings. This system was set up after the Cuban missile cri- 
sis, largely by John Kennedy, and it still works today. If you think it is a 
sterile system in which everybody works together and it works without 
flaws, forget it! It is a human system that has personalities. 

... |L|el me tell you that one of the biggest complaints the senior military 
people in all three Services have today—they are going to be faced with it 
forever, and they know it—is that nuclear weapons have changed the con- 
cept of warfare in a lot of subtle ways One of the ways is that there is no 
absolute military command authority. Mainly it's the President, in my view, 
who is going to detonate a nuclear weapon with great devastation. He must 
exercise as much constitutional authority as he has over any facet of his 
office, and it's probably more important than most. 

In the early days of nukes and ICBM* I participated in a study to determine 
how to control the weapons centrally. Al the lime we didn't know whal was 
going to develop, but I'd get violent reactions, because what we were talk- 
ing about was planning command and control over nukes not downward 
from the headquarters of the 
United States Air Force through nukes and IL'BMs- nuclear weapon* 
the Fifth Air Force to a wing com- Jlut    Intercontinental    Ballistn 

, , , Missiles manucr to a squadron commander ,_ . „,,., _ M th<- system   During /•*»/ M»J /%.\ Aw- 
to a captain to a sergeant or a lieu- miss.ve   Action    links    tPMsl. 
tenant; but from the White House. electron« Unking systems, were 
ITic military has not vet changed '">u'   , 'J» «* nuc*V "2R"" '? c the Unitfil States ana lurope to pre- 
substantially from a basic resent- wnr unauthorized detonation 
ment of this fact. Fundamentally /( s  lomt Chiefs <»r sun 

late. 1<*H0        11 



C'l: Issues of Command and Control 

Politburo--supreme executive body of 
the USSR's Communist Party 

NATO—North Atlantic Treaty 
Organization 

NATO nuclear capability—Both Great 
''ritain and France have independent 
ituclear capabilities. The French are 
known in have a locking system in 
place. No public knowledge of a 
British PAl-type system is available. 

the system still works as it did. 
I've been in the White House many 
nights and seen Lyndon Johnson 
anguished and seldom going to 
bed. selecting beiween two or three 
targets. The JCS gave him all the 
targets—but the decisions on how 
many civilian casualties, or the 
potential of this or that, were all 
made by the President. And that wasn't even a nuclear exchange. Whether it 
is right or wrong is a different matter; all 1 am telling you. after watching 
this system for better than 25 years, is that's the way it works. 1 don't think 
anybody is going to change it, particularly with respect to nuclear weapons. 
No Soviet commander, thank God. without overt, direct, violent disobe- 
dience of orders, can make the nuclear decision himself without the Polit- 
buro's approval. And nobody in this country, or NATO, can do it without 
the President of the United States' approval. Talk of the "NATO nuclear 
capability"—forget it. It's an American capability that can only be released 
by an American officer And this has changed the military structure. It's just 
that the structure hasn't caught up. or chosen to align its command structure 
to demonstrate that. But that's the real world. 

|STUDENT| You mentioned how centralized nuclear authority is. Can 
you comment on the methods or techniques by which this sort of authority is 
reserved to the President? Because I think one of the dangers is that, by 
making it impossible tor the subordinate commander to illegally use nuclear 
weapons, you are very narrowly restricting the number of targets the Soviets 
need to hit to "decapitate" the command authority NO that we are unable to 
respond with nuclear weapons. 

|TATE| NO. My activity made all of the devices and codes that crcitc a 
chain of command for nuclear release. The way it is designed is that the 
President, the Vice President and the Speaker of the House on the civilian 
side, and the Secretary of Defense, the JCS. the Military Command Post and 
the Alternate Command Posts all have the capability of acting as the central 
authority, in some sort of succession. The codes and devices arc set up 10 
allow that. So if all else goes, the 
airborne commands can lake over 
and be the central authority, with 
all the capabilities CINCSAC, 
Looking Glass, etc (26. 29-30. 
34. 42. 43) 

CINCSAC looking Class 
( umistjndvt ,n I hiet. Slutfgu Air 
( umm.ir,d iSACi. M( % airborne 
loni/rund pity! -jlwjys in the tut, 
commsnded bv .t genetal ofiicm 
who has juthimtv to hum, *> no« IvM 
wvjpons 
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3.        ROBERT ROSENBERG. "The Policy Assistant to the President for 
Influence of Policy Making National Security Affairs, National 

•nt« /inoA          ... «,, Security Council staff 
on C'l    (1980. pp. 49» 45) 

So in parallel with one Presidential Directive and countervailing strategic 
posture, a lot of real things were happening which started getting the atten- 
tion of the leadership policy makers. Early in the administration President 
Carter became the first President ever to fly in an Airborne Command Post. 
He said. '"! don't understand what good this multimillion-dollar affair is. 
You say we are going to buy six o\ them? Well, why not two or three at the 
most?" He was immediately struck with its mammoth size, the fact that it 
can't stay in the air forever, that it is not nuclear-hardened, that a 747 takes 
a runway capable of withstanding very considerable loads. We all fly on 
747s and I. 101 Is. but you would be surprised how few airports in this 
country can take the landing loads of the 747; and when you slock it full of 
computer equipment and electronics the way the Airborne Command Post is. 
you can imagine the tremendous load. When the President questions the 
viability of such a thing, it leads to a very interesting exercise A couple 
weeks later. Dr. Hr/e/inski go? on the telephone and called the man you all 
have heard about who carries the 

little br.cicasc with all the codes Dr  mevmki-Zb,Rme* firzeimsk,, 
inside, and said. "This is an President Carters National Security 
exercise   I am the President of the Advisor 
United States. We have just gotten 
warning that a raid of nuclear warheads is en route It» the United States. Get 
me out of here. I his is an emergency exercise. We are going to war." the 
helicopter that is supposed to be on alert at all times, to land on the White 
House lawn and whisk awa\ the National Command Authority, almost got 
shot down by the Secret Service. (By the way, this was kept secret for quite 
some tune until it got blown in the newspapers, which is the only reason I 
am able to tell this story, I think we were ashamed of the horrible state of 
readiness we were in. I The sum and substance <s that the exercise of trying 
to evacuate the National Command Authority and set up his communications 
was a nightmare, just a complete disaster. (MM 

4 I.EE PA.SCHAt.t-.  "I   I and Comuttant. formerly Diret tut. üetenu? 
the National Militari Com- Communication* A*emi and Man 

age/.   National  Lommunicalioiis 
mand    System        il'JSO, tafem 
pp. 67 K6| 

Our structure, our strategy, our military forces are named and will übe) the 
order that says only the President can release nuclear weapon*. Seventeen 
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minutes is the time of flight from the normal Soviet submarine ballistic 
launched missile patrol distance off the Atlantic Coast to the White House. 
So from the time somebody sees something launching on one of those satel- 
lite sensors, or one of the radar sensors along the shore, seventeen minutes 
is decision time. That's a very short time indeed. Moreover, people don't 
want to believe news like, "They have launched, the world is coming to an 
end. it's time for you to launch in return." President after President has 
called for options, more options. Each option called for imposes an enor- 
mous demand and strain on the command and control system. So how arc 
we to solve decision time problems? How can we make warning completely 
credible to the President or to his successors? How do we ensure that the 
successors can communicate, can establish contact with t-*c force com- 
manders to execute the retaliation or the strategic reserve, or continue to 
negotiate, or whatever? There's a very difficult task. Technocrats talk about 
computer-based executive aids, about making warning more and more cred- 
ible, and they tend to forget there's a man who's got the world's fate in his 
hands, and he's got seventeen minutes, and that's just not very long. That's 
why military doctrine is so emphatic about building a force structure that 
will deter war. Deterrence is simply a state of mind, and a command and 
control structure capable of absorbing a strike and functioning thereafter, or 
being reconstituted to execute the strategic reserve, is a very important part 
of that deterrence state of mind. The enemy must believe he could never 
decapitate us. in the sense of killing the decision maker and preventing the 
decision to launch from being transmitted. That's why command and control 
systems are so important to the military, and that's why we've learned so 
mans lessons over time. (K4) 

WILLIAM E. COLBY,   The       ctwnsvi. KVHI& hirst: forma ihn-itoi 
Developing Perspective of of ( r""j/ '"'«%«"*<* 
Intelligence'" (1980. 
pp. 115 .Wl 

| Tthere's very little you can do about that tendency to reach tor more raw 
material and subject it tit multiple and even public analysis. The fact is. you 
know, it's the way we've been operating in crisis all along that's the trag- 
edy. The theory is that the analyst is the screen, thinks about intelligence 
and then gives a judgment Hut every time you hit a crisis, bung? It all short 
circuits. I've seen the Prcvdcnt of the United States pick up raw reports 
right off the cable line, cutting out ol the circuit the very person he should 
turn to at exactly the time he's most valuable. Now . how do you get the ana- 
Ivst b:«ck into it at a time of crisis? I think vou net him back into it bv 
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making the material more broadly available beforehand, so that the thought 
process has already gone into the material and the President doesn't think 
the raw data is the only source he had—he's aware that he has a lot of other 
centers of analysis working with him. Then I think he'll pay more attention 
to intelligence analysis. (128) 

6. B.R.  INMAN.  ' "Managing Director, National Security Agency and 
Intelligence for Effective chief- Central Security Service 

Use" (1980. pp. 141-61) 

I went to the staff of the Navy's Commander in Chief. Pacific Fleet to head 
the current intelligence operation. From there I watched a scries of events, 
including the seizure of the Pueblo and the loss of an EC-121 off Korea. I 
began to spend a lot of time examining how our government had structured 
the flow of information. A system had been established years ago so that, on 
anything that might be a crisis, information should flow from the point at 
which it was detected to the highest levels of government and be available to 
the President within ten minutes. Bui no comparable attention had been 
given to what pattern of flow should be orchestrated to insure that informa- 
tion is available to support the conduct of military operations. As a sideline 
observer with the time to take notes and analyze. I found that in each of 
those two major crises the Washington decision makers did indeed have 
knowledge, widely spread among the departments, within ten minutes of the 
event. And in a very uncoordinated way they went about making telephone 
calls to various places around the world seeking individual pieces of infor- 
mation. Those who had command of forces got the information no sooner 
than an hour and five minutes after the event, because it had to stack up 
behind all the other reports thai were coming at flash precedence. 

... Hut in crisis monitoring the flow of that information up to the principal 
decision makers has never been a problem. The problem you get is in the 
IS structure for deciding plans based on policy, liiere you can run into all 
kinds of bureaucratic approaches and priorities. The Joint Chiefs of Staff 
will not want to discuss their ii.-tailed contingency planning with other 
departments. They believe they have the expertise, and they don't want to 
spend much time being critiqued by the other departments, where they think 
there's less expertise. Ox the President and the Secretary of Stale will insist 
that all intormacon about negotiations flow only lo them and not include the 
Secretary of Defense, the Joint Chiefs, etc. Inevitably, in instances where 
I've seen thai occur, it is not because they don't trust them, it is simply a 
question of limiting the possibility of leaking the information. The basic rule 
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is that the more communication centers and administrative personnel you 
flow through on the way to the principals, the greater the danger of that 
information being leaked by someone who either is simply trying to curry 
favor or disapproves of policy. (142, 150-51) 

CHARLES W. SN0IX;RASS. Vice President, electronic Data Systems 
"Fundinj!    CM"     (1981 Corp; former Assistant Secretary of f                          i . fj)<?    ^.f    fQrce    for    financial 
pp. 119-46) Management 

|T|he compression of time because of technology has become so dramatic 
that there is no longer the luxury of just doing it by the numbers and through 
the organization chart, indeed in my experience, while the organization 
chart is still followed in times of stability and relatively low-level issues, 
when it came to the Mayaguez and Bay of Pigs crises, the evacuation of 
Lebanon or something like that, the organization chart was thrown out and 
the personal structures started to become the real CJ backbone of the govern- 
ment, and the fact that Harold Brown had established a relationship of con- 
fidence with the President was a more important influence on whether his 
advice was followed than what the 
National Security Act of 1947 
savs. Indeed vou can find nothing WjV <>' hgs-the tailed attempt by I'Mu 
.'...',,. .       . ( uhan eiilev to invade ( uba. April 
in the National Seo'-ity Act that )7.tH m, 
says the President should speak to        evacuation of Lebanon—lunelury l*7t> 
the commander of the Iranian raid Hamid ttkown—set/etary of Defeme 
in the middle of the desert after omit*' *****"»« C#itw 
they hit the planes and hie« them l,MUM"'d "* 'f** f «!"£ "/'" • i tie hostage-* in Iran. -April 14, »•*»> 
up. and discuss whether the raid /s,   hndintt   ymp    t*n*-A   »/up 
should gi» on or not    but indeed deugned to uansport and land mm 
thev did talk to the President. In Jm/ «WWi  ">  »mph'bmu* 

J\*4Ult 
the Lebanon evacuation Harold 
Brown, alter it was all over, used 
to brag about the tact that he was in direct secure voice contact with the 
Manne second lieutenant on the first landing ship that went in. and he knew 
as soon as the Marine did when the bow of the l-ST opened up That's a 
technological resolution thanks to communication» satellites, secure voice 
scrambling and all the things that interest the codebreaker And it dttcs dra- 
matic violence to the concept of organization charts, statutory respon- 
sibilities, that sort of thing  (121-22) 
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8. B.R. INMAN.  "Issues In Deputy Director of Central Intelligence 
Intelligence" (1981, 
pp. 193-214) 

The popular literature holds that we gave up human intelligence collection 
assets to buy technical collection capability. I stress: that's a myth. We 
really gave up manpower-intensive technical collectors; and we did not buy 
the manpower to process the huge volumes of different additional informa- 
tion which were made accessible by a whole range of technical sensors, if 
you scan the notes of last year's talk you will know that I picked up much of 
my inicrcst in the information flow part of this information-need/ 
information-How equation through watching the government's difficulty in 
dealing with crises, beginning with the capture of the Pueblo, and the 
impact that slowness in the How of available information had in restricting 
the government's options in trying to respond to that crisis. We made very 
little progress, at least through the first half of the '70s, in dealing with that 
problem. Wc had lots of studies and a fair amount of investment in com- 
mand and control systems that from this critic's vantage point—loo often 
were focused on ownership questions rather than on the degree to which the 
systems would accelerate the movement of information to a whole range of 
people who might be able to make effective use of it. Wc rcaiiy «!id not get 
any change in the general altitude toward dealing with information-need 
information-How until the end of the ll)7(K. Now, I believe, we have again 
crossed a major obstacle: the attitude is moving toward ""What do you need 
to know," not "What can you do without."' and there is a growing aware- 
ness that much more has to be done than has been done to dale in facilitating 
information How. As one approaches that, one needs to keep in focus why 
you need the information, and what are the time limits dictating the speed 
with which you must be able to move information and assimilate it for 
decision-making purposes. 

... Whether the President changes or not. much of the leadership at the next 
level tends to change every four years if nut s«*»ncr. And there IN always a 
learning curve In some cases you're fortunate it's only a few months 
other times it runs at least a year; and particularly if the) stop to study 
organization you can be sure that it will run longer than a year. I here is a 
tendency to get fascinated early with the nuclear command and control pro- 
cedures, and to learn how to operate that mechanism Hut they do not tend 
to deal as quickly with command and control problems lor contingencies or 

for crisis monitoring. Frankly, every administration that I've watched since 
the I^MK has had to get involved in its first crisis belore it really focused on 
how it could get ihe system to perform, either to really refine its needs, or to 
decide ho« it would operate the process. 
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This i:. an area where worries about leaks do enormous damage to effective 
human communications, which is a major factor in making this process 
work better, faster, more smoothly. A new administration's people come in. 
they've either looked with horror on. or have benefited from leaks by. the 
previous administration. They get started; they suddenly start reading about 
their agenda for the National Security Council sessions, or the results of a 
meeting which only five or six people attended, whose details they consider 
classified. That does not encourage them to involve as many people as might 
be able to contribute to contingency planning or crisis management. When 
you limit the number of people you involve, you run a high risk that you 
will fail to consider elements essential to the plan. This is not a forum where 
I really can get into any great detail on the hostage rescue, but I believe 
very strongly that the extreme 
compartmentation in the planning , .„ 

, the ho\!jiiv fescue—See   Iranian uid 
involved exacted a pretty severe above 
price. Some of the command and 
control information How portions 
worked very well, but that was fortuitous. (|*M 95, 205-06) 

l>. Kit HARD II. Kl.I.IS. "Stra- former CtunmandcrmChtef. Sirategn 
legic Connectivity" (ll>«2. A" <<""»•""' >SM ' 
pp. l-9> 

Let me first talk a little about C as I've seen it over the years. I'd like to go 
all the way back to World War II. I was a combat pilot and I was on the 
receiving end ol orders. I was in the mission execution business, but at the 
same time im comrades and I were a very ke\ part of the dec is ion-making 
process, because we were the ones who reported what we did. And that is 
one of the first uncertainties that enters into the whole C'l problem: what did 
you do and what else has to be done' 

I can speak from first-hand experience. We were engaged in low-level 
attack. We were right down on the targets, bombing and strafing them at 
Ireetop level. There were certain things we saw and reported, and yet it 
turned out, when we got die photographs back, that we were wrong. And if 
you think that's changed today, you're wrong, because it hasn't What is 
reported about the battlefield or the airspace, and the aetuai fact ol the case, 
ma) be two entirely ditkivnl things. And that's wh\ this is an iffy business, 
and it's why, when people talk about firing on warning, or launching on 
warning, they're in a very risk\ area It's dangerous, in my opinion very 
destabilizing  (2l 
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10. Hll.J.MAN DICKINSON, 
"Planning For Defense- 
Wide Command and Con- 
trol" (1982. pp. 11-55) 

Director,   Command,   Control and 
Communications Systems, ICS 

The most important message I have is that the command and control net- 
work has got to have a systems approach. There is a pretty good analogy to 
a living system. A living system has sensors—eyes. ears, nose—it has a 
nervous system which carries those sensings to a decision making brain, and 
it has an operating system which carries out the decisions of the brain by 
means of the fists and the feet. We mean the same kind of organic intercon- 
nection when we talk about C'l systems. There's no way to disassemble 
that, and have a living organism that can evolve successfully. Equally, there 
is no way that a living organism 
evolves into all fists and feet. And 
the message that I have from each 
of those unified, and to a lesser 
degree, specified CINCs is that 
my system is out of balance: I've 
got more fists and feet than I've 
got the rest of the system. (21) 

unified—command that involves more 
than one US Service 

specified—normally a single Service 
command with a broad, continuing 
mission, e.g., SAC 

CINCs—Commanders-m - Chief 

11 THOMAS H. Ml MII.LKN. 
"A Tactical Commander's 
View of CT' (IYK2. 
pp. 57 76) 

Deputy Commander, Tactical Air Com- 
mand IIAC) 

So we have to have a good plan, good information, good ability to control 
the force to get them where we want them, and then we have to be able to 
sense what's going on and adjust. C*l really is the sum of the things done to 
achieve proper, effective employment of tactical air. <>l>> 

12      <;KK\IJ> F. IMXNKKY -C1 

Priorities'"    (ISK2,    pp 

77 -93) 

C orpotate Vn e President. Honeywell. 
Im., former Assi\tjnl Setietary of 
Defense /or (.lunmunnalions. Com- 
nurnl  t uniiol  jnd Intelligerne 

! personally don't think it's rational to think of a limited nuclear euhangc. 
Deterrence is deterrence, and as 1 said at the very beginning, the primary 
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objective of your strategic command and control is to establish that deter- 
rence in order to prevent nuclear war. I don't think it makes any sense the 
other way—or only in that you would like to have the capability (though I 
can't foresee what the situation might be) for the chief executive to have 
some other option than letting everything go. The Soviets have written about 
that. loo. (81) 

13.        ROBKKT T. MARSH. "Air Commander, Ait Force System* Corn- 
Force     CM     Systems" muttHATSC) 
(1982. pp. 95-114) 

In very candid terms. CM is a lough business to understand. It's tough to 
validate the requirements, it's lough to estimate what it's going to cost, and 
il's always been sort of in the range of ihe unthinkable. You don't have a 
C'l problem until you really know that the bell's gone off; that's when C'l 
gets tough. Now I would suggest 
that there arc a lot of other arenas , A„,  f<M lromignHn Pulse Cutrt.n, 
we haven't addressed about how and voltage surges triggered by a 
we're going to behave and operate nuclear M*s» above the earth's 
when ihe real bell goes off. When *u,'4<r 

ihe KMH gets so tough that it 
destroys Ma Bell, and we've gol lo have other means of connectivity, for 
instance. 

|()l ntv.iKl 'those unaddrcssed problems come in smaller si/es. too. 
As. for example, in the Mavttgutz crisis where Ihe absence of adequate 
secure communication*, even in a non-apocalyptic situation, cosi a number 
ol lives 

| MAKMi | I (omul out thai I could narrow down all my soil ware diffi- 
culties to ihe decision aiding systems, where we were trying to assisi ihe 
commander with his decisions. Thai opens up a whole Pandora's bov 
Where ihe commander had Ined lo foresee what his nil omul ion needs were, 
in what order he would v an! (hem. how he would rank (hem. how you'd 
correlate them, and what do you do then with all the fancy correlation 
schemes, how you'd fuse the information and all that's where we rca.iv. 
met our nemesis We lust hit oil wax. way loo much in trying to automate 
hunui.  decision making 
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... [Hjow many times have you all gone and looked at a big computer dem- 
onstration, or an advanced ADP demonstration? They'll tell you all the 
things it'll do for you. and you're 
Mis! flabbergasted; you can put 

... , .        ... ADP-Automated Data I ocessmg 
your whole income tax on it and all 
that kind ofthing; it's striking what 
it will do for you. But the thing that neve' comes to mind is what it won't do 
for you. My guys invented a big procurement database, and I went down the 
first day to view it. They were going through the magnificent things it would 
do. and I said. "Well, ask the damn thing what my seven biggest overruns 
in the command arc." ''We haven't got a program for that. General." 
"Well, what are the top values of all the cost reimbursement contracts, 
those are the dangerous contracts." "It's not arrayed that way." And so on 
and on. My problem was that those guys invented a system that evidently 
suited their purposes, but didn't suit my purpose at all. So I suppose man- 
agers arc somehow going to have to sit down and articulate their needs. I 
don't think people out there inventing those ADP systems know what the 
hell management needs. And I'm not sure management has ever sat down 
and gone through whatever it takes to articulate its needs. Maybe if we did 
that we'd get systems that are responsive to mir needs. 

[Md.\t (»Hi IN| Let me pursue that for a minute because I think it raises 
a higher-level problem Over the last couple of years this seminar has col- 
lected a number of war stories about someone in the national command 
authority at some point asking. "Where is the ship?" or "What are the 
forces closest to that point?" and finding that WWMCCS and the other 
systems weren't programmed to 
answer that question. So the dep-   M     . ,  , • WWMCCS-Worldwide Milton Com- 
My secretary ol dclense. or the „und and Control System 
secretary, walks out of the room. tsl* Ueitrorm Systems Onmon 
At the KSD C symposium last i.eneral Sxowtroft—Brent Scowctoft. 
October. I believe it «as General Natmnal Set only Advnor to fteu- 
.. ., , dent Ittrd 
Scow croft who was saying that the 
national command authority doc 
not exercise the system. Che problem is how to gel a president tc play the 
game. It seems to me lhat unless the game is played we'll never anticipate 
»hat they are going to need (103. 107. ItWi 

14 Kit II \Kl> G. STIL*fcl.l.. Debuts Under SecnHSiy ol Drtertie tor 
"Policy    and    National *•*** 

Command"   (1982.   pp 
115-Hi 
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There's a whole range of crises—some more military, some more politically 
charged, some very transient in nature. Our military command structure is 
designed tor major campaigns in terms of its vertical organization, its plan- 
ning structure and the like; but. of course, crises have been more in vogue. 
We have a minor crisis action center in being right now in the Pentagon as a 
direct outgrowth, as you might expect, of the Falkland Islands. This 
administration    has    a    very 
embryonic crisis management , ,.,     ....    ( , .„., * fr Falkland Islands- focus of 1<*82 war 
organization at the White House between Britain and Argentina 
level, headed up by the Vice Prcsi- OSD—Office of the Secretary of 
dent. It doesn't have much sinew Defense 
at the moment. There is a national 
counter-terrorist cross-management structure, also, without sinew. The JCS 
has a crisis action setup, again tempered to the large operation rather than 
the smaller one, although they're working on the latter. OSD doesn't have 
any real capability, being a policy, planning, review and analysis organiza- 
tion for the most part It's not adapted to operational responses, although it 
has enormous contingent responsibilities in a military crisis— 

We're trying lo drill parts of the OSD staff in how to man battle stations for 
a crisis, to develop a cadre of people from the assistant secretariats and so 
forth who would be marshaled at the appropriate time. They would be 
known to one another, would have specific assignments, would be furnished 
with the requisite data bases with decision packages of major actions likely 
to be required, including the implications of any of those actions; with our 
legal authorities and our constraints; the priority aims, and data on all the 
other government agencies involved. Next to dealing with an actual crisis, 
nothing is more important in developing professionalism and know-how than 
exercise, whether it be (ahlclop or sophisticated. Thai's basic. 

Another phenomenon of crisis: because the information is sketchy, because 
of the time and sensitivity, because ol the nature of the initial report, which 
may come from elsewhere than our embassy or a military command, there's 
a tremendous impetus at the national level to search in all directions tor 
more information, lo flesh out the issue as a basis tor developing the plan 
Usually the plans ih..i are on else shelves an; not applicable to the situation 
And so the NCA has a tendency lo violate thr chain of .ommand 'hat's 
okay Ironi 'he standpoint of information request, but it «.ould be pretty disas- 
trous if con. ut «s involved 

|(>l rilNGU(| Vim are the ft«si OIK- in all the discus-stuns we've had here 
wlh» has explicitly stressed the distinction between searching UH information 
and the downward flow «»I i»rders. C'iHild sou ctHitmcnt on why the distinc- 
tion seems M» hard fof tue rest' 
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|STILWELL| I don't know. II' I'm a lull commander and the President or 
the National Security Advisor or the Secretary of Defense makes a legiti- 
mate request for information that skips my echelon, and goes direct to sub- 
ordinates to get what information he can. I have no problem. If I have any 
evidence that suggests he'd better not depend too much on that initial report, 
or if it should be modified, though. I'm going to tell him. I have a respon- 
sibility to correct him. We've provided all these command, control and com- 
munication systems; we should exploit them. Information is intelligence, it's 
germane to (he decision-making process. Hut I don't want seniors bypassing 
the chain of command when it comes to application of force unless it's been 
prearranged for good and sufficient reasons. 

... |M|y deputy, an Air Force three-star general. J.J. Burns (now a vice- 
president for advanced development at McDonnell Douglas), had been the 
nominal on-sitc commander for the ktuyaguez operation and. during (hat cri- 
sis, watched the NCA, the theater commander and everybody else try to talk 
tt) the little guy on the ground. He told me that this confused everyone. 
So I informed Admiral (Javier and JCS that I had looked over all the 
comma assets, and there was just 
no way we could arrange com- 
munication» below my headquar- 
ters We had a remarkable secure 
teleconference (ha( morning that 
linked evervbodv win» was any- 
body in Washington and the Pa- 
cific with my headquarters, so that 
thev could ask questions, and give 
advice, which no one elected to 
do So it worked all right ( I JO, 
IJ5. 145» 

Ditt uwuiti hrtr rrleri In ttimmunna 
tu>it\ ilunitfi I he Amem an tr\fn>n\r 
wfirn twtl Amnit an off It Vt*. «le ai 
nifi a lire in k<itra\ Drmihlansrd 
/om*. wrif killed t>\ Ntuth ktuean 
•mltheis, Augu\l /**'»• 

\ilmual l.a\lrt Atlmiial Xuel l.a\lrr. 
( innmamlrt in-i hirl ol ihr Pat lilt 
( imunaiitl al f/ir lime ut ihr 
MM nlrill 

i <HIIIIH>    < uilltflUtUt Jliotti 

15 Kic II \KI>      S.       HIM 
"Decision Making. Crisis 
MaiiagctiK-nl. Information 
and  technology" ||9K4, 
pp   5   I4'i 

Spet ut \wi\iant fu f/-c- fteinletU lit 
SjlltMlul Sc-i Ulli|    \lljit\ anil S«-»nt>/ 
thiettui   ( ti\i\ Management s»% 
Inn* ami Manning 

As Special A%»i%lanl (»» (IK- President on the National Security Council. I an» 
responsible lot all the crisis management assets within the While Mouse 
Ihis «s a new pmilioa   (««inert) the crisis involvement »»as handled bv one 
member ot the NSC" in support ol the Assistant lo (IK- President I or National 
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Security Affairs, with the basic managerial support of the Director of ihc 
White House Situation Room. But in the last two years, at the President's 
directive, we have been involved in a major upgrade of the White House cri- 
sis management assets. 

What I am about to say is based largely on a premise you will rccocni/.c. if 
you know anything about the interplay between the White House and 
various elements of the bureaucracy. It is a very common Washington prop- 
osition: the White House should have comparatively low participation in 
many if not most crises. As a matter of principle I find that a good operating 
premise. In many cases it clearly docs not apply, for a variety of reasons. 
But most everything that has incurred in the last two years has not presup- 
posed that the White House should have a more active role. 

I want, first of all. to describe an incident that occurred about a year and a 
half ago between the National Military Command Center and the White 
House. The military leadership, with General Vessey in the National Mili- 
tary Command Center (NMCC) in the Pentagon, was briefing the National 
Security Council including the Presi- 
dent. Secretary of Stale, and other 
participants in the Council. This (*w,rM' *****  <**"[ **" *• ** 
' * try. ( hjttnuit Of Ihr Itunt t rMers «»» 
incident has shaped, as very otten is sr<ir/ 

the case, this President's view- of 
* hat he could and couldn't do. 

liiere was a discussion about what Mas going on in Lebanon I he Chairman 
of the Joint Chiefs, briefing by video from the NMCC. mentioned the con« 
stra;nts that lite President was under due to the rules of engagement IKOI.NI 

Then he pointed to a map to show the President where a particular Israeli 
activity was. and where the Dru/c were The President was vcrv sur- 
prised this i% not uncommon tor Presidents that he was constrained b> 
the KOt-.s Also, when the Chairman pointed to a location on the map. the 
President, using the various secure video links, eould not see what the 
Chairman was (Hunting lo The bricters thought it was important to have the 
President pav attention hi what they were talking about Hut the President's 
reaction was. first, win shouid he be constrained hv these rules .»! engage- 
ment, and sco>nd. he wouldn't tell what thev were talking about I he Presi- 
dent turned lo Judge Clark and 
ia«l.    Ibis IN ndioHous   I nut onlv />ru/r   a /cff wmg gluup jmttng ,ht. 
don't know what thev arc talking nramng fdctiun% m irnjnun 
about. I don't know   where thev're 
talking about it. and I don't have 
anything in lront ol me that helps lmlgr (lMk   n,„um r (^ H#»*sd 
me understand uf eise context U» it " Snu/if» \,h :•>.•> f«» ftntfkm KrMta/i 
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Now, this anecdote ought not to be surprising to any of you. Indeed, it isn't 
intended to be a surprise story. It is to confirm that decision making at the 
highest levels of the American government is not a good system. The par- 
ticipants in it are all well-meaning people; still it's not that good a system 
for the decision makers. We spend billions and billions of dollars to collect 
information, to get it from the field to an analyst in the bowels of the 
bureaucracy. Don't misunderstand me—that is very, very important. But 
having spent a lot of money to sustain an information collection, dissemina- 
tion and analysis process, we spend virtually nothing on direct support to a 
senior-level policymaker. Virtually nothing. This is a major theme I am 
going to talk about: we spend very, very little and we have very few analytic 
tools for the very high-level people. That leads me to my first major obser- 
vation. I believe this society pays dearly, every single day. in terms of pol- 
icy, for its failure to teach truly systems-oriented people to synthesize at the 
macro level. 1 dare say we could go through the length and breadth of this 
land and not find twenty people who have that capacity by virtue of training. 
A lot of people develop capacities by virtue of experience, but I'm talking 
about those who are boih experienced and trained to synthesize information 
at the macro level. In my judgement the biggest problem in information 
processing is not sensors, not telecommunications, not CPUs, not even ana- 
lytic procedures. Very little work has gone into the synthesis process. I'm 
not talking about a partial system, 
a little economics and rational 

, . ...    i t PUs—central processing units (of 
decision making and let s throw a computers) 
little more in the bu'get. I'm talk- 
ing about big pieces. 

Furthermore. Presidents, engaging in the decision-making process, where 
you have a very stressful situation, experience high levels of fatigue. People 
get worn out. they are barraged. there's a lot erf pressure on their time. Very 
few u>ols exist at that level to relieve the pressure while supporting their 
synthesizing activity. I'm repeating myself, but I want to make sure I'm 
understood: the tools are not there. I think that is so serious that it affects my 
views on technology. What differentiates man from all the rest of the crea- 
tures is that man goes out and builds a too! to do his work for him He 
builds tractors and plows to lake care of the land, he builds relay stations to 
take care of signals, he builds computers to process data. Yet the tools for 
doing synthesis don't exist. In stressful situations, as the principal crisis 
manager for the President in the White House (I have actively worked every 
single one of the recent ones). • have to process, to synthesize, megabytes of 
data in very short periods of fine, to give descriptive clarity to what's going 
on. For instance, we receive situation reports (we get at least ten of them) 
varying in length from slum io quite long, and we have very little time to 
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take those data and crunch them using some data compression technique, 
and then tease from them the essence of the messages. Believe me. that is 
not an easy trick during a crisis. 

|STUDENT) Could you give us an example of that kind of situation? You 
say it happens every day. 

|Bl-AL) Certainly: the most serious conflict facing the United States 
today is the Iran/Iraq war. You may think it's Lebanon, it's not; it's not HI 
Salvador, it's not US-Soviet relations, it is Iran/Iraq. Right now the number 
of cable messages the W'iite Mouse receives about Iran/Iraq—and that is a 
smaller pool than the total messages within the national security com- 
munity—is substantial, around 600 every 24 hours. That pool includes situa- 
tion summaries coming from at least nine different sources, teasing out 
economic, political, military, political leadership aspects of what's happen- 
ing, on a daily basis. 

We probably will gel something an the order of a minute to two and a half 
minutes with the President. Try thinking realistically about what is required. 
We have to take that pool of messages, those summarized reports, the exper- 
tise of human beings on hand or out in the community, and prepare a 
message. You have to know what on earth to tell the President. The synthe- 
sizing, integrating process goes through that volume of data, those already 
synthesized pieces, to put through your final window a page, two pages, 
five pages, of very, very crystalli/ed information. 

To do what' To just inform him.' No. Decision makers whom you only 
inform are not worthy oi your effort to inform Decision makers have to 
form impressions and act or else not act, which is a Form •>! acting (I'm 
not saying that Presidents or their advisors act onlv bv doing something spe- 
cific; non-action can also lie very worthwhile in fact, as a superpower, we 
ought to learn to do it more often; it's probabiv the number one rule of a 
superpower. Superpower behavior is not to act) So action, or inaction, is 
the essence ot the message. Then vou have lo weigh all the different factors. 

lor example, there is a verv large British convoy in the Gull ol Oman this 
morning. I guarantee vou that is going lo raise all kinds ol questions: why is 
it then.*, is it new. did we know it was going to huppen, all those kinds ol 
things, which for us is a ratcheting up ol the question ol how we put it 
together in a context 

Now, a word ot caution hvcrything I say lodav is about crises We can talk 
about general decision making in a non-crisis sense some other time. The 
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essence of information during a crisis is that it has a very short half-life. 
Therefore, every time you put information on a piece of paper and imply to 
your boss—in my case. Bud McFarlane and the President—that this is the 
way it is. when you know you're 
dealing with information that has a 
very short half-life, you are on a        ^^'T'^IH 

McFär'T' 3 } National  Security Advisor  (after 
precarious edge. So Law One is: if dark) to President Reagan, 196285 
you've got a piece of information 
that is so perishable that it will not 
survive the evening, then don't send it up. It your best estimate is that it's 
that perishable, you've got to be very, very careful about processing it. I 
know very few tools except experience and judgment that are going to help 
you in that area. 

|()i:i"IIN(ii:R| It seems to me that the background against which to inter- 
pret a crisis, against which the decision maker evaluates what he gets fed for 
two and a half minutes, is an important element at risk. Would you touch on 
that neforc we close? 

|Hl-Al.| All right. First, however, let me make a lew general proposi- 
tions. Number one. 1 would describe crisis decision making, at least in my 
experience and as I have now come to conceptualize it. as organi/ed anar- 
chy. Sometimes it IN an organization, sometimes a decision setting and 
sometimes a set of decision makers. Hut its primary characteristic is that in 
crises it is always very difficult to establish a set of goals of preferences. 
Crises, by their very nature, are like playing Scrabble. When somebody 
tosses the board ami everything is initialized to zero, and most of »he pieces 
arc tar-1 lung and in disarray mat's the anarchy. And when confronted with 
that, a person win» makes decisions must decide how to establish prefer- 
ences. I or somebody going back and analyzing it. it's very difficult to elicit, 
from a set of decisions, what those preferences were. The reason is that 
most preferences are rot someone's will during the period of anarchy, but 
rather a consequence of a loose collection of ideas and acts The preferences 
are functions ol action rather than drivers ot action. 

This in my judgment is very important   In our current situation in 
Lebanon (which in my ludgmcnt is a very clear policy reversal) tuir (»refer- 
ences and our goals have been 
derived from a set of actions ever- 

, ,    . ,        , <*«' (urirnt \ittutmn in I   lunon 
so -loosely formulated over time jm.mu„, ul ,hc „«,„,/,„.,. ut „„. 
Derived from those acts   not the MMUH- i\»nMk% m cxtobt* I*M 

dnven. ol those aits  Secondly, in 
crisis     situations,     with     this 
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organized anarchy, the tools available to you are very unclear. You don't 
always know what you have. 

For example. I hope the military is always a political instrument—that it 
never has strictly military purposes. That's why I find the Lebanon situation 
just bizarre. Commentators say. "Our forces have been given a mission lor 
which they weren't designed: they were well equipped to do military things, 
but they were given a political He." The day that isn't true, when that is 
not what we want from our military capability, is the day we're going to just 
shoot each other up. because then we will have nothing but military pur- 
poses. So, in my judgment, the public discussion on this is absolutely upside 
down. 

That's what happens in a crisis. Your tools become unclear to you. And 
their uses become unclear, and you apply them inappropriately. 

JOBTTINütR) Just so we will be clear: loots, for you. are animate? Inani- 
mate? People? Institutions? Things? 

| Hi \l.I A tool is an Ambassador Rumsfeld. Special Envoy of the Pres- 
ident of the United States. As an instrument in the hands of the President, he 
has a particular characteristic that makes him very different from Ambas- 
sador Walters, who is also a trouble-shooter. Ambassador Walters reports to 
the Secretary of State, and he 
basically is what I call the "bad 
„ ...     k ...  ••  ii,   ...      ......   ii Ambj%\jdor Rumsfeld—Don aid Rums- 
news boy.     He goes out to tell few WMe Hou$e Ch*( of Staff and 
President Marcos ol the Philip- Secretary of Defense under Presi- 
pines. "Look, you're in real trou- dent ford 
We." or. "You'know, that foreign Ambassadot Walters - Vcmon Walters. 

... appointed (As ambassador tu the UN 
military assistance is going to drop ,n ^uy IHti^ 
from SUM) million to $25 million." 
That's what Walters does, while 
Rumsfeld reports ID the President, not the Secretary of Stile, and he's the 
special envoy to a region, not to a specific conflict. He's not out there all the 
time, he's specially deployed, and he is a tool. And the President has to fig- 
ure out. with his advisors, how that particular UH>1 is going to be used. 

We may want to know how a particular country feels about something we 
do—we may employ a particular kind of information collection system -and 
use that to watch how another nation reacts. That's also a tool. For example, 
if we went to a new alert status, we'd probably use some of our collection 
techniques to learn hv>* country X responded to our increased alert. Or if we 
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have some forces out of garrison, and we want to see what the other country 
thinks of that, we have an instrument to measure it. We may call up Ambas- 
sador   Kirkpatrick   and   say, 
"Would you float the following 
.-.,... • . , Ambassador Kirkpatrick—Ivane Kirk- 

notion.' Maybe we ought to sub- patnck Presidt:nt Reagan-S ambas. 
stitute the multinational force lor a sador to the UN (Walters' piede- 
U. N. force.'* So she becomes, in cessorl 
a sense, a tool. 

But in crises it becomes unclear which assets you have available, which 
ones will work, who's going to use them, who actually controls them. I can- 
not tell you how often I have heard somebody say in a conversation with the 
President of the United States. "But sir, we can't do that. It's not within the 
DCTs prerogative." That means that the Director of Central Intelligence, in 
his other hat as director of the intelligence community, is telling the Presi- 
dent of the United States, his boss, that he. the DC I, has a charter that is 
independent of the will and prefer- 
ences of the President. If you read 
the 1947 act as amended in 1958. ""' m7 *' JN tended"' wsa - the 

, National bet tints A< t ot f«W7 and the 
thai can t be. And yet the assets Department of Defense Heorganua- 
are appropriated, given by law to turn Act of WSfl 
the DC I. and they are his in the 
mind of everybody who manipu- 
lates them. 

|()i.lTINGI K| It's not unique to the Presidency. We're talking about 
decision makers in a very generic way, through these focused observations. 

]tit At | Yes. ami not being unique, it's very critical during times ol cri- 
sis Why' Because you've got very compressed decision time, whether in 
reality or simply in the mind of the decision maker. He or she can'; tolerate 
that sort of element being led into the decision it puts tension into the 
process, that makes it very difficult to come to some sensible set of deci- 
sions. 

The third major characteristic I'd like to emphasize is that ail crises involve 
what I call fluid participation in the decision-making process. That is. in this 
organized anarch). each tune the Pre&idenl and ihe National Security Coun- 
cil meet, il mav involve ten people and in three successive meetings not 
even three of them will be the same. People are constantly sending their sub- 
stitute, while somebody else gels dragged away Why? Because a super- 
power is involved in managing all kinds ol things m a non-crisis area while 
ii handles a crisis 
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That will always be the case. In 1973 it meant that there were major ele- 
ments of the State Department having nothing to do with the Middle East, 
processing other kinds of matters and demanding the attention of the Secre- 
tary of State. Furthermore no one set of participants is both analytically 
competent in the region or the specifics, and also high enough in position in 
the government to be in the meetings. So the experts who really know Iran/ 
Iraq (generally they only know Iran and not Iraq) brief a boss who briefs a 
boss, who goes to the meeting with the President. He may not know a single 
thing about this particular issue. 

This may touch on your question of background. The critical thing is that 
analytic, competent people arc not that valuable to you in the decision-mak- 
ing setting—this is going to strike you as a little perverse and a little upside- 
down—because they do not control the assets of the organization they are 
members of. So you have to have somebody in the meetings who can speak 
for the agency, allocate its resources, and make commitments to (he Presi- 
dent during the crisis decision making- not the expert on Iran/Iraq. No mat- 
ter how much the expert knows about the foreign minister or whatever, 
that's not what is frequently critical in those settings. 

You also have what I call the intcgration-of-knowlcdgc problem. By the 
time you reach decision making settings, you've already had to go through 
the analytic stuff and have cast this problem in its decision making macro 
terms. That's not where you need analytic smarts, you need integrating 
smarts, and people capable of al'.>cating the resources and assets of the 
society, 

Fourth proposition: every piece of analysis I have ever seen is incomplete, 
because the bureaucracy and the political element (1 don't want to imply 
anything other than a very positive approach) never know anything about 
Blue (Red is the enemy and Blue is you). Nobody ever analyzes Blue. 
Nobody ever finds out what this country will support, accept, tolerate what 
Congress will tolerate. The) leave out major portions of what the law will 
permit a President to do, what the Office of Management and Budget 
(l)MH) will permit a President it» do. what Congress will permit so they 
don't complete the total analysis We could have a posture as to wha! we 
intend to do with the West Europeans and (he Japanese if (he Iran Iraq war 
gi>es into the Persian (Jull yet it might be perfectly impossible lo get that 
done domestically. And w-* would never know it. because neither the 
Defense Department nor the State Department is permitted or mandated to 
know anything about America! I have the greatest possible respect for all of 
them, but thev don't analyze America domestuallv. 
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|0ETT1NGKR| Conversely, the domestic folks are not permitted to get 
into national security. So synthesis becomes extraordinarily difficult. 

|BEAL| That is one of my major points. One of the fundamental ques- 
tions in foreign policy is. is your foreign policy driven by domestic sources, 
or is it derived from the interaction between the two or three nations 
involved? Well nobody has ever decided to have a Bureau of US Affairs in 
the Department of State. You have to have certain specialized tickets if you 
want to play in national security affairs, and one of them is: Don't know 
anything about America. Of course I've overstated, but not unfairly. I think. 

An article by Bill Bundy. from Foreign Affairs, talks about how American 
foreign policy is conducted. It always turns on four elements. First, the cen- 
tral views, style, and characteristics of the President. Well. Ronald Reagan 
is still an enigma to everybody. Second, coordination of policy within the 
executive branch, including the relative influence of key advisors, is never 
analyzed; it's never even a part of analysis; it would be inappropriate if 
somebody wrote it down It's outrageous if somebody raises it. Third, rela- 
tions with Congress. Well. Congress is never in on it; in fact, the people 
who conduct legislative affairs knew zero about Grenada, lor example. 
Intentionally, they were never even given a piece of the knowledge ahead of 
time. Fourth, the level of popular 
support for the administration, 
especially the President personally. Grenada   the US invasion. October 
I   think   that's   remarkable   lor ,yfl' 
..,,,•       .,     , ii, KHIUHI Wirthlm -President *fe«MMn's William Hundv or anybody to say. .... " pointer 
I have spent a lot of my academic 
and professional life doing sur- 
veys, but if Richard YYirthlin in the current administration uttered a word 
to the Secretary of State on what the public will tolerate, you would have the 
longest discussion about the fallacy of polls. Few people are as good at the 
balance between domestic and foreign as Wirthlm is. but he wouldn't be 
permitted to speak. 

Another principle. There is no domestic foreign interface. It is not there, and 
that is very, very serious. In my judgment it is the single most critical factor 
in bemg unable to sustain foreign policy It's not really our difficulties with 
one nation or another, but the problem ot not being able to sustain domes* 
tically almost any policy you can name in a crisis. You have to remember 
that a characteristic of a crisis is generally high public tolerance luc a Presi- 
dent, his advisors, and Congress as they work through the problem. Thai's 
one of the things we know about crises: there is a suspension of immediate 
criticism about what you are diking. During Grenada, for example, it was 
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decided that we could do the action, that it was correct, we could finish it. 

pack it up. and return—all before we had to truly defend the policy. Inva- 

sion of an island—and I don't see any point served in altering those words— 

invasion of an island for the specific purpose of overthrowing the govern- 

ment did not have to be sustained as an argument over the long term, 

because you could put the forces there, clean it up. and take them home 

before you had to really debate the policy. During crisis you have to think of 

the sustainability question as much as you possibly can. 

Next is what 1 call Gray's Principle. Gray is a Marine General, comman- 
ding officer of Camp Lejeune. and a remarkable man in many respects. To 

get understanding about some of 
the problems we had. I visited 
General Gray at Camp Lejeune. I Cray—Ma/. Crn. Alirvd M. Cray, lt., 
did not understand why there was Commanding Genera/, 2nd Mann,- 

' Division, llvvi Manne Force 
miscommunication between the 

President and some of his military 

advisors about use of the MAU force in Lebanon-the Marine Amphibious 

Unit, one of the basic elements the Marines use for certain kinds of actions. 

General Gray and I were going over some of the concepts that the Navy and 

the Marines were going to use. and I asked him. "Mow do you keep all this 
coordinated?" It was a very large landing on a beach front with lots of 

forces and lots of firepower and lots ol other things. And I was interested in 

the information questions, the command and control. 

Now this is my proposition, though you may disagree. I believe command 

and control structures arc always pyramidal. They have u> be; otherwise they 

can't possibly sustain command and control. By contrast, all information 

structures are. in m\ judgment, initially horizontal And they are horizontal 

all the way up and down, because lor a variety of reasons they have to he. 

Command and control, however, and the information in a command and 
control structure, always have to run up or down, pyramidall) through the 

structure. 

Hut. as I have said, the information swicim that support command and con- 

trol are always honzuni.il and lhe\ are characterized by network flows more 

than h\ vertical action. And what General Gra> said to me I found very 
interesting: that in times of stress. ever) echelon in the organization must 

understand the organization's immediate goals and act I«) I all ill them, with- 

out further information. Thai means that there is an information suspense 

peritKl in a command and control structure. The horizontal I low is not active 
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during certain restrictive periods. Especially in stressful conditions, you can- 
not expect the same kind of information network flow across the horizontal 
planes and up through the various echelons. Another point: much of com- 
mand and control information is punitive. It has to be. A directive: you do 
this; you send me feedback that you've done it. If you haven't done it. get 
your bu'.t out there and take care of it. And that's why the command and 
control structure passes what is not passed in a horizontal structure: how we 
are doing on the intelligence side. 

Now. in crisis decision making most presumptions about the highest level 
are that it is pyramidal. But in organized anarchies it is anything but pyrami- 
dal. Why.' To go back to my first notion, nobody knows what the prefer- 
ences are. so nobody can act to meet the intermediate goals. How do you 
ever know what the preferences are'.' By inferring it from actions that are 
very difficult to interpret. And during a crisis this is one of the things that 
gets interrupted. 

The next proposition I want to give to you is what I call the theory of night 
operations. During the (Julf of Sidra incident, when Navy aircraft on the 
USS Nimilz shot down two Libyan fighters, you may remember that there 
was discussion in the press about 
whit woke up the President to tell 
him. Well. I'm one of the lower the Cult olVnoYa MMident   JW»; 

players in that loop. And my opin- 
ion is that it is dumb to wake up 
the President to tell him that two Libyan jets have been shot down and 
everybody else in the Libyan air force has gone back to their bases and they 
are sitting on the runways, There is nothing to say. What are you going to 
wake him up lo tell him'.' That's like saying, "There are a lot ol slopped-up 
toilets in Milan." What are you going to do about it? 

lo make sure we had all our facts straight. I was sent lo the USS S'imii: to 
have a discussion with Captain llg and Admiral Martin, then the admiral ol 
the Fourth Task Force. Martin's a POW from Vietnam, and both are \cr\ 
remarkable people. While I was there the\ were doing maneuvers and night 
operations. For a person who didn't spend an\ tune in the Na\\. this was u> 
me a remarkable experience. During these night operations the Simii: was 
mining during the night m«H>red to two replenishment vessels taking on 
food and supplies on one side, and petroleum on the other. Although the 
S'imii: is a nuclear-powered vessel it still needs petroleum lor a variety ol 
things on board. 
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So we're going through the ocean, three ships hooked together. It is an 

incredible experience to see them doing this with the ocean rolling. All this 

time they were landing aircraft on the deck and taking off. at night. Night 
operations are very different from day operations. One characteristic is that 

pilots arc trained to disregard most of the information available to them to 

land an aircraft. They are told. "Keep your eye on the meatball"—the lights 

on the left-hand side that have to be kept horizontal. The pilots are trained to 

focus not on the ship, not on their instruments, not on what they are hearing, 

not on what they are seeing, not on how the ship is tossing. This is an air- 

craft they have to get down, one of the most complex manned machines. 

I'm not telling you this because 1 like stories about the military; we're talk- 

ing about technology, information, decisions during short, compressed peri- 

ods of lime; and to get that aircraft down they had taken the volume of 

information that one might pass to that pilot and reduced it down to "Keep 

your eye on the meatball." 

|STl DIN! | But you know what the pilot's preferences are: to come 

down in one piece. 

|Hi Al.| That's the preference not only of the pilot but everybody assinri- 

ated with him. The guys who clear those planes want very much for that 
pilot to get that aircraft down. Hut within the context of my own observa- 

tions. I know very well that keeping your eye on the meatball works and 

this is my point: you can have information reduction and compression only 
when you know preferences. All the other characteristics of night operations 

and crisis decision making are very much alike, but the crisis decision maker 

can never say "Keep your eye on the meatball" because he doesn't know 
wlut the meatball is. 

You go through all the other processes: data reduction, data compression, 

short periods of time, high risk let me tell you. putting that aircraft on that 

flattop is high risk. Somebody has worked out a manned machine, the tech- 

nology is clear, the Instruments that you have available to you are clear. Hut 

the) are successful in landing that aircraft onlv to the degree that they get all 

that coordination. 

If you applv all those pieces to the prc-criMs stage, vou discover that people 

who say to the President. "Sir. keep v«Hir eve on the meatball and we'll get 
through this." are deceiving him Advice-giving during crisis periods. Ibr 

precisely the reasons I have alluded to. is very dangerous. In crises most of 

the advice the President receives is inaccurate and fallacious h very bod) 

will he telling the President. "Keep your eye on the meatball, sir. and we'll 
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make it," because that's their job. But since they arc likely to be wrong, the 
President is denied the number one thing he personally needs: high confi- 
dence that the advice given to him in the privy council is correct. 

|STUDENT]       The word "correct" troubles me. Instead it is really 
incomplete, isn't it? 

[BEAM        It is incomplete, incorrect, and inadequate. 

|STUI)ENT| Isn't the advisor saying. "Based on my experience with you. 
Mr. President. I believe your preferences aie thus, and therefore I think this 
indicator is the only one that will do it." Isn't that an effort to distill in some 
meaningful way ...? 

|Bl.Al.| It is. But my proposition to you is that, in all probability, 
whether it is the Secretary of Defense or the Secretary of State, whoever it 
is. he's wrong. In my judgment you have to operate from the premise that 
when you arc in a crisis condition, he is likely to be wrong. That's the risk 
you run because in the circumstances anarchy can surround everything they 
do. and it simply makes almost everyone's good advice not that good. The 
conditions no longer permit them to concentrate on one thing. In a crisis a 
lot of the effort goes toward finding a path to solve the problems; they have 
to meet, they have to bolster each other and get a certain kind of consensus 
to get the thing resolved That's the basis of Irving Jams' "group think" 
theory. They have to build consensus and get the President on a path, «hen 
they have to do the proselytizing and chccrlcadmg. And in my trivial way. I 
keep records abtnil who says tu the President. "This will work ." I red-Hag 
that, since if anybody is convinced, in my judgment, that is likely to be dan- 
geriHis    because in a crisis you just don't know 

What do I conclude from this ' I do not have a prescription if you are a weak 
nation But as long as you are the lulled Stales. hcvausc of the conditions I 
have described, you need to act very, very slowly Shoe ol a nuclear 
exchange, there is no crisis that this nation ever has to respond to in very 
compressed tune, either real or psychological I think that is one ol the 
major problems we lace: advice given under stress to a leader ol a super- 
power causes iha'. superpower lo act precipitously and unnecessarily, with- 
out the basis ol consideration that sou fundamentally need Am I arguing lor 
"givc-it-a-week'.*" No. but any time you get in a crisis, the major thing is. 
let's not go loo fast 
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I will give you a case in point. I think in the Korean airliner incident, from 
the time we knew the plane had gone down to the time the Secretary of State 
went on the air. and the President's 
first public statement about it. did 
not exceed 24 hours. In my judg- Ko•n Jirl'nr' «ridene-tfie shootmg 

,      .     - ii down or ,t Korvjn .iirhncr hv Soviet 
ment it caught the Soviets so ill- airaaft In svptvmbvr mi 
prepared lor the speed at which we 
were processing information that 
that very thing boxed them into a corner- first to deny it and then coming 
back and saying. '"Well, yes we did it. but «?'C had ever) right to do it, it 
was the correct thing lor us to do.'* That is a response we didn't really need 
to evoke, had we not been moving the issue too last on them. Not that we 
weren't correct on the moral aspects or the other dimensions of the situation 

Now. if our larger concern is not to heat the Soviets blotKly over an issue 
but to foster US-Soviet relations, we could take all the measured response 
we really need. Moving tix> rapidly is probably the single most significant 
error we make. 

|Sil 1)1 VI| To what extent were there really confrontations with the 
Soviet Union? Before we really did anything, did we really try to figure out 
what thev knew ' 

|Hl Al | I think the direct answer is that we did not sit down and discuss 
this with the Soviet Union at anv length, at anv lime, because our initial 
evaluation was that, in ever) way we could determine, we knew more about 
what was going on than thev did We were absolute!) convinced that tnev 
had shot the airliner down, and that we probably had all the information we 
needed This was never seen as an opportunity lor us to have a gtmd conge- 
nial talk with them 

|Sll DbNT] If the incident were to occur tmlav. do vou think things 
would be handled differently? 

|Bl \l | Yes. I think that we would do several things uidav that we did 
not do at that time I he delicate issue from the NSC's perspective, and. I 
believe, from Stale's perspective, is that we auild not have done what we 
did had we not had the verifying evidence from the Japanese I: was not pus 
sible to ^o forward with what we alone had even though we had evidence 
We are not a credible Ration not the President, not the nation I here are all 
kinds nt reasons whv we could run have sustained the debate in the various 
international lorums where it has been discussed without the collaborative 
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evidence of the Japanese. And if it were to occur again, the fact that they 
had it and we eventually got it from them would make that process go a lot 
more smoothly than it did. 

This is the first time I knew anything about it at this kind of level; in fact. I 
am sure it is the only time when a third party has truly and genuinely helped 
us make a case about Soviet complicity in a horrible act. 

lOfcTTINGERl        That is a theme worth taking up again with Leo Cherne. 
under the heading of the role of 

public opinion in both the U.S. /po Cheme_.Vkc CnMtrmsn ot ,Vt.s,. 
and  loreign countries in crisis dent Reagan'% foreign Intelligence 
for long-term national security AdvtsoiyBoard 

management. 

JS'l'l'DliNI'l It appears to me that what you arc saying is that the Presi- 
dent shouldn't be involved, because when it goes up to that level, you don't 
want to just give him a series of briefing papers so that his reaction is just 
"What am I supposed to be doing with this.'" By involving the President 
you nuke more likely a precipitous decision that may be inappropriate and 
based on inaccurate or incomplete information   Is that right? 

|Hi \! j I wouldn't necessarily infer that by bunging in the President you 
are much more likely to commit a precipitous act. Hut I would thoroughly 
agree that most people including mam people in the NSC" do not under- 
stand uh.it it means to get the President involved in anything. The While 
HiHjse only has ,»ne asset: the President, and his .it tent ion to anything this 
is the single most important asset the White House allocates Symbolically ü 
means the most It you know anything about open pluralist systems like 
ours, the asset we have is whether or not the President will pay attention to 
an issue; and everybody in the society who wants to get his or her issue 
acted on tu- got to get that issue on his plate, i guarantee you that when 
Mr. McLaughlin worked lot (he 
Post Office, the number one issue. 
when he had a big enough one. Mr Milaughlin   lohn /  Klitaughhn. 
was to get the Postmaster (ieneral l*e*irtire Dttettai,  rtogtam on 

IniiMtulnH} Kc\tHtn«-» fitln , 
to take the issue as nigh as he 
could    The Secretary ol Delcnsc 
constantly has pressure from w ithin t»r from w ithout to gel issues before the 
President  That is the number one game in Washington 

Now to gel a President into a situation means that you have to understand 
how tu control that situation a lot better than when he is no! in it. In thai 

bVal. IHtM 



Ol: Issues of Command and Control 

sense I thoroughly agree with your point. In fact, most White Houses have, 
in my judgment, basically been brought in as part of what I would call their 

default political considerations. It is by nature a political issue whether you 

bring in the President, but it has been a default issue; that is to say. it was 

largely a question of time, or having met with a group, or is he giving 
proper treatment to some department or agency compared to some other. It 

has basically been a default balancing act; it's paying everybody off. 

Most administrations try to focus on the big domestic issues of the time. But 

then invariably the national security items start to take over, and they run 

around scratching their heads and wondering why this happened. I'll tell you 

why it happened: because every White House in modern times has allocated 

the National Security Advisor time every day to brief the President. No 

domestic counselor has ever been granted, to my knowledge, that separate, 

independent allocation of time and believe me. we plan it ami manipulate 
it and control it. and it is the number one thing we have to deal with. The 

second major factor is that we have kings, presidents, prime ministers, for- 

eign ministers as power leverage. The NSC leverages that against the l*resi- 

dent through the lime in his calendar to get him involved. 

Now, let me get specifically to crises The presumption is that the President 

is involved if it's a crisis Sam Donaldson says. "Hey. when did you tell 

the President''" It doesn't matter how low level a crisis it is; it can be a 

terrorist attack in southern Sudan 

(there have been three»     'When 
it .11.1    i»-. . I_,IHI,... SJ'»I UufulAufl   new* itMttfttMmdtfnl 
did vou tell the President   When ,,.„.. , ' 

did vou notify him?" It is a public 
issue. We even get calls from Sen- 
ators: thev read it in the press   "Is the President aware'" So. in mv judg- 

ment, (he expectation is that in all crises vou put the Picsidcnl in the loop 

and dien that makes tin- scale t»l the game verv different. 

I think this is a fascinating problem, because I am a big believer in manage 
mem ol time Thai's upward boss" management. We had Mime interesting 

feedback from the Soviet Union on the Korean airliner incident, from pct»plc 
in the Institute lor IS and Canadian Studies. who told us "When Secretary 
«»I State Shull/ announced it we didn't think it was a big deal." Jusi imag- 

ine The) can shoot an airplane down with civilians on it. .ml alter the fact 
tins knew what it was that's not a big deal. (IK* Secretary ol Stale goes mi 
TV   || was a big deal tMilv alter we got the President involved. 

Now. having said "dclauli political." having accepted the proposition dial it 

rcallv matters, mv contention is th.it in cases i>nc »»I the things you have to 
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manage is whether the President is in or out—because if the President's in. 
then this nonsense that the Secretary of State or Defense will run the crisis is 
not possible: 'he President has to. Even if he delegates it to the Vice Presi- 
dent just to manage the meetings, that creates a tremendous public 
hullabaloo. So, no matter what you do, once you put the President in. that 
says. "All right. Secretary of State, you now play not the coordinator of the 
crisis, but diplomacy, foreign affairs—that's your job. Secretary of Defense, 
or DCI. yours is intelligence." 

I'll give you a case in point. Recently the Libyans invaded the northern 
part of Chad. The first issue we dealt with was. "Is this a matter worthy of 
Presidential involvement?" The NSC made the decision that it was not, that 
there was only a very limited role 
for the President of the United 
States. It was determined that he the Libyans invaded the northern part 
would only have a role if we had to <>f Chad—The Libyan involvement in 
i,...,» „.• ,.•:A ,«» «x ^-. ; i .„. - .1 the civil war in Chad led to trench have pres.dent-to-pres.dent rela- intefventirm agaimt Libya m mi. 
lions with Francois Mitterand. Francois    M,tterand-Pres,dent   of 
This was largely not an American France 
issue, and there was little we really 
could do about it. but if it did 
involve the French, it might involve president-to-president contact. Other- 
wise it was a problem for the Secretary o\ State, and he turned it over to (hi1 

director of P/M (political/military). Admiral Howe, and Admiral Howe ran 
the crisis. The President played only one role in the Korean airliner crisis. 
After the strategy was laid out as to what we would do and how we would 
dv it. it was decided that we would not use our first gun up front. We would 
bring in the President later, and then only in a way that would enable us to 
sustain the international momentum. 

|Sit 1)1 NT|        Something really bothers me: you said the US is not a cred- 
ible nation. What do you mean by thai'.' 

|Hi \l.|        There are so main elites and people around the world who will 
not believe us when *x make a case    lor example, about use of gases and 
toxins in ihe various fighting /ones around the work), or K(»B activities. 
We basicalh cant convince any- 
body.   And  we can't convince 
many of the leaders of the thud 
world about positions we lake in KV,H   USSR s ( """'""«<• '<" s'-<'< 

Sei unt\ 
intemaliona! lorumx. Man\ people 
•clieve that the CIA is the rt>oi of a 

lot of things. 
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What is the evidence, by the way. that the Korean airliner was shot down? 
The ocean eventually yielded some debris. But when we first made the 
accusation nobody knew the aircraft had been shot down by the Soviets. 
Furthermore lots of documents are forged; it goes on all of the time. We are 
just not able to use international forums like the United Nations to make a 
case. I lived a significant part of my recent life in India, and I guarantee you 
that the Indian government would not have accepted our explanation of the 
shootdown. 

[STUDBNTl IS that something we jus! have to live with for the next few 
decades, or could we do something about it? 

[BEAL| I haven't really thought about that. 1 don't think it's something 
you consciously dj something about. We need to be a more credible player 
across the board, in my opinion. Ask Leo Cherne about that when he is 
here. 

(STUDENT| You mentioned a consolidation of crisis management func- 
tions within the White House. Could you describe that in more detail? 

|REAL| Yes. The White House decided, as a result of the President's 
directive, that we really could not use the situation room—which is a very 
small place, smaller than this classroom—as our single location for manage- 
ment of crises. During the last year or so we have built some additional 
capabilities, largely to support the NSC. the Vice President and the National 
Security Advisor in the analytical role in which the senior members ol the 
NSC staff support the President. The room holds additional telecommunica- 
tions, computer capabilities, and a few other things. 

|Sit'DI-.N'I'I       High tech. But the policymaking team hasn't changed' 

|B» L| Well, it has changed in the sense that once you build an instru- 
ment, that causes you to change the players, the team, even the rules of the 
game. So there now are. internally within the White House, a lot more rules 
of the game, as to how you play, who plays, and under what conditions. 

|()lfFTlNUI K| To go back a bit, your statement about putting the Presi- 
dent in or out compared with the last three or lour years' record of this 
seminar, and much of the other literature is probably the most eloquent 
and pithy statement of the impact of modern technology on decision making. 
Thai was an option that didn't exist in the old days. You sent off Ben 
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Franklin, or the Ambassador, or the European Sales Chief, and that was 
that. It was some time before you could even get new instructions from the 
boss. Flexibility began increasing with the telegraph, increased with the tele- 
phone, and is so greatly increased now that it even raises the question 
whether you need the top of the pyramid. It is, I think, at the heart of some 
of the questions of modern management under conditions of high technol- 
ogy. Flexibility makes that question possible. 

|STUDENT] That worked in reverse, too. We lived through a period 
when with this apparatus, for the first time in history, there was a crisis 
called "the Vietnam War." And it was a continuous crisis. And the Presi- 
dent could read the newspapers and get detailed information from the wire 
services faster than the official apparatus could provide it to him—faster 
even than it could decide whether to involve him or not. So he decided. 

|0ETT1NGER| LBJ was the prize first example, sitting down there in the 
situation room saying. "I'm going to run this stuff myself at a distance." 
But the funny thing is that the staff people learned to stop him and others 
from doing that. There's a whole history of that—and it's exactly the point 
I'm trying to make, which is that the flexibility is there. So there is a whole 
new set of conditions under which people either play, or protect themselves 
from that game—cither from the President downward, or upward. That set 
of possibilities is an important element. 

|BEAL|        When Dave McManis gets here he can tell you all about 
Johnson sitting there and moving I-Corps around in the sandbox, and I think 
that will reinforce the point you're making. But most people don't under- 
stand the difference between infor- 
mation structures and command 
and control structures. I don't want Dave McManis-NattOMl Intelligence 

...     ,   r,      . , Officer (or Wamme 
to appear to delend  President 
Johnson, because I think he had a 
propensity to do this no matter what. However, there is a tendency for the 
bottom to say. "We will not send this kind of information to the top because 
it would tempt that echelon to come back down, make tactical decisions, 
and turn all the tactical knobs." They don't want that to happen at all: 
they'll do everything they possibly can to prevent it. 

Now. that confuses the pyramid and the horizontal structures—because the 
number one thing everybody up the various echelons has to contend w ith is 
uncertainty, and information denial creates higher degrees of uncertainty 
than necessary. Instead, if you understand the horizontal information struc- 
ture, the tendency will be to pass more synthesized, properly integrated 
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information, which reduces uncertainty. It also encourages the real process, 
which is for a President or a person at whatever echelon to delegate the 
authority, establish accountability, and then get feedback as to what is hap- 
pening in that loop. That is the delegated authority accountability loop, 
which is the thing a decision maker wants to know most about. But once 
you start snipping up those pieces on him and denying information, he will 
be looking into tactical matters every single day, and in my judgment he 
ought to be. Why? Because he's ultimately responsible, and without thor- 
ough synthesized information that enables him to make macro-level syn- 
thesized decisions, he is going to make the ones he can make, and they will 
be tactical. In short, a decision maker will be strongly tempted to make tac- 
tical decisions if he is being denied strategic, integrated information. 

[OETTINGERl And this is the gentleman who is three years plus into an 
administration. That was my second point. I don'! know when you learned 
that, but every four years all that knowledge disappears and a brand new set 
of players moves in. So another set of the dynamics is institutional, having 
little to do with modern technology, which is global, with different degrees 
of use. different degrees of awareness and so on. This is a matter of con- 
tinuity of understanding. Every once in a while a Soviet leader dies, and it's 
international news. But our leaders routinely disappear! Not only the Presi- 
dent, but all the others—a whole administration. And what's more, they 
clean out the files before the brand new team comes in. The continuity rests 
in support people like McManis. who bridges the Johnson-era situation room 
to the Reagan-era national intelligence scene. It takes each new administra- 
tion months to reconnect and find out where those people are. They're cer- 
tainly not among the initial team the new President brings in. They au a 
lucky accident, or an unfortunate one. depending. I'm not trying to give the- 
ories of government here—clearly there are different patterns, but that's the 
United States. 

One last thing, then I'll break off this interruption. You said something 
about how difficult it is for the White House apparatus to get resources, and 
about all the information gathering going on at the lower echelons and 
nothing at the top for synthesis. There's a poignant record of some of that in 
a book by a man who was in the White House Communications Agency: 
(iullev's Breaking Cover. Though it has the appearance of a hacksta rs gos- 
sip piece, his stories oi his administration Johnson's I think raiding Navy 
funds to pay for Number One's pi one bills and so forth make interesting 
reading. 

|BlM j I should pick up on that It is not in the interest of a lot of 
resource people to allocate much o\ their resource's power to the White 
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House. White Houses have enough resources and power by virtue of their 
sheer overbearing character—so that if they were really endowed with all the 
assets they need to do their business, it might be a real problem. However, 
the White House is the least well-supported front office I've ever worked in, 
bar none. I mean, they think a big deal is getting a parking pass. It is not 
properly supported and in my opinion the law to provide telecommunica- 
tions to the President is being circumvented. An example is the White House 
Communications Agency under Brigadier General Tuck—he worried every 
day whether he was within the law in his support to the President as Com- 
mander-in-Chief. We support, with our communications, the President of 
the United States in his Commander-in-Chief role, and really in no other 
role. The law doesn't provide for communications support to his role as 
chief executive, as party leader, as political leader—nobody cares one iota 
about that, and Congress would never appropriate funds to him, and proba- 
bly shouldn't. 

Presidents have to go hat in hand. A little while ago it dawned on me to 
compare when technology was introduced in this society and then when it 
was introduced into the White House. I had my staff look it up. and the 
lead-lag relationship is staggering. Think of the telecommunications-com- 
puter revolution that has gone on in this society, penetrating educational 
institutions and corporations. When 1 arrived, the White House had a great 
big corner office, room 200. utterly without technology. I found a pencil. 
But 1 had ten times the technology when I was at the University—much 
more than ten times, because it's a factor against zero. I find that absolutely 
terrible. In many respects the While House is the hollow center. And when 
people contend with the White House to keep it the hollow center, they are 
unwise, Oecause then it all depends on the personal assets of the President. 
And that's how you keep presidents at bay. 

|OETTINGER| AS a checks and balances question both vis-a-vis the Con- 
gress and the games within the Executive Branch, that phenomenon bears 
study. You couldn't have started us off better. When I invited you. I didn't 
know you were going to so eloquently echo the theme we began with: that 
the fragmented learning students get elsewhere in this school does not begin 
to address central problems of synthesis, and what it is like to be a CEO. not 
just of the United States, but in organi/ation X,Y. or /.. The rest of the 
information you're getting here is for slaves, not for CEOs. The main thing 
you can gel out of this course is: maybe you can't all be bosses. mayl>e you 
can't all be President of the United States, but if you want to serve the Presi- 
dent of the United States or any organi/a'.ion's CEO, you've got to think 
like one. and not like a slave. Mr. Beal is doing a fantastic job of making 
clear just what that means. 
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[STUDENT] You said there were two categories: nuclear confrontational 
decision.,, and the others. And in the case of a nuclear confrontation you 
autonr.,'\:ally involve the President, which makes sense. But how does that 
translate >R'O a different magnitude of the problem? How does that change 
the analysis? It seems to me to be a whole different category of problems. 

[BEAL| I'll admit a certain bias in my answer to your question. I believe 
my work generally involves what 1 hope will be the 99.9999 percentage of 
non-nuclear crises we're actually going to deal with. When we get into 
nuclear decision making, the characteristics of the decision making, the 
number of people who are already in that loop, all the factors are a quantum 
jump. I'm not saying we're ready for that. A lot of work has gone into it, 
theoretical approaches are on the books. An awful lot of things would have 
to be factored in if we were ever really confronted with that rather tense, to 
say the least, kind of decision making. We have adopted crisis-management 
procedures that will allow us to transition into it if we are ever actually 
involved in an ey*ball-to-eyeball issue, i must confess though, in terms of 
all we have done in the last two years, that has not been our focus—based 
on the belief that we would have many more of the other kind of crises 
before we ever got to any nuclear 
one. Moreover, people who have 
dealt with crises have learned their 
lessons of history out of Berlin Quemoy and Matsu expenence-1958 

•^ . diplomatic confrontation between 
blockades, the Cuban missile en- the Uni(ed states and China over the 
sis. Middle East tensions—and latter's heavy bombardment of these 

people do study the Quemoy and 
Matsu experience, though very 
few have ever learned any lessons 
from it. 

two    fortified   outposts   of   the 
Nationalist government on Taiwan 

So. in my judgment. in a nuclear crisis you have a "takeoff." by which 1 
mean that the magnitude of the data categories you have to deal with just 
gets staggering. It's handled in many departments and agencies by SOPs; 
they are out there, they exist. How 
good they are qualitatively we 
would  have  to  have  the   right SOPs-standard operating procedures 
security level to discuss, but they 
are all in place. The other dimen- 
sion in a nuclear crisis is all the verification issues, authenticity and 
accreditation. 

In non-nuclear crises we have something similar, but on a different scale. 
For example, the bombings of the Embassy and the Marine Headquarters 
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immediately raised authenticity and accreditation questions. Who did it, and 
how do we know they did it, and what can we say about that publicly? What 
should we say, even if we can say something? In a nuclear crisis you have 
that category of problem in spades. Because the moment you go outside the 
crisis management early warning or warning identification question into 
emergency management procedures, the number of agencies involved 
increases, and that's a whole different ball game. 

[STUDENT] But if the other crises are barely manageable, a nuclear crisis 
would seem to become unmanageable in terms of information overload. Pre- 
sumably, the preference of any NCA would be just to postpone the decision 
to use nuclear weapons for as long as conceivable. At least his objective 
would be to slow things down. 

[OETTINGERl Which is precisely why. among other things, there is all 
this attention to the lower-order crisis. We really would rather not let any of 
these things escalate to that level; and—I echo what Dr. Beal has said—not 
enough attention has been paid to the lower-level crisis. As a consequence, 
the risk of getting to the higher-level ones is greater. After all. there can 
hardly be anybody left around the world who doesn't agree that one would 
really rather not enter into nuclear confrontation. 

|BEALJ Let me make one observation. The work in crisis management 
we're doing now involves looking at the other side. Certain assumptions and 
certain scenarios about the world would lead one to conclude that we gener- 
ally think of crisis management as dampening. That is. you have a problem 
out there, you want to avert its adverse consequences, so you try to dampen 
the prospects of the crisis—or. once you get one. you try to keep its nega- 
tive consequences down. 

Bui the whole other end of that spectrum has to be considered: sometimes 
you want a crisis. A crisis can serve as a firebreak for you. burning against 
the forest fire itself. So you may want to precipitate one. You need to think 
what that might mean; so having an amplifying as well as a dampening strat- 
eg> is an essential part oi understanding crises and their value to you. 

Surely you all know that the Chinese character for crisis has opportunity in 
one pan and danger in its oilier pan. I think that's quite true. We tend not to 
be as manipulative as we might—at least we tend not to admit to manipulat- 
ing the opportunity side of the character, but the opportunity is ihere. 
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|STUDENT| I wanted to ask you about one of the characteristics of crisis 
decision making. You mentioned fluid participation. A lot of analysts have 
written that in crisis decision making the big characteristic seemed to be that 
the number of decision makers gets smaller. So in the majority of cases a 
few top policy makers isolate themselves more from incoming information. 
That doesn't seem to fit in with what you're describing here. 

|BEAL| It doesn't fit because we've read that too, and we'd like to avoid 
that problem. Item one: we probably have as many errors in our crisis 
activities as you can imagine—but not because we isolated the decision 
makers. Two: in very tense settings I believe presidents will have privy 
councils. I think this is really very important. I don't believe you can deny 
any sitting President the right—without any of our technology or anything 
we can provide him—to go into a room and receive counsel privately and 
have the assurance that it is the best judgment he can possibly get. 

Now, I have some problems with that. I think tin. most dangerous products 
can come out of the privy council process. Comparing certain activities 
we've been involved with over the last year, some privy councils are better 
than others, and you can examine the differences in structure and member- 
ship of those groups. But privy councils tend to be small. I do not believe 
you can have a large group that's very fluid. The group has to be fairly 
small, with considerable diversity, and you have to cope with the fluidity 
problem I mentioned earlier. This is absolutely serious: you cannot, in the 
middle of a Central America or Grenada crisis, have the Assistant Secretary 
for Inter-American Affairs or Latin American Affairs coming in one session 
and his deputy the next, sitting in with the President of the United States. It 
just doesn't work. They're not confidantes; in fact the President may not 
even know who that guy is. And when you go into that meeting you can feel 
the chill: this is the wrong mix of people. And you just pray the President 
has the good sense to end the meeting early. 

|OETTINGER| You're veering again to the question of the role of back- 
ground and earlier input at the time of crisis. Obviously you can't have a 
President memorize the geography of every place, so that when you tell him 
about it he knows exactly what it is. But what is the role of fact-finding? 

|Bl:Al.| Maybe Dave McManis could talk to this more appropriately than 
I. But the departments and agencies have enormous access to the President, 
and during crises we have constant contact with them. You learn to use 
these departments and agencies, and they can give you all kinds of informa- 
tion, fast and analyzed, it's a question of knowing how to ask them the right 
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questions and get to the right people. You can get confused. The first prem- 
ise is that, by virtue of its contact with the operations centers in each of the 
departments and agencies, the White House can have almost instantaneous 
high-quality information on warning conditions, possible threat areas and 
background. When the Chad crisis broke, the intelligence community had 
been talking about border buildups, incursions and other border problems for 
a long time. We had more than enough strategic warning to know this was a 
hot spot we needed to worry about. But what kind of information should the 
President sec? You can go through a whole litany of questions about what 
you should have the community prepare for you. 

In Chad, for example, it took us about two days to find anybody truly com- 
petent to know where the oases were and where the roads ran in the middle 
of Chad around the 15th parallel. You get out the list and count up how 
many Americans you know who are competent to tell you where the oases 
are in Chad. And that was no trivial issue. The only truly competent person 
we had was an American military officer who had spent time with the 
French in Africa. And as it turned out, the information we received geo- 
graphically and demographically was the number one thing to know in the 
Chad case, because it led us to conclude that the Libyans could invade in the 
north. The population is in the south, but in between are very few roads, air- 
strips or oases, making for very difficult logistic problems for anything com- 
ing through there. So if they were to invade in the north and came down to 
one of the critical oases, neither we. nor Egypt, nor France, nor any central 
African nation could get any forces a hundred or so miles up through that 
area to resist the rebels and the Libyans. But if they then went further down, 
through the area crossing the 15th parallel, then the Libyans and the rebels 
couldn't sustain an attack against the capital, because then their logistics 
problems would be horrendous. So if you didn't resist them in the north you 
would have a natural partition. What we decided to do was resist the natural 
partition of Chad if we could avoid it. (Not that Chad's boundaries make 
any sense to anybody, but put that issue aside.» 

So. if you follow me. concerning the question of background information, 
resources and what we should know. we had one of (hose scenarios that say. 
"If the knife drops tonight, what do you know?'" And our work in the Crisis 
Management Systems and Planning Directorate, which I head, is to take all 
such areas around the world and ask ourselves how to maintain "threat sit- 
uation files" on them. 

Your information strategy is "high-burst." It's also high-video; if you don't 
understand that the channei is video, you're going to lose. By that I mean 
that in a short period the best way to communicate the highest data rate to a 

Beal, I9»4      47 



CM: Issues of Command and Control 

high-level decision maker is to pump to him the equivalent of a sequence of 
video images with very compressed data. Most of the community is still 
working in words, writing things down. We don't write things down; we 
take written things, transform them into what 1 call video frames, and high- 
burst that through to the President and the National Security Advisor largely 
in video form. That way the President can quickly picture where the crisis 
area is and what is germane to it; and the technology is fairly simple. You 
identify the area in terms of geographic base, and build windows of informa- 
tion into everything. Then you theoretically touch the screen for additional 
information. That way the President can interact with the data. Now. that's a 
wish list more than an accomplished fact but it's as specific as 1 can be. 

[MCLAUGHLINI Let me pursue the background issue a little further. 
Maybe a crisis, a pre-crisis. or a contingency is a matter of definition. The 
Iran/Iraq situation has been a crisis for 2yh to 3 years or so. and we know it 
can go critical very easily with a lot of different scenarios. Does your staff 
worry about when that goes critical? What the options are? Are you trying to 
define options now? 

[BEAL] Yes. You don't have to be a great warner to pick up on Iran/ 
Iraq. You have to be pretty good analytically to know all its features. 
Basically we are using the notion of strategic warning. We have an inven- 
tor) of the parts of the world where the community has alerted the National 
Security Council that there is a potential threat area that could go critical any 
time. Then we are constantly soliciting from the community what I call tac- 
tical warning. And tactical warning always has to be timely. If a guy says. 
"I'm glad you called, because tonight it's going to happen." he hasn't 
really helped you very much. 

It's a question of the liaison between the policy maker and the analytic com- 
munity, the intelligence community, to keep up that constant exchange over 
those potentially critical areas of the world. I think we learned during the 
Iranian crisis that we have to have a critical exchange about who is looking 
at what, and why. It's our job. we think, to build the inventory, and look at 
the dimensions of strategic warning and what they tell you you ought to 
know about the particular situation. Then draw out the community proac- 
tivelv for the more immediate warning. 

Now. there's another category, where we sit around and say, "What could 
we be surprised b\ this afternoon?" We do that ever) day. Tonight before I 
go home I will have a little now-wow with the people who work tor me. and 
we'll go over a hundred and seventv-odd places. Some of it is fairly trivial; 
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some of it isn't so trivial. The question is tactical: has our time period 
changed? 

Now. we are trying throughout the crisis management area to arrive at a bet- 
ter planning process for that. That brings up the question of options. First of 
all, the White House is not the place where you carve out most of your 
options. If you can't get that in the bureaucracy, then you've got real trou- 
bles. And that's our problem. I don't know what your experience is. but 1 
know of very few elements of the bureaucracy that, unless specifically 
tasked by the President, will offer him (not me. him) options. The courses 
of action are generally preselected. How? Regardless what books you read— 
they are all fallacious in my experience—they do not bring forward those 
options. Often the lower levels of the State Department may pass options 
forward to somebody else who then passes them to the Secretary, but by the 
time I see them there are very few options. They don't want us to have a lot 
of options. I think that's a competency question, a trust-of-government ques- 
tion. After so many people have analyzed something, a certain policy detcr- 
minacy sets in. The guys who know everything there is to know about every 
ideographic piece of information will drive you absolutely crazy with 
facts—they know about this, that and the other thing, but they haven't got a 
concept. A concept is an alien notion. I( is not something to be dealt with. 

Si» concepts and options don't come forth. If we got a set of options, would 
we know what to do with it? I wouldn't necessarily jump on it with both 
feet Why? I conto back to my central premise: this society pays dearly for 
its inability to integrale information. 

Let me make one other observation about information processing. Techni- 
cal, highly specialized information rises without being integrated right to the 
top. So that presidents truly are no;, and their advisors are not. competent to 
deal with the pieces they frequently get. This is the great problem with the 
parts oi the intelligence community. They collect a kind of data that is tre- 
mendously important, but which must he integrated in the total webbing of 
knowledge about a particular problem. Yet it is so hot. and sometimes so 
specialized, and so much a question of the sources and the methods. You 
don't buy the data unless you know (hose sources and methods—and it 
causes them all kinds of grief if you're going to know that, except in the 
most general ol ways Yet you must act on it and that's what the presi- 
dents have done. That very President we talked about acted on highly spe- 
cializei! knowledge he was getting, and it was called "'raw'" but it wasn't 
raw. Johnson couldn't have acted on raw data. It could not have happened. 
It has had an initial processing. A decision maker who is living in high lev- 
els of uncertain!) reaches out there and says. "(Jive me something 1 can act 
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on. some piece of information on which I can comfortably take the step of 
allocating enormous resources." 

|STUDENT| What's your prescription for data integration? How do you 
go about teaching people, or pushing that to happen in an organization? 

[BEAL| I'm going to leave you disappointed on this; I plead first of all 
not being competent on the question. It is an issue we really would have to 
spend some time on. I've thought about it for years. I used to run an interna- 
tional relations program and had sophomores, juniors, seniors, and graduate 
students asking. "How do I do all this?" That's why I think this particular 
program is important: you're combining substantive issues with technology 
information. You know you've got to step across a lot of knowledge 
domains to be able to handle that probability. It is a basic philosophical 
question about education that starts very early. I have a lot of thoughts on it. 
but it really is well beyond what we could cover today. (5-19) 

16.        DAVID MCMANIS. "Warn- National Intelligence Officer (or Warn- 
ing   as   a   Peacekeeping ,n* and '>'»'"<"• National Wamme. 

Sttiff 
Mechanism" (I9K4. pp. 
21-34) 

Now. when we talk of warning, we're talking about it as communication of 
a potential threat to national security interests- a communication that is 
given to the decision maker or the policy maker sufficiently in advance of 
the event so that the decision maker or policy maker can take steps to avoid 
or mitigate the threat's consequences. 

... Half of the warning equation is the recipient: the decision maker and (he 
policy maker. We in the intelligence community have been guilty lor many 
years of periodically opening the door and yelling "Here they come!" and 
then quickly slamming the dt>or. not even worrying about whether anybody 
on the other side of the door heard the message. I am stressing to our ana- 
lysts and to the mid-level managers that they have a responsibility to identify 
who has to hear .lie information, and then to put it in a form that is usable, 
understandable maybe even tailored to the recipient, particularly (he more 
naive recipient. That is a lot of responsibility. 

... Another are- we are trying to illuminate is all (he paradoxes of warning. 
We don't understand (hem well: (here is a lot of room for more research. 
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An example of paradox is that the earlier we try to provide warning, the 
more ambiguous that warning may be. And ambiguity is hard for our deci- 
sion makers and policy makers to cope with. It is particularly hard because 
for so many years we talked about unambiguous warning. From my view- 
point, the only unambiguous warning today is when you see that the missile 
has been launched, or the bullet has been fired and is on its way toward you. 
That sure isn't much warning— 

Another paradox is a problem we deal with constantly in our estimative 
work: consensus versus sharpness of decision or analysis. For years and 
years we based our estimates on consensus, coming forward with a draft 
position that was massaged by a room full of intelligence gurus until it had 
little or no significance but certainly was not offensive to anybody. We have 
had to find ways to get away from that. And even though our estimative 
process today still uses consensus, we have encouraged alternative analysis, 
development of alternative scenarios, and publication of dissenting views. 
So no longer do we feel compelled to go forward with the national estimate 
which has only one—usually very safe- view of what the future may bring. 

... Most of our postmortems have shown us that the information has usually 
been there. It has not necessarily been pulled together or synthesized prop- 
erly. Often it is not recognized. (Often, tin», the decision maker didn't want 
to hear that particular message on that day. and so ignored it.) But the infor- 
mation is usual I v in (he data. 

... We have to keep from falling into (he (rap of (he warning becoming too 
familiar maybe changing (he color of the paper, or putting a microchip in 
the corner (hut emits a klaxon when il hits (he decision makers desk. I am 
not quite sure how we do (ha(. bul we have to keep working a( new solu- 
tions. 

. . In (he Washington area today (here are some 14 or 15 principal crisis 
management centers. They are tiered. The '"big six'' of (he National 
Security area are (he National Military Command Center, which has opera- 
tional responsibility; the National Military Indications Center, which is 
strictly intelligence; the Slate Depart man Operations Center (operational); 
Stale Intelligence and Research (intelligence); (he National Security 
Agency's Operations Center (intelligence); and the While House Situation 
Room. 

The next tier, primarily operational, includes the Service operations centers 
Army, Air Force. Marine Corps, and Navy. Below that is another tier which is 
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getting a lot more action these days: the crisis centers of the Department of 
Commerce, the Treasury, the Federal Emergency Management Agency, the 
FBI. and in terms of nuclear terrorism, the Department of Energy. These peo- 
ple are the front line in terms of crisis containment and subsequently crisis man- 
agement. We've been working with them to try to strengthen their bonds. 

You probably don't recognize how unusual it is to have those people working 
together—having an operations organization like the J-3 working closely with a 
bunch of intelligence people, with very few boundaries between them, and 
complete sharing of information. When you throw in the Department of Energy 
as another separate but equal player, that's a pretty potent force. Then if vou 
realize what each single node represents in terms of our ability to literally encir- 
cle the giobe. putting tentacles out to the other military and civilian watch cen- 
ters throughout the w\ Jd; it's a damned impressive network. 

The problems lie in making sure that the players themselves understand what it 
is they have—that they understand the capabilities of their counterpart centers, 
and know how to marshal all their selective assets to work a crisis without trip- 
ping over one another. In the conventional scenarios—nuclear attack or even a 
non-nuclear event, say a collision of a US destroyer and Soviel submarine, we 
handle things well, because we have a limited -.el ol players. Hut let's say a 
group of terrorists successfully captures the nuclear generating plant at Hartford, 
Washington, and holds it hostage. 'I"he community responsible in that situation 
has at least four people in charge, maybe more. How well have they worked 
init the operating procedures to deal with that problem'' They really haven't yet. 

... I want to stress the criticality of the old-boy net. Not only docs it crust, it 
is viable and should be nurtured. There really is nothing better in terms of 
warning than to have a Bill Casey 
pick up the telephone and tell the 
President. "That estimate on its wav 
over to your office represents a very 
serious threat for national security.'" 
(22. 23. 24. 26. 27 X. 31) 

hill ( asm   Wilium I ( j*r\. Uuvctoi 
of ( entrjl Intetlifietne untief Presi- 
dent KvJ£än. ltHI-8? 

17      KuHt'.Ki A. ROSENBERG. 

"Strategic Defense; A 
Challenge tor C'l" <!1>S4. 
pp 63 Ko> 
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I'll tell you about a couple of threats that my boss and I worry about every 
day. One of them is a crazy threat, a Khaddafi-type threat. You know, 
about the best the boss can do in that kind of case is tell the National Com- 
mand Authority, "Here comes one." Even more serious than the crazy 
terrorist threat is what 1 call 
inadvertent (or advertent) attack— 
it's not an accident. A Yankee 
boatload of 16 tubes comes head- 
ing toward North America, and the 
Washington-Moscow hot line 
lights up. and a message comes 
through from Chernenko that 
says. "Mr. President, it's a crazy 
sea captain, he got the code, he 
launched them, we are not respon- 
sible, we didn't do it, don't retali- 
ate; after they land and you clean things up. we'll agree to mutual 
retribution. Don't do anything; it was all an accident." And in fact it wasn't 
an accident. It's the leading edge of a decapitation attack. With a strategic 
defense program—not a l(K)-percent leakproof program, just a reasonable 
strategic defense program—those two threats will disappear forever. And 
those are the threats I w<\ry about very much today. (86) 

Khaddafi-type threat—refers to the 
Libyan leader's links with interna- 
tional terrorism 

Yankee boatload of 76 tubes—a Soviet 
submarine carrying 76 ballistic 
missiles 

Chernenko—Konstantin Chernenko, 
General Secretary of the Central 
Committee and President of the Pre- 
sidium of the Supreme Soviet (died 
March W, 1985) 

STUART    E.     BRANCH, 
"CM and Crisis Manage- 
ment" (1984. pp. 87-102) 

18.        STUART    E.    BRANCH. Deputy Assistant Secretary for Com- 
munications, Department of State 
and member, National Communica- 
tions System and US Communica- 
tions Security Board of the National 
Security Council 

I'm convinced that we will be successful in moving more information faster 
than ever before, and getting it closer to the user. That's "ho-hum" technol- 
ogy, even with the requirement to make it secure. It's a function of how 
many people we can throw at installations and logistical support. However, 
my concern is this: having done that. I don't think we will have accom- 
plished a thing for the decision maker. If anything, I think we're going to 
frustrate that process. If we're looking at command, control, communica- 
tions, or the National Command Authority and we're talking about avoiding 
hostilities or a cessation of hostilities, and all we're doing is building the 
pipes bigger, have we really promoted our national security? ... 

Users are just beginning to experience the problem of loo much information 
flowing from embassies to Washington, or from Washington to embassies. 
It is very difficult to sort through that and find out what is important, what's 
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timely, and what ought to be on that desk. We are building the technical 
capability out there that's encouraging movement of information, and it is 
moving. In fact, in some cases, it's looping. I spoke to one ambassador who 
mentioned this problem. He said. "I'm getting too much information. I'm 
even getting information we generate! Our political counselor writes a report 
that deals with military activities, sends it to Washington, where it is sent to 
the Defense Department, where it is sent back to us because it divulges mili- 
tary actions here in this country. And the report originated here." That's an 
example. I'm not suggesting there's a lot of that, but it's an example  
|W|e'rc going to see more and more centralization of the formulation and 
the execution of foreign policy. I don't know if that's by design or if it's 
accidental. I think that technology is encouraging centralization because 
information can flow back and forth 

It's not just in the State Department or the diplomatic service—the Wash- 
ington managers are involving themselves in the decision-making process as 
they never have because they are on a much shorter leash than ever before. 
We used to beat that by saying. "1 can't hear you." or "I didn't get that 
memorandum." Now you've got them right on the other end of your sys- 
tem. 1 think that concept is contributing to this shift of centralization of con- 
trol to Washington, but I think there are also a number of other things that 
cause it. 

Clearly, the interrelationship of issues across our government demands thai 
information be shared, and that inputs from the defense, intelligence, and 
other sectors of our Executive Branch be factored into that decision-making 
process. Also, it limits the occasions in which an ambassador can act on his 
own and then report back after the fact. Of course, the argument continues 
about whether there's loo much or too little control from Washington, 
whether the coordination is gtHKl or bad. (92-93) 

LINCOLN KAURI-;!*, "The hitmrt ümnlur. Mjiumjl Stmtnty 
Role    of    Intelligence *»«*f***ihwl-l «,',l/d/ s**<ur"Y 
Within CT* (l*>S5. pp. 
17 M) 

Scr. /< f 

I don*t Ibink, al the present tune, thai we have adequate national intelligence 
survi\ability to guarantee How to our decision makers. | think, perhaps, our 
greatest tailing lies in our cultural reluctance to accept he imminent pos- 
sibility ol war starting. That probably is not only big v ar with the Soviet 
I'nioii. but war at almost ans le\el in a crisis. I think v.r will be reluctant to 
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accept the indications that say someone is going to start shooting shortly. 
Therefore, we will lose the advantage of action that might precede that first 
shot, for fear that by taking action we will worsen the situation and 
encourage hostilities. 

... You see, even the most well-intentioned of the intelligence community, as 
they prepare estimates or advise the policy maker, must have an eye on the pol- 
icy maker's interests. That is, not what conclusions he ought to reach, but in 
what he ought to be interested, or in what he is interested. As an estimate is put 
together, it is essential that certain aspects not be overlooked in regard to a 
problem that the policy maker clearly needs to confront. In doing that, one 
occasionally provides the policy maker with exactly the kind of information he 
wants, because he's made up his mind in advance about what he wants the 
answer to be. And just as often that does not happen. When it does, the 
screams go up about playing into the hands of policy makers  

|STUDENT|        What are your first priorities for improvement? 

IFAURER] Our first priorities? We can be more selfish than others and. 
at the moment, we are and have been for a long time. Our approach is to 
ensure adequate communications for moving our data in peacetime, to try 
gradually to make that more robust so it can survive some encroachment in 
wartime, but our real hope lies in reducing the essential. And the lesson we 
preach on this subject isn't how much more communication to buy. although 
we're happy to do that even though the figure is large, but rather our lesson 
is the essentiality of reducing identification of the requirements. (2K. 32) 

20.     RICHARD <;. STII.WEU.,      chumm. /><»/> security HWH-W 

•Structure and Mechanisms ( »mm'ssion 
lor Command and Control*' 
(NK5, pp. H 65) 

|I]n controlling the operation, stick to the chain of command Don't bypass 
or skip echelons.... It's one thing to bypass in a request for information 
down below, but it is something else again to try to bypass channels in order 
to give instructions tu people two or three echelons belov\. because that's a 
recipe lor disaster 

.   11 |hc more people operate on common doctrine and standard proce- 
dures, the more you're likely to get a disciplined, automatic reaction   even 
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under great stress—on the part of everyone. Procedures, in my view are 
more important than sophisticated hardware. 

(OETTINGERj If I may interject a linkage to what you heard from Gen- 
eral Faurer, he commented toward the end of his presentation that what is 
desirable under stress is not necessarily hardening all the Corns, but reduc- 
ing the requirements. This remark is intimately linked to our discussion here 
because the flip side of communicating is standard procedures and doctrine, 
where the communication has been done beforehand. 

|STILWELL| When you get '~* a crisis, you have a terrible compression of 
time; large events are occurring in a very constrained time frame. You're 
dealing with a tremendous number of concurrent issues which become pli 
the more difficult to prioritize, and we'll come back to this. You've got 
incomplete information and you have to make big decisions, and you'd bet- 
ter be right because decisions are irreversible. Therefore, you'd better have a 
lean, well-schooled organization that can handle that type of crisis. 

... You will find, if you've been through war games (and most of us have), 
that when the crisis comes, a lot of things are happening very quickly, and 
your interest is not in your data bank behind you, except very peripherally. 
Your interest is in what is happening currently. And the search for that 
information, the precision of that information, the prioritization, and the 
reduction to the real essential concerns are very important. (48. 57. 63) 

21. DONALD C. LATHAM. "A Assistant Secretary of Defense for C'l 
View From Inside OSD" 
(1985. pp. 103-23) 

The strategic problem that we are faced with is then summarized in the neu 
Defense Guidance, lor FY 1985 to ll)86. It stales that since we're com- 
mitted to a defensi\e use of power, we are always going to be reacting to 
what is known as ambiguous warning, or after the enemy has seized the first 
initiative. Everybody talks about unambiguous warning, but we'll never 
have such a thing, hither there will be warning indicators on some pending 
attack that will be an Siguous in the sense that you're really not sure what's 
going on so it will be a very difficult problem -or else the enemy will go 
first with no warning at all. This situation puts a very heavy burden on the 
C'l system. 
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... Another favorite topic of people in terms of enduring CM is denying the 
decapitation of the NCA. And that has to do with people claiming that a ter- 
rorist attack or something in the night could come in, kill the President and 
all successors and the other national command authorities, and as a result, 
prevent the U.S. from ever using its strategic force. We've taken major 
steps to deny that possibility. There was an announcement made in June 
1982 of a major Continuity of Government program by a special advisor to 
the President. We have worked on that problem very hard. 

We also say we will let no "cheap shots" succeed. This means that the horror 
stories about some sort of an attack that could disable the whole command and 
control system with just a few weapons do not come true. The favorite one is 
the high-altitude electromagnetic pulse (HEMP) attack or a few cruise missiles 
sneaking in and taking out a few command centers in the dead of night. 

[OETTINGERl If you accept the point that people are very much in the loop, 
then one of the critical elements ... is this fundamental balance in terms of how 
much gets up to decision makers. If you let too much through, they haven't 
time to digest it, causing problems of absorption, limited attention span, under- 
standing, etc.; you overload. If you don't let it all through, there's a selection 
problem. The minute you start selecting, there are people doing the selection, 
and the minute people start doing the selection they acquire a certain amount of 
bureaucratic and/or other power, and so you have a constant instability in that. 

The question of how to organize to do this almost becomes a contradiction in 
terms. The minute you organize there's somebody who sits on top of the pile. 
Everything you've heard, both last year and this year, about the little word 
"through" in the role of the Joint Chiefs in the chain of command becomes an 
issue. So much of the problem of where that balance is in the How of informa- 
tion, in the flow of warning and so on. rests on that question of "Whom does it 
go through?" "Is it formally organized?" "Is it not formally organized?" if 
you organize Ux> much you have sources of independent powers tending to 
thwart lines of communications, but if you don't organize enough, everybody 
gets snowed, and nothing happens There is no permanent solution to that prob- 
lem, because it depends on who is on top—the commander-in-chief—and that 
position varies with each administration. (KM. 107 08, 118) 

CLARENCE      K.      MC- Director,  Command, Control, und 
KNKiHT   JR.   "C-'l SVS- Communications Systems. ICS 
terns at the Joint Level'' 
<im. pp. 1-30) 
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When most people start talking about architectures, they like to start draw- 
ing circles, and then lints and arrows between the circles, and connecting 
everybody up before they ever understand what it is that they want the sys- 
tem to do for them. It's most important in the creation of any system, in my 
opinion, that you should design it as a pyramid so that all the actions that are 
down at a lower level stay at that level, and only a lew go up to the next 
level, and very few go up to the top. But in a system where everything is 
moving massive amounts of information to decision nodes too rapidly, you 
get mass confusion as more and more information is being generated and 
then distributed at a higher and higher level. 

If you look at the genesis of C3 networks, they deal with sensors, correla- 
tion, analysis, decision making, and the posturing of either military or diplo- 
matic forces, all of which constitute a feedback loop that comes back and 
forth but is primarily centered around that human intelligence in the center 
and the experience of that decision making node—be it the President and his 
advisors, or the Chairman and his advisors, or the duty officer a:id his peo- 
ple on the floor. You've got to design your systems so as to take into con- 
sideration the experience of those people who are in the system; yet this is 
one thing we forget, and we put in last. 

... You have to keep the decision maker in the loop and you shouldn't have to 
climb a ladder to hand him a piece of paper. But there are tons of information 
that How back and forth from local area networks that keep the worker bee. so 
to speak, informed. That doesn't mean that you shouldn't have trap doors or 
crisis management equipment going through. But in one of your earlier presen- 
tations. l)r. Beal talked about how to boil down MX) messages on the Iraqi-Ira- 
nian War into two minutes to tell the President. I defy anyone to do that very 
intelligently. I have seen the Chairman get intelligence briefings from a whole 
batter) of subject matter experts. A lot of this stuff needs to be correlated by 
subject matter experts, because otherwise it is premature many times. Now. 
that's not to say that you can't have information go all the way up to the top. 
But MX) messages in one day? frying to force a correlation with all that? What 
I say is that you have to have hedgerows of competent people; but what we 
have done today is to build bigger and bigger stalls. Washington has absolutely 
turned that pyramid upside down. They're running back and forth from the Hill 
to the Pentagon, and it's a constant interchange of information at the highest 
levels, most oi which needs to be trimmed down and pushed back to where it 
can be processed closer to the source, in order to get a better How upward of 
critical information  

What I'm trying lo sa\ here is that I believe many of our systems lack the 
discipline the) need in order lo tap that action officer traffic off without just 
putting everything in the hopper (13 17) 
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23.        LIONEL  OLMER,   ESQ., Member, Paul, Weiss. Rifkind, Whar- 
"Intelligence     and     the ton & Garrison an international law 

.   ° firm; former Under Secretary for 
American Business Com- International Trade, Department of 
muniry" (1986, pp. 59-71) Commerce 

It is impossible, at the present state of the art, to design a system that will 
satisfy all decision makers. They're different. The Under Secretary of State 
for Economic Affairs may be a very different person from his Commerce 
counterpart. It would not be appropriate to design a system for the govern- 
ment that would make Commerce happy if it wouldn't be useful to State, 
and vice versa. The same could be said of others in the policy process. Of 
what use is this judgment? Well, maybe it tells you not to invest a lot in 
something that is not easily adapted to individual personalities. 

I've had the experience of briefing three Presidents. I can tell you that 
they're all very, very different. It would do no good whatsoever to deliver to 
President Reagan a big, fat, briefing nook every day with just two pages on 
the 154 countries of the world, or to pick six subjects that you're going to 
cover, because that just doesn't suit hi:, style. Well. I don't actually know 
what (he procedure is now; but there was a time when you had to fit all that 
you needed to say on the entire world every 24 hours into four pages. It 
didn't matter if it was the holocaust in Cambodia or a Soviet missile test. 
You had to lit everything in four pages. That requirement helps you design 
your system: You develop printing presses that produce four pages more 
rapidly and at greater cost efficiency than anything else could. But don't 
confuse the ability to prepare intelligence in an efficient way with getting 
through to the persons you're trying to reach. (64) 

24.        MARK        LOWKNIHAI.. Acting Director. Office of Strategic 
•The Quest lor   Gou*J' fortes An*lYJ'*' *«'**« of '»"''- 

„. hgence and Research, Department 
Intelligence          (1986. oi Slate 
pp. 103 20) 

A crisis is the won»! time to gel something done in the government, because 
everyone's critical faculties begin to drop off; everyone's living on adrena- 
lin, and everyone wants to be involved. A classic example was Grenada. 
There were Hoops in action. Everyone really gets excited about combat. 
l..>is of people were Irving to get into the Operations Center in the depart- 
ment to "be there." including Assistant Secretaries for regions that in no 
Way, shape, or form had anything to do with Grenada. I had to do a 
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postmortem on how we handled that situation and several other "crises." 
The director of the Operations Center told me that what he really wanted to 
do was to stand on a table and yell, "Will everyone except for the two 
GS-9s who are supposed to be in 
here please leave the room." But 

,,.,.,,, .    • ,    . GS—general schedule,  a pay and you don t do that to an Assistant rJkmg system for Civl[ s
y
ervjce 

Secretary of State when he's in the workers 
Operations Center. 

During a crisis things don't work as well. People start doing things for really 
bizarre reasons. Civilians, for example, often tend to be much more willing 
to use force than th military. The civilians have much less sense of what 
these operations are really like, even one-time veterans. (108-09) 

25.         JOHN CRIMES. "Informa- Director, National Security Telecom- 
tion Technology and Mul- munitions *nd Dmctor Defense 

,   _                      ,, Programs It'),  National Security 
tinational Corporations Council 
(1986. pp. 135-49) 

In a corporation, it is not unusual now for the chief executive to have a ter- 
minal next to his 'esk, which gives him direct access to the corporate data 
bases or allows him to communicate directly through electronic mail to all 
levels. You may categorize this process as command and control if you 
wish, but it has a major impact on management's control in the corporation, 
allowing the CEO in some cases to bypass middle management. Some layers 
of what we know today as middle management may vanish because of the 
advent of information technology. 

Satellite communications is another of those technologies that permits both 
the military commands and corporations to "skip echelon." and communi- 
cate directly from the corporate head or commander down to a division-level 
organization. General Motors has installed a pervasive satellite system that 
will reach down to depot level. In the national sense, we can do the same 
thing today—go from the White House, or from the Secretary of Defense, 
right down to the foxhole. Satellite and information technology have made 
communications How transparent from top to bottom of an organization. 
There is an excellent example of this. Back in the mid-1970s, during the 
Mayaguez boat incident in Cambodia, a two-hop satellite transmission path 
was established over which President Ford was able to talk to the battalion 
commander under fire on the ground. Here you had the Commander in Chief 
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of a nation talking to a guy right on the ground or, as they say. to the 
foxhole. This skipped the chain of command from the Chairman of the Joint 
Chiefs of Staff, the military command in the Pacific area, and the intermedi- 
ate command in Thailand. Multinational corporations do the same thing 
today, especially overseas operation;. 

I want to elaborate on how we use computers and communications satellite 
technologies for crisis prevention. Information is received quickly from 
various intelligence and diplomatic sources; it is processed and made to con- 
trol or prevent a crisis from escalating. Today, I think you would say that in 
a controlled crisis, whether in a corporation or the government, the CEO 
(or. in our case, the President) is able to be directly involved at all levels of 
the units involved in that crisis because it's no longer beyond his span of 
control. 

... One aspect to which many of us give little thought and rarely use. and 
that I mentioned earlier, is feedback. Computer-based communications sys- 
tems and decision support systems provide an excellent real-time accounting 
record or result of the sequence of steps that take place during an event, 
whether in a corporation or the government. Feedback not only helps to 
complete the record of what transpired, but also drives future policy or 
changes. In our case, we've learned that when decisions are made in a major 
crisis and certain actions are taken, standing policy will change. 

Computer-based decision support systems, including videotex!, video tele- 
conferencing, facsimile, and other visual aids, give more efficient 
capabilities, and enhance crisis management decision making. Betöre we 
had computer-driven display boards, we used to track aircraft by having 
individuals put radar tracks on Plexiglas boards. Today, those tracks and 
decisions are made on a real-time basis with computer-based technology. 
Gaming and modeling of economic situations in a multinational corporate 
setting illustrate the advantages that technology provides for decision 
making tasks. 

Real-time video teleconferencing is seeing increased use in the government 
lor day-to-day operations and we're seeing it explode within the private sec- 
tor. The cost of travel and the fact that people don't want to get on airplanes 
because ol the terrorism threat in themselves increase the demand for this 
technology. Not only dues u improve the use of time but it also lets you see 
individuals' expressions and gestures during conversations. We're going to 
see more ol this technology used in command and control and even in intel- 
ligence operations   The intelligence community can transmit a map or 
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drawing from one country, or one state, by facsimile machine, which is 
pretty efficient, or can display the material via video teleconferencing, and 
then record it. I might mention that facsimile technology is used to improve 
the accuracy and speed of information flow over the Hot Line between the 
Soviet Union and the United States. Facsimile or video teleconferencing is 
real. The reason being, getting back to satellites, the efficiency of transmis- 
sion systems operating on T-l carriers at 1.544 megabits, versus what we 
used to run, 2400 baud. Today, we multiplex video teleconferencing, tele- 
phone conversations, and data transmission all on the same wideband digital 
circuit for efficiency and reduced cost. 

There is a major vulnerability to ail of this. We have become so dependent 
on some of these tools that when we do lose the capability under certain cir- 
cumstances or for a certain function, it causes chaos. The banking industry 
is concerned about the financial information they transfer, to the point where 
they put error detection and correction capabilities (redundant paths) in their 
systems so that the information is transmitted in two different ways. In any 
decision process, from a corporate decision to a national decision, you can 
soon see that if you don't do some smart things with this technology it can 
get you in trouble; it's like putting all your eggs in one basket. 

... Once they learn how to use a system, they continue to get more and 
more messages regenerated. I know that General Mcknight has been having 
a terrible problem, because people have adulterated the military system. 
When they send a message out. they not only send it to the individual 
addressee, but they also give an information copy to the world, without real- 
izing the burden it puts on the system. A smart staff person knows how to 
use a system like that, because sometimes the guy actually receiving a mes- 
sage does not have the authority or ability to react as well as one or two of 
the information addressees. It's a very interesting point to play. Once again, 
technology gives you that opportunity to use or control information. 

... In recent years I've read some books, right out of this school, indicating 
cases where upper management goes in and gets reports on production, 
product lines, delivery times, etc.. and just bypasses all of the middle man- 
agement. The question is how to control that process of blending technology 
with management. Well, again, as individuals become more proficient and 
comfortable with it. I think it's going to become more pervasive in time. 
You will find that it will change organizational management schemes for 
those companies that use it. 

... It takes on the character of the guy at the helm, though. You've got to 
remember that. If vou want to talk about a MavaRur:, I don't think 

62       Grimes. 1%<> 



this President would ever do that. He believes in corporate or mac- 
romanagement, and leaving war to 
the experts. He'll make the deci- 
sion that we're going to take a hill, this President—President Reagan 
but not how we're going to take it. 
Another individual, as we've seen, 
might assert himself in deciding how we're going to do it. Technology has 
given you the opportunity to do that. Whatever information is available at 
the White House today to make those decisions is pretty much just as readily 
available to the other agencies, only we see more of it. The same goes for 
corporate headquarters, whether in a domestic company or a multinational 
corporation. That kind of information is available because you design that 
data flow into your system so you have some finger on the pulse. You can 
start seeing if things go awry. 

That brim's back the point of whether it's a push system or a pull system. 
People can very subtly cause thresholds to be built. If something happens at 
the General Motor plant in Spain that exceeds some threshold, you throw 
the first warning signal back to corporate headquarters. The same goes for 
the national level; there's some threshold as to whether you're going to wake 
up the President at night. 

| STUDENT] Is there a danger that, because of technology, the informa- 
tion How is getting faster while there's always a tendency for analysis, being 
less measurable, to slip behind? 

(GRIMES] That risk is definitely there One of the ways you might over- 
come it is to improve the decision support capabilities to take in that infor- 
mation, and artificial intelligence is going to help to improve that process. 
What we're talking about right now is almost on the same threshold as the 
Strategic Defense Initiative (Sl)l). When you're trying to respond on a real- 
time basis, based on your warning, your sensors, there's no human mind 
(hat can react fast enough. That's where artificial intelligence will start 
doing a lot of that recognition for you and giving you options very quickly. 
Again, you have it) play out the 
various scenarios, whether you're 
... . , ,, such as last night—US bombing raid talk.ng about a nucle;,r conflict _. .lhv.      *. .. 1qHtt 

versus a national crisis such as last 
night. 
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You can take the Bhopal disaster with Union Carbide as an example of a 
very major crisis, looking at how they set up emergency operations, col- 
lected real-time information, and weighed the decisions they were going to 
make, including the possibility that 
the Chairman of the Board might 
have been locked up and held hos- Mopal disaster-ln December 1984 a 

.       . .      .   «    , i toxic eas leak at a Union Carbide 
tage when he arrived. It depends pesticide plant in Bhopal, India, 
on the circumstances. In a military killed 1,762 and injured 200,000. 
situation the primary concern is the 
element of surprise. The risk is that 
the information flow is so great and so fast that sometimes the analyst has to 
go by intuition. (135-37. I40, I4I-42, 143) 

26.         B.R.    INMAN,     "Tech- President and Chief Executive Officer, 
nological innovation and Microelectronics  and  Computer 

°_            ,.   ,„,           ,, Technology Corporation 
the   Cost   of   Change 
(1986. pp. I5I-68) 

IWjhut has surprised me more than anything else about the performance of 
industry as compared to government in this broad area we're discussing— 
the ability to gather knowledge or intelligence on the outside world and then 
integrate it into a decision-making process—is how poorly that is done. I 
had always held the view, from my 31 years of government service, that 
industry must be far more effective, far more efficient than government. I'm 
sure that there are many cases where that is true, but I haven't been exposed 
to a large number of them in the past four years. (152) 

27.         (ikKdOKY   I).   FOSTER, Senior fellow. Institute for National 
......     Kl    •       ,  •>  , Strateuu Studies. National Defense 

I he National  Detense UmJmty tMÜUh ,„,„„., Director. 
University's   Command NDU    Command    and    Control 
and   Control   Program'' Research Program 
(I9K7. pp   I   22) 

I think there are in this field, as in other fields, a lot of barriers thai continue 
to exist between different disciplines lor the most part, we have far more 
mathematicians, physicists, and what I have pejoratively labeled as 'wire- 
heads'' doing C'-related research. Although there are some parts of the 
human resources or behavioral sciences community doing command and 
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control-related research, it's pretty limited. And never the twain shall meet. 
Typically, the two parties don't talk to each other. 

... Why is theory important to command and control? I think there are three 
reasons. In the first place. I would argue that we have witnessed in the mod- 
ern era a convergence of strategy and tactics. By virtue of significant 
improvements in telecommunications and transportation technologies, even 
the most remote tactical activity or action can have almost immediate strate- 
gic ramifications. 

Similarly. 1 would suggest that we see before us today a complete refor- 
mulation of what war is The traditional dichotomy between peace and war 
no longer is meaningful. We are engaged in forms of international interac- 
tion and conflict today that suggest to me that we really need to rethink what 
war is in the context of command and control. This affects how we view, at 
the grand level, the interrelationship between civil and military authorities 
and. at a more focused level, how commanders exercise command over 
forces in being. 

|()ITI INCUR) Is the point complete? The second question will be what 
does it have to do with "why theory?" The first question is to ask you to 
sharpen your comments because at the most general level, they don't make 
much sense to me. The convergence of strategy and tactics, as a new idea, is 
lacking. I go back to the anecdote "for want of a nail, the horscsht>c. etc., 
etc." it's clearly a parable about the connection between the most tactical of 
accidents and the most strategic of outcomes The redefinition of war as car- 
rying out essential diplomacy by other means is an aphorism that simply 
says that the civilian-military connection is not being made. In some sense, 
there's nothing neu under the sun. I amuse myself b\ making Inn of what 
you're saying here at that very abstract level. On the other hand, there are 
some things that have changed that make this more plain. I wonder if you 
could sharpen up where you see the boundar>. What is it that makes this 
conceptual!) eternal? What's different now? 

|losil K| To reiterate a point I just made and then tie this back to some 
of in) earlier premises about the state of C in general, i think we live lodav 
on kind ol a global battletield wrought, again b\ marked advance» in tele- 
communications and transportation technologies, We have witnessed a 
shrinkage of the globe »uch that those activities undertaken in what we tradi 
tionail) have construed as peacetime actual!) are a form ol waging conflict 
with real-world strategic significance. That is not to sa\ that this is a new 
state ol affairs. I he important thing to ».knowledge, though, is that our con- 
ceptions ol command and control, and ol how command should be 
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exercised, continues to hew to u traditional conception of war, i.e., fighting 
battles and waging campaigns. We need to ask ourselves whether, in the 
modern era. the assumptions and predispositions that would have been rele- 
vant in that traditional conception of war are still pertinent. 

For example, consider the proper relationship between civil and military 
authorities. Although we continue to espouse civilian supremacy, we also 
tend to adhere to an idealistic notion of giving a mission-type order to a mil- 
itary commander—a la Eisenhower in Europe—and then letting him do his 
thing. This creates a tension and a paradox of sorts that demands our 
focused attention because, whether it's Grenada. Desert One, or whatever, 
we continue to wrestle with this relationship between civilian and military 
authorities. It may well be that we are in an era now where we have to 
accept and deal with the idea of having the Commander in Chief, a civilian 
decision maker, or the National Command Authorities (the President and the 
Secretary of Defense) directing traditionally military activities that, for a 
variety of strategic reasons, they are unwilling to turn over to military 
commanders. 

|MCLAUGHLIN| What changed fairly dramatically in recent years is the 
time span of control. Sure, in the past you gave a commander more general 
orders. "(Jo invade the continent " If he screwed it up. and by the time you 
eventually concluded he screwed it up. you relieved him. I «»day. it may be 
that half an h> tir into the battle you know he has screwed it up to a ""fare- 
thce-well" and you relieve him then. And that's called "micromanagc- 
ment" by every person who wears a unilorm. 

(FOSTER) The reason it is important to focus» on this particular question, 
and the reason I want to relate it back to a point I glossed over earlier the 
perishability of experience is that an important consideration is whether, in 
a non-war situation (call it peacetime or whatever), we are inculcating the 
soils of values and the degiee of initiative and responsibility in commanders 
that they would need in a crisis or wartime situation To relate to your 
earlier example. Tony, about a simple contract to do all of the software for 
NASA's Mission Control Center. today we sec contracts that contain volu- 
minous details and specifications I his is mad;, a manifestation ot a larger. 
IIMHC pervasive trend in the wav we do busfx-ss, particularly within inn mil- 
itary establishment I IK- question becomes, it sou do not instill the sense of 
initiative, responsibility. and authority in commanders in peacetime (hat you 
will expect from them in wartime, ore vou doing both them and the nation a 
disservice' The consequences of waiting until a commander lo>es a battle or 
a war. or until he gets several thousand people killed, are such that we 
shouldn't want to wait until that time to deal with the situation 
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Business is different, as is coaching or managing a sports team, because 
you're engaged on a daily basis in your operational mission. But in this age 
of deterrence, we must concern ourselves with whether we are nurturing the 
right types of folks to command in war. That is a traditional problem that 
has existed before every previous war. and it will continue to exist. Unfor- 
tunately, there arc no school solutions to the problem. 

... On the research side, there is no focal point for addressing command and 
control at the national and theater levels of joint and combined operations in 
peacetime, crisis, and wartime, involving both civil and military decision 
structures. When I came in, I took the scanty guidance that existed and 
attempted to fold all of these things together, so that the two principal foci 
of the program were (a) to conduct and sponsor basic and applied research 
that looked at command and control along the aforementioned lines, and (b) 
to develop a program of command and control studies for senior officers and 
civilians from throughout the national security establishment. 

We joined in common endeavor with the other organizations constituting the 
Basic Research Group (BRG) of the Joint Directors of Laboratories because 
the foci that we represented were missing. These organizations all focus on 
uni service, tactical, military initiatives. Besides our substantive orientation, 
we have at the National Defense University a wargaming and simulation 
center. One of my long-term designs was to create there a leslbed that could 
be employed for both experimental and quasi-experimental purposes. look- 
ing at various dimensions of command and control. Wc also could under- 
take. I believe, what would amount to field research on how student groups 
acting as commanders and staffs performed in different types of situations. 
The only experimentation that n;>w goes on takes place at the Naval 
Postgraduate School Thai involves captain- and major-level folks who deal, 
lor the most part, with naval tactical problems. Thai leaves a big range of 
issues that are no! addressed. 

The types i l things I sei about doing when I created the program included 
establishing NDU as a legitima.e retor ;:i the command and control com- 
munity. One mechanism for doing .w was a series of publications, of 
which ihere were Iwo l>pes. Two edited volumes were commissioned lhal 
attempted to deal vulh different dimensions of command and control. One 
volume, tilled Toward a Theory of C*>mmairt and Control, was kind of a 
living experiment in which I commissioned 10 different authors to address 
the same sei of questions: What is command and control? Whal are tls con- 
stituent elcpwrnts? Whal is the state of the art in command and control theory 
and research? Whal work outside the military domain has been done lhal 
might be relevant'.' And where should we go from here? The iüea *as lhal if 
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1 could get 10 reputable individuals with expertise in the area and stature 
within the community, who could look independently at these questions, we 
could determine where natural divergence or convergence exists. 

Another volume, titled The Dimensions of Command and Control, looks at 
command and control from different perspectives: the technological dimen- 
sion, the behavioral dimension, the legal dimension, the historical dimen- 
sion, the socio-political dimension, and so forth. The idea was to get 
individuals with expertise in each of these areas to look at command and 
control from their different perspectives, and thereby to see where we have 
areas of commonality and complementarity. 

Then there was a series of occasional papers. The intent of the occasional 
papers was to elevate the level of discourse and expand the bounds of 
inquiry on command and control. So ! commissioned papers which deal with 
such issues as command and control in a democratic society. One paper I 
commissioned was titled. "Toward an American Philosophy of Command 
and Control.*' Another looked at the Soviel philosophy of command and 
control. I commissioned General Paul Gorman, former Commander-in- 
Chief, US Southern Command, to provide a theater commander's perspec- 
tive on command and control. 

On the educational side, I established a network with the other military 
educational institutions to try to see where NDU should be focusing its 
efforts in developing a course of instruction for senior officers and civilians. 
Thai is how the program came into being, and that is what the initial thrust 
was and continues to be. (5. »Ml. 12. IS. I1)» 

2S. KODNKY B. MI'DANIEI., f»«t utiw* SvirrUr\. National Sc<urift 
(   I: A National Security ,. ., \/% Management i vntvt 

Council      Perspective'' 
tl«*87. pp. 107 24» 

I gtit into the National Sccunl) Council (NSC) business b\ inheriting the job 
of Richard Heal, who was a one-time participant in these proceedings, and 
as a testament to the work (hat you do. I think one of the reasons that Tuny 
and I met was I was rcallv Irving to find out what it was that Heal had in 
mind One ol the tew places I could ever find thai out was when he was up 
here and spoke to the seminar and subsequent!) created a transcript. 
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I think I'll begin at that point by giving you my observations about the direc- 
tion in which I've tried to go relative to the direction in which Richard Beal 
had been going. My sense is that what Richard Beal was trying to do was to 
create within the White House a room where decisions are made in the con- 
text of a crisis, or fast-breaking events. 

Senior people are brought in. kind of late, to a problem that's crashing about 
tnem. The perceived need, as Beal saw it, was to harness the power of mod- 
ern technology, information processing technology, to assimilate all this 
mass of fast-breaking information. Perhaps you could pull up some history 
besides and squash that into some form that could be more readily assimi- 
lated by decision makers than is possible in the conventional setting, which 
is what he found when he took the job. There was a room like this with a 
little more security, probably no windows, and a bunch of people coming in 
with notes and papers, a few of them may have briefing charts, and that's it. 
Somebody in the corner takes notes. A traditional committee meeting A 
room where decisions are made in the context of crisis. 

My belief, then, and it's my belief now, is that that plan had some funda- 
mental tlaws. Kirst of all I'll stipulate that that's what I think he had in 
mind. He's not here to defend himself. I may well have grossly misin- 
terpreted, but that seemed to be what he set about, and what he had done. It 
was a non-trivial exercise in bureaucratic terms. He had gotten hold of some 
very hard-to-gei-hold-of space in the old Executive Office Building—a room 
which had been the Secretary of State's office in the original design of the 
buildin«;. which as you know was the Stale War Navy Building and literally 
held the total departmental apparatus of those three departments at the turn 
of the century. He converted that into a high lech conference room which 
had screens to project all forms of media: television, computer screens 
which could be processed to video and shown on a screen, as well as slides 
and regular TV. 

He created a database, hosted on some VAX machines, and he hired some 
junior intelligence officers lo be database anahsts. They were regional spe- 
cialists, lor the Near hast, the Soviet Union, etc. There were seven of those 
fellows who were supposed to be 
up to speed on what's going on in 
those regions, and they would be V/\x   J ['"!"'v!" n»RHO•Put*'> P'° 

' , UtHvd by  the  Digital  Inurnment 
the action 01 fleers who. when a Corporation 
crisis went down, would begin to 
pull the information together and 
put it in a form where it could be processed and presented on the screen. In 
1985. Beal got a serious heart ailment and subsequently died. There was 
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subsequently a gap of six months or so from the point in time when he effec- 
tively became disengaged from the White House Crisis Management Center 
until the time I arrived on the scene. I had the problem of both rebuilding 
the staff, which had kind of drifted off because the leadership was no longer 
there—the more energetic folks lost interest and went looking for jobs 
elsewhere, as well as trying to reconstruct what the guy really had in mind. 
Given my sense of what Beal was up to, I think there was one major prob- 
lem with it. It ignored (he fact that the larger issue is. there's a process out 
there that's going on all the time. It's going on right now, (his minute; that 
is, gathering information, digesting i(. and analyzing information, and mov- 
ing thut up a series of kind of semi-hermetically sealed chambers lo the Sec- 
retary of Sta(e. and (he Secretary of Defense, and (he Chairman of the Join( 
Chiefs of Staff, and (he Director of Central Intelligence, who are the major 
members of the NSC. When these fellows or (heir principal subordina(es 
meet in (his room (o make decisions, (hey're simply not going to live off the 
information tha( Beal's guys would have prtKessed and put up on (he screen. 
They're going to bring (he information (hal (hey (hink is relevant right now 
wilh them. 

How does thai fit with (he notion of (he dynamic of (he decision-making 
process in the rt>om itself? I( seemed lo me thai if you're going lo undertake 
to make the process of decision making in crisis more systematic, and hel- 
ler, you have to enlarge the scope of your >ights lo take in that total process 
of information gathering and analysis lhal the National Security 
Community- which is a lerm I'll just coin by which I mean ihe Depart- 
ment of Defense, (he Departmen( of State, and (he Intelligence 
Community   engage in. Thai's point one. 

|()l l'llNCil K| I dunk Heal also had in mind (hal through technical prow- 
ess he could have those folks bring their own stuff into thai room. Ihe tech- 
nical, bureaucratic, and psychological problems in thai are monumental, but 
I think he was fairly explicit about having thai in mind Whether it ever got 
pulled off or not, I don't know. 

|Mll)\N!ll | That's precisely my second thought Ihe second point is 
where is the information going lo conic (nun that Heal is going it» gel into 
his computer, in order lo digest n and put it on ihe screen' Ihe answers are 
going to come from Stale. Defense, and ih«" Intelligence Community. Are 
you going to undertake, essentially, lo lap their databases, so that if a crisis 
breaks in Afghanistan you can immediately reach into Defense, State, and 
Intelligence and pull out Afghanistan-related stuff with no delay while you 
hook the wires together, or are they going It» send il lo you. or what? What 
is the concept? 
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There are two obvious problems here. One is a technical problem which is, 
you're talking about access to a mass of data which is just mind-boggling. It 
really is a tremendous challenge, technically, to think about tying into the 
databases: Defense. State, and the military. Frankly that's the trivial issue, 
the technical issue. The real issue is the bureaucratic issue. There just isn't 
any way that State. Defense, and the Intelligence Community are going to 
sit still for some low-level people in the White House to be able to reach in 
and pull out facts and data from these databases with the prospect of putting 
it up on a screen in front of the President at some time of crisis without pass- 
ing it through the chain of command of those respective departments, with- 
out the Secretary of State, or Defense, ever having seen it first. 

Beal's concept was. in many respects, unachievable without undertaking to 
come to grips with the absolutely fundamental issue: that our government in 
the Executive Branch is really better thought of as a federation of agencies 
than it is of a unified, kind of military, organization with a commander in 
chief and these other officers as his trusted subordinates. If you will put that 
in the back of your mind, think of it as a federation, you'll be a lot closer to 
reality when you actually attempt to deal with these institutions in the real 
world. 

We kind o\ fell back sharply from Beal's basic concept of lapping the 
databases and getting into that business. We recognized thai what we had on 
our hands, in the first instance, was essentially a computer-based capability 
to lake the messages that did come into the White House on a daily basis 
and make them more accessible in times ot crisis. The much larger issue of 
how it is decided that different kinds of information were going to get sent 
to the White House in the first place hadn't really been touched, and that's 
what we needed to lt>ok into. With that as background, that was how- I saw 
my job as I came in. I think the next thing I'll do is kind of talk you ihrough 
how the government's organized lor national security purposes, both for 
day-to-day planning, and lor the making of policy in crisis. 

The National Security Act was written in 1**47. Thai act did three things, 
two of which, until quite recently anyway, were much more well known 
than (he third. The most famous thing it did was it brought liic departments 
of the Armv and Navy together into a um lied Department y^i Defense. 
Although I am no greal student o\ it and it's my personal belie! thai the fus- 
ion, has nol been written very well. I've read a few o\ the more syntheM/ed 
histories ol this piece of legislation and I find ihein pretty thin going, actu- 
ally. Basically, the National Security Act of ll>47 was the final congres- 
sional output ol the "fussing and fuming" over the lessons ol World War II. 
It was thought that the Services didn't cooperate with each other very well. 
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so the way to fix that was to put the two Services under a common head. 
That's the first thing the National Security Act of 1947 did. It unified the 
Army and the Navy. 

|0ETT1NGER| What you just said triggered a thought. One of our col- 
leagues emeritus at the law school, Milton Katz, was in his earlier days one 
of the lawyers who worked on the drafting of the Act of 1947. and it might 
be fun to sit down and explore that very question. I think he'd be eager to 
and remembers enough to put some threads together. 

|MCDANIBL| The second thing it did. for which again I have a smatter- 
ing of historical understanding, is that it created the CIA (Central Intel- 
ligence Agency). The CIA was specifically established as an intelligence 
organ reporting to the President. Actually, under the Act. it reports to the 
National Security Council, independent of State and Defense—independent 
of the agencies with responsibility for executing policy and programs. Thus, 
the President presumably got the unvarnished truth without bias, without a 
spin being put on it by people who are trying to sell some particular policy 
line. 

The third thing it did. and the area where there's the least legislative history, 
is. it established the National Security Council itsdf. The mission of the 
National Security Council, that title in the law that established the National 
Security Council, remains unamended to this day. I was pleased to note that 
the Tower Commission recommended that it not be amended. It's a very 
short act. veiy readable, and 
basically it defines the function of 
the National Security Council as a        rower Commission—a three-man com- 
mechanism to integrate domestic. "''"""' **",c /<mfr **»***; .      . Muskie,   and   Ctent   Scowcrott) 
military, and foreign policy, to appointed by President Reagan to 
effectuate the overall national ir*\-*stigaie the ttan-Contra operation 
good. That act. in effect, created 
the term "national security" which 
wc use so glibly today, a term which really then enc* nipasses foreign policy 
and defense policy. National security policy, then, is the integration or the 
fusion of diplomacy and military opcratiors. 

Implicit m the need to create the Council and establish it by law must have 
been the view on the part of the Congress that the Stale Department, the 
War Department, and the Navv Department were not coordinating as effec 
lively as they should have been, although, as I say. the historical record 
(here is kind of thin. It is. according to the history I've read, apparently a 
fact that in those days the Departments communicated with each other quite 
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infrequently. The Secretaries of those three departments did not meet on a 
regular basis, and their staffs, depending on the personalities of the Secre- 
tary of State, Navy, and War, were sometimes almost enjoined from talking 
to each other. In one sense I've characterized the purpose of the National 
Security Council as to institutionalize the State Department and the Defense 
Department talking to each other. Indeed, we've come a long way in that 
regard. So much so, that a great deal of the purpose of the Act is being 
accomplished totally outside the formal structure of the National Security 
Council or its staff, because a culture has been created now where State and 
Defense do talk to each other to a much greater degree apparently than was 
the case before 1947. That's taken as a matter of routine. 

The Act said that the members of the National Security Council shall be the 
President as Chairman; the Vice President, and the Secretaries of State and 
Defense are the statutory members. The President is the chairman of a com- 
mittee that reports to him as President, kind of a quirk in the law, but I'll 
come back to that betaue I have my own belief in whai that meant. Then 
that Act or subsequent acts which have come along have defined statutory 
advisors as the Joint Chiefs of Staff—that was jusl changed to the Chair- 
man of the Joint Chiefs of Staff 
the Director of Central Intel- 
ligence, and also the Director of '**' *** lust changed—by the 
.,"*    , ,, ,       , ,x- Goldwater-Ntchols Defense keorga 
«he Arms C ontrol and Disarm- m/Jllon Mtot ,m 

ment Agency when arms control 
issues arc involved, and the Direc- 
tor of the US Information Agency when policy issues affecting overseas 
information are being discussed. Those individuals arc named in the various 
pieces of legislation as statutory advisors to the NSC. 

Although the Act does not say this anywhere, it's my belief thai what Con- 
gress had in mind was ihe creation in this council of a body that is somewhat 
like the theoretical Joint Chiefs of Staff. Thai is to say. the Secretary of 
State and the Secretary of Defense come to the table and become advisors lo 
the President. They do no« come as the holders of a bureaucratic brief for 
their respective bureaucracies, but rather as advisors to the President. In 
conjunction with the Vice President and the President himself, they sit 
around and talk about policy issues and discuss the pros and cons and the 
various options, and ultimately make a corporate recommendation to the 
President. The President, as President then, decides and issues instructions 
lo the agencies to implement The order, when it goes down, is for the Sec- 
retary of Slate and the Secretary of Defense to implement as heads of execu- 
tive agencies Ihe Council exists as a policy body lo advise and recommend 
to the President 
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When I was giving this explanation to someone who will remain nameless 
he quipped and said. "Yes, you're right, it works exactly like the Joint 
Chiefs of Staff works because they don't do that either." Of course, the 
Army. Navy, and Air Force come to the table and defend to the death their 
respective bureaucratic turfs and that tends to be what we see in the National 
Security Council, where you have role playing to a large degree with each of 
those cabinet heads kind of representing the brief of their respective 
bureaucracies. The notion that they're there to be personal confidential 
advisors to the President, while it works to some degree, is perhaps more the 
exception than the rule. 

The Ad also said that the President could designate others to be members of 
the Council. This President has designated Mr. Meese. and Mr. Baker. 
and the While House Chief of 
Staff to regularly attend meetings. .,    ,,      .   ,   .,     ,   , „ r I his President—President Reagan 
This has varied Ironi administra-        u, h,   ,,, ..        ... ... Mr. Meese   Idwm Meese, III. Attt,rney 
lion to administration, although the Genersl. iWi-HH 
person occupying the position of        Mr. Haker—lames A. Haker, ill. White 
Attorney General turns out to be *****, \h,t'' °' S,J"- mhm- Svi,v 

,   .   .. i . tJn>' "' ''*«' Treasury, I'm • till; named 
someone who s Ircquently in the SeireUry ot State by President Hush 
Council   It's important to re mem- in vm 
ber that in this administration the White House Chiel ot Sufi   three 

„ u..i ...   .. i M..  .   r,  ., .1.. men held this position dunne the reason Baker and Meese are at the u . •       '   .       . .7. Keagan Administration: lames Haker. 
table   is   not   because   they're Drmald Regan, and Howard Haker. 
Attorney General ami Secretary uf 
the Treasury, but because they 
started out in the first term being the Chiet of Stall and the counselor to the 
President, respectively, and retained this special relationship to the 
President. 

jOl IHMitkl       This is James Haker we're talking shout? 

|M< DANIII I Jim Baker. When Haker went oil to Treasury and Meese 
went oil tu be Attorney (ieneral. one ot the deals ihey made with the Presi- 
dent was the) wouldn't lose then seats al the NSC. What you had is ihal 
they kept it and the new Chief ol Stall. Donald Kegan. was added on. Now 
the Chief ot Stall's being a main player in the NSC is definitely something 
that waxes and wants. I have talked to a lew individuals who were pre- 
viously closely associated with ihe National Secunt) Council, who told me 
that during the Nixon Administration, for example, n was not the rule lor 
the Chief o! Stall to attend National Security Council meetings «•! to be 
involved with NSC stuff. 
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(STUDENT)       This is Haldeman? 

[MCDANIEL]        Yes. 

ISTUDENTl        More importantly, 

it's Kissinger. 

Haldeman—H.R. Haldeman, President 
Nixon's White House Chief of Staff. 
7969-7.1 

Kissinger— Henn/ A. Kissinger, Assist- 
ant to the President for National 
Security Affairs, 7969-73; Secretary of 
State, 1973-77 

IMCDANIELI That is the for- 

mal structure set forth in the law. 

The law, as I say, occupies a cou- 

ple of paragraphs. That's all it says 

in the law. Absent from any men- 

tion in the law is the position of the National Security Advisor. He is not 

mentioned in the law, nor in any other law. The only official that is men- 

tioned in the law is someone called the Executive Secretary of the National 

Security Council, and he is identified in the law as the individual who is the 

administrative head of the staff. The law says, by the »ay, that this Council 
should have a staff and it shall be headed by an Executive Secretary and per- 

form such duties as the President may designate. That's the legal justifica- 
tion for having an NSC staff. The legal justification lor the position of the 

National Security Advisor is actually nothing more than the fact that the 
Appropriation Act for the White House office says that the President may 

have 10— I think that's the number assistants to the President, and just tra- 

ditionally one of these positions, one of these budget slots, is filled by a fel- 

low who is called the Assistant to the President for National Security 
Affairs. 

In effect, then, the National Security Advisor is de facto the actual head of 

the National Security Council staff, while the Executive Secretary is the 

staff administrator. It's undoubtedly dime that way for two reasons. By not 

mentioning him in the law, you're left with the potential lo keep his relation- 
ship to Congress somewhat ambiguous and more closely related to the While 

House, so as to fend off the periodic forays that people make that this indi- 

vidual should be subject to Senate confirmation To some degree you insu- 
late a little bit the fellow who has to go up and testily about the budget of 

the NSC staff who might be called upon lo talk about other things if he were 

the National Security Advisor. When he's not. gencrallv it's very minor. 

I've done that and it's a very minor hearing where no substance whatever is 

discussed. 

The staff, as fur as I can determine, has been pretty much the same tor 40 

years   It's an eclectic mix of people reflecting the makeup of the national 
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security community. That is to say it has military people who are assigned to 
duty on the NSC staff. It has Foreign Service officers assigned to duty. It 
has some intelligence officers, and it has civilians who typically are people 
with a foreign policy background who had some connection with the win- 
ning campaign of the President who kind of float in to the NSC as a function 
of the post-campaign "finding jobs for people" business. In this administra- 
tion, that is about 50 professionals, although numbers are very hard to track 
because some of them are detailed, and some of them are on other agency 
payrolls, and anybody who's knowledgeable about the federal budget knows 
that that's untrackable. 

The only thing you can depend on for doing historical analysis is telephone 
books, and that only if you had the internal listing that they really used, as 
opposed to something that might have been prepared for public consump- 
tion. I believe that this administration's staff is smaller than Kissinger's 
under Nixon, and bigger than Carter's. We're talking about a swing of 
maybe 10 or 15 professionals, total. It's kind of floated around 30 to 50 
people for probably 40 years. 

|Sit DINT) I understand that different administrations, different Presidents. 
have different management styles and that will have impacts on the NSC staff. 

|MC'l)ANII-.l.| It has an impact on how the staff functions, but it doesn't 
seem to have that much impact on how big it is. It has a little impact on 
that. I'll get to how it actually function? in a minute. 

IS'l'lDlM| Would you have an ideal model, that the NSC staff should 
try to be organizationally or functionally flexible to the needs of the Presi- 
dent, or should we find an institutional approach .. .'* 

|NU DASH t ! I recommend to you reading the recommendations chapter 
of the lower Commission Report as a good overview of that particular 
body. A gtH»d group of people wrote it you had a former National Security 
Advisor, a former Secretary of State, and a member of the Senate very 
knowledgeable of the political process of this country The) made the obser- 
vation that if you mandate in law how something that is this close to the 
President is supposed to be organi/ed. what will happen in fact is some 
shadow organization wilt get created to do what the President wants and it 
will simplv cease tit be used. The answer then is that you can't, in law. tie 
the hands of the President on something (hat is this close to him If you 
think you can you're kidding yourself. He's basicall) going to do with it 
what he wants   I ihink the institution pretty much has learned the lessons 
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with respect to the size and the organizational structure of the staff. 1 will 
now describe the staff, and then I'll get into how the whole business really 
works. 

|STH)I;NT| YOU mentioned that the Council should be integrating for- 
eign policy and domestic policy. Is that something that you'll address? 

|MCDANIEL| I think that's a good question. The law says, "will inte- 
grate domestic, military, and foreign policy." Then the law says. "The 
members shall be the President. Vice President. Secretary of State, and the 
Secretary of Defense." implicitly recognizing that all of these men are pol- 
iticians, and when they meet in the Council as councilors, as advisors to the 
President, they collectively put the domestic implications of making policy 
into the milieu. That's one interpretation. Another interpretation is, it's the 
President and Vice President who represent the domestic point of view, and 
the State and Defense representatives represent the foreign and military 
policy point of view. 

A third observation would be that they screwed up There are a feu people. 
academics, who have studied the national security process, who think that 
the procedural injection of the domestic point of view is the least perfect part 
of the imperfect structure of the NSC process. The sociology of the practi- 
tioners of foreign policy, and military policy, in my experience, can only be 
accurately described as elitists who are most comfortable doing business in a 
back room, talking to nobody, and then alter they've done it their notion of 
the domestic angle is you call in the public affairs gu> and Hack it up. The 
notion that you bring in a bunch of politicians. Congressmen, and you 
seriously take what the) have to say into account is anathema both to the 
agency professionals, and the "civilian" policy people many ot whom are 
cranked out of this campus. I might add who go down tu the bureaucracy 
and become practitioners. That's an interesting continent you made. I per- 
sonally think that the Act probably didn't focu» on thai in terms ol selling up 
the structure of the Council. 

|()l I IIV.IKl It's slightly worse also, in thai there is a domestic policy 
council, which function* more or less, which handles some ol the purely 
domestic things It seems to me thai the functioning, whatever the meaning 
may be of thai language, in practice is pretty empty What is your 
observation? 

|M( 1MNII11 I have never attended an NSC meeting where the bulk ol 
the discussion wav not devoted to, "How's tins going to play in the press. 
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and how are we going lo get Congress to go along with it?" We're talking 
the domestic content of a national security issue. We're not talking about a 
forum. It was never the intent of this particular legislation to create a body 
to make policy for the entire spectrum of federal responsibilities, but rather 
to inject into the policy deliberation a domestic perspective as well as the 
perspective of the professional elite. 

| MCLAUGHLIN) Which is presumably also one of the goals of a Meesc. 
or a Jim Baker, or a Bobby Kennedy being included. 

|MCDANIKL| It's interesting that the law didn't specify that somebody 
like that would be on the Council, but it's also interesting that all Presidents 
have always put somebody like that on the Council probably for just that 
reason. 

|STUDENT| Could it be because of the threat perception of the United 
States—that we see threat as being external rather than domestic? IX»cs that 
have anything to do with it? 

|M(DANIi:t.|        It might 

|S"l'l DIM|        Might that have changed over lime' 

|! .(l)ANIti.| All I know IN that the law was written m llW7 with the word 
"domestic" in it. I think that the people who have actually been practitioners in 
the making of national security policy have always had to grapple with politics. 
Probably more so in the post-Vietnam pcritkl than the pre-Vietnam period 
There's kind of a conventional wisdom that the making ol foreign policy was a 
more bipartisan process before Vietnam. You could cut deals with a smaller 
number ot members, of Congress, and the whole thing was more compact and 
tightly managed then than now. I Km accurate that assessment is. I don't know, 
but it's the conventional uisUom nek! by most people 

liven then, it was recognized that in a political democracy you have to have 
a domestic consensus if you're going to commit your military force lo some 
act outside the boundaries of the country. That's just something that political 
democracies don't do without laying a domestic inundation for it. 

I was going to just talk brief!) about the staff structure of the NSC as it is 
now. and I think pretty much has been, and then talk about how (he process 
works and then illustrate that with a few anecdotal examples. 
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The staff itself is organized in regional and functional directorates. The 
regional directorates mirror-image the State Department, which is organized, 
if you're familiar with it. with Assistant Secretaries of State for regions X, 
Y. and Z. Soviet and Europe is one; the Pacific and Asia is another; Africa, 
south of the Sahara, is another; Latin America is another; and lastly. Near 
Hast and South Asia which is the Middle Hast, basically Africa north of the 
Sahara all the way over to Bangladesh. 

In the NSC staff, a big directorate would be tour or five professional people, 
and a small one would be two. In government terms we're talking about a 
very small staff. When I left the stall, the Europe and Soviet guy was a For- 
eign Service officer, a former ambassador to Czechoslovakia, and a Deputy 
Chief of Mission (IX'M) in Moscow, who has just left to be the Ambassador 
to Moscow. Jack Matlock. The Latin America guy was a Foreign Service 
officer, a somewhat more junior officer who hadn't been an ambassador yet. 
and that was a bit of a fluke because it had originally been headed by a polit- 
ical guy win» turned out to be a bit of a maverick who wouldn't take direc- 
tion and eventually had to be fired and the current incumbent wound up 
gelling the job. 

The Pacific job was beaded by a civilian, professional employee of the 
Office of the Secretary of ihe Defense (USD) who had been the Deputy for 
Asian Affairs in the ()S1) International Security Affairs Directorate and 
came over to the NSC from lhat job. The Africa office was headed by a CIA 
intelligence analyst who had headed the Office of African Analytic Affairs 
for 14 years Ihe Near Fast, Soulh Asia was headed by a fellow we 
recruited from the University ot California faculty who had previously 
been in the Policy Planning Office 
in the Stale Department, who 
would be considered a kind ot an ( J,,m"   ''•»'»* (•»''""' thpuh s«'' 

, , , irtjts ill Drtvnw   SJIUHUI Sri util\ 
academic foreign policy guy. Den- *fr*«*. J/»</ tovtvun ../ l)vten%e 
ms Ross   Hui eclectic mix of peo- under Ptrutknt KCJRMI 

pie. I think, is typical   Carlucci 
has brought in his people   Many ol 
those people are now gone. Hut ihe mix has prell) much been maintained 

There are also a lew functional organizations, all ol which have respon- 
sibilities thai cut across the regional areas OIK: IS ihe intelligence directorate 
that looks al intelligence policy and budget issues and also was the office 
within ihe NSC sialI responsible tor coordinating coved action programs 
There was another office called Intcrnatumal Communications lhat was the 
NSC staff office that looked al ihe propaganda apparatus of the IS govern- 
ment, essentially the IS Information Agency. Radio Liberty. Radio Marti 
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This office was headed by a former officer from the CIA who had a lot of 
background in political action. Another office looked at space issues from 
the intelligence, military, and domestic sides and was the staff officer who 
was the principal White House official on space issues. Those were the prin- 
cipal staff officers of the NSC. As I say. it all totaled up to about 50 folks. 

Now. how did it really work? The key to understanding the NSC is to recog- 
nize that what you have is a legislative mandate to set up an interlocking set 
of interagency committees. These committees have been around with 
various labels hung on them for 40 years. That's the life blood of how the 
NSC process really works. An interagency committee will be set up. Hach 
administration has found it necessary to relabel them all as well as to relabel 
the documents that are used to record their decisions for reasons that don't 
make a whole lot of sense, but it happens. The last two that I can think of— 
the Carter Administration used as the title of decision documents PDs. Presi- 
dential Decisions. Prior to that Nixon had used NSDMs, National Security 
Decision Memoranda. This administration uses NSDD. National Security 
Decision Directive  It's all the same stuff. 

There was one interesting difference, though, when this administration came 
in to set up its organization. Recall that the fundamental issue for the last at 
least 15 years, the modern era of strong national security advisors, has been 
that issue of how strong a National Security Advisor do you want' Conven- 
tional wisdom quickly throws out on the table two names to represent two 
polar extremes, and obviously this is a great oversimplification to think 
about it this way: Kissinger on the one hand, and Scoweroft on the other. 

This administration. I think it's fan to sa>, intended to follow the Scoweroft 
mode!, and set itself up that wa\   Initially. Allen, the first .National Securit) 
Advisor, didn't even report directly to the President. He reported through 
Mcese. The committee siructure 
uas set up consistent with Presi- 
dent Reagan's concept ol ' cabinet *"«•   Knhätd \    Allen.   National 

.        ,        . Src unt\   AdviMH U> I'rrsnlrnl Kr.i 
government    so that the chairman- IHHI tu 
ship ol the primär) committees 
was to be vested in the cabinet 
officer who had principal polic) responsibility tor the area There was a Sec- 
retary ol Defense-chaired committee lor Defense Policy, a Secretary of 
State chaired committee lor foreign Polio. and a Director of Central 
Intelligence-chaired committee for Intelligence Policy, and there were no 
NSC staff-chaired committees, initiativ. 
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Thal evolved over lime, so that when I left the staff the Defense-chaired 

committee essentially wasn't functioning. The CIA-chaired committee was 
to some limited degree, and the State-chaired committee was fairly active. 

But a whole host of new committees had been set up on a topical basis. 

There was a committee for arms control that had been set up outside the 

framework of this initial structure, which was chaired by the National 

Security Advisor. There was a space committee that was chaired by the 
National Security Advisor. There was a covert action review committee that 

was chaired by the National Security Advisor. The only committee that was 
supposed to be ehaired by the National Security Advisor from the beginning 

of this administration was the crisis management committee, in effect, 

which was called the Crisis Preplanning Group (CPPG). 

That was the frame mirk, and as I say. State was the most active. There 

were then established a bunch of subcommittees, in the case of State that 

essentially took all the different regions, regional groupings, and established 

an interagency group for each one. The membership would be the State 

IX-partment desk officer, or the bureau head lor the region, as chairman, and 

then a representative from OSI). from the JCS. and from CIA, and the NSC 

would have a stall representative on each one of these groups. 

Once the committee's structure is established, it's important to recognize 

that what you've done is you've established an informal communications 

network, and i tat l(i (intcragencv group) becomes the network of people 

who talk to each other about issues Many people think that what you really 
should see is meetings, and agendas, and minutes. That's reallv Missing the 

whole point. On the foreign polk') side, where the IG structure was most 

effectively used, you had a relative!) small number of formal meetings 

where agendas and papers were circulated in advance. What happened was. 

a decision would need to be made in respect to something, let's sav affecting 

US polio with respect to the Vietnamese ongoing war in Cambodia. There 
was a need to make some kind o\ a decision with respect to that. The mem- 

bers o| that IG would talk to each other on the telephone most likelv. or they 

might have a short meeting and thev would quick I v come to grips with the 

issue and make a rough cut judgment as to whether this is something that is 

going to have to be run up lo the 1'iesident. or whether we can |iist agree 

among "'us boys" to just go do it. If thev agreed, it was done. The Slate 

Department, typically, would write a cable setting forth instructions 10 some 

ambassador, 01 some international delegate to some commission, or some 

forthcoming vote in the IN. or whatever the issue was. or somebody going 
to an AShAN (Association ol Southeast Asian Nations» meeting, and the 

polic) would be established and thai cable veiled bv this group and sent, 

done A polio is made, although the output document is a Slate Department 

cable 
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That meant that the stuff that floated up to the formal NSC tended to be 
either big issues, stuff that you really want to get the President involved in 
because it was a major decision, or disagreements. I've already mentioned 
that areas where disagreements were the rule rather than the exception, such 
as arms control, resulted in a new committee being set up. chaired by the 
NSC. in an attempt to impose decisions. But the vast bulk in this administra- 
tion and I'm sure in others, the day-to-day making of national security pol- 
icy, really goes on over the telephone by three, or four, or five people 
calking to each other either in a conference call or seriatim, in the context— 
to use a bureaucratic phrase that we used a lot around the NSC—of clearing 
a cable. It works. It's so much taken for granted that lots of people actually 
forget that that really is an NSC process going on. They forget it to such a 
degree that when 1 became the executive secretary and got curious about 
how many Ids there were, there wasn't anybody in NSC who had any cen- 
tral book on bow many of these groups existed. I might add that when 1 sent 
out a memo to lind out. I got resistance; why am I asking? What business is 
it of mine? Of course, my view was that these IGs really were NSC bodies, 
they were just operating under delegated authority of the Secretary of Stale 
to convene and administer them, because that was what this particular Presi- 
dent had mandated when he set up his office. 

|Ol.lTIN(ii:R| You're getting, in your last remark, to part of the matter 
which I hoped you'd address. Given that all of that works and so on. it's a 
sort of a bottom-upward kind of '.hing in terms of integrating whatever 
comes out of this process. In terms of independent presidential inquiries, or 
initiatives, or in terms of presidential check on what the hell these guys are 
telling me. etc.. how doe* it work? 

|M(l)A\lll.| The last point I was going to make about the NSC role in 
overall policy formulation was "How does it really work?" I've said that it 
works to a large degree over the phone. A network of players is defined to 
work issues. That leaves only the issue of defining an issue. That is where 
you come into the several roles that the NSC staff are expected to play. 
Again, this is not really all that well spelled out in the law. They are 
expected. I think, to play three roles. One. they're expected to be the traffic 
cop. the honest broker. Nothing more than making sure ihat Slate doesn't try 
to get a cable out without gelling Defense's clearance. They're expected to 
be guys who will blow the whistle in the State Department if the desk officer 
says. "Well, it's none of Defense's business." To a large degree, thai role 
Is a passive one. Your just being privy to the process has. if you will, a 
cleansing effect. The fact that there is a presumably non-bureaucratically 
partisan person who's privy lo what's going on serves to keep the phone 
lines between Defense, and Stale, and the intelligence community working, 
because they know the NSC stall guy w ill blow the whistle on ihe process if 
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the other agencies aren't accorded their proper role. That's kind of the least 
exciting one, although a very important one. 

The second function of the NSC staff is to be the independent advisors of 
the President. First they are participants in the interagency process, but to 
the degree that the President either becomes involved or needs to become 
involved, the NSC staff person is the person who will write the memo that 
transmits the issue to the President. Although you may have had an inter- 
agency committee write a paper and produce a consensus product with some 
options in it—a typical interagency paper v 31 have options and a 
recommendation—that document would go to the President in the form of a 
memo from the National Security Advisor which will be written by the NSC 
staff guy with expertise in the area. In that paper he. of course, will be 
expected to have hi. own recommendations, in addition to those of the Sec- 
retaries of State and Defense. 

The third role of the NSC staff is policy initiation. That is to say. the ability 
to say. "Let's create policy in this area," or "'Let's cause an interagency 
policy study to be done with the object of reexamining a new Middle East 
peace process policy, or our Southern Africa policy." to name two where 
the State IX'partment typically had a lot of trouble getting off the dime and 
producing anything other than mush. 

This is where you have to have an NSC staff that is sufficiently competent, 
intellectually and professionally, to be capable of being initiators as well as 
just honest brokers and traffic cops. At the same time you have to have a 
priKess which doesn't overload the circuit with a lot of top-down NSC staff- 
originated ideas, or you will quickly lose the allegiance and the participation 
of the other interagency players. There are no hard and fast ground rules 
here. This is very much a person .'ity-dependent process. What I'm trying to 
sketch for you is there's a whole nest of prt>cesses going on out there from 
each one of these interagency communities for Latin America, or for Africa, 
or lor Asia. Lach one of them has a se% of personalities that are working on 
different issues and in differen! ways interacting to make policy. A key role 
of the NSC staff has to he the ability to propose policies as well as simply 
put the final stamp on the policy that's been proposed by the IX*partmenl of 
State, or the Department of Defense. How much time a particular staff 
officer spends on any one of those several roles is the function obviously of 
what the issue is. his own personal competence, and the competence of the 
other inteiagency players. 

And lastly, something that I haven't said tint much about, is the President 
himself. The NSC staff guys    we need to remember    are the President's 
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staff* for the national security business. These are the guys, either personally, 
or by receiving detailed direction from the National Security Advisor, who 
are the people closest to the President on a day-to-day basis. Although it's 
true that the Secretary of State and the Secretary of Defense, personally, will 
see the President on a regular basis, on a substantive basis, traditionally the 
National Security Council staff is the staff that tells the interagency com- 
munity, "This is what the President thinks on such and such an issue." That 
gets into the style of the President, and the question you were talking about 
before. 

Where you have a President who comes into office with an extensive foreign 
policy agenda, you generally are going to find that you have a very active 
National Security Council staff who ar«. just full of ideas, running ail »wer 
town imposing these ideas on the interagency process. Where you have a 
President who has a relatively small number of ideas and is relatively indif- 
ferent to other dimensions of foreign policy, then you're going to have a rel- 
atively less active staff in some areas, but more in others This particular 
President has chosen to focus extensively on she issue of military prepared- 
ness and the defense budget on the one hand, and on a policy on dealing 
with the Soviets from a position of strength, and looking for opportunities to 
undertake operations where we can do to them what they've been doing to 
us: the regional dimension which leads to his interest in things such as the 
Nicaragua-Contra business, as well as Afghanisjan and Angola. These are 
areas where the President has very strong personal views, and where his 
views to some degree, are not fully consistent with the mainline view of the 
tradi'ional bureaucratic foreign policy establishment. In those areas the NSC' 
staff, in effect, becomes the President's conscience and becomes the 
"looker over the shoulders'' of the bureaucracy to keep the President's 
views before the bureaucracy: a role which can produce a high degree of 
friction and trauma from time to time, and can also be highly dysfunctional 
it it's done in a rough and crude manner as opposed lo a more personal and 
smooth one. 

You're all familiar with how groups oi people interact, whether it be this 
seminar or a more bureaucratic setting, and there's no magic to that Some 
people do ii better than others. One of the jobs as National Security Advisor 
is to try lo hire a stall that, among other capabilities, has the ability to go 
and impose the will of the President on a recalcitrant bureaucracy in a way 
that makes them like it. as opposed lo a way thai makes them leak to ihe 
newspapers and gels anti-administration stories in the press all the lime 
stories about how Defense and Stale are ai each other's throat* ahoul this, 
that, or the other thing. 
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[GETTINGER] HOW frequently do you get the reaction, "We'll send out a 
memo which will keep the politicians quiet by saying here's what were 
going to do. and we're going to »jke six years to do it, because alter all 
they've got tour years at the most." that kind of stuff? 

IMCDANH-L) A^.iin. as I say, the NSC staff guy is going to be involved 
in the group that is sending out the memo. The memo is going to get written 
in the NSC group. Then he has to be the guy who says, we can't take six 
years, how about three weeks? What this means is with this going on all the 
time, you're constantly having 
issues that I would call the "Please 
call Shultz and make him do so- ShuUz-George Shultz. Secretary of 
and-so" kind of issue. Let's talk a Sure   under   President   Reagan, 
little bit about how the staff works 19*288 
on a day-to-day basis. 

Every morning at 7:30 the National Security Advisor sits down with the sen- 
ior members of the NSC staff. The first order of business is "What was in 
the newspapers today, and how are we going 10 respond to that?" That's 
because the NSC staff has responsibility for providing guidance to the White 
House press spokesman, who in turn provides guidance to the spokesmen of 
the other Executive Branch agencies. Secondly. "What's on your mind 
today?" Typically, it wiil be a rare meeting where one or two staffers won't 
say, "Well, were having thi:. problem on such and such and would you 
please call George and get him engaged." One of the functions of the 
National Security Advisor is to be on the phone to Shultz and Weinberger. 
and to a lesser degree. Casey, fairly continuously getting them engaged in 
giving top-down direction to 
what's going on in this interagency 
process when it's perceived to be Weinberger—Caspar Weinberger. Sec- 
.»•»• •-.. .b   11 .. .ii.. .i.-,. ;   •   M»i retary of Defense. 1181-88 oil track   Usually there is no real ' 

, ...... . , La^ey—William I  Casey. Director ul 
policy difference at  the top.  I Central Intelligence. \H8h8? 
mean, by definition, the President 
has picked these guys. They are his 
political confidantes. They are. by definition, going to do what the President 
wants. If the National Security Advisor calls up and says the President wants 
so and so. they're not going to argue with whether or not they think that's a 
good idea, unless there's a good reason. There is that constant "going on 
over the telephone process." 

Sometimes it will work the other way. Shultz will call the National Security 
Advisor and say. "My guys jusl told me what your guys said, and that isn't 
right, is it?" Thai's just an ongoing management process. That's what they 
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spend their time doing. What I just said probably accounts for 50 percent of 
the National Security Advisor's time day in and day out. 

Let's talk a little bit about the crisis management structure. From the begin- 
ning there was an NSC-chaired crisis management group called the Crisis 
Preplanning Group (CPPG). the title stemming from the fact that if you were 
doing it right, you would anticipate a crisis and come up with a strategy to 
avoid it rather than put out the fire after it's already started. That group was 
chaired by the Deputy to the National Security Advisor and had as members 
the Assistant to the Chairman of the Joint Chiefs of Staff, a three star; the 
Under Secretary of Defense for Policy, Fred lkle—or he would frequently 
send the Assistant Secretary for International Security Affairs. Rich Armi- 
tage; and the Under Secretary for Political Affairs at the State Department. 
Mike Armacost; and the Deputy Director of Central Intelligence for Intel- 
ligence who's called, in the trade, the DDL He's the principal intelligence 
officer on the analytic side within the CIA. That core group constituted the 
CPPG. That group did not meet on a regular basis; they met on an ad hoc 
basis when they had a reason to meet. 

There were two ways they might meet. Somebody might call up. as hap- 
pened in the case of the Philippines, and say. '"Gee. we need to have a 
meeting, because the Philippines are going to hell in a handbasku. and we 
need to have a meeting and talk 
about what we're going to do about 
it." Thai did. in fact, happen. the case of the Philippines  contested 
There \sas an ongoing series of election .>/ Ptat, 
meetings which resulted in some Marcos- ferdinandMarcos  formet 

. ,       , .... , President   of   the    Philippines; 
special analyses by C IA. and stud- resigned under pressure from the 
ies.  and consciousness raising HeaganAdministration 
within the bureaucracy that re- 
sulted in several special emissaries 
being sent. The rest is history, as you well know, with respect to Marcos 
stepping down and so forth. 

|STUDhNT|       Would you say that was an example of success, because it 
led to action' 

| Mi DANH 11 I think so There's always luck in all of these things. One 
doesn't want to get loo glib about it The biggest success is when the crisis 
doesn't happen at all   There was a much more lime compressed "mini 
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success," following the Marcos thing, with Duvalier in Haiti. We can't 
really claim any credit for his hav- 
ing decided to step down, but upon 
hearing the rumor that mavbc he Ouvaiier-lcan.aaudeDuval.cr, Prcsi- 

. , . .        , dent of Haiti, J97J-A6 
was interested in stepping down, 
the  government   moved  rather 
quickly to encourage him along those lines and provided an airplane. The 
hardest part was finding some country, other than the United States, to take 
him. We wound up kind of arm-twisting the French in getting him in there, 
and having them have their noses substantially out of joint. But I notice he's 
still there. 

Here you have vested in each one of those standing members as well as the 
NSC staff person (which was myself for a while) a responsibility to be look- 
ing at the process of gathering information and trying to predict crises. The 
first year I spent was looking at that issue and saying, "How can you do that 
better? How can you do it more systematically? Do computers help and stuff 
like that?" The government, actually, is quite good at compiling laundry 
lists of places where there's a good possibility of having a crisis. One of the 
more interesting ones is a CIA publication which is the most analytic docu- 
ment that I'm aware of. The problem with it is, it's more than you can deal 
with. It produces a list of about 20 places where there's a good probability 
that there might be a crisis, but you can't deal with 20. You're right back to. 
which ones are you going to try to deal with? Arc you just going to hope for 
the be:.t and just let the normal process work? 

I also want to digress and say that everybody, in the national security busi- 
ness is in the crisis avoidance business. That is what our ambassadors think 
they're trying to do. Thai is what the desk officer in the State Department 
thinks he's trying to do. that's v.hal (he regional military commands and all 
(he port visits and regional military conferences and dialogues we have all 
over (he world are about, all of these individuals are trying to carry out for- 
eign policy objectives, the chief objectives as best they understand (hem. 
and to steer around, avoid, crisis Of course, that also can be translated into 
a policy of support of the status quo, and a policy of preserving things as 
they are now. 

One of my observation» of the professional diplomat is that his experience 
and training trained him to be a guv who lends «o feel (hat the perfect state 
of grace is the problem unmolested. Don't screw with it. It mav not be per- 
fect, but it's quiet. This is an ana where academics and political observer* 
of I'S loreign polic) criticize our policv most. I'm seeming to align our- 
selves with totalitarian leaders around the world. The facts are simple to me. 
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There are mote totalitarian leaders than any other kind. If you draw up your 
own list using normal criteria of democracies and non-democracies, there 
will be a lot more non-democracies. If you add to that the mind set of diplo- 
mats, which is to leave well enough alone, we wind up supporting total- 
itarian governments more often than wc are out actively trying to overthrow 
them. There are very few that we are out actively trying to overthrow. It's 
just the nature of the diplomatic process. 

I must say that I spent a year looking at how you improve the process of sift- 
ing information to predict crisis. One of the more interesting things I did 
was I funded a panel of artificial intelligence gurus and tried to sec whether 
there was anything to that. I concluded that they need to see a problem as 
vastly more structured than the very «d hue and amorphous and messy busi- 
ness of trying to predict instability in the world. 

|OETTING£Kj       They can hardly tell a real missile from chaff. 

|MCDANIEL| I'm not sanguine that a whole lot more can be done. I per- 
sonally believe that the NSC should continue to have somebody on its staff 
who thinks about this issue and tries to plug into people like yourself and 
others around with different perspectives who are tr\ ing to look at the proc- 
ess of crisis management as an academic discipline. It remains an area 
where 1 !hink there will be no breakthroughs in our ability to harness quan- 
titative analysis to predict the outbreak of a crisis with greater precision. 

|OETTINGt.R|        You mentioned. Athillr iaim> pjssvnf>rr shift /I//J<kvd 

over lunch, the AckUU Laura mci- /,v "**«" 'e"ows,s '" m<i 

dent as an example. 

|M('l)ANIt'.t.| I might come to that in the context of how we organize 
operationally. I think (hat fits belter there. 

|MCLAUGHLIN| Lei's talk about the CIA forecast, in the context thai Sir 
John Hacked had in The Third World War, which starts with the idea that 
more than half the world's national leader* don't know whether they'll wake 
up in power tomorrow. or wake up period, li you start with that .. 

jMc'I)ANH.l.| I think that's considerably high. The right number is prob- 
ably 15 percent or something, but it's a significant number. The world isn't 
that unstable. I would argue. 
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(MCLAUGHLIN| This is the difference perhaps, between the 20 perhaps 
the CIA can predict following crisis indicators: the number of leaders' chil- 
dren being sent overseas to go to school, or whatever one looks for. On the 
other hand, there are 80 out there who are random shots. If the guy dies 
accidentally overnight, you may have a crisis on your hands that you never 
expected. None of the other crisis indicators are necessarily going up. but 
with the guy out of the way. he may have 17 contentious successors, or 
would-be successors. It's just a very unstable world out there in that sense. 

(MCDANIBL) The other kind of crisis, or the crisis you don't anticipate. 
is that you wake up in the morning, and you've got one. What arc you going 
to do about it? That's the crisis management mechanism in its most opera- 
tional context then. You're scrambling in the first instance to find out 
exactly what happened. This is what Beal was trying to aim at. and to 
improve on how the system works when you're in that stale of grace. You 
wake up in the morning and you've got a crisis on your hands which you 
hadn't anticipated and there's no high level planning that's been going on. 
You've got tt) get it going and get it done. 

How would we work that? We'd convene the group, normally in a room. 
Only on a couple of occasions did the thing go down so fast that it had to be 
done over the telephone. If we had any time M all. I would call .lie CIA guy 
and ask him to do a quick analysis, and if he could, get it distributed to lite 
other members before he came to the table. Rarely was that done. If we 
were lucky he'd bring it with enough copies or we'd make copies on the 
Xerox machine and pass them around. The first item of business was tor the 
CIA guy to provide the current intelligence on what was going on, and then 
to ask other members of the group. "Who has any additional information en 
this?" and to make sure that all the players had a common base of informa- 
tion. Thai's a critical first step, and I feel that (hat worked quite effectively. 
I was very satisfied that (here was a minimum of withholding information or 
game playing. There was an honest effort made to share informat.on. and 
that usually had been shared already, but sometimes because of the pressure 
of time, people were exchanging tidbits right over the table that they hadn't 
had a chance to talk to on the phone. In general, it kind of validated the fact 
that the information sharing mechanism of »he national security community 
worked pietly well. Thai's the first step 

With that as background then the problem became harder Then this »as 
the most slippery part of it I would always tr> to have ihe agenda struc- 
tured so thai we would spend some amount of lime talking about "Whal 
would we like lo see happen?" "Whal are our objectives?" before we gin 
down lo the action stage   It is an interesting dynamic in the crisis business 
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how people who are very intelligent, and know a Sot. and have been around 
a long time, will come into a room and alter just a lew seconds will want to 

start talking about doing things without having spent any time at all talking 

about what wc want to accomplish before we talk about sending emissaries 

here, or pre-positioning carriers there, or whatever. I think it's kind of an 
American trait. We really are an action-oriented people. That's our nature. 

This sounds terribly trivial, and in a way it is. but one of the useful func- 
tions o\ having a process guy in this thing who is in charge of structuring the 

agenda, is that you would at least have on the blackboard, on the screen, the 
words. "Let's talk about what our objectives are." One of the cliches in the 

crisis business is "in crisis there is opportunity." It actually comes from an 

old Chinese proverb. It's very impoitant. when you're kind of in gloom and 

doom about what a terrible thing this situation is. that you pause and think, 

are there sortie opportunities here? Can we take advantage of the situation? 

Because you certainly want to do that if you can. 

Some have suggested that technology might, in some fashion, help parse 

more systematically through this phase of a crisis management process, idc- 
ally, by being able to access and scan history rapidly. There may be some- 

thing to that I personally believe that there should be some level of effort 
funded, preferably sponsored by the NSC lor the foreseeable future, to 

attempt to look .it how technology accesses history, and pulls it toget,v" 
and look* for tonunon threads and common elements. 

|()t I ItSdl K|        I'm not sure that it's initially a technology problem so 

much a> a history problem: namely. to get the history Ktokcd at in the first 

place The delivery mode way he second There's very little reliable inslitu 
tional memory in the crisis management business 

| Mt I) wilt | I think we're saying the same (lung I don't «.ml to imply 

that this is computers and artificial intelligence I am persuaded >n the fact 
ttut if doing a job ol historical research requires gelling in an airplane and 

living tt» the hisenhowcr I ibrary !*• sec relevant paper», and you're in the 
middle ol a crisis, you will nevci look at history. You won't dt» it at all If 

you have some way »»I getting access 10 tin- Eisenhower Library in an liour. 

and vim could even query that library wnh a subject matter-oriented search 
routine thai savs 

|()| IIIV.IKI It's worse than thai I recently had a totally unclassified 

vtMi to NSA I'm also on the Kurd ol visitors ot the Dclcilsc Intelligence 
College   I'm persuaded that there are miles and nules ol things to do to gel 
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cases developed, to get as part of the ingrained training of any intelligence 
officer, any action officer, etc.. etc.. some sense of '"this incident is similar 
to Crisis X and different from Crisis Y." This is totally missing !oday. Why 
worry ahout gimmickry when you have a very short memory, 
institutionally? 

|M(*I)AN.I.L| I don't disagree. Tony. I tend to sec the two es somewhat 
related. The facts are that the way the system works today, history is what 
the people who come to the table bring to the table. It's just that simple. If 
they have it a: hand, it's there. If they don't have it at hand, there s no 
external process to add it. 

|STU)I VI |        May and Neustadt 
make the point that quite often the M*V •*"<* Neustadt- Kit haul t  Nvu- 
, •               .        .    .               .          , , stjdt and hnrst K. MJV. Ihinkint* in 
history they bring \o the table is ,(im.: ,hp Uwfc o, Hls,ory |or , £,. 
incorrect, distorted, mythological, »ton Making fftNftj 
and all the rest of it 

|MCLAUGHLIN| It's all those people in It>M saving. "Lyndon Johnson 
doesn't want to preside over another Munich, or whatever"; and the people 
now running around and saying, "Well, we don't want amnhcr Vietnam in 
Central America " It's very hard historically to sec Nicaragua as no! being 
exactly the opposite o\ Vietnam 

|Mt Own 11 Hut at least you have a check on the fact «hat you've pt 
more than one person in the room. You ha\c the institutions represented, 
and you have different human beings represented who aa- going at least to 
bring six sets of histo.y to ihe table instead ot just one. 

(SltMMj Many years ago there was a thing down in the Navy about 
trying to do a more analytical fob ol crisis management, nuke more use oi 
technical tools Part ot the problem is mat wroen you're having a real crisis 
'i'iiki way. notsody involved has any time to help anybody who's studying 
what is going on and seeing what's needed the most I don't know i| there's 
a good technologist anywhere on the stall there, but situng in on a meeting 
and observing the real event is the starting point ol what can be done next 

| Mt l)\MI I | That was Heals concept, and that was *hal the role ol the 
Crisis Management Center as a support agency to the NSC stall was 
intended to be Yuu'd have some computer Inendly. junior, subject-oriented 
analyst who would he the pv.-son who Mould attempt to do the quick crash 
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job of historical research to supplement, but hopefully in a more objective 
and systematic way. 

|OETTINGLR| There was a slightly more modest objective. If the boss 
doesn't know wheie the hell the country is. a simple notion of just getting 
the map up there, so the boss can see it. helps. This applies to this President 
or any President. 

|STUDENT| I think there arc a whole bunch of little things like that that 
can be done, but again you've got to have somebody who knows what can 
be Jone sitting down, watching, and that's jus! the starting point. 

I MC DAN ILL | That's correct. That was the intent and is the intent of 
having this Cfisis Management Center thing, and it's definitely in its 
infancy. It represents no more than kind of a token commitment. 

|C)Li"(!N(iLK| That brings us full circle lo liic observation you made at 
the beginning. The idea is very threatening to all of (he normal players, 
because it suggests then that there might be knowledge accessible to the 
decision making individual or group that would not be the knowledge 
brought to the table. The very statement of the problem has in it some of its 
dilemmas. 

|Mi l)\Mi I | it's an interesting thing to watch it as it plays in real lime. 
If you're in a room and the locale of the crisis is kind of obscure, no one in 
the room caies whether sonic NSC staffer goes off and gets the map. or the 
CIA guv brings the map the guy »hi» by agency charter is supposed to he 
the map guy it doesn't matter. If on the mher hand you're having a meet- 
ing with the President or the senior advisors, ihc NSC principal advisors' 
meeting--when they meet tn this situation by the way. they call themselves 
the National Security Planning (iroup |NSKi|. which simpl;« gives a signal 
that it's supposed lo be a more closely held, more sensitive group, but the 
players are the ones I've mentioned as the National Sccurit» Council 
principals it turns out it does matter. I would lind some sensitivity u> 
having the NSC stall put the map up «HI the wall, as opposed to having the 
Chairman »»I the Joint Chiefs of Stall bring the map You simply roll with 
the punches and you call the Chairman in adv atwe and sav. "Please bring a 
map." 

that's one ol the things Heal wanted and this leads to foolishness Because 
he comes five minutes before the meeting starts, you barely have time to 
place the map on the easel   What you'd like to do is have a nice color 
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transparency or something so everybody in the room could see clearly and 
well, and to do that, you have to have the slides transmitted electronically in 
advance. When you have a bureaucracy that's unwilling to turn loose any 
piece of information until Weinberger's seen it. and he won't see it until 
he's in the car driving over, you have a problem. We created a technology 
which allowed the instantaneous video formatted transfer of all kinds of 
data, but we never solved the bureaucratic problem of getting the 
bureaucracies to turn loose (he data without their boss's chop on it. and their 
bosses wouldn't chop, because they wanted to bring it to the meeting. I 
think that will alter somewhat over time. It sounds so silly, but it's very 
real. 

As a result, just to finish the point, typically the size of the situation room 
where they meet is about these two tables, plus half of the third one. What 
literally happens is the Chairman of the Joint Chiefs of Staff who has the 
JCS graphic -hop. which is one of the faster-response graphic shops in 
town, will have the map. and some briefing boards, and whatnot, and he'll 
have them on the ease! light here, because the President sits here, and gener- 
ally Shult/ is there, and the Vice President is there. Weinberger is sitting 
there, and the chairman will stand up to brief. Sometimes (hey set him over 
there, and Weinberger does the talking. The National Security Advisor, and 
Don Regan, and people like that are down at that end of the table, and they 
can't see the stuff. They literally don't see whal the President is seeing. 

Surely, technology would allow us a( least to have a conference where 
every bt>dy could see. It's iiuerestmg (o watch (he dynamic You have lo see 
it (o believe it When Weinberger is briclmg the President on a military 
option, he's really acting as if it's him and the President These other guys 
don't really have a real role. That's really what he's saying when he dt»cs 
that, even though it's clear (hat the intent of (he law, and Rod McDamel's 
view, is thai he's there as a councilor to the President, a co-equal with all 
these other fellows The same is (rue wirh Shult/ in some piece of diplo- 
matic arcaneness There's no question that »he President, personally, must 
troni time lo tune reinforce (he notion o\ (he kind of role he wants his princi- 
pal subordinates to play, or they're going to (end to act out bureaucratic 
roles. 

Once we have had tins preliminary meeting, the next step, which is (he cru- 
cial step, is generally thai the State Department is (old io get a working 
group together and io (ake 24 hours and develop jn options paper. That is 
(he single most important step in the crisis respor I say 24 hours, but 
whatever, il you have 24 houis. you (ake 24 mrs II you have a little 
more, you take a little more. II you want it bad. you get it bad That joke. 
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The State and Defense and CIA representatives at the CPPG are responsible 
for designating someone from their respective staffs to go to the State 
Department, let's say, to be in the 
working group, and out ofthat will 
come a paper. Again, if possible. CPPC—Crisis Preplanning Group 
that paper will be reproduced and 
distributed in advance. 

I guess it's time now to talk about the tension between leak-consciousness 
and process. That's worth talking about now in the real world. 

Almost everything that I've suggested and alluded to. I and others, about 
how do you maybe make this better, tends to mean more people get 
involved. Paranoia over security says fewer people involved. One of my col- 
leagues used to joke that if more than four people know, it's gone. Pick your 
number, but there's no question that there's a logarithmic relationship 
between the number of people who know and the probability of a leak. So 
you do have a real tension between things you do to promote orderly process 
in crisis, and things you do to keep secrets in crisis. Laid on lop of that 
legitimate tension is a very pernicious bureaucratic tension. Hverybody 
who's a real practitioner, and I'm sure you're ail not naive in this regard, 
realizes that there are two uses to which security classification is put: the 
legitimate desire to protect secrets, and protection of bureaucratic turf. As a 
practitioner of the real world, it's about 90 bureaucratic turf; It) legitimate 
protection of secrets as far as I'm concerned. 

One of the functions of the NSC stall is to try to pry ihis slut!" wilh a 
crowbar out of the other agencies and spread it around, so that everybody 
gets a chance to see it. You are fighting against the grain all the time when 
you do that. It's just a fact of life. It's not going to change. That's jusi ihe 
way ihe world is. 

I left the job ,»n Ihe NSC feeling very uncertain in my own mind about this 
tension over security. I mean il is a terrible problem to have a meeting 
•here there arc fewer people in a room ihan this and read about It: meeting 

in The Washuit;ion I'ost tomorrow. It is precluding optitMis. It's either pre- 
cluding options domestica y because you're going to have Congress postur- 
ing, and taking positions, and making life difficult, or you s;gnal the enemy 
what your intentions are and make it easier loi him to deal with it. 

You can't figure out 'who dunnil." I assure you, once you've been burned 
a few time-, you just are going to want to tell fewer people, and you're going 
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to join the group of people who say, "I don't want more people." I don't 
want this honest, objective, graduate student in history that I hired and put 
on the CMC staff with the thought in mind that he would be the computer- 
friendly historian who did disserta- 
tion work in Soviet-US crisis deci- 
sion making. My lofty ideal was. CMC-Crisis Management Center 

here is a real perfect guy who 
would help pull the history to- 
gether quickly, but he's a stranger. You can overcome that to some degree 
in non-crisis periods. You get the group together and you explain what you 
want to do and they all nod their heads and agree that having this guy in the 
room is okay. You cannot do this when it hits the fan. It's too late, if you 
haven't done it in advance. 

The next day the option paper comes back. Hopefully, we've put it out in 
advance, so that the group has looked at it. There is a very good facsimile 
system around town—one of the most used pieces of technical equipment 
we have. It allows you to send document copies on a secure basis through 
the mail, or through the secure communications rooms, but again code 
clerks get involved, so if you really are concerned about it you won't use 
that system You'll pass it out at the table, denying people the opportunity to 
read it in advance. Then you wind up spending the first half hour of the 
meeting with everybody else reading the paper, because no one will have 
seen it before, which is a waste of lime. 

Then you have the most important meeting that you're ever going to have, 
and you talk about (hat paper. What are the views, the pros and cons, and 
you try to have the best possible, no-holds-harrcd discussion of the options. 
Then you go back and turn the crank on it one more lime and you're ready 
to go up to the NSC', and have an NSPG meeting. What makes the NSPG 
function is (hat (he CPPG members brief (heir bosses. They come lo the 
NSPG aware of all (he discussion and all (he pros and cons and give and 
take that's taken place in the CPPG. as well as their views of what the 
options are. They COCK* to the table wilh the President at the head, and they 
look at the options and (hey make (heir points lo ibe President with respect 
lo the options, whatever they are. and more often lhan not. (here's con- 
sensus frankly, but not always 

Normally, this President does not decide things at the table. If there's con- 
sensus, it Uoesn'l gel said, and the National Security Advisor is responsible 
for gelling ihings implemented It there is a disagreement, ihen the National 
Securiiv Advisor plays one of ihe mosi important roles in (his process. He 
goes in to sec (he President wilh a paper, generativ, ihal provides ihe 
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recommended decision. That paper will normally not have been seen by 
anybody before it's seen by the President. If the Advisor is doing his job 
right, it will be a fair distillation, and he will probably have talked on the 
telephone to Shultz and Weinberger before he puts it in final form. He will 
sit down with the President, and he will say, "We had our meeting yester- 
day and these were the real issues. Shultz thinks this and Weinberger thinks 
this, and I think this and I think this is what you ought to do." The Presi- 
dent will say, "Okay, I'll do it." He'll initial it "RR." and the National 
Security Advisor goes back to his office, picks up the phone and calls Shultz 
and Weinberger and says. "The President decided this, do it!" And they do 
it. Why? Because they believe him. They have to believe him. If they don't 
believe him. they pick up the phone and call the President themselves, and 
they only do that once on the average. That's a non-problem. The person 
who's going to be the National Security Advisor will be trusted and accepted 
by the Cabinet principals as a guy who faithfully transmits what the Presi- 
dent decided. 

Then the NSC staff role is essentially a monitoring role at that point, 
because the operational direction will How down to either the State or the 
Defense Department. That then leads me to the last point I wanted to make. 
I guess I'll close on this. I've a couple of vignettes to show thai this process 
of integrated, political-military thinking still has a lot of rough edges around 
it when we try to impose political-military thinking either on the planning 
dimension or on the operational dimension, on what is essentially a fede- 
rated structure which is what I said it was. 

One of the vignettes thai we were talking aboul before lunch was Achille 
Laura. I personally audited mosi aspects uf Achille Laura, those that I 
wasn't personally familiar with and involved with, so I'm reasonably com- 
fortable wiih my possession of ihe facts on that one. Recall that the cruise 
ship which had been taken over by ihe terrorists had sailed back into Kgvpt. 
The terrorists had decided to surrender to ihe Egyptian authorities. The hos- 
tages had been released into ihe custody of the ambassador and the terrorists 
were taken into the custody of the Egyptian government. 

We gained intelligence from a third country, that will remain nameless, as 
well as from some SKJ1.NT. that ihe Egyptian government was going to 
return them to Libya. Poindexter really had ihe idea that u might be possi- 
ble to intercept Ihe plane He called Vice Admiral Arthur Moreau. win» was 
the Assistant to the Chairman ol 
the Joint Chiefs of Staff, ihe regu- su.isi   Stgnal tntvlhgvntv j// com 
,      t/... .     ,.,„'„. munnMnuis mtrlliitviHc. vltHltonn\ 
lar K S counterpart on ihe i PPC „..„.„„.,.,„... 4nt/Wmvus mtvlh 
lhis is the network that I've talked Rent? 
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about at work. He calls him on a        Poindexter— Rear Admiral lohn Poin- 

secure phone. He says, "Have you dex'e[ at [ne [ime of this f"«*^ 
. f      .... J ., ..;. was   head   of   the   CPPC;   later, 

seen this intelligence report? What 7935-86,  he  served as  National 
do you think?" He says. "1 don't Security Advisor. 
know. It's an interesting idea. Let '3—Deputy Chief for Operations 

me check." He gets hold of the J3 

who calls to Europe, the unified 

command in Europe, who calls the Sixth Fleet, and by sheer chance there 
was a battle group that was en route to a port visit in Yugoslavia. I believe it 

was. and just happened to be practically under a flight path—if you got a 

map out and drew a line between Egypt and Libya, it would go practically 
over where this boundary was. 

It also transpired that the Commander of the Joint Special Operations Com- 

mand (JSOC). was in an airplane equipped with a tactical satellite communi- 
cation device which now, even to this day. in spite of $10 billion a year for 

C\ most of our aircraft do not have, but he has it because the JSOC is given 

special priorities in these matters because it is normally deployed under the 

direct control of the Joint Chiefs of Staff. He was in an airplane. They had 
been deployed to the Mediterranean with the thought in mind of preparing to 

go take down the Achill? Ltturo using the SEALs. which is one of the 
scenarios the SEALs have prac- 

ticed for in the Joint Special Oper- 

ations   milieu.   That  obviouslv ..,.. ./.,<,        .        1     , blALsyea-airland team, trained and 
wasn't really needed because the equipped for unconventional and 
ship had gone in; the hostages were paramilitary operations 

off. Once again the capability had 

arrived tin) late to be of any value 

Anyway, they were in an airplane getting ready to go back to the United 

Stales and were airborne at (he time. The Chairman got hold of the General 

on the phone and said. "Turn around and land at Sigonella." Thai (hen cre- 

ated a command structure where you had a regular JCS chain of command, 
communications, secure phones, talking (hrough the unified CINC in Europe 

to the Sixth Elect battle group, and you had a guy on (he ground at 

Sigonella. which was where ihey were going to try 10 get the plane to Sand. 
They were going to force the terrorists down at Sigonella, put ihcin in US 

aircraft and take off. And bring them lo the United Stales and try (hem under 
US law. You'll recall lhai one of the hosiagcs was murdered and (he 

Attorney General w as of the opinion (hat he had (he basis for at least indict- 

ing (hem under US criminal law. The basis for claiming jurisdiction was 
quite clear-cut in '.his case ITiat was (he plan. l"he JCS guy came back and 

told Poindexicr     Yes. it looks like we can do il. Le('s give it a try " 
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Poindexter then convened a conference call, a secure-voice conference call, 

getting the NSPG principals together: Shultz, Weinberger, Casey, and the 

Vice President. The President was traveling on a campaign trip as 1 recall. 
He was brought in on the conversation. I think he was in Air Force One at 

the time flying to Chicago. He agreed, but he said he wanted to approve the 

final operation if it turned out to be feasible. Everybody recognized that the 

thing might not work. They might not be able to find it. or intercept it. or 
what not. Subsequently, everything fell into place. Almost miraculously, 

through special intelligence sources, they were able to gain information that 

led to knowing what the tail number was of the aircraft and the exact time it 
was going to take off. and they were going to fly a standard route to Libya. 

It was quite possible to predict an intercept point. 

As you know, the carrier aviators, and the Air Force people routinely prac- 
tice those kinds of intercepts. If you call up some tactical commander and 

say there's going to be an airplane with such and such identification, taking 

off al such and such a time, and flying such and such a route it's easy for 

him to complete the necessary details and intercept it. It is quite straight- 

forward. They did intercept it and Poindexter called McFarlane who was 
traveling with the President, and he went in and told the President this. One 

of the specific things the President wanted to get straight was rules of 

engagement; that there'd be no shooting. We weren't going to shoot down 

an Egyptian airplane. If they chose not to cooperate that was going to be the 
end of it. Of course, we didn't tell ihc E^ypiians thai. He approved, "Go 

ahead." 

They did intercept the aircraft and through a combination of hand signals 

and transmission over (he common aircraft-lo-aircralt frequency which is 
used for emergencies they gave the guy 10 understand that he should follow 

them and proceeded to divert him to Sigonella. At thai point the thing began 

to unravel a little bit because Sigonella is an Italian-run. li.S-tenanlcd base. 

The Italian authorities were alerted to the fact that something unusual was 
happening. Die Italian commander denied authority. Actually, the Egyptian 

airplane came up on the circuit and requested to land at Sigonella. They 

stewed around lor about a half an hour with this airplane orbiting. This is 
kind of unusual, but we had real-time knowledge of this from the battle 

group guys on the one hand, talking fighter aircraft to earner, carrier over a 

secure radio phone circuit into Stuttgart, and then Stuttgart over secured- 
l.uu!line to the JJ in the Pentagon, who then goes up to see the Chairman 

who calls up Poindexter and tells htm this. 

Poindexter calls Annacosi at Stale to gel the I'S Ambassador to gel on the 

phone to the Foreign Minister of Italy to try to explain the situation. Of 
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course, the Ambassador didn't know anything about this up until this time, 
so somebody had to explain to our Ambassador what it was we were trying 
to do. Then he had to find the Foreign Minister and get him on the phone. 
Meanwhile,   Crowe,   who   had 
served a tour in Naples and was a 
friend of Spadolini. who's the Ital- Cr<;T~Adm?LW'!'Tr^TW)'Jju 1 Chairman of the joint Chiefs of Staff 
ian Defense Minister, checks with 
Poindexter. and then calls Spado- 
lini up directly. He just places a commercial phone call. Spadolini explains 
what we're doing to him. and meanwhile, while all this is going on. the air- 
craft declares a fuel emergency—I think it really was—and lands anyway. 

The next event in the saga, then, is the struggle for physical control of the 
terrorists. You'll recall the plan was to use US Special Forces to move these 
fellows into the US airplane and take off. But the Italian force is covering it. 
which in this case is the Carabinierc, the paramilitary police organization of 
the Italians who arc normally stationed there to provide base security. And 
these two groups of soldiers have some tension between each other. I've 
never completely gotten a clear picture of exactly how that was. or why that 
couldn't have been greased over a little bit more, because presumably they 
work wiih each other all the time. But there was no doubt tension there, and 
in any event, the Italian Carabiniere or the base commander had gotten 
instructions from the bosses in Koine not to release. This. then, came back 
through the radio-phone to the Chairman in his office, who notified Poin- 
dexter. who notified Armacost, who reenergized the Ambassador again, and 
then the President was brought in to talk to the Prime Minister of Ital). 
Somebody on the NSC staff, probably Ollie North, had to crash around and 
put together a few talking points 
for the President   Then you had to ....    ....    ., ,, ,   , ,,, Dlliv Sttrlh • Mjimr II. Co/   lilivvr 
get an interpreter lined up. ami get North, kvy figure ia lwn( oniw 
the Prime Minister of Italy on ihr •»»•»' 
phone, and all that takes about un 
hour or so. All this is going on while there's a standoff on the ground at 
Sigonella. hvcntually the Italians decide not to release, but say. "We'll take 
care of it iHirsclvcs." They fly the group to Koine. They put Carabiniere on 
this hgyptian airplane, and then they actually fly the F.gyptian airplane to 
Koine, and it lands there and the terrorises arc taken into custody by the 
Italian government, as wc all know. 

Then. Mcese was energized and he gi»t on the phone to his ciHinterpart. the 
Interior Minister in Italy This was now the next day. and he attempted to 
get them to hold them long enough to go through normal proceedings lor 
extradition. The Italians ullimatclv declined u> do that  It became a domestic 
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political issue in Italy. That's true in most countries. Even our staunchest 
allies have great difficulty being seen to be toadies of Uncle Sam in public. 
Eventually, the Italians made their own decision as we all know. 

That's how i; happened. Are there lessons learned from something like that? 
It was viewed as a success even though the complete operation, meant to 
spirit them into a US airplane and bring them back and try them in the 
United States, was not accomplished. It was still viewed as a success. By 
anybody's estimation, the command and control was a complete and utter 
lash-up. and complete serendipity that you had u US general on the ground 
in Sigonclla who allowed us to know these problems with the Italians. We'd 
never have known that because the Sixth Fleet communications obviously 
didn't extend on the ground to Sigonclla. As far as I was able to determine. 
EUCOM (European Command) had never cut the base commander into the 
act. That, in my opinion, probably accounts for why there was this tension 
between the Carabinierc. with whom the US base commander had to have 
good relations, and these Special Forces guys, who are foreign troops. US 
troops, not stationed there. That's why there was a problem with the 
Italians. 

How would you have worked that better? I don't know. It has led me to for- 
mulate an interesting thesis which I throw out on the table for some of you 
who might want to pick it up and run with it. Notice there's an interesting 
dichotomy when you slop and think about it. about how the US government 
is organized operationally, as between Defense and State. The Defense 
IX'partment had organized its operational command through a (INC. in this 
case US EUCOM in Germany, and then through his subordinate com- 
manders, in this ease, the Sixth Fleet commander and the battle group. 

CINCEUR has under it people who are stationed in the Mediterranean area. 
on land in Italy, attaches in Egypt. The) can pick up the phone und have 
communication and the capability to coordinate people stationed throughout 
that region But the Slate Department is organized on a country basis with 
each ambassador reporting nominally to the President Secretary of Slate, but 
in reality to the country desk officer in the Department of State Their 
regional coordination is accomplished in the Stale IX'partmeni in Wash- 
ington under the cognizance of an Assistant Secretary of State for the 
region. 

To coordinate EUCOM and Italy diplomatically requires thai you come back 
and work the problem in Washington We don't ha\e a way to delegale to 
sa\. "()ka\. Ambassador and El'COM. work it out. and lei us know if you 
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need help. The two of you talk to each other." We just don't do business 
that way. So, you had Armaeost on the phone in the Department of State 
talking to the ambassador while at the same time you had Crowe on the 
phone at the Pentagon talking to the General in Italy, and EUCOM. to a 
large degree, playing no role in this particular case except trying to figure 
out what was going on and be helpful where they could. 

In my mind, an interesting alternative would be to consider regionalizing the 
Department of State and actually have the Assistant Secretary for Europe 
collocated with CINCHUCOM. and to have those two authorities able, 
within their respective spheres of influence, to coordinate in the region and 
then talk to each other directly because here you really did have a real-time 
problem. You were talking about events like airplanes orbiting at an air base 
waiting to land. Next to a missile attack being launched, that's about as real- 
time as you can get. To try to coordinate that out of Washington is just 
crazy. The military clearly had recognized that you've got to move that kind 
of coordination problem much closer to the scene of the action or it won't 
work. Now historically you can do that by having someone, the general on 
horseback, looking at the battle from the highest hill. It's true that today 
with communications you may sometimes find that the guy with communi- 
cations is actually sitting in Washington rather than sitting in Germany, but 
you've got to have somebody with communications and all the relevant ele- 
ments who has the authority to effect coordination and resolve these kinds of 
issues. 

2l>. FREU R. DKMKCH, JR.. Carver cryptologat: former Command 
"Making Intelligence B< 
ter" (1^X7. pp. 125 46) 
•Making Intelligence Bet- "»* u"ut'' us Sjvjl *« u'"v CrouP 

Activity in Id/ell. Suit land 

Rich Heal who was here. I guess, three years ago. be I ore he died ((Jod rest 
his soul), was a tremendous individual. He got to tne White House in !*'SI, 
and he was shirked along with a lot of other people. There was very little 
automation There was little lo support the President. The White House Sit- 
uation Room was like a "'horse and buggy." I'hev didn't have access to an 
awful lirt o\ information that was available to just an everyday person on the 
street TV. communications, radio. He went about changing that, based on 
his experience. 

It's interesting to see what happened lo him. He built this Center ihey 
called it the Crisis Management Center   It was a crisis management svstcm 
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where he brought together inputs from all different sources in one place. No 
one paid any attention to him when he was building this thing, and some of 
the people 1 was associated with, Dr. Bill Baker from Bell Labs. Dr. Johnny 
Foster from TRW, Tony Octtingcr, all helped in giving him advice on how 
to build the center. When people saw what was coming together, that in this 
one secure room you had information, compressed and displayed in a way 
everyone could understand, they look notice. Not only did they take notice, 
they wanted to control it. There was a big power struggle as to who was 
going to control it. When Beal died 
and after the Iran thing, they 
almost closed it down because a lot 
of information flowed through that 
place, and that was where a lot of 
information was on record. 

after the Iran thing—Iran-Contra affair 

A number of comments on thai. IVople from the intelligence community 
were very hesitant to play because the information was going straight to the 
center of government. Not to the President, but to the people who supported 
the President who could gather that information, bypassing the intelligence 
community, so to Apeak. The intelligence community had that information, 
but it was also available at ihr center and then they digested it and put it 
together, synthesizing it themselves, and presented it in a form that the 
advisors and the President could use. Most of it was put together in a video 
format, pictures. You know the USA Ttktuy weather page* You look at !'. 
you don't have It) read a thing and you can understand what the weather is 
just by colors. He did that, and it had tremendous implications, and therein 
was »he problem. 

One. people saw what was available. They didn't have it. It was bypassing 
the hierarchy ol the intelligence community. and then they could synthesize 
it and present it in a form tl at maybe only the President or his assistants w ho 
were right there had. 

|Slti>! st| Who was doing the synthesizing there.' The whole point of 
having an intelligence Community is to have a staff, ml have a set of orga- 
nizations who can gel together, whether it be on an informal basis as at the 
analyst level, or on a formal basis when you're putting together an NIK. ami 
present a view that the whole com- 
munitv will agree upon   If you 
have it all bypassing and going U» a Nil   National Intellinent «• l%tunatv 

lew folks who work in the I.'.ecu 
live Ollice Building across (he 
street. Ihev have their own little way ol pushing the buttons am! putting up 
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their own little product, who's to say that that really isn't a reflection of 
their own mind sets, and what they think is Important? 

[DRMECHl That's always a problem you can run into. The synthesizing 
was done in various steps. I'm not saying that the intelligence community 
was bypassed complctel}. A lot of the information that was coming into this 
Center was coming through the intelligence community. They may have got- 
ten the information at the same time. There were people—experts—put into 
the White House from the intelligence community to synthesize that infor- 
mation and put it together. Biases? They were trying to prevent that by hav- 
ing people who were not beholden to any one community, and were working 
just for the President. Now. were they putting information together just 
because the President wanted to hear that? That's always a problem that you 
run into, and that's what's evidenced in the Tower Commission Report. 

... hach set of circumstances is different, and each President. or administra- 
tion, is going to set its own standards, or its own policy. The people like Rich 
Beal felt that there was a lot of information available that was not being utilized 
because. (I > they couldn't get it quickly, and (2) there wasn't any forum where 
it could be used really quickly. You're talking about a lot of data. You're talk- 
ing about different circumstances. You're talking about a number of crises, and 
they felt this was the way to go. The resistance from the intelligence com- 
munity is obvious, as you said, and that's why they at first resisted it. That's 
wh>, to help offset that, they assigned their own people there. Were they com- 
ing up with different conclusions than the intelligence community? I wiwld say 
very little, because the information was the sann." information. They were look- 
ing at it. It was just a (ink.* clement more than anything else. 

|Slt DI.Nil        What is the current status of Beat's center* 

|I)l si! (!i| The centei is still open, but under tight control, until they see 
what happens as a result of the investigations that are going on. That's 
where all the information was available that they got so far on what took 
place. Memo* were written and they were stored in a database. The lower 
Commission had to have a certain individual who could break the code to 
get into it to find out what it held, but it was there. 

. . One i»! the first lessons I learned was that when the President of the 
United Stales signs something, and yog think that's what's directed and Us 
going to happen, it doesn't happen all the tune, because you need the people 
down the line who are going to enforce it You need individuals or organiza- 
tions that arc going to make sure thai that doe» happen. (I2*J Mi. 133. 142» 
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Communications 

The generally desired ideal for communications is "trans- 
parency." If we want to communicate an idea to another person, we 
want to be able to "just say it," giving no thought to the specific 
words we'll use. to the compatibility of our vocabularies, to nuances 
of accent, and so on. In ether words, we don't want to be self- 
conscious about how we're communicating; we want to be able to 
locus our attention on the message, not the channel of communica- 
tion. We want to communicate easily. 

Sometimes, however, communicating "easily" may lead to mis- 
understandings. Because words carry connotative signals— 
subjectively determined and sometimes emotionally charged—in 
addition to denotative meanings, the person to whom we're talking 
may receive a message very different from the one we intended to 
send. We may discover ease doesn't guarantee successful 
communication. 

In the context of C'l. the term "communications" usually refers 
to equipment—radios, telephones or other devices. Such equipment 
converts voices and trthcr data-carrying media into electronic signals 
which can be transmitted over short or long distances. People who 
use such equipment don't want to have to think about how to get it 
started, whether or not it will work, how to link it with the equipment 
in the hands of those with whom they wish to communicate. In other 
words, they want it to be transparent, easy to use. Unfortunately, like 
speakers attempting to communicate with listeners standing next to 
them, the users of communications equipment may discover they 
must make tradeoffs between ease and success. 

Indeed, a willingness to make intelligent tradeoffs becomes 
increasingly important as the communications environment becomes 
less stable. Inder normal circumstances, we may demand that our 
telephones, besides being easy to use. be fully dependable and flex- 
ible. We want them to be the.e when we need then». We want them 
to be capable of performing myriad tasks—everything from carrying 
oui voices around the world to linking our computers to a data bank 
across the country. 
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However, when u natural disaster unsettles the communications 
environment, we accept intermittent service, degradation of* quality, 
and other annoyances. We accept them because we are realistic; we 
understand the limitations of technology. 

War highlights those limitations even more dramatically than 
docs a natural disaster. War may subject our communications equip- 
ment to direct attack (destruction or jamming) or to indirect attack 
(interception or suppression of important communications nodes). As 
the intensity of conflict increases, so. naturally, does the stress put 
upon communications systems. During the invasion of Grenada. 
Army and Marine Corps forces had trouble communicating because 
of equipment and procedural differences. In a nuclear conflict, many 
communications systems may be rendered useless by the electromag- 
netic effects of a single nuclear explosion. 

The tradeoffs enter the picture when were planning communica- 
tions systems. Do we want a cheap, efficient system that works well 
in a benign environment, but is disabled by the first rumble of an 
earthquake or bomb, or a more durable system that costs billions of 
dollars more? IX> we want a very secure system—i.e.. a system less 
susceptible to enemy interception—or a very flexible system, one that 
will allow airmen to talk to soldiers, soldiers to talk to sailors, and 
Americans to talk to Germans? IX> we want an old system we know 
is reliable or a new system that will do more for us? Do we want a 
system lhat provides redundancy or one that will handle a greater vol- 
un - Should we, in a military content, spend money on neu com- 
munications systems or on improved training in doctrine—an element 
which, if thoroughly ingrained in fighting forces, might reduce the 
need for communications in a combat situation? 

Complicating the questions about tradeoffs arc ilk differing per- 
ceptions oi those involved in the decision process». The user, whether 
a corporate head or a field commander, will probably place reliability 
and ease »if use at the top of the priorities list. The technician may 
emphasi/c state -of- the art development as top priority, choosing the 
system with the greatest potential. The procurement specialist may he 
more interested tn lowest price and best contract terms. The security 
expert whose voice is increasing!) heard in private industry as well 
as government and military circles may consider protection of infor- 
mation the most important factor. 1 he president of a multinational 
corporation or the commander of a multinational military force may 
give compatibility the edge. The member ol Congress max think sal- 
vaging a company that produco a particular system is important to 
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national security. All of these perspectives—and others—are in some 
sense justified; most are reflected in the extracts included in this 
chapter. 

The extracts also reflect one of the problems with oral 
communications—language usage. While communications equipment 
is really the channel through which the other elements of CM—the 
command, control, and intelligence—flow back and forth, many of 
the seminar speakers—consistent with widespread practice—use 
"CM" as a synonym for communications equipment. Such usage can 
be lamented as misleading, but it is probably too well-established to 
be worth resisting. At any rate, footnoting every "CM" that shoi 
be "communications" or "communications equipment" would be 
distracting. I therefore leave it to the reader to determine whether 
such translation is necessary in specific instances. 
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Extracts 

WILLIAM ODOM, "CM and Military Assistant to the Presidents 
Telecommunications at the Assistant for National Security Affairs 

Policy     Level"     (1980. 
pp. 1-23) 

Telecommunications, to foreign 
policy managers and defense ana- 
lysts (which all NSC staffers 
believe themselves to be), is a 
word that causes their eyes to glaze 
over. 

NSC—National Security Council 

... Well. I found myself looking at SIOP, which is our most well developed 
and. I would say. staggering war contingency plan, it allows the President, 
within two or three minutes of tac- 
tical warning, to be on the wire. 
«Iktog ... his „ud«r commanders- S'£^&•££"" 
in-chiel. and il he decides to. he 
can send an emergency action mes- 
sage thai will do anything from releasing 70 to 80 percent of our nuclear 
megatonnagc in one orgasmic whump, or just sil there and say. "Don't do 
anything, and we will just take the incoming blow." Looking at the SIOP, 
you saw the realities They were right there. All of a sudden we were out of 
the realm of academic deterrence theory and into real operations—what the 
real choices were. As I think a member of the faculty ai this institution says, 
you tend to do (he things you arc organized to do; at least, sou are con- 
strained in choices by what you are organized to do. 

I"he more I thought about the »ay we »ere organized, the more il reminded 
me of 1914 We were organized in one big war plan; everybody expected a 
very short war. There weren't any mobilization plans or am other support— 
you didn't need it. that was just excess baggage —and you expected lo fight 
the war with your initial onslaught, with all the stocks in being. That is pre- 
cisely the way the general staffs in huropc entered World War I The) had 
no economic mobilization plans. The) were going to fight the war They 
believed thev could win it in six weeks. Thev could do that with the 
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ammunition stocks in being and whatever other stocks they needed, and they 
didn't expect to be bogged down. Once they had launched these operations 
plans, they were extremely difficult to alter or reverse. Probably most stag- 
gering is that it was difficult at the start of the war to imagine any politically 
chosen war aims to which one could harness these great war plans. 

Well. I asked myself, what political goals could be achieved with SlOP? 
That's a sobering question. It's difficult to imagine what you could do 
besides destroy a lot of Soviet industry, ct cetera. There never was much 
attention to destroying Soviet divisions. It should occur even to the more 
ordinary of us that if you destroy the industry and leave the divisions alone, 
they may come to the Rhine and on to the Channel. 

So SlOP seemed to create more problems than it solved. I managed to 
convey these concerns to my boss, 
Brzezinski. and I took him on a Bmciinski—Zbigtucw Brzczimh. /Ve.s>- 
trip through SAC and NORAD. **' Carre/ s  NMHOMI Svcunty 
He became very familiar with the ....   , .   _ . 

, ,      . _ SAL—Strttvf'K An Command 
operation and. as I said, the Prcsi- NORAD-North Amvman An IMt-n.v 
dent practiced the procedures. Command 

If vou take the things that are disturbing about the way we are organized, 
and compare that with what you sec of Soviet force developments, you see a 
very large Soviet arsenal, rivaling and in some categories exceeding ours. 
You sec a kind of accuracy which if used selectively, could call into ques- 
tion the existence and endurance of our own command and control systems, 
our ability to even ride out and respond to the retaliatory shot to do what 
we are organized to do. Thc\c ail seem to me to have been called into ques- 
tion by what we were seeing in the changes in intelligence assessments in 
the latter half of (he IV7(K. It was just not the same world as (lie 1950s and 
the 1960s, when we had enormous edges in almost everything—in command 
and control, in weapons   and we fell sure we were deterring. 

It became very clear to me lhat if we were going lo move seriously to 
enhance deterrence, to create a posture which may make opponents more 
reluctant to take us on. just doing more of what we were doing would no 
longer be cno-igh. I.ei me give you an example of what I mean by "doing 
more of what we have been doing." Ilicrc was a great hue and cry and an 
enormous public debate many of you here participated in it— about Mm 
uteman vulnerability, the vulnerability of our land-based missiles. You can 
go Ihrimgh a lot of calculations, and you can talk about what you have to do 
to make then» less vulnerable. People developed MX systems, shell games, 
basing systems  But that's hardware. What I never really understood was 
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why that kind of vulnerability was so much analyzed when a much easier 
targeting problem was getting almost no public attention. Now. there are 
1,054 missile silos, and people could work up enormous concern about an 
attack that would get them all in one snap! But I could pick for you a much 
smaller set of much more attractive targets—the President, the Secretary of 
Defense, the military operations staffs at the Pentagon and the command and 
control centers in the major unified commands—whose destruction would do 
much more perilous damage to our ability to conduct a war. or respond sen- 
sibly, or run our system. I don't mean to belittle the Minuteman 
vulnerability problem; it may be very real. I am merely speaking in com- 
parative terms. I discussed this one day with a journalist (there is enough 
information in the public domain, you don't have to have a lot of classified 
information to conceptualize this problem) and h* said. "I guarantee I could 
write about it. and nobody would read it if it were published, and my pub- 
lisher won't publish it anyway." So that seems to be a psychological 
reality—it's the kind of problem that just doesn't sell. 

... "What would it take to manage a conflict, or pursue politically chosen 
war aims, if deterrents fail?" ... If you can answer ... |this| question effec- 
tively, then I think you will be able to bargain stably, and you probably will 
deter. The most distinctive thing about answering the ... question is to 
break away from the idea of having only one option—to lire one blast at a 
lot of predetermined targets—and instead be able to conduct a long cam- 
paign in which you may chtxisc new targets, even after the war has gone on. 
I emphasize choosing new targets because in CMI we have almost no 
capability to acquire new targets after i!ic start, beyond those already in the 
data base for the Strategic Integrated Operations Plan. In other words, any- 
thing that turns up after the war starts must be found, and you must locate it 
and determine what kind of weapon you need to hit it with. Unless you can 
go hrough that process, you have a really rigid set of choices which within 
minutes become inappropriate for the realities you will be facing in a cam- 
paign. So one of the most important changes we must takv to achieve a pos- 
ture which will deter in this sense in the I'JSIK and beyond is an enduring, 
robust C'l system. 

... II you decide that you want lo try to pick up those pieces |forces that 
survive a nuclear attack| and control and coordinate them, do you have a 
system that will allow you tit do that' I think the answer is. by and large, 
no. If C*l is going to enhance deterrence in the IMKOs and 'Wh. in my view 
it has to begin lo acquire some of that endurance, and give us somewhat 
greater probability that we can put it back together as a credible capability, 
so that our opponent has to lake us seriously and realize thai one surgical C'l 
strike by his strategic forces will not be enough to put us out of control 
indefinitely. 
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... Wf tried to put an instruction out to the Defense Department, to the 
Chairman of the WWMCCS Council. We said. "You have this two- 
dimensional system. It will do the 
benign business, and it will do the 

... .... WWMCCS—World-Wide Military Com- 
emergency action. Let s get a third mand and Control System 

dimension, endurance. Statt show- 
ing us what it is about your present 
programs that not only gives you these two. but begins to turn the corner 
and add this third dimension." That was my initial conceptual way to try to 
put pressure on the NCS and the Defense Department to move in that 
direction. How you do it prac- 
tically is a nightmare engineering 
 i i...-„  i   _    LI.„     ,._J   » NCS—National Communication Sys- and analytical problem, and a ** r 

nightmare bureaucratic problem as 
well. I don't want to address that 
now. I just want to bring my doctrinal comments to a close, having 
explained how CM becomes very, very critical for deterrence. 

I'll put it this way If 1 could choose between great enhancement of a CM 
system with a very high probability of control under very adverse condi- 
tions, stressed by pretty large strikes, I'd take that over MX. Yet. when you 
start talking about this, you risk being called a warmonger. The whole logic 
of deterrence theory is that you are better off vulnerable, and if you want to 
do anything to avoid vulnerability, then somehow you must be itching for a 
fight. 1 think that's an anti-intellectual, know-nothing approach to this kind 
of problem, but I bring it up merely to try to preempt that kind of cynicism, 
üiven the nature of the Soviet arsenal, you can no longer stay locked in that 
tidy, rigorous paradigm of thought. You have to begin thinking about what 
kinds of things you are going to need to deter in a neu environment. And 
one of the first things needed. I think, is ability to ensure, under the most 
adverse conditions, that we can sta\ in control. 

... Now. if you arc asking me whether our field commanders would be very 
able and impressive in exercising .. autonomy. I would comment on it sim- 
pl\ this way. I think we are very far behind in doctrinal developments to 
cope with the stressed kind of environment and its oli-and-on-again kind of 
command, control and coordination. I think we have a lot of work to do 
(here, particular!) in ground forces, which are not at all adequate in that 
area. In that wav. I think, the Soviets arc tar ahead oi us The) have thought 
these things through and have taken a more down-to-earth pragmatic 
approach: work out a doctrine, test it under stress and field conditions, and 
see how it gi»es I don't think we have done this nearly to the extent the> 
have. 
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... Notice that I have talked by and large only about the third C, communi- 
cations. What about command, what about control, what about intelligence? 
We have only talked about the signal officer's responsibility. And I think 
there arc some command and control problems, and some very real control 
problems. The first one is the Services' reluctance to pay for CM. I think 
that organizational problem, the command of budgetary program authority, 
is a very central "what next" we have to do something about. Another com- 
mand and control question is. can we create a sufficient set of command 
centers and a sufficient military staff that can survive to support the Presi- 
dent under periods of stress, perhaps even in the event that deterrents fail? 
You have heard me say how vulnerable the National Command Authority 
and the Command Centers are. Are there different ways to proliferate, 
harden, or make mobile our command structure so that it can survive? 
That's a real problem that has to be worked out. The JCS (the only thing 
that approximates a national military staff) has. as I see it. little or no chance 
of surviving in its present housing arrangement. For this really is a housing 
as well as a telephone communication problem. 

Then there is another aspect of survival. What about our economic civil 
mobilization command and control structure? That seems to me to be in a 
state of total neglect. I am not even sure thai what was left over from World 
War II. if i! had been maintained, would be adequate—we arc almost in the 
position o\ having to start from scratch there Now. we have made one orga- 
nizational change which, if it is carried through as it should be, will improve 
our institutional ability to cope with economic mobilization: pulling back 
together the Office of l-.mergeikv Preparedness into what is now called the 
Federal hmergenev Management Agency. It is having growing pains, but at 
least the potential is there  (4. 5 6. 7 8. «  10, M. 14 15) 

2 RAYMOND TviiK. "World- former Ih-oui   A\u\tjni Sfirrun of 
wide   CMI   and   Telecom- ">«* *•»»   jm/ »rpuii   DIM* lor. 

,..u„ \jtmrul V« urtl\ Agem v 
immu.itnut-. ( I''NO. 

PP 25 4?» 

I'll run quicklv through sonic tactical \vstems There is a significant upgrade 
of the Navy's Meet Command Centers, to trv lo deal with all the data thev 
aie starting to get. because >IHI can't do that with grease pencil charts. You 
would be surprised how man) commands in the world arc still working the 
air and submarine problems with circles and a seaman lirst class with grease 
pencils I hat's not exact I) conducive to last-moving operations. A lot 
ol effort is going into these kinds ol things   As lor the long haul 
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communications picture as I see it from the Navy's standpoint: we still have 
SHF satellites and DSCS II. Superimposed on all this. I believe the Navy is 
going to be forced to stay in the 
HF region to the year 2(KM), maybe 
forever. They have tried to get out SHFSup* H,Kh frequency 

e ..     .      • .   . .u u D5C5 II—second phase of the Defense 
ol the business, but they are hurt- SjfW/„t. Communic*tions System 
mg. The satellites still, when they Hf-Hign frequency 
work, work very well, but when 
they fail they work very badly. The 
command of worldwide forces just can't depend on such frailties in the 
future. So the most modem communications in the world will be overlaid on 
an HF domain for a long time. 

(STUDtNTj What do you mean by failure in the satellite? I have been at 
the receiving end of the HF when it occasionally got through; you could 
never understand it so you made pious noises and ignored whatever they 
were trying to say; and I have had occasional access to satellite facilities and 
gotten communication. You can always gel noise through HF, but do you 
really get that much more communications through it? 

ITATI:|        Two points. First, we aren't using the HF media very well, in 
fact not nearly as well as the Soviets. Second, the satellites work very well 
when they are there, but we have had problems with the failures öf DSCS II. 
lor example. I can remember in 1975. as part of the basic command and 

control of the Mayaguez incident, we had a DSCS II failure that caused 
havoc. Now if the Navy had. for 
example, been using the DSCS as 

, ;        , , Mj\4i*u«v incident   In I97i. tomrnu- 
its only command and control m%, ,„„,., ,lttm ( jmlunllJ irurd 

mechanism lor the Persian (Jull the US-tlsg freighter MaydRur/, A 
area or anywhere else in the world *"u// '""«• "' *'•"'"«•» w4% sent to 

, ,,     ,  , ,. ... ret unlure the shin and its trew. 
(and it virtually did tor awhile), we 
would have been up the creek. 

(-oini! back to my first point, the Soviet* have done detailed studies on 
ionospheric sounding for some 15 vcars. and studied which part of the spec- 
trum is usable on a 24-hour basis at different locations throughout their 
interest areas They do this automatically They transmit it to their forces all 
the time Thev change their frequencies and go to the usable portion«., and 
they have extremely reliable HF communications. We don't We can't even 
change imr frequencies except da) and night. We do m»t have any military 
or other facility in this country transmitting the ionospheric projections, 
which change on a daily basis, to the operating forces so thev can under- 
stand what they are supposed to be dome   So a big part of the time we are 
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operating against the laws of physics. That's understandable. A program I 
helped foster is going on in the Navy now to upgrade HF. It's, hopefully, 
going to deal with this on a more systematic basis. But the United States Air 
Force has the same problems. 

Another point— |A| big portion of the whole globe is not even covered 
|by satellite communications!—particularly south of the equator. Budget 
reductions since the Vietnam War, from I%9 until last year when the Con- 
gress stopped them, cut out intelligence coverage and did not supply a big 
part of satellite communications and resources. So what we have is a belt of 
pretty good communications. But don't think that, if the Cuban missile crisis 
came again. South America would be in instantaneous touch by satellite 
over US government communications. We would bridge this by using some 
of she commercial satellites if the bandspace was available. 

IOETTINGER]        Let me just interject: don't underestimate alternatives. The 
other night Don Hornig, who was Johnson's science advisor, was telling me 
how the President heard of the Eastern power failure. Hornig himself 
heard of it through a phone call 
from his daughter. He started mak- 
ing some phone calls himself, and lästern power failure—electric power 
was prepared when he got through 5£S "V1•'1*" »• »« .whit h *    ' • • affected the northeastern United 
to Lyndon Johnson, who heard on states and parts <>/ Canada 
the car radio. But it was quite a 
while before any kind of official 
channels had it. It wasn't a military problem, it wasn't military apparatus. It 
was a command and control problem of the government. But since it was 
not a military problem there were no established channels. In that Situation. 
the civilian alternatives, including the President's car radio, were the princi- 
pal means of coordination. 

11 \ll | ... Their |Soviet| command and control structure ... is threefold- 
redundant. They have nuclear-hardened command posts like ours, only about 
four times as many; at least five are nuclear-hardened and alternate to each 
other. Lach of the major Services have their own, plus national ones that tie it 
all together. They are connected by very modem communications, and the end 
result is a very effective C- system, in my »»pinion. (36 37. 41) 

RottKKI        Kn.SKNBHU.. Policy Assistant to the President tut 
The Influence ol Policy National Secunty APam. NSL stah 

Making  on C*l"  11 WO. 
pp  49-65» 
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Part of our problem today is that our whole architectural approach to the C'l 
business stems from an age of strategic superiority, which the United States 
enjoyed for many, many years. In the current environment of equivalency or 
parity, however, we can no longer afford to have systems that are capable 
only of reacting in spasm to an aggressor attack. 

... Commerce was also given the responsibility under PI) 24. and con- 
firmed in the Executive Order, to safeguard significant unclassified 
government information related to 
our national well-being—such as 
data transmitted by the federal reg- PD—Pn*ndential Directive 
ulatory agencies. This is part of 
our national telecommunications 
security issue, safeguarding unclassified information and preventing it from 
falling into the hands of foreign adversaries who would use it to the detri- 
ment of our national security. As part of that task. Commerce has the 
responsibility for public education, in terms of sensitizing the private sector 
at large to the telecommunications intercept threat to their interests. Com« 
mcrce also is responsible for regulation within the Executive Branch -as 
opposed to the FCC, which regulates the common carriers et al. 
Commerce also inherited from 
OTP the responsibility for fre- 
quency allocation and spectrum H ( '«*«' < »mmumiätiom < om 
planning lor the luture. So. with ,.,„   ....        , , . 
' r i)lr    (Hint-  itl   Irlfi onmnimt atitins 
all these tasks. Commerce has a Pttlicx 
major influence on where our stra- 
tegic command, control and cum* 
mumcations capabilities can go. in terms of both capabilities and restraints 

The Department of Defense is another major player. It is the executive agent 
lor the National Communications System, and the Director ot the Defense 
Communications Agcncv in his dual role serves a\ the Director of the 
National Communications System as well DoD is responsible for NCS 
architecture, systems management and operation, procurement and technol- 
ogy development NSA, as I said, has a kev role Irom a protective stand* 
point, in that it is the IS gov - 
crnmcnl's executive agent  for 
communications   security,   that VM   Vaituna/ Sr«unh \§tet*\ 
is, protection of classified 
information. 

I he Department o\ State has an equally kev role in I'l particular!) as it 
relates U; State's responsibility lor foreign polk')   and ti* establishing the 
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US position in international negotiations. GSA has a key role as procurer of 
a tremendously large amount of 
our telecommunications equip-        „ 

,   —. , .   . _   ,      , GSA—Government Services Aaminis- 
ment. The newly created Federal ration 
Emergency Management Agency 
has a key role as a resource man- 
ager for working the broad spectrum of telecommunication problems. The 
Attorney General is also a very important player. And probably one of the 
most important roles inside the Executive Branch falls to the Office of Man- 
agement and Budget—not chiefly for its advertised responsibilities in Execu- 
tive Order 12046. which holds OMB responsible for procurement, 
management of policy, and frequency allocation adjudication when some 
department is in a dispute with Commerce. More importantly (as I try to get 
my own boss to understand every day), budgets drive policy in this govern- 
ment; policy does not drive budgets. Those of you who end up cither going 
back to the federal bureaucracy or going to work in industry somewhere are 
going to have to deal with the government, and you'll find the power of the 
budget supreme. I haven't got enough fingers and toes to count for you the 
number of Presidential Directives that really don't have very strong teeth 
because the OMB budget examiner managed to make sure there was no 
money to support the effort. 

I have put the NSC down near the bottom of this list of people with respon- 
sibility for telecommunications. In the reorganization, the responsibility for 
all mobili/aiion planning related to telecommunications and setting the 
architectural   policies   for   the 
National Communications System 
was transferred to the National ogyFattcy 
Security Council. OSTP has roles 
similar to the NSC's. 

... The architecture was developed back in the 1950s. The military (as 
opposed to the civil) side of CM has most of its foundation in a nebulous 
entity called WWMCCS -the World Wide Militär) Command and Control 
System. WWMCCS arose as a necessary communications command and 
control system to support spasm response to an enemy attack. And that is all 
it was intended tor. because according la the prevailing view at the time, the 
world was going to end when that was over. (And interestingly enough, a 
big part of our problem with the Executive Orders and Pl)s and budgets and 
so on is thai easily hall the people 1 talk to arc still convinced of thai.) 

To my knowledge, as long as 1 have been in government. 1 know of no 
i'thvi President who actually has conducted SIOP exercises. Jimmy Carter 
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has. He has participated in a scries of what we call CPXs. communications 
command and control exercises, in which there is an end-to-end run-through 
with different scenarios where the Commandcr-in-Chief is in com- 
munication with the unified and 
specified        commanders—the 
commanders-in-chief of forces in        ; pxs-Command Post exercises 
Europe, the Pacific, the Atlantic.        ciNCSAC—Commander-mChief. SAC 
and CINCSAC. who is responsible        SLHM— Sea Launched Ballistic Missile 
for executing the SIOP by directing Red-color associated with enemy 

the assets of the SLBM. B 52 and fo,ccs 

..•      , _      ,- TU    o     • i    . Mue—color associated with friendly 
Minuteman forces.  The President forces 

actually went through these excr- HSIOP- Russian   Single   Integrated 
cises. and probably the most telling Operations Plan 
experience they all had was a sce- 
nario the Red planners (as opposed 
to the Blue planners) developed, in which the Soviets laid down an RSIOP 
at our critical C*l nodes. It was a combination of sabotage and depressed- 
trajectory SLUM attacks against such things as our early warning satellite 
ground stations and our early warning radars. The exercise ground to a halt. 
And we learned that a very important feature of the deterrent posture is to be 
very flexible, and not just plan a system against an "approved" threat sce- 
nario. As I said early on. we know a li*t about the enemy's capability, but 
we know little about his intent; so we had better be prepared for a variety of 
encounters. 

.. The problem is all the players and the structure involved. There's the 
WWMCCS system, which IN the tool by which we get tactical warning of 
impending attack. We get an assessment. The options of the National Com- 
mand Aulhontv to execute a retaliatory strike as part and parcel of the 
WWMCCS system. The authentication process itself, to assure that the 
National Command Authority. »Iiocver i! mav be. is the legal executor of 
the system. The actual strike and post-strike assessments are part of 
WWMCCS too. and (hat's «here we begin to run into problems, such as 
ho« \ou do post-strike assessment. Assuming that you arc going hcviwui a 
spasm response, «here are the recoustiiulable ciMiimunicaiKHis' Where arc 
the command and control entities in run them' We have bought, as par: ot 
the WWMCCS system, eight running nets. Mis command and control cen- 
ters. W) computer systems and 85 communications nets We face the prob- 
Iciu of ho» to rectHistituU them 

But even WWMCCS is unlv a piece: intelligence is another very essential 
piece It I don't km»» when- the empty silos arc in the Soviet Union from 
whence the missiles came. I could expend an unncccssanlv large percentage 
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of my force and my deterrent at random—and we haven't even talked about 
that. But part of the need to look at the endurance of these functions is that 
after these nucicar exchanges (God forbid they ever happen), we must make 
sure we don't find ourselves in a position where an aggressor still has a 
secure reserve force of such magnitude that he can hold our governmental 
system hostage because he has blinded us—decapitated our ability to con- 
duct military operations and run a civil entity called government. 

... We have designed a C*l system that was built for peacetime operations 
as a spasm response. We have realized we have to change our locus for 
mutual assured destruction. 

Hqually important to this evolving philosophy and its architecture is the use 
of the information. I am sure you have read many articles that say 
WW'MCC'S is a disaster, or C'l is terrible. I neither advocate nor oppose that 
statement; but I «ill say that those systems are only as good as the way the 
decision makers use their information. I assure you that Afghanistan was 
not a surprise to the policy makers in the government. We had intelligence 
that told us what was going It» hap- 
pen long before it happened. The 
point is (hat the decision makers Afghjm\t4n   Soviet    mv4%it*n    of 
have lo know what lhc> want to do Alghdm%Un whn h bvt*n »»"/»•*» 
with he data the\ are going lo get ''       ,, .... ....   ,,. 
So I can build a muilibillion-dollar ,.„</ t,i IHTH 

WWMCCS or C'l swem. but it 
will be only as good as tin." |>coplc 
who are going to use the information thai goc» back and lorth through it 
149 50, y\. 5K, «». 63, 64) 

I.Hi Pvst'HAl.l..  *'Ci and t witulljni   lutmet thinhu, Urfrrtw 
..      ••   . i ii i-,     .   «• < «MN/iiu.iu JilHUtx   At'«M« |  and \la/i the National Militär) («»m ... . H 

maud    System '    11*fSi». 
pp. 6? KM 

lo «nc. a command and control *> stein COHMSIS ot an organized arrangement 
i»! sensors, communications and command centers   \\ lu-tlu-i \»HJ start with a 
data enirj device, or a sophisticated satellite sensor, or communication*. 
which are prubohh the critical link ol an> command .uul control s\stci:i. it 
n at tl>c command centers thai all the inlurniattoii conu-s together, is pruc 
essed and decisions are made 
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... The next thing I would say that's fundamental to understanding C'l. par- 
ticularly in dealing with CI justification, acquisition and management, is to 
know who you're talking to—know your audience. If he is a technocrat you 
can talk to him in terms of a "C system." an aggregate of technical sen- 
sors, communications, command centers, people, procedures all tied 
together to operate in accord with some central directive authority. And the 
technocrat is comfortable with the idea of a "system" like that. If. on the 
other hand, you're talking to a manager, the (Jerry Dinneens of the world, 
then today you'd best talk about C'l. because you're talking about a 
program—a chunk of the Department of Defense budget. If you're talking to 
an operator, the Bill Odoms of the 
world, then you're lalking about a 

.       ,              , Gerry l)mneen—As\iiUnt Secretory ol 
process, a command and control oeteme tor C'l und*, »»resident 
process, which is lacilitated by the Carter 
system, all of which is financed by Hill Odom—Military Assistant u> ihr 
a C'l program. People in Wash- Assistant   to   the   President  lor 

... . , National Security Affairs 
ington. military people very often 
and technocrats most often of all. 
make the mistake of talking to people as though everybody were a tech- 
nocrat and everybody were thinking command and control system. The 
operators, who think in terms of the command and control process, will die 
on the ramparts of definitional war they will define and fight and quarrel 
about roles and missions until the technocrat is thoroughly confused; and the 
reason is that the) have a differing perspective on what it IN you're talking 
about when you sty command and control. 

. 'Use other large, unbounded multiple-user system [besides the World-Wide 
Mihtan Command and Control System) is the Naltofial Ct*iunumcations Sys- 
tem A word about the NCS. because it illustrates a couple of things I think 
\*il! be useful Ihe National Cottununicaiions System emerged Inn« the IWO 
Cuba experience s*hcn President kenned) tried to consult »«ur l-itin Amcrvan 
neighbors Me urged the inter- American ol loirs gntup to consult their goxcm- 
ments, and when all the ambassadors trotn ihe 1 aim American countries tried 
to do that, the couununicaiit»ns problems ihe) c\pcrtcnccd weie absolute!) 
appallmg I null). one country had to abstaut. atit«hcr country, whose ambas- 
sador couldn't understand o\er the telephone line what his government was 
sasuig to hun. nevertheless decided to vote lor the blockade, and earned Presi- 
dent kenned) s gratitude (henceforth Hosed on that. President kenned) said 
we must organise our na'HHval communications belter, so an executive i»rder 
was issued It provided lor wnnething called the \oitnu! CofiMiiuuicafions Svs 
tem. which was to be a "unified" system It was in be pv. U»gcthcr b» eooncvl 
ing. or interconnecting, or unifying, ail the cnt'.uetunication systems ol those 
deportments »»I government which dealt w:tn or could contribute to national 
security activities 
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One of the first interesting things. 1 suppose, to learn about government is 
what happened to the word "unified." There was a ten-year debate about 
what it meant. Did it actually mean a single system, which meant that the 
Department of Defense and the State Department and the GSA and NASA 
and all the other contributing agencies would be served by a single system? 
There were those who felt that 
way. There were others who felt 
•u .     t   . ,.   ,       n . ,L , NASA—National   Aeronautics   and 
that what that really meant was that Spa(e Admmistrallon 

they  should  all  be  connected 
together, so that if the President 
wanted to talk to Colombia and NASA had a tracking station in Colombia. 
why. he could use that link through the NCS management structure. All 
through that ten-year debate, many people moaned and groaned and wailed 
about what was meant by "unified." I draw two conclusions from that— 
these are my biases again. First, it's very difficult in a Presidential executive 
order to get completely unambiguous wording so that people can't argue 
over what was the intent, what was the meaning. Second, it may not even be 
wise to write an executive order that's completely unambiguous, so that 
there is no debate    it sort of forecloses the future and may not be a sensible 
thing to do. 

In any case I don't believe it would have been a sensible thing to do for the 
NCS It ended up instead as a federation of communications systems, par- 
ticipated in by the State Department, the Department of Defense, the Gen- 
eral Services Administration, the tincrgy Department now loo—and it 
operates well today without the bureaucratic threat of a single system that 
you don't control. The Defense Communications System is 80 percent of the 
National Communications System; it has the dominant role. The director of 
the Deleave Communications Agency is the manager of the National Com- 
munications System, and he manages by consultation He consults, he per- 
suades, he tries to achieve consensus but he can't dictate, except under 
certain circumstances lie can dictate in time of war when certain executive 
tvders have been issued, then he becomes a dictator But up to that lime he 
is a persuader 

It's a difficult way to try to manage something It's surprising that it works, 
but it seems to. hvcrv week, somewhere in this country, the President 
declares an emergency Whether it's a flood, an earthquake, a tornado, a 
hurricane, the National C>»mmunicalions System stall, which is in (he IX'A 
building, is charged with providing or arranging lor communications support 
as needed b> the General Scrvues Administration's Emergency Action 
Group When the President declares an emergency, certain loans become 
available, and certain communications assets can be provided lor military or 
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other resources. So every week in the year, on the average, there's a 
national emergency somewhere where military equipment may be on loan to 
a civil agency, or civil agency equipment is on loan to the local National 
Guard or to an active military unit, and is on the scene. And circuits are 
extended from the nearest NCS operating agency, whether from a defense 
installation nearby or from the nearest GSA office. Those weekly disasters 
exercise the NCS continually and it works quite well. Fortunately we have 
not had any enormous disaster, like nuclear war. which would further test it. 
And international communications have improved so dramatically that gen- 
erally it's not been necessary to use NCS resources other than those of the 
DCS for that purpose. But it works, every week. Quietly, and without any 
particular noise. 

... Finally. I'm going to list what I think are the major ClI issues today. 
Anybody who can solve these ... problems, you see. can become a hero in 
many ways. The first is how to handle the business of telecommunications 
protection. The way we do it today is 10 put a cryptographic box on every 
line, or on one big radio system. Very expensive! You can afford l!..it for 
military applications, where you have classified military information. But 
what about all those conversations dealing with unclassified elements and 
pieces which, however, when assembled even by a relatively inexperienced 
person can give you a coherent picture of what's happening? Is the size of 
the wheat surplus in the United Slate of interest? It would seem to have 
been when we were negotiating with the Soviets about what price they were 
going to pay for I! thai surplus. There's a large amount of information 
flowing through microwave systems and satellite systems in the country 
which is readily available to even an unsophisticated interceptor. In Vietnam 
we found the Viet Cong (not '.he North Vietnamese professional military, 
but (he Viet Cong in what they call "spider holes" with Heath-kit radios) 
were reading >>ur communications. And the problem of protecting against 
intercept of privacy telecommunication pertains to much more than just clas- 
sified military information. It extends to point-of-salc (lungs, for example. 
As I buy an item and the sales clerk punches it in. if that also debits my 
bank account in other words, if I pay (he bill a( the same lime I buy it 
through a fund transfer arrangement—privacy and protection oi telecom* 
municalions is equally a problem (here. 

The second problem is survivability. There are really two ways you have to 
survive. MOM people think o\ survivabilit) as being one thing: you are shot 
or not shot. Physical survivabilit) is important, and most survivabilit) con- 
versation, thinking, and studies deal with physical suru\ability Bu( perhaps 
an even more serious problem today, given all the electronic systems we 
use. is electronic survivahi!it\    heim: able lo resist an electronic attack. In 
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the 1973 Yom Kippur War the jamming the Egyptians mounted against the 
Israeli communications was so severe that the Army had to lay wire out in 
the desert; and the Air Force, at its bases in Tel Aviv, was forced to use run- 
ners to get messages from the control tower to the aircraft. They could not 
launch aircraft from the control tower. The Israelis literally lost command 
and control for about thirty-six hours under Egyptian jamnrng attack. Yet 
the Egyptians were using, not really hand-me-downs, but certainly second- 
level electronics jamming equipment. 

The Soviets are very candid. Their open literature on military doctrine (not 
classified stuff) says they intend to physically attack one-third of the 
enemy's command and control—bombs, weapons, sabotage. They intend to 
electronically attack—that is. jam—another third of it. With the remaining 
third they do not feel he will be able to effectively manage his force, and 
they expect to have a decisive advantage in combat. 

So the defense against jamming is a major problem as well as how you sur- 
vive an attack and. having been damaged, reconstitute what you had in com- 
munications, command, and control. Now some of these problems can be 
solved rather easily by throwing very large amounts of money at them. But 
that's not u very sophisticated solution, and it's not doable in many ways 
today. Other problems require engineering advances; some may require 
some inventions, and a lot of them will be around for a long time  

Software is the next one. Hirst, how do you achieve multi-level security so 
(hat your software, your data base, can't be spoofed or changed without 
your knowledge, or extracted from to get information? It's often called the 
multi-level security problem. The solutions are hard to implement, and they 
have an effect on throughput that is. how efficient your system is. The 
aspect, though, that's not often talked about is verification: how do you 
know the computer program's going to work as you want it to when it meets 
an unexpected situation? There's a classic case. The French had a mete- 
orological satellite up several years ago. and they put into (he telemetry a 
command generated by a computer to reconfigure something, or reposition 
the satellite, or point the satellite at something else I don't recall the exacr 
details, but I do know what the result was. A glitch in the software turned 
the satellite off. This was shortly after it had been launched, and it was a 
dead loss; they never could get it turned back on again. Now how do you 
verily command and control systems and management systems, especially as 
you gel more and more into near-real-lime situations and people are interact- 
ing with Ihe computer' How do you verify software so n won't do some- 
thing unexpected to you al the worsi possible time? 
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... I alluded earlier to ... |another| problem, the changing domestic com- 

munications structure, as being a fact of today's US environment. Ninety 
percent of the Defense Communications System in the United States is 
leased; we have very few government-owned communications systems. Ma 
Bell has provided the bulk of that over the years. They have put transconti- 

nental cables four feet underground in sand and built 50 to 1(K) pounds-per- 
square-inch manholes and underground facilities, and they've done all this 
without charging Defense separately for it. They've routed microwave sys- 
tems around rather than through cities. They've done many things that are in 
the defense interest and they say that is because one of the first purposes of 
the Communications Act of 1934 is to provide for the national security and 

national defense. 

Now there are a lot of new competitors on the street—the MC'ls, the South- 
ern Pacifies—and we're going into a competitive, intercity world from a 

communications standpoint. Most of the new competitors have tried to mini- 
mize their investment; they want to charge the least amount possible because 
they have to compete with something that already exists and is very large 
indeed, (he Bell system. So they're not going to build the additional features 
of redundancy, restoration, and hardness that we like in military systems. 
But the Armed Services procurement rules say very simply: you will 

compete. 

So the military people who are acquiring communications, largely leased in 
the United Stales, over the next few years have got to learn how to live in a 

different kind of world entirely. If the catastrophe occurs and we have all 
these separated communications systems, how can they be interconnected to 
restore, reconstitute and revive the nation after a nuclear attack? 

... First, the WVVMCCS is more lightly coupled than the National Com- 
munications System, which is very loosely coupled. To answer your ques- 

tion, yes. our system is much less tightly coupled than the Soviet system, 
reflecting two different styles oi government. The Soviet system is hier- 
archically very rigid, very tightly coupled, but it takes into account the fact 
that destruction can and will occur. The Soviets make heavy uv»' of some- 
thing called skip echelon that is. Moscow can talk to the military district, 

or it can talk lo the missile battery, or whatever. They've spent much more 
money than we have on hardened command centers; they have them by the 
thousand», literally. Very little of their capability will sustain a direct 
nuclear hit. but enough centers will survive collateral damage (o give (hem a 
very survivable command and control posture. Compared to the Soviet's 
rather rigidly, hierarchically structured operations, our people exhibit more 
initiative. In the absence of direction from higher headquarters they lend 10 
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do what they think is best, and it's often better than what our headquarters 
think they ought to do, too, because they're on the scene. The flexibility and 
looser coupling of our system is an advantage. I believe, even given the 
fixes that the Soviets have taken on skip echelon and things like that. (67, 
68.71-72.81-83,85) 

JOHN H. Cl'SHMAN. "C'l Management consultant; former Com- 
and the Commander: Re- mandant, Command and General 

.....           .   . Staff College 
sponsibility and Accounta- ft 

bility" (1981. pp. 95-118) 

I will start off with a very sober assessment. These are convictions of mine. 
Our performance has been and is gravely deficient. The sad story is that the 
command and control systems that are in the hands of the deployed US field 
forces, and of the Allies alongside whom we will no doubt nave to fight, are 
barely margin;«! for conditions short of war. I'm satisfied that any realistic 
audit will show that they are. and will be, seriously inadequate for war. 

To be specific, they are not well tied together from top to bottom. They are 
not being exercised realistically under the expected conditions of war. Great 
sections of them v\ill probably not survive the attack ; gainst them that is 
sure to come in war. r or the major operational commander. Allied or US. 
whose forces must use tb'se systems (I'm talking about theater of operations 
command) they ate largelv unplanned, spliced-together, ill-fitting compo- 
nents which have been delivered to his forces by relatively independent par- 
lies, far away, who have coordinated adequate!> neither with him and his 
staff nor with each other They do not exploit the present capabilities of 
technology, nor docs the svstL'in lor their development adequately provide 
that luture svstenis will  Thai's essentially mv indictment  (95 %) 

6.        CHAkl.KS   ROSK. "Con-          Member   US House of kepresenta 
gress   and   C'l-' II98I,             five*. Chairnun. foln v Croup m 

.,,, ... Information and ( ortwuters 
pp. 169 9|) 

C'i has been paid a lot oi lip service I would like to believe that people are 
serious about it. but sometimes I'm still skeptical We hear a lot of talk 
about the need to harden our satellite s\stems, to provide for redundancy in 
our communication systems, hut the progress seems to be awtiillv slow   It 

Rost». 1981        I25 



C'l: Issues of Command and Control 

has been so tedious that I wonder how serious we really are. I may not be 
right up to date—maybe some of you in this class are—but a couple of years 
ago when I was looking at the status of the NATO/ Warsaw Pact balance in 
the Central Region. I was shocked to discover that many key communication 
nodes in NATO had virtually no hardening or protection whatever, so that a 
skilled enemy using strikes or sabotage could knock out NATO's command 
and control structure within a few hours of an initial attack. 

I'm not sure how far along we are in improving the situation. We need to 
get serious about hardening our intelligence collection satellites, our com- 
munications and relay satellites in outer space, because the Soviets mean 
business with their anti-satellite interceptor, as »hey have demonstrated on 
numerous occasions. They do have the ability to knock out some of our sys- 
tems. We cannot think of space any longer as hallowed turf where no hos- 
tilities will occur. Perhaps the first warning sign of major confrontation will 
be when we discover one of our satellites out of commission. (174-75) 

7. RICHARD H. ELLIS. 'Stra- formerCommanderinChiel, SAC 
legte Connectivity" (1982. 
pp. MO) 

But the problem in Europe then, in the mid-1970s, and to a large extent 
today, is this. There are some very sophisticated commercial communica- 
tions nets in Europe, the PTTs- all the countries have them, especially in 
western Europe. But they have dif- 
ficulty talking to each other, and 
they could not talk to military sys- ni*-pos». telephone and telegraph 

.... ... networks; government-owned com- 
terns. One ol our challenges was lo mental commumcahom sywros 
make arrangements and agreements 
with the various countries under 
which we would provide them compatible switching centers and terminals in 
exchange for permission to use certain frequencies on their nets in wartime. 

Scat's a slow business. Yi u're dealing not only with the nations themselves (a 
lot of those nets are nationally owned), but with commercial companies that arc 
looking for profit. Our government, of course, added its usual bureaucratic 
complications. All in al! it's very difficult to get the interlace we wanted. 

I think the best example is the German Grundnetz. It is an underground sys- 
tem, built bv the Ciirman national communications system, with access 
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channels into the net throughout Germany. With it one can reach ail of the 
German military. But it couldn't talk to the American military, or to 

Belgium, or British forces. We made an arrangement with the Germans 
under which, in return for use of certain of 'their nets, frequencies, and lines, 

we provided them certain encryption material. It'll work—but the point of 

this story is that there's a lot of technology over there, in being, and the 

problem is to tie it all together into a cohesive net that is available to the 
NATO military as well as to the national, commercial, and governmental 

organizations. 

Now let me get to strategic connectivity There are many definitions, but the 
simplest is that strategic connectivity includes the hardware, the software 

and the people necessary to get information on nuclear attacks against the 

United States to the President so that he can get a timely execution order 
down to the units. That's the mission of our strategic network. Before I 

describe its different elements, let's look at what we did for so many years 

before, when it was a relatively simple system. During the 1950s and '60s 
there was only one mission: to get the word out. to execute. We weren't loo 

concerned about what happened afterward. We had nuclear supremacy, and 
then superiority but then gradually that started to fade in the late l%Os. In 

the early ll)70s the Nixon Administration decided that something had to be 

done. The President couldn't be left with just this ot\c alternative of "throw 
it all or nothing." Mr. Schlesinfcer's flexible response" policy was 

ratified by an NSDM in IM74. You might say it was a long time coming. I 
can recall Mr. Schlesinger's com- 

ing in to the air staff when he was 
u.   i    1.1.,   ., . . r Mr   ScMe*mgei   lames Schlesinger. 
head ol the strategic section 01 .       .      h, ,. '   „     ...„<.., «>;,.,, p Sr< it'tjr\ oi l/flvnsv under I rest- 
Rand in the middle sixties and talk- dent* Nixon MHJ lord 
tng flexible response, but it was flexible response  nuclear war strategy 
the sort of subject  that  people whwh called lor a variety of options 

....                    .      .    . and levels of response to attack 
wcrcn t ready lor; it was ahead ol 

„   '                  •..»„• NSÜM   National Security Decision 
Us time   Besides we still had st/- Memorandum 
able superiority; we believed all we 
had to do was lei go and that was 

enough to deter the Soviet Union. In the mid*I97üs, however, we realized 

that that dav had passed, and our policy has gradually evolved since 

Today the latest presidential decisions are spelled out in Presidential Deci- 

sion Memoranda S3, 58, and 5V. Number 59 is actually the policy, while 53 

and 5X state the command am* control, and the continuity of government, 
that we must have in order lo cam out the nuclear policy. These PDMs are. 

of course, subjects of some complexity and some debate, and have been 

since their promulgation in the spring, summer, and fall of lv>Kt>. but the) 
are the drivers behind the big advance we have in strategic connectivity 
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today. They set the policy and the priorities, and. given the right kind of 
organization to implement them and the resources in terms of money, will 
provide us with the strategic connectivity we hope to get eventually. 

Now let's talk about the elements of strategic connectivity. 1 say there are 
seven elements. The first is the attack detection network. That includes the 
warning satellites, infrared. SIGINT, ELINT. the BMEWS. PAVE 
PAWS, and COBRA DANE radars, and other intelligence assets which 
would indicate that the Soviets arc 
in the process of undertaking an SIGINT-Signal Intelligence; intercep- 
attack against the United States. tion of coded electronic pukes 
Some of those systems themselves        lUNT-tlectronic Intelligence 
are very old. fikc the BMEWS. BMtWS-BalHstic M.svleUrly Warning 
. *        , , . System: radars at Tnule, C.reenund; 

though they have been upgraded /v//n<Ai/es Moor. in^nd. and Clear, 
from time to time. Some are very Alaska 
new and sophisticated, like our        PAVf PAWS -Phased Array Warning 
synchronous satellites. But there s^''m; ">"*''" rj.djrs °" *• «•* ' and west toasts jnd in lentul /rxas 
are things that we didn't think (.()|||M   l)AN[ _,jdjr  on  shvmvä 

about when we built those that Island, Alaska, wbuh uses phased 
have come under serious discus- J"Jv tet.hnolot>y to monitor ballistn 
sion in recent months. I'm talking mm,/r fesls 

. , .1 IMP   [lectromagnetM  Pulse. Current 
about the atmospheric explosion or jm/ voluge *UffW u,uered In a 
detonation of nuclear weapons with nuclear blast above tbe earth's 
resulting EMP. blackout and the suttee. 
scintillation (hat can "blind'' these 
"sophisticated" satellites. That's being worked on. We know they have 
frailties. You've got to remember loo that we don't know as much about any 
of those phenomena as we would like to know, because we stopped our 
atmospheric testing many years ago. The Soviets tested in the atmosphere 
longer than we did. and a lot more extensively than we did. and conse- 
quently most knowledgeable people believe the Soviets know more about 
the atmospheric and cxoatmosphcric effects of nuclear blasts than we do 

The second element of strategic connectivity. as we define it. is attack 
characterization: gathering all the intelligence from any possible source, 
using the most sophisticated and tastest means ol collating it. and coming up 
with a decision on what it means I he information gathered by the detection 
elements has to be sent back to the place when; this characterization is dime: 
NORAl) in Cheyenne Mountain 
Now. |usi getting 1! back is a prob- 
lem in itself. We use satellites, we ( ''«»«'»"«• Mountam   site«»/ NOKAÜ ^ 

, . , undeiti'ound t tuntnand post, near 
use transatlantic cable, we use , (i/(„J(/(, Sf)im^ ( () 

high frequency and very high fre- 
quency and low frequency to gel 
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the information there. But a lot of things were overlooked as we built those 
systems. For example, in 1978, when we did a study I'll talk about later, we 
found that one of the terminals from one of the overseas sites was in an 
AT&T building in San Francisco that was unprotected. Anyone could just 
walk in the door to a switching center with the name of the originating 
terminal on a sign. In other words, it identified the overseas station, and you 
know right away that this was the United States terminal for that 
information, highly vulnerable to anything anybody wanted to do to it. 

The NORAD commander's job of attack characterization is unique to him. 
Only one other individual or organization has that responsibility: the 
President. 

... The third step is the decisi n by the NCA. He's going to have to take the 
final attack assessment and do all the other things he wants done as part of 
his decision-making proo. >s—political and other considerations that the 
average military man might not 
even be aware of. He's going to 
.....i- . .. r....i .1.,.; ; i k.    t- .: M A   N.itu>njl Command Authonlv: make a I mal decision, and his deci- ....      ,   . Ihf rrt'snlfitt or j successor 
sion could be any one of thousands 
of choices. People talk about flex- 
ibility in the sinke plan    (here are thousands of alternatives in this plan, any 
one of which he could pick, but making your selection isn't as bad as ii 
sounds. It is vcrv organi/ed, and people at the far end will know what to ilo 
if they get the message 

The most exciting part ol this whole sequence to talk about is how this man 
makes a decision, and I want to forestall anv questions on that right now. 
Let nie just sav that he's got the responsibility he knows he's got the 
responsibility. It's established in law Ohviouslv a man with that respon- 
sibility is going to make provision* for contingencies when he mav not be 
available, or is incapacitated As SAC' commander. I was always satisfied 
that that was taken care of, and I think that's where we ought to leave that 
subject, r.xervbodv likes to know exactly who's next in line, and who does 
what, but that's the President's decision and he's not going to sa\ much 
about it I don't know ol anv President who's ever discussed the subject 
public I v 

So now there is a decision, and it must he disseminated   I he decision goes 
to a stall that's in constant contact with the decision-making authority, the 
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CINCs and the fighting forces. They format the message. Much of the 
formatting is already done. It's the 
staff's job to get the message out to 
the forces that are going to execute clNCs-Commandors-inChief 
the plan, and this of course is time- 
critical because our seat of govern- 
ment is on the coast. This part of the process may have a life expectancy, in 
some scenarios, of somewhere between II and 13 minutes—delivery time 
from the patrolling Soviet SLBM submarines. So these things have to hap- 
pen fast, and they have to happen 
accurately. One tends to think 
about the big parts of the sequence SLBM—Set-launched Ballistic Missile 
like the decision, but the little 
parts, like getting out the execution 
order, arc just as important, because if you don't get it disseminated prop- 
erly and in u timely way. it isn't going to get executed. That's why there is 
not only an NMCC at the Pentagon in Washington, but a national emer- 
gency airborne  command  post 
(NEACP)   which  also  has   the 
capability to disseminate the deci- NMCC-N*tion*l Military Command 

.... ,   . , Center 
sion. It is disseminated through 
every mode available: landlincs. 
various kinds of radios, satellites, and some others that we probably 
shouldn't get into at this point. 

The fifth step is execution of the decision. Again every communications sys- 
tem is simultaneously exercised by the people receiving the order -the com- 
manders, whether they arc SAC*. LANT, PAC or Europe. For instance. 
SAC has a primary alerting system, an automated command and control sys- 
tem. AFSATCOM. the emergency rocket communications system, to get 
the orders out in a matter of sec- 
onds to the crews. And the crews 
are in a lot of different places. Mvr **"* Grnmmd 
T. . , .... I'Al     fai itu (imimand 
Ihcv may be in airplanes.  Incv ._ . v. „ 7.    . •   . . .        .     ' AfSATLOM—Air force Satellite Com- 
may be in the polar f iiehcs of the mumcMnm Systems 
globe, or sitting out in a silo at a 
command and control facility in a 
rocket field in Wyoming. You have to ensure that they get it. that's why 
they use icdundani systems. 

I'he sixth step is one of the most difficult things to do. il you think we've 
had problems so far. That is to collect the intelligence and information on 
what we did to the enemy and what he's done to us; and that, my friends, 
will be very iffy business. You hope to do it through reconnaissance aircraft. 
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reconnaissance satellites, ELINT sources, etc. It will be difficult to get any 
sort of communications back through the environment that's going to be 
existing during that time. But if we don't get that information, then this 
business of extended hostilities or enduring nuclear strategy is just so much 
foolishness—if there was anything to it to begin with. 

The final step is reconstitution of forces, to carry out whatever remains to be 
done with whatever you've got left to do it with. And then the entire cycle 
starts ovci again. Now that, theoretically, is what strategic connectivity is. and 
you can see that it's not something the Bell System is going to solve for us. or 
that any one person is going to solve. It's an extremely complex sequence of 
actions that have to take place, and have to come about in very short order. 

... And there are a lot of anomalies we don't know enough about. What 
happens when an airburst is 150 kilometers high, for instance? What kinds 
of things arc going to go wrong with our satellites? What's going to go 
wrong with our ground-based systems? 

We built a great big trestle out at Albuquerque, for instance. We can put a 
B-52 on that trestle and zap it with 50.000 volts. If we can protect against 
that, we believe we know our C1 can stand up. But we don't know it for a 
fact; we don't know whether it's strong enough. It's interesting: the B-52 is 
actually a pretty hard bird when it comes to C\ because it's so old. A lot of 
its systems are old technology vacuum tubes. While now we're dealing 
with chips, and this low-power micro-technology burns out when one lights 
a match a mile away, so to speak. Well, that's a very difficult thing to com- 
ment on. I wish I could be more precise. 

... One of the most destabilizing things that we and the other side will have 
to live with is the case where one side knows the other side's C system, or 
weapon system, is vulnerable Ih.u is an incentive lor the side living with 
that vulnerability U> go first  (4-6. 7. K) 

Hill MAN       DICKINSON. Uuvttat. Lomtmnd. Control,  and 
"Planning   for   Defense- Commuiucsium*  System*,,   lumt 
.„. ,     ,, . ... ( hivh at SUIt lH Si 
\\ ide C ommand and C on 
trol" (19X2. pp   II 55) 

Our list of goals looks like (his: 
• Improve survtvabdily of C systems 
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• Improve joint and combined interoperability 
• Improve current C systems effectiveness 

• Provide effective wartime C systems 

• Provide effective crisis management 

• Develop capability to degrade enemy C 

• Improve management and operation of C1 systems 
• Realistically evaluate C1 systems 

Numbers one and two are by far my most important priorities: to improve 

the survivability of both the intercontinental nuclear command and control 

system and the theater and tactical command and control system. And then, 
secondly, to improve joint interoperability, because the Services have to 

work together if we have to fight; you can't fight separately. As for the com- 

bined interoperability - to explain the jargon for those of you who arc not 
familiar with it ""joint" means among the US Services, and "combined" 

means between the US and its allies. So »c talk about joint forces and com- 
bined forces. 

... (Joing back to my list of goals: the third one. improving systems. I 

would like lo print in smaller type, i am much less enamored of all the good 

things the salesmen want to sell us than I am of telling them: "Let's take the 

new technology and the neu advances and use them lo accomplish the first 
and second objectives." in other words, as we gel the w ide-bandw idlh sys- 

tems, as we get the tremendous memory capabilities and so on. let's use 

them for survivabihtv rather than give people ten more telephone circuits. 

We've tin» many people talking already. Cutting the total reporting systems 
down lo si/e is another verv important part of that survivabilitv And we are 

doing that. There*» one particularly onerous report called "Unit Rep," very 
voluminous», m which there were, in one computer file, some 4Ü.ÜÜÜ units 

reporting out of our three Services, and up it» lour hundred pieces of infor- 

mation being reported ahoul each «>I those units. We believe that probably 

only a thousand of those units are ncccssarv in wartime, like. say. the «2nd 

Airborne Division. N.»t two-man well-digging teams And about twenty-five 
pieces ol information trom each is probahlv satisfactory. You can see what 

it docs for an AOP program if you can cut down lo that kind ol si/c. and Cor 
the communications that carry that 

information. We're working on 
those kinds ol things loo   Thai's \UP   Auiunuuvd IXtU Prmetung 

not a dollar item, but it's a sur 

vi\ability item. I'll guarantee 

|NU I.At (.HI IS| It strikes me thai in some o! the declassified World War 

II material, in the battle ol the Atlantic, tor example, the most valuable 
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decrypted information tor the most part, by some assessments, was that of 
the individual submarines, U-boats, reporting back nightly to meet standard 
reporting requirements on status of supplies, crew, and so forth. I think that 
may just suggest that the problem you're mentioning is not just lor effi- 
ciency's sake and survivability. We do see the unit reporting, but there 
might be other considerations.... 

|DICKINSON| That's survivability. Very much. We're Irving to cut down 
the emissions, because the Soviets do have a very efficient radio electronic 
combat capability. They will be listening. And emitters Mill be located. 

... C system evaluation- realistic evaluation is very difficult. The reason 
survivability is up there in the number one position, in my opinion. I blame 
on the operations research community and the evaluation exercise com- 
munity. Because it »as always too tough lor either of them to simulate the 
damage that would realistically happen to the O system in wartime. And so 
in all our exercises and almost all our games and studies and analyses, per- 
fect C connectivity was assumed. And therefore the briefings from those 
studies and analyses were extremely erroneous, by very, very major factors. 

Now (hit is changing. You will see Cl degradation in exercises, and support 
for funding is beginning to materialize, because wc ha\c gotten into the 
major war game* thai a•„• really briefed to the top decision-makers In all our 
exercises now we are removing the satellite communications fur a period of 
time The Navy d*>es that weil Their ships are very dependent on a UHH 
satellite !"he> just remove the I Ml- satellite for three days at a time, so they 
ha\c to get the message by HI radio or courier it bv COD. earner on-hoard 
delivery That means a small aircraft Hying off the deck with a small bundle 
of papers. Or thev signal each other b\ light Those are very important 
exercises. 

Another example is our problem with civilian contractors remaining 
oversea* in wartime Or wt»rsc. in tl»e two or three davs immediate I v bel»»rc. 
when war is threatening and the question arises whether they're going lo 
take their families and go Imme, leeling it's more important to evacuate their 
tamilies than it is to stav «HI their jobs, and what that will do to «mi com- 
mand and control jiiu other sophisticated s\ stems We're working on that 
very strong!) in this administration Hut again, that's (he sumvahihtv o! the 
sv»:cm in the biggest sense   I hose arc the teniblv important kinds ol things 

One ol the nuance* ol that whole problem (electromagnetic pulse) is that 
inmlcrn aircraft are even more vulnerable than old aircraft; they're plastic 
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instead of metal, so the electric field penetrates the aircraft more. Also all of 
our neat, fine computer small parts are in many ways more vulnerable sim- 
ply because they are small, they can't absorb the same amount of energy 
that an electron tube could and still continue to function. Sc we have to be 
careful as we modernize. 

... We will be improving the VLF—very low frequency—communications 
to the SAC bomber fleet to ensure their reception of orders to continue on 
course, turn back or whatever, and that will complement their UHF and 
other modes of transmission. Communications to the deployed submarines 
arc being improved as part of the program. I think you know about the small 
ELK program, which is important 
in the pre-hostilitics stage, in part 
as a bcllringer so that if that trans- UF—Utn tow frequency 
mission stops, they know they are 
to go someplace else to get orders 
by some other means 

Communications satellites are very important. 'Hie real news in the satellite 
business, particularly to enhance our survivability. is moving up to the K1IK 
range, which gives us iwic ircmcn- 
dous bandwidth which can be used 
for anti-jammer protection even IM -t*tts High frequency 
more than it would be used for 
additional channels  And that's the 
way we intend to use it. certainly in this system: to improve survivability 
features that are clearly advisable in the satellite business. 

the world of high frequency, as a matter of survtvahilitv. is coming 
back 'Ihc Services almost stopped their high frequency radio programs tit 
the past they thought they were going over lu satellites We have seen that 
that is nut the »ay It» go liiere arc now active programs that arc being coor- 
dinated so the) »ill all tnteroperatc with each other and can be used 
together, and I can promise >ou that this is a very important area I IK- real- 
time sounders let us watch the ionosphere and know exactly »here it is. 
those have made a dramatic improvement in performance High (requeue) 
radio, lor example, in the IKth Airborne Corps at Fort Bragg, thev used lo 
get onlv about hall their calls through the first time on Hi- radio I sing 
ionospheric »«Hinders »c get **S percent call completion satisfaction. Iirst 
time. 

Fiber optics is a tremendous improvement area. It has a lot of advantages, 
not the least ol which is mobility   Yon don't lend to think of plain fiber 
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optics as being mobile, but look at its weight reduction. The metal cables in 
the Air Force 407L Tactical Air Control System take about twelve C-130 
aircraft loads to transport, one system. It would take about one load with 
fiber optics, and that's a lot cheaper than buying eleven more C-I30s. So 
liber optics means less trucks, less truck drivers, less mechanics taking care 
of the trucks, less cooks cooking for mechanics, and so on. You add that up. 
it's a magnificent improvement in both mobility and capability, a manpower 
saving, and a saving in cost as well. Huge bandwidth, relatively secure, a 
little bit harder to tap than conventional wire lines. It can be tapped, but it's 
not as simple: it takes a pretty sophisticated fellow to get into a fiber optic- 
cable. It is a lot less vulnerable, it's TEMPKST-proof. HMP-proof. and it's 
got a lot of dramatically improved capabilities. And just as rapidly as possi- 
ble we're putting in fiber optic sys- 
tems. You know two things are 
happening. We're getting almost 
unlimited computer memory, so UMHS1   program     t<>     «erredif 

• .      . vlet tronn equipment tor \v(urv mil- 
that memory capacity is almost itaiyme 
free, and we're getting very wide- 
bandwidth systems to carry things. 

Millimeter wave radios have dramatic possibilities. A typical millimeter 
wave radii» looks like a 35-miilimelcr camera, and is just about as easy to 
handle. It's got about a two-degree hcamwiJth. so you can point it in the 
direction you want to talk to and get to anything within about four kilome- 
ters without laving any cable in between 

. Alliance warfare is not easy, especially when vou want to work system 
problems Since the creation of the directorate, one of the accomplishments 
of which I'm reasonably proud is that we have become the «lie point of con- 
tact, ol approval, for all the positions from IS representatives, ail the mili- 
tary side of that combination ot |NAT()| committees about half ol those 
thirty-two |M. 24. 25. M. *5. 42. 4»>» 

THOMAS  It.   Ml Mll.l.KN. Ihf»ul\ liimuundvr   UilnjlAit Cum- 
"A factual Commander's mjnUttMi 
View     ol    C'l"     (1982. 
pp  57 7e»> 

hllecltve command and coflllol lets us see the situation as it develops, it col 
lects information and presents it in the appropriate way to decision-makers 
it lets them decide what to do so 'ney can posture the force correctly to be at 
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the right place at the right time. Then, when we get into the employment 
phase, we have to be able to see—we have to see the targets, if not with our 
eyes, then through some kind of sensors—so as to decide how to use the 
force. We then have to assess how it's going, so we have to get information 
on what the situation is and how it's changing. Fundamentally, we need to 
be able to take advantage of the speed, the maneuver capability, tJ«e ability 
to shift rapidly from one place to another, and the firepower tint is funda- 
mental to TAC Air. We have a notion that says we re-role aircraft on the 
ground; we change them from one of the roles that 1 mentioned earlier to 
another role before they're launched; once they are airborne, we can change 
their tasking, but if they're configured for an air-to-ground mission, that's 
what we will use them for. We may change the point at which we apply 
them, but we usually can't change them from an air-to-ground mission to an 
air-to-air mission in flight, because they would probably not be carrying the 
right kind of ordnance. Simply said, the key element of CM is people doing 
the time-honored military business of leading; they're supported in doing 
tSiis by a mixture of procedures, facilities, sensors and data processing 
equipment. 

... A good CM tactical system has to be able to degrade gracefully; that is, it 
must be able to lose some of the capability that it started with initially, and 
still not come unglued. And that's a very challenging requirement; in fact, 
as we concentrate more and more on how best to design the CM system, 
there's a tendency to envision one tnat's centralized—hut frequently cen- 
tralized systems don't degrade gracefully. As one link goes out. it might 
take with it a lot of force capability. So that's something that we concern 
ourselves about. 

On the other hand, graceful degradation is one of the good characteristics of 
manned systems; they are capable of reasonably effective independent oper- 
ations. Part of o.T CM training prepares for that. Our training prepares our 
people not only to use the system when it's fully operating, but to preserve 
its effectiveness when it becomes degraded. (59, 60) 

It).        STUART    E.    BRANCH. Deputy Assistant Secretary for Com 
"CM and Crisis Manage- mumcauons  Department ol State. c memoir   National Communications 
ment" (1984. pp. 87-102) System and US Communications 

SecufH»' Hoard. NSC 

This area (communications security! has received a lot of attention in the 
past and in this administration. The Carter administration recognized the 
problem and issued Presidential Directive 53. Although not much happened 
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in the implementation of that directive, it did stress the need for a national 
security communications system that is restorable, interoperable, and 
survivable. 

... (TJhe State Department's communications system is as much a piece of 
that worldwide military command system as are the defense elements, and 
... it has the potential of playing as much a role in command, control, and 
communications as do a number of the military systems. 

... The Beirut Embassy bombing is a crisis situation you all are well 
aware of. We lost our communications center in that bombing. As at most, 
J not all. of our locations, we had 
some off-site capability. Our off- 
site communications capability        Beirut Embassy bombing-1983. A sec- 
could handle only a limited amount ^Ä?SfÄ 
of information, so we augmented it presentation. 
with certain tactical satellite sys- 
tems. We were back on the air 
within 24 hours with full capability in a different location. 

... I mentioned the Presidential Directives regarding national telecom- 
munications and how they came about, and that implementation respon- 
sibility went to the National Communications System. It was concluded, 
however, that as a government entity it alone couldn't do a great deal to 
improve the system's survivability. restorability. and interoperability. That's 
because some 90 percent of the communication system the Defense Depart- 
ment depends on belongs to the private sector. So the next step was to 
involve the private sector in the process. The National Security Telecom- 
munications Advisory Committee to the President was formed, it consisted 
of 30 chief executives, representing the satellite, data processing, and tele- 
communications fields. Tasking for the National Communications System. 
as contained in Presidential Directive 53, wau primarily addressed to domes- 
tic communications systems, so it was difficult to see a concern about our 
'iternational communications. When Presidential Directive 53 was rewritten 
as National Security Decision Directive 97. it specifically incorporated lan- 
guage addressing the international side and asked the State Department to 
study and manage international services. The National Communication Sys- 
tem remains the executive agent but the State Department had agency 
responsibility for meeting survivability. restorability. and interoperability 
criteria. The Department then asked the National Security Telecommuni- 
cations Advisory Committee to put together a task force to examine inter- 
national telecommunications and give us some thoughts on how we could 
make the international communications commercial operations more 
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survivable. more interoperable, and more restorable. That task force was put 
together with about 13 representatives of industry. Part one of their report 
was issued in April 1984. It was sent to the White House and accepted. Part 
two was completed later in the year. 

The report includes recommendations that you would expect: greater use of 
commercial satellites from embassy premises as opposed to terrestrial PTT 
facilities (recognizing that this would require a lot of coordination with those 
governments, some regulatory issues, and some legal issues). Also sug- 
gested are ways to build in greater redundancy in the communications 
between the embassy and central offices or earth stations. We should also 
improve the restoration priority assigned to our critical circuits. 

One of the concerns we had was how the divestiture of AT&T would affect 
our embassies in Washington and overseas. When Bill Hillsman was direc- 
tor of the Defense Communications Agency he used to say who do we call 
alter divestiture? We call AT&T now; who will we call to restore our com- 
munications? Think about that a minute—who do the embassy communica- 
tions officers in Washington call? Are they going to work their way through 
this maze? We put together an organization called the National Communica- 
tions Coordinating Center, under the Defense Communications Agency, and 
that's supposed to be the place where we have industry and government rep- 
resentatives jointly operating. If you have a serious problem, you call there 
and that's where it comes together. 

... My personal observation is that while there is serious concern about the 
capability of our national security telecommunications assets to accommo- 
date the stress conditions you have examined, and while there are many 
advocates within the Administration for improving our capabilities - witness 
this no» Kxecutive Order there seems to be a gap between what the pol- 
icy is and where the resources are 
to implement it. I'm not suggesting 
that we cannot revise our thinking. ''»•> ««•« £*«•< utivc ()tdet -April 4, i*w4 
revise our planning,  and  take 
national security and survivability 
into the planning process as we design our systems. Hut a program of l!:is 
magnitude is going to span administrations, and it is unclear whether there is 
a national commitment to this philosophy that would carry through admin- 
istrations and provide the funding necessary to support it over the long haul. 

It's common to measure the cost of system acquisition, and maybe even sys- 
tem activation, but it's not as common to measure caretullv the cost of 
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maintaining this kind of capability over the long haul—the personnel, train- 
ing, logistics, facilities, and updating. It's a tremendous effort to keep 
abreast of the state of the art. If you build a system for emergency purposes, 
at what point do the funds dry up because the more pressing need is day-to- 
day? Who makes that decision? I do not in any way suggest that we don't 
examine emergency needs or fold them into our design process, but I'm not 
certain that we have accurately measured the total cost of implementation. 
(87, 89. 94, 95-96) 

I I . RICHARD G. STILWELL, Chairman,   DoD   Security   Review 
"Structure and Mechanisms Commission 
for Command and Control" 
(1985. pp. 33-65) 

We've done very well at the national level, in my view—except for the 
exigency of nuclear war—in building a fairly robust communications 
system. 

But that's not true at the theater level. Each theater is different, has different 
requirements, and in my view, the theater commander should be given the nec- 
essary assets to contract or otherwise to design the architecture he needs out 
there for his theater- PACOM. EUCOM. CENTCOM, whatever—and then 
we ought to break our necks to ensure that he's provided with that. 
So. that's point one. As I said. Bob 
Kingston, three years alter the „.,.,. 

.-   ni'iiT^nn ii PACOM—Pacific Command activation  ol   ChNICOM,   still ,,„,,».   r ,- , , /(/( OM— European Command 
doesn t have the minimum essential CiNTCOM-Centnl Command 
communications  capabilities  he 
needs as CINC CENTCOM 

... I guess the last thing I would leave with you is that command and con- 
trol involves a good many things that you don't normally think about: an 
organization for decision-making; a structure that you hold inviolate for the 
transmission ol" instructions downward—although you can skip echelons on 
the way up for information purposes; and people who understand the mis- 
sion, who are diilled in the doctrine and the procedures that constitute team- 
work. In the last analysis, these people are especially important to the 
exercise of command and control. Then, M course, you do need the 
systems the hardware, if you will, that makes all of those things more 
efficient. (62. 65) 
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12. RICHARD D. DELAUER, President, Orion Croup Limited; for- 
"A Consultant's View" mer Under Secretary of Defense for 
(1985, pp. 87-102) Research and engineering 

The most iinportant feature of C3I is that it is one piece of the President's 
strategic program that has never taken any flack; that's the real reason for 
the survival of C3 strategic forces. Congress has supported it fully, and by 
the end of next year we will have spent as much on strategic C3 as we will 
have spent on the B-l, about $20 billion. We are getting close to having 
fully survivable C3 for strategic systems to both the National Command 
Authorities (NCA) and the Strategic Air Command (SAC). After the 
authority is given, the SAC link can be used to command the strategic 
forces. C3 has been one part of the President's programs that we've done 
correctly and on schedule. In another year or two, C3 will be complete ... 

(STUDENT]       YOU talked about improvements in strategic C3 capabilities, 
but not theater C3. 

|DELAUER| Well, theater C is mostly being focused on two areas. One, 
the fusion that 1 talked about, the Joint Surveillance Target Attack Radar 
System (JSTARS), which is the joint tactical side-moving target-indicating 
radar that will be the basis for the whole battlefield management aspects of 
theater CM. The Army and the Air Force both are buying it. The Army's 
radar probably will be carried in an OB-1. with the data stream coming 
down to Army command posts (which, by the way, are soft and we must do 
something about making those survwable). The Air Force's data stream will 
come out of their radar which will be at least in a 707—C-18, we call it— 
and it will fly behind the forward area portion. And those will be the two 
tactical sensor integration systems. 

The communications themselves primarily depend on to whom you talk. 
They're not really integrated yet. The Tri-Service Tactical Digital Com- 
munications System (TRI-TAC). which is the Army tactical system, has 
been the world's greatest WPA job for a long time, building all these 
switches. There's a secure voice communications system that the Air Force 
will use for its fighters. It should be tied into the Joint Tactical Information 
Distribution System (JTIDS) which is really a Navy system, a tactical infor- 
mation system for voice and data. 

After quite an argument, the Air Force joined with the JTIDS team—that's 
where Service parochialism comes in—and we're getting the son of JTIDS. 
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or the enhanced JTIDS (EJS), which is the newest improvement of SEEK 
TA'JC, the Air Force's secure, jam-proof airplane-to-airplane system. The 
on!y Air Force system that might be tied into JTIDS would probably be the 
Airborne Warning and Control System (AWACS) because they have to talk 
to everybody. Now we're looking at putting a JTIDS terminal in an F—15, 
but the F-16s won't have any in my lifetime. 

The Army itself has embarked on a big procurement that will end up costing 
about $5 billion dollars when it's all said and done. It's called the MSE 
(Mobile Subscriber Equipment). In a sense it's putting telephone equipment 
in a jeep. It's the lowest end of the communication link with the foot sol- 
dier. That system is compatible with most of the TRI-TAC switches, so for 
all practical purposes, somebody could call from the White House all the 
way down to get that guy in that particular jeep just by dialing the right 
number. 

The President actually did it once. His call was quite funny. He went out to 
visit James J. Kirkpatrick. the conservative columnist who lives out in west- 
ern Virginia, for Thanksgiving Day. He had this new equipment in the car 
along with Kirkpatrick. The President said. "'This is a great piece of equip- 
ment. I can call anyplace." And Kirkpatrick got interested, and mentioned 
one of his sons was on a ship in the middle of the Mediterranean. The Presi- 
dent got on the phone and asked for this kid on this destroyer in the middle 
of the Mediterranean. Faster than you can get downtown Boston, they 
answered. And the President said he wanted to talk to so-and-so Kirkpatrick. 
And this kid told his dad later, never to let that happen to him again. His life 
was never the same aboard that ship. The President called him right down 
and said hello to him. then said. "I've got your Dad and your Mom here, 
would you like to talk to them?" We're getting to that level of sophistica- 
tion, so now we can do that. 

... Integration with NATO forces? We're not doing too badly. The biggest 
integration would be through the German digital system. For a long time 
that was a tough problem, because the German Bundespost never wanted to 
go digital. And once an analog man. always an analog man. Finally they 
decided to change leadership, and now they're pretty much in the digital 
system, which means they can be 
reasonably integrated. If we get the 
PTARMIGAN system, the British PTARMIGAN-* mobile, digital, trunk- 
MSE. it'll be even more integrated smtchmg network developed by tht> 
with the Butish forces. But there Bm$h 

is a problem, there is always a 
problem  
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[STUDENT]       How do you feel 
about the survivability of C3 on the SSBN-nuclear powered ballistic mis- 
SSBNs? 

sile submarine 

|DELAUER| Oh, fine, I think. Of course right now, it's very survivable 
because they're not yet connected, although almost. But seriously, there are 
only two nodes to worry about—the submarine on one end and the sender on 
the other. That's the problem with terrestrial C3: there are a lot of nodes all 
over the place, and the nodes are the tricky part to make survivable; 
everything else is handled redundantly But the only really non-redundant 
node in the SSBN C3 is the SSBN itself. So survivability of C3 on SSBNs 
seems pretty good. 

Now, if you're really talking about blue-green lasers instead of extremely 
low frequency (ELF), and blue-green lasers are what we're looking for in 
real survivability, then how to 

deploy the laser system becomes TACAMO-"take charge and move 
an   issue.   It's possible  to have out": acronym for airborne com- 
ii TACAMO aircraft deliver it, munications link with strategic sub- 
h.L.    I?  *     .L     « , marine force as the E-6—they re pretty , 
... E-b—electronic      warfare     aircraft 

survivanie. equipped with surveillance and con- 
trol system as  well as jamming 
capability 

The big issue is to ensure com- 
munication with the submarine 
when it's submerged. That is not quite possible with the TACAMO now. To 
talk with it, a submarine has to pop up near the surface. Submarines are very 
good in regard to knowing what's around them, and they're not going to pop 
up to the surface with a Backfire or something sitting over their shoulder, or 
three or four destroyers sitting out there, or even another submarine nearby. 
So. 1 think the survivability is adequate, but it's a question of effectiveness 
right now. If we are going to take 
all  these precautions we must 
advise them so that they really can Backfire-Soviet medium range 
L     •      i     •   « •  .      . . bomber 
be timely; I think it s getting bet-        ,X5_ncvvt.s, 1ndvnt m/ss//e 

ter. because with the D-5, sub- 
marines can cover much more of 
the broad ocean area that's much rougher to cover, so they can keep a safer 
distance. 

Survivability should be the least of our worries. First of all. trying to 
retarget everything will take some time. Then, in terms of surviving 
capabilities, if at that time the SSBNs have to cover targets that were not 
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covered by the Minuteman or the bombers or the cruise missiles, then it's 
best just to save surviving capability. The deterrents have gone down the 
drain, so it is a completely different situation. 

... 1 think the biggest thing we need to work on in the area of battle man- 
agement is non-nuclear combat equipment that the Soviets can handle by 
just jamming. Also, I think the second criterion of the deterrent, the effec- 
tiveness, has to be demonstrated. If we come up with a command and con- 
trol system like the one we have in the shuttle, where whenever something 
goes wrong we sit down for two weeks, they are not going to consider that 
much of a deterrent; they wouldn't even bother to attack it. Then they'd 
really be dangerous, because they'd just ignore it. So you wouldn't even 
have the benefit of warning that an attack on the system would provide. (87. 
95-96. 97-98) 

13 DONALD C. LATHAM. "A Assistant Secretary of Defense, C'l 

View From Inside OSD" 
(1985. pp. 103-23) 

... |T|he Soviets are spending enormous sums of money in the C'l area— 
and have been for a long time, are paying a great deal of attention to it, and 
are quite good at it. especially as it ranges from leadership protection and 
the survival and endurance of the Communist Party, to heavily fortified shel- 
ters, to airborne command posts and submarine command posts, and satel- 
lites, etc. 

... 11 In order to terminate hostility you've got to know what's going on. 
you've got to be able to communicate with your adversary, and so on. We 
are taking steps to be able to do all that. Another major imperative is to limit 
the damage and then, last, to maintain reserves. This last requirement puts 
another burden on C'l. 

... There are a whole series of NCA sites that have communications to and 
from the forces by satellites and cables and radio systems. The forces are 
then under the positive control of the President as the National Command 
Authority. In all of those areas we're modernizing everything -the forces, 
the communications, and the sites. 

What do I mean by enduring C'l? That's a question that is asked frequently. 
First of all. the uppermost requirement is having absolute control of nuclear 
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weapons under all conditions and at every level. There's been a lot written 
by people saying that in the event of a strategic nuclear conflict, if the sys- 
tem were to go out of control it would be like a control system having too 
much feedback, resulting in weapons being launched indiscriminately. That 
is not the case, we ensure that such a scenario could never happen by the 
way we control the weapons and stay connected to them. That's the first 
major requirement of the system. 

(STUDENT!       Can you apply this to the theater as well? 

(LATHAM) To the theater and down to a nuclear artillery shell, to the 
lowest level. 

|STUDENT] Why do you say that we would have absolute control of 
artillery once forces have been dispersed to the field and release authority's 
been given? Why do you assume that we would be able to maintain control 
once nuclear weapons have been used? 

|LATHAM] Well, first of all. you want to be able to release selectively. 
You would not tell the artillery it could have everything at its disposal. You 
would release selectively. Maybe only so many rounds, or only a particular 
group could be released, and the civilian authorities would know the targets 
they would engage before the weapons were ever used. Down to that level 
of detail. It's a monstrous decision ever to use a nuclear weapon. 

(STUDENT] But if the release authority isn't grantee' as weapons dis- 
perse, you run into the problem that it may be very difficult to grant the 
authority— 

I LATHAM |       Thai's right. Exactly. 

I STUDENT |       So then there is u problem with giving selective release. 

|LATHAM| That's exactly right And so you've erred on the side of not 
being able to do it. There is a problem in the control of nuclear weapons in 
that you have two conflicting requirements. You want to design your com- 
mand control system so that there is absolute total control of nuclear 
weapons in peacetime as well as during a crisis, such that they cannot be 
used inadvertently or in some way detonated by accident. You want the 
absolute highest assurance o\ that possible. Yet at the same time, on the 
conflicting side, you vsant to be able to release those weapons some day if 
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you ever had to, and actually have them detonated if you so commanded. 
Those two kinds of things are in conflict from a technical and operational 
point of view. So, you have to and would want to resolve that, in our judg- 
ment, by erring on the side of safety, reasoning that 1 would rather not have 
the system be able to work than just have an absolutely uncontrollable situa- 
tion. In the case of the artillery shells, if I couldn't get the word through, 
they couldn't be used; I probably would err on that side of safety rather than 
the other way. 

[STUDENT | What about a situation where release authority has been 
selectively given already? For example, we'd like to withdraw it now to ter- 
minate the conflict. 

|LATHAM|       That absolutely has to be part of the system. You must be 
able to do that. 

|STUDENT]        Well, is there no problem with jamming or interference? 

|LATHAM| Certainly. Getting the word through may be very difficult, 
but you can have procedures where you have selective relei.se for 12 hours, 
10 hours, or three hours. Unless you are otherwise told, you will relock your 
weapons after that time. That's one precaution. In case you can't get 
through, you tell them to relock. and not only to relock but to report that 
they are reloeked. to send a message on that. And we have devices such that 
once the weapons are reloeked, they can't be unlocked again without higher 
authority sending the right unlocks. There are many safety features built in. 

|Sl'l Dl SI | What do you mean by relock.' How can you recall release 
authority? 

| LA Iff AM |        You terminate release authority. Believe me. there are locks, 
literallv.    You   relock   on   the 
weapon, he it electronically, or via . . ,        / tor «i twtMk'u. uiHUMilivd discussion 
software s\ stems, or hv whatever it „, tnt.  /o< ^   ,<./,.„<•</ „, /,,.„. s«.,. 
is. that means the weapons cannu; Pvtrr Stem jmi Pvivr fvavet ANMU- 
be used. You lock them back up '"« (turnd <»i Nutlvar Weapon»: 

l hi« [volution MI IVrmisMNc At lion 
under positive control. links ,,,„,,,.,„, MD. ( n/H.,s„v /»fe»s 

<»/ AntvtHd, ivßTi. 

| SU DINT I        Hut does that relv 
ov the unit in the field implement- 
ing that relock? In other words, it's not triggered from a hierarchy, an 
electronic signal going out. 
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|LATHAM|        Not to every weapon. No. 

|STUDENT)       You would be dependent on the commander in the field, 
then? 

(LATHAM| Somebody would be in the field doing something to take 
weapons and to put them back in storage or take them off aircraft, take them 
out of artillery units, and put them into safe containers and then reset the 
devices that relock them. We have devices on weapons that lock, so that if a 
terrorist look a weapon and tried to detonate it. it would not be possible. 
There are various levels of protection on weapons. 

... Now let me summarize where we are on some of the initiatives. I've 
broken these down into the three areas I mentioned earlier: warning and 
assessment, command and decisionmaking. and supporting communications. 
First of all. in the attack warning and attack assessment (AW/AA) area, 
we've formulated a new architecture that is much more robust and enduring 
than we've had before. General Herres is the chief architect. We're putting 
in over-the-hori/on backscatter radars (OTH-Bs) for complete continental 
United States (CON-US') coverage against air-breathing threats. The first east 
coast sectors are almost completed, and the west coast sectors will start 
soon. We're also putting in a southern sector. Those radars will provide 
warning and tracking information against air breathing threats, namely, 
cruise missiles and aircraft. For the Ballistic Missile harly Warning System 
(BMEWS) radars, of which there are three, the computers and software on 
all have been upgraded. And we are in the process o\ putting in new phased 
array radars at Thule. Greenland and at Fylindales Moor. Fngland. 

Finally, we are constructing two more of the PAVH PAWS radars in the 
United Stales. That makes a total of four. They "look" outward for incom- 
ing submarine-launched ballistic missiles; the one in the southeast will also 
perform space tracking, in addition, we've block-changed and improved the 
DSP program that I mentioned earlier, with new satellites that are more 
survivable and have enhanced 
capabilities. And we've started 
studies on the Boost Surveillance nsP- Defense Support Program 
Tracking System (BSTS) that will SDI—Strategic Defense Initiative 
replace the DSP someday. The 
BSTS is also part of SDI 

|Sll l>l-NT|       What is block-change? 
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I LATHAM) Block-change means that you move significantly from the 
previous satellite configuration because it begins to incorporate a fairly 
major set of design changes. 

Now let me address the area of initiatives in communications. We have the 
Defense Satellite Communications System (DSCS III) now in a multi-year 
contract. The first of those DSCS Ills is in orbit, operating. We have 14 of 
those under contract. The second one will be orbited this year. We also have 
several reserve DSCS satellites in storage in orbit; we keep four DSCS satel- 
lites operating continuously around the globe 365 days a year. Another satel- 
lite system is the Military Strategic. Tactical, and Relay Satellite 
Communication System (MILSTAR); that's the extremely high frequency 
(EHF) system operating up in the gigahertz frequency range. It is in full- 
scale engineering development now. and a first launch is scheduled for the 
late 1980s. It will be a very survivable system. Il will allow us to put termi- 
nals on bombers as well as on submarines and iand combat vehicles. It is the 
first of its kind. 

We also have on orbit the UHF military communications satellite known as 
FLEETSAT. Four satellites, plus other leased assets, provide vital global 
coverage. Additional FJLEETSATs are being procured to maintain the UHF 
constellation into the far future. 

We also have developed the Ground Wave Emergency Network (GWEN)— 
a low frequency set of lowers using packet switching technology to move 
low data rate messages across the country into command centers. GWEN 
will provide assured capability of getting short emergency action messages 
across the C system. Then we have the Miniature Receiver Terminal 
(MRT). which is a new receiver going on the bombers; it operates at low 
and very low frequencies. 

The F 6A is the new replacement lor the C-130 TACAMO aircraft that we 
maintain on orbit 24 hours a day Not only do we keep a command and con- 
trol airplane up 24 hours a day in the midwestern part of the United States, 
we also keep two TACAMO aircraft up one in the Pacific, one in the 
Atlantic 24 hours a day. 365 days a year, for assured connectivity to sub- 
marines. We're replacing the C 130 that does that job with a new airplane 
called the L-6A. whieh Is an AW ACS airlramc 

Lastly. we're also moving into wide-band EHF to carry more data with 
higher jam-resistance. 
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In the navigation area there is the Global Positioning System or GPS. Riding 

aboard GPS is the Nuclear Detection System (NDS). The GPS side of the 

system will be an IX-satellite active constellation at around 10,000 miles 

altitude, providing location in three dimensions in real time. So an F—16 

pilot, for example, can determine where he is within about 30 feet in three 

dimensions at any given instant in time. The system can also be used to ver- 

ily the tune very, very accurately. GPS can be accessed from ship terminals, 
submarine terminals, manpacks, vehicular terminals, and so on. NDS rides 

onboard the same satellites and would allow one to know instantly where a 

nuclear weapon went oil with an estimated yield and height of burst. With 

NDS. in the event anything were to happen, we would be able instantly to 

perform damage assessment, on ourselves and on the adversary. NDS read- 

out terminals on the airborne command posts and other places will provide 

this information. 

.. There are also other communications initiatives underway. JRSO or 

jam-resistant secure communications terminals, are mobile or movable satel- 

lite terminals that operate with DSCS. The one commercial initiative is 

called the Nationwide Kmergency Telecommunications System (NT IS». It's 

an initiative that will upgrade and make more robust the public switched 

telephone network. We've invented a "box"' (or Bell Labs has. with our 
money) that can be put on certain switches The way the US public tele- 

phone switched networks operate is with very. very large switches, then 

medium-si/cd switches, and then some smaller ones. The smaller ones are 

called class lour and class five switches There arc about 20,000 such 

switches in the country. Now. at the moment, there mav be onlv two or 

three possible routes to connect points A and li (for example, front here to 
San Iranciscoi But when we put this box. which is really a special purpose 

small computer, on a lew hundred ot those switches, we'll he able to ^o b\ 

hundreds ol routes So having Nl IS in place will provide a much more 
robust communications network using those billions, oi tens, or hundreds of 

billions ol dollars, whatever we've got sunk into the local PIT 

In the functional area ol command and control, we've built, deployed, and 
delivered foui 1 4Hs. the highly modified 747 aircraft crammed lull ol 

communication equipment that ate called the national emergency airborne 

command posts iM.A( |\i lor the President Ihev are deployed now in the 

middle western part of the I tilled States, they're not at Andrews \IH any 

more Ihev sit on live minute 

alert, or at least one ol th<<sv air 
IM   llif   muiillf   \\f\lfui  (Mil  nl   thf 

craft does. 24 hours a da;.. \tif> ( „„,., / Sf.„,.N   (,„„„„. v« huiusu 

days a year We are a ho moderniz- 

ing the worldwide airborne com- 
mand and control platforms, and will continue !•» \\o that   Ihev are receiving 
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new electronics, new communications equipment, and things of that nature. 
We have about three dozen of those. We're hardening systems against high 
altitude electromagnetic pulse effects and we're doing a lot of special studies 
on how to do an even better job of providing for a surviving command and 
control function. 

|STUDENT|        Do you have any of the K-4Bs at Andrews? 

| LATHAM |      No. 

|STUDENT|        IX) you have any other emergency aircraft? 

|LATHAM| Yes. we keep other aircraft that are on special alert to get 
the President out. but they're small aircraft. 

|STH)I:NT|       They don't have all the command control equipment? 

|LATHAM| We have a Presidential support squadron that has special 
helicopters and things of that nature for coming in and getting him out of the 
White House if that were necessary. Now. the probability of something like 
that happening that is. if the Soviets or some bad guys could so surprise us 
that we have to panic in the middle of the night to get the President out of 
the White House—wc consider highly unlikely. The US system provides us 
with the ability to tell if something is up and take much more measured 
actions anyway. So. I don't look at moving the President as the most proba- 
ble situation, and thai might send a wrong note anyway.... 

|STl DI.NTI I'd like to shift away from the strategic to the tactical. 
Charlie Bcckvuth. «ho was the Delta Horcc commander on the attempted 
Iranian hostage rescue, commented on the C that he had. I'm addressing the 
system rather than the particular technology; I guess they «ere UHF satellite 
terminal packages at various points, but it's not significant whether they 
were VHV or some other frequency. He said the communications were 
basically good, and that the interplay went well between the various ele- 
ments m the hierarchy, and that the command and control structure was a 
model for jointness. And yet there have been various allegations that, in 
(irrnadu command and control could have been better. Some of the stuff 
I've read in various articles (all of 
it unclassified) say the radios for 
 i ,. „ ....„it .   .. „«* •.. i.trnjdd   thr US invasion, October some ot the ground tones were loo ,,  „.„, 

heavy and they couldn't keep up. 
and there were other things about 

J4. mi 
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air strikes not being well coordinated. From your perspective what might 
have, or what should have been some of the lessons learned? 

|LATHAM| Well, there's an interview with me in the February issue of 
the Armed Forces Journal International that asks that same question. And 
my answer is that we really didn't do the pre-invasion planning that is nor- 
mally required by the communications and command and control people in 
order to get various aspects of the 
communications     plan     really an interview with me—"An Exclusive 
straightened out—who was going AFI   Interview   with   Donald   C. 

, . .   . Latham," Armed Forces lournal 
to have what equipment,  what international, February 1985. pp. 
COMSEC was needed, and all 54-70 
that. So, it was a planning defi- COMSFC—secure communications 
ciency brought on by the very high equipment 
secrecy and the short time that they 
had to get the job done before they went in there. That was really it. The 
equipment is designed to be interoperable, and there's adequate equipment 
around. It just was a very closely held, very short-term planning job done. 
The commander of the whole task force admitted publicly in a speech not 
more than a month ago that he'd never heard of the PRC-IOI radio until 
about two days before the invasion. That's a hand-held satellite radio. You 
must know what you're doing with your communications or you're going to 
get in trouble. So. he had trouble. 

|MCLAUGHLIN| I can see other situations where one might have more 
time. It seems to me that any commander going into an operation like this, 
even if he had more time, will still want to maintain surprise. The secrecy is 
going to be the continuing problem and the losses entailed are in part the 
price of that secrecy. This is a problem that comes up time and again. 

|LATHAM| That's right. There was a trade-off; they made a judgment 
that secrecy was more important than anything else, and paid some price for 
that. 

|()IT!IN(iLR| Hut wait a minute. Thai's the sort of fix one is in as of the 
week, the month, or the year before Grenada. The real problem is when 
you're in Grenada. Think of it this way: one of the classic elements of the 
spy story is the phone booth. Why? Because the phone booth is there, and 
nobody knows I'm walking up to it, and yet I have the guarantee that no 
matter what phone btx>lh I walk up to I can talk to some place. So. it seems 
to me that more fundamental than the matter of either secrecy or surprise is 
the problem that one cannot count on the notion that whatever piece of 
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equipment one walks up to, whether it's in the clear or encrypted, one has a 
reasonable chance of reaching some other instrument in the friendly forces. 
There is the root of the problem. Why can't one count on walking up to a bit 
of communications gear in the US military and have reasonable assurance 
that it'll communicate with another friendly piece of communications? 

|LATHAM| Well. I think that we're rapidly getting there in most cases. The 
mean-time-bctween-failure rate of the VHP combat radios out there today is 
unacceptably low. So. when you walk up to a VHP radio mounted in a jeep 
today, turn it on. and hope you can talk to the brigade commander, it may be 
that it doesn't work because it's failed for some reason. That is a fact of life of 
all radio systems, and even telephone systems (although we've made these far 
more reliable over the years, at least in terms of fixed plant). 

Now. the new radio that replaces the VRC-12 has got at least 10 times the 
reliability, so we're more confident now that when somebody uses the radio, 
he can make contact with another radio of a similar kind, and using the same 
COMSEC. In some of our aircraft radios now we're getting a mean-time- 
between-failure of thousands of hours. So the ability to communicate relia- 
bly is getting better and better. We're experiencing exceptionally good per- 
formance on our satellites. These DSC'S satellites I mentioned are lasting 
years and years longer than their life design had intended. So you can have 
some confidence, as Beekwith did. of being able to have a satellite terminal 
that will in fact work over that satellite. We used those in Grenada, and 
Beekwith used those both SHF 
and UHF- in Iran, and they were 
used in Beirut. And they worked s///  -.Super High frequency 
pretty well. They had good clear UHI   Ultra High frequency 
voice. gtK>d quality voice. So, it's 
getting heller. 

Still, it you want to talk across Services (and that came up in Grenada, about 
cross Service communications with different types of radios, using different 
types i>l COMSPC equipment) you "re probably going to get in trouble. And 
that's what happened in Grenada, because the) dnln I have the right stuff there; 
they hadn't planned lor it. The special forces brought in their own communica- 
tions, which were un'quc to them. So. cauTull) planning this out could base 
solved a lot i>l the problems, hut again, there was an insatiable desire lor inlor- 
ination, MI people were trying to pass tons oi information back and torth both 
wa;.'.. and tilings got congested and broke down in that sense loo. 

However, we do have a program called Jomi Inie operabilil) ot Tactical 
Command and Control Swicnis (JINTACCSi which .-« a joint, cross Service 
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effort to make sure that tactical command and control systems are, in fact, 
interoperable. We will spend about $100 million on that in 1986 doing tests, 
promoting standards, setting up various testbeds, doing simulations, and try- 
ing to be the keepers of the interoperability. (103, 105, 106-07, 108-09, 
111, 120-21) 

14. CLARENCE       E.       MC- Director,  Command,  Control, and 
KNIGHT. "CM Systems at Communications Systems, ICS 

the Joint Level" (1986, 
pp. 1-30) 

As we move across this increasing spectrum of capabilities and threat toward 
the 1990s and the Strategic Defense Initiative (SD1) programs, we have to 
look at the tremendous demand that all of this is placing on command and 
control systems, recognizing that most of them have evolved from existing 
systems and are actually just extensions of what is already there today. So if 
you give a dictum that you want all of that to be surviving and enduring, 
you're looking at systems thai become more and more and more complex as 
we start our electronic expansion around the world. 

... When you look at Cl systems, you have to take into consideration their 
drivers, all of which have an impact on the national strategy and the ele- 
ments of the military strategy that were derived from those national objec- 
tives. Naturally, technology drives Cl systems. So does where we are in the 
world, our geographic responsibilities. A big part of ihe equation as far as 
the O systems are concerned and how they are put together has always been 
the land mass of hurope. As for architectures, in 1962. when the Defense 
Communications Agency was created, everyone expected a big meta- 
morphosis, big architectures to be formed. Well, what happened is that they 
merged the administration and command networks in the Services, and 
they've been laminating those ever since. The new kinds of architectures are 
the satellite constellations and we need to look at what we can do to harden 
those and to move into other arenas that are being forced into being, such as 
the joint and combined interoperability networks, constantly pushed by the 
threat. But we have to look at these new architectures in context with what 
already exists, and that's a big chore because we are heavily capitalized in 
older equipment, particularly in our analog equipment. It would be nice if il 
were all digital equipment. but we have an awful lot of analog equipment. 

When you look at the connectivity between the National Command 
Authority and his commanders in chief who are his warlords, if you will. 
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you have an expansive amount of territory to cover for that connectivity. It's 
global. And you can finesse it with force structure in other areas bi.t you 
cannot finesse it with command and control systems. You can do a lot of 
things with wires and mirrors on a limited exercise, but if you want to have 
a robust global communications system, you have to make the investment all 
over the world. 

Now, for you gentlemen in the State Department, you know you have the 
Diplomatic Telecommunications System. There are many crossovers 
between the Diplomatic Telecommunications System and the Defense Com- 
munications System. But neither one of us has the robust linkage that we 
would always like to have -cause we are using national and international 
systems as the connectivity i.om all of those systems. We do an awful lot of 
handshaking around the world as we try to create systems that can posture 
our forces and also accomplish the diplomatic nuances necessary for 
deterrence. 

... |Y|ou can't take one piece of technology like fiber optics or microchips 
and say. "That's the solution." because they're all part of subsystems; they 
need to be integrated into a much larger mosaic. 

... One of the other key things in our C systems today that 1 need to com- 
ment on, and that I've had to talk to some irate Senators about, is the inter- 
operability issue. I don't believe everything should interoperate. Certainly, 
our industry does not permit us to make everything interoperate because 
many times equipment is built on a competitive basis, with some features 
added specifically to make them unique so they won't interoperate. We 
really need to ask ourselves the why. how. where, and when kinds of ques- 
tions so that we get an overlapping of the Services' needs and tie their sys- 
tems together in such a way that will make us more able to create the entire 
architectures without having to worry about everything. We tried in TRI- 
TAC to build "purple" equipment and we found it's very expensive to do 
so. It's much better to build equip- 
ment that will work together by 
, ,    •       .*. r L I Hl MC- loint (In-Svrvnv) Tactical 

defining the interfaces because Commutation* *ug*m 
there are so many unique Service "purple" equipment—intended lot 
requirements that you cost yourself l°"u use "'"'P'«' represents a bk-nd 

.. ... it "'»,' ft the uniform colors ol several 
out ol  the arena very quickly. Services) 
which brings me back again to the 
off-the-shelf kind if equipment. 

.. We really have to look at our master plans and see whether they are 
achievable across several administrations. We want to try to design things so 
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that they don't hiccup. We should be as apolitical as we possibly can 
because our C3 planning is a national resource. It spawns an awful lot of 
technological prowess. The military Services have always trained their tech- 
nicians very well; when they go into the industrial base, they become very 
productive citizens using that technology. The kinds of architectures that we 
develop—the master plans of the CINCs (Commanders in Chief), and the 
master plans that we produce—should be so logical that they are achievable 
regardless of which administration is in office. As a final shot. I'd like to 
think that we could get some kind of a balance in the systems that support 
intelligence and command and control. That is, balanced in the perception of 
the Russians, such that we have a credible system out there for the tactical 
forces, a very credible system in the strategic world, and a crisis manage- 
ment system that is second to none, giving us the warning and the time to 
negotiate ourselves out of an unwanted war  

[STUDENT] Sir. you mentioned earlier that you thought tactical C was 
relatively neglected as opposed to Department interest in strategic C. I sup- 
pose you might have in mind something like the correlation between tactical 
doctrines and C requirements. The newer doctrines, say. of battle in 
Europe, like air/land battle, would probably have more stress on the require- 
ments in that regard, or is that not the case? 

|MCKNIGHT| Most definitely. Air/land battle has tremendous require- 
ments because you need CD (controlled dissemination», you need to syn- 
chronize. To give you an analogy, in air/land battle you are no longer in a 
football game of opposing forces across from each other, but more like a 
soccer game where you're entwined, and there is a lot more mobility on the 
battlefield. The essence of air/land battle is flexibility and synchronization, 
and that requires an awful lot of command and control support systems. 

|SlTI)INT| Is that necessarily reflected in the procurements, the 
buildups into the organization of C systems so far. or is that only in the 
offing? 

|MCKNIGHT| NO. it's in the offing right now. I think you will see far 
more mobility stressed on the battlefield. We certainly are pretty well lied 
down like the Lilliputians with the very heavy equipment and the wire sys- 
tems that unlay prevent us from having rapid movement of our command 
centers around the battlefield. The mobile subscriber equipment which they 
have just started to procure should iit the very forward areas give much more 
flexibility in moving command posts in more compressed time frames. {}. 
(>. 8. 17  IK. 23. 24i 
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15.        JOHN GRIMES, "Informa- Director, National Security Telecom- 
lion Technology and Mul- munications and Director, Defense 

.   „ OJ        .       ,, Programs (O), NSC 
tinational Corporations 
(1986. pp. 135^49) 

Because of ... vulnerabilities and demands for ensured connectivity, com- 
panies like AT&T have network control centers to maintain the system 
integrity, and restoral for everything from an earthquake to a regional event, 
like tornadoes and hurricanes. Other carriers have established so-called oper- 
ations centers or control centers. Electric power companies are looking at 
the same thing. They do it primarily for economic reasons, because their 
profits are based on revenue; when you lose major customers for a long 
period of time, you lose revenue. Dissatisfied customers tend to switch to a 
different provider; although the electric power companies in this country still 
have a monopoly, the telecommunications people do not any more. 

As most of you realize, the government does not own a pervasive and inde- 
pendent electric power source or its own telecommunications systems. We 
get about 95 percent of all our communications from the private sector, i.e.. 
telephone companies. One of the things we've done with both the power 
industry and the telecommunications industry is to make them aware of the 
vulnerabilities of their respective industries and encourage them to develop 
contingency plans and capabilities so th.-'t they could restore critical service 
in case of a major disruption. "Critical service" is defined according to 
national priorities, depending on what kind of service is being restored and 
in what Situation; the priority may be public safety during a disaster, or serv- 
ice to the Defense Department during a wartime situation. 

The electric power grid is now almost totally uimputvr controlled over com- 
munications links. They have had some brownouts and blackouts due to 
failures of this technology; while it has improved the overall operating effi- 
ciency of the system, it can create tremendous inefficiency when it breaks 
down. An example —on the West Coast, in the summer, power is shared 
from the northwestern part of the United Slates down to the Los Angeles 
area, to run the air conditioners. In the winter, n is reversed and electric 
power is shared to the north to run the healers. The control is done by com- 
puters and telemetry Hows over communications li::f 

... Let me first make a point on survivability Survivabilily can be regarded 
as a matter of life and death or as a matter of improvement by degrees. Take 
the national power grid system There's a couple of things that you can do. 
You have single point failures One of the things we are finding out is ihat 
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power plants are not as critical or as vulnerable as substations, which 
become critical single points. You can do some things today at power plants 
to take away that vulnerability by using network design. Previously, that 
kind of solution was not feasible, whether for cost reasons or for regulatory 
reasons, where the Public Utilities Commissions (PUCs) wouldn't let the 
companies do that. We have what amounts to a national power grid system. 

To come back to your point about integration, the system does become inter- 
operable, but we try to make sure that the loss of one part of it does not take 
the other part down. We try to take some degradation into account within 
the integrated system. However, that means that if you do lose a part, you 
have to have a plan. For example, maybe you're getting power from the 
Canadians and you lose that as a major source, but you have an alternate 
plan; in the case of the Northwest, there might be a connection into the Col- 
orado area, for example. 

So while parts of what you're saying are correct, 1 think the systems are so 
designed in this case as to allow for the danger that you mentioned. We talk 
about interoperability, rather than integration. A lot of times, integration 
implies that if you lose one part, it drags another part down. In telecom- 
munications we have some of those kinds of problems, because when you're 
operating at megabits, synchronization is critical in order to maintain what 
we call bit integrity. There's a master timing source; somebody always has 
to be able to clock. We are looking at ways to make sure that the system 
maintains its integrity because under the new telecommunications industry 
structure, with so many long-haul carriers—the new MCls and GTEs, and 
then the satellites—there has to be one very accurate clocking source, or else 
you get buffering. It's these kinds of things we have to address to prevent a 
system failure. In a digital system, if you lose the clock, it's catastrophic; in 
an analog system it is not. The old frequency division multiplex allowed for 
slow degradation. 

Today, one of the vulnerabilities of a digital system is that it's almost bin- 
ary: It's either there or it's not. By ihe way, a very major concern of ours in 
networks that support national systems is interoperability or alternate routing 
capability. It used to be that we operated through what we called frequency 
multiplexing. Today we do tune division multiplexing. The difference is that 
frequency multiplexing worked like your radio; you changed frequency to 
pass different types of data. Today you code a bit. which is in a serial 
stream, interwoven with a whole bunch of other information, not even all 
your own information. When it gets to the other end it's multiplexed out. 
There's a lot of room today for error and degradation, and you can do things 
in the system to keep the highest priority systems on the air. whether they're 
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circuits or customers. Today you can lose everything, so you must plan your 
systems accordingly. That applies to maintaining telemetry on a hardware 
system as much as to transferring information for a customer. 

|STUDENT] Is there a general theory that ties together all these concerns 
about system vulnerabilities and integration? 

[GRIMES] Well, again, the vulnerabilities can be categorized. A corpora- 
tion that is revenue-based is looking at it for lost revenue, and will go some 
distance toward ensuring against failures according to the costs and benefits 
involved. That's an interesting calculation right now with the increase in ter- 
rorist activity around the world. Fortunately, we have had little problem in 
this nation. Some years ago we had a thing called the Monkey Wrench Gang 
running around out west. They were environmentalists concerned about the 
big transmission towers that run across the nation, both the metal and the 
wooden type trestles, the very tall ones. They took blowtorches out there, in 
the case of the metal ones, and cut them off and just let them hang. It was a 
very costly proposition. In another case, they took chain saws and went out 
where there were telephone pole trestles, and cut those off and let them dan- 
gle. They took high-power rules and shot up transformers and substations. It 
took quite a bit of time to replace one of those transformers. 

Again, that's very localized, and you can do things to gel around that loss. 
If you lake i larger event, a tornado or an earthquake in California where 
you take out a hunk of the system, then you have another type of restoration 
you've got to consider. In the case of California, for example, communica- 
tions companies try not to put much cable around the San Francisco area 
because earlh shifts tear the cables. They use a lot of microwave. Also, 
those shakes "detune" the microwave beam. Companies do various things, 
like deep piling in the ground, to prevent that. So there are things you can 
do to guard against some kinds of disruption. But for cases like the Monkey 
Wrench Gang and terrorism today, physical protection of those facilities has 
now become a major issue, and corporations are going to have to start doing 
something about it. Some companies put chain link fences up. with no lights 
or open gales. Just as you see in Washington with the sandbags, etc.. and in 
airports with the metal detectors, you're going to see that kind of protection 
as a common practice, unfortunately. 

If you carry that one bit further into a wartime situation, we have national 
policy and plans and organizations in place to handle such things as restor- 
ing critical functions or reconstituting the systems. In the case o\ communi- 
cations, it's the National Emergency Telecommunications System thai works 
with the 22 federal agencies to set up priorities. s<» that we can restore those 
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most critical systems that we need. In the case of the power system, the 
Department of Energy has worked that out and coordinates with the power 
companies on a daily basis. 

... My point is that with this increased proliferation of computers in every 
aspect, in the medical area, logistics, transportation, etc., our dependence 
on them is causing a major strain on our communications capabilities, 
especially in the tactical environment. When you're operating in a benign 
environment, your pipe is very large. When there's a disruption in that pipe 
and you've got to go down to half the size, setting priorities for what is the 
essential data you need becomes very critical. Unfortunately, people think 
that they're going to operate in a stressed environment with the same amount 
of information as they have in peacetime. 

The Moscow Hot Line operates in a very controlled environment limited to 
two individuals, and was designed to pass very critical information on an 
accident or an error made by either party. Its purpose was not for going to 
war, but for preventing war. Whereas with these very pervasive systems 
scattered in 16 divisions or air wings around the world, so much information 
is flowing out there to sustain that force that the systems now in use during 
peacetime are going to cause problems when you get into a stressed environ- 
ment and have to disturb the network. 

[OETTINGERJ Let me see if I can get you to speculate a little bit as to 
what the remedy might be. If I go back in history, it seems to me that it is 
precisely for that reason, among others, that the notion of doctrine evolved 
in the military: What do you do if the horse and dispatch rider don't get 
there? There are certain things that you do when you get cut off. To some 
extent, what you're describing implies having lost sight of some elementary 
principles. If so. then maybe a correction should be on its way. Or have we 
not yet had enough experience in stressing these systems, with the pipelines 
breaking down, for people to have relearned and reinvented doctrine or 
modes of operating when they're cut off from the pipe? 

|CiRIMLS| I think we're now recognizing the need for doctrine and pro- 
cedures to deal with stress environments and communications disruptions. 
The two technologies of computers and telecommunications have merged 
now to the point where that need has arisen. It used to be that the computer 
people did not coordinate with the communications people; they just took it 
for granted that the communications source would always be there. But we 
got in such dilemmas in the Army and elsewhere that those functions have 
been merged, because it was recognized that neither one could go without 
the other in today's distribution systems. I think it's a self-correcting 
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problem. We're seeing some efforts now, and progress is just a matter of 
time. We just have to hope we're not faced with a life-or-death situation 
before we get there. That's kind of the critical point. We do have a propen- 
sity for uprighting: we swing one way or the other, and somehow over a 
period of time, our checks and balances kind of set us straight. 

|MCLAUGHLIN| It seems to me that part of the problem is the continual 
need to reinvent common sense. Your logistics pipeline is not going to be 
there either if someone's attacking it. That's why you carry certain stores 
and ammunition with you. on the assumption that you're not going to get 
rcsupplied on a daily basis or whatever in certain situations. That logic is 
basic to contingency planning in general. But it seems as if every time we 
put in a new technology out there with new opportunities for communicat- 
ing, we keep forgetting that we won't have all that pipeline available and 
that we have to plan accordingly. 

|GRIMLS| Tony used the word '"doctrine." Doctrine, of course, is used 
more in the military than in other federal agencies or in corporations. Doc- 
trines, goals, and objectives are somewhat similar in a sense, but doctrine 
means. "This is what we're going to do and how we're going to get there." 
In most government organizations I've been associated with, as computers 
became available, people never went out and used the computer as a more 
proficient tool to improve the process. They simply automated the existing 
one. two. three, four, five steps involved in a travel voucher or transporta- 
tion form. Now. I think it's generally understood that with all the edit func- 
tions and accuracies of computers, you can do away with steps two through 
10. because the computer does all that for you. Ten or 12 years ago. I 
pushed very hard to have the office of the Army Adjutant General at Fort 
Benjamin Harrison start looking at what office automation computers would 
do, because they put out all the procedures and regulations on general, com- 
mon user forms, personnel records, and so forth. If you automate that 
record-keeping then you eliminate a whole lot of functions, when you do 
that efficiently you also reduce the amount of data that you have to process 
or transfer. That's starting from the very beginning: You lay out what you 
want to do and you take an analyst in there and say. 'This is how you do 
it." and then you write your code around it. That kind of process is starting 
to police itself. Again, you've got more people who understand computers 
and their applications, whereas prev iously there was always just a handful of 
experts around. 

|MCLAUGHLIN| The pattern you described has been very common in 
industry. It has been our contention for some time that if you went out and 
did a methods study preliminary to buying a computer, you would wind up 
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saving all the same money without buying the computer at all; the computer 
simply provides the icing on the cake. The general pattern is that people 
tend to start by automating what they've already been doing, and then only 
later do they rethink the actual process once it's automated. 

[GRIMES] Another point that we haven't talked about yet is the trend 
toward establishing corporate communications centers. It has been brought 
about by the structural change of the telecommunications industry in this 
country. As most of you know, about 80 percent of the network out there is 
owned by AT&T today. Of the rest of it, about 10 percent is MCI. and 
another eight or nine percent of it, maybe not quite that much, is GTE and 
U.S. Telecom, while the rest is strewn about. The concept of end-to-end 
communications changed with deregulation, whether for a computer, a tele- 
phone, or any other information system. Corporations have had to change 
the way they do business. Companies like General Motors and American 
Airlines have all had to go out now and develop a corporate infrastructure in 
order to maintain end-to-end communications for the various information 
systems they use in their day-to-day operations. Cost was one important rea- 
son, as I mentioned to you earlier. It used to be that you went to one vendor, 
AT&T; you told him that you wanted to go from A to B. whether or not you 
knew anything about 2400 baud or 4800 baud, and AT&T would provide 
that service and just send you a 
bill. Because of increased costs 
and rapid change in regulations in baud-measurement of the data trans- 
the competitive marketplace, peo- mission rate 
pie are now out there shopping 
around for cheaper service. 

The result is that corporations not only have added a vice president for these 
functions, but they've also had to go down and put in what we call control 
centers, staffed with smart people who know how to order that service. In 
some cases, they have gone out and built their own systems, or are buying 
dedicated systems, because it's much cheaper to do that. But if you do that 
and you want to maintain end-to-end connectivity, you've got to have an 
infrastructure in order to restore service during an outage. Again, that means 
you have to build yourself a little control center with competent people in 
there. You've got to be able to isolate the problem, whether it's the com- 
puter or whatever. You're seeing a major trend in the environment for that 
reason. That's a part of information systems. 

A prime example of what happened in government is the case of the Federal 
Aviation Administration (FAA) at Oklahoma City. Oklahoma City is proba- 
bly one of the largest nodes for communications lor our federal government 
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for administrative purposes, and the FAA was only getting service from a 
couple of major carriers. When they were required to go out on a competi- 
tive basis and get service from other carriers, and had to operate with the 
local exchange carrier and install their own modems on the ends of the cir- 
cuits, they got into some real difficulties to the point that they had to build a 
control center and staff it with five people 24 hours a day. It's costing us 
taxpayers a pretty good bundle to maintain that reliability that we wanted 
from end-to-end service. In the case of the FAA, even though it's an admin- 
istrative center, it involves some critical things that have to be done over- 
night, like sending spare parts to radios in a Los Angeles airport. Also, it's 
the library, if you will, where accident information is deposited and those 
kinds of things  

IOETTINGER] You've been talking about the cost to the taxpayer for 
these control centers, network management services, etc. Are you aware of 
any studies or do you have any impressions as to whether or not. in compen- 
sation for that cost, you've gotten more reliability? This goes back to some 
of your other points about redundancy, etc. The Bell System made a point of 
having alternate routing and so on. but one could imagine that a 
decentralized network with these little control centers here and there could 
be more robust. It could also be more chaotic. Or it could all just be an illu- 
sion: everything might rely on the commercial control centers underneath, as 
a system is no better than the underlying network. From where you now sit 
and have sat. are you able to form any judgment as to whether we've had a 
net gain or loss in robustness? 

(GKIMbS | If you had asked me that question a year ago. I'd have said 
we had a net loss, but we've grown in that area of expertise and we've put 
into place some functions to overcome that difficulty in the government. I'd 
say all things are about equal now with where we were three years ago. I'm 
talking primarily about the critical command and control type of information 
systems. Today the federal government gets about 90 to 95 percent of all its 
communications from the private sector. As I mentioned, AT&T probably 
owns about 81) percent of that 95 percent. Anyhow, because of that depend- 
ency in the federal government on the private sector for what we call 
national security and emergency preparedness (NS/BP) circuits and services, 
we have had to establish a capability in Washington such thai, in (he event 
that we did have a national emergency, rather than turning to one vendor for 
end-io-end service, we would have a national coordinating center in Wash- 
ington to overcome that deficiency that grew out of deregulation. Although 
the government paid for the facilities, the 12 major carriers of this country 
have individuals posted there ai no cost to ihe government, to ensure thai 
service is continued or restored, or that a new high-priority service gets 
installed. That center does not coordinate the total telecommunications 
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service for the government, only the most critical, and that's a very small 
percentage. 

1 haven't seen anything to indicate that we have better or worse service today 
than three years ago, other than that there's a lot of confusion in people's minds 
outside of those who deal with telecommunications on a daily basis and under- 
stand that relationship between the two technologies of computers and com- 
munications. I can't refer to any studies. I will add one other aspect to that: 
Under the National Security Telecommunications Advisory Committee 
(NSTAC). we're looking at the network to see where we can do some smart 
things to restore service between corporations. But, again, that's only for 
national security; that's not just for anybody's use. Yes. we have done some 
things to make the system more dynamic, and yes, decentralization may give 
you some improvement in robustness because it gives you other alternatives. 1 
don't know of anybody who has done any study, or analysis, or measurement 
of that improvement or degradation. (137. 138—39. 144-46) 

16. FKKI) R.  DEMECH, JR.. Career cryptologist; former Command- 

••Making Intelligence Be fcS*^ ST' ^ 
tcr" (1987. pp. 125-46) 

When 1 first started in the business, communications were less than UK) per- 
cent reliable. We depended on troposcatter systems, and it was just horrific. 
Today we have all these great systems. Is that the answer? Again. I think it 
helps tremendously, but let me tell you some of the problems which exist 
today. You don't uncover these until you're part of it. There are certain key 
installations in the defense establishment that depend on the telephone sys- 
tems of host countries to pass messages. Messages that say "launch your 
weapons." Or messages that are in the ton« of an alert to a unit that says 
you'd better look out because you're in jeopardy. That is a startling revela- 
tion. That is incredible. Once these things are uncovered people start to do 
something about them, but it's in* easy. 

Then you go to satellite communications to offset that; systems where you 
have control of your own satellite terminals in your back yard. What about 
the vulnerability of the satellite itself'.' So when Donald Latham comes and 
says we're going to harden the satellites and make them more survivable 
because they can move and do other things, then you say. "How much does 
it cost to launch one ot those?" It's $100,000 per pound, and you keep 
adding, and these are some of the problems, but they have to do them to try 
to have a survivable system. 
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Will the information be available in time of conflict or war? A problem all 
the time. Or in business at the time of all these takeovers and stuff like that, 
are you going to have the information available? I don't know if you will, 
but a lot of people are trying to do their best to make sure that information is 
available. Again, not an easy situation and we don't learn well from pre- 
vious mistakes. 

In the 1960s, the Sixth Fleet Commander, Admiral Kidd in the Mediterra- 
nean, used to die for information. The system was clogged up. He couldn't 
get information. Then every day he used to see this plane flying over the 
Mediterranean. It was an Air Force reconnaissance plane. It used to dip its 
wings to him. That plane had all the information he needed. They couldn't 
talk. Simple solution and a couple of young officers got medals. They put a 
compatible communications system on the plane and the ship. They solved 
it. The people thought they were heroes. Twenty years later, the same prob- 
lem. A different part of the world; Air Force planes flying over a Navy ship. 
They can't talk to each other. You fix it by doing the same 'hing that was 
done 20 years ago. We sometimes just don't learn our lessons about com- 
munications problems. 

One other thing. I remember an exercise conducted by a potential adversary. 
They must have known something. I think. They didn't practice any emis- 
sion control. All their emitters were on. Obviously, our system collected all 
that surge in information. They sent it to the intermediate nodes to be proc- 
essed and then forwarded on to Washington. So much information was 
passed that the intermediate nodes shut down. The computers couldn't han- 
dle it. You're talking about 24(H) baud circuits and things like that, and the 
information was stuck because they couldn't get it through. It took days to 
get it to Washington. A big problem. A lot of people were concerned. How 
do you fix that information? How do you deal with it? Almost as if the 
adversary knew that we couldn't handle that information, and did it to test 
it. 

Being in the business, knowing a little bit about the Walker espionage case 
and some other espionage cases, who knows, maybe they knew we couldn't 
handle it and did it on purpose to test the system. I don't know if that is 
really the case, but it could be (13' ^S) 
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Headlines about waste and fraud—from overpriced toilet seats to 
million-dollar kickbacks—imply that some common sense, coupled 
with hefty penalties for wrongdoing, will cure the ills of the Depart- 
ment of Defense's purchasing system. Unfortunately, simplistic 
approaches and simple solutions tend to compound the system's 
problems. 

For example, if expensive toilet seats are the issue, a "simple 
solution" might be to set up an office to oversee the purchase of 
toilet seats. Initially, the office would examine every "system" rec- 
ommended for DoD purchase to make sure it did not include unrea- 
sonably priced toilet seats. However, if past bureaucratic behavior is 
any indication, eventually the staff would expand and the office 
would take on additional functions. There might, for example, be a 
quality control branch charged with designing tests to determine a 
given seat's resistance to stress; that, of course, would mean that 
another branch would be needed to do the actual testing. 

If one were to take the number of "systems" purchased 
annually by DoD; multiply that number by the number of components 
in each system; multiply the resulting product by the number of man- 
agement levels tasked with oversight functions; and multiply (hat 
product in turn by the number of staffers found in the average gov- 
ernment agency, one might begin to get a sense of how "simple solu- 
tions" grow into massive headaches and how toilet seats developed 
according to government specifications end up costing hundreds of 
dollars. 

The most critical problems of the DoD purchasing system are 
the time and cost overruns on he big programs—the multi-billion 
dollar programs that are obsolete before they reach the field, that 
don't do what they were designed to do. and that cost ten times a- 
much as they were originally projected to cost. 

The extracts in this chapter illustrate the problems inherent in the 
present DoD purchasing system, highlighting the special difficulties 
that arise when aC'l system—not a new weapon—is needed. Who in 
DoD pays for CJI when the Air Force needs more planes, the Army 
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needs more tanks, and the Navy needs more ships? If you put the 
responsibility for acquiring new C3I systems at the Joint Staff or DoD 
level, you must put the funding there too, and doing that will take 
away money the Services see as critical. Who do you get to prepare 
design specifications when the users and decision makers don't 
understand the technologies involved and the engineers are more con- 
cerned with state-of-the-art products than the users' needs? How do 
you sell CM requirements to congressmen who are awed by the turn- 
ing radius of a new fighter or the "hard kill" capacity of the latest 
tank, but are unimpressed by a more secure radio system? 

On the positive side, some trends occasioned by rapid tech- 
nological changes in CM development might point the way to improv- 
ing the overall acquisition system. For example, it frequently makes 
more sense to buy CM systems "off-the-shelf—that is. to buy com- 
mercially developed systems—rather than to go through the usual 
acquisition process of determining needs, devising specifications, 
seeking bidders, and so on. The latter process now takes 10-12 years 
and almost inevitably results in fielding obsolete systems. Now, if 
off-the-shelf purchasing makes sense in terms of CM. might it not 
also make sense in other areas of rapid technological change? While 
it's not possible to buy a new fighter off-the-shelf, it may be possible 
to use that approach in buying the components that go into that 
aircraft. 

Another trend is multi-year procurement, a kind of bulk pur- 
chase. If we project a need for 1000 farkles per year for the next ten 
years, we may save a lot of money by buying 10,000 farkles now. 
rather than spreading the purchase over ten years. The maker of the 
farkles saves money by setting his production line up once and keep- 
ing it going long enough to produce all K).(XX) units—as opposed to 
setting it up for two months every year for i() years—and he passes a 
percentage of the saving on to us. 

Bulk purchase is not. of course, a new idea. It's long been popu- 
lar and productive in the private sector. Government, on the other 
hand, is understandably and unfortunately more short-sighted: in gov- 
ernment, the focus is on this year's budget, not the budget for the 
next ten years. If we've got $1,000,000 to spend, it probably makes 
sense to split the money between guns and butter, even if. by doing 
so. we're missing the savings involved in buying two years' worth of 
guns. In essence, it comes down to being a mailer of priorities. 

The rate of change in CM development can add an additional 
wrinkle to the question of priorities. If we buy a new radio for the 
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Army and plan to keep that radio in service for ten years, we may 
need to buy 10,000 units of a particular chip used in that radio for 
replacement purposes. If, in order to save money in the short term, 
we buy 1000 units a year, we may discover in the fifth year that the 
manufacturer has stopped making that chip. It may be that by the 
fifth year the chip is so obsolete we're the only ones buying it. And 
the number we buy each year may not be high enough to justify keep- 
ing the production lines open. At that point, we're faced with a 
dilemma: do we scrap the radio and buy a new one, or do we open 
our own chip production line? Either alternative will be very expen- 
sive. The rapid pace of change may. therefore, force government to 
look more closely at the issue of multi-year procurement. 

While "off-the-shelf" purchasing and multi-year procurement 
may be useful options in some cases, they're certainly not cure-alls 
for DoD's purchasing system. If you're not careful about off-the- 
shelf purchases, you may end up with a lot of advanced systems that 
won't work with each other. By the same token, multi-year procure- 
ment could cause you to buy ten years' worth of a product that will 
be obsolete next year. 

There are no "simple solutions" to our acquisition problems, in 
CM or any other area. Procedures are never adequate substitutes for 
common sense, and. unfortunately, large bureaucracies have little 
choice but to operate by procedure. 

it," 



Extracts 

1. WILLIAM ODOM, ' 'C3I and 
Telecommunications at the 
Policy Lever' (1980, 
pp. 1-23) 

Military Assistant to the President's 
Assistant for National Security Affairs 

Who do you think pays for the JCS and the CINCs and the President's com- 
mand and control—or, to put it colloquially, their telephone bill? The mili- 
tary Services. And this creates enormous budgetary and political strain 
within the Defense Department. If the Air Force has a choice between buy- 
ing more airplanes or providing a command and control airplane for the 
President, and providing more radios and more ADP capability for control 
of the center of the JCS, they prefer the airplanes, not the control. The 
Army prefers tanks to paying for the President's White House communica- 
tions system. The Navy has its preferences along the same lines. So there is, 
in the way the Defense Department 
budgets are developed, an inherent 
bias against funding JCS-level. 
Defense Department-level and. 
certainly, NCA-level communica- 
tions. I learned that when 1 thought 
I could take two or three enduring 
elements of the WWMCCS pro- 
gram and try to push them through. 
1 fought those right down to the 
end. Friday night we have the 
budget issues nailed down, but by Monday morning they were pulled out. 
Some Air Force staff experts had gotten to the WWMCCS Chairman on Sat- 
urday, and 1 was left with no programs on Monday! (12) 

ICS-loint Chiefs of Staff 
CINCs—Commanders-in-Chief; here 

refers to commanders of the various 
military operational commands 

ADP—Automatic Data Processing 
NCA—National Command Authority; 

the President or a successor 
WWMCCS—World-Wide Military Com- 

mand and Control System 

2. LEE PASCHALL. 'C>\ and 
the National Military Com- 
mand System" (1980. 
pp. 67-86) 

Consultant; former Director. Defense 
Communications Agency and Man- 
ager. National Communications 
System 
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One ... caution: whether it's a command and control system or a manage- 
ment information system which simply displays from a point-of-sale cash 
register in the store and makes an adjustment in inventory and billing when 
the keys are pushed, don't leave it just to the technocrat. If you do, you will 
get a very exotic system that may or may not do what you want. Inciden- 
tally, I speak as a technocrat—those are my biases, and you should know 
that. But the fact remains that if the user cannot define his information needs 
and make them understandable to the system designer (and that's not always 
easy to do), you're in trouble instantly. Defining information needs is the 
first and toughest task of building an automated system, whether it's a mili- 
tary command and control system or a simple point-of-sale management 
information system in a department store. And it's not often done very well. 

... |Multiple users' needs often conflict, violently at times. Take the mili- 
tary case, with which I am. of course, so much more familiar. The Army 
fights from the field, the Air Force fights from its base, and the Navy fights 
from its ships. So to the Air Force air bases, and the communications con- 
necting them, are very important. The Army is much more concerned with 
its communication when it deploys into the field. It doesn't care so much 
about the survivability of its camps, posts, and stations. The Navy, of 
course, fights at sea. They all fight at different speeds and with different 
degrees of navigational accuracy. The result is that when you try to build a 
tri-servicc system for the Army. Navy, and Air Force, you've got three dif- 
ferent speeds to contend with, three different geographical environments. 
three different doctrines, and indeed, three different languages. So multi- 
user systems are very difficult. 

One other thing about multi-user systems like the Worldwide Military Com- 
mand and Control System and the Defense Communication System is that 
since they are joint, the first question that emerges is. who is the sponsor for 
budgetary purposes? Now the Army. Navy, and Air Force, generally speak- 
ing, want to buy. respectively, tanks, ships, and airplanes. They aren't all 
that enthused about spending a lot of money on the Defense Communication 
System or the Worldwide Military Command and Control System. DCS and 
WWMCCS must compete in the Service budgets and with hardware that the 
Services arc obligated to provide 
under the terms of the National 
Security Act. So first you must        mifMal ^lufltv Kt-m? act which 
lind the sponsor lor a thing like the established  the   Department  of 
Defense Communication System or Defense 
the    National    Communication 
System. 
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... Those rules are built so that DoD spends most of its dollars on ships, 
tanks, and airplanes; they don't fit command and control systems very well. 
Now you have the problem of justifying to the Congress a host of little pro- 
grams: a VHF communications system, an HF communication system, a 
VLF communication system. And the Congressman sits there and says, 
"Why do you need three? Why won't one do? Why do you need computers 
here, why don't you use those computers over there?" So what you have to 
do is fit all these separate program elements under some sort of umbrella 
description—and the current title for that in Washington is architecture. So 
we have a WWMCCS architecture, a military communications satellite 
architecture, dozens of architectures; and they haven't really met the need 
yet, because we still think of them as separate little programs that you're 
acquiring—this particular kind of hardware for that particular use. Its rela- 
tionship to the other pieces of hardware, and their particular use in the total 
context of CM. aren't readily ap- 
parent. Last year, in the 1980 
budget. 63 separate program ele- VHF-Very High frequency 
ments were submitted under some- **-*** *•*""* 
... it  J .i_   f i VLF—Very Low Frequency thing called the Telecommunica- ~    M ,-    u D   n •      * Dr.  Dinneen—Cerald P.  Dmneen. 
tions and Command Control Pro- Assistant Secretary of Defense for 
gram. Half a billion dollars were C'l in the Carter Administration 
cut from those 63 elements. One of 
the lessons Dr. Dinneen drew 
from that was they had not justified those 63 elements in terms of all the 
other elements. 

It will be interesting to watch. Dr. Dinneen made a speech in December and 
one in January, and has had an interview in the January Armed Forces Jour- 
nal. It appears to be a very serious, conscious effort on his part to justify all 
these separate little programs under one overall rubric, so that Congress can 
see the relationship of each one to the others. Very often if you eliminate 
one it affects the others in ways that are not readily obvious. 

|()I ITINCJ K| There are those who would ar-ue that if you make it all 
visible it all becomes vulnerable as one unit, while if you put the items on 
different shelves some may survive even if a couple of them die. and you 
may be able to recover some of them later on. So that there's perpetual ten- 
sion, it seems to me. between what you've described and alternative 
bureaucratic strategy. 

IPASCHAU.) ... SO managers tend to protect themselves. The most suc- 
cessful program manager I've seen in recent years is a close friend of mine. 
Me was a very successful man—since he's a friend of mine 1 can say this. 
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and 1 won't identify him—beyond his intelligence or, really, his capabilities. 
The reason was that he had a thing called management reserve, and when he 
went in with his budget for a particular program, he fought for management 
reserve. He estimated his program fairly carefully, he cranked in inflation 
and all those things, and then he said: "This is a highly technical, highly 
complex program, 1 need a large management reserve," and he fought for 
that. The management reserve was simply to pay for the cost overruns and 
schedule slippages he knew were coming. So he devoted his sales effort 
(incidentally, they don't teach salesmanship in the war colleges and they 
should, to further an officer's career if for no other reason) to selling man- 
agement reserve. His Selected Acquisition Report went to the Secretary of 
Defense and to the Congress on schedule, within program. He'd consumed 
enormous management reserve but 
it was within program, so he got 

~.~A    TU .•„   *u     I.:-J   «<• Selected Acquisition Report—final 
promoted.   That s   the   kind  of report,nacqws.tion of a new system 
games people have to play to 
defeat the system, survive within 
it, or succeed within it. And i don't mean that in a derogatory sense. It's 
practical advice. If you do not include things like management reserve, if 
you do not take into account the real hard facts of life in budgeting and 
selling systems, then you should never believe anybody's estimate about 
what it's going to cost you in time or dollars, i finally came up with another 
of my laws, which says multiply everything by pi. Somebody once asked 
me. "Why pi?" 1 said, "Well, three doesn't sound very sexy and anybody 
can multiply by two; but pi makes people stop and think. 'He must know 
something we don't.'" 

I say that facetiously, but this system forces you to protect yourself in things 
like estimating—not deliberately overestimating, but you have to provide the 
cushion, because none of these systems will come in on time and none of 
them will come in on program in terms of cost. 

... Senior decision makers, non-technocrats, get very irritated with the 
technocrat who's in there with his jargon, pleading for a particular form of 
spread-spectrum modulation as being absolutely imperative; and how much 
more does it cost? A couple of hundred million—spread-spectrum modula- 
tion for a couple of hundred million is meaningless to many people. 

... We've talked about the value of command and control and management 
systems in improved management—saving money, using systems analysis 
techniques to make investment choices. It's very hard to quantify the benefit 
you get by spending a million dollars on a command, control, and 
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communication system. In terms of numbers of dollars saved in buying F- 
15s, people have subjective views about what it's worth. So anyone who sits 
down to justify what the trade calls a "soft-kill capability"—well, com- 
puters don't kill very much, com- 
pared to a "hard-kill capability" , „ t. , 
ri         r  %c            A   «A         »i                          F-15—fighter aircraft 
like an F-15 or an A-10 or a tank.                     A-10-combat support aircraft 
The systems analyst can do mar- 
vels with the tank—probability of 
kill, first sighting; add a laser or a laser designator to it and the probability 
of kill goes up to a measurable degree. It's harder, though, to quantify the 
benefits if you add another radar which gives you a second way to identify a 
Soviet missile and decide that it is indeed aimed at you. People who deal 
with CM systems analysis and cost-benefits studies would be much happier if 
they had some way to do that. (69. 72-73, 75. 77. 82-83) 

3.        JAMES     M.     OSBORNE. former Senior Vice President, E-Sys- 
"Meeting Military needs fems<,nc 

for Intelligence Systems" 
(1981. pp. 1-23) 

From the viewpoint of an industrialist, the increasing complexities of the 
weapon systems are drivers to increasing complexity in CM systems. The 
CM systems are reactive to the weapon systems, tactics, doctrines, the mili- 
tary uses. As those systems become more complex, the CM systems become 
much more complex in response. The government's changing, and ! think 
decreasing, ability to determine and articulate its needs in the CM area, and 
to prepare and manage meaningful specifications, is a very serious problem. 
The changing and. again, decreasing ability of the government service per- 
sonnel to operate, repair, and maintain the sophisticated systems wnich are 
being delivered to them is a very serious problem too. and 1 don't see any 
way out of it at the present time. 

1 am concerned about the lengthening lapse of time between design/ 
development and production, as a consequence of procurement, reviews, 
test  process,  and  many other 
things—for example. MIL-STD- 
781C. which is a very elaborate MIL-STD~781C-"Reliabitoy  Design 
.. .       _    i   .  it -.       ,....; .: Qualification     and     Production 
test program. I call it a statist.- Acceptance lest: Exponential D,s- 
cian's orgy. It has to do with the tnbution: October21. ?9V 
way equipment is tested after it's 
developed. There is a proper place 
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for tests, no question about it. Certainly systems that have just proceeded 
through design and initial manufacture have to undergo exhaustive tests. But 
the government is applying the 781C document to the production of equip- 
ment which has been produced in large quantity over a large number of 
years, whose reliability is well-known, established and entirely suitable. The 
government, after all, pays the bill; one way or another every dime of this is 
charged right back to the government. And the government, according to 
78IC, must buy all these elaborate test machines and facilities and use them, 
and that, I think, is outrageous. There is greatly increased cost associated 
with it. And because these tests lengthen the procurement time, we're deliv- 
ering systems which are semi-obsolete when the user gets them. 

... Well, it really boils down to this: what are the real needs? What is it that 
1 really want to do? What are the alternatives associated with the needs, to 
serve as a framework for preparing the architecture, specifications and the 
like? Can 1 pick the alternatives that look the most promising, and from 
them somehow select the best course? (An endemic problem 1 ran across in 
most of the programs was that someone had forgotten to do that.) Can I 
develop the system specifications, subsystem specifications, equipment 
specifications, test specifications, in such a way that others can understand 
what they're supposed to do and I can measure their performance? What are 
the boundary conditions we're trying to work with, in terms of people, time, 
money, plant facilities, that sort of thing? 1 can't imagine that anyone in this 
group would think that those questions are simple in execution. The overrid- 
ing consideration—at least it has been to me in managing programs—is to 
try and determine the forcing functions, to quantify and qualify them, to 
bring the important items to a level of conscious attention and hold them 
there. And I think that I've just stated one of the principal problems that I 
see in CM: it is exceedingly difficult to develop a focus. 

In his book The Mythical Man-Month, Frederick P. Brooks describes the 
problems associated with the development of the IBM System 360. It's a 
series of software essays, but I found it contained many lessons that were 
applicable to things other than software. In fact it was required reading for 
my subordinates. He develops the formula 

C = N(N-l)/2. 
The problem in communications: C, the number of communication paths, is 
equal to the number of people involved times the number of people minus 
one over two, which of course normalizes to one if you have two people. If 
you have a third person, the communications problem becomes three times 
as great; add a fourth, and it's six times as great. That highlights the prob- 
lem of committees. The whole CM process is riddled with committees, 
reviews, and more reviews up and down the line, by people who don't share 
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a common data base. Another book that 1 like to have my people read is Jus- 
tice Cardozo's book: The Nature of the Judicial Process. Cardozo, who was 
on the Supreme Court at the same time as Oliver Wendell Holmes, was a 
brilliant jurist. He wrote on how a judge goes about making an objective 
decision, and points out that that is exceedingly difficult to do. The decision 
a person makes is always run through a set of filters (my words, not his). 
He's conditioned from birth to pick certain paths, he brings certain mores 
and standards to the decision process; and it is entirely possible for one 
judge to make an "objective" decision that is entirely different from another 
judge's "objective" decision on the same issue. 

In the case of C3I, people are developing needs and specifications (particularly 
with the current United States procurement philosophy) lacking a common data 
base. Indeed people in positions of authority, though they may believe they 
think like computers, really have their own different data bases too. And even 
though all these people are looking at the same facts, they reach different con- 
clusions. As a consequence, it appears to me (and to many of my colleagues) 
that there is a defense mechanism—an attempt to get something sold through 
the next level, rather than to address the substantive issue itself. 

... 1 was Program Manager of the communication systems for Minuteman, 
the sensitive command networks, support information networks, and permis- 
sive action links. Five wings of Minutemen were designed with concurrent 
manufacture, and placed in opera- 
tion within six years. 1 was Pro- 
gram Manager of Autodin. whose Mmuteman-tntercontmental Balhstic 

design was begun in 1965 and the Autriin-Automat,c Digital Network 
last site signed on in 1969. But 
now it takes some seven to twelve 
years to crank out that kind of system. You can't help wondering what's 
happened to us in the meantime. 

... But that's a procurement itch I've got. more than a philosophy. The 
point is that there are all kinds of documents saying that the government 
establishes and quantifies needs, develops an architecture of specification, 
and follows a specific procurement process; but if industry were to follow 
that dictate literally or even approximately, it would be out of business. 

|OETTINGER|       Can you pinpoint why? 

|OSBORNE| Because somebody in industry has been working with some 
government agency, generally, to determine what the needs are. It's highly 
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informal activity, but it does happen. Somebody has been in there working 
C'ii the specifications for the systems and equipments. I still maintain—the 
government will debate me on this, and so will other people—that you can 
read a contractor's proposal just like you can the Bible. You can read it as a 
holy book or as a dirty old man's manual, whatever you like to make of it. 
At that stage proposals are generally cost-reimbursable instruments. Too 
often, if you haven't been involved in the process from the beginning (where 
I don't think you really should have been) you simply aren't the guy who 
wins the job. 

(STUDENT) Are we describing a procedural breakdown? Or, given the 
changes in systems and technologies, is it realistic to think that someone just 
invents the need now, specifies it, and then puts it out for bid and gets it? 

[OSBORNE) I'm saying that, because the development of needs is now so 
much more difficult than ever in the past, the government usually (not just 
frequently) lacks the ability to do it by itself. It doesn't have people current 
enough in the state-of-the-art to know what can be done, or to assess what 
should be done  

[STUDENT) It's interesting that you are talking about having no forcing 
functions to cause you to optimize and support your procurement proce- 
dures. Such functions do exist in a couple of operational areas, where spe- 
cial project offices (SPOs), for example in the Air Force, end-run almost 
every normal channel and procurement practice, sole-sourcing nearly 
everything; they do work with their own engineers in private companies, and 
it's almost like your description of 
how things were done back in the 
•40s and '50s. From ,ha, kind of «^ÄJÄ^T 
project offices have come certain 
technologies that were designed 20 
years ago. yet are still the state of the art. It is interesting that, in the areas 
where there are very critical operational needs, that old system still works. 

(OSBORNE) Another good example of that is NSA. which doesn't work 
under the same kind of requirements that are laid on the Army, Air Force 
and Navy. They can develop and 
produce their equipment and sys- 
tems in a different way. As a con- 
sequence, some of the best 
developments 1 have seen have 
come out of NSA. 

NSA—National Security Agency 
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... I guess I feel that with intelligent people on both sides of the fence— 
trained, intelligent people—the specifications issues and so forth can be 
resolved. Excessive procedures get to be a problem too; they tend to act as 
an alternative to intelligent action, and can end up as a straightjacket. For 
example: in one case I was working with an intelligent DCA group and 
things moved smoothly, both on the contract side of the house and on the 
technical side. In another case, on 
a program where AFSCM-375-5 
was invoked, the program was nit- DCA-Defense     Communications 
picked to death. 1 remember that Agency 

. 11   i        J        r-i AFSCM-375-5—"Systems Engineering 
one only too well. I made a film Management Procedures." March 10. 
for the Air Force at the end of the 7966 (withdrawn 1972) 
program; they hadn't asked for it. 
It wasn't in their budget. It ran for 
33 minutes, it didn't even have a sound track. All it was was a series of 
fork lift trucks going across the screen piled with data, and dumping it into 
an incinerator. There was a little clock down in the corner registering the 
millions of dollars that had been poured into the program. It caused quite a 
furor in the Air Force. 

... I would dread being on the government side of the house trying to take a 
program through all its needed approval cycles before they can even let a 
contract. And God knows whether they get the system they wanted. Maybe 
their needs change in the meantime. You try to change something, and 
you're met with a group of congressional staffers who apparently are free to 
run rampant through the laboratories, saying '"You are giving money 
away." So you end up not changing things that need to be changed because 
you're going to get into another approval cycle. I don't know where we 
developed the philosophy that people have to be prophets, but we have. 
That's imbedded in a lot of our procurement philosophy now. It doesn't per- 
mit change to happen when it needs to. 

[STUDENT]       ... |P|eople on the government side really don't understand 
the contracts they let. quite frequently. We say on our contracts '"All provi- 
sions of MIL-STD—490 (or -483) will apply" without having opened that 
document and realizing how gener- 
alized it is. We decide what data 
we want to have by citing every M!l_Sf?^!il'^e^ar'on Prac' c      .. Iices,   October it). /%ö 
contract data requirements list 
(CDRL) item. AN long as you have 
every number in your contract, you're safe. That's the fork lift problem. 
Well, somebody has to understand this process and tailor it to the specific 
situation, and thai is what is not happening. 
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lOSBORNEj A plan is a living thing. If the circumstances change, the 
plans change. Don't do your planning just once a year, do it as it happens; 
maintaining currency is super important. But the government process 
doesn't really permit that to happen. They don't have enough people who, if 
you wish to have it happen, could do it anyhow. 

IOETTINGER] Let me try to rephrase this. Suppose you express a need 
for a system delivery—say. AEGIS—years too early. You get turned down. 
Is it a bad idea because you wanted it toe early? On the other hand, maybe 
the Secretary of the Air Force and the Secretary of Defense are right, maybe 
it is too early, and it is desirable to 
stretch out the R&D, or at.east the A£C,S-Naval Air Defense System 
development phase, in order to go MD-Rese*rch and Development 
further down the road before you 
cross the decision point. You have 
avoided having the wrong thing earlier, which may be a plus. What I hear 
you saying is that, in the government, the formalization of a lot of these 
processes makes it so that it is damn hard to have either a rational stretch-out 
or a forced march with an abrupt cutoff, no further changes, and delivery in 
12 or IS months. You imply a great deal, from the less constrained indus- 
trial side, how—between avoiding the mistake of committing too early to 
something that is going to be dumb in somebody's judgment, and the mis- 
take of dragging out too long something that you bloody well need 
tomorrow—how that gets screwed up in the government. Could you draw 
now strictly on the industrial side? If you had your druthers, as General 
Manager, how would you most comfortably strike the balance between 
avoiding committing too soon to the wrong thing and dragging your feet too 
long on something even if it's not perfect? One of General Cushman's state- 
ments was that it is better to have something than nothing, and in some cir- 
cumstances even if it's not perfect you want it tomorrow. I think you were 
starting to talk about that. Forget about the government for the moment; as a 
manager, a principal, how do you balance that? 

|OSHOKNI:| Well, let's say this. You can't Tight a war with things that 
are on the drawing board. You fight a war with things that are in your hand. 
You can't run a plant with things that you're planning to do sometime in the 
future. You run a plant with the things you have now. So you need to have 
the capability at any given point in time that's sufficient to meet at least your 
minimum needs. But that's a process that doesn't happen by itself. It takes a 
great deal of planning to be sure that you're probably postured as well as 
you can be at any given point in time I guess one of the things I feel is 
death, from the industry side, is to lock yourself in concrete by choosing a 
course that you refuse to change—even though there's a need to change. 
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For example, I started an LSI facility. It was a large-scale, integrated array 
facility that developed innovative circuits, and we had chosen a certain com- 
plement of equipment to go in 
there—we had budgeted for it and 
bought it. But another group of LSI—Large Scale Integration 
equipment came out that was far 
better, that would speed the proc- 
ess up. give us greater accuracies, better resolution in our lines, and the like. 
The Board was horrified when I went to them right after this stuff was deliv- 
ered and put it on the block to sell it, to buy something else. But they went 
along, and we put in a facility that really did what we wanted it to do. In the 
near term it looked like a bad decision because we had spent more money in 
that period than we'd planned to spend. In the long term (after all, that's the 
thing we were aiming at), it made and saved a lot of money for us. But the 
government system now has gotten so complex in its needs analyses, speci- 
fications analyses, justification and quantification of programs—there are so 
many levels—that things do get locked in concrete; it's almost impossible to 
change them. As a consequence, we have systems which are less capable 
than they should be, and it takes longer to get them. 

... Now, government specifications theoretically try to map out that plan- 
ning process. But they don't put any one person in control; the process runs 
through a whole series of bodies who are entirely different, who have their 
own ideas about things. I've prepared a lot of these presentations for. or in 
concert with, my government colleagues to take them through these steps. 
The name ol the game is to get through the gate. And you're sometimes 
willing to sacrifice some of the more substantive things in order to get it 
through. And once you've got it through, for Christ's sake don't change it. 
because you'll have to start the whole thing all over again. 

... There's an excellent piece by Melvin Laird pointing out that all Serv- 
ices are continuously having to lower their requirements for the people who 
are coming on board. So as our 
weapon systems and our com- 
„and. con,r»l. and in.elligence        ^ÄÄ **-• 
systems are becoming more com- 
plex, the capability of the people 
who are actually operating, maintaining, and repairing them is going just the 
other way. In turn that makes the systems even more complex, because now 
you have to build things into them to replace the intelligence you'd normally 
expect to find in the human being. That lengthens development time. Sure, 
things are getting more complex. We now have to put much more capability 
in the same size box. We are constrained in size, weight, and power, yet the 
functions to be performed are much more complex, so the equipment is 
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more complex. Determining just how all this threads together is obviously 
more complex. Being more complex, it takes longer. Because we don't have 
people who are maintained at the needed proficiency, it takes a lot longer 
than it should. 

Admittedly it's going to take a lot longer in any event, right from the begin- 
ning of the process. Engineering the system takes longer, intrinsically; it's 
more complex stuff. Manufacturing takes longer. Because it takes longer it 
costs more, but it takes much longer to engineer and manufacture, and costs 
a lot more, because we're not applying all the intelligence we could and 
should to the process. Finally we deliver the equipment to our customers— 
late, and at an exorbitant price. We hand it over to people who don't have 
the capability to operate, repair, maintain it. so in the end the intended use 
of the equipment is subverted. It's just not what we want. Somehow, despite 
all this, we just have to change. 

(OETTINGER] NOW how would you interpret your propositions, in terms 
of what you'd want to change? 

|OSBORNL| The complexity of the system is not going to change. 
Indeed, it will get more complex. Since that's so. we have to look at how 
we can assess the needs of the system in a much different way. and with 
smarter pe< sic. The government, as I said, is less and less able to articulate 
those needs in the form of specifications. That is going to continue to be a 
problem. Those specifications are going to continue to be complex, even 
more complex than they arc now. Wc have to come up with a means of 
obtaining the best product, and a mechanism to expedite changes when 
changes are needed. The procurement process, the testing process and the 
like, by their very nature, cause things to take longer and cost more money. 
And although I can understand theoretically why these things have been 
done the way they have—to keep out crooks and so forth—nonetheless it is 
a fact that things are taking much longer than wc can afford to have them 
lake. They're costing more than we can afford to have them cost; we've got 
to do something about that. 

... The next thing that's important—especially in the LSI and VLSI type of 
circuit—is that one- you have decided that a device will be used to do a spe- 
cific something, it's very difficult 
and very expensive to change that 
later on. because now its function vtsi—Vvty Luge Scale integration 
is embedded. For example. I once 
developed   a   PABX   system— 
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Private Automatic Branch Exchange equipment. It was all solid state. The 
decision was that we would put it all into LSI circuitry. It was a beautiful 
system, with automatic wake-up, call-back, all sorts of cuing. It was the 
sexiest thing you ever saw—except that nobody would buy it because, when 
I told them how much it was going to cost and how big it would have to be, 
they simply didn't have that much money or room in the motel or hotel to fit 
it in. It was suggested that we take the features out. But you can't do that; 
they're embedded in the finished system. Therefore, it is super important, 
since you're going to be building things this way, to make sure you start off 
with the best evidence: what is it that I really want to do? What are the 
needs? It's important to spend enough time qualifying and quantifying these 
things to the point where you can say with reasonable accuracy. "That does 
represent what I want." But we just aren't doing as good a job of that as we 
need to. It's because we don't have the people to do it, or we have processes 
which make it impossible. 

... Oh. I think it's going to have to be a joint effort. Its nice to sit back and 
say somebody else is going to generate all the needs and the complete archi- 
tecture, and will then hand it to an industry guy and he's going to go out and 
design the stuff and crank it out of a factory. Logically, though, it's not 
going to work that way. It's got to be an iterative process with a real part- 
nership between government and industry if it's going to work right. Of 
course that's frowned on these days. The government-industry complex 
somehow or other got to be a dirty word—I don't know why. but it did. Yet 
I think we're going to have to go back to a lot more of that kind of collab- 
oration. The development of the whole semiconductor business wasn't done 
in the military; it was done on the commercial side. The fact that you can 
get all this stuff on chips now wasn't a consequence of government work, it 
was the competitive force in the commercial marketplace that caused it to 
happen. I think that, like it or not. there has to be a degree of partnership 
between industry and the government. 

|OtniN(itk| I wonder how much of the problem is an absolute, and 
how much of it is perception. A tire is one hell of a complicated thing to 
fabricate, but any bloody idiot can change a tire on a truck. By the time it 
gets to the end consumption point, it has to be operable. The internal com- 
plexity may be increased, but still you have to design the truck so that the 
bolts can be unscrewed and somebody can use any old w;ench; and you 
have to think about whether it's desirable to require a specialized wrench, 
and so forth. Maybe some of the problems are not as much the diminishing 
capabilities of people, or the increasing complexities of systems, but the 
need for more attention to making suit things are operable by human beings. 
You may have to take five- or ten-year intervals between major changes so 
that things are engineered at a level where people at a particular time can use 
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them effectively, as they would a tire. Now, is that nonsense, or is there a 
germ of something sensible in it? 

(STUDENT) It's not responsive to today's demands, but it's perfectly 
true. For instance, the Air Force has problems not only with internal com- 
plexity, as reflected by computer programs and designs, but with external 
complexity, as reflected in the interfaces of what you're building today with 
the other systems that are already in place or, worse, with those that are 
already being simultaneously developed without the communications view. 
This problem is going to exist until those systems are fielded and they some- 
how come together. For example, we wanted to build an automated 
TACC—this is one of our disasters—an automated tactical air control cen- 
ter, and it was pointed out to us that current technology will support multi- 
processing—that is, several computers which can share jobs. That's fairly 
complicated. Weil, one company said yes. our computers can do it. and 
we've got an operating system that works, and another company said we'll 
build the applications systems if you'll give us a specification of how the 
operating system performs. Another company said, well. uh. we're the sys- 
tem integrators, and if those computer programs work on that computer, 
then we can make the system work. But it didn't work, and you've got fin- 
gers pointing all over the place. Now was that all complexity, or poor man- 
agement? It's very hard to distill lessons learned out of disasters. You can 
draw almost any conclusion you want, but I think complexity was certainly 
a factor. 

|OsBOKNii| Over in Minuteman. we had a problem with the cable sys- 
tems. Invariably some farmer using a posthole digger would punch a hole in 
the cable; and gophers, it turned out. loved to eat lead; they'd eat holes in 
the stuff. So we developed a system lo pinpoint where the leaks had 
occurred with great accuracy—within 50 feet. That saved the Air Force an 
enormous amount, having thi« landy little gadget on the link that would tell 
them right away there was a leak; all they needed to do was go out and dig a 
hole there and fix it. But then we had to pull that gadget out—it wasn't to 
Minuteman standards. As a consent ~nce. the Minuteman system is operat- 
ing without that device now. It just wasn't in the ».amc plan. (3. 4-5. 6. 10, 
II. 12. 13. 14-15. 17. 18-19. 19-20. 20-21. 22. 23) 

4.        RICH ARO D.  DELAtER, Ixecutive Wee President. TRW, Inc. 
"A Major Cont-actor's 
View of CT' 1981. 
pp. 69-94) 
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Command is not a thing, it's not something you can go procure. At most it 
has the half-life of the individual commander, and that half-life is probably 
no more than three to four years, maybe only two years. Putting in the 
things that are needed to support his views on what the command function is 
may take a much longer period of time. 

... Now, despite what some might think, this |the NORAD Command 
Operations Center] is a good program—precisely because they did keep 
changing the requirements, kept it flexible and kept throwing things out to 
make it happen. If instead they had kept to the original program lines, in 
Bob Everett's view they would still be working on it. and we still wouldn't 
have it in 1981. The heart of the recommendation of the Defense Science 
Board study on system» acquisition was that you ought to build command 
and control systems in an evolutionary fashion and get them in the user's 
hands very quickly. You find out what the commander wants, evolve the 
system, add to it. update it. bring it along; in the meantime you install a 
backbone system that really works, and we've been trying to do that. Finally 
after much blood, sweat, and tears we have gotten the Services to admit that 
command and control systems are different kinds of things from airplanes or 
guns. They're acquired in small numbers, generally they're one of a kind, 
and their operational characteristics are largely determined by the user in an 
evolutionary process. In many cases existing commercial equipment can 
emulate the function, and you ought to be flexible and be ready to take 
advantage of that in procurement. And remember that these systems are not 
just for use at major command headquarters, but are also deployed at small 
units down to the corps, even perhaps the division and company levels. 
They all ought to take a common approach; at the same time, such wide 
deployment and such a wide range of needs demands flexibility. 

|OETTINGER| The inference is that if the commanders stayed around 
longer, or systems people were smarter, or contractors were better at pro- 
ducing things faster, as either a backbone or a completed system, this prob- 
lem could be solved. Doesn't the real problem lie deeper? An operational 
guy is likely to state his requirements in terms of functions—he needs this, 
that or the other thing—if he's 
capable of articulating them at all. 
The technical guy at ESD is more l$l>~[katonic .Vysiem» Divinon 
likely to talk about capabilities— 
the gears, the technology. 

11)1 LAI I K|       Not unly that; he wants to put a fence around it so he can 
meet the budget. 

DeLauer, 1HH1        lot 



Cl: Issues of Command and Control 

[OETTINGER] Even given a greater amount of time, though, mightn't 
that kind of cultural gap be unbridgeable? 

[DELAUER) All those tendencies are going to continue, and the charac- 
teristics of the people involved aren't going to change very much— 

[EVERETT]      The last thing you want to do is give the communications 
capability to the President. Evolutionary development can be like what the 
African colonials used to call the 
"white man's madness"—big 
changes every time a new admin- Everett—Roben R. Everett, President of 
istrator came to the colonies. One S^jf °' ** *"+** in this 

would be an agricultural bug and 
say, "The boll weevils are eating 
up all the cotton plants by the roots. Pull out the cotton roots, that's how to 
solve that problem." So the natives would run out and pull up the cotton 
roots. The next guy would be a civil engineer and he would say, "We need 
roads. So forget that boll weevil nonsense and get on with road building." 
And they would go along with whatever the new thing was, because they 
didn't want to spend their time in jail. Similarly, in the command and con- 
trol function, every incoming commander's background, environment, per- 
sonality, whether he likes staff or hates staff, whether he's an authoritarian 
or not—his whole style, his whole being will dictate to one hell of an extent 
his and his staffs command information requirements. A lot of thought has 
been given to this, to identify basic informational requirements. As we get 
down to tactical situations we arrive at some constants—things thai tend to 
happen over and over. But that only gives us maybe ten percent of the 
needs. There's still the other 90 percent that's going to change with every 
new "white man" who comes in— 

lOETTlNGERl 1 sense that there may be "pure gold" evolution and 
"fool's gold" evolution. Where is the distinction? The ideal evolutionary 
model, as I hear you. is a simple "backbone" kind of thing to which you 
can add on. But another model, not incompatible with a naive notion of 
evolution, says that you evolve a German PTT, a French PTT. some US 
military Service facilities, sepa- 
rately. They're all nicely 
evolved—until the day comes        m-poasl. telephone, and telegraph 
when vou trv 10 hook them to- *8*ncy: io^tnment owned com- wncn you try it noo* mem IO mercul commurucattons system 
gethcr. totally or partially, and 
things come to a grinding halt 
And somebody says. "Jeez, you know, if only we had planned ahead and 
thought the thing through up from, we wouldn't have had to come to a 
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grinding halt now and build interfaces which are larger than all the systems 
together." Somebody else says, "Well, we did it in an evolutionary way." 
Is that not what you mean when you say "evolutionary," or is there some 
qualification to that notion of evolution which makes it good? And if so, 
how do I tell "pure gold" evolution from "fool's gold" evolution? 

[EVERETTl Now as it turns out, the German and French PTTs will work 
together; the French and Germans do talk to each other, and that's been true 
ever since the early days. Therefore, in the course of evolution, it's worked. 
But if they had never talked to each other and a time comes, at two o'clock 
in the morning, when they will need to talk together, rest assured that they 
won't be able to. This is the situation in our military. People say, "It's just 
absurd that the Army and the Navy can't talk to each other. We'll legislate 
it: Everybody shall buy the same radios; or, we'll make them all get together 
in one room and design the communications center." Those things don't 
work. The only way you're going to get them to work together is to make 
them work together, make them work joint exercises, and when they can't 
work together and the thing fails, you sneer at them and they have to go out 
and fix it. If you don't do that, they won't ever fix it. 

... In Darwinian evolution you go out and keep doing things; the ones that 
fail, you throw away; the ones that work, you keep. I expect that you might 
be able to mend the telephone system by means of evolutionary function, 
but we don't have a few million years. So you need to assess the course of 
the evolution—try to make the things you try sensible, and fix the small dif- 
ficulties. That is a tremendous engineering task, and it is what is normally 
thought of as systems engineering. The trouble comes when you say. 
"Look, the present telephone system is all analog; what you ought to do is 
throw it away and build a new one 
using digital technology. We'll set ___   _   4     _ n.. 

ttux        MI a SPO-Syitem Program Office up a SPO. we II write specs and iru.  .' ,      .       ... r ,r,    ___ IOC—initial operational capability 
get everybody going, a.id the IOC 
will be 1992." 

|Dl l.Al hK| And it's going to cost this number of dollars to four signifi- 
cant figures. 

IHvhRfcXI | Now you know that nobody would be able to talk to anybody 
in the United Slates 'til God knows whet'. We try that all the time in the 
military. 

|Ol -TTINGl k| Here arc two of you who are in lull agreement on that 
score; why is the rest of the world so dumb? 
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[DELAUER] Everybody who's talked to me says, "Let's do away with 
CM." So we do away with CM—but you can't make it disappear, we're still 
going to have some resource allocation. One of the problems we have had 
with the C3I organization was that when we did focus it, and aggregate it to. 
at least, define what the needs were, the warfare groups—strategic, space, 
general purpose—didn't have enough capability in it. and since they're not 
looking for things to do, they went on their merry way without considering 
the command, control, and communications requirements. In MX that's still 
missing; we really haven't addressed that leftover problem yet. What I want 
to do is be sure that the weapons 
systems people, who are putting in 

all   that   money,   consider  the ^ÄfS^mSSfe0'in1trConth 

implications of the command, con- 
trol, and communications require- 
ments when they start thinking about the weapons system. (70. 78. 79. 80- 
81.82.83.84.85) 

5.        JOHN H. CUSHMAN. "CM Management consultant; former Com- 
and the Commander: Re- mandant. Command and General 

sponsibility and Accoun- " a    ° e*e 

lability" (1981. pp. 95- 
118) 

iT|he specific process of adaptation generally takes place through con- 
structive dialogue between the providers and the users of computer systems. 
We are largely in the Held of information technology. Computers and infor- 
mation technology are not necessarily synonymous. Command and control 
amount to much more than computers, though they are frequently referred to 
as adapting to the computer. In the business world the providers are the 
developers, the generators of new ideas, the creators. They make computers 
i>r their components. They work in the universities, the software houses, the 
research institutions. They are thinking of new things to do. The users in 
this evolutionary process are out there in the banks and bakeries, the refin- 
eries and business institutions of our land and around the world. They are 
doing the world's work, and they need computers to survive . The providers 
give the users ideas, the users keep the providers from being impractical, 
and the ultimate measure of merit for the computer is its utility in the contest 
of advantage. Users' influence governs. 

As a management consultant. I'm working right now on a stud) of how 
users are adapting to computers Citibank is doing a very good job adapting 
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to the computer, and I just read a briefing given by a developer of computer 
systems in that banking organization. This was his approach: "First, study 
the users. Second, understand the interoffice relationships and what the 
users are actually doing. Third, design a tool that performs today's function. 
Fourth, make it usable." Of course you must provide for growth as you 
make it usable (because the user is going to want to make it better) and 
implement it. get it going and let it grow. (98) 

6.        CHARLES W. SNODGRASS. Vice President. Electronic Data Systems 
"Funding    CM"    (1981. Corp.; former Assistant Secretary of 

,,,.   • the    Air    Force    for    Financial 
pp. 119-46) Management 

1 will confess that it is more difficult to articulate the need for a C* system 
than for many other things, because many of the most important parts of the 
O system are intangible things that you can't "show and tell" to Congress. 
You can take congressmen to Cheyenne Mountain and show them the 
Command Operations Center and 
they will see a bunch of com* 
putcrs, but those computers look Cheyenne Mountain-site of NOHWs 

jus, like the ones they saw at the g£EÄcD* P°%' • 
National Military Command Center cs-un,ts of force, each equal to the 
and down at the Kennedy Space pull of gravity on a resting body 
Shuttle facility. Whereas, although        Mach-l—twice the speed of sound 
they arc all IBM 3033s. the soft- 
ware in them is totally different. 
And the huge cost overruns, the failures and problems in Cheyenne Moun- 
tain, tor example, were software failures, not hardware failures. And how 
do you explain to a congressman—how do you explain even to a General— 
how it operates, how much it costs, where it should go. how much it 
weighs? How do you explain what software is? You can't take it in to show 
him at a congressional hearing. On the other hand, if you arc selling F-15 
aircraft, you can take the congressman and give him a flight in an F-15. pull 
six Gs. go to 15.000 feet, go to Mach-2, and they come hack and say. 
"Boy. where do I buy more of those?" The product the Of. people arc sell- 
ing is just more difficult to articulate. 

... The final problem that C has is its unique dependence on the perspec- 
tive oi the commander who is using it We change commander» in the mili- 
tary every two !o three years, so what was a perfectly adequate CJ system 
for General X is totally inadequate for General Y. 
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... Fundamentally the problem was to make sure the right information got to 
the right person no matter who collected it. so most of the things we dealt 
with were interface problems of a kind that arc unique to CM. Air Force F- 
15s don't compete very much with Army Cobra helicopters. F-I5s are 
engaged in aerial dogfights with MIG-23s or MIG-25s, and a Cobra can't 
go after a MIG-23 or vice versa— 
though we arc starting to change .... __        „_ „    _    ,    .. . 
.u     •    .u     »     n TL    c  fc MIG-23S or MIG-2Ss-Soviet fighter 
this in the Air Force. The F-15 aircraft 
was built primarily as an air-to-air 
fighter, and it couldn't compete 
with the Cobra for close air support for an Army ground unit. A ship doesn't 
compete with an Army field kitchen. So it's mostly in Cl where you have 
this competition across the Services. 

Furthermore. O has the most common technology. There is nil the dif- 
ference in the world between Huey helicopter technology and SR-71 tech« 
nology. But an IBM 3033 computer can do all sorts of things depending on 
where you apply it and what kind 
of software you put on it. I think 
that's why C*l has so many more SH-71-US strategic reconnaissance 
r c.    »»/        .c-    • aircraft fights. We see this in our corpora- 
tion. The management information 
system is where most of the bureaucratic battles in private companies arc 
fought—because, after all. how you put the management information system 
together determines where the profit center« are. The measures of internal 
investment, internal rate of return, all of that, can make a tremendous dif- 
ference in your bonus, depending upon how you set up the management 
information system. The same analogy holds true in the C arena. If you let 
everybody have his own C that's one thing; if you concentrate it all on the 
(light deck of the aircraft carrier or in the National Military Command Cen- 
ter in the Pentagon, you have a different bureaucratic power relationship and 
some three-star generals are up while others are down, depending upon 
where you place it. 

... So I don't think that lack of resources is the reason this country has not 
been able to build an effective command and control system  1 think it's 
more the non-budgetary issues: 
fighting for turf, the separation of 
the military Services, the compeli-        NASA-National Aeronautics  and 
turn between the civilian and mili- V*** Administration 
tary sides of the Pentagon, and 
with the civilian agencies such as 
NASA. 
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... I guess my biggest concern about what's happening to the defense 
budget now is that it's possible to spend 225 billion dollars a year in very 
stupid ways and not really increase the US defense capability at all. 

... I think that at some point in your course you should look at the Brooks 
Act and the Paperwork Reduction Act. which regulate how the government 
can buy computers, in essence, at 
least in my opinion, we buy com- 
puters in ways that make no sense. *'°°k' Act-fedetal Property and 
,.,,,,                                ,, Administrative Sen/nes Act ot 1949 
I wish I had more time to talk 
about it. We essentially buy com- 
puters on the basis of hardware cost when, in the current systems, hardware 
is about 20 per cent of the cost and software is about 80 per cent. Yet. for 
historic legislative reasons, we let that 20 per cent tail drive the 80 per cent 
dog. I think many of the failures you see in government command and con- 
trol, communications, and computer acquisition arc directly related to the 
Brooks Act. And I can assure you that in the private sector we do not pro- 
cure computers that way. 

As a matter of fact, the biggest problem I had when I was Assistant Secre- 
tary of the Air Force responsible for computers was trying It* convince 
highly skilled and reputable private sector computer managers that the gov- 
ernment did it that way. The reaction always was "My God. you must be 
kidding. You can't possibly do thai." 

My favorite story: when I asked a very scnit>r industrial person whether he 
leased or bought his computers, he said he leased them, because they had 
just gotten a 303.» and it was already an obsolete machine, and they didn't 
want to be si tick with it. Yet we had just had absolute champagne parties 
and everything else a couple of 
months before because SAC had 
just gotten its first 3033, And I M<.'-.sr»rrgN AM Command 
think many of the problems arc 
traceable to thai. (128-29, 131, 
133. 135. 1451 

DAVID C. RICHARDSON.        CWHMIUW. Defense intelligence 
Ihe Uses of Intelligence" J^*"*****«» *"- 

(1981. pp. I47^*> 
/«uii/   ami • >!/»•/ />J/I«-/I 
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I must simply observe that the system we have now is so complex that many 
people who have neither understanding nor responsibility other than to chop 
on a program have in fact the authority to delay it, or send it back for further 
analysis of the need. It is just about impossible to get any project through 
the system at this point. I'm reminded of the old gunnery instructions, back 
before World War II. A problem would occur, and new safety rules be writ- 
ten. There would be a terrible explosion and then a whole new bunch of 
safety rules, then something else would happen, and more safety rules, all 
justifiable. But a point is reached where the constraints are so great that you 
just ought to zip it up and forget about it. I think it's possible to aggregate a 
whole bunch of regulations, procedures and so forth, each of which is 
understandable in the context of a particular problem that arises, and end up 
with an aggregate that is counterproductive, bach is good, within its limited 
sphere for its limited purpose, but you add them all together and you end up 
with something that's just far too complex to manage. There is the point of 
diminishing returns. 

... One of the things I've been maintaining here today is that, if we make 
good and proper use of intelligence, a great deal of the development and 
procurement process problems will be alleviated or disappear. I think, 
though, that in this entire process it is absolutely essential that we concep- 
tualize our werpons—formulate their characteristics—much better than we 
have in the past, and I view intelligence as being a principal factor in that 
effort The Soviet navy had the job of becoming a first-rate navy, able to 
contend not only with the US Navy but with the British. French, and Italian 
navies as well. And how did they do it? Well, they studied our Navy. They 
studied the US. British and French navies very carefully. They found the 
weaknesses in our naval weapons systems as they viewed them. They 
looked at the promise of technology and in particular electronic technology. 
And they came to the view that we were overly dependent upon radars, 
which arc electronically very noisy, and on lots of communications activity. 
So they designed standoff weapons thai could exploit, through their sensor 
systems .md their terminal guidance systems, our great dependence on 
electronics. They developed some fairly simple, basic concepts. One such: 
sink die carriers 

... We have systems in development that started out with threat assess- 
ments. We have program managers in charge ol bringing those systems 
along. In this management climate the predominant features that bear \H\ the 
program manager's effectiveness, that describe whether or mil he's pro- 
moted arc. first. "Is it on schedule.'" And second. "Is it within cost?" This 
nukes him no matter how good a guy he is. now knowledgeable he is— 
hostile to any new intelligence or any further resolution of heretofore 
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tentative intelligence. The last thing that a program manager wants to hear is 
ihat his system is not completely responsive. So he's not receptive to new 
enemy information, and that is an institutional ailment which I think has to 
be corrected. You can find all the right words in the SBCDEF procurement 
directives that contradict what I have said, but the fact is he knows he might 
lose his weapon system: and second, something is better than nothing—they 
know that it's better to get something and then maybe fix it later than to jeo- 
pardize a whole system because of some substantial weakness that can be 
fixed at some later date. That's one of the program manager's very powerful 
and understandable reasons, but it's more costly. My point is that there 
needs to be a better way of getting into people's minds the changing nature 
of intelligence and an understanding of intelligence—so that hostility, be it 
in the Office of Management and Budget or in Congress, in the Office of the 
Secretary of Defense or in the Service itself, can be converted into under- 
standing and support. Where things need updating, they should be updated. 
The sooner, the less expensive—the better from just about any point of 
view. Now that doesn't exist today. (150-51. 161) 

K. KKIIAKI) H. ELLIS.   \Stra- i*»m*t OxnmndetmChtei. ML 
legic Connectivity" (I9K2. 
pp. I   10) 

But a lot has been dime in the last few years. Studies have been completed 
on strategic connectivity. Probably the ground breaker was the one SAC ran 
between fall 1*>7S and early 1979. We had the best brains in the country 
there, from all the Services and from industry. We spelled out the vul- 
nerability of military C'l. strategic connectivity, and we reached everybody 
in town except the President on lhat. Thai is the kind of effort thai is 
required in the years ahead. We must keep tab on htm well we're doing. We 
must run detailed hookv We must do it trom an operational, nol a system 
point of view. The operator is the person who has to use it. and he's the per- 
son «ho makes ttv besi judgment on its effectiveness. We must ensure that 
the equipment is standardized. Having IK billion dollars in back of it would 
help loo. but that s just word* so far. What we're going lo have lo do in the 
mil-years is wc whether the Sen- 
ices put connectivity on a par with 
Sei vice weapons programs in pri- «**• -war»-« »'*• '"*•"«• 
only of effort and funding. Be- 
cause it's real rasy lo put money 
inlo C1 this year and then see il disappear into purely Service related pro- 
grams later on. Al this point I will settle lor higher reliability ol C'l. (X) 
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9.        HILLMAN      DICKINSON, Director, Command, Control, and 
"Planning  for Defense- Communications Systems, ICS 

Wide Command and Con- 
trol" (1982. pp. 11-55) 

A program objective memorandum (POM) comes in from each Service and 
each defense agency. It is submitted about May and is me important docu- 
ment that will eventually result in the President's budget, presented to Con- 
gress the following January. The POM covers five years, but the really 
important years are the two immediate years—that's real money that you're 
dickering for there. 

IOETTINGERJ I just want to interject; those of you who have not 
experienced the terror of the middle-level military or civilian manager talk- 
ing about missing s POM cycle. I think, cannot appreciate the depth of what 
he is talking about right now. 

|DICKINSON| Now. how does this work practically? Having gotten the 
POMs in and hid our CINCs' review this summer, we look for example at the 
strategic connectivity issue. We had a set of items that we felt were absolutely 
vital to improve in the area of strategic connectivity. They were presented to 
the Joint Chiefs, each of whom is a Service chief. When their budget came 
back in, it reflected about HO percent of the recommendations 1 had made. 
Now. that happened as a result of our seeing that budget and acting. The Joint 
Chiefs had a reputation for never being able to address these sorts of things, but 
in fact, in recognizing things of this importance for cross-Service use. 1 think 
the process wwks. and I've got to compliment all the chiefs on their respon- 
siveness to the problems we saw in connectivity at that time. 

It culminated in October with a presidential decision memorandum. The 
announcement was made on the second of October. It said, among other 
things, that C is even more impor- 
tant ?han the other pieces of the 
strategic improvement program.        m October-October I i«*f 
which included the MX and the        B-i-us «"**««* bomber deve/oped 
B-1, the advanced technology !"""..   ..   .     ^   »_ ... „ , . *%»   . advanced technotomr bomber iweaw 
bomber and so on. C  s impor- rsteahh)bomb** 
lance was recognized through this 
process. We were able to show, in 
fairly simplified diagram form, where the gaps in tr •   \ stein were likely to 
be as a function of various kinds of threats and   .«.nariov We were able to 
present the problem, and we were able to get action. 
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Another example. The Air Force is a good example of the budget crush, 
with those three big programs: the MX, and B--1, the advanced technology 
bomber. They were pretty well choked to manage those kinds of programs 
and come in on target. A number of other things came out of the budget in 
various places, in particular for cross-Service C\ From a decision made at 
the upper OSD level in the DRB for about a billion dollars of cross-Service 
funding, by the time the budgets 
came back in the Services were 
able to fund only about $175 mil- °S£j££'c* °' *h* Secrc,ary o( 

lion. Well, that's a tremendous gap        ,,„_  ,. .       „ „     . ... * .r ORB—Defense Resources Board 
in other essential improvements in 
theater and tactical C\ We went 
back with the most important of those gaps in a list of some 20 items as late 
as November, and again, about 80 percent of them were funded by the Serv- 
ices before the budget was finally produced. So that's the way the process 
has worked: a combination of pressures, of presentations to the chiefs and 
the opsdeps—their operational deputies—and recommendations to OSD and 
the chairman's own voice in some of the final councils. That's the practical 
role—what you have to do. when you don't control the money, to get other 
people to understand the problem. (25. 27) 

10. ROBERT T. MARSH. "Air Commander. Air force Systems Com- 
Force    C'l     Systems'' mrndtAfSO 
<I982. pp. «*5-H4> 

The users—the commander of the Strategic Air Command, or tactical force 
commanders—play an important role in defining their needs tw requirements 
for future weapon systems based on the potential threat. But I think you 
know it's not as simple as that, because no field commander ever dreamed 
up the need for a ballistic missile, an atomic weapon or a laser. Instead the 
technolog Ms brought them forward, and matured them to a point where, all 
of a sudden, they appeared as potential systems for the user lo exploit. The 
user didn't express a need in those instances; rather, technol >gy came for- 
ward and offered him a tool to perform his job better. So our icu require- 
ments and new systems evolve from both sides: a statement of need on the 
user's part, and tcchih ogical opportunities that present themselves. 

... The void. then, is in how wc are to satisfy the command and control 
needs of unified commands. Now. 1 don't embrace what sonic others say: all 
you have lo do is give them a big pot of monc> and a whole bunch of 
engineers and let them invent their own. That's nonsense. What you ought 

Marsh. 1982       19J 



C5I: Issues of Command and Control 

to do—no matter whether it's the Air Force, Army or Navy—is have a good 
clear way for them to interact with a development agency, articulate their 
needs, iterate those needs back and forth and get them established, get the 
JCS' blessing, and then direct a lead Service to work with the unified com- 
mander and satisfy his needs. 

That simple process doesn't exist today. Unfortunately. JCS doesn't have 
the authority to direct that it be done. Command and control responsibilities 
go back to the Constitution, to the role of the military departments, and the 
way they train and equip their forces. Besides. JCS doesn't have any equip- 
ment. So somehow you have to close that gap, and get the military depart- 
ments to provide the equipment for (he unified command. That's a 
fundamental problem with CM. And I don't believe this nonsense that, 
"Well, those guys over there in those development white towers don't know 
what the hell we operators need, so the way to solve this problem is to let us 
operators build them." There's just no way. I've taken on General Cushman 
about that: "Do you mean you want SAC to go build a B-l bomber, for 
example?" We have precious few scientific and engineering and acquisition 
skills in the Services today. We shouldn't dilute those further by setting up 
another development agency. 

IOETTINGERI I'm impressed with the recurring evidence that while the 
problems are easily overcome to the extent that they're technical, they keep 
coming down to control of the money on anything that goes into an interser- 
vice mission. You indicated earlier that the Cushman proposition of money 
for the CINCs and so on doesn't appeal to you. But there is nothing in place 
that would provide the Joint Chiefs or OSO with authority to control the 
money that is in the Services. What might be a way of going at this prob- 
lem, if you agree that it is a problem? 

IMARSH)       Well. 1 agree it's a problem, and 1 think it's fairly straightfor- 
ward. I think all the secretary ot defense has to do is recognize it—and there 
have been a couple of 1)SB studies that have recognized it. one as recent as 
three years ago. 1 think all he has 
to do is saddle up somebody in 
OSD and give him the clout to DSB—Defense Science Board 
enforce interservice integration. 
They've tried to do that with the 
CM position, but they've just never given it the authority and the respon- 
sibility to do it. 

lOt-.TMNGfcRj Do you mean Lieutenant General Dickinson's shop in the 
JCS office? 

194       Marsh. 1962 



Improving C3I 

[MARSH)       No, not in the JCS, I meant USDR&E, Don Latham's shop, 
earlier Dinneen's, the Assistant Secretary of Defense for CM. I think organi- 
zationally it's easy to solve. The problem is simply to achieve high-level 
recognition of this need, and then 
recognize  that  you've  got  to 
establish an office under the Secre-        USDR&E—Under Secretary of Defense 
tary of Defense that has the       a

for. *f5earch
t"

d£"f'a
n?Tf ' ..... ßuchsbaum study—DSB task force on 

authority and responsibility to command and control which recom- 
make sure that the needs of the mended giving O funds to opera- 
unified and specified commands tiona' co.m•nds

n 
r"»e'"* 'orce, _.    r    ,, , . was headed by Dr. Buchsbaum of 

are met. They tell us everything Bell Laboratories.) 
else to do, why in the world do 
they resist with a difficult thing to 
do? I don't understand that. Historically the DSB has reported that we ought 
to form a DC'A, a defense command, control, and communications agency, 
but 1 think people felt that we've got too much centralization already and 
that that one wouldn't sell, so they ended up doing nothing. They ended up 
doing nothing as a result of the Buchsbaum study. There were alternatives 
in that study. One was to establish the important focal point on the Joint 
Staff, and one was to establish an important position within USDR&E. and 
that's all it takes. 

|MCLAUGHLIN| We've gotten the impression from past speakers within 
the Services that there are competing priorities—people wanting a solution 
in terms of planes for the Air Force, tanks for the Army, and competition for 
resources. 

|MARSH| Yes. There will always be such priorities; I hone everyone will 
agree that we must have priorities. The Air Force is in desperate shape, in my 
judgment, for all kinds ot things—war-fighting capability and the C that goes 
with it. We've put a lot of rubber on the ramp over the last decade in F-15s. F- 
16s. A-IOs. F-l I Is. you name it. But none of them were sustainable. We 
didn't have the logistic support to go with them because we couldn't afford it. 
We didn't have the air-to-air missiles to go with our fighters, we couldn't afford 
them. We didn't have the bombs. We had planned more precision-guided 
munitions that we could have put into production than you could shake a stick 
at. but we couldn't afford them. Now, try telling a tactical commander who's 
got 72 airplanes sitting out on the ramp but hasn't any munitions to go with 
them, no spares at all to keep them flying, mat what he really needs is CV You 
know he won't go for it. It's a matter of priorities. 

1 think we're getting to the point itow where we're ready to address CM in a 
serious way, and 1 think this administration recognizes it. But during the last 

Marsh. 1982      195 



C3I: Issues of Command and Control 

two years—the 1981 supplemental budget, the 1982 amendment and the 
basic appropriations themselves—we really got working on sustainability for 
the first time. We poured billions into spares and munitions; that was the 
first order of business and incidentally still has very high priority. We've got 
to sustain that spending out into, say, 1985 or 1986 before we'll get to 
where we can conduct 90 days' worth of operations. I think you'll find the 
Air Force saying, "Well, now that we've got that well underway, we're 
ready to invest in upgrading our CV* But yes. it is a matter of priorities, 
and C3 has suffered. 

... |0|ur weapons system acquisition cycle is cumbersome and too damn 
long. I'd almost characterize it as bankrupt; the system's almost constipated 
in trying to get a job done nowadays. Endless review, checkpoints, the way 
we do things serially- -complete this phase, stand down and chew on it. and 
then the next, then test, retcst. and so on—that's terrible, and must be 
reversed. 

lOl-TTINüLR) You begin to see that if something persists that long it 
must be functional, it must do something for somebody, and the next target 
is to say it's the bureaucracy. But you know, in Pogo's words. "We have 
met the enemy and he is us." so it isn't altogether the bureaucracy. How 
and why did we get into this swamp in the first place? Among the reasons 
there were failures, there were some interesting things, there were procure- 
ment irregularities. Do you have any sense of where the perversions came 
from, and how. with whatever good or bad intentions, maybe porkbarreling. 
making sure things were adequately reviewed, whatever—your installations 
are so nicely gerrymandered the way NASA installations are. which is of 
political value but doesn't necessarily speed up the process? Could you look 
beyond the bureaucracy blanket and give us a sense of what original func- 
tions were served, what current purposes? Why docs this persist? If we had 
a sense of that, maybe we could gain greater clarity about what one might 
do to change it. whether it means bowling somebody over, paying them off, 
opening their eyes, or whatever it takes. But the "bureaucracy." or "people 
are stupid" view seems too simplistic. It's been around to long and it's too 
deeply entrenched. 

IMAKSHI       Well, back in the late 1950s and the early 1960s I think we. at 
least in the Air Force, did a pretty dam good job of acquiring systems. The 
B-52 is a pretty damned good 
weapons system. The C-I4I is 
...        . ..     -. «-5_'~w> sPafegM bombet; mjm\U\ 
held up by many as the Unest of cuw* *Sbw foice 
acquisition the Air Force ever did c-MI-US strategic *tUn antraft 
on cost  und  schedule,  and  it 
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worked like gangbusiers. I would say that the ballistic missile program was 
well managed; it spilled a few dollars, but the nation wanted it in the worst 
way. We brought it in in fine fashion. It worked as advertised. I think Min- 
uteman is certainly good. 

Now. about that time Mr. McNamara came in. There were, sitting around, 
examples of systems that didn't work as well as they should and. perhaps, 
systems that people didn't think we 
ought to have. "Why do you need 
this one?" or. "You've got too Mr- McNaman-Robcrt C. McNamar*. 

i         •% ,i,     .  _  . Secretary of Defense under Presi- 
many on your platter.    We started dcnts Kennedy Mdiohnson 
institutionalizing: front-end plan- 
ning, sorting things and getting 
them well defined before you move, and once you move you go all the way. 
Well, we got the C-5 as a result of that, and the F-l 11. Great deliberation 
went into laying those programs out right, but as far as I'm concerned that 
started the cycle. Those programs didn't work out. and from then on we 
continually tried to Band-Aid the process. We said. "Well, it didn't work 
out. and we didn't know it until it got all the way down to the end. So we 
won't uo that again. We'll put more checkpoints in this process, and to 
make sure our design is coming along as advertised, we'll build some pro- 
totypes, test them ... we're going to put really tight control on this process, 
detect our mistakes earlier." 

We took the risk-reduction approach to life, and 1 think it's grown from that. 
And nearly every new administration has put further checks on it. has 
refined the process. Instead of single production decision or development 
decisions we'll have three or four, we'll call them DSARCs and we'll even 
have a zero point before you start 
thinking about it. We'll say. "It's 
a good system to think about, and DSARCs—Defense System Acquisition 
to study." and then when you *'v,e" Counc'' 2J SSÜaÜ -.   . .    '               ..            ...  . often—as here—used to refer to the 
finish your studies well have rna/ot decision points in the acquisi 
another one and say. "It's a good »»on pmcess.t 
system to explore further with 
some hardware." and then we'll 
go through that "explore" door and determine if it's a good system to 
develop. 

Now. believe me when 1 say a bureaucracy builds up around this process. 
You get secretariats, you get special cost estimating groups—they don't esti- 
mate costs, they check the Services' cost estimates—you get other offices 
that do nothing but develop the concept papers. I'm telling you. it gets well 
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entrenched. And nobody stgrds back and says, "But what's happening to 
the process?" It's an elegant process, and it looks good on charts: "Who in 
the world would develop anything and produce it without thinking about it 
first? We ought to do that." So it looks super, and it takes fifteen years, and 
by the time you get into the field the system's obsolete. 

So I think we must go back to where we acknowledge and concur. Do you 
know that if you go out into a factory, every person you see costs the taxpayer 
a hundred thousand dollars in round numbers by the time you load him with his 
support and all? If you load him with overhead it's mote than that. A hundred 
thousand dollars—count up ten of those folks, and it's a million dollars. 

Now what happens if you slow down? We're spending, on the B-1, 30 mil- 
lion dollars a day. If we run a test and something goes bad on it. and some- 
body says. "Hey. hold everything, we want to go check on this, the landing 
gear's got a little shimmy in it and we're not going to approve your going 
into the next phase till you fix it." we're ringing up 30 million bucks on 
your tax register for every extra day. and that cost isn't going to go away. 
That's what's happening in these 15-year-long cycles. We're keeping the 
whole industry team together to do a job that can be done in half the time, or 
a third of the time. That's a fundamental problem with the process, in my 
opinion. People cite—and it makes good copy—how much you spent after 
you should have known better. And you're going to send some systems out 
into the field with big retrofit kits. But retrofit kits arc cheap compared to 
keeping the weapon system in an idle mode for a year under contract. 

Bui the question you were asking was a little different from that. There is 
the problem of how you cope with the acquisition cycle, now thai the half- 
life of technology is down by an order of magnitude or more. Thai's lough 
one: how to keep our system technologically abreast. 

Now. you might ask why you want to do that. If it's effective, why do you 
give a damn whether it's state-of-the-art or not? Well, usually it's in the 
logistics area. The guys out there are prima donnas. If they want to shut 
down a chip line. bang, they shut it down, and they're gone; and unless you 
had the foresight to stockpile a bunch of them (and then they may not have a 
shelf life, so that may not be a good idea anyway) you're silting there with a 
major problem on you hands. Now that's a real problem. It happened to us 
on AW ACS. Motorola just said. 
"Were not going to produce these AmACS^Akbom w*,n,ng *nd Con 
chips any longer"—a real sophisti- ttolSyuem 
cated chip that implemented our 
clutter rejection algorithm. And 
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they stopped producing them. We finally got some outfit to do it, put a lot 
of money into them, and got them up to where they could handle it. But 
coping with the shortened half-life of technology, especially in the 
electronics area, is a hell of a problem. What we try to do is focus on 
"form, fit, and function." We put a bunch of little modular boxes in, and 
when this box gets obsoleted, throw it away and replace it with another box. 
The housing may be only half full, but it's got the new technology in it, and 
the rest of the system doesn't know you have replaced that box. 

lObTTiNGHR) There's a chicken and egg thing here. One of the reasons 
some of the speakers last year from the industry side pointed out their desire 
to get out of the chip business is that again, with the delays in procurement 
and one thing or another, they can't afford to put their own money into it 
indefinitely to wait for the US government or a particular Service to make 
up its mind about a procurement. So we've created a monster that feeds on 
itself. Again, what's your sense of how one might get out of it? 

[MAkSHj       Well, we're thinking about that on VHS1C. If we develop 
some of these really highly capable chips, the kind that are needed for real 
fast operation on. say. waveform 
analysis, that have fairly exclusive 

'*     .      .    . ,.. VHSIC-Very High Speed Integrated 
application to the military, we may Circuit 
h;«ve to set up a government- 
owned, contractor-operated plant. 
Or we may have to reach an arrangement with some manufacturer that we'll 
come in and buy one of his lines, and keep it manned up. This has been dis- 
cussed before, and we've almost done it in certain instances. We've almost 
had to do it in the space business, where we need an element—a transistor, 
you name it—that's say. a hundred limes more reliable than the run-of-thc- 
inill version. We've almost decided we ought to produce these things our- 
selves in a government facility or contract, and 1 think that's the answer. If 
industry won't accommodate to us. we'll have to do it. 

Now. there's another solution: multi-year procurement. Rather than go to 
the manufacturer once a year and ask lor seventeen items that he can pro- 
duce in three days and then shut down for the rest of the year, if we gel 
multi-year procurement through, we could order our foreseeable quantity for 
the next seven or eight years, let him product* them all at once, and then 
shui down. It's our crazy procurement system lhat keeps us in the annual 
ordering business, which isn't good lor the military, obviously. 

|STVDfcNT| I'm interested in the issue of multi-war procurement. We've 
contracted things like the HI bomber, and that's going 10 spread over 
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several years. Then you talk about the whole procurement system being built 
into the congressional cycle—I'm not clear on what the snag has been in allow- 
ing the B-l procurement to be a multi-year system. I know it has been done at 
the state as well as the federal level. Multi-year procurement seems to make 
such great sense. Are you trying to press it as something that would be helpful, 
and even make financial sense? 

(MARSH) We are, and we intend to do it on the third buy. starting with the 
eighth airplane. We're buying one airplane the first year, seven the next. Then 
we really come up to speed, and that's when we'll institute multi-year procure- 
ment. But what is the hang up? It's Congress mortgaging away the future. If 
Congress, or even the Defense Department says it's going to produce this air- 
plane for the next four years, the people say. "Well. I'm not sure about that," 
and a two-year Congress has trouble. A new Congress will be coming in. and 
there's a whole defense program laid out to them, and they don't have any 
authority over it; (hey aren't going to be very happy. That's the root cause of 
the problem. 

ISTUDENT) But I'm curious about how they can make commitments for 
periods beyond their term—submarines, airplanes, all kinds of things require a 
much longer commitment than the annual one—not being able to transfer that 
into long-term programs that really make more sense. 

IMARSH) 1 agree, it doesn't seem to make much sense; but those are dif- 
ferent problems. When they buy the three-year airplane (that's the time it takes 
to build an airplane), they put all the money up front in that year, in other 
words they authorize and appropriate the full $25 million to buy this airplane 
that we won't sec for three years. 

|STL'DENT|       Except for the cost overrun. 

I MARSH) tuccpt for the cost overrun. But muhi-ycar procurement is not as 
simple as it sound*, because H still the» to preserve the prerogatives of Con- 
grew. What it really does is authorize. It says. "We intend to procure four 
years' worth of airplanes." and wc just sign the contract for 120 K- los a year. 
lor a total of 480. four-year multi-year procurement. The first year wc put up 
nuec obligation authority, more money, and tell them to go out and buy. If you 
can save a lot of money buying landing gear in a big lot. you go out and buy 
4X0 sets oi landing gear—or canopies, if the guy can turn out canopies like 
that, go buy all of those. But you have to plan that out very carefully and deter- 
mine the highcsi-payoft items that you want to buy in lot quantities. You buy 
those, and >ou take the savings that accumulate from them. But you still only 
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ask Congress for the money for those 120 airplanes. So you have to go back 
next year to get the 120—but if you don't pick up those next 120 airplanes 
it's going to cost the government some money, so you have some termina- 
tion liability. So there's some leverage to continue a program once you start, 
because it's such a complex process. But you don't want to get everything 
on a multi-year basis, obviously, because you lose all your flexibility. You 
have to be selective. And on those programs that have high stability, you've 
got a consensus between the Department of Defense and Congress, and 
they're not controversial. 

(STUDENT] But generally the chairmen of the committees that these pro- 
grams are going through will have some longer-term understanding. They're 
generally in Congress longer than two or four or six years, and it would 
seem that working some kind of arrangement might make a good deal of 
practical sense. 

[MARSH] It does. The military departments really pushed this multi-year 
process and got it through, and we save a lot of money. We estimate that on 
the F-16 we'll save about 10.5 percent, which on those 480 airplanes is. I 
think, something like 350 million dollars. (95. 98. 103. 104. 110. 111-13) 

11. RICHARD G. STILWELL. deputy Under Secretary of Detente for 
"Policy   and   National M,CY 

Command" (1982. 
pp. 115-45) 

| N lothing is more frustrating to those of us in command of forces than the 
inordinate length of time a system lakes to go from concept to mission 
capability. It just drives you up the wall. There are many reasons for it. but 1 
submit thai the basic reason is inadequate funding of the system to begin 
with, underestimating the costs, which drives you back to Congress a year 
later to say. "We missed our estimate by X nv'liou dollars and we need 
more money.' You get in trouble with the top level too because they say. 
"The military doesn't know wt>4t it's doing." And so the system becomes 
suspect tui not front-loading and getting really good estimate«, not being 
realistic. I'll take my licks along with the rest. Moreover, there is wi unfor- 
tunate tendency in the military to say. "That looks good, but it could be bet- 
ter. Just change this. this, and this." And you begin to get change orders, 
which cost money and slow the progress. And a number of people at the top 
L-vel do change their minds, whether they want H» admit it or not. 
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The most horrible example of all is the Patriot, the much-lauded new 
surface-to-air missile system. Phased array radars, multiple target engage- 
ment capability, effective from zero altitude up to a hundred thousand feet— 
it's great. It needs minimal maintenance, and can be manned by a small 
crew. It's tremendous, except that it was conceived in 1963 and we'll field it 
in 1983. At the time it was really pushing the state of art, but still we should 
have bettered that initial fielding date by years. It was delayed by problems 
of funding, change orders, differences over operational concepts, disputes as 
to the logistic support system it would need, whether to give it a nuclear 
capability or not. whether to give it an anti-tactical ballistic missile 
capability or not. (This is out of my field; we ought to send some of the 
Patriot project managers here to talk to you.) 

So we develop this great concept—the Air Force and Navy have done better 
on new systems than the Army has on Patriot, by the way—and it goes 
through development, engineering, testing. We get the bright and rising star 
and put him in charge—"You field the system, it's your baby." But having 
put him in charge, there has been a terrible tendency to put a pyramid of 
review on top of him. to the point where he is almost suffocated. We could 
correct a lot of that. 

|Oi rriNc.i K|       Your sense is that the process itself is to blame? 

| STIL WELL | Yes. It takes two years to plan the program in enough detail 
to get justification from Congress to get money. 

So where's the real problem? It may be more difficult in the Army than in 
the Navy and Air force, because we have a far greater multiplicity of sys- 
tems than the major weapons systems in the other two Services. But the 
problem is the lack of proper feedback and interface between the user and 
the developers, mainly on issues of functional utility. Once we've done the 
human engineering, we need to ask: "Is this the right way to do this thing 
is it what we reallv need?" (129) 

RICHARD D.  DLLAtK«. Undvi   Secretary   ol   Oefoise   lot 
"The View from the Hot *****th *td ingmtmng 
Scat" (1982. pp. 147-63» 

The first thing this nc* management did. just about the time I came into the 
building, was review the biggest weakness we had. which was the mismatch 
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between the planning system—it was called the Planning. Programming, 
and Budgeting System, which in the past has been a budgeting exercise, 
completely managed by the Office of the Secretary of Defense—and 
DSARC, the system that acquires equipment and services. They were never 
coupled together. This lack of coupling has always been a problem. Nobody 
can understand how you could run the budgeting system, the resource 
allocation system, without knowing where you were going to put the money. 
The new team integrated the two systems and reconstituted them as the 
Defense Resources Board, which serves as the allocation authority. As they 
restructured it. the board now included a mixture of people from the Office 
of the Secretary of Defense, which is the Defense Department staff, and the 
leadership of the uniformed Services. So for the first time in the resource 
allocation process, the Service secretaries sat at the table with the Secretary 
of Defense, the deputy secretary, and us under secretaries and assistant sec- 
retaries. This group then essentially provides management oversight of the 
resource allocation process. That was a fundamental change in the way we 
allocate the money. 

The next structural change that was accomplished was to integrate the proc- 
ess. The policy side of the house would generate what we call defense guid- 
ance, a document the Secretary signs that says what we expect to do for the 
next five-year period. It has broad categories to show where resources ought 
to be applied, who ought to do them, and how they should be implemented 
over what period of time. Tbc defense guidance is reviewed by the comp- 
troller, who makes a first-cut allocation of resources for the Army. Navy 
(including the Marines) and Air Force, and the elements of the Defense 
Department: the Defense Communications Agency, the Defense Mapping 
Agency, the Nuclear Agency—all the agencies that cut across all the Serv- 
ices. Those recommendations are sent to the Services which publish their 
five-year plans in the form of POMs—program objective memoranda. In 
these documents they by out for five years how they're going to meet (he 
secretary's defense guidance: force structure, personnel, operational readi- 
ness, research and development The POM document spells out funding for 
the five-year period, number of articles, development lime, pay structure, 
building and housing. So in one document you've got all the resource 
allocation. 

Now. it doesn't lake any genius to figure out that, as submitted—Army. 
Navy. Air Force. OSD—put them all together and there really ore mis- 
matches. In the past, those mismatches were essentially reduced to a /ero- 
error function by (he staff of OSD. Ines resolved it. sent the material back 
to (he Services, and said. "This is it." This time it wasn't done thai way. 
Instead it was done in a series of reviews by (he Defense Resource* Board. 
But in order to be able (o have il manageable, (hey had an interim process in 
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which it was looked at by Research and Engineering, which 1 run—by our 
PA&E (Program Analysis and Evaluation) staff, primarily people who look 
at the cost-effectiveness of different force structure mixes—and by the 
comptroller. 

We integrated the three different program objective memoranda into one 
coherent document. We identified mismatches, underfunding. and programs 
that weren't funded in adequate amounts in each of the Services. Command, 
control, and communications was a perfect example of that. You can't have 
the Navy funding it at one level, the Air Force at another, and the Army not 
funding it at all. and expect them all to play together as a choir. We fixed 
that by an iterative process—not perfectly, not even semi-perfectly, but as a 
first cut. 

And then, right in the midst of trying to do all this, the whole budget 
exercise of last spring got involved: the big fight in Congress over what the 
budget was going to be. whether it was going to be balanced or unbalanced, 
and the whole question of taxes. So we had to change our allocation levels 
up and down. But it served as a first model, and it came out reasonably 
well. We identified many things that could be better integrated, and we pro* 
ceeded to prepare the budget that way. and that's the way the 1982 budget 
went in. Now we're doing the same thing for 1983. This goes on just like 
clockwork. We're doing a 1984 program objective memorandum pricing 
right now. and we're starting to get it for integration. 

So that was one of the fundamental changes in the planning structure of the 
Defense Department. It's die right way to go. everybody's always wanted to 
do it this way. 1 think we can do a better job ot integrating. 

... Then we took a look at the acquisition process itself. All the manage- 
ment studies of the past had great recommendation» about the instability of 
programs, how they were undcrt jnded initially and therefore always had a 
bow wave out in front, so that everybody always gets accused of having 
overrun» when really they were underestimated by design, and never could 
catch up. Buy-rates were made uneconomical in order to stay within the 
budgetary limitations. Other recommendations from the past included a cer- 
tain amount of decentralization of program management, reduction in 
documentation—all the things that any decent manager would look at and 
say. "These are the things we o:ght to do." We looked at all the recom- 
mended improvements to our acquisition process and ended up with what 
were loosely called the 32 Carlucci initiatives. Now we're in the process of 
trying to implement the initiatives, and we've had some reasonable success. 
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The problem is. everything moves at the speed of a glacier there; you take 
one step forward and three steps hack, then you do four steps, and after a 
week's gone by you've made a step. I'm in the process of trying to institute 
a program management reporting system which will tell me how much 
money we've spent, how far along we are on the program, the dollars and 
the content, and the real estimate to complete. We worked the hell out of it 
and sent it up for review—and the reviewers came back with. "Why can't 
you use this document, and why can't you use that document." So we're 
back to square zero, and I've got to go back tomorrow night and start work- 
ing it all over again, because for every guy who say» yes. there are three 
guys who say no. That's the kind of situation we face. 

... The real problem is that the great white hope of the early 1970s, con- 
gressional reform. h«s turned out to be a disaster. There's no strong leader- 
ship in Congress, a jillion committees all with big staffs, and the staffs have 
all the leverage, since they do alt the work that the members .otc on. I go 
up there to the—oh. let's take the House Armed Services Committee, which 
is one of the authorization committees. They tell us what things we can 
have. The hearings arc held before the full conmiticc, some 32 members, 
and if six show up. you're lucky. But always the committee's two or three 
staff guys arc there—very bright, very hard-working, they're good guys 
They don't always agree. Tony Battista came out of the Navy lab structure. 
Tom Cooper is a Ph.D. engineer out of Berkeley, a teacher at the Naval 
Postgraduate School, now on the staff. He's a bright guy. know* the busi- 
ness, know* the technical aspects. But they've got to explain program after 
program. They have a special subcommittee for the spacc-h?scd laser. The 
e ha-nun sits there and doesn't do anything, and these two guys do all the 
tut ..ni!: "Why are you doing this? Why are you doing that?" We had 90 
million dollars in for space-based lasers: a tracking experiment, some other 
things, all in high-po*crcd five-megawatt chemical lasers. Chcy cut all the 
money out except lor the pointing and tracking, and they inserted their own 
line item to do millimeter wave laser work. It makes you wonder about who 
has the responsibility to get the job done. 

That's the problem right rum. There's not enough strong leader hip. so it's 
wide upen to whoever eau get tu the staff, or to a member «ho »ill take an 
interest I look back and wish to hell that wc had it like they used to have it. 
when a guy like Carl Ytnson would say. "Okay, gentlemen, this is what 
the Defense Department's going to look like lor the next three years." and 
he'd tell it not just to the members of his cotiuniticc. but to the Defense 
Department people out in front. 
and that's ho« it'd be You'd work 
out a deal with Carl Yinson and 
you had a deal, and you could run 

l *ri \m%un—iutmvt Chäuman. Houur 
out a deal with Carl \ inson and ^„^ WAK„ comma* 
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the place that way. But today you 
really can't run it. It's a day-to-day Senior Stevens-Senator Ted C. Ste- 
operation. I mean, they were fight- «« of Alaska 
ing on the floor of the Senate and 
in the Senate Appropriations Committee, I was in continuous contact with 
Senator Stevens, the chairman of the Defense Appropriations Subcommit- 
tee of the Senate Appropriations Committee. Ted worked his heart out to get 
a reasonable bill through the Senate. He and I ended up negotiating over the 
telephone. He says, "Will you take this?" "No, I don't want to." "If you 
don't take that, you're going to lose the whole bit." "I'll take it." And he'd 
go and get the votes. And, boy, that's a hell of a way to run a railroad. We 
both end up reacting to the politics of the moment. It sure raises he .vith 
the orderly process of planning. That's a lot different than it used to be. 
(147-48. 149, 151) 

13.        JAMES W. STANSBERRY, former    Commander,    Air    Force 
"Cost-Effective   Rearma- OK*** Systems Division 
ment" (1984. pp. 49-61) 

IW)here we have failed, in terms of maintenance, has to do with our not 
buying adequate spares. When the defense budget wasn't quite as rosy as it 
is new. we bought airplanes and took our chances on spares. The reasoning 
was. "Let's get the airplanes while we have a chance. We'll buy spares for 
them later." I think it was a deliberate strategy: once we've got airplanes. 
Congress is certainly going to let us buy spares. We did go through a period 
where we were very "under-spared" on some of these aircraft but the situa- 
tion has improved. 

... American arms are the best in the world, but they cost too much. They 
truly do cost too much \nd that's a problem of very large dimensions. Why 
do they cost so much? American arms are built, for the most part, by com- 
panies that don't have to compete the same way a commercial company has 
to. They have little motivation to modernize. In fact, our defense procure- 
ment system has in it strong disincentives toward substantial modernization. 
For example, in the Nixon administration, the Air Force program was to 
replace our 30-year-old B-S2 bombers. Everyone reasoned. "We've got air- 
planes flying that are older than their pilots. Sooner or later, they're going to 
wear out and kill a bunch of people. W can't depend on them, they're too 
expensive to operate and maintain. Let'* go build a B-l." Congress says. 
"Good idea." and you issue requests for proposals, and Rockwell wins. 
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Somebody at Rockwell determines that to build a B-l bomber and do it 
right, they have to modernize and build new facilities. Some corporate offi- 
cial calculates that they'll need $100 million in new capital goods to do an 
efficient job. And so they proceed with this large capital spending program. 
Nixon says build the B-l. And then Mr. Carter comes in and cancels the B- 
I. Now this corporate official ., sitting there wondering how to explain to 
his boss what he is going to do with a $100 million worth of new machin- 
ery. And then the next administration comes along and says, "We're going 
to build a B-l." Now this executive has been burned once and he's skepti- 
cal. His response is. "OK, we'll build a B-l for you. Instead of machinery, 
though, 1 think I'll hire a lot of people and hand-build a B-l because it's 
easier to lay them off than to get rid of capital equipment." 

That's obviously an extreme example but it is pretty close to the truth. The 
lack of stability in the defense business makes it basically very high risk. If 
you're in the business and you capture a chunk of it, you have to worry a lot 
about any major investment in new equipment. It takes about three years to 
order and install a lot of modern machinery. Once you get it installed, we 
have accounting rules that say you can't amortize it in anything less than 
seven or eight years. And over on the commercial side, companies are turn- 
ing things over in two or three years. This is a disincentive to plant moderni- 
zation and capital goods acquisition. Now if you don't invest, don't 
modernize, you remain notably unproductive. Maybe you're productive 
compared to the private sector of 15 years ago. but you are certainly not so 
productive as the private sector today. The answer is increased stability in 
defense spending. 

1 think it is scandalous that defense should be a partisan issue. If we get in 
trouble, nobody is going to check as to whether or not you're a Democrat or 
Republican before they shoot you. We're all in it together. Why should 
defense enter the area of partisan politics? Now some say. "Well, really it 
doesn't become a partisan issue, except when you get down to details." 
Details such as where we should base an MX missile. Should we put it on a 
track? Should we hide it in the ground? And then you get into the very pecu- 
liar phenomenon of experienced, even brilliant, legislators voting on some- 
thing they know nothing about. And splitting that vote along party lines, 
whether it's right or wrong. You certainly might vote on what level of 
spending your country can afford in the defense area and how it will be 
financed. But why would you vote on something like MX-basing? We have 
things going on today in this annual Congressional look at our programs that 
boggle the mind. I believe the Secretary of the Navy just commented that 
Congress, in looking at more than 3(X) line items submitted as the Navy's 
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RDT&E budget, changed more 
than 200. Are our elected repre-       ROTM-resetrch, development, test 
sentatives that bright in science and *nd evaluation. 
engineering? Obviously not. 

... 1 think part of the answer is stability of our programs. Although not 
everyone would agree with my number, that if we were to do things effi- 
ciently and well and at reasonable production rates, we would knock 20 to 
30 percent off the price of most of the products we field. I actually think it 
would be about 40 percent, but 1 publicly say 20 to 30 percent. You know, 
we're the guys who built one F— Ilia month. Twelve a year. Why? Because 
they were issued to us by people who had a vested interest in seeing to it 
that the Air Force got F-l I Is. Let me tell you something else about the 
acquisition business because 1 could just preach multi-year all day long. I 
was once asked, what are the three most important things you would do to 
address problems in the development and acquisition process. 1 answered. 
"Multi-year, multi-year, multi-year." It's the single most important thing 
we can do and multi-year budgets make more sense even than multi-year 
contracts.... 

(STUDENT) I'd like to follow up on that answer to the question of why 
the Services go off and do what they want to do. The answer seems simple 
to me. It's the whole structure of the federal budget, the way money is allo- 
cated, who is responsible in the end for the execution of a project. If it's 
someone down in the bowels of an organization, a project manager some- 
where, who is responsible for the way money is spent on a particular proj- 
ect, you can damn well bet that the decisions made on that project are going 
to be the project manager'* decisions. 

Now a good example is the logistics question, the fact that decisions are 
made in favor of airplanes instead of logistics support. Well, a project man- 
ager who is in a job for two or three years and has to make a decision how 
to spend a million dollars, whether ht should field a weapons system or 
whether he should buy logistic support th.,r is going to start paying oil ten 
years from now. that guy would be stupid to make the logistics support deci- 
sion. He would be a fool, because his performance is going to be measured 
on those three years he in that job. not what's going to happen ten years 
from now. 

|.\KL\t ciHUNl ... 1 want to come back to something we discussed briefly 
tf lunch, and that is the shitting balance of the muscle and nervous system It 
seems to me that an awful lot of the present body of procurement law and 
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regulations was designed for procuring tanks or trucks or planes. Do you see 
a difference in procuring a nervous system as opposed to procuring muscle? 
Does the system work as well, better, or worse? 

ISTANSBERRY) Well, first off. most of your regulations pertain to off- 
the-shelf beans and bullets, and one of the problems we have is taking a reg- 
ulation that was designed for buying things off-the-shelf and trying to apply 
it o the system. Secondly. I think buying electronics is a lot easier even 
though the systems and the laws are. as you say. sort of pointed towards air- 
planes and tanks. The reason is. you look at the Firms we deal with, most of 
them have a very heavy commercial flavor and a very heavy commercial 
R&D program, whereas in the airplane business, (he industry sort of fol- 
lowed the Services for a while—we'd invent things and they'd put them to 
commercial use—the electronics business is sort of turned around. They're 
out there innovating and inventing and we're putting their products to mili- 
tary use. (51-52. 53. 56. 60) 

14.        STUART    E.    BRANCH. Deputy Assistant Secretary of State for 
"f*M mmA r«.;r M-.r....... Communications   and   member. C 1 and Crisis Manage- Natfonal Commmimioni Syilem 

mcnt    (1984. pp. 87-102) ir%d US Communications Security 
Hoard. NSC 

Now if you build a separate communications capability in addition to what is 
out there, are you building one that you're going to be able to guarantee for 
the long term? Will it work when you need it? My experience to date has 
been that if you want a system that's going to respond in emergency situa- 
tions, it ought to be the same system you're using to meet daily operational 
needs. Or it ought to be built on. or integrated with, (he same system used in 
a day-to-day operation. The hardware to meet an expanded crisis require- 
ment is a carbon copy of what is in place today. Thus, the logistics chain is 
the same for that segment of (he nc(work intended (o meet s(ress situation* 
as it is for that which is meeting the day-to-day need. Your training is no 
different, nor your assignments, nor your support. What happens in a stress 
situation when you move a technician from a regional center into a stress 
post, if when he gc(s (here he finds out he doesn'( know that equipment' He 
doesn't have the tools, training, or the test equipment. What do you do with 
the cadre of people you trained on that equipment? Do you expect them to 
maintain ii all? Where do the multiple skills you expect these people to pos- 
sess come from? Where do you recruit, train and retain (hose kinds of skills 
in (his environment, competing with the private sector'1 tn my judgment (he 
(wo ss stems need (o be fully integrated  (%) 
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IS.        RICHARD G. STILWELL, Chairman, Department of Defense 
"Structure and Mecha- Security Review Commission 
nisms for Command 
and Control" (1985. 
pp. 33-65) 

I W]c are beginning to change the way the Defense Review Board does its 
business, and to focus increasingly on mission areas. Instead of dealing as 
we have in the past with intelligence here, and command and communica- 
tion here, and forces here, and so forth, we started something last year that I 
think was reasonably successful. We began by looking at deep interdiction 
as an entity. In one special book we put together sensors, airborne platforms 
for the sensors, communications, fusion, and weapons systems so that we 
look at. as an entity, what you would need to provide a commander on the 
ground: the capability to detect targets, acquire targets, make the decisions 
on targets, and engage targets out to various ranges beyond the line of con- 
tact, for various amounts of investment. 1 believe that's a good way; at least 
an old soldier feels that's the way one ought to look at the programming 
business in terms of output—accretions, additions to capabilities. (61) 

16.        DONALD C. LATHAM. "A Assistant Secretary of Defense. C'l 
View from Inside OSD" 
(1985. pp. 103-23) 

To give you some idea, the total C request in FY86 adds up to $22.1 bil- 
lion, of which strategic is around five billion, theater tactical a link under 
four and COMSEC (communica- 
tions security) about one billion. fYBb-fiscal year which began October 
The C» total was $18.5 billion in I 'MS *»d ended September to. 
FY85.  so our total  FY86 C» vm 

request is 19.5 percent higher than 
FY85. «hich includes inflation of about 3.5 percent. 

|0£TTtNGEJt|      That does not include the intelligence portions that have 
recently been put under you. does it? 

(LATHAM)       NO. it does not include any intelligence. 
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These are the figures we have requested. Now how well have we done? CI 
has fared better than the defense budget as a whole over the last five years. 
If you compare the annual increase in C funding against those of defense 
over the past several years (we've gotten 17.9%, 12.4%, then 13.5%), you 
can see that every year O has received several percent more than what 
defense as a whole has received. Now that CJ is in at a 19.5 percent request 
for FY86. if you take inflation out at around 3.8 to 4 percent, C is request- 
ing at 15.5 percent real growth, and defense is at 5.9 percent real growth. If 
we get cut to three percent overall on defense (which is probably where 
we'll end up—if not worse), I'm hoping that I could come back next year 
and tell you that instead of getting 19.5 percent I received 14 percent, or 
something like that. Generally C has been able to prevail and get much bet- 
ter numbers than defense as a whole. But that also tells you that we've 
really, really been putting the money to it. And if you look back just a few 
years. C* was nowhere near this size. In fact. C1 back in the late 1970s was 
way under $10 billion. So. we have grown enormously, and we're putting 
big bucks against the area; it has the priority, and it has the momentum. 
(112) 

17.        CLARENCE      E.      MC- Director.  Command. Control, and 
KNICHT. JR..   'CM Sys- CtmmunkVkm* System*. ICS 

terns at the Joint Level" 
(1986. pp. 1-30) 

Only a relatively small pan of your equipment should he military equip- 
ment, long cycle. Most of the stuff should be off-the-shelf; when you train 
people how to use the latest technology, you teach them technical expertise, 
which overflows into the national education systems. That training and that 
education give you the greatest ability to do crisis management, giving you 
in turn a profile of peacetime readiness, which is then reflected in the public 
state of mind. And it is just that simple. When I was on the tactical side of 
the world, struggling along with 40-year ok! equipment and trying to look 
very professional, that was really tough. 

So we should be using what our industrial base is »urging toward in order to 
project confidence among the great American public that we know what 
we're doing. This has a better spinoff than a lot of other things that are 
related to weapon systems. That's why 1 think procurement of O systems/ 
equipment should be different. However, we shouldn't limit ourselves to 
just *'off-the-shelf' procurement being pursued uniquely. Procurement in 
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general should be different. C equipment should be purchased in a different 
mode from the way we buy just pure weapon systems, although the two 
processes should be closely related, i do not believe that you need to have a 
lot of dedicated military equipment that ends up in motor pools around the 
world and is not used, because it quickly decays and it's very, very expen- 
sive. (8. 13) 

18.        LIONEL OLMER,  Esq., 
"intelligence   and   the 
American Business Com- 
munity" (1986. pp. 59 
71) 

Member, Paul, Weiss. Hifkmd, Whar- 
ton & Garrison, an international law 
firm; former Under Secretary for 
International Trade, Department of 
Commerce 

I would argue that defense procurement has recently been harmful to the 
process of industrial competitiveness. Not helpful. On the one hand it has 
spoiled a lot of suppliers, and on the other hand it has masked what I believe 
is a chronic condition, a chrome illness, in the American industrial base. If 
one is taking a political, partisan point of view, one can say the value of US 
exports from 1979 to 1983 in the manufacturing sector grew by eight per- 
cent. That's not great, but it is growth. The troublesome part of that is thai 
nearly half of that growth has come from defense procurement. When you 
wash that out. the growth has been nonexistent. Nonexistent, in a two-and- 
a-half trillion dollar economy, oxer a period of some five years. (65) 

19 B.R.    INMAN.    "Tech- 
nological Innovation and 
the Cost of Change" 
(1986. pp. 151-68» 

President and thief l*eiuti\e Ottner. 
Microelectronics  and Computer 
technology Corporation 

If you look carefully ai the period 1946 to I960. Department of Defense 
itivD) investment and research was the pacing element in creating new tech- 
nologies in a broader way. They were moved through for commercialization 
in four to five years, because that was the length of the defense procurement 
cycle. Then we launched uff to create a perfect procurement process». and we 
ended up with a procurement process that lakes 12 to 13 years, and we don't 
get that (low-through for conuitcrciali/alion- So the significant competitive 
advantage to the U.S. which cam? from Defense-funded research up to the 
carlv 1960s does not exist todav. bv virtue of our own internal constraints 
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I was somewhat optimistic three years ago that Defense would once again 
play a leading role in addressing manufacturing technologies, which is an 
area that colleges of business administration don't seem to want to join with 
colleges of engineering to address. What's happened? Under Gramm- 
Rudman those programs are the first casualties. Almost all of the Air 
Force's funding for the integrated 
computer-aided manufacturing 
(ICAM) technology program is        Cramm-Rudman-ms CrammRud- 
..       _.       icrv/ uu manhlollines Deficit Reduction Bill being reduced. So Defense, which        m      .        •. 

,e, .    ,     .    , ,       ., Berkeley—University of California at 
could indeed play a role—I ve Berkeley 
heard some people out at Berkeley MITI-lapan's Ministry for International 
saying, only half in jest, that DoD Trade and Industry 
is really the US MIT1—isn't doing 
so because of our own arbitrary 
internal constraints. 

... I'd institute a six-year legislated ceiling for the Defense procurement 
cycle. Accept some mistakes, and put in an accountability process; if some- 
one's ship goes aground, if there's a major cost overrun in a program, that's 
the end of his career. Accountability for performance. We do it in black box 
programs all the time, in those kinds of time frames. It isn't asking for the 
impossible, it's just asking for a 
standard of performance. Bui it's        *.,.». ,     »• _, ,      . r „   . OWC« oo* programs—classified pro- 
also forcing an approach to design grams 
wherein the ship, the aircraft, the 
personnel carrier is designed to last 
30 years. You plan from the beginning to replace the avionics, the 
electronics, the areas where technology is moving fast, every six to eight 
years You use a modular design to force a focus on interoperability and on 
minimizing the cost of change. That approach wi!l be fought tooth and nail 
by those who are in the procurement process because it gels at a large num- 
ber of jobs and procedures that have been in place for a long time. 

Am 1 recommending it purely lo make Defense procurement a lot better' 1 
think it would have thai result, but that's not my primary objective. My pri- 
mary objective is an early commercial How-through of the technologies that 
come from that Defense investment. Another reaction I see often is. "Let's 
shift 20 percent of the federal research investment from defense research lo 
civilian research." Well. Norm Hackerman taught me some years ago when 
he was president of Rice thai there is no such thing as military science or 
civilian science. There are scientific disciplines that you pu:Ji. and it's how 
>ou choose to apply it later thai shapes iis use. 1 can't fight the structure 
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Maybe the NSF is one area where you could shift 20 percent of all that 
funding and hope to get a broader 
focus on the things that will flow 
on to good UC2. I'm very skeptical NSF-N*tion*l Science Foundation 
of that. I think you would be much 
more likely to get it from the six- 
year procurement cycle, accepting that there would indeed be some mistakes 
made in looking for efficiency and speed rather than perfection. (154, 139- 
60) 
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The connection between C'l and the organization of the Depart- 
ment of Defense (DoD) can be traced 10 critics who saw theater and 
operational commanders being cut out of the decision loop in CM 
acquisition. The debate about who should control the budget 
strings—for CM as well as other elements of defense—triggered Con- 
gressional concerns about the quality of military planning, of military 
performance—especially in interservice operations—and of military 
advice to civilian leaders. In 1986. those concerns led to the passage 
of the Goldwater-Nichols Department of Defense Reorganization 
Act. 

Reorganization tends to be viewed in two ways: as change for 
the sake of change or as necessary evolution. According to the first 
view, drawing little boxes and diagrams and shuffling people around 
is an exercise that wastes time, effort, and money; and accomplishes 
nothing. "It's the people filling the positions." say the opponents of 
reorganization, "who make things work or fail to work. Personalities 
are far more important than structures; the right people will make any 
structure viable." 

Those who favor reorganization believe that structures must be 
adapted to changes in environment or goals. "Only unreasoning fear, 
laziness, or inertia." they argue, "will resist progressive, well- 
considered change. An organization cannot assume it will always 
have people capable of overcoming structural obstacles; it should 
always be open to better ways of doing business and to adjusting 
structures to recognize and institutionalize those better ways." 

Frequently other issues determine which side of the argument a 
given player will take. Opponents of reorganization are often people 
who sec ii as a threat to their own power or the power wielded by 
individuals or groups they value. Similarly, advocates of organiza- 
tional change are likely to be those who see the change enlarging 
their own power bases or those of their allies. This is not to say that 
all men and women are power hungry, only that objectivity may be 
more apparent than real in discussions about reorganization. 
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In the private sector, corporate gain or loss is often perceived to 
offer an unbiased criterion for determining whether or not a restruc- 
turing is necessary. If profits are down, it's time to reorganize; if 
they're up, it's not. Of course, there's always room to argue that an 
improved structure could raise already good profits or that a change 
will aggravate losses. 

In government, unfortunately, the gain or loss yardstick isn't 
applicable. The balance sheet of the Department of Defense would 
have on one side the hundreds of billions of dollars expended; on the 
other, the words "national security." Is that an acceptable balance, 
or does it reflect a need to reorganize? 

The nation's primary national security goal is deterrence of 
nuclear war. Does the fact that no such war has occurred indicate that 
DoD is doing its job well, or that the threat has been overstated? 
When things go wrong in a time of crisis—e.g. the bombing of the 
Marine barracks in Lebanon or the communications problems in 
Grenada—is it time to reorganize DoD or time to realize that things 
get screwed up in war? Does not being prepared for a minor crisis— 
e.g.. not having minesweepers for use in the Persian Gulf—mean the 
nation would lose a major war? Or does it simply mean attention is 
focused—as it should be—on bigger issues? 

Warnings about the inadequacies of theater CM helped draw the 
attention of House and Senate staffers to the issue of DoD organiza- 
tion. Many argued that those inadequacies were directly attributable 
to a power imbalance, with the Services—the Navy, the Army, and 
Air Force—having all the power, and the specified and unified com- 
mands having all the responsibility. 

For example, the Services would go (hough the procurement 
process for new systems without inputs from the specified and unified 
commanders whose forces would be employing those systems. As a 
result, field commanders might find that the "latest" communica- 
tions equipment had left them unable to talk to subordinate or allied 
units, or that a new weapons system was incompatible with those 
already on hand. 

Even more serious were the Services' holds on component 
forces. Though such forces were designated to fight under the theater 
commander, they had to rely on their parent Services for supplies, 
equipment, pay. promotion«, and just about everything else—a rela- 
tionship sure to encourage divided loyalties. 

Finally, many argued that interservke collusion, a reaction to 
the bloody intcrservice squabbles of i*ie late 1940s, diminished the 
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value of military advice provided by the Joint Chiefs of Staff (JCS), 
that such advice was often determined by a "lowest common 
denominator" process focused on the Services' interests rather than 
the interests of the nation. 

Those opposed to major changes argued that putting the right 
people in important jobs—a strong and aggressive JCS Chairman, for 
example—would solve most problems in the existing system. Others 
expressed concern about allowing theater commanders to be dis- 
tracted by procurement issues or exchanging Service specialization 
for "jointness." 

The extracts in this chapter show the twists and turns in the path 
that led to the Gold water-Nichols Act. Moving from General Odom's 
reflections on the need for some kind of general staff—which imply 
more than they say about interservice rivalry—to the stinging crit- 
icisms voiced by General Cushman. through comments like those of 
Admiral Richardson and General Marsh, which reflect an uncertainty 
about whether more or less centralization is needed, to Dr. Barrett's 
retrospective view of the Act's evolution and his concerns about the 
Services' efforts to evade compliance, one is tempted to attribute an 
almost serendipitous quality to the deliberations that have taken 
place. However, a comment Dr. Barrett made in his 1985 presenta- 
tion offers a healthy counterbalance to such temptations: 

... |E|vcn if a divine presence amid give us a perfect organization 
Unlay, it wouldn't be perfect a year from now because changing 
circumstances—weapon» systems development and those sorts of 
things—would blur those boundaries and you'd have to redefine them. 
That means Service roles and mission» need constant c&aminafion and 
redefinition.* 

•Auh»c D Barred. "Tohiu» Mil ihc Militärs The Oimatc luf Kcioitu." lr«M urn 
CummkimJ. C'oMru*. C—WilMiWM. anj l-urlh^rmi. Spring IW) U amN»Ufv MA Harvard 
l 'tutcrsits Program on liUocmain* Kctouno Pot* >. 1UK6I. p  &* 
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Extracts 

WILLIAM ODOM. "CM and Military Auittant fo the President's 

Telecommunications it the ***** ** H"""»1 ^""^ *"** 
Policy    Level"    (1980. 
pp. 1-23) 

1 am nuking a pitch for some kind of national military staff surviving and 
protecting the President. Otherwise he is going to go off and probably be 
taken into refuge in one of the commanders' staffs. So I wonder if the 
National Security Act of 1947 is adequate any longer. I wonder if it is ade- 
quate for deterrence in the 1980s and '90s. I wonder if we must not have 
some kind of military staff which stands above the military Services, which 
is not a prisoner of those Services and has some sort of survtvability billet* 
ing or a system of command centers that will allow it to support the Presi- 
dent in a variety of situations. 

... I understand civilian contro'. to mean control of the military establish- 
ment by elected officials. Is that fair? Now that's a very important point. 
Does it mean civil servants with GS numbers'? GS-I8s? You see. I am not 
sure that the OSD staff is any more responsible to the electorate, or is any 
less a political danger, than a uni- 
formed national command staff. CS—general uheduh. »pay and tank- 
There is enormous confusion on *«f system tor Ovrf Senme motken 
that point, and most discussions OSD—OHne of the Setietary ui 
like ihi-k—you bear it every day in Detenu* 
the fYfMagon—justify redundancy. 
layer* of v.all. c&tra people looking at papers they don't understand, in the 
name of civilian control. The discussion won't go veiy far if you get that red 
herring timed in. 

One other point. An interesting dynamic happen» around the haccutive 
Office of the President: if a staff feels responsible to the President (which 1 
think a National Military Command Staff would dot. 1 think you would find 
it being very much more responsive so political o—Mt rations than the Joint 
Chiefs will be. There is a great tendency to lake the President's side. 1 know 
that from where 1 sit. I take his side on issues that I really have trouble with 
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personally. But I can work up a lot of enthusiasm just because of the 
atmosphere. 

... You can do analysis for the purposes of enlightenment, for a parochial 
advocacy, or to achieve bureaucratic paralysis. My argument would be that 
in ordinary peacetime, under non-stress conditions, the second and third 
games get played with a great deal of vigor. But when the system is under 
stress from an external opponent, and the we/they syndrome is felt very 
strongly. 1 think the second and third games will be repressed, relatively 
speaking, and the incentives for getting it right and analysis for enlighten' 
menf go up. 1 quite agree that the national command staff, not under stress, 
left to look after the distribution of budgets, will become as corrupt and 
involved in games two and three as any other bureaucratic institution in the 
world. But if you put competitive units together, trying to put forth the must 
impressive operations plan for the President, under stress. I don't think the 
competitive mode is going to generate a better outcome. 1 think under stress 
1 would rather have a well-structured timely bias than a group of biases with 
which 1 have to puzzle over when or how to choose. (15. 16. 21-22) 

B.R. INMAS. "Managing        Ofetctor. National Security agency *nd 
Intelligence for Effective Lhtvi Om«/ Securrty Sctvtce 
Use" (I9KÖ, pp. 141-61) 

1 became a Vice Director of the Defense Intelligence Agency, a troubled 
agency, unstable, with rapid turnover of leaders, a perfect example of how 
not to create a government agency. The organization had been created in 
1961 by establishing billets and then filling them by permitting the Services 
to send the agency the 60 percent of their people they wanted to get rid of. 
while holding on to the 40 percent they wanted to have. This made for a 
group of people who had no great reason to be innovative. They were just 
sufficiently accomplished so that they were al loo high an achievement level 
to be fired. (143) 

JOHN H. CISHMAN  "CH        im**»** twwj/. us Atmy •**»*. 
and the Commander  Re- »*»#»»*<* «"»**** 
»ponsibility and Accoun- 
tability" (19X1. pp. *S- 
I1K) 
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The problem today, as it was in the days of Pearl Harbor is elementary. It 
lies simply in the institutional failure to assign proper responsibility and 
accountability to major operational commanders. 

... I have said that the adaptation that's successful in the business world 
takes place in the environment of the user. And that brings me to my point 
about the military adaptation. The military C2 adaptation must therefore take 
place in the user's environment too. The key point, though, is that the user 
is NOT the military Service. The users are the fighting formations of the 
military Service under unified or allied command. That's an extraordinarily 
important distinction. The user is 
the major, the operational com- unif,ed-a command which involves 
mander.  And  the institutional more than one US Service 
anomaly, the institution«?! block allied—a command involving the mill- 
that's caused the deficiencies 1 **V foK*s of mo,e lh'n om' nain,n 

listed in my indictment at the start 
of this talk, is that the way the Services are organized disregards this. 

When 1 say that the Services arc the providers, not the users, and that the 
users are the fighting formations of the Services under unified or allied com- 
mand. I'm not just giving you some idea that I have. I'm actually quoting 
the law to you. That's the statu'e that's been in effect since I9.S8. In the 
1958 Department of Defense Reorganization Act. the only responsibility the 
Services ietain is that of providing. The act set up the idea of combatant 
command, cither unified or specified. It didn't set up the idea of allied com- 
mand, but it implied that. But. notwithstanding the law. many of the prac- 
tices have remained much as before. The command and control system 
requirements have been generated primarily by the Services, who still think 
of themselves as the users. 

Now then, you can do that quite possibly with a tank. The Service can be a 
user of a fighter aircraft or even a destroyer, as long as you don't get too 
much into the communications that link them with the other allied fighter 
aircraft and destroyers. Those do pretty much the same task; in all they have 
the same air speed, ground speed, and weaponry, whether they're under 
Service or Joint command. But 'hat's not so with command and control sys- 
tems. Because, in NATO, the electrons of Germany's air force—the 
Luftwaffe—mingle with those of 
the US Army, the British RAF. IOtnt—command     composed     ui 
and all the rest of them. If you assigned or attached element* of 
need to figure out anything—for ,wu ol mon ***"«* 
example, identification of friend *M~*°Y»i *" force 
and foe so vou don't shoot down 
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your own aircraft with an air defense missile—you have to look at the user's 
way of operating and deal with the procedures of the user in the field, 
because the right procedure is going to simplify the electronics problem and 
the right electronics are going to permit different procedures. You have to 
have trial and error out there where the users are, just as you have to at Citi- 
bank or J.C. Penny or TRW. 

... A good example is this. The Marines have developed, and in due time 
will field, a system for controlling artillery fire and tactical air. called 
MIFASS. The Army for some time has had a system for calculating the 
direction of ar.illcry fire—TACFIRE. They will not work together if the 
present trend of development continues. If we ever have to fight Marines 
alongside Army artillery, the Marines will not be able to participate and use 
TACFIRE, and the Army won't be able to use MIFASS. That's an example 
of what I am talking about. 

... Because a Service doesn't think about the fact that it will have to fight 
with some other Service. They think about fighting ail by themselves. They 
figure that if another Service fights with them it will have to use their 
methods. 

... Here's what the Secretary of Defense can do. He can call in his major 
operational commanders and have them meet as a group— (H|e'd tell 
these men that they are responsible. He wouldn't have to do it quite the way 
General Patton did. but they would get the message, because that's the way 
they've been brought up. He'd look them in the eye and say. "I want you 
gentlemen to understand that you arc responsible for the command and con- 
trol systems of your commands—top to bottom—for their readiness for war. 
and for conditions short of war." He might say. "1 have just read the Pearl 
Harbor investigation again, and 1 see that that responsibility was not very 
clearly assigned by the political magistrates of the United States in Decem- 
ber 1941, and 1 don't want any misunderstandings. You are responsible for 
the systems' working condition in war and in conditions short of war— I 
expect you to exercise your command and control system top to bottom— 
exercise it." ... Then he'd say that somehow he is going to create, at the 
scat of government in Washington, and stateside in the United States, insti- 
tutions for multi-service concept and procedures development, for technical 
support of multi-service activity, for battle simulation of multi-service oper- 
ations, for requirements generation that looks at the problem as a multi- 
service problem for configuration management, so that you're not going to 
have systems in one area of operation that can't get on target. Institutions 
are going to have to be responsive to these commanders' future systems 
needs. And now he expects his commanders to create institutions fur the 
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same purposes in their commands, because that is what is needed—enduring 
institutions— And then he says, "I want to make very clear to the Service 
chiefs that they are only the providers, they are not the users of systems." 
You know, that's bitter medicine, because they really don't believe it. Then 
he's going to say (my fantasy only 
goes on a little while longer). "I'm service chiefs-the Commanden-in- 
not fooling around about this. 1 Chief of the Air Force and Army and 
mean what 1 say. I'm giving you the Chief of Naval Operations 
the responsibility. 1 know what that 
means to you, and I expect you to take these responsibilities very seriously, 
because you're in command and this kind of responsibility goes with com- 
mand. Readiness of your own command and control system, the full web, 
goes with command—inseparably. And 1 intend to support you in it. But 1 
also intend to visit your commands. In fact. I intend to audit your com- 
mands, have inspections made and see how well you're meeting this respon- 
sibility. And then, in a couple of months. 1 will call you in again—one at a 
time—and you will give me a personal report about what you have done and 
what you intend to do. And 1 will listen to that report and 1 will take the 
appropriate action if I'm not satisfied." 

1 think that's a very sober charge to these gentlemen, and if he means busi- 
ness it'll be very profoundly motivating. It'll call for a rather substantial 
change in outlook—by everybody. That's what's required. Finally, the Sec- 
retary of Defense vigorously concerns himself with rearranging the 
bureaucracy at the seat of government so that the influence of the major 
operational commanders comes to bear as they move to meet their respon- 
sibilities, and can be accommodated. That's no simple matter. It might take 
several blowings of the trumpet to get the attention of the bureaucracy, and 
convince them that he real I v means it when he says that. It'll eventually 
happen. 

... One of the institutions which will no doubt throw fear and trembling into 
the hearts of the personnel chiefs of the Services is to have some way of 
managing the selection of officers lor Joint Staff or Joint command, and 
managing their development. The Joint Service schools, which are purely 
educational institutions now and are not developing doctrine, have very little 
responsibility for doctrinal development and thought; those Joint schools 
have to be developed. These are the sorts of institutions that the Secretary of 
Defense would busy himself in creating. 

... When you finally figure out responsibility, the question is who gets 
relieved if it goes wrong? Unfortunately, the Department of Defense is not 
well organized, you can thank the government for that. I was a brigade 
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commander in the 101st Airborne Division in Vietnam in 1968—and I say to 
you that if I had conducted an operation in the manner of the Iran rescue 
mission 1 would have expected to be relieved. But you look around in the 
Department of Defense to find someone to relieve, and it's hard to find. 
That's one of the problems. Responsibility is not fixed, nor is accoun- 
tability. The Pearl Harbor investigators had a very difficult time trying to 
find out who was responsible. In 
the seat of government, hardly pea,i Harbor investigators-See the 
anybody could be fixed as respon- report of the Committee on the 
ciKl*. th« iMctitittUM« ..,..•* not Investigation of the Pearl Harbor 
s.blc   the institutions were not Afrac*  Investigation of the Pearl 
there for that. As it ended up, the Harbor Attack (79th Congress, 1946). 
two commanders  in  the  field. Short and Kimmel—the two principle 
Short and Kimmel. were relieved ffTnS^ * "*"*" °" 0ecem* 
and retired in disgrace. And that is 
very illuminating—but that princi- 
ple has to be established, and guarded against the man on horseback, the 
great General Staff, and all that. 

These are very key issues. The federal nature of our federal government— 
the checks and balances within the executive branch itself, and certainly 
within the Pentagon—has got to be maintained. (%. 102-03. 106-08. 110. 
113) 

4.        DAVID C. RICHARDSON. Consultant.   Defense  Intelligence 
"The Uses of Intelligence" {*«"*» **"**> ">' defense science 

Hoanl, and other panels 
(1981. pp. 147-oH) 

The planning structure within the Navy, the Air Force, and the Army these 
days is pretty much a mirror image of the structure within the Office of the 
Secretary o( Defense itself. An enormous amount of time and energy is 
spent by the higher-ranking military people working with their OSi) counter- 
parts. The nature of the current development process is so time-absorbing 
for our top people that they have very little time to think within the context 
of their Services. They seem to be caught up in a mechanism that just eats 
up their lime, (heir energies, their human resources, and that is pan of the 
problem. 

... I have not seen very many good new things come out of Washington. 
The practical ideas largely come out of the licet—I think my Air Force and 
Army collogues would make similar remarks. Organizational structural 
changes are needed to reflect this. 
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... The fleet has a structure that's supportive of training and keeping up 
individual systems. What we call "type commanders" are responsible for 
all the ships or aircraft types. The Commander of Surface Forces, Pacific 
Fleet, is responsible for keeping the surface types of ships in good shape. 
The Carrier Air Force, Pacific Fleet, is responsible for the aircraft carriers, 
the aircraft, training, maintenance, people, everything that goes into that. 
The numbered fleet commander is responsible for blending the aircraft car- 
riers, cruisers, and submarines and working them together as a coherent 
group. The commander in chief of the fleet is the boss of both kinds of 
people—the type commanders and the fleet commanders. That works out 
quite well in getting the most out of what we've got in the operating forces. 
I think that same sort of arrangement needs to be set up in Washington. I 
think (lie fleet voice in Washington has to be much stronger. In World War 
II we had the COMINCH. the Commander in Chief, in Washington, who 
was also Chief of Naval Operations. He spoke for both. I don't support the 
present National Security Act—that is. 1 don't think it's wise. I think a very 
significant part of our problems has come from the structure that we have, 
and I think it should be modified. (153) 

5. Hll.LMAN       DICKINSON. Director.  Command.  Control, and 
"Planning For Defense- Communication.«  Systems, lomt 

Chiefs ot Staff <ICS> 
Wide Command and Con- 
trol'' (1982. pp. 11-55) 

1 am one of the directors of the Joint Staff The chairman is General David 
Jones and. of course, the JCS are composed, as a committee, of the four 
Service chiefs of the Army. Navy. Air Force, and Marine Corps, the 
highest-ranking members and chiefs of each of their Services. This group of 
directorates supports the Joint Staff, and we also support (he chairman as an 
individual in some roles (hal can be separated from supporting the chiefs as 
a body. They are the principal military advisers to tlic Secretary of Defense, 
the National Security Council, the President and the Congress. And a presi- 
dential decision involving a military force flows from the White Mouse 
down through the secretary and deputy secretary of defense, the only people 
in the OSD who are in the line of command, and then through the Joint 
Chiefs und on to the unified and 
specified commanders in the 
field. That's the organization that 
was create»! in the 1947 National 
Security Act. as modified in 1958. 

unified and \peiitied lommanders 
field. That's ihe organization thai reter% here to all operational torn 
was create»! in the 1947 National mandws 
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From that stem a great many of the problems we have in C3 systems, 
because C3 system development was certainly not provided for in any rea- 
sonable way in that act, in my opinion. 1 think eventually we will have to 
face that, or else we're going to begin io work around it more and more  
(C]learly the role of the Services as the independent developers, essentially, 
of all the material is part of that problem.... 

Change could happen, I suppose, on the basis of personality, but you ought 
to try to institutionalize it so that it is more difficult to change it for just per- 
sonality reasons. Now, if the enemy threat changes, you have to change. 
You've got to react. 

We are there to represent the interests of the highest two echelons of the 
command structure, particularly. One reason we were created was thai it 
was apparent (you'll find it stated 
in the Defense Science Board 

. v ..   . .. . We—directorate for Command. Con- 
report, and so on) that those two ffo/ and communications Systems. 
top echelons—the national com- ics 
mand authority itself, the Prcsi- SAC—Strategic Air Command 
dent's and JCS chairman's cchc- NORAD-North Amencan Air Defense 
Ion. and the next echelon down. Command 
the unified commanders in Europe 
and the Pacific, and SAC and NOR AD and so on. but particularly the uni- 
fied commanders—the ones overseas, in Europe and the Pacific, for 
example—were under-represented and were disadvantaged users of the 
whole system. It's hard to understand how the President could become a dis- 
advantaged user, but he really was. His presidential airborne command post 
was removed from the Air Force budget time after time because the pro- 
grammers in the Air Force were more interested in fighter squads. We are 
now a counter-balancing force there, but even so. the requirements for the 
upper-level command and control systems of Europe, the Pacific. Korea, 
and so on have a very tough lime in the budgeting and programming process 
within an individual Service—those who are worrying about Army things, 
or Air Force things, and properly so because that's the way they were set up 
within the national security organization. (15-17. 19) 

GEtALD P. DINNEEN. "C1 Corporate Vice President. Honeywell. 
Priorities" (1982. PP. 77- ,nc • former Assistant Secretary ot 

93) 
Defense for C'l 
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What Dave is recommending really isn't that big a change, which is why I 
think there is a chance of doing it. He's saying strengthen the role of the 
chairman, give him a deputy 
who will act for him. (Right ^ ,t       _ . 

. ..       i. j , Dave—General David ones, Chairman, 
now whenever the chairman s /CSTT97M2 
away one of the Service chiefs 
sits in.) Limit the Service staff 
involvement in the Joint process. Now when the chief of staff of the Army 
wants to do something he gets his staff to work up all the papers. Well, you 
know you're not going to get Joint advice that way, so you limit that. And 
he wants to broaden the training and experience and rewards of this Joint 
Staff. (90) 

7.        ROBERT T. MARSH, "Air Commander, Air Force Systems Com- 
Force CM Systems" (1982. mandtAFSO 
pp. 95-114) 

... I think all he (Secretary of Defense | has to do is saddle up somebody in 
OSD and give him the clout to 
enforce interservice integration mterservKe ,ntegration-here refers to 
__     ,        .   , . .... interoperability of communications 
They ve tried to do that with the equipment "owned- by different 
C3I position, but they've just services 
never given it the authority and the *»• c'' position-Assistant Secretary of 
responsibility to do it. Defense for O, 

lOKTTlNtii-Rl Interoperability has been around for so long that one won- 
ders whether it's not being killed with kindness. Everybody is so much for 
it. and asking for such total interconnectivity. that people throw up their 
hands at the COM and complexity—particularly Congress and the appropria- 
tions committees. So nothing happens—which may be a sophisticated way 
of reaching the end result desired in the first place, in keeping with Service 
autonomy. (103. 105) 

8.        RICHARD G. STIL WELL. Deputy Under Secretary of Defense lor 
"Policy and National Com- **** 
mand" (1982. pp. 115-45) 

The Secretary of Defense does not have a military staff as such. Most of the 
broad decisions made at his level have to be translated into specific 
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instructions which arc not subject to misinterpretation, and which arc prop- 
erly formatted, explicated and elaborated to ensure that the decision takes 
cognizance of all the derivative and peripheral things that arc set in train by 
it. The National Military Command Center, the communications nexus, is 
geared to do all of this. So it's both 
implicit and explicit that the way National Military Command Center- 
thcsc decisions get translated to the command post  located in  the 
field is through the Joint Chiefs of Pentagon 
Staff. In 1972 the chairman's role 
increased, in recognition of the realities of the world situation—the growing 
importance of what and who is in the channel of communication, the Soviet 
Union's development of a capability for devastating attack on the United States, 
and the understanding that we were in an area where crisis can come up very 
suddenly. It was determinei that, for time-sensitive operations—an emergency 
action message involving a nuclear explosion or something; a one-shot, limited 
situation—the chairm in »voukl act for the chiefs— 

Over the years, the Secretary of Defense has acquired considerable power. 
There has been a decrease in the overall responsibilities and prestige of the 
Service secretaries, at least until very recently. It has been clarified that the uni- 
fied and specified commanders are the ones who arc going to fight our nation's 
wars, and that they're really the key to our response in the last analysis. And 
the chiefs' advisory role, in all instances, demands all of their expertise 

How have the chiefs done in performing their several missions? In strategic 
direction, the results have been mixed. Wc haven't had that many wars, of 
course. They were no« significant player, in the Korean conflict, for a number 
of reasons. They weren't capable of taking on Mac Arthur. They did not 
encourage him. though they supported him. in the most brilliant turning opera- 
tion in modem history. They were not able to check him before he launched off 
on what was probably one of the greatest tactical disasters in our history: an 
uncoordinated, ill-conceived march to the Yaiu. They were unable to constrain 
him in the actions that led to his relief. Thereafter wc were, as you know, in a 
holding action in Korea in which the military strategy was secondary to termi- 
nation of hostilities on conditions acceptable to us. 

In the Vietnam conflict, the chiefs 
made a strong pitch in 1965 and        w^tmort-Und 'ottowed fry Abrams 

.    ....   , r _, (.en. \\ ilium C . tft-tiniore/antf and 
were rebulled    Thereafter they Cvn Ctetghton w Abromy Military 
were pretty much relegated to sup- Assistance   Command.   Vietnam 
port the recommendations of the 'mt v» commuuhn: «* P"«"'» 
\ American u>mmjndvt> during the 
tic Id commanders. Westmoreland Vietnam ton//*f 
followed by A brant* 

228       Stilwell. t<ttL> 



Organizational Structure 

As to the development of strategic plans—well, we had no strategic plan- 
ning in either Korea or Vietnam. In my parochial view, they have done bet- 
ter in this area, though there is a whole menu of plans which need to be 
better tested, validated, and so forth to make sure they are politically realis- 
tic, that their assumptions are correct, and the like. 

In the matter of advice, again they have shown us very mixed performance. 
When the chiefs can sit down with the President eyeball to eyeball, they 
come across pretty well. Their written responses to queries for recommenda- 
tions are sometimes less than persuasive, by the nature of a system that 
attempts to seek a consensus on many issues. 

Where the chiefs are primarily faulted is in their role in programming and 
budgeting, and that area is the genesis of some of the suggestions for 
reform. There are two schools of thought. One says that you can't ask a 
Service chief, as the number one military professional in his department, to 
fight hard for the resources that he and all his like-minded subordinates con- 
sider absolutely essential for modernization, sustenance, or readiness, and 
then expect him to put on his other hat as part of a corporate body which 
looks at the total available defense resources, and to participate in a process 
which arrives at a different recommendation as to how the shares should be 
allocated. 

The other group, to which I am a party, says. "Why the hell can't they?" We 
have all kinds of comparable experience in the corporate world, where chief 
operating officers of vertical divisions of corporations arc also members of the 
board of directors, look at the large problem from a wide perspective and say. 
"Okay. I'll have to take my lumps with my guys when 1 get back, but you're 
right; there may be a better, more cost-effective way to do it." 

One important item sometimes gels eclipsed. The 1958 amendment to the 
National Security Act. recognizing the pull and tear involved in how a chief 
divides his time, upgraded his vice-chief to four-star rank, so that the vice- 
chiefs could run the Sen-ices and the Service chiefs could be freed to spend 
the bulk of their time on Joint matters, because Joint matters are most 
important. The name of the game is lo produce the most effective multi- 
service organization thai can apply violence in the most efficient way. or 
combine most effectively with forces of other nations. We can't be sure how 
well that has succeeded, because il hasn't been put 10 the test yet. 

... In July 1%S. to go back lo the real turning point in what then appeared 
lo be a minor sequence of events, two of the chiefs said. "We're not for 
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massive intervention in Vietnam unless you mobilize the country, call up the 
reserves, and deal with this problem, if it is internationally significant, in a 
way that marshals the power of the United States." That outspoken view 
was not accepted. It was not a unanimous view. It would have been my 
view. Maybe those two guys should have tried to bring a couple more over 
to their side, or should have resigned right there to dramatize the point they 
were making, but they didn't. And from there we went on to gradualism, 
incremental ism, the whole works. 

1 do think that different points of view, whether they are the President's, the 
Secretary of Defense's, or Congress', are at least as important in the whole 
decision-making framework as unanimity—perhaps even more so. From 
time to time the chiefs have worried about "split papers," as we call them, 
recommendations going forward underscoring. "This is three to two." or 
"This is four to one." "There's one dissenter, two dissenters"—they wor- 
ried that that could be used against them to whipsaw their positions. From 
time to time that has driven them to strive for unanimity, but at the cost of 
substance in many instances. And the chiefs are properly criticized for that. 

... Jones is saying. "We need a more efficient system. The Joint Staff 
should do the creative thinking, the basic analyses, the answers to the tough 
problems. Then, when they've done their best, the chiefs should look at it, 
rather than have it emerge as a watered-down consensus to begin with. 
Next, we need better people on the Joint Staff, and they've got to be work- 
ing for me. We need the cream of the crop. And to do that, the chairman 
ought to have a certain latitude in promotion, in getting the right guys and 
ensuring a somewhat longer tenure." 

Those are Dave Jones' views. Some of them have been voiced many times. 
He suggests tha! there be a deputy chairman, a new four-star, assigned to 
ensure continuity when the chairman is out in the field, in more direct and 
continuing contact with the field commanders, the unified and specified 
commanders, than is now possible. Now the Chief of Staff of the Army. 
General Meyer, has come up with a more sweeping suggestion. In essence 
he's saying. "Okay. Jones, as far as you've gone, but you haven't gone far 
enough. What you really should do is take the Service chiefs of stall com- 
pletely out of the JCS ring. Let them concentrated exclusively on admin 
isteriag. motivating, equipping, training, supporting their individual 
Services, and create a body of military advisors, a council chaired by the 
chairman, which would deal with all the Joint mailers in resource allocation, 
and would advise the Secretary of Defense and the President on military 
posture. There's your strategic direction; there's the advice; no change, of 
course, in the chain of command as such." 
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Now, of course Jones and Meyer are significantly modifying the channel of 
communication. They are making the chairman the key guy in strategic 
direction of the armed Services, rather than the chiefs. My own view is this: 
clearly, for the small, time-urgent crisis, the chairman has to act quickly, 
because you can't get the whole corporate body together. But if you're fight- 
ing a war of any size, you had better be able to bung to bear the total com- 
petence and expertise that's available— 

Now, what are the problems with Meyer's solution? One comes immediately 
to mind: you then begin to really develop two power centers, two foci of 
advice. Certainly this is true from the standpoint of Congress, because in the 
budgetary process the Service chiefs are defending their programs in ways 
which could be in disagreement with the advice coming from the council of 
military advisors. 

... They |the council of military advisors| would be four-star generals who 
somehow would be able to put together all their skills, all that they've 
learned in 30-plus years, divest Service motivations—and become total 
purple-suiters. Those gentlemen would never return to their Service—they 
wouldn't be wanted. They would be in the twilight of their careers But u 
isn't a foregone conclusion that a sailor, a pilot, and a soldier of this rank 
would agree with any more alacrity than is the case now. 

... Well, everybody's had a crack at this All that is part of the decision- 
making matrix. It isn't easy when you stop and think about the parameters 
that have been put out. Congress does not want a single general staff, that's 
point one. Point two. the possibility of the Joint Staff becoming the Secre- 
tary of Defense's staff is probably not in the cards, though something 
approaching the parliamentary system would be welcome to many of us. 
The staff changes color dramatically in the office of the Secretary of 
Defense every time a new President is elected: all the senior people go and 
you don't have the continuity. So there's an area where greater efficiency 
and continuity in institutions could be developed. The great thing about the 
parliamentary system is that you just change the minister: everything else 
stays the same. 

... I would underscore one thin«: the unified commanders really command 
only the infrastructure. They fight with whatever forces are allocated, but 
their priceless assets institutionally are their mechanisms lor exercising com- 
mand and control and their intelligence framework. Their interrelationships 
with the countries in this area are their other key assets. What we haven't 
done yet. but we're gradually inching toward, is to do for them what we 

Stilwell. 1982       2J1 



DI: Issues of Command and Control 

have long since done for the national intelligence program: fence it off. free 
it from Service proclivity so theater intelligence capabilities don't have to 
compete with Service priorities. 

We've begun to give money directly to the CINCs for experimentation, for 
innovations in command and control. Eventually we hope to fence off more 
funds for those commanders. Each 
area's going to be different; in con- cNCs-Commanders-m-Chief; here 
trast to strategic activity, there isn t refers to the CINCs of the unified 
all that much commonality .(117. *"d specified commands 
119-20.121.125-26) 

9.        JAMES W. STANSRERRY. former    Commander.    Air    force 
''Cost• Effecti vc Rearma- llectronic Systems Division 
mcnt" (1984, pp. 49-61) 

And by the way. in terms of Joint programs, which we're son of addressing. 
I once was quoted accurately as saying, "compared to herpes. Joint pro- 
grams are a lot of fun." They're very, very difficult to execute and adminis- 
ter. And 1 won't go into loo much detail on that but let me tell you how it 
works. It works two or three ways. Number one. one Service invents some- 
thing that another Service looks at and says. "Hey. that'll fill the bill." 
That's what happened with the F-4. The Navy developed the F-4 and the 
Air Force went and bought it. 

??* Ü^VST" "*" !!'"* r. %»».«*- slick radio 1II tell you something 
about. It's called Have Quick. The 
Soviets have a jammer (hat they used in the desert war. and it got to the 
point where Israeli pilots couldn't talk to their own lower because the Soviet 
jammers were doing such i good job— 

Anyway, what happens ... the guys in the jammer van listen. They find out 
what frequency the pilots are talking on. they tune their jammer to thai fre- 
quency and send up a lot of energy, and now the pilots can't talk. So. we 
invented a frequency-hopping radio. It hops all over a certain band. And 
now they can't jam it. That was invented by the Air Force, purchased by the 
Army, purchased by the Navy, and the Marine Corps will also use it. 
Another way it works goes like this. We had all three Services spending 
money on a radar for ground targets A moving-target indicator. The Army 
had a program that'd put a little radar up and it would peek across the edge 
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of the battlefield and say, "Aha? Ten klfcks away is a tank, somebody shoot 
it!" I don't know what the Navy had, but they had something. The Air 
Force had a program called Pave Mover, where we had a big radar in a big 
airplane that could look way across, maybe a couple of hundred miles deep, 
across the FEBA, and spot not only movers, you know, heavy metal, tanks, 
but also stationary targets through 
the use of synthetic aperture tech-       fEBA—Forward idge of Battle Area 
niqucs. OSD said, "Hold it guys, loint STARS—Joint Surveillance *nd 
you both are doing essentially the '***'Atuck **** s^,wn 

same thing. You're trying to put a 
radar in an airplane and look across the battlefield. There should be one pro- 
gram." And they dictated it. It's my program now, it's called Joint 
STARS. And given 20 minutes. I might remember what STARS stands for. 
We've had a lot of trouble getting started on the program because rarely do 
you find that the two Services have identical needs. You know, the Army 
guys would run around and say. "Hey! We just want a little radar, a nice 
little airplane, go about ten klicks deep, and you guys are going to run off 
and invent a great big radar for a great big airplane and we won't be able to 
afford it." Because the money still comes out of the Service budgets, see? 
OSD doesn't print the money; anything they parcel out they first take out of 
Service budgets. It's off. it's launched, it's running. We'll probably release 
the request for proposals en that this week. That's one way—the second 
classic way—a Joint program comes out. (54) 

10.        SAMUEL      P.       HINT- Director.  Center toi International 
INGTON.   "Centralization Altam. Harvard University; former 

*  *   .t     •.           r\  * Coordinator ol Security Manning. of Authority in Defense N4lHit%4l Sv€uMy Councll 

Organizations" (19X5. pp 
1-15) 

There'» been monumental indifference to reorganization of the Department 
of Defense on the administration'» part and. at times, rather articulate hos- 
tility coming from the Secretary of Defense and people around him. One can 
understand the indifference, since the Secretary of Defense can legitimately 
feel he has other priorities, including the military budget, weapons systems 
issues, and other things ranking considerably higher than tinkering with the 
way his office and associated offices work. There is also an argument articu- 
lated by Fred lklc. Under Secretary of Defense for Policy, that organization 
isn't terribly important after all: that with the right people, any organiia- 
tional structure can function. Consequently, lklc believes it is almost a waste 
of time to tinker with organization, if he is right, however, then clearly an 

Huntington. 1»S     2JJ 



CM: Issues of Command and Control 

awful lot of people—important people, busy people, powerful people—have 
been concerned with inconsequential issues, and have, in effect, been wast- 
ing their time. 

The behavior of top national security decision makers indicates that organi- 
zation is important. That is clear from the memoirs of people who have been 
National Security Advisors and Secretaries of State. For example, the first 
thing that Henry Kissinger or Zbigniew Brzezinski did on Inauguration Day 
when they were National Security Advisors or that Alexander Haig did when 
he was Secretary of State, was to stick a piece of paper under the newly 
sworn in President's nose, and ask him to sign a presidential directive set- 
ting up or defining the national security policy-making structure for his 
administration. When Kissinger and Brzezinski got their papers signed, they 
were very happy, but Cyrus Vance was terribly unhappy when Brzezinski's 
paper was signed, and Haig was furious because the President didn't sign his 
piece of paper. Presumably, that indicates that these people must think that 
organization is of some importance. And. of course, if it is unimportant, 
certainly during iht past several months. John F. Lehman. Jr.. Secretary of 
the Navy, has been charging about denouncing proposed changes in the 
defense system for no good reason. 

If one looks at the history of organization and decision making, one can sec 
thai the decision-making process—whethci the authority to make decisions 
rests with an individual or with a committee; whether entities are set up to 
report in one way or another; whether an organization is structured in one 
way or another, or whether or not there's autonomy given to a particular 
organization or part of it—makes a lot of difference. 

One very interesting study done two years ago for the Director of Net 
Assessment in the Pentagon. Andrew W. Marshall, relates the differences in 
development of naval aviation during the 1920-30% among the major naval 
powers to precisely the differences in their organizations. In the U.S.. a 
group of Congressmen and civilian leaders became convinced of the impor- 
tance of naval aviation early on. They convinced Congress to create, against 
the wishes of the most important admirals in the Navy, a Bureau of Avia- 
tion, which, by legislation, had to be headed by an aviator and was given a 
very distinct position in the Naval hierarchy. In Great Britain, on the other 
hand, naval aviation x as folded into the RAF (Koyal Air Forte» Obviously, 
an officer in the RAF didn't particularly want to go on detached duty to try 
to learn how to fly off an aircraft carrier; an RAF officer s future was 
elsewhere. In the Royal Navy, meanwhile, there really wasn't any interest 
or any incentive lo learn anything about aviation. The Japanese came along 
later and eventual!* created a tv.ircau of aviation near the end of the 1920s. 
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but considerably after we did. The study argues that the significant dif- 
ferences which existed in the development of carrier aviation between the 
United States on the one hand, and Great Britain and Japan on the other, can 
be at least partly accounted for by this difference in organization— 

As I'm sure you all know, a wide variety of concerns have been raised in the 
past few years about US defense organization, and since I summarized those 
in my article, I won't attempt to elaborate on them here. I think it's impor- 
tant to note that those deficiencies, 
or alleged deficiencies, that have my article—"Defense Organization and 
been debated in public recently are Military strategy," The Public inter- 

... . c , .      . est, Spring 1984, pp. 20-47 ones that have figured in almost r   •        rr 

every significant study of the 
Defense Department, official or unofficial, since the 1950s. They were pre- 
cisely the deficiencies that led President Eisenhower to attempt a major reor- 
ganization of the department in 1958, and to succeed in getting a modest 
reorganization that people, nonetheless, thought had cured some of the 
major problems. In fact, as report after repol during the 1960s and 1970s 
made clear, the same problems continued, and the Department of Defense 
has changed very little in terms of basic organizational stmcture since the 
early 1960s. 

In effect, the organization of the Department of Defense has gone through 
two phases: one beginning at the end of World War II and extending through 
the early McNamara years, when there was a tendency toward increasing 
centralization on the civilian side, and relatively little change on the military 
side—albeit some change. This was followed by a period from the early 
1960s to the early 1980s, when there was relatively little change anywhere 
in terms of organizational structure and relationships. 

We are now moving into a third phase where there very probably will be 
some significant changes. But unlike the first phase when the changes were 
mostly on the civilian side and strengthened the authority of the Secretary, 
the focus of these changes will be. to a much greater extent, on the military 
side. There is a desire to strengthen the authority of the central military insti- 
tutions in the Department of Defense, most particularly the powers of those 
members perceived as being divorced in some way or another from the 
Services—the Chairman and the unified and specified commanders. 

A further factor that plays into all of this and that obviously is a highly deba- 
table one. is the difficulty the U.S. has had in conducting successful military 
operations. After all. with one exception—the triviality of which only under- 
lines the point, we haven't won a war since 1945. We have also suffered a 
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variety of miscarriages using military force in more limited ways, including 
the Pueblo incident. Son Tay, the Mayaguez, the Iranian hostages, and 
Beirut. Consequently, the percep- 
tion of our ability to utilize our 
military force, as a result of the 
accumulation of these incidents, is 
at a rather low ebb. Our successful 
conquest of Grenada hasn't 
changed that, since more 
questions—in many respects very 
real questions—have been raised 
concerning our effectiveness in that 
operation: the way it was planned 
(recognizing it was planned under 
very short deadlines), and the way 
the command arrangements were 
structured on the island. The whole 
conduct of the Grenada operation 
has simply reinforced the picture 
that our command relationships are 
not set up to employ military force 
effectively. 

Pueblo incident—USS Pueblo, an 
intelligence-gathering ship, was 
seized by North Koreans in January 
1968. The ship's 82 surviving crew 
members were released 11 months 
later. 

Son Tay—abortive attempt to rescue 
POWs during Vietnam conflict. The 
rescuers found the prison site 
abandoned. 

Mayaguez—In 1975, communist forces 
from Cambodia seized the US-flag 
freighter Mayaguez. A small force of 
Marines was sent to recapture the 
ship and its crew. The captives had 
already been freed and put on 
another ship, but the operation cost 
the lives of a number of Marines. 

Iranian hostages—In November 1979 
militant Iranians invaded the US 
Embassy in Tehran, taking 66 hos- 
tages. A failed rescue mission cost 7 
lives. The hostages were released in 
January 1981. 

Beirut—1983 truck-bombing of US 
Marine barracks in Beirut; 246 killed 

Grenada—1983 invasion of Grenada 
marred by communications foul-ups, 
poor intelligence 

At the same time that the Grenada 
operation was underway, similar 
questions were being raised about 
the Beirut tragedy. One of the most 
peculiar, frightening things was the 
problem of pinning down responsibility for what happened. In the end, the 
President said it was really his responsibility, which meant that it was no 
one's responsibility, and that, in fact, is an extraordinary conclusion. It was 
obviously reinforced by the fact that a Marine detachment was at the Beirut 
airport, the commander of which had to report up through this very compli- 
cated chain of command to the Sixth Fleet and then to European Command 
(EUCOM) headquarters, to General Bernard W Rogers. SACEUR. Yet 
quite clearly, the extent to which the European Command and others were 
directly involved and concerned with what happened on the ground in Beirut 
was rather limited. 

You may remember that after the incident. General P.X. Kelley. the Com- 
mandant of the Marine Corps, was sent to survey the situation. He came 
back and reported that what happened there really wasn't his worry. He 
said. "I am chartered by law to organize, train, and equip the US Marine 
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Corps. We hand forces over to the operational command for its use." So, in 
effect he's saying, "Well, General Rogers, it's really your fault, yours and 
your supporting commanders.' * 

The fact of the matter is that the European Command had very little control 
over the Marines in Beirut. In many other situations, certainly in World War 
II, or certainly in Korea, and I would suspect in Vietnam, if gross negli- 
gence on somebody's part had been apparent concerning the proper security 
precautions during an incident, somebody would have been summarily 
relieved of command. And yet, that didn't happen. General Rogers and his 
deputy at EUCOM don't have the authority to relieve anybody of command. 
That is part of the problem with which we are dealing. 

I don't want to continue in detail about the various perceived deficiencies, 
though they tend, as you know, to focus on the role of the JCS. The focus is 
on the difficulty the JCS have in performing an effective planning role, the 
weakness of the Chairman, the problems faced in resource allocation and 
weapons acquisition, the problems in the operations of planning, program- 
ming, and budgeting systems. They also focus on the chain of command in 
terms of the problems to which I just referred: the effort to maintain the dis- 
tinction, so close to President Eisenhower's heart, between the operational 
command belonging to the unified and specified commanders and the 
administrative command belonging to the Services. As General Kelley said, 
the Services are the trainers and the providers of military forces, but not the 
users of military forces— 

Just about a year ago, we had a very interesting conference here at the 
Center for International Affairs for which we prepared papers on the evolu- 
tion of defense establishments since World War II in six countries including 
the U.S. The other five countries were the Soviet Union, the Federal 
Republic of Germany (West Germany), the United Kingdom. Israel, and 
Canada. ... Despite all the differences in these cases, since World War II 
the trend has been towards increasing centralization. The continental powers 
in particular have highly centralized armed forces, but even with the insular 
powers, there is a very well-defined series of progressions toward greater 
centralization  

If one begins with an assumption of separate land and sea Service depart- 
ments each having its own minister and chief of staff, then the next step is to 
create an air ministry with a minister and a chief of staff. Then, because 
there are three Services, a chiefs of staff committee is created, as the British 
did in 1924. and as we did in 1942. to discuss and to deal with issues of 
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common concern to all military Services. At some point, the next step—I 
guess this would be step three—a defense minister is created, not a ministry, 
but a minister, who is a political coordinator. Well, he always ends up hav- 
ing an impossible task, of course, so at some point there is not only a minis- 
ter of defense, but also a chairman of the chiefs of staff committee. Then, in 
order to support the minister of defense and make his life somewhat more 
bearable, a defense ministry evolves, which supports the minister of 
defense, and the Service ministers get removed from the cabinet. And then, 
in the next step, one finds a situation wherein the chairman of the chiefs of 
staff committee acquires greater power over the other chiefs of staff, and 
replaces in fact, in name, or both, the chiefs of staff as the principal military 
advisor to the government. 

Meanwhile, another step has usually already taken place: the gradual cen- 
tralization of control over support services. New central bodies are created 
to handle the civilian personnel, logistics, and administration. Then, and this 
is a most important step, the chairman of the chiefs of staff committee is 
converted into chief of the defense staff, and he gets control over the central 
interservice staff working for the chiefs of staff, which then becomes his 
staff, not the committee's staff. Immediately following that step, the Service 
ministers are abolished, then the Service chiefs of staff are abolished. Nei- 
ther the U.S. nor the U.K. have reached this point yet, although the U.K.'s 
latest reorganization brings them very close to it. Ultimately, a central staff 
is organized purely on functional lines. By looking at these steps of gradual 
centralization, one can see that we are about halfway through the series, 
while the British are coming to the end of it. 

... One of the things that came through most strikingly in this comparative 
analysis was the weakness of the US central military organization. It was the 
weakest of the six countries, and I'm sure this would be true compared to 
other countries that have significant armed forces as well. 

... But the problem doesn't reside in the fact of decentralization as such, it 
resides in the nature of the decentralization. As 1 indicated in my article, the 
basic problem is what 1 label "servicism." In the absence of a stronger cen- 
tral military institution, the power basically resides with Lie Services. And 
that has all sorts of consequences such as the way decisions are made, the 
way programs are developed or which programs are developed or not 
developed, and the way military operations are carried out, as well as the 
fact that if there is a military operation of any size, no matter how small, all 
four Services have to be cut into it in one way or another, as was the case in 
Grenada. 
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I think it is wrong to refer to the problem in the US defense establishment as 
interservice competition or rivalry, because that's only part of it. If competi- 
tion or rivalry exists among the Services—as it did in the '40s and the '50s, 
which at times got rather vicious—there's a way to deal with that. Any 
economist would predict how it would be handled in an oligopolistic situa- 
tion: the parties get together and collaborate. As a result, the problem is not 
just interservice rivalry now as much as it is the apparent solution to that 
rivalry: interservice collusion. Both of these are manifestations of this servi- 
cism phenomenon that permeates the US defense establishment. 

... Now, you can contrast the period since the early 1960s with what went 
on during the 1940s and 1950s when there was vicious interservice rivalry. 
A top general of the Army Air Force was describing the Marine Corps as a 
"bitched-up little Army talking Navy lingo" and Air Force and Army peo- 
ple were saying, "What do we need the Navy for? There's no one for it to 
fight." And, of course, in 1947 there weren't many enemies around for the 
Navy to fight. Navy people were responding in turn, and there were battles 
over the introduction of the so-called supercarriers. 

We had never experienced such interservice disagreement before. Now sud- 
denly they had obviously different interests. They have since learned to 
cooperate or collude and to divvy things up, each Service chief counting on 
the others to back him up in turn after he backs them up. This period of col- 
lusion or cooperation has replaced the earlier one of intense, vicious, 
bureaucratic battling, and one can argue about which is better or which is 
worse. As I indicated, they are both manifestations of a more deeply rooted 
problem in the sense that the power does lie with the Services, and until a 
counterbalance is created to the Services' power, there's either going to I c 
intense rivalry or the friendly l'11-scrntch-your-back, you-scratch-mine type 
of collusion. 

Well, let me make a few comments on the proposals for changing these per- 
ceived deficiencies. As I mentioned, over the past few decades, a variety of 
studies have been made of the Department of Defense's organization, vir- 
tually all of which have argued to a greater or lesser degree for centraliza- 
tion. The Nichols Bill that was passed by Congress made some modest 
changes in the organization. 

That bill essentially provided for five things. First, it gave the Chairman of 
the JCS statutory authorization to be the spokesman for the CINCs. for the 
unified and specified commands. While this provision was not necessary in 
order for him to carry out that role, it gave legislative blessing to the idea. 
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Second, it gave the Chairman control of the JCS schedule in terms of bring- 
ing potentially important things before the JCS, although he already—as far 
as I can gather—had played a substantial role in determining the JCS sched- 
ule. Third, it provided, by legislation, that the Chairman should select the 
officers of the JCS on nomination of the Services. This is one of those 
provisions that I think could be rather significant, if an aggressive Chairman 
wanted to use it and assert a power that hadn't been asserted before. How- 
ever, it's unlikely that a Chairman would be terribly assertive with his 
power. I'll come back to this point in just a moment. Fourth, it extended the 
possible tour of JCS service for officers to four years. And fifth, it told the 
Secretary of Defense to make sure that the JCS would function as an inde- 
pendent staff, a rather vague declaration. It's not entirely clear what, if any, 
meaning that will have in practice. 

This bill, I think, is more notable for what it didn't do. It didn't give the 
Chairman the power to manage the Joint Staff, and that was what many peo- 
ple expected. And it didn't say that he could, on his own, provide independ- 
ent advice to the President, the Secretary of Defense, and to the National 
Security Council, instead of simply reporting the views of the Joint Chiefs. 
It didn't make him the principal military advisor to the President or the Sec- 
retary of Defense. It didn't give him a deputy, which is something many 
people had recommended. It didn't put him in the chain of command. 

The chain of command down from the Secretary of Defense is not specified 
by law. But going back many years to Secretary McNamara, the chain of 
command has run from the President to the Secretary of Defense, then 
through the JCS to the unified and specified commanders. Many people 
argued that the Chairman should replace the JCS. The bill didn't—as some 
people argued it should and as a bill previously passed in the House had 
provided—place the Chairman on the National Security Council (NSC) as a 
formal statutory member. That's a bad idea. And it didn't give the chairman 
control over the promotions of people on the Joint Staff. That's a good idea. 

... It's hard to distinguish what is cause and what is effect. But it is alleged 
that the Services, by and large, tend to send their better officers, not to the 
Joint Staff, but to their own staff. Not that they send only poor officers to 
the Joint Staff, that clearly isn't the case, but they tend to give preference, 
as one would expect, to their own staffs. 

... General Rogers, who technically is the ultimate commanding officer, 
had no control over the situation (in Beirut), couldn't remove anyone, didn't 
have the authority to do so. That is a very bad way to divide responsibility. 
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And if, as I suggest in my article, you're going to have a unified command, 
then the unified commander ought to be able to move people around, fire 
them, relieve them, and so forth. Now he doesn't have that authority. 

... There are some people who would go further and say that the Chairman 
really ought to prepare the military program of the government, and that he 
should submit each year to the President and the Secretary of Defense a 
fiscally constrained military program, which in effect would be the defense 
program. I don't feel strongly one way or another on that; I think that would 
probably be a useful thing for him to do. But I'm very sure that no Secretary 
of Defense is going to want to allow himself to be in the position where he 
has the Chairman's recommendation and nothing else. He is going to want 
to come up with his own, and he inevitably will turn to mission under secre- 
taries or personnel like that, to work as his staff and provide him with 
advice. Given the importance of civilian control in our system, it is very, 
very important that he have that sort capability. 

... There are certain places whence opposition to reorganization and central- 
ization of authority has come. In the past it generally came from three 
sources: first, from liberal groups and leaders who were afraid of a Prussian 
general staff and militarism; second, from congressional groups who saw 
greater concentration of power in the Executive Branch as limiting their abil- 
ity to gain entree into it and to influence what was going on (Congress 
always wants to decentralize the executive); third, from the Navy and the 
Marine Corps. 

The striking thing about the situation now, it seems to me, is that the 
opposition to reorganization and greater centralization from the first two 
opponents that 1 mentioned—from the liberals and from Congress—has 
greatly weakened. Basically, the people in Congress and. you know, the 
more liberal groups and newspapers, are supporting the same reforms we are 
recommending in this task force. And so now the only really strong opposi- 
tion comes from the Navy and Marine Corps, the traditional centers of 
opposition. 

... Change, particularly in our system of government, occurs very, very 
slowly. 

David Jones told a story that illustrates that. He used to sit with his British 
counterpart. Admiral Sir Terence Lewin, their Chief of Defence Staff, at 
NATO meetings and elsewhere, and they would compare notes. This was 
back in 1981. They would discuss how they wanted to change their defense 
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or military structures, and Jones and Lewin had the same ideas about strength- 
ening their central defense organization in order to get control over the Services 
and have a more rational and effective planning system. And David Jones said 
Lewin went back, wrote up his plan in a memorandum and sent it to the Prime 
Minister. He got it back two weeks later with "Approved, Margaret 
Thatcher," written on it. It was implemented immediately. 

And David Jones said. "1 went back, wrote an article and published it three 
years ago, and today it is still being debated." (1-2, 2-7, 8, 9, 15-14, 15) 

11.        RICHARD G. STILWELL. Chairman, DoD Security Review Com- 
"Structure and Mechanisms mission 
for Command and Control" 
(1985, pp. 3.V65) 

The Joint Chiefs of Staff (JCS) are not in the direct chain of command, but. 
as we'll discuss a little later, they are in the channel of communication with 
a very important function of strategic direction, because orders go through 
them. And we'll talk briefly about the interface between the channel of com- 
munications and strategic direction. 

The military departments are responsible for raising, training, equipping, 
and supporting the forces. They're not in the operational chain— 

Now. you can say. if they're (the JCS| not in the chain of command, but just in 
the channel of communications, then how do they provide "strategic direc- 
tion"? Well, what that really means is that when the President makes a deci- 
sion, it's obviously a very broad decision in which he's saying he approves 
such and such a recommendation. That has to be translated by somebody— 
some competent military body—into a full-fledged instruction for the people in 
the field. Sometimes that requires concurrent compensating or supporting action 
by many elements of the armed forces, because if you say to one organization. 
"Go do this." you may need to bring to bear more assets. Moreover, if that 
commander is going to carry out that action, he may need help; there are people 
on his flanks who may have to do something also. 

There are a host of things that are the province of the military that have got 
to be done either by the National Military Command Center itself, or by the 
very competent Joint Staff. These are very basic functions: They make 
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recommendations on force structure, unified command plans, doctrine, 
education, and other matters. 

Now, one thing not included in those JCS functions ... is any charge to the 
Joint Chiefs to advise the Secretary of Defense, or the President, on how the 
budget should be divided, or how resources should be allocated among the 
Services. Although many times the Chiefs are castigated for that failing, 
that's not written into their charter. 

Frequently they arc also castigated for tabling in the Joint Strategic Planning 
Document (which is at the apex of the planning cycle of the Department of 
Defense) mission requirements that exceed, by quite a margin, what is likely 
to be available in the way of resources for defense. Now, I maintain that 
they shouldn't be castigated for that. 1 maintain that it is explicit in the char- 
ter that the military advisors have a cardinal responsibility to inform the 
civilian leadership of this nation, through the Congress, of what would 
really be required to defend our territory, our people, and our value system, 
with prudent risk, if we were attacked. Recognizing that they're not going to 
get those resources in steady state, the JCS is at least keeping that mark on 
the wall so that if we got into a period of increased tension, if we were 
attacked, those stipulated requirements would become the blueprint against 
which additional resources would be applied to equip and flesh out the 
armed forces for defense. If they didn't do that, if we did all our planninp on 
the basis of the resources we thought might be available, we would soon 
lose that mark on the wall showing what was required, and we would have 
no real basis for the immediate commitment and utilization of additional 
resources—be they manpower, equipment, or anything else—in the instance 
of aggression. Those arc the functions of the Joint Chiefs of Staff, and I 
believe they are discharging them quite well. 

The other area for which the Chiefs are castigated is on the timeliness or the 
precision of advice to the President, the NSC. and the Secretary of Defense 
in times of crisis, or in meeting unexpected situations. That's a fair crit- 
icism. In the past, they have not done all that well in telling their superiors 
what they wanted to hear in many instances, such as on arms control. But 
there again, it was very hard for the Chiefs to modify their views, to take 
full account of political realities, because that's really not their job. They're 
supposed to come at things from a military perspective. They have done, in 
my view, far better under General Vessey's leadership than they did under 
Dave Jones. Vessey's predecessor. _       ,.,       ,..«..- 
, .        , ..     i Genera» Vessey s leadership—General 
I have been extremely pleased by fonn w Vessey „  USA chairman. 
the ability of the Chiefs to coalesce ICS at the time of this presentation 
and to present a united front on 
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most current issues. I believe that a lot of that has to do with the exemplary 
leadership of that fine Chairman, Jack Vessey. 

... i don't believe in making the Chairman the sole military advisor to the 
President. That's fine for some minor crisis, but for a major crisis you need 
the expertise represented by all five Chiefs. ... But I would give the Chair- 
man more control over the Joint Staff. We have just created for General 
Vessey, by the way, an analytical capability so that he can have more of an 
independent backup for the deliberations of the Defense Resources Board 
during the programmatic and budget review process. An organization called 
SPRAA, Strategic Plans Research and Analysis Agency, now has the 
capability of analyzing the data of the several Services on cross-cutting, 
cross-mission areas, and there are many of those. The two-star who heads 
SPRAA also prepares the Chairman for his role on the Defense Review 
Board (DRB). 

The Chairman is, in my view, the individual who is most listened to on a 
contentious issue by the Deputy Secretary of Defense. And the Chairman's 
view usually prevails. The Chairman's view is mainly in support of what's 
in the Service Program Objective Memorandum (?OM), and mainly in 
opposition to any of the advocates on the Office of the Secretary of Defense 
(OSD) staff who wants to change the POM. But on certain issues, he will 
disagree with what's in the POM and recommend a modification, par- 
ticularly when it's something that can be translated into an output and 
related to mission accomplishment. So. in short, it's important to make the 
Chairman the spokesman for the unified and specified commands, because 
as we'll see in a moment, while I believe that it is an area in which we have 
done a lot. we've got to do a lot more to give visibility and influence to the 
unified and specified commanders. They are the guys on whom the whole 
responsibility rests in time of crisis and war. 

We should also give the Chairman a little more control over the work of the 
Joint Staff; give him tacit authority to reject candidates for the Joint Staff, in 
the interests of getting the best possible quality. Additionally, we should 
support him analytically so that he can carry the battles of the unified and 
specified commanders against the other members of the Defense Resources 
Board when there is a major issue on resource allocation— 

In terms of command and control, it's important to understand the structure 
of the unified and specified commands. All of those commands have Service 
components. For example, in Europe, under the joint headquarters 
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commanded by General Rogen, there is an Army component, a very 
minor Navy component, and an 
Air Force component. They report General Rogers-General Bernard W. 
back to their parent Services for Rogen, USA, Supreme Allied Com- 
everything except operations. Their JSfü^'if** *nd ^ommander-in- 
p     .      T      . V .u   i Chief, US European Command 
Services then determine, in the last 
analysis, how many troops and 
what type of equipment they'll have, and the rate at which they get that 
equipment. So, you have a certain duality there; the whole resource develop- 
ment process is done on a departmental basis as opposed to a Joint basis. 
And that's the way it's defined in the Congress. It takes a bit of doing to 
ensure that the Joint and the Service things are properly intermeshed. And 
that's really where most of our problems lie. 

... I believe the current JCS system, consistent with the mandate of Con- 
gress (which we haven't changed), along with more authority for the Chair- 
man, as we discussed, is the way to go. And we have moved a little closer 
to that. I think, over time. But you've got to remember that any organiza- 
tion, and how good or how bad it is, is a function of the personalities you 
put in it. 1 don't want a structure that puts too much authority in one man's 
hand, because if you get a loser, a guy who doesn't measure up. it's pretty 
hard to get rid of him. We've operated on consensus pretty much in the past. 
and reasonably effectively. 

... |T|he traditional roles and missions of the Service arc- to provide the 
forces, equip the forces, and so on. The CINCs have largely gotten their 
input for requirements from their major Service commands: Army. Navy. 
Air Force, whatever. You have the fortunate situation, I think, in the Air 
Force, where the specified com- 
manders have a much better link to 
their Service in the Joint hat. MACOM—(also •maicom") ma/or 
because they're also MACOM command 
commander in the unilateral hat. 
than the others do. 

Also, the defense in the Congress is by the Service, and by the Service pro- 
gram. But we have increasingly found with the new Congress, with more 
attention being given by the Congress to the last budget, with sharper ques- 
tions being asked, that a lot of the questions are ones that the Service repre- 
sentatives cannot answer as well. They can answer from a programmatic and 
technical standpoint everything about System A. B. C. or D. but they can't 
answer as well as the operational commander why you need that system, and 
what it will do for you if you have it. In other words, they can answer the 
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what and the how of the system at the Service level, but it takes the opera- 
tional commander to tell the why for it. So it's been evolutionary. We've 
always done our business that way. We've always had the theater com- 
manders lamenting the fact that they had very little influence on the cross- 
cutting issues. 

The other thing that's happening is that more and more programs are being 
initiated for weapons systems that involve more than one Service; par- 
ticularly in this whole command, control, and communications area where 
the black box that the Air Force needs is essentially what Marine Air and 
Naval Air need: IFF. tactical 
fusion, so on and so forth. So. we        black ^«efecfionic component 
learn slowly in a democracy. Dr.        iff-idcntification friend or Foe; com- 
Octtinger. There's more attention, putehied system for identifying 
though not enough, being paid to »ifcraft 
the complexities of coalition war- 
fare. We've done quite a bit on that. (33. 38. 40. 40-41. 44. 60. 61) 

12.         ARCHIE   D.    BARRETT. Staff member. House Armed Services 
"Politics and the Military: Commim*; former \i,htary Staff 
TU   rr           r     u  «•       •• Assistant to the Executive Secretary 
I he L limate tor Ketorm ot ttw Defense Organization Study; 
(1985. pp. 67-86) author. Reappraising Detente Orga- 

nization <mi> 

The characteristics of the Services must be taken into consideration when 
looking at reform of the way the Department of Defense is organized. Like 
all organizations, the Services want to protect (heir significant interests and 
to exert influence. That's any organization's reason for being. The Services 
are no different in that respect, but they are stronger organizations than 
most. 

Services, like other organizations, vie for autonomy. They want to protect 
their budgets and expand them, for example. They wan: to protect and nur- 
ture their personnel, to control all aspects of a Service career to keep their 
personnel imbued with the essence of their own organization. 

Tim essence is the distinctive mode of warfare each Service represents. The 
Air Force has considered itself historically the organization that fights and 
wins wars by sending men in airplanes to accomplish long-range strategic 
bombing and tactical air operations. The Army, through organized units, 
prosecutes land warfare. The Navy, through large capital ships, maintains 
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control of the sea. That's the essence. The Army has other responsibilities, 
such as air defense, but that is not the essence of its role. 

Pursuant to its essence, each Service has a purpose that can be called its 
objective or mission. It is the preparation for that Service's distinctive style 
of warfare. For example, the Navy's mission is to prepare naval forces for 
the effective prosecution of war at sea. 

These purposes require large capabilities. How much is enough? From the 
perspective of the Services, there is never enough. Why is this so? Because 
their missions are so broad. They operate in conditions of uncertainty with 
respect to their enemy, the threat he poses, and his intentions. No one can 
know for certain how many ships will be enough to ensure that the Navy can 
accomplish its mission. Because there are four Services grappling with 
broad missions in conditions of uncertainty and. at the same time, operating 
in an environment of scarce resources, there is built-in conflict between the 
Services. This conflict will always exist, no matter how you organize the 
Department of Defense. 

Another aspect of this discussion is the tendency to identify Service interests 
with national interests, because if is difficult to translate national objectives 
or national interests into operational terms. For example, deterrence. What 
docs it take to deter the Soviet Union? Who can say? Because national 
objectives arc difficult to ' operationali/e," one finds the opposite tendency. 
The Services evolve an agreement in terms of operational weapons, and 
agree that deterrence requires a triad of land- and sea-ba^ed missiles and 
strategic bombers. The triad becomes not only a Service intciest. not only an 
Air Force interest in missiles and bombers, but a national interest. Thai is, 
in the Air Force*s view the triad becomes a national interest and a national 
objective. Moreover, ii's a short logical step from that reasoning to the con- 
clusion that the Service's well-being itself is in the national interest. After 
all. tl the Air Force or the Navy is providing deterrence, then that Service 
itself is of instrumental value to the nation. To paraphrase Charlie Wilson, 
what's good for the Air Force, or 
the Navy, is good for the country. t'harhv Wilson— Cfta/fes I Wilmn. 
Now let me talk about two charac- MW-I9M. auiomutnh executive and 

tcristics of  the  Department  uf fntnhowei A4mimut*ttan; nofet/ 
Defense as a whole. I've already lot saying. 'What's good lot tin- 
mentioned one. conflict. There's u>"nr/> « ff***lw Umwl Moio.». 

, rt. .     „, Mtd «/uM good lot Lvntfal Motors 
always conflict in the Department. tt guud lut tht. t ^^ 
as in any organization. 
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There is also coordination. If you examine Max Weber's model, he didn't 
recognize conflict. His idea was that if a task was too large for one or two 
individuals, you should divide it up 

into separate sub-tasks or func- Max Weber_Cermin soc/o/oÄ«f »nd 
tions. If it's a very large task you economist, 1964-1920 
subdivide those functions into 
more functions and you achieve a 
hierarchical organization. From Weber one gets the idea that moving boxes 
around on an organizational chart leads to solutions for structural problems. 
If we could just get the boxes right, we could improve the organization's 
efficiency. The problem with that idea is that Weber assumed everybody in 
the organization was cooperating. If everyone did cooperate for the larger 
good of the organization, maybe Weber's model would be completely valid. 

In fact, onvc you set out functions, you encounter conflict as each of those 
organizations or sub-organizations demonstrates some of the characteristics I 
mentioned earlier. They want to influence, they want to protect their 
domain, roles, and missions. They have an essential nature that they 
developed internally. They seek independence, they seek a budget of their 
own. and they want to maintain the morale of their members to cement their 
loyalty. So. there's a valid perspective of the Pentagon as a large organiza- 
tion in which the sub-elements conflict. 

Yet 1 don't want to slight the cooperative aspect. As members of the overall 
Department of Defense, the constituent organizations respond to. or can be 
made to respond to. the national interest as well as the interest of the Army 
and the Air Force and the Navy. Although contradictory, conflict and coop- 
eration are going on at the same time. So if you're studying organization, 
you have to consider both aspects. 

Now. if all this is going on at the same time, the trick lor higher managers, or 
for people attempting to organize a defense establishment, is to do three things. 
First, they must ensure that all important interests are mobilized. By mobilized 
I mean that every interest is represented by an organization. For example. 
Department of Defense critics today claim that the Joint interest is too weak and 
not organized. Yet it's a legitimate interest that should be considered when the 
civilian leadership makes decisions about resource allocation Joint military 
organizations will employ US forces in any war. On the other hand, the inter- 
ests of the Services arc considered by critics to be loo strong, relatively. So you 
want the organization to ensure that all valid interests are mobilized. Second. 
high-level officials should ensure that those interests are adequately represented 
in decision-making bodies. Finally, the decision nuking bodies must be struc- 
tured to resolve conflicts, so that ultimately cooperation emerges from conflict 
resolution. 
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... (E)ven if a divine presence could give us a perfect organization today, it 
wouldn't be perfect a year from now because changing circumstances— 
weapons systems developments and those sorts of things—would blur those 
boundaries and you'd have to redefine them. That means that Service roles 
and missions need constant reexamination and redefinition. Yet we haven't 
done that, formally at least, since the 1940s. 

... (WJith regard to the Department of Defense, a Secretary who knows his 
business will reserve 10 to 15 percent of his time to detach himself from the 
issues of the day—to get above his organization, figuratively, and look 
down on it—and attempt to perceive what is or has happened organiza- 
tionally. He will continually reshape the organization because there will 
always be some interests that are stronger than others, growing and tending 
to coopt. As I recall, Simon dwells on this: It's a dynamic thing. The 
higher-level manager has to spend 
time shaping and reshaping his Simon—Herbert A. Simon, The New 
organization so ,ha, i, funnels ,o SKAS-* SSflft 
him the perspective of the various Prentice Hall, 1977), pp. 126-31 
interests as he makes decisions. In 
a way I think this is what the reform movement is frying to set up in the 
Department of Defense. 

... Superimposed over the Services is a very strong Secretary of Defense. 
Successive secretaries in the 1940s and 1950s continued to go to Congress to 
complain about how weak they were. So in 1958 Congress said, you have 
overall "authority, direction, and control" of the department. In the report 
Congress said, in effect, we can't think of any stronger words. If anybody 
can think of a stronger formulation, we'll take it. We're telling you, Mr. 
Secretary, that you've got the whole ballgame. So we have a very strong 
Secretary of Defense, according to the law. 

... |J]uxtaposed opposite the Services who are supposed to recruit, train, and 
support the armed forces, what I termed "maintain"—is the employment side 
of the organization. It is composed of the Joint Chiefs of Staff and the unified 
and specified commands. This is the Joint part of the Department of Defense. If 
you read the introductory policy statement to the National Security Act, you 
will find the elements of this organization set out in one paragraph- —separate 
Services but an integrated land, sea, and air team when the United States goes 
to war. The unified and specified commands are created to fight—to employ 
forces. 

... In fact, by Pentagon directive, as I'm sure you know, the chain of com- 
mand extends from the President to the Secretary of Defense through ihe 
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Joint Chiefs of Staff committee to the unified and specified commanders. 
"Through" means that the JCS cannot issue an order, cannot command, on 
its own. It issues orders in the name of the Secretary or the President. 

The Joint Chiefs of Staff are supposed to provide military advice from a 
Joint perspective. That is, on the Service side, each chief attends to single- 
Service concerns and interests but, in theory at least, when the chiefs go 
over to the Joint side and act as members of the Joint Chiefs of Staff they 
are supposed to put on a Joint or unified hat. They are supposed to assist in 
the exercise of command. That's the reason the chain of command goes 
through the JCS. They're supposed to develop integrated strategic, logistic, 
and contingency war plans. And they're supposed to ensure that the plans 
integrate the contributions of the Services and the unified and specified 
commanders. 

Also on the Joint side of the organization are component commands that 
report to the unified and specified commanders. As things have worked out, 
the unified and specified commanders only have operational command—a 
much more limited concept than full command. Although you cannot prove 
it by researching the law. 1 think that Congress, in giving operational com- 
mand to the unified and specified commanders, meant that they should have 
a great deal more authority— 

Just as the members of the Air Forces in Europe focus on their individual 
Service, the members of the Joint Staff, which was created to assist the Joint 
Chiefs of Staff, as officers assigned by the Services know that they arc 
going back to their Services. When 1 was in the Air Force we talked about 
bringing an officer in and "blue-ing" him before he went to the Joint Staff 
to become "purple." And by that we meant sending him to the Air War 
College, bringing him to the Air Staff, and then letting him be assigned to 
the Joint Stuff. But even if these things didn't happen to indoctrinate 
officers, the procedures under which the Joint Staff works, which have been 
woven by the Joint Chiefs of Staff, arc such that any Service has a veto over 
almost any word or phrase of any (.tocurr.c.n that might originate in the Joint 
Staff. So it is very difficult lor the Jo'.nt Stuff to be a dynamic institution and 
to act as a true Joint institution. It serves, 1 think, more as an executive sec- 
retariat, putting the views of the Services together in some palatable form 
that all four can agree to und then pushing the agreed position up to the Joint 
Chiefs of Staff. 

The Joint Chiefs of Staff is dominated by Service interests and it's difficult 
for the chiefs to put aside the Service hat. The JCS is criticized because its 
military advice is inadequate, often sidestepping critical issues. I might 
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comment here that the present Joint Chiefs of Staff under General Vessey is 
reputed, and I think probably rightly so, to operate just about as well as the 
system can work, principally because of Vessey's leadership and the chiefs 
of staff we have. But even now I would maintain that the Joint Chiefs of 
Staff cannot, and does not, address some of the most critical defense issues. 
It is very difficult for the Joint Chiefs of Staff even to look at issues such as 
resource allocation, roles and missions, the unified command plan—how the 
world is divided up into unified and specified commands—or the cross- 
Service missions the Air Force is supposed to provide for the Army, such as 
airlift, sealift, and close air support. The Chiefs don't even want to open the 
unified command book because it becomes a bloodletting when they do. ... 

|By law] the Chairman became spokesman for the CINCs on operational 
requirements, but not their supervisor as the House proposed. The word 
"supervisor" did not survive the 
conference.  On the timeliness .        _ , ., 

.        _,    .               , By law—HR 3718, loint Chiefs of Staff 
issue,    the   Chairman   became Reorganization Act of 1983 (the Nie- 
"rcsponsiblc for determining when hols Bill), was passed by the House 
issues  will  be  decided,"  once on October 17  1983 but was stalled 

.... in the Senate. Some of its provisions 
again a relatively minor provision. were subsequently incorporated into 
Probably most significant  is the the House version of the FY 1985 
provision regarding the Joint Staff DoD Authorization Bill. 

officers. The Services will now 
nominate Joint Staff officers, and the Chairman, through the mechanism of a 
Joint Staff personnel process, will choose them. So Joint Staff officers now 
will work for the Chairman, and not for the Services. They will know they 
weren't just sent to the Joint Staff by the Navy or the Air Force or the 
Army, rather they were chosen by the Chairman. I hope that provision 
straightens out the loyalty issue somewhat. There is also a provision that 
changes the limitation on the length of a Joint Staff assignment from three 
years to four years. As a further spur to continuity. Joint Staff officers can 
also be reassigned to the Joint Staff after only two years now. rather than 
three. Finally, there is this oversight hook that 1 talked about earlier, requir- 
ing the Secretary of Defense to ensure that promotion and retention and 
career opportunities are protected for Joint Staff officers. 

... We know that if a certain portion of Joint officers must be promoted, 
ami that portion must be comparable statistically to the Service promotion 
rates, the Services are going to place officers in Joint positions that they 
want to promote. They will not want to be caught in the position of having 
to promote officers ihcy would not otherwise promote. So we're after the 
assignment process: not the output, but the input. 

Barrett, 19Ö5       251 



C'l: Issues of Command and Control 

... Why has the Senate been the stumbling block? The Senate Armed Serv- 
ices Committee contains Senators who are proponents of the opposing views 
on the JCS issue. Several have strong lasting ties to the Navy and are per- 
suaded that those who want to maintain the status quo are correc'. I believe 
the divisions extend to the Senate staff also. (67-68, 69, 70, 72, fcl-82, 83) 

13.        DONALD C. LATHAM, "A Assistant Secretary of Defense, Oi 
View From Inside OSD" 
(1985. pp. 103-23) 

I think that all the stuff I've read about the reorganization is way off base, 
giving the Chairman more of this and more of that. That is not the problem. 
Grenada is one beautiful case in point; Vietnam is another, probably much 
more so because we were there so long. In my judgment we didn't have the 
political courage within the military, when we look back at Vietnam, to put 
together the right command structure because of the politics, the tugging, 
and so on. We didn't really apply the unified command theory that we had 
at our grasp in order to make the thing work. If you look a< Vietnam and the 
command structures of the Air Force and the Navy and the Army, it was a 
nightmare. We had some things that were being commanded from CINC 
PAC. some things from MACV 
(Military Assistance Command.        riKir. ,-..,, 
...... e   • C/A/C PAC—Commander-in-Cnief of 
Vietnam) in terms of air support. the Paciflc command (PACOM) 
and North Vietnam air support was 
commanded by two or three dif- 
ferent guys. So. the Chairman could have had all the things in the world 
provided in this bill or any other, and it wouldn't have changed that situation 
unless he had the courage to go make it happen and fight down the politics 
of each of the individual Services. 

And if you carry through and think about the illogic of some of the things 
that have been proposed, like moving personnel with experience to the Joint 
Stall, it becomes absurd. For example, take a mid-career officer who has 
had experience in flying helicopters around in the Navy, and assign him to 
the Joint Staff for the rest of his life, and he will weir the so-called purple 
suit, he will forget everything he ever knew about illegiance to the Navy 
and all of th;' and become a nuclear war planner in the Joint Staff. And he 
never goes back to operations again, and for the res' of his career until he 
dies, he's in the Joint Staff arena. That's one of the proposals. 1 think it's 
crazy. 
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The Chairman's got all the power he needs. He really does. They say he 
doesn't have any staff. That's nonsense; he's got that huge staff supporting 
him. It's just a matter of using the Joint Staff and having the political cour- 
age to make the hard decisions, so you don't bring everything down to the 
lowest common denominator, which is what happens down in the "Tank" 
almost every single day. 

... The Joint Staff is limited, theoretically, by law, to some 400 people. Yet 
thousands of guys are supporting the JCS down there. And the Chairman has 
agencies all over the place to support him. So, we've got this incredible 
swollen bureaucracy, number one. 

Number two, everything has some sort of a resource implication or perk 
implication, so the simplest things take years to get through the system. 
Required operational capabilities (ROCs) that are sent in by the CINCs to 
nuke improvements, presumably to their C3 in the forces, have sat in the 
Joint Staff arena trying to get through the wickets they have to go through to 
get "validated" for two years. Yet we know that ROC is an obvious need; 
everybody agrees to it, and so on. But we must "validate" it. Until it's 
"validated" we can't put any money against it. As a result, things slip for 
years. One of the biggest reasons we haven't fixed a lot of things in my area 
is that we can't get the JCS to validate ROCs so we can allocate funds to 
them. And we have, 1 think, twelve ROCs outstanding for PACOM today, 
and Admiral Crowe is beside himself. 1 hope he becomes Chairman; then 1 
can go down to him and say, okay, 
Mr. Admiral, you fix the damn Admiral Crowe-Admiral William I. 
process,  because it's the most Crowe, CINC PAC at the time of this 
bureaucratic situation you've ever presentation; later Chairman, ICS 
seen. And so the first thing is to go 
down there and, frankly, kick some rear ends and take names—in fact, I'd 
get rid of about every other person. 

You know how big the JC3S is? The JCS does not include, under General 
Mcknight, anything to do with electronic warfare; so. he really has a lim- 
ited C1 responsibility, and has no 1. 
Yet he has over 200 people on his 
staff   I have all of CM   and I had IC'S—lomt Command. Control, and stall. I nave ail Ol L I, ana I nau. Communications Systems. Orgamza- 
until this reorganization. 87 peo- tion of the loint Chiefs of Staff 
pie   It's incredible. If you tell me General McKmght—Lt. Cen. Clarence 
to do it with 40 people. 1*11 do it [ McKnight. \r.. Director, /OS at the 
with 40. but I'll tell you, we could 
probably get rid of an awful lot of 

time of this presentation 
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action officers out of the service and staffs and business would get done 
much faster. (122-23) 

14.         ROBERT T. HERRES, "A Commander-in-chief, US Space Com- 
CINC's View of Defense mmd. Aerospace Defense Com- 
r\            .•     •» „ft0t mand, North American Aerospace 
Organization    (1985, pp. Defense   Command  and   Com- 
125-45) mander, Air Force Space Command 

As Commander-in-Chief of Aerospace Defense Command, I am responsible 
through the JCS to the Secretary of Defense for the operational employment 
of forces associated with the strategic aerospace defense mission. Within 
that role and in that chain of command, 1 do not have resource management 
responsibility. 1 have nothing to do with research and development, or with 
training, equipping, organizing, and administering the forces that I would 
employ. However, as the commander of Air Force Space Command, a com- 
ponent of Aerospace Defense Command, I am responsible to the Secretary 
of the Air Force, through the Chief of Staff of the Air Force, and thence to 
the Secretary of Defense, to train, equip, organize, and administer the 
resources and forces, the people, the money, the equipment, and so forth, 
that are used by Aerospace Defense Command to carry out appropriate 
aspects of the mission. I use my situation as an example. 1 have two com- 
pletely distinct and separate chains of command. Thousands of people in the 
Pentagon and in Washington don't understand this. Even some people pon- 
tificating on how the JCS ought to be reorganized don't understand that 
important distinction. 

The military departments do not have operational missions. The military 
departments have responsibility to train, equip, organize, and administer 
forces and resources that are provided to the unified and specified com- 
manders for employment. Title 10 of the US Code specifies that 
employment of US armed forces shall be conducted under direction of the 
commanders of unified and specified commands, liiere are nine: six unified 
and three specified commands. The only difference between a unified and a 
specified command is that the forces in a specified command are predomi- 
nantly from one Service, and hence there is only one Service component. 
Strategic Air Command. Military Airlift Command, and Aerospace Defense 
Command are the three specified commands, because their forces are all 
predominantly in the Air Force. This doesn't mean we don't have any Army 
or Navy people; it just means that almost all of our people are Air Force, 
and there is no standing Navy or Army component. There may be aug- 
mentees during crises or when certain operations plans are implemented, but 
the only standing component comes from one Service. 

254       Latham, 1985 



... A unified commander—well, it's not that clean, it depends on which 
unified command—but General Rogers, for example, has to look almost 
equally to all three Service departments for support. He has three separate 
components, and has to depend on his component commanders to provide 
resources—Army, Navy, and Air Force resources—from CINC USAFE, 
from CINC USNAVEUR who has 
split headquarters in Naples and USAFE—US Air Forces, Europe 
London,     and      from     CINC USNAVEUR-US Naval Forces, Europe 
USAREUR     at     Heidelberg. USAREUR-US Army, Europe 

They're almost equally balanced. 
He must depend on those three four-stars to work through their departments 
to get resources so they'll be able to provide him with the forces. Each of 
them is dual-hatted also, because they have subordinate command respon- 
sibilities within that Joint unified and specified chain of command. 

... Let me emphasize that the departmental commands are linked to the 
Joint unified and specified command structure, the nine unified and spec- 
ified CINCs, because many of these departmental commands are component 
commands with people dual hatted as component commanders of these uni- 
fied and specified commands. Remember the example of the US forces in 
Europe? There's an Army component, a Navy component, and an Air Force 
component. There are department commands within this operational chain of 
command  

Now, I'm commander of Air Force Space Command, a US component of 
ADCOM. which is a component of a binational command I haven't told you 
much about, the North American Aerospace Defense Command (NORAD). 
With that hat on I am also responsible to the Canadian government, through 
the Chief of Defense Staff in Ottawa, then through the Ministry of Defense, 
and then to the Prime Minister of Canada. 

... Wouldn't it be simpler, cheaper, and more straightforward if you just 
organized around the missions and combined military departments in unified 
commands so that we don't have this duality? The reason is that people in 
this country have never wanted a strong military, we have wanted to frag- 
ment military authority. After World War II the Congress and the people, 
through the 1947 National Security Act. and then the Amendments in 1958, 
made certain we had a good, manageable, unified structure, while leaving 
just enough fragmentation in the system to ensure political control over the 
military establishment. That way we could never have a military establish- 
ment that would be too strong. If that's your ground rule. I challenge you to 
find an improvement to this system that amounts to anything more than a 
tweak here and there. Some may be major tweaks, but the basic structure. 
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the duality of responsibility, up to the level of political leadership, is built into 
this system. This system even has some political leadership in the Service 
departments, and very tight political leadership control here in the JCS. The 
JCS Chairmen are appointed for two-year terms, and they can leave in a hurry. 
JCS terms don't have to be renewed. The Chairman must be confirmed by the 
Congress every two years, as well as nominated by the President. 

In other words, there are a lot of checks and balances in this system. You could 
improve it here and there, but it is essential to unify the diversity of resources 
necessary to carry out military missions: naval resources, air resources, and 
land-based resources. The system combines the best of resource management, 
which is v 'iat this departmental chain of command is all about. Resource 
management—training, equipping, organizing, and administering—is done by 
types of systems: naval, air, and land. But we employ them jointly because we 
no longer live in a world in which you can employ them separately. Hence the 
unified commands. We try to weave them together. 1 submit to you that the 
system works a lot better than it gets credit for. And with every generation of 
people that comes along (a generation being about a four-year turnover of sen- 
ior leadership), the system works better. 

I think things could be done to make it better still, but I'm not sure that the 
recommendations being bandied about now are that great. The CSIS study 1 
think is good. It's been criticized, but I think the study as a whole has made 
some fairly decent suggestions for 
tweaking me system without doing cs/s study_loyvifd a More E„e<-tive 

very much violence. We could Defense: The Final Report of the 
probably live with it. The worst CSIS Oeiense Organization Project 
.L  .        I. u ...   ,,    rcir (Washington, D.C.: The Center for 
that could happen with the CSIS strategic and International Studies. 
study would be to do it piecemeal. Georgetown University, February 
pick and choose. Those recommen- 1985) 

dations. in my view, hang to- 
gether, and if we're not going to do them all. we shouldn't do any of them. 
Whatever's done should be comprehensive. (125-26. 133, 136-37) 

15.        B.R.    INMAN,    "Tech- President and Chief Executive Officer 
nological Innovation and ot Microelectronics and Computer 
the   Cost   of  Change ' Technology Coition 

(1986. pp. 151-68) 

1 have a worry about the onrush to reorganize and change things. 1 don't 
have any particular problems with a vice chairman who sits in the chain of 
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command and who channels the messages, and the rest of it. The concern I 
have is what I perceive to be a thrust to put the unified and specified com- 
manders into the systems acquisition process, and even some significant 
movement of the Joint Chiefs into that process. In my long years of service 
in the Department of Defense, I came to realize that while we can't do much 
about the vicissitudes of external hostilities, there is a cyclical process in the 
availability of funds that we can predict. A period of growth is always fol- 
lowed by a period of cutbacks. When you're in growth it doesn't really mat- 
ter all that much how you organize; you just hope you do it efficiently. 
When you go into a period of drawdowns, the fight for resources becomes 
absolutely all-consuming. 1 lived through some of those periods and I 
watched the Service chiefs, even in their JCS roles, come to view the 
number-one priority in their lives as protecting the resources. 

If you bring the unified and specified commanders and the Joint Chiefs into 
that acquisition process, who's going to be paying attention to operations? 
Who's going to keep an undiluted focus on combat readiness? That's the 
only real worry I have about the reorganization. For the rest of it you can 
sort of redraw the boxes as you like. But somebody's got to mind the store, 
and you need to draw those boxes in such a way that the commanders' atten- 
tion cannot be diluted by getting pulled off into different priorities. (167) 

16.        JAMES R. LOCHER, III. Senior staff member. Subcommittee 
"Defense Reorganization: on Projection Force Md Regional 

,fr               ,, Defense, Senate Armed Services 
A View Irom the Senate Committee 
(1987. pp. 147-71) 

Last October 1st the Department of Defense entered a new era. Many people 
in the Department have not recognized it. but when the President signed the 
Gold water- Nie hols Department of Defense Reorganization Act into law. he 
set the way for a revitalization of tne US military establishment and the mili- 
tary profession itself. The Department of Defense fought the legislation at 
every step, so effective implementation is not assured. In the end. the 
Department rendered itself irrelevant to the process. The Congress, retired 
military officers, and people from the defense academic community were the 
ones who were involved and decided what was going to happen in terms of 
defense reorganization. There are some concerns about the implementation, 
and I'll talk a little bit about that as we go along. 

While I say that the Department of Defense fought the reorganization at 
every step, we need to distinguish between the institution itself and 
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individuals. While we were preparing our study on defense reorganization, 
and while we were actually going 
through the legislative process, we our study—US Congress, Senate, Com- 
probably interviewed five or six mittee on Armed Services, Defense 
J"     ,   J        ,   .    .    _ Organization:    The    Need    for 
hundred people in the Department Change, 99th Congress, 1st session, 
of Defense in Washington and in Oct. 16, 1985 (Washington, D.C.: 
the field. Our experience was that CPO- 1985) 

among the military officers, about 
80 or 85 percent fully supported what we were doing. They could not speak 
out publicly on that, but privately they were prepared to tell us what their 
concerns were about defense organization, and their thoughts on what 
needed to be done. But they could not speak out publicly, which made the 
battle somewhat more difficult because we could not use these people while 
trying to convince members of Congress that changes needed to be made. 

... |Tlhe kinds of people we were talking to ranged from the level of Army 
major up to four-star officers. 1 should say that field-grade officers were pre- 
pared to be much more forceful. As you went up, the percentage who were 
supporting us began to diminish, because more senior people were in much 
more difficult positions. If it were known that they were speaking out in 
favor of something which the most senior people in the Department, both 
civilian and military, were very much opposed to. they could be put in a 
very awkward situation. But privately they were very supportive, including 
a number of people at four-star rank. There were a few people like General 
Rogers who were very supportive both privately and publicly. 

One of the things that I'd like to impress upon you, because it was miscast 
by a lot of people, is the nature of this battle. To introduce that issue, I'd 
like to read a quotation from a message to Congress from President 
Eisenhower in 1958 when he proposed the reorganization ideas at that time. 
He said, "Separate ground, sea, and air warfare has gone forever. If ever 
again we should be involved in war. we will fight it in all elements with all 
Services as one, single, concentrated effort. Peacetime, preparatory, and 
organizational activity must conform to this fact. Strategic and tactical plan- 
ning must be completely unified, combat forces organized into unified com- 
mands, each equipped with the most efficient weapons systems that science 
can develop, singly led and prepared to fight as one. regardless of Service." 

While Eisenhower said that in 1958. when we began this move towards 
reorganization of the Department of Defense, all of the things that he had 
talked about had not fully come about. Many of his attempts to force 
changes on the Department of Defense while he was President had been 
frustrated, primarily by the Services. The key point in this regard is that the 
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battle lines were not the Department of Defense vs. the Congress, civilians 
vs. the military, or warriors vs. bureaucrats. The battle lines were essentially 
drawn between those who sought a truly unified defense effort vs. those who 
would cling to traditional Service prerogatives. This is a very important 
point. Many of the issues were not debated on that basis, but that was the 
underlying argument. 

... In general, I ought to say that almost all of the problems still remain 
unresolved. We have enacted some legislation, but the legislation has not 
taken effect. I'm not certain that it will be fully implemented. But I will talk 
about some of the things that we're still concerned about and that will need 
to be addressed in the future. 

... What were the fundamental problems that we saw in the Department of 
Defense? In doing this study, we identified 34 problems, some of those in 
the Department of Defense, some of them on Capitol Hill. I tried to bring 
those down to 10 problems that I'd like to talk a little bit about [See Figure 
I]. Then we will discuss what we've actually done in the legislation. 

figure I—Fundamental Problems 

1. Imbalance between service and joint interests 
2. Inadequate joint military advice 
3. Inadequate quality of joint duty military personnel 
4. Imbalance between the responsibilities and command authority of 

unified combatant commanders 
5. Confused and cumbersome operational chains of command 
6. Ineffective strategic planning 
7. Inadequate supervision and control of defense agencies and DoD field 

activities (e.g.. Defense Logistics Agency and Defense Contract 
Audit Agency) 

8. Confusion concerning the roles of the secretaries of the military 
departments 

9. Unnecessary duplication in the top management headquarters of the 
departments 

10. Congressional micromanagement of DoD 

Source: James R. Locher, 111 
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The first was the imbalance between Service and Joint interest in the Depart- 
ment of Defense. The Services absolutely dominated the Department of 
Defense. First of all, the Chairman of the Joint Chiefs of Staff was kept very 
weak. Bach Service, essentially, had an effective veto over what was going 
to happen in the Joint Chiefs of Staff. The unified commands in the field 
were not really unified commands. They were confederations of single- 
Service forces. The unified commander himself was kept very weak, and he 
had powerful and independent Service components underneath him. So we 
continued to be dominated by a focus on Service interests with relatively 
scarce support for Joint needs in the Department of Defense. 

The second major problem is related to the first; it was inadequate Joint mil- 
itary advice. We had a system of marriage agreements, truces, watered- 
down advice. The Joint Chiefs of Staff had a tendency to provide advice to 
which all members could agree. When you get down to reaching a con- 
sensus on each and every issue, you arc coming up with the lowest common 
denominator. 

In talking about Joint military advice. I think it's useful to think about the 
three types of advice. One was the informal advice: the President or the Sec- 
retary of Defense asking the Chairman or all of the members of the JCS to 
come in and provide advice on a particular issue. The informal advice nor- 
mally got high marks. The Secretary of Defense, the President, or the 
National Security Advisor to the President felt that the informal advice was 
pretty good. 

The second kind of advice was the formal advice that was worked through 
the Joint Chiefs of Staff system. That advice got very low marks. It was 
almost never used and did not play much of a role in Department of Defense 
decision making. 

The third kind of advice was the advice not given, and that was the whole 
range of issues that the Joint Chiefs of Staff did not want to take on. the uni- 
fied command plan. Service roles and missions. Anything thai was goinj: to 
touch on important Service interests they would attempt to stay out of. The 
strategy that the members of the Joint Chiefs of Staff put together was 
fiscally unconstrained because they couldn't deal with the tough choices. 
The Secretary of Defense didn't need a fiscally unconstrained strategy. He 
needed a fiscally constrained strategy so he could start making those trade- 
offs between Service capabilities, or missions, or whatever. 
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... The third fundamental problem our study identified was the inadequate 
quality of Joint duty military personnel. The basic problem in the Depart- 
ment of Defense is people generally do not want to be assigned to Joint 
duty. They know they're being pressured or monitored for loyalty by their 
Services while they're there. They're not prepared either by education or 
experience to be there, and they serve a relatively short period of time. The 
whole idea is, if you get stuck with going to Joint duty assignment, get in, 
keep your head low, get your ticket punched, and get out before you ruin 
your career— I A|s 1 mentioned, many of these Joint officer provisions do 
not go into effect for two years. You're not actually seeing the effect of the 
law itself, but you're seeing people's anticipation of what the law is going to 
require. Traditionally, the Navy has not sent its line officers to Joint col- 
leges, and they have filled far fewer than their share of Joint duty positions. 
Their technique would be to offer somebody who was not qualified. The 
organization would not accept him. and then the Navy would just leave the 
billet open. We are now seeing the Navy move smartly to fill the positions 
in Joint duty that are assigned to the Navy, including flag rank positions. 

We are seeing much more interest by people in all Services, probably less so 
in the Navy given the orientation in the past, in having Joint duty assign- 
ments. In the law we did not go into the education area because the idea of 
the Congress trying to structure professional military education was some- 
thing that we thought we ought to stay away from. The Chairman of the 
Joint Chiefs of Staff has set up a Senior Military Schools Review Board 
headed by General Dougherty, that is looking at what we need to do in 
terms of education. We did not 
define what Joint military cduca- 
tion  was.  The  Department of ^hrny USM<kcu 
Defense may identity it as only the 
three colleges of the National 
Defense University or they may include the Defense Intelligence College. 
There's more work that needs to be done on that issue, and we think we 
have some leverage on the Department to gel them to move out forcefully. 

... One of the things that we've done is establish some promotion policy 
objectives. These are not quotas. The law does not say this must be done. 
We have just said to the Secretary of Defense. "You shall ensure that 
qualifications of officers who are assigned to Joint duty arc such that these 
kinds of promotion rates will result. If you don't meet these promotion rales, 
you write to us and tell us why you haven't and what corrective actions 
you're going to take." 

The officers who are selected for the Joint specialty must be promoted at a 
rate not less than the rate for the Service Headquarters Stalls, which is the 
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highest promotion rate in the Department of Defense. People who serve on 
the Joint Staff must have the same promotion rate, not less than that for the 
Service Headquarters Staffs. Other officers assigned to Joint duty may not 
be promoted at a rate less than the Service-wide rate. It is hard to believe, 
but in the Navy, officers assigned to our most important military staff, the 
Joint Staff, are promoted at a rate less than the Service-wide rate, and the 
same thing for the Marine Corps  

IOETT1NOER) You certainly wouldn't want 100 percent of all officers to 
be Joint officers, because the Services do perform an important function, to 
be specialists in their brand of war fighting, and if that didn't exist we'd 
have to invent it. It's like the academic battle over departmentalization and 
specialization. If you didn't have it. everybody would be a superficial dilet- 
tante. You'd say. "Let's get rid of all of these superficial gcneralists and 
let's have somebody who knows something." Then you get somebody who 
knows something, but he knows an amazing amount of detail in a very lim- 
ited area. Then you say. "How do you put them together?" The military has 
an absence of such people ... you lose the advantage of specialists who can 
orchestrate the thing. You've got all these violin players, you've got all the 
percussionists and so on. Who is the orchestra leader? You don't need 
everybody to be capable of doing that, but you need some. 

|L(K"Hi-.K 1 As a matter of fact, if you think about Joint duty, you're 
really only talking about 3 to 5 or 6 percent of all officer positions being in 
Joint duty assignments, fcven if you have a thrce-to-one base— you've got to 
he dcvc!«*pin»» two other guys for every guy who's in a Joint position—we're 
not talking about more than half the military establishment in terms of its 
officer corps. You're still talking about a relatively small portion. But our 
problem has been thai the system has been designed to prepare people for 
single-Service needs, and it has been designed to reward them for doing 
things that are important to their Set's ice. not to prepare this small cadre of 
people who have to be able to understand more than just their own Service. 
We have not been able to do it in the field because the Services have 
remained fairly independent under the CINCs. 

... As hisenhower said. 'Peacetime preparatory and organizational activity 
must recognize the fact that we have to be unit ted." We're not doing that. 
When they were preparing for Grenada, each Servu-e did its own planning 
and had its own planning sessions without inviting anybody else, and then 
they expected to go down there and have an effective unified operation. 

With the Iranian rescue mission, the same approach occurred. A long period 
of tune was taken to prepare for the Iranian mission, but each Service went 
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off and did its own thing. They went to separate locations. There was no 
single commander. They weren't used to working with each other, and they 
were going to arrive in the desert in the middle of the night in Iran and 
expect the whole operation to work. 

... You essentfcMy dividrl Vietnam into five air wars. The Army, the 
Navy, and the ''- ,ine Corps each fought its own air war. The Air Force had 
two air wars, because SAC was being run from Omaha out of Thailand and 
Guam, and then the Tactical Air Force in Vietnam did its own thing as well. 

We've made the Chairman of the Joint Chiefs of Staff responsible for 
development of Joint doctrine. He does not need to coordinate with the other 
chiefs. He'll hear their advice, but in the end, he's the one who's going to 
make the decision. There's always been a big problem with Marine air. 
Marine air arrives in the theater 40 or 45 days before the rest of the Marine 
Amphibious Force. But the Marine Corps had refused to allow those air 
assets to be assigned to the theater commander. That's all been changed 
now. JCS Publication No. 2. Unified Action Armed Forces, has broken the 
Marine Corps' back on that issue, and said that those assets belong to the 
theater commander and he shall determine how they'll be used. 

We have a long way to go in Joint doctrine. We essentially have very little 
Joint doctrine, so when a Grenada happens, and Service forces have to oper- 
ate together, there are going to be tremendous problems. There are always 
going to be problems. In war. you're not going to eliminate them, but we're 
giving ourselves some major disadvantages now. 

... The CINC has now been given the authority to prepare the forces 
assigned to him for their missions. He will also be given a budget control- 
ling Joint exercises. We believe that if we start with the people who are the 
CINCs and their immediate staffs, and they understand how all of this will 
need to fit together, they will prepare the forces below them for whatever 
Jon.I interactions arc going to be necessary with more Joint exercises and by 
making certain that the people who are below them are responsive to their 
direction. 

... One of the problems we have now is that we're getting CINCs wh< have 
never aepped outside of their Service. Their first Joint assignment is hen 
they become a CINC. or they had nine months just prior to becoming a 
CINC. A very limited lime. Officers arc just going straight up the Service 
channel; the next thing you know, they're running a Joint organization with 
no prior 'xposure whatsoever. So we've said. "You had to have the Joint 
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specialty, and you had to have one Joint duty assignment of three years in 
length as a general or flag officer." We want these officers to be prepared 
for these responsibilities. A Service chief has to have had significant Joint 
experience, and he has to have one Joint duty assignment of three years as a 
general or flag officer. 

... The JCS Chairman will review all promotion board reports where Joint 
duty officers were considered. The Secretary of Defense will establish some 
procedures for monitoring these officers' careers to make certain that at no 
time during their career is somebody coming along and trying to penalize 
them for what they did during a Joint duty assignment. Then we have 
established some congressional reports and oversight. The Secretary of 
Defense has to report when he doesn't meet some of these policy objectives. 

The Joint Staff and the C1NC staffs are made much more independent in the 
legislation, so they don't have to go to the Services. The Services can't 
watch every move that they're making. We've created some countervailing 
pressures to this. The Chairman and the CINCs can suspend any officer 
assigned to their command or to their Joint staff from duty, and recommend 
their reassignment. The CINCs will evaluate their subordinate commanders. 
That means that C1NCPAC has an Air Force four-star CINCPACAF who 
reports to him. and CINCPAC will evaluate CINCPACAF's performance 
and that evaluation will go into tr,v Air Force officer's personnel record. 

... It's to give htm the authority he needs to meld those forces together into 
an integrated fighting team. He does not have that now. One of the areas 
where the CINCs don't have any authority is in the field of logistics. To 
think that you're going to take these combatant forces without any logistics 
input and go off and fight is pretty silly, too. One of the key examples that 
we use is from my visit with Admiral Crowe in the Pacific. He had one of 
his Service component commanders who wanted to put his war reserve 
materials in location Y. and Admiral Crowe said to him. "Location Y 
doesn't support our war plans, we need it over here in location X." The 
Service component commander said, "Logistics is not a matter for consid- 
eration by the CINC." The Army—in this case it was the Army—said. "It 
would put its war reserve materials where it damn well pleases them to put 
them." 

hsscniially what happened is that the CINC would be assigned forces from 
four Services, all assuming a different war. trained and equipped differently, 
with different logistics policies, with no integration of logistics capability in 
peacetime, and then they would be iorced to conduct an operation like Gre- 
nada, and it was just too much separatcness to overcome. 
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... The next point is one that we've touched on already to a great extent, 
and that's the imbalance between the responsibilities and command authority 
of the unified combatant commanders. Even though we created some unified 
commands during World War II and then we formally created them in 1947 
and 1948, they never have been unified. They've been unified only in name. 
They've essentially been confederations of single-Service forces. The com- 
mander has been very weak, not really even able to prepare his forces. To 
hold him accountable for the ability of his forces to carry out their missions 
was inappropriate given his limited authority The role of the Secretary 
of Defense in the chain of command was very confused. The role of the 
Chairman of the Joint Chiefs of Staff and the other members of the Joint 
Chiefs of Staff was confused, and the unified commanders in the field had 
very little authority with respect to the chain of command below them. The 
CINCs were required to go through all of the Service layers. So when Gen- 
eral Bernie Rogers had that Marine battalion ashore in Lebanon, if he 
wanted to have tight control of that situation and to shorten that chain of 
command, he could not do so. He was required to go down through all those 
levels, and there were about five or six levels between himself and that bat- 
talion commander. It was a situation in which we had a lot of confusion, and 
we could not streamline the chain of command as appropriate to the 
situation. 

Ineffective strategic planning. Strategic planning is really neglected in the 
Department of Defense. Everybody's chasing resources. The whole system 
in the Pentagon is dominated by programming and budgeting. 

... In the Goldwater-Nichols Act coming out of the Senate side, we elimi- 
nated two-thirds of the recurring reports that the Congress required from the 
Department of Defense The problems of reforming the Congress arc 
enormous. In defense reorganization, one of the things that the Senate 
Armed Services Committee attempted to do. within the committee's juris- 
diction, was to reduce the burdens that we were placing on the Department 
of Defense. 

The first effort that we made was to assess all 558 reports that are required 
on a recurring basis from the Pentagon or the President by either our com- 
mittee, the Appropriations Committee, or in the national defense field. Two- 
thirds of those have been cfiminatcd. That removes a big burden from the 
Department of Defense. We have made it much tougher lor reports to be 
required of the Department of Defense. We've cut down on the questions for 
the record. We attempted to reduce the number of our hearings. But the 
really big changes we can't make on our own. Either it involves changes to 
Senate rules, or we have to get the House Armed Services Committee to 
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cooperate with us, or the Appropriations Committees. We're trying to do a 
two-year defense budget, which we have required the Department of 
Defense to submit. That requirement originated with the Senate Armed 
Services Committee. There are just enormous problems with a two-year 
budget. Whether we're going to be successful or not is hard to predict, but 
there's almost no interest outside of our committee. But there are some enor- 
mous problems in terms of congressional micromanagement. 

... If you look at the study that the committee printed, you'll see recom- 
mendations that are much more forceful, such as abolish the Joint Chiefs of 
Staff and replace them with a group of wise men to be known as the Joint 
Military Advisory Council. It was our view that if we offered recommenda- 
tions which were exactly where we wanted to come out. we would be com- 
promising from there, and we'd come out with something less. We decided 
to offer more forceful proposals as a starting point. 

The idea of a Joint Military Advisory Council had been offered by people in 
the past. General Bradley and a number of other people had proposed this 
idea. So it had enough credibility and was something that we could select to 
let the members of the Joint Chiefs of Staff know how serious we were on 
this issue, how disappointed we were in their performance, and how drastic 
the measures were that we had in mind. Essentially that provision came to 
be a "bullet trap*' in that the members of the Joint Chiefs of Staff and much 
of the Department of Defense spent most of their ammunition firing at this 
idea of a Joint Military' Advisory Council. Our real objective was strength- 
ening the JCS Chairman. We thought that was something that was do-able. 
You could debate the merits of this Joint Military Advisory Council, but in 
our view, we couldn't start off by saying. '"We want to make the Chairman 
the principal military adviser and give him a Vice Chairman." because then 
we would have been forced to compromise from that. We held onto this idea 
of a Joint Military Advisory Council—and it was just a staff 
recommendation—but when we put out the study, when the staff testified in 
front of the committee, when we received all of the media attention, the 
department spent a KM of its energy fighting off that idea. 

There were certain things that we were not able to achieve in the legislation, 
and these are some of the unresolved issues I'll turn to later. But for the 
most part, we were able to achieve what we had in mind in terms of organi- 
zational changes. Part of that came about because, as you know, the House 
had started this reorganization work first, but they had focused solely on the 
Joint Chiefs of Staff. The Senate had decided it had to be a much broader 
reorganization effort. But the House got some momentum going. Then the 
Senate built on that to do our broader legislation. When our legislation was 
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voted out of the Senate 95 to nothing, it gave the House a real shot in the 
arm, and then the House could look at going further. We ended up compro- 
mising in the conference with the House Armed Services Committee. There 
are a few things that did not get done, but for the most part we're fairly sat- 
isfied with what we were able to work out. All of this was very carefully 
considered. You're talking about three or four years' worth of work. 

Let me go straight to the fundamental purposes of the Act, and how we hope 
to achieve some of them. 

One of the fundamental purposes was to improve the quality and enhance 
the role of professional military advice. What ended up happening was that 
Secretaries of Defense knew when they were getting mush from the JCS. 
They ended up often going to civilians to get military advice. They were 
civilians who often were not qualified to provide that advice, but a Secretary 
of Defense had nowhere else to turn. We had the view that military expertise 
must be more effectively applied to the very complex defense issues that we 
were facing. What did we end up doing? We made the Chairman of the Joint 
Chiefs of Staff the principal military adviser to the President, the National 
Security Council, and the Secretary of Defense. What did that mean? It 
essentially meant that the other members of the Joint Chiefs of Staff became 
advisers to the Chairman, and he was the decision maker in terms of the 
advice that would be offered to higher civilian authority. 

There are certain instances in which the other members of the Joint Chiefs of 
Staff can take their views to the Secretary of Defense, the President, or the 
National Security Council, or any of those groups could ask them for their 
corporate views or their individual views. Or if they disagreed with the 
Chairman, then we gave them the right to present their views. But the nor- 
mal process is that the Chairman is the principal military adviser. All the 
former duties that were assigned to the corporate JCS are now assigned to 
the Chairman. He manages the Joint Staff. He decides under what proce- 
dures they'll do their work. 

We Nought to strengthen civilian control of the military. We didn't sec any 
major problems here, but we did have these problems in terms of the role of 
the Secretary of Defense in the chain of command, and the authority of the 
Service secretaries over their departments. We felt there were .omc useful 
clarifications that could be made, particularly in the art a of intelligence in 
the military departments. Many people in the military departments said intel- 
ligence is an operational matter and. therefore, the Service secretaries had 
no business being involved. So there were activities that were actually done 
in the military departments in the intelligence field that were not brought to 
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the attention of the secretaries of the military departments. Some of these 
things, particularly in the Army, have backfired here recently. So we sought 
to strengthen civilian control, not that we had any real concerns, but that's 
something that Congress is going to be very careful about in doing its work. 

Strengthen the authority of Joint military officers. The one thing the law 
does is provide for a fundamental shift of power and influence from Service 
officials and organizations to Joint officials and organizations. The Chair- 
man has been made more powerful. We've created a Vice Chairman of the 
Joint Chiefs of Staff to assist him, who's the second-ranking military 
officer, and the CINCs have been made much more powerful. They now 
have the kind of authority they need to carry out their responsibilities. 

... Enhancing the effectiveness of military operations goes back to this com- 
mand and personnel authority that we have given to the CINCs. They now 
have all of the authority they need to prepare all of the forces in their com- 
mand for assigned missions. 

... |T)herc arc two actions that have been taken in terms of strengthening 
central direction, but also decentralizing. The central direction part of what 
we've done is try to get much better strategic planning. We've required that 
the strategy document prepared by the Chairman must be fiscally con- 
strained. We've required that he prioritize the operational requirements of 
the CINCs, and that he look at what the Services are doing with their 
budgets and compare them to these other yardsticks that he's been required 
to develop. We tried to get more attention on strategic planning in the 
Department. 

In terms of decentralization, a lot of the authority that had been held in the 
military department headquarters has now been pushed out into the field to 
the CINCs. 

We've clarified the operational chain of command in terms of the Secretary 
of Defense. We made certain that everybody understands that neither the 
Chairman nor the other members of the Joint Chiefs of Staff are in the oper- 
ational chain of command, and we've given the C1NC the authority within 
his command to specify his chun of command. So when we go back to that 
Lebanon situation, if General Bemie Rogers decided. "1 want that battalion 
commander reporting to me. and that's the only way I cm get the kind of 
operational control 1 need." he could do so The chain of command runs 
from the President, to the Secretary of Defense, to the unified and specified 
combatant commanders in the field. Neither the Chairman nor the other 

26d       tocher, 1%7 



Organizational Structure 

members of the JCS are in the operational chain of command. It does not 
flow through them. We have given the President and the Secretary of 
Defense the authority to use the Chairman to help them carry out their com- 
mand functions, and there's a couple of ways he can do so. He can transmit 
orders that they give as he does now. He can also be used to oversee the 
implementation of their command instructions. 

... We've attempted to reduce and streamline the defense bureaucracy. We 
felt that the headquarters organizations had become too large. The span of 
control of senior defense officials was just enormous. The Secretary of 
Defense has 42 people reporting directly to him. The Service chiefs had 
between 34 and 48 officials who reported directly to them. There was too 
much duplication in the military headquarters staff. We've tried some con- 
solidation there. We have actually forced people out of these headquarters 
organizations in an effort to streamline them. 

... We've attempted to provide for continued study and management atten- 
tion to these defense reorganization issues. One of the key points is that our 
understanding of defense organization is very, very poor. Our thinking about 
these issues was retarded because the people who wanted to defend the sta- 
tus quo were extremely powerful, and they were able to blunt almost any 
initiative to think about these ideas. 

What kind of a general staff did we need, or people for Joint duty? What 
should the Office of the Secretary of Defense look like? What kinds of 
responsibilities do they have? What authorities should the unified com- 
manders in the field have? All of these kinds of thoughts have really been 
studied very little in the United States. When we did this work, we were 
breaking new ground in many areas. We have attempted to continue to 
require that these issues gel some attention in the future. 

. •. There are a ample of issues that I'd like to talk about. There are three 
things that arc holdovers from defense reorganization that have not been 
adequately addressed so far The most important of those, in my view, is the 
Office of the Secretary of Defense. Those of you who have read some of the 
things I've written and some things that Professor Sam Huntington has writ- 
ten an this subject know that we have the view thai there is a need for very- 
strong mission orientation in ihe Office of the Secretary of Defense. Cur- 
rently, the Office is organized on almost an exclusively functional basis. 
When 1 say functional. I mean manpower, installations, logistics, and 
research and development. Thai came about in 1453 when OSD was 
expanded with six additional Assistant Secretaries ol Defense and a Director 
of Defense Research and Engineering, ll was decided to have the Office of 
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the Secretary of Defense mirror-image the Services, so that the Secretary of 
Defense could control the functional activities of the Services. 

It's important that the Secretary of Defense be able to do that to a certain 
extent. But his real role is to be an integrator of Service capabilities to carry 
out the major missions of the Department of Defense, none of which can be 
done by any Service on its own. If you look at the organization that supports 
him, it's designed for functional integration—we can do manpower planning 
department-wide—but not for what we call mission integration. 

... The second area that was left undone was on the defense agencies. They 
have received such limited attention over the last 30 years that there was not 
much information and analysis to work with. What we really needed was a 
rigorous re-examination of the defense agencies. Were they doing what was 
appropriate? Had they gathered too many activities that could be better done 
by the Services? Could they be structured better? There is a set of reports 
coming in on that issue as well. The defense agencies are Joint organiza- 
tions. They play important roles, but they have been relatively neglected in 
terms of management attention. 

The third issue is the Congress. What do we do about congressional review 
and oversight of national defense? The Congress has been working harder 
and harder and accomplishing less and less. We thought that one solution 
might be a two-year defense budget which could reduce the demands of the 
Congress on the Department of Defense. We're trying to implement a two- 
year budget this year—that's what I've been working on the past couple of 
days, the authorization request for fiscal years 1988 and 1989. It's very dif- 
ficult to do the second year, primarily because decisions that you would 
make for the second year depend upon information you do not now have. 
They're dependent upon things like test results on R&D progress. Just in the 
few months since the budget has been submitted, there have been so many 
fact-of-life changes to FY88 that spilled over to FY89 that it is very difficult 
to think about how we're going to do a comprehensive two-year defense 
budget. Our current thinking is that we will approve fiscal year 1988, the 
current budget year, in its entirety, and in 1989 we will try to approve those 
programs that are stable and noncontrovcrsial. We're going to be building 
the two-year budget from the bottom up. It won't be a complete effort. 

... We have very serious problems in terms of military strategy or national 
security strategy. It is very poorly developed. We just don't have a tradition 
of strategy making. We don't put our attention there. We've got a long way 
to go in terms of preparing our thoughts in that regard. Related to thai is the 
fact thai we do not have a direct link between our budget and our strategy. 
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We push a lot of paper and give a lot of lip service to what strategy work we 
do have, and then we build a defense budget from the bottom up, focusing 
on what the Services want. The Senate Armed Services Committee has been 
questioning the witnesses this year to tell us what the mission deficiencies 
are, based upon our strategy, and then how the authorization request relates 
to those deficiencies. They absolutely cannot do it. (147-48, 150, 152, 154, 
155-56, 157. 158, 160, 161-62, 163-64, 166, 167, 169-70) 

17.        ARCHIE   D.   BARRETT. Staff member. House Armed Services 
"Defense Reorganization: Committee: former Military Staff 
.  ...       r—.— .u   ii        •• Assistant to the Executive Secretary 
A View from the House 0, the Deffmc 0rgan,iat,on Study; 
(1987. pp. 173-94) author. Reappraising Defense Orga- 

nization (1981) 

There's absolutely no question that the committee (House Armed Services 
Committee) and the Congress have the authority and the right to get into 
anything they want tu in the Department of Defense, to the degree of speci- 
ficity that they want to. The Constitution has one sentence about the Presi- 
dent and the military. It says he's the Commander in Chief, and that's all. 
There are some historians who would point out that that was included so that 
there would be no question that the President has control of the militia of the 
several states, not as a grand idea about generalship in war. Nevertheless. 
I'm not disputing that "Commander in Chief" is a much broader concept 
today than it was then. The point is that the Constitution, with respect to 
Congress and the military, goes on. and on. and on—sentence after 
sentence—about what the Congress' power is: "The Congress shall have the 
power to declare war. and make rules concerning captures on land and 
water, raise and support armies, provide and maintain a navy, and make 
rules lor the government, and regulations of the land and naval forces. To 
provide for calling forth the militia to execute the laws of the union, sup- 
press insurrections and repel invasions. To provide for organizing armies, 
and disciplining the militia." Plus, of course. Congress authorizes and 
appropriates the resources of the Defense Department. 

The distinction that must be made is that when you discuss congressional 
micromanagement or congressional meddling, you need, particularly if you 
arc in the military, to understand that you'ri* diking about a normative 
subject—what is prudential—and not a legal subject. I think people fre- 
quently misunderstand that. I often caution audiences to make the distinction 
between what they think Congress ought to do and what Congress legally 
can do  
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Military departments are the input side. They organize, train, and prepare 
forces for war. 

The output side is the war-fighting side, the Joint commands—unified and 
specified—the organizations that Eisenhower was talking about. The input 
will be separate. The output will be integrated. Combinations of forces from 
four Services will be prepared to fight and they will fight wars if necessary. 
The commands I'm talking about are the European Command, the Pacific 
Command. Commands like that are unified. The specified commands are 
those such as the Strategic Air Command (SAC), the North American Aero- 
space Defense Command, and the Military Airlift Command (MAC). 

Each of the unified commands has components that were established as a 
result of the National Security Act law, but not required by it. In Europe we 
have the US Air Forces, Europe; the US Army, Europe; and the US Navy, 
Europe. They come under the unified commander, and they're supposed to 
fight as one force under that unified commander. But. in fact, on a day-to- 
day basis they're Air Force commands. Army commands, and Navy com- 
mands. In effect, they're little armies, air forces, and navies. They have 
their own support, they fly their own training missions in the Air Force and 
run their own exercises in the Army. 

... The organizational arrangements lend themselves, in other words, to 
allowing the Services to dominate more than. 1 think, an objective reading 
of the law would support. Let's just take a look at the unified and specified 
commanders. They come from the Services. They go back to the Services. 
Their promotions hinge on the Services. It was very difficult, for example, 
to get the unified commanders to testify on the reorganization legislation, 
because the Services were very much opposed to the legislation. Despite the 
fact that the legislation would benefit these commanders, most wanted no 
part of going on record with regard to these controversial issues. 

Yet we found their command prerogatives were very, very limited. If you 
think about what a unified commander, or a military commander, must deal 
with, and what authority he should have, and if 1 asked you to put them 
down on a piece of paper. 1 think you would be surprised when you com- 
pared your piece of paper with the reality of the unified commanders' 
authority. The commanders had very limited authority over the selection or 
the firing of their subordinates. They had no court martial authority over 
their subordinates. They had very little authority to reorganize their subordi- 
nate commands, the component commands 1 mentioned earlier. They had 
very limited authority over the chain of command, and rearranging the chain 
of command below them. By law they were prohibited from exercising 
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authority over the support chain that came from the Services. They were 
severely limited in the area of administration. They were limited in the area 
of training. They had no budgetary resources, and, as you know, budget 
equals clout in the Pentagon. And, even in time of war, if you read their 
governing directives carefully, you wonder whether they would really have 
had complete authority over how to employ forces under them in order to 
win. They were very, very weak. Yet these are the commanders the united 
States would depend upon for its survival if there were a war. 

Component commanders, under the unified commanders, on the other hand, 
had vast authority. They had all of the things that the unified commander 
didn't have. When 1 said the CINCs were limited, 1 meant they were limited 
because the component commanders had these things. General Jones, when 
he came before the Investigations Subcommittee, said that when he was a 
component commander in Europe, the head of US Air Forces, Europe, he 
got everything from the Air Force—his airplanes, his people, their promo- 
tions, their pay. Everything came through the US Air Force channel. On a 
day-to-day basis he did all of his training based upon Air Force directives. 
He said that his attention was not so much to the C1NC above him as to the 
Air Force—90 percent of the time. The Services dominated the unified 
commands. 

... The JCS was uniformly perceived as not being a factor in resource 
allocation decisions, which perhaps in peacetime arc the most fundamental 
of all military issues. 

The Joint Staff ... under the Joint Chiefs of Staff is criticized because it's a 
cipher for the Services; it's sort of a secretariat for the Services. The staff 
people come from the Services, and go back to the Services. The procedures 
that have been laid down by the Joint Chiefs of Staff cause any staff paper to 
go to four or five levels before it gets to the Joint Chiefs of Staff. If any 
Service at any level objects to the Joint Staff paper, it goes to the next level. 
In effect each Service has veto power in developing the content of any 
advice rendered. 

Military advice is a major shortcoming of the JCS. I have some quotations 
... to indicate that this is an opinion held by many, many people— This is 
by Kissinger who says: 

The inevitable and natural concern of ihc Service chiefs—with their com 
pclitivc and often mutually exclusive mandates—is the future of their Serv- 
ices which depends upon their share of the budget. Their incentive is more 
to enhance the weapon* they have under their exclusive control than to plan 
overall defense policy. 
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Zbigniew Brzczinski: a similar type of quotation. I present both of these ... 
because one of these quoted served a Republican President; the other, a 
Democratic President. 

My own experience in the White House, working closely with President 
Carter, was that our military establishment has become, over time, 
increasingly unresponsive either to the pressing threats to our national 
security or to effective presidential direction. 

Former Secretary of Defense Brown: 
Recommendations from the JCS during four years were almost without 
exception either not useful or the reverse of being helpful. That is. worse 
than nothing. 

Former Secretary of Defense Schlesinger: 
The proffered advice is generally irrelevant, normally unread, and most 
always disregarded. The ultimate result is that decisions regarding the level 
of expenditures and the design of forces are made by civilians outside the 
military structure. 

... Other criticisms of the system involve military planning, the chain of 
command, and military operations. In some cases every Service wants a 
piece of the action whether the prospective operation justifies it or not. 1 
think the attempted Iranian hostage rescue probably shows that, although the 
Holloway Commission exonerated the military on that score. 1 don't think 
much of that Commission's report. Ask yourself. "Would the rescue effort 
have been carried out as it was if there hadn't been a JCS. with each Service 
equally represented, planning the operation?" I think the answer is no. For- 
mer Secretary of Defense James Schlesinger sums up his criticism as 
follows: 

The existing situation dues impede planning, for each Service quite natu- 
rally wishes a piece of the action in any crisis—and the existing structure 
assures that all somehow will he ruled in. even if a Service provides less 
than optimal forces for dealing with a particular crisis. 

... Grenada ... was obviously a successful operation. But there have been 
any number of criticisms. Communications. I don't want to get into whether 
the communications gear was right or not. The point is that there had not 
been sufficient Joint training and Joint exercises so that the Air Force and 
the Army could work together. In another case. Army helicopters wanted to 
land on Navy carriers; they had wounded aboard. The press has criticized 
the Navy for not letting them land. The Navy did exactly the right thing. It's 
a very dangerous operation, particularly at night. The Army pilot could have 
not only killed the people in the helicopter, but also done a lot of damage to 
the ship. The point is that Army helicopter pilots were not qualified to land 
on Navy ships. There had not been Joint exercises and Joint training so that 
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that could take place. Another example, naval gunfire was never able to 
come to the support of the Army; certainly not in the first stages. The prob- 
lem is a lack of Joint training and preparation so that our forces can fight a 
war as an integrated team of land, sea, and air forces. All of these things 
point that out. 

... The Services dominate not just the input side, but also the output side. 
They dominate the Joint Chiefs of Staff, the Joint Staff, the component com- 
mands; they have significant influence over the unified commands. As a 
result, decisions that are made in the Department of Defense have been 
made on the basis of conflicts between the Services and the civilians in the 
Office of the Secretary of Defense. 

The subcommittee found other criticisms of DoD organization. For years 
there have been criticisms of the military department headquarters There's a 
Secretary in each headquarters, with around 250 to 300 people serving him 
in the Army and the Air Force; 800 in the Navy. On the military headquar- 
ters staffs, there are 10 times that number in the Army and the Air Force, 
roughly 3.000; in the Navy. 2.500. Each one of those staffs will have some- 
thing like a research and development office. There is a research and 
development office, for example, in the uniformed Navy headquarters, and a 
research and development office in the Navy secretariat. In the Office of the 
Secretary of Defense there is also a research and development office. Many 
sages have said. "You don'l need three management headquarters staffs 
with the same function. You can get along with two. One should be cut 
out." There have been a lot of recommendations for consolidating these 
offices. 

The subcommittee was also concerned when it looked at the defense agen- 
cies. The defense agencies arc in a way analogous to the Services in that 
they're maintaining, or input, organizations. The subcommittee was con- 
cerned that the agencies were not sufficiently responsive to the output orga- 
nizations which many of them would have to serve in wartime. For 
example, the Defense Intelligence Agency, the Defense Communications 
Agency, the Defense Mapping Agency, and the Defense Logistics Agency 
would be responsible for direct wartime support. Are they ready enough? Do 
they participate in Joint exercises? Arc they sufficiently responsive to the 
unified and specified commands? Those are the sorts of questions that have 
been asked. The subcommittee did not think they have been sufficiently 
responsive to the employment side. 

With respect to personnel policies, the subcommittee found that the Joint 
side suffered. 1 mentioned thai the Joint Stall is more a cipher or secretariat 
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for the Services. The officers who work there go back to their Services. 
There were many indications that they weren't well trained in Joint matters 
before they went to the Joint side. They had very little, if any, experience in 
staff work, much less Joint Staff work, before they went to the Joint side. 
The experience level on the Joint side stayed low because they never came 
back. If a Joint officer took a position that was contrary to his Service, he 
was very likely to be penalized in his career in terms of promotions, and his 
career assignments would be as bad as his promotion prospects. (174, 176, 
177, 178. 179. 180. 181-82) 
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intelligence—The Eyes of C3I 

The term "intelligence," meaning knowledge about a potential 
opponent's plans, capabilities, and weaknesses, has currency in the 
business and sports worlds as well as in national security. It can also 
be applied to simple games such as poker. 

In all of these contexts, from national security to poker, players 
range from the naive to the very sophisticated. The former lack both 
knowledge of the rules of play and "card sense." The latter know all 
the rules and usually have a strong feeling—based partly on intuition 
and experience, partly on careful observation—for the cards in tb . 
hands of each player. 

One goal of intelligence in each of these contexts is knowledge 
of the "cards" held by other players—their capabilities. Often more 
valuable—and more difficult to ascertain—are their intentions, their 
plans for using those capabilities. Some attempts to ascertain the 
capabilities and intentions of other players are considered legitimate: 
experience d poker players have systems to keep track of cards 
played; businessmen follow their rivals' advertising, sales figures, 
and other publicly available data; coaches scout rival teams; and gov- 
ernments collect data about other nations from open sources. 

Sometimes players sidestep the rules in the interest of "fair 
play." "industrial security." or "national sovereignty"—or "the 
status quo." "unfair competition." "political repression." and so 
on. The terms change according to context and the vantage point of 
the individual choosing the term, just as using "traitor" or "patriot" 
to describe Benedict Arnold or Nathan Hale would depend on one's 
position relative to the Atlantic Ocean. In sports or poker, such an 
evasion of the rules would be called "cheating"; in business, it might 
be labeled "industrial espionage"; in national security circles, it's 
called "spying." \gain. the moral tenor of the terminology chosen is 
relative. 

Complete knowledge of other players' hands, were it attainable, 
would deprive the game—any game—of its sporting aspect. That loss 
would be most objectionable in the more sporting contexts, such as a 
"friendly game among friends." athletic or otherwise. When the 
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stake is national security, the quest for perfect knowledge of the 
opponent is easier to justify: a government trains and uses spies to 
protect the interests of its citizens. 

Regardless of context, intelligence is a game of tradeoffs. In 
poker, some experienced players focus their attention on card order, 
others on betting patterns, still others on the mannerisms of the other 
players. Each approach—each system—has its own advantages and 
disadvantages. The most successful player may be the one with the 
most eclectic strategy, the one who recognizes and plays the 
tradeoffs. 

The extracts in this chapter are concerned with intelligence 
tradeoffs in the context of national security, specifically the national 
security of the United States. Sometimes the tradeoffs involve matters 
of propriety: Should a constitutionally-based government run an intel- 
ligence program which, in the interests of secrecy, operates outside 
normal boundaries? Or should intelligence, like other government 
activities, be subject to the restraints of oversight and accountability? 
How should a democracy draw the line between individual rights and 
the security of its citizens? Should the need for objectivity outweigh 
the practical requirement for regular communication between the 
intelligence professionals and decision makers? Is the political neu- 
trality of intelligence products more important than the mutual trust 
of producers and consumers? 

In other cases, intelligence issues are matters of priority: Should 
emphasis be on collection or analysis of intelligence? On timeliness 
or accuracy? On more collection or better flow to decision makers? 
On providing for every potential information need, or avoiding infor- 
mation overdose? On protecting sources, or getting information to 
everyone who needs it? 

Should scarce assets be expended on hardware or on people? On 
improving technical means of collection and analysis, or on expand- 
ing human means? On launching satellites or training linguists? On 
long or shon term needs? 

Should the goal of analysis be consensus or a thorough picture 
of competing views? Should its approach be geographic or func- 
tional? Should it be directed by a genera? ist who can draw all the 
details into a coherent picture or a specialist who might be less likely 
to sacrifice the accuracy of details for the sake of coherence? 

Should intelligence operations be geared toward war-fighting or 
peacetime needs? Strategic warning or tactical operations? Details about 
the most likely enemy, or a broader picture of all poienüal foes? 
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Should fusion centers, where intelligence is correlated and ana- 
lyzed, be centralized or kept close to the battle? Should "covert 
action" be run by an intelligence organization or by the military? 

The parallels between the various contexts for intelligence 
gathering ultimately break down at the boundary between games and 
reality. Making the wrong choices among the tradeoffs in a poker 
game will cost a player a few hands or maybe some money; in the 
realm of national security, the cost could be national survival. Thus, 
where the alternatives are survival and sportsmanship, the former will 
probably take precedence. Still, when sportsmanship and playing by 
the rules constitute significant elements in a nation's raison d'etre, 
giving survival precedence may be the surest way to lose everything 
important. 
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Extracts 

1.        WILLIAM ODOM, "C3I and        WliUry Assistant to the President's 
Telecommunications at the distant for National Security Affairs 
Policy    Level"    (1980, 
pp. 1-23) 

People sit out at the CIA—they never come to Washington, and they never 
come to talk to us, and I don't thirk they go anyplace else in the world. 
They read all the cables and they write nice essays and papers that are dis- 
tributed around the government and nobody reads them. So they really cut 
themselves out of the action. You talk about finished intelligence, putting all 
to is stuff together, filtering it out; true, you do need that process. And in 
some respects it works. It works reasonably well in the CIA's current intel- 
ligence system. The Joint Chairman, briefing every day, gets a pretty good 
rundown. And then occasionally you get some rather sharp, useful, ana- 
lytical and more long-term pieces; but most of the stuff that comes up 
through this process is junk, and has some built-in biases that just can't be 
overcome. That's a general comment; it's not always that way. 

... If you had read the NIEs in 1977 and 1978 about Soviet capabilities. 
gjals. and intentions, you would 
have thought they were complete 
news to the policymakers, because Nils—National Intelligente Estimates 
almost all the secretaries were 
behaving and talking as if that 
weren't the case at all. Is other words, there is a tremendous gap between 
what was produced and blessed as national intelligence and what the people 
who were making the policy were willing to accept as intelligence, between 
what's reported as intelligence reality and conventional wisdom. 

Notice that 1 said it starts right down at the battalion level. You never trusted 
the S2 anyway; he is sort of a third-rate officer you want to get out of the 
way. Then it becomes sort of a 
second-rate operation and the S3 s2-,nteii,8erKe staff 
operator just assumes what the SJ-^C, staff 
enemy is doing, or he gets it out 
of the newspaper, or he makes it 
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up. There is, even at the national level, a tendency to get one's intelligence 
from the newspapers or from one's best friends or some current intelligence, 
and to operate off the cuff. I think there is a corrective effect eventually, and 
1 think we have already had a swing back. But in the year 1978, during the 
budget cycle, that gap was pretty wide. (20-21) 

2.        RAYMOND TÄTE, "World- former Deputy Assistant Secretary of 
wide  CJ1  and Telecom- £* ""l an* 0

AV>«tJ Director. 
munications"        (1980, 
pp.25-47) 

National Security Agency 

The BETA program is an R&D program going on now in which the Army and 
the Navy are developing a data processing system to quickly turn around intel- 
ligence information and provide it to tactical commanders in as near real time 
as possible. If you are trying to bypass bureaucracy, a lot of it is found in this 
series of links too. so you are trying to get the information to tactical units in as 
automatic a form as possible. A very large ADP is being built, 
hopefully compatible with the exist- 
ing set of sensors and the existing 
command structures modeled after ADP-AutomaUc Data Processing 
the command structure in Europe. 
So we try to put intelligence at the 
strategic levels in as near real time as possible, and in time, with systems like 
this, we will have parallel intelligence as quickly as possible going throughout 
the command, all the way down to units. 

ISti'Di-.N! | As part of that, have they done anything more with the idea 
of using state-of-the-art computer technology to get down to the S2 at 
battalion-brigade levels? 

ITAil-1 Yes. they are working hard on it. It is primarily a military rather 
than a technology problem—there has not been any agreement to my knowl- 
edge, even in the Air force and the Army, on exactly what that S2 needs to 
know. Once you establish that, the technologies can put in simple fillers to 
ensure that he is not inundated with data unless it is what he wants to be 
told. That is going to take lime. We are making progress, but views natu- 
rally clash, depending on your vantage point and preferences. The Com- 
mander of the Sixth Fleet, lor instance, is a good friend of mine. In the 
Pentagon he had one view; as the Commander of the Sixth Fleet he has 
another view, and his view now is that he is being inundated. His predeces- 
sor made a big case, with some justification, that he was never told enough. 
So you have both extremes, and a pendulum effect. 
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[OETTINGER] If I may take issue, Ray. I don't think the problem is solv- 
able, in the sense of finding one level between what is inundation and what 
is too little. I stress that because you were talking before about give-and-take 
between personalities. If it were only personalities you might have some 
selection scheme which would put compatible people together. But underly- 
ing that is the fact that you can't win statically. At one extreme you feed 
everything to somebody and he can't possibly assimilate it all, so you start 
putting in fixed filtering; but on what basis do you do that? At the other 
extreme, if you have some information which has been carefully interpreted 
and worked over, you get the reaction "Oh, those guys at CIA—it's all 
worthless stuff; it may be elegant, but it's ten weeks after the fact and who 
needs it?" So while the technical components are an important element in 
all this, at the heart of the matter is the intellectual problem of figuring out 
how to live with the tension between overload at one extreme and the wrong 
kind of filter by the wrong sort of people with excessive delays at the other 
extreme. I've witnessed at first hand a number of players falling on their 
swords, or appearing to, over that same issue. It's very, very complex. 
These are not just questions of personalities, but theories of warfare: how do 
you do that? Some commanders, as you point out, want to know everything. 
There arc others who simply want to know what they need to do. 

|TATE|       The raw product coming in from all those sensors, technical data 
of all sorts, is analyzed by engineers, mathematicians, telemetry experts and 
others. NSA does the technical 
analysis; the results are passed to 
the DIA or the CIA. depending on NSA-Njtional Security Agency 
their nature.  As for intelligence ÜIA—Defense Intelligence Agency 
analysis, that's supposedly done by 
the DIA or CIA from all sources. 

... Intelligence has become so technical that it takes real specialists to do 
many facets of it. NSA has the largest collection of mathematicians under 
'.Hie organizational roof in this country, and for very good reasons. Breaking 
codes, judging weapons systems, and all the technical judgments involved in 
analysis, are a lifetime career in themselves. Many of the people their are 
absolute experts on the Soviets. Some of the people, particularly those who 
came in the latter part of World War II. were schoolteachers and whatnot— 
there was a large influx of math teachers, many of them women, many of 
them still there. Some are well beyond retirement, but they have worked 
these Soviet activities for 20 to 25 years, they think like them. And that's 
the best kind of analyst to have. Because it is difficult to "mirror-image" a 
potential opponent like an Oriental, or a Soviet—who in my view has 
tendencies similar to Oriental. You need longevity to think in that way. to 
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imagine, if such-and-such a thing happens, what your opponent's reaction 
would be. 

So, then, intelligence is seldom the whole story. It's a web, a sequence of 
events, pieces in a puzzle that is seldom or never completely put together. 
Postulations have to be run. Those technical people have an essential mis- 
sion, not just in doing their technical job. but also in judging the implica- 
tions. But then 1 think the implications ought to be scrutinized at the national 
level, not by someone who has spent his whole life looking at the Ninth 
Regiment or the rocket force. 

... Do you know that the '73 war was an intelligence failure? I was sitting 
in a colleague's office on the afternoon in which the White House Situation 
Room was put on a SIGINT alert, and it went over to the big maze and 
was not believed. That came out in 
congressional testimony later. But .„ w„_Yom w§f 

each time the system is ' pinged SIGINT-Signal intelligence 
it seems to upgrade the operation tne big m4/e^/V/)U/fon 
and make it a little more sensitive. 
1 don't know what the answer is; 
but it is give and take. I believe in give and take, but I would also like to see 
less bureaucracy— (35-36. 44. 45) 

3.        ROBERT       ROSENBERG. Fohcy Assistant to the President for 
"The Influence of Policy National Security Affairs. National 
KM L               /»u»»   «II«O*\ Security Council staff Making on C'l     (1980. 
pp. 49-65) 

If I don't know where the empty silos arc in the Soviet Union from whence 
the missiles came. I could expend an unnecessarily large percentage of my 
force and my deterrent at random ... |P)art of the need to look at the 
endurance of these functions is that after these nuclear exchanges (God for- 
bid they ever happen), we must make sure we don't find ourselves in a posi- 
tion where an aggressor still has a secure reserve force of such magnitude 
that he can hold our governmental system hostage because he has blinded 
us—decapitated our ability to conduct military operations and run a civil 
entity called government. 

The problem in intelligence is that it grew up under the philosophy: we are a 
peacetime operation; when the bell goes off we have a long leave. Very little 
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of our national intelligence is survivable. And there are different perceptions 
of what's important and what's not. The Director of Central Intelligence, 
under Executive Order 12036, is the head of the US intelligence community. 
He is responsible for the national intelligence budget; he is responsible for 
developing programs against the set of requirements levied on him by the 
National Sccjrity Council Policy Review Committee, which acts as a con- 
sumer union to set the priority for what we need. And the perception is that 
military operations support is. by and large, not as important as peacetime 
intelligence functions. (63) 

4.         LEE PASCHALL. "CM and Consultant; former Director. Defense 
the National Military Com- Communications Agency and Man- 
mind    System"    (1980. Ekm*•0•1 Communic*tions 

pp. 67-86) 

There's a lot of intelligence information, and it's gathered from various 
sources. One of the basic tenets of intelligence collection is that you must 
protect your sources, otherwise you'll lose them. Very few people must 
know about the source. So intelligence over the years has grown up in com« 
part merited ways. That mindset says. "We need to protect every thine about 
intelligence." and if you'te not a member of the community and you don't 
have all the compartmented clearances, it's hard to get it all together. But 
some intelligence collection is in near-real lime, and it's getting precise 
enough so that it can be given to a battlefield commander and tie can make 
use of it. So what you want to be able to do is be sure that somehow the 
intelligence useful to the operator, the commander and the staff officers, 
gets disseminated to them—not in a weekly or daily intelligence broadcast 
or message whose source has been sanitized, but directly from the source— 
s*nd Mill somehow protect where it came from. It's an engineering problem. 
I think, and an attitudinal problem more than anything else. 

... | Another| problem: information needs, or information overdose— It's 
very hard to define. The typical statt officer, when asked what he wants in 
the data base often responds: "hvcrything. because I don't know what the 
Chairman of the Joint Chiefs of Staff is going to ask me next." I can cite 
you one instance The White House asked about the possibility of putting 
some troops at a certain place in a hurry. There was a Marine landing craft 
in the Mediterranean on an exercise schedule. The Mannes were scheduled 
to go over the side on landing, into the landing boats and then ashore, to 
practice an amphibious landing. The first question that occumd to the stall 
officer was. "Have the Marines gone over the side oi the landing craft 
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yet?" And, you know, who knows? Well, what good is that computer? 
Things like that, said in a moment of tension, leave impressions on people; 
so the net result is that, when somebody asks what you want in your com- 
puter, the almost inevitable answer is "everything"—and real time. That 
obviously will not work. 

So defining what you want and deciding on timeliness, and when to update, 
and all those kinds of things is very difficult indeed—and if you're not care- 
ful how you do it, you end up with much more than you need. Then the 
decision maker gets a bad case of indigestion called information overdose. 
When that happens to him he's confronted with so much information that he 
can't figure out which is important to decide. I think we saw some of that on 
the part of the Nuclear Regulatory Commission when they were trying to 
decide what to do about Three 
Mile Island, and ended up decid- 
ing the best thing to do was pre- Three Mile Island-site of nuclear 
pare a press release, which is power plant accident near Har- 
focusing entirely on the wrong **•* PA m Ma,(h 'V7V 

problem. That can happen to you. 

So command and control systems and management systems both have the 
same kinds of characteristics. You have to find some way to control that 
information, or display it in such a way that the important elements emerge, 
so that what is important is driven to the attention of the decision maker. 
(82.83-84) 

5.     WILLIAM E. COLBY. "The      counsel, *«</& hmt. unmet omxtoi 
Developing Perspective of °*ienl'*' intelliKeme 
Intelligence" (1980. 
pp. 115-39) 

Most people think of intelligence as a spy service. I think most of the public 
thinks that way: a lot of responsible people even think that way: that the 
function of intelligence is to have a spy steal a secret and get it to the gen- 
eral so the general wins the battle. 

Well, that really was what intelligence was all about until the Americans got 
serious about working on the subject. We began to get serious right after 
Pearl Harbor, when we discovered that it really wasn't for lack of infor- 
mation thai we were surprised there. It was the fact that though we had 
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information in the Army, the Navy, and the State Department, we hadn't 
brought it together—centralized it—in the sense we've since come to 
develop. We started at that period to reach out for a new concept of intel- 
ligence. General Donovan, who set up our wartime intelligence agency, 
was a World War I hero, and he 
did indeed run a service that sent 
._:—  -«i —.  __:n       .U,..J .w- General Donovan—Mai. Gen. William 
sp.es and guerrillas around the , oonovan. USA. MtM959 
world. But he also added a new 
dimension to intelligence by reach- 
ing out here in America to lind people who knew something about the dis- 
tant parts of the world. He went to the colleges and universities, the 
businesses and industries that exchanged products and raw materials and the 
cultural, anthropological, and geographic societies. He developed a core of 
experts and scholars to work on intelligence, to study these matters and 
come out with the best possible evaluation of them, and this was a change in 
some of the concepts of intelligence. 

When Donovan disbanded the wartime agency at the end of the war. in com- 
pliance with our unbroken tradition of organizing spy services for wars and 
disbanding them afterwards, he gave a little ceremony. And the ceremony 
was very indicative, in that in his speech of praise for the people who hat' 
worked for him. he singled out first the scholars he had assembled in Wash- 
ington tor the unique contribution they had made to the President's and Joint 
Chiefs of Staffs understanding of some of the complex factor, (hat »*crc at 
work around the world. 

We've continued along those lines since then. When we organized our intel- 
ligence service for the Cold War in 1947. we continued to put scholarship at 
the core of modern American intelligence. As a result you'll probably find 
about as many doctors and masters of all kinds of arts and sciences on the 
CIA staff as on the faculty of this university, and they arc doing more or less 
the same thing: looking for the facts, gathering them together. 

... The President. Congress, the press, opinion leaders, the public all 
thought: if you arc going to have intelligence, spies, it has lo be all secret. 
Therefore it can't be under the normal relationship» of our government struc- 
ture. Leave it to the President: it's just the President's business, nobody 
else's. Well, the fact was thai it was loo big and loo obvious lo fil within 
lhal old concept. . Finally we had to resolve the disparity between the real- 
ity and the theory Partly it came about because the old concensus involved a 
contradiction with the constitutional definition of the responsibilities and 
accountabilities of government. Intelligence was a category lhal had just 
been passed over lo the President    " You do it"    without any of the normal 
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controls, without any rules being set up. My generation had to make up the 
rules as we went along, and we made a few mistakes in the process—not 
very many. I think, but a few, no question about it, because of that concept 
of a spy service at the edge of the President's desk that was nobody else's 
business. Congressmen and senators said they didn't want to know about it. 
They would just appropriate the money blindly and say—"Go in and do 
what is useful." Sooner or later that contradiction had to be resolved. Either 
we're going to have the constitutional system without exception, or we're 
going to have an exception to it. not just an understood exception, but one 
that is admitted in some fashion. 

Well, we had those two problems: the organization's inherent size and 
activity because of its changed nature from an old spy service, and the inher- 
ent contradiction with the constitutional norms; and we had to resolve them 
in some fashion. Now we did that in the most clamorous fashion possible, 
waving our arms, and everybody got histrionic and denounced each other 
and we caused ourselves a lot of harm around the world in the process. We 
created the image that the CIA was under every bed and responsible for 
every volcano in the world. We also created the image that Americans really 
aren't serious about serious things and can't be trusted to be dealt with on a 
secret basis. Foreigners who had previously shared sensitive information 

with as would no longer do it. or they wouldn't work for us—they didn't 
dare. 

Now. however. I think we've gone through that period, and the pendulum 
has swung back to seeking a sensible middle position. Now Congress is 
looking at a new. reasonable kind of charter—it's a novelty in the intel- 
ligence world, a charier enacted by Congress. It will have in it some proce- 
dures and strictures, some guidelines saying what intelligence will do and 
what it won't do. It will set up procedure* for different people who have to 
be consulted and take responsibility, another novel concept s.ncc the old 
idea was that nobody was responsible for intelligence. The President could 
deny it. the spy could be disowned, and you couldn't prove it to the con- 
trary; that was the old theory: plausible denial. But now two congressional 
committees are seriously involved in responsibility under the separation of 
powers, knowing and keeping the secrets and exerting Congress' full consti- 
tutional role. 

Bringing the whole concept of intelligence under this constitutional system 
is. as I say. a very great novelty in the world, and one that many people still 
don't believe. Some of my former associates don't really believe it; some 
would like to go back to the good old days. Bui 1 don't think that's feasible. 
Others wouid like to have intelligence's hands tied, conduct it as a totally 
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open thing. The American Civil Liberties Union came out with a resolution 
a few years ago which they've kind of forgotten recently. It said that we 
shouldn't collect anything secretly around the world, shouldn't have any 
secrets—which I think is a little absurd. 

Well, the pendulum, as 1 say. is swinging to a center position, and the new 
charter is a reasonable solution of some of the contradictions. We are going to 
admit dial we conduct intelligence activities, and we're going to conduct them 
under our constitutional system. We think we can do it. We mink we can be 
just as effective, or even more effective, because we have a new concept of 
intelligence— In the revolution in intelligence brought about by the concepts 
of scholarship and technology, the third factor is the concept of constitu- 
tionality  

Do we expect our intelligence system to he a crystal ball giving us an absolute 
prediction of what's going to happen in the future? No. In the first place it's 
probably not possible, because the number of variations and variables gets 
beyond you. Secondly you wouldn't want it if you had it, you don't want to be 
condemned to go through the experience the .-rystal ball predicts for you. TV» 
purpose of intelligence is to help you act so that you can have a better rather 
than a worse future. And if you act intelligently, and cause a change in that 
future, then of course the prediction rums out to he wrong—for the right rea- 
son, and you've really capitalized on what intelligence is all about 

Now how do you do this? We've had various attempts in various directions. 
We've tried to organize the pipe-smoking, tweed-jacketed professor with his 
yellow pad and his good judgment. We've fried to have a group of generalists 
sit around and try to make wise assessments about what the world's about. 
Over the years, however, some of those assessments have become pro- 
gressively less useful to the harried and busy people they were supposed to he 
helping, and increasingly the harried and busy peopk stopped reading them. 
On the other hand we have had some great ideas, such as enormous new auto- 
matic estimating systems «here you put all the factors into a curaputer. develop 
the model, wiggle the factors a little hit. see how the result changes and that 
gives you an absolute prediction. But it's garbage in-garbage out; you've got a 
certain amount of garbage on both ends, and so that isn't the answer. 

Hut then what do wc have 10 do? After the Iranian revolution began the 
President wrote to Secretary Vance Dr. Brxrtta&i. and Admiral Turner 
and said. "We have really got to 
do a better job on our political *i«**y v«*^-Lmn * trance, s« 

intelligence. You ve got to give us 
better warnings on these kinds of 
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explosions." Now, was that a col- 
lection problem? If we had just had Df Brzezinski_zbigniew Brzczinskii 

a   spy   next   to   the   Ayatollah National Security Advisor to Presi- 
Khomeini   would   that   have dent Carter 
changed the circumstances and Admiral Turner-Stansfield Turner, 

,                   .,   ,       ,«.,    —. Director of Central Intelligence made us more able to act? No. The undcr Pfewdenf Carter         * 
Ayatollah Khomeini made it crys- Ayatollah Khomeini-spiritual and 
tal clear what he wanted to happen political leader of the revolution that 
in Iran. The factors that led to the ou5tcd the sh'n of ,nn m 1979 

explosion were all out in the open: 
the political difficulties, the weaknesses of some of the Shah's structures, 
the absence of a political base, the destabilizing effect of the massive 
changes that are taking place in Iranian society. The problem wasn't a mat- 
ter of collecting some fact that said there's going to be a revolution in Febru- 
ary, 1979. If you'd gotten a report that said that, you probably wouldn't 
have believed it anyway. 1 mean, nobody can produce that as the result of a 
report. You've got a much more complex job of assessing all the forces that 
impact on the problem and coming out with a resolution. 

Now. we've had some successful estimates. The Ptniagon Papers contain 
assessments of the likelihood that the North Vietnamese would give up. that 
the war would be taken care of by more military forces. They said both 
prospects seemed very unlikely—and those assessments turned out pretty 
good in retrospect. They weren't used, perhaps because the President didn't 
want to use them, because the Secretary of Defense thought we could put 
some more force into Vietnam and have an effect—just achieve numerical 
preponderance and everything would be all right. We didn't have the institu- 
tions to do some of the non-military things that for many years, maybe, 
should have been done—even things we knew should be done and were 
called for. But we did have the institutions to do the military action, and that 
was the easy thing, so we went ahead and did that—it was a case of "When 
in frustration don't just stand there, do something'" 

So we've had both good ones and bad ones. I think we're going to be grap- 
pling with new methods of estimating, new methods of putting together 
these factors. I'll give you a gross oversimplification as an example. There 
has been a great deal of R&D trying to come up with better ways of estimat- 
ing probabilities, and they still aren't very satisfactory. Some of the methods 
arc useful in a way. at least for tracking the estimating ability of certain peo- 
ple. For a number of years we made different analysis write their estimates 
of tiie likelihood that war would break out in the Middle East. It was inter- 
esting to compare their attitudes—some would AV 10 percent, some 50 per- 
cent, sometimes it would go up. sometimes down—and you'd try to 
establish why. and so there was a disciplinary effect. It didn I help you 
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particularly with the estimate as such, since you were still basing it on the 
individual's judgment. It did help impart and enforce discipline on the proc- 
ess. Looking back at our estimates on Iran—I haven't read them, because 
they're classified and I haven't been reading classified ones—I'm sure you'll 
find some language in those of the last two or three years saying, "There are 
political problems under the Shah, but probably he will continue to be in 
power." That word "probably" tends to make you think, "Well, I guess I 
can forget that. There's some wild chance that he might fall, but the intel- 
ligence people have come up with a judgment that he's going to stay in 
there." So you forget about it. 

Now suppose you go a step further and put the "probably" in numbers: 90 
percent. 95 percent. You say, yes. there's a 10 percent chance that the Shah 
will fall, but that doesn't make much impression on you either. But then 
suppose your discipline calls for you to put next to each of these results a 
big multiplication sign. That is. you have to assign a factor for the impor- 
tance of that development if it occurs, and you must multiply the probability 
factor by that importance factor. Well, if you were looking at Iran three 
years ago. I think you would say. "Well, if the Shah were thrown out. boy. 
that would be a real mess. That would be very, very important." So. doing 
the multiplication, you'd really have a flag that says. "Hey. you'd better 
pay attention to this. This is something you really have to spend some time 
and effort thinking about, and act to avoid it happening." 

I'm saying this to relate the job of intelligence to what I think this class is 
really ail about: how do you make decisions? And not only how do you col- 
lect information, and analyze il so that you get pretty good judgments about 
what may happen, but how do you communicate that information? It doesn't 
do any good to have the best report in the world lying on the President's 
desk if the ideas aren't in his head. 

You have to put those ideas into his head. How do you do that? I think this 
is part o the experiment you're working on. 1 think you've got to try new 
methods. We've tried various experiments; some worked anJ some didn't, 
some were liked and some were not. But part of the challeng: that's before 
us is to develop these new techniques. Collection, in this inr.»rotation age 
and with the way we use and disclose substantive information, is really not 
much of a problem, tost of the major facts arc pretty well known these 
days—a lot of tactical facts aren't, but the fundamental facts that drive 
world affairs are pretty well known, if you think about them: the demo- 
graphics, the economics, the social backgrounds, the cultural tactorv But I 
think a lot remains to be done to improve our management of the analytical 
process, our discipline of it. to shake out what 1 call the "mindset problem" 

Colby. 1980       291 



CM: Issues of Command and Control 

that will afflict any organization you set up. That is, the inertia that means if 
they have gone through the alternatives 50 times and 49 times it came out in 
direction A, then the 50th time it's almost certain that that group is going to 
think it will come out in direction A again. 

... You see. one of the problems of analysis is the relationship among those 
who collect information, those who analyze it and the policymakers who 
decide on it. The old idea was to hermetically seal each of the three areas so 
that they did not influence each other—so that the collectors are not just 
feeding the policymaker what he wants to hear, and the analyst isn't warping 
his judgments to be pleasant to whoever's in the White House at the 
moment, and isn't overwhelmed by the collector's enthusiasm for some par- 
ticular item, but can be objective and independent. But quite frankly these 
theories are all wrong. What gives you real value is the degree to which you 
can put all those people together, so that you can begin to work on the prob- 
lems the policymaker sees, instead of just reporting things that sound impor- 
tant to you that he really couldn't care less about. That doesn't mean that 
you should only report what he wants. Sometimes you have to report to him 
what he ought to know, things he doesn't know he needs: some new 
development he doesn't know anything about, for instance. But you do have 
to get communication among the collector, the analyst, and the decision 
maker extremely well hooked up. so that they can relate to each other and be 
of maximum utility to each other. 

... But the fact is. we are still protecting those sources {of information about 
new Soviet missile designs)—the specific technology and exactly where 
we're learning various things—and yet we're producing the designs and 
technical factors of Soviet missiles. You can do it. It lakes a little ingenuity; 
I'm not saying it's easy. And. yes. there arc a few things you couldn't do it 
with, where there absolutely could be no other source, so producing it would 
reveal it. Even so. however, you may be able to put it into a general state- 
ment, not really indicate it prwisely, and circulate it that way. 

Now. if your intelligence officer feels the responsibility to get a certain mes- 
sage over to the people who need to know it. who in this country needs to 
know about a new Soviet missile? The President, the Secretary of Defense, 
the military. Is that enough? Not by a long shot. The congressional commit- 
tees absolutely have to know it if they're going to do their job right. Opin- 
ion, the media, the public need to know about that startling new weapon 
system. 

When the Soviets began to build a big boat in one of their yards, we saw the 
keel being laid, and we had a big argument in the intelligence committee as 
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to whether it was an aircraft carrier or not. We watched it grow, and finally, 
sure enough, there it was. We followed it for about three or four years, we 
followed it when it was launched and on its trials, and all the rest. When 
that carrier sailed through the Bosporus, it didn't have the impact on Amer- 
ica that Sputnik had had; it didn't suddenly frighten us to that extent, 
because we had circulated, not 
only in the official community but 
in  public,  in Aviation  Week,        S^*£fi!WlJgth /£?'!!? ,   f       ,    ,      , , . launched by the USSR on 4 October 
designs of what that aircraft earner 7957 
was probably going to look like. 
The fact that that information had 
been prevalent contributed to our thinking process. 

lOETTINGERl If 1 hear you correctly, you're saying there really is no 
incompatibility between source protection and wide availability of the infor- 
mation. Do you believe the paranoia is waning about extending source pro- 
tection to make information unavailable, not just to the public, but to some 
segments of the intelligence community or military? 

I COLBY I It's definitely waning, partly as a fact of life. One of the most 
dangerous things right now is that, if you train your intelligence officers to 
write reports which include reference to the sources, when they're leaked 
they leak the sources too. That's the worst of all worlds. If we could at least 
train them to write reports which summarize the situation and try not to 
reveal sources, then when the material goes out. even if it's sensitive it 
wouldn't contain the source references. 

I Oh n 1NGER] I'd have a problem with that, not perhaps if 1 were a mem- 
ber of the public, but if 1 were in a staff or line position. Without the 
sources. I'm robbed of the audit trail that enables me to make an independ- 
ent judgment of the credibility of the material. 

ICOLBY) That's why I say you have to develop confidence in the source 
of the report. In other words, the intelligence officer cannot duck by saying. 
"I just got the report. 1 don't know whether it's any good or not." Hither he 
makes a judgment that it is good enough to put out. or he throws it away. 

... In a very good book. Strategie Intelligente and World Polity (1949). 
Sherman Kent wrote that you can organize analysis geographically. or by 
discipline, functionally; and he said we ought to organize it geographically. 
He said that all the economists, political scientists, social scientists, and mil- 
itary experts who work on bast Asia should he interrelated in an Hast Asian 
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Analytical Center, and we'd get somebody to speak for an estimate of East 
Asia. But we organized the intelligence community exactly the opposite 
way. We put the economists in one bureau, political scientists in another, 
physical scientists in another, and the military experts in another, in the best 
academic tradition, because that's the way you organize universities. The 
result, I think, has been a great mistake, because you don't know who 
speaks for East Asia. I had a problem about China shortly after I got into my 
job. and I called in the people who knew something about it from the dif- 
ferent offices. About ten people came into the room, and I was the only cen- 
tral point for them. I said, "This is ridiculous. I don't have time to integrate 
all these different elements of the problem. Get some other system so that 
somebody else does the integrating and then he helps me." 

(STUDENT] At the State Department they have the opposite problem. 
The real clout is at the desk where they have integrated information for each 
country. You say. "Give me the man on China," and the head of the China 
desk will come in and give you the China perspective. But what you lose is 
the functional perspective on how the economic problem in China is relating 
to the rest of East Asia or other concerns. Don't you need a multiple 
approach? 

ICOLRYl Yes. The problem is that, when we made an estimate on say. 
Bulgaria, we'd make a political estimate and then tack on a military estimate 
and then maybe an economic estimate. But they'd be annexes to the basic 
paper. The three groups would never sit down and analyze it together. 

(STUDENT) So you're saying that the process should be reversed—have the 
gcnerali*t make the analysis and then have the economists, the military guys— 

|CULBY| Contribute to it through the machine. Yes. you need both cuts 
of the problem. But I think the dominant one ought to be geographic... . 
There is a thesis that you ought to organize it one way for five years and 
then the other way for the next five years to shake everybody up. There's 
some value Jo that. 

... |W|c are moving into a world which is much more open, just due to 
technology. We can look at a Soviet factory and see how much power and 
what kind of coolants and materials go into it. and what kind of freight cars 
are there—on a steady basis. 

.. The thing that we're concerned about is their (the Soviets'| ability to 
pick up microwave communications. We know for certain that they do it: all 
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those gadgets on the roof aren't just for decoration, and it just so happens 
that they chose as their new embassy site one of the highest points in Wash- 
ington. How we let them get away with it I'll never know But then, you 
see, if you absorb masses of this stuff, and then put key words into the com- 
puter, you can drag out by phone number or some criterion everything that 
comes out of a given office. That's the danger: that they will build up 
coverage of specific economic events, of matters that they can use for black- 
mail or exploitation. That's why the pressure's on for some solution to this 
problem, in the Washington area anyway, and the same problems occur in 
various other areas. I think just the unbearably large volume of American 
communications may solve it, since 1 doubt even a big Soviet computer 
could keep up with it— 

I STUDENT] HOW do you set up a system so that the people down the line 
know what are the concerns of the people further up the line at each level? 

(COLBY| I'll give you the theoretical answer and the real answer. The 
theoretical answer is that there's a system of requirements, very carefully 
considered by the President and his staff, as to what they want to know 
about the world. Obviously the President doesn't really have time to figure 
out what he wants to know about the world. He's counting on somebody 
telling him what he needs to know about the world, so he's not going to pay 
any attention to that. Therefore a staff develops those requirements: and the 
staff, like most staffs, wants to make sure that it's never found wanting, so 
it covers everything in the requirements. That's a natural reaction. The 
requirements look like a list of everything in the world, and therefore they're 
useless to the collectors, who never read them because they express the 
obvious in great detail—so much detail that it bores you to tears when you 
read it and you know you're not getting anywhere. The only function it has 
is that sometimes the reports are indexed to the requirement numbers to 
prove what a good job you did in responding to the requirements. 

Now. the real answer is twofold. One is osmosis, which works either well or 
poorly, depending on the situation. 1 think it's working better at the 
Director-President level now than it did when I was there, because the 
Director sees the President. 1 think, about once a week, and that's a good 
thing. He sits down and talks with him about intelligence. He probably gets 
a lot of hints as to what the President's concerned about in that meeting, and 
he can gel things across formally. When 1 was there. President Nixon was 
preoccupied with the Watergate problem and didn't have the time. More- 
over. Henry Kissinger was in the circuit, and I wasn't about to indicate that 
1 was trying to get around Henry, because 1 would have lost my head the 
next day. 1 don't object to that; he was right lor the posiiior.: he was trusted 
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and did a good job. 1 saw President Ford a lot more than I did Kissinger, but 
in meetings. But osmosis does work through regular meetings of leadership 
and filters down through the regular command structure. 

The other side of the real picture is the intelligence officer's responsibility 
not to just sit there and say, "Well, golly, the Russians are coming over the 
hills, but it isn't here in the requirements so I guess I won't report it." He's 
responsible for being out there and reporting things that look like they ought 
to be reported and, if he's worth his salt, he's got his eye fixed out ahead 
and sees things that are threatening, and dangerous, and problems, and he 
reports them. If he gets a phobia about something that turns out to be abso- 
lutely boring to Washington, and Washington doesn't want any part of it. 
why. they can tell him. "Cool it. forget it." (115-16. 117-18. 118-20. 
123. 124-25. 128-29. 131. 133. 137-38) 

B.R. INMAN. "Managing Director.  NSA and Chief.  Central 
Intelligence for Effective ^unty Senke 
Use" (1980. pp. 141-61) 

(STUDENT) Would you comment on the CIA's reluctance to share details 
with Congress (whereas NSA and some of the other offices are not so reti- 
cent > because if there's a mistake they have people to lose, while NSA has 
machines? 

ilNMAN) I believe if the CIA were to tell Congress it was prepared to 
fully share all details except the identities of the individuals, they'd probably 
reach a bargain pretty quickly. The question of how forthcoming you intend 
to be in a dialogue is fundamental. One has to son out between coven oper- 
ations and clandestine intcU «ence collection. In clandestine intelligence col- 
lection you arc providing information as a service; the identity of the source 
is rarely at issue unless there is some question about the validity of the data, 
and I believe that's a very rare occurrence. In coven operations, on the other 
hand, you are dealing with plans for activity supporting cither foreign rela- 
tions or quasi-military operations. You could view that as something classi- 
fied by the separation of powers in the Constitution. But in any case 1 don't 
believe the real issue is identity of the source. It's a larger reluctance to 
share information on source* and methods. I find the same thing in the con- 
duct of my own business. I direct all the signals intelligence operation of the 
US government, except thai conducted in direct support of clandestine oper- 
ations. The theory is that there is greater hazard to those human lives if 
someone from NSA is watching surveillance communications, that there's 
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somehow a danger of a leak if there's sharing. The question is, are you get- 
ting the roost competent examination and support for the clandestine opera- 
tions without sharing? So what you're really dealing with is a basic 
reluctance to deal with Congress and with the other intelligence organiza- 
tions and parts of the government. In all such questions you get exactly the 
same issue—that you're dealing with the lives of people as opposed to 
machines. 

... You have a Director of Central Intelligence with a series of staffs and a 
charge to do some performance evaluation and resource allocation. You 
have a Secretary of Defense responsible for a substantial portion of the 
actual execution of intelligence operations, since he has responsibility for all 
the reconnaissance satellites, all the signals intelligence in another structure, 
and the analytical areas of various departments and defense intelligence 
agencies. You have the Intelligence Oversight Board at the White House 
that only looks, in this kind of structure, at abuses. You have the Office of 
Management and Budget which recommends to the President how much 
investment he should make in intelligence. For some years you had a sepa- 
rate body, the President's Foreign Intelligence Advisory Board, that did not 
so much screen budget levels or volume of outflow as select specific target 
areas of interest and examine them in great detail, and gave the President 
individual, independent judgments on either the utility of the activity or the 
appropriateness of the level. To some degree that involved the investment 
issue—were you doing enough fast enough. Certainly, in my experience, a 
major impetus for the step forward in satellite reconnaissance came from the 
urging* of the President's Foreign Intelligence Advisory Board; it went at a 
much faster pace than it would have gone otherwise. The Board was early in 
rccogni .mg «he need to do more with economic intelligence; that was about 
its last act*on before the Board was disestablished as pan of the overall 
review ptocess in 1977. I believe it has left a void; this is an area where we 
have the institutional checks and balances for looking for abuses, but we 
don't have the checks and balances to foresee effectively the needs of the 
government over the next decade or two. We don't have independent judg- 
ments whether a sufficient percentage of the resources ire going into a given 
area to assure that, in the competition against the number of aircraft or tanks 
being bought, there is a flow of tactical intelligence. Or that at the national 
level there is sufficient investment in a data base, in linguists, in coverage of 
third-world economic targets. My view is that there is a void in doing that 
effectively. 

... 1 am in favor of competition in the area of analysis. In the area of collec- 
tion. 1 believe, the problem is entirely different. You want to be able to 
focus your collection, so you want it to be pretty closely coordinated, not 
competitive, and you spread as much as you can to cover it. But in most 
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instances you are dealing with bits and pieces of information, and your judg- 
ment about what those bits and pieces mean is shaped by the assumptions 
you bring to the problem. You very rarely get the hard copy document that 
tells you precisely what's going on or what they intend to do in the future. 
So competition in the sense of rigorously going back and examining the 
assumptions as well as the pieces of information will give you a better prod- 
uct. The best-quality intelligence the U.S. has is its military intelligence, 
precisely because of the focus of effort, including CIA and Service examina- 
tion, that goes into it. When you move to political intelligence items the 
Services and DIA don't take part. There's no real in-depth analysis of the 
political sector, so the only competition you really have at work is between 
CIA and l&R. And in the economic area there is no competition. There is a 
small, very competent effort at 
CIA. But I believe the country 
would benefit by quickly creating i&R-Bureau of intelligence and 
another   separate,   competitive Research. Department of Suit 
economic intelligence analysis 
body. 

... In the speed versus accuracy issue it depends how the information will 
be used. If it is for tactical support of military operations, speed takes prece- 
dence; accuracy follows very closely behind. But from living out at the 
user's end. 1 can tell you 1 very quickly ceased worrying about who the 
information came from. It was "Could we get it fast?" and "Was it accu- 
rate?" in that order. The only area that comes close to having the same con- 
dition, it seems to me. is support for conduct of foreign relations, in the 
specific question of negotiations. If you can obtain the other guy's bottom 
bargaining position, or what his instructions tie as that position is revised, 
there is immediate tactical utility, and you don't need a lot of analytical 
effort to examine and massage it. But if you can't move it very rapidly from 
the point of recognition it is likely to be obsolete. So you hope it's accurate; 
it will have impacted on your own strategy, but the key is speed. 

Those arc the only instances in which I can nuke a case lor speeJ. For the 
others the emphasis is indeed on accuracy. But accuracy is very hard to 
judge. Because, again, you're dealing with bits and pieces of information. I 
became very frustrated on this topic. Looking at the question of support lor 
weapons systems, the more 1 delved into it the more I found that everybody 
was allowed to go and get their own contractor to build their favorite 
weapons system; and one of the early things that would occur is that the 
contractor would give them a threat analysis which supported precisely the 
design of the weapons system they wanted to buikl. Wc intended to stop all 
that, so that nobody could issue threat assessments for use on naval weapons 
systems but the Director of Naval Intelligence. We got a directive signed. 
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but then it was difficult getting the talent to do it, or getting analysts who 
were willing to go out on a limb for what they believed. I finally pressed to 
try to structure it—put down the facts, then the peculations you make based 
on those facts, and the choice of what we think are the best ones, with a 
range of options. I even explored whether or not 1 could get them printed in 
different color ink so it would be clear which were the facts and which were 
the post u I at ions, but that was too hard; the technology is not yet here to let 
you do that rapidly. 

You really do need to be able to sort that out for people, because the vast 
bulk of what you're providing is not hard fact. And the assumptions need to 
be apparent to the reader. Let me skirt around an example, a classified inter» 
agency paper slant estimate which is now in progress. It examines some 
Soviet activity in a specific military sphere and finds it unimpressive, and 
the conclusion says its likely to stay that way for a long period of time. The 
body of evidence, when examined, consists of reports of the activity's diffi- 
culties, which one would anticipate being sen! rapidly, plus interviews with 
defectors and refugees, all of whom left disgruntled. Consider what sort of 
estimate you would get if you were to go to any part of the current US mili- 
tary establishment, tap a scries of messages dealing with casualty reports for 
equipment, and interview a series of people who had left the military dis- 
gruntled, and were to takv hat as your only base of evidence in making 
judgment), about the likely readiness of a given capability in (he next ten 
years! In one of our own weapon systems developments it would be inter- 
preted as normal difficulties in the path of an otherwise on-schedule, ou- 
tline, on-budget task. 

The principal worry 1 have at this point has to do with the adequacy of our 
intelligence effort in providing our government a broad range of informa- 
tion, both in depth and in time-sensitive reports, on a great range of poten- 
tial problem areas all over the worid. We arc probably better in our 
capability against the Soviets now than we have ever been, in responding to 
the need to verify treaties and a whole range of things. But we also have 
reduced our manpower on much of the rest of the world to the lowest levels 
since at least the 1950s. 

And the great worry t have about this question of balance is. "How does 
one bring about an effective planning process that examines targets, not just 
systems?" I don't have any problem with examining systems. IK I 1 want 
them examined in light of the targets one needs to cover. I want to focus not 
just on the current problems, but on the perceived problems most likely to 
be faced by the country over the next decade or two. And I want the struc- 
ture to have at least an equal voice in voting on the adequacy of existing 
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application of resources—in my view that just does not occur in the current 
structure. The current structure is designed to sustain the status quo. Cuts 
were applied across the government to bring manpower levels down—you 
know, everybody take their fair share to pay foi new collection means, to 
pay for new processing systems. So we lack a counterbalance for target 
examination, and we lack a data base on the areas of the world which were 
overlooked in the 1960s when we were focused totally on Southeast Asia— 
there wasn't a lot of worry about countries in Central America, the Carib- 
bean. Latin America. Africa. I believe the odds are very high that in this 
decade we will face a lot of challenges in those areas. 

... In my earlier experience with the Navy's Human Intelligence Collection 
Agency, the problem was what we were permitted to target with. Human 
intelligence is governed by both the DIA and CIA. D1A first had to agree on 
the division of effort across what all the military human intelligence efforts 
were doing, and then the CIA had the veto. D1A was not permitted to move 
into any areas CIA considered as its primary—so. for example. DIA was not 
to collect against economic or political targets, only military ones. Admit- 
tedly, that is where you would expect the basic competence to lie. But to do 
clandestine Ht'MINT collection requires elaborate cover staff, elaborate 
support structure, and the only 
agencv really good at that is the 
t+i A   "i iA       L .L. HUMINT-Human Intelligence; d*U CIA. I would make some rather colleclcd6y m ffom „J^, utuKn 
radical changes on the human side. 
1 would be inclined to consolidate 
the clandestine HUMINT collection efforts under the CIA's auspices. 1 would 
also separate out the coven action. So 1 succeed, in that brief description, in 
making both the military and the CIA angry. But I think over the long term the 
focus would turn toward information collection, as opposed to going in and 
conducting clandestine operations (which turn out to be more fun).... You rec- 
ognize that I'm talking now. not as the Director of the National Security 
Agency, but as an observer with years of watching—... I put priority on 
human collection because 1 believe it is likely to he of greater utility to the gov- 
ernment. You want to make sure that you keep effort focused on doing that, 
and I would leave that as a central core role of the CIA. And rather than have it 
be just a civilian eflbn I would give the military veto power. I would probably 
end up putting the coven operations under the Department of Defense. DoD 
has a support structure, and dues have lo support a great deal of it anyway. The 
HUMINT etion would need to be a mix of civilian and military; it probably 
would need to be a separate small agency—keep it small, and don't give it any 
incentive to go do things lo be lively. 

... 1 would say on balance the US intelligence community is functioning 
reasonably well. The dialogue that has sustained it for 25 years continues 
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reasonably good. The reductions have gone beyond the safe level, in my 
view, for dealing with all the problems that are likely to face this country in 
the 1980s. We need somehow, as a government, to be able to do viable 
long-range planning—not just for intelligence—but particularly to enable the 
intelligence community to focus on projected problem areas and shift 
focused attention ahead of the problems, rather than after they arise. In crisis 
response we are probably doing the best work across the spectrum at this 
time—it has worked effectively once the crisis was past; we've been able to 
focus on it and flow information about it. but there are limits. It's too late to 
establish viable agent nets when the crisis is underway. 

But overriding ail this, there is going to be the need to preserve secrecy— 
about how you access the information, what you are particularly interested 
in. how it's being used—and that's always going to be a barrier for public 
discussion. We must find new vehicles to put the era of the 1960s and early 
1970s behind us in the relationship between the intelligence community and 
the academic world, as quickly as the process will allow without creating a 
new fear of suppression or intrusion on academic freedom. It is going to be 
necessary, if that is effective, to find ways in which classified research can 
be undertaken, however unpalatable that may be to some segments. The 
decades ahead are going to be so troubled that we're going to have to find 
ways around these barriers. We need to rebuild the information base. We 
need to bring some resurgence in the availability and quality of linguists. 
Finally, from the government side, there clearly needs to be a better effort to 
try to make information accessible as the "fertilizer" to keep that relation- 
ship going. (148-49. 153. 155-56. 156-57. 159. 161) 

7.        LIONEL Ol.MEK, "Watch- Oit*€tot.   Inttituuonsl  ftoffams. 
dogging      Intelligence" Mo«o#o4i. Inc.; kxtnet Actingitmw 
, iituM 14.1  Hi, »ive SrtfeUfv   htUdHH'i ftttttign 
(1V»U. pp.  I!».»-».») (mrfftgMcr A**#MW flu*«/ 

The President'* Foreign Intelligence Advisory Board (PF1AB). a» you 
know, was created by President Eisenhower in 1956 and abolished by Presi- 
dent Carter in early 1977. 1 care about that institution, because 1 was con- 
vinced during my sen ice in the White House (and the past three years have 
reinforced my conviction) that any President need» an institutionalized 
source of advice on foreigu intelligence which is independent of the 
bureaucracy and «huh is provided to him by men and women of broad 
experience in whom he has confidence and who enjoy a public reputation for 
judgment and probity Please bear in mind during the discussion that 
although the term "oversight" was used when the Board «as created in 
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1956, its meaning was substantially different from what the word came to 
mean beginning in 1974. As originally applied to the PF1AB, it signified 
watching over the intelligence process to assure the adequacy and effective- 
ness of intelligence. It did not include matters dealing with the propriety and 
legality of intelligence. Maybe it should have. But such was not the case, 
and none of the members with whom I served ever felt they had a mandate 
in that area. 

A Board has value to the President who appoints it and to v. horn it must 
exclusively report. It also has value to the entire intelligence community. 
And finally, to a lesser, but nonetheless important extent, it can be of value 
to the public at large. As regards the President, it is my feeling that however 
essential good intelligence is, and however from time to time it may deter- 
mine whether or not given activities should be undertaken, the entire subject 
must not occupy a substantial part of any President's lime and attention. 
There are simply too many things of crucial importance to the country for 
the Chief Executive to ponder at any length substantive budgetary or admin- 
istrative intelligence issues. Thus. say. during the 10 percent of the time he 
spends on intelligence matters, the President is often likely lo receive a dis- 
tilled "Icast-common-dcnominator ' presentation of alternatives, frequently 
representing the self-perceived best interest of the agency presenting them, 
and sometimes bereft of an indefinable quality—perhaps somewhat like 
what a Supreme Court Justice said about pornography: it is something you 
know when you see it -the quality of sound judgment. 

1 think PR AB over the years demonstrated its capacity for sound judgment 
on innumerable occasions. 1 will suggest four areas. First, economic intel- 
ligence, which indeed was first given life as a direct consequence of PR AB 
activity. Second, accelerated construction of satellites for intelligence pur- 
poses, which would have lagged for years without the strong push it 
received from the Board. Third, a presidential!) directed, government-wide 
program to deal with Soviet electronic surveillance in the United Stales, a 
subject which was virtual 's taboo for discussion even within the intelligence 
community until the Board brought it to the President's attention. And 
fourth, the now notorious "A team-B team" experiment in competitive 
analYM». which »a» officially resisted in every part of the intelligence com- 
munity until the Board convinced the President of its merits. 

... The value of the PR AB to the intelligence community itself might be 
likened to a doctor'» pre*, spoon for unpleasant-tasting medicine; the patient 
doesn't have to like it to know that it is • upposcd lo do him some good. 
Many limes people in the intelligence community expressed to me their view 
of the utility of the Board, either with tcspccl lo a specific issue then being 
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deliberated or in the abstract, as in "It's good to know there is a group of 
wise men with full access to all the data and with direct access to the Presi- 
dent. That's one way of keeping the bureaucrats on their toes." I would add 
that the Board's existence by its very nature gave some within the com- 
munity hope that contentious issues, which to their minds had been papered 
over, would be fully aired and examined by a Board immune from agency 
mindsets or jurisdiction*! disputes— 

|OETTlNGESt| |R|egardless of personalities (the interesting thing about 
the PF1AB is that it survived administrations of both parties and very dif- 
ferent characters for a period of time), and under any President with any 
kind of staff structure, can dissent or evaluation be institutionalized within 
the bureaucracy a:, effectively as within a board of the PFlAB's quasi-public 
character that is not on the government payroll? Dues it make sense not just 
to have a clean break between what's inside government and what is private 
sector, but to have (and this is only one example; there have been other., 
some of which also have been dismantled by the Carter Administration) 
diffuse boundaries where it isn't quite clear whether a given activity is gov- 
ernment or private sector? 

|(K.MI;K| There were instances that to me. and ! think to the President. 
proved the Hoard's utility, when the President would be confronted by sev- 
eral alternatives Under Kissinger's national security system, option B was 
generally the one that he wanted and selected, and things were organized to 

lake option B the most attractive. But in any event alternatives were clearly 
presented. It still left the President sometimes not feeling satisfied—in fact, 
it left Kissinger feeling unsatisfied. There were periods when he would say. 
"The papers submitted to me don't really present alternatives. They present 
a single choice and don't develop the opportunities for other kinds of deci- 
sions, and their impact, and their long-range implications." It's entirely 
another matter to bring someone in from the outside without any of the trap- 
pings of bureaucracy. They really don't look on it from the point of view of 
the Stale Department, which has a constituency, or the Defence Department. 
The NSC staff is supposed to be capable of truly objective reasoning and 
presentation, but it just doesn't 
work that way Not all things 
should be thought of as suitable for N\c~N*iun*l SeruMp Luumti 
the kind of purpose the Phi AB 
served. But the big ones, and some 
less big. ought to be referred to a body which tends to be oblivious to the 
deep-seated rivalries and bitter arguments that prevail even on the substan- 
tive divisions. ... 
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[STUDENT] You talked about the value and necessity of an oversight 
board, a board that can examine intelligence to assure accuracy and effi- 
ciency of foreign intelligence, which is an admirable goal. But in my own 
experience and knowledge of the PR AB and the items you mentioned, that 
was not what the Board did. That didn't appear to be its function. 1 have 
some knowledge of two of the four items you mentioned. They originated 
with small groups or individuals in the bowels of bureaucracy who wished 
someone would pay attention to their topics—such as economic analysis— 
and the PFIAB seemed to pick up random (1 have not seen evidence of any 
systematic search), sexy issues which caught the attention of these very 
intelligent, very wise, but very busy individuals who didn't have a prrnt deal 
of time to devote to foreign intelligence, which is an ongoing fit of tre- 
mendous complexity. It did not in fact appear to exercise the kind of over- 
sight you were talking about. Instead it became another channel to the 
highest level for people pushing pet projects. The U.S. benefited by the fact 
that somebody did pick up these pet projects; but an equa' number, if not 
more projects, which would also be beneficial if someone picked them up. 
did not catch the attention of the PFIAB. My point is that while in the 
abstract an outside board that can exercise this kind of oversight would seem 
essential, without the baggage of the bureaucracy—which includes knowl- 
edge and background—no such board can function in that way. I don't mean 
that an institutionalized dispute panel and a wild-eyed guess examiner is not 
useful—out that's not an intelligence oversight board. 

(OLMERl I think the PFIAB added a dimension which is simply not 
available from within the bureaucracy. Sophistication and perceived lack of 
self-interest ire. without any elaboration, the two things I think the outside 
board was and would be capable of contributing. (163-65. 166-67, 168. 
170) 

8.        CHARLES W. SNODGRASS. Vice President, [lectromc Dato Systems 
'' Funding    CM"    (1981. Corp.: former Assistant Secretary of 

.'     ' • the    Air    force    tor    financial 
pp. 11^-46) Management 

I might say that another witness. Secretary of the Air Force Mark, has often 
told Congress that he thought that the intelligence capability of this country 
had been strengthened, not weak- 
ened, because of the increased con- „, 

•   •        , .   .     .. Mjrk—HMts Mjtrk. .Secretory ol the Air 
gressional   involvement   in   the force under Preudent Carter 
intelligence budget. He mentioned 
a couple of things. He said that we 
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had helped break down many of the barriers that I've been talking about: 
in terse rv ice barriers, security barriers, technological barriers, that sort of 
thing. He also said he thought that the great difference between the 
American system and the Soviet system was that we are much more flexible 
and responsive to changes in technology, in military strategy, whatever— 
because, after all, they've had e same head of the Soviet Navy for twenty- 
five years. Now, if that commander makes right choices, that can be a very 
powerful plus, but with technology changing so quickly it's more and more 
unlikely that the same kind of technological imperative will last for long 
periods of time. Secretary Mark thinks that the give-and-take between 
Congress and the military makes them sharpen their intellectual arguments, 
makes them examine their assumptions. 

... 1 believe that the most overlooked issue is production, and that we're 
collecting far more intelligence than we know how to assimilate, to make 
into usable information for decision makers. And that the really significant 
marginal returns will come from buying more analysts, giving them 
authority, if they're an Iranian specialist, to go off and learn to speak Farsi, 
to go live for two years in Iran—and then, when all this marvelous technical 
collection stuff collects intelligence, we will have analysts who will be able 
to tell us what the raw data mean. (139. 144) 

9.     DAVID C. RICHARDSON.      comuinnt, Defense intelligence 
"The Uses of Intelligence" Review Panel, the Defense Science 
(1981. pp. 147-68) **"* «*«*»J"»* 

I mentioned earlier that we need a new kind of intelligence that links the 
operator and the intelligence community, and I liken that to t net assessment 
process. The problem I'm talking about is our Naval conventional forces in 
the context of Soviet capabilities. A way to make that net asses, iient is 
to study the systems the Soviets have fielded, and seek out their 
weaknesses— That net assessment tells me I've got some things to du. It 
tells me. first of all. that it my developments and my new weapons are not 
keeping me at least abreast, or hopefully ahead. I'd better be looking at my 
strategy. When I start looking at my strategy, and start sizing forces 
calculated to achieve certain strategies. I find myself thrown back again into 
an assessment process. I may be led to the view thai I can successfully do a 
smaller job. Or else I need new forces, or new approaches Out of that kind 
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of process I can see how to make judgments about what 1 can do now—what 
I need to do to improve my position, and what sort of constraints weigh on 
me until I'm able to get there. I don't see any other good way to get there,! 
haven't been able to think of any other good way to do it. We simply cannot 
continue to blithely accept worldwide ocean commitments—and we 
certainly have one in the Northern Indian Ocean that's in that category— 
without regard to our capabilities to sustain ourselves there in combat action. 

... My first real exposure to intelligence, as I said, was in the Gulf of 
Tonkin, and it was courtesy of my Operations Officer. Captain Robert Hunt. 
Bob Hunt was a very smart fellow and he said something that's been 
fundamental to my thinking since: if you want to screw up the other fellow, 
find out how he functions and focus on his weaknesses. Our job was 
interdiction in North Vietnam. I made Bob targeting officer, reasoning that 
if we could select our targets more wisely we could double or triple our 
effectiveness. Bob pored over photography, studied it full time. I turned his 
Ops Officer job over to the Assistant Ops Officer and Bob did the targeting. 
Pretty soon he developed a general concept for targeting which focused our 
resources against targets where we really accomplished something more 
significant than by previous, less systematic approaches. 

To give you just one example: it seemed apparent that when striking a rail 
line if. instead of hitting the big bridge in the middle of a town where they 
could cross with boats and do other things, you hit four or five smaller rail 
structures between towns, they would be forced to send work crews out and 
fix the outer ones before they could get to the inner ones, so that it took 
them much longer to get back in commission. There was little or no 
antiaircraft power out there, so your costs were lighter, the threat was lower. 
That made a lot more sense than hitting a big bridge in town. We were 
working against three modes of transportation: rail, highways, and barges on 
waterways. We produced the system, and the Joint Chiefs sent out a study 
group that looked at the targeting we were doing, and they were very 
complimentary about it. 1 convened whal had been a photo distribution 
group in Subic Bay into an analysis group, and had two individuals, an 
intelligence officer and an operator, working together in constant 
interaction, so that all the operators and all the intelligence officers could 
come in and work with them, and afterward go back and each contribute in 
greater understanding. My point is that, in this instance, we developed an 
office that bridged the gap between intelligence and operations. And it 
seemed to facilitate communications It made this particular system a good 
system, the best we could conceive of. (155. 157) 
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10.        CHARLES ROSE, "Con- Member, US House of Represent»- 
«-.ee   •«<<   fit»*   M as i fives; Chairman, Policy Croup on 
grCSS   and   C3I       (1981, /nfom»f,nn and Cnmnutrr* 
pp. 169-91) 

Information and Computers 

I would like to address what 1 consider one of the major problems concern- 
ing our defense establishment and our intelligence community: the need for 
good analysis. All too often the policymaker and defense planner alike 
would like to hear the tune played back the way they have composed it— 
like editorial writers who send out reporters to make their editorials come 
true. Unfortunately the world doesn't always work that way. There is a need 
for considerable improvement in the academic rigor of studies, analyses and 
estimates in the intelligence and defense communities. This is not to say that 
a lot of good work doesn't get done, but all too often there is a tendency for 
school solutions to appear with directed endings. The more we continue to 
have school solutions, the more we feel free lo pick and choose the evidence 
that supports a particular case, the longer we will continue to pay the price 
and make mistakes, which means we will keep making major landmark 
decisions for defense planning and policy formulation in a cavalier manner. 

... During the last fifteen years we've had unprecedented growth in techni- 
cal systems. The decision was made in the early 1970s that the price of 
those technical collection systems would be paid in people. You may think 
I'm kidding, but believe me it was a conscious decision. A number of peo- 
ple in the intelligence community hive told me the same thing. As a result 
of that decision we lind ourselves in poor shape as we try to assess the Third 
World, analyze the Persian Gulf, predict trends in Central America. We find 
ourselves with few linguists in languages which we felt a few years ago 
were insignificant and unimportant, but which today are highly critical. 

... We've also seen ;.omc evidence that the intelliger* *c community is play- 
ing a little game with us—coming in and requesting one of those elements 
(people or hardware) in their budgets knowing full well that they have omit- 
ted the other one. For example, they come in asking for hardware but no 
people, and they say. "Well you know, my God. Congress will add the peo- 
ple" or they come in asking for people and no hardware—whichever one 
they forget lo ask for. good old Congress in its patriotic wisdom will add 
it—and that way they don't get caught inflating the budge:. 

... Consider the Iranian hostage rescue mission. I'm sure some of you have 
read the unclassified version of the alter action report by the five generals on 
the mission: the top secret version which I have had access to is not really 
much different. In it they discussed a couple of problems that tell me we 
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haven't learned the lessons of the past very well. One of those problems was 
excessive secrecy, too much compart men tat ion. Another was fragmented 
lines of command and control. I had occasion recently to scan a fine book 
entitled First Line of Defense: The Navy Since 1945 by Paul Ryan, pub- 
lished by the Hoover Institution at Stanford. It discusses the Bay of Pigs 
operation and the role the Navy played or did not play in it ... The key 
operating factors in the Bay of Pigs and the Iranian hostage rescue mission 
were similar. Individuals who ought to have had access to information did 
not. Planning took place in isolation and clearly was hampered by the poor 
command and control setup. 

... In many cases of past "failures" it has been found that information was 
largely available, but either hadn't been analyzed or hadn't been placed in 
proper context. This is partly the fault of intelligence, but is shared equally, 
and sometimes to a greater degree, by the policy community. Certainly it is 
true in the case of the fall cf the Shah of Iran. Our examination of intel- 
ligence performance in Iran prior to November 1978 found that the intel- 
ligence problem was partly due to the collection elements' failure to ask the 
proper questions. This so-called failure, however, was orchestrated by the 
policy community, which had forbidden the intelligence community to go 
out and collect data on dissident groups within Iran, lest our intelligence 
activities offend tnc Shah. 

I'm concerned that wc don't put ourselves in that kind of position again, and 
1 think there is great danget that we could do so, especially in some areas of 
the world where we are awfully cozy with our allies. Wc may have a tend- 
ency to overlook things going on within a country which could be inimical 
to our relations with that country, perhaps not today, but five or ten years in 
the future— I think what would cure that problem best would be finding 
some way (I don't have the solution) to dcpoliticizc our whole intelligence 
operation. Time and time again our national intelligence estimates seem to 
have been rewritten because the policymakers didn't like the bottom line. 
Maybe dividing up the chores the way you suggested |Oettinger~separating 
covert and intelligence operations) could have somewhat the sänke effect. 
Now that Mr. Casey is an actual member of the President's cabinet, one 
must seriously question how much the policy of the White House drives ana- 
lytical conclusions. And. analysts and collection to the contrary notwith- 
standing, how often do those conclusions wind up being a justification for a 
policy that was nude somewhere else? These are exactly the kinds of mat- 
ters our Committee looks into. 

... (T|herc is a need, not only to insure good competitive analysis, but to 
maintain the objectivity of the intelligence process and keep it as 
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depoliticized as possible in a highly strung town like Washington. This is 
not an easy issue to come to grips with. We're far better off structuring our 
estimate products with footnotes and diverse opinions, rather than trying to 
develop consensus judgments on issues. You may have read in the news- 
paper a couple of weeks ago about some problems with a recent estimate on 
terrorism. This issue is still in the limelight. I'm reluctant to comment on it 
too much, except to note thai the more the administration dillydallies in 
attempting to come to a consensus judgment on such issues, the more it will 
open itself up to accusations of politicizing intelligence judgments. The less 
it is tinkered with, the better off it is. In the final analysis a better intel- 
ligence product will be produced. If you've got five different analysts' opin- 
ions that you can't somehow meld into one. don't fudge it, don't hide the 
bottom line. Show that there is a diversity of opinion, a genuine attempt is 
being made to come up with the answer. There may be more than one 
answer. (174. 175-76. 177. 178-79. 185) 

II. B.R. INMAN. "Issues in Deputy Director o( Crnfn//nfe//i*ence 
Intelligence'*       (1981. 
pp. 193-214) 

In the period immediately after World War II. when the current national 
security structure was formed, an attitude prevailed, in addressing the ques- 
tion of information needs, that we should endeavor to obtain any informa- 
tion we might ever need to support any form of government activity. It was 
the World War II experience that, in trying to deal with everything from 
long-term strategic policy formulation to day-by-day engagement in conflict, 
you needed an incredible array of intelligence on any given target or topic, 
or set of target» or topic», if you were to be effective in either the planning 
and decision-making process or. much more importantly, the execution. 

That general philosophy led to the creation of a number of organizations and 
agencies. It led to a substantial investment in people, in systems and in a 
general approach of making available a very detailed data base—essentially 
a classified Encyclopedia Britannica: all you might ever need to know about 
any given topic. In my perception. less attention was given during that phase 
to the timely flow of that information—whether for indications and warning 
purposes, crisis monitoring or execution. The Korean War then provided a 
major shot-in-thc-arm investment toward the goal of supplying any informa- 
tion which might be needed. So you had. at the national level, a number of 
intelligence agencies cooperatively working together to develop a very large 
and expensive data base. Those were the days before computers were 
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available, so the data was essentially hard copy publications, slow to pro- 
duce, very difficult to maintain, and heavily manpower-intensive. 

When the national mood began to shift with, during, because of (you may 
choose the preposition) the Vietnam conflict, a very sharp shift occurred in 
attitudes about the question of information need, at least as it applied to 
intelligence. And by 1969 the mold was very firmly established: "What can 
we do without?" was the prevailing view. To meet the pressing detailed 
needs of Vietnam, assets were dropped that had been involved in maintain- 
ing in-depth data bases against a large number of geographic targets of rela- 
tively low current foreign policy or military operations need. The people 
were diverted to work in depth on Vietnamese problems. Thus, when the 
new "What can we do without?" view took hold in 1969 and we began 
reducing assets—people in large measure—there was no return to mainte- 
nance of that earlier expansive data base. Rather, there was a move simply 
to remove people from the inventory. And so the general health of that data 
base began to deteriorate at the end of the 1960s. It got a stimulus in the late 
'60s and early '70s, when new technology being developed, partly for the 
space race, offered new ways to access information which had previously 
not been available at all. But its general decline really began to impact on 
the US intelligence capability and ability to deal with information needs in 
the early '70s. with the decision to trade off manpower to buy advanced 
technical capability. 

Let me digress, to deal with a myth. The popular literature holds that we 
gave up human intelligence collection assets to buy technical collection 
capability. 1 stress: that's a myth. We really gave up manpower-intensive 
technical collectors; and we did not buy the manpower to process the huge 
volumes of different additional information which were made accessible by 
a whole range of technical sensors. If you scan the notes of last year's talk 
you will know that I picked up much of my interest in the information flow 
part of this information-ircd/infor mation-flow equation through watching 
the government's difficulty in dealing with crises, beginning with the cap- 
ture of the Puthlo and the impact that slowness in the flow of available 
information had in restricting the government's options in trying to respond 
to that crisis. We made very little progress, at least through the first half of 
the "70s, in dealing with that problem. We had lots of studies and a fair 
amount of investment in command and control system* that—from this 
critic's vantage point—too often were focused on ownership questions rather 
than on the degree to which the systems would accelerate the movement of 
information to a whole range of people who might be able to nuke effective 
use of it. We really did not get any change in the general attitude toward 
dealing with inlormation-necd/information-now until the end of the 1970s. 
Now. I believe, we have again crowed a major obstacle: the attitude is 
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moving toward "What do you need to know," not "What can you do with- 
out," and there is a growing awareness that much more has to be done than 
has been done to date in facilitating information flow. 

... So I would set forth the principle that one needs to look at geographical 
targets, and that this country needs a given level of information on all parts 
of the world with which we have to interact—at least a level of detail suffi- 
cient to understand the key factors in all the countries with which we have to 
deal. To understand their degree of internal stability, to understand at least 
to some extent the economic forces at work, and to have at least a passing 
understanding of their military capabilities. And, increasingly, to understand 
what those capabilities may mean to us if they include equipment of friendly 
origin—US. British. French. German. Italian—as well as equipment that 
comes from the Soviet bloc. Iran is a case in point. It suddenly moved from 
being a fast friend to a holder of hostages, and we contemplated the prospect 
of military activity in the rescue effort a year ago today. And the equipment 
we had to try to deal with, to collect information on. for direct operation 
support, was US equipment, with which US collection systems had never 
been designed to deal. 

In a functional sense, meanwhile, one has to pay more attention to political and 
economic intelligence issues. At the same time a substantial level of effort, at 
least for the more advanced countries, must be focused on scientific and techni- 
cal intelligence matters, watching for signs of instability. paying additional 
attention to internal security, in countries that have the potential for becoming 
targets of the Soviets and their proxies, or where our own specific national, 
economic or military interests may be directly at stake. 

... It is a fact of life that a great deal of the world is not as open to us as it 
was 20 years ago. For a variety of reasons a lot of countries, including 
newly emerged countries, feel no need to have a close relationship with the 
US or to make information easily available lo us about their own internal 
activity. It is therefore a hard fact of life that for a good deal of information, 
particularly to really understand the internal security equation, clandestine 
human collection must be contemplated. We can no longer get away with 
focusing clandestine human collection solely on the communist countries. 

... When you are making great leaps forward in technology, and you are 
maintaining a stable or slightly reduced analytical work force, a decision to 
acquire additional technical capabilities to give you huge volumes of infor- 
mation, and not to make the processing investment thai will offer the oppor- 
tunity of greater productivity, is a very foolhardy approach to the problem— 
but it's taken us a decade to really understand lhat and to begin lo turn it 
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around. That will get a great deal of additional attention, I believe, in the 
early part of the decade ahead. 

In the fieki of analysis there is a manpower part, driven by simply the need 
to deal with volumes of information. But there is a much greater need for 
quality and, as elements of that quality, for people to understand in substan- 
tial depth the targets they are examining. You cannot take an individual, 
however well educated, put him on a new target and give him bits and 
pieces of information, and expect that he will give you insightful, in-depth 
understanding of what those fragments mean in a very short time. The track 
record of the decade is that the analytical elements, in fact, were not drawn 
down as much as the collection side—notwithstanding some public mythol- 
ogy that might lead you to believe otherwise. 

But the problem. 1 believe, is that we did not expand our analytical work 
force at the same time that the volume of data was being vastly expanded, 
and we suffered significantly from the public attitude toward getting the 
quality of input to that analytical effort that we had been able to draw in an 
earlier decade. There is a perceptible impact to that. We also failed to buy 
the technical kinds of things that would have improved the productivity of 
the analyst and lessened some of that impact. And again, as you draw down 
your investment, incentives which produce quality unfortunately tend to be 
among the earliest casualties. One gives up the extra incentives to maintain 
in-depth language proficiency in a variety of languages, one gives up the 
sabbaticals that let someone get a totally fresh outlook on the problems. One 
give» up. not necessarily by choice, the relationships and the dialogue with 
other organizations, other institutions, which may not have access to the 
same depths of classified information, but that have different insights and 
attitudes about the same kinds of targets you're examining, that might have 
helped you to understand what those bits and pieces mean. 

... Retaining objectivity is probably the greatest prize for analysts in the intel- 
ligence process, probably also in other fields. But when you leave pcopk in the 
same area for a long time without any break, without any incentive to go 
elsewhere, without any encouragement to continue to be promoted b> broaden- 
ing themselves, you run a very high risk that they will become enamored of 
answers for the topics they're dealing with, that they will select those bits and 
pieces of information which support their predetermined theory, and that they 
will be far less likely to give credence at all to bits and pieces of inforrnafion 
which would challenge that or send them off in an entirely different direction. 

... An interesting feature in watching this process over the last decade is 
that Congress by itself, substantially ahead of the bxecutive Branch, reached 
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the decision that we needed to start investing more in our intelligence 
capabilities. Had the leadership not been in the same party as the President, 
I think we would have seen greater impetus to do more, and more quickly, 
but they found themselves in the very difficult position that it was not politic 
to add to the budget of the President of their own party when he was unwill- 
ing to have them do so. 

... My views on this area |compartmentalization| are largely shaped by my 
experience in the Seventh Fleet in supporting combat operations in Southeast 
Asia, and when there was a substantial fear on a couple of occasions that I 
was going to have to support combat operations in Northeast Asia. That 
pressure does wondrous things in cutting through the ownership syndrome. 
You very quickly get down to basic essentials: your ability to get informa- 
tion fast, and hopefully accurately. The most important thing is that it's fast. 
If it isn't accurate, very often you'll drop the source, you won't want it any 
more. 

The second thing that happens, though, after you turn it on. is that you get 
drowned in information that is of peripheral interest. When you have a cri- 
sis, in particular, everybody is suddenly willing to turn on what they know, 
even down to a fairly companmented level. And people at the receiving end 
never have the time at that point to sort through the huge volume of data 
which, in a crisis, suddenly becomes available—unlike the peacetime situa- 
tion, when usually you complain that there isn't enough available to keep 
you going. 1 have a strong belief that most of the imagery data can be totally 
decompartmented; it has no need to be companmented. because there is very 
little that a target country can do. without great rxpensc. to deprive you of 
the value of the intelligence you have derived, even if it knows about it. In 
fact, if you can cause that country to spend a lot of money on camouflage, 
cover, and deception instead of on a new weapons system, that may not be a 
bad tradeoff, because once the enemy starts moving, that cover and decep- 
tion isn't going to be a great deal of value to him. 

On other matters the potential for loss of access is much greater. And there 
you're forced to a different approach: to take information out of compart- 
ments entirely, saniti/c it at the very first point of access, and to How it by 
the tauest available communications into the hands of those who can poten- 
tially use it for tactical purposes. 

... A kit of pcopk were eager to throw out anything, that might be a con- 
straint in order to get started in doing mure countcrintclligcncc. and 1 guess 
I. having watched the damage to the intelligence community the last time 
aittund. would rather have a clear understanding this time of exactly what it 
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is we are trying to gel at before we lurch off in all directions. That is not 
necessarily the popular view. (193-95. 196. 197-98. 200. 203. 210) 

12.         WILLIAM   G.   MILLER. Associate Dean and Professor of Inter- 
"Foreign Affairs.  Diplo- national Politics, fletcher School of 

. ,  . ,,           .. law and Diplomacy, Tufts University 
macy. and Intelligence r       ' 
(1982. pp. 165-81) 

So both the House and the Senate were launched on investigations as well as 
an inquiry. It was a two-headed approach, carried out by two houses with 
very different styles and temperaments. As you know, the House committee 
broke apart due to leaks. The Senate committee managed to hang together, 
and its efforts over two years led to a change in procedures, passage of a 
number of governing statutes for intelligence, and creation of an oversight 
system. But lying behind this whole sequence of events, really, was the 
desire by the legislature to have intelligence information as a tool to use in 
its work. There was a belief, reinforced by the outcome of the inquiries and 
the hearings, that intelligence was useful to sound policy. 

... The agencies, after a period of reluctance, decided that they would coop- 
erate. Two successive White Houses—Nixon and Ford—decided that they 
too would cooperate, after initial reluctance. The most difficult task, of 
course, fell on people like Colby, who had to deal with two cultures—his 
own hermetically scaled world and 
the people who operated within it. 
and the open public world of pub-        C'dby-w,iham. f. Colby. üuvth» at 
,.        „  . *       r. ,      .   ,        r ( cttttjl Intelligence under treti- 
lie affairs and nhc legislature. I dmn Nnunondiotd 
think the country owes him a tre- 
mendous debt fur the difficult task 
he undertook. Many of his colleagues, unfortunately, looked on him as a 
traitor to his profession, betraying trust of a kind, and fell that he should not 
have cooperated in the ways he did. There were others, the majority of then* 
in the agencies, who felt the opposite. His view at ai<) rate »a* that he was 
obliged by the terms of the Constitution to cooperate. and he did. 

That was also true of officers like 
Admiral   lama«,   who's   just ^^ hMljn  Ä k lnmMt lutmvl 

resigned—in ro> view one of the Oitt€iot.   NSA.   Chiei.   Cential 
finest intelligence people I've ever Sreunty senmr and Deputy Duet tut 

.. ,. ul t CIIIIAI Intrlltgeme come across.  He was then in - 
charge of naval intelligence, and 
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he couldn't have been more helpful and forthcoming right from the outset. 
Indeed that was true of almost everyone in the agencies. 

... For the first time there was an awareness of the struggle between rival 
intelligence services, outside one's own bureaucratic establishment 
(although the internal struggle often seems just as intense). Over a period of 
years those in both the legislative and executive branches with responsibility 
were being tutored in every aspect of intelligence for the first time in our 
government's history, were asking and being told and learning and cate- 
gorizing what the American intelligence system was and what its purposes 
were. And for the first time the intelligence agencies were asking the same 
questions of themselves, and thinking about where they fitted in the govern- 
ment that they were a part of. and being asked to serve. 

... The new legal framework was established as follows: intelligence is a 
joint responsibility, like every other aspect of public policy, of the legisla- 
tive and executive branches. Whatever the United States docs in this area is 
a joint responsibility in accord with regular processes, and consequently 
both branches must have full knowledge and full responsibility. The only 
statute that's been passed thus far requires the intelligence agencies to sup- 
ply the oversight committees with all information fully and currently without 
exception. There are no exceptions in any category of intelligence 
matters  

The process now in effect is that the record of every single intelligence 
activity i» made available to the oversight committees, which then must vote 
funding for all the activities after reviewing them. One benefit of this proc- 
ess of legislative review has been that it has required the highest levels of 
the executive branch to review proposed intelligence activities with a degree 
of detail they had never dune before. And there have been mure evaluations 
of usefulness of certain kinds of activities across the board than had ever 
been the case before —technological collect um. covert countcrtntclligcncc 
and. of course, simple collection of information. 

.. Consensus is natural to the intelligence bureaucracy, but consensus may 
.M»t be as accurate or useful a* particular opiaioo. One of the problems of 
national estimates is that it is difficult to present sharpened opinion in them. 
The art fofir. says ;hat there i» a conclusion, an evaluation—an estimate; the 
various points of view that contribute to it logically support that conclusion. 
Thai has been, and remains, the problem inherent in bringing to bear for the 
leadership other points of view that might be helpful. 
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... We have had a series of national leaders who have come to their posi- 
tions without any acquaintance with the intelligence resources at their com- 
mand, and only after several years of mistakes and ignorance has the 
awareness emerged that mistakes might have been avoided if they had better 
information which was. in fact, available. Perhaps that is a phenomenon 
characteristic of a large superstate, a complicated society—but the resources 
that are there are not being made use of. except by those who arc acquainted 
with the organism in the first place. Proper use of intelligence is a habit, an 
intellectual discipline; it docs not come naturally. Intelligence can also be 
very misleading if its limitations arc not understood. The uses of intelligence 
are ultimately one of the most sophisticated tools of leadership. A very real 
question, very relevant to any discussion of the quality of leadership, is how 
intelligently a leader can use the sophisticated material intelligence provides. 

... In the intelligence world I think it is now. perhaps for the first time, very 
important that there should be a permanent long-term director. It should not 
be a political appointment, but rather a career appointment. There also might 
he some value in having an intelligence top leadership that is free of political 
change, that is there because they know the world, or know vital intelligence 
processes and procedures. In order to obtain the best from the narrow work! 
of intelligence, which must present facts in a way that is fully appreciative 
of the facts' pedigree, you need people who arc relatively detached from 
policy. We ought to seek such people out—that ought to be a value. But we 
have not had apolitical continuity in the lop echelons of any of our major 
national security departments. That's a loss, but 1 think more and more peo- 
ple arc coming to understand that. 

... The standard now adopted by our country as a whole i» that covert action 
will only he used when no other means will do. and when it is in the vital 
interest of the United Stales to do so The crucial point is how you define 

"vital." There are continuing efforts to lessen the standard lo "necessary" 
rather than "vital." moving the possible swings of policy from left to right 
from margin» of ."» to 10 percent lo 20 percent. But you're Mill in the »ame 
ballpark in either ea*e— 

|()l l tist.t K| Bui what aboui the clicet of our oscillations, a* in the 

Watergate revelations, where after a period of year» what was classified 
become» declassified under a shifting definition of freedom of information 
and becomes widely available? What i» the chilling effect of that? It seems 
to me any observer of the way» confidentiality i» maintained, or not. in the 
US intelligence conununily would have to lake into account not just Ihe cur- 
rent situation, but our democratic gyration*. 
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jMiLLF.Rj The American intelligence system, as Colby likes to point 
out. is different from anyone else's. It has the limitations of extraordinary 
democratic institutions, it's necessary for other countries which don't follow 
quite the same ways to understand what the differences and changes have 
been; but Colby says on balance it's still very workable for this country. 
(167-68. 169. 170. 171-72. 176. 178) 

13.        DAVID MCMANB. "Warn- National fnfettfffice Officer for Warn- 
ing   as   a   Peacekeeping mt *nd 0*#teror. National Warning 
Mechanism" (1984. pp. 
21-34) 

Staff 

Another difficulty is inherent in analysis. You go into a problem trying to 
discover truth. You work your way through it. collecting all the evidence, 
and you put forward a brilliant exposition. Now having gone through all that 
pain and soul-searching, you have become so wedded to your viewpoint that 
you will never question it. never go back and ask yourself what is wrong 
with it. 1 think we have all been there. It is a very hard failing to avoid. 
Even though we warn our analysts that this is going to happen, and not to let 
it happen, it happens time and time again, and I am not sure we will ever 
totally overcome it. 

riven worse is when you go in with your mind already made up, and collect 
evidence to suit your particular hypothesis. Thai is very damaging. 

... We have become, technologically, an extremely competent collection 
mechanism. Our intelligence resources today are phenomenal. I can't go 
into them, but I can tell you they are phenomenal. If you read Avuitwn Week 
you gel some appreciation for them, and you have to think of what the 
Soviet Union thinks about them. 

They are really good, not only because they arc so sophisticated, so much 
like vacuum cleaners, but because they are varied. They give us lots of dil- 
I crew ways of getting al our problems. They arc not complete, certainly, 
and no intelligence analyst would say. "Collect less for me." But we arc 
doing so much. And our problem has become one of having literal!) more 
data than we can possibly convert into knowledge. We have to work on that 
part ol the equation, and 1 think that is where we can work loward avoiding 
surprise. Again, the more pieces of lhai jigsaw puzzle we have, the better 
off we will be in divining the picture. 
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Most of our post-mortems have shown us that the information has usually 
been there. It has not necessarily been pulled together or synthesized prop- 
erly. Often it is not recognized. (Often, too, the decision maker didn't want 
to hear that particular message on that day, and so ignored it.) But the infor- 
mation is usually in the data. 

So there is a tremendous challenge—not just in the intelligence community, 
but to the entire information community—to try to exploit what we have. 
We are spending millions and millions of dollars each year collecting infor- 
mation. There is also the whole world of open source material, which we are 
not close to exploiting fully. Putting those two together makes your problem 
worse, but it makes the opportunities even greater. The challenge is to 
somehow convert the bits of data into knowledge bases without having thou- 
sands of trained monkeys sitting at their CRTs entering the data and trying 
to recognize and identify it. 

... It's very important that there be a dialogue between intelligence analysts 
and the policy decision maker. That's not an easy thing to establish or sus- 
tain. It tends to be confined to specialists; for example, actual intelligence 
officers who will deal at senior 
echelons. Very few of us, if any. 
have direct access to the President. „..    ,    .     .      „   .   , 
n .        .   .        t . ,    .. Until his death in 1984. Or. Beal was 
But we do have fairly direct access Specia, Asslstant lo the fmidtnl fof 

to Richard Beal and the rest of National Security Affairs and Senior 
the national security Officers and Director for Crisis Management Sys- 
_ _        .,      „    . terns and Planning. 
Security Council staff who are 
much more cognizant of the cur- 
rent policy considerations. 

Now. they are very careful because of the risk of having policy drive intel- 
ligence. As a community, we have to guard against that. It really is rather 
easy at times to put forth a good analytic judgment which, by changing just 
a couple of words, can be brought a little closer to current administration 
policy. We try very carefully to avoid that. 

... I don't think the investment in either the human or analytic side is nearly 
adequate, not by a long shot. It gets my technical collection friends up in 
arms to think about putting up one less satellite, but I almost would do that. 
I really think we have to start investing elsewhere. Part of the technological 
aspect is that we have to start trying to build the knowledge base: getting the 
information in usable form, getting it to our analysts, and really working on 
training analysts. We have had a very significant turnover in the analytic 
corps in the last ten years. They arc a much younger set than we've had in 
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the past, and they haven't lived through is many serious situations as many 
of us have. That may be good or bad, but they do have fewer preconcep- 
tions. (24-25, 27, 30) 

14.        LEO CHERNE, "Televi- Executive Directc   Research Institute 
sion    News    and    the ofAmeric* 
National Interest" (1984, 
pp. 35-48) 

Because it is the particular purpose of this seminar to examine the critical 
links between communications, command, control, and intelligence, let me 
advance my reasons for resisting a larger infusion of classified information 
and judgment into the public discourse. 

1. The security of sources and methods must be inviolate. It is essential 
to recognize that what to laymen may seem to be information which in no 
way reveals sources or methods can to an intelligence professional be dan- 
gerously revealing. 

2. The perception of the intelligence community as a source of apoliti- 
cal objective information and findings must not be sacrificed for an assumed 
immediate gain in public understanding or support. We must recognize that 
substantial segments of the public do not entirely believe this to be the case 
at present. This makes it all the more vital that no change occur that 
increases that public disbelief or cynicism. 

3. The credibility of intelligence content is one of its most important 
attributes. Painstaking efforts have been made during recent years to rebuild 
an effective intelligence capability and restore public confidence in its work. 
That effort is very far from complete. 

4. The intelligence community is not and should not be part of the pub- 
lic debate. The more serious and least considered effect of any weakening of 
this principle is the deleterious effect it would have on the analysts and oth- 
ers among the staffs of the intelligence community who not only highly 
prize their objectivity but are frequently exhorted to improve the quality of 
their analysts and estimates. 

5. Intelligence must not be trivialized if it is to retain its credibility. 
Secrets are the intelligence community's "crown jewels." Their value must 
not be impaired by enlarging the supply. There is a Gresham's Law in intel- 
ligence as in all other valuable and limited properties. 

6. The need for wider understanding remains. There is an urgent need, 
if our foreign policies are to succeed, for public and congressional support 
of those policies. It is clear that there will be occasions and subjects in 
which no persuasive presentation of vital foreign policies can be made with- 
out resort to declassified intelligence material. But the painful fact remains 
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that other than a limited and carefully considered use of such sanitized evi- 
dence risks a kickback injurious to the intelligence community. The obsta- 
cles that exist and have the effect of eroding understanding and support of 
certain of our foreign policies remain. And for some of our foreign policies, 
the absence of public support is often quite warranted. 

7. This national syndrome of detachment and disbelief, which so 
seriously impedes our effort; to strengthen our national security, must be the 
object of continuing corrective steps. If these are to be effective, the nature 
of the problem must be accurately understood if the remedies, difficult at 
best, are in fact to have a useful relationship to the problem. An unwise and 
inappropriate use of intelligence may not have just a tangential relationship 
to the problem; it may, in fact, further complicate it. In this connection, one 
intelligence fact must be emphasized. In sanitizing intelligence information 
to protect sources and methods, the sanitizcrs will, in most instances, be 
compelled to remove the very core of what makes the particular information 
persuasive. Much of what would be made available would still have to be 
taken on faith. 

8. The anatomy of ignorance, misunderstanding, and disbelief must be 
understood in greater depth. The obstacles—and they are very real—are. I 
suggest, a sum total of the following factors: 

a. The collapse of what for a period of time was a bipartisan con- 
sensus on foreign policy. 

b. The increasing partisan use and politicization of foreign policy 
issues in the Congress- 

c. The certainty that these pressures will be increased and made 
more shrill during the months of the national election campaign. 

d. Probably most fundamental, this same problem has bedeviled 
Presidents of the United States during the last fifty years in virtually 
every instance in which US military participation overseas existed or 
was suggested. It's * rth recalling that only Pearl Harbor ended the 
long debate about US intervention in World War II. And this was in 
spile of the historic contribution to bipartisan support by Senator Arthur 
Vandenberg prior to December 1941. 

e. Understanding and support of our foreign policy is so difficult 
to attain that a concluding clement must be added—the lingering effects 
of Watergate and the mispcrccivcd and exaggerated role of the intel- 
ligence community during those events, the details of which were 
belabored by two congressional investigation committees in the House 
and Senate. 

... 1 said that condensation of complex or copious material runs a high risk 
of loss of information, loss of vital information—that's high risk. It's not 
inevitable. You and 1 know the kinds of materials that provide the briefings 
the President receives. They arc prepared with great care, but of necessity. 
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they are very limited by time and space. You and I have a sense of the vol- 
ume of *srial from which it's drawn. There are any one of several stages 
at which the information can be distorted, not for reasons of intention and 
certainly not for theater. Here I'm not talking about the theatrical impulse. 
The interjection of human judgments multiplies the chances of vital informa- 
tion loss and that of course increases the chance that the outcome may be 
deficient. 

(OETTINGEä) OK. but 1 would like to leave with the class this unsolv- 
able dilemma of the balances to be struck. The alternative is drowning in 
unassimilated data and the key problem is where to strike that balance. Any- 
body who believes that there is some kind of easy fix is either a knave or a 
fool. It's an incredibly difficult balance to strike between the risks, as Leo 
points out. of those multiple stages of condensation and the equally horren- 
dous prima facie possibility of drowning in all the stuff that's available at 
any instant in time about any subject. (38-39. 47) 

15.        JAMES W. STANSBERRY. former    Commander.    Air    force 
"Cost-Effective  Rearma- tkantHe Systems Division 

ment"(l984. pp. 49-61) 

The Soviets have a jammer that they used in the desert war. and it got to the 
point where Israeli pilots couldn't talk to their own tower because the Soviet 
jammers were doing such a good job. By the way. the designation of the 
jammer—1 think this is hilarious—is classified. For some reason, we figured 
out and don't want the Soviets to know the designation of their own equip- 
ment. How about that for bureaucracy? 

... In our own intelligence community—and by that I mean not just the Air 
Force, but also Army. Navy, DIA. the guys who like to pretend nobody 
knows they're in Washington—1 think we have gone so far in protecting the 
information that we limit its usefulness to the operational forces. 

ISTL'DENTI       What do you mean by that? 

|STANSBERRY| Let's say the intelligence guys have got a great sensor, 
and they collect all this data and say what do we do with it? Well, let's take 
it and put it in our own little vault, and nobody goes into the vault except the 
intelligence guy and he's got to have a badge and clearance and all that. And 
now we're going to massage the information and process it and display it in 
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different ways to each other, and then someday we'll even go give it to a 
guy who has to fight on the ground, maybe, and tell him there's the enemy. 
We've worked very hard on gathering information, but we haven't worked 
very hard on the problem of making the information available to those who 
need it. That becomes a particularly difficult problem with respect to divulg- 
ing the information to our allies. If you don't work that problem, here's 
what happens. Let's say the balloon goes up and there's going to be some 
kind of a ground war in Europe, and now the intelligence guys quickly say, 
hey. it's time to go show the shooters what we've got. And the shooters say 
wait a minute, I never saw anything like that before. Who arc you. anyway? 
Why should 1 believe this information? I'm a busy guy, there's a tank com- 
ing through. Now that is an institutional problem, one that we're at work on. 
It's fa difficult problem, and it goes back to that protection of information 
syndrome. 

lOETTINGERl It's the green door problem that we've mentioned in some 
of the past seminar proceedings. And it's the compart men tat ion problem that 
Admiral Inman mentions. The interesting thing is that the higher up you go 
in the professional ranks, the more agreement you find with what General 
Stan sherry has said. Inman is quite eloquent on the notion that if you do 
your intelligence job properly, there's no reason you shouldn't make it avail- 
able to the folks in whose name it's being gathered. It's kind of a middle 
level bureaucratic thing, the worry that if you give it away you've got no 
special reason for existing anymore ... 

ISTANSIH.KRY) And the fear 1 would have is that wc manage to protect 
that source and that information totally from our friends, but our enemies 
may have had it for a long time. (54. 58-59) 

16      ROBERT A. ROSENBERG.      vtet (ommandei »> o.,«./. North 
"Strategic   Defense:   A American Aeroipice Oviense Com- 

mand and A%n%tant   Vice  Com- 
Challenge for CT' (1984. mundet.    L/i    An    /orte    .s».ic «• 
pp. 63-86) Command 

How do wc get warning to the National Command Authority in that short 
time and how does it all add up to deterrence? Well, if the Soviets believe 
we have a credible warning system—they will be persuaded that there is no 
such thing as a surprise attack, and that 8 to 15 minutes is. in fact, enough 
time for the President to make a retaliatory decision. 
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I'm going to show you the systems we use to do that, but I'll start by saying 
that we do it 500 times a year. Every time there is a missile or space launch 
anywhere in the world, be it one of our own, Soviet, French or whoever, 
NORAD makes an assessment as to whether North America is under 
attack. It sounds silly to say that 
we  do  it even  for our own 
launches, but, you see, the missile NORAD-North American Aerospace 
warning system doesn't know that Defense Command 
that's a space shuttle taking off        ***&• submarine-class of Soviel 
.        m,        „ j     ft. submarines capable of carrying 
from Cape Kennedy. There arc nuclear missiles 
Yankee submarines Lining off the 
coast, and it just might be a missile 
coming up out of the water from a Soviet submarine. 

The point is. we don't just do paper exercises, we actually use these systems 
on an average of 500 times a year. 

... We use that catalog of 5200 space objects to keep very precise track of 
where our critical national security assets are flying in space. When we see a 
Soviet anti-satellite (ASAT) launched, our computers calculate whether or 
not it is going to intercept one of our satellites. The booster the Soviets use 
to launch their ASAT is also used to launch several different kinds of satel- 
lites. So when it first lifts off the pad. and we see it on our satellite early 
warning system, we can't say that's an ASAT. because we don't know yet. 
They launch four different kinds of satellites off that same SL-ll booster. 
When we identify it as an ASAT. we provide advisory notices to certain 
critical US satellite owner/operators who can take action to defend them- 
selves. (77. 81) 

17.        LINCOLN KAI'KKK.    The former Director. NSA and Chief. Cen- 
Role      Of      Intelligence Iral Security Service 

Within     CM"     (l*>85. 
pp. 17-32) 

So. what is the intelligence mission for the NSA? The Secretary of Defense 
is directed to serve the President as our government's executive agent for 
three missions: the provision of signals intelligence, the provision of com- 
munications security, and the provision of computer security across our gov- 
ernment structure. Those are in addition to the hat he wears as the Secretary 
of Defense. As the Director of NSA. I am charged to manage that executive 
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agency responsibility for him. The NSA is responsible for collecting, proc- 
essing, and disseminating signals intelligence (SIGINT) and the information 
attendant to that. 

... While I am attempting principally to obtain SIGINT for others, I also am 
trying to protect our own signals, our communications, from exploitation by 
the other side. A reasonable extrapolation of this, which occurred within the 
last several months, was the assignment of a similar responsibility for com- 
puter security. 

Underlying virtually all I will say. and essential for your understanding, is 
SIGINT fragility. Success in gathering signals intelligence requires an 
advantage over the other side. The other side must not know exactly how we 
gather intelligence or the extent to which we are able to exploit it. Stories 
that have come out about the World War II Enigma machines and the 
exploitation of Japanese communications illustrate this. Our success had to 
be a carefully protected secret in both instances to have survived the war and 
to have left us with that advantage over both enemies. Any disclosure or 
hints of capability could have provoked relatively easy changes by the other 
side, which would have denied us an enormous advantage. 

The world has not changed that much since World War II. and our present 
advantages must be protected. They can be destroyed very easily by media 
references to intelligence successes. I regret that we sec these as often as we 
do. That we listen is not secret. Anyone can imagine that "to listen" is our 
mission. What is important is that our successes be protected. 1 have made a 
point of asking senior people in the news media, managing editors and 
higher, to spend a few hours with us at the agency and to allow me to sensi- 
li/c them to the problem of SIGINT fragility. Often I encounter a belief on 
their part that the United States is so capable that we must be able to divine 
what any target country is saying, doing, and transmitting. The media uses 
that image of our omnipotence as an excuse for being able to talk freely 
about success. But that image is ridiculous. We can't possibly do 
everything. 

... Earlier. I mentioned the capabilities of the Services in the context of 
SIGINT consolidation. Each Service has cryptologic elements: In the Army. 
Navy. Air Force, and to a far lesser extent in the Marine Corps, there is a 
command for which the principal responsibility is cryptologic intelligence. 
In the Army's case, it's an even broader definition than that, but it includes 
cryptologic intelligence. In addition to having cryptologic elements, each 
Service has organic assets, or specific cryptologic collection capabilities— 
actually, collection, processing, and analysis capabilities. While the 
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technical tasking arrangements are good, the division of effort is imperfect. 
There is still room for improvement in administrating the collection and 
processing, in analyzing, and in disseminating the intelligence. 

... The national intelligence apparatus is designed to gather intelligence for 
all of the government. It may have an application to the Commerce Depart- 
ment, the State Department, or the Defense Department. That is what I refer 
to as national, and that is the bulk of our program. As we gather intelligence 
under that national hat. it may have some application to the conduct of but- 
tle. 

Over the last five to ten years there has been a dramatic increase in the 
applicability of nationally-derived intelligence to tactical commanders. 
That's because there's been an enormous time compression between the 
instant of collection and product usability. It used to be weeks, weeks gradu- 
ally became days, and now it is seconds, minutes, and hours between the 
instant of obtaining intelligence and a usable product. Time compression 
alone has made national intelligence usable in a fast-moving, tactical situa- 
tion. 

I'm concentrating on SIG1NT because that's my job. 1 acknowledge that 
there are other intelligence disciplines which also arc considerably valuable 
in moving data to the tactical commander, which come into the I i equa- 
tion, and which must be handled when solving problems associated with 
moving data. There is imagery (1MINT). there is human-derived intelligence 
(HUMINT). and each has advantages as well as limitations. HUMINT has a 
problem in timeliness. It's often difficult to move that human-acquired intel- 
ligence quickly back through the structure and out to a tactical commander. 
Imagery does not have a timeliness problem, but it has a volume problem. 
What is moved makes a great deal of difference in one's communications 
load. What is important is that the data be combined, and that we recognize 
the absolute necessity of interaction among all intelligence derived from the 
various disciplines. That is the crux of the C'l problem. 

How does all the derived intelligence How together so that all is complemen- 
tary, and then how is that combined answer moved to the appropriate deci- 
sion maker? That process is being improved through applied automation and 
enhanced communication. The integration of automation and communication 
into tactical intelligence systems will ensure timely and meaningful 
exchange of the data. And I heartily endorse that occurrence. The issue 
becomes where, because it becomes a problem if extremely large amounts of 
data arc generated that can saturate the decision maker. We're talking about 
all the SIGINT in a battlefield situation and the imagery that might pertain to 
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it or the human source of intelligence coming from the reconnaissance 
element. 

Colonel Beckwith, in writing about his experience in Delta Force (his 
book recounting the Iranian hos- 
tage crisis), makes much of the sat- 
uration problem. I don't think his Col. Charlie A. Beckwith, USA (Ret.) 
is a perfect example, because it «*d Donald Knox Delta Force (New 

., .. \. . York: Harcourt, Brace, lovanovich, mostly discusses the saturation 1983i 

occurring prior to going in on the 
operation, but Beckwith addresses 
the problem of assembling all the pertinent intelligence, then having to sift 
through it to create a necessary picture. 

The Long Commission Report is an example from a slightly different 
direction. When they looked at the disaster of blown-up Marine barracks in 
Beirut, they strongly recommended that there be a fusion center to tailor 
and focus all source intelligence in 
support of military command. 
They argued that, stretched across ton« Commission ^port-Depart- 
.    *     * menf of Defense, Commission on 

the intelligence community, there **,„,, Intemattonal Atrport Terrorist 
had been quite a bit of potentially Act, October 23.  1983. Admiral 
pertinent information prior to that *ob«l L LonfJ^N £££ <:£?,"• ,,.;,, man. Report ol December 20.1983. 
terrorist attack, but it hadn t come 
together because there hadn't been 
a forced fusion of all pertinent intelligence. 

What is this fusion we're talking about? There are a lot of definitions of 
fusion. Simply stated, it'» the integration of multiple sources of intelligence. 
The real issue is not wasting time arguing about what fusion is. because it 
can mean different things to different people. The real issue is where the 
fusion should take place, and that, in my opinion, is the far more difficult 
question. 

There ate a number of automated fusion systems being developed or designed. 
Industry has a dozen or more potential systems that will digest intelligence 
information and present easy-to-use displays for commanders' decisions. Many 
voices in the Services are asking industry to provide them with specific attacks 
on fusion. The various attempts at automated fusion systems are designed to 
provide bank information, or to censor data from multiple sources and combine 
that data. They're trying to provide near real-time enemy ground situation, dis- 
play it. and make target nominations that a commander may choose to pursue. 
They're trying to aid in assessing the enemy's situation and capabilities, and to 
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assist a commander in using his organic sensors and jammers so he can manage 
them against that changing enemy target. And, these systems attempt to give 
him the insight to coordinate with higher echelons those sensors he needs assist- 
ance from away from the battle. 

Let me talk for a moment about S1G1NT support to the military commander. A 
conflict exists between the desire of that commander to control his own assets. 
and maximum S IG INT support. Every commander will tell you he feels far 
more confident going into battle with control over both what will fight and 
what will support him. On the other hand, he currently does not have, and is 
unlikely to acquire (because of cost limitations) the intelligence wherewithal to 
fight that battle alone. The assets just can't be made available. 

(STUDENT)      Excuse me. Are there any of these fusion systems in the 
field now? 

|FAURER| Yes, we have a system in Europe called LOCE (Limited 
Operational Capability. Europe). It is a prototype system, an evolution of a 
system called BETA (Battlefield Exploitation and Target Acquisition Sys- 
tem) that first saw the light of day in the late '70s. There are two systems 
somewhere between prototype and initial operating capability status called 
ASAS (All Source Analysis System) and ENSCE (Enemy Situation Correla- 
tion Element), which are Army and Air Force systems, respectively. So. 
yes. there are systems in existence. In addition, there arc a number of usable 
systems that various contractors suggest be purchased. 

|STUDENT| Is there interoperability among the systems—the Services' 
systems? Is that necessary? 

IFALRER) Interoperability isn't as necessary among fusion devices. 
What is necessary is the assurance that intelligence can be entered into !hc 
fusion system easily and promptly. I'll touch on that in a moment, but all 
the intelligence one would like to handle within that fusion process doesn't 
lend itself equally to digital handling and digital display. Technical param- 
etric data is very easily handled: it's quantitative and can go into that display 
without much trouble, if one is dealing with radars and so forth. But if 
human-analyzed information is to be handled, it's much mou difficult to 
enter and judge properly. 

It's also difficult to enter data that raise» the security level. There can be all 
kinds of problems with accessibility, working with the allies, and so on. If 
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those fusion devices are to function in areas where not everyone is cleared 
for compartmented intelligence, then there is a problem inserting compart- 
mented intelligence into the fusion system. Leaving it out does the fusion 
process great harm, but putting it in causes that S1GINT fragility problem. 

(STUDENT) In the European theater, how important is NATO to inter- 
operability and compatibility? 

(FAURER) It's terribly important. We haven't solved the CM-related 
problems that I'm talking about with respect to our own forces. When you 
compound the problems by trying to solve them so that we remain interoper- 
able with allies, you have a solution that lies well ahead of us. 

|STUDENT] Are these fusion devices basically a computer with an asso- 
ciated network? 

|FAURER|       Yes. 

|STUDENT| I'm not quite sure 1 understand the location of the fusion. It 
seems to me that before the fusion devices came about, who should get what 
information was clearly established. How docs the technology change that 
organization? 

{FAURER) If there were no fusion devices, the basic problem of where 
the fusion should take place would still exist Don't mix the issue of hard- 
ware with the philosophic issue of where the digestion, correlation, and 
coordination should take place. It IN the bctcr problem that is the crux of the 
issue. 

|Sli m M |       So. it'» not really a new problem. 

|FAIRER| It is not a new problem, but it is accentuated by automation in 
the fusion process because it places a very disciplined demand on communi- 
cations to move volumes of data. Before, all of the right intelligence .nay or 
may not have reached the right decision node, even though the problem of 
where the decision nodes were and to what intelligence they were entitled 
had been considered. Once carefully structured automation devices are avail- 
able, there's a clearly defined lug on the intelligence system demanding that 
there be a communications flow to move data to certain nodal points. There 
is a clear tradc-olf between letting all the intelligence be assembled at one 
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place, well out of theater where processing assets are optimally employed, 
and letting intelligence be processed out in front. If all intelligence is to flow 
from wherever it's collected, and it all returns from the theater, is processed 
and analyzed, and is sent back out in tailored bullets to the levels of com- 
mand that have bespoken a certain need, there can be a dynamic dialogue. 
One can tailor answers to needs. That is one measure of how to do it. and it 
will have a certain communications demand. 

The communications demand of moving everything collected back to a cen- 
tral processing and analysis capability, and then sending data back in tai- 
lored form to the multiple users, must be measured. Conversely, doing 
everything forward could be optimized. The various collection capabilities 
could channel their immediate take into the theater to be processed, ana- 
lyzed, and turned around there for the decision maker. If that's the method, 
there's obviously going to be a big tail of support people, computers, and 
capability forward, but communications will only need to cover a relatively 
short distance. 

As I say. which is the best answer is not intuitive. 1 lean toward the central- 
ization, intuitively, but 1 am not a proponent of cither if one excludes the 
other. There should be more attention to accepting the sacrifice of the com- 
mander who wishes to control everything. But if one follows that route, one 
had better carefully measure the communications requirements to make sure 
that they are affordable. 

... My use of the term "finished intelligence." of course, was designed to 
try to calm your concerns about an excessive delay at fusion centers—be 
they automated in their assistance, or the fusion accomplished by people. An 
example in the case of hostilities is this: You have the same worry that a 
front-line commander ha», not just about the forces in front of him. but 
about the type of reinforcement actions that may be happening in the second 
echelon, lie has the capability to call upon a system to do something for htm 
concerning those second echelons that will pertain directly to the battle in 
front of him. if he has some knowledge of it. 

.Vm. there arc certain things that simply must lake place as forces move up. 
You need not wail until there is a bridge down and troops are pouring across 
it to suspect strongly that there is a river crossing intended, and the distances 
are such that those forces will pertain to the battle in IX hours. As those 
kinds of early indicators come in. one would like to see them seized upon: a 
potential river crossing identified, the correct tasking information sent out. 
and an air strike laid on that could strike four hours later at the height of 
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their movement. With this example. I'm suggesting that fusion is essential if 
you're to bring together the bits and pieces that will permit action to result. 
A commander need not worry that the collating of bits and pieces is occur- 
ring somewhere behind him. They need to be provided to him directly so he 
can decide whether or not he cares about that river crossing. He has got 
other problems: He may want to call for air support, which may not be the 
first thing to do. or he may want to send an enveloping tank column out. I 
don't want to intrude on his decision. 1 want to provide him with the intel- 
ligence as rapidly as I can; I do not want him to sit there with an intelligence 
staff and sort through a saturation of intelligence that will force him to arrive 
at his own conclusions. I believe one can tailor the intelligence provided to 
meet the demands a commander has expressed. 

... What arc some of the problems with the system? Well. 1 alluded to the 
fact that when computers work outside special channels, the information that 
can be input is influenced. One way or another, you have to face up to that 
problem. If that computer remains outside, there must be a method to feed 
the computer the sanitized information. And. with sanitization. which may 
be essential, there is at least some delay imparted into the introduction of 
that intelligence to the computer system. 

I said that narrative descriptions reduced to quantified data often lose their 
essence. Intelligence that has been produced to describe something is diffi- 
cult to quantify and put in so that it will balance properly against the more 
mechanistic and technical data going in. At least at this time, machines 
don't make associations well. That's something that still lies in the future 
when we become more proficient at artificial intelligence. 

Moreover, weighting is absolutely essential to analysis. All pieces of intel- 
ligence simply do not have the same value. We'd like fusion assistance— 
that use of automation—to make it more likely to find the right answer. So. 
we must be capable of lacing that weighting problem. It leaves a problem of 
how to introduce information into that device in such a manner that weight- 
ing is not ignored, and that everything doesn't come out weighted the same. 

It's difficult to verify information once it's entered into the computer. Some 
control over the ability to manipulate is lost, anu it's» difficult to maintain a 
data base and perform quality control at the same lime. Thi» is particularly 
true in last-breaking situations crises or war lighting. One can move data 
quickly, but maintammt! a consistent data haw and running quality control 
mav be more than one can handle. 
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What are some of the ways to improve this? Well, the process can be 
reversed, and can be selective in collection and processing so that the input 
is constrained by some responsible analytical decision process. It doesn't 
have to be performed by humans, but it has to be an achievable, responsible 
analytic process. One can tailor the reporting at the collection end for sub- 
stance, format, and timeliness. That also can be done, to some extent, with 
computers as opposed to people. With properly programmed software, dif- 
ferent characteristics of an event may be converted to a set of common fea- 
tures and values if one can properly forecast what sort of intelligence is to be 
assimilated. However that is done—and I hope it's some solace to you— 
analysts are still essential to the process. There's no question about that. 
Analysts have to assess the significance of an event; they've got to update 
the bat tie He Id picture because they're dealing with both red and blue data, 
and irrelevant data must be discarded. And the information has to be 
weighted. All of those things can be done to some extent by machines, but 
not sufficiently, and not with an adequate degrees of perfection. 

I told you that there were two concepts of how to manage that information 

and make it useful. You may have direct delivery from the source in 
SIG1NT channels, where the tactical commander correlates the data and pro- 
duces his own intelligence. That puts a pretty good-size tail there, allowing 
him to do that. Or. you can have an all-source intelligence center that tailors 
the intelligence to different user categories. 

There arc advantages to both the direct delivery and the intermediate nodes. 
1 emphasize intermediate nodes because one must not think only of choosing 
between the proliferation of decision nodal points attendant lo each tactical 
commander on the one hand, and one central processing pie-in-thc-sky on 
the other. There certainly may be sonic redundancy, but the nodal points 
should remain back out of theater or he responsible for segments of the the- 
ater. That's still something different from having them with each tactical 
decision level. Those intermediate nodes, or that sort of centralized process- 
ing, surely provide more economy of resources. One is better able to moni- 
tor the overall success of the system, and one is better able to know the 
disposition of enemy and friendly forces. 1 don't think either complete cen- 
tralization or complete redundancy is the sole answer. I believe there is a 
li.iddlc ground. 

... yunfortunately all three of us. private industry, the tactical commander, 
and the NSA, bring a particular bias to the debate. I first contend we all 
must sit down and work very hard together, but 1 concede thai each of us 
has a significant bias. Private industry is obviously alter a profit. Ii wants to 
sell something marketable and attractive, thai sounds like it will do 
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absolutely everything. The operational user or the tactical commander has an 
insatiable appetite for information. The tactical commander would provide a 
list of what is needed to conduct battle. This list would become so long, it 
would not be possible to provide a commander with that amount of intel- 
ligence. It's very difficult to get back to talking about essentials. 

We at NSA have a security bias. We're more interested in protecting—or we 
appear in many instances to be more interested in protecting—the security of 
our intelligence than we are in providing intelligence. That probably is an 
excessive allegation, but it certainly appears that way. We simply recognize 
those biases and recognize the need for all of us to talk, particularly to 
industry. We're trying to be as aggressive in marketing our concepts as we 
can justify. I have the total NSA responsibility to interact with the military 
customer, to be the bridge between those militaiy customers and the rest of 
the agency, and to be the catalyst within the agency for provoking problem- 
solving ideas. 

... You can't exercise without giving away something. We work very hard 
at studying Soviet exercises. They work very hard at studying our exercises. 
We constantly ask ourselves, "Are they going to fight the way they 
exercise, or are we being deceived?" 

They undoubtedly will ask themselves the same question. But the bottom 
line is, you can't go out and perform on Sunday if you haven't practiced all 
week. You can toss in a few little wrinkles, but you really must have prac- 
ticed what you're going to fight, and so you give away a little, but that's 
necessary Unfortunately, our exercises are not that sophisticated. To my 
knowledge, we have not spent much time trying to forecast capability attri- 
tion in a sophisticated way. or imposed upon ourselves the most likely attri- 
tion that will occur in wartime. We happened upon a certain amount of 
realism by our very inability to operate simultaneously in peacetime and 
wartime. 

So when we exercise, we quickly clog our communications and make it dif- 
ficult to move data. We find ourselves artificially constrained from having 
all the information we're trying to pass, so that in a somewhat obscure fash- 
ion, we can say we've imposed some realism on ourselves, but not inten- 
tionally. We have not thought this constrained situation through and 
imposed it in a methodic way. That is something yet to be done, and the 
need for far more realistic exercising than we now do requires a carefully 
orchestrated capability attrition. You're right in suggesting that there will be 
a dramatic difference between that intelligence available to us in real war 
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from that available to us in peacetime, but it isn't all in one direction, I 
would hasten to add. 

... A very often voiced criticism of the CIA, for example, and by spillover 
sometimes the DCI, who is both head of the CIA and head of the intel- 
ligence community, is that the CIA 
is overly policy-attentive. Al- 
legedly, the CIA tends to produce DO-Dimtw of Central Intelligence 
national intelligence designed to 
complement the policy makers' 
desires. Over the years when I have operated in the national scene that has 
occasionally been a justified criticism, not as often as it is made, but occa- 
sionally. It is not a valid criticism over the past four years, despite its having 
been made often about Mr. Casey and the current CIA. 

You see. even the most well-intentioned of the intelligence community, as 
they prepare estimates or advise the policy maker, must have an eye on the 
policy maker's interests. That is, not what conclusions he ought to reach, 
but in what he ought to be interested, or in what he is interested. As an esti- 
mate is put together, it is essential that certain aspects not be overlooked in 
regard to a problem that the policy maker clearly needs to confront. In doing 
that, one occasionally provides the policy maker with exactly the kind of 
information he wants, because he's made up his mind in advance about what 
he wants the answer to be. And just as often that does not happen. When it 
does, the screams go up about playing into the hands of policy makers. 1 
simply have not seen it happen. I believe the community has operated during 
the last four years with considerable integrity. 

Pertinent to this question is the role that the DCI plays. You will find advo- 
cates of a DCI who is isolated from the administration; you will find those 
who would say. "Let's have a professional agency, an employee as the head 
of the agency, and let's not bring in a political appointee each time the 
administration changes." 

That would probably guarantee you maximum objectivity on the part of the 
DCI. but it would give you a DCI who might not have the ear of the Presi- 
dent and the administration, and. therefore, would be disadvantaged in help- 
ing the policy makers because he wouldn't be a part of that policy in the first 
place. 1 think the best of all worlds is to have a political appointee, if that's 
how you would refer to a Mr. Casey, who does have the ear of the President 
and who is thoroughly aware of the administration's deliberations and policy 
development, yet who also has the intellectual integrity to stay aloof from 
pandering and oversees a community that he demands put together 
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intelligence pertinent to the issues at hand without trying to color it. I don't 
know how many people like that there are around. 

... I could wax eloquent or attempt to be eloquent for an hour or two on the 
subject of leaks, which I consider abhorrent. I listened to a very edifying TV 
clip a year and a half or so ago, using a corporate broadcasting service that 
staged a forum. Typical of these forums, a moderator was named, people were 
invited in from both sides of the issue, and a discussion ensued—a very effec- 
tive means to discuss an issue. 1 watched one that discussed intelligence and 
leaks, or classified information and leaks. It had prominent newsmen like Dan 
Rather and others arguing the media side, and it had a few government officials 
present and past—James Schlesinger and others—on the government side. 

Over the course of that discussion, there were some terribly pointed questions 
asked, and a couple remained rather clearly in my mind. One was that the 
media has almost unanimously suggested that it is government's burden to pro- 
tect classified information, and it is media's obligation to the public to obtain it 
by any means possible. That includes specific statements by some of those 
media people sitting there on camera, saying that if they were in the Secretary 
of Defense's office for a legitimate purpose and saw an opportunity to take a 
top secret document off his desk, they would take it and use it. 1 have troubie 
understanding that. Dan Rather himself said, that if provided with clearly clas- 
sified information—stamped classified—and if it pertained to a story he felt 
needed telling, he would use it. He would feel uninhibited about using it. 1 
don't understand that. (17-18, 19, 20-22. 23, 24-26. 27. 28-30) 

18.        RICHARD G. STILWELL, Chairman, DoO Security Review Com- 
"Structure and Mechanisms mission 
for Command and Control" 
(1985. pp. 33-65) 

I think it was fine to put the Marines in there to begin with, to assist in the 
evacuation of the PLO. When it was 
a question of redeploying for the 
new type of mission they had, I in there-Beirut, Lebanon 
think that one should have ques- 
tioned whether it was the right con- 
tingent to put in there. 
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For example, a Marine battalion landing team, or even a regimental landing 
team, does not have the structured intelligence mechanisms that the Army has 
to handle all the functions of intelligence, such as intelligence preparation of the 
battlefield, the counterintelligence responsibilities, the estimates function, and 
the collection management. They weren't there. That's my view of the mistake. 
Actually, by the time we decided how to re-rig that intelligence structure, we 
were ready to pull out. So, as far as I'm concerned the less we say about 
Lebanon and the whole thing—the terrible loss of precious lives—the better. 

As to procedures—we still have more to do in the armed Services. We're doing 
quite a bit, of course, with terrorism rife as it is. And we also need to work on 
the basic ABCs of passive protection against contingent terrorist attack, which 
involves not only physical protection, but also the interface with the local 
authorities. And 1 might add that that was another deficiency, in my view, 
shared by the entire intelligence community: The interface with the Lebanese 
intelligence community, as well as with some of the other nations in the area, 
was poor. That's an area in which our people on the ground are not all that 
expert. 

... Now, what is the function of intelligence? The basic function of intelligence 
is to support; to provide the requisite support for timely, sound decisions of all 
sorts, both in and out of conflict. And from a purely military standpoint, it's to 
ensure the flow of facts, analysis, and estimates to optimize the effectiveness of 
our armed forces.... 

All of those national and foreign intelligence programs support the Executive 
Branch throughout, and they support the President in all three of his hats. Their 
functions are manifold. Much of the work—the collection, analytical, proc^ss- 
ing, and dissemination efforts of our national intelligence community—is tar- 
geted on indications and warning. They provide a tremendous amount of 
support in the fields of science and technology, so that we may have the best 
possible information on what the enemy is doing in the development of new 
systems, which is important, of course, for counter-measures and everything 
else. They also put an enormous amount of effort into the verification area, 
which has application to arms control or arms reduction support. They're pay- 
ing increasing attention to narcotics, terrorism, international finance and 
economics. 

One of the things the national programs don't have primary responsibility 
for is the development of intelligence that has unique application to war 
fighting. And. therefore, you have outside the national foreign intelligence 
program, the capabilities of the several Services, which we call "tactical 
intelligence and related activities." These represent the military assets that 
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have unique application to the military instrument itself, for example, the 
reconnaissance aircraft, the SR-71s, TR-ls, and the RECCE birds of the 
tactical Air Force, the P-3s of the Navy; the major intelligence centers of 
the unified and specified com- 
mands; the tactical units of the 
Army, principally, and to a limited        SR~71s> TR-1s> ^CCE birds, P-3s- 

, r  ,     k, ,   ,     . . reconnaissance aircraft 
degree of the Navy and the Air 
Force; certain satellites under our 
Defense Reconnaissance Support Program that are uniquely designed for warn- 
ing purposes—and the list goes on. It's quite a lot. Now, that's a separate pro- 
gram, and those are unique military assets whose priority of collection is 
determined solely by the Department of Defense. The priorities of collection for 
the national systems are determined by the Director of Central Intelligence, 
although they can be changed on Secretary of Defense recommendations. 

... You always do a little better in times of affluence, as opposed to belt tight- 
ening. But the requirements continue to soar out of proportion to resources. We 
are getting to the point where there has to be a very rigorous establishment of 
priorities throughout the intelligence community, throughout the Executive 
Branch, making a clear distinction between what's nice to have and what's 
essential. And I think the only way you're going to get it is simply to stop 
delivering reports to a lot of the customers, and then wait for a month to see if 
they even notice they're not getting any. And you probably will get very little 
reaction. 

There has to be a better interface between the policy maker and the intelligence 
community, which again underscores a point with regard to this prioritization: 
we have improved our collection capability somewhat out of proportion to our 
ability to analyze, process, and disseminate finished products. We collect with 
big buckets, as General Faurer may have indicated to you. 

... We have done all too little planning on this matter of transition from 
peace to war in the intelligence community, particularly with respect to 
those national systems. The national systems do not belong to the theater 
commander; they may be allocated to him, depending upon what the pri- 
orities are back here. He cannot count on that totally. But regardless, there 
needs to be much more attention 
given to planning today for the new 
utilization of those national systems °*c MCIWOAI. or the others- 

".,.„ refers to the commanders-in-chief of 
in    support    Ol    CINC     PAL, the Pacific Command, the European 
EUCOM» OT the Others. It is very Command, and other operational 
hard, a tough business that we have commands-most assigned specific b geographic areas of responsibility 
done very little about up to this 
stage of the game. (50-51. 62-63) 
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19.        ROBERT T. HERRES, t4A rommander-in-Chief, US Space Com- 
CINCs View of Defense "»»* tero?pfce 0e'e?se Com" ,.                .     ,,      ..... mand, North American Aerospace 
Organization        (1985, Defense   Command,   and  Com- 
pp. 125-45) mander, Air Force Space Command 

Intelligence information and tasking come together to help the commander 
decide what he's going to do. Sometimes what you're going to do with the 
forces gets so complicated that you don't have time to analyze very quickly 
and describe what you want to do and build plans and get them in the field. 
So good military people plan ahead. 

All planning is a sort of what-if game. Let's pretend that the Soviets attack 
Iran. They come across the border and take over Iran. What are we going to 
do about that? What do you think the President will want us to do? That's 
part of the what-if scenario. Suppose the President says, "Don't let them 
take Teheran. Hold the Soviets outside of Teheran. Prevent that from hap- 
pening." So we pretend that's something we might get tasked to do. And 
you think through all the things associated with being able to carry out that 
tasking. How many forces do you have to put there? You do a lot of what-if 
on the intelligence side: What do you think the Soviets are really going to 
do? How many tanks are there going to be? How many airplanes are there 
going to be? And so forth. You put all that together, and you put those plans 
on the shelf. While you're doing that you build up expertise in your plans 
shop about what it takes to get your thoughts organized in advance, so that 
when the Soviets come across the border it's not chaos, running around try- 
ing to figure out who you're going to send where to do what. 

Plans, even though you may never use them, help organize your thinking in 
advance. They develop options that you may not formalize in terms of struc- 
tured operations plans, but that you have available for the commander to 
consider when contingencies occur. 

Then you get tasking and decide what you're going to tell the forces. The 
forces engage the enemy. Intelligence reports on what the enemy does and 
how they react before and after engagement. You have tactical sensors that 
do that, and of course the other intelligence sources. You have field reports 
(hat come from the troops out there involved in the engagement process. 
Fighter pilots come back and say. "I just shot down five airplanes." and we 
say. "We don't believe that. You probably only shot down three, but we'll 
mark you up for four and split the difference." Then you try to track how 
many airplanes they have left. You need to know what the enemy's force 
status is. You also need to know what your own force status is. That's very 
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important and often overlooked as a key part of the command and control 
process. Sometimes it's harder than collecting intelligence on the enemy. 
It's frustrating when you can't find out the conditions of your own forces. 
There are a lot of reasons for that which I won't go into. 

But force status reporting is a dynamic process, because if you engage, you 
take losses, you redispose your forces, and that creates change all the time. 
And of course intelligence is dynamic. Mission and tasking is originally 
static, but as things go on you start running out of operations plans. So you 
send a guy down the hall to the planners and say, "Hey, take a look at this 
option, see what it would take to implement that and come back to me with 
a quick plan—1 need it in two hours." This goes on at the Pentagon all the 
time, believe me. Even for things that you never hear about, things that 
never happened but that somebody thinks might occur. So plans and options 
are a dynamic process, too, because there's a little inner circle here: What if 
I want to do X? 1 don't know a better way to describe that piece of the proc- 
ess. This is what command and control is all about, these dynamic little cir- 
cles spinning around. (140) 

20.         ROBERT HILTON, "Roles Consultant, specializing in national 
of the Joint Chiefs of Staff and international security affairs and 

.                             ,, political risk analysis; former Vice 
in Crisis Management Director for Operations, hint Chiefs 
(1985, pp. 147-78) of Staff 

Another thing 1 would like to mention is that some of our best sources in 
learning of an event are in the news media. CNN has become one of our 
prime sources; it's monitored in the Command Center all the time. There are 
also tickers in the National Military Command Center for Reuters, UPI, and 
AP. Many times a first indication of something is from a reporter on the 
spot, a stringer. For example, the first pictures we had of the barracks in 
Beirut being blown up were from CNN. We first learned of Sadat's 
assassination from a stringer for CBS, I believe, wKo was on the scene and 
got to a telephone and got a call back before they could even get it back 
through the embassy circuits. 1 guess he had a handful of change in his 
pocket and used the local telephone, wasn't worried about security or things 
like that. 

... There's a system called something like "worldwide indicators." There 
are about 800 indicators that the intelligence community monitors, including 
things like the movement of refugees, the requisitioning of food, the use of 
trucks for something other than the harvest—traditionally the military trucks 
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go out and help with the harvest. That was one of the indications that con- 
tributed to the ex post facto analysis of the invasion of Czechoslovakia. The 
grain harvest suffered greatly in that period because they diverted the trucks. 
They did it under the screen of an exercise; that was the way it was 
assessed. These indicators are briefed, I think, every day, to the Chairman 
of the JCS, and the DC I makes his reports to the President. 

I remember when the North Koreans in December of 1981 went into the big- 
gest exercise they'd ever done at that time. In 1982 they had an even bigger 
one. We were watching those indicators and assessing whether they were, in 
fact, just exercising. In 1981 we didn't pay as much attention to it as we did 
in 1982, because in 1982 General Vessey was the Chairman. General 
Vessey had been the UN Commander in Korea. He was much more sensi- 
tive to Korea than we were, and the point he made, I remember, was that 
even though it was correct to assess those as indicators for an exercise, each 
one was also a preparation for war. Now in these cases the war didn't hap- 
pen. But if they're going to go to wa they're going to go through all of 
those steps. Some day it may not be an exercise, and if you keep watching it 
as an exercise, you may be caught. 

So you always have to be looking at the possibility that you are describing a 
process of going to war. And you look for other indications mat it's an 
exercise: Have they requisitioned the civilian economy? That was what DIA 
used as a deciding factor in the Korean thing—they requisitioned a lot of 
things, but not everything. The DIA thought IM if they were really going to 
war they would not just have taken 20%. »?>ey would have taken 80% of 
civilian transportation. 

|SllDhNT|       Do we have any corporate body with enough experience to 
keep up with that on a year-to-year or crisis-to-crisis basis? 

|HILTON| Computers are our corporate body, I think. There is also a 
national warning officer who is dual-hatted between CIA and D1A. One of 
last year's speakers. Dave McManis. was the National Intelligence Officer 
for Warning. 

At one time it was Line Faurer, when he was a two-star and double-hatted as 
a Deputy Director of CIA. The warning center was put in the Pentagon and 
it's still there. So. you have this warning technology, but it's only as good 
as the people who are on watch. (167. 169-70) 
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21.         LIONEL   OLMER,   ESQ., Member, Paul, Weiss, Rifkind,  Whar- 
"Intelligence    and    the 'on * Garrisonan international law 

n               #- nrm: former Under Secretary for 
American Business Com- International Trade, Department of 
munity" (1986, pp. 59-71) Commerce 

While that initial period, from 1961, had truly been marked by a sense of 
confidence in the intelligence system, the later 1960s were different. In 1968 
I went to Vietn?m and was put in charge of a reconnaissance organization 
that was providing what we called "early warning" to Navy and Air Force 
pilots flying over Hanoi. 

We did a number of different things, one of which was to alert them to 
surface-to-air missiles (SAMs) launched in their direction. It was a very 
complicated affair, technically speaking, in terms of both the equipment and 
the training that were required. We felt we worked very hard at it. and we 
were occasionally quite proud of what we were able to achieve. I can 
remember being utterly deflated when 1 talked to a fighter pilot who said, 
"Oh yeah. 1 turn that box off. I don't listen to what you say." 1 said. 
"Why?" He said. "What good is it to know from you that a missile has 
been launched in our direction? What the hell do you think is happening 
over Hanoi when we fly there? Missiles are everywhere!" We were just a 
distraction. 

It reminds me of the joke about the lost hot air balloonists. They come down 
over a university campus and yell down to some fellow walking along the 
path. "Where are we?" He looks up and he looks down, and he scratches 
his beard and he says, "You're in a balloon." One of them gets very angry 
and says. "You're an economist!" His friend says, "How did you know 
that?" "Because he's exactly correct and of no help whatsoever!" We were 
not economists, but we were exactly correct and of no help whatsoever. 

That was an instructive part of my career as an intelligence officer, to dis- 
cover that it isn't enough merely to be accurate and sometimes it's not even 
enough to be timely. There are several other characteristics that have to go 
along with accuracy and timeliness, the most important of which is rele- 
vance. In this increasingly complicated world in which we live, it's harder 
and harder to be relevant, because in order to be relevant you really have to 
know what it's like to be a fighter pilot in the midst of a combat situation. 
An intelligence specialist providing support to a group of foreign policy 
negotiators or economic negotiators has got to be more than just an aca- 
demic. You've really got to be part of the process. There's no other 
alternative. 
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... When I came back into government in 1981 with the Reagan Admin- 
istration, 1 believed that the government could do more to support its 
economic interests. That is, the intelligence community could, in an open 
way, support certain business activities of American companies by seeing to 
the production of a greater volume of unclassified information and to the 
analysis, not of a particular competitive endeavor on a micro level, but of 
significant trends, such as Japan's drive to technological preeminence, or the 
less developed country (LDC) debt 
situation, or the analysis of why 
the ASEAN nations consistently ASM/v-Ajsoaarto/i of Southeast 
produced higher rates of productiv- Asian Nations 
ity growth than the Western Euro- 
pean nations and the United States. 

I did encourage this kind of effort in the intelligence system, and because of 
my lineage. I think that I was given a more receptive audience than would 
ordinarily have been the case. I have to say that the economic analysis pro- 
duced by the intelligence community, at least in the period of 1982 to 1985, 
was simply superb. I read almost all of it. and 1 could not fault it. except for 
its volume, which was awesome. But when you start to rely on staff to tell 
you what's most important to know, it means you'd better have some good 
people who understand what is relevant to you. not on!y to your interests, 
but to the things on which you are required to vote in. say. a policy develop- 
ment gathering of other senior officials. 

My areas of interest were divided into three parts. One was the support to 
trade policy. The second was in the nature of gaining a better understanding 
of the competitiveness of foreign manufacturers and producers of technol- 
ogy, relative to US competence in equivalent or similar areas. The third 
area, which we haven't talked about at all. is the subject of technology 
transfer. 

On the one hand, we must learn more about the competence of the Soviets 
in areas where we're attempting to control the transfer of technology, 
because it's not relevant to restrain the How of technology to areas in which 
(he Soviets have already got a demonstrable capability—and it's harmful to 
companies that might otherwise create jobs and pay more taxes through 
legitimate trade with the USSR. On (he other hand, we need to know better 
where the gaps arc in our system of export controls. We need to understand 
more about the areas in which diversion of technology does occur so as to be 
more able to stop it We also have to try to build a consensus in the com- 
munity by pointing to areas where the Soviets have developed a strong 
capacity simply because of their access to Western sources of products and 
technology. (60. 62) 
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22.        HAROLD DANIELS, "The Deputy   Director   for   Information 
Role    of   the    National Security, NSA; former Assistant Dep- 
_       .      .             .    „ uty Director for Communications 
Security Agency in Com- Security 
mand, Control, and Com- 
munications" (1986, 
pp. 73-102) 

Now. what's the threat? The major threat is that anything that goes out into 
the ether can be intercepted if you have the proper equipment to do it. There 
was a time when people thought that was a major job. It turns out that if you 
go down to the local Radio Shack and you're really interested in collecting 
someone else's data, you can build yourself a system to do that for less than 
$2,000. If you look at the roof of the Soviet Embassy on Sixteenth Street in 
Washington, you'll see that those antennae certainly aren't all for TV— 

It's not only the Soviets who pose this threat; it's anyone who wants to 
invest in. or who already has, this capacity. The :hreat is a real thing, and 
it's not understood well by all. 1 can't get into too much detail. Let me just 
say that it's not a hard job for someone to find out about what you're doing 
when you're communicating out through the ether. It's not well understood 
by industry, and only. I would say. in the last five or six years has it really 
been understood within government—and even if understood, in some 
cases, not acted upon. 

There are three important components to any decision involving information 
security: value, vulnerability, and threat. When one considers protecting 
information, one first looks at the value of it. then what the vulnerability is, 
and then what the threat is. If you have any combination of those parts, 
you'll probably want to do something to protect that information while it tra- 
verses the telephone system or whatever takes it out into the ether. The 
value is your own determination. You have to decide that. If you value your 
information, chances are. someone else will value it. What vulnerabilities do 
you have? Well, if you're on a piece of wire between this room and that 
room over there, and you have some sort of protection around the enclave, 
chances are the vulnerability may be very small. If you're talking to the 
West Coast, that information leaves this building, goes perhaps on a cable to 
some microwave point, goes across the country partly by microwave, partly 
over satellite, and then goes back down again. Then that information, while 
it's out there on microwave or on the satellite, is vulnerable. 

If you decide you have highly valuable information that you've determined 
to be somewhat vulnerable, then you have to say all right, now what's the 
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real threat? If you're going to invest in protecting this, you've got to have 
some idea that somebody else has (a) the desire, and (b) the capability to 
take advantage of your vulnerabilities. That decision involves information 
that you, as an individual, cannot always have. It's my job, along with some 
of our other intelligence agencies, to help the government make that deci- 
sion as to what that threat is. 
Under NSDD 145 we've also been 

asked to advise the private sector. NSDD-National Security Decision 
We do that in such a way that Directive; NSDD US was signed by 
we're able to explain to them what President Reagan in September 1984. 

possible threats there might be to 
their particular communications. 

Take the computer world, for example. There is a perfectly legal way that 
an adversary, let's take the Soviets for example, can get into a US data base 
containing a lot of technology simply by subscribing to a public system. For 
example, they can come in through Vienna into Dialog, which is a service 
offered by Lockheed, and get into the National Technical Information Serv- 
ice (NTIS) where the US files on a number of projects and information and 
weapons systems arc held. This is a clearly legal method for someone to get 
into that. Anyone is capable of buying into that system and getting that 
information. (74-75) 

23.        MARK       LOWENTHAL. Acting Director. Office of Strategit 
"The Quest  for   Good' f,°,ce% **%**•. Bureau of Intel- 
.       ...            ,,           .Ä«w «fence and Research. Department 
Intelligence         (1986. JState 
pp. 103-20) 

The rank order for the Lxccutive. I would say. is policy support, manage- 
ment issues, and then propriety. The most important is policy support, and 
by that 1 mean, there's a positive question that the consumers ask. and 
there's a negative question. The positive question is. "Where did intel- 
ligence help? We got out of this really well. Did intelligence help, or d.d we 
just son of do this brilliantly on our own. again'" Then there's the question 
you don't want to be asked, and that is. "Where did intelligence fail?" 

One of the great overused terms in American intelligence is "failure." I 
have argued in an article for the Air Korcc Academy thai we haven't had that 
many genuine intelligence failures. We've had scrcwups. and bad calls, and 
most of these so-called "failures" usually happen for policy reasons rather 
than intelligence reasons. 
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Pearl Harbor is an intelligence failure. It's very hard to argue your way 
around that. When you lose half your fleet at the outset of the war some- 
thing really has gone wrong. The Middle East War in 1973 was a gross 
intelligence failure for the Israelis. The other cases that I've looked at, 
though—South Korea in 1950, Cyprus, Portugal. Tet. Iran—all probably 
were less failures of intelligence than areas where policy had sort of preju- 
diced the outcome. But when something goes wrong there is a certain 
amount of head hunting, and the issue is where intelligence failed. 

The management issues are the second rank of issues for the Executive. 
These are the average simple things like how much money, and how many 
people, and are they getting their work in on time. That's the typical sort of 
thing that you worry about in management. 

The propriety question is less of a concern in the Executive Branch. There 
are people whose job it is to make sure that operations are proper: that we're 
not doping people with LSD anymore without their knowledge, and that 
we're not attempting to assassinate heads of state. 

In Congress. I would say the order for those same three things is probably 
propriety, policy support, and management. Congress worries least about 
management issues. Their main preoccupation is with propriety because, 
quite frankly, that's how they got into this business— 

Their second issue is policy support. But here they're basically coming at it 
in a more negative respect, because the view of intelligence in Congress is 
largely part of the necessarily adversarial oversight function. The two 
branches aren't supposed to get along. It's built into the Constitution— 
When you're in Congress your first rank order problem is the Executive 
Branch. They're your main day-to-day problem. Then there's everybody 
else in the world, or every other domestic lobby. 

Both branches are policy makers, but there's a large difference between the 
two. The Executive has a policy to sell, a policy to support. If there was a 
new treaty overnight, a new arms treaty, an Administration spokesman 
wouldn't come before the Foreign Relations Committee and say. "Hey. it 
was late. I was tired. 1 had jet lag. It's not a great treaty. It's a good treaty." 
He would say that treaty was truth, justice, freedom, and national security. 
Congress would then say. "Could we gel another point of view on this? 1 
mean, you negotiated the treaty, what else are you going to tell us?" So. the 
Executive's always selling policy. 
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Congress is reviewing policy; it doesn't really have a policy of its own to sell. 
It may have alternative policies to propose, but largely as thwarts to the Execu- 
tive policy. In the Executive, policy makers hope that intelligence is going to 
come in and say that this is the thing to do, and this supports what you're going 
to do. In Congress the response is, "I'll bet they cooked that up to sell some- 
thing." There's a tremendous dose of skepticism about the intelligence they're 
getting; they assume that it's self-serving at a certain level. 

If you are a producer you find this very annoying. You like to believe every 
morning that you're being honest and intellectually objective, which 1 think I 
probably am most days! There are times when the numbers haven't come out 
the way we wanted them or things like that. In the Library of Congress, they 
sort of legislate or mandate objectivity in the Congressional Research Service 
(CRS). There's a very rigorous reviewing procedure. In the Bureau of Intel- 
ligence and Research (INR) and the CIA you have to do it more on your own. 
My analysts and I like to assume that we're being objective. But some in Con- 
gress assume that intelligence is being shaped to support policy. When you pro- 
duce the odd number of guerrillas that you've captured in the boonies in 
Honduras. Congress says, "Oh. come on. guys. Where did you recruit these? 
This is the 'Central Casting Guerrilla Department.'" Congress approaches tots 
of issues like this. You collect AK-47s and they want to know. "Well, didn't 
you just buy those from Egypt?" Congress naturally assumes that intelligence 
is just part of the salesmanship. 

The two branches diverge functionally on the issue of production. Only the 
Executive is the producer of intelligence. The Congress isn't. It hasn't the facil- 
ity. It just doesn't exist in that area. 

The conclusion out of all this is that the two branches approach the intelligence 
issue very differently; their relationship to intelligence is different; their need 
for intelligence is different; their knowledge of intelligence is different; and 
their concerns over intelligence will differ. Beyond this agreement that what we 
want is good intelligence, the value of intelligence lies in the eyes of the 
beholder. That's also true in the Executive, at a different level, where you get 
this argument about what constitutes good intelligence. I'll come back to that. 

Having son of laid that as a groundwork, how do you assess intelligence? I 
have two different paradigms; one 
is   the   ideal,   and  one   is   the S/iemtan Keni—to/metDttvrror, Office 
bureaucratic     The   ideal   was °' Nanooal tsttmafes, CMauthoi 

derived from .he Lie Sberm.» tSOfÜS^ST* "" A""""n 

Kent who was both an academi- 
cian, a scholar, and a producer of 
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intelligence; he said, "If an intelligence analyst had three wishes in life, 
they would be to know everything, to be listened to and believed, and to 
influence policy for the good." 

The second model is your more customary bureaucratic model, which in 
intelligence, I think, boils down into accuracy, timeliness, and cost effec- 
tiveness. Let's go through the first model—the ideal—knowing everything. 

In the Executive, I think most policy makers know that the ideal is not rea- 
sonable for either the producers or the consumers. No one can know 
everything, nor can every organization know everything. In fact, to save 
time, they basically only want to be told what they need to know. I have a 
lot of technicians who work for me. They do, in a technical sense, what 
regional analysts do. You want to tell the boss everything. You don't want 
just to tell him why there's a trade war with Japan; you want to go back to 
the Meiji Restoration so he can sort of imbue himself in Nipponese culture. I 
often tell my analysts you can just explain the miracles without telling the 
lives of all the saints. This is very difficult for analysts. It's very hard to dis- 
cipline yourself to do that. 

Policy makers realize that there's a great amount of competition for their 
time. Therefore, they will leave it to the analyst basically to tell them what 
they need to know, and perhaps toss in a couple of the odd tidbits that will 
also be interesting or fun. The mistake, 1 think, that consumers make in the 
Executive is that they probably believe that everything else is being covered 
and waiting to be tapped. If Botswana were to go up tomorrow night, most 
likely we could indeed suddenly find someone who has been covering 
Botswana for 40 years and tell him. "This is your moment in the sun. Let's 
do Botswana!" But every so often that's just not true. It wasn't true in Iran. 
It wasn't true in Portugal in 1974. You do find that you have to make man- 
agement choices. For example, we drew a lot of people out of the Soviet 
area in the CIA during Vietnam, and really consumed a lot of time. It was 
an ongoing concern. It was a war. Then when Vietnam wound down, wc 
found that we had lots of other regions that no longer were being covered 
where we were tremendously weak. In the Middle East. 1 think we've 
always been very weak; we've relied for about two decades on the British. 
Well, the British pulled out and it's been very hard to replace them. This 
assumption of "Don't worry about it—if it happens someone will cover it." 
prevails among producers and consumers in the Executive, and it's not 
always true. 

With Congress, the likelihood of knowing everything is probably an ever, 
more limited phenomenon. Congress just can't lake in intelligence i.i the 
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same doses or in the same frequency that the Executive is taking it in. 
There's much more divergent competition for the time and attention of a 
Congressman, 1 think, than there is for the average Assistant Secretary of 
whatever. The Congressman and the Senator have day-to-day preoccupa- 
tions that really eat up a lot of time. That's part of the system. It means that 
they can't devote the same sort of time and attention to knowing everything. 

As for the second of Kent's wishes—to be listened to and to be believed—in 
the Executive, getting listened to means competing with all your fellow ana- 
lysts. For example, in l&R there are 11 production offices in addition to 
mine. Each day we're all producing papers that we feel are what the Secre- 
tary really wants to read tonight. There are some 18 bureaus in the building 
where the same competition is going on. That's some 300 levels of competi- 
tion to write that one memo that the Secretary's going to read in the even- 
ing, or those two memos. or those three memos. This is very difficult. It's 
tue job of certain people, the Assistant Secretaries at one level, and then the 
Executive Secretary at another, to filter and make choices of what the Secre- 
tary really needs to read, and what do you do with the other papers. Do you 
send them to Assistant Secretaries? Under Secretaries? Publish them? My 
office does a biweekly maga/ine. Some memos that haven't gone to the Sec- 
retary will appear as lead stories. If we're smart, we'll make the decision 
that it's interesting but it's a little too technical for the Secretary. So there's 
one problem with being listened to in the Executive. 

The other problem is what you do when intelligence runs counter to policy, 
and it happens. Policy makers can always reject intelligence out of hand. A 
classic case is President Johnson in 1965. His Director of Central Intel- 
ligence (DO). John McCone told him. "You want to win in Vietnam? 
You've got to put in 300,000 troops; you've got to go to war; you've got to 
destroy the North; and then you'll win." Well, that was not what Johnson 
wanted to hear in !%5 on a continuing basis from his DCI. He wanted to 
hear. "Don't worry, the Viet Cong is small, and if you throw in a couple of 
advisors and a couple of ground forces on the bases, everything will be 
fine." 

At first Johnson cut McCone on« and then he just sacked him. From 
Johnson's poim of view that made pood sense, because he wasn't hearing 
what he wanted to be told. In retrospect, obviously, it was a mistake. 
McCone was right and Johnson was wrong. But there's nothing you can do 
about the policy maker ignoring you. You can't grab him by the lapels and 
speak to him the way Americans speak to foreigners, which is to say it 
louder and slower. Thai doesn't work. You cai 'I do that. So that's the other 
problem. 
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Congress, again, is more selective. They have two major motives in listen- 
ing to intelligence. What you're telling them had better be directly related to 
a key policy issue. You cannot often tell them, "Well, this is interesting and 
a sleeper and you ought to worry about this." There are very few members 
of Congress who have the luxury of saying, "That could be a problem in 15 
years, so I'm really going to worry about that." First of all, there's a chance 
they won't be there in 15 years. Their sense of the immediate future, 1 
would say. is anywhere from two to six years, maybe eight years. You'd 
better be able to relate what you're telling them directly to something that's 
going on right then in their lives in terms of legislation or important public 
events. They want to make sure the sleeper problem is covered because they 
don't want to be surprised by it, but it's very hard to devote any time, atten- 
tion, or resources to it—which is also true in the Executive, but more of a 
problem, I think, in the Congress. 

Congress also has an even greater ability than the Executive to reject intel- 
ligence they don't like, because they're first passing it through the filter of 
asking. "Is this intelligence self-serving?" When they get intelligence they 
don't like, some may be inclined to say the answer is yes. 

On influencing policy for the good: In the Executive, the first question you 
have to ask yourself is. "What is the good? Is it in the policy makers' out- 
come or is it in the intelligence analysts' outcome?" Intelligence analysts, 
like everyone else in the world, develop a certain clientism. They know their 
subject really well. All these other people at the top are transient phe- 
nomena. The Secretary of State will be gone in four to five years, and the 
Assistant Secretary will probably be gone in two years. Nixon was right 
about that; the permanent bureaucracy really thinks that way. They can out- 
last anybody; they're not going anywhere. They're very happy in their jobs. 
Therefore, you do end up with the policy makers, the guys who are cur- 
rently responsible—which I would say is from the Deputy Assistant Secre- 
tary level on up. where political appointments tend to begin, although at the 
deputy level you'd get a mix of some career and some political—usually 
holding two different views of what is the good in policy  

The second thing is, how do you know what the good is? 1 think most intel- 
ligence producers have enough sense at least to question whether or not 
they're right, even if they hold private views, and think. "1 know better than 
they how to fix it." 

In Congress, well. v...at Congress wants is good, and what the Executive 
wants is bad if they disagree. That's a very simple phenomenon. That's why 
they're two separate branches of government. Again Congressmen are back 
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in the situation of tending to accept that which fulfills their policy . »oals and 
rejecting that which fulfills the Executive policy goals that they oppose. 

So that's the ideal model, according to Kent's three wishes, for both 
branches. The ideal might be nice. 1 don't think any intelligence producer 
assumes it can ever be achieved. I'm not sure the ideal in the end would lead 
to any meeting of the minds on what is good intelligence. 

Let's go to the bureaucratic paradigm of accuracy, timeliness, and cost 
effectiveness. Obviously, accuracy is essential. You want to avoid the sur- 
prise phenomenon. Yo • want to have accurate intelligence. Most of my 
customers tend to apprc ute the necessary limits of what we can achieve in 
terms of accurate predictions. In politics it's very hard predicting on the 
average afternoon what Khaddafi's going to do. It's probably not something 
you want to do for long if you're keeping a batting average. My analysts 
cover a lot of technical matters with the Soviet weapons systems, worrying 
about range and throw weight and number of RVs (reentry vehicles) and size 
of the blast and so on. Technical intelligence can be more precise than polit- 
ical intelligence, so we can get what we feel is pretty close and pretty accu- 
rate, although even here there will be a wide divergence of opinion on some 
issues. 

I think there is some tolerance among the producers for the finite limits of 
intelligence. I'm not sure that the consumers in the Executive always appre- 
ciate the need for "maybes" and "perhapses" and "it appears thats."—sort 
of what someone called "writing in the subjunctive." Most intelligence ana- 
lysts are smart enough, or have been burnt enough times, that they don't 
want to stale flatly. "At 9:05 tomorrow morning they're going to do X." 
Unless you've got the world's best intelligence that tells you that, most pro- 
ducers aren't going to write that. They write. "Well, it appears they're 
going to do X. then again they may do Y. or Z. or possibly go back to A." 
Sometimes it's necessary and sometimes it's simply CYA. I don't think, 
(hough, when it's necessary, that 
consumers always understand why. 
So we have a divergence between CYA-covetyoutass 
the producer and the consumer 
where, if the consumer does not 
appreciate the need for this hedged analysis and cries "failure" whenever he 
gets burnt, then you end up with very timorous producers. 

Also, there's a learning curve. During the period when we had sick old men 
running the Soviet Union, we really got very complacent in predicting 
Soviet policy issues. I never understood people who say. "Well, we want 
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them to have a dynamic leader." Why? I don't! I think we were in much 
better shape when they had sick old men. Gorbachev is a whole new ball 
game. We're coming up to speed on him. You get burnt enough times, you 
become a little more cautious. 

In Congress, among the three issues of accuracy, timeliness, and cost effec- 
tiveness, accuracy is probably the key factor in terms of assessing intel- 
ligence. But it's probably applied with less understanding for the limits, for 
the 'maybe,' for the need to hedge the analysis; therefore, the notion of 
accuracy is applied more rigorously and perhaps less reasonably, I think. 
The average member of Congress is not exposed to a lot of what we call 
intelligence. They don't all see the National Intelligence Daily (NID) every 
day. They certainly don't see the President's Daily Briefing (PDB), or the 
Secretary's morning summary. The members of the Intelligence Committee 
will see the NID, but you're talking about 17 on one side and 15 on the 
other. So not even 10 percent of the whole is being exposed to intelligence 
on anything close to a regular basis. The Foreign Relations Committee 
members will get to see more, but even then it's selective. You don't bring 
up cartloads of stuff on the People's Republic of China (PRO nuclear test 
program. You give them the stuff that you think they'll need. 

... The issue of timeliness is obviously essential for the Executive. There's 
no sense telling anyone on December 8th that you're going to have your 
fleet attacked when it's been attacked on December 7th. There's a wonderful 
story about Talleyrand having dinner in Paris in July of 1821 when news 
came that Napoleon had died at St. Helena in May. His companion said. 
"What an event!" Talleyrand said, "No, Madame, now it is only news." 
You don't want to be in a situation of producing intelligence that's only 
news, and especially old news. The thing that you have to convince con- 
sumers of is the time it takes to produce good intelligence, or to work up a 
good briefing, unless it's something that's already been done. If there is a 
need for a briefing in an area where our intelligence is less firm, it takes a 
certain amount of time before we can whip that presentation into shape. 
That's one problem. 

Then there's the problem of. again, getting the attention of the consumers. 
Pinning down an Assistant Secretary is difficult. Similarly, when the ambas- 
sadors for the arms control talks are in Washington, they get briefed reg- 
ularly. But there are some days when the 9 o'clock briefing goes to 10 and 
some days the 10 o'clock briefing gets postponed to tomorrow. That's just a 
fact of life. If it's something really urgent you can always» get to the con- 
sumer. There are ways that you can wave flags and push the right buttons. 
But you also don't want to cry wolf too often. 
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... [MJoving on to the timeliness issue in the other branch, the Congress, I 
think that unless you've been in the intelligence production process or unless 
you've had a lot of exposure to it as an overseer, there's less appreciation 
for how hard it is to coordinate policy, and how hard it is to coordinate intel- 
ligence in the Executive Branch. Lots of people have axes to grind. Every 
intelligence producer has his own benighted view of the world. The intel- 
ligence production process is no better than the clearance process, which is 
abysmal. You've got to get everyone to sign on, and you end up with lots of 
lowest common denominator paragraphs, or you end up with papers that 
read like first-year German translations of Nietzsche, where all the verbs are 
in the wrong places and all the adjectives are in the wrong places, and yet 
it's in English. (NIEs, stylistically, are some of the most unrewarding read- 
ing you can do in your entire given life). So timeliness is important to the 
Congress; as I said, though, 1 think they're less aware of the problems 
involved. 

Cost is the next way of measuring the value of intelligence. For the Execu- 
tive, it's not so much a question of cost effectiveness as it is of resource 
allocation. You're always playing with fewer resources than you need, and 
you've got this intense competition within the budget as a whole, and within 
the intelligence budget, for resources. I never have understood the argu- 
ments that the CIA hypes the Soviet threat to improve the defense budget. It 
doesn't make any sense to me bureaucratically. The CIA has no institutional 
interest in a higher defense budget except for collection systems. If more 
money's going to defense, less money's going to CIA, and that's a fact of 
life. 

... To go back to the question of competition in the budget; there are two 
levels of competition in the intelligence budget. One is between and among 
technical collectors, and these things are really expensive. Most of the intel- 
ligence budget goes to two commodities, collectors and computers. The bot- 
tom of the NSA installation, the subbasements, is reportedly one very large 
computer. It's very expensive stuff. 

Then you get the competition between the technical collectors and the ana- 
lysts. What if you collect all the information and no one can analyze it? And 
we do collect more information than you can easily go through in a given 
day. Every morning when my analysts take "the take," they've got a stack 
of cables a foot high. A lot of it is absolutely inconsequential stuff. Then 
there are the interesting items. Winnowing that out in the half an hour that I 
give my staff in the morning, before I go to my director's meeting, is a very 
hard task. The trouble is that it's always easier to get money for collectors. 
This is true in both the Executive and Congress. You can always sell 
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gadgets to Congress and the Executive. We have a lot of belief in technol- 
ogy in this country. People are always easier to cut, or easier not to buy. It 
seems less threatening. Obviously you reach a certain point where that's not 
true; if you don't have enough analysts, and you have too much incoming 
information, then you have a big problem. 

Congress, I think, suffers in that they have a less reliable means for creating 
a standard. They have more difficulty judging where to make these choices 
within the intelligence budget. What's interesting is, we've had instances 
where the Congress has questioned the choices the intelligence community 
made and tried to increase the money. For example, in one of the annual 
reports of the House intelligence Committee, I think it was around 1983, 
possibly 1984, the committee said that OMB's (Office of Management and 
Budget) decisions on which collectors to buy were wholly divorced from 
any intelligence requirements. They were just a bunch of green eyeshade 
people going over the intelligence budget and making bad resource choices, 
just deciding this is expensive, this is cheap, buy this. Congress actually 
reversed a lot of OMB decisions. So if you've got a group of informed 
members and an informed staff, congressional review can actually work to 
the benefit of the intelligence community. But 1 think, on a day-to-day 
basis, it's probably harder for them to do. Congress nevertheless really has 
been very interested in resource management. 

Having said all that, let me add one other feature to the bureaucratic para- 
digm, and that's quality control. Who performs quality control? In the 
Executive, 1 would say the consumers are largely performing quality con- 
trol, but usually through negative feedback. Usually you only hear from 
your customers when they feel they haven't been served well. You don't get 
a lot of complimentary notes going back and forth, although it happens. 
There's also the President's Foreign Intelligence Advisory Board. PFIAB, 
which serves as an overseer. The trouble with PFIAB is that it's somewhat 
irregular and unsystematic. It's a group of high-powered people who've had 
interesting jobs in industry, government, or the private sector, who then get 
paid per diem to sit on this board and assess the effectiveness or the utility 
of intelligence. But it's done somewhat irregularly, making it difficult in 
terms of quality control for the Executive. 

In Congress the quality control is being performed by the intelligence com- 
mittees. The first issue the committees have to face is what their standards 
are for good intelligence. As I've said. 1 think that their sense of what con- 
stitutes good intelligence is different from that of the Executive. Yet, in 
many respects, I think the committees are much better situated to do 
postmortems, at least intellectually, if not in terms of access. Postmortem is 
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not something that we do an awful lot of in the Executive Branch, for a rea- 
son that I'll come back to. We've had the committees now for 10 years, and 
they've been very helpful in trying to promote good intelligence. For exam- 
ple, the House Intelligence Committee's Report on Iran was a very useful 
study, not only of why we didn't know that the Shah was on his last legs, 
but also the entire intelligence production process. They went through the 
NIE process and said that it is not a very sound intellectual procedure, and 
that the NIEs are not worth fighting for because they're not influencing pol- 
icy makers. 

Let me draw some conclusions then and throw the rest of the time over into 
discussion disagreement, or whatever. 1 think both branches tend to judge 
intelligence largely through a negative reference, especially during so-called 
failures. I think it's easier to assess when things have apparently gone wrong 
than to figure out when things are going right. When you're getting intel- 
ligence right it's just basically not news. It's when you've left people in the 
lurch or surprised them that they come and tell you. Every so often you will 
hear that your product was very useful. 

Between the branches, intelligence is treated politically. In part I would say, 
"Why not?" Everything else is. Why should intelligence be exempt? 

And in part it's the nature of the system we have, especially in foreign pol- 
icy. We \ave a wonderful myth in this country that foreign policy is bipar- 
tisan. Politics stops at the water's edge. In reality we have always had 
partisan debates over foreign policy, and I would argue that with 2.5 excep- 
tions, every political campaign since 1948 has had a major foreign policy 
input. The trouble is that intelligence has now become part of this debate, 
for a number of reasons. One was the effect of the investigations which left 
people with the attitude that these agencies can do some really nasty or inept 
things if they're not controlled; and they did. in fact, do some things that 
were illegal as assessed by both branches. 

The second. I think, was that we politicized the position of the DCI. Until IS 
DCIs did not change with every administration. There was usually an overlap 
of about a year, because this was seen as a nonpolitical position. Eventually a 
President will want his own DCI. but they I were | not changed automatically. 
We're now in a situation where a new President appoints a new IXT— 

Finally, the partisanship issue in foreign policy has obviously affected the way 
in which intelligence is treated between the branches. As I mentioned earlier, 
the Executive tends to resist making assessments and postmortems. There are 
two reasons. 
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First, the consumers resist it because they don't have the time. They've 
solved whatever that crisis is or they've stopped worrying about whatever 
that crisis is, and they're on to the next one. "Let's just keep moving." It's 
a very now-oriented environment. The consumers don't have time for it. 

Second, the producers don't want report cards. Adults are no different from 
children in that respect; they don't want to be assessed on a continuing 
basis. There's always that element of chance that you didn't get the grade 
you wanted or felt you deserved. So the producers tend to resist it. 

Congress, I think, is more interested in doing postmortems, and I think that 
they're better suited to it. Congress has actually at times said, "Hey, that 
was good." One example that stands out in my mind is during the Maricl 
boat lift. Les Aspin (D-WI). who at that time was Chairman of the Over- 
sight Subcommittee, issued a report saying. "Intelligence was really good 
on this. They predicted that Castro would do this, and they predicted the 
numbers of people we would have to deal with, and the policy makers had 
every reason to be prepared." 

Congress has tried to foster more postmortems, and I think they've been 
fairly successful. The Iran one stands out in my mind as a good one. There 
was one on Grenada that was less successful. 1 think Congress is well suited 
to do this as long as they're not simply grinding their axes because they also 
disagree with the Administration's policy. 

But 1 think Congress can do this, and has done it well, which leads us to the 
question that I started with: What constitutes good intelligence? The more 1 
thought about this, the more 1 felt like Justice Potter Stewart in his comment 
about pornography: "I can't define it, but I know it when 1 see it." I think to a 
certain extent that's what good intelligence is. 1 sat through a briefing recently 
that didn't tell me anything 1 hadn't really known before, except it was a bit 
mote concrete. But 1 walked out saying that was really a good analytical job. 
They pulled together lots of disparate pieces. They made a couple of leaps in 
the dark of their own that worked. They pulled together all sorts of interesting 
knowledge. That was really good intelligence! But I can't prescribe how to do 
it. If 1 could prescribe how to do it. 1 wouldn't make my own mistakes. 

There are two paradoxes in intelligence. One is that intelligence often serves 
best on the areas that arc little known. For example, the PDRY. South 
Yemen. Little regular attention is paid to South Yemen. But. when a civil 
war erupted, we were able to get people up to speed very fast. Also, there 
you're dealing with consumers who know that they don't know anything 
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about South Yemen. There's no reason to pay tremendous amounts of 
policy-making time to South Yemen until it blows up and the Yemeni Cabi- 
net starts shooting each other. 

In contrast, when it comes to US-Soviet relations, everyone assumes he 
knows what's going on. We've been living with this problem for 41 years, 
and everyone assumes, "Oh, yeah, I can do US-Soviet analysis. You're not 
telling me anything I didn't know before." This becomes heightened during 
a crisis. I think the major thing that goes wrong during a crisis between the 
producers and the consumers is that the consumers tend to act as their own 
analysts. Their attitude is, "Give me raw cable traffic. 1 can make up my 
own mind." Terrible, terrible thing to do, and it happens. 

So there is this paradox that we probably do better on the rare, odd event 
than on the general long-running event. In ongoing situations, you also tend 
to get trapped by your own analysis after a while. There is a certain timidity 
about predicting major changes in assessments because this raises the ques- 
tion, "Well if you were wrong then, why are you right now?" Then when 
the assessment gets changed again, people keep asking, "When are you 
going to give me a number that was the right number?" The answer is, 
"Never." It's very hard to explain that to a consumer. 

The other paradox is that Congress may in many respects be in a better posi- 
tion than the Executive to make improvements in intelligence, because 
they're not involved on a day-to-day basis; they can sort oi step away and 
take the long view. The question is. will the Executive really allow that? My 
sense is. on a regular basis, probably not. It's going to take some major 
gaffe. The CIA is a direct result of Pearl Harbor. That's why we have the 
CIA. It's not because some genius came up with the idea in 1947. It's 
because we lost a fleet once. That's the kind of event it takes to make a mas- 
sive improvement in intelligence. But as I've said. Congress may be better 
suited to do it. 

... One of the things that has always bothered me as an analyst, and some- 
thing that I've tried to avoid doing now as a producer, is focusing on how 
much money the Soviet Union is putting on defense. I don't think you can 
calculate it. I'm never sure. Should we be doing dollars to rubles, or rubies 
to dollars? (1 once suggested we find neutral currency; we'll convert 
everything to Polish zlotys and see if we can come up with a better number.) 
I'm not sure what it tells you. If 1 were convinced you could gel a good 
GNP number for the Soviet Union, which you can't, and if I were convinced 
that you could then translate what percentage of their resources they put into 
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defense, it might be interesting. The only useful commodity that you come 
up with in terms of analysis is, well, what have they produced? They've got 
1.398 ballistic missiles. That's an interesting number. That's real. Now you 
get into the issue of how many refires, and how many spares, but numbers 
won't necessarily tell you that. Not numbers of dollars, or numbers of 
rubles. 

I have always found this to be a very bizarre discussion, yet it always hap- 
pens. Ted Turner said. "Money is how people keep score." Well, Congress 
and the Executive both do that with the defense budget of the Soviet Union, 
or they compare their budget with our budget. We're buying apples and 
they're buying oranges, or we're buying beefsteak and they're buying 
potatoes. Yet everyone is saying they're spending different amounts of 
money. Of course they're spending different amounts of money. 

I think one of the big mistakes you can make as an intelligence analyst, and 
this is apparent even before you become a producer, is mirror imaging— 
assuming that everyone is making decisions for the same reasons. You make 
all these wonderfully, facile intellectual comments like. "They're all just 
people. They're all just like us." Nobody's like us. 1 don't even know what 
"just like us" is on the average afternoon, but you get that kind of 
discussion  

... Being held responsible for keeping surprises down to zero would be 
unreasonable. A certain number of surprises will get through. It just hap- 
pens. I think the standard to which we tend to be held, of keeping people 
informed on a regular basis on things we feel they need to know, is feasible. 
If they're missing something, they'll let us know. We tend to hear from the 
consumer when he feels that he's not getting what he needs. 

... Analyzing the wisdom of buying more D-5» as opposed to MXs or Mid« 
getmen is just not a function to which I'm entitled. I can analyze Soviet 
forces all day. and I can lay out the 
implications for the United Slates. 
I can say. for example, if the        D-S&-Navy'*Trident missile 
Soviets arc making the following        MXs-tO wathead replacement tot the 
L. ,.     .  „.  ,„ . i Minutemän nussilv buys in the next 10 vears. and I . ,_, 
, « Midgetmen—low-yield.      pteiiMon 
have a pretty good sense that they 1otlow im to Mmulemän 

are. these are the kinds of forces 
the United States would need to 
hold them at risk. That's not the same as then saying. "Therefore, buy the 
l>-5 and not the MX." That's something that all the intelligence agencies 
have to keep out of. 
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What happens in defense is that each of the Services has kept its own intel- 
ligence staff—a very small one, but a separate one. There you probably are 
getting more of the recommendations such as, "Well, this is what we think 
the Russians are going to buy at sea, therefore, we should buy this missile, 
not that missile, or this surface ship or that surface ship." In the larger sense 
of the community, we don't do that and we can't do that— 

(STUDENT) 1 want to ask one question about oversight, given your back- 
ground, particularly the oversight of all kinds of intelligence operations. It 
seems to be increasingly impossible for the United States to have both Con- 
gressional oversight in its present state, chiefly for covert operations, and 
covert collection activities that remain covert. 

|L0WENTHAL| I don't think that's true. I think the action of the over- 
sight mechanism has worked very well. To go back to one of your points 
about perception, one of the other great myths in American political life is 
that Congress leaks like a sieve. Ninety percent, 95 percent of all leaks 
come from the Kxecutive Branch. Of course, leaks are like murder myste- 
ries. The first thing you ask in a murder mystery is. "Cui bono?" Who ben- 
efits? Leaks are like that, and most of the time it's someone in the Executive 
who's benefiting. The record of the Intelligence Committees has been abso- 
lutely admirable on this business of keeping operations that were supposed 
to be secret, secret. 

What's interesting is institutionally, if you read the rules of the two commit- 
tees, there are very severe penalties for leaks, such as getting thrown off the 
committee, and being censured on the floor, which is something that no 
member wants to sec happen. It's worse than death. (104-08. 109. 110-12. 
113. 119. 120) 

24. RICHARD    J.     L.EVINE. Idilonal Duectot. U*U Basv Publish 
"Electronic Publishing for "»*' °°w ,OIH* * Company 
Business   Intelligence" 
(1986. pp. 121-34) 

Over the years ... Neu s Retrieval has grown into a very broad-based 
electronic information service, aimed not just at the stockbroker but at the 
businesspcrson. regardless of the industry in which he or she is working. It 
combines news with data, analysis, and transactional capabilities, including 
brokerage services, electronic mail, and services that allow you to make 
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airline reservations and actually buy and sell retail goods. It's delivered not 
only to dedicated terminals, but also to personal computers and communicat- 
ing terminals over packet-switching networks. 

... Eighty-six percent of the middle managers need or have an interest in 
information about their own company, 64 percent want information about 
their customers, and 54 percent want information about their competitors. 
Among top executives, 96 percent were interested in information about their 
own company, SO percent about their customers, and 44 percent about their 
competitors. Those findings are really confirmed in the usage patterns and 
statistics that we are seeing. 

... I recall a conversation several years ago with a space salesman for a 
business magazine. We had just started to offer a data base that contained 
earnings estimates on thousands of companies; I frankly thought it was of 
greatest value to investors. But to my surprise he said, "That thing is just 
making my life wondrously easier and it's contributing to my salary." 1 
said, "What are you talking about?" He said, "Look, what I'm selling is 
corporate advertising to companies. 1 check this data base, and if the stock 
analysts believe that the earnings are about to soar. I go in and I tell the 
executives of the company that they're hot right now on the street and they 
might as well ride that wave. They ought to buy advertising and get out their 
corporate message in my publication." Likewise, if the Wall Street analysts 
are turning bearish on the company, he turned that to his advantage too. 
He'd say. "Look, you're in trouble. These guys are going against you. They 
think your earnings are going to plummet. You're stock price is going to 
hell if you don't act now. You need corporate advertising." 

... The uses to which this kind of information are being put are many and 
varied. The same is true of some of the transactional services that 1 men- 
tioned. Through a gateway arrangement with Dun & Bradstreet's Official 
Airline Guide (OAG) subsidiary, we provide not only schedules and fare 
information for hundreds of airlines around the world, but we also enable 
you to make reservations from your terminal. OAG allows you to rationalize 
the often anachronistic pricing arrangements within the airline industry, and. 
as a result, to control travel costs. When you go in and say. "I want Flight 
273 on this carrier," it lists the various ways you can make that tlight. from 
the lowest price to the highest price. The variations on that same (light can 
be enormous. In a disinflationary environment, this capability becomes an 
important tool lor cost control. 

... Our research indicates that the questions that the executives ask aren't 
very precise. As they get passed down the chain they get fuzzier and fuzzier. 

358       Levine. IWb 



intelligence 

The real reason for the search is unclear, and the real interest of the origina- 
tor of the search is unclear, and as a result, the maximum effectiveness of 
these systems isn't evident. And they're spending considerable amounts of 
money to get this information. It is much better where the end user does the 
retrieval himself or herself. 

... |WJe were positioning ourselves as an important source of major 
national and international news event. That's all happened within the last 
year or two. I ask myself, "But why, when people are getting live television 
coverage of that?" I think one reason is simply that television sets are not as 
accessible in corporate offices as terminals. 

There is also a desire, which we want to learn more about through focus 
group research, to supplement the information that is being distributed on 
television with something that's not print but goes beyond the ephemeral 
nature of television. 

... You can start to see the future in this article that I brought along. It 
appeared in the Boston Globe on October 16. 1983. when we were a lot smaller 
than we are today. The headline read. "Shultz Has Fun With Computer." and 
it was written by Bill Becchcr. who's the diplomatic correspondent for the 
Globe. It said: "At the end of the interview, as the reporter was putting away 
hi?, tape recorder. Secretary of State Shultz asked if the reporter had a personal 
computer on his desk. *as I do.'" Turned out each had the same brand. "You 
know what I do with mine?" Shultz asked. "I subscribe to the Dow Jones 
World News Sen-ice. From time to lime I scroll over reports from one part of 
the world or another, and then 1 phone the appropriate official to ask what he 
makes of this development or that." Obviously, in many cases he would be 
asking questions on late-breaking developments aicy had not even heard of yet. 
"'It drives them wild!.' he said with impish glee." 

... One of the consequences in terms of organizational structure within a 
corporation is that people who have access to these services and know how 
to use them can bypass formal channels. The Shultz anecdote is a perfect 
example. He's not waiting for formal reporting channels. He's bypassing 
them. You read about this process from lime to Mine in the computer maga- 
zines. An article last year on personal computing among the top executives 
in a number of Fortune 500 com- 
panies revealed that they were 
often  reaching down into the        änul^Hvnfy ft^kuWt^ ;;w & Computing at the Top.    Personal 
bureaucracy with very specific («Minuting. MJ«n was, /> LO 

questions. With the use of internal 
and external data bases, thev were 
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accessing information that they'd never had before. They were able to 
exercise much greater firsthand, direct control over operations, in some 
cases leaping past three or four levels of managers, by going through the 
data bases themselves and taking their questions straight to the originating 
manager. In the more traditional process of passing information through the 
hierarchy, that stuff gets reduced to a page or so. The higher you go in a 
corporation s* a sense, maybe the broader the range of the information you 
get, but also the shallower the information, because it tends to be filtered as 
it rises. These systems allow that senior level management to retain tremen- 
dous control over access to very detailed information. 

... The point in doing it (putting each day's Journal into the News/Retrieval 
computer) is that no one's coming in just to search that day's Journal, but 
they are coming in to search the historical files with the knowledge that the 
search is encyclopedic as of the moment they make it. It encompasses all 
known knowledge, or at least all knowledge known to Dow Jones. What we 
are offering is the protection that the search covers not only the historical 
information, but also all our information right up to that point. (122. 123. 
124-25. 127. 128-29. 133) 

25. JOHN GRIMES. "Informa- Director. National Security Telecom- 
tion Technology and Mul- mumcMtiom *nd Director. Defense 

,  „ .. Programs (C'i, NSC 
11national Corporations 
(1986. pp. 135-49) 

While the government has had to address this issue for many years, and has 
done things to protect information—particularly critical military information— 
industry has not yet accepted interception as a threat to corporate planning, 
other than those companies that are in high technology arenas. Some of the 
high tech firms have been required by law. or by contract, to protect certain 
information. Access to computer data bases and systems has become a major 
iv»uc. Unauthorized access by the Soviets to high technology data bases in the 
universities, ttvough vanoi, associations and exchanges, etc.. will probably be 
the most highly debated information issue over the next five years. Technology 
can fix the problem. I think, to a point. You can't entirely stop it. we know 
that; but in the main we c;«n fix it. Yet. when you apply certain * ire tech- 
niques, then you deny other people access to that information, whether for 
economic or technical reasons. It's going to be a major debate in Congress and 
in the Executive; General Sttlwell is involved with it. and also Congressman IA 
BmoS (D-TX. Chairman. Government Operations Conuiuttcc). It will pose a 
constitutional question eventually. 
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[STUDENT] There were two news items in regard to that this week. One 
is that NSA's offer of endorsement to industry's standardization of cryp- 
tographic equipment for the private sector makes it more secure to have 
industrial communications, but some also say it makes information in 
society more available to NSA. The other item is that DoD supposedly 
wants to go into disinformation on weapons or contract information in a big 
way, putting spurious data into the system so as to confuse potential infor- 
mation gatherers. Actually, those techniques, to deny an enemy information 
and to overload him with false data, seem to come at the problem from two 
different ends. Considering the nature of American society, overload might 
be the more promising of the two, but difficult to carry out. I suppose. 

(GRIMES| Well, the government has made no actual claim of disinfor- 
mation, even though accusations to that effect have been made in the media. 
1 can tell you, from where I sit. that there has been no conscious decision or 
policy to do that. I can't say the thought doesn't reside in people's minds. 
Actually. 1 think we're already engaging in overload because anybody trying 
to sort out the information we publish has a major task ahead of him. But if 
somebody wants to spook the system, to get at corporate planning, stock 
market information, or bank records, they can; you've got to look at the 
various threats. There are hackers out there who have been put into jail and 
are back now as consultants to industry and to individuals. Security is a real 
issue in information systems. All I'm saying, as a closing remark, is that it 
will be the major debate in government; we can fix most of it with technol- 
ogy, but I'm not sure we want to do that because we might end up denying 
information to people who do need it. It's a national issue that we have 
before us. and it won't be resolved in an hour's discussion. < 149) 

26.        B.R.    INMAN.     "Tech- heudent and Chief executive Officer. 
nological Innovation and Mictoetectronics and Compute/ 
the   Cost   of   Change'" rechnotogyColoration 

(1986. pp. 151-68) 

|W|hat has surprised mc more than anything else about the performance of 
industry as compared to government in this broad area we're discussing— 
the ability to gather knowledge or intelligence on the outside world and then 
integrate it into a decision-making process—is how poorly that is done. 1 
had always held the view, from my 31 years of government service, that 
industry must be far more effective, fur more efficient than government. I'm 
sure that there are many cases where that is true, but I haven't been exposed 
to a large number of them in the past four years. (132) 
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27.        GREGORY   D.   FOSTER, Senior Fellow, Institute of National 
"The National Defense Strategic Studies National Defense 
...        .    ,      _ University (NDU); former Director, 
University s   Command NDU    command   and   Control 
and   Control   Program" Research Program 
(1987, pp. 1-22) 

When I was a consultant several years back, 1 worked on a study for the 
intelligence community staff. We did an input/output analysis in which we 
attempted to assess the producer ity of the various elements of the intel- 
ligence community, relative to established intelligence requirements. We 
quickly learned that day-to-day intelligence collection and analysis deals 
with the real world, with real-time things. Annual intelligence 
requirements—once upon a time called Key Intelligence Questions; they're 
called something else now—lag well behind the dynamics of the real-world 
intelligence process. In fact, they have very little impact on actual collection 
and analysis— I agree that there is a critical need for intelligence- 
command feedback. The difficulty is creating an environment in which such 
feedback works effectively because, typically, at the risk of over- 
generalizing, policymakers don't know how to ask the right questions. (3) 

28. ROBERT   L.   DE GROSS, Provost, Defense Intelligence College 

"Teaching Intelligence" 
(1987. pp. 41-59) 

The demands ci an intelligence person are to understand the political system 
that he works with and the need for information, to collect information, to 
analyze that information, to get some sort of product which is readable by a 
decision maker, and then to disseminate that information— The intel- 
ligence cycle is the collection, production, and dissemination of 
information. 

... Military attaches are collectors of military information. They are legal 
representatives of this country in foreign countries who are there to collect 
information. This is a recognized diplomatic activity. 

|()i-.Tl iN(ii-.K| ... Let's lake for granted that for purposes of this discus- 
sion we're not dealing with covert operations, but with the analytical infor- 
mation acquisition. Is that what your intention was? 
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[DEGROSS] In fact, one of the great disagreements within the 
community—I guess those people who are intelligence professionals—is 
whether covert action is actually part of intelligence. There are those people 
who say that covert actions are implementation of policy decisions and, 
therefore, while they are done sometimes by intelligence agencies, they in 
fact are not part of the intelligence process. 

... |WJe're desperately concerned about the status of languages, primarily 
Third World. The government cannot and should not maintain enough 
resources to provide everyone with language capability, and yet we know 
we're going to need it. We see the reservoir of language capability drying up 
on the outside, especially during the 1970s and 1980s, because of lack of 
funding. Language departments are closing. 

The Secretary of Defense has expressed active concern about language train- 
ing for two or three budget years in a row. The President's budget has 
zeroed out funding for the Department of Education for foreign language 
and area study centers, and each year the Secretary of Defense sends out a 
letter saying this is in the national security interest, please restore the fund- 
ing. That letter makes its way to Congress, and Congress restores the 
money. To a certain extent it's a game that's being played, nevertheless, the 
Department of Defense does recognize that language capability is an 
intelligence-related skill. That's the phrase that's used. 

Now. however, that's one level. The other level is: Can we really afford to 
maintain the language capabilities, develop and maintain them? How much 
is available in translation? Given the nature of the military, the rotation of 
assignments, even the foreign area officers have difficulty maintaining lan- 
guage and the fact that many of the foreign area officers were going into 
positions where in fact they didn't even use the language and they lose it. 
Maybe Harvard might be one of those assignments. 

It is very costly, obviously, to develop and maintain a language. It's some- 
thing that everyone at the top gives a great deal of lip service to. about the 
need to have it. Whether it's actually doable and affordable. I'm not sure. 
One of the more promising things that has come out. though, is that some- 
one using their head figured out that if the military can't maintain a language 
capability, the reserves can maintain a language capability. There are several 
language reserve battalions which have been established in the United 
States, so that if. in a tune of emergency, like an emergency in the Philip- 
pines, we find out that there are no Tagaiog speakers, the reserves aa* used. 
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... There is, I think, an obvious recognition and an obvious commitment 
that an attache who goes to a country has to have the language. If that is an 
intelligence function then I think that's understood. I think there's a genuine 
recognition that an analyst who has a language capability for the country 
he's dealing with is probably a better analyst, because he understands the 
cultural milieu and is able to read journals and pick up the nuances. Whether 
that is attainable, maintainable and cost effective in the government today is 
debatable. Obviously, it's critical for a National Security Agency to have the 
language capabilities. 

Language therefore is very important. It's one (issue) which 1 and many 
other people spend a lot of time thinking about, because we're concerned 
about the future. But intelligence managers, managers of analysts, tend to 
think about their daily problems, not about their future problems, and they 
don't want to build, necessarily, a capability that they might need for 5. or 
10, or 15 years from now. To tell people that they really ought to have one 
Swahili speaker is very hard when they know their budget comes for certain 
types of intelligence. They know that their immediate problems are this and 
that, and it's very difficult to get them to send someone out for a long-term 
study of Swahili or some other language. 

... The opportunity that faces defense intelligence is the new missions that 
arc coming. The role that defense intelligence is going to play in arms nego- 
tiations. When Mr. Gorbachev decides, for example, that he is going to 
offer to bargain on weapons in Europe, the questions that get asked are: 
"What are the weapons? How many? What does that mean to us?" That can 
mean collection. It's an analysis of their capabilities, our capabilities, and 
then help during negotiations. I think one of the things we see is that intel- 
ligence is taking a front line in terms of arms negotiations. That's something 
that's new. It's not new that we're having arms negotiations, but the direct 
involvement of intelligence in this process is new. Verification is going to 
be one of the issues: Who is verifying intelligence? 

... Second. I guess the role for defense intelligence that's relatively new is 
terrorism—combating terrorism. It's very hard because you don't have a 
defined enemy. You have an enemy but you're not sure who they arc. They 
don't always wear uniforms. When you find out about them, they're proba- 
bly so far down the line that it's the ones you don't know about, the small 
groups that have splintered from a larger group, that very often can be men- 
acing. It's a new type of enemy with a new type of threat. We're trying to 
figure out how to prepare people to deal with counter-terrorism analysis. 
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The third, which I mentioned earlier, is narcotics. Those three are kind of 
new challenges to prepare people for. For example, with the counter- 
narcotics, that is not necessarily a military intelligence function, but military 
intelligence may provide some sort of supporting mechanism. We certainly 
are providing some training right now. and that training is something which 
has been defined as doable by the Department of Defense. The great diffi- 
culty, as I see it. is the problem of evidence. Within the narcotics field indi- 
viduals have to be brought into a court of law and then there is the whole 
avenue of where you found out your information, and that gets into the 
whole issue of sources and methods. There are some problems which have 
not yet been worked out legally, but yet we can provide analytical training 
which will be very helpful. (42. 43. 46-47. 55. 56) 
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Seminar Speakers 

Dr. Archie D. Barrett was a member of the professional staff. House 
Armed Services Committee at the time of his presentations in 1985 and 
1987. A retired Air Force officer, he has extensive experience in NATO 
general defense, nuclear and logistics plans and policies; Air Staff long- 
range planning, concepts, and doctrine development; and tactical and strate- 
gic flight operations. Dr. Barrett's book. Reappraising Defense Organiza- 
tion, was published in 1983 by the National Defense University Press. 

Dr. Richard S. Beal was Special Assistant to the President for National 
Security Affairs and Senior Director for Crisis Management Systems and 
Planning at the time of his presentation. Prior to joining the White House 
staff, he was an Associate Professor of International Relations and Political 
Science at Brigham Young University. Dr. Beal had extensive research and 
teaching experience in Southeast Asia, the Far East, and Europe and contrib- 
uted widely to general, scholarly, and governmental publications. He died in 
1984. 

Mr. Stuart Branch had recently completed his service as Assistant Secretary 
for Communications in the Department of State at the time of his presenta- 
tion. In his career with the department. Mr. Branch served as Chief of the 
Communications Facilities Staff. African Operations Officer. Communica- 
tions Officer for the American embassies in Saigon and Mexico City. Chief 
of the Communications Center Division, and Executive Officer for the 
Office of Communications. 

Mr. Leo Cherne was Vice Chairman of the President's Foreign Intelligence 
Advisory Board. Executive Director of the Research Institute of America, 
and Chairman of the l-awyers Cooperative Publishing Company at the lime 
of his presentation. A recipient of the Presidential Medal of Freedom in 
1983. Mr. Cherne has also been awarded the Legion of Honor by France 
and the Commander's Cross of the Order of" Merit by the Federal Republic 
of Germany. 
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Mr. William E. Colby was Counsel with Reid & Priest at the time of his 
presentation. Earlier, he served as Director of Central Intelligence under 
Presidents Nixon and Ford. 

Dr. Robert Conley was President, Conley & Associates, Inc., a consulting 
service, at the time of his presentation. He had served previously as Deputy 
Assistant Secretary for Advanced Technology and Analysis and Acting 
Assistant Secretary for Electronic Systems and Information Technology, 
Department of the Treasury. Prior to then, he was the Navy's Chief Scientist 
for Command and Control Programs, service which followed 18 years in 
various assignments with the National Security Agency. 

Lieutenant General John H. Cushman, US Army (Ret.), was a management 
consultant at the time of his presentation. During his military career. Gen- 
eral Cushman served as a commander and staff officer, culminating in major 
commands in Vietnam and Korea, as well as stateside command of the 
Army's Combined Arms Center and a tour as Commandant. Command and 
General Staff College. His book. Command and Control of Theater Forces: 
Adequacy, was published by AFCEA International Press in 1985. 

Mr. Harold Daniels was Deputy Director for Information Security of the 
National Security Agency (NSA) at the time of his presentation. He entered 
cryptologic service in 1954 as a Navy communications technician serving at 
NSA and joined the NSA staff in 1957. During his career he has held senior 
management positions in both S1G1NT and COMSEC disciplines, including 
assignments as Director of Civilian Personnel, and Chief. Asia and Pacific 
Analysis Group. 

Dr. Robert L. DeGroas was Provost of the Defense Intelligence College at 
the time of his presentation. He has served on the Advisory Board to the 
Department of Education on International Education and on the DoD Uni- 
versity Forum on Languages and Area Studies. He has also held academic 
appointments in history at the University of Maryland and at Miami Univer- 
sity. He has published on the military-academic relationship and on the rela- 
tionships between education and work. He has traveled and lectured 
extensively both in the United States and abroad. 

Dr. Richard D. DcLauer was Under Secretary of Defense for Research and 
Engineering and. later. President. Orion Group Limited, a consulting firm, 
at the time of his presentations in 1981. 1982. and 1985. Previously, at 
TRW Inc.. Dr. DeLauer was responsible for System and Energy activities. 
He was also director of the Ballistic Missile Program Management and 
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director of the Titan ICBM development program at TRW. Dr. De Lauer is a 
member of several technical societies and co-author of two books on nuclear 
rocketry. 

Captain Fred R. Demech, Jr., a career cryptologist with the US Navy, was 
assigned to the National War College at the time of his presentation. During 
his career, he has held such varied positions as Special Assistant and Per- 
sonal Aide to the Director for Command Support Programs on the staff of 
the Chief of Naval Operations; Executive Officer of the Naval Security 
Group Activity in Winter Harbor, Maine; Executive Assistant for two con- 
secutive directors of the National Security Agency; and Deputy Comptroller 
for the Naval Security Group Command and the Cryptologic Officer Detail 
at the Naval Military Personnel Command. He also served as Deputy Execu- 
tive Director and then Executive Director of the President's Foreign Intel- 
ligence Advisory Board from 1981 to 1984, and later as Commanding 
Officer of the US Naval Security Group Activity in Ed/ell. Scotland. 

Lieutenant General Hill man Dickinson, US Army, was Director for Com- 
mand, Control, and Communications Systems, Joint Chiefs of Staff at the 
time of his presentation. He saw service as a commander in Vietnam, but 
the backbone of his career has been technology: nuclear test detection sen- 
sors, combat support systems, target acquisition intelligence, and electronic 
warfare. He was the first commander of the Army's C Research. Develop- 
ment, and Acquisition Command. 

Dr. Gerald P. Dinneen was Corporate Vice President. Science and Technol- 
ogy for Honeywell. Inc. at the time of his presentation. He was Assistant 
Secretary of Defense for Communications. Command and Control, and 
Intelligence during the Carter Administration. His background lies in MIT's 
influential Lincoln Laboratory, one of whose prime contributions to modem 
technology was the pioneering Whirlwind computer Lincoln was also the 
birthplace of the long-lived SAGE air defense system. 

General Richard H. Ellis, US Air Force (Ret.), had recently retired from his 
position as Commander in Chief. Strategic Air Command when he gave his 
presentation. General Ellis began his career as an aviation cadet in World 
War II. rising to Deputy Chief of Staff. Far East Air Fences before the war's 
end. He was Vice Commander in Chief. USAFE and commanded the 6th 
Allied Tactical Air Force. Allied Air Forces in Southern Europe, the 16th 
Air Force in Spain. Allied Air Forces Central Europe, and finally USAFE 
itself. He directed the Joint Strategic Connectivity StalT at Offutt Air Force 
Base from its founding in summer 1980 until his retirement and directed the 
Joint Strategic Targeting Planning Staff, also at Offutt. 
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Lieutenant General Lincoln D. Faurer, US Air Force (Ret.), is a former 
Director of the National Security Agency, and Chief. Central Security Serv- 
ice. Fort Meade. Maryland. General Faurer's extensive military career 
included service as Deputy Chairman of the NATO Military Committee in 
Brussels. Belgium and Director. J-2, for the US European Command in 
Vaihingen. Germany. He has worked several times for the Defense Intel- 
ligence Agency, most recently as Vice Director for Production. General 
Faurer is also the recipient of numerous decorations and awards, including 
the Distinguished Service Medal, the Defense Superior Service Medal with 
one oak leaf cluster, and the National Intelligence Medal of Achievement. 

Dr. Greg Foster, a former Army officer, was a Senior Fellow with the 
Institute for National Strategic Studies. National Defense University at the 
time of his presentation. As first director of the university's Command and 
Control Research Program, he sought, through a variety of research, pub- 
lishing, and educational initiatives, to focus the attention of the national 
security community on a rcconceptuali/ation of command and control. Dr. 
Foster previously served as Director of Research and Manager of Wash- 
ington Operations for the Foreign Policy Research Institute, and before that 
as Director of the Center lor Security and Policy Studies. Science Applica- 
tions. Inc. He is co-author, with Adam Yarmolinsky. of Paradoxes of 
Power: The MHilary Establishment in the Eighties; his most recent book. 
The Strategie I.'intension of Military Manpower, co-edited with Alan Ned 
Sabrosky and Wlliam J. Taylor, Jr.. was published in 1987. 

Mr. John (»rimes was Director of National Security Telecommunications 
and Director of Defense Programs (C'l for the National Security Council al 
the time of his presentation. In previous assignments, he served as Deputy 
Manager of the National Communications System, from 1981 tt» 1984. and 
as Assistant Deputy Chief of Staff for Operations and Plans. US Army Com- 
munications Command, from 1973 to 1981. Kartier, he was Deputy Direc- 
tor. Communications Engineering Directorate, and Clue I of the Command 
and Control Division of the Test and Evaluation Directorate. US Army 
Communications-Electronics Engineering Installation Agency. 

General Ri»bert T. Herres. US Air Force, the first Vice Commander of the 
Joint Chiefs of Staff, was Commander in Chief of the North American Aero- 
space Defense Command (CTNCNORAD) al the lime of his presentations. 
As CTNCNORAD. he also served as first Commander in Chief of the unified 
US Space Command. Commander in Chief of the Aerospace Defense Com- 
mand, and Commander of the Air Force Space Command Prior to that he 
was Director for Command. Control, and Communications Systems in the 
Office of the Joint Chiefs of Staff. General Herres has also commanded the 
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Air Force Communications Command, Eighth Air Force, and served as 
Chief of the Right Crew Division with the Manned Orbiting Laboratory Pro- 
gram. He has held numerous other posts in the fields of intelligence, com- 
munications, and systems development and acquisition. 

Rear Admiral Robert P. Hilton, US Navy (Ret.), was President. Hilton 
Associates, a consulting firm, at the time of his presentation. He has been a 
consultant to the International Planning and Analysis Center. Inc.. the Cen- 
ter for Naval Warfare Studies, the US Naval War College, and the Institute 
for Defense Analyses. Before his retirement from the Navy. Rear Admiral 
Hilton served as Vice Director fur Operations. Joint Chiefs of Staff, and was 
responsible for supervision of the National Military Command Center and 
Special Operations Forces. He also served as Deputy Director. Plans and 
Policy. Joint Chiefs of Staff, and as Deputy Assistant Chief of Staff. Plans 
and Policy for SHAPE. Mons. Belgium. 

Professor Samuel P. Huntington was Director of the Center for Interna- 
tional Affairs at Harvard University and Eaton Professor of the Science of 
Government at the time of his presentation. One of the founders of the quar- 
terly journal Foreign Policy, he was its co-editor for seven yean. Mr. Hunt- 
ington served as Coordinator of Security Planning for the National Security 
Council, the Policy Manning Council of the Department of State, the Office 
of the Secretary of Defense, the Institute for Defense Analyses, the US Air 
Force, and the US Navy. He is the author of numerous scholarly articles and 
coauthor of several books, including Living Wilh Nuclear Weapons, pub- 
lished by Harvard University Press in I98.V 

Admiral Bobby R. lnman. US Navy (Ret.) made three presentations 
between 1980 a».I 1986 In 1981. he became the first Naval Intelligence 
Specialist to attain four-star rank when he was promoted to Admiral coinci- 
dent with his appointment as Deputy Director of Central Intelligence. From 
1977 to 1981. he directed the National Security Agency, following two 
years as Director of Naval Intelligence. He was appointed President and 
Chief Executive Officer of Microelectronics and Computer Technology Cor- 
poration in 1983. His volunteer activities include serving as a director of 
The Atlantic Council, the Council on Foreign Relations, and the Rickover 
Foundation; a trustee of the Brookings Institution and Southwestern Univer- 
sity; and a member of the National Academy of Public Administration. The 
Trilateral Commission, and the Defense Science Board. 

Mr. Donald C. Lntham was Assistant Secretary of Defense. CMI. at the time 
of his pre sent at 11 HI He also served as Deputy Under Secretary of Defense. 
C'l. in the Office of the Under Secretary of Defense for Research and 
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Engineering. Previously, he was Division Vice President, Engineering, at 
RCA Government Systems Division, where he reviewed and coordinated 
engineering activities in various tactical, strategic, and space systems for the 
military. NASA, and other government agencies. Mr. Latham is also the 
author of two hooks and numerous technical papers, and a contributor to 
many DoD engineering studies and proposals. 

Mr. Richard Levine was Editorial Director. Data Base Publishing, Dow 
Jones & Company, at the time of his presentation. In that capacity, he was 
responsible for the editorial output of Dow Jones's Interactive Information 
Services Division, which produces Dow Jones News/Retrieval, a videotex 
service, and Dow Phone, a audiotex service. Before moving into electronic 
publishing. Mr. Levine spent more than 14 years with The Wall Street Jour- 
nal, serving as a general assignment reporter, labor editor, military corre- 
spondent, and chief economic writer and front-page columnist. 

Mr. James R. Locher, III was a member of the professional staff and senior 
staffer for the Subcommittee on Projection Forces and Regional Defense. 
Senate Committee on Armed Services at the time of his presentation. From 
1985 to 19X6. he directed the bipartisan staff effort that resulted in the Gold- 
water-Nichols DoD Reorganization Act of 1986 and was the principal author 
of the study Defense Organization: The Need for Change. Previously, he 
was the Senior Committee Adviser on International Security Affairs, respon- 
sible for force projection programs, including airlift, sealift. amphibious 
warfare, and rapidly deployable forces In addition, he has held several posi- 
tions in the Office of the Assistant Secretary of Defense for Program Anal- 
ysis and Evaluation and served as Executive Secretary of the White Mouse 
Working Group on Maritime Policy. Executive Office of the President, in 
et Ion that resulted in the Merchant Marine Act of 1970. 

Dr. Mark Low en thai was Acting Director of the Office of Strategic Forces 
Analysis. Bureau of Intelligence and Research. Department of State at the 
lime of his presentation. In that capacity, he was responsible for intelligence 
and analysis of issues pertaining to nuclear arms and Soviet activities, 
providing overall intelligence support to US arms control negotiators, and 
designing new products for use by policy makers. In a previous assignment, 
he was a specialist in national defense for the Library of Congress's Con- 
gressional Research Service, heading the Europe. Middle East, and Africa 
Section. Prk* to that, he was a Foreign Affairs (Hiker in the Slate Depart- 
ment's Office of Policy Analysis. Bureau of Politico-Military Affairs, and 
was a member of the Consolidated Verification Group, lie is the author of 
US. Intellitieme: Evolution ami Anatomy i 1984). and of many articles and 
congressional studies on intelligence-related issues. 
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General Robert T. Marsh» US Air Force, was Commander, Air Force Sys- 
tems Command (AFSC) at the time of his presentation. His portfolio 
includes involvement with ballistic missile development and command of 
the Projects Division in the Directorate of Space in the Pentagon before he 
returned to the AFSC as Deputy Chief of Staff for Development Plans. He 
commanded the Electronic Systems Division for nearly four years before 
being appointed Commander, AFSC in 1981. 

Mr. Rodney B. McDaniel was Executive Secretary of the National Security 
Council (NSC) at the time of his presentation. As the administrative head of 
the NSC staff, he was responsible for the day-to-day functions of the inter- 
agency NSC process and providing direct support to the President and the 
National Security Advisor. He joined the NSC in 1985 as Special Assistant 
to the President, becoming the Senior Director of the Crisis Management 
Center, where he developed crisis procedures, systems to support decision- 
making, and emergency preparedness plans. While in the US Navy, Mr. 
McDaniel helped draft the Defense Guidance document that laid out the 
basic strategy for program planning, led a National Security Council- 
directed study of Navy force requirements, and commanded a guided missile 
cruiser. He also served as Chief of Staff to the Commander of the Seventh 
Fleet, with responsibility for day-to-day operational direction of all Navy 
and Marine Corps forces in the Western Pacific and Indian Ocean, and as 
Deputy Commander/Comptroller of the Navy's Shipbuilding Command. 

Lieutenant General Clarence E. McKnighi, US Army, was Director for 
Command. Control, and Communications Systems, Organization of the 
Joint Chiefs of Staff at the time of his presentation. Prior to that assignment, 
he was Commanding General. US Army Communications Command, a 
global responsibility covering 1,400 installations with a total of 33.000 per- 
sonnel in 14 countries. He also served as the Commandant of the Signal 
School, the largest technical training center in the Army. His Army career 
has included assignments in the tactical, strategic, systems engineering, and 
research and development areas. 

Mr. David McManis was the National Intelligence Officer for Warning and 
Director oi the National Warning Staff at the time of his presentation. He 
was also president-elect of the National Security Agency's Computer and 
Information Sciences Institute. Previously, he had been Chief of the Policy 
and Management Staff at the Telecommunication', and Computer Services 
Directorate where he was icsponsiblc for liaison and support to both the 
House and Senate Intelligence committees and the Executive Office of the 
President. Prior to that. Mr. McManis worked for the National Security 
Agency which he joined originally as an Arabic Voice Transcriber. From 
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1969 to 1974, he was director of the White House Situation Room and a 
member of the senior staff of the National Security Council, providing the 
President *nd his Assistant for National Security Affairs with current infor- 
mation on international events. 

Lieutenant General Thomas H. McMullen, US Air Force, was Deputy 
Commander, Tactical Air Command at the time of his presentation. He has 
served the Air Force in system acquisition and tactical aviation—flying 
fighters, seeing command and control work as a forward air controller in 
Vietnam. He has been a test pilot, worked in RAD, been associated with 
Gemini, Apollo, and the B-l bomber and the A-IO attack aircraft, and seen 
systems from the acquisition side as well. 

Mr. William G. Miller was Associate Dean and Professor of International 
Politics, Fletcher School of Law and Diplomacy. Tufts University at the 
time of his presentation. His career in the Foreign Service brought him from 
early experience as a political officer in Iran to service as a presidential 
emissary under President Carter in a 1979 mission that contributed to the 
release of the first group of Iranian hostages. Along the way, he rose from a 
staff position in the Senate to staff director of the Senate Special Committee 
on National Emergencies and Delegated Emergency Powers, and then to 
equivalent po: lions on two Senate select committees investigating the US 
government's intelligence activities. The first, the Church Committee, cre- 
ated the second, the Senate Select Committee on Intelligence, in May 1976. 
and in doing so brought about a new era of intelligence oversight and a 
rigorous system of accounting for all intelligence activities. 

General William E. Odom, US Army (Ret), was Military Assistant to the 
Assistant to the President for National Security Affairs at the time of his 
presentation. He subsequently served as Director of the National Security 
Agency. He is widely recognized as an authority on Soviet military strategy. 

Mr. Lionel (Miner was a member of Paul. Weiss. Rifkind. Wharton & Gar- 
rison, an international law firm, at UV lime of his presentation in 1986. He 
had previously serve ! as Under Secretary for International Trade, US 
Department of Commerce, where he headed the International Trade Admin- 
istration, an organization of more than 2.000 persons locate«! in 48 US cities 
and 124 posts overseas. In this position, he managed the trade promotion, 
export control regulations, and trade laws of the US government. From 1977 
lo 1981. he was Director of International Programs for Motorola. Incorpo- 
rated, where he developed international trade strategies, with emphasis on 
the opportunities created by the Multilateral Trade Negotiation Agreements. 
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He also served :1s Executive Secretary of the President's Foreign Intelligence 
Advisory Board. a position he had left just prior to his 1980 presentation. 

Mr. James M. Osborne, former Senior Vice President, E-Systems, Inc., 
was retired at the time of his presentation. His background includeslactical 
development for the US Anny Signal Corps and 19 years with RCA, during 
which he rose to Vice President and General Manager of the Government 
Communications and Automated Systems Division. His career culminated 
with his Senior Vice Presidency at E-Systems, where he served as Group 
Executive for the company's Production Electronics Group and General 
Manager of the ECI Division. 

General Lee Paschall, US Air Force (Ret.) was a consultant at the time of 
his presentation. Before retiring from the military. General Paschall directed 
both the Defense Communications Agency and the National Communica
tions System. That mammoth management job gave him a firsthand basis for 
jndging how OI is applied in daily reality-political, operational, technical, 
human. 

Vice Admiral David C. Richardson, US Navy (Ret.). was a consultant at 
the time of his presentation. He spent his career in the Navy in a variety of 
command and staff positions, including command of the Sixth Fleet in the 
Mediterranean and deputy command of the Pacific Fleet. Since his retire
ment. he has served on the Defense Intelligence Review Panel, several 
panels of the Defense Science Board, the Navy Space panel of the National 
Academy of Sciences, and the C'I panel of the Naval Research Advisory 
Committee. 

Mr. Charles Rose was a US Representative (D-NC) at the time of his pres
entation. He served as Chairman of the Policy Group on Information and 
Computers, was active in computer and television service to the House as a 
member of the House Administration Committee, and was Chairman of the 
Subcommittee on Oversight and Evaluation of the House Permanent Select 
Committee on Intelligence. 

Major General Robert A. Rosenberg, US Air Force, was assigned to the 
National Security Council at the time of his 19RO presentation; -when he 
made his second presentation, in 1984, he was Vice Commander in Chief 
for the North American Aerospace Defense Command (NORAD) and 
Assistant Vice Commander for the US Air Force Space Command (SPACE
COM). A graduate of the US Naval Academy in Annapolis, General Rosen
herg holds a master's degree in aerospace engineering from the Air Force 
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Institute of Technology and is a graduate of the Industrial College of the 
Armed Forces, Washington, D.C. 

Mr. Charles W. Snodgrass was Vice President, Financial Planning and 
Management, Electronic Data Systems Corporation at the time of his presen- 
tation. He is a former Assistant Secretary of the Air Force for Financial 
Management. During his career with the Federal government, he moved 
from the Office of Management and Budget through the congressional staff 
to a cabinet-level office, gaining a view of the federal budgetary process 
which is both broad and deep. During that time he was associated with many 
aspects of CM acquisition, including a successful strategy to protect Air 
Force interests in defeating an automatic data processing bill in the Senate, 
and development of means of Congressional oversight of the US intelligence 
community during his years as a staff assistant to the House Appropriations 
Committee's Defense Subcommittee. 

Lieutenant General James W. Stansberry, US Air Force (Ret.), had 
recently retired from command of the Air Force's Electronic Systems Divi- 
sion when he gave his presentation. His military decorations and awards 
include the Distinguished Service Medal, the Legion of Merit with one oak 
leaf cluster, the Air Force Commendation Medal, and the Army Commenda- 
tion Medal. His military career spanned over thirty years during which he 
worked in such diverse fields as air science, nuclear safety, atomic energy, 
and defense procurement. Among the positions he held were Deputy Assist- 
ant to the Secretary of Defense (Atomic Energy). Deputy Director of Pro- 
curement Policy for the Air Staff at the Pentagon, and Deputy Chief of Staff 
for Contracting and Manufacturing. Air Force Systems Command at 
Andrews Air Force Base. 

General Richard G. Stilwell, US Army (Ret), was Deputy Under Secretary 
of Defense for Policy and. later. Chairman of the DoD Security Review 
Commission at the time of his present, 'ions in 1982 and 1985. His military 
career spanned 39 years and 14 campaigns in three wars. He was Deputy 
Chief of Staff for Plans and Operations of the US Army, and held numerous 
other commands and posts. General Stilwell's many awards include the 
Department of Defense Distinguished Service medal, the Army Dis- 
tinguished Service Medal with three oak leal clusters, and the Purple Heart. 

Mr. Raymond Tale was President. Raymond Tale Asvociates at the tune of 
his presentation. He had previously served a* Deputy Assistant Secretary of 
the Navy and Deputy Director of the National Security Agency. His unique 
background ranges from the environment of the While House basement to 
the outside world— with vertical integration from the national leadership to 
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the "grunt'1 in the field. He has weathered a number of national crises, has 
had experience in both command situations and intelligence, and thus offers 
a valuable personal context on national affairs. 

Dr. W. Scott Thompson was Director of Programs for the American 
Security Council Foundation, President of Strategic Research Associates in 
Washington, D.C., and Consultant to the Department of Defense at the time 
of his presentation. He is a member of the permanent faculty of the Fletcher 
School of Law and Diplomacy at Tufts University as well as an Adjunct 
Professor at Georgetown University. He has been a Visiting Fellow at Har- 
vard University's Center for International Affairs, Visiting Research Pro- 
fessor at the University of ti.- Philippines, and Visiting Research Professor 
at Chulalonkorn University. Bangkok. His non-academic positions include 
two years as the presidentially appointed Associate Director of the United 
States Information Agency, a year as Assistant to the Secretary of Defense, 
and two years as Consultant to the US Navy. He has written or co-edited six 
books on foreign relations. 
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John F. Kennedy School of Government 
Seminar: Command. Control, Communications, and Intelligence 

Chronological and Alphabetical Listings. 1980-1988 

Chronological Listing 

1988 
h 

Intelligence Sources and Their Applications 
Rae Huffstutler 

Three Mile Island: A Case Study in CM for Crisis Management 
Richard L. Thornburgh 

Special Operations and tow Intensity Conflict: A Congressional Perspective 
James R. Locher. Ill 

Strengthening the Chairman of the Joint Chiefs of Staff 
Robert T. Hcrrcs 

The Special Operations Command: Structure aid Responsibilities 
Robert C. Kingston 

Tailoring C*I Systems to Military Users 
Jerry Tuttlc 

The Evolution of Special Operations Forces 
Earl Lockwood 

Getting in Front of C*V- problems 
Frank J. Breth 

Putting C'l Development in a Strategic and Operational Context 
Ruth Davis 

1987 

The National Defense University's Command and Control Program 
Greg Foster 

Coining of Age in C'l 
Michael J. Zak 

Teaching Intelligence 
Robert L. DcGross 
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The Information Management Marketplace 
Eugene B. Lotochinski 

Ideology and National Competitiveness 
George C. Lodge 

CM: A National Security Council Perspective 
Rodney B. McDaniel 

Making Intelligence Better 
Fred R. Demech. Jr. 

Defense Reorganization: A View from the Senate 
James R. Locher. II! 

Defense Reorganization: A View from the House 
Archie D. Barrett 

1986 

CM Systems at the Joint Level 
Clarence E. McKnight 

Data Security in the Information Age 
Robert Cooky 

Intelligence Techniques for the American Business Community 
Lionel Olmer 

The Role of the National Security Agency in Command. Control and 
Communications 

Harold Daniels 
The Quest for "Good" Intelligence 

Mark Lowenthal 
Data Base Publishing for Business Intelligence 

Richard Levine 
Information Technologies and Multinational Corporations 

John Grimes 
Technological Innovation and the Cost of Change 

B.R.lnman 

IMS 

Centralization of Authority in Defense Orgaii' nations 
Samuel P. Huntington 

The Role of Intelligence within CM 
Lincoln D. Fattier 

Structure and Mechanisms for Command and Control 
Richard GStilwell 

Politics and the Military—The Climate for Reform 
Archie D. Barren 
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A Consultant's View 
Richard D. DcLaucr 

A View from Inside OSD 
DoraldC. Latham 

A CINC's View of Defense Organization 
Robert T. Herres 

Roles of the Joint Chiefs of Staff in Crisis Management 
Robert P. Hilton 

1984 

U.S.-U.S.S.R. Information Competition 
W. Scott Thompson 

Decision Making, Crisis Management, Information and Technology 
Richard S. Beal 

Warning as a Peacekeeping Mechanism 
David McManis 

Television News and the National Interest 
LeoCherne 

Cost-Effective Rearmament 
James W. Stansberry 

Strategic Defense: A Challenge for CM 
Robert A.Rosenberg 

CM and Crisis Management 
Stuart Branch 

With AT&T in Iran 
Hubert L Kertz with Anthony G. Oettingcr 

1943   NO SEMINAR 

1*2 

Strategic Connectivity 
Richard H. Ellis 

Planning for Defense-Wide Command and Control 
Htllman Dickinson 

A Tactical Commander's View of CM 
Thomas H.McMulkn 

C> Priorities 
Gerald P. Dinnecn 

Air Force CM Systems 
Robert T. Marsh 
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Policy and National Command 
RichardG. Stilwell 

The View from the Hot Seat 
Richard D. DeLauer 

Foreign Affairs. Diplomacy and Intelligence 
William G. Miller 

1981 

Meeting Military Needs for Intelligence Systems 
James M. Osbome 

The Convergence of CM Techniques and Technology 
William O. Baker 

A Major Contractor's View of CM 
Richard D. DeLauer 

CM and the Commander Responsibility and Accountability 
John H. Cushman 

Funding CM 
Charles W. Snodgrass 

The Uses of Intelligence 
David C. Richardson 

Congress and CM 
Charles Rose 

Issues in Intelligence 
B.R.Inman 

CM and Telecommunication» at the Policy Level 
William Odom 

Worldwide CM and Telecommunication» 
Raymond Täte 

The Influence of Policy Making on CM 
Robert Rosenberg 

CM and the National Military Command System 
LeePaschall 

Oil Crisis Management 
A K Wolgast 

The Developing Perspective of Intelligence 
William E.Colby 

Managing Intelligence for Effective Use 
B.R.Inman 

Watchdogging Intelligence 
Lionel Oimer 
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William 0. Baker 1981 
Archie D. Barrett 1983,1987 
Richard S. Beat 1984 
Stuart Branch 1984 
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William E. Colby 1980 
Robert Conlcy 1986 
John H. Cushman 1981 
Harold Daniels 1986 
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Gerald P. Dinneen 1982 
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Clarence E. Mcknight 1986 
David McMants 1984 
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Lee Paschall 1980 
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