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Foreword

It is axiomaltic that the command and control of military forces is of
utmost importance to all military operations. Dozens of books and articles
address what professionals in the field refer to as **‘command. control, com-
munications, and intelligence (C)."" But the esoteric perspective taken by
these puhlications is usually intended for a professional audience, leaving a
nced for a work that places the sehjeet in the overall context of operations,
decisionmaking, and plauning. so that the interested layman can understand
its vital and often complex functioning.

To write such a book about CH. the National Defense University joined
lorces with the Program on Infoimation Resources Policy of Harvard Uni-
vensity. Since 1980, a series of seminars on command and control have been
held, witended hy senior governmient officials and leaders in industry. These
mectings olten produced illuminating and lively dehate. Over the years
records of these exchanges, which contain the best of what has been thought
and said on the topic, have accumulated in the archives, accessihle only o
scholars who can carry out their research at Harvard,

Lieutenant Colonel Thomas P. Coakley, USAF, Associate Professor of
English at the US Air Force Academiy, during a sahbatical as an NDU Visit-
ing Fellow, took on the task of editing, organizing, and presenting this
archival material so that it might be accessihle 10 a wider audience. Screen-
ing thousands ol pages, he has amanged the best of the material in chaptens
on the central issues of command and control, introducing each chapter with
an inshuctive summary, and then presenting the most informative extructs
from the Harvard papers and transeripts. This book can serve both the gen-
eral reader and the specialist. Moreover, Dr. Couakley has nude the wisdom
ol senior jeaders and expents, whose experience is imeplaceable, availahle w
those who must cope with the fast-mwoving connnications revolution.

Am.;
J.A. BALDWIN

Viee Admiral, US Nary
President. National Defense University
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with a non-partisan perspective that permits an impartial overview ol
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Introduction

“Inlformation is power.”" The notion echoes through the ages,
Irom Proverhs to the lips of Gordon Gekko, an unscrupulous charac-
ter in the movie Wall Sireer. Measures of that power range [rom the
political inlTuence wielded hy shamans and priests who were well
informed about the processes of the natural world to the immense for-
tunes accumulated hy Gekko's real-life counterparts, the Ivan
Boeskys who thrive on insider information.

Wall Sireet’s emhrace ol the information-power cyuation is
reflected in the frequent appearance of books with titles such as Cor-
porate Intelligence aond Espionage: A Blueprimt for Exectdive Deci-
sion Making and Monitoring the Competition: Find Our What's
Really Going On Over There. The Wall Street Journal®s status as a
major US paper is yet inother indication that information and power
go hand in hand.!

Primacy of information holds for hattlefields as well as board
roois. In the context ol national defense, the acquisition and use of
information underlie the concept of " Command, Control, Communi-
cations, and Intelligence,”” represented by the cumbensome acronym
“C (pronounced c-cubed-i or Ue-three-inn).

Use of the tenm "C7 in casual conversation about delense
isues elicits a vanety of responses. By fur the most common i a
guizzical look. On the Faces of those who pride thewselves on their
interest in things highly technological and avant garde. the speal:e
will ohserve the hlank, cbarrassed smiles of people who can’t guite
place something they know they've heard betore. IT the listeners
include menbers of the militny, ore should be prepared to see at
least a few grimaces of dnowing disgust. Electrical engineers und
theie associates will respond with enthusiastic nods when they hear
the teom. On very rare ocrasions, it will draw the turrowed hrow and
slow, sapacions nod of the C'] theorist. The latter is avnally
cncountered only on the iringes of sovial science cireles,

That most citizens are unacguainted with the term C'l—or s
translations: ““command, control, communications, and intel-
hgence ™. vommand and control ™ “commeand syutems, T and so
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on—is surprising, given the fact that C*l has, throughout the 1980s,
been *'a growth industry,’” even in the face of Gramm-Rudman-
Hollings and other restrictions on federal spending. Both President
Carter and President Reagan made improving CYl a top priority,
according it, in the words of Senator John Tower, *‘equal value with
the weapons systeme. in the competition for dellars and the attention
of xcuior Defense Department management. ™™

Se the concept of C'l is imponant and increasingly visible. but
what exactly is it? Dehates ahout terminology shound in this srca.
Though an inelegant phrase. C'l camies with it allusions to tuncless
clements of support lor commanders as well as contemporary con-
notations ("C'l'" looks mathematical or ““high tech™ }—advantages
lacking in the otherwise attractive alternative of simply using “‘com-
mand™* in an all-inclusive sense.? More impontantly, “"C*l™" has the
advantage of currency: while many experts dislike the term, they all
recognize .

The concept of C'l probahly originsted in wn attempt to apply
systems analysis, with its connotations of mathematical precision and
efficiency. to comtand and other functions which directly support
command. Take sway those things usually thought of as the sub-
stance of defense—weapons, snmmunition, Tuel, logistics, spare parts,
buildings, people—and C*l is what remains. Ideally, C1 is what
melds the ““stuff™" of defense together into an effective lighting
machine.

A useful way to Took wt the coucept of C'lis in terms of an anal-
ogy with the human hody (Table 1), The centrsl nervous system
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exercises the body’s Command function: receiving infornation from
the sensory nerves, processing that information, making decisions—
some conscious. some avtomatic—hased on that information. and send-
ing orders hy way of the motor nerves. The motor nerves themselves are
analogous to a commander’s Control function which consists of
channels—organizational structieres or “lines ol command “——through
which the commander’s decisions. in the Torm of orders, pass to the
forces charged with carmving them out. just as the orders ol the central
nervous system are passed to the body s muscles. The sensory nerves
provide information about the outside world and the state of the body,
just as the Intelligence function provides a commiander with infomation
about enemy Torces and the state of Triendly Torees.

In Tahle 1. the motor nerves and the sensory nerves constitute the
“penpheral nervous system.” Dircction differentiates the two elements
of thi~ system: one is dirccted toward the centrad nervous svstem; the
uther. awey Some experts on C' see the contrad as **friendly intel-
ligence.” the means the commander has tor keeping track ol the stutus
of his ur her own torees.* While control is used in i shghtly difterent
sense here, the CH-Body analogy fits both views.

Messages to and from the central pervous systern take the form of
nminute electrical changes—"action potentials. ™™ They are the mcans,
the “instrumentalities™ —to use Anthony Oettinger’s temm for the Com-
munications Tunction of C-—hy which infonnation and orders nwve o
and from the central nervous systens.” Though the body™s action poten.
tials and C'Is conumumications are subsidiany aspects of thewr respectine
syateins, neither systemn vould function without them.

The advantage of using 3 ssstemns approach when stidying cither
the human body or national defense s that one is Jess prone to leave out
sancthing vital, Just as some bady builders seem to stight the mitricate
syatem that develops and coordmates alt those well-Tormed munscles,
s defense advocates are inchned o shight the systems that nahe
something msetul ol the “stul?™ of defense. Fascinated by the Latest
developments i jets, ships, and tanks, they forget the O systenns vital
to using those weupons etfectively . The bottorn fine is that o bady with-
oul 2 nervous systeil s i useless lunp of dapidly decaymg matter; a
detense progrn without good €1 i just as worthless.

Perhaps the hreadih and sipmificance of C iy be best undentond
by evamimng the concens encompassed by each element of the tenm.
In o detense context. Commtand covens 1he range of orgamzational les-
cls trom the National Conmunand Authonty 1NCAY- - the President and
thune whio suceced the President m conmand - o the soldier in charge
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of a small patrol. At each level, it involves receiving and assessing
information about the environment (enemy, friendly forces, intentions,
posttions, capabilities, and so on), generating and constdering options,
selecting a best option, and sending out the orders to implement that
option. Thus, the exercise of command can cover everything from
devising a strategy for nuclear deterrence to getting a patri] back to
Iriendly lines. Persons in positions of command must concern them-
selves with how much information they want to rcceive directly. how
much they want filtered before it reaches them, and who is io do the fil-
tering. They must also resolve how much leeway to give subordinates.
how quickly or slowly to respond to changes in the environment, how to
allocate resources, and o thousand other issues,

Control, as used here, describes the channels or “*lines of com-
mand ™ through which a commander’s orders. advisories. admonitions,
queries, and so on, pass to his or her Torces. Such lines reflect respon-
sibility as well as authority: **You're in charge. 11 the joh doesn’t get
done, you'll be fired.”” Unlontunately. the concepe of control is often
clearer in theory thun in reality, a prohlem demonstrated in the Depan-
ment ol Defense’s Dictionary of Militarny and Associated Terms. That
puhlication defines **control™ as

That authority exercised by o commander over part of the activitios of supordi-

nate organizations of otiwr organizations nol normaly under his commany,

which encompasses the responsibility Tor iniplementing ondens o directives.,

All e part ot this suthonty may be transtered or delegated
Further nuances come into play with the application ol adjectives such
as “udministrative,” Coperattonal,”” and tactical.” In Chapter 4,
extracts {rom General Cushman’s presentation highlight some ol the
pracucal difficulties that result when the lines of control are not
clear-cut,

The higher the level of the commamder is, the more attenuated con-
trol becomes and the greater the ask of indomuation loss or distortion as
it moves to a.d from the comninder. At the low end of the spectrum,
commander will probably be able o establizh control according to his or
her individual requirements: at the high end, » commander will be
obliged 15 use the lines of command established by Congress or the
Department of Defense (DoDy. I o conmander isn’t comfortahle with
the estublished comrol ¢chiannels, he or she may be wempred w supple:
ment or circunivent those channels through the creaticn ot infonmal
ones. 10wl alse be up to e conmumder o determine . ien it's appro-
prite 1o adhere closely to establishied lines of comnand and when to
skip one or more eehelons.
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Communications are the means by wbich infonnation is carned
back and forth between the commander and the commander’s forces,
sensors, allies, and perhaps even tbe enemy. The term *'communica-
tions”" includes everything from ninners and camier pigeons to the most
sophisticated and secure electronic transmission devices. A commander
will want communications to be dependuble; secure from enemy inter-
ceplion or interruption; interoperable—able to connect his or her own
lorce elements with each other and with allied lorces; and casy to use,
especially in the heat of battle. Seldom baving equipment that will sat-
isfy all of those criteria, the commander will have (o use tradeoffs to
detemiine the best mixes of available communications systems.

Intelligence is the collection, analysis, and presentation (1o the
commander) of information about an enemy, potential enemy, or the
commander’s own forces. When intelligence insiders toss about terms
such as “"HUMINT,"" SIGINT."" ""COMINT,"" and "IMINT."”
they're referning to vanous sources of intelligence: spies, intercepted
telemelry or communications, pictures taken by ““spy satellites,”” and so
on. Intelligence sources may also he classified as open (newspapers, TV
and radio broadeasts, puhlic data banks) or clandestine. Major intel-
ligence issues concem the allocation of resources hetween collection and
analysis and hetween human and electronic sources: the legitimacy of
covent aetion as a lunction ol intelligence agencies; and the role of Con-
gress in overseeing intelligence activities,

Further contnbuting to the complexity of C'l is the matter of per-
spective. Ditterent ““communities’™ of expents bave very diflterent per-
spectives on C ssues. Hlistonically, members of the military services
have tended o downplay C'l. empbasizing instead the ““stutt”” of
detense: ' Give me the nght stutt—hetter bombers, better figbters, bet-
ter tanks, better ships, and I'll get the job done. Don’t waste those pre-
cious detense dollary oa radies, o telephone lines, or commund posts
when we dor o have as many weapons as we need.”’

Engincen—ithe Ctechies’ o wincheads” -—are offen inwlined 1o
rut all of their emphasis on the mechanics of Cll—snudios, cvnputers,
satellites, local area networks, and so on. Describe a problem and
they'll immediately st ¢ looking for a tecbnical fix, Say C'1"" o
tcebies and they'll hear “communications’'; in Gact. the techies often
refer to thepnelves us ““conumunicaton.” That's wromie, because many
people outside the engineering conununity find the lanuage of the
“conununicators”” incomprehensible. That language. .f counse, reflects
their back zrounds in matbematics, science, and engineering. They
belong o what expents in copnitive development call a * specialized
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community of discourse,’” a group which shares vocabulary and usage
pattems not readily understood by the less technically-oriented.

C*l theorists approach the subject with still a different perspective.
They insist on modelling as the first step in the complicated process
leading to improved C’l. Start anywhere else and you risk losing sight
of important requirements for your system. To many theorists, members
of the military community seem hung up on traditional ways of
approaching problems, on “'scliool solutions’’; they see techies rushing
about with no sense of direction. In tum, the military and techies see
theorists as irrelevant, lost in abstraction.

One’s position in the hierarchy can also affect perspective. The fact
that modem communications will allow the President to talk directly to
the soldier in the foxhole may be perceived as a plus by the President,
while the soldier (or the soldier’'s commander) sees it as a distraction.
The military services may see a new approach to acquiring communica-
tions equipment as streamlining, while Congress sees it as an iavitation
to fraud. A restriction an intelligence officer sees as necessary to protect
sources may be perceived as an obstacle to thorough planning hy an
operational commander. While the White House is focusing on how to
improve information flow upward, from the field to the Commander-in-
Chief, the military may be more concemed with getting the battlefield
conmmander the inlormation he or she needs. In short, the CYl area offers
many opportunitics for honest men and wonen to disagree about what
constitules an improvement.

While such a variety of perspectives can be fruitlul, being so
requires that adherents of the various perspectives interact with each
other. In the old story of the blind nwn und the efephant. each man
fooled himself into believing that the pant of the elephant he had in his
grasp was the key to the elephant’s essence and that his peers were both
litzradly and metaphorically blind. Thus. in the absence of real dialogus,
differences of pempective can lead o long and fruitless pursuits down
multiple hlind alleys. That has often been the case in the domain of C'l.

The truitful development of that donuin requires the participation
ol the military. with its knowledge and experience of operational condi-
tions; engineers, with their grasp ol what is pussible; and theonists, who
can provide incights into the fonctioning of the human elements in CYl
systems, as well as the broader preture of what such systems should be
designed 1o do and how their elements should fit together. It nequires the
panticipation of decision nukers, procurement and intelhigence special-
ists, and operational commanders as well. The exclusion of one or more
ol these penpectives can result in costly, tragic failures such as the
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devastation of Pearl Harbor; the loss of the USS Pueblo; the needless
loss of life in the Liberty, Mayaguez, and Stark incidents and in
Grenada; the bombing of the Marine barracks in Lebanon; and the USS
Vincennes' downing of the lranian airliner. In a nuclear confrontation,
the costs of C'l shortcomings would likely be far worse.

In 1980, Harvard University's Program on Information Resources
Policy began a series of annual serninars in which policy makers, mili-
tary leaders, government and business executives, scientists. engineers,
and theorists involved in the design, testing, procurement, and use of
C*1 systems and concepts presented their insights and participated in dis-
cussions with a select group ol graduate students. Under the guidance of
Anthony G. Oettinger. Professor of Information Resources Policy, and
John F. McLaughlin. Executive Director of the Program on Information
Resources Policy. the seminars became an occasion for dialogue among
the holders of various perspectives on C'l. Each discussion explored the
ways Tinstitutions draw on systems of people. policies, and tech-
nologics to gather and use inlomation for survival and growth."™

The transeripts of seven years of seminars (there was no seminar in
1983) amount 10 roughly 1300 pages of unclassified matenial, a fascinat-
ing vanety of insights from an impressive group of C'l expens.'© All of
the material is readily approachahle for an intelligent reader. regardless
of his or her hackground. Based on spoken presentations and discus-
sions, and edited for coherence, the transeripts offer an excellent foun-
dation for the kind of interaction among expents that has long been
needed.

Untortunately, 1300 pages is a lot of reading. It is enough to put
oft many of the people who could benefit most from the insights con-
tined in the transeripts, which are in chronological, not topical, order.
Each presentation covers a wide variety of issues, making the task of
focusing on a particular subject a denanding one. Furthermore, finding
a set of the teanseripts may be difficult tor the individual who lacks
ready access 0 a major lihrary.

Hence, this book—a compilation of the extracts (1980-82 and
1984-87). Each chapter is devoted to a single topic. with the extracts
within the chapter arranged chronologically. Acronyms, a najor distrac-
tion of C*'l-speak. and other terms and references that may not be imme-
diately familiar to all readers are boldfaced und explained in “cut-ins.™
Informational cut-ins are also used to provide mformation about the
spewker at the time of the presentation. Appendix A gives a briet cancer
sumaiary for the speakers whose comments are included in these
extracts. Appendix B lists all of the seminar speakers and the titles of




their presentations. Not all are represented in these extracts because
some of the seminars focused on topics not germane to this book.

Chapter | is concerned with **C3l in Crisis Management.'' It
covers issues as diverse as protecting the National Command Authority
and controlling the information flow to the President and other decision
makers. Chapter 2, “‘C’l Structures,’’ exaniines the links between Cl
and nuclear strategies, perceived strengths and shortcomings of exisling
C'I arranger-2nts, and the directions C*I planning should take. Chapter
3, “Improving C*."" deals with the special problems associated with
designing, acquiring, and modilying elements of C*l-—from communi-
cations equipment to computerized decision aids. The fourth chapter,
“CYl and Organizational Structure,” explores the relationship between
recent emphasis on C°l and the Defense Reorganization Act of 1986.
““The Eyes of C'.”" the final chapter, is corcerned with intelligence
issues.

One may, with Moshe Dayan, [ament the passing of “*the good old
days of the simple wars when, as the hour of battle approached. the
commander got on his white horse, someone biew the trumpet, and off
he charged owand the enemy.""!! But gone those days are, and today’s
leaders niust be willing to exchange their white horses for C'l systems
that enahle then: to function effectively on modern fields of hattle—
places where specialization, complex technology. and unprecedented
mobility leave the inflexible behind as footnotes to history. This collec-
tion of extracts is intended to help decision makers—from hattlefield
comminders to husiness and government executives—sort out the issues
involved in estahlishing a C'l system that gives them the flexibifity
aeeded to survive and lead.
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C31 in Crisis Management

The earliest extracts in this chapter bring out some startling facts
about deficiencies in US crisis managemeni capabiltties. In the
1970s, despite nearly a half century of Cold War experience, we
were in some ways as naive and our methods as primitive as they had
been in 1945, Once capuble waming und response systems had been
cutdistanced by technological change as administration after sdmin-
istration focused on developing the muscles of US military forces,
rather than creating a nervous system to enahle and controi those
forces, as well as the other elements of national power.

in the fate 19705, the Carter Administration began to examine the
implications of these changes. The Reagan Administration continued the
examination and attempted to remedy some of the shortcomings. The
extracts presented here in chronological order reflect the accumulated
wisdom, shifting concerns, and improvements hetween 1980 and 198K,
Unfortunately, not every shift in concern reflects a remedy discovered.
Sownetimes such a shift is the result of frustration, a movement of atten-
tion from that which cannot be fixed to that which can. As a result,
none of the guestions about cnisis management rised here are imelevant
today, and none of the answers are final.

The questions asked reflect the broad scope of the topic. When a
cnsis anises—be it a nuclear attack or a revolution in Yemen—will the
President of the United States have available everyihing ke or she neeids
o respond rationafly”? §f sensors detect 2 nussile aimed at Washington,
D.C.. will the President and other decision nukens hear about it in time
o do anything? Will they know where the missile is coming fiom? Or
whu launched i? O whether the launching of that missile s part of a
coordinated attack of a frcak accident? Onee the decision maken select
the appropriate response, will they be abie to conimunicate their devi-
ston (0 those charped with canrying it cut?

If the decision mukens fearn the govemment of Yemen is under
attack, will they know whether that's good news or bad? Will they
know who is behind the attack amd whether it's Iikely or ot fo suceeed?
Will they know how Yemen is linked with US secunity interests? What
interests our closest allies have in Yemen! Where Yemen is?
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How do we protect our National Command Authority (NCA)—
the President, the Secretary of Defense, and others with access to the
codes required to launch nuclear weapons? How can we organize the
flow of information—including intelligence—so that the NCA has all
the data necessary to make informed decisions? Should the President
assume he or she will have the means—communications as well as
weapens—to choose opttons—including the option of fighting a
“*sustained”” nuclear war?

Such guestions, in tum, suggest subsidiary questions. In protect-
ing the NCA, should the locus be on protecting individuals or furc-
tions”? When do we reach a point where there are too many fingers on
the “"button’"? At what level does a crisis demand NCA attention?
How can the President use modern communications, which allow him
or her to talk directly with the soldier on the scene. in ways that
provide positive control without **micromanagement’ ? How depend-
shle are our facilities for waming? Do they provide e¢nough time for
rational decision making? What information sources should be avail-
ahle to the NCA? How do we avoid overloading decision makers
with too much information? How do we avoid hias in filtering infor-
mation for the decision makers?

Some might argue that the phrase *'crisis management,”” with
which all of these questions are concerned, is itself an oxymoron,
that an efficient manager heads oft a erisis before it occurs. Such an
argument. however, assumes not only that the manager has all the
information he or she needs to spot a crisis in the making, hut &lso
that he or she wishes to avoid the crisis.

The latter assumption is probahly safe if the crisis in question
rzlates to nuclear weapons. Seldom will a rational decision maker be
tempted to fonent 3 nucicar crisis. However. the vast majority of
crises do not involve nuclear weapons, 1 is, therefore, certainly con-
ceivahle that a decision maker might see advantages in having a par-
ticular crisis arise at a particularly favorahle time-—perhaps to avoid
having it crop up on a less auspicious occasion in a less manageahle
form. or to draw attention away from another issue.

The first assumption—-that **the manager has all the information
he or she needs o spot a crisis in the making " —would be vulid if all
the popular myths about contemporary intelligence capahilities were
truc. However. what emerges from these extracts, as well as from
extracts in suhsequent chapters, is that the US intelligence gathering
apparatus—like that of the USSR—is impressive but not perfect.

.
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Most experts admit there has never been and will never be a per-
fect intelligence system. Every system will have its technotogical and
procedural blind spots. Some things or activities may he hidden or
dispuised well enough to frustrate the efforts of the most sophisti-
cated satellites and sensors. In other cases. hahit, policy, or unwar-
ranted assumptions may keep the intelligence apparatus from being
directed toward the right place at the right time. Even if the required
data is picked up. it may not reach the decision maker in time or in a
form that will allow him or her to respond appropriately. Pleaty of
examples. from Pearl Harbor in 1941 to the attack on the USS Stark
in 1987, underscore this possibility.

Crises oceur and will continue o occur. And every crisis must
be managed—or schmitted to. Decision makers, recognizing they
will never have all the information they need, nor infallihle com-
munications, must huild flexihility into their crisis management sys-
tems und must exercise those systems in ways that nurture
adaptahility.




Crisis Manasement

Extracts

l. WILLIAM OPOM, **C'l and Military Assistant to the President’s
Telecommunications ac the Assistant for National Security Affairs
Policy Level™" (1980, pp.

1-23)

[N]o staffer can manage crises. Once a crisis starts you can het your life
that, il you are the crisis manager's staffer, you will be kicked aside and all
the principals. the President, the Secrctaries, will take over and run it, and
you might as well go home. During the crisis—that's the time to be away—
that’s your staff responsibility,

... |W]e hecame intimately involved in rnigging the President up for SIOP
exceution. ... | wax very proud of that effert, hecause it led to the President
becoming personally involved in

¢xercising command and control of SHOP—Single (somelimes Stategic)
the strategic forces. | don’t think Integrated Operations Plan, hete the
that has ever heen done hefore. tasgenng plan for nuclear weapons
Kennedy nray have played around

with it a litle, but the President’s attitude towand command and coatrol, par-
ticularly of the strategic torces, has typically heen one of henign neglect.
But President Canter opened up his decision handbook, he really got into the
procedures, ran through nunerous scenarios and becane very comfortahle
with it. He wanted to he ahle to he awakened at three o'clixck in the morming
and not he confused, and undentand what he was going 0 have to e, oF
what he was about v hear, what the voice would sound like o the other end
of the line, and that sort of thing. We covered that particular aspzct of com-
mand and control over 3 perod of about a year, or a year and a hall, and we
achieved a lar anwwnt. (1-4

!J

RAYMOND TATE, “"World- torner Doputy Assisland Secrelany ot
wide C'1 and Telecom- the Navy and Depuly Diredtor,
o Nahonad Secunly Agemy

munmications’’ (380, pp,
284D

¥oar. 1980




CH: Issues of Command and Control

| believe the era that began when John Kennedy was President during the
Cuban missile crisis has led to many of the activities we will discuss today.
Kennedy's ability to negotiate and
carry out a big portion of the Presi-
dent’s responsibilities failed during
the Cuban missile crisis becanse of
cominunications. He was, for example, totally unable, in the time period
asailable at that time, to advise every South American ambassador through
the Department of State that he was going to invoke the Monroe Doctrine—
that he was going to take positive action against Khrushchev's introduction
of missiles that he thought were oflensive into the island of Cuba. That sys-
tem litecally fell on its face, not only to his chagrin, but to his outright rage,
| have been told.

Cuban missile crisis—October 1962

... [M]ore and more of the decision-making process—the conrdination of
the prcess and the business of decisions themiselves—depends largely. and
in some cases even totally, on conurunications. For example, the law now
says that before the President can actually use troops, cven though he has
the suthonty 1n some cases, he must consult with key members of Congress.
Since the Watergate crisis Congress has injected words concemning advice
and notification of the lcadership of the House und the Senate. | know of
examples under President Ford (the

Mayague: Incideni was onc) in
advice and notificavon—refens to the

which hours were spent trying to Wat Puwers A of 1973, The Water-
find a hey semator on 3 Sunday so gate cnsis resuhed 1in Pressdent
that the President of the United Nion's resignat'on i 1974,

Mayagues incidem—In 19°5, comma:

States could coniply winh the cur- _ .

e anl torces from Cambodia serred
rent law and notify him that he was the US-Hag Freghler Mayagues, A
going to take sction. | think things sall force ol Mannes was sent o

like that need to he understood in E AR i A FpLar VG

context. Su we have recognired in

marv forms the utter essentiality of these conmunications, ¢ven in the
decision-making process of this country. Their availability, timeliness,
security and effectiveness are crital,

The Liberty, to refresh your memory, was one of the seven Wuorld War
Il Laherty Ships that had been reconfigured as intelligenve collectors, much
like the Soviet trawlers which you have been aware of fur quite a loag tin.
The USS Liberry was monitoring the Egyplina-lsrucli war of 1967 when the
Israchis dispatchbed a flight of tacticul aircratt and came very close to sinking
the ship. Some ol our people sulfered casualties, both military and cisilian,
The hyracti Intelligence Service hnew that the ship was there, and knew what
was hzing done with it. 4 Tact which bas made this cvent extremely

Tate  j50
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controversial for a long time. The context in our terms here is that the com-
mander of the Sixth Fleel was informed by the Washington intelligence
apparatus that it had evidence that the Liberty was going 1o be sttacked and
to provide protection for it. Thal mexape was never really acted upon, and
the ship was dead in the water when ot was hit. So the end result was no
accident.

Yot are prohahly more familiar with the Pueblo case. There hay been a
Congressional investigation, the resulty of which ate in the public domain. |
way a first-hand participant in oite

smll phase ol the Pueblo opers- Pueblo  case—USS  Pueblo,  an
tion; the National Security Agency intethgence-gathenng ship, was
notified the National Reconnais- seized by North Koreans in Januaty

. \ 1968, The ship’s 82 surviving crew
sance Center in the Pentagon of the members were seleased 11 months
danger of an attack more than two fater.

days in advance. The Center noti-

ficd the Naval Comnund in Japan of the likelibood that the North Koreans
would take olfensive aclion agzinst the Pueblo, and that they should take
that into consideration. The Pueblo’s deployment schedule iself was a func-
tion of the local fleel command, not the National Command. This turned
out, as the investigation indicated. to have been a snafu through the com-
raand and conlrol system. Several different commands were hlamed, hut the
bottom line is that it did not work. The ship was not notificd, and we had
aol only a physical disaster (o a United States Navy ship —the find one ever
hijacked on the high seas—-hut penonal emharrassment 1o the povernment of
the Uniled Stales,

In 1969 something very snmlar happened to the EC-121 aireratt, 2 con-
vened propelier-driven Constellation on an intclligence mission in South
Korea. It's ahuost a carbon copy ol the other incidents. The North Koreans'
imlentions were known to the military sysiem; yet the EC-121 was not noti-
ticd. and was shot down with tal Joss f hife

Another case: the Saigon ¢vaceation in 1973, We had very good clear-
language conununwation to the ond of the evacuabon, but there were a bt o
problems hecause i was unsecured, and in Fact the North Viclnamese had
total momtonne geing on and knew exactly whal was aocemng dunng the
cntire pericnd. Another oxample s the communication dunng the Mavugue:
invident. From a command and conlrol standpoint they were sigmbicantly
better than in any of the ofher crisis perids | have mentioned, Yet from my
point ol view (at that e | was the senior ooy plographer lor the United
Stales) it was a disaster, and acedlessly cost the lives of a number ot
Mannoes. | will show you ¢wactly bow that oceumed and why i a moment,

late, 1480
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1]

Now in the Lehanon crisis the Sixth Fleet actually landed Marines, and the
command and control of that operation was much better. We still had crypto
prohicms, hut the President had virtually constant touch with the military
force involved.

So we have gone through six major intermational crises, plus of course the
present hostage problem which is really of a different natuee, But the
Presidents even hy 1976 have had

improveinents in their ahility to act the present hostage problem—On 4

a Commander-in-Chief and direct
command operations through the
system—a greal deal better than
they had in previous years,
although there still are some prob-
lems, as in the Muyague:z case, that

November 1979, ililant lramans
nvaded the US Imbassy in Teheran,
1aking 66 hostages. The hostages
were released on January 20, 1981,
induguration Day for President
Keagan.

Clark Air Force Bave—Base invhe Phil.
ippines used by the US A force

while the President had command
and control, the eaemy knew
everything he was going to do at
aboul the same time as the commanders on the site, and took some direct
actions against them. The White House issued orders in the Mavague: no-
dent down the National Military Comimand System, which went through a
borrowed satellite, the NATO 1B, (The point where the sccunty hroke
down was the Naval Comaand at Clark Alr Force Base, under the Com-
mander of the United States Seventh Air Forve coondinating to the Seventh
Flect, which was in Japan hut Jeployed units all over this arca.)

under the terms of the Securily
Assistance Progrant agrecement

The forees that transitied the orders were using HE voice, all In the clear,
Orders to the helicopters to take

Ih.r: ialands where p:l“('d fraw the H1 vone, all i the tleal - nisevute
Air Foree to the Navy. Over the fhgh Trequeny voie (usinunn g
viteuil the two commanders re- A

vealed how many helwopiers and

huw many men were invelved, where they were pong, at what ime, and
the replenishment rate. | Jon't know ansthing mwwe an cnety conunand
nceds 1o know 1o order 1o defend hinself against an operation Even
uncducated. he had the nfornmanen to take action agamt vur force, amd he
did. A numher of the heheoptens were shat down - the st dangenws pan
was the retneval. We did not have the heliwopter foree to retnieve the
Mannes as close to sunuliancuesly as posathle, so there was 3 delay of sy
cral houns hetween one wave of reifeval and 2nother. There was quite a bat-
e pong un there and buth sides were fightmp hand. Onee the find wave of
Marnines wan evacusied. that lelt the remamning oses vary sulncrable, The
furces were veny greatly dimunished, and that was when the Marmes ook
the heaveest canualtios and actually st 3 tull belivopier load of Mannes, All

Late, 19480
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the information, the plans for that retrieval, were passed through those
unsecured nets. | know two men, now Major Generals in the Marine Corps,
who went through that operation and are still extremely bitter about that
involvement; 1. was their units that took the losses. The point is, we talk of
command and control as a method of using communications to carry out the
will of our command authority. But | can tell you, unless those communica-
tions are sccure, many times it is better not to have them.

... |Tlhe Situation Room at the White Housc has a direct line to the NSA.
And the wamings in the crisis peri-
ods I talked about did not, in fact,
po serially through the chain of
command. They go in parallel,
Therefore the Situation Room in the White House is notified immediately
when NSA decides thare i 9 serious prohlem. So this is a shont-cireuir for
what is calied critical intelligence that goes directly to the President of the
United States; and nobody can stop it unless they physically do not show the
President the wamnings. This system was set up alter the Cuhan missile cri-
sis, largely hy John Kennedy, and it still works today. I you think it is a
sterile system in which everyhody works together and it works without
Maws, Torget it! 1t is » human systens that has personalitics,

NSA--National Secunity Ageacy

.. JLJet me tell you thut ene of the higgest complaints the senjor military
people in all three Scrvices have today—they are going to be Taced with it
forever, and they know it—is that nuelear weapons have changed the con-
cept ol warlare in a lot o suhtle ways. One of the ways is that there is no
ahsolute military command authority. Mainly it's the President, in my view,
who iy going to detonate 3 nuclear weapon with great devastation. He must
excrvise us much constitutional anthority as he has over any facet of his
office, and it's prohahly more important than miost.

In the carly duy> ol nukes and ICBMs | participated in a study to determine
how 10 control the weapons centrally. At the tinig we didn't know what was
going to develop. hut Fd get vioient reactions, becanse what we were talk:
ing about was planning command and conitrol over nukes-—not downward
from the headquarters of the

United States Air Foree through nukes aned HCBM - nucledr wedpans
the Filth Air Force to a wing com- and  intercontinentsd  Ballistic
mander o a squadren commander Al
] 4 squadren ¢ ande
y 4 p the system—Duang 191 and 9%, Per-

10 & captain to 4 sergeant or a licu- missvave Action Links  (PARSS,
tenant; hut from the White House, electronie fucking syatems, were
The mibitary has not vet L‘hungcd st ‘:n US nuc k'.’n‘ WM 1

- T thes Urseten! States and furope to pre-
suhstantially trom a hasic resent: vt uiauthonzed detonation.
ment of this fuct. Fundamentally JUS fomt Cheets of Statt

late, 1980 (8
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the system still works as it did.
I've been in the White House many
nights and seen Lyndon Johnson
anguished and seldom geing to
bed, selecting beiween two or three
targets. The JCS gave him all the
targets—but the decisions on how
many civilian casualties, or the

Polithuro--supreme executive body of
the USSR's Communist Party

NATO—North  Atlantic
Organization

NATQ nuclcar capability--Both Great
“ritain and France have independent
auclear capabilities. The French are
known 10 have a locking system in
place. No public knowledge ol a
British PAL-type systemn 1s available.

Treaty

potential of this or that, were all

made hy the President. And thal wusn't even a nuclear exchange. Whether it
is right or wrong is a different matter; all 1 am telling you, after watching
this system lor better than 25 years, is that's the way it works. | don’t think
anybody is going to change it, particularly with respect to nuclear weapons.
No Soviet commander, thank God, without overt, direct, violent disobe-
dience of orders, can make the nuclear decision himsell’ without the Pollt-
buro’s approval. And nobody in this country, or NATOQ, can du it without
the President of the United States” approval. Talk of the “NATOQ nuclear
<capabllity'"—forget it. 1U's an American capahility that can only he released
hy an American ollicer. And this has changed the military structure, 10s just
that the structure hasn’t caught up, or chosen to align its command structure
to demonstrate that. But that's the real world.

ISTUDENT] You mentioned how centralized nuclear authority is, Can
you commient on the methods or techniques hy which this sort of authority is
reserved to the President”? Because | think one of the dangers is that, hy
making it impossihle for the subordinate commander to illegally use nuclear
weapons, you are very narrowly restricting the numher of targets the Soviets
need to hit to “decapitate” the conunand authonity so that we are unahle to
respond with nuclear weapons,

ITAatE] No. My activity made all of the devices and codes that creste a
chain of command for nuclear refease. The way it is designed is that the
President, the Vice President and the Speaker of the Hlouse on the civilian
side, and the Secretary of Defense. the JUS. the Military Command Post and
the Altermate Connnand Posts all have the capability of acting as the ¢entral
authonity, in some sort of succession. The codes and devices are set up to
allow that. So if all ¢lse goes, the
airborne commands can take over
and he the ventral authority, with
all the capabilities— CINCSAC,
Looklag Glass, cte. 126, 29-30,
Ho42.40

CINCSAC, touking Glass.
Comnanderan-Chiel, Sizalegic A
Cuommand (5AC:) SACs anrborne
tommand pust—always n the wi,
comimanded by o general otlicer
whao has authomy to lsondhs nudlear
WEAPONS
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1 ROBERT ROSENBERG, ""The Policy Assistant to the Presidenl for
Influence of Policy Muking National Securityydbiairs. patiopal

ity 1 Goaff
on C'I”" (1980, pp. 49 65) Security Council Sta

So in paralle] with one Presidential Directive and countervailing strategic
posture, a fot of reul things were happening which started getting the atten-
tion of the leadenship policy makers. Early in the administration President
Canter became the lirst President ever to 1y in an Airborne Commund Post.
He satd, "' don't understand what good this multimillion-dollar alTaic is.
You say we are going to huy six of them? Well, why not two or three at the
most?” He was immediately struck with its mammoth size, the Tact that it
can’t stay in the air forever, that it is not ouclear-hardened, that a 747 takes
a runway capable of withstanding very considerahle loads. We all Oy on
475 and 1-101 18, hut you would be surprised how Tew girports in this
country can take the landing loads of the 747, and when you stock it full of
computer cquipment and electronics the way the Airborne Command Post is,
you can imagine the tremendous losd. When the President questions the
vishility of such a thing, it leads to a very interesting exercise, A couple
weeks Luter, Dr. Brzezinski got on the telephone and called the man yvou all
have hoard about who carries the

litthe bricfease with all the codes Dr. HBreeanshi—Zbigniew Brzesinshe,
inside, and said, " This iy un President Cartes's Nalosal Secunty
exercise. 1am the President of the Adviser

United States. We have just gotten

warning that a rmd ol nuclear warheads is en routz to the United States. Get
me out of here. This s an energeney exercise. We are going to war.” The
helicopter that s supposed (o be on alert at all tmes, to lund on the White
House lawn and whisk away the National Command Authority, alixost got
shot down hy the Sceret Service. (By the way, this was kept seeret lor yuite
sonie time until i got blown in the newspapers, which s the enly reason |
am able o el thas story, 1 think we were sshamed of the horrible state of
readiness we were in b The sum and substanee s that the exerene of trving
to evacuate the National Comniand Aothority and et up his commupications
was a nightnare, jiust a4 complete disaster. (60)

4. LEE Pascnstr, CH and Comsuitant, formerly D tor, Detense

the Nanonal Militars Coin- (urmnur‘nulmrh Agency and Mane
. e ages. Nahwnal Comrunicalions
mand  Sysicm 1980, Yo

pp. 07 Nb)

Our structure, our strategy, our anlitary torees are trained and will vbey the
order that says only the Prevident can refease nuclear weapons, Seventeen

Paschall, 1980
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minutes is the time of flight from the normal Soviet suhmarine ballistic
launched missile patrol distance off the Atlantic Coast to the White House.
So from the time somebody sees something launching on one of those satel-
lite sensors, or onc of the radar sensors along the shore, seventeen minutes
is decision time. That's a very short time indeed. Moreover, people don't
wanl to believe news like, “"They have launched, the world is coming to an
end, it’s time for you to launch in return.”” President after President has
called for opiions, more options. Each option called for imposes an enor-
mowus demand and strain on the command and control system. So how arc
we to solve decision time problems? low can we make warning completely
¢redihle to the President or to his successors? How do we ensure that the
SUCCESSOrs can communicate, can establish contact with the force comn-
manders to execute the retaliation or the strategic reserve, or continue to
negotiate, or whatever? There's a very difficult task. Technocrats talk about
computer-hased executive aids, about muking warning more and more cred-
ihle, and they tend to Jorget there's @ man who's got the world’s fate in his
hunds, and he's got seventeen minutes, and that's just not very long. That's
why military docirine is so emphatic about huilding a force structure that
will deter war. Deterrence is simply a state of mind, and & command and
control structure capahle of ahsorbing a strike and Tunctioning therealter, or
heing reconstituted to exceute the strale gic reserve, is a very important pan
of that deterrence state of mind. The enemy must believe he could never
decapitate as, in the sense of Killing the decision iaker and preventing the
decizion to launch from being tcansiitted. That's why command and control
systems are »o important lo the military, snd that’s why we've learned so
many lessons over time. (84)

5. WittiaM E. Corsy, “The Counsel, Rewd & Prost: formet Duedtor
Developutg Penspective of of Central Intelhigen e
Inslligenee™” (1480,
pp. 115 3

'Tihere’s very little yon can do about that tendeney to reach for more raw
material and subject it to multiple and even puhlic analysis. The fact is. you
know, iU the wuy we've heen operating in crisis all along that’s the trag.
edy. The theory is that the analyst is the screen, thinks about intelhigence
and then gives a judginent. But every time you hit a cnisis, hang! 1t all short-
circuits, I've seen the Pres‘dent of the United States pick up raw reports
right otf the cable line, cutting out ot the circait the very penon he should
turs to ot exactly the e he's most valuahle, Now, how do you get the ana-
Iyst back into it at 2 tme of cnsis? | think you get him back o it hy

£}
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making the material more broadly available beforehand, so that the thought
process has already gone into the material and the President doesn’t think
the raw data is the only source he had—he’s aware that he has a lot of other
centers of analysis working with him. Then 1 think he'll pay more attention
to intelligence analysis. (128)

6. B.R. INMAN, “‘Managing Director, National Security Agency and
Intelligence for Effective Chiel, Central Security Service

Use™ (1980, pp. 141-61)

1 went to the staff of the Navy's Commander in Chiel, Pacific Fleet to head
the cumrent intelligence operation. From there | watched a series of events,
including the seizure of the Pueblo ard the loss of an EC-121 off Korea. |
hegan o spend a ot of time examining how our governnient had structured
the Now of information. A system had been estuhlished years ago so that, on
anything that might be a crisis, information should flow from the point al
which it was detected to the highest levels of govermmnent and he availahle to
the President within ten minutes. But no comparahle attention had been
given o what pattern of flow should he orchestrated to insure that informa-
tion is availahle 1o support the conduet of military operations. As a sideline
ohserver with the time to take notes and analyze, | found that in cach ol
those two major crises the Washineton decision makers did indeed have
knowledge, widely spread among the departments, within ten minutes of the
cvent. And in a very uncoordinsted way they went about making tele pbone
calls o various places around the world secking individual picees of inlor-
mation. Those who had command of forces got the information no sooner
than an hour and live minutes after the event, hecause it had to stack up
behind atl the other reports that were coming at Aash precedence.

... But in ¢risis monitoring the ow of that infomation up to the principal
decision makers has never been a prohlem. The prohlen you getis in the
US structure Tor decsding plans based on policy. There you can run into all
kinds of huresucratic approaches and priorities. The Joint Chiels of StalT
will not want to discuss their éztsiled contingency planning with other
departmients. They helieve they have the expertise, and they don't want to
spend much time being criiqued hy the other departnients, where they think
there's less expertise. Or the President and the Secretary of State will insist
that all iformation about negotiations Now only to them and not include the
Secretary of Detense, the Joint Chiels, ete, Incvitshly, in instances where
I've seen that oceur, it is oot because they don't trust them, 1 s simply a
question of limiting the possibility ol leaking the information. The basic rule

tnman, 1980
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is that the more communication centers and administrative personncl you
flow through on the way to the principals, the greater the danger of that
information being leaked by someone who cither is simply trying 1o curry
favor or disapproves of policy. (142, 150-51)

7. CHARLES W. SNODGRASS, Vice President, Llectronic Dala Systems
oE i e Cop; former Assistant Secretary of
Funding C% T8, the  Air  Force for  Financial

pp. 119436) Management

{Tlhe compression of time becuuse of technology has hecome so dramatic
that there is no longer the luxury of just deing it by the numbers and through
the organization chart. Indeed in my experience, while the organization
chart is still followed in times of stahility and relatively low-level issues,
when it camie to the Mavague: and Bay of Pigs crises, the evacuation of
Lebanon or something like that, the organization chart was thrown out and
the personal structures started to become the real C* hackbone of the govern-
ment, and the fact that Harold Brown had estahlished a relationship of con-
fidence with the President was a more important influence on whether his
advice was followed than what the

National Security Act of 1947

suys. Indeed yvou can lind nothing
in the National Secemity Act that
sayy the President should speak (o
the comumander of the Iranian rald

Bay ol Pigs—the taifed attempt by 1500
Cuban eales (o mvade Cuba, Aprd
17-19. 191

evacvation of Lepenun —fune-fuly 1976
Harold Biown—Seuretary of Defemse

wider Presidemt Carter
Iraman rand-—the Laded allempl 10 1os:
Cue huslages i dran, Apal 24, 190
15 landing shyp, tank—A  ship
designed 10 lramport and lad men
and  equipment n amphibious
asault.

in the middle of the desert alter
they hit the planes and hlew them
up. and discuss whether the raid
should go on or not-—hut indeed
they did talk to the President. In
the 1.chanon evacuation Harold
Brown, after it was all over, used
to hrag about the fact that be was in direct secure vuice cuntact with the
Murine second licutenant on the finst landing ship that went in, and he knew
as soon as the Marine did when the bow of the LNT opened up. That's a
technologicul revolution thanks 1w communications satellites, secure voice
scrathhng and all the things that imterest the codebeeaker. And it does dra-
matic violence (o the concept of vrgamzation charts, statutory respon-
sthilities, that sort of thing, (12122}

fnman, 1980
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8. B.R. INMAN, “‘Issues In Deputy Director of Central intelligence
Inlelligence™” (1981,
pp. 193-214)

The popular litcrature holds that we gave up human intelligence collection
assels 1o huy technical collection capability. | stress: that’s a myth. We
really gave up manpower-intensive lechnical collectors: and we did not huy
the manpower to provess the huge volumes of Jdifferent additional informa-
tion which were made accessihle hy a whole range of technical sensors. 17
you scun the notes of last year's talk you will know that 1 picked up much of
my interest in the inforination flow part of this iaformation-necd/
inlormation-Iow equation through waiching the govesnment’s difliculty in
dzaling with crises, heginmng with the caprure of the Pueblo, und the
impact that slowness in the flow ol avalahle information had in restricting
the govermment’s options in trving (o respond to that crisis. We made very
litle progress. at least through the Jirst half o the “70s. in Jealing with that
prohlem. We had lots of studies and a fair amount of mnvestment in com-
mand and vontrol systems that—from this critic’s vantage point—tow olien
were Jocused on ownership questions rather thaa ow the degree (o which the
systems would accelerate the movement o) inforpation to 4 whole range of
people who might be ahle to muke effective use of 1. We reailv oid not get
any chang= in the general allitude loward Jealing with information-need/
information-flow until the end of the 197k, Now, 1 believe, we have again
crossed @ major obstacle: the attitude 1s moving toward "What Jo you need
W kpow,” pot “What can you do without,”” aml there s a growing aware-
ness thit much more has 1o be Jone than has been done to dute 1n facilitating
information flow. As one approaches that, one nceds to keep in focus why
you need the information, and what are the tine limils dictaiing the speed
with which you wust be ahle to move imformation and assinilate i for
decinion-nabing purposes,

... Whether the President changes or s, much of the leadership at tbe next
level temds 1o change ¢very four sears of wot sooner. And there is always a
learming curve, In some cases you're fortunale s only a Few months
other times W runs al Jeast o sear; and particulacly il they stop 1o study
organization you can be sure that it will rum longer than a year. There v a
lendeney o get Bscinated carly with the noclear commiznd aud control pro-
cedures, and o leamm how to operate that mechanisin. But they do nat tlend
to deal as quicky wath conmunnd ad control problenns for contingeweies o
for crsis wontoring. Frankly, eveny admmstration that I've watebed simee
the $950s hus had 1o gt mvolved moals rs erisis betorg it reatly focused on
hiew 1l could get the system o perfor. either 1o really refime ity needs, or to
decide how 1t would operate the process,

-_-I-r-lm.m, 19t_!l
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This i:. an area where worries about leaks do enormous damage o effective
human communications, which is 4 major Tactor in making this process
work better, faster, more simoothly. A new administration’s people come in,
thev've cither looked with horror on, or have benelited Trom leaks hy, the
previous administration. They get started: they suddenly stant reading about
their ugenda lor the National Security Council sessions, ur the resulls of a
meeting which only tive or six people attended, whose details they consider
classified. That does not encourage them to involve as many people as might
be ahle to contribute to contingency planning or crisis management. When
you limit the number ol people you invalve, you run 2 high risk that you
will Tuil to consider clements essential to the plan. This is not a forum where
I really can get into any great detail on the hostage rescue, hut | believe
very stropgly that the extreme
compartmentation in the planning
involved exacted a pretty severe
price. Some of the conimand and
control information flow partions
worked very well, hut that was fortuitous, (19495, 205-06)

the bustage rescue—See lanian raid”
above,

Y, RICHARD H. ELLIS, “'Stra- former Commuander.ar Chiet, Strategu
tegic Connectivity™ (1982, Au Cormamt (5SAC)
pp. 1-9)

Let mwe Biest talk o little about C*as Iyve seen it over the vears, 1'd like to go
all the way hack to World War 11 1 wus 3 comhat pilot and | was on the
reveiving end ot onders. | was mthe mssion execution business, but at the
samie ey comrades and | were o very hey part ol the decision-naking
provess, because we were the ones who reported what we did. And that s
one of the tirst uncertainties that enters into the whole C' problem: what did
you do and what ebe has to be done”?

I can speak from finst-hand experience. We were engaped in low-level
attack. We were right down on the targets, bomhing and straling them at
trectop level, There were certain things we saw and reported. and yet it
wmed vut, when we potibe photographs hack, that we were wrong. Aed il
you think that's changed today, you're wrong, hecause 1t hasn’t. What is
reported sbout the battlelicld or the srspace. and the actual fact of the case,
ntay be two entirely diticaent things, And that's why this is an ity business,
and 11’y why, when people talk about tinng oo waming, or lsunching on
warning. they're ina very rshy arca. Uy dangerous, in my opinion- - very
destabilizing. t2)

tnman, 1981
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10. HILLMAN DICKINSON,
“'Planning For Defense-
Wide Commard and Con-

trol’* (1982, pp. 11-55)

Director, Command, Control and
Communications Systems, |CS

The most important message | have is that the command and conirol net-
work has got to have a systems approach. There is a pretty good analogy to
a living system. A living system hus sensors—cyes, cars, nose—it hus a
ncrvous system which camies those sensings to a decision making brain, and
it has an operating system which carries out the decisions of the brain by
mcans of the fists and the feet. We mican the same kind of organic intercon-
nection when we talk about C*'1 systems. There's no way to disassemble
that, and havc a living organism that can evolve successfully. Equnlly, there
is no way that a living organism

cvolves into all fisty snd feet. And
the message that 1 have [rom each
of those unified. and to a lesser
degree, speclfied CINCs is that

unified—command that involves more
than one US Service

specified—nurmally a single Service
command with a bread, conhinuing
mission, ¢.g., SAC

my system is out of halance: I've
got more fists and feet than 1've
got the rest of the system. (21)

CINCs—Commanders-in-Chief

L. THROMAS M. MCMULLEN, Depuly Commander, Tachical Air Com-
A Taeneal Commander's mand (TAC)
View of C'1I"" (1982,
pp. 57-7)

S0 we have (o bave a good plan, good infornmation, good ability w conirol
the force to get them where we want them, and then we have o he ahle to
sense what's going on and adjust. C'1 really is the sum of the things doae 10
achieve proper, effective employment of tactical air. (59)

12 GERALD P, DINNEEN, O Curperale Yce President, Honeywell,
: ... i) tnc.; former Assistan) Scdrclary of
l;;h;r::lm (1982, pp. Deferne fir Communcabions, Com:

mand, Control, and Inlelligence

{ personally don't think iCs rational w think of a limited nclear exchange.
Deterrence is deterrence, and as 1 said ab the sery beginning. the printary

inneen, 1942
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ohjective of your strategic command and control is to establish that deter-
rence in order to prevent nuclear war, | don’t think il makes any scnse the
other wiay—or only in that you would like to have the capuhility (though |
can't foresce what the situation might he) for the chicl executive to have
some other option than letting everything go. The Soviets hiave written about
that. too. (81)

13 ROBERT 1. MARSH, —Air Commander, Ar Force Systems Com-
Force  C'1 Systems™’ mand (AISC)
(1982, pp. 95-114)

In very candid terms, C'is a tough husiness to undentand. 1t tough to
validute the requirements, it's tough to estimate what it's going to cosl, and
it always been sort of in the renge of the enthinkahle. You don’t have a
C'l prohlem until you really know that the bell’s pone olf; that's when C'l
pets tough, Now | would suggest

that there are a lot of other arenis EAMP- Hectromagnetie Pulse, Current
we haven't addressed ahout how andd voltage surpes trggeted by a
we're poing W behave and uperate nutlear blast above the earth’s
when the real bell poes off. When iy

the EMP gets vo tough that it

destrovy Ma Bell, and we've got to have ather means of connechivity, Tor
inslance,

[OETUNGER] Those unaddressed prohlenn come in snialler sizes, too.
As. tur example, 1 the Mavague: <isis where the shsence of adeyuate
ACUE vombmumcations, even in a non-apocalyphic sifuation, cost  number
allives.

| MARSI | tound out that | could narrow down all my sottware dilli-
vultios o the decivion nding systenss, where we were trving o assit the
comnander with his decisions. That opens up 4 whole Pandora’s box,
Where the commander had tried to Toresee what his informuation needs were,
10 what order he would v ant them, how he woutd rank them. how you'd
vorrelate thent, and what do you do then with 21l the faney correlation
schentes, how you'd tuse the infonmanon and afl- that’s where we reaiy
nict vur pcniesiy, We st it ol way, way oo niech in Inang 1o gutomale
humas desion making.

Iinneen, (94}
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... JHjow many times have you all gone and looked at a big computer dem-
onstration, or an advanced ADP demonstration? They'll tell you all the
things it'll do for you, and you're
just flabhergasted; you can put
your whole income tax on it and all
that Kind of thing; it’s striking what
it will do for you. But the thing that neve” comes to miind is what it won’t do
for you. My guys invented a hig procurement datahase, and | went down the
first day to view it. They were going through the magnificent things it would
do, and 1 said, "*Well, ask the danin thing what my seven higgest overruns
in the command are.”" **We haven't got a program for that, General. ™’
“Well, what arc the top values of all the cost reimhursement contracts,
those are the dangerous contracts. " “*It's not arrayed that way.”" And so on
and on. My prohlein was that those guys invented a system that evidently
suited their purposes, hut didn’t suit my purpose at all. So [ suppose man-
agers are somehow going to have to sit down and anticulate their aceds. |
don’t think people out there inventing thoxe ADP systems know what the
hell niznagenient needs. And I'ni not sure nisnagemient has ever sat down
and pone through whatever it takes to afticulate its needs. Maybe if we did
that we'd get systenes that are responsive (o our needs.

ADP--Automated Data Processing

IMCLAUGHUIN] et me punue that for a ninute because 1 think it raises
a higher-level problens. Over the last couple of yeans this seannar has col-
lected 3 nuntber of war stories about sonmicone in the national conunand
authority at some point asking, “"Where is the ship?”’ or “*What are the
forces closest to that point? " and imding that WWACCS and the other
systems weren't progranmmed te

answer that stion. So the dep-
er that quest SEME P WWAILCS— Wewld- Wide Atihitary Come

uty sccretary of defense, or the mand and Controf System

secretary, walks out of the roont. ESD— Lo tronne Systerms Decsisn

At the ESD €} svmposiuar last Genetal Suomdroll-Brent Stowuroft,

October. 1 believe 1t was General National Secunty Advisor To Prese
) dent Foed

Scowcroft who was aaying that the

nattoral commrand authority does

nut exervise the system. The problemn is bow to get a president te play the
game. It seenms 1o ne that unless the gamne o plaved we'll neser anticipate
what they are going to necd. (1133, 107, 10%)

4. RICHARD G, STILWELL, Deputy Undet Sevretary of Delese o
“Policy and Noattonal Foly
Comnrand’™ (1982, pp.
115-45)

Stitwell, 1962 1
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There's a whole range of crises-—some more militury, some more politically
charged, some very transient in nature. Our military command structure is
designed for major campaigns in terms of its vertical organization, its plan-
ning structure and the like: hut, of course, crises hzve heen more in vogue,
We have a minor crisis action center in being right wow in the Pentagon as a
direct outgrowth, as you might expect, of the Falkland Islands. This
administrution has a  very

embryonic crisis management falkland Islands—focus of 1982 war

organization at the White House between Britain and Agentina
level, headed up hy the Vice Presi- OSD-Office of the Secretary of
dent. 1t doesn’t have much sinew Defense

al the moment. There is a national

counter- terrorist cross-management structnee, also, without sinew. The JCS
has o crisis action setup, again tempered o the large operstion rather than
the smaller one, although they're working on the latter, OSD doesn’t have
any real capahility, heing a policy, planning. review and analysis organiza-
tion for the most part. It's sot adapted to operational responses, although it
hax enormous contingent responsihilities in a wmilitary cnisis. ...

We're trying to drifl parts of the OSD staft in bow to man hattle stations for
a crisis, o develop a cadre of people Trom the assistant secretariats and so
forth who woutd he marshaled at the appropriate time. They would be
known to one another, would have specific assignments, would be fumnished
with the reguisite data bases with decinion packages of major actions likely
to be regwired, including the implications of any ol those actions; with our
fegal authorities and our constraints; the priority gims, and data on all the
other povermment agencies involved. Neat to dealing with an actual crisis,
nothing 1» more inportant i developing prolessionalism and know-bow than
exercise, whether it be tahletop of sophinticated. That's hasic.

Anather phenonenan of crisis: because the inforniation s sketchy, bevause
of the time aud seaninvity, hecause of the nature of the inal report. which
may come from ehewhere than our ewbassy or a onlitary coannand, there's
a tremendous impetus at the uatienal level to search in all directions for
miore infonuation, to Qesloout the e as a Sasis Tor developing the plan,
Usually the plans that are on the shelves 2re oot apphicahie o the situation,
Aund so the NCA has a rendeney to stolate the cham of commamd. Thar's
vhay trowm the standpom? of mlonmaticn request, but it could be pretes disas-
trous il cone ol s amvelved,

HOLETINGE R You are the (st one inall the discussions we'se haad here
who has cvphettly stressed the doshinetion hetween searching lor intunnation
amd the domnward Qow of arders, Could you conuncnt oz why the distine-
tion seems so hand for the resr”!

g a Stibwell, 1982
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[STILWELL)] I don't know. IF' I'm a Tull commander and the President or
the National Security Advisor or the Sceretary of Defense makes a legini-
muate request for information that skips my echelon, and goes direct to sub-
ordinates to get what information he can, 1 have no problem. I 1 have any
evidence that suggests he'd better not depnd too much on that initial report.
ar il it should be modilied, though, Fm gaing to tell ham. 1 have a respon-
sibility to comect him. We've powvided all these cammand, control and com-
munication sysiems; we shauld explait them. knformation is intelligence, ic's
germane ta the decision-making process. But 1 don’t want seniors hypassing
the chain of command when it comes te appheation of Farce anless it's been
preamanged For good and sullicient reasons.

o IMIy deputy, an Air Foree three-star general, L) Burns (mow a vice-
president for advanced development wt MeDonnell Doughas), had been the
nominal on-site communder for the Mavagne: operation and. durimg that cni-
sis. watched the NCA, the theater commuimder and everybody else try ta talk
to the hittle guy on the ground. He told me that this confused evervone,
So Lintormed Admiral Gayler und JCS that | had looked over all the
commo assely, and there wan junt
o way we could arrange com-
munications below ms headyuar- thscassion here relers Lo commansea:
\ N ) tros duting the Ametcan tesponse
ters. We had o reniarkahle secure when wo Artencan uficen, ey
teleconlerence that morming tha mg o treein Aorea’s Demulitanzed
hnded eversbody Wl was any: Foare, were Mdled by North Aosean
hody in W 'I : J l'. solidiers, August 176
‘ ; T - T
"_ ¥ ‘!‘ UEITHASL AR il Adanr s Cavler - Adhiural Noel Gay ler,
cithie with iy headyuaners, so that Cummander n-Cluel oF the Ffaa
they could ash guesbons, and pive Conunamd a1 e e ol 1he
avice, which no one clected ta an gl
do. So a1 worked gl nght, 1130,
L35, 1%

(R I LU R F ST TR} TS EY

[ RICHAKD S LRV Speasal Avunland in Wie Fresndent Ior
ey s .\!-llnlllﬁ. Criss Natiestial Secwiily Mlans amd Semor
Diavalor Uy Managoment yy
Managanent,  Tatormation feann arad Marng
amd Fechnology " ol9sd,
e AU

As Specnal Assestant to the Presndent on ihe National Sevuats Counedd, §am
rospotinible tor all the viisis management assets within the Whoe House.
Fhos o g ew posttson Fottwerly e cisas mivobseaent was handled by one
minber ot the NSU msupport o the Asantant (o the Prosdent B Natsonal

Beeal 1934
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Security Affairs, with the hasic managenal support ot the Director ol the
White House Situation Room. Bul in the last two yeurs, at the President’s
dircctive. we have heen involved in 2 major upgrade of the White House cri-
A% management assets.

What | am about o say is based largely on a premise you will recognize., if
vou know anything ahout the interplay between the White House and
various clements of the burcaucracy. Itis a very common Washington prop-
usition: the White House should have comparatively low participation in
many if not most crises. As a matter of principle | ind that a good operating
premise. In many cases it clearly Jues not apply, for a varicty of reasons.
But most eversthing that has occurmed in the Jast two years has not presup-
posed that the White 1louse should have a more active role.

I want, Iint of all, 1o desceihe an incident that occurred about a year and a
hall ago hetween the National Military Command Center and the White
lHouse. The military leadenhip, with (General Vessey in the National Mili-
tary Command Center (NMCC) in the Pentagon, was hneling the National
Sceuniy Council including the Presi-

dent, Secretary of State, ad other _ .

participants in the Council. This - Gt Yo Gemra b e Yo
incident has shaped, as very olien is Natt

the case, this President’s view ol

what he vould and couldn’t do.

There was a discussion about what was going on in Eebanon. The Chaimman
o the Joint Chiels, hriching hy video From the NNICC, mentioncd the con-
straints that the President was under due to the rules of engagement tROES).
Then he pointed to s map to show the President where a partwular Israch
activity was, and where the Druee were. Fhe Presideni was very sur-
prised —thin s Bot uncommen lor Presidents - that he was constrained by
the ROEs. Ao, when the Chainnan pomted to a locaton on the map, the
President, using the vanous secure video links, could not see what the
Chairman was pomting to The boelers thought 11 was impontant by have the
President pay attenten to what they were talking about. But the Preswent’s
reaction was, Gint, why shousd he be comtramed by these rules ol engage-
ment, amd sevadnd, he couldn’t el what they were talbing about, ‘The Prew:
dont woed o Judpe Clark and

saud, s s ndsoulous. Fiwd "u-‘ thuse alel-wing group arwing Lhe
don’t know what they are talhng wartiig L froes vt Lebarmn

ahout, | doo't kiow whers they're

talkang about b, amd B don’t have

amvthomg m tront ot e that helps Jaedpe Clath Wathom P Lark, Satranad
nx undentaid of give oot o g Sevutily Adhrsad 1o Prevaderd Reagan

Heal, 1984




Crisis Management

Now, this anecdote ought not to be surprising to any of you. Indeed, it isn’t
intended to be a surprise story. It is to confirm that decision making at the
highest levels of the American government is not a good system. The par-
ticipants in it are all well-meaning people; still it's not that good a system
for the decision makers. We spend hillions and hillions of dollars to collect
information, to get it from the ficld to an analyst in the bowels of the
hurecaueraey. Don't misunderstand me—that is very, very important. But
having spent a lot of moncey to sustain un information collection, disseminu-
tion and analysis process, we spend virtually nothing on direct support to a
senior-level policymaker. Virtually nothing. This is a major theme 1 am
going to talk ahout: we spend very, very little and we have very few analytic
tools Tor the very high-level people. That leads me to my lirst major ohscr-
vation. | believe this society pays dearly, every single day. in terms ol pol-
icy. for its failure to teach truly systemis-onented peaple to synthesize at the
macro level. | dare say we could go through the length and hreadth ol this
land and not Tind twenty people who have that capacity hy virtue ol training.
A lot ol people develop capacities hy virtue of experience, hue I'm tulking
about those who are both experienced and trained to synthesize information
at the macro level. In my judgement the higgest prohlem in information
processing s not semors, not telecommunications, not CPUs, not even ana-
Ivtic procedures. Very little work has gone into the synthesis process. 1'm
not talking about a partial svatem,
a little cconomics and rational , _
decision making and let’s throw a C J'_U.» u-fm.n' processing units (of
compieiters)
little more in the hudget. I'm talk-
ing ubout hig picees.

Furthermore, Presidents, engaging in the decision-making process, where
you have a very stressful situation, eaxperience high levels of fatigue. People
get worn aut, they are harraged, there's a lot of pressure on their time. Very
Tew tools exist ar that level wa relieve the pressure while supporting their
svathesizing activity. I'm repeating myself, hut | want to make sure I'm
understood: the tools are not there. | think that is so serous that it affects my
views on technolagy, What ditferentiates man from all the rest of the crea
tures is that man goes out and huilds a towol ta do his work tar him. e
huilds tritors and plows to tske care of the land, he huilds reluy stations to
tuke care of signals, he builds computens to process data. Yet the tools Tor
doing synthesis don’t exist. In stressful situations, as the principal crisis
manager for the President in the White House (1 have actively worked every
single one of the recent ones), § have to process, to synthesize, megahytes of
data in very short periods of e, to give deseniptive clanty to what's going
on. Fur instanee, we receive stuation repords ¢we get at least ten of them)
sarying i length from short to guite long, and we have veny little time to
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A

take those duta and crunch them using some data compression technique,
and then tease from them the essence ol the messages. Believe me, that s
not an casy trick during a crisis.

|STUDENT] Could you give us an example ol that kind of situation? You
say il happens every day.

|BEAL| Certainly: the most serious conllict facing the United States
today is the lran/lrag war. You may think it's Lehanon, it's not; it's not El
Salvador, #'s nat US-Soviet relations. it is lran/lrag. Right now the number
of cahle messages the White House receives about Iranilrag—and that is a
smaller pool than the 1atal messages within the national security com-
munily-—is suhstantial, around 6X) every 24 hours. That pool includes situa-
tion summaries coming from at least nine ditlerent sources, teasing vut
ceonomic, political, military, political Teadership aspects of what™s happen-
ing. vn a daily hasis,

We prohahly will get something on the order of a minute to two and o half
minutes with the President, Ty thinking realistically about what is reguired.
We have to take that pool of messages, those summarized reports, the exper-
tise of human beings on hand or out in the community, and prepare a
message, Yoeu have to know what on carth to tell the President. The synthe-
sizing, integrating process goes through that volume of data, those already
syinthesized picees, to put through vour finad window g page, two pages,
five pages, of very, very ervstallized tatormation,

To de what! To just inform him? No. Decision makers wiom you only
inform are nat worthy of your ¢ffon w inforn, Decision nakers have o
form impressions and act - or ¢dse not act, which i a torm »f acting {1'm
Aot saying that Presideuts or their advisors et ondy by domg something spee-
cilics noneaction can ol be very worthwhile 0 et as & superxmer, we
aught i leam o doat more often; it's probahiy the number one rule o 4
superpowcr. Superpower belinvior is oot te actl. So action, of inaction, is
the exsence of the message, Thea sou have woweigh ol the diberem Gactons,

For example, there is &overy large Boosh comvoy m the Gult of Owmian s
wworiing. | guarantee you that 1v going e nise B kinds of guesions: why s
ithere, vt new, did we hinow e was gosng o happen, all those binds ot
things, which Tor us s 2 ratcheting ap ot the guestion ol bow we put i
together v a contead,

Now, koword of caution, Byensthing Daay today s aboun cnses We can talk
about general decnion naking e a non-erinis seose some ather e, The
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essence of information during a crisis is that i1 has a very short half-life.
Therefore, every time you put information on a piece of paper and iniply to
your boss—in my cusc. Bud McFurlane and the President—ihat this is the
way i is, when you know yon're

dealing with information thut hus

very short hall-life, you are on a B0 FEAEE TR BESTRES,
precarious edge. Sa Law One is:if Clark) to Presidont Reagan, 19885
you've got a picce ol information

that is sa perishable that it will not

survive the evening, then don’t semd it up. I vour best estintate is that it's
thut perishuhle, you've got to be very, very careful ahout processing it, |
know very few tools except experience und judgment that are gotrg to help
you in that arca,

[OGETTINGER | It seems to e that the hackground against which t infer-
preda crsis, against which the decision maker eviluates what he gets fed for
two and o half minutes, is an importast ¢lentent at risk. Would you touch on
trat oclore we close?

{BrAL| All right. Fiest, however, et e ntake a few peneral proposi-
tiony. Number one, | would describe crists decision making, ut least in my
experience and ay 1 have now come W conceptualize i, as orgunized anae-
chy. Sometimes it is an orgasization, sonetinees @ decision setting and
sonetinees w s ol decision mhers, But its privary charscteristic is that in
erives it iy always very difficult to estahlish a set of pouls— of prelerences,
Crises, hy thetr very mature. ure lihe playieg Scrubhle. When somebody
tosses the board and everything isnitialized to zero, amd weost of the picves
are far-flung and in disarmay - that™s the anarchy. And when vonfronted with
ibat, u peeson who nehes devisions st decide how o estahtish prefer-
ences. Por sontebody poing back and analv g it s very diffeuit o elicit,
from 4 set of decisions, wha those preferences were. The reason iy tha
most preferences are rol someone s will duneg the period of wnarchy, hut
ratler o consequence of @ loose collection of ideas and acts. The preferetces
are Tunctions of actione eatlier than drivers of acbon.

Thes e wey Judgnecnt v very imporiant  In osr curreat situation in
Lebanon twluch i oy judgnrent is a very clear poley reversal) our preter-
ences and our goglbs have been
derived from a ser of achions cver-

Mo luted over tine aur curtent suation i elanoan
sl Qs DT L A I T altennath ol the vombeeg of the
Densed Tromn those acts non the Alirne barracks m Ok Tober 196
drivers of thase wis, Secomdly, in
crisiy  situations,  with this
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organized anarchy, the tools availahle to you are very unclear. You don’l
always know what you have,

For example. | hope the military is always a political instrument—that it
never has strictly military purposes. That's why 1 find the Lebanon situation
Jjust hizarre. Commentators say, "Qur forces have been given a mission for
which they weren’t designed; they were well equipped to do military things,
hut they were given a political rale.”” The duy that isn't true, when that is
not what we want from our military capahility, is the day we're going to just
shoot each other up, hecause then we will have nothing but military pur-
poses. So, in my judgment, the puhlic discussion on this is absolutely upside
down,

Thut's what happens in a crisis. Your tools become unclear to you, And
their uses become unclear, and you apply them inappropriutely,

{OUTTINGER)] Just so we will be clear: tools, Tor you, are animate? Inani-
mate? People? Institutions”? Things?

IBEAL] A ool is an Ambassador Rumsfeld, Special Envoy of the Pres-
ident of the United States. As an instremient in the hunds of the President, he
has a particular characteristic that makes him very dilferent Irom Ambas-
sadur Walters, who is also a trouhleshooter. Amnhassador Walters reports to
the Secretary of State, and he

hasically is what 1 call the had
Ambassador Rumsfeld—Donald Rums.

ncw",‘ hoy. ™ e gm:_'\ Rt lu. l.c" feld, White House Cheef of Staff and
President Marcos ol the Philip- Secretary of Defense under Prest
pines, “Look, you're in real trou- dent Ford
. " now that Fored Ambassador Walters—Vemon Walters
) W i .
hl.c'. ! l‘r'. .Y“u km ' l.'“l fucEijin appomted 1S ambassador to the UN
military assistance is going 1o drop n May 1945

from 3100 million to $25 million. ™

That's what Walters does, while

Runsfeld reports to the President, not the Sceretary of State, and he’s the
special envoy to a region, not to aspecilic conflict. Tle'™s not out there all the
time, he's specially deployed, and be is a toul. And the President has to fig-
ure out, with his advisors, how that particular ol is geing to be used.

We may want o Know how a particular country feels about somicthing we
do—we may employ a particulur kind of information collection sy sten-—umd
use that to watch how another nation reacts, That’s also a tool, Tor example,
il we went to a new alert status, we'd probahly use sonie of our collection
techmigues to lewn how country X responded to our increased alert. Or if we

28
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have some forces out of garrison, and we want to sce what the other country
thinks of that, we have an instrument to measure il. We may call up Ambas-
sador Kirkpatrick and say,

“*Would you floal the following _ _ _
tion”? Mavhe we ought to suh- Ambassador Kirkpatrick—leane Kirk-

mgian . MDA wi-ouEs A patrick, President Reagan's ambas-

stitute the multinational force for a sador to the UN (Walters' prede-

U. N. force.”” So she becomes, in cessor)

a sense, a tool,

But in ¢rises it hecomes unclear which assets you huve availahle, which
ones will work. who's going to use them, who actually controls them. | can-
not tell you how often | have heard somebady say in a conversation with the
President of the United States, "Bt sir, we can’t do that. It°s not within the
DCIs prerogative. ™ That means that the Pirector of Central Inteligence, in
his other hat s director of the inteligence community, s telling the Presi-
dent ol the United States, his hoss, that he, the DCH, has a charter that is
independent of the will and preler-

enees ol the President. 1T you reud

the 1947 act as amended in 1958, the 1947 at as amended i 1958 the

. Nuttronal Sevunty At of 1947 and the
that cun’t he. And yet the assets Depariment of Detense Reorganize
are appropriated, given hy law to tion Act of 1958

the DCL. and they are his in the
ntind of everyhody who ninipu-
fates them.

HHTTINGER | It°s not unigue o the Presidency. We're talking about
decivion makers in a very generic way, through these focused ohservations.

[t Yen, and not bemg unigue, s vers eriticed during times of cri-
sis. Why? Beciuse vou'sve got very compressed decision time, whether in
reality or simply i the miind of the decision maher. The or she can’t wlerate
that sort of clement heing ted into the decision —it puts tension into the
process, that mahes 10 very ditficult o come W some sensible set ol dect-

S ons,

The third nuijor characterntic U'd like to emphasige is that ail crises involve
what Fealt Nned participation in the deciston-makmg process. That is, in this
organized anarchy | cach tme the Preaidenmt and the National Security Coun-
il meet it may mvoive tea people-—and i three successive meetings not
even three of them will be the sane, People are constantly sending their sub-
stitute, while somicbody elve gets dragyed awasy . Wha ' Because o super-
power iy involved momanaging all hisels of things in a non-crisis arza while
it handies a crisis,
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That will always he the case. In 1973 it mcant that there were major ¢le-
ments of the Stute Department having nathing to do with the Middle East,
processing other hinds of matters and demanding the attention of the Secre-
tary of Statc. Furthermore no one set of participants is hath analytically
competent in the region or the specifies, and also high enough in position in
the government to be in the mectings. So the experts who really know Iran/
Irag (gencrally they only know fran and not brag) hrief 2 buss who' bricls a
bass, wha goes ta the mecting with the President. He may not know a single
thing ahout this particular issue,

This may tauch on yaur questian af hackground. The eritical thing is that
analytic, competent people are not that valuahle ta you in the decision-mak-
ing setting—this iy going to strike you as a little perverse and a little upside-
down—hecause they do not control the assets ol the organization they are
members af. 5o you have (o have somebady in the meetings who can speak
for the agency, allocate its resources, and make commitments to the Presi-
dent during the crisis decision making—not the expert on lrarvirag. No mat.
ter how much the expert knows about the Toreign minister or whatever.,
that's not what is frequently critical in those settings,

You also have what | call the integration-of-knowledge prohlem. By the
thme you reach decision making settings, you've atready had to go through
the analytic stull and have cast this problem in its decision making macro
termia, Fhat's not where you need analytic smarts, you need integrating
swmarts, and people capahle of allwating the resources and assets of the
MKICty.

Fourth proposition: every picce of analysis | huve ever seen is incomplete.
because the burcavcracy and the pofitical efement t1 don’t want 10 amply
anything other than a very positive approach} never know anything about
Blue tRed 1y the encmy and Blue is you). Nohody ever anatyres Blue.
Nobuody ever finds out what this country will support. accept. toferate - what
Congress will tolerate, They leave out nugor portivas of what the faw will
permit a President to do, what the Gffice of Management and Budget
tOMB) will permit 3 President 1o do, what Coagress will permit - so they
don’t complete the total analysis. We could have a posture as to what we
mtend 1o do with the West Europeans and the Japanese il the bran-trag war
goes into the Permsian Gulf-—yet it might be perfecttv impossihie o get that
done domestically. And we would never know at. because ncither the
Delense Department nor the State Bepartaeat s pernntted or mandawed to
hnow anything about America’ | have the greatest possible respect lor alt of
them, but they don’t analyvze Amernica domestically.
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{OETTINGER| Conversely, the domestic folks are not permitted to get
into national security. S0 synthesis becomes extraordinarily difficult.

IBEAL]  That is onc of my major points, One of the fundumental ques-
tions in foreign policy is, 18 your foreign policy driven by domestic sources,
or is it derived from the interaction hetween the two or three nations
invelved? Well nobody has ever decided to have o Bureau of US Alfairs in
the Departmient of State. You huve to have certain specialized tickets if ypu
want to play in national security affairs. and one ol them is: Doa’t know
anything about America. OF course 1 ve overstated, hut not unfairly, | think.

An article hy Bill Bundy. from Foreign Affairs. walks about how American
loreign palicy is conducted. 1t always turns on lowur elements. First, the cen-
tral views, style. and characteristics of the President. Well, Ronald Reagan
is sl an enigma to everyboudy. Second., coordination of policy within the
exevutive branch, including the relative influcnce of key advisors, is never
analysed; 1Cs never even a part of analysis: it would be inappropriate if
somwbody wrote it down, 1 outrageous il somebody rases it Third, rela-
tiens with Congress. Well, Congress is never in on it in fact, the people
who conduct legislative alfairs knew zero about Grenada. lor example.
lntentionally, they were never even given a picee of the knowledge ahead of
time. Fourth, the tevel ol popular

support for the administration,

especially the P'resident personally. Grenada —1he US ainvasion, October

1 tnink that's remarkable tor . ';‘:"”l o .
PETTR . By , . {chard Winthlin—Fresrdent Reagan’s
William Bundy or anybody to say. peslarer

1 have spent o lot of my scademic

and prolessional life doing sur-

vews, but if Richard Wirthlin in the curment administriation uttered 4 word
to the Seeretary of State on what the public will wlerste, you would have the
longest discussion about the Ballacy of polls. Few people are as good at the
halance between domestic and foreign us Wirthhin is, but he wouldn®t be
pemmitied to speak,

Another principle. There is no domesticitoreign interface. 10 is not there, and
that is very, very serious. Inomy judgment ot is the single nust critical factor
in beang unable o sustain foreign policy. 1Us not really our difticultics with
one npation or another, hut the problem of not being able 0 sustain domes-
tually almost any policy you can nanwe 10 g crisis, You have to remember
that & characteristic of a criss is generally high public wlerance for a Presi-
dent, his advisors, and Congress as they work through the problem. ‘That's
one of the things we know about crises: there s g suspension of imnxediate
critivinm about what you are doing. During Grenada. tor example. it was
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decided that we could do the action, that it was correct, we could finish it,
pack it up, and return—all before we huad to truly delend the policy. Inva-
sion of an island—-and | don’t sce any point served in altering those words—-
invasion of an island for the specific purpose ol overthrowing the govern-
ment did not have 1o he sustained as an argument over the long term,
hecause you could put the forees there, clean it up, and take them home
before you lad to really dehate the policy. During crisis you have to think of
the sustainahility question as much as you possibly can,

Next is what 1 call Gray's Principle. Gray is a Marine General, comman-
ding ollicer of Camp fcjeune, and a remarkahle man in many respects. To
get understunding ahout some ol
the problems we had. | visited
General Gray at Camp Lejeune, | Gray—~Map. Gen. Alfred M. Gray, Ir.,
Jid notunderstand why therc was  Commnding Cenont ind M
miscommunication hetween the
President and some ol his military
advisars about use af the MAU force in Lehanon—the Marine Amphibious
Unit, vng al the hasic elements the Marines use Tor certuin kinds ol actions.

Gereral Gray and 1 were going over samie af the concepls til the Navy und
the Murines were going to use, and 1 asked hin, “"How do vau keep all this
coordinated?”” 1t was o very large lunding on a beach front with 1ot of
torces and lais ol Hirepawer and 1oty of other things, And | was interested in
the inforniation guestions, the command and control,

Now this is my propsition, though you niay disagree. | believe conmand
and control structures are always pyramidal. They have 1o be; otherwise they
can’t possihly sustain connmand and control. By contrast, all information
structures are, 0 my judgment, imually horizontal, And they are horizontal
all the way up and down, because Tor a variety ol reasons they have e ke,
Command and control, however, and the mforeation in a conmand and
comtrol structure, always lave o run up or down, pycamididly through the
siructure,

Bul. w Thave suid, the information sy siens that support connand and con.
tral are always horizontal and thiey are characterized by network flows more
than hy vertical action. And what General Gray said o me | lvund veiy
witeresting: that i times ol stress, eveny echelon i the organizabion nust
understand the srgamzation’s immediate poals and act to lultdl e, with.
out Nurther information. That mcans that there is an inforniation suspense
period in g comniand and comtrol structure. Fhe horizontal Tow is not active
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during certain restrictive periods. Especially in stressful conditions, you can-
not expect the same kind of information network flow across the horizontal
planes and up through the various echelons. Another point: much of com-
mand and contri! inlormation is punitive. It has to be, A directive: you do
this; you send me feedhack that you've done it. If you haven’t done it, get
your huit out there and take care of it. And that’s why the command and
control structure passes what is not passed in a horizontal structure: how we
are doing on the intelligence side.

Now. in crisis decision making most presumptions about the highest level
are that 10 is pyramidal. But in organized anarchics it is anything hut pyrami-
dal. Why! To go hack 1o my first notion. nobody knows what the prefer-
ences are, s¢ pobody can act to meet the imtermediate goals. How do you
ever know what the preferences are”? By inferring it from actions that are
very dillicult to interpret. And during a crisis this is one of the things that
gets interrupted.

‘The next proposition | want to give to you is what | call the theory of might
operations. During the Gulf of Sidra incldent. when Navy aircraft on the
USS Mimirz shot down two Libyan fighters, you may remember that there
was discussion in the press about

who wobke up the President to tell

him, Well, 'm one ot the lower the Gult of Sidra inesdent 1987
players in that loop. And my opm.

ion iy that it is Jumib to wake up

the President to tell by that two Libvan jets have been shot down and
everybody else in the Libvan air torce has gone back o their hases and they
are suting on the runways. There is nothing 1o sav. What are you going o
wahe hinnup to tell Iy That's like saving, ““There are a 1ot ot stopped-up
tlers i Milan. ™ Whar are you gotng o do about o

Lo nsahe sure we Bad all our tacts stranght, T was sent o the USS Nouniiz o
have a discussion wih Captam g and Adimiral Manin. then the adimiral ot
the Fourth Task Force. Maitn's a4 IFOW trom Vietnam, and batly are very
remarkahle people. While 1wy there they were domg nianeuvers and night
operations. Fer s person who Jidin'espend any e m the Navy, this was o
me a remathable eypenence. Dunog these night operations the N was
moving duning the might moored 10 two replenshment vessels - takimg on
tood and supplics on one sde. and petroleum on the other. Although the
Nonuz s a muclear-powered vessel o stll needs petroleum tor a vanety ot
Hmps on board.
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So we're going through the ocean, three ships hooked together. 1t is an
incredihle experience to see them doing this with the ocean rolling. All this
time they were landing aircralt on the deck and tuking off, at night. Night
aperations are very different (rom day operations. One characteristic is that
pilots are trained to disregard most of the information availahle to them to
Land an aircraft. They are told, “Keep your eye on the meuthall™ —the hights
on the feft-hand side that have to be kept horizontal. The pilots are trained to
focus not on the ship, not on their instrumients, not on what they are hearing,
not on what they are seeing, not on how the ship is tossing. This is an ar-
craft they have to gei down, one of the niost complex manned machines.
Far nod detting you this hecause | like stories about the military, we're talk-
ing ubout lechnotogy. information, decisions during short, compressed peri-
ods of time; and to get that aircraft down they had taken the volume of
information that one might pass to that pilot and reduced it down o > Keep
your eyc on the meathall,™

[STUDENT] But you know what the pilot’s preferences are: te come
down in vne piece.

[BLAL] That's the preferenee not only of the pilot hut evervbody assaci-
ated with him. The guvs who clear those planes want very much lor that
pilot to get that gircralt down. But within the context of my own observa-
tions, | hnow very well that Keeping your eye on the meathal! works—and
this i my point: vou cun have information reduction wwd compression only
when you hnow prefercnces. All the other charactznstics of night operations
and crisis decision making are very much ahhe, hut the conis decision maker
cuan never say CReep your eve on the meathall™ because he doesn’t hnow
what the neathall is.

You go through al] the other processes: data reduction, data compression,
short perieds of tine. high rish - let me tell you, putting that wirerslt on that
tlattop is high rish. Somehody has worked out @ mamned nacline, the tech-
nology s clear, the mstrunients that you have available to you are clear. Hut
they are successlul 1n landing that sireraft only 1o the degree than they get all
that coordimation,

I vou apply all thase picces 1o ihe pre-crisas stage, vou discover that people
wha say o the Preadent, " Sie, heep your exe on the mwathalb and we'l! get
through this,” are decenving i Advice-givng dunng conn periods, for
precsedy the reasons | have alluded oo s very dangerous, Tn crses st of
the advice the President receives 1s insceurate and fallacious, Exerybody
will be telbmg the Prosadent, “Keep your oxe on the meatball, ar, amnd we'll
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make it,”" because thal’s their job. Bul since they are likely to be wrong, the
President is denied the number one thing he personally needs: high confi-
dence thal the advice given Io him in the privy council is correcl.

ISTUDENT] The ward ““correct”” trouhles ne. lustead 1t is really
incomplete, isn’t 0?

IBEAL| IUin incomplete, incorrect, und inudequute.

ISTUDENT] Inn"t the advisor saying, ~"Buased on my expericnce with you,
Mr. President, [ believe your prelerences we thus, and therefore 1think this
indicator is the only one that will doit.”” In’t that an ¢lfort 1o distill 10 some
mcaninglul way .7

IBrAL] It is. But my proposition to you is that, in all prohahility,
whether it is the Seeretary of Delense or the Secrctary ol State, whoever o
iv. be's wrong. In my judgment you have to operate Irom the premise that
when you are 10 a crisis condition, he s Iikely to be wrong, That™s the nisk
you run because in the circumstances anarchy can surround everything they
do, und 1t simply makes almost everyone’s good advice sot that good. The
conditions no longer perant them to concentrate on one thing. In a crisis 4
lot of the ellont gues toward linding a path o solve the prohlems; they have
to mieet, they have to bubster cach other and get o certain hind ol consensus
to get the thing resolved. That™s the basis of Irving Janis™ *“group think "’
theory. They huve o huild consensus and get the President on a path, ihen
they have 1o do the proselytizing und cheerleadimg. And m my trivial way, |
keep records about who says o the President, ““Ths will work.™" 1 red-Dug
that. since il anybody is convineed, in my judgnwent, that is likely to be dan-
gerous— because i a ensis you just don't know.

Whit do 1 conclude from this? [ do oot hive a prescription it you are 3 weuk
nation. But as long as vou are the United States, because of the conditions |
have descrthed, vou need to act very, very slowly, Short ol a nuclear
cxchange, there s no crisis that this nation ever has to respond to i very
vompressed time, either real or psychological. 1 think that s one of the
magor problems we Face: advice given under siress to g leader of a super-
power causes tha! superpower to sct previpitoasdy and winecessanly . with-
aut the hasis ol comsideration that you lundamentally oced. Ane [ arguing lor
Cenveeit-a-weeh™ No, bt any timie sou pet an g crsis. the nagor thang i,
let's ot go toe East,
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b will give you a case in point. | think in the Korean airliner Incident, from:
the time we knew the plane had gone down to the time the Secretary ol State
went on the air, und the President’s
lirst puhlic stutement about it did

Kowcan girhiner incrdent—the shooting

not exceed 24 hours. In my judg- : _
X . . down of a Korean airiiner by Soviet
ment it caught the Soviets so ill- arcrafl in Septomber 1981

prepared for the speed at which we

were processing information that

that very thing boxed them into a comner—finst to deny it and then coming
buck and saying, “"Well, yes we did it, hut ¢ had every right to do it, it
wis the cormect thing Tor as to do.”” That is a response we didn’t reatly need
to ¢voke, had we not been moving the issie too fast on them, Not that we
weren't correct on the morat aspects or the other dimensions of the situation.

Now, it our Jarger concern is not to beat the Soviets hloody over an issue
hut to Foster US-Soviel relations, we could take all the swasured response
we really need. Moving too rupidly is prohably the single most signitiviznt
error we make,

[SIUDENT) To what extent were there really controntations with the
Soviet Union? Before we really dad ansthing, Jdid we reathy tov to Higure oul
what they hnew?

[BEAL) I think the direct answer is that we did not sit Jown and discuss
this with the Soviet Union at any length, ot any time. because our intial
cvaluation was that, inevery way we vould detennine, we knew nwre about
what was gomg on than they Jdid. We were absolutely convinced that they
had shot the aidiner down, and that we prohobly had all the mtonmation we
necded. This was never ween as an opportunits for us to bave o goad conge-
und tath with them.

ISt If the meident were to oecur toeday . do you ek things
would be handled ditferentls !

Ity Yoo, | thuuk that we wouhld do several things today that we Jdud
not Jo ot that te, The delicate 1ssue from the NSUC's perspectine, and, |
behieve, trom State’s perspectine, is that we could tol have done what we
did had we oot had the ventying evadence trons the Japanese. B was not juns.
able to go torward with what we alone had cven though we had evidence
We are oot o credible nation - not the Presadent, not the mahion. There are att
Linds of reasons why we could sot have sustaitied the dehate w the vanom
ntcrnational tortans where it has been discussed wathout the cottaboratise
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evidence of the Japanese. And if it were to occur again, the fact that they
had it and we eventually got it from them would make that process go a lot
more snwothly than it did.

This is the Nirst time | knew anything about it ut this kind of level; in fact, |
ant sure it 1y the only time when a third party has truly and genuinely helped
us make a case about Sovict complicity in a horrihle act.

|OETTINGER] That is a theme worth aking up again with Leo Cherne,
under the heading of the role of
puhlic opinion in both the U,

feo Cheme--Vice Chattnan of Pres-

and foreign countrics in crisis dent Reagan's Toregn Intelligence
for tong-term national sequrity Advosuy Bosrd
nyinagenient,

[Stenexy| It appesrs 1o mc that what you are saying s that the Presi-
dent shouldn’t be involved, because when it goes up to that level, you don’t
want o just give him a senies of hrieling papers so that his reaction is just
What am §supposed 1 he doing with this?™" By involving the President
you mkhe more likeiy a precipiteus degision that nay he inappropriate and
hased on inaccurate o incomplete information. Is that right”

JBtAL| 1 wouldn’t necessanily infer that hy bringing in the President you
are much pore fikely W commit 1 precipitous act. But 1 would thorouphty
agree that st people  ancluding maey people in the NSC-—do ol under-
staad what it means o get the President iavolved in anything. The Whate
Howse only has one asset the President, and his attention o anything. This
is the single st igportant asset e While House atlovates, Symbolically it
means the nust, I you know any thing ahout open pluralist systenns hike
aurs, the assel we have is whetlier or oot the President will pay attention 10
an e, and everybady in the sociely who wants o get his of her 1ssue
acted on has gol 1o ger that issue om his plate. | goarantee you that when
Mr. Mctaughlin worked for the

Ponst Office. the number o vsue,

when ke had a4 g enough one, Mo, Alcbaughtn - johin 1, Mol aughbs,
was to pet the Postmaster General Ivecutne Docaor, Program on

; Trturenalion Kesowrees Polny

1 labe the isue as high as he

vould, The Secretary ot Delense

constantly has pressure from within or Tron withoul o get ivsues belore the
President. That iv the number one game in Washinglon.

Now o pet a Presdent into g situation means that you have o undentand
how (0 controf that sifuation a lol betier than when he s nolinal. In that
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sense | thamoughly agree with your point. In fact, most White Houses have,
in my judgment, hasically been hrought in as part of what | wauld call their
delaull palitical cansiderations. 1t is by nature a political issue whether you
hring in the President, hut it has been a default issue; that is o say, it was
largely & question of time, or having mct with a group, or is he giving
proper treatment ta same depanment or agency compared 1o samwe ather. It
has hasically been a default halancing act; it's paying everybody oll,

Most administrations try ta fucus an the hig damestic issues of the time. But
then invariahly the national security items start ta take over, and they run
around scratching their heads and wondering why this happened. Ul el yau
why il happened: hecause every White House in modern tinses has allocated
the Natiunal Security Advisor time every day 1o hrief the President. No
domestic counselor has ever been granted, W my knawledge, that separate,
independent allocation of time - and believe me. we plan it and manipulate
it and control it. and it is the number one thing we have to deal with, The
second magor Factor is thal we have hings, presidents, prinie nunisters, for.
cign ministers as power leverage. The NSC leverages that apaiast the Presi-
dent through the time in his calendar to gel him involved.

Now, let ine get specitically o crises. The presumption is that the President
v involved i1 it's a crisis. Sam Donaldson says, “fley. when did you tell
the President™ It doeso’t matter how low - Jevel a crisis i is; it can be o
terrorist attach in southern Sudan
{there have been threey. "When
dud you il the President” When
did Sow potily hing?™" It s o public
isue. We even get calls Trom Sen-
ators: they read it m the press. “lsoahe President aware™” So, monny udy-
ment, the expectation i that 10 all crises you put the Prevadent i the loop
and then that nakes the seale ot the gene very dilferent.

Samt Lonalihon  news aorespondend
Hiwr ABC fedec iy

Fibunk this is g lascrmanng problen, because |am g by bebiover i manage
menl o e, Fhat's upward boss”” managensen. We lusd sone interesting
lcedback rot e Soviet Umon on the Korean airhaer incdent, trony people
n ihe Bnshitule Jor US and Casadian Siudics, who old us 7" When SHecretary
of State Shultz announced it we didi't thank it was a beg deal.”™” Just mnag-
e, They can shoot an arplane down with cinhans o, an ! alier the Lt
they koew what st was  thar's nert o bag deat; the Seoretary ol Stale goes on
TV Bowas a b deal only alter we pog the Prosdent imvolved

Now, having sad ““delauitpobitical,”” having acvepled the proposition that o
realty matters, my contention s that i cases o ol the things you have 1o

Beal, 1904




Crisis Management

manage is whether the President is in or out—because if the President’s in,
then this nonsense that the Secretary ol State or Defense will run the crisis is
not possible: the President has to. Even if he delegates it to the Vice Presi-
dent just to manage the meetings, that creates a tremendous puhlic
hultabaloo. So. no matter what you do. once you put the President in. that
says. *"Al right, Secretary of State. you now play not the coordinator of the
crisis, but diplomacy. foreign affairs—that’s your job. Seeretary of Defense.
or DCI. yours is intelligence, ™

11l give you a case in point. Recently the Libyans invaded the northern
part of Chad. The first issue we dealt with was, **Is this 4 matter worthy of
Presidential involvement?”” The NSC made the decision that it was not. that
there was only a very limited role

lor the President ol the United

States. 1t was dJetermined that he the Libyans invaded the nosthen pait
would only have a role if we had to of Chad—The Libyan nvolvement in
have president-to-president rela- :::ﬁr‘:'::f,::;'dfd;?fﬂ;?f ,’.,',;'f(h
tions with Francois Mitterand. fiancois  Mitterand - President of
This was largely not an American France

issue, and there was little we really

could do ahout it. but il it did

involve the French, it might involve president-to-president contact. Other-
wise it was it prohlem Tor the Secretary of State, and he turned it over to thy
director of /M cpolitical/mifitary), Adiniral Howe, and Admiral Hlowe ran
the crisis. The President played onfy one role in the Korean airfiner crisis,
Alter the strategy was Taid out s to what we would do and how we would
du it it was decided that we would not use our first gun up front. We would
bring in the President later, and then only in o way that would enahle us to
sustain the international niomentunt,

|StrneNt] Somedinng really bothers me: vou said the US is not g ered-
ible natien. What do you mean by that?!

FBEALY There are soommy elites and peaple aronnd the world who witl
pul belicve iy when we make a case  tor examiple, abont nse of gases and
toxins in the various ghting cones aromd the worid, or KGEB activities,
We basically can’t convinee any-
budy., And we can’t convinee
neany of the leaders of the tnrd
wurld abont positions we Lihe in
intermationy! torwms. Many peaple
wheve that the CLA s the root ot 3
lot ot thinges.

AOCE USSR S Commiptiee tor Stale
Sevd ity
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What is the evidence, by the way, that the Korean airliner was shot down?
The occan eventually yielded some debris. But when we first made the
accusation nobody knew the aircraft had been shat down hy the Soviets.
Furchermore lots of documents are forged: il goes on all of the time. We are
just not ahle to use intermational forurns like the United Nations to make a
case. | lived a significant part of my recent life in India, and 1 guarantee you
that the Indian government would not have accepted our explanation of the
shootdown.

|STUDENT] Is that something we just have to live with for the next few
decades, or could we do something about it?

|BEAL] 1 haven't really thought about that. | don’t think it's something
you consciously do something aboul, We need to be g more credible player
across the hourd, in my opinion. Ask Leo Cherne ahout that when he s
here.,

ISTUDINT] You mentioned a consolidation of crisis management fune-
tions within the White Thouse. Could you describe that in more detal?

|BLEAL] Yes. The White Touse decided, as a result of the President’s
directive, that we really could not use the situation room—which is a very
small place, smaller than this classroam—as our single location tor manage-
ment of crises. During the last year or so we have huilt some additional
capahilities, largely to suppart the NSC, the Vice President and the National
Sceurity Advisor in the analytical mole in which the senior members ot the
NSC staft support the President. The room holds additional teleconmnunica-
tions, computer capahilities, and a tew other things.

[STUDENT] High tech. But the policymaking team hasn't changed?

[BI-L| Well, it hay changed in the sense that once you huild an instru-
ment, that causes you to change the players. the wam. even the rules of the
gume. So there now are, internally within the White House, a lot more rules
of the game, as to iow you play. who plavs. and under what conditions,

[OETTINGER] To go hack w hit, your statement sbout putting the Presi.
dent in or vut—compared with the last three or four sears” record ot this
seminar, and much of the other hierature—is prabably the most eloguent
and pithy satenent of the impact of madern technology on decision making.
That was an option that didn’t exist in the old dusy. You sent off Ben
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Franklin, or the Ambassador, or the European Sales Chief, and that was
that. It was some time before you could even get new instructions from the
boss. Flexibility began increasing with the telegraph, increased with the tele-
phone, and is so greatly increased now that it even raises the question
whether you need the top of the pyramid. It is, 1 think, at the heart of some
of the questions of modern management under conditions of high technol-
ogy. Flexibility makes that question possible.

[STUDENT| That worked in reverse, too. We lived through a period
when with this apparatus, for the first time in history, there was a crisis
called 'the Vietnam War.”" And it was a continuous crisis. And the Presi-
dent could read the newspapers and get detailed information from the wire
services faster than the official appuratus could provide it to him—faster
even than it could decide whether to involve him or not. So he decided.

|OETTINGER] LBJ was the prize first example, sitting down there in the
situation roum saying, "*1'm going to run this stuff myself at a distance."’
But the funny thing is that the staff people learned to stop him and others
from doing that. There's a whole history of that—and it’s exactly the point
I'm trying to make, which is that the flexibility is there. So there is a whele
ncw set of conditions under which people either play, or protect themsetves
from that game—either from the President downward, or upward. That set
of possibilities is an important element.

[BEAL} When Dave McManis gets here he cun tell you all ubout
lohnsen sitting there and moving 1-Corps around in the sandbox, and | think
that will reinforce the point you're muking. But inost people don't under-
stund the difference between infor-

mation structures und commind

and contro! structures. 1don’t want Dave McAfanis—Natonal Intelligence

. Officer for Warning

v appesr to defend President

Juhnson, because | think he hud a

propensity to do this no matter what. However, there is a tendency for the
bottom to say. *“We will not send this kind of information to the top because
it would tempt that echelon to come back down, muke tacticat decisions,
and turn all the tacticat knobs. ™" They don’t want that to happen at atl:
they "Il do evervthing they possihly can to prevent it

Now. that confuses the pyramid and the horizontal structures—because the
number one thing everybody up the various echelons has 1o contend with is
uncertainty, and information denial creates higher degrees of uncertainty
than necessary. Instead, if you understand the horizontal information struc-
ture. the tendency will be to pass more svnthesized. properly integrated
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information, which reduces uncertainty. It also encourages the real process,
which is for a President or a person at whatever echelon to delegate the
authority, establish zccountability, and then get feedback as to what is hap-
pening in that (wop. That is the delegated authority uccountability loop,
which is the thing a decision maker wants to know most about. Bul once
you start snipping up those picces on him and denying information, he will
be looking into tactical matters every single day, and in my judgment he
ought 10 he. Why? Because he's ultimately responsible. and without thor-
ough synthesized information that cnables him to make macro-level syn-
thesized decisions, he is going to muke the oncs he can make. and they will
be tactical. In shor, 4 decision maker will he strongly tempted to make tac-
tical decisions if he is heing denied strategic, integrated inlormation,

[OETTINGER| And this is the gentleman who is three years plus into an
administration. That was my sccond peint. | don’! know when you learned
that. but every four years all that knowledge disappears and a hrand new sct
ol players moves in, So another set of the dynamies is institutionul. having
little 1o do with modern technology, which is glohal, with dilTerent degrees
of use, different degrees of awareness and so on, This is a matter ol con-
tinuity ol understanding. Every once in a while a Soviet leader dies, and it's
internationul news. But our leaders rontinely disappear! Not only the Presi-
dent, but all the others—a whole administration. And what’s more. they
clean out the Tikes helore the brand new team comes in. The continuity rests
in support people like McManis, who bridges the Johnson-cra situation room
to the Reagan-era national intelligence scene. It takes cach new administra-
tion months to reconnect and Tind out where those people are. They're cer-
tainly not among the initial team the new President hrings in. They aie a
lucky accident. or an unlortunate one, depending. I'm not trying to give the-
orics of govermment here-—¢learly there are different patterns, hut that™s the
United States,

One last thing, thew U hreak oft this interruption. You said something
about how ditficult it is tor the White House apparatus to get resourees. and
ahout all the information gathering going on at the lower echelons and
nothing at the top for synthesis. There™s a poignant record of some of that in
4 hook hy a man who was in the White House Communications Agency:
Gulley's Breaking Cover. Thongh it hus the appearance of o backsta iy gos-
sip picee, his stories of his administration-—Jolson™s 1 think—raiding Navy
funds to pay for Nomber One’s plone bills and se forth make interesting
reading.

[BEat] 1 should pick np on that. 1t is not i the interest of a lot of
reseniree peaple o allocate oich of their resource™ power to the White
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House, White Houses have ¢nough resources and power by virtue of their
sheer overbearing character—so that if they were realty endowed with all the
assets they need to do their business, it might be a real problem. However,
the White House is the least well-supported front office I've ever worked in,
bar none. | mean, they think a big deal is getting a parking pass. 1t is not
properly supported and in my opinion the law to provide telecommunica-
tions to the President is being cireumvented. An example is the White House
Communications Agency under Brigadier General Tuck—he worried every
day whether he was within the law in his support to the President as Com-
mander-in-Chief. We support, with our communieations, the President of
the United States in his Commander-in-Chief role. and really in no other
role. The law doesn’t provide for ¢communications support to his role as
chief exceutive, as party leader. as political leader—-nohody cares one iots
about that, and Congress would never appropriate funds to iiim, and proha-
hly shouldn't.

Presidents have to go hat in hand. A little whife ago it dawned on me to
compare when technology was introduced in this society and then when it
was introduced into the White House. | had my stafl look it up, and the
lead-fag refationship is stapgering. Think of the telecommunications-com-
puter revolution that has gone on in this socicty, penetrating educational
institutions and corporations. When 1 arrived, the White House had a great
aig corner office. room 200, utierly without technology. 1 found a pencil.
But I had ten times the technology when 1 was at the University—much
more than ten times, because it's u factor against zero. 1 lind that ahsolutely
terrihle. In many respects the White House is the hollow center. And when
people contend with the White House to keep it the hollow center, they are
unwise, because then it all depends on the personal assets of the President.
And that's how you keep presidents at hay.

[OETTINGER] As a checks and halunces guestion hoth vis-a-vis the Con-
gress and the games within the Executive Branch, that phenomenon hears
study. You couldn’t have started us off better. When 1 invited you, 1 didn’t
know you were going to so clogquently echo the theme we began with: that
the fragmented learning students get elsewhere in this school does not begin
1o address central problems of synthesis, and what it is like to be a CEGL not
just of the United States, hut in organization X.Y. or Z. The rest of the
information you're getting here is for slaves, not for CEOs, The main thing
you can get out of this course is: mayvbe you can’t all be bosses, mavbe you
can’'t alf be President of the United States, hut if you want to serve the Presi-
dent of the United States or any organization’s CEQ, you've got to think
like one, and not like a slaive. Mr. Beal s doing a fantistic joh of making
clear just what that means.
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| STUDENT] You said there were two categories: nuclear confrontational
decisior.. and the others. And in the case of a nuclear confrontation you
autom~:cally involve the President, which makes sense. But how does that
transiatz ‘nto a different magnitude of the problem? How does that change
the anaiysiz? It seems to me to be a whole different category of problems.

{BEAL| I’ll admit a certain bias in my answer to your question. | believe
my work generally involves what 1 hope will be the 99,9999 percentage of
non-nuclear crises we're actually going to deal with. When we get into
nuclear decision making. the characteristics of the decision making, the
nuirber of people who are already in that loop, all the factors are a quantum
jump. 1'm not saying we're ready for that. A lot of work has gone into it,
theoretical approuches are on the books. An awful lot of things would have
to be factored in if we were ever really confronted with that rather tense. to
say the least, kind of decision making, We have adopted crisis-management
procedures that will allow us to transition into it if we arc ever actually
involved in an ¢cy~ball-to-eyeball issue, i must conless though, in terms of
all we have done in the last two years, that has not been our focus—based
on the belief that we would have many more of the other kind of crises
before we ever got to any nuclear

one. Moreover, people who have

dealt with crises have learned their
Quemoy and Matsu experience— 1958

lessons of history out ol Berlin
blockades. the Cuban missile cri-
sis., Middle East tensions—and
people do study the Quemoy and

diplomatic confrontation belween
the United States and China uver the
fatter’s heavy bombardment of these
two fortified outposts of the
Nationalist government on Taiwan

Matsu experience, though very
few have ever learned any lessons
{rom it.

So, in my judgment, in a nuclear crisis you have a “'takeolf,"”" by which |
mcan that the magnitude of the data categories yon have to deal with just
gets staggering. 1t's handled in many departments and agencies by SOPs;
they are out there. they exist. How
good they are qualitatively we
would have to have the right
security level to discuss, but they
are all in place, The other dimen-
sion in a nuclear crisis is all the verilication issues. authenticity and
acereditation,

SOPs—standard operating procedures

In non-nuclear crises we have something similar. but on a dilferent scale.
For example. the bomhings of the Embassy and the Marine Headquarters

“
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immediately raised authenticity and accreditation questions. Who did it, and
how do we know they did it, and what can we say about that publicly? What
should we say, even if we can say something? In a nuclear crisis you have
that category of problem in spades, Because the moment you go outside the
crisis management early warning or warning identification question into
emergency management procedures, the numher ol agencies involved
increases, and that’s a whole different ball game.

|

|

\

|STUDENT) But if the other crises are barely manageahle, a nuclear crisis
would seem to become unmanageable in termis ol information overload. Pre-
sumably, the prelerence of any NCA would be just to postpone the decision
1o use nuclear weapons lor as long as conceivable. At least his objective
would he 10 slow things down.

|OETTINGER| Which is precisely why, among other things. there is ull
this attention to the lower-order crisis. We really would rather not let uny of
' these things escalate to that level, and—F echo what Dr. Beal has suid—not
enough attention has been paid to the lower-level crisis. As a consequence,
the risk of getting to the higher-level ones is greater. After all, there can
‘ hardly he anyhody left around the world who doesn’t agree that one would
really rather not enter into nuclear controntation.

[BEAL] Let me muke one observation. The work in crisis management
we're doing now involves looking at the other side, Certain assumptions and
certain scenarios ahout the world would lead one 10 conclude that we gener-
ally think of ¢risis management ¢s dumpening. That is, you have a prohlem
out there, you want to avert ity adverse consequences, so vou try 1o dumpen
the prospects of the crisis—or, once you get one, you try to keep its nega-
five consequences down,

But the whole other end of that spectrum has to he considered: sometinies
you wunt o crisis. A crisis can serve as a fircbreak for vou, hurning aguainst
the forest fire itself, So you may want to precipitate one. You need to think
what that might mean;, o having an amplifving as well as a dampening strat-
ey iy an essential part of understanding crises and their value o vou,

Surely vou all know that the Chinese character for crisis has opportunity in
one part and danger in its other part. | think that™s quite true. We tend not to
be s manipulative as we might—at least we tend not to adimit to manipulat-
ing the opportunity side of the character, but the opportunity is there.
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|STUDENT] I wanted to ask you ahout one of the charactenstics of crisis
decision making. You mentioned fluid participation. A lot of analysts have
writien that in crisis decision making the big characteristic seemed to be that
the numher of decision makers gets smaller. So in the majority of cases a
few top policy makers isolate themselves more from incoming information.
That doesn’t scem to fit in with what you're describing here.

|BEAL| It doesn’t fit because we've rcad that too, and we'd like to avoid
that prohlem. ltcm one: we probably have as many errors in our crisis
activitics as you can imagine—hut not because we isolated the decision
makers. Two: in very tense settings | believe presidents will have privy
councils. | think this is really very important. | don't believe you can deny
any sitting President the right—without any of our technology or anything
we can provide him—to go into a room and receive counsel privately and
have the assurance that it is the hest judgment he can possibly pet.

Now. | have some prohlems with that. 1 think the most dangerous products
can come out ol the privy council process, Comparing certain activities
we've been involved with over the last year, some privy councils are better
than others, and you can exanine the differences in structure and member-
ship of those groups. But privy councils tend to be small. 1 do not believe
you can have a large group that's very Tluid. The group has to be Tarly
small, with considerahle diversity, and you have to cope with the fluidity
prohlem 1 mentioned earlier. This is ahsolutely serious: you cannot, in the
middle of 4 Centrul America or Grenada crisis, have the Assistant Sceretary
Tor Inter-Anterican Aftairs or Latin Amencan Atfairs coming in one session
and his deputy the next., sitting in with the President ol the United States. |
just doesn’t work, They're not contidantes; in lact the President may not
cven know who that guy is. And when you go into that meeting vou can Jeel
the chill: thix ix the wrong mix of people. And you just pray the President
has the good sense w end the mecting carly.

[OETTINGIER] You're veering again to the guestion ol the role of hack-
ground and carlier input at the time of crisis. Ohviously you can’t have a
President memorize the geography of every place, so that when you tell him
abuout it he knows exactly what it is. But what is the role of fact-linding?

|BEAL) Maybe Dave McManis could talk w this more appropriately than
1. But the departments and agencies have enormous access (o the President.
and during crises we have constant contact with them. You learn to use
these departments and agencies, and they can give you all kinds of informa-
tion, Tast aind analyzed. 1i's a question of knowing how to ask them the right
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questions and get to the right people, You can get conlused. The first prem-
ise is that, by vinuc of its contact with the operations ccnters in cach of the
departments and agencics, the White House can have almost instantaneous
high-quality information on warning conditions, possible threat areas and
background. When the Chad crisis broke, the intelligence community had
been talking about border huildups. incursions and other horder problems for
a long time. We had more than enough strategic waming to know this was a
hot spot we needed to worry about. But what kind ol information should the
President sec? You can go through a whole litany ol questions about what
you should have the community prepare for you.

In Chad, Tor example, it took us about two days o find anyhedy truly com-
petent to know where the oases were and where the roads ran in the middle
of Chad around the 15th parallel. You get out the list and count up how
many Americans you know who are competent to tell you where the oases
are in Chad. And that was no trivial issue, The only truly competent person
we had was an American military officer who had spent time with the
French in Alrica. And as it turned out. the information we received peo-
graphically and demographically was the number one thing to know in the
Chad case, because it led us to conclude that the Lihyans could invade in the
north. The population is in the south, hnt in between are very few roads, air-
strips or vases, making for very difficult logistic prohlenis Tor anvthing com-
ing through there. 5o if they were o invade in the north and came down to
one of the crtical vases, neither we, nor Egypt, nor France, nor any central
African nation could get any forees a hundred or so miles up through that
arca to resist the rebels and the Lihyans, But if they then went further down,
through the arca crossing the 15th parallel, then the Lihyans and the rebels
couldn’t sustain an attack against the capital, hecause then their logistics
prohlems would be horrendous. So il you didn’t resist them in the north vou
wonld have a nutural partition. What we decided 10 do was resist the natural
partition ol Chad if we could avoid it. (Not that Chad’s houndarics make
any sense o anyhody, but put that issue aside.)

So. if you follow me. concerning the question of hackground information,
resources and what we should know, we had one of those seenarios that say.
11 the knife drops tonight, what do you know?™" And our work in the Crisis
Management Systems and Plunning Directorate, which 1 hewd, 1s to take all
such arcas around the world and ask ourselves how W maintain “"threat sit-
uation files™ on them,

Your information strategy is “high-hurst. ™ 1t°s also high-video: if you don't
understand that the channer is video, you're going to lose, By that 1 mean
that in a short period the best way to communicate the highest data rate o
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high-leve! decision maker is to pump to him the cquivalent of a sequence of
video images with very compressed data. Most of the community is still
working in words, writing things down. We don’t write things down; we
take written things, transform them into what I call video frames, and high-
burst that through to the President and the National Security Advisor largely
in video form. That way the President can quickly picture where the crisis
area is and what is germane to it; and the technology is fairly simple. You
identify the area in terms of geographic base, and build windows of informa-
tion into everything. Then you theoretically touch the screen for additional
information. That way the President can interuct with the data. Now, that's a
wish list more than an accomplished fact but it’s as specific as [ can be,

fMCLAUGHLIN] Let me pursue the background issus a little further.
Maybe a crisis, a pre-crisis, or a contingency is a matter of definition. The
Iranvlraq situation has been a crisis Tor 2'~ to 3 vears or so0, and we know it
can go crtical very casily with a lot of different scenarios. Does your stalf
wortry about when that goes critical” What the options are? Are you trying to
deline options now?!

[BEAL} Yes. You don't have 1o he a great warner to pick up on Iran/
Irag. You have to he pretty good anualytically to know ull its Teatures,
Basically we are using the notion ol strategic wuming. We have an inven-
tory of the parts of the world where the community has alerted the Nutional
Seeurity Council that there is a potential threat arca that could go critical any
time. Then we are constantly soliciting from the community what T call tac-
ticul warning, And tactical warning always has 1o be timelv. 11 u guy says,
“I'm glad vou called, hecause tonight it’s going to happen.” he hasn’t
really helped you very much.

It's a guestion of the liaison between the policy muker und the analvtic com-
mumty. the intelligence community, to keep up that constunt exvhange over
those potentially critical areas of the world. 1 think we learned during 1he
Iranian vrisis that we have to have a critical exchange about who is looking
at what, and why. It's our joh, we think, to huild the inventory, and look at
the dimiensions of strategic warning and what they tell you you ought to
know ahout the particular situation. Then draw out the community proac-
tively for the more immediate warning.

Now. there’s another category. where we sit around und say, ““What could
we be surprised hy this atternoon””” We do that every day. Tenight betore |
zo home | will have a Little pow-wow with the people who work for me, and
we'll go over u hundred and seventy-odd places. Some of o s fairly tnivial;
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some of it isn't so trivial. The question is tactical: has our time period
changed?

Now, we are trying throughout the crisis management area to arrive at a bet-
ter planning process for that. That brings up the question of options. First of
all. the White House is not the place whers you carve out most of your
options. f you can’t get that in the bureaucracy, then you've got real trou-
hles. And that's our problem. | don't know what your experience is, but |
know of very few elements of the bureaucracy that, unless specifically
tasked by the President, will offer him (not me, him) options. The courses
of action are generally preselected. How? Regardless what books you read—
they ure all Tallacious in my experience—they do not bring lorward those
options. Olten the lawer tevels ol the State Department may pass options
forwurd ta somebody clse who then passes them to the Secretary, hut by the
time I see them there are very lew options. They don’t want us to have a lot
al’ options. | think that’s a competency question, a trust-of-government gues-
tian. After so many people have anatyzed something, a certain policy deter-
minacy sets in. The guys who know everything there is to know about every
tdeographic piece of information will drive vou absolutely crazy with
fucts—they know about this, that und the other thing, hut they haven't got a
concept. A concept is an alien notion. It is not something to be dealt with.

So concepts and options don’t come forth. 1 we got a set ol options, would
we know whai t0 do with it? | wouldn't necessarily jump on it with both
feet. Why? 1 come hick to my centrat premise: this society pays dearly tor
its inability to integrate inforniation,

Let me muke one other ohservation about information proces ine. ‘Fechni-
cal. highly specialized intormation rises without being integrated right to the
top. So that presidents troly are noi, and their advisors are not, competent to
deal with the picces they frequently get. This is the great prohlem with the
parts of the intelligence commumty. They coblect a kind of d.ts that is tre-
mendousty important, hut which must be integrated in the total wehhing of
know ledge whout a particular problem. Yei it is so hot, and sometines so
specialized, and o much @ question of the sources and the methads, You
don’t huy the data unkess you know those sources and methods—and it
catses them atl Kinds of griel if you're poing to know that, cxeept in the
ment general of ways, Yet you must act on it—-und that’s what the presi-
dents have done. That very President we talked about acted on highly spe.
cialized knowledge fie was petting, and it was called raw’” hut it wasn't
ravw. Johimson couldn’t have acted on raw data. h could not bave happened.
bt has had anoimitial provessing. A decision maker who s hving in high kev-
ch of uncertainty reaches out there and sayvs, “"Give me something | ean aut
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on, some picce ol information on which 1 can comlortahly tuke the siep of
allocating enormous resources. ™

ISTUDENT) What's your prescription Tor Jata integration? How Jdo you
20 ubout teaching people, or pushing that to happen in an organization?

IBEAL] I'm going to leave you disappointed on this: | plead first ol all
not being competent on the question, It s an issue we really would have to
spend some time on. 've thought about it Tor years. Fused to run an interna-
tional relations program and had sophomores, juniors, senors, and graduite
students asking, *"How do | Jo all this?"" That’s why [ think this particular
program is important: you're comhining suhstantive issues with technology
information. You know you’'ve got 10 step across a lot of knowledge
Jomains to he ahle to hundle that prohahility. It is a basic philosophical
question ubout education that starts very carly. | have a let of thoughts on it
hut it really is well heyond what we could cover today. (5-19)

16. DAVID MOMANIS, *Wam- Natonal intelligence Officer for Warn-
R Rl | DT g o ", g and Director, National Warning
ing ax a Peacekeeping ra

Mechanism™™ (1984, pp.
21-34)

Now, when we talk ol warning, we're talking about it as communication of
a potential threat to national security interests—-a communication that is
given to the decision maker or the policy maker sulliciently in advance of
the event so that the decision muker or policy niaker can tuke steps to avoid
or mitigate the threat’s consequences,

... Hall o the warning equation is the recipient: the decision muker and the
policy maker. We in the intelligenee community have been puilty lor many
years of periodicully opening the door and yelling “llere they come! and
then quickly slunmnng the door, not even worrying sbout whether anybody
on the other side of the dvor heard the message. T ann stressing to our ana-
Ivsts and to the mid-level managers that they have a responsibility 1 identily
who his 1o heur the information, and then to put it in a Torm that is usihle,
vndentandable--- maybe even tailored to the recipient, particularly the more
naive recipient. That is a lot ol responaihility,

... Another aree we are trying to lluninate is all the paradoes of warning.
We don't understand them well; there is a ot of room tor more rescarch.
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An example of paradox is that the earlier we try to provide warning, the
more amhiguous that waming may be, And amhiguity is hard for our deei-
ston makers and policy makers to cope with. It is particularly hard because
for so many years we talked about unamhiguous waming. From my view-
point, the only unamhiguous warning today is when you see that the missile
has been launched, or the hullet has been fired and is on its way toward you.
That sure isn’t much waming. ...

Another paradox is a prohlem we deal with constantly in our estimative
work: consensus versus sharpness ol decision or analysis. For years and
years we hased our estimates on consensus, coming forward with a dralt
position that was massaged hy a room [ull of intelligence gurus until it had
little or no signilicance hut certainly was not offensive to anvbody. We have
had to find ways to get away Irom that. And cven though our estinative
process today stll uses consensus, we have encouraged altemative analysis,
development of alternative scenarios, and puhlication of dissenting views.
S0 no longer do we feel compelled to go lorward with the national estimate
which has only one—usually very sale—view ol v/hat the Tuture may hring.

... Muost of our postmortems have shown us that the information has usually
been there. 1t has not necessartly been pulled together or synthesized prop-
crly. Often it is not recognized. (Often, too, the devision maker didn't want
to hear that particular message on that day., and so ignored it.) But the inlor-
nraton is usually in the data,

... We have to heep (rom falling into the trap ol the wamning hecoming too
Lamliar- —mavhe changing the color ol the paper, or putting a niicrochip in
tiwe corner that cmits a haxon when it hits the decision maker’s desk. | am
Aot Quite sure how we do that, hut we have to keep working at new solu-
tions.,

... In the Washington area today there are sone 14 o 15 principal crisis
management centers. They are tiered. The ““hig six™” of the Nationul
Sceurity arca are the Natioaal Military Command Center, which has opera-
tional responsihility; the National Mihtary Indications Center, which is
strictly intelhgence: the State Departinent Operations Center (vperational);
State Intelligence and Research tintelligencey, the National Security
Ageney’s Operations Center {intelligence ), and the White Heuse Situation
Room,

The meat tier, prinanly operational, includes the Service operations centens
Army, Air Foree, Marine Corpr, wnd Navy. Bebow that is anotber tier which is
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getting u Jot more action these days: the crisis centers of the Department of
Commerce, the Treasury. the Federal Emergency Management Agency, the
FBI., and in terms of nuclear termorism, the Department of Energy. These peo-
ple are the front line in terms of crisis containment and subseguently crisis man-
agement. We've been working with them to try to strengthen their bonds.

You prohahly don't recognize how vnusual it is 1o have those people working
together—having an operations organization like the J-3 working closely with a
hunch of intelligence people. with very few houndaries hetween them, and
complete sharing of infoimation. When you throw in the Departnment ol Energy
as another separate but equal player, that’s a pretty potent force. Then if vou
realize what cach single node represents in terms of our ahility to literally encir-
cle the giobe, putting tentacles out o the other militry and civilian watch cen-
ters throughout the wodd: it's o damned impressive aetwork.

The problems lic in making sure that the players theninelves undenstand what 1t
is they have—that they undentand the capahilitios of their counterpart centers,
and know how to manhal all their selective wsets o work a crisis without trp-
ping over one another. In the conventional scenunos—nuclear attack or even o
non-nuclear event, say a collision of a US destrover and Soviet subimanne, we
handle things well. because we have o limited set of plavers. But let's say 2
group of termorsts successlully captures the nuclear generating plant at Hanlord,
Washington, and holds it hostage. The commumity respomihle in that situation
has at least Your people 1n charge, mashe more. How well have they worked
out the operating procedures to deal with that problem? They really haven't yet.

.. Lwant 1o stress the enticality of the ald-boy net. Not only does it exist, it
is viahle and should he nurtured. There really is nothing better in tenms of
wurning than to have o Bilk Casey
pick up the teiephone and tell the

President, ““That estinute on its way Hill Cavey - Welliam | Cavey, Diredior
. il s v ‘t‘;' of Central Imethigence ander Prese
over W your oflice represents i ven dent Reagan, 19187

senots threat Tor national secunty,”
122, 23, 24, 26, 27-K,

17. ROBERT A. ROSENBERG. Vice (ompanderan- O het, North
CStrateric Detense: A Amerscan Aerospad e Detense Lom-

- e b (V] . marnd and Assoslant Vice Come
(h""c“!“' Lor 17 (1984, mander, 'S A Jorie Spae

pp. 63-86) Command
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I'll tell you about a couple of threats that my boss and 1 worry about every
day. One of them is a crazy threat, a Khaddafi-type threat. You know,
about the best the boss can ¢o in that kind of case is tell the National Com-
mand Authority, ""Here comes one.'" Even more serious than the crazy

terrorist threat 1y what 1 call
inadvertent (or advertent) attack—
it’s not an aceident. A Yankee
boatload of 16 tubes comes head-
ing toward North America, and the
Washington-Moscow hot line
iights up. and a message comes
through from Chernenko that
says, “"Mr. President, it's a crazy
sea captain, he got the code, he

Khaddafi-type threat—refers to the
Libyan leader's links with interna.
tional terrorism

Yankee boatload of 16 tubes—a Soviet
submarine carrying 16 ballistic
missiles

Chernenko—Konstantin Chernenko,
General Secretary of the Central
Committee and President of the Pre.
sidium of the Supreme Soviet (died

. March 10, 1985)
launched them, we arc not respon-

sible, we didn't do 11, don’t retali-

ate; after they land and you clean things up, we'll agree to mutual
reteibution. Don’t do anything: it was all an accident.”” And in fact it wasn’t
an accident. IUs the leading edge ol a decapitation attack. With a strategic
defense program—not ¢ 100-percent leakproof program, just a reasonable
strategic defense progrum—those two threats will disappear forever. And
those arc the threats | weiry ahout very much today. (86)

Deputy Assistant Secretary for Com-
munications, Depaitment of State
and member, National Communica-
trons System and US Communica-
tions Secunty Buard of the Nahonal
Secunty Councif

8. STUART E. BRANCH.
“CH and Crisis Munage-
ment”” (1984, pp. 87-102)

I'm convinced that we will be successful in noving more information faster
than ever before, and getting it closer to the user. That’s “*ho-hum™ technol-
ogy. even with the requiremient to make it secure. 1t°s a function of how
many people we can throw at insalfations and logistical support. However,
my concern is this: having done that, 1 don’t think we will have accom-
plished u thing for the decision maker. 11 anything, | think we're going 10
frustrate that process. If we're looking at command, control, communica-
tions, or the Nautional Command Authority and we're talking about avoiding
hostilitics or a cossation of hostilities, and all we’re doing is huilding the
pipes higger, have we really promoted our national security? ..

Users are just beginning to experience the prohlem of oo much information
flowing from emhassies o Washington, or from Washington to emhassies,
It 1 very diffieutt to sort through that and find out what is important, what's
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timely, und what ought to he on that desk. We are building the technical
capubility out there thut’s encouraging movement ol information, und it is
moving. In Tact, in some cuses, it’s looping. 1 spoke to one ambassador who
mentioned this prohlem. He said. “*I’'m getting too much inforniation. I'm
even getting information we generate! Our political counselor writes a report
that deals with military activitics, sends it to Washington, where it is sent to
the Defense Department, where it is sent hack to us hecause it divulges mili-
tary actions here in this country. And the report originated here.”” That's an
cxample. I'm not suggesting there™s a lot of that, but it's an example. . ..
[W e re going to see more and more ¢entralization ol the formulation and
the execution of Toreign pelicy. | don't Know il that’s by design or if it's
accidentul. 1 think that technology is encouraging centralization hecause
information ¢an flow hack and Torth.

1's not just in the State Department or the diplomatic service——the Wash-
ington managers are involving themiselves in the decision-making process us
they never have hecause they are on a much shorter leash than ever belore.
We used to heat that hy saying, *'1 can’t hear you,” or **I didn't get that
memorandum. ™ Now you've got them right on the other end ol your sys-
tem. 1 think that concept is contributing to this shilt ol centralization of con-
trol to Washingion, hut ! think there ure also a number of other things that
cause it

Clearly, the imterrelutionship of issues across our governnient demands that
inforniation he shared, and that inputs from the defense, intelligence, and
otlier sectors of vur Exeeutive Branch be factored into that decision-making
process. Also, it limits the occasions in which an anthassador can act on his
own and then report haek atter the Gict. OC course, the argunient continues
about whether there's too much or oo little control from Washington,
whetlier the coordination is good or hud. (92-93)

14, LaANCOLN FAUREK. ““The teemese Deeeclur, Natwonal Securnily
Role of  latelligence Ageroy aond Chaet, Cenlial Secunty
L hoay,
Within €1 (1985, pp. e
17 3h

I don®tibink, a0l present time, il we have adequate aational intelligence
survivahility to puarantee flow o our decision mahkers. Dilnnk, perhaps, our
preatest Guling lies i our cultural reluctanee to aeeept e inmmnisent pos-
sibility ot war starting. That probably is pol only g war with the Sovict
Umon, hut war at almost any lesel inoa crises, D thunk we witl be reluctant to
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accept the indications that say someone is going to start shooting shortly.
Therefore, we will lose the advantage of action fhat might precede that first
shot, for fear that by taking action we will worsen the situation and
encourage hoslititics,

.. You sce. even the most well-intentioned of the intelligence community, as
they prepare estimates or advise the poticy maker, must have an eye on the pol-
icy maker's interests, That is, not what conelusions he ought to reach, hut in
whut he ought to be interested, or in what he is interested. As an estimate is put
together, it is essential that certain aspeets not be overlooked in regard to a
prohlem that the policy maker clearly needs to confront. In doing that. one
oceasionally provides the policy maker with exactly the kind of information he
wants, because he's niade up his mind in advance about what he wants the
answer (o he, And just as often that does not happen. When it does, the
screams go up about playing into the hunds of poticy makers. . ..

ISTUDENT] What are your first priorities for improvement?

|FAURER] Our first prioritics? We can be more selfish than others and,
at the monwent, we are and have heen for a long time. Qur approach is to
ensure adequate communications for moving our data in peacetine, to try
gradually to make that more rohust o it can survive some encroachment in
wartime, but vur real hope lies in reducing the essential. And the lesson we
preach on this subject isn’t how much more communication to huy, although
we're happy to do that even though the figure is lurge, hut rather our lesson
is the essentiafity of reducing identification of the requirements. (28, 32)

20, RICHARD (. STILWELL. Charman, Dol) Seausly Reviow
“Structure amd Mechanisims Gormansgon
for Conmiand and Control™”
CIUSS, pp. 33.0%)

1 controthng the operation, stick to the chiain of command, Don’t hivpass
uor ship echetons. .0 B's one thing 1 hypass ina request tor information
down betow, but ot is somethimg ehe again to try o hypass chamiels in order
W Live mstructions w peopte two or three echefons betow ., because tha’s
recipe Lor disaster.

T he more peopte operate on common doctnie and stoadard proce-
dures, the more vou're fikeh o pet a disciphiied, automatw resction even
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under great stress—on the part of everyone. Procedures, in my view. are
more impertant than sophisticated hardware.

[OETTINGER] 1f 1 may interjzct a linkage to what you heard from Gen-
eral Faurer, he commented toward the end of his presentation that what is
desirable under stress is not necessarily hardening all the Coms, but reduc-
ing the requirements. This remark is intimately linked to our discussion here
because the flip side of commwnicating is standard procedures and doctrine,
where the communication has been done beforehand.

[STILWELL | When you get i~ a crisis, you have a terrihle compression of
time: large events are occurring, 1n a very constrained time frame. You're
dealing with a tremendous number of concurrent issues which become li
the more difficult o prioritize, and we’ll come back to this. You've got
incomplete information and you have to make big decisions, and you'd bet-
ter be right because decisions are irreversible. Therefore, you'd better have a
lean, well-schooled organization that can handle that type of crisis.

... You will find, if you've been through war games (and most ol us have),
that when the crisis comes, a lot of things are happening very quickly, and
your interest is not in your data bank hehind you, except very peripherally.
Your interest is in what 1s happening currently. And the search for that
information, the precision of that information, the prioritization, and the
reduction to the real essential congems are very important. (48, 57, 63)

2. DONALD C. LATHAM, A Assistant Secretary of Defense for C'f
View From Inside OSD™
(1985, pp. 103-23)

The strategiv prohlem that we are faced with is then summarized in the new
Defense Guidanee, for FY 1985 1o 1986, 1t states that since we're come
mitted to a delensive use of power, we are always poing to be reacting to
what is known ay amhiguous waming, or after the enemy has seized the Tirst
inmtiative, Evervhody talks ahout unamhiguous warning, hut we'll never
have such a thing. Either there will be warning indivators on some pending
attack that will be anhiguous in the sense that vou're really not sure what's
going on—so it will be a very difficult prohlem—or ¢lse the cnemy will go
tirst with no waming at all. This situation puts a very heavy hurden on the
C'lsystem.
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... Another favorite topic of people in terms of enduring C*l is denying the
decapitation of the NCA. And that has to do with people claiming that a ter-
rorist attack or somnething in the night could come in, kill the President and
all successors and the other national command authoritics, and as a result,
prevent the U.S. from ever using its strategic force. We’'ve taken major
steps to deny that possibility, There was un announcement made in June
1982 of a major Continuity of Government program by a special advisor to
the President. We have worked on that problem very hard.

We also say we will let no *"cheap shots™ succeed. This means that the horror
stories about some sort ol an attack that could disahle the whole command and
control system with just a few weuapons do not come true. The favorite one is
the high-altitude clectromagnetic pulse (HEMP) attack or a few cruise missiles
sneaking in and tuking out a few command centers in the dead of night,

|OETTINGER| If you accept the point that people are very much in the loop.
then one of the critical elements . .. is this fundamental balance in terms of how
rauch gets up to decision makers. 1T you let too mueh through, they haven't
time to digest it. causing prohlems ol shsorption. limited attention span, under-
standing, etc.. you overload. If you don’t let it all through, there’s a selection
prohlem. The minute you stant selecting, there are people doing the selection,
and the minute people start doing the selection they acyuire a certain amount of
hurcaucratic and/or other power, and s you have a constant instahility in that,

The question of how o organize 1o do this almost becomes a contradiction in
terms, ‘The minute you organize there’s somebody who sits on top of the pile.
Everything you've heard, both last year und this year, about the little word
“through™ in the role of the Joint Chiels in the chain ol command beecomes an
issue. S0 much of the problemy of where that halince is in the flow of infonuna-
tion, in the flow of warning and o on, rests on that guestion of " “Whom does it
go through?™ Is it fomally organized”?” s it not Tormally organized™™ It
you organiz¢ too much you have sources of independent powers tending to
thwart lines of communications, hut if you don’t organize enough, evervbody
gets snowed, and nothing happens. There is o permanent solution to that proh-
leni, because it depends on who is on top—the commander-in-chief—uand that
pusition varies with cach administration, (104, 107-08, 118)

M, CLARENCE k. Mc- irectorn, Commnand, Conteol, and
KNIGHT, JR., " CY Svs- Communucations Systenss, JOS
tems at the Joint Level™
{1986, pp. 1-3(h

M Knigﬁ}, 1986
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When most people start talking about architectures, they like to start draw-
ing circles, and then lines and arrows between the cireles, and connecting
everybody up before they ever understand what it is that they want the sys-
tem to do for them. 1t's most important in the creation of any system. in my
opinion, that you should design it as a pyramid so that ail the actions that are
down at a lower level stay at that level. and only a few go up to the next
level, and very few go up to the top. But in a system where cverything is
moving massive amounts of information to decision nodes too rapidly. you
get mass confusion as more and more information is being generated and
then distributed at o higher and higher level.

If you look at the genesis ol C* networks. they deal with sensors, correla-
tion. anadysis, decision miking. und the posturing of either military or diplo-
matic Torees, all of which constitute a feedback loop that comes back and
forth but is primarily centered around that human intelligence in the cenler
and the experienee of that decision making node—be il the President and his
advisors, or the Chairman and his advisors, or the duty officer zad his peo-
ple on the floor. You've got to design your systems so as to take into con-
sideration the cxperience ol those people who are in the system; vel this is
one thing we forget. and we put in last,

... You have (o keep the decision maker in the foop and you shouldn’t have to
climh a1 ladder w0 hand him a picce of paper. But there are tons of inforation
that flow hack and forth from local area networks that keep the worker bee, so
to speak, informed. That doesn’t mean that you shouldn’t have trap doors or
crisis management equipment going through. But in one of your carlier presen-
tations, Dr. Beal talked about how to boil down 600 messages on the lragi-lra-
man War into two minutes 1o wll the President. 1 defy anyone to do that very
intelligently. 1 have seen the Chainman get intelligence briclings from a whole
battery ol subject matter experts. A ot of this sinlf needs to be comrelated hy
subject matter experts, beciuse ofherwise it is premature nany times. Now,
that™s not to say that you can't hive information go all the way up to the top.
But 60 messages in one day? Trving to foree o corrclation with all that? What
I say is that you have to have hedgerows of competent people: but what we
have done toduy is 1o build bigger and bigger stalfs, Washington has absolutely
wmed that pyramid upside dewn. They're running back and forth from the 11ill
to the Pentagon, and it's a condant mterchange of information ut the highest
fevels, most of which needs to be tnmmed down and pushied back 10 where it
can be processed closer o the souree, i order o get a better tlow upward of
critical mtormation. . . .

What F'm trying to say e is that 1 believe many of our sssteis lack the

discipline they need my order to tap that action ofticer trattic ol wathout just
putting ¢versthing in the hopper. (13 17)
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23, LIONEL OLMER, EsQ., Member, Paul, Weiss, Rifkind, Whar-
TSN T ton & Carrison, an international law
Intc,'ll-gence ) and the firm; former Under Secretary for
Amencan Business Com- International Trade, Department of

munity’” (1986, pp. 59-71) Commerce

It is impossible, at the present state ol the art, to design a system that will
satisfy all decision makers, They're different. The Under Secretary of State
for Econcmic Affairs may he a very diflerent person I'rom his Commerce
counterpart. It would not be appropriate to design a system for the govern-
ment that would make Commeree happy if it wouldn't be useful to State,
and vice versa. The same could he said of others in the policy process. Of
what use is this judgment? Well, maybe it tells you not to invest a ot in
something that is not easily adapted to individual personafities.

I've had the experience of hriefing three Presidents. I can tell you that
they're all very, very dilferent. It would do no good whatsoever to deliver to
President Reagan a big, Tat, hrieling nook every day with just two pages on
the 154 countries ol the world, or to pick six suhjects that you're going to
cover, because that just doesn’t suit his style. Well, 1 don’t actually know
what the procedure is now; hut there was a tine when you had to fit all that
you needed to say on th2 entire world every 24 hours into [our pages. Tt
diudn’t matter if it was the holocaust in Cambodia or o Sovizt missile test,
You hud to it everything in four pages. That requirement helps you design
your svstem: You develop ponting presses that produce Tour pages more
eapidly and at greater cost efficiency than anything else could. But don't
confuse the shility o prepare intelligence in an efficient wiay with getting
through to the persons you're trying to reach. (64)

14, MARK LOWENT HAL. Acting Director, Office of Stiategre

R 4 tor *Cloced Forces Analysts, Bureau of Intel

”)L_ Quch'_ _h" igg! hgence and Rescarch. Department
Intelligenge L1986, ol State

pp. 103200

A crisis i the worst time to get something done in the government, because
evervone s critical faculties begin to drop off; everyone's living on adrena-
lin, and ¢veryone wants to be volved, A classic example was Grenada.
There were toops in sction. Everyone really gets excited about comhat,
Luts of people werz trying to get inte the Operations Center in the depart-
ment to e there,™ including Assistant Secretaries for regions that in no
way. shupe, or form had anything 1o do with Grenada. 1 had o do o

iowe nih.l—l, 1986
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postmortem on how we handled that situation and several other “‘crises.””
The director of the Operations Center told me that what he really wanted to
do was 1o stand on a table and yell, "*Will everyone except for the two
GS8-9s who are supposed 1o he in
here please leave the room.”" But

j) *t do that to an Assistant GS—general schedule, a pay and
you don o that 1o an _“"."' an ranking system for Civil Service
Secretary of State when he's in the workers
Operations Center.

During a crisis things don’t work as well. People start doing things for really
bizarre reasons. Civiliuns, for example. often tend to he much more willing
to use Torce than th. military. The civilians have much less sense of what
these operations are really like, even one-time veterans. (H)8--09)

12
N

JOHN GRIMES, “‘Inlorma- Director, National Scewrity Telecom-
i ot _i . munications and Director, Defense
t!“n TLLhﬂ()lU}__y 'md, Mu,l, Programs (C1, National Security
tinational Corporations Council

{1986, pp. 135-49)

In a corporation, it is not unusual now for the chief executive to have a ter-
minal next to his esk, which gives him direct access to the corporate data
hases or allows hiny 10 communicate directly through electronic mail to all
levels. You may categorize this process ay command and control i you
wish, hut it has a major impact on nxagement’s control in the corporation,
allowing the CEO in some cases to hypass middle management. Some layers
ol what we know today as middle management may vanish because ol the
advent ol information technology,

Satellite communications is another of those technologies that penindis both
the military commands and corporations to **skip echelon.”” and communi-
cate directly from the corporate head or conmmiander down to a division-level
organization. Gengral Motors has installed o pervasive satellite system that
will reach down to depot level, In the national sense, we can do the same
thing today—go from the White House, or from the Secrctary ot Defense,
right down 10 the foxhole. Satellite and information technology have made
communications flow transparent from p to bottom of an organization,
There is an excellent example ol this, Back in the mid-197ts, during the
Mavague: boat incident in Cambodia, a two-hop satelfite transmission path
wis estahiished over which President Ford was ahle to talk 10 the battalion
commander under fire on the ground. 1ere you had the Commander in Chicf
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of a nation talking to a guy right on the ground or, as they say. to the
foxhole. This skipped the chain of comimand from the Chairman of the Jotnt
Chiefs of Staff. the military command in the Pacific area, and the intermedi-
ate command 1n Thailand. Multinational corporations do the same thing
toduy, especially overseas operation .

I want to eluborate on how we use computers and communications satellite
technologies for cnisis prevention. Inlformation is reccived quickly Irom
various intelligence and diplomatic sources; it is processed und made to con-
trol or prevent a crisis from escalating, Today, 1 think you would say that in
a comtrofled crisis, whether in a corporation or the government, the CEQ
(or. in our case, the President) is ahle to he direetly involved at all fevels of
the units involved in that crisis hecause iCs no longer heyond his span of
control.

. One aspeet 10 which muny ol us give httle thought and rarely use, and
that | mentioned earlier, s feedback. Computer-hased conmunications sys-
tens and decision support systeims provide an excellent real-time accounting
record or result of the sequence ol steps that take place during an event,
whether in o corporation or the government. Feedhuck not only helps to
complete the record of what transpired, hut also drives Tuture policy or
changes. Inour case, we've learned that when decisions are made in a major
crisis and certain actions are taken, standing policy will change,

Computer-hased decision support systems, including videotext. videw tele-
conferencing. faesimile. and other visusl aids, give more efficient
capahilities. and enhance erisis managenment decision making. Betore we
had computer-driven display hoards. we used to track aireraft by having
individnals put radar tracks on Plexigles boords. Today. those trucks and
decwions are wade on g real-time hasis with compoter-hased technology.
Gaming and modeling of cconomie situations in o multinational corporate
setting illustrate the advontages that t2chnology provides for decision
puthing tasks.

Real-tinie video teleconferencing is secing mercased use in the govermnient
for day-to-day operations and we're seeing it explode within the private see-
tor, The cost of travel und the fact that people don’t want to get on airplanes
because al the terrorism threat in thonselves inerease the demand tor this
technalogy. Notonly does st iprove the use ot time but it also lets you see
individuals’ expressions and gestures durmg conversations. We're going 1o
see more of this technology used in conmiand and control and ¢ven in intel-
ligence operations, The intelhgence conpmunity can transnnit a map or

CGrmes, (986
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drawing from one country, or one state. by facsimile machine. which is
pretty cflicient, or can display the material via video teleconferencing, and
then record it. 1 might mention that facsimile technology is used to improve
the accuracy und speed of information Nlow over the Hot Line between the
Soviet Union and the United States. Facsimile or video teleconferencing is
reul. The reason being, getting back to satellites, the efficiency of transmis-
sion systerns operating on T-1 carriers at 1.544 megabits, versus what we
used to run, 2400 baud. Today, we multiplex video teleconferencing, tele-
phone conversations, and data transmission all on the same wideband digital
circuit for efficiency and reduced cost.

There is a major vulnerability to all of this. We have become so dependent
on some of these tools that when we do lose the capability under certain cir-
cumstances or for a certain function, it causes chaos. The hanking industry
is concerned about the linancial information they transfer, to the point where
they put error detection and correction capabilities (redundant paths) in their
systems so that the information is transmitted in two different ways. In any
decision process. [rom a corporate decision to a national decision, you can
soun see that il you don't do somie smart things with this technology it can
get you in trouhle; it's like putting all your cggs in one hasket.

... Once they leamn how to use a system, they continue to get more and
more messages regenerated. | know that General MeKnight has been having
a terrible problem. because people have udilterated the military system,
When they send a message out, they not only send it to the individual
addressee. hut they abso give an information copy to the world, without real-
izing the hurden it puts on the system. A smart stall person knows how 1o
use a system like that, because sometimes the guy actually receiving a mes-
sage does not have the authority or ahility to react as well as one or two of
the information addressees. 1t's a very interesting point to play. Once again,
technology gives you that opportunity to use or control information,

I recent years ve read some books, right out of this school, indicaring
cases where upper management goes in and pets reports on production,
product lines, delivery times, ete., and just hypasses all of the middle man-
agement, The guestion is how to control that process of blending technology
with management. Well, again, as individuals become more proficient and
comfortahle with it, | think iU's going to become more pervasive in time.
You will lind that it will change orzanizational nianagement schemes for
those companies that use it

.. It takes on the character of the gay at the helm, though, You've got to
remember that. IF you want to talk about a Mavaguez, | don’t think

%]
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this President wouild ever do that. He believes in corporate or mac-
romanagement, and leaving war to

the experts. He'll make the deci-

sion that we're going 1o take a hill, this President—President Reagan
hut not how we're going to take it.

Another individual, as we've seen,

might assert himsetf in deciding how we're going to do it. Technology has
given you the opportunity to do that. Whatever information is availahle at
the White House today to make those decisions is pretty much just as readily
available to the other agencies, only we see more of it. The same goes for
corporate headquarters, whether in a domestic company or 4 muitinational
corporaiion. That kind of information is availahie because you design that
data flow into your system s0 you have some finger on the pulse. You can
start seeing il things go awry.

That hrings hack the point of whether it's 2 push system or a pull system.
People can very suhtly cause thresholds: to be huilt, 1T something happens at
the General Motor: plant in Spain that exceeds some threshold, you throw
the first waming signal hack to corporate headgquarters. The sume gocs for
the national level; there’s some threshold as to whether you're going to wake
up the President at night,

{5TUDENT] Is there a danger that, because of technology, the informa-
tion flow i gerting faster while theres always a tendency for analysis, being
less measurahie, to ship behind?

{GRIMES| That risk is definitely there. One ol the ways you might over-
come it is o improve the decision support capahilities to take in that intor-
mation, and artificial intelligence is going to help to improve thal process.
Whaut we're tailking about right now is almost on the same threshold as the
Strategic Defense Initiative (SD1). When you're trying to respond on a real-
tme hasis, hased on your warning, your sensors, there's no human mind
that can react fast enough. That's where artiticial intelligence will start
doing a lot of that recognition for you and giving vou options very quickly.
Again, you have o play oul the

various scenarios, whether you're
stech as last paght—-US bombing rand

talking &Ihlful A npclc;.r conflict on Libya, Apol 13, 1980
versus a nitional crises H.Il'h as Iasl
night.

Grimes, 1986
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You can take the Bhopal disaster with Union Carbide as an example of a
very major crisis, looking at how they set up emergency operations, col-
lected real-time information, and weighed the decisions they were going to
make, including the possibility that
the Chairman of the Board might

have been locked up and held hos- Bhopal disaster—In December 1984, a

. ] toxic gas leak at a Union Carbide
tage when he arrived. It depends pesticide plant in Bhopal, India,
on the circumstances. In a military kiffed 1,762 and injured 200,000,

sttuation the primary concern is the

element of surprise. The risk is that

the information flow is so great and so fast that sometimes the analyst has to
go hy intuition. (135-37, 140, 14142, 143)

26. B.R. INMAN, ‘“‘Tech- Presidenmt and Chief Executive Officer,
nological Innovation and Microclectronics and Computer

. v technology Corporation
the Cost ol Change i

(1986, pp. 151-68)

[Wihat has surprised nie more than anything ¢lse about the performance of
industry as compared to government in this hroad area we're discussing—
the ability to gather knowledge or intelligence ot the outside world and then
integrate it into a dectsion-making process—is how poorly that is done. |
had always held the view, from my 31 years of government service, that
indusiry niust be far more effective. Tar more ctficient than government. I'm
sure that there are many cases wliere that is true, hut | haven™t been exposed
10 a0 lurge numiber of them in the past tour years. (152)

27. GREGORY D. FOSTER, sernar Fetlow, Instiute tor National

TRy N gl R Stiategn Stadies, Natronal Detense
The h-‘..m-nn.tl| Defense Ui ersity (NDUY: tonmer Duedtuor,
Umversiy’s - Conimund AU Comnaand  and Contiol

and Control Program™ Reseach Progeam
(1987, pp. t-21)

Jthink there are in this Geld, as in other ticlds, a ot of bariers that continue
to exist between diflerent disciphines, Fos the most pant, we have Lar nore
mathenaticians, physicests, and what 1 line pejorutively fabeled as wire-
heads™ domp Claclated rescarchi, Although there are sonie parts ot the
Iwinan resources or behavioral sciences conmmumty doang command and
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control-related research, it’s pretty limited. And never the twain shall meet,
Typically, the two parties don’t talk to cach other.

... Why is theory important to command and control? I think there are three
reasons. In the first place, 1 would argue that we have witnessed in the mod-
crn era a convergence ol strategy and tactics. By virtue of signilicant
improvements in telecommunications and transportation technologics, even
the most remote tactical activity or action can have atmost immediate strate-
gic ramifications.

Similarly, I woutd suggest that we see before us today @ complete refor-
mulation of what wur is. The traditional dichotomy between peace and war
no longer is wmeaningful. We are engaged in foms of intemational interac-
tion and conflict today that suggest ta me that we reafly need to rethink what
war is in the context of commund und control. This affects how we view, at
the grand level. the interrefationship between civil and mifitary authorities
and, at a more tocused level, how commanders ¢xercise command over
forces in being.

[OETHNGER)] I the point complete? The second guestion witl be what
does it have 10 do with “why theory™ The lint guestion is 0 ask you
sharpen your commients because at the most general Ievel, they don’t make
much sense (o me. The convergence of strategy and tactios, as o new idea, is
facking. 1 go hack tw the ancedote “*for want of a nuil, the horseshoe, ete,,
cte. ™ It's clearly a parahte ahout the connection between the most Gwtics] of
accidents and the most strastegic of outeomes. The redefinition of war us car-
rying oul essentiat diplomacy by other means is an aphorism that simply
says that the civifian-mifitary connection s pot being made. In some sense,
there's nothing new under the sun, | amase mvetl by making fan »of what
you're saving here atl that vers ahstract level, On the otber hand, there arc
somne things that have changed that wake this more plain. | wonder i€ yvou
could sharpen up where you sce the boundary. What is 12 that mabkes ths
conceplually clernal”? What's ditferent now !

JFOsteRr] To reiterate w point 1 just made and then tie this back o some
ot niy carlier premises about the sate of Cin gencrat, 3 thik we ive todin
on hind of a plohal battfeticld wroaght. agmn. by marhed adyances o tefe-
communications and transportation tecknofogies, We have witeessed a
shnnhage ot the globe sach that those activities andertaben m what we tradi-
tonalty have comstrued as peacetime actaatly are o tonm of waging conthet
with real world strategie sipnmihwcanve . Fhat 1> nad to say that thas v a iew
state o attirs. The nipagtant thing (o acknowledge, thoagh, s that war con-
ceptions of command and control, and ot how command shoutd be
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exercised. continues to hew to a traditional conception of war, i.c., fighting
battlcs und waging cumpaigns. We¢ need to ask ourselves whether, in the
modem era. the assumptions and predispositions that woeuld have been rele-
vant in that traditional conception of war are still pertinent.

For example. censider the proper relationship between civil and military
authoritics. Although we continug ta espouse civilian supremacy, we also
tend to adhere to an idealistic notion of giving a mission-type order to a mil-
itary commander—a la Eisenhower in Europe—and thee letting him Jo his
thing. This crzates a tension and a paradox of sorts that demands our
focused attention because, whether it's Grenada, Desert One, or whatever,
we continue to wrestle with this relutionship between civilian and military
authorities. It may well he thut we are in an cra now where we have to
aecept and deal with the idea of having the Commander in Chiel, a civilian
decision maker, or the National Connmand Authorities (the President und the
Secretary of Defense) directing truditionally militury activities that, Jor s
variety of strategic reasons, they are unwilling to tarn over to military
commanders.

FMCLAUGHLIN] What changed fuirly dramatically in recent years is the
time span of control. Sure, in the past you gave u commander more general
orders, **Go invade the continent.”" 11 he serewed it up, and by the time you
eventually concluded he serewed it up. you iehieved him. Today, it may be
that half an houar into the battle you know he has screwed it up o a “lare-
thee-well™™ and you relieve him then, And that™s called ““micromanage-
ment™ hy every penon who wears a unilorm,

{Fostik| The rewson it is important o locus on this particular question,
and the reason 1 want to relate it back to a point 1 glossed over earlier —the
perisbability of expericnce—is that an importam consderation is whether, in
a non-war situation eall it peacetime or wliatever), we are inculcating the
sorts ol values and the degiee ol nitative amd responsibility 10 conmanden
that they would need w a erniy or wartune saatuation. To relate o your
carher cxample, Tony, about a ample contract to do all of the sottware jor
NASA'S Mussion Control Center, today we see contracts that contain volu-
mmows details and specilications. This s inerely a manifestation of a Larger,
e pervasie trend in the way we do business, particularly withio our nil-
ttary extablishinent. The guestion bevomnes, 11 vou do aol instill the sense of
imtiative, responsibihity, and authonty o commanders in peacctinge that you
will expect Trom tham in wartane. are you Joing both them and the nution a
dinsenvive”? The conseguences of watling until o commander loses a battle or
a war, or until be pets several thbousad people hlled, are such hat we
shouldn’t want to wan until that tine o deal with the situation,
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Business is different, as is coaching or managiag a sports team, because
you're engaged on a daily basis in your eperational nission. But in this age
of deterrence, we must concern ourselves with whether we are nurturing the
right types of folks to command in war. That is a traditional prohlem that
has existed before every previous war, and it will continue to exist. Unfor-
tunately, there arc no school solutions to the prohlem,

... On the rescarch side, there is no Tocal point for addressing command and
control at the national and theater levels of joint and comhined operations in
peacctime, crisis. and wartime. involving hoth civil and military decision
strrctures. When 1 camie in, | took the scanty guidance that existed and
attempled to fold all ol these things together, so that the two principal foci
ol the program were (a) to conduct and sponsor hasic and applied rescarch
that looked at command and control along the alorementioned lines, and (h)
to develop a program of command and control studies for senior olTicers and
civilians from throughout the national security establishnient,

We joincd in common endeavor with the other organizations constiivting the
Basic. Rescarch Group (BRG) of the Joint Directors ol Laboratories because
the loch thut we represented were misaing. These organizations all Tocus on
uni-service. tactical, military initiatives. Besides our substantive orientation,
we have at the National 3 :lense University a wargaming and simulation
center. One o iy long-term designs wis 1o create there i testhed that could
be employed Tor both experimental and guasi-experimental purposes, look-
ing at various dimensions of conmand and control. We also could under-
take. T believe, what would cmount to field research on how student groups
acting as commanders and stafis performed in dilferent types ol situations,
The only experimentation that now goes on takes place at the Naval
Postgraduate Schao! That involves captain- and major-level folks who deal,

tor the most part. with naval tactical problems. That leaves a big range ol

issues that are not addressed.

The aypes of things 1 set about doing when 1 created the program included
estehlishing NDU as a legitima.c cctor 2 the connmand and control com-

munity. One mechanism for doing .~ was o series of publications, of

which there were two bypes. Two edited volumes were commissioned that
attenmipred to dean wath different dinensions of command and contral, One
volume, titled Toward a Theory of Commasd and Controf, was Kind ot 4
living experient i which | commissioned 10 dilferent autlors to addiess
the same set ol guestions: What i command and contral? What are its con-
stituent elevents? What is the state of the art in command and coninsd theory
and rescarch? What work outside the mibtary domain has been done that

might be relevant”? And where should we go from here? The idea was that it

Foster, 1947

o7




C!I: Issues of Command and Control

(4]

1 could get 10 reputahle individuals with expertise in the arca and stature
within the commuonity, who could look independently at these questions, we
could determine where natural divergence or convergence exists.

Another valume, titled The Dimensions of Command and Control. looks at
vommand and control from different perspectives: the technological dimen-
sion, the behavioral dimension. the legal dimension, the historical dimen-
ston, the socio-political dimension, and so forth. The idea was o get
individuals with expertise in cach of these arcas to look at comnuand and
control from their diflerent perspectives, and therchy o see where we have
areas o commonality and complementarity.

Then there was a series of occasional papers. The intent ol the vccasional
piapers was to elevate the level of discourse und expund the hounds of
inguiry on command and control, So ! commissioned papers which deal with
such issues as command and control i o democratic society, One paper |
commissioned was titled. ““Toward an American Phiilosophy ol Conmmand
and Control.” Another looked at the Soviet phifosophy of command and
control, 1 commissioned General Paul Gorman, fonmer Commander-in-
Chiel, US Southern Command. to provide a theater commaunder’™s perspec-
tive on commamd and control.

On the cducationad side. | estahlished o network with the other military
cducational insitunions to try to see wWhere NDU should he focusing ats
cllorts in developing a coune of fustruction for senior otficers and civilians,
That is how the program came into bemg, and that s what the initial thrust
was amd continues to be. (5,911 1208, 1'%

IN. RODNEY B, MOBDaNikL, Dven it e Sedretary, Naronal Secualy
“Ch A Natonal Sccunty Councel: totnet Senror Drectorn, Lo

¢ i P [ sis Maragement Center
aungi erspoective

1987, pp. 107 24

I got nate the Natioual Secunty Coancal (NSC) husimess hy inheriing the job
of Richard Beal, who was a one-tune participant in these proveedimgs, and
as i testament o the work 1that sea do, 1 think oue of the reasons that Touy
and | oamet was Fowas really tryng o Gnd cot whae it was thae Beal hid in
mard, One of the few places | could ever Gud thar out was when e was up
here and spoke to the seonnar and subsequemtly created o traseript.
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| think I'll begin at that point by giving you my ohservations about the direc-
tion in which I've tried 10 go relative 10 the direction in which Richard Beal
had been going. My sense is that what Richard Beal was trying to do was 10
ercate within the White House a room where decisions are made in the con-
text of a crisis, or {ast-breaking events,

Senior people are hrought in, kind of late, to a prohlem that's crashing about
them. The perceived need. as Beal saw it, was to harness the power of mod-
ern technology. information processing technology. to assimilate all this
mass of fast-hreaking information. Perhaps you could pull up some history
besides and squash that into some form that could be more readily assimi-
lated hy decision makers than is possible in the conventional setting, which
is what he Tound when he took the joh, There was a room like this with a
little more security, prohahly no windows, and a hunch of people coming in
with notes and papers, a few of them may have hriefing chans, and that's it
Somichody in the corner takes notes. A traditional committee mecting. A
room where decisions are made in the context of crisis.

My beliel, then, and it's my belie! now, is that that plan had some lunda-
mental laws. First of all "Il stipulate that that's what 1 think he had in
mind. lle’s not here to defend himself, 1 may well have grossly misin-
terpreted, hut that s¢emed 1o be what he set about, and what he had done, It
was i nen-trivial exercise in hureaucratic tenins, e had gotten hold ol some
very hard-to-get-hold-of space in the old Exeeutive Office Building—a room
which had been the Secretary ol State’s office in the original design ol the
huildine, which as you know wus the State/War/Navy Building and literally
held the total departmental apparatus of those three departiients at the tum
of thie century. He converted that inta a high tech conterence room which
had screens to project atl forms of media: television, computer sereens
which could be processed to video and shown on a screen, as well as slides
and regular TV,

He created a datahase, hosted on sonie VAX machines, and he hired sonie

junior intelligence officers to be datahase analysts, They were regional spe-

cialists, for the Near East. the Soviet Union, cte. There were seven of those

fellows who were supposed to be

up to speed on what™s geing on in

those regions, aud they would be VAN & farmihy of munccomputesns pro-
. ] duced by the Digital fquipirem

the action officers who, when a Corpotation

crisis went down, would begin to

pull the information together and

pul it in a form where it could be processed and presented on the sereen. In

1985, Beal got a sernious heart ailment and subseguent!y died. There wan
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subsequently a gap of six months or so from the point in time when he effec-
tively became disengaged from the White House Crisis Management Center
until the time 1 arrived on the scene. | had the prohlem of both rehuilding
the staff, which had kind of drifted off becuuse the leadership was no longer
there—the more encrgetic folks lost interest and wenl looking for jobs
clsewhere, as well as trying to reconstruet what the guy reully had in mind.
Given my sense of what Beal was up to, | think there was one major proh-
Jem with it. 1t ignored the Tact that the Jarger issue is, there’s a process out
there that's going on all the time. It's going on right now, this minute; that
is, gathering information, digesting it, and analyzing information, and mov-
ing that up a series of Kind ol semi-hermeticaily sealed chambers to the Sce-
relary of State, and the Secretary of efense, and the Chairman of the Joint
Chiefs of Staff, and the Director of Centraf Intelligence. who are the major
memhers of the NSC. When these fellows or their principal subordinates
meet in this room to make decisions, they re simply not going t live off the
information that Beai's guys would have processed and put up on the screen.
They're going to hring the information that they think is refevant right now
with them.

How does that it with the notion of the dynamic ol the decision-making
process in the room itsell”? It seemed to me that if you're going to undertake
to make the progess of decision making in crisis more systematic, and bet-
ter, yon have to enlarge the scope ol your sights 1o tike in that otl process
ol information gathering and analysis that the National Scecurity
Conmunity-—which is a term P just coin—hy which | mean the Depart-
ment ol Delense, the Department of State, and the Intefligence
Community —cngage . That's point one,

JORTIINGER] I think Beal also diad in miad that through technicaf prow.
ess he conld hive those Tofks hring their own swdT into that room. The tech-
nicaf, burcaucratic, and psyetiofogical prohlens in thai are monumental. but
I think he was Gurdy explicit abont having that m mind. Whether it ever pot
pulied ofl or oo, 1 doir’t know.

IMUDANIEL] That's precisely my second thought. The second point is
where v the nformation going to come from that Beal is going to get into
his contputer. in order to digest it and put it on the sereen? The answers are
going to conte from State. Defense, and the lnteiligence Community. Are
you going 1o undertahe, exsentially, W tap their datahases, o that il a ensis
hreabs in Afghanstan you can immediatedy reach o Defense, State, and
Intelligence and pull out Atghanistan-related stufl with no defuy while you
hook the wires together. oF are they going (o serd i o you, or what”? What
i the concept”!
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There are two ohvious problems here. One is a technical prohlem which is,
you're talking uhout access to a mass of data which is just mind-boggling. It
really is a tremendous challenge, technically, to think about tying into the
Jdatahases: Delense, State, und the military. Frankly that's the trivial issue,
the technical issue. The real issue is the bureaucratic issuc. There just isn't
any way that State. Defense. and the Intelligence Community are going to
sit still Tor same low-level people in the White Douse to be ahle to reach in
and pull out fucts and data Trom these datubases with the prospect ol putting
i up on a screzn in Iront of the President at sume time of crisis withaut pass-
ing it through the chain of command af those respective departments, with-
aut the Seeretary al State, or Defense, ever buving seen it lirst,

Beal's concept was, in many respects, unachievahle without undentaking to
come to grips with the ubsatutely lundumentat issue: that our government in
the Exceutive Branch is reully better thougbt al us a lederation ol ugencies
than it is of 4 unilied, kind of military, arganization with a cammaunder in
chicl and these other allicers as his trusted subardinates. 1f you will put that
in the hack of your mind. think of it as a lederation, you'll be a lat closer o
reality when you actuatty attempt to deal with these institutions in the real
warld.

We kind of fell buck shurply Irom Beal's busic cancept ol tupping the
dutabises and getting into that business. We recognized that what we had on
our hands, in the Tiest instunce. was essentiatly a computer-based cupability
to tuke the messazes that did come into the White House on u duily basis
wnd niuhe them more seeessible in times ot erisis, The much lurger issue af
how it is decided that different Kinds of infornation were gog to pet sent
o the White House in the Tiest pluce hudn’t reatly been touched, und that's
what we needed to fook into, With that as background. that was how ] saw
n1y job s 1 eime ing 1 ehink the nesd thing 11 do s Kind ol talk you through
how the govermment’s organised Tor nationsl seeurity purposes, both Tor
chy -to-day plnning, amd lor the nuking of policy in crisis,

The Natiopal Security Act wias wrinen in 947 That ar did three things,
two ol which, uatib quite recently sanyway . were much wore well known
than the third. The most Fanous 1bing it did was 1t brought tie depetments
of the Anny wnd Nasy together into g umbed Departiaent ol Detense,
Although | no great stadent of nand it™s my personal beliel tha the his-
tony hus mt been written sery well, Pae read o few ot the more syithesized
histuries ot this piece ot legiskaion wnd 1 tind them pretty thin going, wetu-
v, Banpeadls s the Nutiomal Secunty Act of 1997 wis the timat congres-
stonal output ot the 7 Oramg and temung ™ over the lessons of World War 1
It was thought that 1the Services dudn™t cooperie with cach other vers well,

MoDamel, (987 Tt




CH: tssues of Command and Control

s0 the way to fix that was to put the two Services under a common head.
That’s the lirst thing the National Security Act of 1947 did. 1t unified the
Army and the Navy.

|OETTINGER| What you just said triggered a thought. One of our col-
leagues emeritus at the law school, Milton Katz, was in his earlier days one
of the law yers who worked on the dralting of the Act of 1947, and it might
be fun to sit down and explore that very question. I think he'd be eager to
and remembers enough to put some threads together.

|MCDANIEL| The second thing it did, lor which again | have a smatter-
ing ol historical understanding, is that it created the CIA (Central Intel-
ligence Agency). The CIA was specifically estahlished as an inteifigence
organ reporting to the President. Actually, under the Act, it reports to the
National Security Council. independent of State and Defense—independent
of the agencies with responsihility for executing policy and programs. Thus,
the President presumahly got the unvarnished truth without bias, without a
spin being put on it hy people who are trying to sell some particular policy
line.

The third thing it did, und the area where there’s the least legislative history,
in, it ¢stuhlished the National Security Council itsett. The mission of the
National Security Council, thut title in the law that estuolished he National
Security Council, remains unamended 1o this day. | was pleased to note that
the Tower Commission recommended that it not be amended. 1t's u very
short act, very readahle, and

husicully it defines the Tunction of

the National Security Council as u Tower Commission—a three-man com-

mechsnism to integrate domestic,
military, and Toreign policy, to
effectuate the overall nationaf

munston (fohn G, Tower, Edmund 5.
Muskie, and Erent Scowcroll)
appomnted by President Reagan to
icesligate the ran: Conirg operetion

goud, That act, in effect, created

the term “"nationul security”” which

we use ao plihly today, o term which reufly then enco mpasses foreign policy
and defense policy, National security policy, then, is the integration or the
fusion ot diplomacy and nulitary operatiors,

Implicit in the need o create the Couneil and estshlish it by law must huve
been the view on the part of the Congress that the State Department, the
War Department, and the Navy Departnient were not coordimating us etter
tively us they should huve been, although, as 1 say, the historical record
there is hind of thain. It is, according to the historny P've read, apparently a
tact that in those days the Departments conmmnicated with csch other quite
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infrequently. The Secretarics of those three departments did not meet on a
regular basis, and their staffs, depending on the personalities of the Secre-
tary of State, Navy, and War, were sometimes almost enjoined from talking
to cach other. In one sense 1've characterized the purpose of the National
Security Council as to institutionalize the State Depaniment and the Defense
Department talking to cach other. Indeed, we've come a long way in that
regard. So much so, that a great deal of the purpose of the Act is being
accomplished totally outside the formal structure ol the National Security
Council or its staff, hecause a culture has heen created now where State and
Defense do talk to each other to & much greater degree apparently than was
the case befare 1947, That's taken as a matter of routine.

The Act said that the memhers ol the National Security Council shall be the
President as Chairman; the Vice President. and the Secretaries of State and
Defense are the stotutory memhbers, The President is the chairman ol 4 com-
mittez that reports to him as President, kind ol a guirk in the law, but 'l
come back to that hecau-e | have my own beliel in wha that mcant. Then
that Act or subsequent sicts which have come along have defined statutory
advisors as the Joint Chiets of Stall—that was just chanped to the Chair-
man of the Joint Chiels of Stall-

the Director ol Central Intel-

ligenve, and abso the Director of that was just changed—by the
the Arms Control and Disarma- f]':jf::::;':::;':":f;';":;m’“""""" Reorga:
ment Agency when arma control

issues are involved, and the Direc-

tor of the US lutonnation Agency when policy issues affecting overseas
information are being discassed. Those individuals are named in the various
pivces of legislation as statutory advisons to the NSC,

Although the Act does not say this anywhere, iUy my heliet thiat what Con-
gress had in mind was the creation in this council of a body thit is somewhat
like the theoretical Joint Chiels of Staff, ‘That is to say. the Scorstary of
State and the Sevretary of Detense cone to the table and become advisors ta
the President. They do not coame as the holders of a hureaucratic hrief for
their respective hurcaucracies, but rather as advisors to the President. In
conjunction with the Vice President and 1he President himselt, they sit
around and tath about policy issues and discuss the pros and cons and the
various options, and ultimatety make s corporate eecommendation 1o the
President. The President, ws President then, devides imd issues instrustions
to the agencies to implement. The order, when 1t goes down, i tor the Sev-
retary of State and the Secretary of Defense (o anpienient as beads of eweeu-
tve agencics  The Counvit exists as a poliey body to advise and recomniend
o the Presidemt
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When 1 was giving this explanation to someone who will remain nameless
he guipped and said, “"Yes, you're right, it works exactly like the Joint
Chiefs of Stall works hecause they don’t do that cither.”” Of conrse. the
Army, Navy. and Air Foree come to the tuhle and defend to the death their
respective bureaucratic wrfs and that tends 1o be what we see in the National
Security Council, where you have role playing to a large degree with each of
those cahinet heads kind of representing the hriel of thetr wespective
hurcaucracies. The notion that they're there to he personal conlidential
advisors to the President. while it works to some degree, is perhaps more the
exception than the rule.

The Act also said that the President could designate others to be members of
the Council. This President has designated Mr. Meese, and Mr. Baker,
and the White Nouse Chief of
Staft 1o regularly attend mectings.
This hus varied Mrom administra-
tron o adnunistration. although the

This President—Preseheint Beagan

Mr. Meese - fdwan Moose, 11 Attorey
G, 198584

person accepying the position of
Attorney Geneead turns out to he
sonleone who's (requently in the
Counctl. 1ts tmiportant te reiem-
hoer that in this administratien the
reason Baher and Meese are at the

A Baher —fames A, Baker, 10, White
Howse Chret of Staft, 198105 Svone
tary of the Lreasury, 19588 nanied
Secretary of Sate by Prosedent Busit
Y

Winte House Cluet of Statt - fhiree
urerc hohd this positron duting the

: Reagan Adnurustration: faroes Baker,
tuhte is not hecause 1h¢,\"f&' Duorale Regoerd, and Howand Baker,
Attoriey General and Secietary of
the Treioury, hut hecause they
started out in the tist term being the Chiet of Stalt and the ceunselor to the
President, respectively . and retained this special relationschip te the
President.

[OF FHNGER]| Tlns s Jamies Baber we're talkang about?

IMCBaNI | Jini adaker. When Buber went off o Treasury and Meese
went ol to be Atworary General, one o the deais they made with the Presi-
dent was they wooldi't Jose ther seats at the NSCL What yea had s that
they hept st aved the new Chiel ot Sttt Daald Regan, wis added on. Now
the Chiel ol Stalt™s Being i mae phoer mothe NSC s detinitely saanething
thiat waves and wanes 1 have talhed 1o o tew nderduabs wiieewere pre-
vidishy Closely assogntesd waith the Natwad Secanty Coancrl, shee tok! me
that during the Nivaa Admnmstrdson, Tor example, st was not the rale for
the Chicl ot Stafl to atiesd Natwazal Secarity Counctl mectimgs or te by
amvebved with NSC suntt,
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]STUDENT] This is Haldeman?

JMCDANIEL]  Yes.

] I Haldeman—H.R. Haldeman, President
{STUDENT] More importantly, Nixon's White House Chief of Staff,

it’s Kissinger. 1969.73

Kissinger—Henry A, Kissinger, Assist.

ant to the President for National

]MCDANth] Ihat ts the Tor- 2};,:’.?'{9;‘_{';’,"" 1964-73; Secretary of
mal structure set lorthin the law,
The law, as | say. oceupies a ¢ou-
ple of paragraphs. That's all it says
in the law. Ahsent [rom any men-
tion in the law is the position of the National Security Advisor. He is not
mentioned in the law, nor in any other law. The only official that is men-
tioned in the law is someone called the Executive Secretury of the National
Security Council, and he is identified in the law as the individual who is the
administrative head of the stalf. The law says, hy the way, that this Council
should have a staff and it shall be heuded hy an Executive Secretary and per-
form such duties as the President may designate. That's the legal justifica-
tion lor having an NSC stafl. The legal justification for the position ol the
National Security Advisor is actually nothing more than the fact that the
Appropriation Act Tor the White House office says that the President may
have 10—1 think that™s the number— wssistanls to the President., and just tra-
ditionally one ol these positions, one of these hudget slots, is filled hy a el
low who is culled the Assistant to the President Tor National Security
Affairs,

In eflect. then, the National Scecurity Advisor is de facto the actinal head of
the National Sccurity Council statf, while the Exceutive Seeretary is the
stalt wdministrator. 1t undouhicdly done thut way for two reasoms. By not
mentioning him in the law, you're left with the potential to heep his relation-
ship to Congress somewhat amhiguous and more closely reliated to the White
House, sooas to fend off the periodic forays that people make tha this indi-
vidual should be suhject to Senate confination. To some degree you insu-
late a littde hit the fellow who has to go up and testity about the hudpet of
the NSC statl wha might be called upon to talk sboui other things it he were
the Nanonal Security Advisor. When he's not., generally it's very minor,
I've done that ind it's a very minor hearing where no substiance whatever is
discused.

The staff. as far ax | can detenine. has been pretty much the sume for 40
vears, 160y an eclectic mix of people retlecting the makeup ot the national
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security community. That is 1o say it has military people who are assigned to
duty on the NSC stalT. It has Foreign Service olTicers assigned 1o duty. Il
has some intelligence ollicers. and it has civilians who 1ypically are people
with a Toreign pelicy huckground who had some connection with the win-
ning campaign ol the President who kind of float in to the NSC as a lunction
of the post-campaign ““Tinding johs for people™ husiness. In this administra-
tion, that is about 50 professionals, although numhers are very hard to track
because some of them are detailed. and some ol them are on other agency
payrolls, and anybody who's knowledgeahle ahout the federal hudget knows
that that™s untruckahle,

The only thing you can depend on for doing historical analysis is telephone
books, and that only if you had the internal listing that they really used., as
opposed to something that might have heen prepared for puhlic consump-
tion. | helicve that this administration’s stalf is smaller than Kissinger's
under Nixon, and higger than Carter’s. We're talking ahout a swing of
mayhe 10 or 15 professionals, total, 1t's Kind of loated around 3 to 50
people Tor prohahly 40 vears.

ISTUDENT] | undenstand that different adiinistrations, diflferent Presidents,
have different management styles and that will have impscts on the NSC stall,

IMICDANILL) It has an impact on how the stall functions. hut it doesn’t
seem to have that much impact on how hig it is. 1Chas a hittle impact on
that. I'll get to how it actuatly function: in a4 minute.

|STUDENT| Would you have an ideal model, that the NSC staff should
try to be organizationally or functionally flesihle to the needs of the Presi-
dent, or should we find an institutional approach .7

IMCDANIEL) | revommend to you reading the recommendations chapter
ol the Tower Commnssion Report as a good overview ol that particulur
body. A gowd group of people wrote it-- vou had a Tormer National Security
Advisor, a Tormer Sceretary of State, and o member ol the Senate very
knowledgeahle of the political process of this country. They made the obser-
vation that if you mandate in law how somcthing tha is this close to the
President is supposed o be organized, what will happen in fact is some
shadow organization will get vreated 1o do what the President wants and it
will simply vease o be used. The answer then s that you can’t, n law, tie
the hands ol the President on something that is this chwse 1o i 11 you
think vou cun you're bidding yourself. Hle's hasically gome 10 do with 1t
what he wants. 1 think the institution preity much has learned the lessons
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with respect to the size and the organizational structure of the staff, | will
now descnibe the stafl, and then I'H get into how the whole husiness really
works,

ISTUDENT| You mentioned that the Council should he integrating for-
¢ign policy and demestic policy. Is that something that you'll address?

IMCDANIEL| 1 think thut's a good question. The law says, “will inte-
grute domestic, military, and loreign policy. ™ Then the luw says. ““The
members shalt be the President, Vice President, Secretary of State, and the
Secretary ol Defense,” timplicitly recognizing that all of these men are pol-
sticians, and when they meet in the Council as councilors, as advisors to the
President, they collectively put the domestic inpheations of making policy
into the milicu, That™s one interpretation, Another interpretation is, iU the
President and Viee President who represent the domestic point ol view, und
the State and Defense representatives represent the forcign and nrilitary
policy point of view.

A third ohservation would be that they screwed up. There are a4 few people,
academics, who have studied the nutional security provess. who think that
the procedural ingection of the donestic point of view is the least perfect part
of the imperfect structure of the NSC process. The sociology of the practi-
tioners of torcign policy . and militaey policy. in iy expenience, can only be
aceurately deseribed as elitists wlio are most comfortahle doing business ina
hack room, talking to nobady. wmd then after they 've done it their iotion of
the domwestic anghe is vou call m the puhlic atfuies puy and fluck it up. The
notioa that you hring i 2 bunch ot pohticeas. Congressmen. and you
seriously tahe what they have to suy into accout is anathema both to the
ageney professionals, and the oviban™ policy people - -nuny of whom are
crathed out of this campus, 1 napit add - who go down o the hurcaueriney
amd beconre practtionees, That’™s an mterestmg conmuent you made. | pee
sonutly think that the Act probahly dide't tocus onthat in tenns of setting up
the structure of the Cowncil,

JOLTIHNGUR] iUy shighthy worse abo, i that there is a domestic poticy
councit, whicl tuactions nore or iess, wineh haidies sonre of the purely
dongestic thilgs. 1t seetirs to nie trat tie tunctioning, wlateser the nieaning
imay he of that Laepuage, an practice is pretty capty, Wirat is your
ohservation?

INMUDANILL I huve never attevded an NSC nweetmg where the hulk of
the discussion was aot desoted to, “How's this going to play i the press,

MobDanmiel, 1987

7

-




ClI: Issues of Command and Controt

-8

and how are we going to get Congress to go along with it7°° We're talking
the domestic content ol a national sceurity issue. We're not talking about a
forum. it was never the intent of this particular legislation to create a body
to make policy for the entire spectrum of federal responsihilities, but rather
10 inject into the policy deliheration a domestic perspective as well as the
perspective ol the professional elite.

IMCLAUGHLIN] Which is presumahly abso one of the goals ol a Meese.
or a Jim Baker. or 3 Bohhy Kennedy heing included.

IMCDANIEL] It's interesting that the law didn’t specily that somebody
fike that would he on the Council, hut it’s also interesting that afl Presidents
have always put somehody like thut on the Council prohahly Tor just that
reason.

ISTUDENT] Could it he hecause ol the threut perception of the United
States-—that we see threat as heing external rather than domestic”? Duoes that
have anything to do with ot?

|MCDANIEL] It might.
|STUDENT| Might that have changed over time?

1 CDANG:L All ] know is that the law was written in 1947 with 1he wond
“domestic™ it | think that the people who have actinglly heen practitionen in
the nuding of national sevunity poficy fiave alwavas had to prapple with politics,
Prohahiy more s in the pusi-Vietmam period than the pre-Vietnam period.
There's hind of 4 conventionsl wisdom that the nuaking of foreipn poficy was 8
mure bipartisan provess hetore Vietwam. You could cut deals with a snsaller
number of members of Congress, and the whole thing was more compact and
tightly manaped then than now. How sceurate that asesament is, § don't know,
but it's the conventionud wisdom held hy nust people.

Even then, ot wis recognized that 1a g politicy] demnxriey vou have to have
a donmesiic consensus if you're going to connmt your mlitary forve to some
act outside the boundarics of the country. That®s just somcthing that pohtical
democracies don’t do without Laying a domestic loundation for it

I wias going to just tatk brietly about the staff structure of the NSC as w i
now, and | think preity much has heen, and then talk about how the process
works and then allustrate that with a few ancedotal examples,
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The stafl itself is organized in regional and Tunctional directorates, The
regional directorates mirror-image the State Department, which is organized,
il you're Familiar with it. with Assistant Secretaries of State Tor regions X,
Y. and Z. Sovict and Europe is one; the Pacific and Asia is another: Africa,
south of the Sahara, is another; Latin America is another: and lastly. Near
East and South Asiy which is the Middle East, hasically Alrica north ol the
Sahara all the way over to Bangladesh,

in the NSC stafl, a hig directorate would be four or five professional people,
and a small one would be two. In gavernment terms we're talking about a
very small staft. When | left the statl, the Evrope and Soviet guy was a For-
cign Service offer, o former amhassador o Crechoslovakia, and a Deputy
Chicel of Mission (DCM) 1o Moscow, who has just left to be the Ambassador
o Moscow, Jack Matlock. The Latin America guy was a Foreign Service
officer, o somewhat more junior ofticer who hadn’t been an ambassador yer,
and that was a hit ol o Tuke because it had originally been headed by a polit-
ical guy who turngd out o be a bitof o maverick who wouldn't take direc-
tion and eventnally hiud 1o be fired and the current incumbent wound up
getting the joh.

The Pacific job was beaded hy a civilian, professional ¢employee of the
Office of the Secretary of the Betense (O3D) who had been the Deputy Tor
Astan Altairs in the OSD Inernational Security Atlairs Directorate and
came over o the NSC Trom that job, The Africy office was beaded by a4 CIA
mielligence analval who had beaded the Glice of Alncan Analytic Affaarn
for 14 vears, The Near East, Soutb Asia was beaded by a fetlow we
recraited from the Umversay of California faculty whoe had previously
been in the Policy Planming Otfice

in the State Departent. who

would be considered 2 hind of an Catlutas drank Catluccr, Ehepan Secs
seadentic foreie liev ey, Dy refary of Detense. Nanonal Secunny
scadenne forcign policy gay, 1xn- Advisor, dmid Secretan of Deterne

nis Rons, That eclectic min of peo- wtder President Reagan

ple. Fthiak, s typical, Carluced

has brought in bis people. Many of

thbose peuple are now pone. But the nay has pretty miuch been mamtaned.

There are atso a tew functional organizanons, att ot which have respon:
sibibitie s that cut across the regionat arcas. One s the mielligence directorate
that looks at mteltigence policy ad budget taues and also was tbe oltice
within the NSC satl responsible tor conrdiaimg cov e achion programs.
There was another office catled Inernational Communications. That was the
NSC statf otfice thar looked at the propaganda apparatus of the LS povern:
ment, essenliatty the US Information Agency, Radio Libenty, Radio Marti,
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This office was headed by a former officer from the CIA who had a lot of
hackground in political action. Another office looked at space issues from
the intelligence, military. and domestic sides and was the staff officer who
was the principul White House official on space issues. Those were the prin-
cipal staff olTicers of the NSC. As 1 say. it all totaled up to about 50 folks.

Now, how did it really work? The key to understanding the NSC is to recog-
nize that what you have is a legislative mandate to set up an tnterlocking set
of interugency commitiees. These committees have heen around with
various labels hung on them for 40 years. That's the lile hlood of how the
NSC process really works. An mterugency committee will be set up. Each
administration has Tound it necessary to relabel them all as well as to relabel
the documents that are used to record their decisions Tor reasons that don't
make & whole lot of sense. hut it happens. The last two that 1 can think of—
the Carter Administration used as the title ol decision documents PDs, Presi-
dential Decisions. Prior to that Nixon had used NSDMs, National Secunity
Decision Memoranda. This administration wses NSDD, National Security
Decision Directive. 10s all the same stufT,

There wus one interesting dillerence, thongh, when this administration came
i 10 set up ity organization. Recall that the fundamental issue tor the Jast
hoast 1§ years, the modern ¢ of strong national security advisars, has been
that issue of how strong a National Sceurity Advisor do you want? Conven-
sonal wisdom guickly throws out on the tehle 1wo numes 1o represent two
polar extremes, and ohviously this s 2 great ovensimplilication 1o think
about it this way: Kissinger on the one hand, and Scowcrott on the other.

This admiinistration, 1 think ic's Tan o say, iolended 1o follow the Scowerolt
model. and sel el up that way. lntadly. Allen, the finst National Seeurity
Advisor, dido’teven report directly to the President. He reported through
AMeese. The committce structure
wan sel upp consistent with Presic

dent Reavan's C”nt'l.'l“ ol ““cabinel Alleny Richand v Allen, Natronal
o e hat the chairn. Sevanty Adhosor to President Keas
j<Ah 1Y rnment - sa thal the clunrman-. g, [ T e g

ship of the primary comnntices

wus [0 he vested in the vabmelt

oificer who had pomcipai policy responsitality tor the arca. There was & Sec-
retury ol Delense-chared commitiee tor Detense Policy, o Sceretary ol
State-chaired conmittee for Forcign Poliey, amd a Dhirector ot Central
Intelligence-chaired conmutice for Intellipence Policy, and there were no
NSC stall-chared commntices, mtialls.
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That evotved over time, so that when }lett the stalt the Delense-chaired
committee essentially wasn’t functioning. The ClA-chaired commuittee was
to some limited degree. and the State-chaired committee was Tairly active.
But a whole host ol new committees had heen set up on a topical basis.
There was a committee for arms control that bad been set up outside the
Iramework of this initiat structure. which was chaired hy the Nutional
Secarity Advisor. There was a space committee that was chaired by the
Mational Security Advisor, There was a covent action review conmittee that
wus chaired hy the National Security Advisor. The only committee that was
supposed to be chaired hy the National Sceunity Advisor trom the beginning
of this administration was the crisis management committee, in effeet,
which was calted the Crisis Preplanning Group (CPPGY,

That was the framework, and ax | say, State was the most active. There
were then established a bunch of subcommittees, in the case of State that
esaentialty took alt the different regions, regiomil groupings, and estahlished
an anteriigeney group tor cach one. The membership would be the State
Departinent desk officer. or the burciu bead for the region, as chaieman, and
then a representative from QS from the JCS. and from CIA, and the NSC
would have a statf representative on cach one of these groups,

Onee the committee’™s structure s established., i€y important to recoenize
that what sou’ve done is vou ve established un informal communications
network, and Ot 1O tinteragenes groupld becomes the network of people
who tatk to cach other about issues. Many people think that what you realty
shoukd see is meetmgs, ind agendas, and minutes, That's realty massing the
whole point. On the toreign pobicy side, where the 1Gostrucinre wis most
ctfectivets used. you had o retativels small number of formal mectings
where agendas and papers were circubated i advance. What bappencd was,
adecivion would need to be nunde i respect o somethme, let's say aftecting
LS pohicy sith respect to the Vichimmese ongoing war i Cambodia, There
was i need toonibe some hind of o decision wath respect to that, ‘Fhe mem-
hers of that G woukd tatk to cach ather on the telephone most hikehy . or they
might have a short meetg and they would quickh come 1o grips with the
ssie amd make o rough cat udgment as o whether this is something that is
roing o have to be rum up to the President, or whether we can qust agree
among “tus boas™ o pust po doat I they agreed. ot was done. The State
Departnent. iy preatty. woutd write o cable setting torth mstructions to some
ambassador, o1 same mternational detegate to some commission, or sonw
tortbeonimy vote 1 the UNL or whateser the iaue was, or somichody poing
to an ASEAN (Association of Southeast Asian Nations) meeting, wnd the
pohies woubd be established and that cubte setted by this group and sent,
done. A pobies v made, although the outpuz document s i State PDepartiment
vable
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That meant that th2 stuff that [Toated ap to the Tormal NSC tended to be
either big issues, stull that you really want to get the President involved in
because it was a major decision, or disagreements. I've already mentioned
that areas where disugreements were the rule rather than the exception, such
as arms control, resulted in a new committee heing set up, chaired hy the
NSC. in an atiempt to impose decisions. But the vast bulk in this administra-
tion and 1'm sure in others. the day-to-day making of national security pol-
icy. really goes on over the tetephone hy three, or lour, or live people
talking to ¢ach other cither in i conlerence call or seriatim, in the context-—
1 use a hureaucratic phrase that we used a lot around the NSC—ol clearing
a cuble, 1t works, It's so much taken Tor granted that lots of people actually
forget that that really is an NSC process going on. They lTorget it o such a
degree that when | heeame the exccutive seeretary and got curious about
how many 1Gs there were, there wasn't anybody in NSC who hud any cen-
tral book on how many ol these groups existed. | might add thut when | sent
out a memo to lind out, | got resistance: why am | asking? What husiness is
it of mine? OF course, my view was that these 1Gs really were NSC bodies,
they were just operating under delegated authority of the Secretary of State
to convene and administer them, becaese that was what this panticular Presi-
dent had mandated when he set up his oflice.

[OETONGER] You're getting, in your lust remark, to part of the matter
which 1 hoped you'd address. Given that all of that works and so on, it's a
sert ol a hottom-upward kind ol thing in terms ol intezrating whatever
comes out of this process, In terms of independent presidential inquiries, or
mititives, oF in terns of presidential check on what the hell these guys are
telling me, et how does it work?

[MeDaNetL] ‘The Tast point 1 was going to make about the NSC role in
overall policy Tormulation was ““How does it really work?” " ' ve said that it
works 1o g large degree over the phone. A network of players is detined to
work issues. That leaves only the issuc of delining an issue. That is where
you come into the several roles that the NSC stall are expeete:d to play,
Apiia, this is not really all that well spelled out in the law. They ure
expected, | think, to play three roles. One. they're expected to be the traltic
cop, the honest hroker. Nothing more than making sure ihat Stute doesn’t try
10 get a cable out without petting Detense’s clearance. They ‘e cxpected to
be guys who will hlow the whistle in the State Depurtiment it the desk ofticer
savs, “Well, it's none of Delense’s business,”™ To a large degree, that role
v a pasaive one. Your just being privy to the process has, if you will, a
cleansing etfect. The Tact that there is 4 presumahly non-burcaucratically
partisan person who's privy to what’s going on serves 1o keep the phone
lines between Detense, and State, and the antelligence community woking,
because they know the NSC atatt guy will blow the whistle on the process if

8.
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the other agencies aren’t accorded their proper role. That's kind of the least
exciting one, although a very important one,

The second function of the NSC stafl is 1o he the independent advisors of
the President. First they are participants in the interagency process, hut to
the degree that the President either hecomes involved or needs (o hecome
involved. the NSC stalf person is the person who will write the memo that
transmits the issue to the President. Although you may have had an intet-
agency committee write a paper and produce a consensus product with some
options in it—a typical interageney paper v b have options and a
recommendation—that document would go o the President in the form of a
memo from the National Security Advisor which will be written hy the NSC
staff puy with ¢xpertise in the arca. In that paper he, of course, will he
expected 0 have hiv own recommendations., in addition to those of the See-
’ retaries of State and Delense,

| ‘Fhe third role of the NSC staft is policy initiation. That is to say, the ahility

[ o say, "Let’s create policy in this area,” or “Let’s cause an interagency
policy study to be done with the ohject of reexamining a new Middle East
peace process policy, or our Southern Africa policy.”” to name two where
the State Department typically had a lot of trouble getting oft the dime and
producing anything uther than mush.

Fhis 15 where you have o have an NSC staf® that is sufficiently competent,
intettectnally and protessionally. to be capahte of being initiators as well as
just honest brokers and wraltic cops. At the same time you have o have a
provess which doesn’t overfoad the cireuit with a fot of wp-down NSC statt-
originated ideas, or you will quickly lose the allegiance and the participation
of the other interageney players. Fhere are no hard and tast ground rules
here. ‘This is very much a person City-dependent process. What Fm trying to
sketeh for you is there's a whoele nest of processes poing on out there from
cach one of these interageney communities for Latin America, or for Alrica,
or Tor Asia. Each one of them has a ses of personalities that are working on

{ different issues and in ditferent ways interacting to nake policy. A key role
of the NSC statf has to be the abatity to propose poticies as wetl as simply
put the final stimp on the policy that's been proposed hy the 1epartiment of
State. or the Bepartinent of Defease. How much time a particulbar statf
officer spends on any oue of those seversd roles is the tunction obviousty of
what the isue is, his own personal competence, and the competence of the
other interageney ptayers.

And lastly, something that 1 haven't said too much about, is the President
hinmelf. The NSC statf guys —we need te remember—are the President’s
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staff for the national security business. These are the guys. either personally,
or hy receiving detailed direction from the National Security Advisor, who
are the people closest to the President on a day-to-day hasis. Although 1t's
true that the Secretary of State and the Seerctary ol Defense. personally, will
sce the President on a regular hasis, on a suhstantive hasis, traditionally the
Nautional Security Council stalT is the staff that tells the interagency cem-
munily, ““This ix what the President thinks on such und such an issue. ™" That
gets into she style ol the President. and the question you were talking about
befoie,

Where you have a President who comes inte ofTice with sn extensive forcign
pulicy agenda, you generully are going to lind that you huve a very active
National Sceurity Council stafl who arc just full of ideas, running all over
town imposing these ideas on the interagency process. Where vou have a
President who has o relatively small number of ideas and is relatively indif-
Terent to other dimensions ol foreign policy, then vou're going to have g rel-
atively less active stafl in some arcas. but more in others, This particular
President has chosen to focies extensively on the issue of military prepared-
ness and the detense hudget on the one hard. and on @ policy on dealing
with the Soviets from a position of strength, and looking Tor opportunitics to
undertake operations where we can do to them what they've been doing to
us the regional dimension which leads 1o his interest in things such as the
Nivaragua-Contra business, as well as Alghanistan iand Angola. These are
arcas where the President has very strong personal views, ad where his
views to some degree, are not Tully consistent with the nainline view of the
traditional hurcaucratic foreign policy estihlishment. In those arcas the NSC
stall. m cflect, hecomes the Prestdent’s comscienee and hecomes the
“looker over the shoulders™ of the bnreineraey o heep the President’s
views before the hureaueracy: a role which can produce o high degree of
friction and traumy from tinw W tine, and can abo be highly dyvslunctional
s done ina rough and crude manner as opposed 10 more personal and
smooth ong.

You're all fannliar with how groups of people interact, whether it be this
semindr or 4 more hureiueratic setting, amd there™s no magic o thut. Some
peaple do it better than athers. One of the obs as National Secunty Advisor
is 1o try o hire w stafT that, among other capabilities, has the ahaliy 0 go
and impose the will of the President on o recaleitrant hurcaucracy in a way
that neakes them like i, as opposed to o way that makes them leak o the
newspapers amd gets anti-adniinistration stories in the press all the time
stories about how Defense and State are at cach other’s throats about this,
thut, or the other thing.
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[OETTINGER] How frequently do you get the reaction, ""We'll send out a
memo which witl keep the politicians quiet hy saying here's what we're
going to do, and we're going to take six years to do it, hecause after all
they've got Tour years at the most,” that kind of stult?

IMCDANIEL] Azuin, as 1 say, the NSC staft guy is going to be invotved
in the group that is sending out the memo. The memo is going to get written
in the NSC group. Then he hus to be the guy who says, we can't take six
years, how about three weeks? What this meuns is with this going on alf the
time, you're constantly having
issues that 1 would catl the **Please

call Sh“",z u“d, _mukc him do so- Shultz— Gearge Shultz, Secretary of
and-so”” kind of issue. Let’s talk a State under President Reagan,
little hit about how the stafl’ works 1942 84

on a day-to-day hasis.

Every moming at 7:30 the Nationat Security Advisor sits down with the sen-
i0r members of the NSC staff. The first order of husiness is " What was in
the newspapers today, and how are we going to respond 1o that?” That's
because the NSC statl has responsibitity for providing guidance 1o the White
House press spokesmun, who in wim provides guidince to the spokesnien of
the other Executive Branch agencies, Sceondly, " What's on your mind
today?"" Typicalty, 1t wiil be a rure meeting where one or two statfers won't
say, "Well, we're having thi prohlem on such and such and would you
please call George and get him cngaged.”” One of the functions of the
National Security Advisor is to be on the phone to Shultz and Weinberger,
and to a lesser degree, Casey, lairly continuously getting them engaged in
piving top-down direction to
what's going on in this interagency
process when it's perecived 1o b Wemnberger--Caspar Wemberger, Sec.
off truck. Usuatty there is no real Juse T el o T

. sl M Caney—Willam | Casey, Diredlor of
P“'ll-',\' difference at the top. | Centrad thtelhgene, 194187
mean, hy definition, the President
hus picked these guys. They are his
political confidantes. ‘They are, hy definition, going to do what the President
wants, it the Nationat Sequrity Advisor catls up and savs the President wants
s and so, they're nol going to argue with whether or pot they think that’s a
pod idea, unless there's o goud reason. There is that constant " going on
over the tefephone provess. ™

Sumetinies it will work the ather wuy. Shultz will calt the National Security
Advisor and say, My guys just told me what your puys siid, und that isn’t
right, 15 it?"" That’s just 30 ongoing management process, That's what they
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spend their time doing. What 1 just said probably accounts for 50 percent of
the Nalional Secunity Advisor's lime day in and day out.

Let's talk a little bit about the crisis nanagement structure. From the begin-
ning there was an NSC-chaired crisis management group called the Crisis
Preplanning Group (CPPG), the litle stemming from the fact that if you were
domng it right, you would anticipate a crisis and come up with a strategy to
avoid it rather than put out the fire after it's already started. That group was
chaired hy the Deputy to the National Security Advisor and had us members
the Assistant to the Chairaian of the Joint Chicfs of Stafl, a three star; the
Under Secretary ol Delense Tor Policy, Fred Ikle—or he would frequently
send the Assistant Sceretary for International Security Alfairs, Rich Armi-
tage: and the Under Secretary for Political Affairs at the State Department,
Mike Armacost; and the Deputy Director of Central Intelligence for Intel-
tigence who's catled. in the trade, the DDE. He's the principal intefligence
oflicer on the analytic side within the CIA, That core group constituted the
CPPG. That group did not meet on a regular hasis; they met on an ad hog
hasis when they had @ reason to mect,

There were two ways they might meet. Somebody niight call up, as bap-
pened in the case of the Philippines, and say, *"Gee, we need to have a
mecting. bevause the Philippines are going to hell in a handbasket, and we
need to have a mecting and talk
about what we're going to duo ubout

it.”” That did, in lact, huppen. the case of the Phiippnes - contested

There was an ongoing series of elettion uf 1446

IIICL‘IilIg.\ which resulted in some Muascas—Terdmand Alsrcus, tormes
. . Preswdent of  the  Phulippines,

special amalyses by C1A, and stud- resigned under pressure trom the

ey, and consciousness raising Reagasr Adnnonslraton

within the hurcaucracy that re-

sulted in severad specii emivsaries

being sent. The rest s histors, s vou well know, with respect to Marcos
stepping down and so forth.

|StUDENT) Would vou say that was an exsmple of success, because it
led to achion??

IMCTRANTEL] Fthink so. There's alwavs Tuck in alt of these things, UOne
docsn’t want o et too glih about it. The higgest success is when the crisis
doesn’t happen at alt. There was a much more tine compressed ““niini
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success,”” following the Marcos thing. with Duvalier in Haiti. We can™t
really claim any credit for his hav-
ing decided to step down. but upon
hearing the rumor that mayhe he
was interested in stepping down,
the government moved rather
quickly 1o encouruge him ulong those lines and provided an airplane. The
hardest pant was finding some country, other than the United States, to take
him. We wound up kind of arm-twisting the French in getting him in there,
and having them have their noses suhstantially out of joint. But | notice he's
still there.

Duvalier—Jean-Claude Duvalier, Presi-
dent of Haiti, 1971-86

Here you have vested in cach one ol those standing members as well as the
NSC stalf person (which was mysell lor a while) a responsihility o be Jook-
ing ut the process ol gathering inlormation and trying to predict crises. The
Tirst vear 1 spent was looking at that issue and saying. *"How can you do that
better? How can you do it more systematically” Do computers help and stuff
like that?"* The government, actually, is quite good at compiling laundry
lists of places where there’s a good pessihility of having a crisis. One of the
more interesting ones iy u CIA publication which is the most analytic dovu-
ment that I'm aware of. The prohlem with it is, it more than sou can deal
with. It produces a list o about 20 pliwes where there’s a good prohahility
that there might be a crisis, hut you can’t deul with 20. You're right haek to,
which ones are you going to try to deal with? Are vou just going to bope for
the best and just let the normal process work?

1 also want to digress and say that evervbody in the mational security husi-
ness s in the crisis avoidanee husiness, That is what our amhassadons think
they're trving to do. Thut iv what the desk olficer in the State Depaniment
thinks he™s teving to do. That's vohat the regionul military commands and all
the port visits und regional military conferences and dislogues we have all
over the world are about: all of these individuals are irving o carry oot for-
cign policy objectives, the chiel objectives as best they understund them,
and to steer around, avaid. erisis OF course, that also can be tanslated into
a policy of support of the status quo, and a policy of preserving things as
they e tow,

One of my adsenvations of the protessional diplonig s that bis expericnee
and teuining wained bim o be a gay who teads o teel than the perfeen state
of grace 1s the problem unmolested. Don’tcrew walon oy not e per-
teet, but ic's guiet. This s un arca where academics iwd pohical observens
of US foregn policy cnticize our policy nmost. Tor ~ecnuiy 1o align our-
selves with wotalitanuan lesders around the world. The Taens are simple to e,
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There are more totalitarian leaders than any other kind. If you draw up your
own list using normal criteria of democracies and non-democracies, there
will be a lot more non-democracies. If you add to that the mind set of diplo-
mats, which is to leave well enough alone, we wind up supporting total-
ilarian govemments more often than we are out actively trying to overthrow
them. There are very few that we are oul actively Irying to overthrow. It's
just the natre of the diplomatic process.

| must say that ! spent a year Jooking at how you improve the process of sift-
ing information to predict crisis. One of the more interesting things | did
was | runded a panel ol artificial intelligence gurus and tried to see whetier
there was anything to that. 1 concluded that they need 1o see a prohlem as
vastly more structured than the very ud hoc and amorphous and messy busi-
ness of trying to predict instability in the world.

{OETTINGER| They can hardly tell a real missile from chaff.

{MCDaANEL] I'm not sanguine that a whole lol more can be done, | per-
sonully believe that the NSC should continue 1o have somebody on ity stalf
who thinks ahout this issue and tries to plug into people like yoursell und
others around with different perspeciives who are trying (o look at the proe-
ess of erisis management s an ycademic discipline. It remains an area
where | think there will be no breukthroughs in our ahility o harness quan-
titative analysis o predict the outhreak of a crisis with greater precision,

JOETTNGER] You mentioned, Achille Lauro— passenger shup lupacked
over lunch. the Ackille Laure inci- by Palestinian tewonsts m 1945
dent as an example.

IMCDANIL I might come to that in the context of hew we organize
operativaally. | think that fits better there.

IMCLALGULING Let's talk about the CIA forecast, in the context that Sir
John 1lacket had in The Third World War, which warts with the idea that
more than half the world's national leaders don’t know whether they'll wake
up in power onwimow, or wike up period. It you stant with thae L

IMCDANIEL] I think that’s considerihly high. The right number iy prob-
ahly 1§ pereent or something. hut s o sigmiticunt aumber, The wanld isn't
that unstahle, 1 would argue.
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[MCLAUGHLIN] This is the diflerence perhaps, between the 20 perhaps
the CIA can predict following crisis indicators: the number of leaders’ chil-
dren being sent overseas to go 1o school, or whatever one looks for. On the
other hand, there are 80 out there who are random shots. If the guy dies
accidentally overnight, you may have a crisis on your hands that you never
expected. None of the other crisis indicators are necessarily going up, hut
with the guy out ol the way, he may have 17 contenlious successors, or
would-be successors. 1t's just a very unstable world out there in that sensc.

IMCDANIEL]  The other kind of crisis, or the crisis you don’t anticipate,
ix that vou wuke up in the moming, and you've got one. What are you going
to do about it? That’s the crisis management mechanism in its most opera-
tional context then. You're scramhling in the first instance to find out
exactly what happened. This is what Beal was trying to aim at, and to
improve on how the system works when you're in that state of grace. You
wake up in the morning and you've got u crisis on your hands which you
hadn’t anticipated and there’s no bigh level planming that’s been going on.
You've got to get it going and get it done.

How would we work that? We'd convene the group, normally in 3 room,
Only on a couple of secasions did the thing go down so fast that it had to he
done over the telephone. 10 we had any time ot all, 1 would call she CIA guy
and ask him to do a quick unalysis, and if he could, get it distribated to tie
other members belore he canie to the table. Rarely was that done. 1 we
were lucky he’d bring it with enough copies or we'd make copies on the
Xerox machine and pass them around. The tirst item of husiness was tor the
CIA guy to provide the current intelligence on what was going on, and then
to wsk other members of the group, " Whao hus any additional information on
this?"" and to nake sure that all the players had a common hase ot informay-
tion. That’s a critical fist step, ard | feel that that worked quite ctiectively.
1 was very autisficd that there wias o minimum of withholding intonmation or
game plaving. There was an honest etfort made to share informat.on, and
that usually had been shared already, but sometinies because of the pressure
of time, people were exchanging tidhuts right over the tahle that they hadn't
had a chence to talk to on the phone. In gencral, # hind of vahdated the fact
that the informiation sharing mechanism of the national secunty comniunity
worked pretty well. That's the Girst step.

With that as background then the problem became harder. Then -this wans
the taest slippery part of it -1 would always try to have the agenda struc-
tured so that we would spead some amount of uowe talhing about **What
wuuld we tike to see happen”” "What are our objectives?"" - before we g
down to the action siage. 1t s an nteresnng dyonamic in the crisis business

Mcanwel, 1987

uu




C'l: Issues of Command and Control

R}

how peaple who are very intelligent. and know a loi. and have been around
a long time, will conme into a room and alter just a few seconds will want to
start talking about doing things without having spent any time at all talking
about what we waat te accomplish belore we talk about sending emissarics
here. or pre-positioning carriers there, or whatever. | think it's kind ol an
American trit. We really are an action-orieated people. That's our nature,

This soumds terrihly trivial, urd in o way it s, hut one of the uselul fune-
tiens of having a process guy in this thing who is in charge of structuring the
agenda, is that yon would at least Lave oa the hlackboard, on the sereen, the
words, Let’s talk about what our objectives are.”” One ol the cliches in the
crinis husiness is **in erisis there i opportunity.”” 1 actually comes Irom an
old Chinese proverh, 10s very impottant, whea von're kind of in gloom and
doom about what a terrihle thing this situation s, that vou pause and think,
are there some opportunitics here? Can we tihe advantage ol the situation?!
Beeause you certainly want to do that i vou can,

Some have gpested that teehnology might, in somwe Lishion, help parse
more systemativally through this phase of 4 crisis management provess, ide-
ally, hy being able to aceess and scan history tapadiv. There may be songe-
thing to that. | persomally belicve that there should be some level of effont
fanded. preferably sponsored Ry the NSC lor the {eresecshle Duture, to
attempt 1o ook gt how teehnolosy avcesses hintory, and pulis i togeth-
and fooks for conmon threads and common elementis,

OLTTIINGELR | i not sare that 1t mitaally o technology problem so
nich as o history problem: mamely, to ger the history Jooked at i the (st
place. The doliverny mwede may be second. There™s sers httle reliable mstitu
honal menwory aa the cosis mgnagensent busimess,

(MeD ANt g ek we're savimg the sane thng. 1 don’t swant o ounply
that thes s computers and athibal mtelligence. 1 an persuaded by the fact
that 11 deang a job ot Iistoncal research reguires getting moan aplane and
thvng to the Liephower hbnary woosee relevant papers. and you’re in the
muddle 6t a ey, you wall peveds ook al hestony, You won’t Jdo it atall, it
vor have some way of gettmg access i the Bsenbower Labrars moan hour,
atid vou could evew sprery that bbrary wath a sabect matter- onented swarch
rouling that sayvs

HOrtuNGLRE 10 worse than that | revent?y tad o tonally unelessetied
visit o NSA P also on the board of sisitors ot the Detense Inteihgencs
Collere P persusded that there e nnles amd nndes ot tiengs o do to pet
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cases developed, to get as part of the ingrained truining of any intelligence
olficer, any action afficer. etc., ete.. samie sense of “"this incident is similar
tu Crisis X und dilTerent Iram Crisis Y. This is totally missing loday. Why
woarey ahuut gimmickry when you have a very shoert memary,
instuntionally?

IMCDANEL| 1 don’t disagree, Tany. I tend ta see the twa os samewhat
related. The Tacts are that the way the system works today, history is what
the people wha caine to the tahle hring ta the tahle. 10y just that simple. 1]
they have it al hand, it's there. IF they don’t have it at hand, there's no
external provess ta add .

|STUDENT] May and Neustadt

make the point that quite olien the Bay and Newstadt —RKichand [ New
hi - they hring he tabic i stadt and Fvest B Aay, Thinking
Istary they hning to the tabic i Lime: Che Uses ol History 1or D

incomect, distanted, mivtholagical, sion Aakineg ¢ 19%6)
and all the rest ol at.

IMCLAVGREN] I's all those people in 1960 saving, “Lyndon Johnsan
doesn’t waat to preside over another Munich, or whatever; amd the people
now-- running around and saving, CWell, we don’t wan? another Vietnam in
Central Amenca.”” ICs very bard historically o see Nocaragua as mol heing
cuctly the oppostte of Vietnan.

IMCDaNw | But at least you have 3 check on ihe tact that you've gat
more i one persan i the room. You have the institutions represented,
and you have ditferent human beings represented who are going ot least to
bring siv sets of hintoiy to the taivle mstead ol junt one.

{StetasT Mumy vears ago there was a thing Jown in the Navy about
trang to do g mere analvigal job ol crses maagenent, nake inore use ol
techmeul toois. Part of the problem s that when vou're having a real cnisis
wmder way, nobody ainvalved has any o e belp amvbody whio's studving
wliat i pong on atad secmg what's needed the nant. 1 don’t know of there's
a o tevbiologint ans wlhere an the statt ibers, but stting m on a nweeting
and observing the real event i the stamting pomt of what can be done next.

MDA That was Beal's comept, and that wan wha the role ol the
Coses Management Center as o support agency to the NSC satf was
miended o be. You'd bave some computer: tnemdhy | jumnor, subjev-onented
analvst whe would be the person who would aticmpd o Jo the qunk crash
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joh of historical research to supplement, but hopelully in a more ohjective
and systemiatic way,

[OETTINGER]  There was a slightly more modest objective. If the bosy
doesn’t know where the hell the country is, 2 simple notion of just geiting
the map up there, so the boss can aee it, helps. This applics to this Presidemt
or any President.

ISTUDENT] 1 think there are a whole bunch of Linde things Tike that that
can be done, hut again you've got to have somebody who knows what cun
be Jone sitting down, watching, and that™s just the starting point.

tAICDANIEL| That's correct. That was the intent and is the intent ol
having this Crisis Management Center thing, and it's delimitely in s
infancy. 1t represeuts no more than Kind of g wken conunitment.

[OETIINGER] That brings us Tull cirele to te observation you nrade at
the beginning. The idea is very threatening 1o all of the normal players,
because 10 suggeests then that there might be knowledge accessible to the
deciston making individual or group that would not be the huowledge
brought 1o the tahle, The very statement of the problem has tn it some ol ity
dilentmas,

IMCDAaNIL| s an imteresting thing 1o watch was it plays in real ine,
I vou're in a room and the locale of the crisis is kind ol obscure, wo vne in
the roont cares w hether some NSC stalTer poes ot amd gets the map, or the
CIA guy brings the map - the guy who by agency charter s supposed Lo be
the nap guy it Joesn’t matter. 11 on the other hand you're huving a micetl
ing with the President or the senior advisors, the NSC principal advisors’
mecting--when they incet i this situation by the way, they call thennelves
the Navwonal Securuy Planming Group INSPG), which simply gives a signal
that 1's suppused 1o he 3 e closely held, more sensitive group, but the
plavers are the ones 'yve mennoned as the National Secunity Council
principals —at turns out it does matter. D would find soine sersitivity o
having the NSO salf put the map up on the wall, as opposed v hanving the
Chaisnan of the Jomt Chicts of Statl bring the map. You sunply roll with
the punches and you call the Chaininan in advance amd say, “Please broing a
map.

That's wnie of the things Bea! wanted - and this leads to foohishness, Bevauswe
he comes five nunules before the neeting starts, you barely have e to
place the map on the casel. What svou'd bhe to do iy have a nwe color
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transparency or something so ¢verybody in the room could see clearly and
well, and to do that, you have to have the stides transmitted ¢lectronically in
advance. When you have a hurcaucracy that's unwilling to torn loose any
picce of information until Weinherger's seen it and he won't see it until
he's in the car driving over, you have a prohtem. We created a technology
which allowed the instuntancous video formatted transfer of atl kinds ol
data, hut we never solved the hurcaucratic prohlem of getting the
hurcaucraeies to tum foose the duta without their boss™s chop on it. und their
hosses wouldn’t chop, hecause they wanted to hring it 1o the meeting. |
think that will alter somewhiat over time. [t sounds so silly, hut it's very
real,

As a result, just to finish the point. typacally the size of the sitwation room
where they meet is about these two tahles. plus half of the third one. What
titeralty happens is the Chairman of the Joint Chiefs of Staff who has the
JCS graphic thop, which is one of the faster-response graphic shops in
town, will have the map, und sonse hricfing hoards, and whatnot, and he 't
have them on the casd right here, because the President sits here, and gener-
ally Shultz is there, and the Vice President is there, Weinherger is sitiing
there, und the chairman will stand up to brief. Sometinies they set him over
there. and Weinberger does the talking, The National Security Advisor, and
Don Regan, and people like that are down at that end ol the thle, and they
can’t see the sl They literatly don’t see what the President is secing,

Surely, technology would altow us at least to have a conterence where
cverybody could see. 10y interesting (o wateh the dynamie. You have to see
it 1o helieve it When Weinberger is brieting the President on a military
option, ke's realty acting ax i i hiweand the President. These other 2uys
don’t reatly huve areal rote, That's really what he’s saying when he does
that, even though at's clear that the inwent of the Law, and Rod MeDamel™s
view. s that he's there iy g councilor to the President. a co-equal with alt
these other felfows, The sime s true with Shultz an some picee of diplo-
matic arcaneness. There's no guestion that the Presiden?, personzaliy, niust
frons time o tine reintoree the notion of the hind of role he wants s prinei
pal subordinates to plav. or they're goimnyg o tend 1w wct oot burcaveratic
roles,

Onwve we have had tius prebimmary meening, 1he next step, which is the ¢ ru-
cial step, 1y generally that the State Departssent s 1old o pet o working
group topether and o tahe 23 hours and develop sn opions paper. That as
the single most important step in e crisis respor 1 say 24 hoors, but
whatever, i viw have 24 hows, you take 24 s, 10 you have a hitile
more. vou Gihe o littde more, 10 vou want it bad. sou get it bad. That joke,

A l).mu:I, mu,;
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The State and Defense and CIA representatives at the CPPG are responsible
for designating someone from their respective staffs to go to the State
Department, let’s say. to be in the

working group, and out of thal will

come a paper. Again, if possible, CPPG—Crists Preplanning Group
that paper will he reproduced and

distributed in advance.

1 guess it’s time now (o talk about the tension between leak-consciousness
and process. That's worth talking about now in the real world.

Almost everything that I've suggested and alluded to, 1 and others, about
how do you mayhe make this hetter, tends to mean more people get
involved. Paranoia over security says lTewer people involved. One of my col-
leagues used o joke that if more than four people know, it's gone. Pick your
numher, but there s no question that there’s a logarithmic relationship
hetween the number ol people who know and the prohahility of a leak. So
vou do have a real tension hetween things you do 1o promole orderly process
in vrisis. and things you do to keep secrets in crisis. Laid on top of that
legitimate tension is a very pernivious hurcancratic tension. Everyhody
who's a real practitioner, and §'m sure you're all not naive in this regard,
realizes that there are two uses to which security classitication is put: the
legitimate desire (o protect seerets, and protection of hureaucratic wrl. As a
practitioner of the real world, it's about 90 hurcaucrativ tuel; 11 legitimate
protection of secrets as [ar as I'm concerned.

One of the functions of the NSC statl is to tey to pry this stulf with a
crowhar out of the other agencies and spread it around, so that evervhody
gebs o chiance to see it YVou are lighting against the grain all the time when
you go thal. 10 just a Tact of hite. 10y not going to change. That’s just the
way the world is.

1 Jett the job on the NSC feeling very uncertain in iy own mind about this
tension over security, | mean it is a terrihle problem to have a mecling
shere there are fewer people in a rooni than this and read about 1 mecting
in The Washington Post tomorrow, 1t is preciuding options. It"s cither pre-
cluding options domestica v bevause you're going to have Congress postur-
ing, and taking positions, and making life difficult, or you signal the enemy
what your intentions sre and make it casier tor him (o Jdeal with it

You can’t figure out “who dunnit.”” ) assure you, once you've been bumed
a few times you just are going to wanlt to tell fewer people. and you're going

9
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to join the group of people who say. 1 don’t want more people.™ 1 don’t
waunt this honest, ohjective, graduate student in history that 1 hired and put
on the CMC stalf with the thought in mind that he would be the computer-
Iricndly historian who did disserta-
tion work in Soviet-US crisis deci-
sion muking. My lolty ideal was,
here is a real perlect guy who
would help pull the history to-
gether quickly, hut he’s a stranger. You can overcome that to some degree
in non-crisis periods. You get the group together and you explain what you
want to do and they all nod their heads and agree that having this guy in the
roomi is ohay. You cannot do this when it hits the fan, 1t°s too late, if you
haven't done it in advance,

CMC—Crisis Management Center

The next day the option paper comes hack. Hopefully, we've put it out in
advance, so that the group has looked at it There 1s g very good Taesimile
system around town-—one ol the most used pieces of echnical equipment
we have, 1t allows you {0 send document vopies on a secure basis through
the mail, or through the secure communications rooms, hu! again code
clerks get invelved, so if you really ure concerned about it you won'l use
that system. You'll pass it out at the tahle. denying people the oppottunity to
read it in advance. ‘Then you wind up spending the fint hall hour of the
meeting with everybody efse reading the paper, because no one will have
seen it hefore, which is o waste ol time.

Then you have the most important meeting that you're ever going to have,
and you ralk about that paper. What are the views, the pros and cons, and
yuu Iy o have the hest poasible, no-holds-harred discussion ol the options,
Then you go hack and tum the crank on it one more time and you're ready
to go up to the NSC. and huve un NSPG nweting. What makes the NSPG
fusction is that the CPPG miembers hnief their boases, ‘Fhey come 1o the
NSPG aware of all the discussion and all the pros and cons and give and
tahe that’s taken place in the CPPG. as well o their views of what the
options are. They comie to the table with the President at the head, amd they
look at the options and they make their points 1o the President with respect
to the optioms, whatever they are. and more olten than not, there’s con-
sensus frunkly, but not always,

Normally, this President does not decide things at the table. 1f there’s con.
semus, it doesn’t get said, and the Nutional Secunity Advisor is responsible
for getting things implemented. 1 there is 4 disagreement, then the National
Secunity Advisor plays one of the st important roles i this process. e
goes in o see the President with a paper, generally, that provides the
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recommended decision. That paper will normally not have been seen by
anybody before it's seen by the President. 1f the Advisor is doing his job
right, it will be a fair distillation, and he will probably have talked on the
telephone to Shuliz and Weinberger before he puts it in final form. He will
sit down with the President, and he will say, **We had our meeting yester-
day and these were the real issues. Shultz thinks this and Weinberger thinks
this, and | think this and | think this is what you ought 10 do.** The Presi-
dent will say. “"Okay, 1I'll doit.*" He'll initial it *"RR.*" and the National
Security Advisor goes back to his olfice, picks up the phone and calls Shultz
and Weinberger and says, “'The President decided this, do it!"” And they do
it. Why? Because they believe him. They have to believe him. 1If they don’t
believe him, they pick up the phone and call the President themselves, and
they only do that once on the average, That's a non-problem. The person
whu’s going to be the National Security Advisor will be trusted and accepted
hy the Cuhinet principuls as a guy who faithlully trunsmits what the Presi-
dent decided.

Then the NSC stall role is essentially 4 monitoring role at that point,
because the operational direction will flow down to cither the State or the
Defense Department. That then leads me 1o the last point 1 wanted to make.
1 guess 1’11 close on this. 1've a couple of vigneties to show that this process
ol integrated, pohtical-mifitary thinking still has a lot ol rough edges around
it when we try o impose political-military thinking either on the planning
dimension or en the operationad dinension. on what is essentially a lede-
rated structure which is what 1 said it was,

One of the vignettes that we were talking about hetore lunch was Achille
Lawro, | personally audited most aspects af Achifle Lawro, those that |
winn't pensonalty fantiliar with and invelved with, so I'm ressonably com-
fortahle with my possession of the facts on that one. Recall that the cruise
ship: which had been taken over hy the terrorists had sailed hack into Egypt.
The terrorists had decided to surrender to the Egyptian authorities. The hos
tapes had been released into the custody of the wubassador and the terrorists
were tuken into the custody of the Egyptian government,

We pamed intelligence from a third country, that will remain nameless, as
well as from some SIGINT. that the Epyphian goverament was poing 1o
return thent 1o Libya, Poindexter really had the idea that it might be possi-
ble 1o intereept the plane. He called Vice Adnural Arthur Morcau, who was
the Assistant 1o the Chainman ot

the Joint Chicts of Staft, the regu- MGINT - Sgad Intelbgence: alf com
lar JCS counterpart on the CPPG. muite oty infethgenie, elections

s mntelhigence, and lelemetn el
This s the network that Vve talked gor s
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about at work. He calls him on a
secure phone. He says, “*Have you
seen this intelligence report? What
do you think?"" He says. **1 don’t
know, It's an interesting idea. Let

Poindexter—Rear Admiral John Poin-
dexter at the time of this incideat
was head of the CPPG; later,
1985-86, he served as Mational
Security Advisor.

'3—Deputy Chrof for Operations

me check.”” He gets hold of the J3

who calls to Europe, the unified

command in Europe, who calls the Sixth Fleet, and by sheer chance there
was a battle group that vwas en route 1o a port visit in Yugoslavia, D helieve it
was, and just happened to he practically under a flight path—if you got a
map out and drew a line between Egypt and Libya, it would po practically
over where this haundary was.

1t also transpired that the Commander of the Joint Speciul Operations Com-
mand (JSOC}, way in an airplane equipped with a tactical satellite communi-
cation device which now, even to this day, n spite of $H) hillion a year for
C*. most of our wircraft do not have, but be has it because the JSOC s given
special priorities in these matters because it is normally deployed under the
direct control of the Jount Chiels of Staff. He was in an airplane, They had
been deployed to the Mediterranean with the thought in mind of preparing to
go take down the Achitle Lawro using the SEALs, which is one of the
seenarios the SEALs have prac-

ticed lor in the Juint Special Oper-

ations milicu. That ohviously
wasn't really nceded because the
ship hiad gone in: the hostages were

SEALs-sea-wr-fand team, tramed and
equipped for uncanventional angd
paramilidaty operations

off. Once ugain the capability had
arrived o late o be of any value.

Anyway, they were in an airplune getting ready to go hack to the United
Stutes and were arborne ut the tme. The Chairmuan got hold of the General
on the phone and said, *Turn around and land at Sigonella.” That then cre-
ated a1 command structure where you had o regular JCS chain of command,
commumications, secure phones, talking through (e unified CEINC in Europe
to the Sixth Fleet hattle group, and you had a guy on the ground i
SizoncHa, which wius where they were going t try to get the plane 1o land.
They were going o force e terrorists down at Sigonella, put them in US
mreratt and take otf. And bring them to the United States and ey them under
US baw, You'll recall that one ot the hostages wias nmurdered and the
Attornes General wins of the opinion that be had the basis tor at keast indier-
ing them under US criminal law. The basis for chinming jurndiztion was
quite clear-cut in this case. That was ahe plan. The JCS guy caume backh and
told Poindexter. "Yes, it looks hhe we can doat. LeCs give it aany. ™
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Poindexier then convened a conference call, a securc-voice conference call,
getting the NSPG principals together: Shultz, Weinberger, Casey, and the
Vice President. The President was traveling on a campaign trip as [ recall,
He was hrought in on the conversation. | think he was in Air Force One at
the time flying 1o Chicago. He agreed. but he said he wanted to approve the
final operation il it turncd out to be feasible. Everybody recognized that the
thing might not work. They might not be ahle to find it or intercept it or
whit not. Suhsequently, everything fell into place. Alnost miraculously,
through special intelligence sources. they were shle o gain infornation that
led to knowing what the tail number wis ol the aircralt and the exact time it
was going to tuke ofl, and they were going (o [y a standard route to Lihya,
It was guite possihle to predict an intereept point,

As you know, the carrier aviators, and the Air Force people routinely prac-
tive those Kinds of intercepts. 11 you call up some twtical commander und
say there's going to be un airplane with such and such identilication, taking
olf at such and such a time. and (ying such and such a route iU's casy lor
him to complete the necessary details and intercept it 1t is guite straight.
lorward. They did intercept it and Poindexter called MeFarlane who was
traveling with the President, and he went in and wld the President this. One
ol the specific things the Presideat wanted to get straight was rules ol
engagement; that there’d be no shooting, We weren’t going to shoot down
an Egyptian awplane. 11 they chose not o cooperate that was going to be the
end of it. OF counse, we didn't tell the Egyptians that. He appioved, “Go
ahead. ™

They did intercept the aircralt and through o comhination ol hand signals
and transmission over the common aircralt-to-sireratt freguency which s
used lor emergencies they gave the guy 1o undenstand that he should tollow
them and proceeded to divert him to Sigonclla. At that point the thing began
to woravel a little hat because Sigonella is an Jalian-run, US-tenanted base,
The Ialian authoritics were alerted 0 the Cact that sonething unusual was
happening. The Jalian conmander denied authority, Actually, the Fgyplian
airplane came uvp on the circoit and requested to land at Sigonella. They
stewed around for about u hall an hour with this airplane orhiting. This is
kind of unusual. hut we had real-time hnowledge of this (rom the bantle
group guyvs on the one hand, talking tighter aireralt to carmer; camier over i
seeure radio-phone circuit into Stuttgan, and then Stutigan over secured-
landline to the J3 in the Pentagon. who then goes up to see the Chainman
who calls up Pondexter amd tells han his,

Poindenter calls Armacost at State to get the US Amhassador to get on the
phoue to the Foreign Minister ot Italy o try o explain the sitwation, (1

498

M damiel, 1987




Crisis Management

course, the Amhassador dido’t know anything about this up until this time,
50 somebody had to explain to our Ambassador what it was we were trying
to do. Then he had to find the Foreign Minister and get him on the phone.
Mcanwhile, Crowe, who had
served u tour in Naples and was a
friznd of Spadolini. who's the ltal-
ian Defense Minister, checks with
Poindexter, and then calls Spado-
lini up directly. le just places a commercial phone catl. Spadotini explains
what we're doing to him, and meanwhile. while all this is going on, the air-
craft declares a fuel emergency—I think it really was—and lunds anyway.

Crowe—Admiral Witliam |. Crowe, Jr.,
Chairman of the Jomnt Chiefs of Staff

The next event in the saga, then, is the struggle for physical control ol the
terrorists. You'll recall the plan was to use US Special Forees to move these
fellows into the US airplane and take ofl. But the ltalian force is covering 1,
which in this case is the Carghiniere, the paramilitary palice organization of
the ltalians who are normally stationed there to provide hase security. And
these two groups of soldiens have some tension hetween cach other, I've
never completely gotten a clear picture of exactly how that was, or why that
couldn’t have been greased over a little hit more, because presumahly they
work with cuch other all the time. But there was no douht tension there, and
in any event, the lalizn Carahiniere or the hase comniander had potien
instructions Tromn the bosses in Rome not to release. This, then, camez hack
through the radiv-phone (o the Chairnwn in his office, whe potilied Poio-
dexter, whe notilied Armacost, whe reenergized the Amhassador again, and
then the President was hrought in 1o talk to the Prime Minister of lialy .
Somebody on the NSC stall, prohahly Ollie North, had to crush around and
pul together o lew talking points

for the President. Then you had 1o
get an interpreter lined up. and pet
the Prime Minister of ltaly on the

(Mlre North—Manne 1t Col Obved
Naorth, hey higute 1 han-Contra
atlan

phone, and all that takes aboul wn

hour or so. All this is going on while there’s a standolt on the ground at
Sigonella. Eventually the ltalians decide not 1o release, but say, "We'll ke
care of it ounselves.”” They f1v the group to Rone. They put Carahiniere on
this Kgyptian airplane, and then they actualiy fly the Egyvpoan airplane to
Rome, and it {ands there and the terrorists are taken into custody by the
Ialisn government, s we all know.

Then, Meese win energized and he gt on the phone o his counterpan, the
Interior Minister in laly. This was now the next day, and he attempted to
get them to hold them long enough to go through normal proceedings lor
extrmlition. The Il wltinuitely devlined to do that It bevame & doneslic
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political issue in Italy. That's true in most countries. Even our staunchest
allics have great difficulty being seen to be toadies of Uncle Sam in public.
Eventually, the Italians made their own decision as we all know.

That's how it happened. Are there lessons leamed from something like that?
It was viewed as 4 suceess even though the complete operation, meant to
spirit them inte a US airptane and hring them hack and try them in the
United States. was not accomplished. 1t was still viewed as a suecess. By
anyhody's estimation, the command and control was a complete and utter
lash-up, and complete serendipity that you had @ US general on the ground
in Sigonella who allowed us 10 know these prohlems with the ltalians. We'd
never hive known that becuuse the Sixth Fleet communications ohviously
didn’t extend on the ground to Sigonella. As tar us 1 was shle o determine,
EUCOM (European Command) had never cut the hase commander into the
act. That, in my opinion, prohshly accounts for why there was this tension
between the Carahiniere, with whom the US hase commuander had o have
goud relations, and these Special Forees puvs, who are Toreign troops, US
troops, not stationed there. That's why there was a prohlem with the
Itatians.

How would you have worked that better! 1 don’t know, It has led me to Jor-
mubate wn interesting thesis which 1 theow vut on the tahle for some of you
who might want to pick it up and run with it. Notice there’™s an interesting
dichotomy when you stop amd think about it about bow the US povernment
is organized operationally, as hetween Defense and State. The Delense
Department hid orgauized its operational command throngh a CINC, in this
case US EUCOM in Germany, and then through his subordinste com.
manders, in this case, the Sivh Fleet commander and the hattle group.

CINCEUR has under it people who are stationed in the Mediterranean area,
on band in Maly, atachés in Epypt. They can pick up the phone snd have
communication and the capability o ¢oordinate people stationed throughowt
that regton. But the State Department is organized on a country hasis with
cach amhassador reporting nominally to the President Secretary ol State, hut
in reality to the country desk otficer in the Department of State Therr
regional coordenation is accomptished in the Stae Depaninent in Wash-
tngtont under the vognizance ol an Assistant Sceretary ol State lor the
regmon.

Tocourdinate EUCOM and ltaly diplomatically requares that vou come hack
and work the problem i Washington. We don't have « way to Jdelegate -to
say, ORay, Ambassador and EUCOM. work at out, and let us know at you
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need help. The two of you tulk to cach other.”” We just don’t do husiness
thut way. So. you had Armacost on the phone in the Department ol State
talking to the amhassador while at the same time you hud Crowe on the
phone at the Pentagon talking to the General in ltaly, and EUCOM, to 4
large degree. playing no role in this particular case except trying to ligure
out what wis poing on and be helpful where they could,

In my mind, un interesting alternative would be to consider regionalizing the
Department of State and actuully have the Assistant Secretary lor Europe
collocated with CINCEUCOM, und to huve these two authoritics ahle,
within their respective spheres ol influence, to coordinate in the region and
then tulk to each other directly because here you really did have o real-time
prohlem. You were talking about events like airplanes orbiting at an air hase
waiting to luand. Next to a missile attack being faunched, that’s about as real-
time as you can get. To try to coordinate that out ol Washington is just
crazy. The military clearly had recognized that you've got to move that kind
of coordination prohlem much closer 1o the scene of the action or it won't
work. Now histonically you can do that hy having sumeone, the gencral on
horszhack, looking at the hattle front the highest hill. 1t's true that today
with communications you may sometimes find that the guy with comnuni-
cations is actually sitting in Washington ruther than sitting in Germany, hut
you've got o have somebody with communications and all the relevant ele-
menis who hus the authority to effect coordination and resolve these Kinds of
INSUCS,

. FRED R, DEMECNH, JR., Career crplolugnt; fornner Commamd:
“Making Intelligenve Bet- mg Othees, US Naval Secunity Group

Activity brell, Sootland

ter”” (1987, PP 136 36 vty an fdre ot

Rich Beal wiry was bere, 1 puess, three years ago, before hie died tGod rest
his souly, was ¢ tremendous individual, fle got to tne White House in 1981,
and he was shocked along with a ot of other people. There wans very little
automation. There was little to support the President. ‘The White House Su-
uation Room wus hike a “horse and huggy. ™" They didn’t have access o an
awlul lot of information that was available to just an everyday peraon on the
street— TV, connmunicanons, radio. e went about changing that, based on
his expernienve.

Iy interesting to see what happened to him. Ile huilt this Center--they
called it the Crisis Management Center. It was a crisis managenient system
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where he brought together inputs from all different sources in one place. No
one paid any atiention to him when he was building this thing, and some of
the people | was associated with, Dr. Bill Baker Irom Bell Labs. Dr. Yohnny
Foster Iromn TRW, Tony Octtinger, all helped in giving him advice on how
to huild the center. When people saw what wus coming tegether, that in this
one secure room you had information, compressed and displayed in a way
everyone could understand, they took notice. Not only did they take notice,
they wunted to control it. There was a hig power struggle as to who was
going to control it. When Beul died
and after the Iran thing, they
almost closed it down because a ot
ol information fowed through that
pluce, and thit was where a lot of
tinformation was on record,

after the tran thing—Iran- Conltra affar

A number o comments on that. People from the intelligence community
were very hesitant to play because the information was going straight to the
center of governnent. Not to the Fresident, hut to the people who supported
the President who could gather that information, bypassing the intelligence
community, so to speak. The inteiligence community hud that information,
hut it was also available at thiv center and then they digested it and put it
together, syathesizing it themselves, and presented it 10 3 form that the
advisors und the President could use. Most ot it wis put together in 2 video
format, pictures. You know the USA Teday weather page? You look at 1,
vou don’t have to read a thing and you can understand whin the weather is
just hy colors. He did that, and it had tremendous implications, and therein
wians the prohlem.

One, people saw what was availahle, They didn’t have it It was bypassing
the hicrarchy ot the intelligence commumity, and tlien they could synthesize
and peesent it iha torm st iy be only e President or his assistants who
were right there had.

[S1UDENT] Wha was doing the synthesizing there”! The whole point of
having an intelligence commumity is to have a statl, .nd hiave @ et of orga
nizations who can get together, whether it be on an inlormal basis as at the
amaly st kevel, or on g tormal hasis when you're putting together un NLE, und
present a view that the whole com
munity will agree upon. 11 vou
have it all by passing and guing 1o a Nt Nanooad Intelligene Finae
Tew tolhs who work i the BExccu
tive (Htice Building acress the
strect, they have twir own hittle way ol puhing ithe buitons and puitmg up
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their own little product. who's to say that that really isn't a reflection of
their own mind scts, and what they think is important?

|DEMECH] That's always a problem you can run into. The synthesizing
was done in various steps. I'm not saying that the intelligence community
wis bypassed completely . A lot of the information that was coming into this
Center was coming through the intelligence community, They may have got-
ten the information at the sume time, There were people——experts—put inte
the White House from the intelligence community te synthesize that infor-
mation und put it together. Biases? They were trying to prevent that by hay-
ing people who were not beholden to any one community, and were working
just for the President. Now, were they putting information together just
because the President wanted to hear that? That's always a prohlem that you
run into, und that’s what's evidenced in the Tower Commission Report.

... Each set of circumstances is different. and cach President, or administra-
tion, is gowng to set bs own standards, or its own policy. The people ke Rich
Beal felt that there was a lot of information availuhle that was not heing utilized
because. (1) they couldn’t get it quickly. and (2) there wasn™t any forum where
it could be used really quickly. You're tatking about 2 Jot of daty. You're tatk-
ing ubout different circumstances. You're talking about a number of crises, and
they feht this was the way to go, The resistunce From the intelligence com-
munily is ohvious, iy you said, and that's why they at fint resisted it That's
why . to help offset that, they assigned their own people there. Were they com-
ing up with different conclusions than the intelligence community? | would say
very little, because the nfonnation was the samie information, They were look-
ing at it It was just a time clenment more than anvthing else,

IStneNt| What is the current status of Beal’s center?!

{Deamecte] The center is stith open, hut under tight controb, umil they see
what happens as a result of the investigations that are going on. That's
where all the information was availahle that they got so tar on what took
phace. Memos were writicn and they were stored i s datahase. The Tower
Commtission had 10 have a certain individual w ho could hreak the code o
get into it to find out what it held, hut it was there.

... One ol the first lessons | learned was that when the President of the
Umted Staes signs something, and you think that’s what’s directed and 1t's
going to happen. it doesn’t happen all the 1ime, because you need the people
down the hne who are gomg 10 wntoree it You need individuals or organiza-
tions shiat are going 10 make sure tat tha does happen. 1129 W0 L33 H2)
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Communications

The generally desired ideal for communications is “‘trans-
parency.”’ If we want to communicate an idea to another person, we
want to be able to "‘just say it,"" giving no thought to the specific
words we'll use, to the compatibility of our vocabularies, lo nuances
of accent, and so on. In cther words, we don't want to be self-
conscious about how we're communicating: we want to ke able to
focus our attention on the message. not the chaanel of communica-
tion. We want to communicate easily.

Sometimes, however, comumunicating “easily”” may lead to mis-
understandings. Because words carry connotative signals—
subjectively determined and sometimes emotionally charged-—in
addition to denotative meanings, the person to whom we're talking
may receive a message very diflerent from the one we intended o
send. We may discover case doesn’t guaraniee successful
communication.

In the context of C*l. the term *“communications’” usually refers
to equipnent—radios, telephones or other devices. Such eguipment
converts voices and other data-carrying media into electronic signals
which can be transmitted over short or long distances. People who
use such equipment don’t want 1o have to think about how to get it
started, whether or not it will work, how to link it with the equipment
in the hands of those with whont they wish to communicate. In other
words, they want it fo be transparent, easy 1o use. Unfortunately, {ike
speakers attempting 1o communicate with listeners standing next to
them. the users of commumcations equipment may discover they
must nake tradeofls between ease and success.

Indeed, a willingness to make intelligent tradeofis becomes
increasingly important as the comnwnications environment becomes
less stahle. Under normal circumstances, we may demand that our
telephones, besides being ey o use, be fully dependable and flex-
ihle. We want them to be there when we need them. We wani thems
to be capable of performing mynad tasks—everything from carrying
out voices around the world to linking our computers 1o a data bank
across the country.
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However. when a natural disaster unsettles the communications
environment, we accept intermittent service, degradation of quality,
and other annoyances. We accept them because we are realistic; we
understand the limitations of techaology.

War highlights those limitations ¢ven more dramatically than
does u natural disaster. War may suhicct our comimunications equip-
ment 1o direct attack {destruction or jamming) or to indirect attack
{interception of suppression of important communications nades). As
the intensity of conflict increases. so. naturally. does the stress put
upon communications systems. During the invasion of Grenada,
Aruy and Marine Corps Torces had trouble communicating because
of equipment and procedural differences. In a niclear conflict, many
comnmunications systems may be rendered useless hy the electromag-
netic effects of a single nuclear explosion.

The tradeofls enter the picture when we're planning communica-
nons systems. Do we want a cheap, efficient system that works well
in 2 benign enviconment. but is disabled by the Tiest rumble of an
carthquake or bomb, or a more durable system that costs billjons of
dollars more? Do we wanl ua very secure system—i.e.. i system less
susceplible ty enemy interception—aor a very flexihle system, one tha
will allow atrmen to talk 1o soldiers, soldiers w GOk 1o sailors, and
Americans W Lk to Germans? Do we want an old system we know
i relishle or a pew system that will do more for us? Do we want a
system that provides redundancy or one that will handle a greater vol-
uti -~ Should we, in a military vontext, spend money on new com-
municalions systenis of en improved training in doctrine-—an clement
which, f thoroughly ingrained in fighting forces, might reduce the
weed for communications i a combal situation”?

Conplicating the guestions about tradeotts are the differing per-
ceptions of those mvolved in the decision process. The user, whether
a corporate hewd or a field commander, will probably place reliability
and ¢ase o use at the top of the priorities hat. The technivian imay
cmphasize state-ot-the-an development as top pnority, choosing the
syatert with the greatest potential. The procurement specialist may e
more interested in foweat price and best contract terms. The security
evpert=—whose voree is increasingly heard w private industry as well
as povernment and military circles—ay consider protection of infor-
mation the moat tmportant tactor. The president of a multinational
corpotation or the comntander of o mutunational nnfary torce may
eive compatibihiy the edee. The member of Congress may think sal-
vaping a contpany that produces a particular system s imporant o
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national security. All of these perspectives—and others—are in some
sense justified: most are reflected in the extracts included in this
chapter.

The extracts also reflect one of the prohlems with oral
communications—language usage. While communications equipment
is really the channel through which the other elements of C'l—the
commanc, centrol, and intelligence—{low back and torth, many of
the seminar speakers—consistent with widespread practice—use
“CHU™ as a synonym for communications equipment. Such usage can
be lamented as misleading, but it is probably too well-established to
be worth resisting. At any rate, footnoting every “"C*I'" that she
be “‘communications’” or “‘communications equipment’’ would he
distracting. | therefore leave it to the reader to determine whether
such translation is necessary in specific instances,

w?
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Extracts

1. WILLIAM ODOM. 'C*l and Military Assistant o the President’s

Telecommunications at the Assistant for National Security Affairs
Policy Llevel’™ (1980,
pp. 1-23)

Telecommunications, 1o foreign
policy managers and defense ana-
lysts twhich all NSC staffers
believe themselves to be), is a
word that causes their eyes to glaze
over.

NSC—National Security Council

... Well, T found mivseif looking at SIOP, which is our most well devetoped
and. | would say, stagpering war contingency plan. It aliows the President,
within two or three miinutes of tag.
tical warning, to he on the wire,
talking to his nucicar commanders-
in-chicf, and (' he decides to, he
can send an eaerpency action mes-
sage that will do anything from releasing 70 to 80 percent of our nuclear
megstonnage in one orgasmic whump, or just sit there and say. *"Don’t do
anvthing, and we will just take the inconung hlow.”” Looking at the SIOP,
vou saw the realities. They were right there. All of 4 sudden we were out of
the realin of aoademiv deterrence theory and into real operations—what the
real choiwes were. As | think 3 member of the faculty af this institution says,
you tend to do the things you are orgamized to do; at least, you are con-
strained in choices hy what vou are organized to do.

SIOP—the Single (sometimes “Strate-
g1} dntegrated Operations Plan

The more | thought about the way we were orpanized, the more it reminded
me of 1913, We were organized in one hig war plan; evervbody expected o
very short war. There weren’t any mwbilization plans or any other suppon—
you didn 't need at, that was just excess haggage—and vou expected to fight
the war with your initial onslaught, with all the stocks in being. That is pre-
cisely the way the gencral staffs in Europe entered Wortd War 1. They had
no economic wohilization plons. They were going to Hight the war. They
believed they could win it in six weeks. They could do that with the
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ammunition stocks in being and whalever other stocks they needed, and they
didn’t expect to be bogged down. Once they had launched these operations
plans, they were extremely difficult 1o alter or reverse. Probably most stag-
gering is that it was difficult at the start of the wur to imagine any politically
chosen war aims to which one could hamess these great war plans.

Well, 1 asked myself, what palitical gouls could be achieved with SIOP?
That's a sohering question. It's difficult ta imagine what you could da
besides destroy a lat of Saviet industry, et cetera. There never was much
attention ta destroying Soviet divisions, Jt should accur even to the more
ordinury of us that if you destroy the industry and leave the divisions alone,
they may come to the Rhine and on to the Channel.

So SIOP seemed to create mare prahlems than it selved. | managed to
canvey these concems to my bass,

Brzezinskl. und | ook him on a Brrezimski—Zbigracw Brrezinaki, Press
trip through SAC and NORAD deny Carter’s Natwonal Securnity
o~ . ) Advisor
He becume very familiur with the g .
. d. as | s P SAC—Statege A Cormnmand
aperation umd. as | sud. the Presi- NORAD—North Amencan A Defense

dent practived the procedures. Command

If vou tuke the things that are disturhing ubout the way we are organized,
and compare that with whit you see of Sovict Joree developments, you sec s
very large Soviel anenal, rivaling and in some categories exceeding ours.
You see a kind ol accuracy which if used selectively, could call into ques-
tion the existence and endurance ol vur own command and control systems,
our ahility to even ride vut und respond 1o the retaliatory shot—to do what
we ure organized o do. These ull seem o me o have been called into gues-
tion by whut we were seeing in the changes in intelligence assessntents in
the Jutter hall of the 1970s. 1t wins Just not the same world as the 1950y and
the 1960s, when we had enommus edges in almest everything —in ¢onuuand
and control, in weapons—and we felt sure we were deterring.

It becume very cleur to me that if we were going to move seriously to
enhance delerrence. (o ereate i posture which may nake opponcnts more
reluctant to take us on, just doing more of what we were doing would no
longer be enough. Let e gize you an example of what | mean hy “doing
more ol what we have been doing.” There was a great hue and cry and an
cnomious public debate-—many of you here panticipated in it—auabout Min-
utenan vulnerahility, the vulnerahility of our lund-hased missiles. You can
g through a ot of calculations, and you can talk about what you have to do
W make them less vulnerahle. People developed MX systems. shell ganwes,
hasing systeins. But that’s hardware. What | never really understood was
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why that kind of vulnerability was so much analyzed when a much easier
targeting problem was getting almost no public attention. Now, there are
1.054 missile silos, and people could work up enormous concern aboul an
attack that would get them all in one snap! But | could pick for you a much
smaller set of much mwore attractive targets—ithe President, the Secretary of
Defense. the military operations staffs at the Pentagon and the command and
control centers in the major wnificd commands —whose destruction would do
much more perilous damage to our ability to conduct a war, or respond sen-
sihly, or run our system. | don’t mean to helittle the Minuteman
vulnerahility prohlem: it may he very real. 1 am merely speuking in com-
parative teyms. | discussed this one day with a journalist (there is enough
information in the puhlic domain, you don’t have to have a lot of classilied
information to conceptualize this prohlem) and b said. **1 guarantee | could
write aboul it. and nobody would read it il it were puhlished. and my puh-
lisher won™t puhlish it anyway.” So that seems to he a psychological
reality—it’s the kind ol prohlem thit just doesn’t sell.

... ""What would it take to manage a conflict. or pursue politically chosen
war aims. if deterrents fail?™ ... I you can answer . .. [this] question ellTec-
tively, then | think you will be ahle o hargain stahly, and you prohahly will
deter. The most distinctive thing about answering the ... guestion is to
hicak away from the idea of having only one option—to fire one hlast at a
lot ol predetermined targets—and instead be ahle to conduct a long cam-
pargn in which you ay choose new targets, even after the war has gone on.
| emphasize choosing new targets hecause in C'1 we have almost no
capahility to acquire new targets after the start, bevond those already in the
data hase for the Strategic Integrated Operations Man. In other words. any-
thing that turns up alter the wir starts must be found, and you must locate it
and determine what kind of weapon you need to hit it with, Unless you cun
] po hrough that provess, you have a really rigid set of choices which within
minutes become inuppropnate for the realities you will be Lacing in a camn-
Peign. So one of the most important changes we ot ke 1o achieve a pos.
twie which will deter in this sense i the 198th and beyond is an enduring,
rohust C*1 systenn,

... Il you decide that you want to try to pick up those picees [forces that
survive a nuclear attack| and control and coordinate them, do you have o
systent that wifl aflow you to do that? | think the answer is. by and large.
o, 1ECHT s going to enhance deterrence in the {950 and "X, in iny view
it has to begin to acquire some of that endurance. and give us somewhat
greater probahility that we can put it hack together as a credihle capahility,
so that vur opponent has to take us senously and realize that one surgical CYl
stnike hy his strategic Torees will not be enough to put us out ol control
indefmitely.

" Odom, (980 L1t
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... We tried to put an instruction out to the Defense Department, to the
Chairman of the WWMCCS Council. We said. **You have this two-
dimensional system. 1t will do the
benign business. and it will do the
emergency action. Let’s get a third
dimension, endurance. Stait show-
ing us what it is about your present
programs that not only gives you these two, but begins 1o turn the comer
and add this third dimension.”” That was my initial conceptual way to try to
put pressurc on the NCS and the Delense Department to move in that
direction. How you do it prac-
tically is a nightmare engineering
and analytical problem, und a
nightmare bureaucratic problem as
well. 1 don't want to address that
now. | just want to hring my doctrinal comments to a close, having
explained how C*1 becomes very, very critical for deterrence.

WWMCCS—World.Wide Military Com-
mand and Controf System

NCS—National Communication Sys-
tem

'] put it this way. ... 1f | could choose between great enhuncement of a CY
svstem with a very high prohahility of control under very adverse condi-
tions, stressed by pretty lurge strikes, 1°d take that over MX. Yet, when you
start tulking shout this, you risk being called a wurmonger. The whole logic
ol deterrence theory is that you are better off vulnerable, and if you want to
do anything to avoid vulnerahility, then somehow you must be itching lor a
fight. 1 think that’s an anti-intellectual, know-nothing approach to this kind
of problem, but 1 bring it up merely to 1ty W preempt that kind of cynicism.
Given the nature of the Soviet anenal, you can no longer stay locked in that
ndy, rigorous puradigm of thought, You have to begin thinking about what
hinds ol things vou are going 10 need 1o deter in 3 new environment. Amnd
one of the int things needed, 1 think, i abihity to ensure, under the moat
adverse conditions, that we cun stay in control.

. Now b vou ure ashing me whether our Geld conmuanders would be very
able and impressive in exerciving ... autanomy, 1 would comment on it sim-
pty this way. 1 think we ure very far behind in dectrinal developments to
cope with the stressed hind of envicoment and ity otl-and-on-agatn Kind of
contmand, control and coordination. | think we have a lot of work to do
there. particulurly in ground torces. which are not at all adequate o that
arca. Ie that way, 1 think. the Soviets are far shead of us, They have thought
these things through and have tuken a3 more down-1o-carth pragmatic
approach: work out a dovtrine, test it under stress and Dield conditions, and
see huow it goes. tdon’t think we have done this nearly to the extent they
have.

n: Odom, 1980
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... Notice that | have talked hy and large only about the third C, communi-
cations. What about command. what about control, what about intelligence?
We have only talked about the signal officer’s responsibility. And | think
there are some command and control problems, und some very real control
problems. The first one is the Services” reluctance to pay for C*l. | think
that organizational prohlemy, the command of hudgetary program authority,
is a very central ““what next”™ we have to do something about. Another com-
mand and vontrol question is, can we create a sulficient set of command
centers and a sullicient military stall that can survive to support the Presi-
dent uader periods ol stress, perhaps even in the event that deterrents fail?
You have heard me say how vulaerahle the National Command Authority
and the Command Centers are. Are there dilferent ways to proliferate,
harden. or make mohile our command structure so that it can survive?
That's a real prohlem that has to he worked out. The JCS (the only thing
that approximates a natioaal military stalh) has, ax | see it, little or no chance
of surviving in ity present housing arrangement. For this really is a housing
an well as o telephone communication prohlen.

Then there is another aspect of survival. What about our economic civil
monilization command and control structure? That seems to me to be in a
state of wotal neglect. | am not even sure that wiat was lelt over Irom World
War 1. af ot had been maintained, would be adequate—we are almost in the
perition of having to start Irom seratch there. Now, we have made one orga-
nizational change which. initis camied through as it should be, will improve
our institutionsl ability o cope with economic mohilization: putling hack
together the Office of Emergeney Preparedness into what s now called the
Federai Emergeney Munagenient Agency. It is having growang pans, but at
least the potential s there. 14, 56, 7-8, 9-H1, 11, 13-15)

hy Ravyyosn TaTE, "Workld- Formet Deput. Assnlant Sedcretan of
wide C'1 oand Telecom- the Navy and Depuby Duedteor,
. . b Natuorngl Nedurity Agerny
muncations L1980, i

pp. 1547

U1t rem guchls theough some Bactical systemis, There s o sigmticant upprde
ot the Navd s Fieet Command Centers, 0ty o deal wath all the data they
e starmng o pet, bevause vou can’t dothat with grease penait charts. You
would be surprsed how many cominands 10 the world are sl working the
arr and subiziatnwe problems with arcles and o seaman Liest class with prease
pendils. That's not exactly conducive to fast-moving operations. A ot
ot cttort as gorng anto these hitds of things. As tor the long haul

lale, 1980
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communications picture as 1 see it from the Navy's standpoint: we sill have
SHEF satellites and DSCS 1. Superimposed on all this, | believe the Navy is
gaing to he foreed to stay in the

HF region to the year 2000, maybe

forever. They have tried to get out .

of the husiness. hut they are hurt- m;.s H—.sc-fond phqw _uf rhq Defense
- afteflite Commurications System
ing. The satellites still, when they Hf—High frequency

work, work very well, hut when

they Tail they work very hadly. The

command ol worldwide forces just can’t depend on such frailties in lhe
luture. So the most modern communications in the world will he overlaid on
an HF domiin Jor a long time.

SHFf—Supet High Frequency

ISTUDENT| What do you mean by fwlure in the satellite? 1 have been at
the receiving end of the HF when it occasionally got through: you could
never understand it so you made pious noises and ignored whatever they
were trying to say; and 1 have had occasional sccess to satelbte facilities and
golien communication. You can always get noise through HE, hut do you
really get that much more communications through it?

[TATL] Two points. First, we aren’t using the HF media very well, in
fact not nearly as well as the Soviets, Second. the satellites work very well
when they are there, but we have had prohlems with the Tailures of DSCS 11,
fur example. 1 can remensher in 1975, ax part of the hasic command and
control of the Mayague: incident, we had 1 DSCS 1] failure that caused
havoe. Now if the Navy hud, for
example, been using the DSCS as .
. Iv ¢ and d o I Mayagues incident 1o 1975, connnua-
iy on .“_ ‘-""f“""" an . vontre ol fortes fraom Camhodia serzed
mechanism for the Persian Guli the US-lag heghier Mayagues, A
area or anvwhere else in the world sorall fose e of Mannes was senl to
o . . et ypiute 1he ship and its crew.
(and it virtually did for awhile), we plate 1he s dndi crew
would have been up the crech.

Guing back to my first point, the Soviets have done detailed studies on
iomnpheric sounding for some 15 years, and studied which pant of the spec:
trum 1> usable on 3 24-hour hasis at defferent Jocations throughout their
nierest areas. They do this automatically. They tranamt it to thewr forees all
the e, They change their Freguencics and go 1o the usahle portions, and
they have extremely rehable HF commwnications. We don’t. We can’t even
change our frequencies escept day and might. We do pot have any mibitary
or other Tacility in ts country wansinting the ionospheric prajections,
which change on a daily basis, 1o the operating forees so they can under-
stumd what they are supposed (o be duing. S0 3 big pant of the tink: we are
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operating against the laws of physics. That's understandable. A program |
helped foster is going on in the Navy now to upgrade HF. It’s, hopefully,
going to deal with this on a more systematic basis. But the United States Air
Force has the same problems.

Another point. ... |A] big portion of the whole globe is not even covered
Ihy satellite communications|—particularly south of the equator. Budget
reductions since the Vietnam War, from 1969 until last year when the Con-
gress stopped them. cut out intelligence coverage and did not supply a big
part of satellite communications and resources. So what we have is a belt of
pretty good communications. But don't think that, if the Cuhan missile erisis
came again. South America would he in instantaneous touch hy satellite
over US povernment communications. We would bridge this hy using some
of the commercial satellites if the handspace was available.

|OETTINGER] Let me just interject: don't underestimate alternatives. The
other night Don Homig, who was Johnson’s science advisor, was telling me
how the President heard of the Eastern power [ailure. Hornig himself
heard of it through u phone call
from his daughter. 1le stanted mak-

ing some phone calls himnell, and Lastern power ladute —eledtne powes
= : . ) falure, November 9, 1965, which
was prepared when he got through Hffected the noitheastern United

to Lyndon Johnson, who heard on Sates and parts of Canada

the car radio. But it was quite 3

while before any kind of official

channels had it 1t wasn’t a military problem, it wasn't military appuratus, It
was a command and control prohlem of the povernment. But since it was
not a military problem there were no estahlished channels. In that situation,
the civilian alternatives, including the President’s car radio, were the prinei-
pal means of coordination.

|TATE] ... Their [Soviet] conunand and contrul structure ... s threetoid-
redundant. They have nuckear-hardened conunand posts ke ouns, only about
four times ax many; at feust five are nuclear-hardened and altemate 10 each
other. Each of the mapr Services have their own, plus national ones that tie i
all wgether. They are connected hy very moden conunumcstions, and the end
result is a very effective € systein, in my opinion. (3-17, 41)

A ROBERT ROSENBERG, Policy Assistand ta the Pressdent tor
“The Intluence of Policy Natronal Secunty Aftan, NS sttt
Making on C'1"° (19%0,
pp 965
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Part of our problem today is thut our whole architectural approach to the C
business stems from an age of strategic superiority, which the United States
enjoyed for many, many years. In the current environment of equivalency or
purity, however, we can no longer afford to have systems that are capable
only of reacting in spusm ta an aggressor attack,

... Commerce wus also given the responsibility under PD 24, und con-
firmed in the Exccutive Order. to safeguard significant unclussificd
govemment information related to

our national well-heing—such as

data transmitted hy the federal reg- D —Presidentral Directive
ulutory agencies. This is part of

our national telecommunicaiions

securiiy imue, safeguarding unclssificd information and preventing it from
falling into the hands of forcign adversaries whe would use it to the detri-
ment of our nutional sccurity. As part of that task, Commerce has the
respomihility for puhlic education, in terms of sensitizing the priviate sector
at large to the telecommunications intereept threat to their interests. Com-
merce who iy responsihle Tor regulation within the Executive Branch—us
opposed to the FCCU. which regulates the common carriers ¢t al.
Cemmerce alyo inherited from

OTP the responsihility for fre-

guency allocation and spectrum !(':”“!':;:'fc'uf Commumcations Cone
planning lor the I‘murc' o, with O Othice of Televonununmations
all these tasks, Commierce has 2 Poliny

major influence on wlere our sra-

tepe command, control and com-

munications capahilities can go, ain termis of both capahalities and restraimts.

‘The Department of Defense is another mapor plaver, It the executive agent
for the National Comumumcations Systenn, and the Director of the Ietense
Comnunications Agency an his dual role serves an the Director ol the
Nanonal Conmuncations Systens as well. DolY i responsihle for NCS
architeciure, systems management and operation, provurement and techawol-
ogy development. NSA, as D sad, has a ey role from a protectinve stand-
pownt, in that 12 s the UN gove

eranient’s excvutive agent for

conmunivations sevunty. that NYA O Natonal Secunty Agena
s, plotection  of  clasalicd
information.

The Department of Srate has an egually Aey role an O particulardy as ot
relates t State’s responibality: for toreign polwy  and Tor establishing the

-I.lb 7 R_ust.'ﬂTn‘lg_ ;‘M;
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US position in intemational negotiations. GSA has a key role as procurer of
a tremendously large amount of
our telecommunications equip-
ment. The newly created Federal
Emergency Management Agency
has a key role as a resource man-
ager for working the broad spectrum of telecommunication problems. The
Attomney Generaf is ulso a very imponant player. And probably one of the
most important roles inside the Executive Branch falls to the Office of Man-
agement and Budget—not chicfly for its advertised responsibilities in Execu-
tive Order 12046, which holds OMB responsible for procurement,
management of policy. and frequency allocation adjudication when some
depantment is in a dispute with Commerce. More importantly (as 1 try to get
my own boss to understand every Jday}, hudgets drive policy in this povemn-
ment; policy does not drive hudgets. Those of you who ¢nd up cither going
bauk to the federal hurcaucracy or going to work in industry somewhere are
going to have to deal with the government, and you'll find the power of the
hudget supreme. | haven’t got enough fingers and toes to count for you the
number of Presidential Directives that really don’t have very strong tecth
hecause the OMB hudget examiner managed to make sure there was no
money to support the effont,

GSA—Covernment Services Adminis-
tration

1 have put the NSC down near the bottom of this list of people with respon-
sihility for telecommunications. In the reorganization, the responsihility for
all mohilization planning related to telecommunications and setting the
architectural policies for the
National Comniunications System
was tramsferred to the National
Secunity Council. OSTP has roles
similar to the NSC's,

ONMP-Othce of Stence and Technol
ogy Poluy

... The architecture was developed hack in the 1950, The military (as
opposed to the ¢ivih) side of C'E has most of its foundation in a nebulous
entity called WWMCCS—the World Wide Military Cotnmand and Control
System. WWMCCS drose as 3 necessaty conununications command aod
control syatent to support spasmy response (o an enemy attsck. And that is all
it was intended tor, because sceonding ta the prevailing view at the time, the
world was going to end when that was over. (And interestingly enough, a
hig part of cur prohiem with the Executive Orders and P and budgets and
s on s that casily half the people | ralk 1o are stilt convinced of that )

... To my knowledge, as long as | have been in government, | Loow of no
vthet President who sctually has conducted SIOP exercises. hmmy Canter

Rosenberg, 1964 n’s
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has. He has participated in a series of what we call CPXs, communications
command and control exercises, in which there is an end-to-¢nd run-through
with different scenarios where the Commander-in-Chiel is in com-

munication with the unified and
specified commanders—the
commanders-in-chief of forces in
Europe. the Pacific. the Atlantic,
and CINCSAC, who is responsihle
for exccuting the SIOP by directing
the asscts of the SLBM, B-52 and
Minuteman forces. The President
actwally went through these exer-
cises, and prohahly the most telling

CPXs—Cnmmand Post exercses

CINCSAC—Cnmmander-mn-Chief, SAC

SLEM—Sea Launched Ballistic Missile

Red—color associated with enemy
forces

Rlue—color associated with fnendly
forces

RYIOP—Russnan Single  Integrated
Operations Plan

experience they all had was a see-

nariv the Red plannen (ax opposed

to the Blue plannen) developed, in which the Soviets laid down an RSIOP
at our critical C'1 nodes. It was 2 comhbination of sabotage and depressed-
trajectory SLBM attacks against such things as aur ¢arly warning satellite
ground Mations and vur carly waming radars. The exercise ground to a halt.
And we learmned that a very impartant leature ol the deterrent posture is o be
very Tlexible, and not just plan a system against an “‘approved’” threat see-
nario. As # xaid carly an, we know a lot abaut the enemy’s capahility, hut
we knaw little ahout his intent; so we had better be prepared for a variety of
encaunters.

... The problem ix all the players and the struciore invalved. There's the
WWRMCCS systent, which iv tlie tool by which we get tactical waning of
mpending attack. We get an asvsessinent. The aptions al the National Com-
mand Authonty to excecute a retahatory strike as part and parcel of the
WWAMCCUS svsiem. The authentication process isell, o assure that the
National Commnand Authorily, whoever i muay be, s the legal executor ol
the system. The actual strike and post-unike assessments are part of
WWMOCS too, and that’s where we begin to rum inte prohlenn, such as
how you 4o postatrike avsessent. Assuming that sou are ponzg beyond a
spasid mapome, where are the recoanhitutahle commumications”? Where are
the conmusd and connol entitics o run them? We have bought. as part ot
the WWMCUCUS system, eight runnimg nets, 10X command and control cen-
tens, o) computer systeon amd X5 communiatons vets. We Lace the prush.
lem of how tecconstitute them.

But even WWMOCS » only a prece: mtelhgence 1 another seiy essential
pece. 1T don't know where the cinpty sibos wre i the Soviet Limon from
whenee the ninsiles came, 1 coshd expend an unncvessaniy large percentage

Rusenbery, vy
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of my force and my detemrent at random—-und we haven't even talked ahout
that. But part of the nced to look at the endurance of these functions is that
after these nuciear exchanges (God forhid they ever happen), we must make
sure we don’t Nlind ourselves ta position where an aggressor still has a
secure reserve force of such magaitude thut he cun bold our gavernmental
systein hostage becuuse he has hiinded us—decapitated our ahility to con-
duct military operations and run a civil entity culled government.

... We have desigaed o C'1 systen that was huilt For peacetine operations
as u spasm response. We have realized we have to change our focus for
mutual assured destruction.

Equally important to this evolving philosophy and its architccture is the use
of the information. 1 am sure you have read many articles that say
WWMCCS is a disaster, or C'1is termhle . 1 neither advocate nor oppose that
statement; hut | will say that those svstems are only as good ay the way the
decision makers use their inforntation. 1 assore you that Afghanistan was
not @ surprise 10 the policy takers in the jovemment. We had intelligence
that told us what was going (0 hap-

pen long betore it happened. The

|i(liﬂl is that the decinion makers Alghanntan Soaet  unvasian ol
have i hnow what they want fo Jdo Atghanotan wheh began with arr

0 - ! . . suppurt w1978 amd iy ohoed mas
with the data they are poing to get, Liver el Boapy commtment by the

So 1 can huild 3 wmualnhilleon-dollar cond of U™

WWMCCS or CY savatem, hut ot

will he only as good as the peuple

who are gomg o use the mionnation that goes hack and torth through .
49 50, 53 88, 6D, 63, 6d)

3. Lk Pascuall, O3 and Consudlant tatmer Directar, Delense

Contirtiie b abiorts Agensy and Man

the Nanonal Mihtary Come ;
. ager NUS

wmand Sysiem’T L PUSD,
. 1Y

Yorne, a commatd atd vontrol systeng conainty ot an ergamzed arrangcinen
ol seinony, comismicalions and command conters Whether you start wink a
data eniny device, or a sophnticated satelbte sensor, of connnumgations,
winch are probably the vofical ek ot any comurand and contiol systern,
v al the command conters that all the mlommanen comwes tozather, i prov
cased anmd decinins are made

Caschall, oo
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... The next thing 1 would say that's fundamental to understanding C*1, par-
ticularly in dealing with C*] justification, acquisition and management., is to
know who you're talking to—knaw your audicnce. If he is a technocrat you
can talk to him in terms of a "CP system,”” an aggregate of technical sen-
sors, communicatians, command centers, people, pracedures all tied
together 1o operate in accord with sonye central directive authority. And the
technocrat is contfortable with the tdea of a “'system’™ like that, If, on the
other hand, vou're talking to a manager, the Gerry Dinneens of the world.
then today you'd best talk about C*1, hecause you're talking ahout a
program—a chunk of the Department of Delense hudget. If you're talking o
an operator, the Bill Odoms of the
world, then you're talking about a

Carry Dinneen—Asantant Secretary of
process, @ command and control vy Simnes Ll v

Defense for (O under Prestdent

process, which is facilitated by the Carter
systemy, all of which is linanced hy il Oddom--Military Assistant to the
a C'1 program. People in Wash- Asanatant o the Fresident for

3 4. . Nattonal Setcurity Affas
ington. military people very olten

and technocrats wmost olten of all,

wahe the nostake of talking to people as though everybody were a tech-
nocrat and ¢vervbody were thinking command and control system. The
uperators, who thisk in temis of the command and control provess, will die
on the ramparts of defimtional war—they will define am? fight and quarrel
ahout rules and missions until the technovrat is thoroughly conlused: and the
reason is that they have a ditfering perspechive on what it s you're talking
about when you say conmuntd and control.

The uther large, unbounded multiple-user svstem [hesdes the World: Wide
Mihtary Conunand and Control Systeni] v the National Conununseations Sy
tem. A word about the NCS. bevause 1t llustrales a couple of things | think
will he usetul, The Nattonal Conunmnncations Systom cinerged from the 1962
Cuba cxpenemce when Presdent Kerunedy tned @0 comsclt vur Labn Anencan
ncizhhon, 1o urped the inler- Amencan allain group to asnult ther posen:
wments, and when all the amhavaadon from ihe Latin Amcnvan countnes tnad
to Jo that, the connmmumcations problens they exypenemed were abnolutely
appatlng. Finally . one comtny had o abstan, another cowntny, whose ambas:
sador couldn’t underdand vver the elephone ine what his povenunent was
wntng W him, nevertheless devided o suote for the bhockade, and camnad e
dent Kennady's prabiude theaceturth, Hasad on thal, Pressent Keroady sand
Ae mUst orgamsc our aafrlonal conununwatioas hetier. so an cvevuline onder
was msucd. It prosaded for saencthang called the National Cotmunatuons Sy
temy, whach was o he a3 “umfied”” sysdenn It wan 1o he pel topether by coaned-
ng, of interconnevtmg, of wuliyvng, sl the cottutrmcation syatenn ol those
depurtments of gosernment which dealt w:an or corld contnbule 10 natusal
wouunty aclivibes
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One of the first inferesting things, 1 suppose, to leam about government is
whal happened to the word "unified.”” There was a ten-year debate about
what it meant. Did it uctually mean a single system, which mcant that the
Department of Defense and the State Department and the GSA and NASA
and all the other contributing agencies would be served by a single system?
There were those who felt that
way. There were others who felt
that what that really meant was that
they should all be connected
together, so that if the President
wanted 1o talk to Colombia und NASA had a tracking station in Colombis,
why. he could use that link through the NCS manusgement structure. All
through that en-year dehate, many people nouned and proaned and wailed
about what was meant by unified.”” | draw two conclusions from that—
these are my hiases again. First. s very difficult in a Presidential exceutive
order to get completely unamhiguous wording so that people cun’t argue
over what was the intent, what was the meaning. Second., it may nof ¢ven he
wise 10 wrile an executive order that’s completely unambiguous, so that
there iv o dehate—it sott of Torecloses the Tuture and may not he a sensible
thing to do.

NASA—National Acronautics and
Space Administration

In any case | don’t believe it would have been a sensible thing o do for the
NCS. It ended up matead ax a federation of communications systems, par-
ticipated in hy the Sute Department, the Departiment of Defense, the Gen-
eral Services Administranon, the Energy Department now teo—and it
uperates well tday without the hurcaucratic threat of s single system that
vou don’t control. Fhe Defense Communications System is 80 pereent of the
National Communications Systeny; it has the dominant role. The director of
the Defense Conmnmications Agency is the nianager of the Natonal Com-
municanions Svstem, and he manages hy consultation. e comulis, he per-
suades, he tnies 0 achieve consensus—hut he can’t dictate, except under
certan circumntances. e can dictate in tinw of war when certan execulive
orden have been ivsued; then he becomes a dictator. But up to that time he
s o penuader.

1Cs a datficult way totry W manage soancthing. IUs surprising that it works,
hut 1t seems to. Every week, somewhere in this countny, the President
declares an emergency. Whether ie°s a tlood, an carthyuake, 3 tornado, a
hurricanc, the National Communications Systent statf, which is in the DCA
building. is charged with providing or arranging tor communications support
as needed hy the General Services Adoannstzation’s Emergency Action
Group. When the President declares an emergency, certain loans become
available, and certam contmume ations assetls can be provided for mhitany or

Pasuball, t960
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other resources. So every week in the year, on the average, there's 4
national emergency somewhere where military ¢equipment may he on loun to
a civil agency, or civil agency equipment is on loan 1o the local National
Guard or to an active military unit, and is on the scene. And circuits are
extended Trom the nearest NCS operating agency, whether from a defense
installation ncarchy or Trom the nearest GSA office. Those weekly disasters
cxercise the NCS continually and it works guite well. Fortunately we have
not had any enormous disaster, like nuclear war, which would further test it.
And international communications have improved so dramatically that gen-
crally it’s not been necessary to use NCS resources other thun those ol the
DCS Tor that purpose. But it works, every week. Quictly, and without any
particular noise,

... Finally, I'm going to list what 1 think are the major C*lissues today.
Anyhody who can solve these ... prohlems, you see. can become a hero in
many ways. The first is how to handle the husiness of telecommunizations
protection. The wav we do it taday is to put @ cryptographic hox on every
line, or on one hig radio systemy. Very expensive! You can allord bt Tor
military applications, where you have classified milary infonmation. But
what ahout all those conversations dealing with unclussitied elements and
picces which, however, when assemhled even hy a relatively inexpericneed
peeson can give you a coherent picture ol what's happening? Is the size of
the wheat surplus in the United Statc: of interest? 1t would seem to have
been when we were negotiating with the Soviets about what price they were
going to pay for 1! thut surplus, There’s a lurge amount ol information
flowing through miceowave systems and satellite svstems in the country
which is readily avinlahle to even an unsophisticated interceptor. In Vietnam
we Tound the Viet Cong (not the North Vietnamese prolessional nsilitary,
hut the Viet Cong-—in what they call “spider holes™ with Heath-kit radios)
were reading our communications. And the prohlem of protecting agiainst
intereept of pris ey telecommunivation pertains o much more than just clas-
sified military information. It extends to point-of-sale tings, for example.
As L huy an item and the sales clerk punches it in, it that also dehits my
hank account - in other words, it 1 pay the bill at the same tine 1 buy il
through a fund teanster arcangement-—privacy and protection of telecom-
municitions is equally a problem there.

The second prohlens o survivahility . There are really two wavs vou have to
survive, Most people thiak of survivabilite as being one thing: you are shot
or not shot, Physical survavabihity is important, and most suevivabihty con-
versation, thinking, and smadics deai wath physical sney nabiliny. Bui perhaps
an even more serivas problent toduy, given all the electronic systenis we
use. i clectronic survivability bemg able (o eesist an electronic attack, In
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the 1973 Yom Kippur War the jamming the Egyplians mounted against the
Israeli communications was so severe that the Army bad to lay wire out in
the desert: and the Air Foree, at its bases in Tel Aviv, was foreed to use run-
ners 10 get messages from the control tower 1o the aircraft. They could not
launch aireraft from the control tower, The Israclis literally lost command
and control for shout thirty-six bours under Egyptian jamming atack. Yet
the Egyplians were using, not really band-me-downs, but ceriainly second-
level clectronics jumming cquipment.

The Soviets are very candid. Their open litcrature on military doctrine (not
classified stull) rays they intend to physically attack one-third of the
enemy’s command and control—bombs, weapons, sabotage. They intend to
clectronically attack—that is, jam—-another third of it. With the remaining
third they do not eel be will be able to effectively manage his force, and
they expect to bave a decisive advantage in combat,

S0 the defense against jamming is a major problem as well as bow you sur-
vive an attack and, baving been damaged. reconstitatle what you bad in com-
munications, command, and control. Now som of these problems can be
solved rather easily by throwing very large amounts of money at them. But
that’s not a very sopbisticated solution, and it’s not doable in many ways
today. Otber problems require engineening advances; some may require
some inventions, and a lot of them will be around Tor a long time. . ..

Soltwire is the next one. Fint, how do you achieve multi-level security so
that your software, your data base, can’t be spooted or changed without
your knowledge, or extracted from to get information? 10 often called the
multi-level security problem, The solutions are hard to implement, and they
have an etfect on throughput—that is, bow etficient your system is. The
aspect, though, that's not often talked about is verification: bow do you
know the computer program’s going to work as you want it to when it neets
an unexpected situation? There's o classic case. The French bad a mete-
orologival satellite up several years ago, and they put into the telemetry u
command generated by a computer to recontigure something, or repuosition
the satellite, or point the satellite at something ¢le- 1 don’t recall 1he exac?
details, but 1 do know what the result was. A ghich in the software tumed
the satelhite ofl. This was shortly after it bad been lsunched. and it was a
dead loss: they never could get it turned bach on again. Now how do you
verity commiand and control svstems and management systems, especially as
you getmore and more into near-real-time situations and people are inte ract-
ing with the computer? How do you verify software so it won't do sonwe-
thing uncxpecied to you at the worst posible tink”!

L Pasc h.lﬁ. 1980
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... 1 alluded carlier to ... Janother] problem. the changing domestic com-
munications structure, as heing a Tact ol today’s US environment. Ninety
percent ol the Defense Communications System in the United States is
leased: we have very lew government-owned communications systems. Ma
Bell has provided the hulk of that over the years. They have put transconti-
nental cables Tour leet underground in sand and built 50 to 100 pounds-per-
square-inch manholes and underground Tacilities, and they've done all this
without charging Delense separately Tor it. They've routed microwave sys-
tems around rather than thraugh cities. They ve done many things that are in
the delense interest and they say that is hecause one ol the first purposes ol
the Communications Act ol 1934 is to provide Tor the national security and
national defense.

Now there are a lot ol new competiton on the street—the MClx, the South-
ern Pacilics—and we're going into a competitive, inicreity world from 2
communications standpoint. Most of the new competitors have tried to mini-
mize their investment; they want to charge the least amount possible hecause
they have to compete with something that already exists and is very large
indeed, the Bell systein. So they're not going to huild the additional leatures
ol redundaney, restoration, and hardness that we like in nnilitary systems.
But the Armed Services procurement rules say very simply: you will
compele,

So the military people who are acyuinng communications, largely leased in
the United States, over the next lew vears have got to learn how to hve in a
ditferent kind ol world entirely. II the catustrophe occurs and we have all
these separated communications systemis, how can they be intereonnected
restore, recomstitute and revive the nution alter @ nuclear attack?

o Fiest, the WWMOCS s more tightly coupled than the Nautional Com-
munications System. which iy very loosely coupled. To answer your ques-
tion, ves, onr syvstem is much less tightly coupled than the Soviet svstem,
rellecting two dilferent styvles of govermiment. The Soviet syatem is hier-
archically very rigid. very tightly coupled. but it tukes into account the lucl
that destruction cun amd will oceur. ‘The Soviets wmahe heavy use ol some-
thing called ship echelow—that is, Moscow can talk to the wilitiry district,
or it cun tulk to the nusile battery . or whatever. Theyve spent nuch more
money than we have on hardened command centens; they hive them by the
thousands, literally. Very little of thear capability will sustain u direct
nuclear hit, but enough centers will survive collateral duriage to give them a
very survivable canmand and control posture. Compared 1o the Soviet™s
rather ngidly. luerarchically structured operativns, our people exhibit more
witiative. In the absence of direction from higher headquartens they tend to
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do what they think is best, and it's often better than what our headquarters
think they ought to do, too, because they're on the scene. The flexibility and
looser coupling of our system is an advantage. | believe, even given the
lixes that the Soviets have taken on skip echelon and things like that, (67,
68, 71-72, 81-83, &%)

5. JOuN H. Cusumax, —C'l Management consultant: former Com-
and the Commander Re- mandant, Command and General

sponsihility und Accounta- SISO

hility*" (1981, pp. 95-118)

I will start off with i very sober assessment. These are convictions of mine.,
Our performance has been and is pravedy deficient. The sad story is that the
commind and control systems that are in the hinds of the deployed US field
forces, und of the Allies alongside wham we will no dosht nave o fight, are
harely marging! for conditions short of war. 1'm satisfied that anv realistic
audit will show that they are, and widl be, seriously inadequate for war,

To be specific, they ure not well tied 1ogether from top to bottom, They are
nut being exervised realistically under the expected conditions of war, Great
sections ot them will probably not survive the attack @ gainst them that is
sure 1o come i war, For the nigor operationsd commander, Allied or U,
whose forces must use these systems t m talking about theater of operations
commandy they are largely ampiunned, spheed-together, ill-fitting compo-
nents wlich have been delivered to his forees by relatively independent par-
ties. tar away, who have coordinated adeguately neither with hin and his
staff nor with ¢uch other. They do not exploit the present capabilities of
technology, nor does the system tor their developrient wlegnately provid:
that tuture systens walle That™s essentialy my indictiment, (93 -9¢.)

6, CHARLES ROSE, Con- Moewrbar S Hlowse of Kepresenita:
press and O (1981, e Charnean, Policy Group an
T fenornatieny aad Conpastens
pp. 169 Y1)

| ' has been paid a lot ot fip service. § would ke 1o believe that people are
sertous akont it hut somvetimies Pm il shepiical. We hear o lot of 1alk
- about the need 1o hasden our satellite systems, 10 provide tor redundancs o

our communication systems, but the progress seens to be awtnlly sow. It
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has been so tedious that | wonder how serious we really are. | may not be
right up to date——maybe some of you in this class are—but a couple of years
ago when 1 was looking at the status of the NATO/ Warsaw Pact halance in
the Central Region, 1 was shocked to discover that many kcy coonmunication
nodes in NAT® had vinually no hardening or protection whatever, so that a
skilled enemy using strikes or sabotage could knock out NATO's command
and control structure within a few hours of an initial attck.

I‘m not sure how far along we are in improving the situstion. We need to
get serious about hardening our intelligence collection satellites, our com-
munications and relay satellites in outer space, because the Soviets mean
husiness with their anti-satcllite interceptor, ax they have demonstrated on
numerous occasions. They do have the ahility to knock out some ol our sys-
tems. We cannot think of spuce any longer as hallowed turfl where no hos-
tilities will occur. Perhaps the first warning sign ol major conlrontation will
be when we discover one of our satellites out of commission. (174-75)

7. RICHARD H. ELLIS, 'Stru- former Commander-n. Chiel, SAC
tegic Connectivity™ (1982,
pp. 1-10}

But the prohlem in Europe then, in the mid-1970s, and (o a large extent
today, 15 this. There are some very sophistivated conmwereial communica-
tions nets in Europe, the PTTs—all the countries have them, especially in
western Europe. But they have dif-

ficulty talking to each other, and

they could net talk o military sys- PITs . post, telephone and telegraph
( : O n ‘hallenges w: .I networks; government-owned (om.
. 200 YSUBECRATCIECS Wilniy merCal Communealions sys:cms
ke arrangenients and agreements

with the various countries under

which we would provide them compatihle switching centers and terminals in
exchange for permission tu use certain Jreguencies on their nets in aartine,

That's a slow business. Yeu're dealing ot only with the nations themselves (a
lot of those nets are natiorally owned), hut with commercial companics that ane
looking Tor prolit. Our govermmeni, ol coune, added its usual hureaucratic
complications. All in afl it's very ditticult to get the interfice we wunted.

I think the best example is the German Grundnets. 1t is an underground sys-
temy, huilt hy the German natonal communications systenn, with access
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channels into the net throughout Germany. With it one can reach ail of the
Germon military. But it couldn’t talk to the American military, or to
Belgium, or British forces. We made an arrangement with the Germans
under which, in return lor use of certain of their nets, frequencies, and lines,
we provided them certain encryption material, 1€ work—hut the point of
this story is that there's a lot ol technology over there, in heing, and the
prohlem is to tie it all together into a cohesive net that is avilahle to the
NATO military ax well ax to the national, commercial, and governmental
organizations.

Now let me get to strutegic connectivity. There are many delinitions, hut the
simplest is that strategic connectivity includes the hardware, the software
and the people necessary to get information on nuclear attacks against the
United States to the President so that he can get a timely execution order
down to the units, That's the misasion of our strategic network, Belore |
describe ity different elements, let’s Jook at what we did Tor so many vears
hefore, when it was a relatively simple system. During the 19505 and "60s
there wus only one mission: to get the word out, to execute. We weren'l too
concerned about what happened afterward. We had nuclear supremacy, and
then supenionity-—hut then gradually that started to fade in the late 19608, In
the carly 1970s the Nixon Administration decided that something had to be
done. The President couldn’t be left with just this ope alternative of “"throw
it all or nothing.”” Mr. Schleslnger’s *'fexible respunse’™” policy was
rattlicd hy an NSDRE in 1973, You might say it was a Jong time coming. 1
can recall Mr. Schlesinger's com.

ing in to the air stafl when he win

; : : . ! b . . sy SUhlesmiger,
head of the strategic section ol ASTRENMIRRCS gt - JTm g JOn st

Sevrelary of Detense under Prese

Rand in the middle sisties and talk
tng flexihle response. hut it was
the sort of subject that people
weren't ready for, it was ahead ol
ity time. Besides we still had siz-

dorris Nevon and fond

Hleable response < eds war strategy
whnch calicd 1oc g vanely 1 oplions
and fevels of tesprorse Lo aftack

NIDAM - National Seourily Dedisian

Memoranidum

able superionity: we believed all we

had to do was let go und that was

cnough to deter the Soviet Unton. In the anid- 1970s, however, we realized
that that day had pussed, and our policy has gradually evolved since.

Toduy the latest presidential decisions are spelled cut in Presidential eci-
ston Memoranda 53, 58, and 59, Number 59 is actually the pohey, while $3
and 5% state the command and controt, und the continuity «f govermnent,
that we must have m order to camry out the nuclear policy. These PDMs are,
of course, subjects of some complexity and some dehate, and have been
sinve their promutgation in the spring, sumner, and Gl of 19%0; hut they
are the drivers behind the hig advance we have in atralegic connectivity
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today. They set the poiicy and the priorities, and. given the right kind of
organization to implement them and the resources in terms of maney, will
provide us with the strategic connectivity we hope ta get eventually.

Now let's talk about the elements of strategic connectivity. 1 say there ure
seven elements. The first is the attack detection netwark. That includes the
warning satellites, infrared, S3GINT, ELINT. the BMEWS, PAVE
PAWS. and COBRA DANE radars, and other intelligence assets which

would indicate that the Soviets are
in the pracess ol undertaking an
attack against the United States,
Some of those systems themiselves
are very ald, like the BMEWS,
though they have heen uppraded
from time to time. Some are very
new and sophisticated, like our
synchronous satellites. ut there
are things that we didn’t think
ahout when we huilt those that
have come under serious discus-

SIGINT—Signal Intelligence; intercep.
tron of cuded efectronic pulses

FUINT—EHectionic Intelligence

BMEWS—Balintic Missile Larly Warning
System: radars at Thule, Greenland;
Ivhindafes Moor, England; and Clear,
Afaska

PAVE PAWS— Phased Array Warning
Systems: modern radars on the cast
anct west cogsts and i cental Texas

CORRA DANE--radar un Shemya
Island, Alaska, which uses phased
artay technofogy to momitar baflistn

nussele tesis

EMP - Hedtromagnein Pulse, Current
and veltage surges tngpered by g
nutlear hiast above the carth's
suflace.

sion in recent months. "o talking
about the atmospheric explosion or
detonation of nuclear weapons with
resalting EMP, hluckout and the
scintillution that can “hlind™’ these
“sophisticated”” sutellites. That's heing worked on. We know they have
frailties. You ve got to remember too that we don’t know as nuch about any
of those phenomena as we would Tthe 0 hnow, hecause we stopped our
atmosplicric testing many vears apo, The Soviets tested i the atmosphere
longer thun we did, and a lot more extensively than we did, and conse:
yuently ntost hnow ledgeable people believe the Soviets know inore about
the attnasphieric und exoatimospheric etfects of nuclear blasts than we do,

The second element of stridegic connectiviny s we define it, is attack
characterizanon: gatbenng all the witelhigence from any possible source,
using the most sophisticated and tastest means ot collating o, aad cornng up
with i desiston on what 1t meuns. The wionramen pahered by the detection
clemwents has 1o be sent bach to the pluce whers thas characterization is done:
NORAD w Chevenne Mountaln,
Nuw . qust getting af hack s a prob.
lewv in itelf. We use satellites, we
use transatlantic cable, we use
hph trequeney and very biegh dre-
gyueney and low frequency toe gel

Clnsenne Mountam  sile of NORAES
underground conunand post, near
Codorach) Springs, (4
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the information there. But a lot of things were overlooked as we built those
systems. For example. in 1978, when we did a study 1’1l 1alk about later, we
found that one of the terminals from one of the overseas sites was in an
AT&T building in San Francisco that was unprotected. Anyone could just
walk in the door to a switching center with the name ol the originating
terminal on a sign. In other words., it identilied the overseas station, and you
know right away that this was the Untted States terminal Tor that
information. highly vulnerahle to anything anybudy wanted to do 1o it

The NORAD commander’s job of attack characterization is unigue to him.
Only one other individual or organization has that responsibility: the
Presudent.

... The third step is the decisi o by the NCAL e’s going to huve to take the
lnal attack wssessment and do all the other things he wants done as part of
his devision-making proce ss—potitivel and other considerations that the
average military man might not
even be aware of. le’s poing to
make @ final decision, and his deci-
sion could be any one of thousands
ol chowes. People talk about flex-
ibility in the strike plan - there are thousands ol alternatives i this plan, any
one of which he could pick, but making your selection isn’t as bad as it
sonnds. It is very organized. and people at the far end will know what to do
it they get the messape

NCA -Natwonal Commuand Authuority:
the Prosdent or g stccessor

The most eacitine part of this whole sequence to talk about s how this man
mahes @ decision, and | want to torestall any guestions on that right now
Let me gust say that he's pot the responsibity. he knows he's gat the
eospomstbihity, 10 established in Lew . Obviousdy o man with that eespon-
sty iy gomge o nake provesions tor contingencies when be may not be
wvatlable, o voncapacitated. As SAU commander, T was always satishied
that that was taken care of, and 1 think that's where we ought to Joane that
subject, Everybody Tihes to hnow oviaetly who™s nent m bine, amd who does
what. but that's the President’s decision and he's oot pomg o say much
about 1t 1 don’t know ot any President who's ever discussed the subgect
publcly

Soonow there s devson, amd it must be dissemmated. Te decision goes
to o statt that's e comtant contiet with the deaivion-mahing authonty, the

Eilin, 1942
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CINCs and the fighting forces. They format the message. Much of the
formatting is already done. it's the

staff’s job to get the inessage out to

the forces that are going 10 execute CINCs—Commanders-in-Chief
the plan. and this of course is time-

critical because our seat of govern-

ment is on the coast. This pant of the process may have a life expectancy, in
some seenarios, of somewhere hetween 11 and 13 minutes-—~delivery time
from the putrolling Soviet SLBM submarines. So thesc things have to hap-
pen fast, and they have to happen

accurately. Onc tends to think

about the big parts of the sequence SLBM—Sea-launched Ballistic Missile
like the decision, hut the little

parts, like getting out the execution

order, are just as important, hecause if you don’t get it disseminated prop-
crly and in u timely way. it isn't going to get executed. That's why there is
not only an NMCC at the Pentagon in Washington, hut a national emer-
gency airhorne command post
(NEACP) which afso has the
capahility to disseminate the deci-
sion. It s disseminated through
every mode availahle: lundlines,
various kinds of radios, sateffites, and some others that we prohahfy
shouldn’t get into at this point.

NMCC—Natwnal Miitary Command
Center

The fifth step is execution of the decision. Again every communications sys-
tem is smudtancously excrcised hy the people receiving the order—the com-
manders, whether they are SAC, LANT, PAC or Europe. For instance,
SAC has a prinvary alerting system, an autonzated command and control sys-
tem, AFSATCOM, the emergency rocket communications system, to get
the orders out in a matter of sec-
onds to the crews. And the crews
are in a ot of different places. = o
They may he in airplanes. They PAC -P..H the Command .

- h . AISATCOAM—Arr Force Satellte Com:
may be in the polar reaches of the Municatiom Systems
glohe, or satting out in a silo at a
command and controf facility in a
rocket field in Wyoming. You huave to ensure that they get it, that's why
they use redundant systems.

LANT —Atlantie Command

The sixth step is one of the most difficult things to do, il you think we've
had probfems so far. That is to collect the intefligence and information on
what we did to the enemy and what he's done W us; and that, my tricads,
will he very ifty husiness. You hope to do it through reconnaissance aireralt,

130 Eilis, 1982




Communications

reconnaissance satellites, ELINT sources, cte. It will be difficult to get any
sort of communications back through the environment that’s going to be
cxisting during that time. But if we don’t get that information, then this
husiness of extended hostilitics or enduring nuclear strategy is just 5o much
foolishness—if there was anything to it to begin with.

The final step is reconstitution of forces, to camry out whatever remains to be
done with whatever you've got left to do it with. And then the entire cycle
starts over ggain. Now that, theoretically, is what strutegic connectivity is, and
you can see that i's not something the Bell System is going to solve for us, or
that any one person is going (0 solve. s an extreniely complex sequence of
actions that have to take place, and have W comie about in very shon order.

... And there are a lot of anomalies we don’t know cnough about. What
happens when an airburst is 150 kilometers high, for instance”? What kinds
ol things are going o go wrong with our satellites? What's going to go
wrong with our ground-hased systems?

We huilt a great hig trestle out at Alhuguerque, for instance. We can put @
8-52 on that trestle und zap it with 50,000 volis. If we can protect against
that, we helieve we know our C' can stand up. But we don’t know it for o
fact; we don’t know whether iUs strong enough. 1Us interesting: the 8-52 iy
actually a pretty hard hird when it comes to €7, hecause 1IU0s so old. A lot of
its systems are old technotogy-—vacuum tubes. While now we're dealing
with ¢hips, and this low-power micro-technology hurns out when one lights
a match a mile away, so o speak. Well, that's a very difficult thing 1o com-
ment on. | wish 1 could he more precise,

.. One of the most destahilizing things that we and the other side will have
to live with s the case where one side knows the other side’s CFosvatem, or
weapon system, is vulnerihle, That is an incentive tor the side living with
that vulnerahility e go fint. (-6, 7, §)

K. EHLLMAN DICKINSON, Uwedtor, Command, Control, and
"Plauning for Delense- Communmnications Systems,  jont
. f . Clueis of Statf (JU N
Wide Command and Con- nels of Staft i
trol”” t19%2, pp. 11 55)

Our list o goals looks like this:
* haprove survivahiiy of CF avstenn
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* Improve joint and comhined interoperability

* Improve current C? systems effectiveness

* Provide elfective wartime CY systems

* Provide effective crisis management

+ Develop capshility to degrade enemy C°

* Improve management and operation of C* systems
¢ Realistically evaluate CY systen

Numbers one and two are hy [ar my most important prioritics: to intprove
the survivahility ol both the intercontinental nuclear command ind control
system and the theater and tactical command and control system. And then,
sccondly, to improve joint interoperahility. hevause the Services have to
work together il we have to light, you can’t Tight sepurateiy. As Lor the com-
hined interoperahility-—to explain the jargon for thase of you who are nit
famiiliar with it--""joint”" means among the US Services, and *"vomhined””
means between the US and ats alties. So we talk about joint forces and com-
hined Torees.

... Going hack o my list ol goals: the third one, improving svsiems, |
would like te print in smaller type. 1 am much less enamored of all the good
things the salesmen want to sell us than L am ol elling them: " Let's take the
aew lechnolopy and the new advances and use them o accomplish the lirt
and second ohjectives.”” In other words, us we et the wide-handwidth sys.
tems, s we get the tremendous memory capshilities amd so on, let's use
themt Tor survivability eather than give people ten more telephone circuits,
We'lse too many people talhing aleeady. Cutting the total reporting systenin
down o size s another very important part of that sunvivabibity, And we are
domg that. There's one particularly onerous repont called "Umit Rep,”” very
soluminous, in which there were, i one computer tile, some 40,00 umis
reporting out of our three Services, and up to Tour huidred preces of infor
mation being reported about cach of thene units, We believe that probahly
only a thousand of those umts are necessany i wartine, ke, sav, the 82nd
Aubomne Division, Not two-man well-digping teams. And about twenty-five
preces ot mbrmation tfron cach s probuably satistacton, You can see what
w does Tor an ADE progrannil vou can cut down to that bind ot vze, amd ton
the conmunwanons that carry that

information. We're working on

those ands of thungs tos, That's AP Autornated Dala Prs essang
nol a dollar item, hut 1t's 3 ~sur-

vivabihity e, 1l puarantee.

IMCLATGHEIN] It strikes me that in seine ol the dechassificd World War
I materral, v the hattle ot the Atlantic, for example, the most valuable
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decrvpted information for the most part, hy some assessments, was that of
the individual suhmarines, U-boats, reporting hack nightly to mect standard
reporting requirements on status of supplics, crew, and so Torth. 1 think that
may just suggest thut the prohlem you're mentioning is not just Tor ¢fli-
cicney's sake and survivahility., We do see the unit reporting, hut there
might be other considerations. .

[DICKINSON] Thut's survivahility. Very much, We're trving o cut down
the cmissions, hecause the Soviets do have o very ellicient rdio clectronic
comhat capahility. They will ke listening. And emitters will be located.

U system evaluation—realistic evaluation——ix very dilficult. The reason
survivahility is up there in the number one position, in my opimion, 1 hlae
on the operatioas rescarch community and the evaluation exercise com-
munity. Because i was always too tough lor cither ol them o simulate the
dumage that would realistically happen w the C* system in wartime. And so
in all our exercises and ahnost all our games and studics und analyses, per-
Teet C! connectivity was assenmied. And therelore the hnietings Irom those
studics and analyses were extremely emmoncous, hy very. very nuajor facton,

Now that s changing. You will see C° degradation in exercines, and suppuort
for tunding s heginning o matenialize, hecause we have gotten mto the
nigor war games that @ o really breted w the op decision-makers. 1o all our
crercines now we are removig the saiellite communications Tor a period of
time. The Navy duoes that weil. Their ships are very dependent on a UNIF
satellie. They just remwve the UL satellite Tor three days ata tuke, wo they
hive to et the message by 1 radio or courer 1t hy COD, camer on-baard
dehivery, That means a small aireratt Qying off the deck with g small bundle
of papers. Or they sipual cach other hy hght. Those are very nuportant
CACIC NS,

o Another example Lo our prohlen with eovilan contracton reimammyg
ovencio I wartime. Or wone, i the two or three days unmediately betore,
when war s threatenmg aud the guestion arnes whether they 're gomg o
tahe ther fannhes and go home. feehng ait's more npportant o cvacuate ther
Lannles than ot s e stay oft thear jobs, amd what that will do o our vome
mand and control and other sophisticated systenn. We're working on that
very strongiy i thes adonmstranon, But agam, that's the sunnahiling of the
sycenoan the biggest sense Those are the termhly maportant kinds of thangs,

.. Une of the nuances of that whole problem Jelectronagnetic pulse| s that
nuxlern aircratt are even more sulnerahle than old airceatt, they 're plasie
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instead of metal, so the ¢lectric ficld penetrates the aireralt more. Also all of
our neat, fine computer small parts are in many ways more vulnerable sim-
ply because they are small. they can’t absorb the same amount of ¢nergy
that an clectron tube could and still continue to function. S¢ we have to be
careful as we modemnize.

... We will be improving the VLF—very low frequency—communications
to the SAC bomber Neet to ensure their reeeption of orders to continue on
course, turn hack or whatever, and that will complement their UHF and
other modes of transmission. Comnmnunications to the deployed submarines
are being improved as pant of the program. | think you know about the small
ELF prygram, which is important

i the pre-hostilities stage, in pan

as a bellringer so that if that truns- L —txtea Low Lrequemy
mission stops, they know they are

to go someplace ¢lse to get ondens

hy some other means.

Communications satellites are very important. ‘The real news in the satellite
business, particularly to enhance our survivzhility, is moving up to the ENIF
range, which gives us one ireown-

dous handwidth which can he used

for anti-jammer protection even LHE -futes bhgh Frequemy
mare than it would he used for

additivnal channels. And that’s the

way we intend o use it ceramly an this sysien to improve survivability
features that are clearly advisable in the aatellite business.

... The world of high frequency, as a matter of survivability, v coomng
back. The Services almost stopped their high frequency radio progranis m
the past- -they thought they were going over to satellites. We have sween that
that s not the way o go There are now achise programs that are heing cour-
dinated ~o they will all interoperate with cach other and can he used
together, and § can promise you that this s a very unportant arca. The real-
1ime sounders et us watch the wonosphere and haow cvactly where it s,
those fave made a dranatic impeovement i performanee. High tfrequency
radio, for ¢xamiple: in the I8th Airbome Corps at Fort Bragg, tbey used 1o
get only ahout half their calls through the tint te on 1 radio, Using
waaspheric sounders we get 9% pereent call completion satisfaction, taest
tune

Fiber upiics 18 a tremnendous improvensent arca. it has o lot of advantapes,
e the feast of which 1s mobility. You don’t tend to think of plain liher
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optics as being mobile, but look at its weight reduction. The metal cables in
the Air Force 4071 Tuctical Air Control System take about twelve C-130
aircraft loads to transport, one system. It would take about one load with
fiber optics, and that’s a lot cheaper than buying eleven more C-130s. So
liber optics means less trucks, less truck drivers, less mechunics taking care
of the trucks, less cooks cooking lor mechanics, and so on. You add that up,
it's a magnilicent improvement in both mobility and capability. & manpower
saving, and a saving in cost as well, Huge bandwidth, relutively secure, o
little hit harder to tap than conventional wire lines. 1t can be tapped, but it's
nol us simple: it takes a pretty sophisticated fellow to get into u liber optic
cable. It is a lot leas vulneruble, it's TEMPEST-prool, EMP-proof, and it’s
gt 2 lotof dranutically improved capabilities. And just as rapidly as possi-
ble we're putting in tiber oplic sys-

tems. You know—Iwo things are

happening. We're getting abmost

unlimited contputer memory. so TEMGES I Spmogamem oy 3cqred:t
L : electronc equipment tor secure mil-
thut memory cupacity is almoat ity e

free, and we're getting very wide-
hundwidth system to carry things.

Millimieter wave radios bave dramatic posaibilities. A typicat milhimeter
wuve radio looks Hike o 3S-uuilimeter camery, and is just about ax easy to
bandle. 1t's got about a two-degree beamwidth. so you can point it in the
direcnion you want to talk 1o and get to suvibang within ubout four Riiome-
ters withow Living any cable in between.

oo Alhumee warlure s nob easy, especialhy when sou want o work sy stem
problems. Sice the creanon of the directorate, one of the accomplishmeuts
of which on reasonably proud s that we huve become the one point of con.
tach, of approsal, tor all the posiiroms from US representatives, all the mili-
tary aide of that combination of [NATO| conmuattees — aboul ball of those
thurty-two, (23, 24, 25 4 18 42 4w

v, THOMAN T, MOMULLEN, Poputy Conmenander, Lactic sl An { o
A Tacthical Comnander's and (FAC
View ot C'F7 0 (1uN2,
e ST T

Eltcvive conmusnd wnd contiol {eis us see the sowaston oo desedops:at col
fects mtormaton and preseats a0 the approprate way o decsaon mahers
o lets them decrde what to do so ey can posture the loree correct]y to be at
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the right place at the right time. Then, when we get into the employment
phase, we have to be able to see—we have to see the targets, if not with our
eyes, then through some kind of sensors—so as to decide how to use the
force. We then have to assess how it's going, so we have to get information
on what the situation is and how it's changing. Fundamentally. we need to
be ahle to take advantage of the speed, the mancuver capability. tie ability
to shift rapidly from one place to another, and the firepower that is funda-
mental to TAC Air. We have a notion that says we re-role aircrait on the
ground; we change them from one of the roles that | mentioned earlier to
another role belore they're launched; once they are airborne, we can change
their tasking. but if they're configured lor an air-to-ground mission, that’s
what we will use them for. We may change the point at which we apply
them, but we usually can’t change them from an air-to-ground mission to an
air-to-air mission in flight, because they would probably not be camrying the
right kind of ordnance. Simply suaid, the key element of C¥ is people doing
the time-honored military business ol leading: they're supported in doing
this by a mixture of procedures, lucilities. sensors and data processing
equipment.

... A good Cl tactical system has to be uble to degrade gracetully; that is. it
must be able to lose some of the capahdity that it started with initially, and
still not come unglued. And that’s a very challenging requirement; in fact,
as we coneentrate more and more on how hest to design the CHl system,
there's o tendency to envision ene that’s centralized—hut Trequently cen-
tralized systems don’t degrade gracelully. As one link goes out, it might
tuke with it & lot of Joree capability. So that’s something that we concern
wurselves about,

On the other hand, gracelul degradation is one of the good characteristics of
manned systems: they are capshle of reasonahly cffective independent oper-
ations. Part of oor C' training prepares Tor that, Our training prepares our
people not only to use the system when st's fully operating, hut to preserve
its etfectiveness when it becomes degraded. (59. 60)

10, STUART E. BRANCN, Deputy Asstant Sevetary for Com.

“C' and Crisis Manage- murications, Department of State;

- ) member Natrondd Commumcations

ment’” (1984, pp. ¥7-102) System 2nd US Communications
Seqwrite Buard, NSC

This arca [communications seeurity] has received a lot of atiention in the
past and in this adminisiration. The Carter adaninistration recognized the
prohlem and issued Presidential Dircctive 53, Although not much happened
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in the implementation of that directive, it did stress the need for a national
security communications system that is restorable, interoperable, and
survivable,

... [The State Department’s communications system is as much a piece of
that worldwide military command system as are the defense elements, and
... ithas the potential of playing as much a role in command, control, and
communications as do a number of the military systems.

... The Belrut Embassy bombing is a crisis situation you all are well
aware of. We lost our communications center in that bombing. As al most,
Jf not all, of our locations, we had
some off-site capability. Our off-

site communications capability Beifué imb??r bomfff;S—T?Ms A sec-
L ond bombing took place in Septem-
could handle only a limited amount ber 1984—several months after this

of information, so we augmented it presentation.
with certain tactical satellite sys-

tems. We were back on the air

within 24 hours with full capability in a different location.

... 1 mentioned the Presidential Directives regarding national telecom-
munications and how they came about, and that impiementation respon-
sibility went to the National Communications System. It was concluded,
however, that as a government enlity it alone couldn’t do a great deal 10
improve the system’s survivability, restorability, and interoperability. That’s
beceuse some Y0 percent of the coramunication system the Defense Depart-
ment depends on belongs to the private sector. So the next step was to
involve the private sector in the process. The National Security Telecom-
munications Advisory Comimittee 1o the President was formed. It consisted
of 30 chief exccutives, representing the satellite, data processing, und tele-
communications fields. Tasking for the National Communications System,
as contained in Presidential Directive 53, was primarily addressed to domes-
tic communications systems, so it was difficult 1o see a concern about our
*yernational communications. When Presidential Directive 53 was rewritten
«s National Secunity Decision Directive 97, it specifically incorporated lan-
guage addressing the international side und asked the State Department to
study and manage international services, The National Communication Sys-
tem remains the executive agent but the Stute Department had agency
responsibility for meeting survivability. restorahility. and interoperability
criteria. The Department then asked the Nutional Security Telecommuni-
cations Advisory Committee to put together a task force to examine inter-
nationa} telecommunications and give us some thoughts on how we could
make the international communications commercial operations more
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survivable, mere interoperahle, and more restorable. That task force was put
together with about I3 representatives of industry. Part one of their report
was issued in April 1984, It was sent to the White House and accepted. Part
two was completed later in the year.

The report includes recommendations that you would expect: greater use of
commercial satellites from embassy premises as opposed to terrestrial PTT
facilities (recognizing that this would require a lot of coordination with those
governments, some regulatory issues, und some legal issues). Also sug-
gested are ways to build in greater redundancy in the communications
hetween the emhassy and central oflices or earth stations. We should also
improve the restoration priority assigned to our critical circuits.

One of the concerns we had was how the divestiture ol AT&T would affect
our emhassies in Washington and overseas. When Bill Hillsman was direc-
tor of the Defense Comnwmnications Agency he used to say who do we call
alter divestiture? We call AT&T now: who will we call to restore our com-
munications? Think ahout that a minute—who Jo the embassy communica-
tions oflicers in Washington call? Are they going to work their way through
this muze? We put together an organization called the National Communica-
tions Coordinating Center, under the Defense Communications Agency, and
that’s supposed to be the pluce where we have industry and government rep-
resentatives jointly operating. 11 you have a serious prohlem, you call there
and that's where it comes together,

... My personal ohservation is that while there is serious concern ahout the
capahility ol our national security telecommunications assets 10 accommeo-
date the stress conditions you have examined, and while there are many
advocates within the Administration Tor inproving our capahilitics—witness
this new Executive Order —there seems to be a gap between what the pol-
icy is and where the resources are

o implement it. I'm not suggesting

that we cannot revise our thinking, thes new Executive Order—Apal 4, 1984
revise our plauning, and take

national secunty and survivahility

into the plunning process as we design our systems. But a program of tins
magnitude 15 going to span administrations, and it is unclear whether there is
a mational commimment e this philosophy 1thar would carey through admin-
istrations and provide the tunding aecessary o support it over the long haul,

It's common to measure the cost of system acquisition. and mavbe cven sys-
tem activation, hut 1t's not as common 1w meiasuere carefully 1he cost of
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maintaining this kind of capability over the long haul—the personnel, train-
ing. logistics, facilities, and updating. It’s a tremendous effort to keep
abreast of the state of the art. If you build a system for eniergency purposes,
at what point (o the funds dry up because the more pressing need is day-to-
day? Who makes that decision? 1 do not in any way suggest that we don't
examine emergency needs or fold them into our design process, hut I'm not
certain that we have accurately measured the total cost of implementation,
(87. 89, 94, 95-96)

1. RICHARD G. STILWELL, Chairman, DoD Security Review
*Structure and Mechanisms Commission
Tor Command and Control™
(1985, pp. 33-65)

We've done very well at the national level, in my view—except Tor the
exigency of nnclear war—in huilding i« fairly rohust communications
systeny.,

But that's not true at the theater level. Euch theater is dillerent, has difTerent
requirements, «nd in my view, the theater commiander should be given the nee-
essary assets to contract or otherwise to design the architectore he needs out
there Tor his theater—PACOM, EUCOM. CENTCOM, whatever—and then
we ought to hreak our necks to ensure that he’s provided with that,
So. that's point onc. As | said, Boh

Kingston, three years after the

R .“’, yLdr\ B il (L PACOM—Pacific Comman:t

activation of CENTCOM, sill : .

doesn’t have the mini wential FUCOM—furopean Commund
oesn L ‘.t“ ,l mm""u".] .‘?'Mn"'l CENTCOM—Central Commantd
communications  capahilities he

aceds as CINC CENTCOM.

... I guess the last thing 1 would leave with you is that commmand and con-
trol invelves a good many things that you don’t normally think ahout: an
orgamzation for decision-making; a structure that you hold invielate Tor the
transmission ol instructions downwurd— although you can skip echelons on
the way up lor informatien purposes: and people who understand the mis-
sion. who are diilled in the doctrine and the provedures that constitute team-
work. In the lust analysis, these people are especially important to the
excrcise of command and contrel. Then, of course, vou do need the
svatems - the hardware, if you will, that makes all of those things more
eflicient, (62, 65)
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12. RICHARD D. DELAUER, President, Orion Group Limited; for-
“A Consultant’s View" mer Under Secretary of Defense for

(1985, pp. 87-102) Research and Engineering

The most important feature of C3! is that it is one piece of the President’s
strategic program that has never taken any flack; that's the real reason for
the survival of C* strategic forces. Congress has supported it fully, and by
the end of next year we will have spent as much on strategic C* as we will
have spent on the B-1, about $20 billion. We are getting close to having
fully survivable C* for strategic systems to both the National Command
Authorities (NCA) and the Strategic Air Command (SAC). After the
authority is given, the SAC link can be used to command the strategic
forces. C* has been one part of the President’s programs that we've done
correctly and on schedule. In another year or two, C* will be complete . ..

[STUDENT] You talked about improvements in strategic C' capabilities,
but not theater C*,

[DELAUER] Well, theater C* is mostly being focused on two areas. One,
the Tusion that [ talked about, the Joint Surveillance Target Attack Radar
System (JSTARS), which is the joint tactical side-moving target-indicating
radar that will be the basis for the whole battlefield management aspects of
theater C*l. The Army and the Air Force both are buying it. The Army’s
radar probably will be carried in an OB-1. with the data stream coming
down to Army command posts (which, by the way, are soft and we must do
something about making those survivable). The Air Force's data stream will
come out ol their radar which will be at least in a 707—C-18, we call it—
and it will fly behind the Torward area portion. And those will be the two
tactical sensor integration systems.

The communications themselves primarily depend on to whom you talk.
They're not really integrated yet. The Tri-Service Tactical Digital Com-
munications System (TRI-TAC), which is the Army tactical system, has
been the world’s greatest WPA job for a long time, building all these
switches. There’s a secure voice communications system that the Air Force
will use for its fighters. It should be tied into the Joint Tactical Information
Distribution System (JTIDS) which is really a Navy system, a tactical infor-
mation system for voice and data.

After quite an argument, the Air Force joined with the JTIDS team—that's
where Service parochiglism comes in—and we’re getting the son of JTIDS,
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or the enhanced JTIDS (EJS), which is the newest improvement of SEEK
TAK, the Air Force’s secure, jam-proof airplane-to-airplane system. The
oy Air Force system that might be tied into JTIDS would probably be the
Airirorne Warning and Control System (AWACS) because they have 1o talk
ts «vervbody, Now we're looking at putting a JTIDS terminal in an F-15,
but the F-16s won't have any in my lifetime.

The Army itself has embarked on a big procurement that will end up costing
about $5 hillion dollars when 1t's all said and done, 1t's called the MSE
{Mohile Subscriber Equipment). In a sense it's putting telephone equipment
in 4 jeep. 1t's the lowest end ol the comnwnication link with the foot sol-
dier. That system is compatible with most of the TRI-TAC switches, so Tor
all practical purposes, somchody could cull from the White House all the
way down to get that guy in that particular jeep just hy dialing the right
number,

The President actually did it once. His call was quite funny. He went out to
visit Jamex J. Kirkpatrick, the conservative columnist who lives out in west-
ern Virginia, Tor Thanksgiving Day. He had this new equipment in the car
along with Kirkpatrick. The President sid, “"This is & great picce of equip-
ment, Fean call anyplace.”™ And Kirkpatrick got interested, and mentioned
one of his sons was on a ship in the middle of the Mediterranean. The Presi-
dent got on the phone and asked for this kid on this destrover in the middle
of the Mediterranean. Faster than you cun get downtown Boston. they
answered. And the President said he wanted to talk to so-and-so Kirkpatrick.
And this kid told his dad ater, never to let that happen to him again. His life
was never the same ahoard that ship. The President called him right down
and said hello to him, then said, Pye got vour Dad and your Mom here,
would you like to talk to them?™™ We're getting to that Jevel of sophistica-
tion, »o0 now we can do that,

. Imtegration with NATO forces”? We're not deing too hadly. The higgest
integration would he through the German digital system, For g long time
thut was u tough prohlem, because the German Bundespost never wanted
po digital. And once an analog man, always an analog nun. Finally they
decided to change leadership, and now thev're pretty much in the digital
svaten, which means they can he

reasonahly integrated. |f we get the

PTARMIGAN svalem, the Brtish PIARANGAN-p mobile, digatal. trank.
MSE. iUl he even more integrned siatching network developed by the
with the Butish forees, But there Ll

v i prohlem, there s always a

prohlem. ...
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[STUDENT| How do you feel

about the survivability of C* on the SSBN—nuclear powered ballistic mis-
SSBNs? ’ y sile submarine
5.

[DELAUER] Oh, fine, [ think. Of course right now, it’s very survivable
because they're not yet connected, ulthough almost. But seriously, there are
only two nodes to worry about—the submarine on one end and the sender on
the other. That's the problem with terrestrial C*: there are a lot of nodes all
over the place, and the nodes are the tricky part to make survivable;
everything else is handled redundantly. But the only really non-redundant
node in the SSBN C? is the SSBN itself. So survivability of C' on SSBNs
scems pretty good.

Now, if you're really 1alking about blue-green lusers instead of extremely
low frequency (ELF), and blue-green lasers are what we're looking for in
real survivahility, then how to

deploy the laser system becomes TACAMO—"take charge and move

an issue. I’y possible to have out' acronym for airborne com-

a TACAMO aircraft deliver it, munications link with strategic sub-
. 8 ine force

such as the E—6—they're prett manse ) i

. y pretty E-6—electronic  warfare  aircrafl

survivahle.

equipped with surveillance and con-
frol system as well as jamming
rapability

The big issue is to ensure com-

munication with the submarine

when it's suhmerged. That is not quite possible with the TACAMO now. To
talk with it. a submarine has 1o pop up near the surface. Submarines are very
good in regard to knowing what's around them, and they're not going to pop
up to the surface with a Backfire or something sitting over their shoulder, or
three or four destroyers sitting out there, or even another submarine nearby,
So, | think the survivability 1s adequate, but it’s a question of effectiveness
right now. Il we are going to take
all these precautions we must
advise them so that they really can
be timely: | think i's getting bet-
ter, because with the D=5, sub-
marines van cover much more of
the broad ocean arca that’s much rougher to cover, so they can keep a saler
distance,

Backfire—Soviet  medium  range
homher

D 5—newest Tndent misstle

Survivability should be the least ol vur werries. First of all, trying to
retarget everything will take some time. Then, in terms of surviving
capabilitics, i1 at that time the SSBNs have to cover targets that were not
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covered by the Minuteman or the bomhers or the eruise missiles, then it’s
best just to save surviving capability. The deterrents have gone down the
drain, so it is a completely different situation.

... | think the biggest thing we need to work on in the area of battle man-
agement is non-nuclear combat equipment that the Soviets can handle by
just jamming. Also, | think the second criterion of the determent. the effee-
tiveness, has to be demonstrated. [f we come up with a command and con-
trol system like the one we have in the shuttle, where whenever something
goes wrong we sit down for two weeks, they are not going to consider that
much of a deterrent; they wouldn’t even bother to attack it. Then they'd
really be dangerous, hecause they'd just ignore it. So you wouldn't even
have the benefit of waming that an attack on the system would provide, (87,
95-96, 97-98)

13 DONALD C. LATHAM, “*A Assistamt Secretary of Defense, C1
View From [nside OSD™
(1985, pp. 103-23)

... |Tjhe Soviets are spending enonmous sums of money in the CY arcu—
and have been Tor a long time, are paying a great deal of attention to it, and
are quite goud at it, ¢specially as it ranges from leadership protection and
the survival and endurance of the Communist Party. to heavily fortilied shel-
ters, to aithome command posts and submarine command posts, and satel-
lites, et

.- [ljn order to terminate hostility you've got 1o know what's going on,
you've got to be ghle to communicate with your adversary. and so on. We
are tuking steps to be ahle o do all that. Another njor imperative is to limit
the dumige and then. last, 0 maintain reserves. This Lust requirenient puts
another hurden on C'IL

.. There are a whole series of NCA sites that have communications to and
from the forees hy satetlites and cables and radio systems. The forees are
then under the positive control ol the President as the National Command
Authority. In all of those areas we're modernizing everything: —the Torees,
the communications, and the sites.

What do 1 mean hy enduring C'I7 That's 4 question that is asked Itequently.
First of all, the uppermost requirement is having ahsolute control of nuclear
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weapons under all conditions and at every level. There's been a lot written
by people saying that in the event of a strategic nuclear conflict, if the sys-
tem were to go out of control it would be like a control system: having too
much feedback, resulting in weapons being launched indiscriminately. That
is not the case. we ensure that such a scenario could never happen by the
way we control the weapons and stay connected to them. That’s the first
major iequirement of the system.

{STUDENT] Can you apply this to the theater as well?

|LATHAM| To the theater and down to a nuclear artillery shell, to the
lowest level.

{STUDENT] Why do you suy that we would have ahsolute control of
artillery once forces have been dispersed to the lield and release authority’s
been given? Why do vou assume that we would be uble to maintain control
once nuclear weapons have been used?

[LATHAM]| Well, first of all, you want to be ahle to release selectively,
You would not tell the artillery it could have evervthing at its disposal. You
would release selectively. Mavhe only so many rounds, or only a particular
group could he released, and the civilian authorities would know the targets
they would engage helore the weapons were ever used. Down to that level
of detal. 105 a monstrous deeision ever to use a nuclear weuapon.

[STUDENT] BBut it the release authority isn't granted us weapons dis-
perse, vou run into the prohlem that it may he very ditficult to grant the
authority—-

(Lataast] That's right. Exuctly.
{StroeNt] So then there is & prohlem with giving selective release.

[LAaTteas] Thut™s exactly right. And s you™se erred on the side of not
being ahle to do i, There is o prohlem in the control of nuclear weapons in
thar vou have two contlicting cequirements. You want to design your com-
mand coatro] system so that there is ahsolute total vontrol ot nuclear
weapons in peacetime as well as duning a crisis, such that they cannot he
used inadvertently or in some way detonated hy aceident. You want the
ahsolute highest assuraee of that possihle, Yet at the same time, on the
contlicting side, vou want o be shle to release those weapons sone day if
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you ever had to, and actually have them detonated if you so commanded.
Those two kinds of things are in conflict from a technical and operational
point of view. So. you have to aud would want 1o resolve that, in our judg-
menl, hy erring on the side of salety, reasoning that | would rather not have
the system be able to work than just have an absolutely uncontrollable situa-
tion. In the case ol the artiilery shells, it 1 couldn't get the word through,
they couldn®t be used; | prohahly would err on that side of safety rather than
the other way.

|STUDENT) What ahout a situation where release authority has heen
selectively given already? For exaraple, we'd Like to withdraw it now to ter-
minate the conllict.

[LATIAM| That ahsolutely has to he part of the system. You must he
ahle to do that,

| STUDENT] Well, is there no prohlem with jamming or interference?

[LATHAM| Certainly. Getting the word through may he very dillicult,
hut you can have procedures where you have selective releise Jor 12 hours,
10 hours, or three hours. Unless you are otherwise told, vou will relock your
weapons atter that time. That's one precaution. In case you can’t gel
through, you tell them to relock, and not only to relock hut to report tin
they are relocked, W send o message on that. And we have devices such that
onee the weapons are relocked, they can’t be umloched again without higher
authority sending the right unlocks, There are many safety teatures huilt in.

|StepENT) What do youw mean hy relock’ How can sou recall welease
authority”!

L arttas] You terminate release authority. Believe mie, there are locks,
literaliy. You releck on the
weapon, be it electronicaliy, or via

) P|' L Tor wodetuled, ennhessitred discussion
saltware systems, or by whatever it o the “Tocks” reterred o here, sen
s, that means the weapons canne: Petet Meur and Petar Fener Assure

be used. You lock them hack up g Conleol of Nuclear Weapons:
The fvolubon ol Peroussae Arlon

under postive control. Leaks ddantham, MDD Unnensiy Press
ol At g, 19871,

ISt et But does that 1ely

o the it e the Tieid smplement-

iy that relock™” Inother words, 10 s not tniggered from o hierarchy, an

clectionic signal pomg oul,
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[LATHAM] Not to every weupon. No.

[STUDENT] You would be dependent on the commander in the field.
then?

[LATHAM] Somebody would be in the Tield doing something to take
weapons and to put them back in storage or take them off wireraft, take them
out of artillery units, and put thenv into sale containers and then reset the
devices that relock them. We have devices on weapons that lock, so thatif a
terrorist took a weapon and tried to detonate it, it would not he possible.
There are various levels of protection on weapons.

... Now let me summarize where we are on some ol the initiatives. ['ve
broken these down into the three arcas | mentioned carlier: warning and
assessment, conumand and decisionmaking, and supporting conmmunications,
First of all, in the attack warning und attack sssessment {AW/AA) area,
we've Tormuliuted o new architecture that is nuch more robust and enduring
than we've had belore. General Herres is the chief architect. We're putting
in over-the-horizon hackseatter radars (OT1--By) for complete eontinental
United States (CONUS) coverage ugainst air-breathing threats. The first cast
coust sectors are almost completed, and the west coast sectors will start
soon, We're also putting in a southern sector. Those radars will provide
wurning and tracking information against air breathing threuts, namety,
cruise missiles and aircraft. For the Ballistic Missile Early Waming System
{BMEWS) radars, of which there are three, the computers and software on
all huve been upgraded. And we are in the process of putting 1n new phased
array radurs at Thule, Greenland and at Fylindales Moor, England.

Finally, we are constructing two more of the PAVE PAWS radars in the
United States. That makes a total of four. They look™ outward for incom-
ing suhnuring-launched ballistic missiles. the one in the southeast will also
perform space tracking. in addition, we’'ve block-changed and improved the
DSP program that 1 mentioned carlier, with new satellites that are more
survivable and have enhanced

capubilities. And we've started

studies on the Boost Surveillance NSP—Defense Support Program
Tracking System (BSTS} that will SDI-Strategic Defense imtative
replace the DSP someday, The

BSTS is alw part of SDI.

|STUDeEST) What is block-change?
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|LATHAM] Block-change means that you move significantly from the
previous satellite configuration because it begins to incorporate a fairly
major set of design changes.

Now let me address the area of initiatives in communications, We have the
Defense Satellite Communications System (DSCS 1) now in a multi-year
contract. The [irst of those DSCS Ills is in orhit, operating. We have (4 of
those under contract. The second one will be orbited this year. We also have
several reserve DSCS satellites in storage in orbit; we keep Tour DSCS satel-
lites operating continuously around the globe 365 days a year. Another satel-
lite system is the Military Strategic. Tuctical, and Relay Satellite
Communication Systemi (MILSTARY: that’s the extremely high trequency
(EHF} systeny operating up in the gigahertz Irequency range. It is in full-
scale engineering developmient now, and a [irst launch is scheduled for the
late 1980s. 1t will be a very survivahle system. It will allow us to put teemi-
nals on bombers as well as on submarines and land comhat vehicles. 1t is the
first of its kind.

We abvo have on orhit the UHE military communications satellite known as
FLEETSAT. Four satellites, plus other leased assets, provide vital glohal
coverage. Additional FLEETSATSs are being procured to maintain the UTE
vonstellation into the Tar Tuture,

We alao have developed the Ground Wave Emergency Network (GWEN)—
4 low freguency set ol towers using packet switching technology to move
low dita rate messages across the country into command centers, GWEN
will provide assured capahility of getting short emergency action messages
across the €' system. Then we have the Miniature Receiver Terminal
{MRT). which 1s a new receiver going on the hombers; it operates at low
and very low frequencies.

The E-6A s the new replacement for the C- 130 TACAMO aireraft that we
maintain on orhit 24 hours a day. Not only do we keep a command and con-
trol airplane up 24 hours a day in the midwestern part of the Umited States,
we abwo keep two TACAMO aireraft up--one in the Pacitic, one in the
Atlantic——24 hours a day. 365 days a year. for waured connectivity to suh-
marines. We're replacing the C-130 that does that joh with a new airplane
called the E-bA, which is an AWACS wirframe.

Lasity. we're also moving into wide-band ENIF to carry more data with
higher jun resistange.
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In the navigation arca there is the Glehal Positioning System or GPS. Riding
aboard GPS ix the Nuclear Detection Systein (NDS). The GPS side ol the
system will be an 18-satellite active constellation at around 10,008 miles
altitude. providing focation in three dimensions in real time, So an F-16
pilot, Tor example, can determine where be s within about 30 Ieet in three
dimensions at any given instant in time. The svatem can also be used to ver.
il the tune very, very accurately. GPS can be accessed Trom sbip terminals,
submurine terminals, manpacks, vehicular terminals, and so on. NDS rides
onboard the siome sateHites and would allow one o know instantly where a
nuclear weapon went ol with an estimated viekd ind height ol burst. With
NDS. in the event anything were to bappeti, we would be able instantly to
perlonn dimage assessment, on curselves and on the adversary. NDS reuad-
out termimtb on the aithorae commuand posts and other plices will provide
this information,

.. There are also other commumcatians initiatives underway, JRSC, or
Jum-resistint secure conmumications terminals, are mobile or movable sate)-
lite terminals that operate with DSCS. The one commercial nuatiative as
cabtled the Nationwide Emergency Telecomnmmications Syvatem ¢ NEFTS 2 U0
an mtiative that will uperisde amd make more robust the public switehed
telephone network. We've mvented o “"boy™ " {or Bell Liabs bias, with our
money tat can be put on certan swatches, The way the US public tele-
phone switched networks operate is with very, svery large swatches, then
mediom-stzed switches, and then some snsller ones. The sialler ones are
called class Tour and class Tive swatches, There are about 200000 such
sswitches mthe countrs . Now o at tie moment, there may be onls tao or
three possible rootes to cotmect pomts A amd B itor exvample. from here to
San Friunciseor. But when we put this box, which is realls sospecial purpeose
sl conputer, on o few hondred of those swatches, we'll be able o go by
bundreds of routes. So bavimge NETS i phiace wall proside aomuch wore
robust congmumcations neework usie those bilhons, or tens, or mdreds of
billions oF dollars, whateser we've got sunk ot the local PET

I the tunctional area ot cmmpand and contiol, we've butlt, deplosed. and
delnvered tour 10 4B, the highly moditied 747 aneraft crammsed tall ot
communication equipment that e called the natonal emergeney anbaorme
commtand posts INEACPSE tor the President. They are deploved now i the
middle western part of the United States: they e not at Andresws AR amy
more. They sit o tive nunute
alert, or at least one ot thesy ane

; i the el woestern part of e
et does. 24 bones o ‘I;’:' B 365 Eiisteecd SEafes Lotssaun ‘HI‘ frudiana
davs aovear Weare alvo nndenis
e the worldvade airhborne com-
tnd cird contiel plattonns, cand wil oomnnee to dy that. They are recenvang
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new electronics, new communications equipment, and things of that nature.
We have aboul three dozen of those. We're hardening systems against high
altitude electromagnetic pulse effects and we're doing a lot of special studies
on how to do an ¢ven petter job of providing for a surviving command and
control function.

[STUDENT] Do you have any of the E-1Bs wt Andrews?!
JLATHUAM|  No.
| STUDENT] Do you have any other emergency aireraft’?

JLATITAM] Yes. we keep other aircralt that are on special alert to get
the President out, hut they're soall aireralt.

[STUDENT) They don’t have all the command/control equipment?

[LATUHAM] We have a Presidential support squadron that has speeial
helicopters and things of that nature for coming in and getting him out of the
White House if that were necessary. Now, the prohahility of something like
that happening-—that is. if the Soviets or some had guys could so surprise us
that we have to panic in the middle of the night to get the President out of
the White House—we consider highly unlikely. The US system provides us
with the ability t tefl if something is up and take muoch more measured
actions anyway. So, | don’t look at moving the President as the most proha-
hl¢ situation, and that might send a wrong note anyway. . ..

[STUDENT] I'd hike to shift away from the strategic to the tactical,
Charlie fleckwith, who was the Defta Force communder on the attempted
lrantan hostage rescue, commented on the ¢! that he had. 1'm addressing the
syatem rathet than the pariicular technology: | guess they were UHF satellite
termenal pachages ut various points, hut iCs not signilicant whether they
were UHE or some other Irequency. He said the communications were
hastcally good, and that the interplay went well between the various ele-
mients in the hicrarchy, and that the command and control structure was
muodel for jointness. And yet there have been various allegations that, in
Grenada, command and controf could have been better. Some ot the sl
I've read in various articles qall of
ttoung lassitied) say the radios Tor
some of the pround lorees were too
heavy and they couldn't heep up.
and there were other things about

Grenadd —the US mnvasion, October
2, 9
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air sirikes not being well coordinated. From your perspective what might
have, or what should have been some of lhe lessons learned?

[LATHAM] Well, there's an interview with me in the February issue of
the Armed Forces Journal International that asks that same question. And
my answer is that we really didn’t do tbe pre-invasion planning that is nor-
mally required by the communications and command and control people in
order to get various aspects of lhe

communications plan  really an interview with me—"An Exclusive

straightened out—who was going AFj Interview with Donald C.
tatham,” Armed Forces Journal

to hav‘c‘v\:hat cquipment, what International, February 7985, pp.
COMSEC waus needed, and all 54-70

thal. So, it was a planning deli- COMSEC—sevure communicalions
cieney brought on by the very high equipment

secrecy and the short time that they

had to get the job done hefore they went in there. That was really it. The
equipment is designed to be interoperable. and there's adequate equipment
around. It just was a very closely held, very short-term planning job done.
The commander of the whole task force admitted publiely in a speech not
more thun a month ago that he’d never heard of the PRC 104 radio until
about two days before the invasion. That's a hand-held satellite radie. You
must know what you're doing with your communicalions or you're poing to
getin trouhte, So, he had trouble.

|MCLAUGHEIN] I ¢ian see other situations where one might have more
time. It seems o me that any commander going into an operation like this,
even il he had more time. will stifl want to maintain surprise. The secrecy is
going 1o be the continuing problem and the losses entailed are in part the
price of that secrecy. This is a problem that comes up time and again.

[LATHAM] That's right. There was a trade-olf; they made a judgment
thut secreey was more important than anything else. and paid some prive for
that,

{OETTINGER] BBut wait o minute. That's the sort of {ix one is in as of the
week, the month, or the year hefore Grenada, The real problem is wiien
you're in Grenada. Think of it this way: one of the classic elements of the
spy story is the phone booth, Why'! Because the phone booth is there, and
nobody knows I'm walking up to it, and vet | have the guarantee that no
matter what phone booth 1T walk up to 1 can talk to sonie place. So. it seems
1o me that more fundamental than the matter of cither secreey or surprise is
the problem that one cannot count on the notion that whatever piece of
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equipment one walks up to, whether it's in the clear or encrypted. one has a
reasonahle chance of reaching some other instrument in the friendly forces,
There is the root of the prohlem. Why can’t one count on walking up to a bit
of communications gear in the US military and huve reasonahle assurance
that it'll communicate with another lriendly piece ol communications?

[LATHAM]  Well, 1 think that we're rupidly getting there in most cases. The
mean-time-between-lailure rate of the VHF comhat radios out there today is
unacceptahly low. So. when you walk up 1o a VHF radio mounted in a jeep
today. tum it on, and hope you cun tulk to the brigade commander. it may be
that it doesn’t work because it's Tailed Tor some reason, That is o Tuct ol lile of
all radio systems, and even telephone systems (although we've muade these far
more reliuhle over the years, at least in terms of fixed plant).

Now, the new radio that replaces the VRC-12 has got at least 10 tinies the
reliahility, so we're more confident now that when somebody uses the rudio,
he can make contiact with another radio ol g similar kind, and using the same
COMSEC. In some ol our aircratt radios now we're getting a mean-time-
between-failure of thousands of hours. So the ability to communicate relia-
hly is getting hetter and better. We're experiencing exceptionally good per-
formince on our satellites. These DSCS satellites | mentioned are lasting
vears and yeurs longer thun their it design had intended. S0 vou can have
some confidence. s Beckwith did. of being uble 1o have a satellite terminal
thut will in Tact work over that satellite. We used those in Grenada, and
Beckwith used those-—both SHF

and UBF — m lran, and they were

used in Beirut, And they worked SHIE--Supes b Frequeacy
pretty well, They had pood clear UEEE - Uilt High Prequency
voice, gond qiidity voice. So, it

getting better.

Stll, i you want o talk across Senvices tand et cone up i Grenada, about
cross Seevice conmunications st different types of radios, using different
ey of COMSEC equipmenny yon'se prohubiy going 1 get i trouble. And
that’s what happened in Grenada. because they d=In’t have dhe right stoff there:
they hadn’t planned ozt The special torees brought in their ow i connnunica-
tions, whichl were ungue 1o thenn, Soo casetully planiniag this out could have
salved Lot of the problems, bt again, there was an insatiable desire for infor-
nation, so people were g e pass ons of igoruation back wnd forth both
wir, and tnngs got conmgested and broke down m that sense too,

Howerver, we do live o progran called Jomt Inte operdibity of Tachcal
Comirnd and Control Systems UINTACCSy wilneh o o ont, cross Servaee
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effort to make sure that tactical command and control systems are, in fact,
interoperable. We will spend about $100 million on that in 1986 doing tests,
promoting standards, setting up various testbeds, doing simulations, and try-
ing to be the keepers of the interoperability. (103, 105, 106-07, 108-09,
3y, 120-21)

14, CLARENCE E. Mc- Director, Command, Control, and
KNIGHT, “*C% Systems at Communications Systems, {CS
the Joint Level’® (1986,
pp. 1-30)

As we move across this increasing spectrum of capabilities and threat toward
the 1990s and the Strategic Defense Initiative (SDY) programs, we have to
look at the tremendous demand that all of this is placing on command and
control systems, recognizing that most of them have evolved from existing
systems and are actually just extensions of what is already there toduy. So if
you give a dictum that you want all of that to be surviving and cnduring,
you're looking at systems that become more and more and more complex as
we stanl our clectronic expansion around the world.

... When you look at C* systems, you have to take into consideration their
drivers, ull of which have an impact on the national strategy and the ¢le-
ments of the military strategy that were derived from those nationad ohjec-
tives. Naturally, technology drives C* systems. So does where we are in the
warld, our geographic responsihilities. A hig part of the equation as far as
the C* systems are concerned and how they are put together has always been
the land mass of Europe. As for architectures, in 1962, when the Defense
Comnuwnications Agency was created, everyone expected a hig meta-
morphosis, hig architectures to be formed. Well, what happenced is that they
merged the administration und command networks in the Services, and
they've been luminating those ever since. The new kinds of architectures are
the satellite constedlations and we need to look st what we can do 0 harden
those und to move into other arenas that are being forced into being, such as
the joint and conshined interoperability networks, constantly pushed hy the
threat. But we have to look at these new architectures in context with what
already exists. and that's a hig chore because we are heavily capitalized in
older equipment, particularly in our analog equipment. It would be nice if it
were ull digitad equipment. hut we have an awtul fot of analog equipnient,

When you look at the connectivity hetween the Nanonal Command
Authority and his commanders in chief who are his warlords, i€ vou will,
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you have an expansive amount of territory to cover for that connectivity. It’s
global. And you can finesse it with force structure in other areas bt you
cannot finesse it with command and control systems. You can do a lot of
things with wires and mirrors on a limited exercise, but if you want t have
a robust global communications system, you have to make the investment all
over the world,

Now, for you gentlemen in the State Department, you know you have the
Diplomatic Telecommunications System. There are many crossovers
between the Diplomatic Telecommunications System and the Defense Com-
munications System. But neither onc of us has the rohust linkage that we
would always like to have "~cause we are using national and international
systems as the connectivity wom uall of those systems. We do an awful lot of
handshaking around the world as we try to create systems that can posture
our forces and also accomplish the diplomatic nuances necessary lor
deterrence.

.. | Ylou can’t tuke one picce of technology like fiber optics or microchips
and say. “"That’s the solution,”” because they’re all part of suhsystems; they
need to be integrated into a much larger mosaic.

... One of the other key things in our C? systems today that 1 peed to com-
ment on, and that I've had to talk to some irate Senators about, is the inter-
operahility issue. 1 don't believe everything should interoperate. Certainly,
our industry does not permit us (0 make everything interoperate hecause
many times cquipment is huilt on a competitive hasis, with some features
added specifically to make them unigue so they won't interoperate, We
really need to ask ourselves the why, how, where, and when kinds ol gues-
tions so that we get an overlapping of the Services” needs and tie their sys-
tems together in such a way that will make us more ahle to create the entire
architectures without having to worry shout everything. We tried in ‘TRI-
TAC to huild **purple’ equipment and we found it's very expensive to do
so. 1's much better to huild equip-
ment that will work together hy )
Jinine e ififeritee b heg: g IRFTAC - font tfoe Senviced Factical
L TINTE Tt e "“"L'\ "'L'“f'“' Communtcalians Pragram
there are so nEIny unigue Service “puple” cquipment —mtended for
requireinents that you cost yourself Jorrt yse (Purphe represents o blend-
wt of the are . ichlv my ol the uniform coloss of several
out of the arena very guickly, e
which hrings me hack again to e
off-the-shelt kind o equipment.

o We redlly have to look at our wiaster pluns and see whethier they are
achievahle across several administrations. We want to try to design things so
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that they don’t hiccup. We should be as apofitical as we possibly can
because our C* planning is a national resource. It spawns an awful lot of
technotogical prowess, The mifitary Services have always trained their tech-
nicians very well; when they go into the industrial base, thcy become very
productive citizens using that technology. The kinds of architectures that we
develop—the master plans of the CINCs (Commandcrs in Chicf). and the
master plans that we produce—should be so logicat that they are achievable
regardless of which administration is in office. As a finaf shot, 1'd likc to
think that we could get some kind of a balance in the systems that support
intelligence and command and control. That is, balanced in the perception of
the Russians., such that we have a credible system out there for the tactical
forces, a very credihle system in the strategic world, and a crisis manage-
ment system that is second to none, giving us the warning and the time to
negotiate ourselves out of an unwanted war. . ..

[STUDENT] Sir. you mentioned carlier that you thought tactical C* was
relatively neglected as opposed to Department interest in strategic C*. 1 sup-
pose you might have in mind something like the correlation hetween factical
docetrines and C* requirements. The newer doctrines, say, of battie in
Europe. like air/lund hattle, would prohahly have more stress on the require-
ments in that regard, or is that not the case?

IMCKNIGHT] Maost delinitely. Air/land hattle has tremendous require-
ments because von need CD (controlled dissemination), you need to svn-
chronize, To give you an analogy. in air/land battle you are no longer in &
footbalt game of opposing forces across from cach other, but more like a
socver gume where you're entwined, and there is o lot more mobility on the
battlefictd. The essence ol airland bantte is fleaibility and synchronization.
and that requires an awful fot of commiand and control support systems,

[STUDENT] Is that necessarity relfected in the procurcments, the
buildups into the organization of C* systems so tar, or is that only in the
atfing?

| MCRNIGHT] No, it's in the offing right now, 1 think you will see tur
more mobility siressed on the bartlehetd. We ceninnly are pretey well tied
down fike the filliputians with 1the vers freavy equipment and the wire sy
tems than today present us Trom having ripid movement of onr command
venters aromud the battleficld. The mobife subscriber equipment which they
have just started to procure should i the vens Jorward dreis give mnch more
flexibilitn in moving conmuemd posts in more compressed time frimes. (3,
O, 8, 1718, 23, 24
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15. JOHN GRIMES, ‘‘Informa- Director, National Security Telecom-
. i munications and Director, Defense
tion Technology and Mul' Programs (C5), NSC

tinational Corporations’
(1986, pp. 135-49)

Because of ... vulnerabilities und demands lor ensured connectivity, com-
panies like AT&T have network control centers to maintain the system
integrity, und restoral for everything from an earthguake to a regional event,
like tornadoes and hurricanes, Other carriers have established so-culled oper-
ations centers or control centers. Electric power companies are looking at
the same thing. They do it primurily for cconomic reasons, hecause their
profits are hased on revenue, when you lose major customers for a long
period of time, you lose revenue. Dissatishied customers tend to switch to a
dilferent provider; although the clectric power companies in this country still
have 4 monopoly, the telecommunications people do not any more,

As most of you realize, the government does not own a pervasive and inde-
pendent electric power source or its own telecommunications systems. We
get ahout 9% percent ol all our communications from the private secior, i.c.,
telephone companics. One of the things we've done with hoth the power
industry and the wlecommunications industry is to make them aware ol the
vulnerahilitics of their respective industries and encourage them to develop
contingency plans and capahilities so that they could restore critical service
in case ol a major disruptior, *Critival service™ is defined aceording to
national priorities. depending on what kind of serviee is heing restored and
in what situation; the prionty may he public satety during a disaster, or serv-
ice to the Defense Departaient during o wartine situation,

The elevtriv power grid is now almost totally computer controlled over com-
munications links. They have had some hrownouts and hlackouts due to
tailures ol this technology: while it has improved the overall operating elhi-
ciency of the system, it van vreate trenwendous inefficiency when it hreaks
down. An example —on the West Coast, in the sumimer, power is shared
trom the northwesterm pant of the United States down to the Los Angeles
area. (o run the air conditioners. In the winter, it is reversed and electrie
power is shared to the north to run the heaters. The control is dene hy com-
puters and telemetry flows over conumumcations lin

et me first make a point on survivability, Survivability can be regarded
ws i omatter of Lite and death or as a matter ot ymprovement hy degrees. Take
the natwonal power gnd system. There™s a conple ot things that you can do.
You lave single pant fulures, One of the things we are findimg out is that
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power plants arc not as critical or as vulnerable as substations. which
become critical single points. You can do some things today at power plants
1o take away that vulnerability by using network design. Previously, that
kind of solution was not {easihle, whether for cost reasons or for regulatory
reasons, where the Public Utilities Commissions (PUCs) wouldn’t let the
companies do that. We have what amounts 1o a national power grid system,

To come baek to your point about integration, the system does hecome inter-
operahle, hut we try to make sure that the foss of one part ol it does not take
the other part down. We try to take some degradation into account within
the integrated system. However, that means that il you do lose a part, you
have to have a plan. For example, maybe you're getting power from the
Canadians and you lose that as a major source, hut you have an alternate
plan; in the case of the Northwest, there might he a connection into the Col-
orado arca, [or example.

So while parts of what you're saying are correct, | think the systems are so
designed in this case as to allow for the danger that you mentioned, We talk
ahout interoperahility. rather than integration. A fot of times, integration
implies that if you lose one part, it drags another part down. In telecom-
munications we have some of those kinds of prohlems. because when you're
operating at megahits, synchronization is critical in order to maintain what
we call hit integrity. There's a master iming source: somehody always has
(e be ahle to clock. We are looking af ways 1o make sure that the system
maintains its integrity because under the new telecommunications industry
structure, with so many long-haul carriers—the new MCis and GTEs, and
then the satellites—there has to be one very accurate clocking source. or else
you get hufferning. 10s these kinds of things we have to address to prevent a
system failure, In a digital system, il you lose the clock, it's catastrophic; in
an analog system it is not. The ofd frequency division multiplex allowed for
slow degradation.

Toduy, one of the vulnerahilities of a digital system is that it's almost hin-
ary: IU's ceither there or ics not. By the way, a very major concern of ours in
networks that support national sysems is interoperahility or alternate routing
capahility. It used to be that we operated through what we called lrequency
multiplexing. Toduy we do time division multiplexing. The differcice is that
frequency multiplexing worked like your radio; you changed frequency to
pass different types of data. Today you code a hit, which is in a serial
stream, interwoven with a who'e hunch of other information, not even all
your own information, When it gets to the other end ic's multiplexed out.
There™s a lot of room todiy tor error and degradation, and you can do things
in the system to keep the highest priority systems on the air, whether they're
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circuits or customers. Today you can lose everything, so you must plan your
systems accordingly, That applies to maintaining telemetry on a hardware
system as much as to transferring informalion for a customer.

| STUDENT] Is there a general theory that ties together all these concerns
about system vuincrahilities and integration’

{GRIMES Well, again, the vulnerahilities can he categorized. A corpora-
tion that is revenue-hased is looking at it Tor lost revenue, and will go some
distance toward ensuring against Tnlures according to the costs and henefits
involved. That's an interesting caleulation right now with the increase in ter-
rorisl activit, around the world. Fortunately, we have had little problem in
this nation. Some years ago we had a thing catled the Monkey Wrench Gung
runnimg around out west. They were environmentalists concerned about the
hig transmission towers that run across the nation, hoth the metal and the
wounden type trestles. the very tall ones. They took hlowtorches out there, in
the case of the metal ones. and cut them off and just fet them hang. 1t was
very costly proposition. In another case, they took chain saws and went out
where there were telephone pole trestles, and cut those off and let them dun-
gle. They took high-power ritles and shot up transformers and substations. 1t
took quite a bit of time to replace one of those transformers,

Again, that's very localized. and you can do things to get around that foss,
I you take o farger event, a tornado or an earthquake in California where
vou take ont g hunk ol the system, then you have another type of restoration
you've got to consider. In the case of Catiforniu, for example, conmunicy-
tions ¢compinies try not to put much ¢able around the San Fruncisco area
hecause carth shifts tear the cables, They nse a ot of microwave. Also,
those shukes ““detune™ the microwave beam, Companies do varions things.
hike deep piling in the pround, to prevent that. So there sre things vou ¢on
do o guard against some Kinds of disruption. But tor cases like the Monkey
Wreneh Gang and terrorism today, physical protection ol those facilities has
now hegome a major issue, und corpormions are poing to have to start doing
somiething ahout it. Some companies put chain link fences upy, with no fights
or open gites. hist as you see in Washington with the sundhags, ete.. and in
airports with the metal detectors, you're goimg to see that kind of protection
as i common practice, unforunately,

I you carry that one it fierther into o wartime sitaation, we have national
policy and plans und organizations m plice o handie such things as restor-
ing critical tunctions or reconstitutimg the systems. In the case ol communi-
cations, it's the National Emereency Telecommunications Svstem that works
with the 22 federal ugencivs to set up priorinies, so that we can restore those
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mosl critical systems that we need, In the case of the power system, the
Department of Energy has worked that out and coordinates with the power
companics on a daily basis.

... My point is that with this increased proliferation of computers in every
aspeet, in the medical area, logistics, transportation, etc,, our dependence
on them is causing a major strain on our communications capabilitics,
especially in the tactical environment. When you're operating in a benign
environment, your pipe is very large. When there’s a disruption in that pipe
and you've gol to go down to half the size, sctting prioritics for what is the
essential data you need becomes very critical. Unfortunately, people think
that they're going to operate in a stressed environment with the same amount
of information as they have in peacctime.

The Moscow Hot Line operates in a very controlled environment limited to
two individuals, and was designed to pass very critical information on an
accident or an error made hy cither party. Its purpose was not for going to
war, but for preventing war. Whereas with these very pervasive syslems
scattered in 16 divisions or wir wings around the world, so much information
is flowing out there to sustain that force that the sysiems now in use during
peacetime are going to cause problems when you get into a stressed environ-
ment and have to disturh the network.

[OETTINGER] Let me see if L ean get you to speculate a little bit as to
what the remedy might be. If | go hack in history, it scems to me that it is
precisely for that reason. among others, that the notion ol doctrine evolved
in the military: What do you do il the horse and dispateh rider don’t get
there”? There are certain things that you do when you get cut off. To some
extent, what you're descrihing implics having lost sight ol some ¢lementary
principles. If so, then maybe a correction should be on its way, Or have we
not yet had enough experience in stressing these systems, with the pipelines
breaking down, Tor people to have relearned and reinvented doctrine or
modes ol operating when they're cut off from the pipe?

|GRIMES] | think we're now recognizing the need for doctrine and pro-
cedures to deal with stress environments and communications disruptions.
The two technologies of computers and telecommunications have merged
now to the pomt where that need has arisen. It used to be that the computer
people did not coordinate with the communications people; they just took it
Tor granted that the communications source would always be there. Bul we
got in such dilemmas in the Army and clsewhere that those Tunctions have
been merged, because it was recognized that neither one could po without
the other in today’s distrihution systems. 1 think it’s a self-correcting
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problem. We're seeing sone efforts now, and progress is just a marter of
time. We just have 1o hope we're not faced with a life-or-death situation
hefore we get there. That’s kind of the critical point. We do have a propen-
sity for uprighting: we swing onc way or the other, and somehow over a
period of time, our checks and balances kind of set us straight.

| MCLAUGHLIN] It seems to me that part of the prohlem is the continual
need to reinvent common sense. Your logistics pipeline is not going to he
there either if someone’s attacking it. That™s why you carry certain stores
and ammunition with you, on the assumplion that you're nol going to get
resupplied on a daily hasis or whatever in certain situations. That logic is
hasic 1o contingency planning in general. But it seems as if every time we
put in & new technology out there with new opportunities for communicat-
ing. we keep forgetting that we won't have all that pipeline available and
that we have 1o plan accordingiy.

|GRIMES | Tony used the word “doctrine. ™ Doctrine, of course, is used
wore in the military than in other federal agencies or in corporations. Doc-
trines, goals, and ohjectives are somewhat similar in a sense, hut doctrine
means, “This is what we're going to do and how we're going to get there,™
In most government organizations ['ve been associated with, as computers
became availahle, people never went out and used the computer us 3 more
proficient tool to improve the process. They simply automated the existing
ong, two, three. four, five steps involved in a travel voucher or transporta-
tion form. Now, 1 think it’s generally understood that with all the cdit func-
tions und accuracies of computers, you can do away with steps two through
10, hecause the computer does all that for you. Ten or 12 years ago, |
pushed very hard to have the office of the Army Adjutant General at Fort
Benjamin Harrison start looking at what office automation computers would
do, because they put out all the procedures and regulations on general, com-
mon user forms, personnel records, and so forth. I you automate that
record-keeping then you climinate a whole lot of functions; when you do
that effictently you also reduce the amount of data that you have 1o process
or transfer. That’s starting from the very beginming: You lay out what you
want to do and you take an analyst in there and say. “This is how you do
it,”" and then you write your code around it That kind of process is starting
to police itself. Again. you've got more people who understand computers
and their applications, whereas previously there was always just & handful of
experts around.

IMCLAUGHUIN] The pattern you deseribed has heen very common in
industry. 11 hus been our contention for some tine that if you went out and
did a methods study preliminary to huying a computer, vou would wind up
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saving alt the same money without buying the computer at alt; the computer
simply provides the icing on the cake. The general pattern is that people
tend to start by automating what they’ve already been doing, and then only
Jater do they rethink the actual process once it's automated.

|GRIMES] Another point that we haven't talked ahout yet is the trend
toward establishing corporate communications centers. It has been brought
ahout hy the structural ¢hange of the telecommunications industry in this
country. As most of you know, ahout 80 percent ol the network out there is
owned hy AT&T today. Ol the rest of it. ahout 10 percent is MCI. and
another eight or nine pereent of it, maybe not quite that much, is GTE and
U.S. Telecom, while the rest is strewn about, The concept of end-to-end
communications changed with dercgulation, whether for a computer, a tele-
phone, or any other information system. Corporations have had to change
the way they do husiness. Companies like General Motors and American
Airlines have all had to go out now and develop a corporate infrastructure in
order to maintain end-to-end communications for the various inflormation
systems they use in their day-to-day operations. Cost was one important rea-
sum, as | mentioned to you carlier. 1t used to he that you went to one vendor,
AT&T; you told him that you wanted to go from A to B, whether or not you
knew anything ahout 2400 bauwd or 4800 haud. and AT&T would provide
that service and just send you a

hill. Because of increased costs

and rapid change in regulations in paud—measurement of the data trans-
the competitive marketplace. peo- mnsion rafe

ple are now out there shopping

around tor cheaper servige,

The result is that corporations not onty have added a vice president for these
functions, hut they've abo had to go down and put in what we calt control
vepters, stufled with smart people who know how to order that service, In
somie cases, they have gone out and huilt their own systems, or are huving
dedicated systems, because it's much cheaper to do that, But it you do that
and you want to niintain end-to-end connectivity, vou've got te have un
infrastructure in order to restore service during an autage. Aguain. that means
vou have to huild yourselt a bittke control center with competent people in
there, You've got to he shle to isolate the prohlem, whether it’s the com-
puter or whitever. Yon're seeing i nigor trend in the environmient for that
resson. Fhat™s & part of informition systems,

A prime example of what happened in government is the case of the Federal
Aviation Admimistraion (1FAA) at Okkshoma City. Oklihoma City is proha-
bly one of the Rargest nodes Tor communications tor our federal government
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for administrative purposes, and the FAA was only getting service from a
couple of mujor carriers. When they were required to go out on a competi-
tive basis and get service from other carriers, and had to operate with the
local exchange carrier and install their own modems on the ends of the cir-
cuits, they got into some real difficulties to the point that they had to build a
control center and staff it with five people 24 hours a day. It's costing us
taxpayers a pretty good bundle to maintain that reliability that we wanted
from end-to-end service. In the case of the FAA, even though it's an admin-
istrative center, it involves some critical things that have to be done over-
night, like sending spare parts to radios in a Los Angeles airport. Also, it's
the library, if you will, where accident information is deposited and those
kinds of things. ...

[OETTINGER] You've heen talking about the cost to the taxpayer Tor
these control centers, network management services, etc. Are you aware ol
any studies or do you have any impressions as to whether or not. in compen-
sation for that cost. you've gotien more reliability”? This goes hack to somie
of your cther points about redundancy, etc. The Bell System made a point of
having alternate routing and so oa. but one could imagine that a
decentralized network with these little control centers here and there could
be more robust. It could also be more chactic. Or it could all just be an illu-
sion: everything might rely on the commercial control centers undemeath, as
a system is no better than the underlying network. From where you now sit
and have sat, are you able to form any judgment as to whether we've had a
net pain or loss in rohustness?

|GRIMES | Il you had asked me thot gquestion a year ago, 1'd have said
we had 4 net loss, hut we've grown in that area of expentise und we've put
into place some functions to overvonwe that difficulty in the governiment. 1'd
say all things are about eyual now with where we were three years ago. I'm
talking printurily about the ¢ritical command and control type of information
systems, Today the federal government gets about 90 10 95 percent of all its
communications (rom the private sector. As 1 mentioned, AT&'1 prohahly
owns about 8O percent of that Y5 percent. Anvhow, because of that depend-
ency in the lederal government on the private sector for what we call
national security and emergency preparedness (NS/EP) circuity and services,
we have had to estahlish a capahility in Washington such that, in the event
that we did have a national emergency, ruther than turning o one vendor for
end-to-end service. we would have a national coordinating center in Washe
ington to overcome that deficiency that grew out of deregulation. Although
the governinent paid for the facilities, the 12 major carmiens of this country
have individuals posted there at no cost to the governient, 1o ¢nsure that
service is vontinued or restored. ot that a new high-priority service gets
installed. That center does not coordinate the total telecimmunications
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service for the government, only the most critical, and that's a very small
percentage.

| haven't seen anything to indicate that we have better or worse service today
than three years ago, other than that there's a lot of confusion in people’s minds
outside of those who deal with telecommunications on a daily basis and under-
stand that relutionship between the two technologies of computers and com-
munications. | can’t refer to any studies. 1 will add one other aspect to that:
Under the National Security Telecommunications Advisory Committee
(NSTAC). we'ne looking at the network to sec where we can do some smart
things to restore service between corporations. But, again, that’s only for
national security: that's not just for anybody's use. Yes, we have done some
things to muke the system more dynamic, and yes, decentralization may give
you some improvement in robustness because it gives you other altematives. |
don’t know ol anybody who has done any study, or analysis, or measurement
of that improvenent or degradation. (137, 138-39, 144-46)

16. ¥FRED R. DEMECH, JR.. Career cryptologst; former Command.-
*Making Intelligence Bet- ing Qfticer, US Naval Secunty Group

Activity, Edzell, Scotland
ter”” (1987, pp. 125-46) clivtly. faaefl 26T

When | first started in the husiness, communications were less than 100 per-
cent relinhle, We depended on troposcatter systems, and it was just hotrific,
Today we have all these great systems. Is that the answer? Again, | think it
helps tremendously. hut let me 21l you some of the prohlems which exist
today. You don’t uncover these until you're part ol it. There are certain key
installations in the delense estahlishment that depend on the telephone sys-
tems ol host countrics to pass messages. Messages that say “launch your
weapons.t Or messages that are in the form of an alert to a unit that says
you'd better look ot because you're in jeopardy. That is a stantling revela-
tion. That is incredihle. Once these things ure uncovered people start tu do
something about them, hut it's nus cany.,

Then you go to satellite comnunications to offset that; systems where you
have control of your own satellite termnals in your back yard. What about
the vulnerahility of the satellite itsell”? So when Donald Latham conws and
says we're going to harden the satellites and make them more survivahle
hecause they can move and do other things, then you say, ““How much does
it cost 1o launch one of those™" It*s $100,000 per pound, and you keep
adding, and these are some ol the prohlems. But they have to dua them to try
to have 4 survivahle system.
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Will the information be available in time of conflict or war? A problem all
the time. Or in business ai the time of all these takeovers and stuff like that,
are you going to have the information available? | don't know if you will,
but a lot of people are trying to do their best to make sure that information is
available, Again, not an casy situation and we don’t leam well from pre-
vious mistakes.

In the 1960s, the Sixth Fleet Commander, Admiral Kidd in the Mediterra-
ncan, used to die for information. The system was clogged up. He couldn't
get information. Then every day he used to see this plane flying over the
Mediterrancan. It was an Air Force reconnaissance plane. It used to dip its
wings to him. That plane had all the information he needed. They couldn’t
talk. Simple solution and a couple of young officers got medals. They put a
compatible communications system on the plane and the ship. They solved
it. The people thought they were heroes. Twenty years later, the same prob-
lem. A different part of the world; Air Force planes flying over a Navy ship.
They can’t talk to cach other. You fix it by doing the same thing that was
done 20 years ago. We sometimes just don't learn our lessons about com-
manications prohlems.

One other thing. 1 remember an exercise conducted by a potential adversary,
They must have known something, | think. They didn’t pructice any emis-
sion control, All their emitters were on, Obviously, our system collected all
that surge in information. They sent it to the intermediate nodes to be proc-
essed and then forwarded on to Washington. So much information was
passed that tbe intermediate nodes shut down. The computers couldn’t han-
dle it. You're talking about 2400 baud circuits and things like that. and the
information was stuck hecause they couldn’t get it through. It took days to
get it to Washington. A hig prohlem. A lot of peopl: were concemed. How
do you lix that information? llow do you deal with it? Almost as if the
adversary knew that we couldn’t handle that information, and did it to test
it.

Being in the business, knowing a little bit about the Walker espionage case
and some other espionage cases, who knows, mayhe they knew we couldn’t
handle it and did it on purpose to test the system. 1 don’t know if that is
really the cise. but it could be (13-15)
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Headlines about waste and fraud—from overpriced toilet seats to
million-dollar kickbacks—imply that some common sense, coupled
with hefty penalties for wrongdoing, will cure the ills of the Depart-
ment of Defense’s purchasing system. Unfortunately, simplistic
approaches and simple solutions tend to compound the system's
problems.

For example, if expensive toilet seats are the issue, a **simple
solution’’ might be to set up an office 1o oversee the purchase of
toilet seats. Initially, the office would examine every '‘system'’ rec-
smmended for DoD purchase to make sure it did not include unrea-
sonably priced toilet seats. However, if past bureaucratic behavior is
any indication, eventually the staff would expand and the office
would take on additional functions. There might, for example, be a
quality control branch charged with designing tests 1o determine a
given seat’s resistance 1o stress; that, of course, would mean that
another branch would be needed to do the actual testing.

If one were to take the number of ''systems’’ purchased
annually by DoD; multiply that number by the number of components
in each system; multiply the resulting product by the number of man-
agement levels tasked with oversight functions; and multiply that
product in wm by the number of staffers found in the average gov-
emment agency, one might begin 1o get a sense of how *“simple solu-
tions'' grow into massive headaches and how toilet seats developed
according 1o government specifications end up costing hundreds of
dollars.

The most critical problems of the DoD purchasing system are
the time and cost overruns on ’he big programs—the multi-hillion
dollar programs that are obsolete betore they reach the field, that
don’t do what they were designed to do, and that cost ten times a<
much as they were originally projected 1o cost.

The extracts in this chapter illustrate the preblems inherent in the
present DoD purchasing system, highlighting the special difficulties
that arise when a C'l system—not a new weapon—is needed. Who in
DoD pays fur C'l when the Air Force needs more planes, the Army
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needs more tanks, and the Navy needs more ships? If you put the
responsibilitv for acquiring new C*l systems at the Joint Staff or DoD
level, you must put the funding there too, and doing that will take
away money the Services see as critical. Who do you get to prepare
design specifications when the users and decision makers don’t
understand the technologies involved and the engineers are more con-
cemed with state-of-the-art products than the users’ needs? How do
you sell C’l requirements to congressmen who are awed by the tum-
ing radius of a new fighter or the **hard kill"" capucity of the latest
tank, but are unimpressed by a more secure radio system?

On the positive side, some trends occasioned by rapid tech-
nological changes in C'l development might point the way to improv-
ing the overall acquisition system. For example, it frequently makes
more sense to huy C*l systems *“‘off-the-shelf"—that is, to buy com-
mercially developed systems—rather than to go through the usuval
acquisition process of determining needs. devising specifications,
seeking hidders, and so on. The latter process now takes 10-12 years
and almost inevitably results in fielding obsolete systems. Now, if
off-the-shelf purchasing makes sense in terms of C'l, might it not
also make sense in other areas of rapid technological ¢hange? While
it"s not pussihlic to buy a new fighter off-the-shelf, it may be possible
to use that approach in huying the components that go into that
aircraft,

Another trend is multi-year procurement, a Kind of bulk pur-
chase. If we project a need for 1000 farkles per year for the next ten
years, we may save a lot of moeney by huying 10,000 farkles now,
rather than spreading the purchase over ten years. The maker of the
farkles saves money by setting his production line up once and keep-
ing it going long enough to produce all 10,000 units—as opposed to
setting it up for two months every year for i0) years—and he passes a
percentage of the saving on o us.

Bulk purchase is not, of course, a new idea. It's long heen popu-
lar and productive in the private sector. Government, on the other
hand, is understandably and unfortunately more short-sighted: in gov-
ernment, the focus is on this year's budget, not the budget for the
next ten years. If we've got $1.000,000 to spend. it prohably makes
sense to split the money between guns and butter, even if, by doing
30, we're missing the savings involved in buying two yeans” worth of
guns. In exsence. it comes down to being a matter of prioritics.

The rate of change in Cl development can add an additional
wrinkle to the question of priorities. It we buy a new radio for the
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Army and plan to keep that radio in service for ten years, we may
need to buy 10,000 units of a particular chip used in that radio for
replacement purposes. If, in order to save money in the shon term,
we buy 1000 units a year, we may discover in the fifth year that the
manufacturer has stopped making that chip. It may be that by the
fifth year the chip is so obsolete we're the only ones buying it. And
the number we huy each year may not be high enough to justify keep-
ing the production lines open. At that point, we're faced with a
dilemma: do we scrap the radio and buy a new one, or do we open
our own chip production line? Either alternative will be very expen-
sive. The rapid pace of change may, therefore, force government to
look more closely at the issue ol multi-year procurement.

While *"off-the-shelf™" purchasing and multi-year procurement
may be uselul options in some cases, they're certainly not cure-alls
for DoD’s purchasing system. If you're not careful about off-the-
shelf purchases, you may end up with a lot of advanced systems that
won’t work with each other. By the sume token, multi-year procure-
ment could cause you to buy ten years”™ worth of a product that will
he obsolete next year,

There are no ““simple solutions’ to our acquisition problems, in
C*l or any other area. Procedures are never adequate suhstitutes for
common sense, and, unfortunately, large hureaucracies have little
choice hut to operate hy procedure.
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Extracts

1. WILLIAM ODOM, ‘'C* and
Telecommunications at the

Military Assistant to the President’s
Assistant for National Security Affairs

Policy Level”™ (1980,
pp. 1-23)

Who do you think pays for the JCS and the CINCs and the President's com-
mand and control—or, to put it colloquially, their telephone bill? The mili-
tary Services. And this creates enormous budgetary and political strain
within the Defense Department. If the Air Force has a choice between buy-
ing more airplanes or providing a command and control airplane for the
President, and providing more radios and more ADP capability for control
of the center of the JCS, they prefer the airplanes, not the control. The
Army prefers tanks to paying for the President’s White House communica-
tions system. The Navy has its preferences along the same lines. So there is,
in the way the Defense Depaniment

budgets are developed, an inherent

bias against funding JCS-level,
Defense Department-level and,
certainly, NCA-level communica-
tions. I leamned that when 1 thought
[ could take two or three enduring
clements of the WWMCCS pro-
gram and try to push them through.
I fought those right down to the
end. Friday night we have the

JCS—joint Chiefs of Staff

CINCs—Commanders-in-Chiel; here
refers to commanders of the various
military operational commands

ADP—Automatic Data Processing

NCA—National Commmand Authority;
the President or a successor

WWMCCS—World.-Wide Military Com-
mand and Control System

budget issucs nailed down, but by Monday moming they were pulled out.
Some Air Force s1aff experts had gotten to the WWMCCS Chairman on Sat-
urday. and | was left with no programs on Monday! (12)

2. LEE PASCHALL, ""C’l and
the National Military Com-
mand System’’ (1980,
pp. 67-86)

Consultant; former Director, Defense
Communications Agency and Man.
ager. National Communications
Jystem
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One . .. caution: whether it’s a command and contrel system or a manage-
ment information system which simply displays from a point-of-sale cash
register in the store and makes an adjustment in inventory and billing when
the keys are pushed, don’t leave it just to the technocrat. If you do, you will
get a very exotic system that may or may not do what you want. Jnciden-
tally, | speak as a technocrat—those are my biases, and you should know
that. But the fact remains that if the user cannot define his information needs
and make them understandable to the system designer (and that's not always
casy to do), you're in trouble instantly. Defining information needs is the
tirst and toughest task of building an automated system, whether it's a mili-
tary command and control system or a simple point-of-sale management
information system in a department store. And it’s not often done very well.

... [M]ultiple users™ needs often conflict, violently at times. Tuke the mili-
tary case, with which ) am, of course, so much more familiar. The Army
fights from the field. the Air Force fights from its base, and the Navy fights
from its ships. So to the Air Force air bases. and the communications con-
necting them, are very important. The Army is much more concerned with
its communication when it deploys into the field. It doesn’t care so much
ghout the survivahility of its camps, posts, and stations. The Navy, of
course, fights at sea. They all fight at different speeds and with different
degrees of navigational aceuracy. The result is that when you try to huild a
tri-service system for the Army, Navy, and Air Force, you've got three dif-
terent speeds to contend with. three ditferent geographical environments,
three dilferent doctrines, and indeed, three different languages. So nlti-
user systems are very dilticult.

One other thing about multi-user systems like the Worldwide Military Com-
mand and Control Systent and the Detense Communication System is that
since they are joint. the fint question that enwerges is, who is the sponsor for
budgetary purposes? Now the Army, Navy, and Air Force, gencrally speak-
ing, want to buy, respectively, tanks, ships, and airplanes. They aren’t all
that enthused about spending a lot of money on the Defense Communication
Systemy or the Worldwide Mititary Command and Control System. DCS and
WWMCCS must compete in the Service hudgets and with hardware that the
Scrvices are ohligated o provide

under the terms ol the Natiooal

Security Act. So first you must Natronal Sevurty Ad— 97 act which

find the sponsor for a thing like the vslablished the Department of
Delense Communication System or Detense

the Nuational Communication

Systent.

t70 Paschalt. 1980
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... Those rules are built so that DoD spends most of its dollars on ships,
tanks, and airplanes; they don’t fit command and control systems very well.
Now you have the problem of justifying to the Congress a host of little pro-
grams: a VHF communications system, an HF communication system, a
VLF communication system. And the Congressman sits there and says,
**Why do you need three? Why won’t one do? Why do you need computers
here, why don’t you use those computers over there?'” So what you have to
do is fit all these separate program elements under some sort of umbrella
description—and the current title for that in Washington is architecture. So
we have a WWMCCS architecture, a military communications satellite
architecture, dozens of architectures; and they haven't really met the need
yet, because we still think of them as separate liltle programs that you're
acquiring—this particular kind of hardware for that particular use. Its rela-
tionship to the other picces of hardware, and their particular use in the total
context of CH, aren’t readily ap-

parent. Last year, in the 1980

budget, 63 separate program ele-
ments were submitted under some-
thing called the Telecommunica-
tions and Command Control Pro-

VHF-—Very High Frequency
MF—High Frequency
VLF—Very Low frequency

Dr. Dinneen—Cerald P. Dinneen,
Assistant Secretary of Defense for

gram. Half a billion dollars were C'Lin the Carter Admunistration

cut from those 63 elements. One of

the lessons Dr. Dinneen drew

from that was they had not justified those 63 elements in terms of all the

other elements.

It will he interesting to waich. Dr. Dinneen made a speech in December and
one in January, and has had an interview in the Janvary Armed Forces Jour-
nal, It appears to be a very serious, conscious effort on his part to justify all
these separate little programs under one overall rubnic, so that Congress can
see the relationship of cach one to the others. Very often if you eliminate
one it affects the others in ways that are not readily obvious.

[OETTINGER) There are those who would arsue that if you make it all
visible it all becomes vulncrable as one unit, while if you put the items on
different shelves some may survive even if a couple of them die, and you
may be able o recover some of them laier on. So that there’s perpetual ten-
sion, it seems to me, hetween what you've described and alternative
burcaucratic strategy.

[PASCHALL] ... So managers tend to protect themselves. The most suc-
cessful program manager 1've seen in recent yeans is a close friend of mine.
He was a very successful man—since he's a friend of mine | can say this,

Paschall, 1980 7
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and | won't identify him—beyond his intelligence or, really, his capabilities.
The reason was that he had a thing called management reserve, and when he
went in with his budget for a particular program, he fought for management
reserve. He estimated his program fairly carefully, he cranked in inflation
and all those things, and then he said: "*This is a highly technical, highly
complex program, 1 need a large management reserve,’” and he fought for
that. The management reserve was simply to pay for the cost overruns and
schedule slippages he knew were coming. So he devoled his sales effort
(incidentally, they don’t teach salesmanship in the war colleges and they
should, to further an officer’s career if for no other reason) to selling man-
agement reserve. His Selected Acquisition Report went to the Secretary of
Defense and to the Congress on schedule, within program. He'd consumed
cnormous managemert reserve bul
it was within program, so he got
promoted. That’s the kind of
games people have to play to
defeat the system, survive within
it, or succeed within it. And i don't mean that in a derogatory sense. It's
practical advice. If you do not include things like management reserve, if
you do not take into account the real hard facts of life in budgeting and
s¢lling systems, then you should never believe anybody's estimate about
what it’s going to cost you in time or dollars. 1 finally came up with another
of my laws, which says nltiply everything by pi. Somebody once asked
me, “'Why pi?"" | said, ""Well, three doesn’t sound very sexy and anybody
can multiply by two; but pi makes people stop and think, "He must know
something we don’t.” "’

Selected Acquisition Report—final
report in acquisition of a new system

1 say that facetiously, but this system forces you to protect yourself in things
like estimating—not deliberately overestimating, but you have to provide the
cushion, because none of these systems will come in on time and none of
them will come in on program in terms of cost.

... Senior decision makers, non-technocrats, get very irritated with the
technocral who's in there with his jargon, pleading for a particular form of
spread-spectrum modulation as being absolutely imperative; and how much
more does it cost? A couple of hundred million-—spread-spectrum modula-
tion for a couple of hundred million is meaningless to many people.

... We’ve talked about the value of command and control and management
systems in isaproved management—saving money, using systems analysis
techniques to make investment choices. It's very hard to quantify the benefit
you get by spending a million dollars un a command, control, and

7 Paschalt, 1980
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communication system. In terms of numbers of doliars saved in buying F-
155, people have subjective views about what it’s worth, So anyone who sits
down to justify what the trade calls a *‘soft-kill capability’'—well, com-
puters don't kill very much, com-
pared to a ‘‘hard-kill capability™’
like an F-15 or an A-10 or a tank.
The systems analyst can do mar-
vels with the tank—probability of
kill, first sighting: add a laser or a laser designator to it and the probability
of kill goes up to a measurable degree. It's harder, though, to quantify the
benefits if you add another radar which gives you a second way to identify a
Soviet missile and decide that it is indeed aimed at you. People who deal
with C3] systems analysis and cost-benefits studies would be much happier if
they had some way to do that. (69, 72-73, 75, 77, 82-83)

F-15—fighter aircraft
A-T0—combat support aircraft

3 JAMES M. (OSBORNE. former Senior Vice President, E-Sys-
“*Meeting Military needs tems, Inc.
lor Inteiligence Systems'’
(1981. pp. 1-23)

From the viewpoint of an industrialist. the increasing complexities of the
weapon systems are drivers 1o increasing complexity in C'l systems. The
CYl systems are reactive to the weapon systems, tactics, doctrines, the mili-
tary uses. As those systems become more complex, the C*l systems become
much more complex in response, The govemment's changing, and ! think
decreasing, ability to determine und articulate its neceds in the C'l area. and
to prepare and manage meaningful specifications. is a very serious prohlem,
The changing and. again. decreasing ability of the government service per-
sonnel to vperate, repair, and maintain the sophisticated systems which are
being delivered to them is a very serious problem too, and | don’t see any
way out of it at the present time.

I am concerned ahout the lengthening lapse of time hetween design/
development and production, as a consequenve of procurement. reviews.,
test process. and many other
things—for example, MIL-STD-

781C. which is a very elaborate MIL-STD-781C—""Relabulity  Design

o e i Qualificatior,  and  Production
test program. | call 1t a statisti- Acceptance Test: Exponential Dis.

cuan’s orgv. It has to do with the tnbution.”” October 21. 1977
way equipment is tested after it's
developed. There s a proper place

Osborne, 1981 1
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for tests, no question about it. Certainly systems that have just proceeded
through design and initial manufacture have to undergo exhaustive tests. But
the government is applying the 781C document to the production of equip-
ment which has been produced in large quantity over a large number of
years, whose reliability is well-known, established and entirely suitable. The
government, after all, pays the bill; one way or another every dime of this is
charged right back to the government. And the government, according to
781C, must buy all these elaborate test machines and facilities and use them,
and that, 1 think, is outrageous. There is greatly increased cost associated
with it. And hecause these tests lengthen the procurement time, we're deliv-
ering systems which are semi-obsolete when the user gets them.

... Well, it really boils down to this: what are the real needs? What is it that
| really want to do? What are the alternatives associated with the needs, to
serve as a framework for preparing the architecture, specifications and the
like? Can | pick the alternatives that look the most promising, and from
them somehow select the hest course? (An endemic problem | ran across in
most of the programs was that someone had forgotten to do that.) Can |
develop the system specifications, subsystem specifications, equipment
specifications, test specifications, in such a way that others can understand
what they 're supposed to do and | can measure their performance? What are
the boundary conditions we're trying to work with, in terms of people, time,
money, plant facilities, that sort of thing? | can’t imagine that anyone in this
group would think that those questions are simple in execution. The overrid-
ing consideration—at least it has been to me in managing programs—is to
try and determine the forcing functions, to quantify and qualify them, to
bring the important items to a level of conscious attention and hold them
there. And | think that I’ve just stated one of the principal problems that |
see in Ot it is exceedingly difficult to develop a focus.

In his book The Mvthical Mun-Month, Frederick P. Brooks descrihes the
problems associated with the development of the IBM System 360. It's a
series of software essays. but | found it contained many lessons that were
applicable to things other than software. In fact it was required reading for
my subordinates. He develops the formula
C=N(N-DIn2

The problem in communications: C, the number of communication paths, is
equal to the number of people involved times the number of people minus
one over two, which of course normalizes to one if you have two people. If
you have a third person, the communications problem becomes three times
as greal; add a fourth, and it’s six times as great. That highlights the prob-
lem of committees. The whole C* process is riddled with committees,
reviews, and more reviews up and down the line. by people who don't share
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a common data base. Another book that | like to have my people read is Jus-
tice Cardozo's book: The Nature of the Judicial Process. Cardozo, who was
on the Supreme Court at the same time as Oliver Wendell Holmes, was a
brilliant jurist. He wrote on how a judge goes about making an objective
decision, and points out that that is exceedingly difficult to do. The decision
a person makcs is always run through a set of filters (my words, not his).
He's conditioned from birth to pick certain paths, he brings certain mores
and standards to the decision process; and it is entirely possible for one
judge to make an '"objective’’ decision that is entirely different from another
judge's '‘objective’’ decision on the same issue.

In the case of C71, people are developing needs and specifications (particularly

with the cumrent United States procurement philosophy) lacking a common data

base. Indeed people in positions of authonity, though they may believe they

think like computers, really have their own differemt data bases too. And even

l though all these people are looking at the same facts, they reach different con-
clusions. As a consequence, it appears to me (and to many of my colleagues)

l that there is a defense mechanism—an atiempt to get something sold through
the next level, rather than to address the substantive issue itself.

| ... } was Program Manager of the communication systems for Minuteman,
the sensitive command networks, support information networks, and permis-
sive action links. Five wings of Minutemen were designed with concurrent
manufacture, and placed in opera-

tion within six years. 1 was Pro- ) _ o
gram Manager of Autodin, whose Mﬂ:gslst;;zan—!mercammental Ballistic

design was begun in 1965 and the Autodin—Automatic Digital Network
last site signed cn in 1969. But

now it takes some seven to twelve

years to crank out that kind of system. You can’t help wondering what's
happened to us in the meantime.

... But that’s a procurement itch I've got, more than a philosophy. The
point is that there are all kinds of documents saying that the government
establishes and quantifies needs, develops an architecwre of specification,
and follows a specific procurement process; but if industry were 1o follow
that dictate literally or even approximately, it would be out of business.

[OETTINGER]  Can you pinpoint why?

[ OSBORNE] Because somebody in industry has been working with some
govemment agency, generally, to determine what the needs are. It's highly

QOsborne, 1981 175




Cil: 1ssues of Command and Control

informal activity, but it does happen. Somebody has been in there working
¢ .« the specifications for the systems and equipments. 1 still maintain—the
govemment will debate me on this, and so will other people—that you can
read a contractor's proposal just like vou can the Bible. You can read it as a
holy book or as a dirty old man’s manual, whatever you like to make of it.
At that stage proposals are generally cost-reimbursable instruments. Too
often, if you haven't been involved in the process from the beginning (where
1 don’t think you really should have been) you simply aren't the guy who
wins the job.

[STUDENT] Are we describing a procedural breakdown? Or, given the
changes in systems and technologies, is it realistic to think that someone just
invents the need now, specifies it, and then puts it cut for bid and gets it?

[OSBORNE] I'm saying that, because the development of needs is now so
much more difficult than ever in the past, the govemment usually (not just
frequently) lacks the ability to do it by itself. It doesn’t have people cuirent
enough in the state-of-the-art 1o know what can be done, or to assess what
should be dore. . ..

|STUDENT]  It's interesting that you are talking about having no forcing
functions to cause you to optimize and support your procurement proce-
dures. Such functions do exist in a couple of operational areas, where spe-
cial project offices (SPOs), for example in the Air Force, end-run almost
every normal channel and procurement practice, sole-sourcing nearly
everything; they do work with their own engineers in private companies, and
it’s almost like your description of

how thirigh were doe baCk-in the sole-sourcing—designation of one
40§ and "50s. From that kind (_)f company as8 only a\gr'!ab!r: supplier

project offices have come certain

technologies that were designed 20

years ago, yet are still the state of the art. It is interesting that, in the areas
where there are very critical operational needs, that old system still works.

|OSBORNE] Another good example of that is NSA, which doesn’t work
under the same kind of requirements that are laid on the Army, Air Force
and Navy. They can develop and
produce their equipment and sys-
tems in a differem way. As a con-
sequence. some of the best
developments 1 have seen have
come out of NSA.

NSA—National Secunty Agency
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... I guess | feel that with intelligent people on both sides of the fence—
trained, intelligent people—the specifications issues and so forth can be
resolved. Excessive procedures get to be a problem too; they tend to act as
an alternative to intelligent action, and can end up as a straightjacket. For
example: in one case | was working with an intelligent DCA group and
things moved smoothly, both on the contract side of the house and on the
technical side. In another case, on

a program where AFSCM-375-§

was invoked, the program was nit- DgA—DefeMe Communications
icked to death. | remember that gringy

pick It S i1 d y il AFSCM-375-5—"Systerns Engineering

one only too well. | made a lilm Management Procedures,” March 10,

for the Air Force at the end of the 1966 (withdrawn 1972)

program; they hadn’t asked for it.

It wasn’t in their budget. It ran for

33 minutes, it didn't even have a sound track, All it was was a series of
forklift trucks going across the screen piled with data. and dumping it into
an incinerator. There was a little clock down in the corner registering the
millions of dollars that had been poured into the program. It caused quite a
furor in the Air Force.

... | would dread being on the government side of the house trying to take a
program through all its needed approval cycles before they can ¢ven let a
contract. And God knows whether they get the system they wanted. Maybe
their needs change in the meantime. You try to change something, and
you're met with a group ol congressional statfers who apparently are free to
run rampant through the lahoratories, saying **You ure giving money
away.”" So you end up not changing things that need 1 be changed because
you're going 10 get into another approval cycle. | don't know where we
developed the philosophy that people have to be prophets, but we have,
That's imbedded in a lot of our procurement philosophy now. It doesn't per-
mit change to happen when it needs to.

ISTUDENT] ... JPJeople on the government side really don't understand
the contracts they let, quite frequently. We say on our centracts " All provi-
sions of MIL=STD=490 (or —483) will apply’" without having opened that
document and realizing how gener-
alized it is. We decide what data
we want 1o have hy citing every
contract data requirements lisa
(CDRL.} item. Ax long ax you have
cvery number in vour contracl, you're safe. That's the forklifi prohlem.
Well, somebody has to understand this process and tailor it to the specitic
situation, and that is what is rol huppening.

MIL-STD-390--"Specificaion Prac-
trees,™ October 30, 1968

QOst orne, 1981 177




Ci: Issues of Command and Control

[OSBORNE]| A plan is a living thing. If the circumstances change, the
plans change. Don’t do your planning just once a year, do it as it happens;
maintaining currency is super important. But the government process
doesn’t really permit that to happen. They don’t have enough people who, if
you wish to have it happen, could do it anyhow.

|OETTINGER]  Let me try to rephrase this. Suppose you express a need
for a system delivery—say, AEGIS—years too early. You get turned down.
Is it a bad idea because you wanted it too early? On the other hand, maybe
the Secretary of the Air Force and the Secreiary of Defense are right. maybe
it is too early, and it is desirable to
stretch out the R&D, or at ieast the
development phase, in order to ge
further down the road before you
cross the decision point. You have
avoided having the wrong thing carlier, which may be a plus. What | hear
you saying is that. in the government, ihe fonnalization of a lot of these
processes makes it 5 that it is damn hatd to have either a rational stretch-oul
or a forced march with an abrupt cutoff, no further changes, and delivery in
12 or 15 months. You imply a great deal, from the less constrained indus-
trial side, how——betwecn avoiding the mistake of committing too early to
somcthing that is going to be dumb in somebody’s judgment, and the mis-
take of dragging out too long something that you bloedy well necd
tomorrow—how that gets screwed up in the government. Could you draw
now strictly on the industrial side? If you had your druthers. as General
Manager, how would you most comfortahly strike the halance hetween
avoiding committing too soon to the wrong thing and dragging your feet too
long on something even if it’s not perfect”? One of General Cushman’s state-
ments was that it is better to have something than nothing, and in some cir-
cumstances even if it's not perfect you want it tomorrow. | think you were
starting 10 talk ubout that, Forget about the government for the moment; as a
manager, a principal, how do you balance that?

AEGIS—Naval Air Defense System
R&D—Research and Development

|OSBORNE]| Well, let’s say this. You can't fight a war with things that
are on the drawing board. You fight a war with things that are in your hand.
You can't run a plant with things that you're planning to do sonxtime in the
future. You run a plant with the things you have now. So you need 1o have
the capability at any given point in time that's sufficient to meet at least your
minimum needs. But that’s u process that doesn’t happen hy itself. It takes a
great deal of planning to be sure that you're probably postured as well as
you can be at any given point in time. ... | guess one of the things | feel is
death, from the indusiry side, is 10 lock yourself in concrete by choosing a
course that you refuse 1o change—even though there’s a need 1o change.
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For example, 1 started an LSI facility. It was a large-scale, integrated array
facility that developed innovative circuits, and we had chosen a certain com-
plement of equipment to go in

there—we had budgeted for it and

bought it. But another group of LSi—-large Scale Integration
equipment came out that was far

better, that would speed the proc-

€5S up, give us greater accuracics, betler resolution in our lines, and the like,
The Board was horrified when 1 went to them right after this stuff was deliv-
ered and put it on the block to sell it, to buy something else. But they went
along, and we put in a facility that really did what we wanted it to do. In the
near term it looked like a bad decision because we had spent more money in
that period than we'd planned to spend. In the long term (after all, that's the
thing we were aiming at), it made and saved a lot of money for us. But the
govemment system now has gotten so complex in its needs analyses, speci-
fications analyses, justification and quantification of programs—there are so
many levels—that things do get locked in concrete; it's almost impossible to
change them. As a consequence, we have systems which are less capable
than they should be, and it takes longer to get them.

... Now, government specifications theoretically try to map out that plan-
ning process. But they don’t put any one person in control; the process runs
through a whole series of bodies who are entirely different, who have their
own ideas about things. I've prepared a lot of these presentations for, or in
concert with, my government colleagues to take them through these steps.
The name ol the game is to get through the gate. And you're sometimes
willing to sacrifice some of the more substantive things in order to get it
through. And once you've got it through, for Christ’s sake don't change it,
because you'll have to start the whole thing all over again.

... There's an excellent piece by Melvin Laird pointing out that all Serv-
ices are continuously having to lower their requirements for the people who
are coming on board. So as our

wedpon systems am-] our- Som- Melvin laird—Secretary of Defense
mand, control, an_d intelligence January l969-lanuary7973 ’
systems are becoming more com-

plex. the capability ol the people

who are actually operating, maintaining, and repairing them is going just the
other way. In turn that makes the systems even more compiex, because now
you have to build things into them to replace the intelligence you'd normally
expect to find in the human being. That lengthens development lime, Sure,
things are getting more complex. We now have to put much more capability
in the same size bux. We are constrained in size, weight, and power, yet the
functions to be performed are much more complex, so the equipment is
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more complex. Determining just how all this threads together is obviously
more complex. Being more complex, it takes longer. Because we don’t have
people who are maintained at the needed proficiency, it takes a lot longer
than it should.

Admittedly it's going to take a lot longer in any event. right from the begin-
ning of the process. Engineering the system takes longer. intrinsically; it's
more complex stuff. Manufacturing takes longer. Because it takes longer it
costs more, but it takes much longer to engincer and manufacture, and costs
a lot more, hecause we're not applying all the intelligence we could and
should to the process. Finally we deliver the equipment to our customers—
late. and at sn exorbitant price. We hand it vver to people whe don't have
the capability to operale, repair, maintain it, so in the end the intended use
of the equipment is suhverted. It's just not whist we want. Somehow, despite
all this. we just have to change.

|OETTINGER | Now how would you interpret your propositions, in terins
of what you'd want to change”’

{OSBORNE] The complexity of the system is not going to change.
Indeed, it will get more complex. Since that's so, we have to look at how
we can assess the needs of the system in a much different way, and with
smarter pedodle. The government, as | said. is less and less shle to articulate
those needs in the form of specifications. That is going to continue to be
problem. Thuose specifications are going to continue to he complex, even
mure complex than they are now. We have to come up with a mcans of
ohtaining the best product. and a4 mechenism to expedite changes when
changes are needed. The procurenent process, the testing provess and the
like. by their very nature. cause things to take longer and cost more money.
And altheugh | can understand theoretically why these things have been
done the way they have—to keep out crooks and so forth—aonctheless it is
a fuct that things are tsking much longer than we ¢an afford 1o have them
tuke. They're costing more than we can afford to have them cost; we've got
to do something about that,

... The next thing that’s imporant—especialty in the LS] and VLSI type of
circuit—is that onc. you have decided that a device will be used to do a spe-
cific something, it's very difficult
and very expensive to change that
later on, because now its function VISI—Very Large Scale Integration
is embedded. For example, | onee
developed a PABX system—
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Private Automatic Branch Exchange equipment. It was all solid state. The
decision was that we would put it all into LSI circuitry. It was a beautiful
system, with automatic wake-up, call-back, a!l sorts of cuing. It was the
sexiest thing you ever saw—except that nobody would buy it because, when
1 told them how much it was going to cost and how big it would have to be,
they simply didn’t have that much money or room in the molel or hotel to fit
it in. It was suggested that we take the fealures out. But you can't do that;
they're embedded in the finished system. Therefore, it is super important,
since you're going to be building things this way, to make sure you start off
with the hest evidence: what is it that | really want to do? What are the
needs? 1t's important to spend cnough time qualifying and quantifying these
things to the point where you can say with reasonable accuracy, "'That does
represent what | want.”’ But we just aren’t doing as good a job of that as we
need to. It's because we don't have the people to doit. or we have processes
which make it impossible,

... Oh, | think it’s going to have to be a joint effort. It's nice to sit back and
say somebody else is going to generate all the needs and the complete archi-
tecture, and will then hand it to an industry guy and he's going to go out and
design the stuff and crank it out of a factory. Logically, though, it's not
going to work that way. It's got to be an iterative process with a real pan-
nership between government 2nd industey if it's going to work right. Of
course that's frowned on these days. The government-industry complex
somehow or other got to be a dirty word—I don’t know why, but it did. Yet
1 think we’re going to have to go back to a lot more of that kind of collab-
oration. The development of the whole semiconductor business wasn't done
in the military; it was done on the commercial side. The fact that you can
get all this swll on chips pow wasn’t a consequence of government work, il
was the compelitive force in the commercial marketplace that cuused it to
huppen. 1 think that, like it or not, there his to be a degree of pantnership
between industry and the governmient.

[OETTINGER| I wonder how much of the problem is an absolute, ard
how much of it is perception. A tire is one hell of a complicated thing 10
fabricate, but any bloody idiot can change a tire on a truck. By the time it
gets 1o the end consumption peint, it has to be operable. The intermal com-
plexity may be increased, but still you have to design the truck so that the
bolts can be unscrewed and somebody can use any old wiench; and you
have 10 think about whether it's desirable to require a specialized wrench,
and so forth. Maybe some of the problems are not as much the diminishing
capabilities of people, or the increasing complexities of systems, but the
need for more attention to making sure things are operable by human beings.
You may have to take five- or len-year intervals between major changes so
that things are engineered at a level where people at a panticitar time can use
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them effectively, as they would a tire. Now, is that nonsense, or is there a
germ of something sensible in it?

[STUDENT]} It's not responsive to today’s demands, but it's perfectly
true. For instance, the Air Force has problems not only with internal com-
plexity, as reflected by computer programs and designs, but with external
complexity, as reflected in the interfaces of what you're building today with
the other systems that are already in place or, worse, with those that are
already being simnltancously developed without the communications view.
This problem is going to exist until those systems are fielded and they some-
how come together. For example, we wanted to build an automated
TACC—this is one of our disasters—an automated tactical air control cen-
ter, and it was pointed out to us that current technology will support multi-
processing—that is, several computers which can share jobs. That's fairly
complicated. Weil, one company said yes, our computers can do it, and
we've got an operating system that works, and another company said we'll
build the applications systems if you'll give us a specification of how the
operating system performs. Another company said, well, uh, we're the sys-
tem integrators, and if those computer programs work on that computer,
then we can make the system work. But it dida’t work, and you've got fin-
gers pointing all over the place. Now was that all complexity, or poor man-
agement? It's very hard to distill lessons learned out of disasters. You can
draw almost any conclusion you want, but | think complexity was certainly
a fuctor,

JOSBORNE) Over in Minuteman, we had a problem with the cable sys-
tems. Invaniably some farmer using a posthole digger would punch a hole in
the cable; and gophers, it tumned out, loved to eat lead; they’d eat holes in
the stuff. So we developed a system to pinpoint where the leaks had
occusred with great accuracy—within 50 feet. That saved the Air Force an
enormous amount, having this aandy little gadget on the link that would tell
them right sway there was a leak: all they needed to do was go out and dig a
hole there and fix it. But then we had to pull that gadget out—it wasn’t 1o
Minuteman standards. As a consequ :nce, the Minutenan system is operat-
ing witkout that device now. It just wasn’tin the same plan. (3, 4-5, 6, 10,
1E, 12, 13, 13-15, 17, 18-19, 19-20, 20-21, 22, 2Y)

1, RICHARD D. DELAUER, Execulive Vice President, TRW, Inc.
A Major Contractor's
View of C1'° 1981,
pp. 69-94)
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Command is not a thing, it's not something you can go procure. Al most it
has the half-life of the individual commander, and that half-lifc is probably
no more than three to four years, maybe only two years. Putting in the
things that are needed to support his views on what the command function is
may lake a much longer period of time.

... Now, despite what some might think, this {the NORAD Command
Operations Center] is a good program—precisely because they did keep
changing the requirements, kept it flexible and kept throwing things out to
make it happen. If instead they had kept to the original program lines, in
Bob Everett’s view they would still be working on it, and we still wouldn't
have it in 198]. The heart of the recommendation of the Defense Science
Board study on systems acquisition was that you ought to build command
and control systems in an ¢volutionary fashion and get them in the user’s
hands very quickly. You find out what the commander wants, evolve the
system, add to it, update it, bring it along: in the meantime you install a
backbone system that really works, and we've been trying to do that. Finally
after much blood. sweat, and tears we have gotten the Services to admit that
command and control systems are different kinds of things from airplanes or
guns. They're acquired in small numbers, gencrally they're onc of a kind.
and their operational characteristics are largely determined by the user in an
evolutionary process. In many cases existing commercial equipment can
emulate the function, and you ought to be flexible and be ready to take
advantage of that in procurement. And remember that these systems are not
just for use at major command headguarters, but are also deployed at small
units down to the corps, even perhaps the division and company levels,
They all ought to take a common approach; at the same time, such wide
depiovment and such a wide range of needs demands flexibility,

JOETTINGER) The inference is that if the commanders stayed around
longer, or systems people wore smarter, of contractors were better at pro-
ducing things faster, as either a backbone or a completed system, this prub-
lem could be solved. Doern’t the real problem lie deeper? An operational
guy is likely to state his requirements in terms of functions—he needs this,
that or the other thing—if he's

capable of articutating then at all.

The technical guy at ESD is niere ESD-—-Electronic Systems Division
likely to talk about capabilities—

the gears, the techrology.

{DELAUVER]  Not only thai; he wanis o put a lence sround it so he can
meet the budget.
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[OETTINGER]  Even given a greater amount of time, though, mightn't
that kind of cultural gap be unbridgeable?

(DELAUER] All those tendencies are going to continue, and the charac-
teristics of the people involved aren’t going to change very much. ...

|EVERETT) The last thing you want to do is give the communications
capability 1o the President. Evolutionary development ean be like what the
African colonials used to call the

**white man’s madness’ —big

changes every time a new admin- Evereti—Robert R. Everett, President of
istrator came to the colonies. One z::g.;'_::nor and participant in this
would be an agricultural bug and

say, '“The bull weevils are cating

up all the cotton plants by the roots. Pull out the eotton roots, that’s how to
solve that prablem.’’ So the natives would run out and pull up the cotion
roots. The next guy would be a civil enginecr and he would say, ""We nced
roads. So forget that boll weevil nonsense and get on with road building.””
And they would go along with whatever the new thing was, because they
didn’t want to spend their time in jail. Similarly, in the command and con-
trol function, every incoming commander's background, environment, per-
sonality, whether he likes staff or hates staff, whether he's an authoritarian
or not—his whole style, his whole being will dictate to one hell of an extent
his and his s1aff"s command information requirements. A lot of thought has
been given to this, to identify basic informational requirements. As we get
down to tactical situations we arrive at some constants—things that tend 10
happen over and over. But that only gives us maybe ten pereent of the
needs. There's still the other 90 percent that's going to change with every
new “*white man'’ who comes in. . ..

|OETTINGER| | sense that there may be “*pure gold®" evolution and
**fool’s gold’* cvolution. Where is the distinction? The ideal evolutionary
model, as | hear you, is a simple ""backbune™ kind ol thing 1o which you
can add on. But another model, not incompatible with a naive notion of
evolution, says that you evolve a German PIT. a French PTT, some US
military Service facilities, sepa-
rately. They're  all  aicely
evolved—until the day comes PIT—posial, 1elephone, and \elegraph
when you try tc hook them to- mz:cﬁm;ﬁ::‘:x‘zﬂfw'
gether, 1otally or partially, and
things come to a grinding hah.
And somebody says, ““Jecz. you know, if only we had planned ahead and
thought the thing through up front, we wouldn’t have had 10 come to a
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grinding halt now and build interfaces which are larger than all the systems
together.'” Somebody clse says, *‘Well, we did it in an evolutionary way."’
Is that not what you mean when you say *“‘evolutionary,’’ or is there some
qualification to that notion of evolution which makes it good? And if so,
how do I tell “*pure gold'' evolution from **fool's gold"' evolution?

|EVERETT] Now as it tumns out, the German and French PTTs will work
together; the French and Germans do talk 1o each other, and that's been true
ever since the carly days. Therefore, in the course of evolution, it's worked.
But if they had never talked to each other and a time comes, at two o'clock
in the moming, when they will need to talk together, rest assured that they
won't be able to. This is the situation in our military. People say. “’lIt's just
absurd that the Army and the Navy can’t talk lo each other. We'll legislate
it: Everybody shall buy the same radios; or, we'll make them all get together
in one room and design the communications center.** Those things don’t
work. The only way you're going lo get than to work together is to make
them work together, make them work joint exercises, and when they can't
work together and the thing fails, you sneer at them and they have to go out
and fix it. If you don’t do that, they won't ever fix it.

... In Darwinian evolution you go out and keep doing things; the ones that
fail. you throw away. the ones that work, you keep. 1 expect that you might
be able to mend the telephone system by means of evolutionary function,
but we don’t have a few million years. So you need 1o assess the course of
the evolution—try to make the things you try sensible. and fix the small dif-
ficultics, That is a tremendous engineering task. and it is what is normally
thought of as systems engineering. The trouble comes when you say,
“Look, the present telephone system is all snalog; what you ought to do is
throw it away and build a new one
using digital technology. We'll set
up a SPO, we’ll write specs and
get everybody going. asd the 10C
will be 1992,

SPO)—System Program Office
1OC—intial operational capability

|DELAUER| And it's going to cost this number of dollarx to four signifi-
cant figurex,

|EVERETT] Now you know that nobody would be ahle to talk to anybody
in the United States 'til God knows whei-. We try that all the time in the
military,

[OETTINGER] Here are two of you who are in full agreement on that
score;, why is the rest of the world so dunib?
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[DELAUER] Everybody who's talked to me says, ‘‘Let's do away with
C’1."* So we do away with C*l—but you can't make it disappear, we're still
going to have some resource allocation, One of the problems we have had
with the C3l organization was that when we did focus it, and aggregate it to,
at least, define what the needs were, the warfare groups—strategic, space,
general purpose—didn’t have enough capability in it, and since they’re not
lovking for things to do, they went on their merry way without considening
the command, control, and communications requirements. In MX that's still
missing; we really haven't addressed that leftover problem yet. What | want
to do is be sure that the weapons
systems people, who are putting in
all that money, consider the
implications of the command, con-
trol, and communications require-
ments when they start thinking zbout the weapons system. (70, 78, 79, B0~
BI, B2, 3. 84, 85)

MX--latest generation of interconti-
nemal ballistic missile

5. JOHN H. CUSHMAN. CY Management consultant. former Com-
and the Commander: Re- mandanl. Command and General
spensibility and Accoun- Staft College
tability”’ (1981, pp. 95-

118)

{Tihe specilic process ol aduptation generally takes place through con-
structive dialogue between the providers and the users of computer systems.,
We are largely in the field of information technology, Computers and infor-
mation techaology are nol necessurily synonynwus, Command and control
amount to much more than computers, though they are Ireguently relerred o
us adapting o the computer. In the husiness world the providers are the
developers, the generstors of new ideas. the creators. They make computers
ve their components. They work in the universities, the sottware houses, the
rexearch institutions. They are thinking ol new things to do. The usen in
this evolutionary process are out there in the bunks and bakeries, the refin-
¢rics and husiness institutions ol vur land and around the world. They are
doing the world’'s work, and they need computens 1o survive . The providers
give the users ideas, the users keep the providens trom being impractical,
and the ultimate mxcasure of nienit for the computer is its utility in the contest
ol advantage. Users” inlluence governs,

As a managenient comaliant. U'm working right now on g study of how
wers are adapting 1o compuiers. Citibank is doing a very goud job adapting
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to the computer, and | just read a bricfing given by a developer of computer
systems in that banking organization. This was his approach: ‘‘First, study
the users. Second, understand the interoffice relationsbips and what the
users are actually doing. Third, design a tool that performs today's function.
Fourtb, make it usable,”” Of course you must provide for growth as you
make it usable (because the user is going to want to make it better) and
implement it, get it going and let it grow. (98)

6. CHARLES W, SNODGRASS, Vice President, Electronic Data Systems

- : 3 Corp.; former Assistant Secretary of
Funding C (1981. the Air Force for Financial
pp. 119-46) Management

1 will confess that it is more difficult to anticulate the need for a3 CY system
than for many other things, because many of the most important parts of the
C? system are intangible things that you can’t *'show and tell’’ to Congress.
Yuu can take congressmen to Cheyenne Mountain 2nd show them the
Comimand Operations Center and
they will sce a bunch of com-

puiers, but those computers look Cht‘r;'""t' MDI:;"N"""'W 3’ NORAD's
: : , uhderground command post near
just like |hlclom:s they saw at the Colorado Sprngs, CO

National Military Command Center Gs—units of force, each equaf 1o the
and down at the Kennedy Space pulf of gravity on a resting body

Shuttle Tacility. Whereas. although Mach-2—twice the speed of sound
they arc all IBM 3031s, the sofi-

witre in them is rotally different,

And the huge cost overruns, the failures and problenss in Cheyenme Moun-
win, lor cxample, were software failures, not bardware failures., And how
do you eaplain to a congressman—-how do you explain even to a General—
how it operates, bow much it costs. whbere it should go. how much it
weighs” How do you explain what software is? You can’t take it in to show
bim at a congressional bearing. On the other hand, i you are selling F-15
sircrall, you can take the congressman and give him a flight in an F-13, pull
sin Gs, go 10 15,000 feet, go 10 Mach=-2, and they come back and say,
*Boy, where do 1 buy more of those?”” The product the C'! people are sell-
19g is just miore difficult to anticulste.

... The final problem that C' bas is its unigue dependerce on the perspes-
tive of the commander who i using it We change commanden ia the mili-
ary every Iwo o three years, so what was a perfectly adequate C? sysiem
for General X s totally insdequate for General Y.
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... Fundamentatly the problem was to make sure the right information got to
the right person no matter who collected it, so most of the things we dealt
with were interface problems of a kind that are unique 1o C*b. Air Force F-
15s don't compete very much with Army Cobra helicopters. F-15s are
cngaged in acrial dogfights with MIG=23s or MIG-25s. and a Cobra can't
go after a MIG-21 or vice versa—

though we arc starting to change -

this in the Air Force. The F-Is  M!0-23% or MIG-25s—Soviet fighter
was built primarily as an air-to-ais

fighter. and it couldn’t compete

with the Cobra for close air support for an Army ground unit. A ship doesn’t
compete with an Army field kitchen. So it's mostly in C* where you have
this competition across the Services.

Furthermore, C* has the most common technology. There is all the dif-
ference in the world hetween Huey helicopier technology and SR=71 tech-
nology. But an 1BM 3033 computer can do all sorts of things depending on
where you apply it and what kind

of software you put on it. | think

that's why CM has so many more SR-Z!—US slrategic reconnaissance

o dircraft

fights. We sec this in our corpora-

tion. The management information

system is where most of the hureaucratic battles in private companies ate
fought—because, aliter atl. how you put the management information system
together determines where the profit conters ure. The measures of internal
investment, intemal rate of retum, all of that, can make & tremendous dif-
ference in your bonus, depznding upon how you set up the management
informasion system. The same analogy holds true in the C* arcna. If you let
everybody have his own C* that's one thing; if you concentrate it all on the
MNight deck of the aircraft carries or in the National Military Commard Cen-
ter in the Pentegon. you have a different burcaucratic power relationship and
some three-star generals are up while others are down, depending upon
where vou place it.

... S0 1 don't think that lack of resources is the reason this country has ms
been able to build an effective command and control system. | think it's
more the non-hudgelary issues:

fighting for wrf, the separation of

the military Services, the competi- NASA—=Nztional Aeronaulics and
ton between the civilian and mili- Space Admenssiration

tary sides of the Pentagon. snd

with the civilian agencics such as

NASA.
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... | gucss my higgest concern about what's happening to the defense
hudget now is that it's possible to spend 225 hillion dollars a year in very
stupid ways and not really increase the US defense capahility at all.

... 1 think that at some point in your course you should look at the Brooks
Act and the Paperwork Reduction Act, which regulate how the government
can huy computers. In essence, at
least in my opinion, we huy com-
puters in ways that muke no sense,
I wish | had ntore time to talk
about it. We exsentially huy com-
puters on the hasis of hardware cost when, in the current systems, hardware
is about 20 per cent ol the cost and software is about 8D per cent. Yet, lor
historic legislative reasons, we let that 20 per cent tail drive the 80 per cent
dog. | think nsany of the failures you see in government comanand and con-
trol, communications, and computer acquisition are directly related to the
Brooks Act. And 1 can assure you that in the private sector we do not pro-
cure computers that way.

Brooks Aci—lederal Propeny and
Adrmnistiative Services Al of 1949

As a matter of lact, the higgest prohlem | had when | was Assistant Seere-
tary of the Air Foree respomibte for computers was trying 1o convinee
highly skifled and reputahle private sector computer inanagens that the gov-
ernment did it that way. The reaction always was "My God, you must he
kidding. Yeu can’t possihly do that.”

My favorite story: wiren | asked a very senior industrial penson whether he
leaxed or bought his computers, he said he leased them, because they had
jJust potten a M3 and it wan already an obsalete machine, and they dida't
want to be stuck with it. Yet we had just had ahsolute champagne parties
and evervthing else a couple of
months helore hecause SAC had
just gotten its first 3033 And |
think many of the prohlems are
traceahle to thai. (128-29, 131,
13X, 133, 145)

SAC-Mdiee A Command

7. Davip C. RICHARDNON,
*The Uses of Intelligeme™
1198L, pp. 147-6%)

Comulant. Defeme inelhgence
Review Panel, 1he Detemse Mience
Bourd, anxd vther paneh
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I must simply observe that the system we have now is so complex that many
peosde who have neither understanding nor responsibility other than to chop
on a program have in fact the authority 1o delay it, or send it back for further
analysis n{ the nced. It is just about impossible to get any project through
the system at this point. I'm reminded of the old punnery instructions, back
hefore World War 1l. A problem would occur, and new safety rules he writ-
ten. There would he a terrible explosion and then a whole new hunch of
safety rules, then something clse would happen, and more salcty rules, all
justiliahle. But a point is reached where the constraints are so great that you
just ought tn zip it up and forget about it. | think it's possible to aggregate a
whole buach af regulations. procedures and so forth, each of which is
understandable in the context of a particular prohlem that arises, and end up
with an aggregate that is counterproductive. Each is good, within its limited
sphere for its limited purpose, hut you add them all together and you end up
with scmething that's just Tar too conplex to manage. There is the point of
diminishing retumns.

... One of the things I've been maintining here today is that, if we make
good and proper use of intelligence. a great deal of the development and
procurement process prohlems will he alleviated or disappear. | think,
though, that in this entire process it is absolutely essential that we concep-
twalize our werpons—formulate their characteristics—niuch hetter than we
have in the past. and 1 view intelligence as heing a principal factor in that
elfort. ... The Soviet navy had the job of becoming a fint-rate navy, able to
vontend not only with the US Navy but with the British, Freach, and 1talian
navies as well. And how didd they do it? Well, they studicd our Navy. They
studicd the US, British and Freach navies very carefully. They found the
weaknesses in our naval weapons systems as they viewed them. They
louked at the promise of technology and in panticular electronic technology.
And they came to the view that we were overly depeadent upon radars,
which are clectronically very noisy, and on lots of communications activity.
3o they designed standolT weapons that could exploit, thruugh their sensor
systems and their terminal guidance syslenis, our great dependence on
chectronics. They developed some fairdy simple, basic coacepts. One such:
sink the camricns.

... We have systems i development that started out with threat assess-
ments. We have program managens in charge of hringing those systenn
along. in this managemem chmale the predominant festures that bear on the
program manaeer’s effectiveness, that describe whether of nut he's pro-
moted are, ind, *'Is it on schedule™” And sexond, "Is it within ant?”” This
makes him— no matter how pood a guy he is, how knowledgeable he h—
hostile 10 any new intelligeace or any Turther resolution of her¢tofore
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tentative intelligence. The last thing that a program manager wants to hear is
ihat hix system is not completely responsive. So he’s not receptive to new
cnemy inlormation, and that is an institutional ailment which 1 think has to
be corrected. You can find all the right words in the SECDEF procurement
directives that contradict what 1 have said, but the (a1 is he knows he might
lose his weapon system; and second, something is hetter than nothing—they
know that it's hater to get something and then mayhe fix it later than to jeo-
purdize a2 whole system because of some suhstantial weakness that can he
fixed at some later date. That's one of the program manager’s very powerful
and understandahle reasons. hut it's more costly. My point is that there
needs 1o be a hetter way ol getting into people’s minds the changing nature
of intelligence and an undentanding of intelligence —so that hostility, he it
in the Office of Management and Budget or in Congress, in the Office of the
Secretary of Defense or in the Service itsell, can he converted into under-
stanling and support. Where things nced updating. they should he updated.
The sooncr, the less expensive—the hetter from just about any point of
view. Now that doean’t exist today. (150-51, 161)

K. RyCHARD H. ELLDS, “'Sira- former Commanderan-Chief, SAC
tegic Connectivity™ (1982,
. 1-1

But a It has been done in the last few yean, Studies have been completed
on strategic connectivity. Probably the ground breaker was the one SAC ran
hetween Tall 1978 and carly 1979, We had the hest brains in the country
there, from all the Scrvices and from industry, We spelled out the vul:
ncrability of military C'1, strategic connectivity, amd we reached everybody
in town cxeept the President on that. That is the kind of ¢fTort that is
requined in the yean shead. We must keep tab on how well we're duing. We
nust fun Jdetailed books. We nwst do it from an opetational, nol a systen
point of view, The operator is the pepon who has to ase it and he's the per-
sun who makes the hest judgnient on its effectiveness. We miust easure that
the cyupment is standardized. Naving 1% billion doltans in back of it would
help too, but that's just wonds so [ar. What we're going to have to do in the
oul-years i scc whether the Sery-

ey pul cunncctivity on a par with

Service weapons progrann in pri- oul-yran —n the fulure
ority of effort and funding. Be-

cause it's real caay to put moncy

into ! this year and then see it disappear into purely Scrvice-related peo-
granis later vn. At thas point | will scttke Tor higher reliabality of C'1. (#)

s, 1982 M
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9. HILLMAN DICKINSON, Director, Command, Control, and
“Planning for Defense- Communications Systems, JCS
Wide Command and Con-
trol” (1982, pp. 11-55)

A program objective memorandum (POM) comes in from each Service and
cach defense agency. It is submitted about May and is the important docu-
ment that will eventually result in the President’s budget, presented to Con-
gress the following January. The POM covers five years, but the really
important years are the two immediate years—that’s real money that you're
dickering for therc.

{OETTINGER] 1 just want to interject; those of vou who have not
experienced the terror of the middle-level military or civilian manager talk-
ing about missing a POM cycle, ] think, cannot appreciate the depth of what
he is talking about right now.

(DICKINSON]  Now, how does this work practically? Having gotlen the
POMs in and hud our CINCs' review this sutnmer, we ook for example at the
strategic connectivity issue. We had a set of items that vwe felt were absolutely
vittl to improve ini the area of strategic cornectivity, They were presented to
the Joint Chicfs, cach of whom is a Service chief. When their budget came
back in, it reflected about B0 percent of the recommendations 1 had made.
Now, that huppened as a result of our seeing that budget and acting. The Joint
Chicfs had a reputation for never being sble 1o address these sonts of things, but
in fact, in recognizing things of this importance for cross-Service use, | think
the process wodks, and I've got to compliment all the chiefs on their respon-
siveness (o the problems we saw in connectivily at that time.

It culminated In October with a presidential decision memorandum. The
announcement was made on the second of October. It said. among other
things, that C! is even more impor-

tant than the other pieces of the

strategic improvement program, i Oclober—October 2. 1981

which included the MX and the  #-1-US sialegic bomber developed
B-1, the sdvanced le?h;lology i d'wm ekl bbby T2
homber and so on. C's impot- (*Sleafth™) bomber

tance was recognized through this

process. 'We were able to show, in

fairly simplified dizgram form. where the gaps in th> ~ystem were likely to
be as a function of vanous kinds of threats and - cnarios. We were able to
present the problem, and we were able to get acuon.
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Another example. The Air Force is a good example of the budget crush,
with those three big programs: the MX, and B-1, the advanced technology
bomber. They were pretty well choked to manage those kinds of programs
and come in on 1arget. A number of other things came out of the budget in
various places, in particular for cruss-Service C*. From a decision made at
the upper OSD level in the DRB for about a billion dollars of cross-Service
funding. by the time the budgets

came back in the Services were

able to fund only about $175 mil- OSD-Office of the Secretary of
lion. Well, that’s a tremendous gap Deforse

el P . DRB—Deflense Resources Board

in other essential improvements in

theater and tactical C*. We wem

back with the most important of those gaps in a list of some 20 items as late
as November, and again, about 80 percent of them were funded by the Serv-
ices before the budget was finally produced. So that's the way the process
has worked: a combination of pressures, of presentations to the chiefs and
the opsdeps—their operational deputies—and recommendations to OSD and
the chairman’s own voice in some of the final councils. That's the practical
role—what you have 1o do, when you don’t control the money, 1o get other
people 10 understand the problem. (25, 27)

10. ROBERT T. MARSH, “*Air Commander, Air Force Systems Com.
Force CY  Systems™ mand (AFSC)
{1982, pp. 95-114)

The users—the commiamder of the Strategic Air Commuand. or tactical forve
commandens—play an important role in delining their needs or requirements
for future weapon systems hased on the potential threat. But 1 think you
know it's not as siinple as that, because no ficld commander ever dreanwd
up the need for 3 ballistic missile, an atomic weapon or a laser. Instead the
tevhnolog sts brovght them forward. and matured them to a poind where., all
of a sudden. they appeared as potential systenis for the user to exploit. The
user didn't express a nced in those instances; rather, technol gy canwe for-
ward and offered him a ool to perform his job better. So our Jew reguire-
ments and new aysiens evolve from both sides: a statement of need on the
user’s part. and techm ogical vpportunitics that present thenelves.

... The void, then, is in how we are 10 satisty the comniand and control
nceds of unitied commiads. Now, | don’t embrace what some others siy: all
you have 1o do is give them a big pot of money and a whole hunch of
engineurs atd Jet them invent their own. That's nomense. What you ought
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to do—no matter whether it's the Air Force, Army or Navy—is have a good
clear way for them to interact with a development agency, articulate their
needs, iterate those needs back and forth and get them established, get the
JCS’ blessing, and then direct a lead Service to work with the unified com-
mander and satisfy his needs.

That simple process doesn’t exist today. Unfortunately, JCS doesn’t have
the authority to direct that it be done. Command and control responsibilities
go back to the Constitution, to the role of the military departments, and the
way they train and equip their (orces. Besides. JCS doesn’t have any equip-
ment. So somehow you have to close that gap. and get the military depart-
ments to provide the equipment for the unified command. That’s a
fundamental problem with C*l. And I don’t believe this nonsense that,
“*Well. those guys over there in those development white to'vers don't know
what the hell we operators need, so the way to solve this problem is to let us
operators build them."* There's just no way. I've taken on General Cushman
about that: "*Do you mean you want SAC to go build 2 B-1 bomber, for
cxample?” We have precious few scientific and engineering and acquisition
skills in the Services today. We shouldn’t dilute those further by selting up
arother development agency.

|OETTINGER] I'm impressed with the recurring evidence that while the
problems are casily overcome 1o the 2xtent that they're technical, they keep
coming down to control of the money on anything that goes into an interser-
vice mission. You indicated earlier thut the Cushman proposition of money
for the CINCs and so on doesn’t appeal to you. But there is nothing in place
that would provide the Joint Chicls or OSD with autharity to control the
money that is in the Services. What might be a way of going at this prob-
lem, if you agree that it is a problem?

{MARSH| Well, | agree it’s a probiem, and | think it's fairly straightfor-
ward. | think all the secretary of defense has to do is recognize it—and there
have been a couple of DSB studics that have recognized it, onc as recent as
three years ago. | think all he has

to do is saddle up somebody in

OSD and give him the clout to DSB—Delense Scence Board
enforce interservice integration.

They've tried to do that with the

Ol position, but they've just never given it the authority and the respon-
sibility to do it.

{OETTINGER] Do you mean Licutenamt General Dickinson’s shop in the
JCS offwce?
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[MARSH]  No, not in the JCS, | meant USDR&E, Don Latham's shop,
carlier Dinneen's, the Assistant Secretary of Defense for C*l. | think organi-
zationally it's ecasy to solve. The problem is simply to achieve high-level

recognition of this need, and then
recognize that you've got to
establish an office under the Secre-
tary of Defense that has the
authority and responsibility to
make sure that the needs of the
unified and specified commands
are met. They tell us everything

USDR&E—Under Secretary of Defense
for Research and Enginccn'ng

Buchsbaum study—DSB task torce on
command and control which recom-
mended giving C* funds to opera-
tional commands. (The task force
was headed by Dr. Buchsbaum of
Bell Laboratories.)

clse to do, why in the world do

they resist with a difficult thing to

do? | don’t understand that. Historically the DSB has reported that we ought
to form a NCYA, a defense command, control, and communications agency,
hut | think people felt that we've got too much centralization already and
that that one wouldn’t sell, so they ended up doing nothing. They ended up
doing nothing as a result of the Buchsbaum study. There were alternatives
in that study. One was to establish the important focal point on the Jeint
Staff, and onc was to c¢stablish an important posiiion within USDR&E, and
that's all it takes.

[MCLAUGHLIN] We've gotten the impression from past speakers within
the Services that there are competing priotities—people wanting a solution
in terms of planes for the Air Force, tanks for the Ammy, and competition fur
resources.

[MARSH]  Yes. There will always be such peioritics; | hope everyone will
agree that we must have privntics. The Air Force is in desperute shape, in my
judgment, for all kinds of things—war-fighting capability and the C* that goes
with it. We've put a lot of rubber on the ramp over the last decade in F-15s, F-
165, A-10s, F-111s, you name it. But none of them were sustainable. We
didn’t have the logistic suppant 0 go with them because we couldn't afford it.
We didn’t have the air-to-air missiles io go with our fighters, we couldn’t afford
them. We didn't have the bombs. We had planned more precision-guided
munitions that we could have put into production than you could shake a stick
al, but we couldn’t afford them. Now, iry elling a tactical commander who's
got 72 airpluncs sitting out on the ramp but hasn’t any munitions to go with
them, no spares af all 10 keep them lying, that what he really needs is C2. You
know he won't go for it. It's a matier of prionities.

| think we're getting to the point 1row where we're ready tu address C in a
serious way, and | think this administration recognizes it. But during the last
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two years—the 1981 supplemental budget, the 1982 amendment and the
basic appropriations themselves—we really got working on sustainability for
the first time. We poured billions into spares and munitions: thal was the
first order of business and incidentally still has very high priority. We've got
to sustain that spending out into, say, 1985 or 1986 before we’ll get to
where we can conduct 90 days’ worth of operations. | think you'll find the
Air Foree saying, ""Well, now thut we've got that well underway, we're
ready to invest in upgrading our C'."" But yes, it is a matter of priorities,
and C* has suffered.

... |OJur weupons system acquisition cycle is cumbersome and too damn
long. 1'd almost characterize it as hankrupt; the system’s almost constipated
in trying to get 2 job done nowaduys. Endless review, checkpoints, the way
we do things serially—complete this phase, stand down and chew on it, and
then the next, then test, retest, and so on—that's terrihle. and must be
revenied.

JOETTINGER| You begin to see that if something persists that long it
must be functional. it must do something for somebody, and the next target
is tu sy it's the hurcaucracy. But you know, in Pogo’s words, "We have
mict the ¢enemy and he is us.”” so it isn't altogether the buresucracy. How
and why dJid we get into this swamp in the first place? Among the reasons
there were failures, there were some interesting things. there were procure-
ment irregularities. Do you have any sense of where the perversions came
from, and how, with whatever good or bad intentions, niaybe porkharreling,
making sure things were adequately reviewed, whatever—your instatistions
are so nicely gerrymandered the way NASA installutions are, which is of
political value hut doesn’t accessarily speed up the process? Could you look
beyond the hureaucracy hlanket and give us a sense of what original func-
tions were served, what current purposes? Why does this pensist? If we had
a sense of that, maybe we could gain greater clarity about what one might
do to change it, whether it means bowling somebody over, paying them off,
opening their eyes, or whatever it takes. But the “"burcaucniwy,”’ or **people
are stupid’” view seems too simplistic. 1Cs been arvund o long and it's too
deeply entrenched.

[MARSH] Well, back in the late 1950 and the carly 1968 § think we, at
least in the Air Force, did a pretty dam good job of wequiring systenis. The
B-52 is a pretty damned pouod

weapons system. The C-141 is . _ i

held up by many as the finest ”’3}}:,},:,,:: g":ﬁg‘ﬂ:ﬂ::‘" s
acquisition the Air Force ever did C-HI--US siralegre aitt? aincrah

on cost and schedule, and it
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worked like gangbusters. | would say that the ballistic missile program was
well managed; it spilled a few dollars, but the nation wanted it in the worst
way. We brought it in in fine tashion. It worked as advertised. | think Min-
uteman is certainly good.

Now, about that time Mr. McNamara came in. There were, sitting around,
examples of systems that didn't work as well as they should and. perhaps,
systems that pecple didn’t think we
ought 1o have. ""Why do you need
this one?" or, "*You've got too
many on your platter.”” We started
institutionalizing: front-end plan-
ning. sorting things and getting
them well defined before you move, and once you move you go sl the way.
Well, we got the C-5 as a result of that, and the F-111. Great deliberation
went into laying those progiams out right, but as far as I'm concerned that
started the cycle. Those prograins didn’t work out, and from then on we
continually tried 1o Band-Aid the process. We said, *"Well, it didn't work
out, and we didn’t know it until it got all the way down to the end. So we
won't Go that again. We'll put more checkpoints in this process, and to
make surc our design is coming along as advertised, we'll build some pro-
totypes, test them ... we're going to put really tight control on this process,
detect our mistakes carlier.””

Mr. McNamara—Robert C. McNamara,
Secretary of Defense under Presi-
dents Kennedy and Johnson

We 100k the risk-reduction approach to life, and ) think it's grown from that.
And nearly every new administration has put further checks on it, has
refined the process. Instead of single production decision or development
decisions we'll have three or four, we'll call themy DSARCs and we'll even
have a z¢ro point before you stan

thinking about it. We'll say, ““It’s

DSARCs—Defense System Acguisiion

a good system to think sbout, and
to study,’’ snd then when you
finish your studies we'll have
another one and say, *’It's a good

Review Councit (The acronym 13
often—as here—used to refer to the
major decrsion points in the aquise
on process. )

system to explore further with
some hardware.”’ and then we'll
go through that ““explore™ door and determine if it’s a good system to

develop.

Now, believe me when | say a burcaucracy buikds up amund this process.
You get secretanats, you get special cost estimating groups—ihey don’t esti-
mate costs, they check the Services® cust estimates—you get other offices
that do nothing but develop the concept papers. 1'm telling you, it gets well
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entrenched. And nobody stzrds back and says, ““*But what's happening 1o
the process?’’ It's an clegant process, and it looks good on charts: **Who in
the world would develop anything and produce it without thinking about it
firs1? We ought to do that.” So it looks super, and it takes fifteen years, and
by the time you get into the field the system’s obsolete.

So | think we must go back 10 where we acknowledge and concur. Do you
know that if you go out into a factory, every person you sce costs the taxpayer
a hundred thousand dollars in round numbers by the time you load him with his
support and all? If you Joad him with overhead it’s more than that. A hundred
thousand dollars—count up ten of those folks, and it's a million dollars.

Now what happens if you slow down? We're spending, on the B-1, 30 mil-
lion dollars a day. If we run a test and something goes bad on it, and some-
body says, **Hey, hold everything, we want to go check on this, the landing
gear's got a little shimmy in it and we're not going to approve your going
into the next phase till you fix it,”" we're ringing up 30 miillion bucks on
your tax register for every extra day, and that cost isn’t going 10 go away.
That’s what's happening in these 15-year-long cycles. We're keeping the
whole industry team together to do a job that can be done in half the time, or
a third of the time. That's a fundamental problem with the process, in my
opinion. People cite—and it makes good copy—how much you spent after
you should have known better. And you're going to send some systems out
into the fickd with big retrofit kits, But retrofit kits are cheap compared to
keeping the weapon system in an idle mode for a year under contract,

But the guestion you were asking was a little different from that. There is
the problem of how you cope with the acquisition cycle, now that the hall-
life of technulogy is down by an order of magnitude or moee. That's tough
one: how 1o keep our system technologically abreast.

Now, you might ask why you want te do that. If it's effective, why do you
give a damn whether it's state-of-the-ant or not? Well, usually it's in the
logistics area. The guys out there are prima doanas. If they want to shut
down a chip line, bang, they shut it down, and they're gone; and unless you
had the foresight to stockpile & bunch of them (and then they may not have a
shelf life, so that may not be a guod idea anyway) you're sitting there with «
major problem on you hands. Now that's a real problem. It happened to us
on AWACS. Motorola just said,

“We're not going 10 produce these ks Airborne Warning and Con.
chips any loager’ —a real sophisti- trol System

cated chip that impiemented our

clutter rejection algorithm. And
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they stopped producing them. We finally got some cutfit 1o do it, put a Jot
of money into them, and got them up to where they could handle it. But
coping with the shortened half-life of technology, especially in the
clectronics area, is a hell of a problem. What we try to do is focus on
**form, fit, and function.”” We put a bunch of little modular boxes in. and
when this box gets obsoleted, throw it away and replace it with another box.
The housing may be only half full, but it's got the new technology in it, and
the rest of the system doesn't know you have replaced that box.

{OETTINGER| There's a chicken and egg thing here. One of the reasons
some of the speakers last year from the industry side pointed out their desire
to get out of the chip business is that again, with the delays in procurement
and one thing or anothee, they can’t afford tn put their own money into it
indefinitely 1o wait for the US government or a particular Service (o make
up its mind about a procurement. So we’ve created a monster that feeds on
itself. Again, what's your sense of how onc might get out of it?

iMARSH]  Well, we're thinking about that on VHSIC. If we develop
some of these really highly capable chips, the kind that are needed for real
fast operation on, say, waveform
analysis, that have faiely exclusive
application to the military, we may
have tv set up a government-
ovwned, contractor-operated plant.
Or we may have to reach an arrangement with some manufacturer that we'll
come in and buy one of his lines, and keep it manned up. This has been dis
cussed bedore, and we've almost done it in certain instances. We've almost
had to do it in the space business, where we need an ¢lement—a transistor,
you name it—that's say, a hundred times more reliable than the run-of-the-
inill version. We've almost decided we ought 1o produce these things oue-
selves in a government facility or coniract, and | think that’s the answer. If
industry won't sccommaodate o us, we'll have to do it

VHSIC—Very High Speed integrated
Circuit

Now, there’s another solution: multi-year procurement. Rather than go to
the nunufacturer once a year and ask for seventeen items thal he can pro-
duge in three days and then shut down for the rest of the vear, il we get
multi-year procurement through, we could order our foresecable guantity for
the next seven or ¢ight years, let him produce them all at once, and then
shut down. It's vur crazy procurement system that keeps us in the annual
ordering business, which isn’t goud for the military, vbviously.

|STUDENT]| I'm interested in the issue of multi-year provuremient. We've
contracted things like the B-1 bumber, and that's going to spread over
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several years. Then you talk about the whole procurement system being built
into the congressional cycle—I'm not clear on what the snag has been in allow-
ing the B—1 procurement to be a multi-year system. 1 know it has been done at
the state as well as the federal level. Multi-year procurement seems to make
such great sense. Are you trying 1o press it as something that wouid be helpful,
and even make financial sense?

[MARSH]  We are, and we intend to do it on the third buy, starting with the
cighth airplane. We're buying one airplane the first year, seven the next. Then
we really come up to speed, and that’s when we’ll institute multi-year procure-
ment. But what is the hang up? It’s Congress mortgaging away the future. If
Congress, or even the Defense Department says it's going to produce this air-
plane for the next four years, the people say, "'Well, I'm not sure about that,™
and a two-year Congress has trouble. A new Congress will be coming in, and
there's a whole defense program laid out to them, and they don't have any
authority over it; they aren’t going to be very happy. That's the root cause of
the problem.

ISTUDENT] But I'm curious about how they can make commitments for
periods beyond their term—submarines, airplanes, all kinds of things require a
much longer commitment than the annual onc—not being able to transfer that
into long-term programs that really make more sense.

[MARSH] 1 agree, it doesn’t seem 1o make much sense; but those are dif-
ferent problems. When they buy the three-year aimplane (that’s the time it takes
1o build an airplanc). they put atl the money up fromt in that year, in other
words they authorize and appropriate the full $25 million o buy this sirplane
that we won't see for thiee years,

[STUBENT} Except for the cost overrun,

JMARSH]  Excepl for the cost overrun. But multi-year procurement is not as
simple as it sounds, because i still tnes to preserve the prerogatives of Con-
gress. What it really does is authorize. It says, “"We intend to procure four
yean® worth of airplancs,” and we just sign the contract for 120 F-16s 3 year,
for a total of 80, four-year multi-year procurement. The fint year we put up
mare obligation suthonity, more money, and tell them W go oot and buy. If you
can save a kot of moncy buying landing gear in 4 big bot, you go out and buy
480 sets of larding gear—or canopics, if the guy can tum ot canopics like
that, po buy all of those. But you have o plan that out very carcfully and deter-
mine the highest-puyoll items that you want to buy in ol quaniities. You buy
those, amd sou tahe the savings that accurmulaste from them. But you still only
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ask Congress for the money for those 120 airplanes. So you have to go back
next year to get the 120—but if you don't pick up those next 120 airplanes
it's going to cost the government some money, s0 you have some termina-
tion liability. So there's some leverage 10 continue a program once you start,
because it's such a complex process. But you don't want to get everything
on a multi-year basis, obviously, because you lose all your flexibility. You
have (o be selective. And on those programs that have high stability, you've
got a consensus between the Department of Defense and Congress, and
they're not controversial.

[STUDENT] But generally the chairmen of the committees that these pro-
grams are going through will have some longer-term understanding. They're
generally in Congress longer than two or four or six years, and it would
seem that working some kind of arrangement might make a good deal of
practical sense.

IMARSH} It does. The military depaniments really pushed this multi-year
process and got it through, and we save a lot of money. We estimate that on
the F-16 we'll save about 10.5 percent, which on those 480 airplanes is, |
think, something like 350 million dollars. (95, 98, 103, 104, 110, 111-13)

11, RICHARD G. STILWELL, Deputy Under Secretaty of Defense for

“"Policy and National Pokey
Command’’ (1982,
pp. 115-45)

[N]othing is more frustrating to those of us in command of forces than the
inordinate length of time a system takes to go from concept to mission
capability, It just drives you up the wall. There are many reasons for it, but |
submit that the basic reason is inadequate funding of the system to begin
with, undcrestimating the costs, which drives you back to Congress a year
later 10 say, **We missed our estimate by X m’iliou dellars and we need
more money.”” You get in trouble with the top level too because they say,
“The nulitary doesn’t know what it's doing.*’ And >0 the system becoines
suspzct for not front-loading and geuting really good estimates, not being
realistic. I'll teke my licks along with the rest. Morcover, there is un unfor-
tunate tendency in the military to say. **That looks good, but it could be bet-
ter. Just change this, ihis, and this.”* And you begin to get change orders,
which cost money and slow the progress. And a number of peopie at the top
Lovel do change their minds, whether they want o admit it or not.
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The most horrible example of all is the Patriot, the much-lauded new
surface-to-air missile system. Phased array radars, multiple target cngage-
ment capability, cffective from zero altitude up to a hundred thousand feet—
it’s great. It nceds minimal maintenance, and can be manned by a small
crew, It’s tremendous, except that it was conceived in 1963 and we'll ficld it
in 1983. At the time it was really pushing the state of ant, but still we should
have bettered that initial ficlding date by years. It was delayed by problems
of funding. change orders, differences over operational concepts, dispuies as
1o the logistic support system it would need. whether to give it a nuclear
capability or not, whether to give it an anti-tactical ballistic missile
capability or not. (This is out of my field; we ought to send some of the
Patriot project managers here to talk to you.)

So we develop this great concept—the Air Force and Navy have done better
on new systems than the Army has on Patriot, by the way—and it goes
through development, engincering, testing. We get the bright and rising star
and put him in charge-—""You field the system, it's your baby.”* But having
put him in charge, there has been a terrible tendency to put a pyramid of
review on top of him, to the point where he is almost suffocated. We could
correct a lot of that.

|OETTINGER] Your s¢nsc is that the process itself is to blame?

|STILWELL | Yes. 1t takes two ycars to plan the program in enough detail
1o pet justification from Congress to get money.

So where's the real problem? It may be more difficult in the Army than in
the Navy and Air Force, because we have a far greater multiplicity of sys-
tems than the major weapons systems in the other two Services. But the
problem is the lack of proper foedback amd interface between the user and
the developers, mainly on issues of functional utility. Once we've done the
hunan engincering, we need 1 ask: s this the right way 10 do this thing
is it what we really need”’ (129)

12, RICHARD D. DELAUER, Under Secrctary of Defease tor
“The View from the Hot Research and Engincenng

Scal”” (1982, pp. 147-63)

The first thing this new management did, just about the time | came into the
building. was review the biggest weakness we had, which was the mismatch
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between the planning system—it was called the Planning. Programming,
and Budgeting System, which in the past has been a budgeting exereise,
completely managed by the Office of the Secretary of Defense—and
DSARC, the system that acquires equipment and services. They were never
coupled together. This lack of coupling has always been a problem. Nobody
can understand how you could run the budgeting system, the resource
allocation system, without knowing where you were going to put the money.
The ncw lcam integrated the two systems and reconstituted them as the
Defense Resources Board, which serves as the allocation authority. As they
restructured it, the board now included a mixture of people from the Office
of the Secrctary of Defense. which is the Defense Department stail, and the
leadership of the uniformed Services. So for the first time in the resouree
allocation process, the Service secretaries sat at the table with the Secretary
of Defense, the deputy secretary, and us under secretarics and assistant sec-
retarics. This group then essentially provides management oversight of the
resource allocation process. That was a fundamental change in the way we
allocate the moncy.

The ncxt structural change that was accomplished was Lo integrate the proc-
ess. The policy side of the house would generale what we call defense guid-
ance, a document the Scorctary signs that says what we expect 1o do for the
next five-year period. 1t has broad categories 1o show where resources vught
to be applied. who ought to do them, and how they should be implemented
over what period of time. The defense guidance is reviewed by the comp-
troller, who makes a first-cut allocation of fesources for the Army, Navy
tincluding the Marines) and Air Force, and the elements of the Defense
Department: the Defense Connnunications Agency, the Defense Mapping
Ageney, the Nuclcar Agency—all the agencies that cut across all the Serv-
iwes. Those recommendations are sent tn the Services which publish their
five-year plans in the form of POMs—program objective memoranda. In
these documents they lay out for five yean how they e poing 1o meet the
secretary's defense guidance: forve structure, penwancl. operational readi-
ness, rescarch and development The POM docessent speils vut Tunding for
the five-year period, aumber of articles, development time, pay structure,
building and housing. So in vac document you've got all the resource
allocation.

Now, it docsa’t take any genius 1o figure oul that, as submiticd— Army,
Navy, Air Force, OSD—put them all together and there really are mis-
matches, Ia the past, those mismatches were essentially reduced 1o 3 ero-
omur function by the staff of OSD. They nesulved it sent the matenial back
to the Services, and sand, ““This s 1.7 This time it wasn't Juonce that way.
Imicad it was dunc in a series of roviews by the IXfease Resources Hoend,
But in onder o be able to have it manageablc. they hid an interim provess 1n
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which it was looked at by Research and Engineering, which | run—by our
PA&E (Program Analysis and Evaluation) staff, primarily people who ook
at the cost-effectiveness of different force strueture mixei—and by the
comptroller.

We integrated the three different program objective memoranda into one
coherent document. We identified mismaiches. underfunding. and programs
that weren't funded in adequate amounts in each of the Services. Command,
control. and communications was a perfect example of that. You can't have
the Navy funding it at one level, the Air Force at another, and the Army not
funding it at all. and expect them all to play together as a choir. We fixed
that by an iterative process—not perfectly, not even semi-perfectly, but as a
first cut.

And then, right in the midat of trying to do all this, the whole budget
exercise of fast spring got iavolved: the big fight in Congress over what the
budget was going to be, whether it was going to be balanced or unbalanced,
and the whole question of taxes. So we had to change our allocation levels
up and down. But it served as a first model, and it came out reasonsbly
well. We identificd many things that could be better intcgraied, and we peo-
ceeded to prepare the budger that way, and that's the way the 1982 dudget
went in. Now we're doing the same thing for 1983. This goes on just like
clockwork. We're doing » 1984 program objective memorandum priciag
right now, and we're starting o get it for integration,

So that was onc of the fundamental changes in the planning structure of the
Defense Depariment. It's the right way 10 go, everybody's always wanied to
do it this way. | think we can do a bewter job of integrding.

... Thea we took a Jook a1 the acquisition process itsclf. All the manage-
memt studics of the past had great recommendations sbout the instability of
programs, how they were underiunded initially and therefore always had
bow wave out in froat, so that cverybody slways pets accused of having
overruas when really they were uaderestimated by design. and never could
eatch up. Buy-rates were made uacconomical in order 10 stay withia the
budgetary limitations. Other recommendations from the past included a cer-
tain amount of decentralization of program management, reduction in
documentation—all the things that any decent manager would lovk a1 and
say, “"These are the things we o:ght to do."" We looked at all the recom-
mended improvements 1o our acquisition process and ended up with what
were loosely called the 32 Carducci initistives. Now we're in the provess of
trying o implement the initiatives, and we've had some reasonsble success.
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The problem is, everything moves at the speed of a glacier there; you take
one step forward and three steps back, then you do four steps. and after a
week’s gone by you've made a step. I'm in the process of trying lo institute
a program management reporting system which will tell me how much
money we've spent, how far along we are on the program, the dollars and
the content. and the real estimate to complete. We worked the hell out of it
and scnt it up for review—and the reviewers came back with, ""Why can’t
you use this document, and why ¢an’t you use that document.”” So we're
back to square zerv, and I've got to go back tomorrow night and stan work-
ing it all over again. because for every guy who says yes, there are three
guys who say no. That's the kind of situation we face.

... The real problem is that the great white hope of the carly 19705, con-
gressional reform, has turned out to be a disaster. There's no strong leader-
ship in Congress., a jillion committees all with big staffs, and the staffs have
all the leversge, since they do all the work that the members <ote on. | go
up there to the—oh, let’s take the House Armed Services Commiittee, which
is one of the authorization committees. They tell us what things we can
have. The hearings arc held before the full conmittee, some 32 memben,
and if six show up, you're lucky, But always the committee’s two o three
staff guys are there—very bright, very hard-working, they're good guys,
They don't always agree. Tony Battista came vut of the Navy lab structure.
Tom Cooper is a Ph.D. engineer out of Berkeley, a teacher at the Naval
Poatpraduate School, now on the stalf. He's a bright puy, knows the busi-
ness, kpows the technical aspects. But they've got to explain program after
prograrm. They have a special subcommittee for the space-besed laser. The
chatman sits there and doesn’t do anything, and these two guys do all the
tating: " Why are vou doing this? Why are sou doing that™” We had 90
million dollars in for space-based lasers: a tracking experiment, some other
things. all in high-powered five-mepawant chemical lasers. They cut all the
moncy ol cwepl for the pointing and tracking, and they inserted their own
line item to do millnneter wave laser work, It miakes you wonder about who
has the respussibality to get the job done.

That's the problem right now. There's aot enough strong keadership, so it's
wide open 1o whoever can get Lo the statl, o o 3 member who will lake an
interat. | louk back and wish to hell that we had it hke they used 1o have it,
when 3 guy hike Cart Viasoa would sy, “"Okay, gentlemen. this is what
the Detense Depanment’s guing 1o Jeok like for the pext three yean,”” and
he'd tell it not just to the members of his committes, but to the Defense
Department people vut an front,

T s g e, SRS Wl Carl Vimson—tummer Chawman, Howse
oul 3 deal with Casl Vimson and Ardiiel Serices Combitet

sou had a deal, and you could run
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the place that way. But today you

really can’t run it. It's a day-to-day Senator Stevens—~Senator Ted C. Ste-
operation. | mean, they were fight- vens of Alaska

ing on the floor of the Senate and

in the Senate Appropriations Committee, [ was in continuous contact with
Senator Stevens, the chairman of the Defense Appropriations Subcommit-
tee of the Senate Appropriations Committee. Ted worked his heart out to get
a reasonable bill through the Senate. He and | ended up negotiating over the
telephone. He says, *"Will you take this?** **No, | don't want to.”* *’If you
dor't take that, you're going to lose the whole bit."* *'I'll take it."” And he'd
go and get the votes. And, boy, that's a hell of a way to run a railroad. We
both end up reacting to the politics of the moment. It sure raises he:  with
the orderly process of planning. That's a lot different than it used to be.
(14748, 149, 15])

3. JAMES W, STANSBERRY, former Commander, Air force
**Cost-Effective Rearma- Electronic Systems Division

ment" (1984, pp. 49-61)

|Wlhere we have failed, in terms of maintenance, has to do with our not
buying adequate spares. When the defense budget wasn’t quite as rosy as it
is ncw, we bought airplanes and took our chances on spares. The reasoning
was, *'Let’s get the airplanes while we have a chance. We'll buy spares for
them later.”” | think it was a deliberate strategy: once we've got airplanes,
Congress is certainly going to let us buy spares. We did go through a period
where we were very “"under-spared’’ on some of these aircraft but the situa-
tion has improved.

... American arms are the best in the world, but they cost too much. They
truly do cost too much. And that’s a problem of very large dimensions. Why
do they cost so much? American arms are built, for the most part. by com-
panics that don’t have to compete the same way a commercial company has
10. They have little motivation to modemize. In fact, our defense procure-
ment system has in it strong disincentives 1oward substantial modemization.
For example, in the Nixon administration, the Air Force prograin was to
replace our M-year-old B-52 bombers. Everyonc reasoned, **We've got air-
planes flying that are older than their pilots. Sooner or later, they're going to
wear out and kill a bunch of people. W an’t depend on them, they're too
cxpensive to operate and maintain. Let's go build a B-1."" Congress zays,
**Good idea,’’ and you issue requests for proposals, and Rockwell wins.
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Somcbody at Rockwell determines that to build a B-1 bomber and do it
right, they have to modernize and build new facilitics. Some corporate offi-
' cial calculates that they'll need $100 million in new capital goods to do an
cfficient job. And so they proceed with this large capital spending program.
Nixon says build the B-1. And then Mr. Carter comes in and cancels the B-
1. Now this corporate official ;. sitting there wondering how to explain to
his boss what he is going to do with a $100 million worth of new machin-
ery. And then the next administration comes along and says, **We're going
to build a B-1."" Now this executive has been burned once and he's skepti-
cal. His response is, ""OK, we'll build a B-1 for you. Instead of machinery,
though, ) think 1°1]1 hire a lot of people and hand-build a B-1 because it's
easicr to lay them off than to get rid of capital equipment.’”

That's obviously an extreme example but it is preity close to the truth. The
lack of stability in the defense business makes it basically very high risk. If
you're in the business and you capture a chunk of i1, you have to worry a lot
about any major investment in new equipment. |t takes about three years to
order and install a fot of modern machinery. Once you get it installed, we
have accounting rules that say you can’t amortize it in anything less than
seven or cight years. And over on the commercial side. companies are um-
ing things over in two or three years. This is a disincentive to plant modemi-
zation and capital goods acquisition. Now if you don’t invest, don’t
modemize, you remain notably unproductive. Maybe you're productive
compared Lo the private sector of 15 years ago. but you are certainly not so
productive as the privale scctor today. The answer is increased stability in
defense spending.

I think it is scandalous that defense should be a partisan isswe. If we get in
trouble, nobody is going tu check as to whether or not you're 3 Democrat or
Republican before they shoot you. We're all in it together. Why should
defense enter the anca of partisan politics? Now some say, **Well, really it
doesn’t become a pantisan issue, except when you get down to details. ™
Details such as where we should base an MX missile. Should we put iton a
track ! Should we hide it in the ground? And then you pet into the very pecu-
liar phenomenon of experienced. even brilliant. kegislators voting on some-
thing they know nothing about. And splitting that vote along party lines,
whether it's right or wrong. You certainly mighi vote on what level of
spending your country can alferd in the defense arca and how it will be
financed. But why would you vote on sumething like MX-basing? We have
things going on tuday in this annual Congressional Jook at our programs that
boggle the mind. | belicve the Scerctary of the Navy just commented that
Congress, 10 looking at more than 300 line items submitted as the Navy's
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RDT&E budget, ehanged more

than 200. Are our elected repre- RDT&E—research, development, test
sentatives that bright in science and and evaluation.

engineering? Obviously not.

... | think part of the answer is stability of our programs. Although not
everyone would agree with my number, that if we were to do things effi-
ciently and well and at reasonable production rates, we would knock 20 1o
30 percent off the price of most of the products we field. | actually think it
would be about 40 pervent, but | publicly say 20 to 30 percent. You know,
we're the guys who built one F-111 a month. Twelve a year. Why? Because
they were issued 1o us by people who had a vested interest in seeing to it
that the Air Force got F-111s. Let me tell you something else about the
acquisition business because | could just preach multi-year all day long. |
was once asked. what are the three most imponant things you would do to
address problems in the development and acquisition process. | answered,
**Multi-year, multi-year, multi-year.”” It's the single most important thing
we can do and multi-year budgets make more sense even than multi-year
contracts. . . .

(STUDENT] 1I'd like 10 follow up on that answer to the question of why
the Services go off and do what they want to do. The answer seems simple
to me. It's the whole structure of the federal budget, the way money is allo-
cated. who is responsible in the end for the execution of a project. If it’s
someone down in the bowels of an organization, a project manager some-
where, who is responsible for the way money is spent on a particular proj-
ect. you can damn well bet that the decisions made on that project are going
to be the project manager’s decisions.

Now a good example is the logistics question, the fact that decisions are
made in favor of airplanes instead of logistics suppor. Well, a project man.
ager who is in a job for two or three years and has 1o make a decision how
to spend a million dollars, whether he should ficld 8 weapons system or
whether he should buy logistic support tha! is going to start payir off wn
years from now, thut guy would be stupid to make the logistics support deci-
sion. He would be a fool, because his performance is going 10 be measured
on those three years e« in that job, not what's going 10 happen ten yeans
from now.

[MCLAUGHLIN] ... ! want w come back to something we discussed briefly
at Junch, and that is the shifting balance of the muscie and nervous sysiem. I
scems to me that an awful lot of the present budy of procurement law and
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regulations was designed for procuring tanks or trucks or planes. Do you see
a difference in procuring a nervous system as opposed to procuring muscle?
Does the system work as well, better, or worsz?

{STANSBERRY] Well, first off, most of your regulations pertain to off-
the-shelf beans and bullets, and one of the problems we have is taking a reg-
ulation that was designed for buying things off-the-shelf and trying to apply
it ;o the system. Secondly, | think buying electronics is a lot easier even
though the systems and the laws are, as you say, sort of pointed towards air-
plancs and tanks. The reason is, you look at the firms we deal with, most of
them have a very heavy commercial flavor and a very heavy commercial
R&D program, whereas in the airplane business, the industry sort of fol-
lowed the Services for a while—we'd invent things and they'd put them to
commercial use—the electronics business is sort of umed around. They're
out there innovating and inventing and we're putting their products to mili-
tary use. (51-52, 53, 56, 60

14. STUART E. BRANCH, Deputy Assistant Secretary of State for

CY g . ) Communications and member,

¢ l__'nd Crisis Manage National Communications System

mem” (1984, pp. 87-102) and US Communications Securily
Board, NSC

Now if you build s separate communications capability in addition to what is
out there, are you building one that you're going (o be able to guarantee for
the long term? Witl it work when you need it? My experience to date has
been that il you want a system that’s going to respond in emergency situa-
tions, it ought to he the same system you're using to meet daily operational
needs. Or it cught to he built on, or integrated with, the same system used in
a day-to-day operation. The hardware to meet an expanded crisis reqguire-
ment is a carbon copy of what is in place today. Thus, the logistics chain is
the same for that sepment of the nertwork intended (0 axeet stress siuations
as it is for that which is meeting the day-to-day need. Your training is no
different. nor your assignments, nor your support. What happens in a stress
situation when you move a technivian from a regional center into a siress
pust, if when he pets there he finds out he doesn’t know that equipment? He
docsn’t have the touls, training, or the test ¢quipment. What do you do with
the cadre of people you trained on that equipment”? Do you expect them to
nuintain it all’? Where do 1the meltiple skills you expect these people w pos-
sess comie from?! Where do you recruit, train asd retain those kinds of skills
in this environment, competing with the private sector? In my judgment the
two systenss need to he Tully integrated. (96)
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15. RICHARD G. STILWELL, Chairman, Department of Defense
'Structure and Mecha- Security Review Commission
nisms for Command
and Control’® (1988,
pp. 33-65)

|W]e are beginning to change the way the Defense Review Board does its
business, and to focus increasingly on mission arcas, Instead of dealing as
we have in the past with intelligence here, and command and communica-
tion here, and forces here, and so forth, we started something last year that |
think was reasonably successful. We began by looking at deep interdiction
as an cntity. In onc special book we put together sensors, airbome platforms
for the sensors, communications, fusion, and weapons systems 5o that we
loak at, as an cntity, what you would need to provide a commander on the
ground: the capability to detect targets, acquire targets, make the decisions
on largets, and cngage (argets out (o various ranges beyond the line of con-
tact, for various amounts of investment. | belicve that’s a good way: at least
an old soldier feels that’s the way one ought to look at the programming
business in terms of output—accretions, additions to capabilities. (61)

6. DONALD C. LATHAM, A Assistant Secretary of Defense, C'l
View from Inside OSD*’
(1985, pp. 103-23)

To give you some idea, the total C* request in FYB6 adds up to $22.1 bil-
lion, of which strategic is around five billion, theater tactical a little under
four and COMSEC (communica-

tions security) about one billion. FYB6--fiscal year which began October
The C? total was $18.5 billion in 1. 1985 and ended September 30,
FY8S, 30 our total FY86 C* e

request is 19.5 percent higher than

FYRS, which includes inflation of about 3.5 percen:.

[OETTINGER]  That does not include the intelligence portions that have
recently been put uader you, does it?

[LATHAM]  No. It dacs not include any intelligence.
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These are the figures we have requested. Now how well have we done? Cl
has fared better than the defense budget as a whole over the last five years.
If you compare the annual increase in C? funding apgainst those of defense
over the past several years (we've gotten 17.9%, 12.4%, then 13.5%), you
can sce that every year C* has received several pereent more than what
defense as a whole has received. Now that C* is in at a 19.5 percent request
for FYB6, if you take inflation out at around 3.8 to 4 percent, C* is request-
ing at 15.5 percent real growth, and defense is at 5.9 pereent real growth. If
we get cut to three percent overall on defense (which is probably where
we'll end up—if not worse), 1'm hoping that | could come back next year
and tell you that instcad of getting 19.5 percent | received 14 pereent, or
something like that. Generzlly C* has been able to prevail and get much bet-
ter numbers than defense as a whole. But that also tells you that we've
really, really been putting the money to it. And if you look back just a few
years, C? was nowhere near this size. In fact, C? back in the late 1970s was
way under $10 billion. So, we have grown enormously, and we're putting
big bucks against the arca; it has the priority, and it has the momentum.
(112)

17. CLARENCE E. MC- Director, Command, Control, and
KNIGHT. JR-. "C“I sys_ Communications Systems, JCcs
tems at the Joint Level®*

(1986, pp. 1-30)

Only a relatively small pan of your equipment should be military equip-
ment., Jong cycle. Most of the stuff should be off-the-shelf; when you train
people how to use the latest technology, you teach them technical expertise,
which overflows into the national education systems. That training and that
education give you the greatest ability to do crisis management, giving you
in tum a profile of peacetime readiness, which is thea reflected in the public
state of mind. And it is just that simple. When | was on the tactical side of
the world, struggling along with $0-year old equipment and trying to look
very professional, that was really tough.

So we should be using what our industrial base is surging toward in order to
project confidence among the great Americaa public that we know what
we're doing. This has a belter spinof! than a lot of other things that arc
related to weapon systems. That's why § think procurement of C? systemy/
cquipment should be different. llowever, we shoulda’t limit ounclves 1o
just “off-the-shell” procurement being pursued uniguely. Procurement in
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general should be different. C? equipment should be purchased in a different
mode from the way we buy just pure weapen systems. although the two
processes should be closely related. | do not believe that you need to have a
lot of dedicated military equipment that ends up in motor pools around the
world and is not used. because it quickly decays and it's very, very expen-
sive. (8, 13)

18, LI1ONEL OLMER, Esq., Member, Paul, Weiss, Rifkind, Whar.

. ‘lntclligencc and the ton & Garrison, an inlernaiional law
: : firm; former Under Secretary for

American Business Com- International Trade, Depanment of

munity”’ (1986, pp. 59- Commerce

HE

I would argue that defense procurement has recently heen harmful to the
process of industrial competitiveness. Not helpful. On the one hand it bas
spuiled a lot of suppliers, and on the other hand it has masked what | helieve
is a chronic condition, a chronic illness, in the American industrial base. (f
one is taking a political, purtisan point of view, one can say the value of US
exports from 1979 to 1983 in the manufacturing sector prew hy c¢ight per-
cent. That's not greal, but it is growth. The troublesonw part of that is that
nearly half of that growth has come from defense procurement. When you
wash that out, the prowth has been nonexistent. Nonexistent, in a two-and-
a-hulf trillion dollar economy, over a period of sonk five vears, 165)

9. B.R, INMAN, “Tech- President and Chief Eveculie Other,
nulugicn! tnnovation and Ahie fut-h-tlm_mrs and Computer

. N o Tech ¢ Cespastalion

the Cost of Change echnology Cotpatalion

(1986, pp. 151-6K)

If you look carefully at the period 1946 to 1960, Department of Detense
tDul)) investment and rescarch was the pacing clement in creating new tech-
nodogics in a broader way. They were moved through for commercialization
in four to live vears, because that was the length of the defense procurement
cvele. Then we launched ofl to create a perfect procerenicnt process, and we
ended up with a procurement peocess that takes 12 w 13 seans, and we don’t
get that Now-through fur commercialization. So the signiticant competitive
advantage to the U.S. which came from Delense-funded rescarch up to the
carly 1960s does not exist today, by virtue of vur own internal constraints,
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| was somewhat optimistic three years ago that Defense would once again
play a leading role in addressing manufacturing technologies, which is an
arca that colleges of business administration don’t seem to want 1o join with
colleges of engineering to address. What's happened? Under Gramm-
Rudman those programs are the first casualties. Almost all of the Air
Force's funding for the integrated

computer-aided manufacturing

(ICAM) technology program is Gramm-Rudman—1985 Gramm-Rud-

. ] . man-Hollings Deficit Reduction Bill
being reduced. Sa Defense, which Berkeley—University of California at

could indeed play a role—I've Berkeley
heard some people out at Berkeley MITI—apan's Ministry for Intemational
saying, only half in jest, that DoD Trade and Industry

is really the US MITI—isn’t doing
s0 because of our own arbitrary
internal constraints.

... I'd institute a six-year legislated ceiling for the Defense procurement
¢ycle. Accept sume mistakes, and put in an accountability process; it sore-
one's ship goes aground, if there's a major cost overrun in a program, that's
the end of his carcer, Accountability for performance. We do it in black box
programs all the time, in those kinds of time frames. It isn’t asking for the
impossihle, it’s just ssking for a

standard of performance. But it's

aho forcing an approach 1o design bl;::tmt:ox programs—classified pro.
wherein the ship, the aircraft, the

personnel carrier is designed to last

30 years. You plan from the beginning to replace the avionics, the
clectronics, the sreas where technology is moving fast, every six to eight
years. You use a3 modular design to force 3 focus on interoperability and on
minimizing the cost of change. That approsch wiii be fought tooth and nail
by those who are in the provurement process because it gets ot a large num-
ber of jobs and provedures that have been in place for a long time.

Am | recomniending it purely to make Defense procurement a fot better? |
think it would have that result, but that's not my primary objective. My pri-
mary objective is an carly commencial flow-through of the :echnologics that
come from that Defense investment. Another reaction L see often is, “"Let's
shift 20 percent of the federal research investment from defense rescarch to
civilian reseanck.”” Well, Norm Hackerman taught me some yeans ago when
he was president of Rice that there 3s no such thing 8s military science or
civilian scienve. There are scientific disciplines that you push, and it's how
you choose to apply it lster that shapes its use. | can’t fight the structure.
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Maybe the NSF is one area where you could shift 20 percent of all that
funding and hope to get a broader

focus on the things that will flow

on to good ucz. I'm very skeptical NSF-National Science Foundation
of that. | think you would be much

more likely to get it from the six-

year procurement cycle, accepting that there would indeed be some mistakes
made in looking for efficiency and speed rather than perfection. (154, 159-
60)
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C3l and Organizational Structure

The connection between C') and the organization of the Depan-
ment of Defense (DoD) can be traced 1o critics who saw theater and
operational commanders being cut out of the deeision loop in Cl
acquisition. The debate about who should control the budget
strings—for C’] as well as other clements of defense—triggered Con-
gressional concerns about the quality of military planning, of military
performance—especially in imerservice operations—and of military
advice to eivilian leaders. In 1986, those concemns led to the passage
of the Goldwater-Nichols Department of Defense Reorganization
Act.

Reorganization tends to be viewed in two ways: as ehange for
the sake of change or as necessary evolution. According to the first
view, drawing little boxes and disgrams and shuffling people around
is an exercise that wastes time. effort, and money: and accomplishes
nothing. *'It's the people filling the positions,”” say the opponents of
reorganization, '*who make things work or fail to work. Personalities
are far more important than structures; the right people will make any
structure viable.'”

Those who favor reorganization believe that structures must be
adapted to changes in environment or goals. **Only unreasoning fear,
laziness, or ineftia.’” they argue, **will resist progressive, well-
considered change. An organization cannot assume it will always
have people capable of overcoming structural obstacles; it should
always be open to better ways of doing business and to adjusting
structures to recognize and institutionalize those better ways.”™’

Frequemly other issues determine which side of the argument a
given player will take. Opponents of reorganization are often people
who sce it as a threat to their own power or the power wielded by
individuals or groups they value. Similarly, advocates of organiza-
tional change are likely to be those who see the change enlarging
their own power bases or those of their allies. This is aol to say that
all men and women are power hungry, only that objectivity may be
more apparent than real in discussions about reorganization.
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In the private sector, corporate gain or loss is often perceived 10
offer an unbiased criterion for determining whether or not a restruc-
turing is necessary. If profits are down, it's time to reorganize; if
they're up, it’s not. Of course, there’s always room to argue that an
improved structure could raise already good profits or that a change
will aggravate losscs.

In government, unfortunately, the gain or loss yardstick isn’t
applicable. The balance sheet of the Department of Defense would
have on one side the hundreds of billions of dollars expended; on the
other, the words "‘national security.’* s that an acceptable balance,
or does il reflect a need to reorganize?

The nation’s primary national security goal is deterrence of
nuciear war. Does the fact that no such war has occurred indicate that
DoD is doing its job well, or that the threat has been overstated?
When things go wrong in a time of crisis—e.g. the bombing of the
Marine barracks in Lebanon or the communications problems in
Grenada—is it time to reorganize DoD or time to realize that things
get screwed up in war? Does not being prepared for a minor crisis—
¢.g.. not having minesweepers for use in the Persian Guli—mean the
nation would lose a major war? Or does it simply mean atieniion is
focused—as it should be—on bigger issues?

Wamings about the inadequacies of theater C'] helped draw the
attention of House and Senate staffers to the issue of DoD organiza-
tion. Many argued that those inadequacies were directly attributable
to a power imbalance, with the Services—the Navy, the Army, and
Air Force—having all the power, and the specilied and unified coni-
mands having all the responsibility.

For example, the Services would go though the procurement
process for new systems without inputs from the specified and unified
commanders whose forces would be employing those systems. As a
result, field commanders might find that the "“latest’’ communica-
tions equipment had left them unable to 1alk 1o suberdinate or allied
units, or that a new weapons system was incompatible with those
already on hand.

Even more serious were the Services' holds on component
forces. Though such forces were designated to fight under the theaier
commander, they had to rely on their parent Services for supplies,
equipment, pay. promotions, and just about everything else—a rela-
tionship sure to encourage divided loyalties.

Finally, many argued that interssrvice collusion, a reaction to
the bloody interservice squabbles of 1ne late 1940s, diminished the
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value of military advice provided by the Joint Chiefs of Staff (JCS),
that such advice was often determined by a *‘lowest common
denominator’” process focused on the Services’ interests rather than
the interests of the nation.

Those opposed to major changes argued that putting the right
people in important jobs—a strong and aggressive JCS Chairman, for
example—would solve most problems in the existing system. Others
cxpressed concern about allowing theater commanders to be dis-
tracted by procurement issues or exchanging Service specialization
for *’jointness.”

The extracts in this chapter show the twists and turns in the path
that led to the Goldwater-Nichols Act. Moving from Genera! Odom’s
reflections on the need for some kind of general staff—which imply
more than they say about interservice rivalry—to the stinging crit-
icisms voiced by General Cushman, through comments like those of
Admiral Richardson and General Marsh, which reflect an uncertainty
about whether more or less centralization is needed, to Dr. Barrett's
retrospective view of the Act’s evolution and his concerns about the
Services’ efforts to evade compliance, one is tempted to atiribute an
aimost serendipitous quality to the deliberations that have taken
place. However, a comment Dr. Barrett made in his 1985 presenta-

tion offers a healthy counterbalance to such templations:
.. {Elven if a divinc preseace could give us a perfecl organization
teday, it wouldn’l be perfeet a year from aow because changiap
circumstances—weapons syslems development and those sorts of
things—would blur thoae boundarics and you'd have to redefine them.
That means Scrvice roles and missioss aced cufstanl cxramination and
redefinilion.

*Anche D Bamrert, Politecs and the Multtary -- The Clhimate for Refurm, ' Seminr on
Commasnd, Comird, Commmmme aiuws, wad Insctlipem . Spoag 1983 (Cambenipe. MA Harvand
Umevenaty Program va laformation Rewwion Pulay, 19%6), p 9.
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Extracts

1. WILLIAM ODOM, 'C’] and Military Assistant (o the President’s
Telecommunications at the Assistant for National Security Affairs
Policy Level'’ (1980,
pp. 1-23)

| am making a pitch for sume kind of national military staff surviving and
protecting the President. Odherwise he is going to go off and probably be
taken into refuge in one of the commanders’ staffs. So | wonder if the
Nationa) Security Act of 1947 is adequate any longer. | wonder if it is ade-
quate for deterrence in the 1980s and “90s. | wonder if we must not have
some kind of military staff which stands above the military Services, which
is not a prisoncr of those Services and has some son of survivability billet-
ing or a system of command centers that will allow it to support the Presi-
dent in a variety of situations.

... | understand civilian contro! to mean control of the inilitary establish-
ment by clected officials. 1s that fair? Now that's a very important poiat.
Does it mean civil servants with GS numbers? GS-16? You see, | am not
sure that the OSD wafT is any more responsible 1o the clectorsic, or is any
kexs a political danger, than & uni-

formed nstional command stall. CS—geneval schodule, o pay and rank.
There is enormous confusion oa ing system ke Civdl Servece workers
that poiat, and most discusxions OSD~-Ofhce of the Secrctary uf
like this—you bear it every day in Determe

the Pemtagon—justify redundancy,

layers of «afl, eatra people Jooking of papers they don't uaderstand, in the
name of civilian control. The discussion woa't go very far if you get that red
herring mixed in.

Onc other puint. An inicresting dynamic happeas sround the Executive
Ofice of the Prexident: if a maff foels respomible s e President (which |
think a Nationad Military Command Staff would do), | thiak you would find
# heing very much mone respomive lo political comidurations than the Joint
Chicts will be. There is 2 great iendency to take the Presidest's xide. | know
that from where ) sit. | tuke his side on issues tat | really have trouble with
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personally. But | can work up a lot of enthusiasm just because of the
atmosphere.

... You can do analysis for the purposes of enlightenment, for a parochial
advocacy, or 1o achieve burcaucratic paralysis. My argument would be that
in ordinary peacetime, under non-siress conditions, the second and third
games get played with a great deal of vigor. But when the system is under
stress from an external epponent, and the we/they syndrome is felt very
strongly, | think the second and third games will be repressed, relatively
spcaking. and the incentives for petting it nght and analysis for enlighten-
mend go up. 1 quite agree that the national command staff, not under stress,
left to look after the distnbution of budgets. will become as corrupt and
involved in pames two and three as any other burcaucratic institution in the
world. But if you put competitive units together, trying to put forth the most
impressive operations plan for the President, under stress, | don't think the
competitive mode is going 1o gencrate a better oulcome. | think under stress
1 would rather have a well-siructured timely bias than a group of biases with
which | have 1o puzzle over when or how to choose. (15, 16, 21-22)

2] B.R. INMAN, “"Managing Derector, National Secunty Agency and
Intelligence for Effective Chaed, Central Secunty Service

Use™* (1920, pp. 141-81)

I became a Vice Director of the Defense Intelligence Agency. a troubled
agency, unstable, with rupid tumover of leaders, a perfect example of how
aot to create a government agency. The organization had been created in
1961 by establishing billets and then filling them by permitting the Services
1o send the agency the 60 pervent of their people they wanted w get rid of,
while holding oa to the 40 percent they wanted to have. This made for a
group of people who had no great reason to be innevative. They were just
wificiently accomplished so that they were at o high an achievement level
W he fired. (14))

3 Jous H. CushiMaN, 'Ci Lirutcnant Goneral, US Army (et )
and the¢ Commander: Re- i s unsb
spuasibility and Accoun-
tability’” (1981, pp. 95-

11%8)
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The problem today, as it was in the days of Pearl Harbor is clememary. It
lics simply in the institutional failure to assign proper responsibility and
accountability to major operational commanders.

... Y have said that the adaptation that's successful in the business world
takes place in the environment of the user. And that brings me to my point
about the military adaptation. The military C* adaptation must therefore take
place in tnc user's environment (00. The key point, though, is that the user
is NOT the military Service. The users are the fighting formations of the
military Service under unlfied or allled command. That's an extraordinarily
important distinction. The user is
the major, the operational com-
mander. And the institutional
anomaly, the institutionzl block
that's caused the deficiencies |
listed in my indictment at the stant
of this talk, is that the way the Services are organized disregards this.

unifievd—a command which involves
more than one US Service

alhed—a command involving Vhe mih.
lary forces of more than one nation

When [ say thut the Services are the providers, not the users, and that the
users are the fighting formations of the Services under unified or allied com-
mand, I'm not just giving you some idea that | have, F'm actually quoting
the law to you. That's the statute that's heen in effect since 1958, In the
1958 Department of Defense Reorganization Act, the only responsihilily the
Services retain is that of providing. The act set up the idea of combatant
command. cither unified or specified. It didn't set up the idea ol allied com-
mand, hut it implied that. But, notwithstanding the law, many of the prug-
tices have remained much as hefore. The command and control system
requirements have heen generated primarily by the Serviees, who still think
of themelves as the users,

Now then, you can do that quite possibly with a tank. The Service cun he a
user of a fighter aircraft or even a destroyer, as Iong as you don’t get too
much into the communications that link them with the other alfied fighter
aircraft und destroyers. Those do pretty much the same task; in alf they have
the same air speed, ground speed, and weaponry, whether they're under
Service or Joint command. But that’s not so with command and comtrol sys-
tems. Because, in NATO, the electrons of Germany's air force—the
Luftwaffe—mingle with those of

the US Army. the British RAF.
and all the rest of them. If you
need to figure out anything—ftor
example. identification of friend
and fou s you don’t shoot down

jmnl—command  composed o
assigned or altached elements of
TWar OF MO Seviees

RAF - Royal A Foe
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your own aircraft with an air defense missile—you have to look at the user’s
way of operating and deal with the procedures of the user in the field,
because the right procedure is going to simplify the electronics problem and
the right electronics are going to permit different procedures. You have to
have trial and error out there where the users are, just as you have to at Citi-
bank or J.C. Penny or TRW.

... A good example is this. The ffarines have developed, and in due time
will field, a system for controlling artillery fire and tactical air, called
MIFASS. The Army for some time has had a system for calculating the
direction of ar.llery fire—TACFIRE. They will not work together if the
present trend of development continues. If we ever have to fight Marines
alongside Army artillery, the Marines will not be able to participate and use
TACFIRE, and the Army won't be able to use MIFASS. That’s an example
of what | am talking about.

... Because a Service doesn’t think about the fact that it will have to fight
with some other Service. They think about fighting all by themselves. They
figure that if another Service fights with them it will have to use their
methods.

... Here's what the Secretary of Defense can do. He can call in his major
operational commanders and have them meet as a group. ... [Hje'd tell
these men that they are responsible. He wouldn®t have to do it quite the way
Genceral Patton did, but they would get the message, because that's the way
they 've been brought up. He'd look them in the eye and say, “'] want you
gentlemen to understand that you are responsible for the command and con-
trol systems of your commands—iep to bottom—for their readiness for war,
and for conditions short of war.”” He might say, ‘'] have just read the Pear
Harbor investigation again, and | sce that that responsibility was not very
clearly assigned by the political magistrates of the United States in Decem-
ber 1941, and | don’t want any misunderstandings. You are responsible for
the systems’ working condition in war and in conditions short of war. ... |
expect you to exercise your command and control system top to bottom—
exercise it.”” ... Then he’d say that somehow he is going to create, at the
seat of government in Washington, and stateside in the United States, insti-
tutions for multi-service concept and procedures development, for technical
support of multi-service activity, for battle simulation of multi-service oper-
ations, for requirements gencration that looks at the problem as a multi-
service problen for configuration management, so that you're not going to
have systems in one area of operation that can’t get on target. Institutions
are going to have to be responsive tu these commanders’ future systems
needs. And now he expects his commanders to create institutivas for the
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same purposes in their commands, because that is what is needed—enduring
institutions. . . . And then he says, *’[ want to make very clear to the Service
chiefs that they are only the providers, they are not the users of systems.*’
You know, that’s bitter medicine, because they really don’t belicve it. Then
he’s going to say (my fantasy only

goes on a little while longer), **1I'm Service chiefs—the Commanders-in-
not fooling around about tkis. | Chief of the Air Force and Amy and
mean what | say. I’'m giving you the Chief of Naval Operations

the responsibility. | know what that

means to you, and | expect you to take these responsibilities very seriously,
because you’re in command and this kind of responsibility goes with com-
mand. Readiness of your own command and control system, the full web,
goes with command—inscparably. And [ intend to support you in it. But |
also intend to visit your commands. In fact, 1 intend to audit your com-
mands, have inspections made and see how well you're meeting this respon-
sibility. And then, in a couple of months, 1 will call you in again—onc at a
time—and you will give me a personal report about what you have done and
what you intend to do. And 1 will listen to that report and | will take the
appropriate action if I'm not satisfied."”

| think that’s a very sober charge to these gentlemen. and if he mepns busi-
ness it'll be very profoundly metivating. 1t'1l call for a rather substantial
change in outlook—by everybody. That's what's required. Finally, the Sec-
retary of Defense vigorously concerns himself with rearranging the
burezucracy at the seat of government so that the influence of the major
operational commanders comes to bear as they move to meet their respon-
sibilities, and can be accommodated. That's no simple matter, 1t might take
several blowings of the trumpet to get the attention of the burcaucracy, and
convince them that he reallv means it when he says that. 1t'1l eventually

happen.

... One of the institutions which will no doubt throw fear and trembling into
the hearts of the personnel chiefs of the Services is to have some way of
managing the selection of officers for Joint Staff or Joint command, and
managing their development. The Joint Service schools, which are purely
educational institutions now and are not developing doctrine, have very little
responsibility for doctrinal development and thought; those Joint schools
have to be developed. These are the sorts of institutions that the Seerctary of
Delense would busy hinself in ereating.

... When you finally figure out responsibility, the question is who gets
relieved if it goes wrong? Unfortunately, the Department of Defense is not
well organized, you can thank the government for that. | was a brigade
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commander in the 101st Airborne Division in Vietnam in 1968-—and | say to
you that if | had conducted an operation in the manner of the Iran rescue
mission | would have expected to be relieved. But you look around in the
Departmeni of Defense to find someone to relieve, and it’s hard to find.
That's one of the problems. Responsibility is not fixed, nor is accoun-
tability. The Pear] Harbor investigators had a very difficull lime trying to
find out who was responsible. In

the seat of government, hardly Pearl Harbor investigators—See the

anybody could be Tixed as respon- report of the Cnmmitice on the

ke Snelitut investigation of the Pearl Harbor
sible; the institutions were not Attack, Investigation of the Pearl

there for that, As it ended up, the Harbor Allack (79th Congress, 1946,

two cummanders in the field, Short and Kimmel—the two principle

Short and Kimmel, were relieved military leaders in Hawaii on Decem-
' ber 7, 194!

and retired in disgrace. And that is
very illuminating—but that princi-
ple has to be established, and guarded against the man un horseback, the
great General Staff, and all that,

Thesc are very key issues. The federal nature of our federal guvernment—-
the checks and halances within the executive hranch itself, and eertainly
within the Pentagon—has got to be maintained. (96, 102-03, 106-08, 110,
113)

4. DAVID C. RICHARDSON, Consultant, Defense  intelhgence
“The Uses of Intelligence” Review Panel, the Defeme Scoence
(1981, pp. 147-68) Hoard, and other pancls

The planning structure within the Navy, the Air Force. and the Army these
days is pretty much a mirror image of the sructure within the Ofiice of the
Seerctary of Defense itself. An ¢normous amount of time and ¢nergy is
spent hy he higher-ranking military peeple working with their OSD counter-
parts. The nature of the current development process is so time-absorbing
for our top people that they have very little time to think within the context
of their Services. They seem o be caught up in a mechanism that just ¢ans
up their time, their encrgies, their human resources, and that is psnt of the
pmhlem,

... P have not seen very many good new things come out of Washingion,
The practical ideus Largely come out of the leer—1 think my Air Force and
Army colleagues would make similar remarks. Organizaional structural
thanges are needed to rellect this,
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... The fleet has a structure that's supportive of training and keeping up
individual systems. What we call ‘‘type commanders’’ are responsible for
all the ships or aircraft types. The Commander of Susface Forces, Pacific
Fleet, is responsible for keeping the surface types of ships in good shape.
The Carrier Air Force, Pacific Fleet, is responsible for the aircraft carriers,
the aircraft, training, maintenance, people, everything that gocs into that.
The numbered fleet commander is responsible for blending the aircraft car-
riers, cruisers, and submarines and working them together as a coherent
group. The commander in chief of the fleet is the boss of both kinds of
people—the type commanders and the fleet commanders. That works out
quite well in getting the most out of what we've got in the operating forces.
1 think that same sort of arrangement needs to be sct up in Washington. |
think the fleet voice in Washington has to be much stronger. In World War
il we had the COMINCH, the Commander in Chief, in Washington, who
was also Chief of Naval Operations. He spoke for both. ] don’t support the
present Nutional Security Act-—that is, 1 don’t think it's wise. 1 think a very
significant part of our problems has come from the structure that we have,
and | think it should be modified. (153)

5. HILLMAN  DICKINSON, Duector, Command. Contral, snd
“*Planning For Defense- Communications Systems, Joint
Wide Commang and Con- Chiets of Sttt (CS)
trol** (1982, pp. 11-55)

1 am one of the directors of the Joint Staff. The chairman is Generai David
Jones and, of course, the JCS are composed, as a committee, of the four
Service chiefs of the Army. Navy. Air Force. and Marine Corps. the
highest-ranking members and chiefs of each of their Services. This group of
directorates supports the Joint Staff, and we also support the chairman as an
individual in sonie roles that can be separated from supporting the chicfs as
a body. They are the principal ntiliary advisers to the Secretary of Defense,
the National Security Council, the President and the Congress. And a presi-
dential devision involving a mititary force flows from the White louse
down through the secretary and deputy seeretary of defense, the only people
in the OS13 who are in the hine of command, and then through the Joint
Chiefs and vn w0 the unified and

s“pecil'icd commanders in the umfied and spedified commanden-
field. That's the organization that reters here o all operational come
wits created in the 1947 National manders

Sceurity Aci, as modified in 1958,

Dickinson, 1982
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From that stem a great many of the prablems we have in C? systems,
because C* system development was certainly not provided for in any rea-
sonable way in that act, in my opinion. I think eventually we will have to
face that, or else we're going 1o begin io work around it more and more. . ..
{Cllearly the role of the Services as the independent developers, essentially,
of all the material is part of that problem. . ..

Change could happen, | suppose, on the basis of personality, but you ought
to try to institutionalize it so that it is more difficult to change it for just per-
sonality reasons. Now, if the enemy threat changes, you have to change.
You've pot 1o react.

We are there to represent the interests of the highest two «chelons of the
command structure, particularly. One reason we were created was that it
was apparent (you'll find it stated

in the Defense Science Board

We—direclorale for Command, Con-
report, and so on) that those two trol, and Communications Systems,
top echelons-—the national com- ICs

mand authority itself, the Presi- SAC—Siralegic Aw Command

dent’s and JCS chairman's eche- NORAD--North Amencan A Defense
lon, and the next echelon down, CEmmand

the unified commanders in Europe

and the Pacific, and SAC and NORAD and so on, but panticularly the uni-
fied conmanders—the ones overseas, in Europe and the Pacific, for
example —were under-represented and were disadvantaged users of the
whole system, 1t's hard to understand how the President could become a dis-
advantaged user, but he really was, His presidential airbome command post
was removed from the Air Force budget time after time because the pro-
grammers in the Air Force were more interested in fighter squads. We are
now 3 counter-balancing force there, but even so, the requirements for the
upper-level command and control systems of Europe, the Pacific, Korea,
and so on have a very tough time in the budgeting and programming process
within an individaal Service—those who are worrying about Army things,
or Air Forve things, and properly so because that's the way they were set up
within the national security organization. (15-17, 19)

6, GERALD P, DINNEEN, -C? Corporale Yice President, Honeywell,

v | Inc.: former Assistant Secretary of
‘l:;nlom:cs (1982, pp. 77 Defense foe C
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What Dave is reccommending really isn't that big a change, which is why |
think there is & ehance of doing it. He's saying strengthen the role of the
chairman, give him a deputy

who will act for him. {Right . .
now whenever the ehairman’s D‘,‘a'(,;;;:;' David jores, Chiie,
away one of the Service chiefs ’

sits in.) Limit the Serviee staff

involvement in the Joint process. Now when the ehief of staff of the Army
wants to do something he gets his staff 1o work up all the papers. Well, you
know you're not going to get Joint advice that way, so you limit that. And
he wants (o broaden the training and experience and rewards of this Joint
Staff. (90)

7. ROBERT T. MARSH, ""Air Commander, Air Force Systems Com.
Force C}| Systems'* (1982, mand (AFSC)
pp. 95-114)

... | think all he |Secretary of Defense| has to do is saddle up somebody in
OSD and give him the clout to

enforce interservice integration.  inierservice integration—here refers to

. . \ interoperability of communications
They've tried to do that with _m equipment “owned” by different
C3l paosition, but they've just Services

never given it the authority and the  the (1 position—Assistant Secretary of
responsibility to do it. Delense for Cl

(OETTINGER|  interoperability has been around for so long that one won-
ders whether it's not being killed with kindness. Everybody is so much for
it. and asking for such total interconneetivity, that people throw up their
hands at the cost and complexity—particularly Congress and the appropria-
tions committees. So nothing happens—which may be a sophisticated way
of reaching the end result desired in the first place, in keeping with Service
autonomy. (103, 105)

8. R{CHARD G. STILWELL, Deputy Under Secretary of Defense for
*‘Policy and Nations) Com-
mand”* (1982, pp. 11545)

The Secretary of Defense does not have a military stafl s such. Most of the
broad decisions made at his level have to be translated into specifie
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instructions which are not subject to misinterpretation, and which are prop-
erly formatted, explicated and ¢laborated to ¢nsure that the deciston takes
cognizance of all the derivative and peripheral things that are set in train by
it. The National Military Command Center, the communications nexus, is
geared to do all of this. Se it's both
implieit and explicit that the way
these decisions get translated to the
ficld is through the Joint Chiefs of
Staff. In 1972 the chairman’s role
increased. in recognition of the realitics of the world situation—the growing
importance of what and who is in the channel of communication, the Soviet
Union’s development of a capahility for devastating attack on the United States,
and the understanding that we were in an area where crisis can come up very
suddenly. It was determinc that, for time-sensitive operations—an emergency
action message invalving a nuclear explosion or something: a one-shot, limited
situation—the chaime i would 2 for the chiefs. ...

National Military Command Cenler—
command post located in the
Pentagon

Over the years, the Secretary of Defense has acquired considershle power.
There has been a decrease in the overall responsihilities and prestige of the
Service seeretarics, at least until very secently. It has been clanfied that the uni-
fied and specified commandens are the ones who are going W fight our nation’s
wars, and that they're really the key to our response in the lust anatysis. And
the chiefs” advisory roke, in all instances, demands 1l of their expertise.

How have the chiefs done in performing their several missions? In strategic
direction. the results have been mixed. We haven't bad that many wans, of
vourse. They were not significant players in the Korean conflict. for a number
of reasuns. They weren't capable of 1aking on MacArthur. They did nat
encourage him, though they supported him, in the must brilliant tuming opera-
tior in modemn history. They were ool able to check himi before he launched ol
ot what wis probably one of the greatest tactical disasters in our history: an
uncourdinated. illconceived march o the Yalu, They were unable o constrain
hin in the actions that ked W his relief. Thereafier we were, as You know, in a
hokfing action in Korea in whivh the military strulegy wiss secondary o lemu-
nation of hostilities on conditions acceplable o us.

In the Vietnam conflict, the chieh

made a strong pitch in 1963 and
were rehuffed. Thereafter they
were prefty much relegated to sup-
port the recommendations of the
ficld commandens, Westmoreland
followed by Abrams.

Wealmorelind tollowed by Abtams —
Goen, Withar C. Westmoreland and
Cen, Creaginon W, Alwatis, Minary
Assntance  Conunand,  Vielnam
AMACY! commanders: the pinnaly
Amencan commatidels duning the
Vietnam Contlnt
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As 10 the development of strategic plans—well, we had no strategic plan-
ning in cither Korea or Vietnam. In my parochial view, they have done bet-
ter in this arca, though there is a whole menu of plans which need to be
bettcr tested, validated, and so forth to make sure they are politically realis-
tic. that their assumptions are correct, and the like.

In the matter of advice, again they have shown us very mixed performance.
When the chicfs can sit down with the President cycball to cycball, they
comc across pretty well. Their written respenses to queries for recommenda-
tions are sometimes less than persuasive, by the nature of a system that
attempts to seek a Consensus on many issucs,

Where the chicfs are primarily faulted is in their role in programming and
budgcting. and that arca is the genesis of some of the suggestions for
reform. There are two schools of thought. Onc says that you can’t ask a
Service chicf, as the number onc military professional in his depantment, to
fight hard for the resources that he and all his like-minded subordinates con-
sider absolutely cssential for modemization, sustenance, or readiness, and
then expect him to put on his other hat as pant of a corporate body which
looks at the total available defense resources, and to participate in a process
which arrives at a different recommendation as to how the shares should be
sllocated.

The other group, to which | am a party, says, **Why the hell can’t they?” We
have all kinds of comparable experience in the corporate world, where chief
operating officers of venical divisions of corporativas are also members of the
board of directors, look at the large peoblem from a wide perspective and say,
“Okay, I’ have w take my lumps with my puys when | get back, but you're
right; there may be a better, more cost-cffective way o do i.”’

One important item sometimes pets cclipsed. The 1958 amendment to the
National Security Act. recognizing the pull and tcar involved in how a chief
divides his time, upgraded his vice-chicf 1o four-star rank, so that the vice-
chiefs could run the Services and the Service chicfs could be freed to spend
the bulk of their time on Joint matiers, because Joint maticrs are most
important. The name of the game is 1o produce the most effective multi-
service vrganization that can apply vielence in the most efficient way, or
combine most effectively with forces of other nations. We can't be sure how
well that has succeeded, because it hasa’t been put (o the iest yet.

... In July 1965, 10 go back 10 the real uming puint in what then appeared
o be & minor sequence of cvents, two of the chicfs said, **We're not for
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massive intervention in Victnam unless you mobilize the country, call up the
reserves, and deal with this problem, if it is internationally significant, in a
way that marshals the power of the United States.”” That ouispoken view
was not accepled. 1t was not a unanimous view. It would have been my
view. Maybc those two guys should have tried to bring & couple more over
to their side, or should have resigned right there to dramatize the point they
were making, but they didn’t. And from there we went on to gradualism,
incrementalism, the whole works.

1 do think that different points of view, whether they are the President’s, the
Secretary of Defense's, or Congress’, are at least as important in the whole
decision-making framework as unanimity-—perhaps even more so. From
time to time the chicfs have worried about *"split papers,”’ as we call them,
recommendations going forward underscoring, **This is three to two,”” or
"*This is four to one,”” ""There’s one dissenter, two dissenters’ —they wor-
ried that that could be used against them to whipsaw their positions. From
lime to time that has driven them to strive for unanimity, but at the cost of
substance in many instances. And the chiefs are properly criticized for that.

... Jones is saying, ""We need a more cfficient system. The Joint Staff
should do the creative thinking, the basic analyses, the answers to the tough
problems. Then, when they ve done their best, the chicfs should look at it,
rather than have it emerge as a watered-down consensus to begin with.
Next, we need better people on the Joint Staff, and they've got to be work-
ing for me. We need the cream of the crop. And to do that, the chairman
ought lo have a certain latitude in promotion, in getting the right guys and
ensuring a somewhat longer tenure.”

Those are Dave Jones® views. Some of theni have been voiced many times.
He suggests that there be a depury chairman, a new four-star, assigned to
ensure coninaity when the chairman is out in the ficld, in more direct and
continuing contact with the ficld commanders, the unified and specified
commanders, than is now possible. Now the Chief of Staft of the Army,
General Meyer, has come up with a more sweeping suggestion. In essence
he's saying, “"Okey, Jones, as far as you've goae, but you haven’t gone far
enough, What you really shoukd do is take the Service chicfs of staff com-
pletely out of the JCS ring. L.ct them concentrated exclusively on admin-
istering, motivating, cquipping. training, supposting their individual
Scrvices, and create a body of military advisors, a council chaired by the
chairman, which would deal with all the Juint matiens in resource allocation,
and would advise the Secretary of Defense and the President on military
posture, There's your strategic direction; there’s the advice; no change, of
voune, in the chaia of command as such.”
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Now, of coursc Jones and Meyer are significantly modifying the channel of
communication. They are making the chairman the key guy in strategic
direction of the armed Services, rather than the chiefs. My aown view is this:
clearly, for the small, time-urgent crisis, the chairman has to act quickly,
because you can't get the whole corporate body together. But if you're fight-
ing a war of any size, you had better be able to biing to bear the total com-
petence and cxpertise that's available. . ..

Now, what are the problems with Meyer's solution? One comes immediately
10 mind: you then begin to really develop two power centers, two foci of
advice. Certainly this is true from the standpoint of Congress, because in the
budgetary process the Service chicfs are defending their programs in ways
which could be in disagreement with the advice coming from the council of
military advisors.

... They [the council of military advisors| would be four-star gencrals who
somchow would be able to put tugether all their skills, all that they've
learned in 30-plus ycars, divest Service motivations—and become total
purple-suiters. Those gentlemen would never retum to their Service—they
wouldn’t be wanted. They would be in the twilight of their carcers. ... But
isn’'t a foregone conclusion that a sailor, a pilot, and a soldier of this rank
would agree with any more alacrity than is the case now.

... Well. everybody's had a erack at this.. .. All that is part of the decision-
making matrix. It isn’t casy when you stop and think about the parameters
that have been put out. Congress does not want a single general staff, that's
point onc. Point two. the possibility of the Juint Stafl becoming the Secre-
tary of Defense’s staff is probably not in the cards, 1houzh something
approaching the parliamentary system would be welcome to many of us.
The staff changes color dramatically in the office of the Secretary of
Defense every tink a new President is clected; all the senior people go and
you don’t have the continuity. So there's an arca where greater efficiency
and continuity in institutions cuuld be developed. The great thing about the
parliamentary system is that you just change the minister, everything elsxe
stays the same.

... | would undenscore vae thing: the uvnificd commanders really command
only the infrastructure. They fight with whatever torces am allocated, but
their priceless assets imtitutionaliy are their mechaniams for exercising com.
mand and control and theis intelligence framework. Their interrelstionships
with the eountries in this area are their other key assets. What we haven't
done yet. but we're gradually inching toward. is to do for them what we
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have long since done for the national intelligence program: fence it off, free
it from Service proclivity so theater intelligence capabilities don't have to
compete with Service priorities.

We've begun to give money directly to the CINCs for experimentation, for
innovations in command and control. Eveatually we hope 1o fence off more
funds for those commanders. Each

area’s going to be differsnt: in con-  ,uc, commanders.in. Chiet: here
trast (o strategic activity, there isn't refers to the CINCs of the unified
all that much commonality. (117, and specilied commands

119-20, 121, 2526}

9. JAMES W. STANSBENRY, former Commander, Air force
“*Cost-Effective Rearma- tlectronic Systems Division

ment™* (1984, pp. 49-61)

And by the way, in terms of Joint programs, which we're sont of addressing,
| once was quoted accuraiely as saying, ‘‘compared to herpes, Joint pro-
grams are a lot of fun.”” They're very, very difficult (o execuie and adminis-
ter. And | won't go into too much detail on that but ict me tell you how it
works. lt works 1wo or three ways. Number one, cae Service invents some-
thing that another Scrvice looks at and says, *"Hey, that’ll fill the bill.””
That's what happencd with the F-4. The Navy developed the F4 and the
Air Force went and bought it
That's what happened with a little
slick radio I'll tell you something
about. It's called Have Quick. The
Soviets have a jummer that they used in the desert war, and it got to the
point where bsraclh pilots coulda’t talk (o their own tlower because the Sovict
jammers were doing such 1 good job. . ..

F——fighter aircralt

Anyway, whal happens . .. the guys in the jummer van listen. They find out
what frequency the pilots are talking on, they tunc their jummer to that fre-
quency and serd up a lot of encrgy. and now the pilots can’t ralk. So, we
invented a frequency-hopping radio. It hops all over a centain band. And
now they can't jam it. That was inveated by the Air Force, purchased by the
Army, purchased by the Navy, and the Marine Corps will also use it,
Another way it works goes like this. We had all three Services speading
muacy on a radar for ground targets. A moving-target indicator. The Army
had a program that'd put a litke radar up and it would peek scross the edge
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4 of the battlefield and say, '"Aha? Ten klicks away is a tank, somebody shoot
it!"" 1 don’t know what the Navy had, but they had something. The Air
Force had a program called Pave Mover, where we had a big radar in a big
airplane that could look way across, maybe a couple of hundred miles deep,
across the FEBA, and spot not only movers, you know, heavy metal, tanks,
but also stationary targets through

the use of synthetic aperture tech- FEBA—Forward Edye of Battle Area
niques. OSD said, *'Hold it guys. loint STARS—Joint Surveillance and
you both are doing essentially the Target Artack Radar System

same thing. You're trying to put a

radar in an sirplane and look across the battleficld. There should be one pro-
gram."” And they dictated it. 1t's my program now, it’'s called Jolint
STARS. And given 20 minutes, | might remember what STARS stands for.
We've had a lot of trouble geiting staried on the program because rarely éo
you (ind that the two Services have identical needs. You know, the Army
guys would run around and say, ""Hey! We just want a little radar, a nice
little wirplane, go about ten klicks deep, and you guys arc going to run off
and invent a great big radar for a great big airpianc and we won't be able to
afford it.”" Because the moncy still comes out of the Service budgets, see?
OSD doesn’t print the money; anything they parcel out they first take out of
Service budgets. It's off, it’s launched, it’s running. We'll probably release
the request for proposals cn that this week. That's onc way-—the second
classic way—a Joint program comes out. (54)

L R RN RS —

10. SAMUEL P. HUNT- Duector, Center for intemational

INGTON. "'Centralization Alfaus, Harvard tUniversity; former
{ Authority in Def Coordinator of Secunty Manning,
of Authonty 1a Defcnsc National Secunty Counci

Organizations’” {1985, pp.
1-1%)

There's been monumental indifference to reorganization of the Department
of Defease on the administration’s pant and, at times, rather anticulate hos-
tility coming from the Secretary of Defense and people around him. One can
undentand the indifference, since the Secretary of Defense can begitimately
feel he has other prioritics, including the military budget. weapons systems
issucs, and other things ranking comidersbly higher than tinkening with the
way his offlice and associated offices work. There is also an argument articu-
lated by Fred 1kle, Under Secretary of Defense for Policy. that organization
isa’t terribly important after all; that with the right people, any organiza-
tioaal structure can function. Consequently, tkle believe it is almost 2 waste
of time 1o tinker with organization. 1f he is right, however. then clearly an
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awful lot of peoplc—important pcople, busy people, powerful people—have
been concerned with inconsequential issues, and have, in effect, been wast-
ing their time.

The behavior of top national security decision makers indicates that organi-
zation is important. That is clear from the memoirs of people who have been
National Security Advisors and Secretaries of State. For example, the first
thing that Henry Kissinger or Zbigniew Brzezinski did on Inauguration Day
when they were National Security Advisors or that Alexander Haig did when
he was Sccretary of State, was to stick a picce of paper under the newly
swom in President’s nose, and ask him to sign a presidential directive set-
ting up or defining the national security policy-making structure for his
administration. When Kissinger and Brzezinski got their papers signed, they
were very happy, but Cyrus Vance was temibly unhappy when Brzezinski's
paper was signed, and Haig was furious because the President didn’t sign his
picce of paper. Presumably, that indicates that these people must think that
orgunization is of some importance. And. of course, if it is unimportant,
certainly during tre past several months, John F. Lehman, Ir., Secretary of
the Navy, has been charging about denouncing proposed changes in the
defense system for po good reason.

Il onc looks at the history of organization and decision making, one can see
that the decision-making process—whether the authority 10 make decisions
rests with an individual or with & committce; whether entities are s¢t up to
report in onc way or another, whether an organization is structured in one
way of another, or whether or not there's autonomy given to a particular
organization or part of it—makes a lot of difference.

One very interesting study done two years ago for the Director of Net
Assexsment in the Pentzgon, Andrew W, Manhall, relates the differences in
development of naval aviation during the 1920-Mk among the major naval
powers to precisely the differences in their organizations. In the U.S., a
group of Congressmen and civilian leaders became convined of the impaor-
tance of naval avistion carly on. They convinced Congress 1o creale, againsi
the wishes of the munt important admirals in the Navy, a Bureau of Avia-
tion, which, by legislation, had 10 be headed by an aviator and was given a
very distinet position in the Naval hierarchy. In Grewt Britain, on the other
hand, naval aviation = as folded into the RAF (Koyal Air Forve). Obviously,
an ofTicer in the RAF didn't particularly want to go va detached duty to ry
to learn how to iy off an aircraft carrics; an RAF officer’s future was
ehewhere. In the Royal Navy, nwanwhile, there really wasn't any interest
of any incentive 1o learn anything about aviation. The Japuncse came along
later and cventually created a burcau of aviation near the end of the 1920s,
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but considerably after we did. The study argues that the significant dif-
ferences which existed in the development of carrier aviation between the
United States on the one hand, and Great Britain and Japan on the other, can
be at least partly accounted for by this difference in organization. . ..

As I'm sure you all know, a wide variety of concerns have been raised in the
past few years about US defense organization, and since | suimarized those
in my article, | won't attempt to claboratc on them here. | think it's impor-
tant to note that those deficiencies,

or alleged deficiencies, that have my article—"Defense Organization and
been debated in public recently are Military Strategy,”" The Public Inter-
ones that have figured in almost eet, Spring 164, pp. 2047

every significant study of the

Defense Department, official or unofficial, since the 1950s. They were pre-
cisely the deficiencies that led President Eisenhower to attempt a major reor-
ganization of the department in 1958, and to succeed in getting a modest
reorganization that people, nonetheless, thought had cured some of the
major problems. In fact, as report after report during the 1960s and 1970s
made clear, the same problems continued, and the Department of Defense
has changed very little in terms of basic organizational structure since the
carly 1960s.

In effect. the organization of the Department of Defense has gone through
two phases: one beginning at the end of Werld War 1l and extending through
the early McNamara years, when there was a tendency toward increasing
centralization on the civilian side, and relatively little change on the military
side—albeit some change. This was followed by a period from the early
1960s to the early 1980s, wien there was relatively little change anywhere
in terms of organizational structure and refationships.

We are now moving into a third phase where there very prohahly will be
some significant changes. But unlikc the first phase when the changes were
niostly on the civilian side and strengthened the authority ol the Secretary,
the focus of these changes will be, to a much greater extent, on the military
side. There is a desire to strengthen the authority of the central military insti-
tutions in the Department of Defense, most particularly the powers of those
members perccived as being diverced in some way or another Irem the
Services—the Chairman and the unified and specified commanders.

A furtlier factor that plays into all of this and that ebviously is a highly deba-
table one, is the difficulty the U.S. has had in conducting successiul military
operations. After all, with one exception—the triviality of which only under-
lines the point, we haven’t won a war since 1945, We have also suffered a
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vaniely of miscarriages using military force in more limited ways, including
the Pueblo incident, Son Tay, the Mayaguez, the Iranian hostages, and

Belrut. Consequently, the percep-
tion of our ability to utilize our
military force, as a result of the
accumnulation of these incidents, is
at a rather low ebb. Our successful
conquest of Grenada hasn’t
changed that, since more
questions—in many respects very
real questions—have been raised
concerning our effectiveness in that
operation: the way it was planned
{recognizing it was planned under
very short deadlines), and the way
the command arrangements were
structured on the island. The whole
conduct of the Grenada operation
has simply reinforced the picture
that our command relationships are
not set up to employ military force
effectively.

Al the same time that the Grenada
operation was underway, similar
questions were being raised aboul
the Beirut tragedy. One of the most
peculiar, frightening things was the

Pueblo incident—USS Pueblo, an
intelligence-gathering ship, was
seired by North Koreans in January
7968, The ship’s B2 surviving crew
;nembers were refeased 11 months
ater.

Son Tay—abortive aitempt to rescue
POWs during Vietnam conllict. The
rescuers found the prison site
abandoned.

Mayaguez—In 1975, communist forces
from Cambodia seized the US-flag
freighter Mayaguez. A small force of
Marines was sent to recapture the
ship and its crew. The captives had
aiready been freed and put on
another ship, but the operation cost
the lives of & number of Mannes.

iranian hostages—In November 1979
militant Iranians invaded the US§
Embassy in Tehran, taking 66 hos-
tages. A lailed rescue mission cost 7
lives. The hostages were relessed in
January 1981,

Beirut—1983 truck-bombing of US
Manne barracks in Beirut; 246 killed

Grenada—1983 invasion of Grenada
marred by communications foul-ups.
poor intelligence

problem of pinning down responsibility for what happened. In the end, the
President said it was really his responsibility, which meant that it was no
one's responsibility, and that, in fact, is an extraordinary conclusion. [t was
obviously reinforced by the fact that a Marine detachment was at the Beirut
airport, the commander of which had 1o report up through this very compli-
cated chain of command to the Sixth Ficet and then 10 European Command
(EUCOM) headguarters, to General Bernard W, Rogers, SACEUR, Yet
quite clearly, the extent to which the European Command and others were
directly involved and concerned with what happened on the ground in Beirut
was rather limited.

You may remember that after the incident, General P.X. Kelley, the Com-
mandant of the Marine Corps, was sent to survey the situation. He came
back and reported that what happened there really wasn’t his worry. He
said, ‘'l am chartered by law to organize, train, and equip the US Marine
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Corps. We hand forces over to the operational command for its use,'" So, in
effect he's saying, *‘Well, General Rogers, it's really your fault, yours and
your supporting commanders."’

The fact of the matter is that the European Command had very little control
over the Marines in Beirut, In many other situations, certainly in World War
11, or cenainly in Korea, and | would suspect in Vietnam, if gross negli-
gence on somebody's part had been apparent conceming the proper security

] precautions during an incident, somebody would have been summarily
relieved of command. And yet, that didn’t happen. General Rogers and his
deputy at EUCOM don't have the authority to relieve anybody of command.
That is part of the problem with which we are dealing.

I don't want to continue in detail about the various perceived deficiencies,
though they tend, as you know, to focus on the role of the JCS. The focus is
on the difficulty the JCS have in performing an effective planning role, the
weakness of the Chairman, the problems faced in resource allocation and
weapons acquisition, the problems in the operations of planning, program-
ming, and budgeting systems. They also focus on the chain of command in
terms of the problems to which 1 just referred: the effort to maintain the dis-
tinction, so close to President Eisenhower’s heart, between the operational
command belonging to the unified and specified commanders and the
administrative command belonging to the Services. As General Kelley said,
the Services are the trainers and the providers of military forces, but not the
users of military forces. ...

Just about a year ago, we had a very interesting conference here at the
Center for International Affairs for which we prepared papers on the evolu-
tion of defense establishments since World War Il in six countries including
the U.S. The other five countries were the Soviet Union, the Federal
Republic of Germany (West Germany), the United Kingdom, Israel, and
Canada. ... Despite all the differences in these cases, since World War 1l
the rend has been towards increasing centralization. The continental powers
in particular have highly centralized armed forces, but even with the insular
powers, there is a very well-defined series of progressions toward greater
centralization. . ..

If one begins with an assumption of separate land and sea Setvice depan-
ments each having its own minister and chief of staff, then the next step is to
create an air ministry with a minister and a chief of staff. Then, because
there are three Services, a chiefs of staff commitiee is created, as the British
did in 1924, and as we did in 1942, to discuss and to deal with issues of
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commen concern to all military Services. At some point, the next step—I
guess this would be step three—a defense minister is created, not a ministry,
but a minister, who is a political coordinator. Well, he always ends up hav-
ing an impossible task, of course, so at some point there is not only a minis-
ter of defense, but also a chairman of the chiefs of staff committee. Then, in
order to support the minister of defense and make his life somewhat more
bearable, a defense ministry evolves, which supports the minister of
defense, and the Service ministers get removed from the cabinet. And then,
in the next step, one finds a situation wherein the chairman of the chiefs of
staff committee acquires greater power over the other chiefs of staff, and
replaces in fact, in name, or both, the chiefs of staff as the principal military
advisor to the govemment,

Mceanwhile, another step has usually already taken place: the gradual cen-
tralization of control over support services. New central bodies are created
to handle the civilian personnel, logistics, and administration. Then, and this
is a most important step, the chairman of the chiefs of staff committee is
converted into chief of the defense staff, and he gets control over the central
interservice staff working for the chiefs of staff. which then becomes his
staff, not the committee’s staff. Immediately following that step, the Service
ministers are abolished, then the Service chiefs of staff are abolished. Nei-
ther the U.S. nor the U.K. have reached this point yet, although the U.K.’s
latest reorganization brings them very close to it. Ultimately. a central staff
is organized purely on functional lines. By looking at these steps of gradual
centralization, one c¢an se¢ that we are about halfway through the series,
while the British are coming to the end of it.

... One of the things that came through most strikingly in this comparative
analysis was the weakness of the US central military organization. It was the
weakest of the six countries, and |'m sure this would be true compared to
other countries that have significant armed forces as well.

... But the problem doesn't reside in the fact of decentralization as such, it
resides in the nature of the decentralization. As | indicated in my article, the
basic problem is what | label *servicism.™" In the absence of a stronger cen-
tral military institution, the power basically resides with ta¢ Services. And
that has all sorts of consequences such as the way decisions are made, the
way programs are developed or which programs are developed or not
developed, and the way military operations are carried out, as well as the
fact that if there is a military operation of any size, no matter how small, all
four Services have 1o be cut into it in one way or another, as was the case in
Grenada.
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I think it is wrong to refer to the problem in the US defense establishment as
interservice competition or rivalry, because that's only part of it. If competi-
tion or rivalry exists among the Services—as it did in the '40s and the '50s,
which at times got rather vicious—there's a way to deal with that. Any
economist would predict how it would be handled in an oligopolistic situa-
tion: the parties get together and collaborate. As a result, the problem is not
just interservice rivalry now as much as it is the apparent solution to that
rivalry, interservice collusion. Both of these are manifestations of this servi-
cism phenomenon that permeates the US defense establishment.

... Now, you can contrast the period since the early 1960s with what went
on during the 1940s and 1950s when there was vicious interservice rivalry.
A top general of the Army Air Force was describing the Marine Corps as a
**hitched-up little Army talking Navy lingo'* and Air Force and Army peo-
ple were saying, ''What do we need the Navy for? There's no one for it to
fight.”* And, of course, in 1947 there weren't many enemies around for the
Navy to fight. Navy people were responding in tum, and there were battles
over the introduction of the so-called supercarriers.

We had never experienced such interservice disagreement before. Now sud-
denly they had obviously different interests. They have since learned to
cooperate or collude and to divvy things up, each Service chief counting on
the others to back him up in tum after he backs them up. This period of col-
lusion or cooperation has replaced the carlier one of intense, vicious,
bureaucratic battling, and one can argue about which is better or which is
worse, As I indicated, they are both manifestations of a more deeply rooted
problem in the sense that the power does lie with the Services, and until a
counterbalance is created to the Services’ power, there's either going to !¢
intense rivalry or the friendly I'll-scratch-your-back, you-scratch-mine type
of collusion.

Well, let me make a few commenis on the proposals for changing these per-
ceived deficiencies. As | mentioned, over the past few decades. a variety of
studies have been made of the Department of Defense’s organization, vir-
tually all of which have argued to a greater or lesser degree for centraliza-
tion. The Nichols Bill that was passed by Congress made some modest
changes in the organization.

That bill essentially provided for five things. First, it gave the Chairman of
the JCS stattory authorization to be the spokesman for the CINCs, for the
unified and specified commands. While this provision was not necessary in
order for him to carry out that role, it gave legislative blessing to the idea.
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Second, it gave the Chairman control of the JCS schedule in terms of bring-
ing potentially important things before the JCS, although he already—as far
as | can gather—had played a substantial role in determining the JCS sched-
ule. Third, it provided, by legislation, that the Chairman should select the
officers of the JCS on nomination of the Services. This is one of those
provisions that I think could be rather significant, if an aggressive Chairman
wanted to use it and assert a power that hadn’t been asserted before. How-
ever, it's unlikely that a Chairman would be terribly assertive with his
power. I'll come back to this point in just a moment. Fourth, it extended the
possible tour of JCS service for officers to four years. And fifth, it told the
Secretary of Defense to make sure that the JCS would function as an inde-
pendent staff, a rather vague declaration. It's not entirely clear what, if any,
meaning that will have in practice,

This bill, I think, is more notable for what it didn't do. 1t didn't give the
Chairman the power to manage the Joint Staff, and that was what many peo-
ple expected. And it didn’t say that he could, on his own, provide independ-
ent advice to the President, the Secretary of Defense, and to the National
Security Council, instead of simply reporting the views of the Joint Chiefs.
It didn’t make him the principal military advisor to the President or the Sec-
retary of Defense. It didn"1 give him a deputy, which is something many
people had recommended. It didn’t put him in the chain of command.

The chain of command down from the Secretary of Defense is not specified
by law. But going back many years to Secretary McNamara, the chain of
command has run from the President to the Secretary of Defense, then
through the JCS to the unified and specificd commanders. Many people
argued that the Chairman should replace the JCS. The bill didn’t—as some
people argued it should and as a bill previously passed in the House had
provided—place the Chairman on the National Security Council (NSC) as a
formal siatutory member. That’s a bad idea. And it didn't give the chairman
control over the promotions of people on the Joint Staff. That's a good idea.

.. I's hard to distinguish what is cause and what is effect. But it is alleged
that the Services, by and large, tend to send their better officers, not to the
Joint Staff, but to their own staff. Not that they send only poor officers to
the Joint Staff, that clearly isn’t the case, but they tend to give preference,
as one would expect, to their own staffs.

... General Rogers. who technically is the ultimate commanding officer,
had no control over the situation {in Beirut], couldn’t remove anyone, didn't
have the authority to do so. That is a very bad way to divide responsibility.
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And if, as [ suggest in my article, you're going to have a unified command,
then the unified commander ought to be able to move people around, fire
them, relieve them, and so forth. Now he doesn’t have that authority.

... There are some people who would go further and say that the Chairman
really ought to prepare the military program of the government, and that he
should submit each year to the President and the Secretary of Defense a
fiscally constrained military program, which in effect would be the defense
program. [ don't feel strongly one way or another on that; | think that would
prebably be a useful thing for him to do. But I'm very sure that no Secretary
of Defense is going tc want to allow himself to be in the position where he
has the Chairman’s recommendation and nothing else. He is going to want
to come up with his own, and he inevitably will turn to mission under secre-
taries or personnel like that, to work as his staff and provide him with
advice. Given the importance of civilian control in our system, it is very,
very important that he have that sort capability.

... There are certain places whence opposition to reorganization and central-
ization of authority has come. In the past it generally came from three
sources: first, from liberal groups and leaders who were afraid of a Prussian
general staff and militarism; second, from congressional groups who saw
greater concentration of power in the Executive Branch as limiting their abil-
ity to gain entree into it and to influence what was going on (Congress
always wants to decentralize the executive); third, from the Navy and the
Marine Corps.

The striking thing about the situation now, it seems to me, is that the
opposition to reorganization and greater centralization from the first two
opponents that 1 mentioned—from the liberals and from Congress—has
greatly weakened. Basically, the people in Congress and, you know, the
more liberal groups and newspapers, are supporting the same reforms we are
recommending in this task force. And so now the only really strong opposi-
tion comes from the Navy and Marine Corps, the traditional centers of

opposition.

... Change, particularly in our system of government, occurs very, very
slowly.

David Jones told a story that illustrates that. He used 1o sit with his British
counterpart, Admiral Sir Terence Lewir, their Chief of Defence Staff, at
NATO meetings and clsewhere, and they would compare notes. This was
back in 1981. They would discuss how they wanted to change their defense
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or military structures, and Jones and Lewin had the same ideas about strength-
ening their central defense organization in order Lo get control over the Services
and have a more rationa® and effective planning system. And David Jones said
Lewin went back, wrote up his plan in a memorandum and sent it to the Prime
Minister. He got it back two wecks later with ''Approved, Margaret
Thatcher,” written on it. It was implemented immediately.

And David Jones said, *’I went back, wrote an article and published it three
years ago, and today it is still being debated.'” (1-2, 2-7, 8, 9, 13-14, 15)

1. RICHARD G, STILWELL, Chairman, DoD Security Review Com-
"Structure and Mechanisms mission
for Command and Control™
(1985, pp. 33-65)

The Joint Chiefs of Staff (JCS) are not in the direct chain of command, but,
as we’ll discuss a little Jater, they are in the channel of communication with
a very important function of strategic direction, because orders go through
them. And we'll talk briefly about the interface between the channel of com-
munications and strategic direction.

The military departments are responsible for raising, training, ¢quipping,
and supporting the forces. They're not in the operational chain. . ..

Now, you can say, if they're [the JCS| not in the chain of command, but just in
the channel of communications, then how do they provide *strategic direc-
tion™"? Well, what that really means is that when the President makes a deci-
sion, it's obviously a very broad decision in which he’s saying he approves
such and such a recommendation. That has to be translated by somebody—
some competent military body—into a full-ledged instruction for the people in
the field. Sometimes that requires concurrent compensating or supporting action
by many elements of the armed forces. because if vou say W one organization,
*Go do this,” you may need to bring to bear more assets. Moreover, if that
commander is going to carry out that action, he may need help: there are people
on his flanks who may have to do something also,

There are a host of things that are the province of the military that have got
to be done cither by the National Military Command Center itself, or by the
very competent Joint Staff. These are very basic functions: They make
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recommendations on force structure, unified command plans, doctrine,
education, and other matters.

Now, one thing not included in thase JCS functions . ., is any charge to the
Joint Chiefs to advise the Secretary of Defense, or the President, on how the
budget should be divided, or how resources should be allocated among the
Services, Although many times the Chiefs are castigated for that failing,
that's not written into their charter.

Frequently they arc also castigated for tabling in the Joint Strategic Planning
Document {which is at the apex of the planning ¢ycle of the Department of
Defense) mission requirements that exceed, by quite a margin, what is likely
10 be available in the way of resources for defense. Now, | maintain that
they shouldn't he castigated for that. [ maintain that it is explicit in the char-
ter that the military advisors have a cardinal responsibility to inform the
civilian leadership of this nation, through the Congress, of what would
really he required 1o defend our territory, our people. and our value system,
with prudent risk., if we were attacked. Recognizing that they're not going to
get those resources in steady state, the JCS is at least keeping that mark on
the wall so that if we got into a period of increased tension, if we were
attacked, those stipulated requirements would become the blueprint against
which additional resources would he applied to equip and flesh out the
armed forces for defense. If they didn’t do that, if we did all our planning on
the basis of the resources we thought might be available, we would soon
lose that mark on the wall showing what was required, and we would have
no real basis for the immediate commitment and utilization of additional
resources—-be they munpower, equipment. or anything ¢lse—in the instance
of aggression. Those are the functions of the Joint Chiefs of Staff, and ]
helieve they are discharging them quite well.

The other arca for which the Chiefs are castigated is on the timeliness or the
precision of advice to the President, the NSC, and the Secretary of Defensc
in times of crisis, or in meeting unexpected situations, That's a fair crit-
icism. In the past. they have not done all that well in telling their superiors
what they winted to hear in many instances, such as on arms control. But
there again, it was very hard for the Chiefs to modify their views., 10 take
full account of political realities, because that’s really not their job, They're
supposed (o come at things from a military perspective, They have done, in
my view, far hetter under General Vessey's leadership than they did under
Dave Jones, Vessey's predecessor. . )

General Vessey's leadership—General

| have been extremely pleased by lohn W. Vessey, Jr., USA. Chairman,
the ability of the Chiefs to coulesce 1CS at the time of this presentation

and to present a united front on
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most current issues. ] believe that a lot of that has to do with the exemplary
leadership of that fine Chairman, Jack Vessey.

... I don’t believe in making the Chairman the sole military advisor to the
President. That's fine for some minor crisis, but for a major crisis you need
the expertise represented by all five Chiefs. ... But [ would give the Chair-
man more control over the Joint Staff. We have just created for General
Vessey, by the way, an analytical capability so that he can have more of an
independent backup for the deliberations of the Defense Resources Board
during the programmatic and budget review process. An organization called
SPRAA, Strategic Plans Rescarch and Analysis Agency, now has the
czpability of analyzing the data of the several Services on cross-cutting,
cross-mission areas, and there are many of those. The two-star who heads
SPRAA also prepares the Chairman for his role on the Defense Review
Board (DRB}).

The Chairman is, in my view, the individual who is most listened to on a
contentious issue by the Deputy Secretary of Defense. And the Chairman’s
view usually prevails. The Chairman’s view is mainly in support of what's
in the Service Program Objective Memorandum (°OM). and mainly in
opposition lo any of the advocates on the Office of the Secretary of Defense
(OSD} staff who wants to change the POM. But on certain issues, he will
disagree with what's in the POM and recommend a modification, par-
ticularly when it's something that can be translated into an output and
related to mission accomplishment. So, in shor, it’s important to make the
Chairman the spokesman for the unified and specified commands, because
as we'll see in a moment, while ! believe that it is an arza in which we have
done a lot, we've got to do a lot more 1o give visibility and influence to the
unified and specified commanders. They arc the guys on whom the whole
responsibility rests in time of crisis and war,

We should also give the Chairman a little more control over the work of the
Joint Staff; give him tacit authority to reject candidates for the Joint Staff, in
the interests of getting the best possible quality. Additionally, we should
support him analytically so that he can carry the battles of the unified and
specified commanders against the other members of the Defense Resources
Board when there is a major issue on resource allocation. . ..

In terms of command and control, it's important to understand the structure
of the unified and specified commands. All of those commands have Service
components. For example, in Europe. under the joint headquarters
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commanded by General Rogers, there is an Army component, a very
minor Navy component, and an

Air Force component. They report General Rogers—General Bernard W.
back to their parent Services for Roggs, IEISA. Supr;née Am‘egd Com-
everything except operations. Their fgeder, SUIIE e Lo MarNHeE-in-
Scraccs lghen dgcng":nc. in the last CHiED LB IEorem Gomeata
analysis, how many troops and

what type of equipment they'll have, and the rate al which they get that
equipment. So, you have 2 certain duality there; the whole resource develop-
ment process is done on a depastmental basis as opposed to a Joint basis.
And that's the way it’s defined in the Congress. It takes a bit of doing to
ensure thal the Joint and the Service things are properly intermeshed. And
that's reatly where most of our problems lie.

... I helieve the current JCS system, consistent with the mandate of Con-
gress (which we haven't changed), along with more authority for the Chair-
man, as we discussed, is the way to go. And we have moved a liltle closer
to that, | think, over time. But you've got 10 remember thal any organiza-
tion, arxl how good or how bad it is, is a function of the personalilies you
put in it. | don't want a structure that puts too much authority in one man’s
hand, becsuse if you get a loser, a guy who doesn’t measure up, it's pretty
hard to get rid of him. We've operated on consensus pretly much in the past,
and rcasonably effectively.

... |T)he traditional roles and missions of the Service arc 1o provide the
forces, equip the forces, and so on. The CINCs have largely gotten their
input for requirements from their major Service commands: Army, Navy,
Air Force. whatever. You have the fortunate situation, | think, in the Air
Force, where the specified com-

manders have a much betier link to

their Service in the loint hat, MACOM—aiso “'majcom*} major
because they're also MACOM command

commander in the unilateral hat,

than the others do.

Also, the defense in the Congress is by the Service. and by the Service pro-
gram, But we have increasingly found with the new Congress, with more
attention being given by the Congress 10 the [ast budget, with sharper ques-
tions being asked, that a lot of the guestions are ones that the Service repre-
sentatives cannot answer as well. They can answer from & programmatic and
technical standpoint everything about System A, B, C. or D, but they can’t
answer as well as the operational commander why you need that system, and
what it will do for you if you have it. In other words, they can answer the
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what and the how of the system at the Service level, but it takes the opera-
tional commander to tell the why for it. So it's been evolutionary. We've
always done our business that way. We've always had the theater com-
manders Jamenting the fact that they had very little influence on the cross-
cutting issues.

The other thing that's happening is that more and more programs are being
initiated for weapons systems that involve more than one Service; par-
ticularly in this whole command, control, and communications area where
the black box that the Air Force nceds is essentially what Marine Air and
Naval Air need: IFF, tactical

fusion, so on and so forth. S0. We  prack box—electronic component
learn slowly in a democracy, Dr. IFF—Identification Friend or Foe: com-
Octtinger. There's more attention, puterized system for identifying

aircraft

though not envugh, being paid to
the complexities of coalition war-
fare. We've done quite a bit on that. (33, 18, 40, 40-41, 44, 60, 61)

12, ARCHIE D, BARRETT, Staff member, House Armed Services
Politics and the Military: Committee; former Mditary Staff

Climute for Reform* Assistant to the Executive Secretary

The Climate for Reform of the Defense Organization Study:

(1985, pp. 67-86) authar, Reappraising Delense Orga-

mzalion (1943)

The characteristics of the Services must be taken into consideration when
looking at reform of the way the Department of Defense is organized. Like
all organizations, the Services want to protect their significant interests and
to exert inlluence. That's any organization’s reason tor being, The Services
are no different in that rexpect, but they are stronger organizations than
moat.

Services, like other urganizations, vie for autonomy. They want to protect
their budgets and expand them, for example. They want w protect and Gur-
ture their persoancl. (o control all aspects of a Service career to keep their
personnel imbucd with the essence of their own organization.

This essence is the distinctive mode of warfare each Service represents. The
Air Forve has considered itself historically the organization that lights and
wins wars by sending men in airplanes to accomplish long-runge strategic
bombing and tactical air operations. The Army. through organized units,
prosecutes land warfare. The Navy, through large capital ships, maintains
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control of the sea. That's the 2ssence. The Army has other responsibilities,
such as sir defense, bui that is not the essence of ils role,

Pursuant to its essence, each Service has a purpose that can be called its
objective or mission. 1t is the preparation for that Service’s distinctive style
of warfare. For example, the Navy's mission is to prepare naval forees for
the effective prosecution of war at sea.

These purposes require large capabilities. How much is enough? From the
perspective of the Services, there is never enough. Why is this so? Because
their missions are so broad. They operate in conditions of uncertainty with
respect to their enemy, the threat he poses, and his intentions. No one can
know for certain how many ships will be enough to ensure that the Navy can
accomplish itx mission. Because there are four Services grappling with
broad missions in conditions of uncertainty and. at the same time, operating
in an environment of scarce resources, there is built-in conflict hetwecn the
Services. This conflict will always exist, no matter how you organize the
Department of Defense.

Another axpect of this discussion is the tendency to identify Service interests
with national interests, because it is difficult to translate national objectives
or nationa) interests into operational terms. For example, deterrence. What
does it take 1o deter the Soviet Union? Who can say? Because national
objectives are difficult to *"operationalize,”” one finds the opposite tendency.
The Services evolve an agreement in lerms of operational weapons, and
agree that deterrence requires a triad of land- and sea-based missiles and
stralegic botnhers, The triad beconikes net only a Service interest, not only an
Air Force interest in missiles and bombers, but 2 national interest, That is.
in the Air Forve's view the triad becomes a national interest and a national
objective. Moreover, i's a short Jogical step from that reasoning to the con-
clusion that the Service's well-being itself is in the national interest. Alter
all, if the Air Force or the Navy is providing deterrence, then that Sesvics
itself is of instrumiemal value to the nation. To parsphrase Charlle Wilson,
what's pood for the Air Force. or

the Navy, is pood for the couniry. Charlic Wrbson—Charles £. Welson,
Now let me tulk about two charac- 1890 1961, avtomobide executive and
— . Secretary of Defense duning the
teristics of the Department of Lisenhower Adonantrabon; noted
Defense as a whole. I've already tor saving, "Whal's good for the
nxmioned one, vonilict. There' wwunlty i good for Ceneral Motus,
IaRea ) ol TS and what's goud for Ceneral Metons
always conflict in the Department, 1> good for the sountry,”

us in any organization,
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There is also coordination. If you examine Max Weber's model, he didn't
recognize conflict. His idea was that if a task was too large for one or two
individuals, you should divide it up

into separate sub-tasks or func- Max Weber—German sociologist and
tions. If it’s a very large task you economist, 1864-1920

subdivide those functions into

more functions and you achieve a

hierarchical organization. From Weber onc gets the idea that mcving boxes
around on an organizationat chart leads to solutions for structural problems.
If we could just get the boxes right, we could improve the organization’s
efficiency. The problem with that idea is that Weber assumed everybedy in
the organization was cooperating. If everyone did cooperate for the larger
good of the organization, maybe Weber's model would be completely valid.

In fact, on.c you set out functions, you encounter conflict as each of those
organizations or sub-organizations demonsirates some of the characteristics |
mentioned earlier. They want to influence. they want to protect their
domain, roles. and missions. They have an essential nature that they
developed internally. They seek independence. they seck a budget of their
own, and they want to maintain the morale of their members to cement their
loyalty. So. there's a valid perspective of the Pentagon as a large organiza-
tion in which the sub-¢lements conflict.

Yet | don’t want to slight the cooperative aspect. As members of the overall
Department of Defense, the constituent ofganizations respond to, or can be
made 10 respond to, the national interest as well as the interest of the Army
and the Air Force and the Navy. Although contradictory. conflict and ccop-
eration are going on at the same time. So if you're studying organization,
you have to consider both aspects.

Now, if all this is guing on at the same time, the trick for higher managers, or
for people attemnpting to organize a defense establishment, is to do three things.
Fiast, they must ensure that all important interests are mobilized. By mobilized
| mean that every intcrest is represented by an organization. For example,
Department of Defense critics tday claim that the Joint interest is too weak and
not organized. Yet it's » kegitimate interext that should be considered when the
civilian leadership makes decisions about resource allocation. Joint military
organizations will employ US forces in any was. On the other hand, the inice-
sty of the Services are comsidered by cntics 10 be o strong, relatively. So you
wanl the organization 1o ensure that all valid interests ane mwbilized, Second,
high-level officiuls shouid ensure that those interests are adequately represented
in decision-making bodies. Finally, the decision making budies must be stns-
ured fo resolve conflicts, so that ultimately cooperation emerpes from conflict
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... |Elven if a divine presence could give us a perfect organization today, it
wouldn’t be perfect & year from now because changing circumstances—
weapons systems developments and those sorts of things—would blur those
boundaries and you'd have to redefine them. That means that Service roles
and missions need constant reexamination and redefinition. Yet we haven't
done that. formally at least, since the 1940s.

... [Wlith regard to the Department of Defense, a Secretary who knows his
business will reserve 10 1o 15 percent of his time to detach himself from the
issues of the day—to get above his orgzaization, figuratively, and look
down on it—and attempt to perceive what is or has happened organiza-
tionally. He will continually reshape the organization because there will
always be some interests that are stronger than others, growing and tending
to coopt. As 1 recall, Simon dwells on this: It's a dynamic thing. The
higher-level manager has to spend

time shaping and reshaping his Simon—Herbert A. Simon, The New
organization 5o tht it fumnels to  Science of Management Deciion
him ihe perspectlive of the various Prentice MHall, 1977}, pp. 126-31
interests as he makes decisions. In

a way | think this is what the reform movement is Irying to set up in the
Department of Defense.

... Superimposed over the Services is a very strong Secretary of Defense,
Successive secretaries in the 1940s and 19505 continued to go to Congress to
complain about how weak they were. So in 1958 Congress said, you have
overall "‘authority, direction, and control’’ of the department. In the report
Congress said, in effect, we can’t think of any stronger words. If anybody
can think of a stronger formulation, we’ll take it. We're telling you, Mr.
Secretary, that you've got the whole ballgame. So we have a very strong
Secretary of Defense, according to the law.

... [Juxtaposed opposite the Services who are supposed to recruit, train, and
support the armed forces, what 1 termed *"maintain’’—is the employment side
of the organization. 1t is compnsed of the Joint Chicfs of Staff and the unified
and specified commands. This is the Joint part of the Department of Defense. If
you read the introductory policy stutement to the National Security Act, you
will find the elements of this organization set out in one paragraph —scparate
Services but an integrated land, sea, and air tcam when the United States poes
to war, The unified and specified commands are created to fight—to employ
forces.

... In fact, by Pentagon directive, as I'm sure you know, the chain of com-
mand extends from the President to ihe Secretary of Defense through. the
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Joint Chiefs of Staff committee to the unified and specified commanders.
*'Through’’ means that the JCS cannot issue an order, cannol command, on
its own. It issues orders in the name of the Secretary or the President.

The Joint Chicfs of Staff are supposed to provide military advice from a
Joint perspective. That is, on the Service side, each chief attends to single-
Service concerns and interests but, in theory at least, when the chiefs go
over to the Joint side and act as members of the Joint Chiefs of Staff they
are supposed to put on a Joint or unified hat. They are supposed to assist in
the exercise of command. That’s the reason the chain of command goes
through the JCS. They're supposed to develop integrated strategic, logistic,
and contingency war plans. And they're supposed to ensure that the plans
integrate the contributions of the Services and the unified and specified
commanders.

Alsc on the Joint side of the organizalion ar¢ component commands that
report to the unified and specified commanders. As things have worked out,
the wnified and specified commanders only have operational command—a
much more limited cincept than full command. Although you cannol prove
it by researching the law, | think that Congress, in giving operational com-
mand to the unified and specified commanders, meant that they should have
@ great deal more authority. . . .

Just as the members of the Air Forces in Europe focus on their individual
Service, the members of the Joint Staff, which was created to assist the loint
Chiefs of Staff, as officers assigned by the Services know that they are
going hack to their Services. When | was in the Air Force we talked about
hringing an officer in and **blue-ing™’ him before he went to the Joint Stalf
to become ““purple.’’ And hy that we meant sending him to the Air War
College. hringing him to the Air Staff. and then letting him be assigned to
the Joirt Staff. But even if these things didn’t happen to indoctrinate
ofticers, the procedures under which the Joint Staff works, which have been
woven hy the Joint Chiefs of Staff. are such that any Service has a veto over
almost any word or phrase of any docuswet that might originate in the Joint
StatT. So it is very difficult for the Joint Stalf to he a dynamic institution and
1o act as 4 true Joint institution. |t scrves, | think, more as an execulive sec-
retariat, putting the views of the Services together in some palatable form
that all four can agree to and then pushing the agreed position up to the Joint
Chiefs of Staff.

The Joint Chiefs of StalT is dominasted by Service interests and it's difficult
for the chiefs to put unide the Service hat. The JCS s cniticized because its
mititary advice is inadequate, often sidesteprng critical issues. | might

250 Barrett, 1985




ITRANIZAtIONd]L 2trALiure

comment here that the present Joint Chiefs of Staff under General Vessey is
reputed, and ) think probably rightly so, to operate just about as well as the
system can work, principally because of Vessey's leadership and the chiefs
of stalf we have. But even now I would maintain that the Joint Chiefs of
Staff cannot, and does not, address some of the most critical defense issues.
It is very difficult for the Joint Chiefs of Staff even to look at issues such as
resource allocation, roles and missions, the unified command plan—how the
world is divided up into unified and specified commands—or the cross-
Service missions the Air Force is supposed to provide for the Amy, such as
airlift, sealift, and close air support. The Chiefs don't even want 10 open the
unificd command book because it becomes a bloodletting when they do. ...

[By law]| the Chairman became spcokesman for the CINCs on operational
requirements, but not their supervisor as the House proposed. The word
“‘supervisor’" did not survive the

conference. On the timeliness 8y law—HR 3718, joint Chiefs of Staff

issu¢, the Chairman became Reorganization Act of 1983 (the Nic-
**responsible for determining when hols Bill), was passed by the House
issues will be decided.'" once on October 17, 1983 but was stalled

. . . g ins the Senate. Some of its provisions
again a relatively minor provision. were subsequently incorporated into
Prohably most significant is the the House version of the FY 1985

provision regarding the Jeint Staff Dol> Authorization Bill

officers. The Services will now

nominate Joint Stat officers, and the Chairman, through the mechanism of a
Juint Staff personnet process, will choose them. So Juint Staff officers now
will work for the Chairman. and not for the Services. They will know they
weren't just sent to the Joint Stalf hy the Navy or the Air Foree or the
Army, rather they were choaen hy the Chairman. 1 hope that provision
straightens out the loyalty issue somewhat. There is also a provision that
changes the limitation on the length of a Joint Statl assignment from three
yeurs to four yeurs. As a further spur to continuity, Joint Staff officers can
also be reassigned to the Joint Staft after only two years now, rather than
three. Finally, there is this oversight hook that 1 talked about carlier, requir-
ing the Seeretory of Defense to ensure that promotion and retention and
carcer opportuninies are protected for Joint StatT officers,

. We kpow that if a certain portion of Joint officers nust be promoted,
ana that portion must be coniparahle statistically to the Service promotion
rates. the Services are going to place officers in Joint positions that they
want o promofe. They will not want 1o be caught in the position of having
10 promote officers they would not otherwise promote, So we're after the
assignment process; not the output, hut the input,
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... Why has the Senate been the stumbling block? The Senate Armed Serv-
ices Committee contains Senators who are proponents of the opposing views
on the JCS issue. Several have strong lasting ties to the Navy and are per-
suaded that those who want to maintain the status quo are correc:. | believe
the divisions extend to the Senate staff also. (67-68, 69, 70, 72, £1-82, 83)

13. DONALD C., LATHAM, A Assistant Secretary of Defense, Ci
View From Inside OSD™’
(1985, pp. 103-23)

1 think that all the stuff 1've read about the reorganization is way off base,
giving the Chairman more of this and more of that. That is not the problem.
Grenada is one beautiful case in point; Vietnam is another, probably much
more so because we were there so long. In my judgment we didn't have the
political courage within the military, when we look back at Vietnam, to put
together the right command structure because of the politics, the tugging,
and so on. We didn't rcally apply the unified command theory that we had
at our grasp in order to make the thing wark. If you look ai Vietnam and the
command structures of the Air Force and the Navy and the Army, it was a
nightmare. We had some things that were being commanded from CINC
PAC. some things from MACV

ili is ommand,
(Military Assistance Command, o\ 0 prc commander.in-Chief of

Vietnam) i“_tcrms O_f air support, the Pacific Command (PACOM)
and North Vietnam air support was

commanded by two or three dif-

ferent guys. So, the Chairman could have had all the things in the world
provided in this bill or any other, and it wouldn’t have changed that situation
unless he had the courage to go make it happen and fight down the politics
of each of the individual Services.

And if you carry through and think about the illogic of some of the things
that have been proposed. like moving personnel with experience to the Joint
Staff, it becomes ahsurd. For example, tauke a mid-career officer who has
had experience in flying helicopters around in the Navy, and assign him to
the Joint Staff for the rest of his life, and he will weur the so-called purple
suit, he will forget everything he ever knew about allegiance to the Navy
and all of thi ! and become a nuclear war planner in the Joint Staff. And he
never goes back o operations again, and for the res' of his career until he
dies, he's in the Joint Staff arena. That's one of the proposals. 1 think it’s
crazy.
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The Chairman's got all the power he needs. He really does. They say he
doesn't have any staff. That's nonsense; he’s got that huge staff supporting
him. It's just a matter of using the Joint Staff and having the political cour-
age to make the hard decisions, so you don’t bring everything down to the
lowest common denominator, which is what happens down in the ''Tank"”
almost every single day.

... The Joint Staff is limited, theoretically, by law, to some 400 people. Yet
thousands of guys are supporting the JCS down there. And the Chairman has
agencies all over the place to support him. So, we’ve got this incredible
swollen burcaucracy, number one.

Number two, everything has some sort of a resource implication or perk
implication, so the simplest things take years to get through the system.
Required operational capabilities (ROCs) that are sent in by the CINCs to
muke improvements, presumably to their C? in the forces, have sat in the
Joint Staff arena trying to get through the wickets they have to go through to
get “"validated'’ for two years. Yet we know that ROC is an obvious need;
everybody agrees to it, and so on. But we must *validate’ it. Until it’s
“validated’” we can’t put any money aguinst it. As a result, things slip for
years. One of the biggest reasons we haven't fixed a lot of things in my area
is that we can’t get the JCS 10 validate ROCs so we can allocate funds to
them. And we have, | think, twelve ROCs outstanding for PACOM today,
and Admiral Crowe is beside himself. 1 hope he becomes Chairman; then |
can go down to him and say, okay,

Mr. Admiral, you _ﬁ" the damn Admiral Crowe—Admiral William |.
process, because it's the mosi Crowe, CINC PAC at the time of this
burcaucratic situation you've ever presentation; later Chairman, JCS

scen. And so the first thing is to go
down there and, frankly, kick some rcar ends and take names—in fact, 1'd
get rid of about every other person.

You know how big the JC3S is? The JC'S does not include, under General
MeKnight, anything to do with electronic warfare; so, hc really has a lim-
ited C? responsibility, and has no 1.
Yet he has over 200 people on his

. 1C'S—~}oint Command. Control,
5'31-_f° 1 !““'c all 01: C"_]' and 1 had, Communications Systems, O:;;’an?gﬁ
until this reorganization, 87 peo- tion of the Joint Chiefs of Staff
ple. It's incredible. If you tell me General McKnight—Lit. Cen. Clarence
1o do it with 40 pcoplc. 'l do it £. McKnight, Jr., Director, JC'S at the

time of this presentation

with 40, but 1I'l] tell you, we could
probably get rid ol an awful lot of
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action officers out of the service and staffs and business would get done
much faster. (122-23)

14. ROBERT T. HERRES, ‘"A Commander-in-Chief, US Space Com-

CINC's View of Defense mand, Aernspace Defense Com-

o e mand, North American Aerospace
Organization’' (1985, pp. Defense Command and Com-
125-45) mander, Air Force Space Command

As Commander-in-Chief of Acrospace Defense Command, | am responsible
through the JCS 1o the Secretary of Defense for the operational employment
of forces associated with the strategic acrospace defense mission. Within
that role and in that chain of command, | do not have resource management
responsibility. | have nothing to do with research and development, or with
training, equipping, organizing, and administering the forces that | would
employ. However, as the commander of Air Force Space Command, a com-
ponent of Acrospace Defense Command, | am responsible to the Secretary
of the Air Force, through the Chief of Staff of the Air Force, and thence 1o
the Secretary of Defense, to train, equip, organize, and administer the
resources and forces, the people, the money, the equipment, and so forth,
that are used by Acrospace Defense Command to carry out appropriate
aspects of the mission. | use my situation as an example. | have two com-
pletely distinct and separate chains of command. Thousands of people in the
Pentagon and in Washington don’t understand this. Even some people pon-
tificating on how the JCS ought to be reorganized don't understand that
important distinction.

The military departments do not have operational missions. The military
departments have responsibility to train, equip, organize, and administer
forees and resources that are provided to the unified and specified com-
manders for employment. Title 10 of the US Code specifies that
employment of US armed forces shall be conducted under direction of the
commanders of unified and specified commands. There are nine: six unified
and three specified commands. The only difference between a unified and a
specified command is that the forces in a specified command are predomi-
nantly from one Service, and hence there is only one Service component.
Strategic Air Command, Military Airlift Command, and Acrospace Defense
Command are the three specified commands, because their forees are all
predominantly in the Air Foree, This doesn’t mean we don’t have any Army
or Navy people: it just means that aimost all of our peopls are Air Force,
and there is no standing Navy or Army component. There may be aug-
menitees during cnses or when certain operations plans are implemented. but
the only standing component comes from one Service.
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... A unified commander—well, it’s not that clean, it depends on which
unified command—but General Rogers, for example, has to look almost
equally to all three Service departments for support. He has three separate
components, and has to depend on his component commanders to provide
resources—Army, Navy, and Air Force resources—from CINC USAFE,
from CINC USNAVEUR who has

split headquarters in Naples and USAFE—US Air Forces, Europe
London, and from CINC USNAVEUR—US Naval forces, Europe
USAREUR a1 Heidelberg. USAREUR—US Army, Europe

They're almost equally balanced.

He must depend on those three four-stars to work through their departments
to get resources so they'll be able to provide him with the forces. Each of
them is dual-hatied also, because they have subordinate command respon-
sibilities within that Joint unified and specified chain of command.

... Let me emphasize that the departmental commands are linked to the
Joint unified and specified command structure, the nine unified and spec-
ified CINCs, because many of these departmental commands are component
commands with people dual hatted as component commanders of these uni-
fied and specified commands. Remember the example of the US forces in
Furope? There's an Army component, a Navy component, and an Air Force
component. There are department commands within this operational chain of
command....

Now, I'm commander of Air Force Space Command, a US component of
ADCOM, which is a component of a binational command | haven't told you
much about, the North American Aerospace Defense Command (NORAD).
With that hat on | am also responsible to the Canadian govemment, through
the Chief of Defense Staff in Ottawa, then through the Ministry of Defense,
and then to the Prime Minister of Canada,

... Wouldn't it be simpler, cheaper, and more straightforward if you just
organized around the missions and combined military departments in unified
commands so that we don’t have this duality”? The reason is that people in
this country have never wanted a strong military. we have wanted to frag-
ment military authority. After World War 1l the Congress and the people,
through the 1947 National Security Act, and then the Amendments in 1958,
made certain we had a good, manageable, unilied structure, while leaving
just enough Eragmentation in the system to ensure political control over the
military establishnwent. That way we could never have a military cstablish-
ment that would be too strong. If that’s your ground rule, 1 challenge you to
find an improvement to this system that amounts 1o anything more than a
tweak here and there. Some may be miajor tweaks, but the basic structure,
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the duality of responsibility, up to the level of political leadership, is built into
this system. This system even has some political leadership in the Service
departments, and very tight political leadership control here in the JCS. The
JCS Chairmen are appointed for two-year terms, and they can leave in a hurry.
JCS terms don’t have to be renewed. The Chairman must be confirmed by the
Congress every two years, as well as nominated by the President.

In other words, there are a lot of checks and balances in this system. You could
improve it here and there, but it is essential to unify the diversity of resources
necessary to carry out military missions: naval resources, air resources, and
land-based resources. The system combines the best of resource management,
which is v "at this departmental chain of command is all about. Resource
management—Lraining, equipping, organizing, and administering—is done by
types of systems: naval, air, and land. But we employ them jointly because we
no longer live in a world in which you can employ them separately. Hence the
unified commands. We try to weave them together. 1 submit to you that the
system works a lot better than it gets credit for. And with every generation of
people that comes along (a generation being about a four-year mmover of sen-
ior leadership), the system works befter.

| think things could be done to make it better still, but I'm not sure that the
recommendations being bandied about now are that great. The CSIS study |
think is good. It’s been criticized, but 1 think the study as a whole has made
some fai-ty decent suggestions for

tweaking tue system without doing
very much violence. We could
probably live with it. The worst
that could happen with the CSIS
study would be to do it piccemeal,
pick and choose. Those recommen-
dations, in my view, hang to-

CSIS sludy—Toward & More Effeclive
Defense: The Final Repor of the
CSIS Detfense Organizalion Projec]
{Washinglon, D.C.: The Cenler for
Swralegic and Inernalional Siudies,
Georgelown Universily, February
19485)

gether, and if we're not going to do them all, we shouldn't do any of them.
Whatever's done should be comprehensive. (125-26, 133, 136-37)

15. B.R. INMAN, “'Tech-
nological Innovation and
the Cost ol Change®’
(1986, pp. 151-68)

Presiden) and Chief Execulive Officer
of Micraelectronics and Computer
Technology Corporalion

I have a worry about the onrush to reorganize and change things. 1 don’t
have any particular problems with & vice chairman who sits in the chain of
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command and who channels the messages, and the rest of it. The concern |
have is what | perceive to be a thrust to put the unified and specified com-
manders into the systems acquisition process, and even some significant
movement of the Joint Chiefs into that process. In my long years of service
in the Department of Defense, | came to realize that while we can’t do much
about the vicissitudes of external hostilities, there is a cyclical process in the
availability of funds that we can predict. A period of growth is always fol-
lowed by a period of cutbacks. When you're in growth it doesn't really mat-
ter all that much how you organize; you just hope you do it efficiently.
When you go into a period of drawdowns, the fight for resources becomes
absolutely all-consuming. | lived through some of those periods and 1
watched the Service chiefs. even in their JCS roles, come to view the
number-one priority in their lives as protecting the resources.

If you bring the unified and specified commanders and the Joint Chiefs into
that acquisition process, who's going to be paying attention to operations?
Who's going to keep an undiluted focus on combat readiness? That's the
only real worry 1 have about the rcorganization. For the rest of it you can
sort of redraw the boxes as you like. But somebody’s got to mind the store,
and you need to draw those boxes in such a way that the commanders’ atten-
tion cannot be diluted by getting pulled off into different priorities. (167)

16, JAMES R. LOCHER, III, senior staff member, Subcommiltee

o . P on Projection Force and Regional
Dc,femc Rcorgamznuol]: Defense, Senate Armed Services
A View from the Senate Committee

(1987, pp. 147-71)

Last October st the Department of Defense entered # new era. Many people
in the Department have not recognized it, but when the President signed the
Goldwater-Nichols Department of Defense Reorganization Act into law, he
set the way for a revitalization of tae US military establishment and the mili-
tary profession itsell. The Depaitment of Defense fought the legislation at
every step, so effective implementation is not assured. In the end. the
Department rendered itself irrelevant 1o the process. The Congress, retired
military officers, and people from the dcfense academic community were the
ones who were involved and decided what was going to happen in terms of
defense reorganization. There ure some concerns about the implementation,
and 'l talk a little bit about that as we go along.

While | say that the Department of Defense fought the reorganization at
every step, we need to distinguish between the institution itsell and
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individuals. While we were preparing our study on defense reorganization,

and while we were actually going
through the legislative process, we
probably interviewed five or six
hundred people in the Department
of Defense in Washington and in

our study—LUJS Congress, Senate, Com-
mittee on Armed Services, Defense
Organization: The Need for
Change, 99th Congress, 1st session,
Oct. 16, 1985 (Washington, D.C.:

the field. Our experience was that GPO, 1585)

among the military officers, about

80 or 85 percent fully supported what we were doing. They could not speak
out publicly on that, but privately they were prepared to tell us what their
concerns were about defense organization, and their thoughts on what
needed to be done. But they could not speak out publicly, which made the
battle somewhat more difficult because we could not use these people while
trying to convince members of Congress that changes needed to be made.

... [ TIhe kinds of people we were talking to ranged from the level of Army
major up to four-star officcrs. | should say that ficld-grade officers were pre-
pared to be much more forceful. As you went up, the percentage who were
supporting us began 1o diminish, because more senior people were in much
more difficult positions, If it were known that they were speaking out in
favor of something which the most senior people in the Department, both
civilian and military, were very much opposed to, they could be put ina
very awkward situation. But privately they were very supportive, including
a number of people at four-star rank. There were a few people like General
Rogers who were very supportive both privately and publicly.

One of the things that I'd like 10 impress upon you, because it was miscast
by a lot of people, is the nature of this battle, To introduce that issue, I'd
like 10 read a quotation from a message to Congress from President
Eisenhower in 1958 when he proposed the reorganization ideas at that time,
He said, ' Separate ground. sea, and air warfare has gone forever. If ever
again we should be involved in war, we will fight it in all elements with all
Services as one, single, concentrated effort. Peacetime, preparatory, and
organizational activity must conform to this fact. Strategic and tactical plan-
ning must be completely unified, combat lorces organized into unified com-
mands, each equipped with the most efficient weapons sysiems that science
can develop, singly led and prepared to fight as one, regardless of Service.™”

While Eisenhower said that in 1958, when we began this move towards
reorganization of the Department of Defense, ull of the things that he had
talked about had not fully come about. Many of his attempts to force
changes on the Department of Defense while he was President had been
frustrated, primarily by the Services. The key point in this regard is that the
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battle lines were not the Department of Defense vs. the Congress, civilians
vs. the military, or warriors vs. burcaucrats. The battle lines were essentially
drawn between those who sought a truly unified defense effort vs. those who
would cling to traditional Service prerogatives. This is a very important
point. Many of the issues were not debated on that basis, bul that was the
underlying argument.

... In general, | ought to say that almost all of the problems still remain
unresolved. We have enacted some legislation, but the legislation has not
taken effect. I'm not certain that it will be fully implemented. But 1 will talk
about some of the things that we’re still concerned about and that will need
to be addressed in the future.

... What were the fundamental problems that we saw in the Department of
Defense? In doing this study, we identified 34 problems, some of those in
the Department of Defense, some of them on Capitol Hill. 1 tried to bring
those down to 10 problems that 1'd like to talk a little bit about [See Figure
1]. Then we will discuss what we’ve actually done in the legislation.

Figure I—Fundamental Problems

Imbalance between service and joint interests

Inadequate joint military advice

Inadequate quality of joint duty military personnel

Imbalance between the responsibilities and command authority of

unified combatant commanders

Confused and cumbersome operational chains of command

Ineffective strategic planning

Inadequate supervision and control of defense agencies and DoD field

activities {e.g., Defense Logistics Agency and Defense Contract

Audit Agency)

8. Confusion concerming the roles of the secretaries of the military
depariments

9. Unnecessary duplication in tie top management headquarters of the
depanments

10.  Congressional micromanagement of DoD

-

NHew

Source: James R. Locher, 1l
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The first was the imbalance between Service and Joint interest in the Depart-
ment of Defense. The Services absolutely dominated the Department of
Defense. First of all, the Chairman of the Joint Chiefs of Staff was kept very
weak. Each Service, essentially, had an effective veto over what was going
to happen in the Joint Chiefs of Staff. The unified commands in the field
were not really unified commands. They were confederations of single-
Service forces. The unified commander himself was kept very weak, and he
had powerful and independent Service components underneath him. So we
continued to be dominated by a focus on Service interests with relatively
scarce support for Joint needs in the Department of Defense.

The second major prohlem is related to the first: it was inadequate Joint mil-
itary advice. We had a system of marriage agreements, truces, watered-
down advice. The Joint Chiefs of Staff had a tendency to provide advice to
which all members could agree. When you get down to reaching a con-
sensus on cach and every issue, you are coming up with the lowest common
denominator.

In talking about Joint military advice, | think it's useful to think about the
three types of advice. One was the informal advice: the President or the Sec-
retary of Delense asking the Chairman or all of the members of the JCS o
come in and provide advice on a particular issue. The informal advice nor-
mally got high marks. The Secretary of Defense, the President, or the
National Security Advisor to the President felt that the informal advice was
pretty good.

The second kind of advice was the formal sdvice that was worked through
the Joint Chiels of Staff’ system. That advice got very low marks. It was
almost never used and did not play much of a role in Department of Defense
decision making.

The third kind of advice was the advice not given, and that was the whole
range of issues that the Joint Chiefs of Staft did not want to take on: the uni-
fied command plan, Service roles and missions. Anything that was going 10
touch on important Service interests they would attempt to stay out of. The
strategy that the members of the Joint Chiefs of Staff put together was
fiscally unconstrained because they couldn'’t deal with the tough choices.
The Sceretary ol Defense didn’t need a fiscally unconstrained strategy. He
needed a fiscally constrained strategy so be could sturt making those trade-
ofts between Service capahilities, or missions. or whatever.
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... The third fundamental problem our study identified was the inadequate
quality of Joint duty military personnel. The basic problem in the Depant-
ment of Defense is people generally do not want to be assigned to Joint
duty. They know they're being pressured or monitored for loyalty by their
Services while they're there, They're not prepared either by educatinn or
experience to be there, and they serve a relatively short period of time. The
whole idea is, if you get stuck with going to Joint duty assignment, get in,
keep your head iow, get your ticket punched, and get out before you ruin
your carcer.. .. [A]s 1 mentioned, many of these Joint officer provisions dn
not go into effect for two years. You're not actually secing tbe effect of the
law itself, but you're seeing people’s anticipation of what the law is going to
require. Traditionally, the Navy has not sent its line officers to Joint col-
feges, and they bave filled far fewer than their share of Joint duty positions.
Their technique would be to offer somebody who was not gualified. The
organization would not accept him, and then the Navy wouid just leave the
billet open. We are now sceing the Navy move smartly to il the positions
in Joint duty that are assigned to the Navy, including flag rank positions.

We arc secing much more interest by people in ail Services, probably less so
in the Navy given the orientation in the past, in having Joint duty assign-
ments. In the faw we did not go into the education area because the idea of
the Congress trying to structure professional military education was some-
thing that we thought we ought to stay away from. The Chairman of the
Joiust Chiefs of Staff has set up a Senior Military Schouis Review Bourd
headed by General Dougherty, that is fouking at what we need to do in
terms of education. We did not

d-d-‘m Whal Joat fmRiiiBry liver- Ceneral Dougherty—Ceneral Russell £
tion was. The Department of Doougherty, USAP Ret ) o
Cicfense may identify it as onfy the

three colicges of the National

Defense Univenity or they may inciude the Defense Intefligence Cotlege.
There's more work that aceds to be done on that issue, and we think we
have some leverage on the Department to get them lo move oot forcetully.

... One of the things that weve done is establish some promotion policy
objectives. These are not quotas. The faw does mot say this must be done.
We have just said to the Secretary of Defense, “" You shall ensure that
qualificavions of officers who are assigned o Joint duty are such that these
kinds of promotion rates wilf result. If you don’t meet these promuotion rates,
you wrile 1o us and teif us why you haven't and what corrective actions
you're going to take. "’

The officers who are setected for the Juint spevialty must be promoted at a
rate not less than the rate for the Service Headguarters Stafls, which is the
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highest promotion rate in the Depaniment of Defense. People who serve on
the Joint Staff must have the same promotion rate. not less than that for the
Service Headquarters Staffs. Other officers assigned to Joint duly may nol
be promoted at a rate less than the Service-wide rate. 1t is hard to believe,
but in the Navy, officers assigned o our most important military staff, the
Joint Staif, are promoted at a rate less than the Service-wide rate, and the

|OETTINGER) You certainly wouldn’t want 100 percent of all officers to
be Joint officers. because the Services do perfonn an important function, to
be specialists 1n their brand of war fighting, and if that didn’t exist we'd
have 1o invent it. It's like the academic battle over depanimentalization and
specialization. If vou didn’t have it, everybody would be a superficial dilet-
tante. You'd say. “'Let’s get rid of all of these superficial gencralists and
let’s have somebody who knows something.”” Then you get somebody who
knows something. but he knows an amazing amount of detail in 8 very lim-
ited ares. Then you say. " How du you put them together”™” The military has
an shsence ol such people ... you lose the advantage of specialists who ean
orchestrate the thing. You've got all these violin players, you've got all the
percussionists and so on. Who is the orchestra leader? You don’t need
everybody to be capable of doing that, hut you need some,

JLOCHER]  As a matter of lact. if you think about Joint duty, you're
reatly only talking abxwt 3 to S or 6 paircent of all officer positions being in
Joint duty assignments. Even il you have a three-to-one base—you've got to
be devetaping two other guys fir every guy who's in a Joint position—we're
nol talking about more than half the military establishment in terms of its
olficer corps. You're still talking about a welatively small portion. Bt our
prohlem has been that the system has been designed to prepare peaple for
single-Service needs, and it has been designed to reward them for doing
things that are important to their Scivice, not 1o prepare this small cadre of
peuple who have 1o be shie o undentand more than just their own Service,
We have not been sble 1o do it in the field because the Services have
remained fairly independdent under the CINC.

... As Eisenbower suid, “Peacetink preparatory and organizational activity
must revogitize the Tt that we have 1o be unilied. ™ We're nof doing that.
When they were prepaning lur Grenda, cach Service Jdid its own planning
and had its own planming scasiom without inviting anybudy clse, and then
they expected to go down there and have an elfective unified operation,

With the Iranian escue mission. the sanke upproach occurred. A fong period
of tine was taken to peepare lor the lmnian mission. but eah Service went
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off and did its own thing. They went to sepatate locations. There was no
single commander. They weren't used to working with each other, and they
were going 10 arrive in the desert in the middle of the night in lran and
expect the whole operation 1o wotk.

... You essenti~!ly dividc1 Vietnam into five air wars. The Army, the
Navy, and the ** .inc Corps each fought its own air war. The Air Force had
two air wars, hecause SAC was being run from Omaha out of Thailand and
Guam, and then the Tactical Air Force in Vietnam did its own thing as well.

We've made the Chairman of the Joint Chiefs of Staff responsible for
development of Joint doctrine. He does not need to coordinate with the other
chiefs, He'll hear their advice, but in the end, he’s the one who's going to
make the decision. There's always heen a big problem with Marine air.
Marine air arrives in the theater 40 or 45 days hefore the rest of the Manne
Amphibious Force. But the Marine Corps had refused to allow those air
assets to he assigned to the theater commander. That's all heen changed
now, JCS Publication No. 2, Unified Aciion Armed Forces, has broken the
Marine Corps” back on that issue, and said that those assets helong to the
theater commander and he shall determine how they'll be used.

We have a long way to go in Joint doctrine. We essentially have very little
Joint doctrine, so when a Grenada happens, and Service forces have to oper-
ate together, there are going to he tremendous problems. There are always
going to be problems. In war, you're not going to eliminate them, but we're
giving ourselves some major disadvantages now.,

... The CINC has now been given the authority to prepare the forces
assigned to him for their missions. e will also he given a budget control-
ling Joint exercises. We believe that if we start with the people who are the
CINCs anét their immediute staffs, and they understand how all of this will
need to fit together. they will prepare the forces below them for whatever
Jowt interactions are going to he necessary with more Joint exercises and by
making certain that the people who are below them are responsive to their
direction,

... One of the problems we have now is that we're getting CINCs who have
never stepped outside of their Service. Their finst Joint assignment is . hen
they tecome a CINC, or they had nine months just prior to becoming a
CINC. A very limited time. Officers are just going straight up the Service
channel; the next thing you know, they're running a Joint organization with
no prior *xposure whatsoever. So we've said, “*You had to have the Joint
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specialty, and you had to have one Joint duty assignment of three years in
length as a general or flag officer.”” We want these officers to be prepared
for these responsibilities. A Service chief has to have had significant Joint
experience, and he has to have one Joint duty assignment of three years as a
general or flag officer.

... The JCS Chairman will review all promotion board reports where Joint
duty officers were considered. The Secretary of Defense will establish some
procedures for monitoring these officers’ carcers (o make certain that at no
time during their career is somebody coming along and trying to penalize
them for what they did during a Joint duty assignment. Then we have
established some congressional reports and oversight. The Secretary of
Defense has to report when he doesn’t meet some of these policy objectives.

The Joint Staff and the CINC staffs are made much more independent in the
legislation, so they don't have to go to the Services. The Services can't
watch every move that they're making. We've created some countervailing
pressures to this. The Chairman and the CINCs can suspend any officer
assigned to their command or to their Joint staff from duty, and recommend
their reassignment. The CINCs will evaluate their subordinate commanders.
That means that CINCPAC has an Air Force four-star CINCPACAF who
reports to him, and CINCPAC will evaluate CINCPACAF's performance
and that evaluation will go into the Air Force officer’s personnel record.

... It’s to give him the authority he needs 1o meld those forces together into
an integrated fighting team. He does not hav= that now. One of the areas
where the CINCs don’t have any suthority is in the field of logistics. To
think that you're going to take these combatant forces without any logistics
input and go off and fight is pretty silly, too. One of the key examples that
we use is from my visit with Admiral Crowe in the Pacific. He had onc of
his Service component commanders who wanted to put his war reserve
materials in location Y, and Admiral Crowe said to him, ““Location ¥
docsn’t support our war plans. we need it over here in location X.'" The
Service component commander said, “"Logistics is not a matter for consid-
eration by the CINC.”" The Army--in this case it was the Army--said, "It
would put its war reserve malterials where it dunin well pleases them to put
them. ™"

Essentially what happened is that the CINC would be assigned forces from
four Services, all assuming a different war, trained and equipped differently,
with dilterent logistics policies, with no integration of logistics capability in
peacetime, and then they would be forced to conduct an operation like Gre-
nada. and it was just oo much separatencss to overvome,
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... The next point is one that we've touched on already 1o a great extent,
and that's the imbalance between the responsibilities and command authority
of the unified combatant commanders. Even though we created some unified
commands during World War 1 and then we formally created them in 1947
and 1948, they never have been unified. They've been unified only in name.
They've essentially been confederations of single-Service forees. The com-
mander has been very weak, not really even able to prepare his forees. To
hold him accountable for the ability of his forees to carry out their missions
was inappropriate given his limited authority. ... The role of the Secretary
of Defense in the chain of command was very confused. The role of the
Chairman of the Joint Chiefs of Staff and the other members of the Joint
Chiefs of Staff was confused, and the unified commanders in the ficld had
very little authority with respect to the chain of command below them, The
CINCs were required to go through all of the Service layers. So when Gen-
cral Bernie Rogers had that Marine battalion ashore in Lebanon, if he
wanted 1o have tight control of that situation and to shorten that chain of
command, he could not do so. He was required to go down through all those
Ievels, and there were about five or six levels between himself and that bat-
talion commander. It was a situation in which we had a lot of confusion, and
we could not streamline the chain of command as appropriate to the
sifuation,

Incffective strategic planning. Strategic planning is really neglected in the
Department of Defense. Everybody's chasing resources. The whole system
in the Pentagon is dominated by programming and budgeting.

... In the Goldwuter-Nichols Act coming out of the Senate side, we elimi-
nated two-thirds of the recuming reports that the Congress required from the
Department of Defense. ... The problems of reforming the Congress are
enormious. In defense reorganization, one of the things that the Senate
Armed Services Committee attempted to do, within the committee’s juris-
diction, was to reduce the burdens that we were placing on the Department
of Defense.

The first effort that we made was to assess all 558 reports that are required
on a recuming basis from the Pentagon or tbe President by cither our com-
millee, the Appropriations Commitiee, or in the naticnal defense field. Two-
thirds of those have been eliminated. That removes a big burden from the
Department of Defense. We have made it much tougher for reponts to be
required of the Depaniment of Defense. We've cut down on the questions for
the record, We attempled to reduce the number of our hearings. But the
really big changes we can’t make on our own. Either it involves changes to
Senate rues, or we have to get the House Armed Services Comenittee to
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cooperate with us, or the Appropriations Committees. We're trying to do a
two-year defense budget, which we have required the Department of
Defense to submit. That requirement originated with the Senate Armed
Services Committce. There are just enormous problems with a two-year
budget. Whether we're going to be successful or not is hard to predict, but
there's almost no interest outside of our committee. But there are some enor-
mous problems in terms of congressional micromanagement.

... If you look at the study that the committee printed, you'll see recom-
mendations that are much more forceful, such as abolish the Joint Chiefs of
Staff and replace them with a group of wise men to be known as the Joint
Military Advisory Council. It was our view that if we offered recommenda-
tions which were exactly where we wanted to come out, we would be com-
promising from there. and we'd come out with something less. We decided
10 offer more forceful proposals as a starting point.

The idea of a Joint Military Advisory Council had been offered by people in
the past. General Bradley and a number of other people had proposed this
idea. So it had enough credibility and was something that we could select to
let the members of the Joint Chiefs of Staff know how sefious we were on
this issue, how disappointed we were in their performance, and how drastic
the nicasures were thal we had in mind. Essentially that provision came to
be a **bullet trap™ in that the members of the Joint Chiefs of Staff and much
of the Department of Defense spent most of their amununition firing at this
idea of a Joint Military Advisory Council. Our real ohjective was strength-
ening the JCS Chairman. We thought that was something that was do-able.
You could dehate the merits of this Joint Military Advisory Council, but in
our view, we couldn’t start off by saying, '*We want to nwke the Chairman
the principal military adviser and give him a Vice Chairman,” because then
we would have been forced 1o compromise frem that. We held onto this idea
of a Joint Military Advisory Council—and it was just a staff
recomniendation—but when we put out the stody. when the staff testified in
front of the committee, when we received all of the media attention, the
department spent a ot of its energy fighting off that idea.

There were certain things that we were not ahle 1o achieve in the legislation,
and these are sume ol the unresulved issues "1l turn 1o later. But lor the
muoat pant, we were able 1o achieve what we had in mind in 1erms of organi-
zational changes. Pant of that came about because. as you know, the House
had started this reorganization wurk first, but they had tocused solely on the
Joint Chiefs of Staff. The Senate had decided it had 1o be 3 much broader
reorganization efton. But the House got some momentum poing. Then the
Senate built on that o do our broader legislation. When our legishation was
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voled oul of the Senale 95 1o nothing, it gave the House a real shot in the
arm, and then the House could look at going further. We ended up compro-
mising in the conference with the House Armed Services Commitice. There
are a few things thai did nof get done, but for the most part we're fairly sal-
isfied with whal we were able to work out. All of this was very carefully
considered. You're talking about three or four years' worth of work.

Let me go straight to the fundamental purposes of the Act, and how we hope
to achieve some of them.

One of the fundamental purposes was to improve the quality and enhance
the role of professional military advice. What ended up happening was that
Secretaries of Defense knew when they were getting mush from the JCS,
They ended up often going to civilians to get military advice. They were
civilians who often were nof qualified to provide that advice, but a Secretary
of Defense hud nowhere else to turn, We had the view that military expertise
must be more effectively applied to the very complex defense issues that we
were facing. What did we end up doing? We made the Chairman of the Joint
Chiefs of Staff the principal militury adviser 1o the President, the National
Security Council, and the Secretary of Defense. What did that mean? It
exsentially meant that the other members of the Joint Chiels of Staff hecame
advisers to the Chairman, and he was the decision maker in terms of the
advice that would be offered to higher civilian authonty.

There are certain instances in which the other members of the Joint Chiefs of
Stafl can take their views to the Secretary of Defense, the President, or the
National Secunity Council, or any of those groups could ask them for their
corporate views or their individual views. Or if they disagreed with the
Chairman, then we pave them the right to present their views. But the nor-
mal process is that the Chairman is the principal military adviser. All the
former duties that were assigned 1o the corporate JCS are now assigned 10
the Chairman. e manages the Joint Staff. lle decides under what prove-
dures they'll do their work.

We sought to strengthen civitian controd of the military. We didn’t see any
major problens here. bul we did have these prohlems in terms of the role of
the Secrelary of Defense in the chain of command, and the authonity of the
Service secretaries over their departments. We fell there were sonme useful
clarifications that could be made, particularly in the arca of intelligence in
the military deparinients. Many people in the niilitary depariments said inte!-
ligence is an operationat matter and. therefore, the Service secretaries had
no business being invelved. So there were activities that were actually done
in the military departnxenis in the intefligence fietd that were not brought to
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the attention of the secretaries of the military departments. Some of these
things, particularly in the Army, have backfired here recently. So we sought
to strengthen civilian control, not that we had any real concerns, but that’s
something that Congress is going to be very careful about in doing its work.

Strengthen the authority of Joint military officers. The one thing the law
does is provide for a fundamental shift of power and influence from Service
officials and organizalions to Joint officials and organizations. The Chair-
man has been made more powerful. We've created a Vice Chairman of the
Joint Chiefs of Staff to assist him, who's the second-ranking military
officer, and the CINCs have been made much more powerful. They now
have the kind of authority they nced to carry out their responsibilitics.

... Enhancing the effectiveness of military operations goes back to this com-
mand and personncl authority that we have given to the CINCs, They now
have all of the authority they neced to prepare all of the forces in their com-
mand for assigned missions.

... | T)here are two actions that have been taken in terms of strengthening
central direction, but also decentralizing. The central direction part of what
we've done is try to get much better strategic planning. We've required that
the strategy document prepared by the Chairman must be fiscally con-
strained. We've required that he prioritize the operational requirements of
the CINCs, and that he look at what the Services are doing with their
budgets and compare them to these other yardsticks that he's been required
to develop. We tried to gel more attention on strategic planning in the
Department.

In terms of decentralization, & lot of the autherity that had been held in the
military department headquarters has now been pushed out into the field to
the CINCs.

We've clarified the operational chain of command in terms of the Secretary
of Defense. We made certain that everybody understands that neither the
Chairman nor the other members of the Joint Chiefs of Statf are in the oper-
ational chain of command, and we've given the CINC the authority within
his command to specify his chein of command. So when we go back (o thal
Lebanon situation, if General Bernie Rogers decided, '] want that battalion
commander reponting to me, and that’s the only way 1 can get e kind of
operational control | naced,”” he could do so. ... The chain of command runs
from the President, to the Secretary of Defense, to the unified and specified
combatant commanders in the field. Neither the Chairman noer the other
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members of the JCS are in the operational chain of command. It does not
flow through them. We have given the President and the Secretary of
Defense the authority to use the Chairman to help them carry out their com-
mand functions, and there's a couple of ways he can do so. He can transmit
orders that they give as he does now. He can also be used to oversee the
implementation of their command instructions.

... We've attempted to reduce and streamline the defense bureaucracy. We
felt that the headquarters organizations had become too large. The span of
control of senior defense officials was just enormous. The Secretary of
Defense has 42 people reporting directly to him. The Service chicfs had
between 34 and 48 officials who reported directly to them. There was too
much duplication in the military headquarters staff. We've tried some con-
solidation there. We have uctually forced people out of these headquarters
organizations in an effort te streamline them.

... We've attempted to provide for continued study and management atten-
tion to these defense reorganization issucs. One of the key points is that our
understanding of defense organization is very. very poor. Our thinking about
these issues was retarded because the people who wanted to defend the sta-
tus guo were exiremely powerful, and they were able to blunt almost any
mitiative to think about these ideas.

What kind of a general staff did we need, or people for Joint duty? What
should the (Mfice of the Secretury of Defense look like? What kinds of
responsitilities do they have? What authorities should the unified com-
manders in the ficld have? All of these kinds of thoughts have really been
studied very little in the United States. When we did this work, we were
hreaking new ground in many arcas. We have attempted to continue to
require that these issues gel sonke attention in the future.

... There are a couple of issues that F'd tike to 1alk about. There are three
things that are holdovers from defense reorganization that have not been
adequatety sbdressed so Lar. The most important of those, in my view, is the
Office of the Secretary of Defense. Those of you who have read some of the
things |'ve written and sonw things that Professor Sam Huntington has writ-
ten on this subject know that we have the view that there is a need for very
strong mission orientation in the Office of the Secretary of Defense. Cur-
rently, the Office is organized on aimost an exclusively functional hasis,
When | say functional, | mean wanpower, installations, togistics, and
rescarch and development. That came about in 1953 when OSD was
expanded with six sdditional Assistant Secretanies of Defense and a Director
of Detense Research and Engineering. bt was decided to have the Office of
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the Secretary of Defense mirror-image the Services, so that the Secretary of
Defense could control the functional activities of the Services.

It's important that the Secretary of Defense be able to do that to a certain
extent. But his real role is to be an integrator of Service capabilities to carry
out the major missions of the Department of Defense, none of which can be
done by any Service on its own. If you look at the organization that supports
him, it’s designed for functional integration—we can do manpower planning
department-wide—but not for what we call mission integration.

... The second area that was left undone was on the defense agencies. They
have received such limited attention over the last 30 years that there was not
much information and analysis to work with. What we really needed was a
rigorous re-examination of the defense agencies. Were they doing what was
appropriate? Had they gathered too many activities that could be better done
by the Services”? Could they be structored better? There is a set of reports
coming in on that issue as well. The defense agencies are Joint organiza-
tions. They play important roles, but they have been relatively neglected in
terms of management attention.

The third issue is the Congress. What do we do about congressional review
and oversight of national defense? The Congress has been working harder
and harder and accomplishing less und less. We thought that one solution
might be a two year defense budget which could reduce the demands of the
Congress on the Depantment of Defense. We're trying to implement a two-
year budget this year—that's what 1've been working on the past couple of
days. the authorization request for fiscal years 1988 and 1989, It's very dif-
ficult 10 do the second year. primarily because decisions that you would
make for the second year depend upon information you do not now have.
They're dependent opon things like test results on R&D progress. Just in the
few months since the budget has been submitied, there have been so many
fact-of-life changes to FYRE that spilled over to FY8Y that it is very difficult
to think about how we're going to do a comprehensive two-year defense
budget. Qur current thinking is that we will approve fiscal year 1988, the
current budget year. in its entirety. and in 1989 we will ry t approve those
programs that are stable and noncontroversial. We're going to be building
the two-year budget from the bottum up. It won't he a complete effort.

... We have very scrious problems in terms of military strategy or national
sccurity strategy. It is very poorly developed. We just don't have a tradition
of strategy making. We don’t put our attention there. We've got a long way
to go in terms of preparing our thoughts in that regard. Related 10 that is the
fact that we do not have a direet link between our budget and our strategy.
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We push a lot of paper and give a lot of lip service to what strategy work we
do have, and then we build a defense budget from the bottom up, focusing
on what the Services want. The Senate Armed Services Committee has been
questioning the witnesses this year 1o tell us what the mission deficiencies
are, based upen our strategy, and then how the authorization request relates
to those deficiencies. They absolutzly cannot do it. (147-48, 150, 152, 154,
155-56, 157, 158, 160, 161-62, 16364, 166, 167, 169-70)

17. ARCHIE D. BARRETT, Staff member, House Armed Services

“Defense Reorganization: Eommmee; former Military Staff

. " ssistant to the Executive Secretary
A View from the House of the Defense Organization Study;
(1987, pp. 173-94) author, Reappraising Defense Orga-

nizalion (1983)

There's absolutely no question that the committee {House Armed Serviees
Commiltee] and the Congress have the authority and the right to get into
anything they want to in the Department of Defense, to the degree of speci-
ficity that they want to. The Constitution has on¢ sentence about the Presi-
dent and the military. It says he's the Commander in Chief, and that's all.
There are some historians who would point out that that was included so that
there would be no question that the President has control of the militia of the
several states, not as a prand idea about generalship in war. Neverthekess,
I'm not disputing that “*Commander in Chiel™" is a much broader concept
today than it was then. The point is that the Conslitution, with respect to
Congress and the military, goes on, and on, and on—sentence after
sentence—about what the Congress’® power is: *"The Congress shall have the
power to declare war, and make rules conceming captures on land and
water, raise and support armies, provide and maintain a navy, and make
rules for the government, and regulations of the land and naval forces. To
provide for calling forth the militia to execute the laws of the union, sup-
press insurrections and repel invasions. To provide for organizing armies,
and disciplining the militia,"" Plus, of course, Congress authorizes and
appropriates the resources of the Defense Department.

The distinction that must be made is that when you discuss congressional
micromanagement or congressional meddling, you need, particularly if you
are in the military, to understand that you're *alking aboul a normative
subject—what is prudentisl—and not a legal subject. | think people fre-
quently misunderstand that. | often caution audiences to make the distingtion
between what they think Congress ought to do and what Congress Jegally
can do. ...

Barrett, 1987 M




C3l: Issues of Command and Control

Military departments are the input side. They organize, train, and prepare
forces for war,

The output side is the war-fighting side, the Joint commands—unified and
specificd—the organizations that Eisenhower was talking about. The input
will be scparate, The output will be integrated. Combinations of forces from
four Services will be prepared to fight and they will fight wars if necessary.
The commands I'm talking about are the European Command, the Pacific
Command. Commands like that are unified. The specified commands are
those such as the Strategic Air Command (SAC), the North American Acro-
space Defense Command, and the Military Airift Command (MAC).

Each of the unified commands has components that were established as a
result of the National Security Act law, but not required by it. In Europe we
have the US Air Forces, Europe: the US Army, Europe: and the US Navy,
Europe. They come under the unified commander, and they're supposed to
fight as one force under that unified commander. But, in fact, on a day-to-
day basis they're Air Force commands, Army commands, and Navy com-
mands. In effect, they're little armies, air forces, and navies. They have
their own support, they fly their own training missions in the Air Force and
run their own exercises in the Army.

... The organizational arrangements lend themselves, in other words, to
allowing the Services to dominate more than, | think, an objective reading
of the law would sepport. Let's just take a look at the unified and specified
commanders. They come from the Services. They go back to the Services.
Their promotions hinge on the Services. It was very difficult, for example,
to get the unified commanders to testify on the reorganization legislation,
because the Services were very much opposed to the Jegislation. Despite the
fact that the legislation would benefit these commuaders, most wanted no
part of going on record with regard to these controversial issues,

Yet we found their command prerogatives were very, very limited. If you
think about what & unilied commander, or s military commander, must deal
with, and what authority he should have, and if | asked you to put them
down on a picce of paper, | think you would be surprised when you conw
pared your piece of paper with the reality of the unified commanders’
authonity. The commanders had very limited authority over the selection or
the firing of their subordinates. They hat no court martial authority over
their subordinutes. They had very little authority to reorganize their subordi-
nate commands, the component commands | mentioned earlier. They had
very limiled authority vver the chain of command, and rearmunging the chain
of command below them. By law they were prohibited from exercising
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authority over the support chain that came from the Serviees. They were
severely limited in the area of administration. They were limited in the arca
of training. They had no budgetary resources, and, as you know, budget
equals clout in the Pentagon. And, even in time of war, if you read their
governing directives carefully, you wonder whether they would really have
had complete authority over how to employ forees under them in order to
win. They were very, very weak. Yet these are the commanders the United
States would depend upon for its survival if there were a war.

Component commanders, under the unified commanders, on the other hand,
had vast authority. They had all of the things that the unified commander
didn’t have. When | said the CINCs were limited, | meant they were limited
because the component commanders had these things. General Jones, when
he came before the Investigations Subcommittee, said that when he was a
component commander in Europe, the head of US Air Forces, Europe, he
got everything from the Air Force—his airplanes, his people, their promo-
tions, their pay. Everything came through the US Air Force channel. On a
day-to-day basis he did all of his training based upon Air Foree directives.
He said that his attention was not so much to the CINC above him as to the
Air Force—90 percent of the time. The Services dominated the unified
commands.

... The JCS was uniformly perceived as not being a factor in resource
allocation decisions, which perhaps in peacetime are the most fundamental
of all military issues,

The Joint Staff . .. under the Joint Chiefs of Staff is criticized because it’s a
cipher for the Services: it's sort of a secretariat for the Services. The staff
people come from the Services, and go back to the Services. The procedures
that have been laid down by the Joint Chiefs of Stalf cause any staff paper to
go to tour of five levels before it gets 1o the Joint Chiefs of Swaff. If any
Service at any level objects to the Joint Staff paper, it goes (o the next level.
In etfect each Service has veto power in developing the content of any
advice rendered.

Military advice is a major shortcoming of the JCS. | have some guotations
... loindicate that this is an opinion held hy many, many people. ... This is
by Kissinger who says:
The incviable and natural concern of the Service chiels—with Iheir com-
petitive and ofien mulually exclusive mandales—-is the fulure of their Serv-
wes which depends upon their share of the budget. Their incenlive is more
10 enhance the weapons they have under their exclusive controf thaa 10 plan
overall delease pulicy.
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Zbigniew Brzezinski: a similar type of quotation. | present both of these . ..
because one of these quoted served a Republican President; the other, a

Democratic President.
My own experience in the White House, working closely with President
Carter, was that our military establishment has become, over time,
increasingly unresponsive cither to the pressing threats to our national
security or to cffective presidential direction.

Former Secretary of Defense Brown:
Recommendations (rom the JCS during four years were almost without
exception cither not useful or the reverse of being helpful. That is, worse
than nothing.

Former Secretary of Defense Schlesinger:
The proffered advice is generally irrclevant, normally unrcad, snd most
slways disregarded. The ultimate result is that decisions regarding the level
of expenditures and the design of forces are made by civilians outside the
military structure.

... Other criticisms of the system involve military planning, the chain of
command, and military operations. In some cases every Service wanls &
picce of the action whether the prospective operation justifies it or not. |
think the attempted Iranian hostage rescue probably shows that, although the
Holloway Commission exonerated the military on that score. | don’t think
much of that Commission’s repent. Ask yourself. **Would the reseue cffort
have been carmied vul as it was if there hadn't been a JCS, with cach Service
equally represenied, planning the operation?”” |1 think the answer is no. For-
mer Secretary of Defense James Schlesinger sums up hits criticism as

follows:
The exisling situation dues impede planning, for cach Service Quite natu-
rally wishes a piece of the action in any crisis—and the existing slructure
assures that all somehow will be fitted in, even if & Service provides less
than optimal forces for dealing with a particular crisis,

... Grenada ... was obviously a successful operation. But there have been
any number of criticisms. Communications. | don’t want to get into whether
the communi¢ations gear was right or not. The point is that there had not
been suflicient Joint training and Joint ¢xcreises so that the Air Force and
the Army could work together. In another case, Army helicopters wanted to
land on Navy carriens; they had wounded aboard. The press has criticized
the Navy for not leiting them land. The Navy did exactly the right thing. It's
a very dangerous operation, particularly at night. The Army pilot could have
oot only kilted the people in the helicopter, but also done a lot of damage to
the ship. The point is that Army helicopter pilots were pot qualified to Land
on Navy ships. There had not been Joint exercises and Joiat training so that
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that could take place. Another example, naval gunfire was never able to
come 1o the support of the Army; certainly not in the first stages. The prob-
lem is a lack of Joint training and preparation so that our forces can fight a
war as an integrated team of land, sea, and air forces. All of these things
point that out,

... The Services dominate ot just the input side, but alse the vutput side,
They dominate the Joint Chicls of Staff, the Joint Staff, the component com-
mands; they have significant influence over the unified commands. As a
result, decisions that arc made in the Depaniment of Defense have been
made on the basis of conflicts hetween the Services and the civilians in the
OfTice of the Secretary of Defense.

The subcommittee found other criticisms of DoD organization. For years
there have heen criticisms of the military depaniment headquarters. There's a
Secretary in cach headquarters, with sround 250 10 300 people serving him
in the Army and the Air Fuice; B0O in the Navy. On the military headquar-
ters staffs, there are 10 times that number in the Army and the Air Force,
roughly 3.000; in the Navy, 2.500. Each one of those staffs will have some-
thing like a rescarch and development office. There is a rescarch and
development office, for example, iu the uniformed Navy headquarters, and a
research and development office in the Navy secretariat. In the Office of the
Secretary of Defense there is also a rescarch and development office. Many
sages have said, *You don’t need three management headquarters staffs
with the same lunction. You can get along with two. One should be cut
out.”” There have been a lot of recommendations for consolidating these
offices.

The subcommitice was also concerned when it looked at the defense agen-
cies. The defense agencies are in a way analogous to the Services in that
they're maintaining. or input, vrganizations. The subcommnittee was con-
cerned that the agencies were nod sufficiently respoasive 1o the vutput vega-
nizations which many of them would have 1o serve in wartime. For
example. the Defense Intelligence Agency, the Defense Communications
Agency, the Defense Mapping Agency, and the Defense Logistics Agency
would be responsible for direet wartine support. Are they ready enough? Do
they participate in Joint exervises? Are they sufficiently responsive Lo the
unified and specificd commands? Those are the sorts of guestions that have
heen msked. The subcommitiee did not think they have been sufliciently
responsive to the employment side.

With respect (o persoanc] policies, the subcommitiee found that the Juint
side sutfered. | mentioned that the Juint StafT is more a cipher or secretanat
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for the Services. The officers who work there go back to their Services.
There were many indications that they weren’t well trained in Joint matters
before they went to the Joint side. They had very little, if any, experience in
staff work, much less Joint Staff work, before they went to the Joint side.
The experience level on the Joint side siayed low because they never came
back. If a Joint officer took a position that was contrary to his Service, he
was very likely to be penalized in his career in terms of promotions, and his
carcer assignments would be as bad as his promotion prospects. (174, 176,
177. 178, 179, 180, 181-82)
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intelligence—The Eyes of C3I

The term “‘intelligence,’’ meaning knowledge about a potential
opponent’s plans, capabilities, and weaknesses, has currency in the
business and sports worlds as well as in national security. It can also
be applied to simple games such as poker.

In all of these contexts, from national security to poker, players
range from the naive to the very sophisticaied. The former lack both
knowledge of the rules of play and 'card sense.”’ The latter know all
the rules and usually have a strong feeling-—based partly on intuition
and cxperience, partly on careful observation—for the cards in th.
hands of each player.

One goal of intelligence in cach of these contexts is knowledge
of the "cards’’ held by other players—their capabilities. Often more
valuable—and more difficult to ascertain—are their intentions, their
plans for using those capabilitics. Some attempts to ascertain the
capabilities and intentions of other players are considered legitimate:
experienced poker players have systems to keep track of cards
played; businessmen follow their rivals’ advertising, sales figures,
and other publicly available data; coaches scout rival teams; and gov-
ermments collect data about other nations from open sources.

Sometimes players sidestep the rules in the interest of **fair
play.’’ '‘industrial security.’’ or "national sovereignty’’—or *'the
status quo,"’ "*unfair competition,'* **political repression,’’ and so
on. The terms change according to context and the vantage point of
the individual choosing the term, just as using '“traitor’* or **patriot’’
to describe Benedict Amold or Nathan Hale would depend on one’s
position relative to the Atlantic Ocean. In sports or poker, such an
evasion of the rules would be called “*cheating'’. in business, it might
be labeled “*industrial espionage’’; in national security circles, it’s
called “*spying.”* ‘igain, the moral tenor of the terminology chosen is
relative.

Compiete knowledge of other players’ hands, were it attainable,
would deprive the game—any game—of its sporting aspect. That loss
would be most objectionable in the more sporting contexis, such as a
“friendly game among friends,’” athletic or otherwise. When the
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stake is national security, the quest for perfect knowledge of the
opponent is casier to justify: a government trains and uses spies to
protect the interests of its citizens.

Regardless of context, intelligence is a game of tradeoffs. in
poker, some expericnced players focus their attention on card order,
others on betting patterns, still others on the mannerisms of the other
players. Each approach—each system—has its own advantages and
disadvantages. The most successful player may be the one with the
most eclectic strategy, the one who recognizes and plays the
tradeoffs.

The extracts in this chapter are concerned with intelligence
tradeoffs in the coatext of national security, specifically the national
security of the United States, Sometimes the tradeoffs involve matters
of propriety: Should a constitutionally-based government run an intel-
ligence program which, in the interests of secrecy, operates outside
normal boundaries? Or should intelligence, like other governinent
activities, be subject to the restraints of oversight and accountability?
How should a democracy draw the line between individual rights and
the security of its citizens”? Should the need for objectivily cutweigh
the practical requirement for regular communication between the
intelligence professionals and decision makers? Is the political neu-
trality of intelligence products more important than the mutual trust
of producers and consumers?

In other cases, intelligence issues are matters of priority: Should
emphasis be on collection or analysis of inteltigence? On timeliness
or accuracy”? On more collection or better flow to decision makers?
On pruviding for every potential information need. or avoiding infor-
mation overdose? On protecting sources, or getting information to
everyone who needs it?

Should scarce assets be expended on hardware or on people? On
improving technical means of collection and analysis, or on expand-
ing human means? On launching satellites or training linguists? On
long or shont tenn needs?

Should the goal of analysis be consensus or a thorough picture
of competing views? Should its approach be geographic or fune-
tional? Should it be directed hy a generziist who can draw all the
details into a coherent picture or a specialist who might be less likely
to sacrifice the accurcy of details fur the szke of coherence?

Should intelligence operations be geared toward war-fighting or
peacetime needs”? Strategic waming or Lacticsd operations”? Details about
the most likely encmy, or a broader picture of all polential foes?
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Should fusion centers, where inteiligence is correlated and ana-
lyzed, be centralized or kept close to the battle? Should *'covert
action™’ be run by an intelligence organization or by the military?

The parallels between the various contexts for intelligence
gathering ultimately break down at the boundary hetween games and
reality. Making the wrong choices among the tradeoffs in a poker
game will cost a player a few hands or maybe some money; in the
realm of national security, the cost could be national survival. Thus,
where the alicrnatives are survival and sportsmanship, the former will
probably take precedence. Still, when sportsmanship and playing by
the rules constitute significant elements in a nation's raison d’etre,
giving survival precedence may be the surest way to lose everything
important.

]
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Extracts

l. WILLIAM ODOM, **C’l and Military Assistan! to the President’s

Telecommunications at the Assistant for National Security Affairs
Policy Level™ (1980,
pp. 1-23)

People sit out at the ClA—they rever come to Washington, and they never
come to talk to us, and | don’t thick they go anyplace else in the world.
They read all the cables and they wrile nice cssays and papers that are dis-
tributed around the government and nobody reads them. So they really cut
themselves out of the action. You tatk about finished intelligence, putting all
1his swiff together, filtering it out; true. you do need that process. And in
some respects it works. It works reasonably well in the CIA’s current \ntel-
ligence system. The Joint Chairman, bricfing cvery day, gcels a pretty good
rundown. And then occasionally you get some rather sharp, useful, ana-
lytical and more long-term picces; but most of the stuff that comes up
through this process is junk, and has some built-in biases that just can’t be
overcome. That's a general comment; it's not always that way.

... If you had read the NIEs in 1977 and 1978 about Sovict capabilities,
goals, and intentions. you would

have thought they were complete

news 10 the policym;kcrs, because Nifs—National intelligence Estimates
almost all the secretaries were

behaving and talking as if that

weren't the case at all. 12 other words, there is a tremendous gap between
what was produced and blessed as national intelligence and what the people
who were making the policy were witling 1o accept as imelligence, between
what's reported as inteliigence reality and conventional wisdom,

Notice that 1 said it stanis right down at the battalion level. You acver trusted
the 82 anyway: he is sort of a third-ratc officer you want 1o get out of the
way. Then it becomes sort of a
second-rate operation and the 83
operator just assumes what the
encmy is doing, or he gets it out
of the newspaper, or he makes it

2—intelhgence stalf
$3-—-Operations staff
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up. There is, even at the national level, a tendency to get one's intelligence
from the newspapets or from one's best friends or some current intelligence,
and to operate off the cuff. 1 think there is a corrective effect eventually, and
1 think we have already had a swing back. But in the year 1978, during the
budget cycle, that gap was pretty wide, (20-21)

2. RAYMOND TATE, **World- former Deputy Assistant Secretary of
wide € and Telecom- the Navy and Deputy Director,
L e National Securit, &NC
munications (1980, y Agency

pp. 25-47)

The BETA program is an R&D program going on now in which the Army and
the Navy are developing a data processing system to quickly tum around intel-
ligence information and provide it 10 tactical commanders in as near real time
as possible. If you are trying to bypass burcaucracy. a lot of it is found in this
series of links 100, 50 you are trying 10 get the information 10 tactical units in as
automatic a form us possible. A very large ADP is being built,
hopefully compatible with the exist-

ing set of sensors and the existing

command structures modeled after ADP-Automatic Data Processing
the command structure in Europe.

So we try o put intelligence at the

strategic levels in as near real time as possible, and in time, with sysiems like
this, we will have parullel intclligence as quickly as possible going throughout
the command, all the way down 1o units.

|STUDENT] As part of that, have they done anything more with the idea
of using state-of-the-art computer technology to get down to the 82 at
battalion-brigade levels?

ITATE| Yes, they are working hard on it. 1t is primarily a military rather
than a technology problen—there has not been any agreement to my knowl-
edge. even in the Air Force and the Army, on exatly what that 82 nceds 1o
know. Once you establish that, the technologies can put in simple filiens
cnsure that he is nol inundated with data unless it is what he wants to be
told. That is going to ke time. We are making progress, but views natu-
rally clash, depending on your vantage point and preferences. The Com-
mander of the Sixth Fleet, for instance. is a pood friend of mine. In the
Pentagon he had one view: as the Commander of the Sixth Fleet he has
another view, and his view now is that be is being inundated. is predeces-
sor made a big case, with some justification, that he was never twld enough.
So you have both extrenxes, and a pendulum etlect.
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[OETTINGER} If | may take issue, Ray. | don't think the problem is solv-
able, in the sense of finding one level between what is inundation and what
is too little. I stress that because you were talking before about give-and-take
between personalities. If it were only personalitics you might have some
selection scheme which would put compatible people together. But underly-
ing that is the fact that you can’t win statically. At one extreme you feed
everything to somebody and he can’t possibly assimilate it all, so you stant
putting in fixed filtering; but on what basis do you do that? At the other
extreme, if you have some information which has been carefully interpreted
and worked over, you get the reaction "'Oh, those guys at CIA—it's all
worthless stuff; it may be elegant, but it’s ten weeks after the fact and who
needs it?"" So while the technical components are an important element in
all this, at the heart of the matter is the intellectual problem of figuring out
how to live with the tension between overload at one extreme and the wrong
kind of filter hy the wrong sont of people with excessive delays at the other
extreme, 1've witnessed at first hand a number of players falling on their
swords, or appearing to, over that same issue. It's very, very complex,
These are not just questions of personalities, hut theories of warfare: how do
you do that? Some commanders, as you point out, want to know everything.
There are others who simpiy want to know what they need to do.

ITATE] The raw product coming in from all those sensors, technical data
of all sorts, is analyzed by engineers, mathematicians, elemetry experts and
others. NSA does the technical

analysis; the results are passed to

the DIA or the C1A, depending on NSA—National Securty Agency
their nature. As for intelligence DIA—Defense Intelhgence Agency
analysis, that's supposedly done hy

the DIA or C1A from all sources.

... Imelligence has hecome so technical that it takes real specialisis to do
many Tacets ol it. NSA has the largest collection of mathematicians under
one organizational roof in this country, and for very good reasons. Breaking
codes, judging weapons systems, and all the technical judgments involved in
analysis. are a lifetime ¢arcer in themselves, Many of the people ther: ane
ahsolute experts on the Soviets. Some of the people, panticularly those who
came in the latter part of World War 11, were schoohieachens and whatnot—
there was a large influx of math teachers, many of them women, many of
them still there. Somwe are well beyond retirement, hut they have worked
these Soviet activities for 20 to 25 years, they think like them. And that's
the hest kind of analyst 10 have. Because it is difficult to “mimor-image’” a
potential opponent like an Oriental. or a Soviet—who in my view has
tendencies siniilar to Oniental. You need longevity to think in that way, 1o
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imagine, if such-and-such a thing happens, what your opponent’s reaction
would he.

So, then, intelligence is seldom the whole story. IU's a web, a sequence of
evenls, pieces in a puzzle that is seldom or never completely put together.
Postulations have to be run. Those technical people have an essential mis-
sion, not just in doing their technical job, but also in judging the implica-
tions. But then | think the implications ought to be scrutinized al the national
level, not by someone who has spent his whole life looking at the Ninth
Regiment or the rocket force.

... Do you know that the *73 war was an inleligence Failure? | was sitting
in a colleague’s office on the aftemoon in which the White House Situation
Room was put on a SIGINT alert, and it went over to the blg maze and
was not believed. That came out in

congressional testimony later. But 73 war—Yom Kippur War
Fach time the system is *“pinged”’ SIGINT—Signal Inteihigence
it seems to upgrade the operation the big maze—Pentagon
and make il & little more sensitive.

| don’t know what the answer is;

but it is give and take. I belicve in give and take, but | would also like to see
less burcaucrucy. ... {35-36, 44, 43)

3 ROBERT  ROMNENBERG. Folcy Assistant to the President for
**The Influgnce of Policy Nalsonal Secunly Affairs, National
1 LX) y iy i
Making on CY'" (1980, Secunty Council sta

pp- 49-65)

1 I don’t know where the empty silos are in the Soviet Union from whence
the missiles camw, | could expend an unnecessanly large percentage of my
force ard my deterrent at random ... [Plart of the need 1o look at the
endurance of these functions is that afier these nuclear exchanges (God for-
bid they ever happen), we must make sure we don't find vunelves in a posi-
tion where an agpressor still has a secure reserve force of such magnitude
that he can hold vur govemmental system hostage hecause he has blinded
us—decapitated our ability 10 conduct military operations and run a civil
entity calied governmemni.

The problem in intelligence is that it grew up under the philosophy: we are a
peacetime operation; when the bell goes off we have a long leave. Very little
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of our national int¢lligence is survivable. And there are different perceptions
of what's important and what's not. The Director of Central Intelligence,
under Executive Order 12036, is the head of the US intelligence community.
He is responsible for the national intellipence budget;, he is responsible for
developing programs against the set of requirements levied on him by the
National Security Council Policy Review Committec. which acts as a con-
sumer union to set the prionty for what we need. And the perception is that
military operations support is, by and large, not as importunt as peacetime
intelligence functions. (63)

4. LEE PASCHALL, "'C'l and Consultant; former Director, Defense

the National Military Com- Commtglff?!im;i Agency and Man
& ager, Nationzl Commumications
mand System’ (1980, Uatem

pp. 67-86)

There's a Jot of intelligence information, and it’s gathered from various
sources. One of the basic tenels of intelligence collection is that you nust
protect your sources, otherwise you'll lose them. Very few people must
know about the source. So intelligence over the years has grown up in com-
partmented ways, Thal mindsel says, **We need to protect everything about
intelligence,”” and if you'ie not a memher of the community and you don’t
have all the compantmented ¢learances, it's hard to get it all wgether. But
some intelligence collection is in near-real time, and it's getting precise
enough su that it can he given 10 3 battlefield commander and he can nuke
use of it. So what you want to he ahle¢ to do is be sure that somehow the
intelligence useful to the operator, the commander and the staff officers,
gets disseminated to them—nol in a weekly or daily intelligence broadeast
or message whose source has been sanitized, but directly from the source—
and till somchow protect where it came from. I1's an engineering problem,
1 think, and au attitudinal prohlem more than anything else.

..+ [Anather| problem: information needs, or information overdose. ... I
very hard to define. The typical statl officer, when asked what he wants in
the data base olten responds: “"Everything, bevause | don’t know what the
Chairman of the Joint Chicls of Stafl is going 1o ask me next.”” | can cite
you one instance. ... The White House ashed abuut the pussihility of putting
some troops 3 a certain place in 3 hury. There was a Marine landing cralt
in the Mediterrancan on an exervise schedule. The Mannes were scheduled
to o over the side on landing. into the landing boats and then ashore, to
practice an amphibious landing. The fint question that occumred to the staff
officer was, “"Have the Marines gone over the side of the Janding craft
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yel?”” And, you know, who knows? Well, what good is that computer?
Things like that, said in a moment of tension, leave impressions on people:
s0 the net result is that, when somebody asks what you want in your com-
puter, the almost incvitable answer is '"everything'*—and real time. That
obviously will not work.

So defining what you want and deciding on timeliness, and when to update,
and all those kinds of things is very difficult indced—and if you're not care-
ful how you do it, you end up with much more than you nced. Then the
decision maker gets a bad case of indigestion called information overdose.
When that happens to him he’s confronted with s¢ much information that he
can’t figure out which is important 1o decide. 1 think we saw some of that on
the part of the Nuclear Regulatory Commission when they were Irying to
decide what to do about Three

Mile Island, and ended up decid-

ing the best thing o do was pre- Three Mile Island—site of nuclear
parc a press release, which is power plant accident near Har
focusing entirely on the wrong rsburg. PA, in March 1979
problem. That can happen to you.

So command and control systems and management systems both have the
same kinds of characteristics. You have to find some way to control that
information, or display it in such a way that the important elements emerge,
so that what is important is driven to the attention of the decision maker.
(82, 83-84)

S. WILLIAM E. COLBY, "'The Counsel, Rewd & Priest; former Dirvetor

Developing Perspective of of Central intelhgence
Intelligence’’ {1980,
pp. 115-39)

Moat people think of intelligence as 3 spy service. | think most of the public
thinks that way: a lot of responsible people even think that way: that the
function of intelligence is to have 1 spy sieal a secret and get it to the gen-
cral so the gencral wins the battle.

Well. that really was what intelligence was all about until the Amernicans got
scrivus about working on the subject. We began to get serious right after
Pearl {larbor, when we discovered that it really wasn't for lack of infur-
mation that we were surprised there, 1 was the fact that though we had
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information in the Army, the Navy, and the State Department, we hadn't
brought it together—centralized st—in the sense we've since come to
develop. We started at that period to reach out for a new concept of intel-
ligence. General Donovan, who set up our wartime intelligence agency,
was a World War 1 hero, and he

did indeed run a service that semt . ”
spics and guerrillas around the Cjng;izzzogg;vgb%;’ Siliam
world. But he alse added a new ' T ‘
dimension to intelligence by reach-

ing out here in America to find people whe knew something about the dis-
tant parts of the world. He went to the colleges and universities, the
businesscs and industries that exchanged products and raw materials and the
culwral, anthropological, and geographic socictics, He developed a core of
cxperts and scholars to work on intelligence. to study these matters and
come out with the bext possible evaluation of them, and this was a change in
some of the concepts of intelligence.

When Donovan disbanded the wartime agency at the end of the war, in com-
pliance with our unbroken tradition of organizing spy services for wars and
dishandirg them afterwands, he gave a little ceremony. And the ceremony
way very indicative, in that in his speech of praise for the people who ha!
worked for him, he singled out lirst the scholars he had assembled in Wash-
ington lor the unigue contribution they had made to the President’s and Joint
Chicefs of Stafl’s undenstanding of seme of the complex factor: that were at
work around the world.

We've continued along those lines since then. When we organized our intzl-
ligenwe service for the Cold War in 1947, we continued to put scholarship at
the core of modem Amernican intelligence. As 8 result you'll probably find
about as many doctors and masters of all kinds of ans and sciences on the
CIA stafl as on the faculty of thix university, and they are doing more of less
the same thing: looking for the facts, gathering them together.

... The President, Congress, the press, opinion leaders, the public all
thought: if you are going 1o have intelligence, spies, it has o be all secret.
Therefore it can’t be under the normal relationships of our government stru-
ture. Leave it to the President; it's just the President’s business, nobody
clse’s. Well, the fact was that it was (oo big and too obvious o Gt within
that old concept. . . Finally we had 1o resolve the disparity between the real-
ity and the theory. Partly it came about because the old consensus involved a
contradiction with the constitutional definition of the responsibilities and
accountabilities of government. Intelligence was a category that had just
been passed vver o the President—""You do it "—without any of the normal
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controls, without any rules being set up. My generation had to make up the
rules as we went along, and we made a few mistakes in the process—not
very many, | think, but a few, no question about it, because of that concept
of a spy service al the edge of the President’s desk that was nobody else’s
business. Congressmen and scnators said they didn’t want to know about it.
They would jusi appropriate the money blindly and say—''Go in and do
whal is useful.’” Sooner or later that contradiction had to be resolved. Either
w¢'re going to have the constititional system without exception, or we're
going to have an exceplion Lo it, not just an undersiood exception, but one
that is admitted in some fashion.

Well, we had those two problems: the organization’s inherent size and
aclivity because of its changed nature from an old spy service, and the inher-
ent contradiction with the constitutional norms: and we had 1o resolve them
in some fashion. Now we did that in the most clamorous fashion possible,
waving our arms, and everybody got histrionic and denounced cach other
and we caused oursclves a lot of harm around the world in the process. We
created the image that the CIA was under every bed and responsible for
cvery volcano in the workd. We also created the image that Amenicans really
aren’t serious about serious things snd can’t be trusted to be dealt with on a
secret basis. Foreigners who had previously shared sensitive information
with us would no longer do it, or they wouldn't work for us-—they didn’t
dare.

Now, however. | think we've gone through that period. and the pendulum
has swung back to secking a sensible middle position. Now Congress is
looking at a new, reasonable kind of charter-—it’s a povelly in the intel-
ligence workd. a charter enacted by Congress. It will have in it some proce.
dures and strictures, some guidelines saying what intelligence will do and
what it won't do. It will st up procedures for different people who have to
be cunsulted and take respoasibility, another novel concepd since the old
sdea was that nobody was responsible for intelligence. The President could
deny it, the spy could be disuwned, and you couldn’t prove it to the con-
trary; that was the old theuey: plausible denial. But now two conpressional
committces are setiomly involved in responsibility under the separation of
powers, knowing and keeping the seercts and exenting Congress” full consti-
tutional role.

Bringing the whole cuncept of intelligence under this constitutional system
iy, as | say. a very great movelly in te world, asd one that many people still
don’t believe. Some of my former associates doa’t really believe it; sofie
would like tw o beck W the goud old days. But | doa’t think that's Teasible.
Onhers wousd hike o have intelligence’s hands tied, conduct it as a tolally
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open thing. The American Civil Liberties Union came out with & resolution
a few years ago which they've kind of forgotten recently. It said that we
shouldn’t collect anything secretly around the world, shouldn’t have any
secrets—which [ think is a little absurd.

Well, the pendulum, as | say, is swinging to a center position, and the new
charter is & reasonable solution of some of the contradictions. We are going to
admit that we conduct intelligence activities, and we’re going to conduct them
under our constitutional sysicm. We think we can do it. We think we can be
just as effective, or even more effective, because we have & new concept of
intelligence. . .. In the revolution in intclligence brought about by the concepts
of scholarship and technology. the thind factor is the concept of constitu-
tionality. . . .

Do we expect our inclligence system to be a crystal bal} giving us an absolute
peediction of what's going to happen in the future? No. In the fira place it's
peobably not possible, because the aumber of vaniations and variables gets
beyond you. Secondly you wouldn't want it if you had i, you don’t want o he
condemned 0 go through the expenience the crystal ball predicts for you. T1.»
purpose of intellipence is W help you act so that you can have a better rather
than a worse future. And if you act intelligently, and cause a change in that
future, then of course the prediction furns out 0 be wrong—lor the nght rea-
son, and you've really capitalized on what intelligence is all about.

Now how do you du this? We've had vanous sitiempts in various directions.
We've tnied 1o organize the pipe-smoking, tweed-jucketed professor with his
yellow pad and his good judgment. We'se tied 1o have a group of gencralist
sit around and 1ry 0 make wise aacsaments aboit what the world's about,
Over the years, however, sonx of thuse assessmeats have bevome pro-
gresaively leas useful o the harmied and busy peuple they were supposed o be
helping, and increasingly the harmicd and busy people stopped reading them.
On the other hand we have had some great ideas, such i caumous acw aulo-
matic estimating syaiems whoere you pat all the facion into 3 compuier. develup
the mande], wiggle the fachun a littke bit, soe how the roaull changes and that
gives yu an absolute prodiction. But it garbage in-garbage out; you've got a
certain amount of garbage on buth caubs, and so thal isn’t the amwer,

But then what Jo we have o do? Afier the lranian revolution began the
President weule 10 Secretary Vance, Dr, Bracziaski. and Admirs! Turner
and said, “"We have really pot to .

do a better jub va vur pulitical STy, "‘!“"‘“"“‘“"F"' e A
intellipence. You've pot o give us » wl State M Cates
better warnings on these Kinds of
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cxplosions.”” Now, was that a col-
lection problem? §f we had just had
a spy hext to the Ayatollah
Khomeinl would that have
changed the circumstances and
made us more able to act? No. The
Ayatollah Khomeini made it crys-
1al clear what he wanted to happen
in Iran. The factors that led to the

Dr. Brzezinski—Zbigniew Brrezinski,
National Security Advisor to Presi-
dent Carter

Admiral Turner—Stansfield Turner,
Director of Central Intelligence
under President Carter

Ayatollah Khomeini—spiritual and
political leader of the revolution that
ousted the Shah of iran in 1979

cxplosion were all out in the open:

the political difficultics, the weaknesses of some of the Shah’s structures,
the absence of a political base, the destabilizing effect of the massive
changes that are taking place in lranian socicty. The problem wasn’t a2 mat-
ter of collecting some fact that said there's going to be a revolution in Febru-
ary, 1979. If you'd gotten a report that said that, ycu probably wouldn't
have believed it anyway. § mean, nobody can produce that as the result of a
report. You've got a much more complex job of assessing all the forces that
impact on the problem and coming out with a resolution.

Now, we've had some successful estimates. The Pentugon Papers contain
assessments of the likelihood that the North Victnamese would give up, that
the war would be taken care of by more military forces. They said both
prospects scemed very unlikely—and those assessments turned out pretty
good in retrospect. They weren't used. perhaps because the President didn't
want 1o use them, because the Secretary of Defense :hought we could put
some more force into Vietnam and have an effect—just achieve numerical
preponderance ard everything would be all right. We didn’t have the institu-
tions 1o do some of th: non-military things that for many years, maybe,
should have becn donc—cven things we knew should be done and were
called for. But we did have the institutions to do the military action, and that
was the easy thing, so we went ahead and did that-—it was a case of "When
in frustration don‘t just stand there, do something!™”

So we've had both good ones and bad ones. | think we're going o be grap-
nling with new methods of estimating, new methods of putting together
these factors. 1711 give you a gross oversimplification as an example. There
has been a great deal of R&D trying to come up with better ways of estimat-
ing probabilities. and they still aren’t very satisfactory. Some of the methods
are useful in a way, at least for tracking the estimating ability of certain peo-
ple. For a number of years we made ditferent analysts weite their estimates
of the likelihood that war would break vut in the Middie East. §t was inter-
esting to compare their attitudes—some would <2y 10 percent, some 50 per-
cent, sometimes it would go up, soemet.nes down—and you'd try to
establish wby. and so there was a disciplinary effect. It didn t help you
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particularly with the estimate as such, since you were still basing it on the
individual's judgment. It did help impart and enforce discipline on the proc-
css. Looking back at our estimates on Iran—I haven't read them, because
they 're classified and | haven't been reading classified ones—I'm sure you'll
find some language in those of the last two or three years saying, '"There are
political problems under the Shah, but probably he will continue to be in
power.'* That word **probably’* tends to make you think, “*Well, 1 guess |
can forget that. There's some wild chance that he might fall, but the intel-
ligence people have come up with a judgment that he's going to stay in
there.”* So you forget about it.

Now suppose you ge a step further and put the “*probably’* in numbers: 90
percent, 95 percent. You say, yes, there's a 10 percent chance that the Shah
will fall, but that doesn’t make much impression on you cither. But then
suppose your discipline calls for you to put next to each of these results a
big multiplication sign. That is, you have to assign a factor for the impor-
tance of that development if it occurs, and you must multiply ihe probability
factor by that importance factor. Well, if you were looking at Iran three
years ago, | think you would say, **Well, if the Shah were thrown out, boy,
that would be a real mess. That would be very, very important.” So, doing
the multiplication, you'd really have a flag that says, “'Hey, you'd better
pay attention to this. This is something you really have to spend some time
and cffort thinking about, and act te avoid it happening.*”

I'm saying this to relate the job of intelligenue to what | think this class is
really all about: how do you make decisions? And not only how do you col-
lect information, and analyze it so that you get pretty good judgments about
what may happen. but how do you communicate that information? It doesn’t
do any good to have the best report in the world lying on the President’s
desk if the ideas aren’t in his head.

You have to put those ideas into his head. How do you do that? | think this
is part o "the experiment you're working on. | think you've got to try new
methods. We've tried various experiments; some worked and some didn't,
some were liked and some were not. But part of the challeng » that’s before
us is 'o develop these new techniques. Collection, in this in’urmation age
and with the way we use and disclose substantive information, is really not
much of a problem. fost of the major facts are pretty well known these
days—a ot of tactical facts aren’t, but the fundamental facts that drive
world affairs are pretty well known, if you think about them: the demo-
graphics, the economics, the social backgrounds, the cultural factors. But |
think a lot remairs to be done t0 improve our manzgement of the analytical
process, our discipling of it. (o shake out what | call the ““mindset problem ™
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that will afflict any orgauization you set up, That is, the inertia that means if
they have gone through the alternatives 50 times and 49 times it came out in
direction A, then the 50th time it’s almost certain that that group is going to
think it will come out in direction A again.

... You sce, one of the problems of analysis is the relationship among those
who collect information, those who analyze it and the policymakers who
decide on it. The old idea was to hermetically seal each of the three arcas so
that they did not influence each other—so that the collectors are not just
feeding the policymaker what he wants (o hear, and the analyst isn’t warping
his judgments 1o be pleasant 1o whoever's in the White House at the
moment, and isn't overwhelmed by the collector’s enthusiasm for some par-
ticular item, but can be objective and independent. But quite frankly these
theories are all wrong. What gives you real value is the degree 1o which you
can put all those people together, so that you can begin 1o work on the prob-
lems the policymaker sees. instead of just reporting things that sound impor-
tant to you that he really couldn’t care less about. That doesn’t mean that
you should only report what he wants. Sometimes you have to report to him
what he ought to know, things he doesn’t know he needs: some new
development he doesn’t know anything about, for instance. But you do have
to get communication among the collector, the analyst, and the decision
maker extremely well hooked up, so that they can relate to each other and be
of maximum utility to each other.

... But the fact is. we are still protecting those sources {of information about
new Soviet missile designs]—ihe specific technology and exactly where
we're learning various things—and yet we're producing the designs and
technical factors of Soviet missiles. You can do it. It takes a little ingenuity;
1'm not saying it's casy. And, yes, there are a few things you couldn’t do it
with, where there absolutely could be no other source, so producing it would
reveal it. Even so, however, you may be able to put it into a gencral state-
ment, not really indicate it procisely, and circulate it that way.

Now, if your intelligence officer feels the responsibility to get a certain mes-
sage over 1o the people who need to know it. who in this country needs 1o
know about a new Soviet missile? The President, the Secretary of Defense,
the military. Is that enough? Not by a long shot. The congressional commit-
tees absolutely have to know it if they’re going to do their job right. Opin-
jon, the media, the publiv need 1o know about that startling new weapon
system.

When the Soviets began to build a big boat in one of their yands, we saw the
keel being laid. and we had a big argument in the intelligence committee as
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to whether it was an aircraft carrier or not. We watched it grow, and finally,
sure enough, there it was, We followed it for about three or four years, we
followed it when it was launched and on its trials, and all the rest. When
that carrier sailed through the Bosporus, it didn’t have the impact on Amer-
ica that Sputnlk had had; it didn’t suddenly frighten us to that extent,
because we had circulated, not

only in the official community but _ o ‘
in_public, in Aviation Week,  Shuinkoaincal st saelic
designs of what that aireraft carrier 1957

was probably going to look like.

The fact that that information had

been prevalent contributed to our thinking process.

|OETTINGER| If 1 hear you correctly, you're saying there really is no
incompatibility between source protection and wide availability of the infor-
mation. Do you believe the paranoia is waning about extending source pro-
tection to make information unavailable, not just to the public, but to some
segments of the intelligence community or military?

[CoLBY| Is definitely waning, partly as a fact of life. One of the most
dangerus things right now is that, if you train your intelligence officers to
write reports which include reference to the sources, when they 're leaked
they lesk the sources too. That's the worst of all worlds. 1If we could at least
train them to write reports which summarize the situation and try not to
reveal sources, then when the material goes out, even if it's sensitive it
wouldn't contain the source references.

[OETTINGER]  1'd have a problem with that, not perhaps if | were a mem-
ber of the public, but if | were in a staff or line position. Without the
sources, 1'm robbed of the audit trail that enables me to make an independ-
ent judgment of the credibility of the material.

[COLBY]  That's why I say you have to develop confidence in the source
of the report. 1y other words, the intelligence officer cannot duck by saying,
*'] just got the report, | don't know whether it's ary good or not.”" Either he
makes a judgment that it is good enough to put out, or he throws it away.

... In a very good book, Sirategic Intelligence and World Pulicy (1949),
Sherman Kent wrote that you can organize analysis geographically. or by
discipline, functionally: and he said we ought to organize it geographically.
He said that all the economists, political scientists, social scientists, and mil-
itary experts who work on East Asia should he interrelated in an East Asian
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Analytical Center, and we'd get somebody to speak for an estimate of East
Asia. But we organized the intelligence community exactly the opposite
way. We put the economists in one bureau, political scientists in another,
| physical scientists in another, and the military experts in another, in the best
academic tradition, because that’s the way you organize universities. The
result, | think, has been a great mistake, because you don’t know who
speaks for East Asia. | had a problem about China shortly after 1 got into my
job, and | called in the people who knew something about it from the dif-
ferent offices. About ten people came inte the room, and | was the only cen-
tral point for them. | said, **This is ridiculous. I don’t have time to integrate
all these different elements of the problem. Get some other system so that
somebody ¢lse does the integrating and then he helps me.**

{STUDENT] At the State Depariment they have the opposite problem.
The rcal clout is at the desk where they have integrated information for each
country. You say. **Give me the man on China,"" and the head of the China
desk will come in and give you the China perspective. But what you lose is
the functional perspective on how the economic problem in China is relating
to the rest of East Asia or other concerns. Don’t you need a nultiple

approach”

{CoLRy] Yes. The problem is that, when we made an estimate on say,
Bulgaria, we'd make a political estimate and then tack on u military estimate
and then maybe an economic estimate. But they’d be annexes to the basic
paper. The three groups would sever sit down and analyze it wgether.

ISTUDENT|  So you're saying that the process shoukd be revencd —have the
generalist make the analysis and then have the econonusts, the nulitry guys—

{CoLBY|  Comtribute w it through the machine. Yes, you need both cuts
ol the problem. But { think the dominant one ought to be geographic. . . .
There is a thesis that you ought to organize it one way for five years and
then the other way for the next live years to shake everybody up. There's
some value o that.

. 1W]e are moving into a world which is niuch nyore open, just due to
technology. We can look ot a Soviel factory and see how much power and
what kind of coolants and materials go into it, and what Xind of freight cans
are there—on 3 seady basis,

The thing that we're concerned sbout is their |the Soviets'| ability to
pick up microwave communications. We know for certain that they do it; all
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those gadgets on the roof aren’t just for decoration, and it just sc happens
that they chose as their new embassy site one of the highest points in Wash-
ington. How we let them get away with it I'll never know. .. . But then, you
see, if you absorb masses of this stuff, and then put key words into the com-
puter, you can drag out by phone number or some criterion ¢verything that
comes out of a given office. That's the danger: that they will build up
coverage of specific economic events, of matters that they can use for black-
mail or exploitation. That's why the pressure’s on for some solution to this
problem, in the Washington arca anyway, and the same problems occur in
various other areas. | think just the unbearably large volume of American
communications may solve it, since | doubt even a big Soviet computer
could keep up with it. ...

| STUDENT} How do you set up a system so that the people down the line
know what are the concems of the people further up the line at cach level?

|CoLBY} I°ll give you the theoretical answer and the real answer. The
theoretical answer is that there's a system of requirements, very carefully
considered by the President and his staff, as to what they want to know
about the world. Obviously the President doesn’t really have time to figure
out what he wants to know about the world. He's counting on somebody
telling him what he needs to know about the world, so he's not going to pay
any attention to that. Therefore a staff develops those requirements; and the
staff, like most staffs. wants to make sure that it's never found wanting, so
it covers everything in the requirements, That's a natural reaction. The
requirements Jook like a list of everything in the world, and therefore they're
uscless to the collectors, who never read them because they express the
obvious in great detail—so much detail that it bores you to tears when you
read it and you know you're not getting anywhere. The only function it has
is thal sometimes the reponts are indexed o the requirement numbers to
prove what a good job you did in responding to the requirements.

Now, the real answer is twofold. One is osmusis, which works cither well or
pourly, depending on the situation. | think it’s working better at the
Director-President level now than it did when | was there. because the
Director sces the President, | think, about once a week, and that's a good
thing. lle sits down and talks with him about intelligence. lle probably gets
a lot of hints as to what the President’s concerned about in that nxeting. and
he can got things across formally. When | was there. President Nixon was
preoccupied with the Watergate problem and didn’t have the time. More-
over, llenry Kissinger was in the circuit, and | wasn’t about to indicate that
1 was trying to get around llenry, because | would have lost my head the
next day. | don’t object to that; he was Aght for the posiliorn; he was trusted
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and did a good job. | saw President Ford a lot more than | did Kissinger, but
in mectings. But osmosis does work through regular meetings of leadership
and filters down through the regular command structore.

The other side of the rea! pictore is the intelligence officer’s responsibility
not to just sit there and say, *'Well, golly, the Russians are coming over the
hills, but it isn’t here in the requirements so | guess | won't report it.”” He's
responsible for being out there and reporting things that look like they ought
to be reported and, if he’s worth his salt, he's got his eye fixed out ahead
and sees things that are threatening. and dangerovs, and problems. and he
reports them. If he gets a phobia about something that tomns out to be abso-
lutely boring to Washington. and Washington doesn’t want any part of it,
why, they can tell him, **Cool it, forget it."* (115-16, 117-18, 118-20,
123, 124-25, 128-29, 131, 133, 137-38)

6. B.R. INMAN, “"Managing Director, NSA and Chiel, Central
Intelligence for Effective Secunty Service
Use™ (1980, pp. 141-61)

ISTUDENT]  Would you cuomment on the CIA s reluctance 1o share details
with Congress (whereas NSA and some of the other offices are not so reti-
cent) because if there's a mistake they have people to Jose, while NSA has
machines?

[INMAN] | believe if the CIA were 1o tell Congress it was prepated to
fully share all details except the identitics of the individuals, they’d probably
reach a bargain pretty quickly. The gquestion of how forthcoming you intend
10 de in a dialogue is fundamental. Onc has 1o sort out between covert oper-
ations and clandestine intel tence collection. In clandestine intelligence col-
lection you are providing information as a service; the identity of the source
is rarely at issue unless there is some guestion about the validity of the data,
and | believe that's a very rare occurrence. In covert operations, on the other
hand. you are dealing with plans for activity suppuorting cither forcign rela-
tions or quasi-military operations. You could view that as something classi-
ficd by the scparation of powers in the Constitution. But in any case | don’t
believe the real issue is identity of the source. It's a larger reloctance 1o
share information on sources and methods. | find the same thing in the con-
duct of my own business. | direct all the signals intelligence operation of the
US government, except that coaducted in direct suppont of clandestine oper-
ations. The theory is that there is greater huzard 1o those homan lives if
someone from NSA is watching surveillance communications, that there's
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somehow a danger of a leak if there's sharing. The question is, are you get-
ting the most competent examination and support for the clandestine opera-
tions without sharing? So what you're really dealing with is a basic
reluctance to deal with Congress and with the other intelligence organiza-
tions and parts of the government. In all such questions you get exactly the
same issue—that you're dealing with the lives of people as opposed to
machires.

... You have a Director of Central Intelligence with a series of staffs and a
charge to do some performance evaluation and resource allocation. You
have a Secretary of Defense responsible for a substantial portion of the
actual execution of intelligence operations, since he has responsibility for all
the reconnaissance satelliles, 2l the signals intelligence in another structure,
and the analytical arcas of various departments and defense intelligence
agencies. You have the Intelligence Oversight Board at the White House
that only looks, in this kind of structure. at abuses. You have the Office of
Management and Budget which recommends to the President how much
investment he should make in intelligence. For some years you had a sepa-
rate body, the President’s Foreign Inlelligence Advisory Board, that did not
so much screen budget levels or volume of outflow as select specific target
areas of interest and examine them in great detail, and gave the President
individual, independent judgments on cither the utility of the activity or the
appropriateness of the level. To some degree that involved the investiment
issue—were you doing cnough fast enough. Certainly, in my expenience, 2
major impetus for the step forward in satellite reconnaissance came from the
urgings of the President’s Foreign Intelligence Advisory Board: it went at a
inuch faster pace than it would have gone otherwise. The Board was carly in
recugni-ing the need to do more with economic intelligence; that was about
its last action before the Board was discstablished as part of the ovenall
review piocess in 1977. 1 believe it has left a void; this is an arca where we
have the institutional checks and balances for looking for abuses. but we
don’t have the checks and balances 10 foresee effectively the needs of the
government over the next decade or two. We don't have independent judg-
ments whether a sufficient percentage of the resources are going into a given
area to assure that, in the competition againct the number of aircraft or tanks
being bought, there is a flow of tactical intelligence. Or that at the national
level there is sufficient investment in a data base, in linguists. in coverage of
third-world cconomic targets. My view is thut there is a void in doing that
cffectively.

... } am in favor uf competition in the arca of analysis. In the area of collec-
tion, | believe, the problem is entirely different. You want to be able to
focus your collection, so you want it to be pretiy closcly coordinated, not
competitive, and you spread as much as you can tw cover it. But in most
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instances you are dealing with bits and pieces of information, and your judg-
ment about what those bits and picces mean is shaped by the assumplions
you bring to the problem. You very rarely get the hard copy document that
tells you precisely what's going on or what they intend to do in the future.
So competition in the sense of rigorously going back and examining the
assumptions as well as the picces of information will give you a better prod-
uct. The best-quality intelligence the U.S. has is its military intelligence,
precisely because of the focus of effort, including CIA and Service examina-
tion, that goes into it. When you move to political intelligence items the
Services and DIA don't take part. There’s no real in-depth analysis of the
political sector, so the only competition you really have al work is belween
ClA and I&R. And in the economic area there is no competition. There is a
small, very competent effort at

ClA. But | believe the country

would benefit by quickly creating 1&R—Bureau ol Intelligence and

another separate, competitive Research, Depatment of State
economic intelligence analysis
body.

... In the speed versus accuracy issue it depends how the information will
be used. If it is for tactical support of military operations, speed takes prece-
dence; accuracy follows very closely behind. But from living out at the
user's end, 1 can tell you | very quickly ceased worrying about who the
information came from. It was "Could we get it fast?”’ and “"Was it accu-
rate?"" in that order. The only arca that comes close to having the same con-
dition, it seems v me, is support for conduct of foreign relations, in the
specific question of aegotiations. 1f you can obtain the other guy's bottom
bargaining position, or what his instructions zre as that position is revised,
there is immediate tactical utility, and you don’t need a Jot of analytical
cffort to examine and massage it. Bul if you can’t move it very rapidly from
the point of recognition it is likely to be obsolete. So you hope it's accurate:,
it will have impacted on your own strategy. but the key is speed.

Those are the only instances in which | can make a case tor speed. For the
otbers the emphasis is indeed on accuracy. But accuracy is very hard to
judge. Becaose, again, you're dealing with bits and picces of infurmation. |
became very frustrated on this topic. Looking o the question ol support tor
weapom systenns, the more | delved into it the mwore | found that everybody
was allowed 1o go and get their own contractor o build their favorite
weapons system: and one of the carly things that would oceur is that the
contractor would give them a threat anslysis which suppurted precisely the
design of the weapons system they wanted to build. We intended to stop all
that, so that nubody could issue threal assessments for ose on naval weapons
systems but the Director of Naval Intelligence. We pot a directive signed.
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but then it was difficult getting the talent to do it, or getting anatysts who
were willing to go out on a limb for what they belicved. | finally pressed to
try to structure it——put down the facts, then the postulations you make based
on those facts, and the choice of what we think are the best ones, with a
range of options. | even explored whether or not | could get them printed in
different color ink so it would be clear which were (he facts and which were
the postulations, but that was too hard. the technology is not yet here to let
you do that rapidly.

You really do need to be able to sort that out for people, because the vast
bulk of what you're providing is not hard fact. And the assumptions need to
be apparent to the reader. Let me skirt around an example. a classified inter-
agency paper slant estimate which is now in progress. It examines some
Soviet activity in a specific military sphere and finds it unimpressive, and
the conclusion says its likely to stay that way for a long period of time. The
body uf evidence, when examined. consists of reports of the activity's diffi-
culties, which one would anticipate being sent rapidly, plus interviews with
defectors and refugees, all of whom left disgruntled. Consider what sort of
estimate you would get if you were to go to any pzn of the current US mili-
tary establishment, tap a scries of messages dealing with casualty reports for
equipment, and interview a series of people who had left the military dis-
gruntled, and were to taky “hat as your only base of evidence in making
judgments about the likely readiness of a given capability in the next ten
years! In one of our own weapon systems developments it would be inter-
preted as normal difficulties in the path of an otherwise vn-schedule. on-
time, on-budget task.

The principal worry | have al this point has to do with the adeguacy of our
intelligence effort in providing our government a broad range of infurma-
tion, both in depth and in time-sensilive reports, on a great range of poten-
tial problem arcas all vver the worid. We are probably better in our
capability against the Soviets now than we have ever been, in responding to
the aeed to verify treaties and a whole range of things. But we alw have
reduced our manpower on much of the rest of the world to the lowest levels
since at jeast the 195(s,

And the great worry | have about this question of balance is. " l{uw does
one bring about an ellective planning process that examines targels, m just
systenis?” | dun’t have any problem with examining systems, bt | want
thent examined in light of the targets one needs e cover. | want to focus aot
just on the cunent problems, but on the perceived problenns it likely to
be faced by the country uver the next devade of two. And | wanl the struc-
mre to have ot least an eqgual voice in voling on the adeguacy of existing
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application of resources—in my view that just does not occur in the current
structure, The current structure is designed to sustain the status quo. Cuts
were applied across the government to bring manpower levels down—you
know, everybody take their fair share to pay fo1 new collection means, to
pay for new processing systems. So we lack a counterbalance for target
examination, and we lack a data base on the arcas of the world which were
overlooked in the 1960s when we were focused totally on Southeast Asia—
there wasn’t a lot of worry chout countries in Central America, the Carib-
bean, Latin America, Africa. | believe the odds are very high that in this
decade we will face a lot of challenges in those arcas.

... In my carlier experience with the Navy's Human Intelligence Collection
Agency, the problem was what we were permitted 1o target with. Human
intelligence is governed by bos the DIA and CIA. DIA first had t0 agree on
the division of effort across what all the military human intelligence efforts
were doing, and then the CIA had the veto. DIA was not permiited 10 niove
into any arcas ClIA considered as its primary—so, for cxample, DIA was not
1o collect against economic or political targets. only military ones. Admit-
tedly. that is where you would expect the basic competence 1o lie. But to do
clandestine HUMINT collection requires claborate cover staff, claborate
support structure, and the only
agency really good at that is the
CIA. | would make some rather
radical changes on the human side.
| would be inclined to consolidate
the clanéestine HUMINT collection cfforts under the CIA's auspices. | would
also separate out the covert action. So | succeed, in that briel description, in
making both the military and the CIA angry. But | think aver the long term the
focus would tum toward information coliection, as opposed Lo going in and
conducting clandextine operations (which um out w be more fun). ... You rec-
ognize that I'm talking now, not as the Director of the National Security
Agency, but as an observer with vears of watching—. .. | put priority on
human collection because | believe it is likely 10 be of greater wiility (o the gov-
crnment. You want to make sure that you keep effort focused cn doing that,
and | would leave that as a central core role of the CLA. And rather than have it
e just a civilian effort | would give the military velo power. | would probably
end up pulting the covert operations under the Department of Defense, DoD
has 2 support structure. and does have 10 suppont a great deal of it anyway. The
HUMINT cffort would need 10 be a mix of civilian and military: it probably
would need 1o be 2 separate small agency—keep it small, and Jon't give it any
incentive W go do things W be lively,

HUMINT—Human intelligence; data
collected by or from human sources

... | would say on balance the US intelligence community is functioning
reasonably well. The dialogue that has sustained it for 25 years continues
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reasonably good. The reductions have gone beyond the safe level, in my
view, for dealing with all the problems that are likely to face this country in
the 1980s. We nced somehow, as 1 govermment, to be able 10 do viable
long-range planning—not just for intelligence—but particularly to ensble the
intelligence comununity to focus on projected problem areas and shift
focused attention ahead of the problems, rather than afier they arise. In crisis
response we arc probably doing the best work across the spectrum at this
time—it has worked effectivcly once the crisis was past; we've been able to
focus on it and flow information about it, but there are limits. It's too late to
cstablish viable agent nets when the crisis is underway.

But overriding all this, there is going to be the need to preserve secrecy—
about how you access the information, what you are particularly interested
in, how it's being used—and that's always going to be a barrier for public
discussion. We must find new vehicles to put the cra of the 1960s and carly
1970s behind us in the relationship between the intclligence community and
the academic world, as quickly as the process will allow without creating a
new fear of suppression or intrusion on scademic freedom. Ut is poing 10 be
necessary, if that is effective, 1o find ways in which classified research can
be undertaken, however unpalatable that imay be to some segments. The
decades ahead are going 1o be so troubled that we're going to have to find
ways around these perriers. We need to rebuild the information base. We
need to bring some resurgence in the availability and quality of linguists.
Finally, from the government side, there clearly needs to be a better effort to
iry 1o make information accessible as the **fertilizer’' to keep that relation-
ship going. (14849, 153, 135-56, 156-57, 159, 161)

1. LIONEL OLMER, ““Waich- Duvctor, International  Programs,
dogging  Intclligence’™” Motorula, Inc.: furmer Acting Fuecu
1980 163-43) tive Secretaty. Prestdent’s Foregn

t « PP intethgence Advisoty Bugnd

The President’s Forcign Intelligence Advisory Board (PFIAB), as you
know, was created by President Eiscahower in 1956 and abolished by Presi-
dent Carter in early 1977, | care about that institution, bovause | was con-
vinwed during my servive in the White House tand the past three yeans have
reinforced my conviction) that any President needs an institutionalized
source of advice on forcigu intelligence wbich is indcpendent of the
burcaucracy and which is provided to him by nxn and women of broad
cxpericnce in whom he has confidence and who enjuy a public reputation for
Judgment and probity. ... Please bear in mind during the discussion that
although Lhe term “ovensight’” was used when the Board was created in
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1956, its meaning was substantially different from what the word came to
mean beginning in 1974, As originally applicd to the PFIAB. it significd
watching over the intclligenee process to assure the adequacy and effective-
aess of intelligence. It did not include matters dealing with the propricty and
legality of intelligenee, Maybe it should have. But such was not the case,
and none of the members with whom | served ever felt they had a mandate
in that arca.

A Board has value to the President who appoints it and ic whom it must
cxclusively report. It also has value 1o the entire intelligence community.
And finally. 10 a lesser, but nonctheless important extent, it can be of value
to the public at large. As regards the Presideni, it is my feeling that however
cssential good intelligence is, and however from time to time it may deter-
mine whether or not given activities should be undertaken. the entire subject
must not occupy a substantial part of any President’s time and attention.
There are simply too many things of erucial impontance to the country for
the Chief Executive to ponder at any lergth substantive budgetary or admin-
istrative intelligence issucs. Thus, say, during the 10 percent of the time he
spends on intelligence matters, the President is often likely to receive a dis-
tilled **least-common-denominatur’® prescntation of aliernatives, frequently
representing the seif-perceived best interest of the apency presenting them,
and sometimes bereft of an indelinable quality—perhaps somewhat like
what 2 Supreme Court Justice said about pornography: it is something you
know when you sec it-—the guality of sound judgment.

| think PFIAB over the years demonstrated its capacity for sound judzment
on innumerable occasions. 1 will suggest four arcas. Fint, economic intcl-
ligence, which indeed wis fint given life as a direet comequence of PFIAB
activity. Sevond. accelerated comstruction of satcllites fur intelligence pur-
poses, which would have lagged for years without the strong push it
received from the Board. Third, a presidentially directed. government-wide
program to deal with Sovict clectronic surveillance in the United States, a
subject which was virtual tabou for discussion even within the intelligence
community until the Board brougbt it te the President’s attention. Aad
fourth, the now aturious “"A team-B team’™* experiment in competitive
analyus, which was officially resisted in every pan of the intelligensce com-
munity unlif the Board cuavieced the President of its menits.

... The value of the PFIAB o the intelligence community itself might be
likemed to a doctor’s prese2plion for unpleaant-tating medicing. the patient
docsn’t have to like it to know that it is suppused 1o do him some good.,
Many times people in the intclipence community cxpressed W me their view
of the utility of the Board, cither with teapect 1o a spevilic issuc then being
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deliberated or in the abstract, as in **lt's good 1o kne'w there is a group of
wise men with full access to all the data and with direct access to the Presi-
dent. That's one way of keeping the burcaucrats on their toes."* 1 would add
that the Board’s existence by its very nature gave some within the com-
munity hope that contentious issues, which to their minds had been papered
over, would be fully aired and examined by a Board immune from agency
mindsets or jurisdictional disputes. ...

JOETTINGER| (R Jegardiess of personalitics (the interesting tning about
the PF1AB is that it survived administrations of both parties and very dif-
feremt characters for a period of time), and under any President with any
kind of staff structure, can dissent or cvaluation be institutionalized within
the hurcaucracy ai effectively as within a board of the PFIAB’s quasi-public
characier that is pot on the government payroll? Does it make sense not just
to have a elean break between what's inside government and what is private
sector, but to have (and this 15 only onc example; there have been otberr,
some of which also have been dismantled by the Canter Administration)
diffuse boundaries where it isn’t guite clear whether a given activity is gov-
crament or private sector?

JOLMER| There were instances that 10 me, and ! think to the President.
proved the Board's utility, when the President would be coafronted by sev.
cral alternatives. Under Kissinger's national security system, option B was
generally the onc that he wanted and selected, and things were organized to
;aake optios B the most atiractive. But in any cvent alematives were clearly
presented. 1t still left the President sometimes not feeling satisfied—in fact,
it Jeft Kissinger feeling umsatisfied. There were periods when he would say.
**The papens submitted o me don't really present aliematives. They present
a single choice and don’t develop the opportunitics for other kinds of deci-
sions, and their impact. and their long-range implications. " It's entirely
another matier to bring someune in from the outside without any of the trap-
pings of burcauncracy. They really doa’t look on it from the point of view of
the Suste Department, which has a cuastituency, of the Defense Department.
The NSC saff is supposed to be capable of truly objective reasoning and
preseatation, but it just doesn’t

work that way. ... Not all things

should be thougit of as suitablc for NSC—Natnal Sec oty Couned
the kind of purposc tbe PFIAB

served. But the big vac, and some

less big, ought 1o be referred 1o a budy which temds to be oblivious 1o the
decp-sested rivairies and bitier arpuments that peevail even va the subsian-
tive divisions. . ..
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[STUDENT]) You talked about the value and necessity of an oversight
board, a board that can examine intelligence to assure accuracy and effi-
ciency of foreign intelligence, which is an admirable goal. But in my own
experience and knowledge of the PFIAB and the items you mentioned, that
was not what the Board did. That didn’t appear to be its function. | have
some knowledge of two of the four items you mentioned. They originated
with small groups or individuals in the bowels of burcaucracy who wished
someone would pay attention to their topics—such as economic analysis—
and the PFIAB seemed to pick up random (1 have not seen evidence of any
systematic search), sexy issues which caught the attention of these very
intelligent, very wise, but very busy individuals who didn't have a preat deal
of time to devote 1o foreign intelligence, which is an ongoing flc  of tre-
mendous complexity. It did not in fact appear 1o exercise the kind of over-
sight you were talking about. Instead it became another channel to the
highest level for people pushing pet projects. The U.S. benefited by the fact
that somebody did pick up these pet projects; but an equa’ number, if not
more projects, which would also be beneficiai if someone picked them up,
did not catch the attention of the PFIAB. My point is that while in the
abstract an outside board that can exercise this kind of oversight would seem
essential, without the baggage of the burcaucracy—which includes knowl-
edge and background-—no such board can function in that way. | don’t mean
that an institutionalized dispute panel and a wild-eyed guess examiner is not
useful—out that's not an intelligence oversight board,

[OLMER] | think the PFIAB added a dimension which is simply not
available from within the burcaucracy. Sophistication and perceived lack of
self-interest ire. without any claboration, the two things 1 think the outside
board was and would be capable of contributing. {163-65, 16667, 168,
170y

5. CHARLES W. SNODGRASS, Vice President, flectronic Data Systems
. i ol LN Corp.; former Assistant Secretary of
Funding : (1981, the An force for Fimancal

pp. 11936} Management

| might say that another witness, Secretary of the Air Forve Mark, has often
told Congress that he thought that the intelligence capability of this country
had been strengthened. not weak.

cmq'_.b“aus? of the lm‘m”‘..d - Mark—Hans Mark, Secrelary of the A
gressional involvement in the Force under President Cartes
intelligence budget. He mentioned

a couple of things. He said that we
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had helped break down many of the barricrs that I've been talking about:
interservice barriers, security barriers, technological barriers, that sort of
thing. He also said he thought that the great differanee between the
American system and the Soviet systermn was that we are much more flexible
and responsive to changes in technology, in military strategy, whatever—
because, after all, they've had ..¢ same head of the Soviet Navy for twenty-
five years. Now, if that commander makes right choices, that can be a very
powerful plus. but with technology changing so quickly it's more and more
unlikely that the same kind of technological imperative will Jast for long
periods of time. Seeretary Mark thinks that the give-and-take between
Congress and the military makes them sharpen their intellecal arguments,
makes them examine their assumptions,

... I believe that the most overlooked issue is production, and that we're
collecting far more intelligence than we know how to assimilate, to make
into usable information for decision makers. And that the really significant
marginal returns will come from buying more analysts, giving them
authority, if they're an Iranian specislist, to go off and leam to speak Farsi,
to go live for two years in Jran—and then, when all this marvelous teehnical
collection swff collects intelligence, we will have analysts who will be able
o tell us what the raw data mean. (139, 144)

9. DAVID C, RICHARDSON, Consultant, Defense intelligence
"The Uses of Intelligence’ Review Panel. the Defense Scence
(198), pp. 147-68) Board, and other panels

I mentioned carlier that we need a new kind of intelligence that links the
operstor and the intelligence community, and | liken that to = net assesxsment
process. The problem I'm talking about is our Naval conventional forces in
the context of Soviet capabilities. A way to make that net asses_nent is
to study the systems the Soviets have fielded, and seek out their
weaknesses, .. That net assessment tells me 1've got some things to do. It
wlly me, firt of all, that if my developments and my new weapons are pol
keeping me at least abreast, or hopefully ahead, 1'd better be lovking at my
strategy. When | start looking at my strategy, and start sizing forces
cakeulated to achieve certain strategics, | fisd myself thrown back again into
an assessment proceas. | may be led to the view that | can successfully do a
smalker job. Or ehe | need new forves, or new approaches. Out of that kind
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of process | can sce how 1o make judgments about what | can do now—what
1 need to do to improve my position, and what sort of constraints weigh on
me until I'm able to get there. | don’t see any other good way to get there, |
haven't been able to think of any other good way to do it. We simply cannot
continue to blithely accept worldwide ocean commitments—and we
certainly have one in the Northern Indian Ocean that's in that category—
without regard to our capabilities to sustain ourselves there in combat action.

... My first real exposure 1o intelligence, as | said, was in the Gulf of
Tonkin, and it was courtesy of my Operations Officer, Captain Robert Hunt,
Bob Hunt was a very smant fellow and he said something that's been
fundamental 1o my thinking since: if you want to screw up the other felinw,
find out how he functions and focus on his weaknesses. Our job was
interdiction in North Victnam. | made Bob targeting officer, reasoning that
if we could select our targets more wisely we could double or triple our
effectiveness. Bob pored over photography, studied it full time. 1 tumed his
Ops Officer job over in the Assistant Ops Officer and Bob did the targeting.
Pretty soon he developed a general concept for targeting which focused our
resources against targets where we really accomplished something more
significant than by previous, less systematic approaches,

To give you just onc example: it seemed apparent that when striking a rail
line if, instead of hitting tbe big bridge in the middle of a tuwn where they
could cross with boats and do other things, you hit four or five smaller rail
structures between towns, they would be forced to send work crews out and
fix the outer uncs before they could get to the inner ones, so that it touk
them much longer 1o get back in commission. There was little or no
antiaircraft power out there, so your costs were lighter. the threat was lower,
That made a lut more sense than hitting 2 big bridge in town, We were
working against three modes of transportation: rail, highways, and barges on
waterways. We produced the system, and the Juint Chiefs sent out a study
group that louked at the targeting we were doing, and they were very
complimentary about it. | converted wiiit had been a photo ustribution
group in Subic Bay into an analysis group. and had two individuals, an
intelligence ufficer and an operator, working together in cunstam
interaction, so that al: the operstors and all the intelligence officers could
come in and work with them. and afterward go back and exh contribute in
greater understanding. My point is that, in this instance, we developed an
office that bridged the gap between intelligence and operations. And i
seemad 1o facilitate communications. 1t made this panticular system a good
system. the best we could conceive of, (155, 157
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10. CHARLES ROSE, ‘‘Con- Me:nber, 'l;ls House o’f Representa-
n tives; Chairman, Policy Group on
gress and C1"" (1981, information and Computers
pp. 169-91)

1 would like to address what 1 consider one of the major problems concern-
ing our defense establishment and our intelligence community: the need for
good analysis. All too often the policymaker and defense planner alike
would like to hear the tune played back the way they have composed it—
like editorial writers who send out reporters to make their editorials come
true. Unfortunately the world doesn’t always work that way. There is a need
for considerable improvement in the academic rigor of studics, analyses and
estimates in the intelligence and defense communities. This is not to say that
a let of good work docsn’t get done, but all too often there is a tendency for
school solutions to appear with directed endings. The more we continuc 10
have sehool solutions, the more we feel free to pick and choose the evidence
that supports a particular case, the longer we will continue 10 pay the price
and make mistakes, which means we will keep making major landmark
decisions for defense planning and policy formulation in a cavalier manner.

... During the last fifteen years we've had unprecedented growth in techni-
cal systems. The decision was made in the carly 1970s that the price of
those technical collection systems would be paid in people. You may think
I'm kidding, but believe me it was a conscious decision. A number of peo-
ple in the intelligence community have told me the same thing. As a result
of that decision we find oursclves in poor shape as we try 1o assess the Third
World, analyze the Persian Gulf, predict trends in Central America. We find
ourselves with few linguists in languages which we felt a few years ago
were insignificant and unimportant, but which today are highly critical.

.. We've also seen some evidence that the intelliger.~e community is play-
ing a litle game with us—coming in and requesting onc of those clements
Ipeople or hardware] in their budgets knowing full well that they have omit-
ted the other one. For example, they come in asking for hardware but no
people. and they say. **Well you know, my God, Congress will add the peo-
ple’” or they come in asking for people znd no hardware—whichever one
they forget 1o ask for, good old Congress in its patriotic wisdom will add
it—and that way they don't get caught inflating the budge:.

... Consider the Iranian hostage rescue mission. 1'm sure sowne of you have
read the unclassified version of the atter-action report by the five gencrals on
the mission; the top secret vension which 1 have had access 1o is not really
much different. In it they discussed a couple of problems that tell me we
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haven't learned the lessons of the past very well. One of those problems was
excessive secrecy, too much compartmentation. Another was fragmented
lines of command and control. | had occasion recently to scan a fine book
entitled Firsi Line of Detense: The Navy Since 1945 by Paul Ryan, pub-
lished by the Hoover Institution at Stanford. It discusses the Bay of Pigs
operation and the role the Navy played or did not play in it ... The key
operating factors in the Bay of Pigs and the Iranian hostage rescue mission
were similar. Individuals who ought to have had access 1o information did
not. Planning took place in isolation and clearly was hampered by the poor
command and control setup,

... In many cases of past ''failures™ it has been fourw! that information was
jargely available. but cither hadn't been analyzed or hadn't been placed in
proper conlext. This is partly the faull of intelligence. but is shared equally,
and sometimes to a greater degree, by the policy community. Certainly it is
true in the case of the fall cf the Shah of iran. Our examination of intel-
ligence performance in Iran prior 1o November 1978 found that the intel-
ligence problem was partly due to the collection elements’ failure to ask the
proper questions. This so-called failure, however. was orchestrated by the
policy community, which had forbidden the intelligence community to go
out and collect data on dissident groups within Iran, lest our intelligence
activities offendd tne Shah.

I'm concernced that we don't put ourselves in that Kind of position again, and
1 think there is great danger that we could do so, especially in some arcas of
the world where we are awfully cozy with our allies. We may have a tend-
ency to overlook things going on within a countey which could be inimical
to our relations with that country, perhaps not today, but five or ten yeans in
the future. ... ] think what would cure that problem best would he finding
some way {1 don’t have the solution) to depoliticize our whole intelligence
operation. Time and time again our national intelligence estimates seem o
have been rewritten because the policymakers didn’t like the bottom line.
Maybe dividing up the chores the way you suggested {Octringer—scparating
covert and intelligence operations| could have somewhat the same effect.
Now that Mr. Cascy is an actual member of the President’s cabinet, one
must seriously question how much the policy of the White 1touse drives ana-
Iytical vonlusions. And, analysts and collection to the contrary notwith-
standing, how uften do those conclusions wind up being a justification for a
policy that was made sonewhere else”? These are exactly the kinds of mat-
tens our Comntitice looks into.

... [Tihere is 3 need, mot oaly to insure goud competitive analysis, but o
maintain the objectivaty of the intelligence process and keep it as
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depoliticized as possible in a highly strung town like Washington. This is
not an easy issue to come to grips with. We're far better off structuring our
estimate products with footnotes and diverse opinions, rather than trying to
develop consensus judgments on issues. You may have read in the news-
paper a couple of weeks ago about some problenis with a recent estimate on
terrorism. This issue is still in the limelight. I'm reluctant to comment on it
too much, except 10 note that the more the administration dillydallies in
attempting to come to a consensus judgment on such issues, the more it will
open itsetl up to accusations of politicizing intelligence judgments. The less
it is tinkered with, the better off it is. In the final analysis a better intel-
ligence product will be produced. If you've got five different analysts® opin-
ions that you can’t somehow meld into one, don’t fudpe it. don't hide the
bottom line. Show that there is a diversity of opinion. a genuine attempt is
being made to come up with the answer. There may be more than one
answer. {174, 175-76, 177, 178-79. 1BS)

tl. B.R. INMAN, "‘lssues in Deputy Direclor of Central Inteiligence
Intelligence’” (1981,
pp. 193-214)

In the period immediately after World War i}, when the current national
secunly structure was formed. an attitude prevailed. in addressing the ques-
tion of information nceds, that we should endeavor 1o obtain any informa-
tion we might ever need o support any form of government activity. It was
the World War 1] experience that. in trying to deal with everything from
long-term strategic policy formulation to day-by-day engagement in conflict,
you needed an incredihke armay of intelligence on any given target or topic,
or sct of argets of topics, if you were to be effective in either the planning
and decision-making process or. much more impurtantly. the exccution.

That gencral philosophy led to the creation of a number of organizations and
agencies. It led to a substantial investment in people. in systems and in 2
general approach of making available a very detatled data base—essentially
a classified Encyclopedia Britasnica: all you might ever need 10 know about
any given topic. In my perveption. less atiention was given during that phase
to the timely flow of that information—whether for indications and waming
purposes, crisis nionitoring of excvution. The Korcan War then provided a
major shot-in-the-arm investment towsnd the poal of supplying any informa-
tion which might be needed. So you had, al the national kevel, a aumber of
intefligence agencics cooperatively working together (o develop a very large
and expensive data base. Those were the days before computers were

inman, 1981 309




C: Issues of Command and Conirol

available, so the data was essentially hard copy publications, slow to pro-
duce, very difficult to maintain, and heavily manpower-intensive.

When tlic national mood began to shift with, during, because of (you may
choose the preposition) the Vietnam conflict, a very sharp shift occurred in
attitudes about the question of information need, at least as it applied to
intelligence. And by 1969 the mold was very firmly established: **What can
we do without?'” was the prevailing view. To mect the pressing detailed
needs of Vietnam, assets were dropped that had been involved in maintain-
ing in-depth data bases against a large number of geographic targets of rela.
tively low current foreign policy or military operations need. The people
were diveried to work in depth on Vicinamese problems. Thus, when the
new "*What can we do without?”’ view look hold in 1969 and we began
reducing asscts—people in large measure—there was no return to mainte-
nance of that carlier cxpansive data basc. Rather, there was a move simply
to remove people from the inventory. And so the general health of that data
base began to deteriorate at the end of the 1960s. 1t got a stimulus in the late
'60s and carly "70s. when new technology being developed, partly for the
space race, offered new ways to access information which had previously
not been available at all. But its gencral decline really began to impact on
the US intelligence capability and ability 1o deal with information needs in
the carly '70s, with the decision to trade off manpower to buy advanced
echnical capability.

Let me digress, to deal with a myth. The popular literature holds that we
gave up human intelligence collection assets to buy technical collection
capability. | stress: that’s a myth. We really gave up manpower-intensive
technical collectors; and we did not buy the manpower to process the huge
volunws of different additional information which were made accessible by
a whole range of technical sensors. If you scan the notes of last year's talk
you will know that | picked up much of my interest in the information flow
pant of this information-need/information-Now eyuation through watching
the government's difficulty in dealing with crises, beginning with the cap-
ture of the Pueblo and the impact that slowness in the Now of available
information had in restricting the government’s oplions in trying to respond
to that crisis. We made very little progress. at Jeast through the fint half of
the "T0s, in dealing with that problem. We had lots of studies and a fair
amount of invesiment in command and control systema that—from this
Cnitic’s vantage point—tou often were focused on ownenship guestions rather
than on the depree to which the systemis would accelerale the movenent of
information to a whole range of people who might be able 10 make effective
use of it. We really did not get any change in the general attitude toward
deating with information-needrinformation-flow until the end of the 1970,
Now, | believe, we have again crossed a major obstacle: the attitude is
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moving toward **What do you need to know,'’ not '*What can you do with-
out,” and there is a growing awareness that much more has to be done than
has been done (o date in facilitating information flow.

... So I would set forth the principle that one needs 10 look at geographical
targets, and that this country needs a given level of information on all parts
of the world with which we have to interact—at least a level of detail suffi-
cient to understand the key factors in all the countries with which we have to
deal. To understand their degree of internal stability, to understand at least
to some cxtent the cconomic forces at work, and to have at least a passing
understanding of their military capabilitics, And, increasingly, to understand
what those capabilitics may mean to us if they include equipment of friendly
origin—US, British, French, German, Italian—as well as equipment that
comes from the Soviet bloc. lran is a case in point. It suddenly moved from
being a fast fricnd to a holder of hostages, and we contemplated the prospect
of military activity in the rescue cffort a year ago today. And the equipment
we had to try to deal with, to collect information on. for direct operation
support, was US equipment, with which US collection sysiems had never
been designed to deal.

In a functional sense, meanwhile, one has 1o pay more sttention to political and
cconomic intelligence issucs. At the same time a substantial icvel of effort, at
deast for the more advanced countrics, must be focused on scientific and techni-
cal intclligence matters, walching for signs of instability, paying additional
altention to iniuiaad security, in countries that have the potential for becoming
targets of the Soviets and their proxies, or where our own specific national,
cconomic of military inlcrests may be directly at stake.

<. Iis a fact of life that a great deal of the world is not as open to us as it
was 20 yeams ago. For a variety of reasons a lot of countries, including
newly emerged countries, fesl no need o have a close relationship with the
US or to make information casily available 1o us about their own internal
activity. It is therefore a hard fact of life that for a pood deal of information,
particularly to really undenstand the intemal security equation, clandesting
human collection must be contemplated. We can no longer get away with
focusing clandestine human collection solely on the communist countries.

... When you are making great leaps forward in technology, and you are
msintaining a stable or slightly reduced anabvtical work force, a devision o
awyuire additwonal technical capabilities to give you huge volumes of infor-
mation, and mot o make the processing investawent that wift otfer the oppor-
tunity of greater productivity. is a very foolhardy approach to the problem—
but it’s taken us a decade to really undenstand that and to begin to wrn it
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around. That will get a great deal of additional attention, | believe, in the
carly part of the decade ahead.

In the ficlc of analysis there is a manpower part, driven by simply the need
1o deal with volumes of information. But there is a much greater need for
quality and, as clements of that quality, for people to understand in substan-
tial depth the taigets they are examining. You cannot take an individual,
however well educated, put him on a new target and give him bits and
picces of information, and expect that he will give you insightful, in-depth
understanding of what those fragments mean in a very shont time. The track
record of the decade is that the analytical elements, in fact. were not drawn
down as much as the collection side—notwithstanding some publie mythol-
ogy that might lead you 1o believe otherwise.

But the problem, ] belicve. is that we did not expand our analytical work
force at the same time that the volume of data was heing vastly cxpanded,
and we suffered significantly from the public attitude toward getting the
quality of input 10 that analytical effort that we had been able to draw in an
carlier decade. There is a perceptible impact to that. We also failed 10 buy
the technical kinds of things that would have improved the productivity of
the analyst and lessened some of that impact. And again, as you draw dowa
your investment, incentives which produce quality unfortunately tend to be
among the carliest casualtics. One gives up the extra incentives to maintain
in-depth language proficiency in a varicty of languages, one gives up the
sabbaticals that let someone get a totally fresh outlook on the problems. One
gives up, not necessarily by choice, the relationships and the dialogue with
other organizations, other institutions, which may not have access to the
same depths of classified information. but that have different insights and
attitudes about the same kinds of lrgets you're examining, that might have
helped you to understand what those bits and pieces mean.

... Retaining objectivity is probably the greatest prize for analysts in the intel-
ligence peocess, probably also in other fickds. Bui when you Jeave people in the
same arca for a long time without any break, without any incentive to go
chiewhere, without any encoursgement to continue W be promoted by brosden-
ing themselves, you run a very high nisk that they will become enamored of
amswers for the lopics they're dealing with, that they will sclect those bits and
pieces of information which suppurt their predetermined theory, and that they
will be far Jess likely 10 give credence af all 0 bits and picces of information
which would challenge that or send them off in an entircly different direction.

... An interesting feature in watching this process over the last decade is
that Congress by itsell, substsntially ahead of the Excvutive Branch, reached
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the decision that we nceded to start investing more in our intelligence
capabilities. Had the leadership not been in the same party as the President,
| think we would have seen greater impetus to do more, and more quickly,
but they found themselves in the very difficult position that it was not politic
to add 10 the budget of the President of their own party when he was unwill-
ing to have them do so.

... My views on this arca [compartmentalization] arc largely shaped by my
experience in the Seventh Fleet in supporting combat operations in Southeast
Asia, und when there was a substantial fear on a couple of occasions that |
was going to have to support combat operations in Northeast Asia. That
pressure does wondrous things in cutting through the ownership syndrome.
You very quickly get down to basic cssentials: your ability to get informa-
tion fast. and hopefully accurately. The most important thing is that it's fast.
If it isn't accurate, very often you'll drop the source, you won't want it any
more.

The sccond thing that happens, though, after you turn it on, is that you et
drowned in information that is of peripheral interest. When you have a cni-
sis, in particular, everybody is suddenly willing to tumn on what they know,
even down to a fairly companmented Jevel. And people at the receiving end
never have the time at that point to sort through the huge volume of data
which, in a crisis, suddenly becomes available—unlike the peacetime situa-
tion, when usually you complain that there isn’t enough available to keep
you going. | have a strong beliel that most of the imagery data can be totally
decompartmented: it has no need to be compartmented. because there is very
litthe that a target country can do. without great zxpense, 1o deprive you of
the value of the intelligence you have derived, even if it knows about it. In
fact, if you can cause that country to spend a kot of moncy on camouflage,
cover, snd deception instcad of on 2 new weapons system, that may not be a
bad tradeofl, because once the enemy starts mwoving, that cover and decep-
tion isn’t poing to be a great deal of value to him.

On other maticn the potential fur Joss of access is much greater. And there
you're forced to a diffcrent approach: to take information out of compan-
ments entircly, sanitize it a1 the very find point of acceas, and 10 flow it by
the (astest available communications into the hands of those who can poten-
tially usc it fur tactical purpuses.

... Aot of prople were cager 1o throw out anything that might be a cun-
struint in order to get staned in doing mwre counteniptelligence. and § guess
1. having watched the damage to the intelligeace community the last time
atoutd, would rather have 2 clear undentanding this time of cxactly what it
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is we are trying to get at before we lurch off in all directions. That is not
nccessarily the popular view. (193-95, 196, 197-98, 200, 203, 210)

12. WILLIAM G. MILLER, Associate Dean and Professor of Inter-
**Foreign Affairs, Diplo- national Politics, Fletcher Sch_ool _ol
macy, and Intelligence’’ Law and Dip y. Tufts Un ¥

(1982, pp. 165-81)

So both the House and the Senaic were lsunched on investigations as well as
an inquiry. It was a3 two-headed approach, carried out by two houses with
very different styles and temperaments. As you know, the House committee
broke apart due to leaks. The Scnate commitice managed to hang together,
and its efforts over two yecars led to a change in procedures, passage of a
number of governing statules for intelligence, and creation of an oversight
system. But lying behind this whole sequence of events, really. was the
desire by the legistature to have intelligence information as a ool to use in
its work. There was a belief, reinforced by the outcome of the inquiries and
the hearings. that intelligence was useful to sound policy.

... The agencics, after a period of reluctance, decided that they would coop-

cratc. Two successive White Houses—Nixon and Ford—decided that they
too would evoperate, after inbial reluctance. The most difficult task, of

course, fell on peopic like Calby. who had to deal with two cultures—his
own hermetically sealed workd and

mmm:ﬁmgr&t Colby—Wilham {. Colby, Deecior of
. - : . Centeal Intethgence under Prest-
lic affairs and ihe legislature. § dents Nnvon and ond

think the country owes him a tre-

mendous debt for the dilficult task

he undeitook. Many of his colleagues, urfortunately, looked on him as a
traitor to his profession, betraying trust of a kind. and Telt that he should nof
have couperted in the ways he did. There were others, the najponiiy of thent
in the agencics, who (elt the upposite. His view at aty rute was that he was
obliged by the terms of the Comstitution to couperatc, and he did.

That was also true of officen like

A‘_-lr" _'....'_ who's  jusy Adnueal Inman B R, tnman, teaner
resigned—in my view one uf the Ducctor, NSA. Chiel, Centrat
linest intelligence poople I've ever Seturty Seevee sond Depaty Darestor
. » § . ol Central tntelhgeme

vome across. He was then in

charge of aaval imelligence. and
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he couldn't have been more helpful and forthcoming right from the outset.
Indeed that was true of almost everyone in the agercies.

... For the first time there was an awareness of the struggle between rival
intelligence services, ouiside one's own bureaucratic establishment
(although the internal struggle often seems just as intense). Over a peniod of
years those in both the legislative and executive branches with responsibility
were being tutored in every aspect of intelligence for the first time in our
guvernment's history, were asking and beirg told and learning and cate-
gorizing what the Amenican intelligence sysiem was and what its purposes
were. And for the first time the intelligence agencies were asking the same
questions of themselves, and thinking about where they fitted in the govemn-
ment that they were a pant uf, and being asked to serve.

... The new legal framework was established as folluws: intelligenze is a
joint responsibility, like every other aspect of public policy, of the legisla-
tive and exccutive branches, Whatever the United Stalcs docs in this arca is
a joint responsibility in accord with regular processes, and cunsequently
both branches must have full knowledge and full responsibility. The only
statute that's been passed thus far requires the intelligence agencics tu sup-
ply the uvenight committees with all information fully and currently without
exception. There are no exceptions in any categury of intelligence
matters. . ..

The process now in effect is that the recond of every single intelligence
activity is made available W the uvenight commitices, which then must vote
funding for all the activitics afier reviewing them. One bencfit of this prov.
ess of legislative review has been that it has required the highest fevels of
the executive branch W review proposed intelligence activities with a dogree
of detail they had never duae before. And there have been more evaluations
of uscfulness uf certain kinds of activities across the board than had ever
been the cawe before—technological collection, cuvent counterintelligence
and. of coune, simmple colliction of infurmativa,

... Comenwn is natural to the intelligence burcaucracy, but consesus may
ot be as accurate or useful as particular opision. One of the problems uf
aational estimates is that it i difficult 10 peesent sharpened opinion in them.
The an fone: says that tere is 3 conclusion. an evalualion—an cstimate; the
vanioms puints uf sicw that contribute to it Jogically support that conclusivn.
That has been. and remuins, the problem inhereat in bringing to bear for the
leadership other puints of view thal might be heipful.

Matler, 19082 ns



CY: lssues of Command and Control

... We have had a scries of national leaders who have come to their posi-
tions without any acquaintance with the intelligence resources at their com-
mand, and only after several years of mistakes and ignorance has the
awarencss emerged that mistakes might have been avoided if they had better
information which was, in fact, available. Perhaps that is a phenomenon
characteristic of a large supersiate, a complicated socicty—but the resources
that are there are not being made use of, except by those who are acquainted
with the orgunism in the first place. Proper use of intelligence is a habit, un
intellectual discipline; it docs not come naturally. Intelligence can also be
very misleading if its limitations arc not understood. The uses of intelligence
are ultimately one of the most sophisticated tools of leadership. A very real
question, very relevant to any discussion of the quality of leadership, is how
intelligently a leader can use the sophisticated material intelligence provides,

... In the intelligence world 1 think it is now, perhaps for the first lime, very
important that there should be a permanent long-term director. 1t should not
be a political appointment, but rather a carcer appointment. There also might
be some value in having an intelligence top keadenship that is free of political
change. that is there because they know the world, or know vital intelligence
processes and procedures. In ocder 1o obtain the best from the narmow world
of intelligence, which must present facts in a way that is fully appreciative
of the facts’ pedigree. you nced people who are relatively detached from
policy. We ought 1o seck such people out—that ought 1o be a valuve. Bul we
have not had apolitical cominuity in the top echelons of any of vur major
national security departments. That™s a loss, but | think more and more peo-
ple are coming W understand that,

... The standard now adopied by our couniry as 3 whole is that covert action
will only be used when no other mcans will do, and when it is in the vital
interest of the United States to do w. ... The crucial putat is how you define
“vital.”" There are continuing efforms to Jessen the standand to “"nevessary”
rather than ““vital,”” maving the possible swings of policy froms left 10 right
froms margins of 5 1o 10 pervent W 20 pervent. But you're Wil in the same
ballpark in cither case, ...

JOETTINGER | But what about the cffect of our oscillations, as in the
Watergate revelations, where alter a period of yearn what was ¢lassificd
bovomes devlassificd uader a shifting definition of frecdom of information
and becomes widely available” What i the chilling cifect of that”? It scems
o mw any ubserver of the ways confientiality is maintained, or mo, in the
US intelligence community would have o take into account mat just the cur-
rent situation, but vur democratic gyrations.
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: {MILLER]  The American intelligence system, as Colby likes lo point
| out, is different from anyone else’s. It has the limitations of extraordinary
| democratic institutions. It's pecessary for other countries which don’t follow

quite the same ways to understand what the differcnces and changes have
| been: but Cothy says on balance it's still very workable for this country.
(167-68, 169, 170, 171--72, 176, 178}

13 DAVID MCMANIS, ""Wam- National Intelligence Officor for Warn.

ing as a Peacckeeping ing and Director, National Warning
e Statf

Mechanism™ (1984, pp.

21-34)

Another difficulty is inherent in analysis. You go into a problem trying to
discover truth. Yoo work your way through it, collecting all the cvidence,
arxd you put forwand a brilliant exposition. Now having gone through all that
pain and soul-searching, you have become so wedded 1o your viewpoint that
you will never question i, never go back and ask yourself what is wrong
with it. | think we have all heen there. It is a very hard failing to avoid.
Even though we wam our analysts that this is going o happen. and ot to Jet
it happen, it happens time and time again, and | am not sure we will cver
iotally overcome it

Even wone is when you go in with your mind already made up, and collect
evidence to suit your partivular hypothesis. That is very damaging.

... We have become, technologically, an extremely compeient collection
mechanism. Our intelligence resources today are phenomenal. | can’t go
into then, but | can tell you they ane phenomenal. If you read Aviation Week
you gel sonie appreciation for them, and you have to think of what the
Soviet Union thinks abuut them.

They are really goud. not only because they ere so sophisticated, so niwch
like vavuum cleancrs, but bevause they ane varied. They give us hats of dif
ferent ways of getting at our problenn. They ane not complete, cenainly,
and no intelligence analyst would say, “"Collect leas for me.”" But we are
doing >0 nuch. And our problent has become vae of having literally mone
data than we can posibly convert into knowledpe, We have 1o wank on that
part of the cquation. and | think that is where we can work towand avoiding
surprise. Again. the more picces of that jigsaw puszle we have, the better
off we will be in divining the picture.
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Most of our post-mortems have shown us that the information has usually
been there. It has not necessarily been pulied together or synthesized prop-
crly. Often it is not recognized. (Often, too, the decision maker didn't want
to hear that particular message on that day, and so ignored it.) But the infor-
mation is usually in the data.

So there is a tremendous challenge—not just in the intelligence community,
but to the entire information community-—to try to exploit what we have.
We are spending millions and millions of dollars cach year collecting infor-
mation. There is also the whole world of open source material, which we are
not close to exploiting fully. Putting those two together makes your problem
worse, but it makes the opportunities even greater. The challenge is to
somchow convert the bits of data into knowledge bases without having thou-
sands of trained monkeys sitting at their CRTs entering the data and trying
to recognize and identify it.

... It's very important that there be a dizlogue between intelligence analysts
and the policy decision maker. That's not an casy thing tu establish or sus-
tain. It tends to be confined to specialists; for example, actual intelligence
officers who will deal at senior
cchelons. Very few of us, if any,

ve di H i .
have,direct aggcss to ibe President Until his death in 1984, Dr. Beal was

But we do have fairly direct access Special Assistant to the President for
to Rlckard Beal and the rest of National Security Altairs and Senior
the national sccurity officers and Director for Crisis Management Sys-

2 . [ d Pl .
Security Council staff who arc R TI.

much mure cugnizant of the cur-
rent policy cunsiderations.

Now, they are very careful because of the risk of havirng policy drive intel-
ligence. As a community, we have to guard against that. It really is rather
casy at limes to put forth a good analytic judgment which. by changing just
a couple of words, can be hrought a little closer to current administration
policy. We try very carefully to avoid that.

... | don’t think the investment in either the human or analytic side is nearly
adequate, not by a long shot. It gets my technical collection friends up in
arms to think about potting up one less satellite, but | almost would do that.
I really think we have 1o start investing clsewhere. Part of the technological
aspect is thut we have to start trying to build the knowledge basc: getting the
information in usable form, getting it to our analysts, and really working on
training analysts. We have had a very significant turnover in the analytic
corps in the last ten ycars. They are a much younger set than we've had in
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the past, and they haven't lived through as many serious situations as many
of us have. That may be good or bad, but they do have fewer preconcep-
tions. (24--25, 27, 30)

14, LEO CHERNE, *'Televi- Executive Directo: Research Institute

sion News and the of America
National Interest™ (1984,
pp. 35-48)

Because it is the particular purpose of this seminar to examine the critica)
links between communications, command, control, and intelligence, let me
advance my reasons for resisting a larger infusion of classified information
and judgment into the public discourse.

1. The security of sources and methods must be inviolate. It is essential
to recognize that what 10 laymen may scem to be information which in no
way reveals sources or methods can 1o an intelligence professional be dan-
gerously revealing.

2. The perception of the inielligence community as a source of apoliti-
cal objective information and findings must not be sacriliced for an assumed
immediate gain in public understanding or support. We must recognize that
substantial segments of the public do not entirely believe this to be the case
at present. This makes it all the more vital that no change occur that
increases that public disbeliel or cynicism.

3. The credibility of intelligence content is onc of its most important
attributes. Painstaking efforts have been made during recent years to rebuild
an effective intelligence capability and restore public confidence in its work,
That ¢ffort is very far from complete.

4. The intelligence community is not and should not be part of the pub-
lic debate. The more serious and Jeast considered effect of any weakening of
this principle is the deleterious effect it would have on the analysts and oth-
ers among the stalfs of the intelligence community who not only highly
prize their objectivity but are frequently exhorted o improve the quality of
their analysis and estimates.

5. Intelligence must not be trivialized if it is to retain its credibility.
Secrets are the intelligence community’s ““crown jewels. '™ Their valuc must
not be impaired by enlarging the supply. There is a Gresham's Law in intel-
ligence as in all other valuable and limited propertics.

6. The need for wider understanding remains. There is an urgent need,
if our forcign policies are to swoeed, for public and congressional support
of those pulicies. 11 is clear that there will be occasions and subjects in
which no persuasive presentation of vital forcign policies can be made with-
out resort 10 declassified intelligence material. But the painful fact remains
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that other than a limited and carelully considered use of such sanitized evi-
dence risks a kickback injurious to the intelligence community. The obsta-
cles that e¢xist and have the effect of eroding understanding and support of
certain of our foreign policies remain. And for some of our foreign policies,
the absence of public support is often quite warranted.

7. This national syndrome of detachment and disbelief, which so
seriously impedes our efforts to strengthen our national security, must be the
object of continuing comrective steps. If these are to be effective, the nature
of the problem must be accurately understood if the remedies, difficult at
best, are in fact to have a useful relationship to the problem. An unwise and
inappropriate use of intelligence may not have just a tangential relationship
to the problem; it may, in fact, further complicate it. In this connection, one
intelligence fact must be emphasized. In sanitizing intelligence information
to protect sources and methods, the sanitizers will, in most instances, be
compelled to remove the very core of what makes the particular information
persuasive. Much of what would be made availahle would stil! have to be
taken on faith.

8. The anatomy of ignorance, misunderstanding, and disbelief must be
understood in greater depth. The obstacles—and they are very real—are, |
suggest, a sum total of the following factors:

a. The collapse of what for a period of time was a bipartisan con-
sensus on foreign policy.

b. The increasing partisan use and politicization of foreign policy
issues in the Congresy,

¢. The certainty that these pressures will be increased and made
more shrill during the months of the national election campaign.

d. Probably most fundamental, this same problem has bedeviled
Presidents of the United Statzs during the last fifty years in vinually
cvery instance in which US military participation overseas existed or
was suggested, 1t's w rth recalling that only Pear! Harbor ¢nded the
long dehate about US intervention in World War 1), And this was in
spite of the historic contribution to bipariisan support by Senator Arthur
Vandenberg prior to December 1941,

¢. Undenstanding and support of our foreign policy is so difficult
to attain that a concluding element must be added—the lingering effects
of Watergate and the misperceived and exaggerated role of the intel-
ligence community during those events, the details of which were
belabored by two congressional investigation committees in the House
and Senate.

... 1 said that condensation of complex or copious material runs a high risk
of loss of infonnation, loss of vital information—that’s high risk. It's not
incvitable, You and 1 know the kinds of materials that provide the bricfings
the President receives. They are prepared with great care, but of necessity,
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they are very limited by time and space. You and | have a sense of the vol-
ume of .>"#rial from which it’s drawn. There are any one of several stages
at which the information can be distorted, not for reasons of intention and
certainly not for theater. Here I'm not talking about the theatrical impulse.
The interjection of human judgments multiplies the chances of vital informa-
tion loss and that of course increases the chance that the outcome may be
deficient.

(OETTINGER] OK. but | would like 10 lcave with the class this unsolv-
able dilemma of the balances to be struck. The alternative is drowning in
unassimilated data and the key problem is where to strike that balance. Any-
body who believes that there is some kind of easy fix is either a knave or a
fool. It’s an incredibly difficult balance to strike bstween the risks, as Leo
points out, of those multiple stages of condensation and the equally horren-
dous prima facie possibility nf drowning in all the stuff that's available at
any instant in time about any subject. {38-39, 47)

15. JAMES W, STANSBERRY, former Commander, Air  force
“Cost-Effective  Rearma- £lectronic Systems Division
ment’’ (1984, pp. 49-61)

The Soviets have a jammer that they used in the desent war, and it got to the
point where Israeli pilots couldn’t talk to their own tower because the Soviet
jammers were doing such a good joh. By the way, the designation of the
jammer——| think this is hilarious—is classified. For some reason, we figured
out amd don’t want the Soviets to know the designation of their own eguip-
ment. How about that Tor burcaucracy?

... In our own intelligence conmmunity—and by that | incan not just the Air
Force, but also Army, Navy, DIA, the guys who like to pretend nobody
knows they 're in Washington—I think we have gons so far in protecting the
information that we limit its usefulness to the operational forces.

[STUDENT] What do you mean by that?

ISTANSBERRY] Let's say the intelligence guys have got a preat sensor,
and they collect all this data and say what do we do with it? Well, let’s take
it and put it in our own litle vault, and nobedy gaes into the vault except the
intelligence puy and he's got to have a badge and clearance and all that. And
now we're going to nissage the information and process it and display it in
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different ways to cach other, and then someday we'll ¢ven go give it to a
guy who has to fight on the ground, maybe, and tell him there's the enemy.
We've worked very hard on gathering information, but we haven't worked
very hard on the problem of making the information available to those who
need it. That becomes a particularly difficult problem with respect to divulg-
ing the information 10 our allies. 1f you don’t work that problem, here's
what happens. Let’s say the balloon goes up and there’s going to be some
kind of a ground war in Europe, and now the intelligence guys quickly say,
hey, it's time to go show the shooters what we've got. And the shooters say
wait a minute, | never saw anything like that before. Who are you, anyway?
Why should | believe this information? 1'm 2 busy guy, there's a tank com-
ing through. Now that js an institutional problem, one that we're at work on.
It's & difficult problem, and it goes back to that protection of information
syndrome.

{OETTINGER} 1t’s the green door problem that we’ve mentioned in some
of the past scminar proceedings. And it’s the compartmentation problem that
Admiral Inman mentions. The interesting thing is that the higher up you go
in the professional ranks, the more agreement you find with what General
Stansberry has said. lnman is quite eloguent on the notion that if you do
your intelligence job properly. there’s no reason you shouldn't make it avail-
able to the folks in whose name it's being gathered. It's kind of 2 middle
level bureaucratic thing, the worry that if you give it away you've got no
special reason for existing anymore . ..

[STANSBERRY ] And the fear | would have is that we manage to protect
that source and that information totally from our friends, but our enemies
may have had it for a long time. (54, 58-59)

16. ROBERT A. ROSENBERG. Vice Commander-in-Chief, North

“'Strategic Defense: A Amencan Avrospace Defense Com.
1l for C1°* (1984 mand and Assistant Vice Com-
Challenge for ( . mandet, US Aw force Space

pp. 63-86) Command

How do we get waming 1o the National Command Authority in that short
time and how does it all sdd up to deterrence? Well, if the Soviets believe
we have 2 credible waming systeni—they will be persuaded that there is no
such thing as a surprise attack, and that B 10 15 minutes is. in fact, enough
time for the President to make a retaliatory decision.
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I'm going to show you the systems we use to do that, but I'l] start by saying
that we do it S00 times a year. Every time there is a missile or space launch
anywhere in the world, be it one of our own, Soviet, French or whoever,
NORAD makes an assessment as 1o whether North America is under
attack. It sounds silly to say that

we do it even for our own

launches, but, you see, the missile NORAD—North American Aerospace
waming system doesn’t know that Defense Command

that's a space shuttle taking off Yankee submarine—class of Saviet
f T submarines capable of canying
rom Cape Kenncdy. There are nuclear missiles

Yankee submarines :itting off the

coast, and it just might be a missile

coming up out of the water from a Sovict submarine.

The point is, we don't just do paper exercises, we actually use these systems
on an average of 500 times a year.

... We use that catalog of 5200 space objects 10 keep very precise track of
where our critical national security assets arc flying in space. When we sce a
Soviet anti-satcllite (ASAT) launched, our computers calculate whether or
not it is going to intercept one of our satellites. The booster the Sovicts use
to launch their ASAT is also used to launch several different kinds of satel-
lites. So when it finst lifts off the pad, and we sec it on our satellite carly
waming system, we can’t say that's an ASAT, because we don’t know yet.
They launch four different kinds of satellites off that same SL-11 booster.
When we identify it as an ASAT, we provide advisory nolices 10 certain
critica) US satellitc owner/operators who can take action to defend them-
selves. (77, B1)

17. LINCOLN FAURER, *'The former Direcior, NSA and Chiel, Cen-
Role of Intelligence tral Secunty Service
Within  C'1"" (1985,
pp. 17-32)

So, what is the intelligence mission for the NSA? The Secretary of Defense
is directed t serve the President as our government's executive agent for
three missions: the provision of signals intelligence. the provision of com-
municalions secunity, and the provision of computer security across our gov-
cemment structure. Those are in addition to the hat he wears as the Secretary
of Defense. As the Director of NSA, 1 am charged 10 manage that cxecutive
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agency responsibility for him. The NSA is responsible for collecting, proc-
essing, and disseminating signals intelligence (SIGINT} and the information
attendant to that.

... While | am attempting principally to obtain SIGINT for others, | also am
trying to protect our own signals, our communications, from exploitation by
the other side. A reasonable extrapolation of this, which occurred within the
last several months, was the assignment of a similar responsibility for eom-
poter sceurity.

Underlying virtually all | will say, and essential for your understanding, is
SIGINT fragility. Success in gathering signals intelligence requires an
advantage over the other side. The other side must not know exactly how we
gather intelligence or the extent to which we are able to exploit it. Stories
that have come out about the World War 1l Enigma machines and the
exploitation of Japanese communications illustrate this. Qur suecess had to
be a carefully protected secret in both instances to huve survived the war and
to have left us with that advantage over both ¢nemies. Any diselosure or
hints of capability could have provoked relatively easy changes by the other
side. which would have denied us an ¢normous advantage.

The world has not changed that much since World War 1), and our present
advantages must he protected. They can be destroyed very easily by media
references to intelligence successes. | regret that we see these as often as we
do. That we listen is not secrel. Anyone can imagine that “‘to listen™ is our
mission. What is important is that our successes be protected. | have made a
point of asking senjor people in the news media, managing editors and
highes, to spend a few hours with us at the agency and to allow me o sensi-
tize them to the problem of SIGINT fragility. Often | encounter a belie! on
their part that the United States is so capable that we must be able to divine
what any target country is saying, doing, and transmitting. The media uses
that image of our omnipotence as an excuse for being able to talk freely
about success, But that image is ridiculous. We can’t possibly do
everything.

... Earlier, 1 mentioned the capabilities of the Services in the context of
SIGINT consolidation. Each Service has cryplologic elements: In the Ammy.
Navy, Air Force, and to a far lesser extent in the Marine Corps, there is a
command for which the principal responsibility is cryplologic intelligence.
In the Army's case, it's an even broader definition than that, but it includes
cryptologic intelligence. In addition to having cevplologic elements, each
Servive has onganic assets, or specific cryplologic collection capabilities—
actually, collection, processing, and analysis capabilities. While the
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technical tasking arrangements are good, the division of effort is imperfect.
There is still room for improvement in administrating the collection and
processing, in analyzing, and in disseminating the intelligence.

... The national intelligence apparatus is designed to gather intelligence for
all of the government. 1t may have an application to the Commerce Depart-
ment, the State Department, or the Defense Department. That is what | refer
lo as national, and that is the bulk of our program. As we gather intetligence
under that national hat, it may have some application to the conduct of bat-
tle.

Over the last five to ten years 1here has been a dramatic increase in the
applicability of nationally-derived intelligence to tactical commanders.
That's because there's been an enormous time compression between the
instant of collection and product usability. It used to be wecks, weeks gradu-
ally became days. and now it is seconds, minutes, and hours between the
instant of obtaining intelligence and a usable product. Tine compression
alone hus made national intelligence usable in a fast-moving, tactical situa-
lion.

I'm concentrating on SIGINT because that's my job. | acknowledge that
there are other intelligence disciplines which also are considerably valuable
in moving data to the tactical commander, which come into the C'l equa-
tion, and which must be handled when solving problems associated with
moving dats. There is imagery (IMINT), there is human-derived intelligence
(HUMINT), and each has advantages as well as limitations. HUMINT has a
problem in timeliness. 1t°s often ditTicult to move that human-scquired intel-
ligence guickly back through the structure and cut to a tactical commander,
Imagery does not have a timeliness problem, but it has a volume problem.
What is moved makes a great deal of difference in one’s communications
load. What is important is that the data be combined, and that we recognize
the absolute necessity of interaction among all intelligence derived from the
various disciplines. That is the crux of the C'1 problem.

How does atl the derived intelligence flow together so that all is complemen-
tary, and then how is that combined answer moved to the appropriate deci-
sion maker? That process is being improved through applied automation and
enhanced communication. The integration of automation and communication
into tactical intetligence systems will ensure timely and meaningful
exchange of the datx. And | heantily endorse that occurrence. The issue
becomes where, because it becomes a problem if extremely large amounts of
data are gencrated that can saturate the decision maker. We're talking about
all the SIGINT in a bantlefick) situation and the imagery that might pertain to
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it or the human sooree of intelligence coming from the reconnaissance
clement.

Colonel Beckwith, in writing about his experience in Delia Force (his
book recounting the Iranian hos-
tage crisis), makes much of the sal-

uration problem. ] don't think his
is a perfuct example, because it
mostly discosses the saturation

Col. Charlie A, Beckwith, USA (Ret.}
and Donald Knox, Deita Force (New
York: Harcourt, Brace, Jovanovich,
1981)

occurring prior 1o going in on the

operation, but Beckwith addresses

the problem of assembling all the pertinent intelligence, then having to sift
through it 1o create a necessary picture.

The Long Commission Report is an cxample from a slightly different
direction. When they looked at the disaster of blown-up Marine barracks in
Beirvt, they strongly recommended that there be a fusion center to tailor
and focos zll source intelligence in
support of military command.

They argued that, stretched across
the intelligence community, there
had been qoite a bit of potentially
pertinent information prior to that

Llong Commission Report—Depart.
ment of Defense, Commission on
Beirnut intermational Airport Terrorist
Act, October 23, 1983, Admiral
Robert L. Long, USN iRet.), Chair.
man, Reporl of December 20, 1981,

terrorist attack, but it hadn’t come
together because there hadn’t been
a forced fusion of al) pertinem intelligence.

What is this fusion we’re talking about? There are a lot of definitions of
fusion. Simply stated, it’s the integration of moltiple sources of intelligence.
The real issue is nol wasting time arguing about what fusion is, because it
can mean different things to different people. The real issue is where the
fusion should 1ake place, and that, in my opinion, is the far more difficult

There are a number of automated fusion systems being developed o designed.
Industry has a Jozen or more potential systems that will digest intelligence
information and present casy-o-use displays for commanden” decisions. Many
vouces in the Services are asking industry to provide them with specilic attacks
on fusion. The various attempts at automated fusion systems are designed o
provide battk: information, of to consor dats from multiple sources and combine
that data. They're trying to provide near resl-time enemy ground situation, dis-
play it, and make target pominations that a commander may chouse 10 punuc,
They're trying W aid i assessing the enemy’s siluation and capabilities, and 10
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assist a commander in using his organic sensors and jammers so he can manage
them against that changing enemy target. And, these systems attempt (0 give
him the insight to coordinate with higher echelons those sensors he needs assist-
ance from away from the battle,

Let me talk for a moment about SIGINT support to the military commander. A
conflict exists between the desire of that commander to control his own assets,
and maximum SIGINT support. Every commander will tell you he fecls far
more confident going into battle with control over both what will fight and
what will support him. On the other hand, he currently does not have, and is
unlikely to acquire (because of cost limitations) the intelligence wherewithal to
fight that battle alone. The assets just can’t be made available.

{STUDENT]  Excuse me. Are there any of these fusion sysiems in the
ficld now?

{FAURER] Yes, we have a system in Europe called LOCE (Limtited
Operational Capability, Europe). It is a prototype system, an evolution of a
system called BETA (Battleficld Exploitation and Target Acquisition Sys-
tem) that first saw the light of day in the late '70s. There are iwo systems
somewhere between prototype and initial operating capability status called
ASAS (All Source Analysis Sysiem) and ENSCE (Enemy Sitvation Correla-
tion Element), which are Army and Air Force systems, respectively. So,
yes, there are systems in exisience. |n sddition, there are a number of usable
systems that various contractors suggest be purchased.

[STUDENT] Is there inieroperability among the systems—the Services'
systems?” Is that pecessary”?

[FAURER| Intcroperability isn’t as necessary among fusion devices.
What is necessary is the assurance that iniclligence cun be entered into the
fusion system casily and promptly. 1'll touch on that in » moment, but all
the intclligence one would like to handle within that fusion provess doesn’t
lend itelf equally o digital handling and digital display. Technical param-
etric data is very casily hundled; it’s quantitative and can go into that display
without much trouble, if onc is dealing with radan and so fonth. But if
human-analyzed information is to be handled, it's much more ditficult w
enter and judge properly.

1t’s also diflicult to enter data that raises the security level. There can be all
kinds of prublems with acvessibility, working with the allies, and so o, 11
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those fusion devices are to function in arcas where not everyonc is cleared
for compartmented intelligence. then there is a problem insenting compart-
mented intelligence into the tusion system. Leaving it out does the fusion
process great harm, but putting it in causes that SIGINT fragility problem.

]STUDENT] In the European theater, how important is NATO to inter-
operability and compatibility?

JFAURER] It's terribly important. We haven't solved the C?l-related
problems that I'm talking about with respect to our own forces. When you
compound the problems by trying to solve them so that we remain interoper-
able with allies. you have a solution that lies well ahead of us.

|STUDENT] Are these fusion devices basically a computer with an asso-
ciated network?

|FAURER| Yes.

|STUDENT] I'm not quite sure 1 understand the focation of the fusion. It
scems to me that before the fusion devices came about, who should get what
information was clearly established. How does the technology change that
organization?

|FAURER] If there were no fusion devices, the banic problem of where
the fusion should take place woukd still exist. Don’t mix the issue of hard-
ware with the philusophic issue of where the digestion, coerelation, and
coordination should take place. 1t is the larter problem that is the crux of the
issue.

[STUDENT] So, it's not really 4 new problem.

|FAURER] It is not a new problens, but it is sccentuated by sutomation in
the fusion prucess because it places a very disciplined demand on communi-
cations [0 move volumes of dats. Betore, all of the right intelligence may o
nray not have reached the nght decision node, evena though the problem of
where the decision aodes were and to what imelligence they were entitled
had been comidered. Onve carcfully structured automation devives ane svaii-
able, there's a clearly defined tug on the intelligence system demanding that
there be 3 communications Now v move dats o certain nodal points. There
is 3 clewr trade-olf between ketting all the intelligence be axsembled at onc
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place, well out of theater where processing assets are optimaily employed,
and letting intelligence be processed out in front. If all intelligence is to flow
from wherever it's collected, and it all returns from the theater, is processed
and analyzed, and is sent back out in tailored bullets to the levels of com-
mand that have bespoken a certain need, there can be a dynamic dialogue.
One can tailor answers 10 needs. That is one measure of how to do it, and it
will have a certain communications demand.

The communications demand of moving cverything collected back to a cen-
tral processing and analysis capubility, and then sending data back in tai-
lored form 1o the multiple users, must be measured. Conversely, doing
cverything forward could he optimized. The various collection capabilitics
could channel their immediate take into the theater to be processed, ana-
lyzed. and tumed around there for the decision maker. If that’s the method,
there's obviously going to be a big tail of support people, computers, and
capability forward, but communications will only need to cover a relatively
short distance.

As [ say, which is the best answer is not intuitive. | kean toward the central-
ization, intuitively, but | am not a proponent of either if one excludes the
other. There should be more atiention to accepting the sacrifice of the com-
mander who wishes 10 control everything. But if onc follows that route, onc
had better carelully measure the communications requirements o make sure
that they are affordable.

... My use of the term 'finished intelligence,”” of course, was designed 1o
try to calm your concerns about an excessive delay at fusion centers—be
they automaied in their assistance, or the fusion accomplished by people. An
cxample in the case of hostilities is this: You have the same worry that a
front-line commander has, not just about the forces in front of him, but
about the type of reinforcement actions that may he happening in the second
cchelon. Lie has the capability o ¢all upon a sysiem to do something for him
concerning those second echelons that will pertain directly to the battle in
front of him. if he has some knowledge of a1

Now, there are certain things that simply must take place as forces move up.
You nced not wait until there is a bridge down and troops are pounng across
it 10 suspect strongly that there is a river crossing intended, and the distances
are such that those forces will pertain to the battle in 18 houns. Ax those
kinds of carly indicatons come in, one would like to see them seized upoa: a
potential tiver croming identified. the comect tnking infurmation sent out,
and an air strike laid on that could strike four houn later at the height of
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their movement. With this example, I'm suggesting that fusion is essential if
you're 1o bring together the bits and pieces that will permit action to result.
A commander need not worry that the collating of bits and pieces is occur-
ring somewhere behind him. They need 1o be provided to him directly so he
can decide whether or not he cares about that river crossing. He has got
other problems: He may want to call for air support, which may not be the
first thing to do, or he may want to send an enveloping tank column out. |
don’t want to intrude on his decision. I want to provide him with the intel-
ligence as rapidly as 1 can; | do not want him to sit there with an intelligence
staff and sort through a saturation of intelligence that will force him to amive
at his own conclusions, | believe one can tailor the intelligence provided to
meet the demands a commander has cxpressed.

... What are some of the problems with the system? Well, | alluded to the
fact that when computers work outside special channels, the information that
can be input is influenced. One way or another, you have to face up to that
prublem. Il that computer remains outside, there must be a method to feed
the computer the sanitized information. And, with sanitization, which may
be essential, there is at least some delay imparted into the introduction of
that intelligence to the computer system.

) said that narrative descriptions reduced to quantificd data often lose their
essence. Intelligence that has been produced to describe something is dilli-
cult to quantily and put in so that it will balance properly agzinst the more
mechanistic and technical data going in. Al least at this time, machines
don't make associations well. That's something that still lies in the future
when we become more proficient at artificial intelligence.,

Moreover. weighting is absolutely esscntial to analysis. All picces of intel-
ligence simply do not have the same value. We'd like (usion assistance—
that use of gutomation—to ntake it more likely to find the right answer. So,
we must be capable of facing that weighting problent. 1t leaves a problem of
how to introduce information inte that devics in such a manner that weight-
ing is not ignored. and that everything docsa’t come vut weighted the same.

It's difficult to venly information vace it's entered into the computer. Some
contrul over the ability 1o manipulate is Jost, anu it's diflicult to maintain a
data base and perform quality control af the same tinw. This is panticularly
true in Fasd-breaking situatioms—crises of war fighting. One can move data
Yuickly, but maintaining a consistent data base and running quality coatrol
may be mwore than one can handle.
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What are some of the ways to improve this? Well, the process can be
reversed, and can be selective in collection and processing so that the input
is constrained by some responsible analytical decision process. It doesn’t
have to be performed by humans, but it has to be an achicvable, responsible
analytic process. One can tailor the reporting at the collection end for sub-
stance, format, and timeliness. That also can be done, to some extent, with
computers as opposed to people. With properly programmed software, dif-
ferent characteristics of an cvent may be converted to a set of common fea-
tures and valucs if one can properly forecast what sort of intelligence is to be
assimilated. However that is done—and | hope it’s some solace to you—
analysts are still essential to the process. There’s no question about that.
Analysts have to assess the significance of an cvenl; they’ve got to update
the battleficld picture because they're dealing with both red and bluc data,
and irrelevant data must be discarded. And the information has to be
weighted. All of those things can be done to some extent by machines, but
not sufficiently, ad not with an adequate degrees of perfection.

1 told you that there were two concepts of how to manage that information
and make it useful. You may have direct delivery from the source in
SIGINT channels, where the tactical commandcr correlates the data and pro-
duces his own intelligence. That puts a pretty good-size tail there, allowing
him to do that. Or. you can have an all-source intelligence center that tailors
the intellipence to different user calegonics,

There are advantages to both the direct delivery and the intermediate nodes.
| emphasize intermediate nodes because one must not think only of choosing
between the peoliferation of decision nodal points atiendant to cach tactical
commander on the onc hand, and one central processing pic-in-the-sky on
the other. There cenainly may be some redundancy, but the nodal puints
should remain back out of theater or be responsible for segments of the the-
ater. That’s still something difterent from having them with cach tactical
decision kevel, Those intermediate nodes, or that sont of centralized process-
ing. surcly provide more cconomy of resources. One is better able to moni-
tor the overall success of the systetn, and one is better able to know the
dispusition of enemy und friendly forces. | don’t think cither complete wen-
tralization or complete redundancy is the solc answer. | belicve there is a
atiddle grousd.

. Unfortunately all three of us, private industry, the tactical commander,
and the NSA, bring a particular hias to the debate. | first contend we all
must sit down and work very hard together, but | concede that cach of us
has a signilica bias. Private indusiry is obviously aller a protit. It wants w
s¢ll something markctable and attractive, that sounds like it will do
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absolutely everything. The operational user or the tactical commander has an
insatiable appetite for information. The tactical commander would provide a
list of what is needed to conduct battle. This list would become so long, it
would not be possible to provide a communder with that amount of intel-
ligence. It's very difficult to get back to talking about essentials.

We at NSA have a security bias. We're more interested in protecting—or we
appear in many instances to be more interested in protecting—the security of
our intelligence than we are in providing intelligence. That probably is an
cxcessive allegation, but it certainly appears that way. We simply recognize
those biases and recognize the need for all of us to talk, particularly to
industry, We're trying lo be as aggressive in marketing our concepts as we
can justify. 1 have the total NSA responsibility to interact with the military
customer, to be the bridge between those military customers and the rest of
the agency, and to be the catalyst within the agency for provoking problem-
solving ideas.

... You can't excrcise without giving away something. We work very hard
at studying Soviet exercises. They work very hard at stucying our exercises.
We constantly ask ourselves, ‘*Are they going to fight the way they
exercise, or are we being deceived?'’

They undoubtedly will ask themselves the same question. But the bottom
linc is, you can't go out and perform on Sunday if you haven't practiced all
week. You can toss in a few litthe wrinkles, but you really must have prac-
ticed what you're going to fight, and so you give away a little, but that's
necessary. ... Unfortunately, our exercises are not that sophisticated. To my
knowledge, we have not spent much time trying to forecast capability attri-
tion in a sophisticated way, or imposed upon ourselves the most likely attri-
tion that vill occur in wartime. We happened upon a certain amount of
realism by our very inability tu operate simultancously in peacetime and
wartime.

So when we exercise, we quickly clog our communications and make it dif-
ficult to move data. We find ourselves artificially constrained from having
all tbe information we're trying tu pass, so that in a somewhat obscure fash-
ion, we can say we've imposed some realism on ourselves, but not inten-
tionally. We have not thought this constrained situation thruugh and
inposed it in a methodic way. That is something yet to be dune, and the
nced for far more realistic exercising than we now do reguires a carefully
orchestrated capability stirition. You're right in suggesting that there will be
a dramatic difference between that intelligence available 1o us in real war
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from that available to us in peacetime, but it isn’t all in one direction, 1
would hasten to add.

... A very often voiced criticism of the CIA, for example, and by spillover
sometimes the DCI, who is both head of the CIA and head of the intel-
ligence community, is that the CIA

is overly policy-attentive. Al-

legedly, the CIA tends to produce DCi—Director of Central Intelligence
national intelligence designed o

complement the policy makers’

desires. Over the years when | have operated in the national scene that has
occasionally been a justified criticism, not as often as it is made, but occa-
sionally. It is not a valid criticism over the past four years, despite its having
been made often about Mr. Casey and the current ClA.

You see, even the most well-intentioned of the intelligence community, as
they prepare estimates or advise the policy maker. must have an cye on the
policy maker's interests. That is, not what conclusions he ought to reach,
but in what he ought to be interested, or in what he is interested. As an esti-
male is put together, it is cssential that centain aspects not be overlooked in
regard to a problem that the policy maker clearly needs to confront. In doing
that, one occasionally provides the policy maker with exactly the kind of
information he wants, because he's made up his mind in advance about what
he wants the answer to be. And just as often that does not happen. When it
does. the screams go up about playing into the hands of policy makers. |
simply have not seen it happen. | believe the communily has operated during
the last four years with considerable integrity.

Pertinent to this question is the role that the DCI plays. You will find advo-
cales of a DCI who is isolated from the administration; you will find those
who would say, "'Let’s have a professional agency, an employee as the head
of the agency. and let’s not bring in a political appointee cach time the
administration changes.””

That would prohably guarantee you maximum objectivity on the part of the
DCI. but it would give you a DCI who might not have the ear of the Presi-
dent and the administration, and, therefore, would be disadvantaged in help-
ing the policy makers because he wouldn’t be a part of that policy in the first
place. | think the best of all worlds is o have a political appointee, if that's
how you would refer to & Mr. Casey, who does have the ear ol the President
and who is thovoughly aware of the administration’s deliberations and policy
development, yet who also has the intellectual integnity to stay aloof from
pandering and oversees a community that he demands put together
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intelligence pertinent to the issues at hand without trying to color it. 1 don't
know how many people like that there are around.

... 1 could wax eloquent or attempt to be eloquent for an hour or two on the
subiect of leaks, which 1 consider abhorrent. 1 listened to a very edifying TV
clip a year and a half or so ago, using a corporate broadcasting service that
staged a forum. Typical of these forums, a moderator was named, people were
invited in from both sides of the issue, and a discussion ensued—a very effec-
tive means to discuss an issue. 1 watched one that discussed intelligence and
leaks, or classified information and leaks. It had prominent newsmen like Dan
Rather and others arguing the media side, and it had a few government officials
present and past—James Schicsinger and others—on the government side.

Over the course of that discussion, there were some terribly pointed questions
asked, and a couple remained rather clearly in my mind. One was that the
media has almost unanimously suggested that it is government’s burden 1o pro-
tect classified information, and it is media’s obligation to the public to obtain it
by any means possible. That includes specific statements by some of those
media people sitting there on camera, saying that if they were in the Secretary
of Defense’s office for a legitimate purpose and saw an opportunity to take a
top secret document off his desk, they would take it and use it. 1 have troubie
understanding that. Dan Rather himself said, that if provided with clearly clas-
sified information—stamped classified—and if it pertained to a story he felt
needed telling, he would use it. He would feel uninhibited about using it. 1
don’t understand that. (17-18, 19, 20-22, 23, 24-26, 27, 28-30)

18. RICHARD G. STILWELL, Chairman, Do Security Review Com-
**Structure and Mechanisms mission
for Command and Control’™’
(1985, pp. 33-65)

I think it was fine to put the Marines in there to begin with, to assist in the
evacuation of the PLO. When it was

a question of redeploying for the

new type of mission they had, 1 in there—8eirut, Lebanon
think that one should have ques-

tioned whether it was the nght con-

tingent 1o put in there.
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For example, a Marine battalion landing team, or even a regimental landing
team, does not have the structured intelligence mechanisms that the Army has
to handle all the functions of intelligence, such as intelligence preparation of the
battleficld, the counterintelligence responsibilities, the estimates function, and
the collection management. They weren't there. That's my view of the mistake.
Actually, by the time we decided how to re-rig that intelligence structure, we
were ready to pull out. So, as far as I'm concerned the less we say about
Lebanon and the whole thing—the terrible loss of precious lives—the better.

——_—

As to procedures—we still have more to do in the armed Services. We're doing
) quite a bit, of course, with terrorism rife as it is. And we also need to work on
the basic ABCs of passive protection against contingent terrorist attack, which
involves not only physical protection, but also the interface with the local
authoritics. And ! might add that that was another deficiency, in my view,
shared by the entire intelligence community: The interface with the Lebanese
intelligence community, as well as with some of the other nations in the area,
was poor. That's an area in which our people on the ground are not all that
expert.

... Now, what is the function of intelligence? The basic function of intelligence
is 10 support; 1o provide the requisite support for timely, sound decisions of all
sorts, both in and out of conflict. And from a purely military standpoint, it's to
ensure the flow of facts, analysis, and estimates o optimize the effectiveness of
our armed forces. . ..

All of those national and foreign intelligence programs support the Executive
Branch throughout, and they support the President in all three of his hats, Their
functions are manifold. Much of the work—the collection, analytical, proross-
ing. and dissemination efforts of our national intelligence community—is tar-
geted on indications and warning. They provide a tremendous amount of
support in the ficlds of science and technology, so that we may have the best
possible information on what the enemy is doing in the development of new
systems, which is important, of course, for countermeasures and everything
else. They also put an enormous amount of effort into the verification area,
which has application to arms control or arms reduction support. They're pay-
ing increasing attention to narcotics, terrorism, international finance and
SCONONMCS.

One of the things the nationil programs don’t have primary responsibility
for is the development of irtelligence that has unique application to war
fighting. And, therefore, you have outside the national foreign intelligence
program, the capabilities of the severul Services, which we call **tactical
intelligence and related activities.”" These represent the military assets that
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have unique application to the military instrument itself, for ¢example, the
reconnaissance aircraft, the SR=71s, TR-1s, and the RECCE birds of the
tactical Air Force, the P=-3s of the Navy; the major intelligence centers of
the unified and specified com-
mands; the tactical units of the
Ammy, principally, and to a limited
degree of the Navy and the Air
Force; certain satellites under our
Defense Reconnaissance Support Program that are uniquely designed for wam-
ing purposes—and the list goes on, It"s quite a lot. Now, that's a separate pro-
gram, and those are unique military assets whose priority of collection is
determined solely by the Department of Defense. The priorities of collection for
the national systems are determined by the Director of Central Intelligence,
although they can be changed on Secretary of Defense recommendations.

SR~71s, TR-1s, RECCE birds, P-35—
reconnaissance aircraft

... You always do a little better in times of affluence, as opposed to belt tight-
ening. But the requirements continue to soar out of proportion to resources. We
arc getting to the point where there has to be a very rigorous establishment of
priorities throughout the intelligence community, throughout the Executive
Branch. making a clear distinction between what's nice to have and what's
essential. And | think the only way you're going to get it is simply to stop
delivering reports to a lot of the custorners, and then wait for a month to see if
they even notice they're not getting any. And you probably will get very little
reaction.

There has to be a better interface between the policy maker and the intelligence
community, which again underscores a point with regard 1o this prioritization:
we have improved our collection capability somewhat out of proportion to our
ability to analyze, process, and disseminate finished products. We collect with
big buckets, as General Faurer may have indicated to you.

... We have done all too little planning on this matter of transition from
peace to war in the intelligence community, particularly with respect to
those national systems. The national systems do not belong to the theater
commander; they may be allocated 1o him. depending upon what the pri-
orities are back herc. He cannot count on that totally. But regardless, there
needs to be much more attention

given to planning today for the new
utilization of those nutional systems
in support of CINC PAC,
EUCOM, or the others. It is very
hard, a tough business that we have
done very little about ap to this
stage of the game. {50-51, 62-63)

CINC PAC, EUCOM. or the othes—
refers 1o the commanders-in-chief of
the Pacific Command, the furopean
Command, and other operational
commands—most assigned specitic
geographic areas of responsibility
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19. ROBERT T. HERRES, ‘'A ~ommander-in-Chief, US Space Com-

CINC's View of Defense mand, Aerospace Defense Com-

. — L mand, North American Aerospace
Organization (1985, Defense Command, and Com-
pp. 125-45) mander, Air Force Space Command

Intelligence information and tasking come together to help the commander
decide what he's going to do. Sometimes what you're going to do with the
forces gets so complicated that you don't have time to analyze very quickly
and describe what you want to do and build plans and get them in the field.
So good military people plan ahead.

All planning is a sort of what-if game. Let's pretend that the Soviets attack
Iran. They come acress the border and take over Iran. What are we going to
do about that? What do you think the President will want us to do? That's
part of the what-if scenario. Suppose the President says, **Don’t let them
take Teheran. Hold the Soviets outside of Teheran. Prevent that from hap-
pening.’’ So we pretend that's something we might get tasked to do. And
you think through all the things associated with being able to carry out that
tasking. How many forces do you have to put there? You do a lot of what-if
on the intelligence side: What do you think the Soviets are really going to
do? How many tanks are there going to be? How many airplanes are there
going to be? And so forth. You put all that together, and you put those plans
on the shelf, While you're doing that you build up expertise in your plans
shop about what it takes to get your thoughts organized in advance, so that
when the Soviets come across the border it’s not chaos. running around try-
ing to figure out who you're going to send where to do what.

Plans, even though you may never use them, help organize your thinking in
advance. They develop options that you may not formalize in terms of struc-
tured operations plans, but that you have available for the commmander to
consider when contingencies occur.

Then you get tasking and decide what you're going to tell the forces. The
forces engage the enemy. Intelligence reports on what the enemy does and
how they react before and after engagement. You have tactical sensors that
do that, and of course the other intelligence sources. You have field reports
that come from the troops out there involved in the engagement process.
Fighter pilots come back and say, ‘'] just shot down five airplanes,’’ and we
say, ""We don't believe that. You probably only shot down three. but we'll
mark you up for four and split the difference.”’ Then you try to track how
many airplanes they have left. You need to know what the enemy’s force
status is. You also need to know what your own force status is. That's very
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important and often overlooked as a key part of the command and control
process. Sometimes it's harder than collecting intelligence on the enemy.
It's frustrating when you can't find out the conditions of your own forces,
There are a lot of reasons for that which 1 won't go into.

But force status reporting is a dynamic process, because if you engage, you
take losses, you redispose your forces, and that creates change all the time.
And of course intelligence is dynamic. Mission and tasking is originally
static, but as things go on you start running out of operations plans. So you
send a guy down the hall to the planners and say, ''Hey, take a look at this
option, see what it would take to implement that and come back to me with
a quick plan—I need it in two hours.’” This goes on at the Pentagon all the
time, believe me. Even for things that you never hear about, things that
never happened but that somebody thinks might occur. So plans and options
are a dynamic process, too, because there's a little inner circle here: What if
1 want to do X? | don't know a better way to describe that piece of the proc-
ess. This is what command and control is all about, these dynamic little cir-
cles spinning around. (140)

20. ROBERT HILTON, “'Roles Consultant, specializing in national

of the Joint Chiefs of Staff and international security affairs and
) . T i political risk analysis; former Vice
in Crisis Management Director for Operations, Joint Chiefs
(1985, pp. 147-78) of Staff

Another thing | would like to mention is that some of our best sources in
learning of an event are in the news media. CNN has become one of our
prime sources; it's monitored in the Command Center all the time. There are
also tickers in the National Military Command Center for Reuters, UPL, and
AP. Many times a first indication of something is from a reporter on the
spot, a stringer. For example, the first pictures we had of the barracks in
Beirut being blown up were from CNN. We first learned of Sadat’s
assassination from a stringer lor CBS, | believe, who was on the scene and
got to a telephone and got a call back before they could even get it back
through the embassy circuits. 1 guess he had a handful of change in his
pocket and used the local telephone, wasn't worried about security or things
like that.

... There's a system called something like ‘‘worldwide indicators.’” There
are about 800 indicators that tbe intelligence community monitors, including
things like the movement of refugees, the requisitioning of food, the use of
trucks for something otber than the harvest—traditionally the military trucks
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go out and help with the harvest. That was one of the indications that con.
tributed to the ex post facto analysis of the invasion of Czechoslovakia. The
grain harvest suffered greatly in that period because they diverted the trucks.
They did it under the screen of an exercise; that was the way it was
assessed. These indicators are briefed, 1 think, every day, to the Chairman
of the JCS, and the DC) makes his reports to the President.

1 remember when the North Koreans in December of 1981 went into the big-
gest exercise they'd ever done at that time. In 1982 they had an even bigger
one. We were watching those indicators and assessing whether they were, in
fact, just exercising. In 1981 we didn't pay as much attention to it as we did
in 1982, because in 1982 General Vessey was the Chairman. General
Vesscy had been the UN Commander in Korea. He was much more sensi-
tive to Korza than we were, and the point he made, | remember, was that
even though it was comrect to assess those as indicators for an exercise, cach
one was also a preparation for war. Now in these cases the war didn’t hap-
pen. But if they're going to go to wa  they're going to go through all of
those steps. Some day it may nct be an exercise, and if you keep watching it
as an exercise, you may be caught.

So you always have to be looking at the possibility that you are describing a
process of going to war. And you look Tor other indications caat it’s an
exercise: Have they requisitioned the civilian economy? That was what DIA
used as a deciding factor in the Korean thing—-they requisitioned a lot of
things, but not everything. The DIA thought 1b=t if they were really going to
war they would not just have taken 20%, 1hey would have taken 80% of
civiilan transportation.

ISTUDENT] Do we have any corporate body with enough experience to
keep up with that on a year-to-year or crisis-to-crisis basis?

{HILTON]  Computers are our corporate body, 1 think. There is also a
national warning officer who is dual-hutted between CIA and DIA. One of
last year's speakers, Dave McManis, was the National lutelligence Officer
for Waming.

At one time it was Linc Faurer, when he was a two-star and double-hatted as
a Deputy Director of CIA. The waming cenier was put in the Pentagon and
it’s still there. So, you have this wamning technology, but it's only as good
as the people who are on watch. (167, 169-70)
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21. LIONEL OLMER, ESQ., Member, Paul, Weiss, Rifkind, Whar-

“Intelligence  and  the ton & Garrison, an international law
: == firm; former Under Secretary for
American Business Com- international Trade, Department of

munity** (1986, pp. 59-71) Commerce

While that initial period, from 1961, had truly been marked by a sense of
confidence in the intelligence system, the later 1960s were different. In 1968
1 went to Vietnem and was put in charge of a reconnaissance organization
that was providing what we called *‘carly waming’™ to Navy and Air Foree
pilots flying over Hanoi.

We did a number of different things, one of which was to alert them 10
surface-to-air missiles (SAMs) launched in their directicn. It was a very
complicated affair, technically speaking. in terms of both the equipment and
the training that were required. We felt we worked very hard at it, and we
were occasionally quite proud of what we were able to achieve. | can
remember being utterly deflated when 1 talked to a fighter pilot who said,
**Oh yeah, | tum that box off. | don’t listen to what you say.”" ] said,
*Why?"' He said, **What good is it to know from you that a missile has
been launched in our direction? What the hell do you think is happening
over Hanoi when we fly there? Missiles are everywhere!' We were just a
distraction.

1t reminds me of the joke about the lost hot air balloonists. They come down
over a university campus and yell down to some lellow walking along the
path, "“Where are we?" He looks up and he looks down, and he scratcbes
his beard and he says, **You're in a balloon.” One of them gets very angry
and says, "*You're an cconomist!™ His friend says, “*How did you know
that?"* **Because he's exactly correct and of no help whatsoever!” We were
not cconomists, but we were exactly comrect and of no help whatsoever.

That was an instructive part of my carcer as an intelligence officer, to dis-
cover that it isn’t enough merely to be accurate und sometimes it's not cven
enough to be timely. There are several other characteristics that have 10 go
along with accuracy und timeliness, the most important of which is tele-
vance. In this increasingly complicated world in which we live, it's harder
and harder to be relevant, because in order to be relevant you really have to
know what it’s like to be a fighter pilot in the midst of a combat situation.
An intelligence specialist providing suppont to a group of foreign policy
negotiators or economic ncgotiators has got to be more than just an aca-
demic. You've really got to be part of the process. Ther's no other
altemnative.
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... When 1 came back into government in 1981 with the Reagan Admin-
istration, 1 believed that the government could do more to support its
economic interests. That is, the intelligence community could, in an open
way, support certain business activities of American companics by seeing to
the production of a greater volume of unclassified information and to the
analysis, not of a particular competitive endeavor on a micro level, but of
significant trends, such as Japan's drive to technological preeminence, or the
less developed country (LDC) debt

situation, or the analysis of why

the ASEAN nations consistently ASEAN—Association of Southeast
produced higher rates of productiv- Asian Nations

ity growth than the Western Euro-

pexn nations and the United States.

| did encourage this kind of effort in the intelligence system. and because of
my lineage, 1 think that ] was given a more receptive audience than would
ordinarily have been the case. | have to say that the economic snalysis pro-
duced by the intelligence community, at Jeast in the period of 1982 to 19885,
was simply superb. | read slmost all of it, and | could not fault it, except for
its volume, which was awesome. But when you start to rely on staff 10 tell
you what’s most important 1o know, it means you'd better huve some good
people who understand what is relevant to you, not onjy to your inlerests,
but to the things on which you are required 1o volte in, say., a policy develop-
ment gathering of ather senior officials.

My arcas of interest were divided into three pants. One was the support to
trade policy. The second was in the nature of gaining a better understanding
of the competitiveness of foreign manufacturers and preducers of 1echnol-
ogy, relutive 1o US competence in equivalent or ximilar areas. The third
area, which we haven’t talked about at sll. is the subject of technology
transfer,

On the one hand. we must leam more about the competence of the Soviens
in arcas where we're atlempling to control the transfer ol technology,
because it's not relevant 1o restrain the flow of technology to areas in which
the Soviets have already got a demonstrable capability—and it’s harmful to
companies that might otherwise create jobs and pay more taxes through
legitimate trade with the USSR. On the other hand. we need 10 know better
where the paps are in our systems of export controls. We need to understand
more about the areas in which diversion of technology does occur so as to be
more ahle to sop it. ... We also have 10 try 10 build 3 consensus in the com-
munity hy poiming to ar¢ss where the Soviets have developed a strong
capacity simply because of their access to Western sources of products and
technology. (60, 62)
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22. HAROLD DANIELS, “*The Deputy Director for Information

Role of the National Security, NSA; former Assistant Dep-
. o uty Director for Communications
Security Agency in Com- Security
I mand, Control, and Com-
| munications'’ (1986,
pp. 73-102)

Now, what's tbe threat? The major threat is that anything that goes out into
the ether can be intereepted if you have the proper equipment to do it. There
was a time when people thought that was a major job. It tumns out that if you
go down to the local Radio Shack and you're really interested in collecting
someone ¢lse’s data, you can build yourself a system to do that for less than
$2.000. If you look at the roof of the Soviet Embassy on Sixteenth Street in
Washington, you’ll s¢e that those antennac certainly aren’t all for TV....

It’s not only the Soviets who pose this threat; it's anyone who wants to
invest in, or who already has, this capacity. The threat is a real thing, and
it"’s not understood well by all. 1 can't get into too much detail. Let me just
say that it's not a hard job for someonc to find out about what you're doing
when you’re communicating out through the ether. It's not well understood
by industry, and only, | would say, in the last five or six years has it really
been understood within government—and even if understood, in some
cases, not acted upon.

There arc three important components (o any decision involving information
security: value, vulnerability, and threat. When one considers protecting
information, one first looks at the value of it, then what the vulnerability is,
and then what the threat is. If you have any combination of those parts,
you’ll probably want 1o do something to protect that information while it tra-
verses the telephone system or whatever takes it ow into the ether. The
value is your own determination. You have to decide that. If you value your
information, chances are, someone clse will value it. What vulnerabilities do
you have? Well, if you're on a picce of wire between this room and that
room over there, and you have some sont of protection around the enclave,
chances are the vulnerability may be very small. If you're talking to the
West Coast, that inlormation leaves this building, goes perhaps on a cable 10
sOmE Microwave poinl, goes acruss the country partly by microwave, partly
over satellite, and then goes back down again. Then that information, while
it’s out there on microwave or on the satellite, is vulnerable.

Il you decide you have highly valuable information that you've determined
to be somewhat vulnerable, then you have to say all nght, now whar's the
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real threat? If you're going 1o invest in protecting this, you've got to have
some idea that somebody else has (a) the desire, and (b) the capability to
take advantage of your vulnerabilities. That decision involves information
that you, as an individual, cannot always have. [tU's my job, along with some
of our other intelligence agencies, to help the government make that deci-
sion as to what that threat is.

Under NSDD 145 we've also been

asked to advise the private sector.  nspp_National Security Decision
We do that in such a way that Directive; NSDD 145 was signed by
we're able to explain to them what Presideni Reagan in September 1964,

possible threats there might be to
their particular communications.

Take the computer world, for example. There is a perfectly legal way that
an adversary, let’s take the Soviets for example, can get into a US data base
containing a lot of technology simply by subscribing to a public system. For
example, they can come in through Vienna into Dialog., which is a service
offered by Lockhecd. and get into the National Technical Information Serv-
ice (NTIS) where the US files on a number of projects and information and
weapons systems are held. This is a clearly legal method for someone to get
into that. Anyone is capable of buying into that system and getting that
information. (74-75)

23, MARK  LOWENTHAL. Acting Dueclor, Olfice of Sialegic
e ; . . Furces Analysis, Burcau ol inlel-
Thc. Qun‘, .for Good ligence and Résearch, Deparimen
Inielligence {1986, of State
pp. 103-20)

The rank order for the Executive, | woutd say, is policy support, manage-
nient issucs, and then propricty. The most important is poficy support, and
by that | mean, there’s a positive question that the consumess ask, and
there's a negative guestion. The positive guestion is, “*Where did intel-
ligence help? We got out of this really well. Did intetligence help, of did we
just sort of do this brilliantly on our own, again®” Then there's the guestion
you don’t want to be asked, and that is, “"Where did intelligence fail?™”

Once of the great overused terms in American intelligence is “failure.™ |
have argued in an article for the Air Force Acadeny that we haven't had that
many genuine intelligence failures. We've had secrewups, and bad calls, and
most of these so-catled failures”™ wually happen for pulicy reasons rather
than intelligence reasons.
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Pearl Harbor is an intelligence failurc. 1t's very hard to argue your way
around that. When you lose half your fleet at the outset of the war some-
thing really has gone wrong. The Middle East War in 1973 was a gross
intelligence failure for the lsraclis. The other cases that 1've looked at,
though—South Korea in 1950, Cyprus, Portugal, Tet, Iran—all probably
were less failures of intclligence than areas where policy had sort nf preju-
diced the outcome. Bul when something goes wrong there is a certain
amount of head hunting, and the issuc is where intelligence failed.

The management issues are the second rank of issues for the Executive.
These are the average simple things like how much money, and how many
people, and are they getting their work in on time. That's the typical sort of
thing that you worry aboul in management.

The propricty question is less of a concern in the Executive Branch, There
are people whose job it is to make sure that operations are proper: that we're
not doping people with LSD anymore without their knowledge. and that
we're not attempting to assassinate heads of state.

In Conpress, 1 would say the order for those same theee things is probably
propricty. policy support, and management. Congress worries least about
management issucs, Their main preoccupation is with propricty because,
quite frankly, that's how they got into this business. ...

Their second issue is policy suppori. Bul here they're basically coming at it
in a more negative respect, because the view of intelligence in Congress is
largely part of the necessarily adversarial oversight function. The two
branches aren’t supposed to get along. It's built into the Constitution. . ..
When you're in Congress your first rank order problem is the Executive
Branch. They're your main day-to-day problem. Then there's everybody
clse in the world, or every other donestic lobby.

Both hranches are palicy makers, but there's a lurge difference between the
two. The Executive has a policy to sell, a policy to support. If there was a
new treaty overnight, 2 new arms treaty, an Administration spokesman
wouldn't conwe helore the Foreign Relations Commitiee and say, ““lley, o
wias late. ] was tired. | had jet lag. It's not a great treaty. It°s a good treaty.”’
He would say that treaty was truth, justice, Ireedom, and national secunity.
Congress would then aay, “Could we get another point of view on this? |
mean, you negotisled the teealy, what else are you going to tell us?" So, the
Executive’s always selling policy.
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Congress is reviewing policy: it doesn't really have a policy of its own to sell.
It may have alternative policies to propose, but largely as thwarts to the Execu-
tive policy. In the Executive, policy makers hope that intelligence is going to
come in and say that this is the thing to do, and this supports what you're going
10 do. In Congress the response is, “‘I'll bet they cooked that up to scll some-
thing.”" There's a tremendous dose of skepticism about the intelligence they're
getting; they assume that it's self-serving at a certain level.

If you are a producer you find this very annoying. You like to believe every
moming that you're being honest and intellectually objective, which | think I
probably am most days! There are times when the numbers haven’t come out
the way we wanted them or things like that. In the Library of Congress, they
sort of legislatc or mandate objectivity in the Congressional Rescarch Service
{CRS). There's a very rigorous reviewing procedure. In the Burcau of Intel-
ligence and Rescarch (INR) and the CIA you have 1o do it more on your own.
My analysts and | like to assume that we're being objective. But some in Con-
gress assume that intelligence is being shaped to support policy. When you pro-
duce the odd number of guerrillas that you've captured in the boonies in
Honduras, Congress says, "Oh, come on, guys. Where did you recruit these?
This is the "Central Casting Guemilla Department.’** Congress approaches kits
of issues like this. You collect AK—47s and they want to know, *Well, didn’t
you just buy those froen Egypt?” Congress naturally assumes that intelligence
is just pant of the salesmanship.

The two branches diverge functionally on the issue of production. Only the
Executive is the producer of intelligence. The Congress isn’t. It hasn’t the facil-
ity. It just doesn’t exist in that arca.

The conclusion out of all this is that the two branches approach the intelligence
issue very differcntly; their relationship to intelligence is ditferent; their need
for intelligence is different; their knowledge of intelligence is different; and
their concerns over intelligence will differ. Beyond this agreenient that what we
want is good intelligence. the value of intelligence lies in the eyes of the
beholder. That's also true in the Executive, at a ditferent fevel, where you get
this argument about what constiutes goud intelligence. I'll come back to that.

Having sort of laid that as a groundwork, how do you assess intelligence? |

have two different paradigms; one

is the ideal, and one is the Sheman Keot—former Directon, itke

burcaucralic' 'rhc idcal WwWas of Natonal Eshmates, CIA, author
: . Strategic inlelhigence tor Amencan

d'cnvcd from the late bhermn.u World Poliy, 1949,

Kent who was both an acadenti-

cian, a scholae, and a producer of
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intelligence; he said, **If an intelligence analyst had three wishes in life,
they would be to know everything, to be listened to and helieved, and to
influence policy for the good.”’

The second model is your more customary bureaucratic model, which in
intelligence, I think, boils down into accuracy, timeliness, and cost effec-
tiveness. Let's go through the first model—the ideal—knowing everything.

In the Executive, 1 think most policy makers know that the ideal is not rea-
sonable for cither the producers or the consumers. No one can know
everything, nor can every organization know everything. In fact, to save
time, they basically only want to be told what they need to know. I have a
lot of technicians who work for me. They do, in a technical sense, what
regional apalysts do. You want to tell the boss everything. You don’t want
just 1o tell him why there's a trade war with Japan; you want to go back to
the Meiji Restoration so he can sort of imbue himself in Nipponese culture. |
often tell my analysts you can just explain the miracles without telling the
lives of all the saints. This is very difficult for analysts. It’s very hard to dis-
cipline yourself to do that.

Policy makers realize that there’s a great amount of competition for their
time. Therefore, they will leave it to the analyst basically to tell them what
they need to know, and perhaps toss in a couple of the odd tidbits that will
also be interesting or fun. The mistake, 1 think, that consumers make in the
Executive is that they probably believe that everything else is being covered
and waiting to be tapped. If Botswana were 1o go up tomorrow night, most
likely we could indeed suddenly find someone who has been covering
Botswana for 40 years and tell him, **This is your moment in the sun. Let's
do Botswana!'" Bul every so often that's just not true. bt wasn’t true in bran.
It wasn’t true in Portugal in 1974. You do find that you have 10 make man-
agement choices. For example, we drew a lot of people out of the Soviel
area in the CIA during Victnam. and really consumed a Iot of time. It was
an ongoing concern. It was a war. Then when Vietnam wound down, w¢
found that we had lots of other regions that no longer were being covered
where we were tremendously weak. In the Middle East, | think we've
always been very weak: we've relied for about two decades on the British,
Well, the British pulled out and it’s been very hard to replace them. This
assumption of **Don’t worry about it—if it happens someone will cover it,”’
prevails among producers and consnmers in the Executive, and it’s not
always (rue.

With Congress. the likelihood of knowing everything is probably an even
more limited phenoemenon. Congress just can't take in intelligence ia the
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same doses or in the same frequency that the Executive is taking it in.
There’s much more divergent competition for the time and attention of a
Congressman, | think, than there is for the average Assistant Secretary of
whatever. The Congressman and the Senator have day-10-day preoccupa-
tions that really eat up a lot of time. That's part of the system. It means that
they can’t devole the same sort of time and attention to knowing everything.

As for the second of Kent's wishes—to be listened to and to be believed—in
the Executive, getting listened to means competing with all your fellow ana-
lysts. For example, in I&R there are 11 production offices in addition to
mine. Each day we're all producing papers that we feel are what the Secre-
tary really wants to read tonight. There are some 18 bureaus in the building
where the sume competition is going on. That's some 300 levels of competi-
tion to wrile that one memo that the Secretary’s going 1o read in the even-
ing, or those two memos, or those three memos. This is very difficult. 10's
e job of certain people. the Assistant Secretarics at one level, and then the
Executive Secretary at another, to filter and make choices of what the Secre-
tary really needs to read, and what do you do with the other papers. Do you
send them to Assistant Secretaries? Under Secretaries? Publish them? My
office does a biweckly maguzine. Some memos that haven’t gone to the Sec-
retary will appear as Icad stories. If we're smart, we'll make the decision
that 1t's interesting but it’s a little too technical for the Secretary. So there's
one problem with being listened to in the Executive.

The other problem is what you do when intelligence runs counter to policy,
and it happens. Policy miakers can always reject intelligence out of hand. A
classic case is President Johnson in 1965. His Director of Central intel-
ligenee (DCY), Joha McCone told him, *"You want to win in Vietnum?
You've got to put in 300,000 traops; you've ot 1¢ go lo war; you've got lo
destroy the North; and then you'll win.”" Well, that was not what Johnson
wanted to hear in 1965 on a continuing hasis from his DCL He wanted
hear. **Don’t worry, the Viet Cong is small, 2nd if you throw in 2 couple of
advisors and a couple of ground forces on the hases, everything will he
fine."”’

At first Johnsen cut McCone ovi. and then he just sacked him. From
Johnson's poinl of view that made good sense, because he wasn't hearing
what he wanted 1o he told. In retrospect, ohviously, it was a mistake.
McCene was right and Johnson was wrong. But there’s nothing you can do
about the policy maker ignoring you, You can’t grah him hy the fapels and
speak (o him the way Americans speak to Fizeigners, which is to say il
louder and slower. That doesn’t work. You car 't do that. So that's the other
prohlem.
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Congress, again, is more selective. They have two major motives in listen-
ing to intelligence. What you're telling them had better be ditectly related to
a key policy issue. You cannot often tell them, "*Well, this is interesting and
a sleeper and you ought to worry about this.” There are very few members
of Congress who have the luxury of saying, *‘That could be a problem in 15
years, 50 I'm really going to worry about that.” First of all, there’s a chance
they won't be there in 15 years. Their sense of the immediate future, |
would say, is anywhere from two to six years, maybe eight years. You'd
better be able to relate what you're telling them directly to something that's
going on right then in their lives in terms of legislation or important public
events. They want to make sure the sleeper problem is covered because they
don’t want to be surprised by it, but it’s very hard 1o devote any time, atten-
tion, or resources to it—which is also true in the Executive, but more of a
problem, | think, in the Congress.

Congress also has an even greater ability than the Executive to reject intel-
ligence they don’t like, because they're first passing it through the filter of
asking, "'Is this intelligence self-serving?’’ When they get intelligence they
don’t like, somc may be inclined to say the answer is yes.

On influencing policy for the good: In the Executive. the first question you
have to ask yourself is, *"What is the good? Is it in the policy makers' out-
come or is it in the intelligence analysts’ outcome?'’ Intelligence analysts,
like everyone elsc in the world, develop a centain clientism. They know their
subject really well. All these other people at the top are trunsient phe-
nomena. The Secretary of State will be gone in four to five years, and the
Assistant Secretary will probably be gone in two years. Nixon was right
about that: the permanent burcaucracy really thinks that way. They can oul-
last anybody: they're not going anywhere. They're very happy in their jobs.
Therefore, you do end up with the policy makers, the guys who are cur-
rently responsible—which 1 would say is Irom the Deputy Assistant Secre-
tary level on up, where political appointments tend to begin, although at the
deputy level you'd get a mix of some career and some political—usually
holding 1wo diflerent views of what is the good in policy. . ..

The second thing is, how do you know what the good is? 1 think most intel-
ligence producers have enough sense at least to question whether or not
they ‘re right, even if they hold privaic views, and think, *'1 know better than
they how to ix it.”’

In Congress, well, w..at Congress wants is good, and what the Executive
wants is bad if they dissgree. That's a very simple phenomenon. That’s why
they're two separate branches of government. Again Congressmen are back
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in the situation of tending to accepl that which fulfills their policy oals and
rejecting that which fulfills the Executive policy goals that they oppose.

So that’s the ideal model, according to Kent's three wishes, for both
branches. The ideal might be nice. | don't think any intelligence producer
assumes it can ever be achieved. I'm not sure the ideal in the end would lead
to any meeting of the minds on what is good intelligence.

Let's go to the bureaucratic paradigm of accuracy, timeliness, and cost
effectiveness. Obviously, accuracy is essential. You want to avoid the sur-
prise phenomenon. Yoo want to have accurate intelligence. Most of my
customers lend to apprec w!¢ the necessary limits of what we can achieve in
terms of accurate predictions. In politics it’s very hard predicting on the
average aftemoon what Khaddafi's going to do. It's probably not something
you want to do for long if you're keeping a batting average. My analysts
cover a lot of technical matters with the Soviet weapons systems, worrying
about range and throw weight and number of RVs (reentry vehicles) and size
of the blast and so on. Technical int¢lligence can be more precise than polit-
ical intelligence, so we can get what we feel is pretty close and pretty accu-
rate, although even here there will be a wide divergence of opinion on some
issues.

I think there is some tolerance among the producers for the finite limits of
intelligence. I'm not sure thut the consumers in the Executive always appre-
ciate the need for “"maybes’” and “perhapses’ and "*it appears thats,”"—sont
of what someone called **writing in the suhjunctive.’” Most intelligence ana-
lysts are smart enough. or huve been burnt enough times, that they don’t
want lo state flatly, ** At 9:05 tomorrow morning they’re going to do X,
Unless you've got the world’s best intelligence that tells you that, most pro-
ducers aren’t going to write that. They write, "Well, it appears they're
going to do X, then again they may do Y. or Z, or possibly go back to A.”
Sometimes it's necessary and sometimes it’s simply CYA. | don’t think,
though, when it's necessary, that

consumers always understand why.

S0 we have a divergence between CYA——cover your ass
the producer and the consumer

where, if the consumer does not

appreciate the need for this hedged analysis and cries **failure’” whenever he
gets humt, then you end up with very timorous producers,

Also, there's a leaming curve. During ihe period when we had sick old men
running the Soviet Union, we really got very complacent in predicting
Soviet policy issues. | never understood people who say, “Well, we want
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them to have a dynamic leader.”” Why? | don’t! I think we were in much
better shape when they had sick old men. Gorbachev is a whole new ball
game. We're coming up to speed on him. You get burnt enough times, you
become a little more cautious.

In Congress, among the three issues of accuracy, timeliness, and cost effec-
tiveness, accuracy is probably the key factor in terms of assessing intel-
ligence. But it's probably applied with less understanding for the limits, for
the ‘maybe,’ for the need to hedge the analysis; therefore, the notion of
accuracy is applied more rigorously and perhaps less reasonably, 1 think.
The average member of Congress is not exposed to a lot of what we call
intelligence. They don't all see the National Inielligence Daily (NID) every
day. They certainly don’t see the President’s Daily Briefing (PDB), or the
Secretary's morning summary. The members of the Intelligence Committee
will see the NID, but you're talking about 17 on one side and 15 on the
other. So not even 10 percent of the whole is being exposed to intelligence
on anything close to a regular basis. The Foreign Relations Committee
members will get to see more, but even then it's selective. You don't bring
up cartloads of stuff on the People’s Republic of China (PRC) nuclear test
program. You give them the stuff that you think they’ll need.

... The issue of timeliness is obviously essential for the Executive. There's
no sense telling anyone on December Bth that you're going to have your
fleet attacked when it's been attacked on December 7th. There's a wonderful
story about Talleyrand having dinner in Paris in July of 1821 when news
came that Napoleon had died at St. Helena in May. His companion said,
*'What an event!"" Talleyrand said, ''No, Madame, now it is only news.”
You don’t want to be in a situation of producing intelligence that's only
news, and especially old news. The thing that you have to convince con-
sumers of is the time it takes to prdduce good intelligence, or to work up a
good briefing, unless it's something that's already been done. If there is a
need for a briefing in an area where our intelligence is less firm, it takes a
certain amount of time before we can whip that presentation into shape.
Trat's one problem.

Then there’s the problem of. again, getting the attention of the consumers.
Pinning down an Assistant Secretary is difficult. Similarly, when the ambas-
sadors for the arms control talks are in Washington, they get briefed reg-
ularly. But there are some days when the 9 o'clock briefing goes to 10 and
some days the 10 o’clock briefing gets postponed to tomormrow. That’s just 2
fact of life. If it’s something really urgent you can always get to the con-
sumer, There are ways that you can wave flags and push the right buttons.
But you also don’t want to cry wolf too often.
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... [MJoving on to the timeliness issue in the other branch, the Congress, 1
think that unless you've been in the intelligence production process or unless
you've had a lot of exposure to it as an overseer, there's less appreciation
for how hard it is to coordinate policy, and how hard it is to coordinate intel-
ligence in the Executive Branch. Lots of people have axes to grind. Every
intelligence producer has his own benighted view of the world. The intel-
ligence production process is no better than the clearance process, which is
abysmal. You've got to get everyone to sign on, and you end up with lots of
lowest common denominator paragraphs, or you end up with papers that
read like first-year German translations of Nietzsche, where all the verbs are
in the wrong places and all the adjectives are in the wrong places, and yet
it's in English. (NIEs, stylistically, are some of the most unrewarding read-
ing you can do in your entire given life). So timeliness is important to the
Congress; as | said, though, 1 think they’re less aware of the problems
involved.

Cost is the next way of measuring the value of intelligence. For the Execu-
tive, it's not so much a question of cost effectiveness as it is of resource
allocation. You're always playing with fewer resources than you need, and
you've got this intense competition within the budget as a whole, and within
the intelligence budget, for resources. | never have understood the argu-
ments that the CJA hypes the Soviel threat to improve the defense budget. It
doesn’t make any sense to me bureaucratically. The CIA has no institutional
interest in a higher defense budget except for collection systems. If more
money's going lo defense, less money’s going to CIA, and that's a fact of
life.

... To go hack to the guestion of competition in the budget; there are two
levels of competition in the intelligence hudget. One is between and among
technical collectors, and these things are really expensive. Most ol the intel-
ligence budget goes to two commodities, collectors and computers. The bot-
tom ol the NSA installation, the subbasements, is reportedly one very large
computer. It's very expensive stuff.

Then you get the competition between the technical collectors and the ana-
lysts. What if you coliect all the information and no one can analyze it? And
we do collect more information than you can easily go through in a given
day, Every morning when my analysts take “'the take.”’ they've got a stack
of cables a foot high. A lot of it is ahsolutely inconsequential stuff. Then
there are the interesting items. Winnowing that out in the hall an hour that ]
give my staff in the moming, before 1 go 1o my director’s meeting, is a very
hard task. The trouhle is that it's always rasier to get money for collectors.
This is true in both the Executive and Conpress. You can always sell
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gadgets to Congress and the Executive. We have a lot of belief in technol-
ogy in this country. People are always easier to cut, or easier not to buy, It
seems less threatening. Obviously you reach a certain point where that’s not
true; if you don’t have enough analysts, and you have too much incoming
information, then you have a big problem.

Congress, ] think, suffers in that they have a less reliable means for creating
a standard. They have more difficulty judging where to make these choices
within the intelligence budget. What's interesting is, we’'ve had instances
where the Congress has questioned the choices the intelligence community
made and tried to increase the money. For example, in one of the annual
reports of the House intelligence Committee, | think it was around 1983,
possibly 1984, the committee said that OMB’s (Office of Management and
Budget) decisions on which collectors to buy were wholly divorced from
any intelligence requirements. They were just a bunch of green eyeshade
people going over the intelligence budget and making bad resource choices,
just deciding this is expensive, this is cheap, buy this. Congress actually
reversed a lot of OMB decisions. So if you've got a group of informed
members and an informed staff, congressional review can actually work to
the benefit of the intelligence community. But | think, on a day-to-day
basis, it’s probably harder for them to do. Congress nevertheless really has
been very interested in resource management.

Having said all that. let me add one other feature to the bureaucratic para-
digm, and that’s quality control. Who performs quality control? In the
Executive, | would say the consumers are largely performing quality con-
trol, but usually through negative feedback. Usuully you only hear from
your customers when they fecl they haven't been served well. You don't get
a lot of complimentary notes going back and forth. although it happens.
There’s also the President’s Foreign Intelligence Advisory Board, PFIAB,
which serves as an overseer. The trouble with PFIAB is that it’s somewhat
irmegular and unsystematic. It's a group of high-powered people who've had
interesting jobs in industry, government, or the private sector, who then get
paid per diem to sit on this board and assess the effectiveness or the utility
of intelligence. But it’s done somewhat irregularly, making it difficult in
terms of quality control for the Executive,

In Congress the quality control is being performed by the intelligence com-
mittees. The first issue the committees have to face is what their standards
are for good intelligence. As ['ve said, [ think that their sense of what con-
stitutes good intelligence is different from that of the Executive. Yet, in
many respects, | think the commitiees are much better situated to do
pustmortems, at least intellectually, if not in terms of access. Postmortem is

352 Lowenthal, 1986




Inteiligence

not something that we do an awful lot of in the Executive Branch, for a rea-
son that I'll come back to. We've had the committees now for 10 years, and
they’ve been very helpful in trying to promote good intelligence. For exam-
ple, the House Intelligence Committee's Report on Iran was a very useful
study, not only of why we didn’t know that the Shah was on his last legs,
but also the entire intelligence production process. They went through the
NIE process and said that it is not a very sound intellectual procedure, and
that the NIEs arc not worth fighting for because they're not influencing pol-
icy makers.

Let me draw some conclusions then and throw the rest of the time over into
discussion disagreement, or whatever. 1 think both branches tend to judge
intelligence largcly through a negative reference, especially during so-called
failures. 1 think it's casier to assess when things have apparently gone wrong
thar 10 figure out when things are going right. When you're getting intel-
ligence right it’s jusi basically not news. It's when you've left people in the
lurch or surprised them that they come and tell you. Every so often you will
hear that your product was very useful.

Between the branches, intelligence is treated politically. In part 1 would say,
*"Why not?”" Everything else is. Why should intelligence be exempt?

And in part it's the nature of the system we have, especially in foreign pol-
icy. We “ave a wondcrlul myth in this country that lToreign policy is bipar-
tisan. Polutics stops at the water's edge. In reality we have always had
partisan debates over forcign policy, and | would argue that with 2.5 excep-
tions, cvery political campaign since 1948 has had a major foreign policy
input. The trouhle is that intelligence has now become part ol this debate,
for a number of reasons. One was the elfect of the investigations which left
people with the attitude that these agencics can do some really nasty or inept
things if they're not controlled: and they did, in lact, do some things that
were illegal as assessed by both branches,

The second, | think, was that we politicized the position of the DCI. Until 1%
DCls did not change with every administration. There was usually an overlap
of about a year, bevause this was seen as a nonpolitical position. Eventually a
President will want his own DCL, but they {were| not changed automatically.
We'ne now in a situation where a new President appoints a new DCL. ..

Finally, the partisanship issue in foreign policy has obviously atected the way
in which intelligence is treated between the branches, As 1 mentioned carlier,
the Exccutive tends to resist making assessmients and postimortems. There ure
WO reasons.
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First, the consumers resist it because they don’t have the time, They've
solved whatever that crisis is or they’ve stopped worrying about whatever
that crisis is, and they’re on to the next one. *‘Let’s just keep moving.” It's
a very now-oriented environment. The consumers don’t have time for it.

Sccond, the producers don’t want report cards. Adults are no different from
children in that respect; they don’t want to be assessed on a continuing
basis. There's always that element of chance that you didn’t get the grade
you wanted or felt you deserved. So the producers tend to resist it.

Congress, | think, is more interested in doing postmortems, and 1 think that
they're better suited to it. Congress has actually at times said, **Hey, that
was good.”” One example that stands out in my mind is during the Mariel
boat lift. Les Aspin (D-W)), who at that time was Chairman of the Over-
sight Subcommittee, issued a report saying, ''Intelligence was really good
on this. They predicted that Castro would do this, and they predicted the
numbers of people we would have to deal with, and the policy makers had
cvery reason to be prepared.’”

Congress has tried to foster more postmortems, and | think they've been
fairly successful. The Iran one stands out in my mind as a good one. There
was one on Grenada that was less successful. | think Congress is well suited
to do this as long as they’re not simply grinding their axes because they also
disagree with the Administration’s policy.

But | think Congress can do this, and has donc it well, which Jeads us to the
question that | started with: What constitutes good intelligence? The more |
thought about this, tbe more | felt like Justice Potter Stewart in his comment
about pornography: 'l can't define it, but | know it when | see it.”" | think to a
certain extent that's what good intelligence is. | sat through a briefing recently
that didn’t tell me anything | badn’t really known before, except it was a bit
more concrete. But 1 walked nut saying that was really a good analytical job.
They pulled together lots of disparate picces. They made a couple of leaps in
the dark of their own that worked. They pulled together all sorts of interesting
knowledge. That was really good intelligence! But 1 can't prescribe how to do
it. If 1 could prescribe how to do it, | wouldn't make my own mistakes.

There are two paradoxes in intelligence. One is that intelligence often serves
best on the areas that are little known. For example, the PDRY, South
Yemen. Liule regular attention is paid to South Yemen. But, when a civil
war crupted, we were able to get people up to speed very fast. Also, there
you're dealing with consumers who know that they don’t know anything
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about South Yemen. There's no reason (o pay tremendous amounts of
policy-making time to South Yemen until it blows up and the Yemeni Cabi-
net starts shooting each other,

In contrast, when it comes to UJS-Soviet relations, everyone assumes he
knows what's going on. We've been living with this problem for 41 years,
and everyone assumes, ''Oh, yeah, 1 can do US-Soviet analysis. You're not
telling me anything 1 didn’t know before.’* This becomes heightened during
a crisis. 1 think the major thing that goes wrong during a crisis between the
producers and the consumers is that the consumers tend to act as their own
analysts. Their attitude is, *'Give me raw cable traffic. 1 can make up my
own mind.'* Terrible, terrible thing to do, and it happens.

So there is this paradox that we probably do better on the rare, odd event
than on the general long-running event. In ongoing situations, you also tend
to get trapped by your own analysis after a while. There is a certain timidity
about predicting major changes in assessments because this raises the ques-
tion, '*Well if you were wrong then, why are you right now?'* Then when
the assessment gets changed again, people keep asking, **When are you
going to give me a number that was the right number?’' The answer is,
“Never.”” It's very hard to explain that to a consumer.

The other paradox is that Congress may in many respects be in a better posi-
tion than the Executive to make improvements in intelligence, because
they're not involved on a day-to-day basis; they can sort ot step away and
take the long view. The question is. will the Executive really allow that? My
sensc is, on a regular basis, probably not. It's going to take some major
gaffe. The CiA is a direct result of Pearl Harbor. That's why we have the
ClA. 1t's not because some genius came up with the idea in 1947, It'y
because we lost a fleet once. That's the kind of event it takes to make a mas-
sive improvement in intelligence. But as 1've said, Congress may be better
suited to do it.

... One of the things that has always bothered me as an analyst, and some-
thing that 1've tried to avoid doing now as a producer, is focusing on how
much money the Soviet Union is putting on defense. 1 don’t think you can
calculate it. 1'm never sure. Should we be doing dollars to rubles, or rubles
to dollars? (1 once suggested we find neutral currency; we'll convent
everything to Polish zlotys and see if we can come up with a betier number.)
I'm not sure what it tells you. 1f 1 were convinced you could get a good
GNP number for the Soviet Union, which you can’t, and if | were convinced
that you could then translate what percentage of their resources they put into
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defense, it might be interesting. The only useful commodity that you come
up with in terms of analysis is, well, what have they produced? They've got
1,398 ballistic missiles. That's an interesting number. That’s real, Now you
get into the issue of how many refires, and how many spares, but numbers
won't necessarily tell you that, Not numbers of dollars, or numbers of
rubles.

| have always found this to be a very bizarre discussion, yet it always hap-
pens. Ted Tumer said. “*“Money is how people keep score.”” Well. Congress
and the Executive both do that with the defense budget of the Soviet Union,
or they compare their budget with our budget. We're buying apples and
they're buying oranges, or we're huying beefsteak and they're buying
potatocs. Yet everyone is saying they're spending different amounts of
moncy. Of course they're spending different amounts of moncy.

1 think one of the big mistakes you cun make as an intelligence analyst, and
this is apparent even before you become a producer. is mirror imaging—
assuming that everyone is making decisions for the same reasons. You make
all these wonderfully, facile intellectual comments like, **They're all just
people. They're all just like us.*’ Nobody's like us. 1 don’t even know what
just like us’ is on the average afternoon. but you get that kind of
discussion. . ..

... Being held responsihle for keeping surprises down to zero would be
unreasonahle. A ¢ertain numher of surprises will get through. It just hap-
pens. | think the standard to which we tend to be held, of keeping people
informed on a regular husis on things we feel they need to know, is feasible,
If they’re missing something, they’ll let us know. We tend 1o hear from the
consumer when he feels that he's not getting what he needs.

... Analyzing the wisdom of huying more D-8s as opposed to MXs or Mid-

getmen is just not a function to whiclt 1'my entitled. | can analvze Soviet

forces all day. and | can lay out the

implications for the United States.

| can say, for example. if the D-5s—Navy's Indeal missie

SUViCtS are nlaking the fo“o“-ing MXs— 10 warhead l’t‘P’.l('t‘mt‘ﬂ‘ for the

buys in the next 10 years, and | e g _
= . i p Miudgeimen—low-yicld,  precision

have a pretty good sense that they follow-on 1o Minuteman

arc, these are the kinds of forces

the United States would need o

hold theny at risk. That's not the sanike ax then saying, *Therefore, buy the

13-5 and not the MX."" That’s something that all the intelligence agencies

have to keep out of,
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What happens in defense is that cach of the Services has kept its own intel-
ligence staff—a very small one, but a separate one. There you probably are
getting more of the recommendations such as, **Well, this is what we think
the Russians are going to buy at sea, therefore, we should huy this missile,
not that missile, or this surface ship or that surface ship.”” In the larger sense
of the community, we don’t do that and we can't do that. . ..

{STUDENT] 1 want to ask one question about oversight, given your hack-
ground, particularly the oversight of all kinds of intelligence operations. It
seems o be increasingly impossible for the United States 1o have both Con-
gressional oversight in its present state, chiefly for covert operations, and
covert collection activities that remain covert.

{LOWENTHAL| I don’t think that's true. | think the action of the over-
sight mechanism has worked very well. To go back to one of your points
about perception, one of the other great myths in American political life is
that Congress leaks like a sieve. Ninety percent, 95 percent of all leaks
come from the Exccutive Branch. Of course, leaks are like murder myste-
ries. The first thing you ask in a murder mystery is, **Cui bono?"" Who ben-
efits? Leaks are like that. and nost of the time it's someone in the Executive
who’s benefiting. The record of the intelligence Committees has been abso-
lutely admirable on this husiness of keeping operations that were supposed
to he secret, secret.

What's interesting is institutionally, if you read the rules of the two commit-
tees, there are very scvere penalties for leaks, such as petting thrown ofl the
commiltee, and being censured on the flour, which is something that no
miemher wants to see happen. it's worse than death. (10408, 1{9, 110-12,
113, 519, 120)

24. RICHARD J. LEVINE, Eduonal Diredtor, Data Base Publish.
"*Electronic Puhlishing for ng. [Nt fanas: & Comiplny
Business Intelligence’”

(1986, pp. 121-34)

Over the years ... News/Retrieval has grown into a very broad-based
clectronic information service, aimed not just at the stockbroker bur ar the
businessperson, regardiess of the industry in which he or she is working. ht
combines news with data, analysix, and trunsactionsl capabilies, including
brokerage services. clectronic mail, and services that allow you to make

Levine, 1986 357




e de 133UTS U WUTHIHIIANTIW dl U AWV

airline reservations and actually buy and sell retail goods. It's delivered not
only to dedicated terminals, but also to personal computers and communicat-
ing terminals over packet-switching networks.,

... Eighty-six percent of the middle managers nced or have an interest in
information about their own company, 64 percent want information about
their customers, and 54 percent want information about their competitors.
Among top executives, 96 percent were interested in information about their
own company, 50 percent about their customers, and 44 percent about their
competitors. Those findings are really confirmed in the usage patterns and
statistics thal we are seeing.

... L recall & conversation several years ago with a space salesman for a
business magazine. We had just started to offer a data base that contained
camings cstimales on thousands of companies; ! frankly thought it was of
greatest value to investors. But to my surprise he said, ‘‘That thing is just
making my life wondrously casicr and it’s contributing to my salary.”’ |
said, "‘What are you talking abow?'’ He said, “"Look. what I'm selling is
corporate advertising to companies. I check this data base, and if the stock
analysts believe that the carnings are about to soar, 1 go in and 1 tell the
exccutives of the company that they're hot right now on the sirect and they
might as well ride that wave. They ought te buy advertising and get out their
corporale message in my publication.”” Likewise, if the Wall Strect analysts
are turning bearish on the company, he turned that to his advantage too.
He'd say, ''Look. you're in trouble. These guys are going against you. They
think your carnings arc going to plummet. You're stock price is going to
hell if you don’t act now. You need corporate advertising.”’

... The uses to which this kind of information are being put are many and
varied. The same is true of sume of the transactional services that [ men-
tioned. Through a gateway arrangement with Dun & Bradstreet's Official
Airline Guide (OAG) subsidiary, we provide not only schedules and fare
information for humdreds of airlines around the world. but we also enable
you to make reservations from your terminal. OAG allows you to mtionalize
the often anachronistic pricing arrangements within the airline industry, and,
as a result, to control travel costs. When you 2o in and say, 1 want Flight
273 on this cammier,”" it lists the various ways you can muke that Dight, from
the lowest price to the highest price. The variations on that same light ¢an
be cnormous. In a disinflationary environment, this capabilily becomes an
important tool for cost control,

... Our research indicates that the guestions that the executives ask aren’l
very precise. As they get passed down the chain they get fuzzier and fuzzier.
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The real reason for the search is unclear, and the real interest of the origina-
tor of the search is unclear, and as a result, the maximum effectiveness of
these systems isn't evident. And they're spending considerable amounts of
moncy to get this information. It is much better where the ¢nd user does the
retrieval himself or herself.

... [W]e were positioning ourselves as an important source of major
national and international news cvent. That's all happened within the Jast
year ot two. [ ask myself, **But why, when people are getting live television
coverage of that?"" | think onc reason is simply that television sets are not as
accessible in corporatc offices as terminals.

There is also a desire. which we want to learn more about through focus
group rescarch, to supplement the information that is being distributed on
television with something that's not print but goes beyond the cphemeral
nature of television.

... You can start to see the future in this article that 1 brought along. It
appeared in the Buston Globe on October 16, 1983, when we were a lot smaller
than we are today. The headline read, **Shultz Has Fun With Computer,”” and
it was written by Bill Beecher, who's the diplomatic correspondent for the
Globe. It said: At the end of the interview, as the reporier was puting away
his tape recorder, Secretary of State Shultz asked if the reporter had a personal
computer on his desk, "as 1 do.”"" Tumed out each had the same brand. **You
know what 1 do with mine?’ Shultz asked. °'1 subscribe to the Dow Jones
World News Service, From time to time | scroll over reports from one part of
the world or anuther, and then 1 phone the appropriste officil to ask what he
makes of this developnsent or that.”* Obviously, in many cases he would be
asking questions on late-breaking developments iy had not even heard of yet.
It dnves them wild!.’ he said with impish glee.”

... One of the conseguences in terms of organizational structure within a

corporation is that people wha have sccess to these services and know how

to use them can bypass formal channels. The Shultz ancedote is a perfect

example. He's not waiting for formal reporting channels. He's bypassing

them. You read about this process from time 10 fime in the computer maga-

zines. An article last year on personal computing among the top executives

in a number of Fortune $00 com-

panies revealed that they were

often reaching down into the .mgh‘ -Henry Fenko-Wens, “Penonal
i e omputing af the Top, " Personal

burcaucracy with very specific Compuling, Manh 1945, p. o8

questions. With the use of interna)

and external data bases, they were
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accessing information that they'd nsver had before. They were able to
exercise much greater firsthand, direct control over operations, in some
cases leaping past three or four levels of managers, by going through the
data bases themselves and taking their questions straight to the originating
manager. In the more traditional process of passing information through the
hierarchy, that stuff geis reduced to a page or s0. The higher you go in a
corporation = 2 sznse, muybe the broader the range of the information you
get, bul also the shallower the information, because it tends to be filtered as
it rises. These systems aflow that senior level management to retain tremen-
dous contro] over access to very detailed information.

... The point in doing it [putting each day's Journal into the News/Retrieval
computer| is that no one’s coming in just to scarch that day's Journal, but
they are coming in to search the historical files with the knowledge that the
scarch is encyclopedic as of the moment they make it. It encompasses all
known knowledge, or at least all knowledge known to Dow Jones. What we
are offering is the protection that the search covers not only the historical
information, hut also all our information right up to that point. (122, 123,
124-25, 127, 128-29, 133)

T
h

JOHN GRIMES, *'Informa- Drector, National Secunty Telecom.
tion Technology and Mul- munmicatrons and burector, Defense
: . e Programs (1, NSC

tinational Corporations

(1986, pp. 135-49)

While the govemnent has had to address this issue for many years, and has
done thiups o peotect information—particulurly cntical military information—
industry has not yet accepled interveption as a threat to corporate planning,
other than those companies that are in high technology srenas. Some of the
high tech fimis have been required by law, or by conlriact, to profect certain
mformation. Acvess W computer dita bases and systens has become a major
haue. Unauthorized sccess by the Soviets to high technology data bases in the
univensities, through vanow - assoclations and exchanges, cic., will probably he
the st highly debated infomation issue over the next five yean. Technology
van lix the problem, | think, w a point. You can’t entirely stop it, we know
that; but in the main we can fix it. Yet, when you apply certain s are tech-
niques. then you deny other people access to that information, wheither for
ceomitic of fechrical reasons. It's going o he a nugor debate in Congress and
in the Fxecutive: General Stilwell is involved with it, and also Congressman Ed
Browts (1D-TX, Chairman, Govemment Operations Comnaiiee). It will pose 3
constitutional question eventually.
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(STUDENT]  There were two news items in regard to that this week. One
is that NSA's offer of endorsement 1o industry’s standardization of cryp-
tographic equipment for the private sector makes it more secure to have
industrial communications, but some also say it makes information in
socicly more available to NSA. The other item is that DoD supposedly
wants to go into disinformation on weapons or contract information in a big
way, putting spurious data into the system so as to confuse potential infor-
mation gatherers, Actually, those technigues, to deny an enemy information
and to overload him with falsc data, secem to come at the problem from two
different ends. Considering the nature of American sociely, overload might
be the more promising of the two, but difficult to carry out, { suppose.

[GRIMES| Well, the government has made no actual claim of disinfor-
mation, even though accusations to that effect have been made in the media.
I can tell you, from where I sit, that there has been no conscious decision or
policy to do that. | can’t say the thought doesn’t reside in people’s minds.
Actually, | think we're already engaging in uverload because anybody trying
to sort out the information we publish has a major task ahead of him. But if
somebody wants to spook the system, to get at corporate planning, stock
market information, or bank records, they can; you've got to look at the
various threats. There are hackers out there who have been put into jail and
arc back now as consultants to industry and to individuals. Securnity is a real
issue in information systems. All I'm saying, as a closing remark, is that it
will he the major debate in government; we can fix most of it with technol-
vgy. but I'm not sure we want to do that because we might end up denying
information to people who do need it. li's a national issue that we have
before us., and it wun't be resolved in an hour's discussion. (149)

26, B.R. INMAN. ““Tech- President and Chief Executive Officer,
nological Innovation and Microelectionics and Computer
the Cost of Change' Technology Cotporation

(1986, pp. 151-68)

(Wihat has surprised me more than anything else about the perfurmance of
industry a» compared o government in this brosd area we're discussing—
the ability to gather knowledge or intelligencz on the vutside world and then
integrate it into a decision-making process—is how poorly that is done. |
had always held the view, from my 3t years of government service, that
industry must be Tar mwre effective, fur more efficient than govemment. 'm
sure that there are many cases where that is true, but | haven’t been exposed
te a large number of thent in the past four years, (152)
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27. GREGORY D. FOSTER, Senior Fellow, Institute of National

. ; Strategic Studies, National Defense

T.h ¢ N.au.o nal Defense University (NDU); former Director,
University's Command NDU Command and Control
and Control Program™ Research Program

(1987, pp. 1-22)

When | was a consultant several years back, 1 worked on a study for the
intelligence community staff. We did an input/output analysis in which we
attempted to assess the productiity of the various ¢lements of the intel-
ligence communily, relative to established intelligence requirements. We
quickly learned that day-to-day intelligence collection and analysis deals
with the real world, with real-time things. Annual intelligence
requirements—once upon a time called Key Intelligence Questions; they're
called something clse now—Ilag well behind the dynamics of the real-world
intelligence process. In fact, they have very little impact on actual collection
and analysis.... | agree that there is a critical need for intelligence-
command feedback. The difficulty is creating an environment in which such
feedback works effectively because, typically, at the risk of over-
generalizing, policymakers don't know how to ask the right questions. (3)

28, ROBERT L. DEGROSS, Provost, Defense Intelligence College
**Teaching Intelligence””
(1987, pp. 41-59)

The demands e an intelligence person are 1o understand the political system
that he works with and the need for information, to collect information, to
analyze that information, to get some sort of product which is readable by a
decision maker, and then to disseminate that information. ... The intel-
ligence cycle is the collection, production. and dissemination of
information.

... Military attaches are collectors of military information. They are legal
representatives of this country in foreign countries who are there to collect
information. This is a recognized diplomatic activity,

JOETTINGER | .. Lets take for granted that for purposes of this discus-
sion we're not dealing with covert operations, but with the analytical infor-
mation acquisition, 1s that what your intention was?
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[DEGROSS] In fact, one of the great disagreements within the
community—I guess those people who are intelligence professionals—is
whether covert action is actually part of intelligence. There are those people
who say that covert actions arc implementation of policy decisions and,
therefore, while they are done sometimes by intelligence agencies, they in
fact are not part of the intelligence process.

... [W]e're desperately concemed about the status of languages, primarily
Third World. The government cannot and should not maintain enough
resources to provide everyone with language capability, and yet we know
we're going 10 need it. We see the reservoir of language capability drying up
on the outside, especially during the 19705 and 1980s, because of lack of
funding. Language departments are closing.

The Secretary of Defense has expressed active concem about language train-
ing for two or three budget years in a row. The President’s budget has
zeroed out funding for the Depariment of Education for foreign language
and arca study centers, and each year the Secretary of Defense sends out a
letter saying this is in the national security interest, please restore the fund-
ing. That letter makes its way 10 Congress, and Congress restores the
money. To a certain extent il’s u game that's being played, nevertheless, the
Department of Delense does recognize that language capability is an
intelligence-reluted skill, That's the phrase that's used.

Now, however, that's one level. The other level is: Can we really atlord to
maintain the language capabilitics, develop and maintain them? How much
is available in trunslation? Given the nuture of the military, the rotation of
assignments, ¢ven the foreign area officers have difficulty msintaining lan-
guage and the fact that many of the foreign arca officers were going into
positions where in fact they didn't ¢ven use the language and they lose it
Maybe Harvard might be one of those assignments.

it is very costly. obviously, to develop and maintain a language. I's some-
thing that everyone at the top gives a great deal of lip service 1o, about the
need (o have it. Whether it's aciually doable and affordahle, I'mv not sure.
One of the more promising things that has come out, though. is that some-
one uaing their head Ngured out that if the militery can’t maintain a fanguage
capability, the reserves can maintain a language capability. There are several
language reserve battalions which have been established in the United
States, so that if, in a time of emergency, like an emergency in the Philip-
pines, we find out that there are no Tagalog speakens, the reserves ane used.
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... There is, | think, an obviocus recognition and an obvious commitment
that an attache who goes to a country has to have the language. If that is an
intelligence function then | think that’s understood. ) think there’s a genuine
recognition that an analyst who has a language capability for the country
he’s dealing with is probably a better analyst, because he understands the
cultural milicu and is able to read journals and pick up the nuances. Whether
that is attainable, maintainable and cost effective in the government today is
debatable. Obviously, it's cnitical for 4 National Security Agency to have the
language capabilities.

Language therefore is very important. It's one |issuc| which | and many
other people spend a lot of time thinking about, because we're concerned
about the future. But intelligence managers. managers of analysts, tend to
think about their daily prohlems, not about their future problems, and they
don’t want to build, necessarily, a capability that they might need for S, or
10, or 15 years from row. To tell people that they really ought to have one
Swahili speaker is very hard when they know their budget comes for certain
types of intelligence. They know that their immediate problems are this and
that, and it’s very difficult to get them to send someone out for a long-term
study of Swahili or some other language.

... The opportunity that fuces defense intelligence is the new missions that
are coming. The role that defense intelligence is going to play in arms nego-
tiations. When Mr. Gorbachev decides. for example. that he is going to
offer to hargain on weapons in Europe, the questions that get asked are:
**What are the weapons? How many? What does thut mean to us?”” That can
nican collection. It's an analysis of their capabilities, our capabilities, and
then help duning negotintions. | think one of the things we see is that intel.
ligenee is taking a front line in ferms of arms negotiations, That's something
that's new. It's not new that we're having arms negotiations, but the direct
involvement of intelligence in this process is new. Verification is going to
be one of the issues: Who is verifying intelligence?

... Second, | guess the role for defense intelligence that's relatively new is
terrorism—<combating terrorism. It's very hard because you don’t have a
defined encmy. You have an enemy bul you're not surz who they are. They
don’t ulways wear unifoems. When you find out abuut them, they're proba.
bly so far down the line that it's the ones You don’t know about, the small
groups that have splintered from a Jarger group. that very ofien can be men-
acing. IU's a new type of encmy with a new type ol threat. We're trying v
figure vut how to prepare people to deal with counter-termonism analysis.
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The third, which | mentioned carlicr, is narcotics. Those three are kind of
new challenges to prepare people for. For example, with the counter-
narcotics, that is not necessarily a military intelligence function, but military
intelligence may provide some sort of supporting mechanism. We certainly
are providing some training right now, and that training is something which
has been defined as doahle by the Department of Defense. The great diffi-
culty, as 1 see it, is the problem of evidence. Within the narcotics field indi-
viduals have to be brought into a count of law and then there is the whole
avenue of where you found out your information, and that gets into the
whole issue of sources and methods. There are some problems which have
not yet been worked out legally, but yet we can provide analytical training
which will be very helpful, (42, 43, 46-47, 55, 56)
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Seminar Speakers

Dr. Archiec D. Barrett was a member of the professional staft, House
Armed Services Commiltee af the time of his presentations in 1985 and
1987. A retired Air Force officer, he has extensive experience in NATO
general defense, nuclear and logistics plans and policies; Air Staff long-
range planning, concepts, and doctrine development; and tactical and strate-
gic flight operations. Dr. Barmrett's book, Reappraising Defense Organiza-
tion, was published in 1983 by the National Defense University Press.

Dr. Richard S. Beal was Special Assistant to the President for National
Security Affairs and Senior Director for Crisis Management Systems and
Planning at the time of his presentation. Prior 1o joining the White House
staff, he was an Associate Professor of Enternational Relations and Political
Science at Brighum Young University. Dr. Beal had exiensive research and
teaching experience in Southeast Asia, the Far East, and Europe and contrib-
uted widely to general, scholarly, and governmental publications. He died in
1984,

Mr. Stuant Branch had recently completed his service as Assistant Secretary
for Communications in the Department of State o the time of his presenta-
tion. In his career with the depantment, Mr. Branch served as Chief of the
Conimunications Facilities Statl, African Operations Officer. Communica-
tions Officer for the Anwrnicun eribassies in Saigon and Mexico City, Chief
of the Conimunications Center Division, and Exccutive Officer for the
Office of Communications.

Mr. Leo Cherne was Vice Chairman of the President’s Foreign Intelfigence
Advisory Bourd, Executive Director of the Rescarch Institule of Anwrica,
and Chairman of the Lawyens Cooperative Publishing Company at the time
of his presentation. A recipient of the Presidential Medal of Freedom in
1983, Mr. Cherne has abwo been awarded the Legion of Honor by France
and the Comniander's Cross of the Order of Merit by the Federa! Republic
of Germany.
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Mr. William E. Colby was Counsel with Reid & Priest at the time of his
presentation. Earlier, he served as Director of Central Intelligence under
Presidents Nixon and Ford.

Dr. Robert Conley was President, Conley & Assuciates, Inc., a consulting
service, at the time of his presentation. He had served previously as Deputy
Assistant Sccretary for Advanced Technology and Analysis and Acting
Assistant Secretary for Electronic Systems and Information Technology,
Department of the Treasury. Prior to then, he was the Navy's Chief Scientist
for Command and Control Programs, service which followed 18 years in
various assignments with the National Security Agency.

Licutenant General John H. Cushman, US Army (Ret.}, was a management
consultant at the time of his presentaticn. During his military carcer, Gen-
eral Cushman served as a commander and staff officer. culminating in major
commands in Vietnam and Korea, as well as stateside command of the
Army’s Combined Arms Center and a tour as Commandant, Command and
General Staff College. His book, Command and Control of Theater Forces:
Adeguacy, was published by AFCEA International Press in 1985.

Mr. Harold Daniels was Deputy Director for Information Security of the
National Security Agency (NSA) at the time of his presentation. He entered
cryptologic service in 1954 as a Navy communications technician serving at
NSA and joined the NSA staff in 1957. During his carcer he has held senior
management positions in both SIGINT and COMSEC disciplines, including
assignments as Director of Civilian Personnel, and Chief, Asia and Pacific
Analysis Group.

Dr. Robert L. DelGross was Provost of the Defense Intelligence College at
the time of his presentation. He has served on the Advisory Board 1o the
Depanment of Education on Intemational Education and on the DoD Uni-
versity Forum on Languages and Area Studics. He has also held academic
appoiniments in history at the University of Maryland and at Miami Univer-
sity. He has published on the military-academic relationship and on the rela-
tionships between education and wark. He has traveled and lectured
extensively both in the United States and abroad.

Dr. Richard ). DeLaver was Under Secretary of Defense for Research and
Engincering and, later, President, Orion Group Limited, a consulting firm,
at the time of his presentations in 1981, 1982, and 1985. Previously, at
TRW Inc., Dr. Delaver was responsible for System and Energy activitics.
He was also director of the Ballistic Missile Program Management and
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director of the Titan ICBM development program at TRW. Dr, DelLauer is a
member of several technical socicties and co-asuthor of two books on nuclear
rocketry.

Captain Fred R. Demech, Jr., a career cryptologist with the US Navy, was
assigned to the National War College at the time of his presentation. During
his career, he has held such varied positions as Special Assistant and Per-
sonal Aide to the Director for Command Support Programs on the staff of
the Chief of Naval Operations; Executive Officer of the Naval Sccurity
Group Activity in Winter Harbor, Maine; Exccutive Assistant for two con-
seculive directors of the National Security Agency: and Deputy Comptroller
for the Naval Security Group Command and the Cryptologic Officer Detail
at the Naval Military Personnel Command. He also served as Deputy Execu-
tive Director and then Exccutive Director of the President's Foreign Intel-
ligence Advisory Board from 1981 to 1984, and later as Commanding
Officer of the US Naval Security Group Activity in Edzell, Scotland.

Licutenant General Hillman Dickinson, US Anny. was Director for Com-
mand, Control, and Communications Systeins, Joint Chiefs of Staff at the
time of his presentation. He saw service as a commander in Vietnam, but
the backbone of his carcer has been technology: nuclear test detection sen-
sors, combat support systems, target acquisition intelligence, and electronic
warfare. He was the finst commander of the Army’s C* Research, Develop-
ment, and Acquisition Command.

Dr. Gerald P. Dinneen was Corporate Vice President, Science arxd Technol-
ogy for Honeywell, Inc. at the time of his presentation. He was Assistant
Secretary of Defense for Communications, Command and Control, and
Intelligence during the Carter Administration. His background lies in MIT's
influential Lincoln Laboratory, one of whose prime contributions to modern
techrology was the pioncering Whirlwind computer: Linceln was also the
birthplace of the long-lived SAGE air defense systein.

General Richard H. Ellis, US Air Force (Ret.). had recently retired from his
position as Commander in Chief, Strategic Air Command when he gave his
presentation. General Ellis began his career as an aviation cadet in World
War 11, rising to Deputy Chicf of Staff. Far East Air Forces before the war's
end. He was Yice Commander in Chicf, USAFE and commanded the 6th
Allied Tactical Air Force, Allied Air Forces in Southern Europe, the 16th
Air Force in Spain, Allied Air Forces Central Europe, and Ninally USAFE
itself. lle directed the Joint Strategic Connectivity Staff at Offutt Air Force
Base from its founding in summer 1980 until his retirement and directed the
Joint Strategic Targeting Planning Staff, also at Offunt.
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Licutenant General Lincoln D. Faurer, US Air Force (Ret.), is a former
Director of the National Security Agency, and Chief, Central Security Serv-
ice, Fort Mcade, Maryland. General Faurer's extensive military career
included service as Deputy Chairmar of the NATO Military Committee in
Brussels, Belgium und Director, J-2. for the US European Command in
Vaihingen, Germany. He has worked several times for the Defense Intel-
ligence Agency, most recently as Vice Director for Production. General
Faurer is also the recipient of numerous decorations and awards. including
the Distinguished Service Medal, the Defense Superior Service Medal with
one oak leal cluster, and the National Intelligence Medal of Achievement.

Dr. Greg Foster, a former Army officer. was a Senior Fellow with the
Institute for National Strategic Studies. National Defense University at the
time of his presentation. As finst director of the university’s Command and
Control Research Program, he sought, through a variety of rescarch, puh-
lishing. and educational initiatives, to focus the attention of the national
security community on a reconceptualization of conmntand and control. Dr.
Foster previously served as Director of Research and Manager of Wash-
ington Operations for the Foreign Policy Research Institute, and hefore that
as Director of the Center for S2curnity and Policy Studies, Science Applica-
tions, Inc. lle is co-author, with Adam Yarmolinsky, of Paradoxes of
Power: The Military Extublishinent in the Eighiies: his most recent book,
The Sirqregic Limension of Military Manpower, co-edited with Alan Ned
Sahrosky and W lliamy J. Taylor, Jr., was puhlished in 19X7.

Mr. John Grimes was Director of National Security Telecommunications
and Director of Defense Prograns (C') for the National Security Councit at
the time of his presentation. In previous assignments, he scrved as Deputy
Manager of the National Communications System, from 1981 (o 1984, and
ax Assistant Deputy Chiet of Staff for Operations and Plans, US Aray Com-
munications Command. from 1973 1 1981, Earlier, he was Deputy Diree-
tor. Communications Engincering Directorate, and Chiel of the Command
and Contrel Division of the Test and Evaluation Directorate, US Army
Communications-Electronics Engineering Installation Agency

General Robert T, Herres, US Air Force, the tint Vice Commander of the
Juint Chiefs of Staff, was Conmpander in Chief of the Nonh American Aero-
space Defense Commiand (ICINCNORAIY at the tine of his presentations.
As CINCNORAD, he also served as 1int Commander in Chicf of the unified
US Spawve Command, Commander in Chief of the Acrospace Detfense Com-
mand, and Commander of the Air Forve Space Connnand. Priur to that he
was Directr for Command. Control, and Communications Systenis in the
Office of the Juint Chiefs of Staff. General 1lerres has alvo commanided the
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Air Force Communications Command, Eighth Air Force, and served as
Chief of the Flight Crew Division with the Manned Orbiting Laboratory Pro-
gram. He has held numcrous other posts in the ficlds of intelligence, com-
munications, and systems development and acquisition.

Rear Admiral Robert P. Hilton, US Navy (Ret.), was President, Hilton
Associates, a consulting firm, at the time of his presentation. He has been a
consultant 1o the International Planning and Analysis Center, Inc., the Cen-
ter for Naval Warfare Studics, the US Naval War College, and the Imstitute
for Defense Anaiyses. Before his retirement from the Navy, Rear Admiral
Hilton served as Vice Director for Operations. Joint Chiefs of Stalf, and was
responsible for supervision of the National Military Command Center and
Special Operations Forees. He also served as Deputy Director, Plans and
Policy, Joint Chiels of Stalf. and as Deputy Assistamt Chiel of Stalf, Plans
and Policy for SIHAPE, Mons, Belgium.

Professor Samuel P. Huntinglon was Director of the Center for Interna-
tional Affairs at Harvard Univemnity and Eaton Professor of the Science of
Government at the time of his presentation. One of the foundens of the quar.
terly journal Foreign Policy, he was its co-editor for seven years. Mr. Hunt-
ington served as Coordinator of Security Planning for the National Security
Council, the Policy Planning Council of the Department of State, the Office
of the Sceretary of Defense, the Institute for Defense Analyses, the US Air
Force, and the US Navy. He is the author of numerous scholarly articles and
coauthor of several books, including Living With Nuclear Weapons, puh-
lished by Narvand Univensity Press in 1983,

Admiral Bobby R. Inman, US Navy tRet.) made three prescntations
between 1980 and 1986, In 1981, he became the fint Naval Intelligence
Specialist to attain four-star rank when he was promoted to Admiral coinci-
dent with his appointnyent as Deputy Director of Central Intelligence. From
1977 w0 1981, he directed the National Security Agency, following two
years ax Director ol Naval Intelligence. 1le was appuinted President and
Chiel Exceutive Officer of Microclectronics and Computer Technology Cor-
poration in 1983, His volunteer activities include serving as a director of
The Atlantic Council, the Council on Forcign Relations, amd the Rickover
Foundation; 3 truatee of the Brookings Institution and Suuthweatern Univer-
sity; and a member of the National Acadenty of Public Adminiatration, The
Trilateral Commission, and the Defense Scienve Boand.

Mr. Dunald C. Latham was Assistant Scoretary of Defense, CY, at the tinwe
of his presentation. He also served as Deputy Under Secretary of Defense,
CY, in the Office of the Under Secretary of Delense for Rescarch and
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Engineering. Previously, he was Division Vice President, Engineering, at
RCA Government Systems Division, where he reviewed and ecordinated
engincering activilies in various tactical, strategic, and space systems for the
military, NASA, and other government agencies. Mr. Latham is also the
author of two books and numerous technical papers, and a contributor to
many DoD) engineering studies and proposals.

Mr. Richard Levine was Editorial Director, Data Base Publishing, Dow
Jones & Company, at the time of his presentation. In that capacity, he was
responsible for the editorial output of Dow Jones's Interactive Information
Services Division, which produces Dow Jones News/Retrieval, a videotex
service, and DowPhone, a audiotex serviee. Before moving into electronie
publishing. Mr. Levine spent more than 14 years with The Wall Street Jour.
nal, serving as a general assignment reporter, labor editor, military corre-
spondent, and chief cconomic writer and front-page columnist.

Mr. Jumes R. Locher, 111 was 2 member of the professional staff and senior
staffer Tor the Subcommittec on Projection Forces and Regional Defense,
Senate Committee on Armed Services at the time of his presentation. From
1985 to 1986, he dirccted the bipartisan stafl effort that resulted in the Gold-
water-Nichols DoD Reorganization Act of 1986 and was the principal author
of the study Defense Organization: The Need for Change. Previously, he
wits (he Senior Committee Adviser on Intemational Security Affairs, respon-
sible for force projection programs, including airlift, scalift, amphibious
warfare, and rapidly deployable forces. In sdddition, he has held several posi-
tions in the Office of the Assistant Secretary of Defense for Program Anal-
ysis and Evaluation and served us Executive Secretary of the White House
Working Group on Maritinie Policy, Exccutive Office of the President, an
effort that resulted in the Merchant Manne Act of 1970

Dr. Mark Lowenthal was Acting Director of the Office of Stratepic Forves
Analysis, Bureaw of Intelligence and Rescarch, Depanment of State at the
tinie of his presentalivn. In that capacity . he was respunsible for intelligence
and analysis of issues pertaining to nuclear arms and Soviet activities,
providing overaft intelligence support to US amis coatrol negotiators, and
designing new products for use by policy miakers. In 2 previous assignment,
he was a speciatint in aational defense lor the Library of Congress’s Con-
gressional Research Service, heading the Furope, Middle East, and Africa
Scction. Prioe to that, he was a Forvagn Affain Officer in the State Depan-
ment’s Office of Policy Analysis, Bureau of Politico-Military Affains, and
wins a nemher of the Consolidated Veritication Groep. He is the author of
U.N. Intelliyence: Evolution und Anatomy {1983), and of many arucles and
coagressional studics oa intelligence related issues.
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General Robert T. Marsh, US Air Force, was Commander, Air Force Sys-
tems Command (AFSC) at the time of his presentation. His porifolio
includes involvement with ballistic missile development and command of
the Projects Division in the Directoraie of Space in the Pentagon before he
returned to the AFSC as Deputy Chicf of Staff for Development Pians. He
commanded the Electronic Systems Division for nearly four years before
being appointed Commander, AFSC in 1981.

Mr. Rodney B, MeDanlel was Exccutive Secretary of the National Security
Council {NSC) at the time of his presentation. As the administrative head of
the NSC staff, he was responsible for the day-to-day functions of the inter-
agency NSC process and providing direct support to the President and the
National Security Advisor. He joined the NSC in 1985 us Special Assistant
to the President, becoming the Senior Director of the Crisis Management
Center, where he developed crisis procedures, systems to support decision-
making, and emergency preparedness plans. Whilc in the US Navy, Mr.
McDaniel helped drafi the Defense Guidance document that laid out the
hasic strategy for program planning, led a National Security Council:
directed study of Navy force requirements, and commanded a guided missile
cruiser. He also served as Chief of Staff to the Communder of the Seventh
Fleet. with responsihility for day-to-day operational direction of all Navy
and Murine Corps lorces in the Western Pacific and Indian Ocean, and as
Deputy Commander/Comptroller of the Navy's Shiphuilding Command.

Licutenant General Clarence E. MeKnlght, US Army. was Director for
Command. Control, and Communications Systems, Organization of the
Joint Chicfs of Statf at the time of his presentation. Prior to that assignment,
he was Conmanding General, US Army Conmwunications Command, a
global responsibility covering 1,400 insallations with a total of 33,000 per-
sonnel in 14 countries. He also served as the Commandant of the Signal
School, the largest technical training center in the Army. His Army career
has included asxigniments in the tactical, strategic, systems engineering, and
rescarch ard developiment arcas.

Mr. Bavid MeManis was the National Intelligence Otficer fur Warning and
thirector of the National Warning StatT at the time of his presentation. He
was aho president-elect of the National Security Agency’s Computer and
Information Scicnces Institute. Previously, he had heea Chief of the Policy
and Management StalT at the Telecommunications and Computer Services
Dircctorate where he was iesponsihle for liaison and support to both the
House and Senate Intelligence commitiees amd the Exceutive Office of the
Presidem. Prior to that, Mr. McManis worked for the Nationat Sceurity
Agency which he joined originally as an Arahic Voice Transcriber. From
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1969 10 1974, he was director of the White House Situation Room and a
member of the senior staff of the National Security Council, providing the
President ond his Assistant for National Security Affairs with current infor-
mation on intemational events,

Licutenant General Thomas H. McMullen, US Air Force, was Depuly
Commander, Tactical Air Command at the time of his presentation. He has
served the Air Force in system acquisiiion and tactical aviation—flying
fighters, secing command and control work as a forward air controller in
Vietnam. He has been a test pilot, worked in R&D, been associated with
Gemini, Apollo, and the B-1 bomber and the A-10 attack aircraft, and seen
systems from the acquisition side as well.

Mr. William G. Miller was Associate Dean and Professor of Intemational
Politics, Fletcher School of Law and Diplomacy, Tufts University at the
time of his presentation. His career in the Foreign Service brought him from
carly experience as a political officer in Iran to service as a presidential
emissary under President Carter in a 1979 mission that contributed to the
release of the first group of lranian hostages. Along the way, he rose from a
staff position 1n the Senate to stafl director of the Senate Special Committee
on National Emergencics and Delegated Emergency Powers, and then to
equivalent poc tions on two Senale select commitiees investigating the US
government's intelligence activities. The first, the Church Commiltee, cre-
ated the second, the Senate Select Committee on Intelligence. in May 1976,
and in doing so brought about & new cra of intelligence oversight and a
rigorous system of accounting for all intelligence activities.

General William E. Odom, US Army (Ret.). was Military Assistant to the
Assistant to the President for National Security Affairs at the time of his
presentation, He subsequently served as Director of the National Security
Agency. He is widely recognized as an authority on Soviet military strategy.

Mr. Lioncl Olmer was a member of Paul, Weiss, Rifkind. Wharton & Gar-
rison, an inicmational law firm, at the time of his presentation in 1986. He
had previously serve:! as Under Secretary for International Trade, US
Depantment of Commerce, where he headed the International Trade Admin-
ixiration, an organization of more than 2,000 persons located in 48 US cilies
and 124 posts overscas. In this position, he managed the trade promotion,
export control regulations, and trade laws of the US government. From 1977
tw 1981, he was Director of Intemnational Programs for Motorola, Incorpo-
nied, where he developed imternational trade strtegies, with emphasis on
the opportunities created by the Multilateral Trade Negotiation Agreements.
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He also served as Executive Secretary of the President’s Foreign Intelligence
Advisory Board, a position he had left just prior to his 1980 presentation.

Mr. James M. Osborne, former Senior Vice President, E-Systems, Inc.,
was retired at the time of his presentation. His background includesactical
development for the US Army Signal Corps and 19 years with RCA, during
which he rose to Vice President and General Manager of the Government
Communications and Automated Systems Division. His career culminated
with his Senior Vice Presidency at E-Systems, where he served as Group
Exccutive for the company’s Production Electronics Group and General
Manager of the ECI Division.

General Lee Paschall, US Air Force (Ret.) was a consultant at the time of
his presentation. Before retiring from the military, General Paschall directed
both the Defense Communications Agency and the National Communica-
tions System. That mammoth management job gave him a firsthand basis for
jndging how CI is applied in daily reality—political, operational, technical,
human.

Vice Admiral David C. Richardson, US Navy (Ret.), was a consultant at
the time of his presentation. He spent his carcer in the Navy in a variety of
command and staff positions, including command of the Sixth Fleet in the
Mediterranean and deputy command of the Pacific Fleet. Since his retire-
ment, he has served on the Defense Intelligence Review Panel, several
panels of the Defense Science Board, the Navy Space panel of the National
Academy of Scicnces. and the C*I panel of the Naval Research Advisory
Commiittee.

Mr. Charles Rose was a US Representative (D-NC) at the time of his pres-
entation. He served as Chairman of the Policy Group on Information and
Computers, was active in computer and television service to the House as a
member of the House Administration Committee, and was Chairman of the
Subcommittee on Oversight and Evaluation of the House Permanent Select
Committee on Intelligence.

Major General Robert A. Rosenberg, US Air Force, was assigned to the
National Sccurity Council at the time of his 1980 presentation;when he
made his second presentation, in 1984, he was Vice Commander in Chief
for the North American Aerospace Defense Command (NORAD) and
Assistant Vice Commander for the US Air Force Space Command (SPACE-
COM). A ¢raduate of the US Naval Academy in Annapolis, General Rosen-
berg holds a master’s degree in acrospace engineering from the Air Force
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Institute of Techuolegy and is a graduate of the Industrial College of the
Armed Forces, Washington, D.C.

Mr. Charles W. Snodgrass was Vice President, Financial Planning and
Management, Electronic Data Systems Cerporation at the time of his presen-
tation, He is a former Assistant Secretary of the Air Force for Financial
Management. During his career with the Federal government, he moved
from the Office of Management and Budget through the congressional staff
to a cabinet-level office, gaining a view of the federal budgetary process
which is both broad and deep. During that time he was associated with many
aspects of € acquisition, inctuding a successful strategy tn protect Air
Force interests in defeating an automatic data processing hill in the Senate,
and development of neans of Congressional oversight of the US intelligence
community during his years as a staff assistant to the House Appropriations
Commitice's Defense Subcommittee.

Licutenant General James W. Stansberry, US Air Force (Ret.), had
recently retired from command af the Air Force's Electronic Systems Divi-
sion when he gave his presentation. His military decarations and awards
include the Distinguished Service Medal, the Legion of Merit with onc oak
teaf cluster, the Air Force Commendation Medal, and the Army Commenda-
tion Medal. His military carcer spanned nver thirty years during which he
worked in such diverse ficlds as air science, nuclear safety, atomic energy,
and defense procurement. Among the positions he held were Deputy Assist-
ant to the Secretary of Defense (Atomic Energy), Deputy Directar of Pro-
curement Policy far the Air Staff at the Pentagon. and Deputy Chicf of Staff
for Contracting and Manufacturing, Air Farce Systems Command at
Andrews Air Farce Base.

General Richard G. Stilwell, US Army (Ret.). was Deputy Under Secretury
of Defense for Policy and, fater, Chairman of the Dol Security Review
Commission at the time of his present.tions in {982 and 1985, s military
career spanrned 39 years and £4 campaigns in three wars. He was Deputy
Chief of Staff for Plans and Operations of the US Army, and held numerous
other commands and posts. General Stilwell's many awards include the
Department of Defense Distinguished Service medad, the Army Dis-
tinguished Service Medal with three ok leaf clustess, and the Purple [lean.

Mr. Raynwond Tate was President. Raymond Tate Associates at the time of
his presentation. He had previously served as Deputy Assistant Secretary of
the Navy and Deputy Dircctor of the Nationa! Sceurity Agencey. $lis unique
background ranges from the enviroament of the White tfouse basement to
the vutside world—-with vertical integration from the nationat leadenhip to
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the *‘grunt”’ in the field. He has weathered a number of national crises, has
had experience in both command situations and intelligence, and thus offers
a valuable personal context on national affairs.

Dr. W. Scott Thompson was Director of Programs for the American
Security Council Foundation, President of Strategic Research Associates in
Washington, D.C., and Consultant to the Department of Defense at the time
of his presentation. He is a member of the permanent faculty of the Fletcher
School of Law and Diplomacy at Tufts University as well as an Adjunct
Professor at Georgetown University. He has been a Visiting Fellow at Har-
vard University’s Center for International Affairs, Visiting Research Pro-
fessor at the University of ti.~ Philippines, and Visiting Research Professor
at Chulalonkom University, Bangkok. His non-academic positions include
two years as the presidentially appointed Associate Director of the United
States Information Agency. a year as Assistant to the Secretary of Defense,
and two years as Consultant to the US Navy. He has written or co-edited six
books on foreign relations.
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The Information Management Marketplace
Eugene B. Lotochinski

Ideology and National Competitivencss
George C. Lodge

C3I: A National Security Council Perspective
Rodney B. McDanicl

Making Intclligence Better
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A Consultant’s View
Richard D. DeLauer
A View from Inside OSD
Dorsld C. Latham
A CINC's View of Defense Organization
Robert T. Herres
Roles of the Joint Chiefs of Staff in Crisis Management
Robert P. Hilton
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