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UBSTRACT

The goal of afficient manageneat 3f an :rcanizatior.s

information resource can be accomplisaei throujh the imple-

meatation ar. use of a data dictionac. rhis thesis defines

the structure and funztions of a iata diztionary anJ

an lyzes the attempt of th- Natioaal Bureau of Standards t3

promulgate a standard software spezifiz:ation f.r use in the

evaluation and selection of data dictionaries in the federal

government. Criteria for the "ilea" data diztionary art

developed based on the role a diztionary can play in infor-

mation resou:ze nanageaent and ace tLen used to evaluate

f3ir commercial data dictionary pi~ZKes. Finally, some

ideas concerning possible applications for data dictionary

te:hnology are presented.
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I. THE NEED FOR A DATA DIZTIONARY

A. BACKGBOUND

One of the most important resources of an Dr.anizatioi.

and one that is too often overlooked is data. People,

doLlars, zaterials, and tiue are usually well controlled and

budgeter, vet the data about an ocjanization and its opera-

tions is often managed haphazardly, if at all.

DataLasE technology has made possible th2 storage and

processing of an organizatiii's data as an inta rated whole

ani allows the sharing of that processed data, or infcrma-

tion, througiout the organization. A database mana,.ement

sy stem (DBMS) acts as a librarian for the database, storing

and retrieving data according to a particular format

[Rf. 1]. However, a DBMS does not aecessarilf provide for

the security, integrity, a=countability, or maintainability

of data. These objectives are nest acaieved when a data

diztionary is used in conjunction with the DBMS.

Simply stated, a data dictionary is a central repository

of descriptive data about the definition, characteristics,

location, and usage of the data foan in an orjanizatio,. A.

fully utilizel data dictionary will control the collection,

maintiiance, and retrieval of this Lita. For example, if

the aircraft carrier J.S.S. 2Dnstallation aai a data

di-ctionary, it would be possible to asK *iestions such as

What type of data is contained in a "controlled

Eguipage rec .rd?

iow many programs use the "Persoanel" file?

Which departments receive the 'Ammunition Iransaction"
report?

What is t.e relationship between "Envntory Item" anr
"' eorder Point"?

9



i n w..cf. r C:)r1 I :-s th-s field "Sorziil Secu:ity Nmnber"
E o ui I ?

(Who is -iut hriz to) update t he "EedrrS t at .s"
Aeld ?

d'-at is thE Canje of valaes for 'Readiness Status,, lita?

,n whilc. datiabase is the "Frevenitivq laiatienance"l file
C ourd

Th:)e who will benefit ffo~m the aaswacs t:o t-iaso 'Jsti:ons

in:Ilude not anly the ship's, data aininistcator, but a'-so

PZ7rdMM(rS, 3yst2nMS IeV2"L3PM~cat DerSOnnel, iataI processin-i

staff, auditors, and, most impoctaat, ead asers at ever,,,

l~1of the Drganization.

Even thoujh iata dictionary sDftdare has oeen availd!)le

coiercially since 1970 and the advanitages ind Lenerfits

associate-! witb data d i =t Ainarie3 are widelyreori&

most organizations radve LterL slow to i.iplterent taem, and th?

D2artnert of" Defense is a:) exception. .1 recent study b

the colamtt; e on Pevi-ew of Navy Lon-Rae Automatic Data

Processin~g Plann~ing (Ref. 2] points out that

7irtually every action by a cozmaniec, minigier, or
idministrator in the Navy, as ia any large organization,
involves tha azluisition and inlarstaainag of informa-
tion: infrcation aboit the or anization, about its
status, aLoit its resources abaa its env roameat. H, s
actiozas usu~ liv resut in e cceation andprulair
o1- pol; iies aL5 directives: that is, inLorMAtiI:n frr
sutordInates, peers, or superiors.

If it is true that "the beaiefit derived from a dictionar- is

IF proportional to the size of the diztionairy itsalf," [Reff. 31
th2 military 3tanis to gain i grea-t deal from tlie impleaen-

tation of 'data d~iza~~

At present, there is no zonsensus ia zampating litera-

*t'ire ab)out cxictly what a data dir;tio)nacy should do or what

kiid of data iictiondry is nest for a partizular ovgar11za-

tion. 71.eL -ice mciny Ii fferent data di::t iona:yv packa jes o

t,-i Oark(2t fC:in Wlicll to ZmooJse; nost of thiesa nave similar

01



I na- u da cu d .. :i aw . -, g t o i. L;-

(, tn tJlt Ai ~t s 5,)v r n.1 !2a t I, a ~ o:~ S J, d 13 L~ L J

has i"dent fi: K stan'dards Eoc data IL: ti~nacLw? L -i.

:nsufrmatiori orz~ssirig Stana.rds p-:omiLg-tteJ 1 i t n - N at io)na I
Dureau of Standarls. .kn understizling of tnesq ftanlicds

gan o.10f the finz;tions an-d obj -cti~es af a Tha Jdicti o. ar . 0

w iLlI p ro v i It the reader with a uAsis on niz to evalat-

duta diLti3.-.ay pacca.3es and to u.52 taeo cet v

B. PURPOSE OF T HE THESIS

~e b'elieve that i t Is inoortant for -qanajcr[s in th e

military to aaderstana what a data iiztionary Ls and di~at iLt

can do to help an oryarnization manage its data. 'h,,11s , t X-t,

6 purpose of tnis thesis is to prviie tae r2ader With a,

unlerstandin;g of tiue striarture and Euntloris of, a d1ata

di:-tiondry, B.idelines for tihe evaLaatior a,_7 feeto a

data dictionary, and an analysis of several z-onmercial 3.ata

dir-t-onary proluzts. e will shod the reader how the

maaagement of an organization's data resourze ::an- Le accoz-

p'i shed by maeans of a data dictionary and will reco:=en",

ways foz the role of the lata dictionary to ~o3xpan~d.
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II. THE ANATOMY OF A DATA DLZTIONARf

A. INTRODUCTION

Because data dictionary technology is a new and continu-

ally evolving field, it suffers from a LacK of consistency

in its termiaology. The many texts and articles o. the

subject and tae various commercial data dictionary prodacts

use a wide variety of differing terms. The data dictio.ar

itself is known as a data dictionary/iirectDry, a data

dictionary system, or an information resoarce managenent

di-tionary. :n order to pcoviie a base of reference for tne

renainder of this thesis, we will present Oa own set of

definitions distilled from our references.

Data dictionaries run the gamit from maanaal, on-paper

systems to highly sophisticated software and can be usel

both in database and non-latabase envi.rnments. We will

discuss automated data dictionaries only as they relate to a

database, where they have the most to offer the potential

user.

In order to assess the benefits of a data dictionary, it

is necessary to understand how a data dictionary is orga-

nized and what its capabilities are. d data diictionary does

not contain the actual data that constitut is an organiza-

tion's database; instead, it is itself a ctiOase called a

metadatabase that contains netadat_, or data about the data-

base data. Two types of metadata are found in a data

dictionary. Jictionary metalata tells what data exists, the

origins of the data, the attributes the data nay have, how

and by whom tae data may be used, whit the structure of the

data is, and what the relationships between the data are.

Dicectory Letadata tells where the data is loated, how it

Si

12

0



cal be accessed, and what its physical representation within

the computer is. Together, these two types of metadatA

D ATAr

I Ii
-rI I

SI DATTDAT

DI4rONAR

I ~ ~ -- ----- ------ccs Rpesnato

'T -- - - - - T T
I Data DItEuruRY I

METADAtA METADTA I

_______- -- ------------ ------------ j
FgDat Present D i Data iatdation I
tData Origin 2lAccess lodes o
-aAttributes f Physi esl e
s Security/Access Reprsentation alData StructureI

Relt ti on sh tps

II
Figure 2. Types of Data Dictionary (etadata

prdvide the means for accessing ad zostnolia the data ia

the database. Figure 2. ilustrates this division af
me ta data.

Data dictionaries fall into tw o catbul oies--feet

stinding and DBMS-ependent. Figure 2.2 sh.Ds a sartial

listing of some commea ial dth ditionicy packages

acordin to type. A fr.e-stadin dath i :ftionary (aso

called indep.nent oF stand-alone) i not tied to a. n"

ptaticular database management system DBMS). It manages
data by utilizing software routines built Lato the idta

di:-tionary package and thus is not dependent 3n D.IrS soft-

wace. This independence provides fle xibility: a free-

standing data dictioriary Can have the -capability to support

more than one type if DBIM. However, this flexitility is

gained at the :ost of luplication of Jita iescriptions in

the database and the data lictionacy .

13



-- - - -------- - - ----- - - - - - -

Free-standing Data Dictionaries

DATA C&TALO3UE 2 11974) I
- 3ynergetus -orporation IDATA DTSIGNER (1975)
- atabase Desin, Inc. |

I PEIDE-LD31K (1974)1
- 4. tcyce & Ass3ciates, Iaz.

DATAMASA3ER (1975) r
- lanagement Systems S ?rogramming, L7)

DBMS-Dependent Data Dictionaries

Software AG of North kmerizi, In:.DATA DICTIONARY/DATACOM (1979)
O 1.p% ied Data Research (A) I I

OEACLE M193)elational Software rn.j
DB/DC DATA DICTIDNARY (1914

-International Business lahines

-IC fodita Systems, Inc.

Figure 2.2 Free-standing and Dependent Data Dictionaries

A DBMS-dependent data dictionary (also called merged or

itegrated) is a component of a specific &atabase management

system; it uses the software facilities ivailaole within the

DBIS to manage the data in the database. This type of Jata

dictionary minimizes redundancy and limits tie number o:

possible errors because data descriptions exist in only one

place, in the data dictionary. It ilso benaEits from the

sophisticated backup and recovery facilities of the D2MS.

A data dictionary is also described as having active or

passive interfaces or a combination of the two. An inter-

faze is a series of commands which connact the data

dictionary with other software such as zompil-rs, operating

* systems, report generators, and other programs. .e lata

di tionary sappocts these applications by pcoviiing tne

metadata that is recuired for their execution. An active

1
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data dictio.nry is one ia whicht information Ls created,

a zzssed, or moified through tae data dictionary inter-

fazes. New or changed metadata is automatically updated and

stored in thB data dictionary. This is not true of a

passive data dictionary: when new m.tadata is generated,

the data dictionary may or may not be automatically updated

and when data is retrieved, it may be accessed through the

data dictionary or directly from the database.

There are many perspectives from which to look at the

data that resides in a database. There is the physical (or

internal) view that consists of the actual physical repre-

sentation, format, and location of the data as "seen" by the
computer. rhere is a logica~l (or conceptual or global

enterprise) view called a schema which describes all off the

data in the database in its logical format, i.e., what tyjes

of records are to be maintained, the contents of those

re:ords, and the celationships amoag those recods. This is

the data as it would be presented to a human, not its actual

computer formit. In most cases, only the database adminis-

trator has access to the schema. Another view is th

external view, also called a subsche~a, whizh is a suzset

of the logical view tailored to a particular user or aFpli-

cation. This is analogous to a ".indow" through which ony

a portion of the total data is seen. Subszhemas can be

utilized to implement security y restricting a user's

aczess to data.

Figure 2.3 shows the three different perspectives of

data in a sample database of students it the naval

Postgraduate School. (A) is the coputer's :aysical view

and thus is not visible to the human aser. (3) shows the

* overall logical view of this small database. (C) is a

suoset of (8) as it would be seea by a aser who is

interested in only a portion of t.ie database--in this case,

the2 senior Army officer who wants information only on Army

0 students.

15
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---- ------ ----------- -
IIC I

Phvsizil View as 'en '

.ithin the Coaputr

(A)

---------------------------------- 1.Logical View of Stored Data I

N NA - ESEr, VI:E RANK I I
* I-A 1  ------ , II AFKEY, Ronald P. 452-4~3-6U28 USA 0-51

SCHN SO Bruce M. 348-57-8826 USN 0-u
BSOWN, JePnifer C. 512-47-2228 SNP. 0-2
DAVIS, Thomas E. 662-76-8239 JSAF 0-3 1IMASON, A~bert J. 823-48-3991 USA o-3

I GEIT, :h:mis . 773-34-8725 JSN 0-4 I
I LANE t Douna F. 371-67-7476 USNR 0-3 1

* I WILLiAmS, guy -. 547-23-3413 JSA 0-3 I
i l

(B)

a I n3e Externil View f te Data

(subset af the lojical view)

N NA:'E4 S35 RANK II I
A iYK nYa- P- 462-'43-5023 3-5 --

MAEI EiCbert J. 323-48-3991 3-3
V:LLr[,S, 3uv . 547-23-3413 2-3 I

Figure 2.3 Views Within a DBIS

* B. THE STPuzrURE :F A DAT& DICrI0ARf

-here are three ki:.!s 3f elemr.ts upon whi:- the struc-

tucc, or rcr.nI, Df i latA Jicti:2ary is built: entities,

16
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attributes, and relationships. The Lasic element of the

dictionary is the entity. Each entity his a unigue name and

represents an object in the real oirli, such is a person,

thing, or idEia about which information is rE-zorded. For

example, in our Naval Postgraduate Scnool database we

collected ix.farmation about students. We also described the

students by name, Social Sacurity numor , servi:e, and ra:.k.

These characteristics of in entity are called attributes,

and can bE either quantitative or iualitative.

A relationship is a logical Link between two entities

that can also be described by attributes. M relationship

will fall into one of three categories of mappings: one-to-

one, one-to-ma_ / m9anV-t2_:e, or Ian,-to-many. A one-to-

one relationsaip exists when eac2 eatity or ittribute is

logically linked to one and only one other entity or attri-

bute. For instance, we say that taera is a one-to-one rela-

tionship between an individual's sozial security number and

his name. In a one-to-many/many-to-one relationship, each

entity or attribute is logically lin~ed to one or more other

entities or attributes. An example of this is the relation-

ship between the instructor of a class and .th2 students in

that class. A many-to-many relationship occurs when one or

more entities or attributes is related to one or more other

entities or attributes. For example, there is a many-to-

maay relationship between the attributes "color" and "model"

of a type of car--each color may oe available on many

different car models and each car model may be available in

many different colors.

In order to understand the generic terms we have

presented in their proper context, it is important to

differentiate between the dictionary schema itself, tLe

metadatabase that it governs, ani tae "real" data in the

orlanization's dataLase. These concepts are made even more

confusing because the terminology used to refer to these

17



thcee levels if hta differs from veaor to vaIoL and from

author tc autaor. We will look it taese levels usinq the

pAj L ieI Data Research, Inc. JJADIZTIONARY terminology

[Rf. 4] te-:use it provides the clearest 11stinction

btteen the ttr-ea. (DAkDICTIONARf will be liscussed in

ept h in Charter 7.)

At the hig&ast level of abstriztion, entities, attri-

butes, an! relationships are grouped by type:

t e dictionarv schema can thau be thoiuht of as
z:i.tainin; ill' existing entity-types, relationsnio-
types, a.d attcibute-types, any oae of whiz will also
bE referred to as a schema aescLL2t_ 'Ref. 5].

% , SChema £?scriptors are the g4necal categocies of data

thit is stored i i- the metalatabase. Figure 2.4 shows e.ma-

ples of some staniard schema descriptors.

rntitv-tvues Attribute-tzLes RelitionsiDo-t2es

FilI Authoc ont ains
ecord Description owns

Fie Passwocr ProcessesModule Status Derived FcoProqram Version Resides

Re port Frequency Uses
'Job Security Class laclades
Dataview Alias Aattority
User Comment Azcesses
System Effective Date
Process Usage Statistics

Figure 2.4 Sample Schema Deszriptocs

At the metadatabase level, we look it specific instances

* of scheya des zritors. Thus, we dfiaa an entit'v-occurren

as a specifi: Lnstance of the general categocy entity-type.

: fCGFA r i tae entity-type, ACZJDUNS RECEI ABLE coulk be

or. • cn ti -z: rerze. Similarly, a relationship-occurrence

18
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is a specif ic ir.st ance of tthe nz~c. i : t-- ;3- yc lati on sr-iz)-

type. 1,E relations-.ip-ty-2e 1E3 3 M av ha v F as a

4relIat io:.Lhipo:.urr, rnce P 1J -11 ~ _ k_'SS S-C A t t

level, WU, also taIK atout th~e speciri., z.iractecistics cf in

attribute-typa. An. attribatL-tyv; is tn-- name of a chiarac-

t:e::istic Of an entity-oczu~rence, as So:ial %-7?urity Number

cniracteriz,-s a stud~ent. In attributa-charactcistic is not

tu2~ value of the attritt-typE , but the vacimeterS of aii

attcibute-typa, such as its length ani format. For examp~le,

th:? attribute-type Social 3acurity Number will be character-

4iza as eleven ligits :on,-, DE tna f orn 9 99-99- 99 9 .

Encit y-occurcanzes, relationship-azcirrenzes, and att-riLLit;E-

chiracteristizs will be referred to as the 12szrirt)4ors o--'

the metadatabase.

At the "caal" data level of tha ocganizatioils data~as9,,

we think in terms of actual values of data, sa c 1 a S

"Jennifer C. 3 raw n" "54 7- 23- 3 413" 1 eft -Ian 2 Cd M 01

w Iech" "B 1 3033"1, or 11939L43". Zhese are all valufes or

£ the attritutes of In en~tity, aad ar& called t-iue

valu 'es.

Ar. example of each j-4 the levels of lati Is ji v. f

Fi~ure 2.5. We will use the jenalri:: terns Cr.tity, t:

Lute, and relatioushir in this thesis wnz~re it Ls cnot PnE-:,s-
sary to distinguish bctween tLe three levels.

WhLL a data dictionary: is receivel ftom ti? vu,7 it

contains a s~atem stan.3arl scheL, wiiizt. iz:i. sz ti,

hasic entity-t vres, attriliate-types, ir.1 reiiti orns,.ip- typps

chosen by the venlor. A .2ata dictionary is uxtansitl.c if a:.

org~anization. is able to custowize tae sz[.2ma L v Itfining its

owa entity-fype s, attribut2-types, and relationship-types in

adition to tdose include: in the 3ystem stan"11:- schema.&
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Schen.a DEszriptors EiaZloe

EntitZ-type Pezorc
Attri ute-type Name
Relationship-type £Cntains
Metadatabise Descriptors aai

Entity-occurrence Student
Attribute-Characteristic 23 chiraters, lpha-numeric
Relationsaip-occurzenca student-zontaias-

Datalase )ata [

A t trib ut e -v a 1u z R:)ra 1 P. lack-:-

Figure 2.5 Conparison of Data Levels

C. THE FUNCTrOLIS JF A DATA DICTIOIARf

The functions performed by a typical data dictionary

faLl into four categories: definition, update, retrieval,

and software interface. 4 data dictionary shoald be evalu-

ated in each category according to the ease and success with

which. the functions are performed.

I. Definition

The first step in the implementation of a data

dictionary is to collect information about some portion oC

an organization's data, such as tie U.S.S. Zonstellation's

supply department. This is done Dy interviewing supply

department personnel, ilentifyin4 the data received and

praduced Ly the department, and analyzing the 3oftware that

manipulates that data. Dnze entities, attribites, ard rela-

tionships have been defined, these data elements arc entercl

into the data dictionary asin4 the dictionary's data .i. -

tion conmands. The elements are classified according to thL

entity-types, ittribute-types, and relationship-typEs of the

20



systc'm stan d schema, or the iitioua! dni:.istrdtor nay

us.u customized Iata types as nece ssar , assufing :a.

dictionary is extensible.

2. Update

As an organization evolves, so does its data. One

of the functions of the data dictionary is to allow the

addition, modification, and deletion of el'aaents. For

instance, a new Navy regalation might re.uire the supply

department to keep track of certain data about i new inven-

tory item and to report this data juacteciy. )E Derhaps the

adninistrativ. department will have to zdanqE zip codes to

the new nine-igit format on all corcespondeane. Each of

these changes will be introduced via modifi=itions to the

dirtionary schema.

3. Retrieval

Infornation can be retrieved from a tLit ictio.arv

by usinj cuery language commands or the repDct-gerieratin g

ca:ability of the dictionary. a ictionary will provide

structured. commands or an English-lire 4uery language that

will help the supply department to find out tae Nav* part

nuaber for a monkey wrench. It will also allow the

dictionary administrator to find oat wnizi, usecs Lave access

to a particular subschena. Fepocts are rodazed Ly a &ta

dictionary according to a vendor-defined fou.at or to user
spacificatjors. Rejorts generali7 produce a larger voium -

response than queries and are often prLr.tel out in har!

copy.

4. Software Interface

The software interface functio2 provides a Leans of

access to the data dictionary for applicatiDs software,

including compilers, editors, and iatauase management

21
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sy st IdIS. :. JY COmmdLS is Ue, to Z)U~ir.j ii S:r ti ur's

(L2. j. , of oc)2. r Z:lEa3I directly .-nt. the -)fflrdL;bi.

Cdeu'elope! f:7D the lata li:tioiiary. a ~s, ti-a j:)b of tne

prarammeL is nia easier an iita usa is stanliize.. :t

is also i~osib! for applicatioas s:)ftwa-' to directl '

ret r aeve a1r3 make ch-ang~es to t~ a 2 e ts i11a a :it.

Owl di--tionary.

C1
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III. FEDEP.L INF3RMATION PROCESSIN3 STANDARD FOR DATA
DICTIONAR! S!STEM1S

A. INTRODUCTIDNS

The institute for Computer Sciences and rechnology of

the National Bureau of Standards is in the pro:?ss of ievel-

oping a stanlari software specification for lata diction-
aries. The Faderal Information Pracessinj Staa3ard fo: Data

Digtionary £stems (FIPS )DS) is intenjed to serve as A

guideline for the evaluation and saleztion zf lata diction-

aries to be used b-i the federal governient. The four

volumes' "sperify and describe the faurtionality, datanase

stcucture, and user interfaces of the FIPS DDS' LRef. 6].

We exaninal three volames of the 71PS D)3: Coaanzl

Laaguagc. Intaerfazc Specifications (voLume 21 , Interactive

Interface D2:s riptions (volume 3 , ani Dictionary,

Administrator Support Specifications (volume 4). The

subject of each of the volumes corresponds tD one of thc

three categories of users who will interact with a data

di-tionary--the experienced user, the relatively inexreri-

enced user, and the administrator 3f the iata dictionary.

The FIPS DDS describs in d-tail a sug~ested system

standard schema for a data dictionary, includiag definitions

and use of tae schema descriptors. Each of the volumes

presents th syntax for commands necessary fou its target

users to manipulate the dictionary. In Iddition, thp

results of ?ach command are detailed, with .c'ui messajes

and "succes fa I completion" messages listed where

applicable.

1 Note: Ionlume 1 is nat yet available for ceview. 1 he
FIPS PD0 is in araft form and has aot oeen fornally approved
Ly the Naticnil Purcau of Standard3.
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B. SYSTEM STANDARD SCHEMA

The system standard schema sat farth in thLe F

pc :v ides basic entity-types, ittribua-types an 1

ralationshi[-ty~es as follaw6:

Entitl:112eS

1. SYSTE1i--a collection of Erozeasses and lhta

2. PEOGRAI -- an -automated prccess

3. MODULE-- an automatad pro:ess which Ls a logical

subdivision of a PROGRAM~ or au independert process

called by a PRO3PFAI

4. 7ILL--an orgjanization's data coliectioa

5. RECORD--logicall issociated data whic:a lielor3s t!)

the organization

6,. DCU:ENr--humnar-readlate data zoiileztzaa

7. ELEMEN1T--data beloaging to the organization

8. USEF--members or collections of aembecs belonging~ to

the organization ising tha facilities available in

the data dictionary

9. DICTTONARY-USER--aisers of tae dictionary system2

itself

10. A~cEfS-:O rROiL:E 'F-specif-ies access res3trictior.s to

ail entity or set of eatitias in the aictionary

SYS7EM, PR03RAM, ani IODU:LE a~e of the class "Proces~l;

FILE, RECOP7,, D3CUMEIr:, and ELEYIENr aca of the ::lass "Data"l;

USER is cl'assed as "Extarnal", and DICTI)41FY-USEF an-d

AZZESS-CGNTF3t.LEP are of the class "Security".

7 Attribute- tylpes

There are 55 attribute-types inzluded i7 the s-,steii

standard schema, similar to the ones shown in Fijure 2.4.

Rela t i 0n s fiLMtX
The standard celationsaip-tipes provided by FIPS arc -as

faLlows:
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1. --::A1145--1escri Les tntLi t Ls ;opnc P 2

of Oti.21: ent iti- s

P Z:. LE S S S- - sL.ow s tn'e relatiouistaip bt w a ra, )cs

and d.ata

3. -7SPJ'iSIBLE-iOF--shows the associationl Letweer r i

ties repcesentig organlizationial compooneflts ~i.!

**nti4ties denoting ocganizati~iiL zas 3:Sibilitv

£4. ENS--shows the relationsaip oetieun a. dser I .~t

process

S. 70--s-iows the flow between two -fczs

MP . L'kF.TZD-RDJ-SI.Dws tiat aa 2tity i3 t.10c~ elit of

some oieration onl another entity

7. -_ Le z'I P CDs incilies an :eXteasi:;ilit. f acilitL t

provide for the customization of the svstem stanlard,

* schema to match the organization's needs.

C. CCHMAND LAN3UAGE INTERFACE SPECIFICATIONS

The experienced user is one wrno is f imilLar w It *,. t n c

stcucture and commands of the data diationdrv and who needs

access to the full functionality of the data dictionary.

Conmand language commanls are used to facilitate this access

by allowing the uspr to:

0 --define lata elements

-- maintaia the dictionary (aiddmoiify/delete-_i

--report on diotionary eleMEnts

--query the dicti onary ibout data elemeints

0 --build eatity lists and perfocm Dperations on grouapirngs

of entities that meet certain c7riteria (useful for glonal,

vice individual, operations)

-- support applications programs tftat inteca::t Witt, tne

data dictiornary

--perforM eneral utilities, sucn11 as cha~i ing the mode

of 9o9cratiorn ind abtair.in3 he)p informaition.
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The syntax of each of the command language commands is

presented in the FIPS D)S using Bi:kus-Nauc form. 2 For

Example, tLe following command iouli be used to modify an

entity that already exists in the 1itionary:

!"3 IFY-ENTI7Y

[[WHERE] NAME [IS] <entity-name>

[ADD NEW-VERSIJN [<version-numDer>]]

NHERE ATTRIBUTES [ARE] <attribite-zlause-1>

[ ., "<attribute-clause-n>]]j

where:

-- entity-name refers to a single entity in the

dict ionary

--NEW-VERSIJN is an optional clause which cesults in the

creation of a new entity which has a primary-niae consisting

of the assigned-name of the entit7-name specified and the

vext-highest version-number

--attribute-clause-n refers to a clause used to desig-

anate the attributes of the specified entity wrich are to be

molified

D. INTERACTIVE INTERFACE SPECIFICATIONS

* The interictive interface for the relitiv ly inexperi-

enze tiser is designed to lead the user step-by-step throug

the desired operations. ;,,ithoit aaving to master the

conmand language commands, the inteactive interface user

ha3 a large subset of the total functionality available

witlnin the data dictionary, including manipulation,

reporting, juarying, and entity list operations. The FIPS

DDS recommends that this interfazc be implemente hy means

of "panels" (screens) that are presented t3 the user in

seluence and dhich contain the following inforzation areas:

2 Backus-!Tiuc form is explained in kppendic N.
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1. state area--tells the user where (in waicd

dictionary) he is and what he is doing

2. data area--for entering an! iisplayin3 lata

3. schema irea--used mostly for dictionary updates to

show ivailable options and limitations on actions

4. message area--for error messages and warnings

5. action area--tells the use: now to proceed from the

current panel

6. help area--for the display of help information

requested by the user

The user oegins his session with the data dictionary at

a "home panel" which provides entry into the system. At aiy

point along tae way he has the option of saving or undoin;
an7 panel with which he has been working. This panel-driven

* interface ensures that the user aldays knows where he is in

the dictionary, what mistakes he nas male, wit choices he

has to continae, and what help is available to him.

E. DICTIONAR! ADAINISTRATOR SUPPORT SPECIFICATIONS

The administrator of the data dictionary, of course, has

aczess to bota the standard command language ind the inter-

active interface. His or her main concern, however, is the
@1 management of the schema. This is accomplished by means of

a specialized set of commands for

--extending the system standarl szhema

--reporting on the schema

0--implementing access :ontrol measures

--controlling export from and impact to the dictionary.

We have already defined the extensibility facility as

the ability t3 add schema descriptors to the system standard

S schema. The report facility allows the adiLnistrator to

generate a listing of the entice schema or any subset

thereof. The security facility provides commands for
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restricting tae access of users tj the dictionary by speci-

fying which commands the user is alloed to execute. 7'e

export/import facility allows transEer of pirts of oi-e

dictionary to aaother, bdt only between dictionaries wose

scaema are idntical in oLer to preserve the integrity of

the "target" dictionary.

F. EVALUATION

it is certliny tr1:e that tae .LPS DDS ?resents Lfle

reiler with very detailed specificatians :f the comma:is aitd

facilities for a standardized data diztionary; the volumes

we reviewed could serve as the basis for an initial design

specification for the development of data ictianary soft-

ware. A dictionary based on the FI? specifications woul
perform the required functions discussed in Chipter II and

woaIld contrioute to the organizatioa's management of its

data. The military and the federal government would benefit

greatly from the availability Df standard software to

achieve contril over its lata resorze.

The major contribution of the FIPS DDS is its orienta-

tion to the needs of the different Kinds of users of a data

dictionary. This is particularly evident in the interface

that is suggested for use by inexperiaeaze usec of the data

dictionary. The panel-1riven focnat with its six informa-

tin areas is far less intimidating tnin the syntax re('iired

by the commard language. Even so, the interactive interface
still requires a certain degree af sophisticition on the
pact of the "inexperienzed" user if ne is t3 be able to

manipuldte the dictionary. Another stron4 point of the F?S

PD3 is its zonsistency of [resentation and format. No
matter what tae operation, the procdires neeied to manipl-

ldte the dictionary and the manner in which tne dictionary

"responds" to the user are logical and predictable. The

28
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commands, however, are zomplex and require knowleige off

Baz.Kus-Naur form.

Even though the FIPS DDS does indeed provide a compre-

hensive software standard for the zomputer professional, we

do not believe that it a:hieves its goal of providing a

gaide for the evaluation and selection of data lictionaries.

Although the addition of the introdactory volame m~av ep

remedy the problem, the three volumes of specificatios

ignore the fDoest of reasois behind the implemenftation of a

data dictionary while concentrating solely on the patterns
, of the leaves on each tree. Ite FIPS DDS will not be

extremely useful to the individual sear c Laj for Ldsic

assistance in evaluating commercial data dictionary pack-

ages. Many of the books and articles we sive reviewed

provide better explanation3s of dalta dictinar features and D

comprehensive evaluation criteria.

We found that the terminology that the FIPS DDS uses for

the dictionarl schema and the metadatibase is not explaiaed

clearly nor is it any less confusing than that of any other 0

publication. In addition, no specific examples of how in

or;anization's data would be entered in the data dictionary

ace given. We feel that it is more important f3r the poten-

tial data dictionary user to understand how a data

dictionary will assist in the manajemeat of data than to see

samples of every conceivable type of error message that

coald occur. k summary of recommended features such as the

one we have just presented and a list of criteria for evalu-

ation would ba far easier for the :eader to digest.

None of the data dictionary paczKges we iave reviewed

does things totally the "FrpS way", ad it is inlikely that

anj commercial dictionary vendor will ever conform exactly S

to FIPS DDS juidelines. However, it is likely that the

federal government will insist that FIPS standards be

incorporated Lnto future dictionaries intended for jovern-
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A

ment use. :n the next zhapter we will develop a set of

criteria for an "ideal" lita diztioniry, taei ng FIPS DDS

rezomendations iato account. In Chaptec V we will examine

fo r commercial data dictionacy packages and evaluate their

suzcess in meeting the ideal criteri.

0]
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IV. THE ROLE )F THE DATA DECTIONARr IN INFORMAI£ON RESOURCE

IANAGEMENr

In this chapter we will see Low i data Iiztionary can

contribute to the goal of efficient management of an organi-

zation's data. We will first dis:uss tne proa::ss of devel-

opient of an infocmation system ia an ocganization and then

will discuss the three objectives of iata dictionaries that

we have identified as contributing the most to the accot-

pl'....hent of this goal: data sezarity, lata iategrity, and

do:unentation/maintenance. We will then develop a set of

criteria for the "ideal" lata dictionary to ba used in the

evaluation of data dictionary packages.

A. INFORMATI39 RESOURCE M&NAGEIENr

Organizations today have becoae incceasingly aware of

the need to manage data just as taey manage other essential

resources. If properly managed, the aecessary data will be

aviilable, up-to-date, and retcieviole when required to

provide infornation that is of valae to the arganization.

This concept is known as Information Resource linaement, or

IF.1, althou~n it might also be refercri to as )ata Resource
Managenent.

IM has Deer the focus of a great deal of interest in

recent years. In October of I93), the Eastitute for

Conputer Scieaces and Technology if the lational Bureau of

Stindlards (N93) and the Association tor -omputing lachine.y

(Ap1) co-spoasored a wockshop on IR strategies and tools.

It was l .,ed on the premise that

EPI is cucently one of the 3ost significaat topics
being discussed concerning infornation systans, ana is
D-ing discusse along a variety of lir.es of thought.
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"hese inclide business systems planning; information

systems analysis, 2esign, an" !eFatb se
-esign and i mpleentation; the iscipiines of office
management, paperwork management, and information
3ciences management; an the varioas problems and costs
issociated with implementing IRM to iaclale eaci of
these areas. (Ref. 7]

The Proceedin-s of the workshop definel rRi as

dhatever Dolizy, actioa or procedire concerning infor-
Bation (both autor.ate and n3n-automated supported,
which management establishes to serve t3a overall
zurrent and future needs of the enterprise. Such noli-
Zies etc., would include ::nsilerations of avail-abilit , timeliness accurac iateit rivacy,
ibllA y ritabi1ryvaow
security, aaitability, ownership, use, anK os effec-
tiveness. 'Ref. 8)

The recomendations of the NBS/XCM wocshap on the role that

tLe data dictionary shouli play in IRI were incorporated

into the Feieral Information Prozessini Stanaild for Data

Di :tionary Sysjte that we discussed in Zhapter III.

In order to understand how the data dictionary contrib-

utes to the production of valuable iafocnation for an orga-

nization, we will look more closely at the organization

itself and at its functions. An 3rganization is made up of

many systems that convert resources into usable output. An

inEormation system, then, is one that takes raw data ind

transforms it into information tnat caa be used by the orga-

nization. If the process by which the organization develops

its information systems is the heart of information resource

management, then it is the data dictionary tiat keeps it

ticking.

Assume that the U.S.S. Constellition has identified a

problem with the way a particulir information system is

cu:cently operating--it could ba prevautive maintenince

record-keeping, the sappiy depiartaewt inventory, the

pe:sonnel administration system, or i system that affects

tht: entire orgarization. !he process of inalyzing the
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system And developing a sySteM to solve this p:oblem evolves

through four listinzt phases, zailei ti.e Syste_ Dev !o't

Life CZcle (SDLC) We will shod how thie data dictior.ary

supports the 3DLC, ard tiius, !PM, tnrough piiaiinj, staly,

de3ign/codinj, and oieration and maintenance. 4e have hascd

ouc anai .sis of the £DL7 on that of Leong-Honj and Plag;mn

9Rf ].

1. Plannin Phase

-he Pro:eedings of the NB3/A21 worksh)p erphasize2

the need for a "top-down" approaz2 to IPI in an organiza-

tian. During the plarnning phase, the ocganization's long-

raige plans, its functions, and struzture ac analyzed to

ensure that iny information systen that is developed will

complement those needs.

If a iata dictionary is alceady in existence, it can

provide information about the funZtions of the organization

thit have beta defined, oc it can dozaneat the initial defi-

nition of those functions. For eaaz fanctioa, it must be

determined who does it, what is codazed, wt.at other funz-

tions it interacts with, a-d what inputs ire neeled to acoa-

plish the function. As an example, we can say of tne

Parli function tLat it is performed by the distursing

office, payzaecks and leave and earnings statements are

prod~ced, it interacts with the personnel idrinistration

system, and it rejuires iata about all members of the crew,

inziuding rank/rate, time in servi:e, ind so Do.

At this stage of the development prozess, the "big

pi:ture" is irawn while tLe details ire left antil later.

TLIs, general categories of data suzn as "az:ounting data"

and "[ersonnel data" and tne transactions that affect them

are defined and entered in the liztioairy.

in th_ aggregate, this planning information consti-

tdtes d conceatual data moel. ")efinition and analysis of

33



subsequent information re iuirements (and eventialLy, data-

base design) will Le dependent adon this data model"

[HRf. 10]. The fact that the devalopment of tais moiel has

been automatel, rather than manual, ensuces a jaicker, stan-

dacdized process.

2. StudL Phase

At this point in the SDLC, a greater level of detail

is introduced. The data dictionary proviies a zommon, stan-

dardized source of information aboit the inputs and outputs

of the organization's functions. Specific entities, attri-

Lutes, and relationships are chosen from the general catego-

ries of data identified in the planning phase. The entity

PART in the CDnstellation's inventory system may be

* described by the attributes Navy Part Number, Description,

Storage Location, and uantity. There may also be a many-

to-many relationship assigned between PART and DEPARTMENT.

Peaorts requiced to be produced are also defined and the

necessary input data is identified.

This infocmation provides what is called a detailed

coaceptual mo2th, an expansion of taa conceptual model of

the planning phase. The data dictionary can be used to

identify redundaacy within the data model by determining

whether the data entered already exists. In addition, with

the aid of the dictionary, the systems analyst will be

Dle to determine what data is available, how it is
being used( how it can be acssai who 2as primary
cesponsitility for its definitian ina upkeep, and most
important, whtter there is confLi"t in 'Sin; this data,
that is, what impact it will hive on other application
systems [Ref. 11].

0
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3. Desin/Zodin i phase

The pirpose of thie design phase is to pcovide speci-

fications for programming and implemeatin4 ti system. Lt

is here that the data dictionary's schema desriptors will

be used or expanded to meet the neeis of tne system. 7f ;

database does not already eKist, and it is determined that

one is reguirea, the data dictioaary schema dill provide a

basis from which to implement one. Data integrity is

enforced because the dictionary serves as the sole source of

data definition and structure.

When software is being coded, the data dictionary

provides doczmantation for the programljer and a ZOPY

facility for transporting record lefinitions, for example,

into the program being developed. An importaat eleuieiit of

the dictionary is the constraints that are defiaed for data

values. In this way, data that is input to a program can be

checked against the constraints that have beea estabiisaed.

Documentation of the program includes the authoc, a descrip-

tion, input requirements, output produced, ani information

on what other programs are called upon, all of which are

incorporated into the data dictionary.

a. COerlation and naintenange

After a new system has beea inplementel, the work of

the data dictionary does not end. All of the documentation

that has been recorded during the development of the system

serves as a base of reference for the users of the svstem.

In addition to the database administrator and the adminis-

trator of the dictionary, the Naey players La information

resource management who benefit from the use of a data

dictionary fall into six groups, azcocinj to Allen, Loomis,

an] Mranni.o: CRef. 12]
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1. k-e -ata adinistrator, wala is responsible for the

overall alministration of taa data courze, ase

the Hiztionary as a tool to enfocce tha way data is

storel, maintained, and monitived.

2. Data processing managers oenefit from the diction-

ary's ieports on data usag2.

3. operations personnel retrieve information from the

dictionary about jobs that are being run.

4. Programmecs and analysts use the dictionary to

retrieve data definitions and ta iozumat a systea

being develoFel.

5. End users access the data dizti3narv for descrip-

tions of their dataviews.

6. Finally, auditors wil use the lacumentation

provided by the data dictionary to trice data and

programs as they are used in tue zomput.r system.

It is the process of implementing a data dictionary that

we nave just daszriLed--t~e analysis of the ocganization,

the definition of its functions, and the do:amentation of

its irformation systems--that makes the dictionary so impor-

tant in information resource management. We aive seen that

curing the development of an information system, the data

dictionary is involved from the initial planning stage,

thcough the pcogramming process, taroagh the operation, and

into the maintenance of the system. rhe dictionary provides

the standards for data which will be used taroughout the

life of the system and referenced when developing other

systems. Key contributions include decreasing the amount of

redundancy of data requirei to be stored, enfoczing security

of the valuable data resource throujh a:cess controls and

* imolementatioa of user views, and providing dicumentation

which serves as a "corporate history" and as a reference,

upon which maintenance and auditing are based. :hese objec-

tives of data dictionary usage are discussed in detail in

the next section.
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D. OBJECTIVES JF A DATA DIZTIONARI

. this s~ztion we wil focus a the three ma jor contri-

Lutiorns of t,_- data dictionary to tn Lnagemeat of an oc.a-

r.ization's data. rhese ace data 3ecicity, data integrity,

zn1 documerttion/accountbiity. Altbougn ,re LecognizE

that other oojpctivcs of data diztiona_-y usie 5i.gnt e

ilz.ntified, w- believe that each will fall into one of t,:es(

thcee major 'iings.

1. Data 3e:ucitv

There are two listinct 12vels of sezazity oC the

iata in an ocanizatio.' s datanase whi:a will be provi-'I

either b" the data dictionary or by the database manageient

s,.-teo itself. First, procedures should exist to enEur,

that only authorized personnel ace allowed ta access the

informiation contained within the latinase. rh-ie widesprea2

use of computars and the increasiag 3ophistication of users

has made an organization's data vuLneraile to embezzlers,

amateur "hackers", corporate spies, and careless emrloy.es.

Second, the system should contain provisions fD controillin3

the amount and types-of data that each authorized user is

allowed to access within the system. Some of the sophisti-

cated data dictionaries, for example, include a trace mecha-

nism which incceases security by recording every iniuiry

that is made into system files and data. If an intrusion is

maI into tae system by unaathDrized necsonnel, the

specifics of that inquiry, inclAdinj tae data which was

accessed, will be recorded.

Metadata should be affocei it ieist the sane

protection, Lf not more, than the data in the database.

Leong-Hong and Plagman [Raf. 13] prcsant an ximpje of ttie

inportance of the security of metalata as it concerns
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the data resDourzes in intelligenze/,ilitarv IaPLications
such as the -iassification code of intellL'ence doc"-
Ments. WlEa se.uritv 1:rfofiles f)V the metal aa ent ities
arc stored in the retaaatalase, unautnorizei access to
thc netadatl could be I t agi This is LecauseC 3uL.dL1 v one Would Le aLle to I'rasI into' tne s;stez
usinc that infornation.

I is the task of t>c lictlonary adnin'stratoc to analyze

t e ntadata to letcrmine tae levels of sezurity recuired

an i to grant ac-ess irivilcaes (read and write, read only,

u[aite) to Jsers for certain joVtians of tas metadata.

;r.fornmation about users, their password, ard privileges is

st:):ed in tL. data dictionary and is accessible only to

i-rFsonne! authorized by the administcator.

We Eavc already shown in ?i-ire 2.3 that subschcmas

contribute to security nv limiting tae size o. tne "window"

through which a 1ataLas a ,ser z)0(s it data. When a user

attempts to access a i.articular sibscnexa, the recuest is

roitea througn the data dictionary to deternine whether

access is autaor-ized and, if so, the structurc of the

subscheca. )nly at this point is tte "real" data in thil

database accessed.

2. Data Inte'grity

The keys to data integrity are the cont c ,f i nI'c

to the database and the minimizatioa of data duplication.

Prperl7 used, th:se keys wil.l ennce comunicition hetwoen

users by ensuring that a single, correct source of data is

maintained.

Because the data in a database is shared among man:-

users, it is essential to have some means of enforcing stan-

dards for entering data, updating it, and maintaining it.

FD example, the data dictionary ilentifies constraints, 017

liaitations on the values data can have. Fielis can be

defned as Leing mandatory or optioaal, aiaanuMeric or

hueri-, and a minimum or maxkmum length. -l-e data.
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Ciz:tiona'i contains comme?.ts o3[ nIow diata SLOJ] "De S eJ i!:

odo-r to assist those using t'ie "Jita Ijzct i onaia Aniotaher

4 Iportarnt control feature of a data dii:tiona~v i Lho~ 1

deals with sYnonyms--an eatity or att.-ibute with more tina:,

oil: name. -,o)r instance, thea e at it Ieas 7Y P L C ','E ,

FE3ICNAL _ MANAEI, anI EXEZITIVE may all >1? usedI cy d i ff e:: tt
Jepartments inI the orgarnization to r7efec to i . in>i1 S7,i t,-..

'Th? administrator must standAaziize ta2 terminotL:g use! i:i

t.eorganizcit Dn a:elimiiate, as nany synonyms as possi-.'e.

thhen t is not feaSi1- all of tnese synonyms, o

4aliLa ses, must L L: r~2 h L. ih i t~ I izct ion a CY. Van Dv

:tis ro t a i as 'i nv i i t -L)e s o f >ta ec, I eser.ts
I n tX ataoa- d v '1: DaSIP ~p ca t ion -. Tn such.
::ases ,ar I C I t..e came _Lita type ;.s known ty
other names, t, Q-P Iat Jc nary Ican. be use'" to
inform t I iez 0-,:- rkelatio~sftmps that r- xist 'a mor,
th .e se ata in- of the i3- isitsatmon or their- a7sae. i.
otEPr Wo0r Is , t:1 -2 :15 :ro~iles in~formation is to I hi _- I
nodulus/irD uan; a: SIstzf:s use the same data type and
40Ow tnC'7 relate?.

-he .1ata lictio'ari dlso contributes to data inte;-

rir tb:ecause it celuces tae necessity for duolication of:

data andl ther.efore lessens heopportunities for error. :.-,

4 information aoout the compo)nents of lfforent subsc!he:as of

the same logi;cal view is stored in the data dictionav in

place of the data itself. A user, wtiether writing i orogran

or creatir~i a new entity-type, shouDaI be aLle to ;uerv the

dIata dictiornary to ensure that t.ac nec;essary routines or

untities do not already exist withia tane systen. ?erh-ars

orne of thE? most important benefits oif DDS - data diction-
iries] is that because it ;Iv as ICCUr.ae and t i mely
in forMation, manlagement can control 3or2 ef f L: ienatly nol
only the automated and miaal data of the enterir-se but
ill its resource2s and operations. Zonsa~uentI.v manale

me't is prvi with pre-is an azcurate' uata or
qUIck, profitable decislin-making ' Ref. 15.

39



Thas, the possibility of two users duerying the database and

receiving different answers to the same q-uesti3n at the same

time is decreased.

3. Documentatio /M aintenance

Because maintenance is the most expensive and time-

consuming phase of software development, docjnentation and

maintenance of the organization's data is probably the most

significant objective of the data dictionary. It is a fact

of software Life that documentatioa is often avoided during

system development and program design. To a large extent,

this is because documentation can be prepared as an "after-

thought"; it is not essential to the operation of the

system. But when a system is developed that in:ludes a data

dirtionary from the beginning, the data which is required by

the data dictionary forces documentation to become an inte-

gcal part of the design. "The use of a dictionary provides

do:umentation of a quality and form that is simply not

available through less formalizel procedures in the data

processing environment" C Ref. 16).

The data dictionary can also reduce the amount of

effort required by maintenance personnel because it provides

"a 'roadmap' for the programmer doing maintenance. It

records the programs being maintained, their data structures

and their relationships" [Ref. 17]. .4e have defined an

active data dictionary is one in which information is

created, accessed, or modified taroagh the data dictionary

interfaces with new or changed metadata automatically stored

in the data dictionary. This "continuous miintenance" can

be used to allow the database admiaistrator to monitor where

data is used, who uses it, how often it is uosd, and whit

chinges have been made to it. Becaase the data dictionary

provides a wealth of documentation, it is possible to trace

an "audit trail" through the organization's dati, from user
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nanes and department to the kin! af lita used in a program

to how many records a certain field appears in. Also,

7he tracking of how projcams/modales use particular data
as well as which files/segments contain certain data is
extreaiely important to the systems analyst in performing
3ystem c anges. Through th DDS "lata dictignary, ht
3r she is able to ascertain what impact the proposed
cnanges will have on other components 3f tna sxstem and
upon functional aveas withil; the en'rL prise. In
in accurate up-to-date assessment o the Location an,
asage of lata that will be involved in the system
change, the analyst can accomplish the task more
efficiently [Ref. 1].

once ain organization has decided to make a commit-

ment to manage itsa data diztionazy, it must
dezide what kind of data dictionary Dest suits its partic-

ulir needs. In the next section, we will look at the

features of wiat we have called tae "ideal dati dictionary"

as a basis for evaluating the many commercially available

data dictionary packages from which the organization must

choose.

C. THE IDEAL DAT& DICTIONIRY

Having identified the functions of a data dictionary in

Chapter II and how they support tne azccmpiisament of the

objectives just discussed, it will be helpful to use these

concepts to evaluate data dictioniries. The "ideal" data

di:tionary would be one that possesses all the capabilities

necessary to support all potential users in ill possible

applications. However, this ideal dictionary would be

impossible to conceptualize, much less to =re at. rhe ideal

data dictionary fir an organization will depend on the orga-

nization's size, functions, and needs. The p3tential users

of a dictionary will have to develop a set of criteria upon

which a candidate will be judged.
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:1ani references provide criteria fDr evaluating data

dirtionaries and identify these zharazteristizs which are

vital to the manayement oE the data ZEsourcc.

Unfortunately, it is difficult to fiad two references that

propose the sime criteria. One excellent sourc-, Leong-Hcng

and Plagman :Ref. 19], lists nine :ategories for evaluation:

1. data description facility

2. data documentation support

3. metadata generation

4. security support

5. integrity support

6. user interface

7. ease of use

8. resource utilization

9. vendor support

It is important to recognize a distinction between tio

categories of criteria for the ideal data dictionary: those

that evaluate the vendor and operating environment, aid

those that evaluate the data dictioaary itself, in the

former category, items like vendor support and reliability,

the choice between free-standing or DBMS-dependent data

dictionaries, the degree of integration with other system

caaponents, and the gaality of system documentation are

important considerations that may drive the decision between

two comparable data dictionaries. It is, iowever, the

latter type oE criterion that wilL be vital in identifica-

tion of the essential requirements of the ideal data

diztionary. We have grouped all sach requirements into six

categories: system standard schemi and extensibility,

command and aaacy languages, ease of ase (inclading menus),

security, docamentation and reports, and applization inter-

faces. (We iave assumed that the objeztive o data integ-

rity will be accomplished by the correct, and enforced, use

of any data dictionary.) If a particular ditionary fully
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supports each of these six criteria then it will most likely

Teat all of the organization's data management needs.

1. Syste Standard Schema and ExtansibilttX

The ideal data dictionary must provide a system

standard schema with all the iescriptors necessary to

support the ringe of applizations celiired by the organica-

tion while still being simple enouga to be :ompetitively

priced. It must provide "enough" descriptors to be fully

caoable without providing so many that the schema becomes

confusing. .1ditionally, the ideal dictionarf iust support

tue user (oc data dictionary administrator) in modifying

existing scheoa descriptors and creating new entities, rela-

tionships, and attributes. This extensibility is vital in

4 supporting applications specific to the 3rganization's

needs.

2. Command and QuerX Lan&_jts

The ideal dictionary must provile botn command and

query languagas. rhe command langiage must support creation

and modification of data structures and subsegient entry of

data into those structures. Tae command language must

include edit commands to ficilitata addition, zodificatioD,

and deletion of system data. It should include commands

restricted to use by the data dictionary administrator,

e.g., password assignment. The ideal system will include a

query language to support the analysis and production of

usable information from t~e organization's data. Perhaps

one of the most important features of a data dictionary (and

database), auery languajes allow data to be screened in

4 order to provide concise and specific information to support 0
timely management decisions.
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3. Ease Of Us-

Ease a f use, or user-friendliness, is azothtr injor-

tait aspect if the ideal data liztionary. It must be

supportive of 1CEW users while still provi ing full fi nc-

tijnal support of the system "expects". Two pr mary ingre-

dients of usar-friendliness are the availability of menus

and carefully conceived examples in the ii:tionary's refer-

enzc manuals. A hierarchy of menus can reduce complex oper-

ations to a series of smaller, fcieudlier staps wile user

documentation provides easy-ta-uadecstand axamples that

guile the inexperienced user throijh each phise of system

operation. As microcomputers and the concept of the auto-

mated office continue to spread, ease of use will become an

even more important consideration in deciding daich software

products to utilize.

4. Security

Security will be a vital concern of tie ideal data
dictionary. Protection and control of system information

must be provided. The data dictioaary administrator must be

provided the capability to control personnel access to

system data. He or she mast also be iale to grant different

degrees of access to different users. Similarly, users

should have the capabilities to protect, and grant access

to, those structures and data whic they controL.

5. Documentation and Reports

The documentation and rep)rts created by the ideal

data dictionary mast also be clear and understandable.

Tiely and accurate preparation of reports is a key objec-

tive of any )3MS. The data dictioiarf is unigiely ;ualified

to assist with this function. By ensuring the integrity of

data accessed and supporting juery comna.ds, the ideal data
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diztionary can pcovide reports and iazumentation to answer

specific questions as they arise.

6. Applization interfaces

The final important characteristic of tae ideal data

dictionary is its ability to interfaz-- with the other appli-

cations that may exist in the organization. If the data

dictionary is free-standing, it shoald interface with many

of the currently available database management systems. if

DBIS-dependent, the dictionary saouli interface with all

colponents of that system. Additionally, th_ ideal lata

dictionary shauld interface with code generators, coamunica-

tion systems, and other agents of the users' eavironment.

In the following chapter, de dill study and evaluate

foar of the popular data dictionaries that ae currently

available. We will use these chiracteristics ot the ideal

data dictionary that we have defined to compare and contrast

the features of the four dictionaries. In addition, each

will be compared to "standard" dictionary pre£=_ited in the

FIPS DDS.

10
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V. EVALUATION OF COMMERCIAL DATA DICTIDNIRIES

The purpose of this chapter is t3 review and evaluate a

cr)ss-section of commercial data iiztionaLy pickages. \'e

selected four dictionaries: DA k DESI3NER, DATAMANAG:?,

OrECLE, and DATADICTIONARY. User documentation and library

soarces were the primary sources of information for oir

evaluation. Additionally, ORACLE ias available on the Naval

Postgraduate Szhool's Vax minico~puter, and we observei

demonstrations of DATA DESIGNER and DArADI 3INY.

A. DATA DESI3NER

DATA DESI3NEF is a free-standing data dictionary devel-

oped Ly Database Design, Inc. Et dis introduced in 1975

with the goal of supporting logical database design .
soLving some of the traditional proolems associated with

muLiple-application database management systems, such is

duolication of data, excessive storage requirements, data

consistency, compLexity, and modifiability. )ATA DESIGNEE

can te used in conjunction with a variety of database

management systems, including IMS, IDES, ADABA3, NOMAD, and

others. Additionally, it can produce des.gns that will

interface wita :OBOL and other non-D13 tools 3r systems.

DATA DESIGNEE can be characterized as an

automated, easy-to-use tool that assists the database
designer in formulating normalized views of the data
requirements aud synthesizes the:se views into a canon-
Lcal normalized form. . DA'A DESIGNEO maintains
information needed to physically structure t.ia database

* for efficient performance [Ref. 20].

in addition to providing tLe standard functions of a data

dictionary, )AZA DESIGNER goes sevecal steps beyond. It
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provides an atensive set of comanis cate33:iztd as iser

caumands, edit commands, and plotti,; zomoanis, As show[: in

TaDle 1. It ilso supports limited c)du:ztion Df mode,.s an!

gciphics. Furthermore, DAT DESILNER's capabilities inclale

powerful genecation o[.tians and ueport features that will

support the desiga and maintenanca of ipplizati~ns.

1

rABLE 1

Standard ommands of ATA DESIGNER

User Commands

ADD BATCH BUILDCOPY CREATE E M P 1Y
ElD FILES GENERkrE
HETP HIERARCHY PLOT
PRINT RENAME REPODR
SHOW OPTIONS rRANSFER VALIJak:E

Edit Commands

DELErE EDIT INSERI
LIST RENUMBER REPLk-E

Plotting Commaads

DRAW DONE RETURI
SET ALr SEr DEVICE SET RkNGE
SET TITLE SET TYPE SHOW

DATA DESI3NER supports logical database design through a

five-step process:

1. A data dictionary file is created that contains a

list of all standard data item names to be used.

2. Subscaema files are created that describe all of the

views necessary to support usar data r2-,uirements.
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3. The encodel user views ace vali'atel. 7his tep

verifies the syntax of ea~h view ani ensures that

each data item name listed in a view is in the data

dictionary.

4. All of the verified user vieds are synthesized into

a logical data model. Reports and liagraas are

generated to reflect this model.

5. The model is evalated to ensure that it meets all

user reguirenents and is modified as recessary by

repeating steps (1) througa ( .

DATA DESI3NER utilizes three kinds of files: dictionary

files, subschema files, and generated design files. A

dictionary file ($DIC) contains a list of all data elements

that will be used in an application or subszhea. This list

serves as a base for further development, e.g., additioLal

views. A subschema file ($SUB) contains data items and

relationships pertaining to particular views. Finally, the

generated design file ($DES) contains a logical data model

geaerated by DATA DESINER using the applicable dictionary

and subschema files as input. The g.neratel lesign files,

in turn, serve as the input for the report and graphics

functions.

Key commands utilized during the creation of a logical

database design include the following:

CREATE--defines dictionary ani sibschema files.

BUILD--enters data item names into createl files.

VALIDATE--compares the subschema files to the
dictionary file.

GENERATE--creates a logical D3 design from the
validated files.

REPORT--prepares design documentation for the
* loLcal design.

PLOT--uses the plotting subsystem to draw the
logical design.

EDIT--sapports modification of existing files when
necessary.
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i7 order ta acquaint the reader with the operation of

DATA DESIGNEE, we will 1emonstrite the iulb; associatel

wita each step of the process necessacy to create our Naval

Postgraduate Schoal database example of Chapter II. The

user of DATA DESIGNER must first create the liztionary file

STJDENT.DIC and the subschema file SrJDENT.SUB (user inputs

are indicated by boldface type) as follows:

>CREATE STUDENT.DIC DICTIONARf
DDFC0101I File "STUDENT.DIC" of type "SDI " created.
>CREATE STUDENT.SUB SJBSCHE14A

DDFC0203I File "STUDENt.SUB" of type "$SUB" created.

Next, the BUILD command is used to load data itews into the

two created files. First all possible data itens are listed

in the dictionary file:

>BUILD SrUDENT.DIC
DDBSO065I The file type is $DI.
DDBSO0181 THere are no records in the file.
B>NAME
B>SSN
B>SERVICE
B>RANK
B>DONE

DDBS006I File building is done.
DDBS00681 4 records were entered
DDRI0098I Line 1100 is now the list line ia your file.

The subschema file will support creation of one or more user

views. In our example, the suiscaema file contains two

views, the basic, overall view and the view intended for

Arny use only. Nlotice that after the user enters the BUILD

process, eaca line must start wita a modeling :ode. These

codes are usea to identify components and to establish rela-

tionships within the views. When ouilding the subschma

files, all desired relationshios must be specifically

stated. DA Tk DESIGNER uses "1" to speZify one-to-one

relationship and "M" for a one-to-miny relationship. A

conplete list of the modeling codes used in this example

appears in Table 2.
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>BUILD STUDENT. SUB
DDBS0075I The file type is ESd3.
DDBS00811 Taere are ED recocds in the til?.
B>V STU-i

THIS VIEW SUPPORTS THE OVERALL VIEW

B>F,0100
B>T,0003
B>K,SSN
B>1 ,NAME
B>1*SERVICE
B>1 ,RANK
B>V STE-&RHY

THIS VIEW SUPPORTS THE ARMY VERSION

B>F,0125
B>T, 0002
B>KSSN
B>1 NAME
B>1 RANK

B>DONE
DDBS0064I File building is done.
DDBSO068I 13 records were entered

rABLE 2

DATA DESIGNER Modeling Codes

Cole Modeling Use

V Name a user view
F Specify frejuncy of use
T Specify req response ti3e
K Name a keyConcatenate keys ind sata
S Concatenate keys in shot way
L Label a data uroa
M Identify a m uti pe association
1 Identify a sagle associationN Name in association
0Insert comments

Cnce the dictiorary and subschema files ace formatted,

th e VALIDATE :ommand is used to ensure that all entries and

relationships in the subscnema files are valid based on the

information previously specified in the dictionary file.
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DATA DESIGNER will respond witi the numbec of views

processed, the number of lines real, and the Lunber of vali-

Cdition errors, if any, that were located:

>VALIDATE STUDENT. SUB STUDENT.DIZ

DDVSO012I Validation begins.
DDVSOO24I 2 Views were processed.
DDVSO025I 13 lines were read.
DDVSO015I 0 validation errors were deteztel.

Cnze the files ace successfully walidated, the user will

utilize the sabschemas to generate a logical database design

for his or her application.

The ten 3ENEEATE options from waizh the user can choose

are powerful features that allow tae user to control the way

that DATA DESIGNER produces a design and supports requests

foc varying degrees of information during the generation

process. If the 3ENERATE command is called witaout options,

DATA DESIGNER will create a desiga that removes all redun-

daat data elements, generates intersection data groups as

necessary to caesolve many-to-many celationships, suppresses

repeating data elements within data groups, geaErates single

key data groups from concatenated keys, and considers all

frequency and timing information that was contained in the

subschema files. In all cases, the end product of the

@1 GEIErATE command will be creation of a £DES file, in this

case, STUDBEt'T.DES. The factory usec 's guide recommends that

options 4, 5, 5, 9, and 10 be used when generating the

initial desiga or after major revisions to the input files.

A brief description of each generate option is shown in

Table 2. Continaing with our student database example, the

user's dialog will be

>GENERATE OPTION 4 5 6 9 10 T) STUDENT.DESrGN
DDGSO0321 Design generation begins.DDGSO058I 'Le suLschema file is SSDENT.3J5
DDGSO21LI Option 4 ignores undefined links.
DDGS0281I Option 5 generates foreign key in[ormation.
DDGS03011 Option 6 generates canli ate Key intormation.
DDGS03071 Option 9 generates ccoss-reference info.
DDGS03071 3ption 10 ignores fr-eiuenqy and timang info.
DDGSO054I Design generation ha3 finished.
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TABLE 3

DATA DESIGIRE Generite 3ptions

Option Purpose

Generate unspecified associatior.s.

2 Suppress resolving r dunlant data.
3 Suppress creating intersection files.
4 Supress generating inverse !inks.
5 Generate fe ign Key information.
6 5enerate candidate Kay informatioa.
7 Allow repeating data items in gro)ios.
8 Spress 3enerating single "ey grus.
9 Generates zross-re erenze inforation.

10 zzuporess fcelency/tLming information.

At this point, the logical dataoase design is completed.

When using the options specified ia tae eKampla, a series of

reports will be automatically generated. A list of reQorts

C~~~~~ v--- - - - - -- ------ - ------- 1
TABLE 4

Reports Available with DATA DESIGNE3

Report Type I

1 Data 3roup Links Rep~rt I
2 Canonical Schema Report
3 Data 3roup Index Report
4 ,lultiple Lcacences 3f Data Items.
5 Data Relation Report

6 Data Group Candiates KeZs Report
7 Data Item tc User Vi w oss-Refer
8 User View to Data Group -ross-Peference
9 Data Sroup to User View :ross-Reference

L ---

created is coataiaed in Table 4. To print tLese reports,

the user's dialog will simply be
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>REPORT 1 2 3 4 5 6 7 8 9 PRI.qrER FROMi STUDENT.DESI3N
DDP20073I The reports were printed.

As a final aid in evaluation of the logical database

design, DATN DE.IGNER is capable of proluzinj diagrams of

(i an overview of the logical datibase design and/or (2) a

hierarchical representation of that logical design. To

produce the logical overview diagcam, the following dialog

is recuired:

>PLOT
DDPT02891 DATA DESIGNER Print Plot Release 2.5A
P>SET TYPE OVERVIEW
P>SET TITLE LOGICAL-DESIGN
P>DRAW FROM STUDENT.DESIGN

DDFS0310I Design STUDENT.DESIGI's lescriptioa loaded.
DDNX0271I The overview plot generation is ione.
P>RETUFN
P>END

After using the cinted reports and diagr-as to evaluate the

database design, the user dill, if satisfied, t-anscribe the
design into a specific DB3S format, sicn as ADkBAS, or use

DATA DESIGNEE's EDIT capabilities to revise tie :esign as

necessary.

As discussed in Chapter IV, data dictionaries can be

evaluated on the basis of their arcomplishment of security,

integrity, and documentation/maintenaace. DAr. DESIGNER, as

a fEree-standiag data dictionary tait :in be usel in conjirc-

tion with a variety of DBIS and non-)31S systeas, does not

address the 3ezurity aspect. it ias apparently designeJ

with the assumption that the parent system with which DATA

DESIGNER interacts will handle access control and other

sezurity-related functions.

DATA DESI3DEE does, however, receive higa marks for

maintaining data integrity and for the ;uality of its docu-

meatation. 3ecause it is designed to support the develop-

ment of logical dataLase designs, it itilizes its dictionary!

files to ensure that duplication of data is prevented

through .eneration of cross-refereace files. when a

sucscheua is molified, DATA DESIGNER aualin utilizes its
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dictionary files in the subsetquent dasi-n genL ctions. The

PLOT and ?EP3Rr functions provide a dealth of information

about the design, its components, and all users of the

suaschemas. Relationships, both those included by the user

and those produced by DATN DESIGNER, can be seaen in written
reports and visual representatinons. iher, modificatons and
ned designs are produced, the reports are automatically

updated to reflect all changes.

B. MSP DATAMINAGER

DATAMANASTR, developed by M3P, INC. of Lexington,

Massachusetts, is one member of the 1ANA3ER family of

diztionary-oriented software products. )ther products

include DESIG.7.44NAGER, PRJJECTMAN.3ER, SOURCEIANAGER, and

TESTMANAGEP. the entire line of products, while capable of

batch operations, is designed specifically to support inter-

active operations with IBM 360/370/30xx/4303 series (and

plug compatible) computers. While DATAMANAIE! is designed

as a nucleus for further expansion or specialization, it

provides all basic capabilites necessary to create and main-

tain user dictionaries. Additional zapabilites, available

as a series of extra-cost, add-on modules, inclide:

1. interfaces to IDMS, ADABAS, IIS, TOTAL, SYSTEM 2000,

and other DBMS

2. teleprocessing interfaces

3. generation of CO0DL, PL/I, or other source language

data descriptions

4. generation of DAT i£NAU43ER data definitions from

existing COBOL or PL/: source :ode

5. interfacing of a DATAMANk3ER dictionary to user-

written programs

6. status, audit, and security facilities

7. extensibility through a us-r-defined syntax facility
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DATIAMANA3ER can provide data dictionary capabilities to

users utiiia a variety of hardwire/software :ombinations.
( By providing interface modules for several popilar database

management systems, DATAMI NAGER is obviously more flexible

thin one that is tied to a single, distinct database system.

However, DArAI A!'AGER's flexibility extends beyond the

* obvious:

DATAMANIAGvR is intended for use in any organization iz
which there is a computerized dita processin; function.
Its use, hiwev~r is not confi aed to those elements of
data that are heid in computer files or that are acted
upon by computerized systems. Definitions of all data
held and used by an organization, in its manial systemis
is well. as its computeCized ones, can be held in a
DATAMANAGER data di.cionary. DAfAd~gA3ER is designed to
be used both with traditional files, powerfal database
systems, and in a mixed environment. Use of the data
dictionary remnains independent of the database mana e
mient s stem, althou further add-on facilities ena nle

4 DATAMAINGEF data de~ initions to be generated directly
from the database data description langage source
coding. [Ref. 21]

The architecture, or structure, of the DArkIANAGER data

C di:tionary is composed of four (or five) data files, called

data sets in the user documentation.

The source data set coDntains the data definitions as

originally input into the system by the user. Wten the user

* modifies or appends changes, the data definitions are auto-

matically updated within the file.

The data entries data set contains all encoded data

defi;nitions generated by DATAMANA3ER after evaluating the
contents of the source data set. Data definitions are
encoded to reduce the time reguired for D&rA41ANAGER to

proc-ess the information within the data dictionary. During

this encodin4 process, relationships, aliases, and classifi-

4cations are also identified.
The index data set is an autonated index containing the

name and address of each entity definition that is in the

source data or data entries data sets. The index data set

55A

4

A



serves as a lata directory to support the fistest possible

retrieval of entity definitions and associated data.

The error recovery data set is used by the system as a

temporary backup storage file. this capability was imple-

meated to increase reliability by pr3oviing Eoc automatic

recovery of the dictionary contents in the case of external

interruption or other system failure luring i dictionary

update.

The log lata set is an optional capability that is

highly recommended by ISP. All updating commands, associ-

ated data definitions, and auendments ace logged into that

file as they occur. Entries inclule zommand identification,

full date, time, user, and statis of all physical input/

output accesses. Additionally, the lata administrator has

t e option of specifying that al commands directed to the

data dictionary be logged. When combined with other system

backup facilities, this allows DATAINNA3ER to be "rolled"

forward from the last backup point in case full recovery is

ever reguired.

DATAMANASER is a powerful system that utilizes a series

of interactive commands to create, maintain, and document

data dictionary contents. These standard commands are

listed in Table 5. DATAMANAGER prgvides a pcedefined series

of standard entity-types, relationship-types, and attribute-

types that form the system standard schema. These are

listed in Table 6. As shown in rable 6, DOI !ANAGER uses

only six entity-types in the staadard sch.ma. Those

elements exist within the system as members of a logical

hierarchy as shown in Figure 5.1. Diszussion in the user

do:umentation reveals that DATAMAgAGER strives to provide

tte capability to maintain all system data while maintaining

ease and simplicity of logical lesign.
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DACAMANAGER Standarl Na:dndsI

ADD ALSO ALTES |

AUTHORITY BULK COPYDI'TIONAFY DOES D R3P
EllCO DE ENDDM5 FORMAT

3LOSSARY INERT KEEP
LIST MODIFY PERFORI
PRINT PR~rECT F EMOVE I
RENA E REPLACE REPORT
SHOW STATUS WHATWHICH WHO WHOSE

-~ ~ ----- - ---------------

r*BLE 6

DATAMIN&GER Standard Schema Descriptocs

PROCESS ENIPTY-TYPES
MODULE PROGRAM SYSIE.1

DATA ENTITY-TYPES
FILE 3ROUP IrEM

RELATIONS HIP-TYPES

SEE

ATTRIBUTE-rYPES

ACCESS-AUTHORITY ADAINISTRArIIE-DATA
ALIAS CATALOUE
COMMENT DESZRIPTION
EFFECTIVE-DATA FRE2UENCY
NOTE DBS LETE-DArE
QUERY SECURIrY-CLASS

______- -----------

A complete specification of the data resoarce of an
3rganization re3uires the definition of the zharacteris-
tics and of the interrelationships of iata, and of the
zontexts in whizh the data is used. Accorlingly, the
design of DNTAMANAGER provides for a hiararzay of member
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types, within which it is possible to das:riLe all
elements ani Assemblages of dafa aad the prozessess that
act on the lata. The naiber of nember types iefined for
the basic hieraEchy has been kept as small as possible
dhile meeting these requirements. &ef. 22]

r ------ - -____ - - - - - - - - - - -- - -- -

I J SYSrEM I

II
I I

* MODULE

* DATABASE.

IE

F. L.~.___ ----------- -
Figure 5.1 DA•TALI oAN&GER' liec alk o f niy-ye

IITE

Figure 5.1 DATAMNAGER's Hiecarzhy of Entity-types
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At the lowest level, an ITEM is a fundamental element of

data, th smallest unit within aArAIANA3ER. I GROUP is a

collection of items or other groups. The thin entity-type,

the FILE, caa either be implemented as a traditional file

organization (a collection of data groups, inlependent of a

DBIS), or as the ecuivalent association of Jata within a

database. If DATAMANGER is used with a database, another

entity-type, DATABASE, wLil be proviied with the database

interface module, e.g., ADABAS, that is selected. The new

member, in this case, ADABAS-DATA3ASE, will either replace

the FILE element within the hierarchy, or coexist by

residing between the FILE and IJDU'.E elements. A IODULE is

a collection of data that includes descriptions of a data-

base (if used), FILEs, GROJPs, and/or ITEMs. rhe module is

the lowest unit that can directly or indirectLy manipulate

data, and is a subdivision of a PR33RAI. The PROGRAI is

defined in terms of collections of modules and those

processes that input or output data to/from the system. A

program is executable. A SYSTEM is the hi~hzst element cf

the DATAMANA3R hierarchy and contains all subordinate data

declarations.

While DArAMANA3ER stresses simplicity in the logical

design of the system standard schema, it can oe configured

to be highly extensible. kn add-on mDule, the Jser Defined

Syltax Facility (U9SF), is requirel to support user declara-

tion of schema descriptocs. If present, this facility

provides several unique capabilities. First, in addition to

allowing the iser to define his or her own ertity-types, the

module allows the data administrator to insert one (or more)

of three standard sets of extendel entity-types. These sets

are:

1. The Zxtenled Data Processina Structure (EDPS) which

provides additional entity-types traluently used

witLin the data prcessiag enviro.emeat. These

include PROZEDJRE, SUBROUTINE, and DATASET.
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2. The Structured Analysis Structure (SAS) which

proviles entity-types frelueatly used when

condu:ting structured design. These include

SUBPRODESS and DATISTRUZTURE.

3. The Stru:tured Develpaent Struzture (SDS) which

strives to provil_ all antity-types accessary to

satisfy the requirements 3f the majority of poten-

tial asers. This :3llecti~n 3f entity-types include

all those found in the EDPS aml S&S subsets.

Second, the UDSF module supports user lefinition of

attribute-types related to both 3ystem standard and user-

created entity-types. Three distinct :ategories of

attribute-types are recognized within DATAMAIXGEE. These

ace:

1. Global (con) attribute-types which dill apply to

all antity-types within the struzture, e.g.,

SEtCURItY-CODE.

2. Generic attribute-types which can be aided to those

of a specific standard eatity-type, for example,
FILE. Whenever a user defined entity-type is

created that uses the staniari entity-type's format

as a 3ase, the generic attribate-types of the stan-

dard entity-type will be passel into t22 new entity-

type.

3. Specific attribute-tXtes wti:n allow tae designer to

tailor an entity-type to satisfy taa particular

requirements of that organization.

Finally, the UDSF module supports user lefinition of

relationship-types in both forward and backward directions.

This enables DATAIANAGZR to support the tnre (or four)

relationship mappings we have previOU31y deszribed.

Once DATAIA.NA3ER is installed Da tne computer, two major

steps must be conducted before information :an De entered in

the data dictionary. First, an empty data di:tionary must
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be defized using Controller commaads (restricted to use by

the data administrator), DICTIDIARY, i.a AUTHcPITY.

Briefly, thea dictionary must be created and opent;,

authority levels must be defined, ani potential users must

be identified. As the second major implem.entation step,

member entity-types, both standard and user-created, must be

* be defined. Every session with DkTAAANA3ER is zoaducted as

a "run", in which a series of system commands, specified by

the user, are carried out. Every session must initiate with

the commands )I-TIONA2Y and ATHOPrTY. After Ceview of the

user documentation, this process will probably seem diffi-

cult and confusing to most users, even to those who have

worked with other data dictiontries. DArANIANAGER is,

however, an iapressive, powerful package in the hands of an

experienced user. Cur sample datibasa, SIUDENT, would be

entered as a FILE (3r DATABASE, if implemented). The format

for an indivilual student's record becomes a 7R)IP, in which

each data element, e.g., service, SSN, etc., becomes an

ITEM. The structure of our example, after implementation in

DArAMANAGER, would appear as shown in Figure 5.2.

DATAMANASER aggressively supports each Df the three

objectives of data dictionary usage: data integrity,

security, and maintenance/documentation. It enforces data

integrity through its hierarchical structure of entity-

types, predefined standard schema relationships, identifica-

tion of aliases, and automatic update procedures. System

definitions ind rror-checking are used to validate the

structural "correctness" of each entity, relationship, and

attribute as it is created or defined. Once the FILE or

DMABASE is defined, DATAMkNAGER monitors input of ddta into

system structures by comparing the input to tfta appropriate

TEM's characteristics. Each of the ISP products, including

tn. DBMS interfaces, displays evidence that ISP recognizes

the importance of data integrity as a vital link to effi-

cient and dependable control of data.
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30205 PF3DUCE STUDEN: LAYOUTS,
00206 PRINT GIVING DZSZRIPTON3.

DESCRIPTION OF STUDENT *

LEVEL N A! E LEN, hiPE REYIARKSI 1 STUDENT 069 SROUP STUDENt *

2 STUDENT-NAME 050 ZiAR 53 DI3/ALPH-N3U *

I 2 SEUDENT-SSN 011 ZAR 3 NUM, "/" *
I 2 N U 1f 4 NM V1

I 2 STUDENT-SEyV 005 >iAR 35 DIG/kLPH-N.U

* 2 STUDENT-RANK 003 1-A R 1 CHAP,"-",
1 NUM

Figure 5.2 STUDENT example in DATAMANAGER Structure

Th'? DATA NAGER nucleus provides secarity by inclusion

of one type aE security mechanism, password control. The

Coatroller, or dictionary administcatar, mast assign a

uniiue passwocd to each authoriz2d asec. Each user and

password combination must be registered within the

dictionary. DATAIANASER will reject any command session

which does not commence with an AJTH3RETY conand followed

by an authorized password.

Several additional sezrity machanisns can be provided

by including the Audit and Security Facility nodule in the

sy5tem implementation. First, the Controller gains the

capability 3- registering general and specific security

levels within the dictionary. Each user may be assigned a
general security level in additiou to the uni ue password

pcviously assigned. Within the systan, the To troller will

a3si,;n a specific _nsertion Security Level and a specific
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Pcotection SZ:ucity Level. A user waose general lcvel is

lower than tae specific iasertion level is not a.lowel to

insert, modify, or delete info[rnation within the dat-a

di-tionary. This provides the =ipaDility to assign "trea!

only" access. A user whose genecil level is lower tha.n the

sp-ecific protection level, or one who does not have a

* general security level assigned, is not allowed to establish

protection for system members, or data struztuces.

Second, users who do have a geaeral securit, level ejual

to or higher than the specific protectiDn level. may use tae

PROTECT command to assign protection to specific members in

the form of A:-ESS, ALTER, and REMiDVE securit'. levels. 7,his

capability allows key users to coatrol, or even prohibit,

access to those structures that they own. Any member wnich

is not owned but does reluire secarity can be assigned the

sine three control levels by the dictionary administrator.

Finally, the Audit module provides the capability to

produce over 533 different audit repocts, using information

coatained within DATAMANA3ER. The majority of these reports

are reserved for use of the dictionary administrator alone.

This includes the capability of logging all conmands issued

to the system. Tais "trace" mechanism increases security by

providing a record of all entries, or attempted entries, to

the system.

The last significant objective of i data iictionary must

be to support maintenance and docimentation of the informa-

tion contained within the information system. DArAMANAGER

provides a set of commands unijue to the maintenance func-

tion. A listing of these is shown as raDle 7. laintenance

can be supported luring bota interictive and batzh sessions.

A series of aery and report commands are provided with the

nucleus module to support usage studies, maintenance, and

documentations. These commands are listed in rable 8. The

PEPDRT, P.I11T, and GLOSSARY commands pcovide a great ieal of
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TABLE 7 1
DATAIANAGER laintenaace Commands I

INSRT MODIFY ENODE
REPLACE BJLK ENCODE COPY
ADD RENAME ALTER
REMOE KEEP DRDP
ALSO KEEP PERFOREI

------- - ------ ------ __

I I

TABLE 8 I

DATARANAGER Report/Query :ommands

Report Commands

PIEt BULK REPORr LIST I
SWITCH REPORT SKIP
GLOSSARY SPACE BULK PRIqr
TEXTa I

2uery uinmmanis I

WHAT WHO WHICH
WHOSE DOES SHOW

information to the dictionary adminsistrator and othAer

designated users. When system data is modifial, the query

anI report commanls can be used t3 provide updated documen-

tation and records.

One additional DATAMANAGER capability waccants mention

with respect to maintenance and documentation. One system

entity-type whiich has not been diszussed and does not reside

in the hierarzhy shown earlier is the ZOIAND-SrREAM entity-

type. This structure is a unijae feature if DATAMANAGER
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tn at allows prcviously stored series Df comaznds to be

executed ty using the PEPF)P: commnd. The as:? of specific

CD1.AND-S:FEA~s can te compared to the subcoutir.es of a

general progrimmirg lanugage. While the CO! kD-S7R&AE can

be used ir miny ways within DArAnNA3ER, it becomes es~e-

cially useful during generitLon of reports and dozumentation

ducic mai.tenance sessions. A "subroutine" can be speci-

fied that will produce all standard reports; when system

information is updated, the applicable reports are pcodlce!

by one simple ?PFFORM comman1 at the end of taa maintenai.ze

se ssi on.

C. ADR DATADICTIDNARY

DA:AD2IrT=NAR1 is one of fourteen separate, but highLly

integrated, software products pcodu::e by Applied Data

Fesearch, 1nrl (ADR). Iaitially introduced in 1978, the

integrated system, Relational information Aanagement

Enviroment (RIIE), is considered to oe one of the first

trap examples of the fourth ;eneration of systeas software.

An article in Infosystems st-ates

Three conditions are certain in the 198)s .... rirst
ipplications pazkages will not neet the need for most
applications that will be computerizei. Second, s-stems
so-tware Ir:duts that inproved productivity, riduced
lpp;ication costs and increased azessibility to .nfoc-
zaion in the 1970s will be even more valui5Le in the
1980s. And third, existing appli=ations will not be
readily rcwcitten or replaced an dill have to be main-
taiiied'for many years.... The success or failure o: many
organizations ia the 1930s wilL depend on how effec-
tively the improve and integrate data pro:essilg in
their operiOns. This is particularly critical for
oCganizations that have been traditional Lati prozssin;
users over the last 23 years and have worked dith :econi
ind third :enecation mainframe aardware aad so.:tware
systems. [ief. 23]

Prior to analyzing ADR's data dictionicy, it is impo::tint ti

review briefly the objectives of fourth generation software

and integrated systems and to provide an overview of RIM?.
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Each of the "generations" of system software car, be

id ntifi2.Cl y onE or Mora Significant adva:nzments.

fi:st generation provided primarily assenmly language

programs. The second geaeration's gifts centereJ around

developmeat of high-level I ngua32s and Improved operdtirn

systems. N4umerous advanres surfaced lariag the third :;ener-

ation, e.., latabase manag-2ment systems, data dictionaries,

structured programming techniques, early efforts at decision

support systems, and Frogram generators. During the fourth

generation, it is anticipated that advances will occur in

tncee primary areas: very high-level languages, reiational

database F!agement systems, and tne automatd office or

integrated information center. in the latter, all automated

functions, including data processing, word processing, data-

base and file management, decision sapport, program develop-

ment and maintenance, and zommunizations, will be combine!

into one "total" system. This coald, in theory, be accom-

plished by one giant program, or, in the case of ADE an!

other vendors, as a series of smalLer, integrated packages.

During 1932, the U. S. Army ?warded a contract zor the

largest, most complex information prczessing project ever

funded by the government. Named VIABLE (Vertical

Installation Automation Baseline), the project will provide

a nationwide automated network that will connect forty-seven

military bases to massive computer pawer at five regional

data processing centers. the network has been designed to

* support the management of information in peacetime and in

times of war and other national emergencies. During the

planning period, interest centerel on three principal func-

tional areas: communication, interaztive program develop-

[rent, and database management. Taa primary contractor,

Electronic Data Systems, selected 11 of ADP's Droducts for

usa as the base of the VIABLE system. A complete list of

ADR/IME elements is included as rtale 9.
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rABLE 9 ](I

Components of ADR's DkTCD. System S

Companent Function

DATAZDM/DB Relational Database 3vsteM
DATA DICTIDNARY Resource Control System ,DATA UERY Enhlish-like aeEryLar~aage
DATAREPORTER Into. Retrieval/Repocting
DATAENrRY On-line Data Entry System I
COBDL/DL Extended Lanjuage/Utiliti esLIBEAHIAN Program lana ement s$ tem
ROSZDE Procram lainjeaince Dystem
LOOK Real-time :!easirement'System
METACOBOL Lancuage Pre-compilec I
AUTDFL3W II System Development ra3l
ADR/D-NE: Distributed Database ietwork
ADE/EMtIL Electronic Mail System
ADE/IDEAL Interactive Develop. 3ystem

New kDR products which hare not yet been
included in the Army's VIABLE project. I

Some of these elements can be coasiiereQ to he Li L -

priced extras or application-specialized ojtions. if arn

organization rere to utilize all components, users would

have access to a complete database system with data

dictionary, a relational guery language, report and graph

generators, extended COBOL compiLer, pro.ca3 development

support, distributed local data network, eLectronic mail

system, and mrce.

According to ADR literature, tue aeart of the integrated

system is DAIADiZrIONARY. The c3mpany's database system,

DAIACOM/DB, a true relational dataoase 3 system that utilizes

a patented flexible data structure, das designed especially

to interact dith DATADICTIDNARY. As an active Iictiouar
°

3 A relational database is one in waica the relationships
between data ace implied by the valies Df the data. For
example, two records ace related if t e i have the same
attribute, as S:JD7NT and PROFESSOR are celatzd by the fact
that they are associated with a particular CLAS3.
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system, DATADIZTIONARY is queried by all other :3ipone.nts of

the system prior to access of s~ste3 information. This

maximizes data integrity while minimizing data redundancy.

DArADICTIONARY offers a menu-driven user interface. It

provides security, supplies full dozamentatian/maintenance

caoabilities, and can be extendea to interact with future

system produzts and to support fatare user ceqirements.

The documentation provided writh DArAD[rIDNARY and other ADR

packages is almost overwhelning in its completeness. The

dictionary alone has fifteen separate volumes. While an

extremely capable system, DATADItMnL ARY is aot one that

will be easily or auickly mastered.

DATADICTI)NARY provides 20 standarl entity-types in its

system standard schema and supports user creation of aldi-

tional, more application-specific schema descriptors. For

most applications, the standard types listed in Table 1)

_ _-_ ------ - -- - -

rABLE 10

ADR D&TADICTIOIARY Stanaird Entity-types

DATABASE KEY SYsrE.i REPORT
AREA ZLE3E NT PRO;RA 1 JOB
FILE LIBRARY MODJLE STEP
RECORD MEMBER DATAVIEd AJ riIZATION
FIELD PANEL PERSON NODE

- --- ---------- -

will prove to be sufficitant. D&TADICTIONARY maintains a

logical hierarchy among the principle standard entity-types,

as indicated in Figure 5.3. lany of the standard entity-

ty~es are provided with primary relatioasaips diready

defined with key subordinate entity-types. For example, in

our STUDENT example, we will initiaIly use ta_ entity-type
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DATA~B ASE I
I

IiI AREA I

I

ILE

REZORD

I- FII- - -

IIELDI KEY ~ELEMENrI

Figure 5.3 A Logical Hierarchy of Entity-types

DATABASE to create our sample data~asa. WheL we define- the

database entity-occurren~e, the )AT4.aASE-APEA relationship

is automatically provided. Similarly, w f aa the area-

occurrence is defined, the H.EA-F'ELE celationstiip is estab-

lished by DArIDICTI3NARY. in the zise of RE:JRD, credtion

of: an occurrence provides tiree relationship-types:

FEJ:RD-FIELD, RECORD-KEY, and RE:3RD-ELEIENT. These three

relationships, at the lowest levei of the lojizal hierarchy,

support actual entry of attritute-valuas, or lita. Vhpther

system-definel or user-created, ill relationship-typos in

DArADICTIONLRY have four attributes:
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1. Relationshi2a_££in -- describes the numb her of

entity-occurrences which are the subjects and the

objects of this relitionship, e.g. tae tyLL, of the

relationship. DATADICTONkRr supports four types of

relationship mappings, i.e. one-to-one, one-to-many,

many-to-one, and many-to-many.

2. PeSuired-relationship -- describes dheth_r each

entity-occurrence in the named abject entity-type is

to be related to at least one entity-occurrence of

the ramed subject entity-type.

3. Automatic-relationshiQ - describes waethcr each

entity-occurrence of the naiel object antitl-type is

to be automatically related ta an entity-occurrence

of the named subject entity-type when tae 71ject is

added.

4. Orderei-relationshi2 - describes whether the order of

relationships addel in tais relatiooship-type is

significant. An ordered-relationship allows entity-

occurrences to be retrieved and displayed in a

specific order.

If using the interactive version, DATADICTI3NARY Online,

the user will be prompted by a series of panels, o:: menus.

The Master Menu is displayed in Figure 5.4. Tha mis-:er menu

supports creation, modification, aal deletioi of entity-

occurrences. Additionally, it provides access to aLl o1her

system menus through option (7). Tne following pr.cedures

would be utilizei to create tha SIUDENT ezample within

DArADICTIONARY. First, the Add Datail routine, opt-.on (2)

is selected. In answering the 3ystem prompts, :he user

creates the new entity-occarrence, DATABASE.SrUDEN ? in the

following dialog:
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=>

DDOL: SELECTION CRITERI. FOR DETAIL ADD
LV 1Y ENrTY RECORD DD OCCURRENCE NA IE Vfi STA:
00 E DATABASE STUDENT 001

URRENT DCCURRENCE 2JALIFIER:
DATABASE STUDENT (001) TEST

DETAIL A)D
ATTRIBUTE VALJE

DESCRIPrION NPS STUDENT DATABASE
CONTROLLER DEPARTMENT OF RE[STIRAR
AUTHOR REGISTRAR
BASE-ID 001
BASE-TYPE ADR/D8
DBMS-USED RELATIONAL

7>
MASTER MEnU

ENTER THE REQUESTED OPTION ==> THERE ARE 03 OPTIONS

1. DISPLAY IENU MENU FOR DrSPLAY FUNCTI)NS
2. ADD DETAIL ADD DETAIL ENrITY-OCCURRENC"
3. DELETE DETAIL DELETE DETAIL ENTITY-OCCURRENCE
4. UPDATE DETAIL UPDAME DETAIL ENTITY-OZCUREUCE
5. COPY _OPY/MODEL ENrITY-OCCURRENCE
'6. STATUS CHANGE CHANGE ENTITY-OCCJRRENCE STATUS
7. SUPP)RT AENU ALIAS, DES:RITOR, RELATIONSHIP,

8: SPP)T ~ENU TEXT AND 2LISr ANEAC
B. SECURITY OCCURENCE SEZURITY MAINTENANCE

Figure 5.4 ADR D&TADICTI)NARf Master Menu

Each of the 2) standard entity-typ.s will contain predefined

key attributes. Values for these attribute-types are

entered during the Add Detail routine. In the case of the

DArABASF entity-type, and as was shown abDve, the key attri-

butes are DESCRIPTION, CONTROLLER, AUTHOR, BAS7-ID,

BASE-TYPE, and DBLIS-USED.
In similar fashion, the user must create the subordinate

1Doical structures, AREk.STUDEIT, FILE.SrU)ENT, and

RE.ORD. STUDENT. As each ccurrenze is createl, it must be
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rrlated to tr.C next highest entity-occzzrrence in the logical

hierarchy, e.g., FILE.STUDENT must be related to

AREA.STUDENT. For this process, the user invckes the

Relationship )efinition Panel to Iefine the calationships.

DArADICTIONA f wiil respond vith tae Relationship Def.nition

Display which presents the charazteristizs of eaza of the

relationships as it is enacted. Examples of these panels

are shown below:

DDJL: F7LATIONSHIP DEFINIrIOI
RELATIONSHIP NAME $INrERIAL
SUBJECT ENTITY TYPE DATABASE. STUDENTOBJECT ENTITY TYPE AREA.SrUDENT

RELATIONSHIP DEFINITIJN DISPLAY

SELECTIDI:
$INTERIIAL DATABASE. STUDENT AREA.STUDENT
NAME SUBJ TYPE OBJ TYPE MAP REQ AUTO O2EP
$INTERNIL DAr EBASE AREA 1I Y N N

As a final step in installirg the STUDENT database, QLISr
conmands must be used to define specific fields, keys, and

elements within RECORD.STUDENT. This is the paint wLere the

specific attributes of the STUDENT example, e.g., SSN, Name,

Secvice, and Rank, are entered into the database design.

The user defines attribute name, parent, class, type,

length, and number of repetitions. one example of this

process is as follows:

=> -

DDOL: SELECTION CRITERIA FOR REC3RD LIST 1AINT
LV TY ENrIrY RE2ORD DD DOZURRENCE NAIE VER STAT
00 E RE:ORD STUDENT TEST

CURRENT OCCUPRENCE QJALIFIER:
REZORD STUDENT (001) TEST

FECORD 2LIST MkINTENANCE

E FC FIELD NAME PARENT 3AME INSERT AFT C T TAEN REP
A SERVICE SSM NAAE S C 004 001
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Looking at the last line of the figuce, the iser has indi-

cated the following:

4FC Afunztion code) = Add a fieldField Name SERVICE
Parent Name= SEN.(in this case, this is t:e Key tield)
Insert After NAME (.!B3ER's valie will fallow NAME's)
C (Class = Simple (as 9pposel to a :ompound field 

SType Character (vice a numeric or binary fie d)
LE (Length of Fiell) = 4
REP (Nuzoec of Fepetitians) = 3Jilvice a :epeating

At this point, the schema of STUDENT nas bees entered irto

DArADTCTIcNAPY. The user may now use DA1ACO3/)9 facilities

to enter attribute-values into the system. Upon completion,

the database administratoL or auttOizad asers zan create as

many external views, or subschemas, as iesired.

DATADICTIONARY receives high marks in the ieas of data

integrity, security, and docaaent ation/maintenance.

DArADICTIONARY's logical hierarchy of structures and system-

atic installation procedures tend to enforce dita integrity.

Tua dictionary's extension routines and view generation

processes have been written to ensure that data integrity is

maintained throughout expansion or specialization of the

database. 'o enforce security, D.ADICI31kRY provides

multiple layers of protection. Two separate and independent

mechanisms are provided in all implementations. These are

(11 use of entity passwords, and (2) inclusion of locks and

override codes. If the installation is the OnLine version,

a third mechanism, user validation, is available. As each

eDtity is created, or at any time afterwards, a four-digit

password can be assigned to that entity. Passwords can be

either unique or assigned to a series of related entities.

Any user attempting to modify or access a password-protected

entity-occurrence will be jueried to provide the applicatle

password prior to gaining access. The second layer of

protection centers on use of L)CK and OVERRIDE codes.

Unlike passwor.s, which either allow or proiibit access,

lozk codes can be utilized to limit the deacee of access

granted. Three levels of security are providel:
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LOCKO No restrictions exist on an entity
(default setting)

IOCKi The entity canaot be undated or deleted
without an override :oDe. rne entity
can be copied, displayed, or printed
witaout res tri. tions.

LOCK2 No action will be per3ittel inless tne
override code is given to tie system.

The actual override codes dill be ised di:tionary-wide, that

is, a single zole will exist to satisfy L3.K1 conditions

while another code exists to access entities protected by

LJ:K2. Finally, if using DATADICTIONN Y Online, the Lignest

layer of security becomes user validation. -he name of each

user of the system is defiaed as a PERSON entity-type. Each

entity-occurrence will include a unique passw3rd which must

be provided to eater the system through the online inter-

faze. Four levels of authorization are supported by

DArADICTIONARY:

_DIS rhe user is allowed to display all data in
the dictionary.

_UPD The iser is allowed to update the dictionary.

-COP The user is allowed tj copy an entity.

-ADM The user is allowed tfte use of all commands
and is allowed to prozess all panels.

Authorization at one level will automatically provide all

lower authorizations.

ADR's multiple-layerel approazh to security provides a

system that is both highly flexible and very secure. The

database administrator will be ible to provide whatever
degree of access that is re quired to .aiza individual user as
well as to each group of users within the system. If one

lafer of security is broken, aczess will be prevented by the

other security mechanisms.

invocation of any function thus tuthorized on any entity
is still sub e= to the password and lo:t provision
discussed ear iar in this section. Thus, u user with
SDD UPD autdorization cannot modify in entity that is
password protected unless the required password is
supplied. Ref. 24]
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DATADIC-II _ARY provides Extensive capabilites to support

maintenance and documentation of the data dictionary. It

can be maintained by usiag eithec the 3nline maintenance

fazility or awailahle batch commands. If usia; the online

facility, a series of screen paiels will again guide the

user through the desirel maintenance activity. This
facility will greatly enhaace individual changes, however,

major changes affecting nunerous eatities would be initiated

most easily through batch zoumands. in either ;ase, mainte-

nance centers around four orincipal functions:

1. adding, copying, updating, or dealting systea

entities

2. search for, identification of, and creation of

entity aliases

3. maintenance of deszriptors and schema Iescriptors

4. maintenance of desc'riptive tests associated with

system entities

Similarly, DATADICTIJNARY provides numerous report

generation capabilities, most of waich can be initiated

thcough either batch or Online laintenance sessions.

Principal report types are shown in ranle 11. Senerated

reports will support both the initial generation of user

databases and subsequent maintenance of system data and the

structures utilized to displa.y it.

tABLE 11 1
Principal Reports of DITADICTIONARY

INDEK INDLNTED DET.IL I
FIELD TEXT ALIkS
DESCPIPr)P RELATIONSiIPS DEFINITIONS

--
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D. ORACLE

CRACLE is a relational database management system devel-

opei by Relational Software Inorporited of lenlo Park,

California. It was originally developed for use with

Digital Equipment Corporatior. POP minizomputers and has been

coaverted to operate on IBM mainframes as well [Ref. 25].

Included in ORACLE' is a dependent data diztionary that

performs a limited number of the fanctions discussed in

previous chapters.

Data is stared in ORACLE is celations, or two-

dimensional tables, which are organized into cows and

colunns. S2L (System uery Langiage) is used for query,

maaipulation, definition, and control of the ORACLE data-
base. Information about the contents of a table, its

creator, authnrized users, calling programs, and associated

views is kept in the data _ictionary and can be retrieved

via SQL commaads.

OFACLE's logical hierarchy of structures, as shown in

Figure 5.5, demonstrates the comparative simplicity of this

system. In this figure, a single arrowhead represents a

one-to-one relationship while the doable arrodheads signify

on--to-many relationships. The lataoase is divided into

logical partitions which can only be created Dr altered by

the database administrator. When users define tables, the

system allocates memory for one inderspace and one data-

space. The iadexspace is used by the database/dictionary to

store information about the table waile the Jataspace is

utilized for storing the actual information. As data is

entered into the database, the system automatizallly ap.eids

extents (and pages) as necessary to sapport specific tables.

OFACLE's 13 data dictionary tables are described in

Figure 5.6. Rn example of one of the tables, CATALOG,

appears in Figure 5.7. Tables wita the "SYS" prefix include
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-I - -
I OEACLE DArAEASE '

V
V

I PPRTITION(S) I

P s TABLE (s)P

1 IND7-XSPAZE ]I DATASPAZE

I Er Nr(s) EXTEN (s)

IPA3E (s) 2 AGE (s) 1

Figure 5.5 ORACLE's Logical Hierar:ky

information oa system data in addition to the user's data.

Fgc example, a display of SYSCATALOG might appear as Figure
5.3. In this particular example, there are 23 entries, 18

of which are system tables or view3.

ORAC-E's lata dictionary is aatomatizally apdated when-

ever dny additions or deletions are made to tie database or

wh.en views are defined or aser privilejes are :nan~ed, so it

aidays has a current descciption oE the dataoise. As an

example, assune a new view, NAVYV[E, is created using the

SQL CREATE command:

JFI> CREATE VIEW NAVYVIEW AS
2 SELECT NAME,SSN,RANK
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DTAB

-Description of tables & views in Oracle Data
dictionary

SYSCATAL33
- Profile of tables 5 views accessible to user

CATALOG
- Profile ot tables accessible to aser, excluding

data dictionaryTAB
- List of tables, views, clusters, and syaonymns

created by user
SYSCOLUMNS

- Specifications of columns in accessible tables
and views

COLUMNS
- Specifications of columns in taDles (excluding

data dictionary)C OL
- Specifications of columns in tables cceated

by the user
SYSIN EXES

- List of indexes, underlying columns, : tor,
and options

INDEXES
- Indexes created by user & indexes on tables

created by user
SPACES

- Selection of space definitions for creating
tables 5 clusters

VIEWS
- Quotations of the SL statements upon wiich

views are based
SYSTABAUTH-Directory of access authorization granted byI

or to the user
E XTE NTScoyoacesatoiaingaedb

Data structure of eztents within tables
STORAGE

- Data and Index storage allocations for user's
own tables

SYSSTORAGE
- Summa o all database storage -- for DBAuse only

SYSUSERAUFH
- Master list of Oracle users -- for DBA ase only

SYSEXTENTS
Data structure of tables throughout system
-- for DBA use only

PARTITIONS-File structure of files within partitiaas
-- for DBA use only

Figure 5.6 Tables of the ORACLE Data Dictionary

3 FROM STUDENTS
4 WHERE SERVICE = "USN"

7iew createl.
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- --- --- --- --- --- - - - -
NAME CREATOR TABT:PE TABID

STUDEN.IS LANDIN TBLZ 2286)9 IAERMYVIEW OWENS VIEW 26230)

Figure 5.7 ORACLE CAtAL3G Listing

NAME CREATOR ABTYPE 1AEID

HELP SYSrEM1 TABLE 9935
DUAL SYSrEl TABLE 10497
STORA3E SYSTEM IIEW 11520EXTENTS SYSTEI VIEW 11776

SPACES SYSTEM IEW 12235 ?
SYS OLU1,IS SYSTEM 71EW 125COLUNNS SYSTEM 7IEi 12900 I

SYSCATALD3 SYSTEM VIER 13056 1
CATALOG SYSTEM VIEW 13312
SYSINDEKES SYSTEM VI E W 1356d
INDEXES SYSEM VIEW 13824 I
VIEWS SYSTEM VIEW 14080
SYSABAUrH SYSrEM 7IEW 14336
TAB SYSrE" VIEW 1484 I
COL SYSTE4 7IE4 15104 I
EXPTA2 SYSTEM VIEW 15363 I
EXPVEW SYSTEM IIEW 15616 I
DTAB SYSTEM TABLE 15373STUDENTS LANDIN 21BLE 228609ARMYVIE; OWENIS VIEW 26863

Figure 5.8 ORACLE SYSzATALOG Listing

Upon completion of this dialog, ill 3RA:LE lata dictionary

files will have been automatically updated ta inclule the

new view. Tie CATALOG table would now appear as shown in

Figure 5.9.

ORACLE pLvides securit7 by using its data dictionary to

coatrol access within the database. The database alminis-

tritor (DBA) provides the first level of access by entecing

the user's aame into the data diztianary's SYSUSEPAUTH
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NAM E CRENI? :BYPE TAID

I S TUDENTS LAN)DI N1 TABLE 228 609

RIMYVIE3 OWENS V26880NAVYVIE LANDIN VIE 2882403

Figure 5.9 ORACLE CATALOG Listing With New View

taDle. Initial privileges, or subseiaent :hanges to author-

ized privileges, are issued using the GRA92 or REVOKE

commands. ORAZLE also supports muiti-layere1 access: in

adlition to privileges authorized by the D3A, a user can

grant various degrees of access privilege ta others for

tawles or views which he or she has created. A list of

current authorizations is maintained in the dictionary's

SYSTABAUTH view, is shown in Figure 5.13.

ORACLE is a strong performer in the data integrity

category. Since the data dictionary is an integral part of

the database system, data is only maintained at one location

within the database. This prevents two users from acquirin4

data from the database and getting different cesults. If

data were duplicated within the system, it woull be possible

for one location to be updated wtile the otaer uas not.

Figures 5.7 tarough 5.10 show that the ORACLE iser will deal

mostly with subsets of the database, or subschemas.

ORACLE's documentation is limited to the information

that can be Eound in the data dictionary tables. It does

not provide information about which users use which data,

how often data is used, :c when it is used. ORACLE does

support maintainability through automatic update of its

taoles and thcough the concept of data indepen~ence. 7his

concept implies a separition of data definitians from the

programs or queries that might access the lata in the

4
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. GFANTO3 GPANTEE TABrYPE A I THOF iTY
- L- - -

CREATOE TNAIE

SYSTEM PUBLI I
SYSTEM HELP IABLE SELECT

I SYSTEM PUBLIZ
SYSTEM DUAL TABLE SELECT

SYSTEM PUBLI"
.,SYSTEM SYSC3LUMNS VIEW SELECT

SYSTEm PUBLIC
SYSTEM COLUMNS VIEW SELECT

SYSTEM PUBLI:
SYSTEM SYSCATALOG VIEW SELECT

SYSTEM PUBLIC
SYSTEM CATAL03 VIER SELECT

SYSTEM PUBLI-
SYSTEM SYSINDEXES V1E4 SELECT

SYSTEM PUBLIC
SYSTEM SYSTA3AUTH VIEW SELECT

SYSTEM PUBLIZ
SYSTEM TAB VIEW SELECT

SYSTEM PUBLIC

SYSTEM EXPTA3 VIEW 3 ELE CT

SYSTEM PUBLIC
SYSTEM EXPVIEW VIE SELECT

SYSTEM PUBLIC
SYSTEM DTAB VEl R S ELECT

0 LANDIN OPENS

LANDIN STUDENrS TABLE SELECT

LANDIN OWENS
LANDIN STUDENTS TABLE DELETE

LANDIN OWENS
LANDIN STUDEqrS TABLE JDATE

OWENS OWENS
OWENS ARMYVIEW VIE,3 DROP

OWENS OWENS
OWENS ARMYVIEW VIEW SELECT

LANDIN OWENS
LANDIN NAVY7IEW VIEW SELECT

Figure 5.13 ORACLE SYSTABAfrH Listing far Jser Owens
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database. This allows the structires or definitions of the

data cornstructs to be modified witaout neZessitating changes

( in the programs or queries that aczess the database. if a

table is extensively modified, a view can be created to

interface wit.i current programs. ORNCLE's data integrity

will maintaia the currency of tae view by automatically

uplatiny the view whenever applicable portions of the

governing table are modified.

ORACLE does pcovide the basic functions of definition,

update, retrieval, and software interface. iowever, like

otaer relational database mana.meat Systems dith dependent

data dictionaries, it does not offer the range of functions

of the other data dictionaries discussed in this chapter,

nor does it accomplish satisfactorily the thre2 main objec-

tives of data management discussed in Chapter 17. ORACL 7s

data dictionary

provides little more than a netod f I .ining tLe
schema. The relational database management svsten 'dic-
tionar I arises because the systm neals a d' to store
the schema ad it does this throDgn tne use o_' tre sare
tables (relations) as it uses foc t.e main aatabase.
'Ref. 26].

OR&CLE could, however, serve as a gool starting point for

further development.

The modern relational DBMS does provide a very good
basis for a ood dictionary system. Ihis is oecause the
normal relJioaal DBMS is equippel with two features
that help in making the implementation easy:
1. Many relational DBMS now have a "triggering" feature
that causes a procedure to be invoke! on ome data
condition or event. Such a feature is needed to tie a
DBMS to a dictionary system.
2. The availability ?f the schema tables substantially
reduces the effort in impleientiug the dictionary
system. [Ref. 27]

The most important shortcoming of 3Rk:LE's dati lictionary

is its lack of documentation, witaout which it is difficult

82



to manage all aspects of an organization's data. If this

objective were incorporated into tae system, 3RICLE would be

a nuch more valuable tool.

E. COMPARISON DF DATA DESI3NER, DATAMANAGER,

DATADICTI)N&RY, AND ORACLE

Now that four representative samples of commercial data

dictionaries have been evaluated, we will compare the

primary features of each and identify which one(s) have come

closest to providing the features of our ideal system. For

ease of comparison, we have groaped all of the features,

functions, and guidelines that have been identified into ti c

six evaluation criteria categories: system standard schema

& extensibility, command and query languages, ease of use

(including menus), security, documentation and eports, and

application iaterfaces.

As the data dictionaries are evaluated in each of the

siK categories, a brief chart will be used t3 compare each

dictionary ajainst the FIPS standards. Each chart will

cozpare five data dictionaries:

FIPS = The ideal/FIPS data dictionary
MSP = MSP DATAMANAGER
ADR = ADR DATADICTIONARY
DDE = DAtA DESIGNER
ORA = ORACLE DBMS/DD

A very subjective scoring system dill be used, with grades

ranging from three to zero. rhe ideal/FIPS standard will

automatically receive a grade of '3" in each irea, repre-

senting the ideal combination of features. The meaning of

each grade is as follows:

"3" = Verc strong performance by DD; no criticism
"2" = Goo performance by DD; one or more significant

shortcomings
"1" = DD supports functional area very poorly;

2) DD does not support functional area, but
another component of the system does.

"0" = DD (and remainder of system) fails to support
this function
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First, the data dictioary shoald provide a system stan-

dard schema aid the capability to add new entities, rela-

tianships, and attributes to it. Xs shown in _aLle 12,

while DATADI2rIONARY and DATAA1ANA3ER ci.osely cesemble the

ideal system proposed by the FIPS, DATA DESI3NER and, in

particular, DRAZLE fail to providE these :apabilities.

DArAMANAGER supports three "add-oa" zollecti:ns of schea

descriptors. When added to the standard schena, each will

increase DATAIAgAGEI,'s capabilites to support a specific

application, e.g., programm1ing.

NI

tABLE 12 1
Category One: Schemas ani Extensibility {

Functional - ategory -- F-IPS ISP_ ADR IDDE jCrA
System Stand. Schema 3 3 . . 1 0

Enp-t-y pe s (10) 20) 2) 7Relatioassip-types 7 1 1I{ ) )
Attribute-types (5 3 5) 1

DA/User Extensible 3 1 3 3

Category Subtotals 6 6 I 6 1 0

0---- - --- - --------- -- _ _

Second, the data dictionary should provile a command

language that will support guaries from users while

reserving some capabilities solely for the use of the

diztionary administrator. This last ingredient supports

security and lata integrity. &gain, as seen in Table 13,

* DArADICTIONARY and DATAMANAGER provide all caDabilities of

the FIPS standard while the other two lag behin-A.
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TABLE 13

Category Two: Command/Query Languages

Functional Category FIPS ISP _ADR_ DDE I ORA

CMD Interface Lang. 3 3 3 3 2

Query Commands 3 3 -3---1 1 1

DA-Only :omltands 3 13 3 ) - - -
Category Sabtotals 9. . . -1-; - /

-- ------ ------- ------- ------ --- I
- - ---- --------------- - _J

Third, the ideal data dictionary must be relatively easy

to use, yet still powerful enough to support the experienced

user. One of the major ingredients of user-friendliness is

a menu-driven (or panel-driven} format. gSod, easy-to-

understand examples are another important aid to the new

user. Table 14 reveals that, in our opinion, none of the

four systems can be considered easy to use. L3oking at the

four as a group, two fail to use nenus, one pcovides exam-

ples which ace complex and hard to understaad, and the

fourth fails to provide either menus or good examples.

Fourth, security is one of the primary oDjectives of a

data dictionary. It should not only be able to control

general access to the system, but should also support the

capability to provide different levels of access to

different users. In rable 15, three Df the four,

DArADICTIONARY, DATAMANASER, and ORAZLE receive high marks

for providing both aspects of security. Security for infor-

mation contaiaed within DATA DESI3NER must be provided by

the parent DBIS.

Fifth, tie clearness and logical Layout of system docu-

metation should be considered. kdditionally, the reports

8
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____ -- ------------------------------ 1
C r&BLE 14

Category Three: Relative Ease of Use

IFunctional Zategory IFIPS AS SPADR ID)E ORA

N ew UJser Friendly 3 1 11 2 3 12
Good Setup tExample 3 1 2 3 3 Iin Documantation 3 13

I Category Four: Security

-Functional Category FIPS ' SP ADR D)E ORA

Access ControlI
(Passworl) J 3 3 I3 1 2
--------------------------- ----------- - ---- ----
Degrees 3f Acc3ssj

DA-only Privileges 3 3 3 2 3
---------------------

Category Subtotals J 9 9 9 4 j 3

---- --- ------------------

and the documentation prepared by the data dictionary mustF.be evaluated for usaLility. As indiziae in rible 16, eachL
0 of the four lata dictionaries appraahes that of our ide~al

FIS standard. It is interestiag to note that the two

frontrunners, D&rAD7CTIONARY and DA2A.ANAGE3, have some

problems with documentation complexcity.
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CtgyivreBLE 16 1
Category Five: Documentation ani Reports

_I IS D 3 R _Functional Category FIPS ISP ADE I D3E ORA

SYS Docuzentation
clear/laid out well 3

Good Examples of 2 3
Report Types 3 2

Reports Readable 3 3 3 I 3 3
Category I ;
Category Subtotals 9 7- 8 j -I

Finally, the ideal data dictionary should support a

variety of applications, interfaciig with b3th CBIS and

programming languages. DATADESI;NER and DAr&MANAGEE both

provide interfaces to one or more DB.S and to two or more

programming languages. rable 17 pertains. While DATA

DESIGNER and 3RA:LE only interact with their system DBMS,

DATANANAGER provides flexibility and versatility by

supporting several popular DBMS.

rABLE 17

Citegory Six: hpplication Interfaces

Functional Category FIPS ASP I ADR D)E I ORA

DBMS Interface(s) 3 31 2 1
----- ---------------------- ------ ----- ---- ----- ------Language Interfaces 3 3-- 3 1 1

* Category Subtotals---------1 1 1 1-

0
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When total "scores" ace calculatei, the results are as

shown in Table 18. While none of the systems provides all

of the characteristics of the ilail/FIPS system, ADF

DAlt-DICTIONARY and MSP DAIAAANA3EE come the clsest. If an

organization were starting "fresh", wita no previous invest-

____________------ ------ -------- _____ -

rABLE 18

Data Dictionary Comparis3a rotals

Functional Tategory FIPS I ISP I ADR I D)E ORA
Schemas/Extensible 6 6 6 1 0

Command/2uery Lang. 99 9 -4
-----------------

Ease-of-Use 9 2 7 5-1 5

Security 9 9 9 4 3

Documentition/Rpts 9 7 8I 9 9

Application Inter. 6 6 5 2 2

Comparison Totals 48 39 44 25 29

-- ------------------------------

ment in software, the ADR family of products, RIIE, warrants

serious consieration. rf, on the other hand, the organiza-

tion already has one of the popular DBMS, and is simply

seeking to add a new, or Letter, data dictionary, the free-

standing DATAIANASER might very well satisfy the need. In

ea:h of these two excellent commercial packages, the

observed shortcomings lie in the areas of usec friendliness

anl clear examples for new users. Although important

reguirements, these faults will be oveccome as the users

gain experience.

In the case of the other two dictionaries, their short-

colings would be far harder to for;ive. Their prohlems lie
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in areas of standard scheais, extensioility, s_:'Irity, atz.

Eazh seems mare user-friendly, bit, since they do less,

there are fewer procedures to be explained. )PTA DESIG.!EP,

altaough an interesting package, simply does not provile

several of the primary characteristics that we expect to
find in an ideal data dictionary. 3RAZLE is certainly the
weakest of the four dictionaries we evaluated. As part of

the ORACLE DBMS, this system .daes provide some data

dictionary features. However, it is not the Eull-featured

data dictionary we would recommend.
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VI. EXP&NSIDNS OF THE ROLE OF DATA DICTI)IARIES

In this chapter we will suggest ways in waich the role

of the data dictionary can be expanded beyond the basic uses

discussed in previous chapters. We will looK first at Low

the data dictionary can. enforze standards in today's

increasingly common distriouted data prozessing environment.

Then we will show how the process of decision making can be

supported through the use of a datt diztionary. In concll-

sion, we will attempt to foresee where data dictionary tech-

nology will lead information resource management in the

years to come.

A. DISTRIBUTED DATA PROCESSING

Our discussion of databases up to this Foint has

ceatered around the assumption that an organization has one

centralized database, with centralized database management

and control, that would be accessel by all users. Howevec,

many organizations have decided to distribute computing

power to various departments and/or outlying sites,

depending on the organization's structure. la such a situ-

ation, it is also likely that the organizatiDn's database

will have to be distributed. A distributed database is "a

consistent, logically interrelated collection of data stored

at dispersed locations" [Ref. 28]. These dispersed loca-

tions, called nodes, are connected by means of a network

which allows the nodes to communicite.

Many factors have contribufed to the increasing popu-

larity of distributed processing. Two of the most important

are the following: (Ref. 29]
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1. Numerous advances in technology that have provided

more powerful processing hardwire at lower cost ani

improved communication and naetiok capailities.

2. The need for faster and easier access to time-

critical information to assist in the decision

making of organizations with gaographically

dispersed components reguitiag unified information

sharing and processing. (This concept will be

discussed in detail in the next section.)

For organizations that employ a centralizad approach t3

coatrol widely-iispersed, autonomous divisions, an attempt

to adhere to the traditional concepts of centralized infor-

mation resources may be ineffective ind seLf-defeating.

These organizabions might be tempted to sacrifice the

ability to better satisfy user nes in order to pzeserve

control and traditional relationships. Fortunately,

maaagers are rapidly becoming aware of the many potential

advantages of distributing some, or all, of the organi=a-

tion' s data processing functioas to the user level.

Technological advances continue to encourage these chaa~es

because

rhe availability of major computinj resources in small,
low-cost pazkaqes allows the dedica ion and distribution
of needed ca pailities, either standing aloac or inter-
connected, when and where they are needed. lany of the
complexiti.es of centralized larga-szale computing facil-
ities are no longer necessary. Ref. 30]

It is important to remember, however, that

the complexities of integrated systems rejuice igital
iata communications, appropriate saftware lai extensive
planning ani coordination. These zomplexities should
aot be underestimated. :Ref. 30]

One very successful corporation, HewL-tt-Packard,

utilizes a combination of zentralized, dezenttalized, and
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distributed systems to support a variety of needs within the

organization. corporate planning, employee benefits, and

establishment of standards are performed oa mainfra :ies

located at central management. Daily operations, lata

prcessing, and employee pay and rezords have been decen-

tralized and are independently performed ty each livision.

Otaer functions, e.g., customer sales and support, have been

distributed t3 increase responsiveaess and timeliness..

Successful systems put the control of the data close to
the source of the information and the :ontrol of
processing close to the manager responsible for the
unction being performed. In in organizition like

lewlett-Paccarl, this will freqiently, but aot always,
imply distributing the processing. DistrituTe;
processing aas made it possible for us to adapt to a
zonstantly expanding geograpi= operation, and a
constantly changing organizational structare, while
paintaining consistent adninistrative support.
' Ref. 31)

Another class of organization includes tiose that have

become so large and dispersed that they simply cannot be

supported effectively by totally centralized resources. The

armed services are prime examples of this type. For

example,

In an organization as large and decentralized as the
favy, it would be impossible and inappropriate to impcse
centralized zontrol over the thoasands of individual
small system applications that are clearly being put to
productive ise. In fact, their main strength is their
ioility to solve many of the iaformatin-haudling prob-
Lems or users at the local level, itftout tae nee for
centralized software development and procurement delays.
'Ref. 32]

In the years ahead, a growing awareness of these conditions

will drive an ever-increasing numaer of military organiza-

tions to distribute some portion of their information

resource needs.

Data diztionaries that are designed for operations

within distributed environments will reauire all of the
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capabilites of those operating solely in a centcrlized envi-

ronment. Hiwever, a distributed data dictionary must

support three specialized functions in addition to basic

data dictionary functions:

1. the ability to locate data witain the network

2. the coordination/management of distribated data

3. the ability to perform data trajsformaticn in

support of user applications

The distributed data dictionary's directDr function enables

it to identify which network node contains the specific

information that is needed. Whether the particular database

is distributed by replication or partitionin3, the data

dictionary must provide information about its logical and

physical characteristics.

In the case of replicatei data where functionally iden-
tical copies of t e data are stored at multiple nodes in
the network, the distributed )D/)S3 ata lictionary'
nust have knowledge of the known redanaancies throughout
the network. Synchronization of updates in tais case is
critical. Ref. 33]

In a partitioned database, where only certain portions of

the database are located at individual nodes, the data

dictionary's role becomes even more important because "it

must know the relationships among the pieces, and be able to

manage all the parts, such that ttis physical dispersion of

the data is transparent t0 the user" [Ref. 34]. Finally,

the distributed data dictionary may be required to perform

transformation of data to support various users. If serving

a eterogeneaus network--one in dhich dissimilar types of

hardware and softeare coexist--the data dictionary will have

to translate between different data and storage structures.

rhe distributed DD/DS dlata dictionair] can facilitate
these translation processes by prvia inq the metadata
aappings to allow the source to be trans ormed into tae
target data. This is accomplished by storing in tue
data dictionary the source and target metadata descrip-
tions to be used by the mapping process. [ReE. 35]
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It is possible for th& distriDution Df di:tionar l' c i

bilities to be accomplished by several alternative con fiu-

rations. :na possible confi~uration, as mentiDned earlier,

involves duplicating the dta dictionary in its entirety at

each node of the network. An exlmpLa of this is shown as

Figure 6.1. (Dashed lines indicate node-to-noie communica-

tions and dotte! lines indicate dictionary-to-dictionarv

-- I Network Node I ------------ I Network iode I-- I
! DATA DICTIONAEY J .......... .. J DATA DiCrIOUAFY I

- DATA DICTIDNARY ID...........I ATA DICrIONARY I

-- i Netwok Node Network lode I--

Figure 6.1 Duplicated Dita Dictionacies

communications.) Each data diz tionary will contain a

complete copy of the entire organization's metadata. W hile

the nodes themselves will interact frequently, the various

copies of the dictionary will not. Hiwever, when one copy

of the dictionary is updated, all .1ther copies nust be auto-

* matically updited if data integrity is to be maintained.

This duplication of metadata will result in same degree of

adiitional overhead, but it will Lmpcove the responsiveness

of the system and minimize the necessity oE inter-data

* dictionary ,ueries. In some implemeatations, communication

costs can be significantly reduced. This configuration will

Le most desirable in cases in which the ocganization's data-

Lase(s) are also duplicated at each nole or i[ roies woull
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be likely to access each other's meta ata often. A stable

organization with well-establishel data processing, where

metadata is not continuously beinj update!, would benefit

most from this configuration.

In the second configuration, the data iL:tionary is

pactitioned anong the various netwar nodes. As shown ii.

Figure 6.2, each node :ontains only that p3:tion of the

dictionary that contains the.metadita it requites. No one

--I Network Node I ------------ Network Node I--

i DD Partition i .............I DD Partition I

I

I I

------------------------------------------ iI IDD Partition I............I DD Partition I
I Network N ade i------------I NtworK lod e --

4 -- --- --- - ---------- _ _

Figure 6.2 Partitioned Data Dictionary (DD)

*node or station within the system will rave a complete data

dictionary. This configuration woull be used when there is

not much nee! foc the nodes of the network to access each

other"s metadata and there is a relatively cleai-cut 2iffer-

entiation between the fun.ctions Deing carriel on at edci.

hole, which implies different metalata. Because redunda.c:

is kept to aa absolute minimum, problems coull arise if a

noie's data dictionary partitioa were lost Unless 3oed

ba-kup procedures were in effect. Since eaca node is 3nly

responsible for maintaining its own portion of the whole,

there is little updatc ovechead and this little system dclay

as long as the required mataiata axists at ttat particular

nole.
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In the final configuration, tue lata dictionary is

distriuuted ia a hierarchizal struzture. There will be one

I"master" copy of the dictionary and one or more partial

copies throughout the network, as shown in Figure 6.3. In

this configuration, each node that contains a partion of the

-- --- ------- ------
I Network Node I----------------

I -I DATA DICTIDNARI I

-- -- - -- -- - -- - - -------

I DD Partition I I DD Partition I I DD Partition l

--I Networt node i--1 Network Node i--1 Network Node l------- -------------- ---------------- I

Figure 6.3 Hierarchy of Distributed Data Dictionaries

data dictionary is responsible for updating the master

dictionary whenever its portion is modified. rais structure

ensures data integrity and provides flexibility by allowing

varying amounts of metadata to oe listributed. Another use

for this hiecirhical structure might be to separate func-

tionality within a network, e.g., database, automated

office, and programming functions. Each of these functions

is able to maintain its portion of the dictionary locally

while one master zopy is available to handle inter-partition

queries.

There are presently several commerical pazkages in the

development or testing stages that will be able to satisfy

the reguirements 3f distributed processing. 3ne system that

is already available and being usei in numerous applications
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is ADR's Felational Information inaiement Environment

(RIAE) system. As discussed in Chapter V, this system

features fourteen separate components that can oa integrated

into one "total" system. One component, D-NEr, combines a

database, data dictionary, and communications interfaces to

support the special requirements of listributd processing.

D-NET is capable of supporting bath homogeneois and hetero- .4

geneous networks:

rhe flexibility provided by D-NEr and the other software
components allows users to cnfigure the listributed
system networks based on the needs of each node.
Various operating systems, computer types, and cooper-
ating softwire products can be used to create a specific
environment without impacting application development
and operations. [Ref. 36

D-.ET can implement the system's data dictionary,

DAIADICTICNARY, as either one centralized dictionary or as

multiple copies stored at remote locations. Similarly,

Ei.ME's database, DAIACO01/D3, can be maintained either at one

centralized location or distriautel to various nodes

throughout the network. D-NEr serves as the basis of the

Army's project VIABLE, providinj numerous oanefits that

include cost effectiveness, highly expandable, increased

productivity, resource control iad synchronization, and

independent operation at the local user's level.

B. DECISION-MAKING

In this section we will show how the data dictionary

provides managers with the efficiently recorde, accurate,

and timely information necessary to ma~e decisions in conso-

naice with tae goals of the organization, whether in a

centralized or distributed environment. According to the

reDort of the :ommittee on Review of Navy L3ng-Range ADP

Planning, "information technology", which includes data

dictionaries, is
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critical to the 11avv's ibilitv to fulfill its wartime
and peacetime roles In an Dptihun ainer. The availaLle
technologies would enable the Navy to appCoach its
aissions with information and data that (1) have been
collected and recorded simply, (2) have im roved accu-
ac (3) have been speeaily reported co ted and
is tr ibuted ('4) lead to summaries that are timely and

to the point, as and wnen needed, and (5) aive enablod
Poth manpoder :cmmitments and costs to be reduced.
.Ref. 37]

1. -he DB=ision-Makina Proces3

HerLert Simon's classic model of the decision-makin;

process, as citel by Sprague and Zirlson :Ref. 38], consists

of three distinct steps: intelligenze, design, and choice.

The use of a data dictionary supports the decision maker as

he takes each step.

a. Intelligene involves searching the environment

fo: conditions calling for decisions. Faw data must be

obtained, processed, and examinel for clues taat may iden-

tify problems. However, sa much data is available within an

orjanization that a seeiingly infinite parade of information

cia be produced--this situation is called information over-

loa. There must be some way of narrowing Jawn the amount

of information that is presented to the decision maker. A

data dictionary used in conjunction with a database can play

an important role in this narrowing process. As discussed

earlier in the thesis, the dictionary helps an organization

identify and eliminate redundant data. Its juery language

can be used to select infomation iboat a particular entity

and its report definition capability :in be used to generate

aggregate, rather than detailed data. Relationships betwen

entities are easily identified so tlit managers' questions

such as "What is the range of values for 'Readiness Status'

data?" and "Which departments receive the 'Ammunition

Transaction' report?" can be answerel.
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b. Desiln entails inventing, leve2oping, and

analyzing possible courses of action. r is involves

processes to indecstand the problem, to generate solutions,

and to test solutions for feasibility. The data dictionary

plays a key role in documenting tie decision maker's envi-

ronment so that he or she will have a zeatralized source if

information from which to develop possible choices. The

dictionary can also be used to tailor information to meet

specific needs by defining user views of data and

restricting user access to certain data. in this way, users

can be presented only with the information they are supposed

to have and need to have, as determined by higher authority

in the organization, instead of having to deal with non-

essential information.

in addition to recording informatiom about the

plans, structure, and functions of the organization, the

data dictionary can also be used to rezori information about

the decision makers themselves. rn the case of the U.S.S.

Co2stellatio, for example, information anout tie commandinj

officer and the key elements of his environment can be docu-

meted: which decisions he wishes to make and which ones

his subordinates will make, the mission assigned to tne

carrier by the C.O.'s superiors, the relative Driorities he

attaches to various subjects, his snort term ind long teri

personal goals, previous decisions he has made, and so on.

c. Choice involves selecting a particuLar course of

actioni from those available and implementing that choice.

Of course, the ultimate decision will lia wita the decision

miter, and not with the data dictionary. At best, the data

dictionary can present options to the lecisic maker and,

once the choice is made, can docuzent the steps taken to

implement that choice.
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2. Crisis .agalement

The azcuracy and timeliness if iaformation provided

to the decision maker becomes of critical importance when

the decision-making process occurs during a zrisis situ-

ation. In wartime, for examnle, there is usually a great

deal of risk associated with a decision: many decision

makers are involved, information mast be zonsolidated from a

variety of sources and locations, little time is available

to make decisions, and, due to the uniqueness of events,

there is oftea no pre-defined structure far making the deci-

sian. There are four ways that tae data dictionary can

prove especially helpful in crisis decision-maKdng.

a. The dictionary speeds ap the information-

gathering process. As discussed earlier, user views an!

accesses have been pre-defined and can be changed easily as

needed. Active data dictionaries provide for automatic

update of any changes that are made, so information is

always current.

b. The dictionary prioritizes information. The

priorities of the organization and th. decision makers are

taten into account and can be updated as events occur. II

this way, the attention of decision makers is fccused on

traly important information rather than dispersed over a

wide range of information.

c. The dictiouary provides a common information

base. This is important when many decision makers at

different locations are involved. All pirtizipints have the

latest information and can also taKe advantage of the

"corporate memory" provided by the dictionary.

d. in short, the dictionary provides 'intelligent"

information maingement. It redu;es information overload,

tAilors infirmation to specific dezision-makers' needs, and

responds well to infrequent, ad hoc requests. It helps to

estaLlish relitioaships between events as they occur.
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The typical, or even "ileil", data di:tionary will

not be able to fully support the decision-miking process

without the help of additiona sopaisticatel software to

tace advantage of its capabilities. Re believe that as the

aczptance and use of the data lictionary as a tool for

information resource management become widespcead, the

denind for in expanded role for the di:tionary will
.n:rease. Organizations must become more accomplished in

the top-down planning process of the system devalopment life

cycle in order to receive maximum benefits from data

dictionary technology.

C. CONCLUSIONS

In this thesis, we have discussed the stracture, func-

ti)ns, and objectives of a data dictionary. We have

conpared po.ular commercial pcodacts to ar. "ideal"

dictionary based on criteria we developed and on :'IPS DDS

guidelines. We have analyzed the role of a data dictionary

in information resource mnagement, iazluding its suppiort of
a distributed data processing environment and of the

decision-makiag process. It seems clear that as organiza-

tions become cognizant of the heel to manage t2eir informa-

tion efficiently, the importance and necessity of data

dictionary implementation will continu;e to incr.ase.

Designers of data dictionaries are aware of these trends

and are moving in the following directions:

First, toward what is kLown as in integrated data
dictionary and second, toward a fre-stnding dictionary
that serves as a driver of a distributed data processing
system made up of several types of computers, data basemanagement systems, file managers, and tect editors.
'Ref. 39]

In reference to the first projection, several commerciai

systems have been developed that feature intagrition of a
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data dictionary with a iatazase. 3ne exampLa of this is

ADS's RIME waich features integratioa if a datiza-e and a

data dictionary with numerous otnr components to form one

very capable and flexible system. Adiressiag the second

projection, Rllo (Ref. 43] foresees ievelopmeat of a "super

data dictionary" to support future integratel and distrib-

uted systems:

In this environment, the data dictionary would act as a
driver of tie system. The dati diztianary/lata direc-
tory might also have some integrated facilities permit-
ting transfer of data among other system softwaie
functions including itself. laere is a tread in this

direction, with other systems depending 3a the data
dictionary/lata directory and tnat system itself begin-ning to resemble a model of the enterprise.

We believe the future holds significant improvements and

expansions of data dictionary technology. It is important

that the development of standards far data dictionary

compatibility continue along with the ievelopiant of stan-

dards that are currently being developed to support network

communications. It is conceivable that these standards, if

widely accepted, would allow any data dictionary to "tal."

to another and to exchange information. The F123 DDS stan-

dards developed by the National 3ureau of Standards will

most likely become the basis for data dictionaries procure'

and used by the federal government.

We also foresee the use of foarth generation languages,

the extremell user-friendly, "c:os.-to-nata al-language"

languages that will facilitate user access to the diction-

ary's metadata. These languages will repl c the formal

command languages and awkward syatax described earlier in

the thesis. Another factor contributing to tae increased

utility of data dictionaries will be the use of sophisti-

cated software and artificial iatelligence tchniques in

conjunction with the dictionary. As the central source of
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data about an oranizatian, the Jata dictionary contains a

broad base of information upon waiza in irtifi:ial intelli-

gence "expert" system can be built. For example, it is

possible that an expert system woald be able to verify and

validate additions to the dictionary schema based on pre-

determined rules and information giinai from pravious manip-

ulations of the schema. It would also be able to establish

associations between the :ontents of the data dictionary and

flag them for the attention of the decision maker. in addi-

tion, a "smat" data dictionary would oe ibl2 to "realize"

that every time a user logs on to the system, he asks for

particular iaformation, so that eventually, the data

dictionary will provide it for him automatically.

No matter whit changes occur in data dictionary tech-

noLogy, the data dictionary's rola in the efficient manage-

meit of an ocganization's information resource will continue

to be an increasingly important one. The iL:tionary will

support the organization in its plan2ing and analysis of

functions, its development of infocmation systems, the main-

tenance of those systems, and the intelligent use of those

Systems. We believe that the military will soon provide a

vast market for data dictionary" software and tnat the

demands of its users will drive data dictionary technology

even further.

4

4

4
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APPENDIX k

BACKUS-NAUR FORI

Backus-Naur farm is a graphic notation f3r descrining

the syntax of a language. It is used by the Federal

information F£czessinL Standard fo: Data DictionaryX Svstens

(FIPS DDS) to show the format of tie zommands ased to iianip-

ulate the diztionary. The following are commna Backus-laur

symbols used by the FIPS D)S:

< > denotes a word ir phrase

I indicates a choice between two or mare alterna-

tives, "or"

L J represents an option that the aser man or may not

include

[ } is used to set off choices separated by "I" and

to enclose the format of the commaad

The syntax for the ADD-ENriri command appears as

follows:

AD-ENTITY

[[OF] (ENTITY-TYPE I E-T) <entity-type-name>

WHERE NAME "IS] <name-clause>

[WHEFE (krTRIBUrE I A) [FOR] <ittribute-cise-1>
[,... -attcibute-clause-n 1]

WITH SECURITY <security-clause> ]}

It indicates that there are severaL different ways of adding

an entity to the dictionary. At a minimum, the command must

include ENTITY-TYPE or E-T, an entity-type name, W1HERE NAME,

and a name clause. The words OF and !3 ace optional, as are

the last two phrases set off by bac=.Kets. If the phrases

are used, the same rules hold for choosing elements within

them.
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