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FOREWORD

. The purpnse of this training circular is to provide information
concerning the radioelectronic combat threat. The enemy
integrates slectronic intercept and direction finding with sup-

i pressive fires and electronic jamming. Enemy radioelectronic

: combat Is intended to deprive the United States Army use of

its tactical electronic emitters required to fighi the battle.

This tralning circular explains how the direction finding com-

ponent of enemy radioelaectronic combat is used and how

specific protective techniquss may be applied to prevent

United States Army uniis from beccming enemy electronic

targets. This training circular is intended for use by all mem-

bers of the United States Army having responsibliity for tac-
tical electronic systems.
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SECTION |
THE ELECTRO!C BATTLEFELD

Consider the modern battlefield not in the customary three dimenslons of
previcus wars — but with an added dimension — the electrcmagnetic spectrum.
The coimmander \aust view and plan for this battlefield with regard to its dopth
and width, the airspace overhead, and the electromagnetic spectrum, a largely in-
visibie medium which will saturate the battie area. If a unit can ba sesn visually or
electronically on this battiefield, there is a high probability it can he destroyed.
The enemy uses racio direction fiading to locate electronic emitters used by our
units. Or.ce &n emitter is identified and located the enemy can determine the
disposition and intentions of ous force and can also develop targets for sup-
pressive fires or electronic jamming.

THIS TRAINING CIRCULAR EXPLAINS HOW DIRECTION FINDING IS USED AS
AN ELEMENT OF ELECTRONIC WARFARE. THE EFFECTIVENESS OF ENEMY
DIRECTION FINDING CAN BE REDUCED IF THE USERS OF ELECTRONIC
SYSTEMS UI.DERSTAND DIRECT!ON FINDING.
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ON THY MODERN BATTLEFIELD

— WHAT CAN BE SEEN,
CAN BE HIT

— WHAT CAN BE HIT,
CAN BE KILLED

_J‘:“"":'\\ RN \; S
S TECRR NSO

[ N R
7 WHAT CAN BE SEEN VISUALLY OR
ELECTRONICALLY

CAN B KiLLED
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DF
DIRECTION FINDING

DF is a collective term applied te the technique of determining line bearings
from one or more direction finding positions to HF/VHF/UHF radio or radar emit-
ters. A line bearing is determined by measuring the direction of arrival of an emit-
ter’s radio waves at the diraction finders. A single line bearing from one point to
an ¢ mitter provides the approximate diraction of the emitter from the DF position.
intersacting bearings from DF positions at three or more differant points mayv pro-
vide the approx!mate location of an amitter. Radars may be located very accurate-
ly by direction finding; in some cases by using only a single line bearing in con-
junction with radar locating equipment.

DIRECTION FINDING IS USED TO LOCATE TARGETS



THE RADIOELECTHUNIU VUMBA ! THHEAL

Radioelectronic combat is a term used by Soviet model forces to indicate the
integration of signels intelligence (SIGINT), intensive jamming, deception, and
suppressive fires to deprive an adversary of command and control in combat. It
may be expected that enemy forcus will be aware of the dependence that our
forces place on communications. The enemy may be expected to try to
systematiceally analyze US Army communications and noncommunications emit-
ters which serve as keystones upon which command and contrci of our forces are
dependent. The eneriy may then be expected to attempt to destroy or disrupt at
least 50 percent of our command, control, and weapon system communications
by using suppressive tires or electronic jamming wherever pogsible. This is the
essence of radioelectronic combat.

To locate US electronic emitters, the enemy empleys direction finding in con-
junction with other information to provide fargets for enemy suppressive fires
and Jamming. Direction finding of radio transmitters is not precise. The enemv’s
suppressive artillory fires will usually not be fired at locaticns provided only by
direction finding. However, there are exceptions.

Due to the high concentration and wide dispersal of muitiple rocket tauncher
fires, they can be fired against soft targets located by direction finding with a
high probablility of destroying the target. Suppressive fires are also effective
against most radars since they can be more accurately located by direction
finding.

Because of the length of thelr transmissions, the peculiarity of their signal, and
power output, jammers are easily located and identified as targets for attack by
suppressive fires. Otherwise, the enemy requires information from other sources
to rafine direction finding locations Into targets. in too many instances this infor-
mation is provided by poor signai security (SIGSEC) or poor electronic counter-
countermeasures (ECCM) on the part of our forces.

Becatise the US forces will be cutnumbered, the US commander must be able
to sea the modarn battlefield faster and more clearly than ever before. According-
ly, the US unit must depend on effective command, control, intelligence, and
weapon communications systems for survival. Superb communications are need-
ed to control the movement of forces to counter the enemy’s superiority in
numbers and firepower. The US Army needs and uses much communications
equi; ment to fight a numerically superior enemy. To ensure that the US Army can
fight in the manner for which it is being trained, it must prevent an enemy from
controlling the electromagnetic environment.




DIRECTION FINDING IS5 USED

s To provide approximate locations of electronic emitters that can then be
fired on by artillery barrages or multipgle rocket fires.

¢ To provide suitable locations for firing on most radars and jammers.

¢ To provide locations which, when applied in conjunction with signal and

terrain analyses, can be refined to a target area of sufficlent accuracy for
artillery fires.

¢ To bulld a picture of the battletieid which shows the disposition and re-
veals the intentions of our units. The dispositions and intentions of units
may be revealed by a singie key emitter.

Specificaily, direction finding is a prerequisite
and essential step for the conduct of effective
radioelectronic combat.

{ SIGSEC and ECCM are effective deterrents to
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ELECTRONIC WARFARE

EW IS MILITARY ACTION INVOLVING THE
USE OF ELECTROMAGNETIC ENERGY TO
DETERMINE, EXPLQIY, AEOUCE OR PRE.
VENT HOSTILE USE OF THE ELECTRO
MAGNETIC SPECTRUM AND ACTION WHICH
RETAINS FRENDLY USE OF THE ELECTRO
MAGNETIC SPECTRUM. EW IS DIVIDED INTQ
THE THREE CATEGORIES £ SM, ECM, FCCM

COUNTER DIRECTION
FINDING & INTERCEPT

| DIRECTION FINDING |

L]

ESM ECM ECCM

ELECTROMIC WARFARE SUPPORT ELECTRONIC COUNTER MEASURES ELECTRONIC COUNTER-COUNTER
MEASURES MEASURES

(U) ESM IS THAT DIVISION OF EW IN- {U) ECM IS THAT DIVISION OF EW INVOLV- (U) ECCM IS THAT DIVISION OF EW IN-

VOLVING ACTIONS TAKEN TO
SEARCH FOR, INTERREPT, LOCATE.
AND IMMEDIATELY IDENTIFY RA-
DIATED ELECTROMAGNETIC ENER-

ING ACTIONS TAKEN TO PREVENT OR
REDUCE THE ENEMY'S EFFECTIVE USE
OF THE ELECTROMAGNETIC SPEC-
TRUM. ECM INCLUDES JAMMING AND

VOLVING ACTIONS TAKEN TO EN-
SURE FRIENDLY USE OF THE ELEC-
TROMAGNETIC SPECTRUM AGAINST
ELECTRONIC WARFARE. ECUM IS A

GY FOR ThE PURFUSE O Wil ELECTRONIC DECEPTION RECIPROCAL OF COMMUNICATIONS
ATE THREAT RECOGNITION AND SECURITY SIGSEC.

THE TACTICAL EMPLOYMENT OF
FORCES. DIRECTION FINDING OF
AADIOS AND RADARS IS AN £ESM
TECHNIQUE. ESM MAY BE A RECI-
PACCAL OF SIGNALS INTELLI-

GENCE (SIGINT).
INTERCEPTING JAMMING PROTECTING
‘ IDENTIFYING DISRUPTING
Lo ANALYONG DECEIVING

LOCATING
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SECTION I

A SHORT HORROR STORY

A US Army mechanized torce prepares to attack an enemy position or the hill
mass to the easi. One of its tank units is located off the adjacent road in a
woodline near the bank of the stream. The tank unit is concealed and in cefilade
awasiting the arrivai ct a mechanized Infantry unit approaching north of the town
and from the west prior to attacking a fortified enemy position.

11



The mechanized infantry unit has passed north of the town and is approaching
the tank unit while taking full advantage c! all concealing terrain. At this point,
both units remain visually unobserved by the anemy.

12




ALFA ONE BRAVD THREL SiX
THIS I8 ALFA ONE BRAVO TWO

BEVEN. WHT 18 YOUR LOCATIOM ~
ARAVO THRIE 8. X. OVER
_ Skl - ¥ .
a B ; ¥
,
)

L
=
s

/ ///:/?'J e

]. 3

3

¥

R
'.i ; At the mechanized infantry unit approaches the general iocation of the tank
v unit, the commander requeste further instructions. Communication time is about

j ten seconds. The enemy intercept operator monitoring the commeand net notes
: and records the communication.
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The tank unit replies, providing its location with a properly encrypted message.
Communication time is about twenty seconcis. At this point the enemy Intercopt
unit has flashed its direction finding net asking for bearings on both stations

transmitting on the monitored frequency.
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; Total time for the entiva communications exchange is about forty-five soconds.
oo The enemy radio direction finding (RDF) net has had more than adequate time to
determine the azimuth frorn each of its three positions to the tank unit. The area
within the triangie on the map represents the approximate nDF fix.
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The area of the fix remains too large for accurate targeting or to risk expoeing
the enamy’s firing positions on the hiil to the front. The gridded location of the
tank platoon reported in the communicati~n was properly encipered and remeains
unintelligible to the enemy. tvi fact, mos« things sre being done correctly. A com-
bined arms team Is being used to attack fortified posiiiona aind s isam 1s UsIng
concealed routes of advance. But, the enemy does know that the mechanized unit
is moving to the tank unit’s location within the triangular area delineated by the
RDF. The enemy knows that there will soon be two targets within: the triangulsr
area. Further, elomentary call sigh analysis suggests that two separate units are
involved. If the new automated communicationz-electronic operating instructione
(CEOI) are not used correctly, prior tactical call sign analysis by the enemy would
suggest that a tank unit and a mechanized unit are involved. Plain text revelation
not Involving ceil sign usage but the use of tanker- or mechanized infantry-
peculiar terms would also atlow this conclusion.
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BRAVO 27 is now about 1,000 meters from the tank unit but is unable to see the

) concealed tanks. BRAVO 27 hes no Intention of remaining in the open or of get-
ting iost nsar the FLOT s0 ...
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Meanwhile, on the hill to the front, the enemy gunners have received
preliminary information for a fire mission. Traverse and elevaiion Is completed,
- the guns tre loaded, the gunners sre awalting the order 0 fire. Only the moast

| basic analy'iils was required to iocate the ‘‘bridge’’ within the vicinity of the RDF

° location, from thore the woodline was readily located. There was more than ade-

quate information with which to provide a target.
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’ The onemy arti!!™' y commander allows another minute or so for the armored
' personnel carriers (APC) to close with the tanks and for hatches to open and then
o the APC ard tank engines are muffied by the sour:d of exploding artlliery aimed
: 500 meters north of the bridge at the edge of the wouc!'ine.
o
t
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Hopefully, the lessor to be learned from the horror story I§ not that enemy ROF
1s highly accurate, but that . ..

POOR COMSEC IS SUICIDE

During & tiree-day mansuver in 1982 about
60 percent of all battalion and trigade com-
mand nests within a US Army division ware
located to within 5G0 meters in this manner.
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If the enemy is unable to destroy the friendly unit by suppressive fires, he will
target the friendly unit’'s receivers for radic Jamming during the cttack on hia
positions when command and control by our forces are crucial. RDF anzZ poor

communications securlty (COMSEC) permit the enemy 0 accurately direct his
jammers against our radice for maximum effectiveness.
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“USE A GUIDE" * ¢
L

In the preceding scenario the use of a predetermined approach route for the
mechanized (nfantry unit and the use of guides provided by the tank unit could
have avoided the use of communications. This is one method that the enemy

forces use to reduce cominunications.

22
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This scenario also provided an excellent opportunity for electronic deception.
A feint suagesting a frontal attack north of the road could have teen simulated
with only one tank and one APC using noise broadcast aquipment ‘o simulate the
engine sounds of the tanks and APCs of a larger force. Manipulative communica-
tions deception (MCD) by the tank and APC indicating a much larger force would
have coniributed additional realism to the feint by feeding the enemy faiss RDF
conclusions. Meanwhile the actual torce conducting the main attack approaches
from the south with emissicn control {radio sllence). The enemy’s artillery is
directoed to the wooded, but then unoccupied, area ‘500 meters north of thy
bridge’’ and the attack is successtiil and casualties hopefully reduced. Decep-
tion is & good idea, but must be carefully planned and coordinated with battle
commander and adjacent units. Since the ennemy may also use ground radar to
verify thase targets, the deception force should include a deception array.
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SECIIUN 11

RADIO WAVES

The accuracy of RDF has been the subject of many narratives. In some cases
commanders who beileve that RDF Is very precise instruct that radios and their
antennas be remoted 250 meters from the operator to counter RDF. Remoting on-
ly 250 meters is of little advantage. Let’s examine the tacts. A basic explanation
of radio wave theory Is essential in order to understand direction finding
accuracy.

The ability of a direction finding station to intercept and determine a bearing
on a target transmitter depends on its abllity to recelve a ‘‘usable’’ signal. A
usable signal depends on the characteristics of radio waves. Radio waves travel
from the trensmitter to a recelver or direction finder by ground wave which
spreads directly from transmitter to recelver through or just above the soll or sea;
and by sky wave which travels up to the electronically conducting layers in the
earth’s upper atmosphere and Is reflected back by these iayers to earth. In the
past the Army has referred to its tactical field radios chiefly as amplitude
modulated (AM) or frequency modulated (FM). This practice dates to WW Il when
the terms AM and FM more cieariy disiinguisiiad ihe versatilily of thess twe types
of radios. With respect to electronic warfare (EW) commanders should perceive
tactice: radios with respect to the behavior of the radio’s signal (radio wave pro-
pagation) which is affected mostly by frequency.

AM RADIOS

ey B,

ANIGRC 120 AR R0 W2

ANZYRC-3Y
AN/ YR 4
ARGRE- 160
AN/YRC 17
famn e
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(AN/PRE TTY

T T e g e
23 20 2do 3000
L_ PR | 76 ;MHZ I 1 -4
L wioH FREQuENnCY J— VERY HION FREQUENCY ~  —HLyLma mignt
{HF) (VHE) FREQUENCY
UNE-OF-SIGHT (UMF)

CONSIDER RADiIOS NOT ONLY AS AM OR FM BUT ALSO AS HF, VHF, OR UHF
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cipally by means cf the sy wave; short distance HF (50 kms) uses the ground
wave. Tactical FM communications (like the AN/PRC-77) use VHF. VHF (30-300
MHz) (often cailed tactical FM) communication is a radio line-of-sight, short
distance (40 to 80 kms), radio transmission method. The AN/PRC-77 and VRC-46
series radios use a portion of the VHF spectrum (36-76 MHz). Thy range of the
VHF ground wave depends on the unobstructed line-of-sight distance from the
transmitting to the receiving antenna, the height and type of the antennas, and
the etfective power output of the transmitter. Enemy direction finding can be

restricted by controlling the diraction and power of the radio’s ground wave. A
VHF transmission Is illustrated below.
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\ ELEVATION
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" VHF RANGE

Y
| GROUND DIRECT WAVE

H ’ T -1 T T T 1;5
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S T ke || A
o GROUND SURFACE WAVE
T -t 1' '\f +
0 KM 8 KM 30 KM R0 KM

THINK AND VISUALIZE *'VHF'' BENAY.OR
RATHER THAN ‘‘FM’’ FOR ELECTRONIC .7~"FANRE
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ANTENNA PCLARIZATION AND DIRECTIVITY

When power is delivered to an antenna, a radiation fieid is established which
travels from the transmitting antenna into space and hance to recelving anten-
nas. The radiation {leld has two components, referred to as the eleciric and
magnestic fields, which fc rm a definite pattern, depending on the type antenna
used.

SIGNAL VOLTAGE

TRANSMITTING
ANTENNA

Polarization of a radiated wave Is determined by the direction of the lines of
force making up the electric field. Lines of force at right angles to the eartk are
calied VERTICALLY POLARIZED; lines which are puralled to the earth are called
HORIZONTALLY POLARIZED. Vertically polarized antennas are used for efficient
aiitennas are used for etficlent reception of horizontally polarized lines of force.
Commanders at every echeion need to understand how to advantageously use
veirticaily and horizontally poiarized antennas. They need to undersiand that ver-
tically pularized antonnas provide the best flexibility in the attack :.hien repid
movement detracts from enemy DF. The horizontally polerized antenna provides
the best security in the defense and longer range when transmitiinn in heavily
wooded areas. The unit communicationg-electronics officer should L. consulted
with regard to the proper use of all antennas.




OiMECTION DF TRAVEL
1

o 0
. s 3 - </ ) M c 1 - X3 - () L -
HORIZONTAL POLARIZATION USING HORIZONTALLY POLARIZED ANTEMNNAS
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Either vertically or horizontally polarized antennas may be used at VHF. Ver-
tically polarized antennas are more common for military communications
because they can produce an omnidirectional signal (radiating in 360 degrees)
and hence are very versatile. Omnidirectional signals are, however, more likely to
be intercepted by the enemy. Horizontally polarized antennas are directional.
Both vertically and horizontelly polarized signais can produce dead areas, celled
nulls — zero signal — which can be oriented toward the enemy to reduce the
probability of intercept when directional antennas are used. Vertically polarized
VHF signals are also stronger at 30 to 50 MHz with antenna heights under 10 feet;
above 50 MHz there is no practica: ditfsrence between the signal strength pro-
duced by vertically and horizontally polarized antennas.

Use of a horizontaily polarized antenna reduces vulnerability to intercept and
radio directicn finding. A steerable, vertically polarized antenna will also reduce
the vuinerability of radio emitters to Intorcept and radio direction finding. That's
it — the baslc principles.
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y *The OE 254 antenna has replaced the RC 292 antenna shown above
in somMe uniis. Howeve, iiw Dasc prncip. - Giscusssd hers remalne
\ constant.
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As an example, at 30 MHz each half of this quarter-wave antenna is 2.5m long
and at 76 MHz only 0.987m long. (See page 74 for an example on how to con-
struct this antenna.)
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SECYION IV
HOW DOES RAGO DIRECTION FINDING WORK?

Radio direction findin:; la a method of determining the approximate direction of
a transmitting antenna {radio or radar) by means of its emissions at a single direc-
tion finding positior. Owection finding can alse determine the approximate loca-
tion of an smitter by correlating the directions of arrival of its several emissions
by a direction finding location and identification system whicl: may consist of one
(but usually three or more) positions.




‘‘A BEARING”’

E One RDF bearing provides APPRCXIMATE direction, but not distance.

* AP N A




‘“‘A CUT”

—

Two RDF bearing usualiy provide APPROXIMATE direction and SOME CON-
CEPT OF distance.

32



“A FIX"’

——

Three or more RDF bearings are referred to as a tix. A fix usually provides bet-
ter direction and distance to form an APPROXIMATE location.




The same principle applies to locating radar equipment, but the enemy uses
DF equipment that is compatible with radar signals. Radars may be located more
accurately than radics dus to their signal characteristics, and within a triangle or
circle having a radius of 50 to 200 meters.

34
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JECIIUN V

HOW AIRBORNE RADIO DIRECTION FINDING
WORKS

Airborne radio direction finding (WRDF) is & radio direction finding system
mounted in a helicopter or a fixed-wing aircraft. The principles of ARDF operation
are similar to those which govern ground vehicle radio direction finding. But, the
use o! an airborne platform Increases the eievation of the recelving antenna and
enhances its ability to intercept radio signals at graater distances.

35
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ARDF is not subject to as many stfects of propagation error as is ground station
RDF. As an example, an aircraft can take a serias of successive bearings along i‘s
flight path and provide the effact of many ground station RDF bearings without
the timitation of Individual ground station error factors. (In many situations, in-
dividual ground station error factors accumulate to produce gross errors.) In
some Instances, the aircraft can aiso pursue the target transmitter whiie further
refining its bearing at closing ranges. in this respect, ARDF is a special threat to
unconventional warfare #nd long-range reconnaissance units.

AIRBORNE RADIO DIRECTION FINDING FIX

Mors azimuths and better accuracy are possible with ARDF, but the aircraft is
required to remain on track long enough to acquire & wide base for the DF bear-
Iings. If the aircratt is diverted (as by anti-aircratt artiliery (AAA) fire), then the
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High Frequency ARDF. A simple radio transmitting antenna radiates waves In
many directions, although the strength of the waves may be greater in certain
directions and at certain angles above the ground. Both the skywave and ground-
wave may be used in HF communications. Long distance HF radio transmissions
operate principally by means of skywaves refracted from the lonosphere to a
recelving antenna on the earth’s surface. HF airborne direction finding opera-
tions are conducted against these intentional and unintenticnal skywaves, prior
to refraction.

]
v AIRPLANE HW
@ =

TRANSM|TTEH HF GROUND WAVE RECEIVER

in short distance HF radio transmissions, the groundwave rather than the
skywave is tho principal nieans of communications. Howsver, airborne DF Is con-
ducted agains? ' _aintentional by-product (skywave) of this type transmission.
The distance fru.n the transmitter at which these waves can be received by ARDF
is affected by tranamitter output power, antenna type, terraln, and operating fre-
quency. Eight kilometers is & typical distance. Although frequency affects wave
propagation, the manner in which airborne DF operations are conducted against
HF and VHF targeis remains unchanged.
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Very High Frequency ARDF. The energy from a VHF transmitting antenna !s
normally radiated as an omnidirectional wave th:ough the atmosphere to a recely-
ing antenna located within line-of-sight. Airborria equipment, because of greater
slevation, is capable of intercepting this line-of-sight transmission at a greater
distance, enhancing its operations at an extended range.

80km 30km 8km Okm
ARDF RECEIVER TRANSMITTER
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S \\ AT PRINCIPLES O:" OPERATION

The establishment of a
snitanie base line is af-
fected by tactica!,
strategic, and technical
considerations. In DF
operations, a base line is
identified as the line or
axis along which lines of
bearing are taken. it may
be straight or curved,
depending upon a techni-
caily accepiabie environ-
ment and the area to be
covered.

<=~ START
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ARDF BEARING INDICATOR

After enargy has been raceived by the antenna, passed through the coupling
system, amplified, and detected by the recelver, the bearing indicator transiatss
this energy into an Intelligible torm from which the operator can determine the

dirsction of the arriving signal. Bearings are plotted to datermine the location of
the transmitting antenna.
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ARDF provides the tactical commander with approximate location of hostlle
emitters for subsequent destruction, deception, or continued observation for
EWI/intelligence expioitation.
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The basic mothod of DF plotting is the messurement, at a recelving or centraliz-
od plotting ctation, of the angie betwean a predetermined reference line (usually
magnetic or true norih), from 3 know:n: point, and the direction of travel of the elec-
tromagnetic waves arriving irom a distant transmitting atation. The resuits are

then plotted on a map and the point of intersection Is the target’s probable loca-
tion.
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SECTION VI
VHF DIRECTION FINDING ACCURACY

The VHF range (30 to 300 MHz) is used by most tactical radios. This is a simpie
explanation to describe how RDF functions; its accuracy Is determined with
respect to VHF radios. A radio transmits and receives enorgy (radio waves). VHF
radio waves travel from the transmitter to a receiver by the groundwave which
travels directly to, or is refiected by, the transmitter to the distant receiver
through or abave the soll or sea. VHF communications are predominantly short
range, line-of-sight, FM voice and use omnidirectional vertically polarized
antennas.

VHF RDF depends on the eifective radiated power (ERP) and the antenna direc-
tivity of the target amitter to provide a strong groundwave which may be {argeted
by RDF. RDF is effective when equipment !s compatible with the modulation, fre-
quency, and bandwidth of the signal transmitter.
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Ground station RDF systems can determine approximate locations of VHF
transmitters at ranges from § to 40 kms or more. Airborne platiorms can extend
the range of RCF to 80 kms or more.
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DIRECTION FINDING
TARGET LOCATION ERROR

Direction finding accuracy is determined by the power and antenna directivity
of the target tranamlitter; by electromagnetic influences which affect radio wave
propagation; and by the capability of direction finding equipment and operations.
Eecause rather complicated mathematical formuias are applied to determine the
offect of these influences, ROF accuracy was previously expressed for tactical
use with respect to rules of probability and standard deviation as an equivaient
circular error probability (CEP).

A CEP ls the radius of a circle within which a given percentage, usugliy 50 per-
cent, of ths projectiles is expected to fall. The term CEP is most popular as an ar-
tillery term and is used to explain the delivery accuracy of a weapon system.
Because most tactical requirements for RDF have, in the past, been satisfied by
the CEP raport, It is now used to indicate the target location error of direction
finding.

The intersection ot three 6+ more RDF bearings actually provides an eiliptic pat-
tarn; a CEP is deduced by repcrting the length of half or two-thirds of the major
axis of the ellipse. The resuling CEP provides a mathematically crude, but ude-
quate location. A CEP by itself coes not provide targets.

1 mant and aonstrundian nt a OCED |
H T ane SONSITUsHoN OF & e i

Fifty percent or 66 percent of the length of
the major axis of the elipse is used as the
radius of a CEP. As DF improves, some tacti-
cal units zre now using 66 porcent of the
length of the major axis as the radins of the
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LOCATION ERROR ELLIPSE
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a The diagram, when simplified, Hiustrates the following:

(1) The length of the major (largest axis);

(2) The length of the minor (shortest) axis; and,

(3) The orlentation of the major axis with respect to location ¢.g., true north).




The equivalent CEP is determined by using one-half or two-thirds of the length
of the major axis to form the radius of the circle. Using a CEP instead of an
o'lipse, we are now reporting the location of an emitter inside of a circle instead
of inside an ‘‘egg.’’ The radius of the circle begins on the best probable location
determined by the ellipee and extends outward to form a clrcumference related
to the degree of probability. The user should always Inquire as to the probability
tactor of the CEP if it is not provided by the direction finding unit. Target analysts
should aiso be able to plot the more accurate RDF sliipse. However, a computer i
required to provide RDF ellipse reports; manual systems cannot provide this
capabil:ly. As a resuit, most tactical RDF data are rsported as a CEP.
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N\ “\ 5%

150Cm CEP

When a 500-meter CEP Is reported with a 80 percent probabllity, there is a 90
percent chunce that the target transmitter is located somewhere within a
500-meter radlus of the circle. The circle with a radius of 500 meters contains
785,000 scuare meters or about 3i3 of a square kiiometer. By comparison, a bat-
talion size command post’s antenna array typicelly occupies about 10,000 square
meters. A single FM/VHF ground plane antenna occupies about nine square
meters.

It the CEP is increased to 1,500 meters (a more typical RDF accuracy in tasctical
situations), the circle will contain 7,065,000 square meters or about seven square
kilometers in which to locate a 10,000 square meter antenna array or a single
antenna occupying nine square meters. That informstion by itself is only of
marginal valu3 In the acquisition ot targets. Butl Most enemy SIGINT analysts ap-
ply that information In conjunction with poor SIGSEC on our part, with terrain
analysis, and with predictions of radio operator behavior (signal units consistent-
iy Use ideai COMNIUNIGRING IVCELIVIS) 0 PIVVIUE WMIGPIe. LT Iy pFioviue he
master clue!
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Yactial RDF accuracy may be measured in meters of CEP. Experience indicates
that an RDF accuracy ¢f 500 meters CCP is considered to be a very good RDF fix.
Probably less than ten percent of all RDF fixes (on 100 different transmitters) will
be reported with an accuracy of 500 meters CEP.

cer DANGER ZONE
100m

35%
/ CEP TOO ) 15%
GROSS FOR QTHER INTELLIGENCE OR
USE POOR COMSEC
REQUIRED
FOR TARGETING

Percentile Graph of Typical RDF Fixes Reported as CLP at a
Runge from Transmitter to RDF Station of less Than 30 Km
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MGDEL OF ELLIPTIC ERROR PROBABLE

TWO STATION DF BEARING ERROR ELLIPSE

With the advent of computer-assisted RDF, the user of the RDF product should
become aware of how an elliptic error probabiiity (EEP) is derived and liow to use
its ellipse. When plotted, an EEP provices a more accurate location than does a
CEP.

If one could actually see radic wave propagation, it would sppear in @ manner
similar to the illustration. The RDF bearings form an ellipse. Usuaily three or more
bearings are used to determine ar RDF fix, but only two RDF statlons are shown
in the above lllustration to reduce diagram clutter.
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WHAT CAUSES RDF ERRORS?

There are three main causes of RDF error: radlo wave propagation irregularity;
RL. and emitter equipment inconsistencies; and RDF operatc mistakes. The key
words are system accuracy and operational accuracy of RDF. System accuracy is
evaluated in an electronics laboratcry, where equipment is unaffected by en-
vironmental or human factors. It is system accuracy that is usually reported in
equipment manuals and threat documents. System accuracy provides a source of
comparison, but should not be used to predict the accuracy of target acquisition.
Operational security, on the other hand, is field accuracy — the resuits obtained
by experience during training exercises or combat. Let us examine, in general
terms, the principal causes of ROF error and their effect on RDF accuracy.

Radio Wave Propagation Irregularity.

One examiple of radio wave propagation effect is the muitipath error which oc-
curs when a radio wave produces both a reflective and an instant component
wave, each arriving at different times and which may appear out of phase. The
direction finding station has difficulty determining the true signal. Where the
received signal arrives from two or more paths, the RDF operator will read an
azimuth that is in error and biased. Errors up to ten degrees can result from such
a condition. The VHF multinath error is caused by othar ~auvipment located near
the RDF equipment, by man-made obstructions, or by terrain which may distort
the path of the signal. Multipath error occurs more frequently at VHF than HF
since a smaller area can act as a reflector to a VHF signal. This is important
because when VHF radio operators deliberately piace terrain obstacles to radio
wave propagation between the intended receiver and the enemy RDF, they take
advantage of the potential effect of multipath error. This technique is called
‘““masking.’’ (More ah~ .t masking in Section VIIi.)

RDF Equipment Errors.

Tactical RDF equipment is designed to perform with a system accuracy within
plus or minus two degrees. Accuracy within plus or minus two degrees iIs the
same &s a total error of four degrees with regard to system plotting. The key
words reported in threat manuals are system accuracy. The operational accuracy,
also referred to as field accuracy, of enemy tactical RDF equipment is usually
within plus or minus 3.5 degrees (total 0 to 7 degrees).

51



ERROR IN
METERS

2500
1 / TYPCAL
s el
rd STATION
20001 ~ T oy

- - ACCHAACY £F
7 = L] T
1 eeness J

TYMCAL
M .

accumacy ek
1y as A

BEEREES

£

nf

T eyl
sistn O, 0%
ALCURALT BS505
o7 DERREES (j_gi_l

,.
o P,

RANGE IN kms

Strategic or semi-permanent RDF equipment, usually targeted at HF com-
| munications and located well behind the FLOT Is usually not more accurate than
| plus or minus two degrees; but the greater distance between the target transmit-
‘ ter and the RDF site results in larger linaar error and in a CEP in excess of 20
s kliometers (closer to 50 kilometers). Nevertheless, strategic RDF piays an impor-
T tant role in detecting major troop movements. The Soviets probably used
l strategic RDF and communications intelligence (COMINT) to detect a tamporary
; ge.p between the Gorman Fourth and Sixth Panzer Armies confronting Stalingrad
; on 13 July 1942, allowing two-thirds of the Soviet forces trapped across the Don
‘ River to escape — a significant factor in the eventual Soviet victory at Stalingred.
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RO¥F equipmer:t operators can also contribute considerable error to RDF equip-
ment by making even aiinor mistakes in many oporational and land navigational
functions for which thoy are responsible. Additicasily, tacticsl ROF squipment
can seldocm be verifled, or oparator errcr distinguished from aguipmont or pro-
pagation errov. This is imporiant becausa RDF Is susceptible io deception.

Dereption Operations Against RDF.

RDF data enable analysts to determine the approximate location of an active
transimitter whose signal has been intercepted and frem which RDF bosrings
were taken. RDF bearings in themselves do not provide zufficlent information to
corroctly Identify the trangniitter. identification is usualiy provided through
analysis of signals. |If enemy SIGINT analysts are deceived into believing that a
specific transmitter is assigned to a division tactical command post, RDF may
reinforce that conclusion. This is especially true if RDF reports that the transmit-
ter is indeed located where a division command post should be located with
respect to the FLOT and other boundaries. Other deceptive techniques against
reconnaissance, to include decoy equipment and instaliations, would further
reinforce the doception. By contrast, an otherwise flawless decoption plan not
supported by electronic dacapticn could be detected easily by RDF. It can be

nnnnnnnn haoad dannmbinm (e mobd dvishu nem Assne addeilanbanbin 3a BNRE b da dha mamales
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sions drawn from RDF. That point is not contested.

The use of speach: securnty equipment (NESTOR or VINSON) with VFH radios
does not provide protection ageirist DF. Speech security devices prevent clear
text revelation of unit identity or cal’ sign identity; but, if only command and con-
trol nets use thuse devices, the:.: the identification of key eniitters by RDF can still
be accomplishiad. In fact, when only key command and controi nets within a unit
use speech security equipment, this practice greatly assists enemy RDF
operators in iden*ying command post transniitters.
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SECTION VN
THE THREAT

TACTICAL OF EFFECTIVENESS OF THREAT FORCES

Tar:tical DF is effective. It is a threal. DF is efiective because large numbors of
RDF equipments are integrated snd employed In conjunction with other in-
telligence to locata US Army and NATO emitters. DF is also used by the anemy to
idantify the control or weapon systems with which thess emitters are agscoclated.
OF is used chief.y as an analytic aid to detect unit groupings and movements, and
to sort out communications systems. It aiso provides clues as to whare friendly
forces are not located. Howevar, when our forceu piovide lucrative SIGINT
because of poor SIGSEC practices, the enemy forces may b able to actually de-
pend upon DF to expioit the weakness and provide targeting deta for supprressive
fires; or if thai faiis, tu difect theii jJamimers murg accurately. Poor SIGSEC makoa
DF very etfective.

While ground force intercept and DF equipment is not always highly
sophisticated, there !s & lot of it and It is lotated very near the FLOT.
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EFFECTIVE RADIO DIRECTION FINDING
SUPPORTS EFFECTIVE RADIO JAMMING

Etticlent jamming dopends on direction finding to analyticaily solect and
c<usvally locate target transmitters. The recsiving element of the target tranasmit-
ter is then selected for jamming, and the jammer's antenna oriented to tho loca-
ticn reported by RDF. Soviet doctrine establishes a requirement to jam US Army
command controi, and weapon system communications when they cannot be
desiroyed by supprescgive artillerv fires. The three main types of jamming are ii-
lusirated below. Enemy forces jam VHF, but they also depend on VHF for their
own command, control, and weapon systems. One way they are able to control
this problem is using VHF directional antennas which have a greater eftective
radiated power (ERP) tor their own communications. They practice this technique
inn training. The Soviet type force use VHF and UHF muliichannel communications

at selected key levels and employ HF tactical communications as a redundant
communications system down to tank platoon level.

_lLl JLLIJJ J.LIJJ

wown cw "o QO n)m own "' on
gnghg 8 AN 8e-m~° oo 8 " '
- ™~ ﬁ '
- o ox a - B "‘, "
— = R —— S~ —_——

KRCREA T I B B
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Three Msthods of Communications jamming

Jamming can aiso sup-
port DF by jamming a target
for a prolonged pe:iod and
causing th: target station
to backlog tratfic. When the
Jamming ie. terminated, the
target station may then
transmit continuously ovsr
a long period to relieve the
backiog of tratfic. Prolong-
od transmission In these
cases enables DF to refine
numerous bearings obtain-
od during the long trensmit
tima.
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DIRECTION FINDING AND TACTICS
ON THE MODERN BATTLEFIELD

The use of direction finding is a tactical consideration; it is part of EW tactics.
Enemy forces are confranted with two tactical choices pertaining to the employ-
ment of ground station RDF. If ths snsiny commander’s objective is to obtain the
best bearing to tactical transmitters within a compact, narrow, division area of tha
FEBA, he wou'd most likely locate his RDF positions on a straight or concave
baseline ic provide the best azimuth angles at short ranges withir 20 kms, and
fair angles at longer ranges to 75 kms. This is one indication of a possible
penetration attempt by enemy forces. Similarly, if friendly RDF elements are pro-
perly aware of basic command plans thoy can deploy to provide the most effec-

tive support.

EXPECTED RDF TARGET AREA
FOR ENEMY BREAKTHROUGH OPERATIONS




If the enemy division commander’s objective is to obtain the best bearings over

2 wide flanking ares, he would most likely locate his RDF positions in a trianguler

or quadrilateral base pattern which provides fair azimuth angiss on most

transmittsrs at the expense of more accurate angles on transmitters within short

‘ range. This is one indication of a flanking attack. Survelllance techniques which

may reveal these empioyments should be considered as basic intelligonce re-
quirements along with other indications ¢f enemy intentions.




Before exploring the solution to this threat with the use of horizontslly polariz-
od directional antennas, let’s look at the enemy’s RDF antenna charscteristics.

THE ADCOCK RDF ANTENNA

The Adcock RDF antennas usualiy consist of from w0 to eight spaced vertical
antennas connected in opposition. There are other variations, but the illustration
shown below is typical. It is most efficient against the vertically polarized compo-
nent of an incoming radio wave. The Adcock antenna is aspecially reliable for
JHF signals at a point beyond strong ground wave range (e.g., In an area to the
rear of the FERA). A2 a resuit, when the verticaliy polarized component of a radio
wave predominates, as is presently the case with US Army tactical communica-
tienis using omnidirectional antennas, the Adcock antenna is very eftective and
has little it any polarization ecror. Its chief weakness is its limited effectivenaas in
detecting horizontaily polarized antennas. In addition, the Adcock antenna end
its connecting cebles are comparatively complicated to adjust. The Adcock direc-
tion finder is not a first choice for 2 muiti-polarization tactical device. Good
calibration of the Adcock at a new sitas is very difficult and is seriousiy affected by
changing weather conditions. Nevertheless, the Adcock type antenna remains
more than adequate for enemy forces so long as the US Army relies heavily on
vertically polarized, omnidirectional, VHF antennas for tactical ccmmunications.

TOP VIEW FRONT VIEW SIDE VIEW
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LOOP ANTENNAS

Enemy forces may also use spaced !oop, rotatabie loop, and other loop type
tactical VHF direction tinding antennas. Like the Adcock, the spaced loop is a ver-
tically polarized antenna made up of two paraliel loops fixed coaxially to the encis
of a rotatable boorn. Several variations are available and RDF positions of this
type may de mobile. The sp..ced loop z.itenna is not very suitable for tactical con-
ditions. The position requires considerable installation and calibration time, has
poor sensitivity, ani bearing ambiguity is difficult to discern. As a result, its ac-
curacy Is limited. However, other HF and VHF loop antennas do have tactical
applicution.

A special purpose RDF loop antenna used by US Army Special Forces units is
shown below to iliustrate the sniall size which is possible with systems of this
type. These man-packed units may be used to detect the goneral location of
transmitters and for that purpose they are highly effective. They are aiso eftective
as homing devices.




SECTION Vil

HOW TO BEAT RADIO DIRECTION FINDING
ALONG WITH THE JAMMING AND
ARTILLERY FIRE IT DIRECTS

Onca tha hattla hanina and our units ara attacii na and maving. fast RDF is nat
a significant threat to fighting units. But when we oto" or go Imo the defense,
enemy radio direction tinding in conjunction with poor SIGREC on our part pro-
vides targets for suppression — free targets.




During; field training exercises, poor COMSEC allows !ecution (v RDF) of many
divisional, brigade, battalion, and company command posts with an accuracy
(100 to 250 meters) sutticient for target destruction.

PROVIDING REVELATION

OF LOCATION BY CLEAR

TEXT OR UNAUTHORIZED
CODE OR CIPHER

VEF NICALLY POLARIZED V¥
SIGNAL 1S COMPATIBLE “
W TH ENEMY TACTICAL RUF USE OF OMMIDIRECTIONAL

NT ANTENNA PROVIDES SINAL
EQUPME 10 BE INTERCEPTED WITHIN A
V‘ 360% RADIUS
W,
Py o, AN

HEFELANG TO -
LOC/.TION BY .
REFEAENCE TO

T:RRAIN
FI ATURES

US ARMY RDF TARGETED UNITS MAY NOT BE ABLE TO
FIGHT AND WIN UNDER THESE CIRCUMSTANCES
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Electronic emitters can be used to identify units, weapons, and command
posts because . . .

Unit identity can be simply determined by on® or a combination of —-

(1) Plain text revelation.

(2) Type transmitter.

(3) Call sign peculiarity.

(4) Analysis of communications traftic.

(5) Transmitter modulation.

(8) Operator identification.

(7) Duration and frequency of messages.

(8) Analysis of unauthorized codes or ciphers.

(9) Misuse of authorized callsigns, codes or ciphers.

ALL OF THIS IS USED IN CONJUNCTION WITH AN ANALYSIS OF THE GENERAL
LOCATION OF A UNIT ON THE BATTLEFIELD PROVIDED BY DIRECTION
FINDING.

INTERCEPTED INTELLIGENCE:.
TYPE RADIO \
MODE OF TRANSMISSION N
CALL SIGNS \
MESSAGE FORMAT
FREQUENCY
TIME OF TRANSMISSION e 2
DURATION OF TRANSMISSION

OPERATOR CHARACTERISTICS: _ =1
(ARTICULATION, IDIOM, I

~— COLLOQUIALIS) I
~_ CIPHER SYSTEM |
:’:ﬁo —~7  APPROXIMATE EST(Em¥
< _ _LOCATION BY KDF
sTeN 00 e = UNIT

Electronic smitters can provide the enemy with the detection, general location,
and possible identity of the unit which they serve.
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RADIO OPERATORS USING PLAIN TEXT MOST OFTEN REVEAL:

ADA LOCATION
AIRBORNE L AUNCH AREA
AIRHEAD

AIRSTRIKE TARGETS

ASP

ARMCR LOCATION
ASSAULT STRIP

ARTY LOCATION

ARTY TARGETS
AUTHENT!CATION FAILURE
AVENUE OR APPROACH
BARRIER LOCATION
BOUNDARY LINE

BRIDGE

CALL SIGN COMPROMISE
CAPABILITY

COMMAND POST
COMMUNICATIONS SITE
CONCENTRATIONS (TROOP)
CONVOY (TIME-LOC)
DEFENSE POSITION
DEPLOYMENT SCHEME
DGZ

DZLZIPZ

EVASION ROUTE

FLOT

FORWARDING STAGING AO
FREQUENCY COMPROMISE
FSCL

GOPL

HELI PAD

LRRP (LOC-ROUTE)
MANEUVER SCHEME
MARSHALLING AREA

MINE FIELD

MISSILE LOCATION
NUCLEAR WEAPON LOCATION
OBJECTIVE AREA

OFFENSIVE PL ANS
OFFENSE VULNERABILITY
PATROL ROVUTE
PERIMETER

PHASE LINE

POL SUPPLY

RADAR LOCATION
RESUPPLY LOCATION
SHORTAGES (CRITICAL)
TACTICAL OPERATIONS CENTER
ViP LOCCATIONS




Electronic emitters can reveal locations of units, weapons, and command posts
because . . .

location can be approximated by direction finding and then refinea to an accu-
racy sufficient for target acquisition by plain text revelation; reference to terrain
featuroz by the operator; and tarraln anslysis.
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' ECCM IS AN EFFECTIVE MEANS OF COUNTERING ENEMY RADIOELECTRONIC
t COMRBAT — IT CAN BEAT ENEMY RDF
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GOOD ECCM TECHNIQUES

USE LOW POWER

VWhen you transmit on lower power, you reduts t.e opportunity for an enemy to
hear your signal. If the signal can’t be heard, the tiansmitier can’t ke lo~sled Ly
radie direction finding.

Obviously, If your own station ¢an’t hear the signal elther, the radio i= of littie
use. The trick is to use only encugh ERP to be heard within your na:, bt not
enough to be heard by the enemy. This is accomplished by tovoughly
understancing radio wave bohavior, and by using lower power wherever pogsiblo
and the best antenna for each situation.

Unfortur tely, tactical VHF radios have only two power settings: low and high.
Most operators use only the high setting berause they incorrectly think high
power !s better and that the low power position is useless. The lowes! power se(-

examp!:..
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A tank platoon viit cperate in formations in which its tanks will be separated
from ono ancties by about 100 to 1,000 meters. Even whea the tank’s VKFIFM
radic is et on low pewer, the radio tranemits an effective signal which may be
received by vadio directien findors at a distance in uxcess of 10 kms, and perhaps
as for as 30 kms. On the high power setting, a radio directior: finder may be able
to intercepi the signal at a distance from 30 tc 8C kins. ARDF can certainly In-
tercept the high power signal at a distance «f 80 kms.
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One zimple operator procedure to reduce ERP of the ANIVRC-12 and
AN/PRC-77 radio using & lower power setiing i3 bend and tie the AS 1729 towurd
the greund. This technique may not be pousibie with future shortor antennas that
are sxpected In the inventory in the coming decade.

CAUTION

DO NOT TRANSMIT USING ONLY THE
ANTENNA STUB OR WITHOUT ANY ANTENNA AT ALL

Using the ANVRC-12, ANPRC-77, or
ANPRC-74 racios withau! 21 arterna
or with enly the antenna stub results in
‘ severe mismatch of the power output
f stags. At certain frequencies, this mis-
maich is 30 szvere that the maximum
sale cperalng Gmits for the powsr anv
plifier transistor could be exceeded
causing permanent dan:age to the iadiol

Another method of reducing ERP and distoriing the radiation pattern In the

horizontyl plane is to carry the AN/PRC-V7 upside down with the antanna tip a

foot abovo the soll. This technique wiil usually provide a good strong surface

, wave within a radius of five kilomaiers while reducina the radius of the direct
“ wave most usable to RDF and AKDF.

X Use the smallest antenna which will permit effective communications. Do not
hositats to take the ¢ itra step of changing from a ground piane antenna to a
i short-whip antenna whienever possible.




USE A MOBIi.E ANTENNA

This procedure provides a highly mobile command net antenna which can be
rapidly ralocated, and does not tio a command post to an antenna array.

(A}



USE DIRECTIONAL HORIZONTALLY POLARIZED ANTENNAS

For varsatiiity, the omnidirectional vertically polarize¢ antenna is best. The
flexibility provided by omnidirectional anteuinas is important to the commander
during the attack, wiien it is difficult to maintain correct orientation tor horlzontal
ly polarized directionsal antennas. Vertically polarized omnidirectional antennas
are required for communications between moving vehiclas. Howevar, *when
ECCM is considered, the omnidirectional antenna has one chief disadvan-
tage — a danger. Omnidirectional antenna signals travei in a 360-degree radius
and usually well ecross the FEBA whers they are susceptible to intercept and
ROF. Horizontally po'arized directional antennas should be considered for lateral
communications whenever possibie.

Enemy forces primarily use Adcock and verticel loop RDF antennas which are
designed for optimum performance when receiving vertically polarized radio
waves. A horizontally polarized transmitting VHF antenna will radiate a
predominantly horizontaiiy poiarized wave from ien 0 joily KilGineters e the
transmitter. The horizontally polarized wave wiil create some bearing error in an
Adcock antenna, and a very large error \n a vertical loop antenna. This may cause
an error as much as five times gseater than the usual operational error (about 20
degrees), creating unusable RDF bearings. It is impossible for an ROF operator to
continually adjust tactical ground operated RDF equipment, particuiarly Adcock
antennas, to componsate for both vertical and horizontal waves. If US forces
would use both verticaily and horizontally polarized omnidirectional and direc-
tional VHF ariterinas slong with good COMSEC practices, direction finding would
become moras difficult and expensive for our adversary.

End- or center-fed half-wave or quarter-wave directional antennas offer many
advantages with VHF radios. For example, a doubiet antenna provides a more
directicnal signal antenna which can reduce the enemy'’s ability to intercept the
si;ynal by 20 to 40 percent. It also provides a 20 percent greater range, especielly
in wooded areas, by Increasing EfiP in the Zd.>lred direction. This is a useful
ECCM technique.

FORMULA FOR 1/2 WAVE ANTENNA " FORMULA FOR 1/4 WAVE ANTENNA
Antonna __ 468 Antenna 234
Length = Frequency Length = Frequency
In Foet in MH2 in Feot in MMz J




A VHF directional antennas is smail — only nine feet long for a frequency of 50
MHz, or 6.5 feet for a frequency of 70 MHz. An antenna of this size is sasily con-
cealed. Doublets ars also easily constructed from copper wire (or landline), a
“cotwa hesd,”’ and two piastic C-ration spoon insulators. Yes, there are
drawbacks — when one station uses a horizontzlly polarized antenna, so also
should the other station; and correct antenna orlentation between both stations
is important. But, the advantages, particulstly in a defensive siiuation, warrant
consideration of this technique wherever practical. Antennas of this type are not
suitable for tast-moving offensive operations. A horizontally polarized directionel
sntenna provides the commander an elternative -~ just as a white pho2phorous

: {WP) artillery round is an alternative, not a subatitute for a highly exploaive (He)
} artillery round.

COBRA HEAU
P\,ASTIC SPOON WC-1 COMMO WIRE
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,. Horizontally polarized center-fed doublet antenna tor AN/PRC-25 or ANJPRC-77
; radio. (See TM 11-2651 and TM 11-5820-467-15.)
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Advantages of Half-Wave Horizontally Polarized VHF Antennas in Comparison

to Vertically Polarized Antennas:

e Tiie horizonta! antenna produces a more stable signal in th» pr
interference (Jamming).

* The horizontal antenna produces a more siable signal when used
dense woods.

* The horizontal antenna Is more readily camoutiaged without loss

esonce of
in or near

of signal.

¢ Small changes in antenna location do not cause large variations in signal

strength.

* The horizontai antenna is more difficult to direction find because of polariza-

tion and because its signal can be directed to intended reciplents
from enemy RDF in many applications.

Horlzontally polarized antennas may be constructed by following In
In —~
TM 11-5820-667-12 (long wire for AN/PRC-77 radio)

and away

structions

T™ 11-2651 (antenna groups AN/GRA-4 and AN/GRA-12, center-fed doublet)

T™M 11-5820-467-15 (antenna group AN/GRA-50).

While the information provided in these manuals Is tailored for HF application,
the dipole dimensions can be readily scaled down for the particular operating fre-
quency in the VHF range at the proper 50-ohm impedance required by the

AN/PRC-12 and AN/PRC-77 radios.

RF cable assembly CG-682/U which has an insuiator IL-4/GRA-4 pe
attached can be used to feed a doublat antenna.

MANDLE o ry}
T 0 SUPPOKT
TERMINAL LUG
-

iy ] TO RT-303/PRC- 2%
wWHIP ANTEMNNA

. CONMECTON

AR PROK
. sn TUBING

CLIZK BUTTON TO SUPPOAT __L_ugwo
Ca

L)

AT 984AJ/G used 0 make end-fed antenna ‘or AN/PRC-77 radio
11-56820-887-12.)
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Both Transmitting and Receiving Staucns Should
Use Antenna With Same Polarization.
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(NULL)

APC Serves as Counterpoise

HORIZONTALLY POLARIZED D!RECTIONAL ANTENNAS INCREASE
OPERATING RANGE BY 20 PERCENT IN WCODED TERRAIN WHILE
REDUCING THE ENEMY'S OPPORTUNITY TO INTERCEPT BY 20 TO 40

PBERACEMT,




DECOY ANTENNAS

When practical, surplus decoy antennas can be set up In credible antenna
locations within 2,000 to 5,000 maters of the command post. intelligence analysts
place special emphasis on photographs or reconnaissance reports of visible
antenna arrays. Real antennas, especislly distinct.ve microwave antennas, must
be caretully camoufleged.

e
AN/QRA IV ellou' IN Uit Mit
A1 LEAST 13 Km 10 2 Wmy
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REDUCE COMMUNICATIGNS TIME

Another way to reduce the probability of signal intercept by
the enemy Is to use radio communications only when
necessary. Consider the use of landline communications where
practical; use personriel as guides rather than providing direc-
tion and location over the radic. Once station identity is con-
firmed (ALPHA ONE BRAVO ONE SiX, THIS IS ALPHA ONE
BRAVO TWO SEVEN), siiminate call sign redundancy by using
the last letter of the changing portion of the call sign plus the
suffix (BRAVO ONE SIX, THIS IS BRAVO TWO SEVEN). Call sign
procedure is not a substitute for authentication. Limi conversa-
tion to less than 30 seconds — a 20 second signal is ideal.

Enemy RDF is not as effective once an offensive operation has begun. We «re
usually moving too fast. Short communication time Is not as critical during the
baiile, Gul shicit communications e 2 countar.RDF technicue are vital during the
preparation phase, the approach to the objective, or in the defense. Since the
discovery of the uisnlacement of a reinforcing unit is critical, the reserve force

should not use radio costmunications unless necessary.

An observant enemy nriices that in too many instances US Army tactical com-
munications may be used as a substitute for complete battie planning. Analysis
of US tactical communications, illiustrated in the following graph, indicates that
most communications used in training exercises are explanatory, not directive in
nature. Tactical communications shouid be used to rapidly convey decisions, to
key standing operating procedures, and to direct alternative courses of action.
Execution of the battis must be inherent in training, planning, ingenuity, and
team work. Vulnerability of communications to intercept and direction finding is
Iindicated by the large volume and context of communications noted on command
iinks prior to contact with the enemy. This pattern uniquely distinguishes the US
Army in the attack prior to its departure from the assembly area. Additionally, the
communications pattern depicted in the graph defies electronic concealmont.
There is too much traffic to be concealed. By contrast, the preferred commu rica-
tions pattern (indicated by the shaded area of the graph) can be concealed prior
to contact.




Vuinerability to enemy RDF increases as the FEBA is approached.

VHFAR COGBMMAECA TINS
WOt TAMALATER §Y IUBER
OF TRAMSMITTERS B WOUT
ML TILED D7 MRSTES

& COMMARICATIN N8B
EXPRESIER AL A PERCENTARE

33337323393

/
/
v s e
N i
-y e n g
HNENT ™0 ASSOMDLY AMA MevENENT TR COACT Demann DEFRIE/
[ L ) ust & oWt - ¥ ]
Timq BibIAMCE
[“: ]vm\curuou Ut Atmy (OMMUMILATION PAIHEAN
BATIALION (OMMUNICATION QUMD FOR SUCCESSIyL
PATIERN DURING FHllD EXERCISES FIRFORMANCE IN ARTEP BY

(OMPANY Of BATIALON
I8 umit

COMPARION OF VHI/WE COMMUNICATION PERFORMANCE REQLIQED FOR
SUCCESSFUL ARTEP VERIUS PREVIOUS HISTORICAL PRRFORMANKCIES

*Army Training and Evaluation Program (ARTEP): (Designed 1o evaluate units in
mission accomplishment as opposed to a t:st oriented atmosphers.)
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CONSIDER THE USE OF MORSE CODE WITH VHFIFM IN PLACE
OF VOICE WHERE PRACTICAL

Communications time can also be reduced by using an inexpensive (less than
$15.00) radio code tone oscillator (used to practice Morse code and chtainabie at
radio supply stores) installad at the audio input of FMIVHF radios. This adaptation
permits the transmission of short Morse code tone signals instead of voice
signals, which are of long duration. Tha signal is clear, sharp, and perceptibie at
greater distances than Is voice, and when used with a directional antenna, Is an
excellent COMSEC technique. Radiotelegrapher’'s Q and Z signais may serve as a
basis for a divisional '‘Morse code’’ system. Speclal Forces and long-range
recennaissance units put FM/Morse code te good use In Vietnam.

~ o
CODE 'c’
OSCILLATOR# )

U-182A/Y
PLUG

AN/PRC -23 OR 77 RADIO

.Io L LITTS 1 L7 CDM O3CiLLATON
i 20 & b- sue.

THIS IDEA IS A TECHNIQUE FROM THE FIELD. CONSULT THE UNIT C-E OFFICER
FOR PROPER USE OF THIS TECHNIQUE OVER CUNTRULLED VHF NETS.




ANTENNA MASKING

Antenna masking is the technique of hiding radio signgals behind terrain. It is
an inexpensive way tc confuse RDF efforts. VHF radio waves bend; they are
reflected by buiidings and mountains, and absorbed by trees. When this hap-
pens, it is ditficult to determins the original direction from which the wave was
transmitted, but the hearability of the signal is minimally atfected. A radio
operator can advantageously use this principle by attempting to place terrain
obstacles between the transmitter and the FLCT, while affording an unblocked
path to the intended receivers. Hills, takes, and dense forests also provide terrain
obstacles. Antenna masking #iso occurs when antennas ars positioned on the
back siopes of hilis. A radio operator should also erect antennas as low as ade-
quate communications permit; and, in all cases, antennas should be camouflag-
ed to blend with terrain.
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AUTHENTICATE

Bs aware of imitative comi unications deception (ICD). Authenticate: ICD is fre-
ruently used by an anemy {o prolong communicatior: RDF thrivus on picicnged
communications. Don’t ba caught Gy the iure.
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CHANGE CALL SIGN, FREQUENCY, AND SCHEDULE

Change call signg, frequancies, and schedules at least [
every 24 hours; change call sign suffixes as well. Don’'t
circumvent the automated CEOI. These techniques
reduce the enemy’s ability to analyze RDF reperts in con-
junction with COMINT.
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USE YOUR ENCR YPTION SYSTEM

Use the KAL 61 DRYAD :r
other appropriate oncryp-
tion system for ali numbers
(map coordinates, gisg-
tances, dates, ang times).
When used with an INSCOMm
accradited brevity list, the
KAL 61 can also encrypt
words, phrases, and short
standardized Mmessages. Do
not assist the enemy by
making approximate RDF
locotions Frecise due to
poor COMSEC. Never dis-
Cuss past, present, or future
locations in plain text.

_R 1015 ANORME (iSO (rasome £

OREVT“ 11ST n

Y (PROTECTIVE MARKiNG)
10151 ARBORNE INVISOGHM[)
' {CEO) qu)

Pae s 104 pR
HOR DHEICHAL 1St gy

COPY__OF__CoPiEs

Tume Percds 01 twy 08
(PRUTECTIVE MARKING)

SECURE
COMMUNICATIONS
FGFR

T/CTICAL
KITS
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RADIO OPERATORS MUST BE TRAINED!

Operation of a Va-ton vehicle or & 16-mm projector is a comparatively simple
task for most US Army personiiel; nevertheless, a definitive training and licensing
program is required to ansure personal and group safety as well s to prevent
equipment abuse. In combat, misuse of the radic can result in the death of an en-
tire unit. Use of any tactical radio should be restricted to individuals (especially
office: ¢) who continually demonstrate equal qualification in both radio-operator
skills and COMSEC.
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RADARS AND MICROWAVE TRANSMITTERS

Though this tralning circular pertains chiefly to RDF of VHF/UHF, FM, single
channel communications emitters, radars and VHF microwave transmitiers pose
special probiems to be considered in conjunction with communications emitters.

Radars are targets.

The nature of a radar wave (as opposed to an HF/VHF radio wave) makes direc-
tion tinding of a radar very accurate and lucrative. Direction finding of radars can
be very precise -- to within a CEP of 50 meters at a range of 10 to 20 kilometers.
This accuracy is sutficient for directing immediate and effective artillery tire. Too
frequently US Army units collocate radars with radio transmitters, especially in
artillery units. Even when tha radar operator practices good electronic security
(ELSEC), the combination of radar signals and radio tratfic provides considerably
more SIGINT to the enariy than ahen both emitters are separated. This is an op-
portunity for better use of landline communications. Do not loca‘e radars near
communications centers or command and control areas. Ensure radar equipment
operators practice good ELSEC.
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RADICELEZTRONIC COMBAT (REC) U i 2

The most signiticant literference
caused by Threat elecironic warfare
operations is called radio-electronic
combat. REC ditfers from US elec-
tronic warfare In that there is a direct
link betweer ccliectors and fire sup-
port means. The purpose of REC is tn
destroy or disiupt US command con-
trol meana. Soviet REC units continu-
ously intercept and analyze friencaly
communications and noncommuni-
cations emitters. As nats are identi-
fied, priorities are established for
jamming and destruction.

The equipment below, usually
found well forward on tke battiefield,
supports the enemy at all leveis of
command.

ﬁ RADAR DIRECTION
2 FINDER

—mamihsa b ALRY
runivyyAanuy mn

CON{NCLLER JAMMER

Enemy radio-¢let:tronic combat
target priorities generally are as
foliows:

¢ Nuclear-capable artiliery and Air
Force units and assoclated com-
mand and control systems.

e Command posts, observation
posts, communications centers, and
radar stations.

¢ Other fleld artiliery, taciical air
support, and air defense units.

¢ Reserve forces and logistic

¢ Point targets that may jeopardize
advancing snemy torces.

TELESCOPIC
ANTERNA

VHF/FM RADIC JAMMER

SOVIET RADIO-ELECTRONIC COMBAT EQUIPMENT
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NONCOMMUNICATIONS INTERCEPT AND DIRECTION FINDING

A US Army division is alloceted approximately 400 noncommunications emitters
(to include radar sets, navigational beacons, aircraft landing systems, identifica-
tion as friend or foe (IFF) devices, drone control units, fuzes, electro-optic devices,
searchlights, and meterologic data gathering systems). Although these systems
vary widely in el::.ctronic characteristics and in method of deployment, thay usual-
ly radiate electromagnetic energy into poteatially hostile territory where it is
vulnerable to intercept and analysis by enemy SIGINT units.

Intercept of Emissions.

Signal strength and the amount of operating time are two major tactors which
must be considered in determining the interceptabiliity of various noncommaunica-
tions emitters. Powerful radar signals can be intercepted at distances five times
greater than their operating range; i.e., a radar searching for targets with a max-
imum range of five kilometers would be vulnerable to intercept at distances in ex-
cess of 25 kilometers. This is because the radar intercept operator intercepts the
strong emitted signal and is not forced to receive the weak echo signals required
by the radar uperator. Early warning and surveillance radars must operate for
prolonged periods of time to accomplish their surveillance mission; therefore,
they are extremely vulnerable to intercept. Fire control and guidance radars
operate at brief or intermittent pericds. causing them to be less susceptible to in-
tercept. However, regardiess oi ihe duraiion of the operaling pericd, all radla-
tions are vulnerable to intercept.

Signal Anaiysis.

Important signal information is contained in the technical characteristics or
parameters of the noncommunications emitter signal anc. its direction of arrival.
Signal analysis can reveal ths type and function of the emitter; &nd the direction
of arrival information can perm.i location of the emitter. The basic parameters of
the emitted signal are:

The carrier frequency is obiained from the tuning dial of the receiver or, more
accurately, from a frequency counter.

Modulation characteristics, which include pulse width, pulse recurrence dis-
play frequency, and pulse shape are obtained from an oscliloscope display of
the detected videc wavefona.

The direction of ariival is derived from the orieniation of the diractiona! receiv-
ing antennas.



The antenna scan measurement is derived from the pattern displayed on the
oscilloscope or detected audibly by means of a headset.

The amount of radiated power is estimated from signal strength measurements
and the distance from the emitter.

These characteristics are then examined to determine the type ot emitter and
the control function or weapon system with which it is used. No two friendly emit-
tors nave the same combination of carrier frequency, puise repetition rate, or
pulse width. If the veceived signal has some unusual chaiacteristic, the smitter
can be uniquely identified or ‘‘fingerprinted.”’ The movement of the emitter car
then be tracked as it is deployad at various locations, providing reliable in-
telligence information.

Direction Finding Emitter Location.

Because of the sharpness of the radar wave, highly directional antennas, which
have an appreciable output signal only when oriented toward the emitter, are
able to provide very accurate direction finding information. Direction finding from
two or more radar direction finders permits a radar emitter to be located by apply-
ing basic trigonometry or by plotting the data as shown in the figure. The CEP of
radar emitter locations is sufficient to direct artillery or missile fire.
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JAMMERS ARE TARGETS TOO

Friendly jammers also make up a large portion of RDF eiectromagnetic targets
on the battlefield. No longer can these high radiation devices be deplioyed to the
highest terrain to operate for axtended rerlods. The moedern battlefield requires
highly mobilo jammers capable of moving constantly while stii! operating. The
high amount of radiated powar and the peculiar signal transmitted by jammers
onable enemy RDF to easily identify them as targots for suppressive fires.
Deployment of tactical jammers requires optimum SIGSEC tactics.
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Janaasers must radiate lerge power levels across the FLOT and be located ciose
to the FEBA. These conditions create considerable vulnsrability with a high pro-
babllity of intercept and accurate DF locations. Jammers should be sighted In
Locations that offer more than ona exit. Jammers will also be targets of cpportuni-
tv for enemy reconnalsuncs units as well as unconvantional ‘orces. QOperators
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A Few Words About Microwave Transmitters.

Microwave communications systems use highly directional antennas. An RDF
has to be directly in tha path of the microwave signal before it is etfective and
then the distance to the transmitter is difficult to measure accurately. It is not un-
common, however, to observe microwave system operators using an HF or VHF
radlo with an omnidirecticnal antenna to communicate from one end of a
microwave link to the other. HF or VHF communications usually reflect service
traftic distinct'y familiar only to microwave systems — used at command posts.

MULTICHANNEL LINK AN/GRC
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COUNTER-DF COMBAT STEPS

You can beat RDF by using these techniques:

¢ Raduce transmit power to minimum level required to permit communications.
e Use mobile antennas where practical.

* Use Forizontally polarized directional antennas where tactical utility permits.
¢ Remote radios one kilometer or more.

e Use tecoy antennas.

e Transmit as quickly as possible, then get off the air. Organize message con-
tent beforehand to minimize transmission time and consider not transmitting
the message by radio or telephone it alternate means exist.

e Site radio station with obstacle between it and enemy to reduce passibility of
intercept. This is referred to as antenna masking.

¢ Use proper authentication procedures.

¢ Train radio operators.

° Take spaclal care with radars and microwave transmitters.
e Take special care with jammers.

+ Use encryption devices to prevent the enemy from refining RDF locations
with measurement data provided through poor COMSEC. Use proper cail
signs.

* Use dummy load (antenna) for maintenance and tune-up procedures.

* Employ random transmissions, 1ather than working on & schedule te reduce
iho enieiny's ase o1 INteIcoPUON.

* Do not peak tratfic before an attack or any major change in strategy.

e Use radar blinking where practical.
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