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SUMMARY

This report covers Phase I of Contract No. DNA 001-79-C-0206. The objective of this
project 1is the development of a compatible set of shielding, bonding and grounding, and
installation techniques for communications facilities to ensure that the COMSEC, EMI/EMC,
NEC, as well as lightning and EMP requirements, can be met without mutual comnflicts. In
Phase I the pertinent existing standards, specifications, codes, etec., were collected and
evaluated against a couprehensive interference control model to identify incompatihilities
among these existing documeats.

The scope of Phase I was limited to the development of a general interference control
model and its application to the review of existing standards and practices. The topo-
logical wmodel is applicable at any frequency and, therefore, any standard compatible with
this general model would also be compatible with all other standards compatible with that
model. This approach was chosen because it would be i{mpossible to compare every electro-
magnetic requirement of one standard with every electromagnetic requivement of the other
standards to check for compatibility. In Phase II alternatives to the incompatible re-
quirements will be developed and demonstrated. However, only Phase I work is repotted
here.

Establishment of an impervious barrier between the circuit to be protected and the
source of fnterference from which it is to be protected i{s the only method of interference
control that does not require configuration control of either the source of interference or
the circult Interfered with. This barrier is a topologically closed surface that is
substant{ally {apervious to elactromagnetic waves propagating through space as well as
thoge gulded by conducting wires, cables, and pipes. Such a barcrier may conaist of
filters, limiters, common-mode rejection devices, metal meshes, shields, and other
coaponents; no single onoc of these elements 1is totally adaquate. Several parctially
iapervious barriers (e.g., one at the bduilding level and one at the equipment level) may de
used to distridute the fnterference coantrol so that no single barrier must he designed or
maintained to provide a very high degree of iaperviousness. A rational allocation of
barrier effectiveness between a first level (e.g., building, room, or equipment rack) and a
second level (e.g., equipment vack, equipment or circult enclosure) i{s developed on the
basis of practical thresholds found in communications facilities.

The allocatfon concept and the electromagnetic properties of barrier cosponents and
sttuctures ave used tc evaluate the methods of specifying and testing packaged alectronic
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equipment. Within the spectrum below 100 MHz, {t was coancluded that the dominant
excitation of equipment is produced by currents induced in Interconmnecting cables rather
than by irradiation of the equipment enclosures. Therefore, it 1is important to simulate
the proper cable and wire currents to perform a satisfactory test of the equipment-level
barrier. A satisfactory test for the microwave frequency spectrum (100 MHz to 10 GHz) has
aot been developed.

The effectiveness required of the first-level barrier is examined. PBased on the
allocation concept, the first barrier should reduce external sources to a level that is
small in comparison with internally generated interference. Several common sources of
internally geunerated Interference are examined to evaluate this level. Generally,
transient voltages equal to the pesk of the ac power voltage are common; when inductive
components are present, the peak voltages may be several times the peak power voltage.
Standard tests of building-level barriers do not exist. Standard tests should involve
current injection on the power lines, communications cables, and other long conducting
appendagas in the spectrum below 100 MAz, since the current density produced on a facility
by the conductors is usually larger than that induced by the plane wave iancideant on the
facility. Without a well-defined barrier, any test of a facility is an extensive and
difficult task, aven in the spectrum below 100 MHz. As for the second-level barrier
mentioned above, no practical test at the system level has been defined in the microwave
spectrum (100 MHz to 10 GHz).

One of the apparent difficulties observed in reviewing standavds and specifications {s
careless usage of the terms grounding, bonding, and shiclding. In many cases, grounding is
claimed to be a primary {nterference control technique, although it {s not cleat how
grounding can be made a part of a barrier. Racommendations for grounding open shields are
also frequently encountered; whereas it would be proper to close the harrvier at the opaning
in the shield. These anomalies in usage and the proper roles of grounding, bonding, and
shielding in interference coetr:l are discussed in a sepatate chapter.

Conclusfons susaarise the iateilerence coatrol xpproach presented in this veport and
briefly describe the problems inherent in the acceptance of new techniques.

Four appendices are f{ncluded. Appendix A presents a list of 70 military and other
electromagnetic standards and speciffcations teviewed undet the terms of this contract.
Appendix B gives more extensive reviews of four of the wmost widely used standards.
Appendix C contains technical background {nformation on the characteristics of balanced
palr cabling and cable shield terminatfon, followed by a report on the experimenis
conducted in the laboratory to demonstrate the compatibility of some of the conceptn
developed in this phase of the program. Appendix D provides a detailed discussfon of
systen-generated transients.




PREFACE

The idea for a program for the unification of electromagnetic standards and
specifications arose in connection with electromagnetic pulse (EMP) protection of ground-
based facilities. In many cases, the cost of adding such protection to existing facilities
was extremely high. However, analysis indicated that one reason costs assoclated with EMP
protection measures are so high 1s that many current practices involving power
distribution, electromagnetic compatibility, and other electromagnetic practices are not
compatible with EMP protection practices. Thus, a large amount of the cost for EMP
protection can be attributed to “reworking” an existing installation to make it compatible
with EMP protection practices. There is no inherent reason why this should be the case.
Electromagnetic finterference may occur at any frequency from dc to 1ight and, from a
theoretical standpoint, EMP protection is no different than protection against some other
gource of interference.

This report is the result of Phase I of a program to unify electromagnetic standards,
gpecifications, and design guidelines. During this phase of the program, we reviewved
standards, specifications, and practices that affect EMP and other interference control
meagures and identified aress in which these procedurss conflict with each other or with
good ENP hardering techniques. Modifications to procedures {dentiffed as incompatible with
a consistent interference control rationale will be proposed in Phase II of the prog:-m. A

general approach to alectromagnetic interference control vas developed in order to fde .z!7, .

facoupatidiiit{es and propose compatible techniques, and is discussed in some detail in
this volume. Using tiis general approach to interference control, ve reviewed more than 70
electromagnetic speci’icatfons and standards, evaluating the compat{bility of interference
control requiremenrs. A condensed list of the incompatibilities found during the reviev is
given, as well as a oore extended review of four of the most widely used standards.
Alternatives to the (ncompatible rvequirements will be developed and demonstrated during
Phase II of the prograa. The cresults of Phase 1I will be presented {n a subsequeant report.

The veview of existing satandards and specifications was aimed only at {dentifying
existing {ncompatibilities. In genersl, two types of incompatidilities were {dentified;
those that result from adherence to explicit requirements set forth by the standards, and
those that result from practices which are persitted by the standards, although not
explicitly required. The reader is cautioned not to rate a standard according to the number
of incoupatibilities listed.
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‘I‘h.e motivation for this project came from experience with ground-based facilities.
However, many of the standards reviewed here apply to aircraft and ships, as well ss to
ground-based facilities, although the techniques for applying them may differ. For exam-
ple, ground In a ground-based facility may be interpreted as a good comnection to earth,
but it would not be so interpreted on an ailrcraft. Thus, although the interference control
concepts developed here are very general, the evaluation of standards and specifications
against these concepts is influenced by our experience with practices in ground-based com-
nunication facilities.

Finally, we need to mention a fundamental issue: new design versus retrofit. Many of
the practices used today were originally developed as "field fixes," and, as such, were
almost always solutions to specific problems rather than general ones. To the exteat that
an equipment unit works satisfactorily after a fix and does not ianteract adversely with
other units, there s nothing wrong with this approach, However, it is clear that such an
engineering approach will tend to treat symptoms rather than causes; therafore, in the long
range this approach is less desirable than s more fundamental one. Furthermore, the cause
of the problem has not been eliminated, and future equipment units manufactured in the same
way wil) need the same kind of field fix. We have deemed it appropriate to examine first
principles, deal with the fundamental causes of electromagnetic interference, and present
solutions (where possible) which can be applied in new designa. Some of the suggested
solutions may be readily applied i{n a retrofit situation; however, we recognize the possi-
bility thut in some cases rvetrofit would only be achieved at jreat expense. Nevertheless,
{t is desirable to know and understand what the ideal practices are and to apply them when-
ever possible. In the long range this will lead to more economical systems and, perhaps
zore iamportantly, to greater confidence that a system will surviva and continue to function
even in an adverse environment. .

A draft of this report was reviewed by Mr. Frank Wimenite (Xaman Tempo, Alexandria,
Virginta), Dr. Jack Corbin and Mr. Chris Blake (Wright Patterson Alr Force Base, Dayton,
Ohio}, and Mr. Art Whitson (SRI International, Menlo Park, California). We gratefully
acknovledge the many suggestions received from these reviewers.
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I  BASIS FOR EVALUATING STANDARDS

A, BACKGROUND,

The requirements for Immunizing a system against the nuclear electromagnetic pulse
(EMP) frequently conflict with standards and practices used in the design and construction
of the system. This situation is particularly evident in the communications industry,
where many practices that were developed when communications systems operated only in the
andio frequency range have been retained or have evolved only slightly over the years.
Since Worid War II, an electromagnetic compatibility (EMC) technology has emerged in
response to the development of eleqtronics in military systems and the interference control
problems associated with the widespread dependence on these sophisticated and sensitive
systems. Through this emergent technology, schemes have been developed specifically to
control electronic {intelligence-gathering activity and to protect against electronic
countermeasures, but the basic problem of controlling electromagnetic signals entering or
leaving a system 1s essentially the same for these areas as it 1s for EMC. In additiom,
the electric power industry recognized early in its development that certain grounding and
wiring practices would enhance personnel safety, and these safety practices have been
combined with interference countrol techaniques; however, this has sometimes aggravated,
rather than ameliorated, the interference control problem.

In general, the EMC practices that have evolved since World War II have tendad to be
responses to specific symptoms, rather than general solutions to universal electromagnetic
{nterference problems. Thus, many of the EMC practices are {nconsistent with those
required to achleve system immunity to the EMP and other transient sources. Because of the
-diverse and speclalized origins of much of the present interference control technology,
these practices often conflict with each other as well as with good practice for developing
immunity to broadband electromagnetic threats. Thus, when an existing system {8 to be
hardened against the EMP, extensive changes are frequently necessary in the desiyn of the
system ground and penetration treatments. Sometimes it is cheapst to build a new facilicy
than to t.rden an existing one, particularly if only part of the functions of the existing
system need to survive the EMP, However, even the hardening of new systems is frequently
more expensive than it need be because of the extensive effort required o ensure that some
of the common practices do not subvert the hardening design.

Because ' hardening concepts are applicable to any other electromsgnetic Iaterference
control problem, it seems reasonable to consider developing compatible {nterfereuce control




standards and practices; peacetime interference control measures, them, would aid, rather
than degrade, system.performance in an EMP environment., Furthermore, inzluding compatible
techniques in new systems designs is cost-effective, since only minimal changes would be
requivred if EMP hardening is specified at a later time. Finally, we believe that all
interference control techmology will be more effective if ccmpatible techniques based on
sound physical principles are used, since some marginally effective current practices will

be replaced with effective techniques.

8. INTERFERENCE CONTROL PRINCIPLES.

Ia its most elementary form, the interference problem consists of a source of
interference, a potential victim, and the intervening space and structure. The object of
interference control is to prevent the source from interacting with the victim (in a
detrimental way) through the intervening space and ntructure. The electromagnetic waves
emanating from the uource can be preveated from interacting with the victiam if:

(1) The separation between the source and the victim is {ofinite [Figure
i(a)].

(2) The victim and/or its structure 1is ocrthogonalized (e.g., cross~
polarized) to the source [Figure 1(b)].

(3) The source and the victim are separated by an impervicus barrier
[Figure 1(c)].

The use of an impervious barrier {s probably the most common interference control
method, In practice, the barrier s ususlly a sheet metal structure, w«with associated
penetrating conductor and aperture treatments (e.g., an equiprent housing and terminal
protection compartments), that is easily {dentified and controlled although it {s not quite
impervious to electromagnetic waves. This sort of barrier is economical to apply, and {t
can be used whether or not the location and characteristics of the source are subject to
control, These features wmake the harrier the primary EMP and other electraomagnetic
inturference control tool, as well as a necessary adjunct to most orthogonalization
methods, As implied in Figure 1(c), barriers can be used to confine sources as well as to
protect victim circuits, (In this report “shield” 1s used to {ndicate a conducting
surface, usually aslmost closed, and “barrier® (s used to {ndicate an {mpedimen: to
electromagnetic interaction; a closed barrier wmay contain a shield as cone of f{ts
elements,but {t also contains any aperture or panetrating conductor treatments necessuty to
make the barvier amore {mpervious to electromagnetic waves.)

Large separation is preferred in some cabling practices, and it {s one technique used
to control electronic {ntelligence-gathering. Application of this technique requires
either (1) control of both the source and the victia (or receptor) position, (2) control of
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elither the source or the victim and a large space about it, or (3) that the position of one
be permanently fixed and the position of the other be controlled. Large separation is most
frequently used in controlling system-generated interference; 1t 18 not useful in EMP

control because the location of the source is beyond influeace.

Examples of orthogonalization are readily found in the field; for instance, the trans-
position of telephone and telegraph wires, as well as balanced twisted pairs, make use of
this principle. Use of the technique usually requires predictable and unchanging source
fields or control of the source fields against which the victim and its associated
structures can be orthogonalized. In pructice this technique frequently is used with a
shield (e.g., twisted shielded pairs) so that the interference field geometry can be
controlled even {f the source cannot. Orthogonalization schemes that depend on
discriminating against a common-mode interference while passing differential-mode signals
are most effective at low frequencies (< 100 kHz); at high frequencies, small imbalances in
stray capacitances and inductances cause poor common-mode rejection. Therefore, a shield

may also be necessary to control the interference spectrum when these techniques are usad.

In addition to interference coutrol methods that operate on the interference after it
has beer generated, thure are some source reduction or elimination techniques that can be
applied to certain types of sources (but not EMP). For example, bonding 1s used to elim-
inata the arcing or intermodulaton that occurs when curreant must flow across insulating ovr
semiconducti.g gaps betwaen conductors. Such source control is a powerful and sometimes
assential remedv; however, usually source control is merely an application of one of the
three tachniques described above to the source rather than to the victim.

Use of a finite b-rrier {s the only method that does nst require control of the source
or its position relat{ve to the victim, and therefore it is ~he only practical tool for de-
veloping & univarssl interference control rationaie that can then be used to evaluate the
compatibility of ulectrumagnetic s.andards, apecifications, and practices. The barrier
concapt can aiso be used co explain why sowme practices are effective and others are
counterproductive,

C. SBARRIER RATTONALE,

An 1casl barrier is a closaed, perfectly conducting shield between the system to be
protected and the souvrces of interference. Suc a shield completely isolates the soucce
from the protectal system. However, baceuse the system must be supplied with energy and
uust coszunicate with elements outside the shield, openinge to pass conductors wust be made
in the shield for these purposes. Addftional openinge in the shield surface typically are
necessary to allov uccess for {nstallstion and maintenance of equipment, ventilation, etc.
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The metal shleld without such openings would be an adequate barrier even if the walls

. were constructed of fairly thin sheet metal, Table 1. The table shows the peak voltage
induced in the largest loop that can be installed inside a 10 m radius sphere of various

wall thicknesses and materials. The fleld incident on the shield is a 50 kV/m plane wave

exponential pulse with a decay time constant of 250 ns. With only 0.2 wm (8 mils) of

aluminum, the induced voltage is less than 1 V; therefore, the adequacy of the barrier is

not limited by the shielding capability of finitely conducting metals of structural

thicknesses —— it is limited by the openings made to accommodate the system.

Table 1 Shielding by Diffusion

Internal Voltage Induced in Loop*
Shield Copper Aluninum Steel
Thickness ’
(mm) 5.8 x 107 who/u 3.7 x 107 who/u 6 x 108 sho/u
(up = 200)
0.2 0,34 v 0.85 Vv 0.076 V
1.0 2.6 oV 6.4 aV 1.1 oV
5.0 21.0 uv 51.0 uv 15,0 wv

*Peak voltage induced in a loop of radius 10 = inside a
spherical shield of radius 10 = 1llunminated by a high-altitude
EMP (by diffusion through walls only).

The openings through which lansulated conductors (such as power and signal wiring) pass
almost completely defeat the barrier. Interference current can propagate through the
shield virtually unattenuated along these conductors. Other openings or apertures are also
tmportant if (1) they are large, (2) there are many of them, (3) a strong source {s near
the opening, (4) a sensitive receptor is near the opening, or (5) the openings are of such
size sud arrangement that external fields efficiently excite the cavity inside the shield.
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Thus, although a closed, continuous metal shield provides an adequate interference

barrier, the typical practical shleld structure that contains openings for- many penetrating

conductors, joints, doors, vents, etc. may be completely inadequate. Therefore, it 1is

important to recognize that an effective barrier includes the aperture and penetrator

treatments necessary to make the barrier a closed, substantlally Impervious surface., A

metal shield with typical holes and penetrations does not form an adequate barrier.
Because the openings required in shields defeat the barrtier, the concept of shileld
t:opologyl’2 has been used to identify locations where the shield is compromised. The ideal
barrier 1s a topologlcally closed, continuous,

impervious surface between the source and
the victim and, in practice,

any deviation from this ideal must be examined closely to
ascertain the effectiveness of the barrier.

The esgsence of interference control, then, 1is the definition of the topology of the

barrier surface and the identification of weak spots in the barrier. When the barrier
topology coincides with a conducting shield, the fortification of weak spots 13 analogous

to closing the holes in the shield. That is, special treatment ls given to apertures and

to insulated conductors penetrating the shield to limit the interference that can pass
through the shield at these openings.

Note that the barrier need not be a metal shield surface; it need only be a clogsed
However, the use of metal sheet or
plate for the majority of the barrier has obvious advantages because metal shields are
discrete and easily {identified, controlled,

surface impervious to electromagnetic interference.

and maintained. Furthermore, the barrier
region of greatest concern in a metal shield 18 limited to the few easily identified open-

ings in the shield; on the other hand, a barrier topology that does not coincide with a

wetal surface is apt to be less well defined, but 1t still must be controlled and

waintained to be impervious to all forms of electromagnetic waves =-- those propagating

through space as well as those guided along wires or other waveguides. The physical shape
of the barrier {8 not important, but the barrier must form a topologically closed surface

surrounding the protected zone {(or the source).

It {s also important to recognize that the barrier can be located anywhere between the
source and the circuit to be protected. It can be at the equipment level, where advantage

can be taken of the metal equipment case, or it can be at the facility (building) level, If
structural metal is available.

Although the barrier topology 1is a simple closed surface,
the actual

shape wmay be very complicated because of construction and majfntenance
requirements, particularly {f the facility barrier {s formed along cable ducts and racks,
as might be the case in an unshielded building.




D. BARRIER REQUIREMENTS.

The effectiveness of .the barrier determines the electromagnetic stress that an external
source 1is allowed to apply to components protected by the barrier. This stress is
manifested as charge and current density induced on the component by the external source,
and as voltages and currents induced on wires entering the component. If the system is to
be immune to the external source (e.g., the EMP), this stress must be smaller than the
threshold of the components protected by the barrier. The threshold of the component can be
defined as the maximum level of stress that can be withstood without malfunction. However,
what is considered a malfunction varies widely from a slight reduction in the mean-time-
between-fallures (usually associated with a stress slightly greater than amblent), to a
high probability of immediate damage.

Nevertheless, the barrier must be at least effective enough so that system components
in the protected zone will not be damaged by the external sources. Furthermovre, 1f the
barrier is such that the interference produced in the protected zome by the exterpal
sources is small compared to the internally generated interference (i.e., that produced by
system components inside the protected zone), further ifmprovement in the barrier does not
provide a commensurate veduction in interference and, beyond a reasonable safety margin, we
do not benefit from improving the barrier beyond this point. Thus, we have established
upper and lower bounds on the effectiveness required of the barrier. (In general, the
barrier is required to reduce the stress within the protected zone to a level that is
smaller than the threshold of the equipment or circuits protected by the barrisr, however
this threshold is defined.)

The barrier may also be required to perform a signal-confining function if the internal
circuits operate at large signal levels or if secure data processing or communications are
required. Barriers to confine large signal sources must at least reduce the internally
produced signal outside the barrier to below the damage stress of external equipment, but
no benefit accrues from making this external signal much smaller than the ambient external
environment. These are the same bounds that were stated for the sourcewexcluding bavrier
since, topologfcally, the source~counfining barrvier {s a source-excluding barrier. For
secure data, however, the upper bound on barrier effectiveness must be applied, since it is
necessary that the secure signals outside the barrier be masked by the ambient external

noise.

In a system, the interference control measures can be allocatad between a system-lavel
barrier and an oquipment-level barrier. The system~level barrier might be required to
reduce the externally generated interfarence produced by the EM®, for example, to the
internal ambient level (usually peak-voltage transients of a fow hundred volts or peak~
current transients of a few amperes associated with normal power switching and equipnment
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operation and regulation). The equipment-level barrier, which 1s usually a part of the
equipment as procured, would then have to reduce this amblent, fair-weather, peacetime
environment inside the facility to a level below the threshoid of circuits inside the
equipment (typically a few volts). Because no single barrier is required to provide a very
high degree of Interference reduction, moderate-quality barriers are acceptable at both the
equipment and system levels.

Some additional advantages are realized if the upper limit on barrier effectiveness is
achieved for system—level barriers. First, the interference environment that equipment in
the protected =zone must tolerate is simply the ambient system-generated noise
environment. Therefore, no speclal requirements need be imposed on the equipment to meet
EMP hardening specifications. Second, laternal components of systems hardened to the EMP
will not be stressed by the EMP to levels greater than they normally are by the ambient
enviroument, and system survival during an actual threat is wore certaia.

E. ALLOCATION.

A barrier that reduces the internal effects of external sources to a level that is
small compared with the internally generated iuterference (or the other way around if the
gource 18 inside and the observer is outside) is effectively impervious. When interference

protection i{s allocated so that each barrier is effectively impervious, the electromagnetic
environment in each volume enclosed by barriers (s independent of the sources in any other
volume. Allocating protection between effectively impervious system-level and equipment=
level barriers offers the following advantages:

(1) Equipment wunits are interchangesble becsuse {nternal circuit

envir t is independent of the euvironment inside the facility but
outside the equipment.,

(2) Bquipment units are {nherently compatible because the {nterference
generated by such units does not pollute the environment {n the
facility (therefore they do not affect each other's environment).

(3) WNo equipment-level speciffcations are required to accommodate extarior
sources such as lightuing and the EMP, since the environment inside the
system level barrier {s independent of exterior sources.

(4) Many communications securfty requirements are satisfied because
spurious emissions ave small compared to the noise level inside and
outside the system-lavel barrier.

(5) Nefther the system-level barrier nor the equipment-level barrier has to
be of axtremely high quality, since peak voltages of a few hundred
volts at the facility level and a few volts at the circuit level are
common.
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However, there are many other feasible approaches. All of the protection could be
placed at ome level; for example, since the equipment cabinets or cases are normally used
as a shield to protect the small signal circuits, one could improve the quality of these
shields to the polnt that the equipment will tolerate the EMP or other external sources
without additional (facility-level) protection. The equipment then becomes "inherently
hard." However, this approach requires a very high integrity barrier because the
protection 18 no longer distributed among two or more layers -- incldeat currents of teuns
of kiloamperes must be reduced to tens of milliamperes (120 dB of current reduction).
While it is possible to design & single barrier of this quality, barrier performance is
easily degraded by 40 dB or so by corrosiomn or oxidation of critical contact surfaces.
Furthermore, because the barrier is unever stressed to threat level during normal operation,
there 1s no agsurance that its iategrity is maintained (unless it is periodically stressed
to threat level). These considerations pose serious concerns for the use of this approach
for complex systems, but it has been applied to ligatning protection of small units, such
ag power transmission system transformers, switches, etc., and remote cable and microwave

repeaters in telephone systems.

Another approach is to harden the equipment to levels somewhat above the hardness
required for peacetime fair-weather operations and reduce the curreats on long cables and
power lines to levels the system can tolerate. Thus, some kind of barrier at the facility
level is assumed to be established, but it is usually vaguely defined and therefore neither
easily identified nor easily controlled. In addition, the equipment threshold {s unique to
the facility configuration, and therefore the equipment 18 no longer interchangeable. This
approach ghares most of the limitations associated with “inheveatly hard” equipment and few
of the advantages of the allocated hardening approach.

The allocated hardening approach using two or more well-defined barriers has a firm
basis {n electromagnetic theory.a"‘ and {s the most easily specified and controlled
approach; it has been used in this project as the norm for evaluating interference control
concepts, standards, and practices. For this evaluation, the faportant consideration is
not where the barrier is placed but whether the standards, specifications, and practices

contribute to the formation of a topologically closed, impervious barrier surface.

F. OTHER INTERFERENCE CONTROL MEASURES.

In the EMC community, technologies using other than shielding or electromagnetic
barrier methods are often credited with Iaterference control properties. For example,
bouding and grounding are commonly called interference control technologies. Bonding, to
the extent that it s used to prevent arcing between otherwise insulated conductors or to
prevent {nteraittent currents between intermittently contacting conductors, {s a legitimate
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source prevention technique. More generally, however, bonding is simply the act of making
good electrical connection between two or mote conductors, and the arcing and intermittent
current described above are the result of inadequate or ineffective bounding or electrical
connection.

Similarly, ianterference control properties attributed to grounding are almost always
the result of correcting 1llogical grounding schemes. Grounding {8 used to prevent
electrostatic charge accumulation that wmight cause shock, explosion, or equipuent damage,
providing fault current paths so that protective devices such as fuses and circuit breakers
can operate. Attempts to make grounding an Interference control tool by implementing
single-point grounding systems witk power ground, safety ground, and signal common
connected to a single grounding electrode inevitably result in poorer interference
immunity. Correcting such designs does result in better system performance, but in this
case grounding is the cause of the problem, rather than its cure. In fact, grounding can
in no way be used as a part of the interference barrier. It can defeat the barrier,
however, 1f 1{nsulated grounding conductors are allowed to penetrate the barrier.
Therefore, we cannot emphasize too stroagly that grounding conductors should not peaetrate
shield or other barrier surfaces; in this sense, control of grounding coaductors is very
important to effective interference control.

G. OTHER CONSIDERATIONS.

Specifications, standards, and practices for interference control should be consistent
with a topological barrier concept and its corollaries controlling bonding and grounding.
In addition, tests for evaluating the requirements of standards and specifications should
also provide or confirm engineering data that can be used by the systeam designer to predict
system performance (ov at least bounds on system performance). This is not the case for
many speciffcations currently used; too frequently, the tests are not conducted with the
operational configuration, the equipment {s not excited by anything approximating an
operational stimulus, and the data produced by the teat cannot be used to predict an
operational response. Qualification tests of this sort are of 1iittle use to the system
designer, Thus, one of the considerations 4in evaluating current standards and
specifications is the utility of these qualification tests.
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11 THE SECOND-LEVEL BARRIER: EQUIPMENT SHIELDS

A,

CONDITIONS ON SECOND~LEVEL BARRIER.

The second-level barrier is a topologically closed surface completely enclosing the
protected small signal clircuits and components.
barrier.

It i{s completely Iinside the first-level
It must be sufficlently impervious to the electromagnetic waves inside the first

barrier that the stress impressed on the circults and components inside the second barrier
is below the threshold.

While the second-level barrier may be of any shape, it typically
embodies the equipment case, rack, or cabinet, and it 1s usually provided by the equipment

manufacturer, since this barrier is the primary means he uses to coatrol the environment of
the enclosed circult and components.

However, it 1s usually assumed that some first-level
protection is provided -—~ communications equipment is wnot ususlly expected to tolerate a
divect lightning strike to {ta power or signsl terminals.

The second-level barrier,

usually composed of the equipment cases, interconnecting
cable shields, and penetrating conductor treatments, must be sufficiently impervious to

interference thatt

(1) Interference penetrating the barrier from outside the equipment is
small compared to circuit threshold levals.

2)

Interference penetrating the barrier from incide the equipment is small

compared to the ambient level of interference outside the second-level
barrier (but {nside the first cne).

The first condition implies a susceptibility critarion for iaterference penetrating the
second-level barrier system, and the second condition implies an emission criterion.

Condftfon (1), {lluastrated by the second barrier tn Figure 2, requires that the stress

{nside the second barrier {s not {ncreased by sources outside this harrier.
may apply to Interconnecting cables,

This condition

as well as to the aquipment case; the shape of the

second barrier ia determined by the mannar fa which the closed barrier topology {s
achieved.

For example, if the {nterconnecting cables are shielded and the cable shield is coatin=-
uyous with the equipment shield through the cable connector (Figure 3), the

and counector shield are a part of the second barcier,
the barrfer is the {mportant

cable shield
The interferance penetcating

elesent in Cenditfon 1 above, and the interference penetra=
ting the cable shield and connector, and even other equipment cases, {s as {mportant as the
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interferance penctrating the primary equipment cuge. This observation has implicatious for
equipment susceptibilicy, speciffcation, and testing which will be discussed later.

If unshielded interconnecting cable is used, hovever, the barrier wust be closed
through “pin protection™ devices such as the limiters, filters, etc., {llustrated {n
Figure 4. In this case, each item has {ts own topologically closed barrier, since the
connectors and cabling are outside the bdarrier (as indicated in Figure 4b). Thus, each
{tem of equipment (s falirly independent of the interconnecting cables and the other ftess
of equipment, btut this {ndependence is achieved at the expenst of adding “pin protection”
devices to each fitem of equipment, The barrier test criteria may also be complicated be-
cause of the large nuaber of excitatfon amodes possible st the cable/equipment f{atecface.
Finally, system rellsability may be affected by the added compoueuts.
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Whether or not the cables atre shielded, tae cablé current flowing onto and through the
aquipaent case {s a oafor source of excitation for the shield formed by the equipment con-
tainer and its receptacles. Figures J and & also show s wave {ncident on the contafner,
but decause the second barrier is {nside the first barrier, such a vave {s significant only
for wavelengths shorter than the dimensions of the first barriet. Therefore, for struc~
tures vhose cross-sectional dimensions are of the order of a few aeters, such waves may
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exist inside the first barrier (as propagating, approximate plane waves) only for frequen-

cies above about 300 HHz. At lower frequencies, fnterior flelds wi{ll be oanifested as

standing vaves, quasistatic fields, or traneatasfon line flelda. The latter are assocliated i 3
with the cable currents that are often fnduced by standing waves or Quasistatic flelds.
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The second interference condition stated at the beginning of this section requires that

barriers enclosing interference-producing equipment be sufficiently impervious that the
internally generated interference cannot penetrate the barrler and pollute the environment

outside the barrier, This emission criterion implies (Figure 5) that the noisy equipment

RNy T %

container and 1its penetration and aperture treatments must be such that the room environ-
ment 18 negligibly affected by the installation and operation of the equipment. If this
criterion i3 met, the performance of the remainder of the equipment will be unaffected by
the additiom, removal, or alteration of the noisy equipment. That is, some future change
in the noilsy equipment will not require a change to, or reassessment of, all of the other
. equipment in the facility if the second conditicn is prescribed for equipment.

It {s important to recognize that a given item of equipment may be both a "small sig-
~al" equipment and a "noisy" equipment. That is, it may contain circuits that are sensi-
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tive to low-level interference of one type, yet produce high~level interference of another
type. For example, it is common for digital electronics to operate in a moderate amount of
self-gererated noise if the interference is not cohereat with the lugic train (or is coher-
ently excluded). Such nolse, if it escapes the clrcuit container, may interfere with other
equipment, while a lower level of interference occurring at a vulnerable moment may cause
errors or upsets Iin the nolse-generating equipment. It is appropriate, therefore, that
packaged electvcaic equipment or subsystems be designed to meet both sugceptibility and

emission criteria.

B. INTERFERENCE IMMUNITY.
1. Achieving Immunity.

Interference immunity at the equipment level 18 achieved by meeting Condition 1 (see
page 16): iaterference penetrating the barrier from outside the equipment should be small
compared to internal circuit threshold levels. This condition 1s generally met by exper-—
ienced equipment designers/manufacturers bocause an {tem of equipment is usually expected
to tolerate a relatively uncoantrolled faciliiy environment., Hcwever, from time to time,
notahle exceptions to this ncrm are encountered, and 7o systematic method of meeting the
gugceptibility criterion has been avalflable; Condfition 1 is often wmet heuristically, by

trial and error, or by -reating specific syaptoams.

The general philosaphy for achieving second-level interference immunity is the same as
it is for the first level. However, there are some significant differences:

(1) The volumes protected at the second level are usually much smaller than
the first=level volumes,

(2) The open circuit voltages on penetrating conductors are much smaller at
the second level; thus, current interruption (high fmpedance) techni=-
ques are acceptable.

Because the field geometry can be controlled by a first shield, ortho-
gonalization techniques, such as common mode rejection, can be used.
{The field geometry can be controlled because the tangential component
of the elactric field at a wmetal surface — e.g., inside a shielded
cable = {s maall and usually negligible.)

Equipment {tems are frequently packaged i{n a wetal contalpner that {s
(or can be) adapted to perfora shialding functions.

Thera already exist commercial and military requirements for the elec-
tromagnetic compatibility of electrical and electronic equipment (al~
though these are not always logically derived).




The generic interference control techniques are 1llustrated in Figure 6. They consist

of proviling a topologically closed barrier by:
(1) Usivg the metal equipment container as a shield.

(2) Liamiting interference propagating through the shield on fasulated con-
duztors by closing the barrier about these conductors.

(3) Limiting the leakage through apertures by establishing a barrier in

these openings.

At the second-level barrier, as at the first barrier, the insulated penetrating coa~
ductors constitute the most severe violations of the barrier. Therefore, techniques that
reduce the number of penetrating conductors required will alleviate the interference con-
trol problem. The use of shielded lnterconnectiag cables (or shielded cable trays) elimi-~
nates wany barrier penetrations by extending the barrier from one equipment case to another
along the cable shield, Thus, 1if there are many interconnecting conductors, using shielded
iaterconnecting cables may be move economical than using pin protection in the equipment at
both ends of the cable. For insulated conductors (such as power, signal, and control
lines) that cannot be eliminated, it will be necessary to provide treatments that close the
barrier about the cables or interrupt the current flowing on them. As indicated in
Figure 6, the barrier may be partially clogsed with filters, limiters, or isolators. These
devices restrict the spectrum of the interference propagating through the shield (filters),
limit the voltage on the conductor (limiters), or interrupt the current on the conductor
(isolators). Table 2 lists various devices of each class. Note that the limiters and
fiiters close the barrier above some voltage threshold or outside some passband, while the
isolators interrupt the intarference curreat path with an iusulating or high-impedance
section at or near the shield.

To emphasize the fact that grounding systems frequently violats the closed barrier,
Figure & also shows a topologically proper grounding svstem in which the external grounding
conductor {s connected to the outside of the shield and the internal grounding conductor is
connected to the inside of the shield. Thus, neither grounding network violates the equip-
ment shield. Por frequencies such that the shield wall thickness T is small compared to
the skin depth & in tie wall material [i.e., for £ < (mpoT?)”! which usually fncludes power
frequencies as well as dc), the two grounding networks are effectively continuous, and the
separation shown in Figure 6 makes no diiference. However, at higher frequencies, wvhere

£ > (xuoT)™!, the two grounding systeas b aore independent electromagnetically.
Thus, transients or RF {interference iiduced on the external grounding systeam have little
effect on the internal circuits (at least not through the i{nternsl grounding system). If
it should be necessary (»resumably not for interference control reasons) to connect the two
grounding systems by means of an {nsulated conductor penstrating tha shield, the penetra-
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TABLE 2 PENETRATION TREATMENT DEVICES

Filters Limiters Isolators
% - gection Avalanche diode Optical coupler
T - section Zener diode Microwave link
L - gsection Gas tube Dielectric waveguide
k: Feedthrough Metal-oxide varistor Optical fiber link
3 capacitor
Ferrite bead Spark gap Isolatfon transformer

Bifilar choke Dielectric pipe or tube

(for plumbing)

Rydraulic or pneumatic
links




ting grounding conductor would have to be treated with a limiter or filter in the same

manner as any other insulated penetrating conductor.

A long, slender extension of the shield is also shown in Figure 6 on the right-hand
side of the container. Such an extension of the shield might represent a shielded inter-
connecting cable or an electrical conduit. This protrusion is shown to emphasize the need
to identify the complete barrier topology; the end of this protrusion must be closed (per-
haps through the housing of another item of equipment) if a closed barrier surface is to be
established. Failure to close the barrier at such protrusions may cause a severe compro—~
mise in the effectiveness of the barrier. Such would be the case {f the protrusion were an
electrical conduit with the power conductors exposed outside the barrier.

To complete the closing of the barrier, treatmeat of the apertures may be required.
Open apertures, such as access ports, ventilators, etc., can be treated by several methods
as suggested in Figure 6. Aperture treatmeuts, in approximate order of effectiveness, are
shown in the figure. Apertures that are not required for service or malantenance can be
filled in by welding or soldering a plug in the hole. 1f future access is required, the
cover may be bolted on (perhaps with an RF gasket) rather than welded. The other treatment
methods shown in the figure are used where air flow or light transmission through the aper—
ture are required.

2. Qualification Testing.

The systems designer who uses equipment componeats in his system needs specificatious
that set out the requirements and performance limits of the equipment. Specified perfor-
mance limits, such as tolerance for interference, must usually be demonstrated by testing
one or more samples of the equipmont {n the prescribed environment, However, frequently it
has been impossible (or extremely difficult) to relate the "qualification test" results to
the gystem requirements. The qualificatfon test then has l{ttle significance to the desig-
ner; it becomes a “procurement” test.

This problem is usually caused by a failure to determine topologically appropriate
parameters and, therefore, failure to specify and evaluate these topologically appropriate
parameters. The shortcoming, then, is8 in the preparation of the specification. It {s said
that the function of a specification s to substitute rules for good judgment; 1f all
buyers/designers/manufacturers displayed faultless judgment in all matters affacting the
equipment, no spacifications would be necessary. However, a specificatfon that fails to
provide the performance vequired by the system designer is not only ineffective; it is
aluoat always detrimental to the extent that meeting the speciffcation adds cost but no
value. Therefore, it is extremely tmportant that specifications for equipment interfereace.
toleraace and control be based on a rational, consistent view of {anterference control
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(i.e., that good judgment be used in preparing the specification).

The topologically closed barrier concept described in Section I 1s an appropriate basis
for testing the requirements of specifications. Thus, 1f specification requirements and
tests are consistent with the closed barrier concept described in Sections I and II-A, the

interference-control goals can be met.

Since the fundamental precept of the topological barrier concept of interference immun-
ity is that a closed barrier surface around the equipment be established, the specification
of interference control for equipment in effect:

(1) Requires that the topologically closed barrier be formed.

(2) Requires that no significant violations of the barrier be permitted or
accepted.

(3) Requires tests to measure the effectiveness of the barrler in a manner
that can be related to the operational environments of the equipment.

Ways in which the first two requirements can be met have already been discussed; the

p'rimary task there is to adapt the barrier concept to the precise, yet general language of

a gpecification,

Some of the considerations affecting equipment testing have been mentioned in
Section II-A. Among the important considerations are the barrier topology, the mounting
provisions, the external grounding provisions, and the number, size, and location of the
interconnecting cable connectors. As suggested in Figures 3 and 4, the excitation current
at frequencies below a few hundred megahertz will be derived primarily from the curreat,
induced on the interconnecting cable, that flows through the cable shields, counnectors,
equipment case, mounting hardware, and grounding jumper. Therefore, the equipment qualifi-
cation test in this frequency range should excite the equipment shield in the same way as
does the operational interference, or it should provide more fundamental data from which

the operational interference performance can be readily calculated.

Equally important, however, 1s the barrier topology to be specified and tested. As was
noted in Section II-A, the equipment-level barrier includes the cable shields if shielded
interconnecting cables ave used (specified). In that case, the qualification test must
test the cables also because, the cable shields are an important part of the shield system
(Figure 7).

In fact, for the low frequencies, the leakage through braided wire shields on the
{interconnecting cables may represeat the dominant interference penetrating the second-level
barrier. For wavelengths greater than the dimenalons of the container fn PFigure 7, very
little current will be induced directly on the containers because they are small and are
“open=circuit™ structures. However, the interconnecting cables are long and their ends are
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FIGURE 7 INTERIOR SHIELD SYSTEM AND SHIELD TOPOLOGY

short=circuited through the container mounting and grounding hardware. Therefore, much
larger currents are induced and, becauss of the small cross section of the cable shield,
the current densities in the cable shield are typically very much larger than in the equip=-
ment container. Falluve to properly account for the leakage through the cable shields can
invalidate the test.




Note again that the low frequency electromagnetic field at the second-level barrier is
not typically a plane wave environmeat. Because the equipmeunt 18 typically inside a struc-
ture such as a bullding, ship, rocket, or aircraft, propagating plane waves cannot exist
for more than a few nanoseconds. The current induczd on cables and equipment containers
inside these structures is typically generated by gradients in the structural ground
“plane,” by the fleld about nearby current-carrying conductors, or by external fields pene-
trating an aperture in the first-level shield (Figure 8)., Therefore, illumination tests in
which the equipment is irradlated by a propagating wave from a transmitting antenna or
transmission line are not appropriate for low frequency (below 100 MHz) tests of the second
barrier.

If the complete second-level barrier is to be tested, an excitation method that pro-
duces the appropriate curreat density in the cable shields and equipment containers must be
used, Some excitation methods for use in equipment tests are {llustrated in Figure 9. In
the first two examples, the test excitation 1s essentially the same as the system excita-
tion modes shown in Figures 8(a) and (b). These test methods are somewhat inefficient,

however, because a large source current (Io) is required to produce a small cable current

(D).

Figure 9(c) illustrates a method by which all of the gource current is delivered to the
systeg shield. To apply this method, it 1is necessary to isolate the equipment contailners
from the main ground plane and to mount them on a small plane that is used as one terminal
of the driviang source. Excitation current thus flows through the mounting hardware and
container of this unit and arrives at the cable shield. For the simple two-unit system

shown in Figure 9, this technique is simple and can produce a good direct simulation of the
gystem excitation.

If the system contains more than two interconnected containers, the interpretation of
the test data can be more complex, and it may be necessary to drive more than one container
through its mounting hardware. A further complication arises if the interconnecting ca-
bling is not manufactured (or provided) by the aquipment manufacturers, or is not specified
in the equipment specification. Similar difficulties surround systems in which several
items of equipment of different manufacture are used; in these cases, it is convenlent to
test the equipment in its container without the interconnecting cabling and other assoc-
iated equipment units. Such a single-unit test is also appropriate for equipmant designed

to have the barrier closed through pin protection devices rather than through the intercon-
necting cable shield.
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FIGURE 8 SYSTEM EXCITATION OF SECOND-LEVEL BARRIER

It should be emphasized, however, that although there are convincing arguments for

performing qualificstion tests on individual items of equipment, such a test is much more

complicated than the test of the interconnected system. The reason for the greater compli-
cation 13 1llustrated in Figure 10 for the unshielded and the shielded fnterconnecting

cable. For the equipment designed for unshielded interconnecting cable, the test aust
simulate the total cable current Y and the wire currents 11' Iz,...ln.

For this case,
however, since the sum of the wire currents is the total current,
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simulation of all wire currents simultaneously produces the total current. Thus, the indi~
vidual wire currents (and their appropriate source impedances) must be simulated in the
individual unit test, whereas only the total current needs to be simulated in the inter-
connected gystem tests illustrated {n Figure 9; here, the cables are properly terminated
and the individual wire currvents will assume their operational values 4{f the total current
is correct.

The problem is slightly wore complicated when testing individual items of equipment
designed for use with shielded fnterconnecting cables, As illustrated in Figure 13(b), the
test must properly simulate the shield current I, the total core current Ic, and the fndi-
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{a) UNSHIELDED CABLE

(s} SHIELDED CABLE

FIGURE 10 CURRENTS TO BE SIMULATED FOR TESTS OF INDIVIDUAL EQUIPMENT
CONTAINERS

vidual wire curreats I;, Iz,...!n. Again, the total core current is the suam of the indi-

vidusl wire curveats,
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so that accurate, simultaneous simulation of the wire currents automatically simulates the
core current. This case is also different in that curvents for two topologically separate
regions mst be produced; the shield current 1s outside the equipment shield, while the
core wire and bundle currents are inside the equipment shield., WNevertheless, the interior
currents Ii and Ic cannot be neglected because, in the operational system, they are gener-
ated in part by the leakage through the cable shield -—- a part of the equipment-level bar-

rier.

¥or this discussion, we have deliberately chosen a simple unit with one multipin con-
nector. Many practical units have several cables with multipin connectors. For a unit
with k cables, the test problem is k-fold more complex, but as the individual wire currents
sum to the core/bundle current, the individual cable currents sum to the total curreant
flowing through the grounding hardware of the container mounting.

The added complication incurred by testing individual units rather than interconnected
gystems of units illustrates a maxim of system testing: the smaller the element of a system
that is to be tested, the greater the understanding of the system required to determine the
test conditions and interpret the test results.

One further comment regarding unit testing should be made. One of the strongest argu-
ments for testing units rather than interconnected systems of units s that iandividual
units may be used in several systems and with many different configurations of fntercon-
necting cables. Therefore, one may argue that it is not possible to tast the uanit {n all
of f{ts possible operational configurations. Yet the purpose of the qualiffcation teet
ghould be to ensura that the unit will operate in all of the .intended cuvironments., Thus,
a valid test must {n fact simulate conditions equal to or worse than those that will be
encountered by the unit in any of those anvironments. While 1t say not be practical to
test the unit in all possible operational environments, it {s necessary to understand the
conditions that exist under these configurations and environmeats well enough to define
valid test conditions. The burden of scquiring this understanding i{s the price of perform-
{ng unit tests rather than tests of several {nterconnected system configuratfons. Failure
to pay this price amay vesult in an favalid test, wvhich adds costs but not quality to the

units tested.




C. INTERFERENCE CONFINEMENT: EMISSION CONTROL.
1. Interference Confinement Considerations.

As stated In Section II-A, Condition (2) on the second-level barrier is that taterfer-
ence penetrating the barrier from the inside should be small compared to the ambient level
of iInterfereance outside the second barrier (but inside the first barrifer). That is, sig-
nals penetrating the shield from the inside should not significantly affect the eavironment
outside the shield. As was discussed in Section II-A, the techniques for making an inter-
ference-confining barrier are identical to those for making an interference—excluding bar-
rier if "inside” and "outside™ are iaterchanged.

In fact, because the passive, linear barrfer elements are often bilateral, most of the
barrier that was designed to exclude interference will also serve to confine Internally
generated interference. The obvious exception is the class of conductor treatment devices
that relies on nonlinear limiting. However, the nonlinear devices are chosen to limit the
conductor voltages to values less than the voltage expected to exist outside the equipment
shield (or else the devices would unever function), and good design practice calls for a
filter in addition to a 1limiter to auppress the frequency shifting and iatermodulation
effects of the nonlinear davice. Thus, a well-designed barrier using a nonlinear limiter
and filter will also function as either an exclusfon or a confining barrier. In general,
therefore, the problem of confining interference is {dentical to the problem of excluding
interfereance (Section II-B-i).

As {llustrated {n Figure 5, one goal of interferance confinement is to prevent excep-
tionally noisy equipment from contaminating the system environment. Other goals include
preventing elactronic survelllance and providing secure communicatfons circuits; howaver,
the ®=ost common reason for concern about interference confinement (s compatibility. It (s
{mportant that none of the equipment units forming a system produce spurious signals that
degrade the performance of other units in the system. tHere an i{aportant distinction de-
tveen desired signals and noise must be made. The signals produced or used by one unit are
noise to any other unit that (s not iatended to recelve and process those signals. Thus
for a particular {tem of equipment, noise {5z any undesired signal (that {s, any signal not
required for {nmput, control, or operating pover), regardless of its origin.

The confi{nement role f{llustrated in Figure S relates to topologically separste units,
each of which s surrounded by a closed barrter; interference produced by one unit aust
cross two barrier surfaces to veach sensitive circuits in the other. This topology is
typical of ftems of equipment designed to be {nterconnected with unshielded cable, since
each unit then contains its own closed barrier (Figure 4).
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For units designed to be interconnected with shielded cable (or ducts), the confinement

problem appears to affect tw levels of environment. Figure Il {llustrates the interfer-

ence penetrating the Interconnected system shield, Although the shield has a more compli-

cated shape when shielded interconnecting cables are used, the interference confinement
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FIGURE 11  PENETRATING AND PROPAGATING NOISE




ideas and requirements are essentially the same as for the closed unit barrier case, that
is, we wish to limit the interference that penetrates the barrler to a level that is
insignificant compared to the ambient interference level outside the barrier.

As illustrated in Figure ll, however, there i1s also a concern regarding compatibility
for signals that remain insid the equipment-level barrier, since the intercoanecting cable
conductors provide paths for signals (both desired and undesired) to propagate from one
unit to another without penetrating the shield. However, this {s not a system barrier
problem in the sense of interference exclusion and confinement discussed previously. Topo-
logically, this interference path along shielded interconnecting cable conductors is no
different than paths within a unit along circuit board strips or between circult boards on
internal wiring, saince the source coupling path and victim are all within the

equipment-level barrier.

The control of interference propagating from unit to unit on shlelded interconnecting
cable conductors must therefore be regarded as a circuit design problem rather than a bar-~
rier problem (although, indeed, barrier concepts may be used within the equipment shield to
control the circuit design). If units 1, 2, and 3 of Figure 11 are connected as shown,
good design practice dictates that unlt 1 should not produce spurious signals on the Inter-
connecting conductors to degrade the performance of units 2 and 3. If all three units were
produced by the same manufacturer, the manufacturer would certainly inmsist that the three
units be compatible. Problems arising if the units are made by different manufacturers or
are manufactured at different times should be handled by appropriate interface specifi-
cations. In the following discussions, therefore, only the penetrating iaterference will
be considered.

2. Tests of Confinement

Testing the effectiveness of equipment-level barrier interference confinement {s con-
ceptually the reciprocal of that for Interfereace exclusion effectiveness. The source of
interference is inside the barrier and the controlled envivonment {s outside the barrier.
However, the source is the operating internal circuit ‘a the confinement test, and the
protected cnvironment 1s the external cable and wira curreant at low frequeacies and the
amblent field strength at high frequencies, As was discussed earlier for the exclusion
tests, the interference iu the spectrum below about 100 Miz manifests itself as cable cur-
rents, while the spectrum well above 100 MHz may be manifestad as propagating waves.

For units Interconnected with shielded cable, the confinement test is quite simple if
all of the intercounected units and cable ara available. For the low frequency spectrum,
the units are interconnected and energized, and the curvents indicated f{n Figure il are
measured. If only one unit — say unit | in Figure 11 -~ is available, units 2 and 3 avst
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2 be simulated, both functionally and in impedance terminating the cable, ‘ﬂ:o conduct the

9. test, Still, only one current measurement per unit is required. = f,_ :

For units interconnected with unshielded cable, a much more extensive\gset of measure-
ments 18 required because the individual wires (as well as the cable as a whole) are ocut~
side the barrier. Measurement of the cable currents illustrated in Figure 12 is essen-
tially identlical to that for shielded fnterconnecting cables. The individual wire currents

{a} CABLE GURRENTS

(B} WIRE AND CABLE CURRENTS

FIGURE 12 LOW FREQUENCY EMISSION YESTS FOR UNSHIELDED INTERCONNECTING 3
CABLES 4
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are illustrated in Figure 12(b) for the ~ase in which one unit is tested with a simulated
cable termination. Since the wire currents Il, 12,...In depend on the terminating imped-
ances Zl' ZZ""zn' and Znn’ it is again important that the simulated termination have the
Asame impedance as the cabling and units it replaces.

The measured cable and wire currents must ultimately be compared with the cable and
wire currents that exist when the system is de-energized and exposed to the ambient oper-
ational envirenment. If the curreats produced by the equipment are much smaller than the
currents induced by the ambient environment, the equipment emissions are certainly accept-
able. TIf they are not, better confinement, quieter circuits, or a more careful assessment

of tue Ccuaicion (2) emission criteria may be ia order.

D. HIGH FREQUENCY CONSIDERATONS,

The specification and testing of wmeaningful high frequency interference immunity and
confinement requirements has not been developed to the point that practical tests can be
defined. If the system is viewed as an antenna (transmitting in the emission case and
veceiving in the susceptibility case), the logical measurement would be the antenna radia-
tion pattern for reception (susceptibility) and the radiated power pattern when the system
{s energized. If one assumes that the system is installed on an infinite ground plane, the
radiation patterns must be measured over the upper hemisphere illustrated in Figure 13.

BROADBAND
/p TRANSCEIVER

FIGURE 13 MEASURING SUSCEPTIBILITY OVER THE UPPER MEMISPHERE




The spatial grid over the hemisphere must be fine enough that no major lobes in the pattern
are missed, and the frequency grid must be fine encugh that no msjor resonances (poles or
zerog) are missed. It is immediately apparent that performing such measurements for just
one system configuration would be an enormous undertaking if the popular high-frequency
range above 100 MHz to 10 GHz were covered.

Suppose for the moment that we can make these measuremeats. What can we do with
them? If the measurements are made on individual units, as is often preferred, how can we
combine the unit data to obtain system data? If we have data for the system mounted on an
infinite plane, what can we say about the system installed inside an aircraft or rocket?
At present, there are no practical answers to these questions. As a result, most of the
gpecifications and tests for interference control at high frequencies do not provide data
that can be used to predict system performance or guarantee interface compatibility,
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III THE FIRST-LEVEL BARRIER

A. REQUIREMENT FOR BARRIER.

A first-level barrier is a topologlcally closed surface enveloping all of the protected
equipment, its power supply, and its intercomnnecting cabling. The barrier must be suffi-
clently impervious to electromagnetic waves (space waves and guided waves) that the elec-
tromagnetic stress inside the first-level barrier 1s samaller than the threshold of the
protected equipment (when the equipment is installed, cabled, and operating). The first-
level barrier consists of the filters, surge limiters, aperture treatments, etc. as well as
the Intervening shield walls., The barrier may have any shape and it may be located at any
position between the source and the protected equipment, so long as it is a topologlecally
closed surface and sufficiently {mpervious to electromagnetic waves. Examples of first-
level barriers are shown in Figure 14.

Although an immune system can be bullt without a first-level barrier, there are strong
reasons for using a well-defined barrler if a facility contalns moderately complex systems
congisting of many intercoanected equipment units. When a well-defined, effectively imper-
vicus facility barrier (which reduces the interference produced by external sources to a
level that is negligible cowpared to the normal internal enviromsent) is used, a detailed
understanding of the response of the internal equipment and cabling to unusual sources such
as lightning and the nuclear EMP, as modified by the facility, is not necessary.

Without the facility-level barriar to provide part of the protection, the equipment
barriers wust be designed to achieve a high degree of exclusion to cope with large external
sources such as lightning and the EMP. Such high-performance barriers are difficult to
maintain (or are easy to compromise). Furthermore, the amount of cabling and the number of
insulated wire compromises inside the facility are usually much greater than at the facil-
ity level. This is because the external cables typically enter a distribution frame where
they branch out to the many internal equipment units, and because there are many equipment
interconnections within the facility. Thus, the number of tresatments that must be in-
stalled and saintained is frequently much greater at the equipment level than at the facil-
ity level.

1f shielded interconnecting cabling is used, many cables -- each up to tens of meters
long — and many multipin connector pairs must be maintained as high-performance shield
components. These sghield components may have to carry hundreds or thousands of amperes
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without degradation of system performance. This implies that a thorough understanding of
the detailed broadband electromagnetic behavior of this complex structure is possible, and
that its behavior can be maintained during the expected life of the system.

The aiternative of using pin protectior at the equipment input/output terminals implies
that many protective devices must be »-ded to each unit. Without a facility barrier to
reduce the large transients of external origin, these devices would probably have to be
high performance, surge-limiter/fiiter combinations that can handle moderate energies and
reduce kiloamperes of external currert? to tens of milliamperes of intermal current. Such
devices are expensive, require add.tional space in the equipment housing, and add a non-
linear element to the already difficult problem of understanding the performance of the

system.

Without a first-level barrier, an udequate susceptibility test of the system 1is very
expensive and difficult to design. Because the system response 18 very complex and
involves external lines (such as power lines and communications cables) as well as internal
cabling, an adequate test requires simultaneous excitation with large~volume wave genera~
tors and current injection. Such a test must be conducted for each of the many angles of
incidence that are to be simulated. Also, an adequate test requires sufficient wave and
curreat 1njection to evaluate the important characteristics of each receptor, as well as
requiring a thorough unierstanding of how the receptors interact with each other and the
(nonlinear) system elements for all angles of incidence (over a broazd bandwidth). Such a
thorough understanding can rarely be developed unless the system configuration 1is very
simple. For this reason, & facility-level shield is advantageous in that it makes the
electromagnetic configuration of the system simple enough that its iInteractions can be
understood with reasonable confidence.

Thera are other advantages to using a simple facility-level barrier to control external
gources. For example, such a barrier will also confine system signals, making it easier to
meet TEMPES. aud other. requirements that 1mposé limits on intelligible signals detectable
outside the facility. 'As has been noted earlier, future changes of equipment or layout can

‘ta accomplished without expensive reassessment and test of the protection system, since the

{nternal equipment 1is only required to tolerate the moderately benign internal
environment. (However, this ambient facility environment is much more severe than the
small-aignal envicvonment required inside the equipment case; see Figures 2 and 5, and
Section I-D.)
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B. ENVIRONMENT INSIDE BARRIER.

In Section I, it was stated that the upper limit on protection provided by the facil-

ity-level barrier is the protection that causes internal interference of external origin to
In Appendix D, some of the factors

be small compared to internally generated interference.
believed to be important in making a quantitative estimate of the internally generated
This interference level 1s very lmportant because:

3 interference level are discussed.

(1) It is interference the equipment must tolerate routinely.

It determines the maximum effectiveness required of the facility~level
barrier.

(2)

This interference level lies between the very rough bounds of the circuit operating signal

level and the external lightning- and EMP~induced signal levels.

Let us first Ildentify the sources of the ambient interference to which the unprotected
The major sources of falr-weather, peacetime interference are

equipment will be exposed.
believed to be:

1
(2)
3

ac power switching and processing

dc power switching and processing

Circuit generated signals associated with digital electronics, trans-
mitters, modulators, etc.

Man-made noise generated in the near surroundings

(4)
(5)

(6)

These sources are listed roughly in order of their importance, that is, ac power switching
There are, of course, many

Atmospheric nolse

Thermal noise.

i and processing is usually the source of the largest transients.
weak sources comparable to thermal and falr-weather atmospheric noise, but because these do
not influence the facility barrier design they have not been included. Note also that
sources (4) and (5) are produced externally and will be reduced by the facility barrier.
Therefore, those classes of intarference that are significant inside a facility with an
effective barrier are (1), (2), and (3): the as power, tha de power, and circuit-generated

signals.
In Appendix D, it is shown that trausieat voltages having peak values comparable to the
peak ac supply voltage will occur routinely inside a facility as a result of electric cir-
cuit switching and cyclic equipment regulation {(afr conditioners, water heater, etc.).
Much larger transients, perhaps up to 10 times the peak supply voltage, may accur if un=-
treated relays, solenoids, or other inductive loads in the facility are switched. Tran~




sient peak currents 1 to 10 times the steady-state load currents of the facility appliances

may occur from routine operation of these appliances,,

These currents and voltages are characterized by very fast risetimes; hence, they con~
tain energy throughout the spectrum below 100 MHz, in which interference propagation along
wires and cables is efficient. In the high-frequency portion of this spectrum, inductive
coupling between power wirlng aud signal and control wiring is algso efficient. Therefore,
it is belleved that this interference will be manifested primarily as currents and voltages
on cabling inside the first-level barrier,

In addition to these transients that occur at least several times per day, there are
lower level, but more or less continuous, sources of interference such as fluorescent
lights and rectifiers, Interference from these sources affects the signal-to-noise ratio
on the signal conductors, but it is not usually a factor in determining the barrier effec-
tiveness required to control externally produced transients such as the EMP and lightning.

For typlcal digital electronics circuits, signal levels range from a fraction of a volt
to about 10 V., Therefore, spurlous interference of about this megnitude may be generated
by these circuits. High-power transmitters for communications and radar systems may pro-
duce large signals over a limited band of the spectrum. However, these signals are usually
produced inside the equipment barrier; due to the bilateral characteristics of the equip-
ment barrier, the signal levels inside the facility barrier but outside the equipment bar—-
rier should be much smaller than these circuit-Jevel signals.

C. INTERFERENCE IMMUNITY.
1. Achieving Immunity.

Interference immunity will be achieved when the first-level bsrrier is sufficlently
impervious that the internal effects produced by external sources are 1less than the
threshold of internal equipment. To achieve an impervious barrier, one must first define
the topologically closed surface along which the barrier will be establigshed, and then
apply barrier components to this entire surface so that a closed barrier surface following
the topologically closed surface defined in the first step i{s established.

While the barrier wmay be made up of various {anterference~reducing or interference-
rejecting devices and techniques, ease of maintenance and testing are achieved 1f the bulk
of the barrier surface i{s metal sheet or plate. Metal plate is so impervious to ianterfer-
ance above a few kilohertz that leakage through those portions of the barrier made up of
continuous plate is negligibly small compared with the leakage through essential weak aress
such as cable penetrations, equipment and personnel access doors, ventilation wiadows,




etc. Obviously, a metal surface 18 also easily identified; there is no uncertainty as to

its location.

The essential (and weak) areas — the .power and communications cable penetrations and
openings for people, equipment, and air — can be treated at the first level in much the
same way as has been described for the second-level barrier, except that high-impedance or
current—interrupting treatments are not recommended for long insulated conductors penetra-
ting the first barrier. Because open—circuit voltages of megavolts are possible on over-
head power and communications lines, current Interruption devices must be designed and
maiatained to hold off these voltages. High-voltage component design and maintenance is
more expensive and usually less reliable than the short-circuit approaches to penetration

treatment.

Some features of a first~level barrier are illustrated in Figure l4(a). Note the
low-impedance current diversion on the overhead line, the use of metal sheet for the prin-
cipal barrier surface, and the extension of the barrier along the shield of the underground
cable. Also note that the waveguide should be bonded to the metal sheet barrier (l.e.,
made electrically continuous with the wall), not grounded (comnected to earth through a
cable).

It was noted in the discussion of the equipment-level barrier that currents induced on
the long interconnecting cables were the primary source of low-frequency excitation of the
equipment cabinets. Likewise, the curreats propagating onto the facility walls from long
external conductors {such as power lines, waveguides and cables from the radio towers, and
buried communications cables) are the major sources of low-frequency excitation of the
facility shield (except when the facility is subjected to a direct lightning strike).

Consider, for example, the curvent densities induced by a 50 kV/m exponeantial pulse
similar to the high-altitude EMP, The incident magnetic fleld intensity is 133 A/m, and
the current density induced in a large flat wall of matal {s about 270 A/w. The current
induced on an overhead power line by this incident field is as large as 10 kA, If this
current is distributed uniformly over the girth of a building 3 @ high and 10 m wide, the
curreat density will be 385 A/m — not significantly larger than that induced directly by
the incident wave, However, in the vicinity of the service antrance where the surge arres-
tors and filters are diverting this curreat to the wall, the current density can be as high
as 50 kA/m (for 3=in. conduit), Thus, even vhen the cable curreat is wmoat optimistically
dispersed, the shield excitation 1{s comparable to the direct wave excitation; however,
slnce the curvent is always concentrated on the wall the cable peaetrates, the excitation
of that wall by the cable current is amuch greater than by the direct wave.




This observation is important in the design of a shield and in the method of testing
the shield. Since the strongest excitation is in the vicinity of the cable penetrations,
it 1s important that the barrier be as nearly flawless as possible in the region where the
cables penetrate. That is, the wall and eantry panel in this reglon should be conserva-
tively designed, and apertures or other compromises should be excluded from the cable entry
region. When possible, all cables and other external conductors should be concentrated in
this conservatively designed regiom so that the large currents cannot flow across the en-
tire barrier surface but rather must enter and leave In the same general region. This is
the single entry panel concept often recommended for EMP hardening.

2, Immunity Tests.

The purpose of an ftmnunity test of the first barrier is to determine if the barrier
reduces the internal interference caused by external sources to a level smaller than the
threshold of the equipment. Although equipment Immunity tests of at least a type—
qualificeiion nature are commonly performed, such tests are not commonly specified for the
faciiity-level barrier. Systems with an EMP hardness requirement are usually tested in
somwe way, but this testing is frequently part of » research and development program rather
then a qualification program. Alrcraft and rockets are also tested with simulated direct
lightuing strikes, but traditionally this test is to ascertain mechanical integrity rather
than electromagnetic interference Immunity. Oaly vecantly has the interference immunity
aspect of lightning testing heen pursued.

Although it does not meet the vequirements of an interference immunity test,
MIL-STD~285, “Attenuation Measurements for Enclosures, EM Shielding for Electronic Test
Purposes, Method,” has bdeen used to “evaluate” facility-level shields, airframes, and
transportable shelters. The test 18 not performed with the operational configuration of
the equipment, and the parameters measured are not easily related to the system response
for a specific stimulus. As a result, the MIL-STN-285 tests are of limited value and are
not recommended as an interference immunity qualification test.

The recent {nterest in lightning transient analysis and the maturing of EMP hardening
studies as an engineering discipline have intensified {interest in facility-level barrier
tests of a type-qualification nature. However, at prasent there are no standard methods
for performing these tests. Nevartheless, {t i{s clear that the tests should provide solid
evidence regarding whether or not the facility performance will be degraded by the external
environment, Therefore, the test must either (1) simulate the external environment, (2)
simulate the effects of the external environment on the barrier, or (3) provide fundamental
data froo wvhich the system response can be readily, accurately, and confidently calculated.
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Large area—of-coverage sources such as the high-altitude EMP cannot be economically
gimulated over all parts of the system that contribute to its responses due to the sheer
volume and energy required to cover the facility and all power line ‘and cable routes. In
addition, the ability to accurately predict the system response from fundamental data is
limited by the unknown broadband properties of 60 Hz equipment and of plumbing, mechanical,
and structural equipment, as well as by uncertainties in nonlinear devices, unknown non-
linearities, nonuniform materials (soll and concrete), and many other factors, On the
other hand, the number of possible coupling modes in a large, complex facility is so great
that measuring all elements of the coupling matrix accurately and with proper accounting
for nonlinearities is an extremely difficult task — probably not a task whose results can
be accepted with high confidence. Simulation of the effects of the external environment on
the barrier can be done economically only if the barrier surface is well defined, as would
be a metal shleld with a few easily identified penetrating conductors and apertures., Cur-
rents on the long external conductors are the privcipal external excitation of a shielded
facility; {f these currents can be simulated, the response of the facility to the external
environment can also be simulated. This approach is desirable because the current induced
in the long conductors can be accurately predicted for moat envirouments, and the excita-
tion 2nergy that must be provided is about equal to that delivered to the system by the
environment. In contrast, much more energy i3 required if the energy density in the volume
about the facility must be equal to that of the environment, since only a small fraction of
the energy in this volume is actually delivered to the system.

However, the validity of the current injection approach depends on the ability to pro-
duce proper excitation of the barrier by injecting current on the long appendages. Gener-
ally this rvequires that the barrier be substantially {mpervious everywhere except at the
conductor penetrations and & few other openings, 1Uf the barrier i{s a wetal shield every-
where except where necessary power and signal cables penetrate (and perhaps at a few essen-
tial apertures), the major waaknesses of the barrier will be the penetrating conductors
themselvea, and the largest {nterference of external origin Lloside the barrier will ba the
currents or voltages propagating inward on these condu‘:togé ithsz {8, the conductor cutrent
and voltage that bypass the surge arrestors and filters uws® for the darrier).

Therefore, a low-frequency test of the facility-iavel barrier m:st teat the effective~
ness of the penetrating conductor treatments and any other barrier weaknesses {n the vici-
nity of these or other long external appendages. This fmplies (1) that the external exci~
tation should be the current and voltage on the exterior nortions of the long external
conductors, (2) the {intornal response should be the current and voltage on the interior

portions of the penetrating conductors as well as the current and voltage on {interior
and (3) the excitation

cables that have no direct connections to exterior conductors,




should be large enough to activate any nonlinear devices that will be activated by the
expected external environment. The test should also be performed with an excitation level
that is just below the threshold of the nonlinear dévices, since this level of excitation

sometimes produces the largest response through the barrier.

Typlcal current injection schemes are illustrated in Figure 15. The excitation source
consists of a voltage source with its series source impedance Z, and a coupler to connect
the source to the penetrating conductors. For excitation, power lines (and other un-
shielded external couductors) can be driven against the service entrance conduit or cable
shield as illustrated in Figure 15(a). Since the power conductor and conduit are both
external conductors, this test actually only excites the surge arrestor, filter, and the
limited portion of the shield in the vicinity of these components that is most strongly
excited by an external environment. A second test in which the conluit i8 driven against
the soll or the facility grounding electrode is necessary to test the entry panel and wall
outside the conduit. The effectiveness of the barrier can be quantified as ratios of the
internal curreat I and voltage V produced by full-scale excitation to the internally geunar—

ated currants and voltages at the same polats.

For shielded cables, the two excitation modes are illustrated in Figure 15(b); the
cable shield may be driven against the earth or the corve conductors may be driven against
the shield. If the cable shield is properly terminated in a facility shield at each end,
the cove conductors are topologically inside the first barrier, so that the core conductor
excitation is not a proper external excitation. Nevarthealess, this test may be desirsble
bacsuse long external cable shields, splices, and terminations may be weak barriers, and {t
ia usually much easier to test the terminal protection on the cable conductors by driving
them directly than by driving the cable shield. The effectiveness is agsin quantified as
the ratios of the conductor voltage V and current I produced downstream of the protection
to the internally genarated curvent and voltage.

For external cadbles, the true barrier test would be one {n which current is infected
onto the cable shteld (or conduit) and €flows along the cable, through the splices and ter-
minating junction, through the facility shield, and back through the soil to the source.
For high energy tests that simulare lightning or the ENP, very large currents are rejuired
to excite the system to the environmental levels, Nevertheless, this excitation and test
are required to qualify the system for operation in the iightning and EMP snvirouments.
The test may be conducted in a stepvise manner to alleviate some of the burden on the ex-
citing source. Thus, the spliced cable shield and termination hardware say be tasted sep-
arately and individually. The facility can then be tested with the "shield driver™ curreat
injection on a short sejment of cable [Figure 15(b)].
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FIGURE 15 EXCITATION OF FIRST BARRIER WITH CURRENT INJECTED ON LONG CABLES

In all of the current {njection tests, the fopedance Z of the source (vhich, we may
assune, includes the fmpedance of the coupling device between the source and the systen
conductors) must be large compared to the system lapedance, if the source {opedance {s not
to affect the system response. Por simulating lightning and the EMP on high-tapedance
overhesd lines, this requirement poses a serious problem. If the 1ine topedance is of the
order of 300 @, the source impedance should be of the order of 3 k. Thus, to stmulate an
open—circuit voltage of 3 MV, a source voltage of 30 MV would be required. Obviously this
constitutes a serious problem {n simulator design and procuresent.




However, if we examine the test requirements more carefully, we observe that these
1ines are usually provided with spark-gap surge arrestors that fire at a few kilovolts.
After the surge arrestor fires, it behaves somewhat as a voltage regulator; the most impor-

tant parameter, then, is the current delivered to the surge arrestor. Thus, as illustrated

in Figure 16, 1t is necessary to simulate the proper impedance and voltage for these pro-

tected lines only until the surge arrestor fires; thereafter, only the curreat need be

i '} simulated.
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D. SIGNAL CONFINEMENT,

At the facility. level, the only interference confinement testing currently performed is
intended to ascertain that the system will (1) preveat the compromise of gecure communica-
tions, or (2) prevent the emission of electromagnetic signatures that can be used for loca-
ting the system. For either of these purposes, it 18 necessary that the barrier be suffic~
iently impervious that internally generated signals penetrating the barrier are small com-
pared to the noise level outside the barrier.

Two important aspects of this problem are the noise level outside the facility and the
means by which the internally generated signals penetrate the barrier. As is the case for
interference penetrating the facility from the outside, the dominant path for signals es-
caping the barrier is along insulated conductors that penetrate the shield. Therefore, a
measure of internally generated signals on the exterior conductor is an indication of the
confinement capability of the barrier. Furthermore, because these exterior conductors
usually carry large noigse currents from natural and man-made sources in the vicinity, the
gsignal-to-noise racio on these conductors should be indicative of the detectability of the
internally generated slgnal.

While one may argue that detection of the radiated wave far from the facility mist also
be prevented, such radiated fields for a well shielded facility are produced mainly by
radiation from the external conductors. Thus, the signal-to-noise ratio on the coaductors
(for a given narrow bandwidth) should be equal to or less than the signal-to-noise rativ in
the radiated field, and measurement of the signal on the conductors cutside the facility
ghould be equivalent to measurement of the distant radlated fleld.

An appropriate test for signal confinesent is thus a measurement of the current on the
external appendsges to the facility barrier. This test should bde performed with opera-
tional external conductors {(power lines, communications cables, grounding cuaductors, matal
piping, etc.) and witt aa operstional system energized and performing its normal fuactions
(Figure 17).

The criterion for acceptance should be the fnability to detect specified internaliy
generated signals outside a speciffed phystcal security area. The detectability of the
signals may be specified as a maximum signal-to-noise ratio in a specified bandwidth. The
physical security ares may be congruent with the barrier, or its borders may be outside the
barrier.
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E. HIGH-FREQUENCY TESTS OF THE FIRST-LEVEL BARRIER.

As was pointed out in Section II-D, specification and testing of wmeaningful
high-frequency laterference immunity and signal confinement requirements have not been
developed to the point that practical tests can be defined. The difficulty fs that unique
properties of the system that can be measured and used to predict system performance in a
variety of environments have not been identified. Radfation patterns for emission and
reception of high frequencies sstisfy the uniqueness critarion, but {t would be impractical
to obtain sufficient radiation patterns of a system throughout the high-frequency spectrum
between a few hundred megahertz to 10 GHz {n order to define its performance. Several
thousand vadiation patterns would be required to define each system and, because the pat~
terns for a system are affected by the external conductors, the patterns for one system
would not necessarily be applicable to another, supposedly similar system installed {n
slightly different surroundings. For these reasons, no basis for evaluating the
high-frequency characteristics of the firgt-level barrier has been identified.
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IV GROUNDING, BONDING, SHIELDING (GBS)

A. INTRODUCTION,

Review of the specifications and standards revealed one widespread problem: the
definition of the terms grounding, bonding, and shielding were almost always blurred; in
fact, sometimes one term was substituted for the other. While the three terms are
intimately related, each has a distinct meaning. We consider this point to be of great
importance, especlially since the misuse of the three terms 1s so widespread.

Accepted definitions of grounding, bonding, and shielding are presented below, as are
some of the practical aspects of the function each term describes. To implement the
rational approach to iaterference control discussed in previous sections, a clear concept
of each function is vital. We cannot emphasize enough that strict adherence to definitions
is mandatory to achleve effective and compatible interfereace control.

1. Grounding.
The National Electric Code (NEC) definition of grounding is as follows:

“Grounding: A conducting connection, whether intentional or accidental,
between an electric circuit or equipment and the earth, or to some
conducting body that serves in place of the earth.”
From studying the NEC and other documents such as IEEE-STD-142, 1t becomes clear that
the primary goal of good grounding practices is safety for personnel, equipment, and
buildings. HNote that grounding is not necessarily a connection to earth.

2, Bonding.

Good grounding and shielding practices depend on good bonding. Of the three terms,
bonding is perhaps the easiest to define and understand. The NEC defines bonding as fol-
lows:

"Bonding: The permanent joining of metallic parts to fore an

electrically conductive path which will asgure electrical continuity
and the capacity to conduct safely any current likely to be imposed.”

Thus, bonding means nothing more than making a good counnection., The last qualification

stated in the definition {3 especlally important where the conductive jolint provides a path
for fault currents to flow. If the bond disintegrates {n the event of a fault before the
circuit breaker can be tripped, the fault~clearing circuit cannot perform its function. In




addition, if the bond of a waveguide corrodes, it may then provide a path for RF to leak
into a reglon from which it was to be excluded.

Therefore, éood bonding practices are essential in interference control. We have not
found any incompatibilities directly related to poor or misapplied bonding. However, we
have found numerous instances in which the term was incorrectly used; e.g., bonding was
specified where grounding was wmeant. Such qisuse is not beneficial for good interference

control practices.

3. Shielding.
To define a shield, we present the definition givean by the IEEE in 1955:

“A shield 1s material used to suppress the effegt of an electric or
magnetic field within or beyond definite regions.”

Inside a closed, perfectly conducting shield there 1s no evidence of an external elec-
tromagnetfc event. Shielding 1s a wvaluable Intecference control technique, as was
discusgsed in Sections II and IIL. However, as discussed earlier, for a barrier containing
a metallic shield to be effective, it is important that the barrier be closed.

In summary, grounding 18 an electrical safety procedure used to prevent hazards
asgoclated with electrical faults, equalize potentials of nearby objects, prevent static
charge buildup, and thereby provide safety for equipment and personnel. Bonding 1s the
neans of astablishing a good electrical (and mechanical) connectfon. A closed shield can
separate electromagnetic environments and serve as part of an electromagnetic barrisr. A
distinction between the three terms must be made, especially siance they are so intimately
related. Interference control problems can be solved in an effective manner when
compatible techniques are used, and when grounding, bouding, and shielding are applied
where they are nseded.

B. PRINCIPLES OF GROUNDING.

With the development of the first National Electric Code in 1897 (it has been sponsored
by the National Fire Protection Associfation ([NFPA} since 1911), the importance of proper
grounding was tecognized in connection with the growing usage of electrical power. A
particularly clear discussion of proper grounding practices is given in IEEE-STD-142,
“"Recommended Practice for Grounding of Industrial and Commercial Power Systems” (now
adopted as an American National Standard ANSI-Cll4.1), and also in IEEE-STD-141,
“Recommended Practice for Electric Power Distribution for Industrial Plants.” Personnel
working in and around an electric power distribution statfon must be protected from the
high voltages and curreats {involved. Proper grounding does anhance personnsl safety be~
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cause a fault current path is provided by the connection to ground. Grounding can equalize
potentials of nearby objects, prevent static charge buildup, and provide a path for fault
or lightauing currents.

1. PFault Current Paths.

The earth is a poor coanductor, but It plays an important role in providing a path for
fault currents in the distribution system. Beglinning at the power station and proceeding
to the individual service entrances, it is now established practice to connect the neutral
to earth ground. The advantage of thils scheme 1s that when a phase conductor becomes
shorted to ground, a large current will flow in the phase conductor. If the system is
designed properly, the fault current will be large enough to trip & circuit breaker, remove
power from the faulty circuit, and thereby prevent the hazards assoclated with faults at
distribution voltages (5 to 30 kV),

Connecting the consumer's neutral to earth ground is intended to prevent hazards in the
event the distribution voltage is applied to the low voltage circuit (e.g., through a
faulty transformer). If an earth electrode resistance to earth is to be specified, it
should be related to the distribution voltage and the distribution circuit trip-current,
neither of which {s related to the consumer. The NEC states (Section 250-84): "A single
electrode...which does not have a resistance to ground of 25 @ or lesgs shall be augmented
by one additional electrode...” The resistance to ground of the pair of electrodes 1s not
specified.

In providing a path for the consumer fault current in the low voltage wiring, the
resistance of the ground rod 1is unimportant. What 1s important {s that any grounding
conductor (i.e., the green wire) have a low resistaace between apny exposed metal of
electrical appliances and the neutral ground point. 1In this case, we can specify how low
that resistance has to be. Assume, for the sake of illustratiom, that an electric motor is
some distance away from the service entrance, and that the case of the motor is
(ultimately) connected to the point where the neutral {s grounded at the service
entrance. If the full voltage normally supplied to the motor is applied to the case, the
resistance of the fault-clearing circuit sust be low enough that the increase in current {s
sufficient to trip the circuft breaker providing power to the motor. This will promptly
clear the fault (de-energizing the poteatially hazardous circuit).  Thus, the earth
electrode resistance does not unter into safety considerations inside a facility.

2, Lightning.

Lightning, one of nature's most powerful phenomena, involves potential differences of
the order of megavolts; peak curcents of many kiloamperes result during the Llightning
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strike. Grounding prov.ides a current path to earth in order to safely conduct the high
currents involved. We therefore should have a conductor from the lightning rod(s) to earth
of sufficient size, as well as a low-resistance connection to earth. However, because of
the transient nature of lightning it is not the resistance, but rather the inductance, of
the connection to ground that will dictate to what potential the ground point will rise.
In practice, this impedance cannot be made low enough to avold dangerously high potentials
during a direct strike. A lower impedance is always better than a higher one, but even a
so—called 1@ ground rod will have a potential of thousands of volts during a1 direct light-
aning strike (typical peak currents are 20 kA). This dilemma is recognized by the Lightning
Protection Code (NFPA-78). Appendix B of this code states, "...low resistance is

"

desirable, but not essential...” and goes on to discuss two examples; one example concerns
a building resting on moist clay soil where the achlevable ground rod resistance might be
from 15 to 200 @ ("...two such connections have been found to be sufficient...”), and the
other example is of a building resting on bare solid rock. In this case, no good

connection to earth can be made, yet safety can still be provided by other means.

There 1s the question of the safety of personnel working near the earth ground
connection, especially personnel working outside during a thunderstorm. It would appear
attractive to lower the ground rod resistance, by whatever means, to a very low value, say
to 1 @ or less. Would this not result in a lower potential rise of the ground point during
a lightning strike? Indeed it would; however, because peak currents are frequently 40 kA
and more, the potential of the ground rod would still rise to many thougsands of volts,
which could hardly be called a safe potential. There is currently no practical way to
achieve a sufficiently low earth electrode impedance to keep the potential rise during a
lightning strike within safe limits.

To summarize, a good low-impedance connection to earth 1is desirable where lightaiag
protection is important, but it is not meaningful to require (as many of the standards do)
a 19 or even a 10 @ ground-rod resistance. These requirements, which are difficult to
meet, add nothing to the safety of pergonnel and equipment, but they do add to the cost of
a facility. Good grounding practices to protect against the effects of lightning are dis-
cugsed in the rveferences mentioned. The i{mpedance to earth of the earth electrode system
is only one aspect of the protection system; another important one concerns step and touch
potentials, especially near high-voltage distribution systems. However, this {s rarely
discussed in electromagnetic specifications and standards. An exception are the IEEE stan-
dards mentioned above, and a good discussion on this subject can be found fn IEEE-STD-142,
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3. Interference Control.

It is appareant that grounding cannot reduce interference, provide an 1nfin1te current
gsink, or prevent the potential rise of an earth electrode due to a lightning strike. How-
ever, it is popularly believed that one can "ground out"” interference; therefore, a shield
will be “"grounded” when, in fact, it should be "closed.” While poor grounding practices
may aggravate an interference problem, grounding per se 1s not a tool for interference
control. We need only recall the basic concept of interference control: the impervious
barrier between the source and the protected circuit. It is difficult to imagine how
grounding can be used as an element of the barrier. However, it 1s easy to violate a

barrier by passing an insulated grounding conductor through 1it.

One of the Incompatibilities found most frequently in the standards and specifications
reviewed (Appendix A) is the penetration of a shield by a ground conductor. The NEC does
aot require a ground conductor to penetrate a cabinet or a shield. All that is required is
a low-impedance connection to the ground point at the service entrance. It makes little
difference whether the ground 1s connected inside or outside the cabinet for dec or low
frequencies, but for high frequencies and transieats, the location of the ground counection
is signiffcant (Figures 18 and 19). At high frequencies, the skin effect forces curreats
to flow on the surface of conductors, and the connection made inside the cabinet will also
introduce all the undesirable high-frequency noise. For safety reasoms, it is clearly
unnecegsary to carry the ground conductor through the cabinet (if the cabinet 1s not metal
it need not be grounded); a better approach is shown in Figure 20, This approach is
compatible with all electromagnetic Interference control disciplines, and with safety
considerations as well, We cannot emphasize enough that grounding conductors should never
penetrate barrier surfaces.

Since an electromagnetically compatible grounding scheme such as the one illustrated in
Figure 20 can be used, the requirements for a particular grounding electrode impedance for
interference control purposes are baseless. Furthermore, making the system performance
independent of the earth electrode impedance {s strongly desirable {nasmuch as the
available sofl conditions range from mountain granite to salt marsh and from permafrost to
desert sand. Requiring a controlled electrode impedance under a wide range of conditions
that are not under rthe contrel of the designer is as illogical as it 18 uanecessary, since
the cost {s significant but the benefit is nil.

Of coursa, if one insists on violating the system's interfereance control barriers with
grounding conductors that connect signal common to the earth electrode, then control of the
grounding coaductor impedance is necessary, The required value {s O R; however, achieving
even a | @ approximation to this {mpedance {s not possible with the range of "earth™ types
noted above. Again, the cost of making this connection {8 significant because of the added
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FIGURE 20 A COMPATIBLE GROUNDING TECHNIQUE

effort in installing and maintaining this grounding system and because of the extra burden
on the equipment designer to make his circuit performance {ndependent of a ductor that

is not under his control. The benefite received for this cost are negative; the system
performance {8 degraded, rather than lmproved. Complex electronic and communications
systems can operate without the connection to earth — aircraft such as the AWACS and
AABNCP do quite well without a ground tether.

C. SHIELDING CONSIDERATIONS.

As noted above and {n Section I, a closed conducting shield provides an excellent
barrier between the enclosed volume and the external volume, Howaver, {f the shield {s not
closed, it may not be an effective barrier; i{n particular, if the shield contains openings
through which insulated conductors pass, the barrier may be almost totally clrcumvented by
the penetrating conductor. In practice, then, shields are violated by apertures and pene-
trating conductors and are not necessarily good barriers. Nevertheless, they say be ele-
wents of a good barrier composed of metal walls with aperture treatments and penetrating




conductor treatments. The effectiveness of the practical barrier Is almost always limited
by the aperture and conductor treatments rather than by the penetration of fields through
the walls.

4n important exception to the last observation is the long, slender shield of a
cable. Because it {s long and has a small cross section, and because the intermal
conductors are aligned for maximum interaction with the shield curreat, significant
penetration of the cable shield can occur. Even this penetration is small compared to that
induced on intermal conductors at open cable ends or open splices by the shleld curreats
and voltages. Thus, a cable shield, 1like any other shield, must be closed to be an
effective barrier. This was recognized long ago In high-frequency applications and maany
different panel connectors have been developed to circumferentially connect a cable shield
to an equipment cabinet, thus closing the cabinet shield.

In sgpite of these considerations, it 1s still common practice for low-frequency
applications to “ground“ the cable shield at one end only and to leave up to 20 mm of wire
expogsed at both ends, These exposed wires are insulated conductors penetrating the shield;
hence, they provide a path for interference to enter a system.

A practical shield containing the openings necessary to accommodate useful systems is a
rather ineffective barrier due to the holes in the walls rather than due to limitations in
the metal walls themselves. Therefore, the most effective barriers contain metal shields
a8 a component, but the greatest affort in barrier design {s devoted to identifying the
holes and providing bavrier-preserving devices at these locations, One current limitation
facing the interference control eugineer is that he has little information on the absolute
or relative effectiveness of wmany aperture treatwent techniques. For example, when is an
aperture too small to be of concern? How many apertures can be tolerated? Sowme mesh
“shields” are, i{n essence, simply a large collection of apertures; if such a “shield" fs
adequate, need we be concerned about windows, doors, and air vents? Further work (prodbably
experimantal) i{s required to provide quantitative data in this ares.
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vV CONCLUSIONS

We have presented a systematic approach to interference control that is conceptually
simple and therefore easy to implement. The approach is derived from electromagnetic
theory, and it applies equally well to problems in electromagnetic compatibility, EMP and
lightning, and safety. In today's communications facilities, many different requirements
have to be met simultaneously. A unified approach to these various requirements is iapor-—
tant for the maintenance of a cost-effective facility. Since the techniques described in
Sections II and III are compatible with all electromagnetic disciplines, little extra cost
will be involved 1if, for instance, a facility meets only EMC requiraments but, at a later
time, EMP requirements are imposed. At present, some of the EMC requirements and practices
conflict with each other as well as with EMP requirements; thus, if EMP hardness is imposed
on a facility that did not have to meet such requirements initially, it can be implemented
only at great cost.

We have examined the different methods used to treat first- and second-level harrier
penetrations. The techniques differ because, for EMP and lightning protection, the first
barrier is required to reduce hundreds of kilovolts to the order of hundreds of volts,
while the gacond barrier i{s only expected to reduce interference of the order of hundreds
of volts to volts. We have also described a aystem for {aterference allocation that will
slaplify EMC requivemeants.

During our rveview of the large number of documents relating to electromagnetic specif-
ications, standards, and testing, it became clear that the terns grounding, bonding, and
shielding are often used interchangeably; although these terms are velated, they are by no
means aynonymous. Many of the fncompatibilitiaes discovered {n the standards and specifica-
tions listed In Appendix A arise from a poor understanding of these terms. We have offered
appropriate definitions in Section IV.

We felt that four of the documents revicwed deserved a more eoxtensive discussfon he=-
cause of their widespread wuse; MIL-STD-285, [IERE~PRP-299, MIL-STD~461/462, and
HIL-STD-188-124. These discussions are pressnted ia Appendix B. (A more condensed versfon
of these reviews is given in Appendix A.)

We conclude that serfous incompatibilities exist {in presently used elactromagnetic
specifications and standards. Wc have presented one approach to meeting requirements {n a
unified canner; however, adoptiou of new techniques and ocethods will be a slow process

because sosme of the preseat practices are firmly established (even though {t {s known that
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some of these practices do not work). The techniques proposed must be demonstrated to be
workable prior to their acceptance; however, with their basis in fundamental electromag-

netic thaory, such a demonstration of effectiveness should be readily accomplished.

The goal of thi~ phase of the program was to ildentify incompatibilities in currently
used specifications and standards. In Appendix A we have listed those ‘ncompatibilities
that are explicitly required by the standards, and those that result from practices permit-
ted (although not required) by the standards. It should be recognized that the numher of
incompatibilities listed does .not represent a rating of the standards in question. In
Phase II of this program, alternatives to the incompatibilities identified im this report
will be developed and demonstrated. The regsults of Phase II will be presented in a sub-
sequent report.
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Appendix A

INCOMPATIBILITIES IN EXISTING STANDARDS

The following pages prasent reviews of 70 military and industrial standards or
specifications related to electromagnetic requirements such as EMC, EMP and lightning, and
safety. Each document is identified in the upper left-hand corner of the listing by its
abbreviated name or identification number; for instance, MIL-STD-285. (The list is
presented with the identification codes in alphabetical [not numerical] order.) This is
followed, on the left, by keywords (the file is computerized and can be searched by
keyword). On the upper right of the listing is the full title as it appears on the
document, followed by the year of publication and the publisher (in parentheses), Beneath
the title, authors are identified, if known, followed by remarks (in parentheses).
Incompatibilities are listed by section. (Reference to a different document under this
heading means that the incompatibilities of the referenced document are implied to the
extent the referenced document applies,)

The selection of documents was initially based on their frequency of use, but we found
that many less-known references were often quoted in these documents, If these quoted
references had substantial impact on electromagnetic practices, we included them in the
review. No ranking in order of importance has been attempted,

The list presented in this appendix is for reference only; the principal purpose of the
data base was to provide on-line cross-reference capabliities during Phase I of the
project. To reduce the cost of data storage requirements, many comments given under the
heading "Incompatibilities” are terse. This in itself should not pose any difffculties in
interpretation; none of the remarks made 1s intended to explain why a given practice is
incompatible, since this subject has been dealt with at length in the main body of the
report. Abreviations have been avoided, with the exception of the most common ones 1like
EMP, EMC, DoD, USAF, etc., which are assumed to be familiar to the reader,

In this phase of the program, the incompatibilities between the reviewed documents and
the general principles of interference control (as outlined in this report) are

{identified. Proposed revisions to make the documents compati{ble with these general

principles will be generated and demonstrated in Phase Il of the progran.




AFRPL-TR-69-89

Attenuation

RF! Attenuating Haterials and Structures (1989.
USAF)
Prepared by R.B. Coudell/R.A. Hupps/J.N. C'Leary

Shielding Effectiveness

Enclosure Design

(Report Produced for WP-AFB)

INCOMPATIBILITIES
None identified

AFSC-DH-1-4

EMC

Lightning

EMI

Grounding

Bonding

Shielding

SECTION
3a2-2.2.1

Electromagnetic Compatibility (1973 USAF)

(An AFSC Design Handbook}

INCOHPATIBILITIES

Shield grounded st one end. Recommends carrying shield
through a connector pin and then bonding internally to
equipment enclosure

588=-3.1 Penetrating ground conductors. Poor grounding scheme for
shielded cahles
RIR-1189 Rirborne Internal Intortace Standards for

Interface Standards
Multiplex Systams

Hoderate Bit Rate Digital Time
Division-Multiplex Systems (1972 SAE)

Airborne (Aerospace Information Report)
INCOHPATIBILITIES
None identified
RIR-1334% Cabling Guidelines for Electromagaetic
Compatibility (1978 SAE)
Cabling Guidelines
ENC (Aerospace Iniormation Report)
SECTION IHCOMPATIBILITIES
1.6 Definition of ground as infinite current sink
2.2 Penatrating ground conductor
2.8.3 Parmits ungrounded (open?) shield

o




HEPO—

AHCP-706~-235 Hardening Weapon Systems Rgainst RF Energy (1372

o e "

RHO)
Lightning .
Shielding Effectiveness (An Engineering Design Handbook)
EMP
Grounding
EMI
g EMC
3
N INCOMPATIBILITIES
3 None identified
)
E AHRC~R-17 Engineering Design cuidelines ¢or EMP Hardening
- 6¢ Haval Hissiles and Alrplanes (1373 RRVY)
;| ENP
A Navy (Prepared by MRC)
- 3 Aircraft
SECTION IKCOHPATIBILITIES
4.t.1, 4.1.2 Penetrating ground conductor .
RRP-1308A Preterred Electrical Connectors for Rerospace
- Vehicles and Rssociated Equipment (1377 SRE)
3 Connectors
3 Aerospace Vehicles (Aerospace Recommended Practice)
INGOHPRTIBILITIES
Hone identified
BELL-192S3 ENP Engineering and Design Principles (1373 Bell
Laboratories)
ENP
Theory
3 Dasign Guidelines
* N Coupling
3 Shielding
Susceptibility
SECTION INCOHPATIBILITIES
ch. 7 Filter mounting not discussed
4.5 Claims rebar 13 effective shield without considering
penctrations
5.3 Neglects untraated penetration as violation of shield
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C1i4.1/1EEE~-STD-142 Grounding of Industrial and Commercial Pouer
Systems (1372 IEEE)

Grounding

Power Systaems (IEEE Green Book)

INCOHMPATIBILITIES
None identified

€37.13/IEEE-STD~20 Lou=-Voltage AC Pouer Circuit Breakers Used in
Enclosures (1973 ANSID

Low Voltage

Pouer Circuit Breaker

INCOMPATIBILITIES
None identified

C37.90a/IEEE~STD~472 Guide for Surge Hithstand Capability (SHC) Tests
(1974 RHSI)

Surge Withstand

Capability (Supplement to €37.90-1971)

IHCOHPATIBILITIES
None identified

C62.1/1EEE-5TD~28 Syrge Arresters for ARlternating-Current Pouer
Circuits (1375 ANSID)

Surge Arresters

Pouwer Circuits (Supercaedes IEEE-STD 28-1972)

IRCOHPATIRILITIES
Hone identified

DA-36-0039 Intertaerence Reduction Cuide (1364 ARHY)
Interfaerence {(Prepared Ly Filtron Company (2 Volumes))
ENC

ENI

Grounding

8onding

Shielding

SECTION INCOHPATISILITIES

p. 2-8 Penetrating ground conductor (in text, also in Figure 2-3)
p. 217 Penetrating ground conductor

p. 2-182 Shield grounded at one end only

p. 2-186 Shield carried through connector pin
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DACR?3-67-C~0016 Design Instructions for NEHP Protection o¢
SENTINZL System Ground Facilities (1969 ARHY)

EMP Protection

Ground Facilities

INCOMPATIBILITIES
None identified

DARCON-P-706-41¢ Electromagnetic Compatibility (1977 DARCOM)

ENC (Engineering Design Handbook) P4
EMI 5
Grounding E
Coupling ;
Susceptibility .
Filter ;
Shielding Effectiveness E
Bonding
Measurements

SECTION IRCOMPRTIBILITIES

4-4.9 Shield grounded at one end only .

4-5.5.2 Figure 4-68 shous two undesirable methods for mounting D
tilters ’

4.7.1 Penetrating ground conductor

DCAN=310=70~1 Grounding, Bonding. and Shielding (1376 DCA) " 3

Grounding (Yo be replaced by HIL-HDBK-419)

Bonding :
Shielding rf
Earth Electrode L
Ground Rods 1
Lightning Protection

Pouer Protection

Intaerference Coupling

tnspaction

INCOMPATIBILITIES =
This document gontains many of the incompatibilities found s
tnh MIL-STO-188-12K4.




3 DOD-E-8333C Electronic Equipment, Rerospace , EXxtended Space
{ Environment, General Specification For (1977

i Electronic Equipment poD)
: EMC

Aerospace (Replaces draft MIL-E-8983C)

SECTION INCOMPRTIBILITIES

3.5.4.2 Refers to DOD-W-83575 for shielding and grounding criteria

3.3.4 Requires aperture and seam treatment but implicitly }
3 permits penetrations 3
3 3.3.6.0 With no EMP requirement, shield may be connected through

connector pin

DOD-KR~83375A Hiring Harness, Space Vehicle, Design and
] Testing, General Speclification For (1977 USAF)
3 Wiring
3 Space Vehicle {Replaces MIL-W-83575A draft}
4 Test Requirements
9 Cables
3 EMC
Shielding
Grounding
EMP
SECTIOK INCOHPATIBILITIES
3.4.3 Shield grounded at one end only
3.4.3.3 permits open shield when no EMP specified, with up to 20
. mm exposed wire
lEEE~PRP~299 Heasurement of Shielding Effectiveness of
fiigh-Portormance Shlelding Enclosures (1969 i
Shielding Effectiveness 1EEE) } 3
Heasurement “
2 Shielding Enclosures (Published for Trial Use) i
3 SECTIONR IRCONPATIBILITIES
3 4.2, 4.4, S Test results not relatable to operating
3 environment/response
3 4.2.%, 4.4.5, Test results probably not uniquer difforent testing labs
3 5.8 may get different results for same enclosure 13




IEEE~RP-135 Aircratt, Missile, and Space Equipment
Electrical Insulation Tests (1969 IEEZE)

Aircraft

Missile

Space Equipment

Insulation Test

INCOMPATIBILITIES
Hone identified

IEEE-STD-141 Electric Power Distribution for Industrial
rlants (1976 IEEE)

Safety

Pouwer Distribution (IEEE Red Book)

Industrial Plants

INCOMPATIBILITIES
None identified

IEEE-STD-24 ¢t Electric Pouer Systems in Commercial Buildings
(1974 IEEE)

Pouwer Systenms

Commercial Buildings (1EEE Gray Book)

INCOHPATIBILITIES
None identified

IEEE-5TD~32 Requirements., Terminology, and Test Procedure
gor Neutral Grounding Devices (1978 IEEE)

Neutral Grounding

bDeviges

Test Procedure

IRCOHPATIBILITIES
None identified

IEEE-STD-40ON Pouer cable Joints (1977 IEEE)

Pouwer Cable Joints
Splice

INCOHPAYINILITIES
Kone identified




1EEE-STD-80

Safety in Substation
Grounding

Guidelines

Earth Electrodes
Ground Grid

Ship Potential

Touch Potential
Pouer Lines

Satety in Substatien Grounding (1976 IEEE)

INCOHPATIBILITIES
None identified

IEEE-STD-82

Impulse Voltage Test
Insulated Conductors

Impulse Veoltage Tests on Insulated Cenductors
(1971 IEEE)

INCOMPATIBILITIES
None identified

IEEE-STD-94

Pouer Systenms
Generation Control
Definitions

IEEE Standard Definitions o¢ Terms for Automatic

Generation Contrel on Electric Pouer Systenms

(1970 IBEE)

INCOHPATIBILITIES
None identified

ISR-RP-12.2

Safe Ianstruments
Ignition
Hazards

Intrinsically Safe and Hon-Incendive (sic)

Eleoctrical Instruments (19635 ISR}

THCOHPATIBILITIES
None identified
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HIL-B-50878B Bonding, Electrical, and Lightning Protection,

for Rerospace Systems (1368 USAF)
Bonding B

Grounding
Aerospace Systems
Lightning Protection

SECTION INCOMPATIBILITIES

3.4.2.b None required, but grounding conductors permitted to
penetrate shield surfaces

HiL-C-172¢C Cases/ Bases, Hountings/ and Mounts, Vibration
(For use uHith Electronic Equipment in Rircraft)

Enclosures (1977 USAF)

Bases

Aircraft Equipment (Specifications for enclosures only)}

SECTION INCOMPRTIBILITIES

3.5.1.4 Requires aperture and seam treatment but implicitly

permits penetrations

HIL-C-38993¢C Connector, Electrical. Circular, Miniature. High
Density QuicK Disconnect (Bayonet, Threaded and
Connector Specifications 8reech Coupling), Environment Resistant,

Removable Crimp and Hermetic Solder Contacts,
General Specification For (1979 DOD)

SECTION INCOMPATIBILITIES

3.31% Measurement method not applicable above ' GHz, corrected
by amendment 3

HIL-E-6031D Electromagnetic Compatibility Regquirenments.

System (13968 USAF)
ENC

System Requirements

INCONPATIBILITIES
Hone identified

HIL-E-8983C Electronic Equipment, Rerospace, Extended Space

Environmont, Conoral Speciftication for (13727
Spacae Vehicles 00D)

General Specifications
(Now issued as DOD-E-8983C)

IHCOHPATIBILITIES
See DOD-E-893813
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HIL~HDBK~-216 ’ R.F. Transmission lines and fittings (1577 poD)

Transmission Lines (poes not dec! with penetrations or filter
Filters locations)
INCOHPATIBILITIES

None identified

HIL-HDBK-41t2 Facility Handbook for Satellite Earth Station
(1979 DOD)

Satellite Earth Station

Grounding (Drait only - not approved yet)

Earth Electrodes

Noise Reduction

SECTION INCOHPATIBILITIES

4.4.5.3¢ Voltage divider is actually lowu-pass filter (will not pass
transients above 10 kHz)

4.9.3 Separate ground system recommended for lightning and EMP
protection

4.9.9.5 Grounding requirements are not clear

4.9.16 Signal ground conductor is nlso protective ground
conductor (fault currents ilow on signal ground network)

4,10 Ground system supposed to maintain 2qual potential
throughout facility {not possible and not necessary}

4.10.1.2 Implies that an earth ground is a current sink. Design
objective: < | ohm ground rod resistance

4.10.2.3 Gss tubes may not tolerate lightning surges on exterior
wiring

4.10.4 Signal reference subsystem supposed to CONTROL noise
currents

4.10.4.1 Penatrating ground conductor

4.10.4.2 Requires signal ground to earth electrode, conflicts uith
section 4.9.9.5

4.10.4.3 Conflicting requirements for stgnal relerence and ac power
ground connections

4.10.4.4 Conflicting requirements: shield isolated from chassis

ate.. yet connected to signal (and hence ag pouer) ground

HIL-P-240 14 Preclusion of Hazarda from Electromagnotic
Radiation to ordnance, General Rejuireoments for

Weapon Systenms {1965 NAVY)

ERC

Radiation

EED

SECTION IHCOHPATIBILITIES

3.8.6 Hone fdentiffed, but refers to MIL-B-5087 for GROUNDING

the weapon (and hence permits ground conductor
penetrations)




HIL-STD-108E

Detinitions of and Basic Requirements for
Enclosures for Electric and Electronic Equipment

Enclosures (1966 bOD)
(Deals only with mechanical properties of
enclosures)
INCOMPATIBILITIES
None identified
HIL-STD-1310D Shipboard Bending, Grounding. and Qther
Techniques for Electromagnetic Compatibility and
8onding Safety (1979 DOD)
Grounding
EMC (Contains idea of grounding out interference)
Safety
Ship
NAVY
SECTIOR INCOMPATIBILITIES
3.9, 3.11 Poor definition of grounding -~ implies penetrating ground
conductors
§.2 Recommends tree ground
5.2.3 Requirement: No ground loops
5.3.5.1, No termination of conduit specified
5.4.7.2.b
HIL-STD=-1327 Effectiveness o¢ Cable, Connectar. and Heapon
Enclosure Shielding and Filtors in Precluding
Shielding Hazards of Electromagnetic Radiation to
Cabling Qrdnance, Heasurement of (1971 NAVY)
Connectors

Weapon Enclosure

(Refers to MIL-P-2401K)

Shielding Eifectiveness

Filtars
INCOMPATIDILITIES
None itdentified
HIL-STD~1393A Filters and Netuorks. Selection and Use ot (1379
o0D)
Filters
Hetuorks
SECTION THCONPATIBILIYIES

2.1

Restriction: reference to MIL-STD-220 means all insertion
loss specifications are for 50 ochm caircuits

Pra——,




HIL-STD-1312

EED

Test Methods
EMC
Subsystenms

SECTION
5.3

Electroexplosive Subsystems, Electrically
Initiated. Design Requirements and Test Hethods
(1976 USAF)

INCOMPATIBILITIES

Requires tuisted shielded pairs used in unbalanced
configuration

Firing circuit return grounded at one end unly

Implies normally floating circuits but, if grounded, at
one end only i

HIL-STD-1540R

USAF

Space Vehicles
Test Requirements

Test Requirements for Space Vehicles (1974 DOD)

(Refers to MIL-STD-1541 for EMC tests)

ENC
IRCOHPATIBILITIES
See MIL-STO-1541
HIL-STD=-1541 Clectromagnestic Compatibility Requirements for
Space Systems (1973 USAF)
EHC

Space Systems
43

(Will be superceded by MIL-STD-15U1A}

SECTION IRCONPATIBILITIES

4.6.2 Requires aperturm treatment but does not montion treatment }f
of penetrations [ 3

4.7.1.13 Tuisted shielded pair grounded at one end only '

§.7.1.5% Shield grounded at one end only

4.7, 1 Parmits shield termination inside equipnent

HIL-STD-1381A Electromagnetic Compatibility Requirements for

Space Systens
gnc
Grounding

SECTION
3.10
4.10.9

Space Systons (1977 USAF)

{Draft - not approved yet. Rovision of
HIL=-STO~154) (USAF))

IHCOHPATIBILITIES
Single point ground (S5PG) is also signal reference
faplies that ground netuotk may be used ior pouwer return
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HIL-STD=-1542 Electromagnetic cCompatibility (EHC) and
Grounding Requirerents for Space System

EMC - Facilities (1974 USAF)

Groundinrg¢

Space System Facilities

SECTION INCOHPATIBILITIES

3.01.8 Requires single point ground

4.2 Illustration contains ground loop, and implies penetrating
ground conductor

4.3.2 Requires ground rod resistance to be less than | ohm

4.4 Ill-conceived relation of lightning and ground rod

4.5 Rejuires penetrating ground conductor (in text, and in
Figure 1)

S.1.1, No penetration treatment

S.1.1.1¢ Specifies filters for some conductors but permits
unfiltered penetrations by others

S.1.1,.13 Requires shielding without penetration treatment

5.1.2.6 Requires single point ground

5.2.1% Emphasizes ground loop problems, without proper
recommendations

5.2.2.2 Shield termination unclear

5.2.2.3 Poor uwording. Requires lou frequency (<100 kHz) ground at
one end only, high frequency (> 100 kHz) multipoint ground

5.2.3.1 Emphasizes ground loop problems. recommends isolation of
ground from butlding structural steel

5.2.5 Interference timit not reintablie to operating environmaent

5.2.8 Shielded twisted pair catried through connector and
junction boxr

HIL-STD~13530 Rircraft Iaternal Yime Division (1378 DOD)

ENC - tRefers to MIL-E~6051 for EHC)

Data Bus : -

Computer

SECTIOR IACOHPATIBILITLIES

4.5 Conducters penetrate shield (Figure 9 and 10)

HIL-STD~ {565 Procedures tor Cenducting a Shipboard

Electromagnetic Interforonce (ENHI) Survey

Test mcthods (Surface Ships) (1973 NAVY) :

futocinrenge Limits

iHe

EHI Survey

SECTION IHCOHPATIBILITIES

5.1.2 Intorference linits specified appear to be arbitracy

5.2.1 Refers to HIL-8TD-1310 for ENC, does not meution

shielding, only bonding and grounding




HIL-STD-188-120 Hilitary Communication System Standards Terms
and Detinitions (1376 DOD)

Definitions

Communication Systems

SECTION IHCOMPATIBILITIES
p. 43 Definition of Ground Potential and Ground-Raturn Circuit
are restrictive compared to detinition of Ground

HIL-STD-188~124 Grounding, Bonding and Shielding (1978 DOD)

Grounding (For Common Long Hauls/Tactical Communication

Bonding Systems)

Shielding

Signal Grounds

SECTIOR INCOHPATIBILITIES

5.1.1.01.0 Signal circuits connected to earth electrode system
(implied)

5.1.1.1.5 Signal reference subsystem connected to external earth
electrode subsystem (implied)

5.1.1.2.4 Implies relation betueen low-fraquency signal reference
network and the fault protaction subsystem

S.1.1.2.4.4 Cable shield system is required to be connected to ground,
not continuous with facility shield

5.1.1.2.5.5% de¢ pouwer ground (a zone t ground) required to be connaected
to the earth electrode system {(a zone 0 ground)

5,1.1.3.10.1% Implies that shield system can be opened by the condoned

use of non-metallic wanholes

S.1.1.4.2 Signal ground plane connected to building structure and
earth electrodo

5.1.1.4.3 Signal ground connected to carth electrode system

S.1.1.4.7 Signal and intoerior grounds connected to extariov grounds

{penetrating ground conductors), i1mplies signal ground
comingled with facility and exterior grounds

$.1.2. 1 Signal common isolated ftrom interior of cabinet (floating}

5.1.2. .2 Signal reference 150lated from interior of cabinet
(floating?

S5.1.2.1.1.4 Shields required to be grounded, rather than closed. (a}
Furthermore., shield 18 to be grounded to signal teference
netuork

5.1.2.0.1.5 Shields required to be grounded, not closed

5.1.2.1.4.% {a) and (b) Signal referencoe subeystem (zone 2! coennocied
to facility ground system (2ons 1)

5.3.1.2 Impltos that shields to be used only ii faslure is
demonstrated

5.3.2.7 Coble shields must be bonied topather but ihey are to be

open (not closed with facility shield systan?




HIL~STD~183C Military Communication System Technical
Standards (1976 RRHY)

Communication

Technical Standards (Standardization of operating features of end

Harduare instruments in communication systems, does not
deal with detailed designs)

INCOHPATIBILITIES
None identified

MIL-STD~-1543 Racks, Electrical Equipment, 19-Inch and
Rssociated Panels (1361 DOD)
Equipment Rack

SECTION TACONPATIBILITIES
3.1 Base is bolted to rack, no specifications for conductivity
HIL-S§TD~202C Test Hethods for Electronic and Electrical

Component Parts (1965 DOD)
Electronic Components
Test Methods

INCOHPATIBILITIES
None identified

HIL-STPR-220R Hethod of Insertion-Loss Measurement (1959 DOD)

Insertion loss (Foreword: ",..little correlation betueen ....

Measurement test and performance of filter in particular
application...™)

SECTION INCOHPATIBILITIES

1.1 Method applies to 50 ohm circuits only




MIL-STD-285 Attenuation YHeasurements for Enclosures,
Electromagnetic Shielding, for Electronic Test

Attenuation Measurements Purposes, Method of (1956 DOD)

Electromagnetic

Shielding Effectiveness

SECTION INCOMPATIBILITIES
4.1.3 Test method not valid for all required frequencies
4.1 Test results not relatable to operating

environment/response

4.1.1.4.2, Test results not unique: different labs will get different
4.1.2.5.2, test results for same enclosure

4.1.3.4.2

HIL-STD-454E Sstandard General Regquirements for Electronic

Equipment (1977 DOD)
Electronic Equipment
General Requirements

SECTION INCOMPATIBILITIES

69-3 Requires insulated conCuctor penetrations through shields

1-3 Definition of single point ground unclear

HIL-STD~46 1R Electromaghetic Interference Characteristics
Requirements for Equipment (1973 DOD)

EMI

EMC (Replaced by MIL-STD-461B)

Equipment Requirements

INCOMPATIBILITIES
See MIL-STD-4618B

HIL-STD-4618 Electromagnetic Emission and Susceptibility
Requirements for the Control of Electromagnatic
EMI Interference (1980 DOD)
EMC
Tast Requirements
INCOHPATIBILITIES
See Appendix B -
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HIL-STD-462 Electromagnetic Interference Characteristics,
Heasurement ot (197t DOD) -
EMI
EMe
Measurements e
INCOHPRTIBILITIES N
See Appendix B
HIL-STD-483A Detinitions and System of Units, Electromagnetic
Interference and Electromagnetic Compatibility
EMI Technology (1977 DOD)
EMC
Definitions
Units
SECTION INCOMPATIBILITIES
4,28 Poor ucrding
4,171 Refers to MIL-STD-285 for standard military shelters .
4.86 Good definition of Grounding (NATO and NEC) }«
4,165 Claim: Dielectric shield is a barrier for EM energy i
|
HIL~STD-826R Electromagnetic Interference Test Requirements /{
and Test Hethods (1387¢ USAF) ol
EMI .
Test (For new procurements use MIL-STD-461/462) .
|
INCOHPATIBILITIES '
None identified" i
MIL-H-83573A Hiring Harness, Space Vehicle. Design and g
Testing (1977 USAF) 4
Space Vehicle
Shielding (Now issued ag DOD-W-83575A) L
Cabling B
Grounding i;
INCOMPATIBILITIES

See DOD-W-835754A

F N




RASA-SP-~3067

RFI Handbook
EMC

Radio Interference Handbook (1921 NASR)
Prepared by Ralph E. Taylor .

Lighting Protection

INCOHPATIBILITIES
None identified

RAVAIR-AD-1113 Electromagnetic Compatibility Design Guide for
Avionics and Related Ground Support Eguipment

EMC (1974 Navy)

Shielding

Bending

Grounding

Filters

Test

SECTION INCOMPATIBILITIES

5.4.2 Shield grounded rather than closed

p. 7-8 Figure 7.7 does not include balanced circuits

NAVFAC-DH-4 Electrical Engineering (1968 HAVY)

EMI (Design Manual)

Lightning
INCOHPATIBILITIES
None identified

NFPA-70 National Electric Code (1378 NFPRA)

NEC (Primary goal is safety)

National Electric Code

SECTION INCOHMPATIBILITIES

250 None identified, Penetrating ground conductor often
implied, and certainly permitted (but not necessary for
safety)

NFPA=23 Electronic Computer/bData Processing Eguipment

(1976 KFPR)
Computsar
Fire (Primary concern is f{ire hazards)

IRCOHPATIBILITIES
Mone identified




NFPA-78 Lightning Protection Code (1977 KFPA)

Lightning Protection

SECTION INCOMPATIBILITIES

3-22 Permits ground conductor penetrations

3-258 Requires interconnection of ALL grounds

3-32 I1f sterl structure only in center of building, possible

EMI problem

RSUC-75~-132 Emp Design Guidelines for Naval Ship Systems
(1975 KSHC)

Navy Handbook Prepared by IITRI

HEMP

Hardening Guidelines
Ship Hardening
Coupling

Antennas

Apertures

Cables

Protection Devices
Installation Practices

Retrofit

SECTION INCOHPATIBILITIES

5.4 Refers to MIL-STD-1310 for ground system

$.4, 3.3.3 Stresses importance of penetration treatment of ALL cables
and pipes eto., but never mentions ground conductors.
Shouws penetrating ground conductors in Figure 5.20

TIB-78-1 EHMP, Lightning and Pouer Transients: Their

Threat and Relevance to Emp Protection Standards

EMP for Telecommunication Facilities (1978 NCS)

tightning

Transients (Prepared by DCEC)

Standards

Communication Facilities
INCOHPRTIBILITIES

None. Contains EMP and lightning data only




-
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Appendix B

REVIEW OF FOUR COMMONLY USED STANDARDS

Four of the standards were particularly important due to their widespread use.
Therefore, we have prepared a more extensive review of the four standards: MIL-STD~285, i
IEEE-PRP-299, MIL-STD-461/462, and MIL=STD=188~124.

S S e M g e
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1. Review of MIL-STD-285 dated 25 June 1956

ATTENUATION MEASUREMENTS FOR ENCLOSURES, ELECTROMAGNETIC
SHIELDING, FOR ELECTRONIC TEST PURPOSES, METHOD OF

Paragraph 1.1 of this standard states its scope: “This standard covers a method of
measuring the attenuation characteristics of electromagnetic shielding enclosures used for
electronic test purposes over the Irequency range 100 kilocycles to 10,000 megacycles.”

The test is basically 4 substitution method to measure the amount of attenuation re-
quired to produce the sama  hsnge in transmission between a transmitting antenna and a
recelving antenna as the shielded enclosure produces whean 1t {s placed over the receiving

antenna system.

Three types of anteunas are used: a loop 1 ft. in diameter, a monopole 41 in. loung, and
a dipole tuned to 400 MHz. An avray of excitation sources, including ignition coils from
Hodel~T Fords, is recommended. According to the standard, the sources may be continuous
, wave (CW), wmodulated CW, pulsed CW, or the pulses from one of the electromechanically
switched sources.

Although the standard is meant to cover frequeacies from 100 kHz to 10 GHz, the loop
and monopole antennas do not appear to be suitable for measurementa above about 100 MHz,
aad the CW plane wave source is'implied to be a fixed-frequency 400 MHz source. Therefore,
the validity of the standard's recommended test methods 1s questionable sabove a few hundred
megahertz.

Although the distance betwsen ti.e transmitting antennas and the shield wall and the

distance botwoen the wall and the receiving antenna are spucified, the location and orien-
tation of these antennas are not fizeds The transmitting antenna can be ".,.anywhers
around the enclosure and {n any orientation to the section seams and access panel seams.”
We agsume that the {ntent is to find the orientation and location that produce the largest
leakage, but the scandsrd does not state this; it merely gtates that "saveral readings”
(plane wave), or "A reading...on all four sides...” (low-impedance fields), or “A read~
iug...at each side...” (high~impedance fields) should be taken and the lowest of these .
recotded (Figures B~1 through B-3). Thus, it seems likely that dtfferent laboratories
could test the same eaclosurs and obtainm quite different results,

Another saricus problem with the standard is the “"substitutfon” method used to measure
the atteauation. Because the loop and mcanopols aatennas are only 25 in. apart, they are
inauctively coupied whan the shield {a not presgent. When tho shield is present, it {s in
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4.1.1.4.2 The position of L, with respect to

A the enclosure shall be anywhere around the

enclosure and in any orientation to the section

seams and access panel seams. A reading shail

4 be taken on all four sides of the enclosure, and

1 the minimum attenuation recorded. This shall
be a minimum of 70 db.

MiL-STD--285
13 June 1956

1
e
/
]
gy
"1
gty
—
1
-
|
—
ol
4
dy =12 inches.
dymaeparstion between (nser and outer shields
d; »12 inches.

do w28 inches-~(d; +dy+di =d.).
8§ =Outer screen.
S = Inner screen,

§ =Low impedance signal source to obtain adequate outpur at the lrequency of test
Diwit Inenu

of test =One {req In the 150 to 200 ke. range,
ln 'l‘ruumitunz loop ndlnar. lov lrnpodum Qnt turn of No. § AWG copper wire. Orlented at any sngle o 2 plane
ta the & wall.

D = Detector of td-qu:u sensitivity tuned to {requency of test, Used oaly sa & reference level indlestor.
Lt = Recelving loop antenna, positioned in the same plane as L.

A =DB attenuator of low impedance inpit, calibrated at the frequescy of test.

Ci, Cp, Cy = Shielded transmission fae cables. As short ax pomible and used only if necessary.

Hote.~The code letters used on this figure should not be confumd wilh slectrical and ¢l i
tiona (aee MIL-8TD-18).

Jiagnae

FIGURE B8~1

ATTENUATION MEASUREMENT LOW-IMPEDANCE MAGNETIC FIELD




4.1.2.5.2 The positioning of R, with respect MIL-STD--285
to the shielding enclosure walls shall be any- 25 June 1956
where around the enclosure, in any orientation
to the section seams and access-panel seams.
A reading shall be taken at each side of the
shielding enclosure and the minimum attenua.
tion recorded. This minimum shall be over

106 db.
S S
c
- s
s aad

A 0
dy =12 inchas. di=12 inches.
dy »Separation between laner and outet shislds. 4y =28 inches = (d; +3, +d; =d).
81 mOuter screen.

8y = laner screen.

8 = High impedance signal source to obtain adequate output at the frequency of test,

Frequetcies of tast w200 ke., 1.0 me. and 18.0 me.

Ry« Transmitting rod radiatos, 41 inches long. High impedance orlented in any poaition paraliel to the shisiding en-
cosire wall.

Ci, Cy and C, =8bielded tranamimion line cables. As sbort as possible and used only Uf oecmeary.

A = Capacity type db sttenuator. High ioput impedance.

CP = Counterpolse.

R.-Mﬂng nd antnna, ll tnehu long. Hlxh impedance, positioned pansilel to R, and (8 the same plane.

D = Detactor of ad y. Tuaed quency of tast. Used only as an equal relereace level indicator.

Nole~The cods letters used oo ibis Sgure ahould not dbe confumd with electrical asd ol ¢ designa-
tons (e MI1L-STD-16).

FIGURE B-2 ATTENUATION MEASUREMENT HIGH-IMPEDANCE ELECTRIC FIELD
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4.1.3.4.2 The position of R, with respect to . MIL-STD-285
the shielding enclosure walls shall be anywhere 25 Juns 1956
around the enclosure in any orientation with
respect to the section seams and access-panel
seams. Several readings shall be taken, and the
minimum attenuation recorded. This minimum

shall be over 100 db.
R, Ry
L

[

IR,
[

o S—es

Cs Cy

4
)

I-- |
1
{\\§\3\3\3\3\3\3\\1
I

1
[}
i
i
]
'

4y =72 (aches mininum. Distanor ahall be s et uno-lbhud hmlud only by mmaunls. However, alwavs
bold more (has two times Use wave leagtd {roem 8., Bu

4, » Distasce detween shiekls

dy »3 incbes Two inchas {s the mini value. R, is poalul 'uwhmhddcmudmmmaudlwmﬁ-
murs ladicstion on detectar D, {a order to minimise the efees of reflectivng,

4, =Not lne than 2 inchen, and ot more thas 24 inchee—R, & posltioned saywhbers outaide the eaciorure and oriented
1or mazimue isdication on detactor D. n onhr e rainimize the effect of reffections. The extire regios, from
2 to § incher ahsll de axploeed for R.Muwhdwmih&.ws.w&h
order Lo preveat capsdity coupliag.

a.. 8 «Oyter and loner shielda, resprctively.

=Transraision line connector.
-sunu sourze, to sdiain adequate cutput at the tast frequasey.
Frequeacy of tmt 400 megacydes,

£ = Tranmniteing radlstor. Dipole, tuned 10 400 me. 11 & tuned dipole is caed with & dogle coaxial Une, It mu be s

balanoed dipole, dmilar W the Antanss AT-273/URM-28. Other suitable antenna types are: Anteans AT-

1UAZARC, usd with the Radio Set AN/ARC-27, Antenns AT-292/URM-29 umd with Radio Iatetference -

Mussrernest Equ!mel AN/URM-29, xnd Antenne AT-H0/AP used with Rulu Set ANZAPT-S. The radi-
slor shall be pasitionsd to obtala oax Beld 1 at the shielding

R, =R, « Receiving sntecon. May be similer to R,

Ci, Co ComShislded transmiwion tne cadles As abott as poaidle, and used only if secemary.

A =Aitanusior, calibrated st the frequency of test.

D ~Detactor of sdequate secaitivily, tuned to the frequency of Wl Used only a2 an equal ieference hrvel lodicator.

Note—The zode jetters wed on this Sgure sbould ool be coofused with shectrics) aad ok ie ral dangus-
\loas {ses MILSTD-18).

FIGURE B-3 ATTENUATION TEST FOR PLANE WAVE

B-3

Sr

L ims o 12

e




the induction zone of the antennas, and anteana characteristics are quite different in the
presence and the absence of a shield. These characteriatics also change with orientation
and position of the antenna relative to the enclosure. These anomalies are extremely
difficult to evaluate, and it is very difficult (if not impossible) to use the attenuation
valua derived from the test to make an accurate statement concerning the performance of the

shield enclosure in a kuown environment (other than the test eavironment).

The results of the test are, at beat, qualitative at frequencies up to 400 MHz and
highly questionable above that frequency. The standard test produces no design laforma-
tion, and test results caanot be used in an accurate system analysis.

Since the standard {s meant for shielding encloaures to be used for test purposes, the
standard is not in conflict with other standards, practices, or specifications used for
procurement of system components. On the other hand, the standard is of questionable valus
for its intended purpose of measuring the attenuation characteristics of scresun rooms to be
used for testing. At present, there is no specification or standard that prescribes a
satisfactory method for measuring the shielding effectivaness of an eaclosure. This
subject will be discussed further in Phase II of this program.
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2. Review of IEEE No. 299 dated June 1969
Proposed Recommeanded Practice for

MBASUREMENT OF SHIELDING EFFECTIVENESS OF
HIGH PERFORMANCE SHIELDING ENCLOSURES

The stated objective of this IEEE Recommended Practice "...is to provide uniform test
procedures and estimation techniques to determine the relative sffectiveness of room—size
high-performance shieldinog enclosures.” Tests to determine shielding effectiveness in
three frequency ranges (0.1 to 20 MHz, 300 eo 1000 MHz, and 1.7 3o 12.4 GHz) are
rscommended. Thege ranges are called the low frequency, ultrahigh frequency, and microwave
ranges, respectively.

During the tests, the response of a sensor inside the shielding enclosure to excitation
outside the enclosure {s measured. The results are compared to sensor response to the same
excitation in the absence of the shielding enclosure (or to an excitation that simulates
the absence of the shield). Although not explicitly stated, the wsubstitution method
required in MIL-STD~28% (ln which the attesuation that produces the same affect as the
shislding enclosures is measured) seeus to be inplied. The tests are to be performed with
“sesall radio-frequency cables, powver lines, and other utilfties norsally eatering the
shielding enclodure...in place,,.” (Paragraph J). However, “...oetallic equipment...such
as tables, chairs, and cabinets, should be removad prior to conducting the tests.”
(Paragraph 4,2.4), The standard also advises that “,..special care should be taken to make
measurementy in the vicinity of utility entrsoces, doors, access psnels, and psnel-to-panel
seaas.” (Paragraph }).

Two tests are described for the low-frequency range: a large-loop test (see Figure B-4)
and & small-loop test. The large-loop test uses & loop about the enclosure (see
{1llustration) to excite the outside of the structure, and a sultiturn loop 30 to. in
diameter {nside to sease the {ntarnsl response. CW excitation is used.

The saall-loop test La sisilar to the MIL-STD-285 low-impedance test in that two 12-fn.
diageter single-tum loops, a transmitter outaide the enclosure, and a receiver inside the
enclosure are used. The test differs from MIL-STD~285 {a that thesa loops are posi{tioned
at wpecific points near seams, doors, power lines, and air {nlets to messure the leakage in
thesa areas, and the upper frequency for these tasts {s 20 Miz (rather than 10 GHz as in
MIL=STD-285), Shielding effectiveness is determined from the faplied reduction i{n wagnetic
field strength by the shield.
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TRAKGMTTING LOOP
" SPACED AT LEAST 2.8 cmllin)
FROM SHELDING SURFACE.

—— RETRACTASLE CABLE

) THERMOAMMETER
7

VLP OSTILLATOR

NOTEY  Cuepfoer
v MOUP  LOOP 1N MANE OF LAZSE OOP
OR COITER OF ENCLOSUAC

¢
iy

Ceon-d
0 et

FIGURE 84 LARGE-LOOP YEST SETUP (trom IEEE No. 208)

The ultrshigh frequency tosts use & folded dipole transaitting antenna 1.3 ® or 1.}
uavelengths (whichevar {s grester) from the wall of the enclosure, and a
one~eighth-wgvelangth dipole antanna 1 ft (0.) a) from the {uside wall as the sensor.
Proding to find the hot spots neat sesas, vents, or cables is recommended as a preliainary
procedure. Shielding effectiveness {s deterained from the faplied electric fileld reduction
produced by the shield.

The alcrovave tests use a horn antenna {nside to sense the internal response, The
{nternal horn {s on the center line of the structure; the external horn i{s I » froa the
vall of the structurs. Shielding effectiveness is determined from the reduction in power
density (as received by the {aternal horn) dus to the shield.




The IEEE tests appear to be considerably better conceived than the MIL-STD-285 tests in
that the IEEE microwave tests are to be conducted with wicrowave lastrumentation, whereas
those of MIL-STD-285 are conducted using 1-ft. diameter loops or 4i-in. long monopoles that

cannot be considered wicrowave components.

The IEEE method shares some of the problems of MIL-STD-285 in that the antenna char-
acteristics are undoubtedly altered by the presence of the shield; the measurement in the
absence of the shield effectively is made with a sensor of differeant characteristics than
the one used with the shield present. In addition, three different shielding effectiveness
ratios are used — one for each frequency ranmge. Thus, for the lower frequency range, loop

antennas are used and:

S = 20 log By/H,y H
for the ultrahigh frequencies, dipoles are used and:

S = 20 log E}/E, s
while for mlicrowave frequencies, horns are used and:

S = 10 log PL/PZ .

The coaparability of the three shielding effect{vaness nuvmbdars (s questionadle. Although
the tests sre not intended for obtalning quantitative data (and the standard does contain &

disclaimer to that effect), the rasults of the tests (vwhich are given {n & numerical form)
are indeed quantitative.

The most ser{ous limitatfon of the IREE standazd may be its lack of concern vith those
requencies about the fuad tal cavity ¢ and external resonances of the eaclo-

gire. Thesu are not measured bdecsuss they “...often give vise to uncorrelatable
results.” HNavercheless, leakage {n this frequency range (20 to 300 MHz) may de very sig-
nificant o systea compatibility, particulacly {€ aperture coupling to the cavity
approaches tha characteristics of a satching transforaer.

The tests are formulated primarily for shielding enclosures for test and R&D work
rather than for system housing, and so they do aot really conflict with other standards,
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practices, or specifications. However, the low-frequency tests are not representative of
the usual environment of such a shield because the external conductors, which are usually
the principal low-frequency exciters of the shield, are only incidentally excited by the
loop tests. Therefore, if the standard were to be used to procure system shielding enclo-
sures, a modification of the low-frequency test would be in ordet.
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3. Review of MIL-STD~461B/462

MIL-STD-461B dated 1 April 1980

ELECTROMAGNETIC EMISSION AND SUSCEPTIBILITY REQUIREMENTS
FPOR THE CONTROL OF ELECTROMAGNETIC INTERFERENCE

MIL-STD-462 dated February 1971

ELECTROMAGNETIC INTERFERENCE CHARACTERISTICS, MEASUREMENTS OF

MIL-STD~462 defines test procedures, while MIL-STD-461 defines the allowable emanations
of equipment and the enviroanments the equipment wmust tolerate. These standards were
developed primarily for procuring aerospace systems, although the use i{s much broader.

The current version of MIL-STD-46! seems to be a higher—quality document than the
previcus version in that oany of the meaningless requirements on “laterference Control
Plan,” “Management Coutrols,” and “Antenns Measurements™ have been eliminated, and wmore
precise statements of test criteria for the nine classes of equipsent have been
substituted. The “A" version of the standard contained four classes of equipment; two of
these had four subclasses, one had three subclasses, and none wis well defined. 1In the -
current varsion, a separate mini-standard has been written for each of the nine equipment

classes. The spike test levels have been expanded to cover two waveforms and pesk voltages
up to 400 V.

While MIL-STD-461B {s a statemant of the raquired max{mua emission and winimum test
levels for determining the tolerance of the equipment, MIL~STD-462 is etill the standard
that dictates the measurement methods; these magsureamect wmethods are questionadls to the
extent that they ceannoz be related to any operating environmental conditions, and they do
not appear to be dased on a rational theory of interference control. Without a logical

{nterference control scheme, it {s not possible to evaluate the specified emission and
susceptibility levels in MIL-STD=461B.

NIL-STD=462 contains a auaber of logical {naccuracies and aisinterpretations of
electromagnetic theory. The latter relate to the recomsendation of several poorly
conceived test amsthods. FPor example, CS06, the “spike” fnjection test, msy be coaducted
vith & shunt cspacitance across the power leads for ac lines, or & series {nductor for dc
lines. The source impedance of the “spike generator® and the reactsnce seen by the test
item are radically different in the two cases, but eithar test {s deesed adequate. (Among

the logical insccuracies is the facc that the “spike” s injected i{n the differential uode,




while the eavironment is more likely to induce common-mode transients.)

Another problem is illustrated by Figure RS02-1, which 1is meant to {llustrate a radi-
ated susceptibility test, What is illustrated, however, fs a wire tightly wrapped around
all but the last 6 in. of an interconnecting cable between two items of equipmeat. A cur-
rent from a “splke geuerator”™ 1is passed through this wrapped wire. Because the coupling
element ia the coil of wire, the test 1is entitled "Radiated Susceptibility, Magnetic
Induction Field Spike,” although the magnetic iaduction may be smaller than the electric
induction in some circuits. The electric induction is apparently not measured or

controlled. Other examples are:

[ The RSOl radlated susceptibility test is conducted with a loop of 12 cm
diameter 5 ¢m from the surface of the test sample. (Neither the test
fleld nor its relation to an operating eavircnment can be defined.)

. A “"longwire antenna™ is defined for conducting radiated susceptibility
tests; it conaists of a wire strung across the interior of a screen
room and driven by an RF source. {(The relation between the sxcitation
and any environgent is unkaown.)

. In the Army Notice 3, a8 “parallel strip” line for plane wave excitation
of the test sample 1is specified in Figure RS03~7. Howaver, the test
specifies the orlentation and height of cables for the test (not the
operating characteristics), and {t vequires that the equipment be
fasulated from the bottom plate (even if the operstional equipment is
grounded), Therefore, the test cannot be related to an operational
environaent.




4. Review of MIL-STD-188-124 dated 14 June 1978

GROUNDING, BONDING, SHIELDING

Section I of this standard states the following objectives: “This standard establishes
the minimum basic requirements and goals for grounding, bonding and shielding of ground-
based telecommunications C-E equipment Installations...” (Paragraph l.1); "...the require-
ments of this standard are intended to reduce noise and electromagnetic interfaerence caused
by inadequate grounding, bouding and shielding...” (Paragraph 1.4).

In its present form, the standard cannot achieve these objectives. Many of the re-
quirad practices degrade rather than improve the interference environment. A detailed
discussion of the general interference problem has been given in the amain part of the re-

port; this review will only point out the incompatibilities and coaflicting requirements.

The begianning paragraph in Section & (General Requirements) presents the idea that a
lov impedance counection to earth assures that “,..no voltage differentisls exist on the
ground plane...that will produce noise or Interference to coapunication circuits.”
(4.1)s 1In practice, the ground connection is never perfect and, therefore, a ground con=
ductor potential does exist. The suggestion (as {n 4.2.1.d) thst the signal reference be
connected to the sama point as the lightning and the equipment fault protection subsystem
{s not a good one because this {s adout the noisest poiat in a facility. Finally, a zero-
fmpedance ground plane will pravent voltage differantials on the ground plane itself, but
even such a perfect plaoe cannot prevent interfereance to the comaunications circuits.

Bonding does not prevent the developasut of electirical poteatials betveen aetal sur-
faces as stated in Paragraph 4.3.1 (see Section IV in this veport)., Paragraph 4.4.1 states
that “shielding {s required...to prevent the equipmant froa propagsting interference...”

The aeauning of this etstement is not clear.
Individual sections follow on grounding (5.1), bonding (5.2), snd shieldfag (5.3).

The first grounding requiresent (5.1) states that the four grounding systeas (vhich
include tha. lightaning and power grounds, and the aignal reference) are to be {interconnec~
ted. Howevar, without a zero-impedance ground electrode, some of the direct-strike light-
aing currcaot will flow to the signal veference subsystem, vhich can lead to potential dif«
ferences inside an equipment cablinet (the feult current path and the signal reference path
generally do not have the sane impedance to the ground electrode). Paragraph 5.1.1.1

states thst the earth electrode system w{ll “...ensure that hasardous voltages do not occur




between the facility and earth.” However, on the next page of the standard, a 10 9 earth
resistance 1s allowed (5.1.1.1.3.1); with an average lightning stroke current of 20 kA, the
electrical potential between facility and earth will be 200 kV, which is hazardous. 1In the
game paragraph (S5.l.1.1), it is also required that ",..the earth electrode subsystem shall
not degrade the quality of signals in the signal cirecuits connected to it.” One cannot
connect the signal circuits to the earth electrode without degrading their performance.

“The resistance to earth of the electrode system should not exceed 10 ohms.™
(5.1.141.3.1). The use of the word "should” instead of "shull" means that this statement
is a recommendation and not a requirement; no justification for this recommendation is
given, If safety is the concern, why not follow the National Electric Code? The NEC rec~-

ognizes both the difficulty and the needlesaness of requiring an arbitrarily low ground rod

resistance. It states that if a single elaectrode exceeds 25 @ resistance to earth, such an
electrode should be augmented by a second electrode. However, the NEC does not specify the
resistance of the combined system. The Lightaning Protection Code mentions (Appendix B)
that a ground-rod resistance up to 200 O has bsen found quite safe when proper procedures
are followed. While paragraph 5.1.1.1.3.1 recommends that the resistance to earth should
not exceed 10 @, this recommendation takes the character of a raquirement in the next para~
graph (5.1.1.1.3.2), which states "...where 10 ohme are not obtained...alternate methods
for reducing the resistance to earth shall be considered.”

“Special efforts shall be made to assure the integrity of the low-frequency signal
reference network.™ (5.1.1.2.4). What does this mean? It {s not clear what the special
efforts are to be, nor what the integrity of the low-frequency signal referance network
entails. Another unclesr statemsnt {s made in S.1.1.2.4.3: “All electric and electronic
viring and distribution equipment enclosures...shsll be grounded.” This statement could be
laterpreted to mean that all electrical and electronic wiring aust be grounded. In
S.1.1.2.5.1 1t is suggested that dc Lsolation of the power neutral will prevent ac raturn
curreat from flowing on the fault protection subsystem or the signal reference netvork,
(The original fntent of this parsgraph vas probably that the fault protection system, f.e.,
the green wire, should not carry anv ac current except during a fault condition; see sec—~
tion 250=21 of the Netional Eleut.’: ¢ .ia.)

For grounding dc povar sources, “...one leg of each dc power systes shall be grounded
with & single connection directly to the earth electrode subsystem.” (35.1.1.2.5.5). This
{mplies s separate, single long grounding lead from dc supply to the aarth electrode sys-
tem, which contributas nothing to sefety and will 1dad to penetrating ground conductors.

In secure facilities, "...all areas required to msintain communicatious security equip-
ment and sssociated pover asystens shall ba grounded...” (5.1.1.2.6). The ameaning »f this
vequiremsnt {s not clear.




After dealing with the fault protection subsystem, the standard thea turns to the
lightning protection subsystem (5.1¢1.3) requiring that, in general, the practices of the
Lightning Protection Code (NFPA 78) be followed.

A question 1s raised by a reading of Paragraph 5.1.1.3.8.4.d, which states that
“+sowaveguides shall be properly bouded to the panel.,.”; the panel 1s neither defined nor
descrided. The paragraph also blurs ~he distinction between grounding and bounding: at the
antenna, whether the waveguide is grounded is immaterial, btut it mat be bonded to the
antenna structure,

Conduit 1is used to "...completely enclose susceptible wiring...to shield against light—
ningse.” (5.1.1.3.10.1), but the same paragraph permits nonmetallic wmanholes where the
shield s opened (although it is made electrically continuous for dc by a “bridge” [bonding
jumper?)). Paragraph 5.1.1.3.12 requires lightning arrestors on power 1ines, but lightning
arrestors alone are insufficient for interference control; filters are also required.

Requirements for the signal reference subaystem are given in Section S5.1.1.4. This
section begins with the atatement that “..,signal circuits are grounded to
control...noise.c” (S.1.1.4.1).  Hovever, signal circuits are unot grounded to control
noise; we have elaborated oo this point throughout the msin part of this report, and espe~
cially in Section IV. Also, the same paragraph (5.1.1.4.1) uses the teras “lower” and
“higher frequency~ wvithout defining them there. The next paragraph (5.1.1.4,2) continues
to discuss the “higher™ frequancy network, still without defianing how high the frequency
really {a. The standard requires that the equipotential plane be connected to the building
structure and earth electrode subaystem “at many pofints” (hov many?). “Lower™ frequency
uetWworks are considered next (5.1.1.4.3), and here & range is given: dc to 30 kHz “...and
io soms cases to 300 kHz.” By faplication, then, tha “higher” frequency network would
eubrace the rvange from infinitely high (s.g., 100 GHz) down to 300 kiz, and in sowe cases
to 30 kHz, Most C<E factlity will contais equipmant that operates atove 30 kiiz; tharefore,
an equipotential ground plane appesrs to be required in all those facilities (Paragraph
Selelsdolec), and the low-frequency cousiderstiouns would not seem to apply. Furthermore,
it is stated that the lov-frequeancy signal ground network “...preveats stray
currents...from developing voltage potentials (sic)...on the ground network® (5.1.1.4.3),
vhich {s not true. It is also required that the signil reference netvork be connected to
the earth electrode system (by fmplication and {1llustration) with a long ground wire, pene=
trating shields if necessary. Such & connection transforms the ground netvork to an {inter-
ference distributor, therebdy degrading the interfereoce anvironment.

The reason for requiing that the main ground plate be mounted on "...phenolic or other
nonconducting spacers® (5.1.1.4.4) {s not clear. If the floor of the facility is watal,
potential differences can then exist between the ground plate and the floor. Isolation is
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also required (5.1.1.4.5) between signal ground and the structure, excapt for one counec-
tion via a very long and tenuous vath (namely, the connection to the ground electrode sub- .
system). The required isolation is s'pecifically mentioned to be dc resistance, yet most
signals in a C-E facility are likely to be ac. The rationale for specifying a No. 1/0 AWG
(or larger) cable (5.1.1.4.7) for the connection of the signal ground plate to the earth
electrode system is also not clear.

Paragraph 5.1.1.4.10 presents the same requirements for the feeder ground plates as for
the main ground plate (discussed above), and Paragraph 5.1.1.4.11 suggests that (un-
shielded) signal reference ground cables up to 150 ft long are acceptable. It {s oot clear
why a ground plate is labeled "CAUTION — SIGNAL GROUND" (5.1.1.4.13).

An alternate method for the low-frequency ground network with ground plates is des-
cribed in Paragraph 5.1.1.4.14; namely, the use of the ground bus. However, this {nforma-
tion, together with that in Paragraph 5.2.10.2, leads us to believe that the racks or cadb-
inets are connected directly to the (signal) ground bus. This ground bue "shall cot form a
closed loop™; however, bty implication, Parsgraph 5.1.1.2.4.2 requires such loops. Ia
S¢1.2.1.1 ground loops are permitted (for the signal reference subsystem in C-£ equipment)
1f they are saslli"... minimsl ground loop paths shall be used...”

Paragrapha 5.1.2.1.1.1 and 5.1.2.1.1.,2 deal with the i{solation of the signal referance
froa the equipment cass. Both paragraphs contain only recomnmandations. Not ounly is {t
recomsanded that chassis and signal reference be isolated from the equipmseat case, but the
signal refer:nce conductor is then to penetrate {uithout trzestment) the equipment csse and
connect to the signsl reference subsystem. This connection {s achieved by a long (yellow)
uire-that, bacause of its length, {s a highly inductive and antenna-like conductor. The
coanection to the extarnal signal reference system also requires that this yellow wire be
directly connected to the pover and lightning ground point, which is usually the noiaiest
pofat in a facility. Furtheramore, since the equipmeat case {s grounded (as required else-~
vhera in the standard), a large ground loop is formad (certainly for sc, although not for
de 1f the recomnsnded {solation is achieved).

Shielded signal lines are discussed in Paragraph S5.1.2,1.1.4, but it {s required that
the shields be grounded rather than closed; this i{s very likely a consequence of the idea
that one can “drain” interfereace away, or “ground” it out, The subparagraphs emphasize
these {deast {n (a), a shield is required to be grounded at one end only, which {mplies
that the other end of the shield {s open; (b) implies that the shieid, instead of baing
closed, is conoected to the equipment with & ainimum length of grounding lead: (c) requires
an open shiald system; (d) requires that the shield current be de:ivered to the signal
circuit with a shield grounding conductor {{.e., that the shield be “extended” with a wire
through the equipoent case); (e) reaffirms the open but grounded shield idea, and explic-
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itly permits penetrating ground conductors. The next paragraph (5.1,2.1.1.5) exteads these
ideas to overall shields, which again must be grounded rather than closed. Paragraph
5.1.2.1.1.6.details raquirements concerning the coannections of the signal ground network to
the main facility ground plate. It requires that the signal reference be connected to the
facility ground, which is also the point to which lightning and power ground conductors are
connected. This connection is required regardless of whether the signal ground is connec-
ted to the equipment case or not. Furthermore, (a) suggests that a long insulated wire (an
luductive antenna) {s better than a direct connection to the structure of the facility (or
the equipment rack), and (c) amplifies the idea of an insulated grounding conductor for the
equipment externmal signal ground.

For the higher frequency signal reference network, a ground plane is required, but
minimal dc resistance (< 1 ol required) between any two points cannot guarantes the avoid-
ance of RF potential differeunces (5.1.2.1.2). Again, the shields are said to be “grounded”
to the equipment case (5.1,2.1.2,3) when what is really meant is “bonded.” Also, “periph-
erally grounding (sic) the shield to the equipsent case” is opot consistent with the re-
quirements of Paragraph 5.1.2,1.1.4. This conflict algso acises fa 5.1,2,1,4, whewe it is
stated: “...1f the lover frequency and higher frequency circuits share ¢ common signal
reference, both circuits shall be grounded in accordance with S.1.2.1. and $5.1.2.1.2,°

Mo incompatibilizies were found in section 5.1.2.2 ou the fault protection subsystem.
Also, none vere found in the saction on bonding (5.2), except that psraraph 5.2.1.f credics
bonding with the prevention of static dulldup vhea, in fact, thia {s one of the few things
grounding can accoaplish.

In the general requiremsnts for shislding (5.3.1) it is stated that ",..cvad{ated energy
aay...be coupled...through s shieid of inadequate thickness, through holes penstrated (sic)
for ventilation and other purposes, and through f{mperfectly jolaned shieldsd sections.”
While this is all true, the most iamportant coupling mechanisam, penecrating conductors, has
not been sectioned.

Paragraph 5.3.2.) requires the filter case to be grounded; they should be tonded to the
shiald,

The requiremant for waveguide-deyond-cutoff sleeve for saall control shaft holes {s
incousistent with the requiremants for s noiss distributing ground systeam or requiresents
for open shields on twisted shielded pairs.

Paragraphs 5.3.2.5 and 5.3.2.6 have nothing to do with shielding, snd they should be
woved to Section 4 (Geaeral Requirements).

The last paragraph (5.3.2.7) relterstes the ides that shields should be grounded rsther
than closed. It also states that “...it (s important that ele:trical countinuity of all
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cable shields i{s mintained...”™ which conflicts with ideas on low-frequency signal refer-

ence networks (where ghields are “"grounded” at one end only, the other end is open and not
coanected).

Appendix B of this standard contains a brief discussion of different signal ground

gystems. The ideas expressed here are understandable when viewed against the background of

historical developments after World War II. However, electromagnetic theory is better

understood today (from a practical standpoint), and many of these old ideas are now seen to
be incompatible with physical laws. In some cases,

causes and effects are blurrad; for
{ustance,

it is true that improper grounding car aggravate interference problems, but it
does not follow from this that proper grounding reduces interference. :

This wmilitary stsodard would be vastly f{mproved if all facompatible and inconsistent

information was corrected. It is an fmportant standard and, after suitable revision, will

lead to better and more cost-effective practices for grounding, bonding, and shielding.




Appendix C
TECHNICAL CONSIDERATIONS

This appendix coatains three Research Memoranda eatitled “Characteristice of Bulanced
Pair and Associated Shielding and Grounding for EMP Hardening,” “Termination of Cable
Shields at Low Frequencies,” and “"Shield Degradation by Penetrations and Apertures.”

The first two Memoranda were prepared early in the ccutract period; the third discusses

laboratory experimeats that were performed under this coantract.




1. CHARACTERISTICS OF BALANCED PAIR AND ASSOCIATED SHIFLDING AND
GROUNDING FOR EMP HARDENING

I INTRODUCTION

This memorandum discusses the interaction of balanced twisted pairs aad their termina-
tion and grounding conductors with the EMP.  Although these pasrts of the system are
diffi{cult to aralyze emactly, dome trends and tendencies can be established. For the
balanced, twisted pair, the induced interference is predominantly in the common mode, while
the signal {s in the differential mode. Conversion of the common-made interference to
differentlal mode {s very small (-60 dB) below 20 kHz, but it increases with frequency so
that at 2 MRz the converaion approaches 0 dB (100%). Similar conversion properties are
characteristic of small unbalances in {solation transforwers used to discriaminate against
the commou-mode interference. That is, small unbalances produce small (-60 dB) coaversion
below 20 kiiz, but the convarsicn increases with frequency so that at 20 MHz ths conversion
is =10 dB to ~20 dB. Thue, with optimum shielding and grounding, the tvisted pair and
{solation transformer provide excellent discrimination against the common-mode {nterference
{o the spectrua below 20 k2, The property of some single-point grounding systeas that
persits lntcrference generated {n one part of the systea to be distributed to other pares
of the systea on the grounding conductors is revieved {n Section IV, It {s concluded that
groundiag should prodably not be cousidered a high-frequencs interfersuce coutrol techai-
que.

An {aportant characterlstic of nonlinear surge arresters, ocamely, that they regenerate
high-frequency ecergy that is excluded by the shield rystew, 1a also discussed {n Section
IV, Generally, it {s recommended that these devices not be used inaide the first lavel of
shielding because the characteristics of the surge arraster conflict with the goals of the
shield design -~ particularly when orthogonalization coancepts, such as a balanced pair with
common-mode rejection, are used.

I1 COUPLING TO TWISTED PAIR

A tvistes pair can de represented by filasentary conductors spiraled about a
circular cylindet as f{lluscrated in Figure 1. The radius of the cylindrical® fora is hy and
the sxial distance required for one complete turn about the cylinder {s the lay length L.
An electromagnetic wave with its ssgnetic vector perpendicular to the plane of the figure
can fnteract with the loops tormed by the projection of the spiraled conductors outo the
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FIGURE C-1  PROJECTION OF TWISTED (spiraled) FILAMENTARY PAIR
ON A PLANE

plsne.l" Electric field interaction can induce charge on the conductors. In this note,
only the magnetic field interaction is counsidered.

A. "0dd Loop" Model

Because the wires cross at points L/2 apart along the line, the voltage induced in one
loop is the opposite polarity of the voltage induced in the loop on either side. Thus in
the quasistatic approximation these induced voltages of alternating polarities cancel each
other. In a long plece of twisted palr, the induced differential voltage is zero i{f the
aumber of loops Is even and equal to the voltage induced {n one loop if the number is
odd. In fact, the propagation time betwean the loops may preclude exact cancellation of E
the voltages induced in two adjacent looos.

For the case in which ho is small compared to a wavelength, the voltage induced in a
loop i8

L/2

AV =~ Jus B b2 f ain(z"T") oIy, (¢3]
0

where H,  is the magnetic fisld strength incident on the loop, the wave convention {s

ej(“’t'kz), and the wira projection shown {n Figure 1 ia defined by

* Raferences are given at the end of this paper.
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The voltage induced in one loop of length L/2 centered at z = L/4 {g then

AV = juuoﬂo 2—:‘ cos(kL/4) e-ju‘/ 4

(3)

wheve the term e'jkl‘/ 4 is the average phase of the voltage 1f the phase of the incident

field i3 zero ac z = 0 and the jut dependence is suppressed. Equation (3) gives the differ-
ential voltage that would be induced between the wires {an the “odd loop” model. For this
model, however, it is usually assumed that kL << l, so that both the cosine and exponential
functions sre approximacely 1.0.

“s  -ave Model--Magnetic Coupling

From Figure | and Equation (1), the induced voltsge per unit length isz

dav 2z
= - jﬂuohoﬂ(t) 2sin < . %)

From the solution for a transaission line of finits length erminated i{n its characteristic
iapedauce at one end, the open~circuit voltage at the other end {s

0
- dv k=
Voo (O -‘f = 6" p de (53

where kp {s the differentisi-mode propagation factor for the tuisted pair. 84
H(z) = Ho a'jkc‘, where kc i{s the common-wode propagation factor for the cable core,

jou R 2h

k- k ]
V(0 e 020 e LR L [cos L+ S atn kot
oc T, -0 kL ! 'ZQ“ RO
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vhere k, = /L.  For a 1lay length L < 10 cm, k, < 60 m'l, and for £ ¢ 108 B2 and
v = 108 ufs, ky ok <2 wl, Therefore, for ail practical values of {nterest,
Ky, > k,kg, and

jou R 2h

V,.(0) = - %90 o ;. e~j(kp-kc)£

cos kLl;

or the waximum magnitude of the voltage is

2L
Voel® = Boh = 8)

which is the same as the magnitude of the voltage givem by Equation (3) for the “odd loop™
model. To examine the effcct of the induced voltage, consider the shislded cable in Fig-
ure 2 which carries & cors currant of ! A and has a common mode characteristic impedance
of 10 @, A pair in the outer layer at a radius a will interact with the magnetic field
asgociated with the core current as illustrated in Figure 2(b). Thus Hy = IOIZIa and, for
& 100 @ pair msde from 1.0 um diameter wires insulated with polyathylene, hy # 1.0 om. For
a lay length L ® 5 cm, the fnduced voltage at 1 MHz is

- =3
lvoc Sx 1070y

(%)

for a = 8h0, coapared with A nominal valus of 10 Vv for tho comaun~mode voltage on the core
(and on each pair), Thus the differential voltage at | MHz s about 66 dB smaller than the
common-mode voltaga. If parfectly balanced terainations are used, the differential voltage
across the tervination vill also be 66 dB smaller than the common-mode voitaga.

Sacause of the ju depend of the ind differential-mode voltage fn the frequency
domein, the open-circuit wvoltage in the time domain is proportionsl to the derivative of
the magnetiz fleld, or common-mode current, and the common-wode rejection of the twisted
pair cable is about 60 dB at | Mz, and {t decresses at about 20 dB per decade as frequency
increases.

Since a tubular cable shi{eld, when properly closed at all splices and butilding entry
points, does not permit frequencies above about 10 kHz to penstrate ts the cure vonductors,
the common-wode te ection for a parfectly-formed twisted pair should be over 100 dB for the
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FIGURE C-2 INTERACTION OF A PAIR IN THE QUTER LAYER OF CABLE
WITH THE CORE COMMON-MODE CURRENT

frequencics pasaing through the shield. While it {s probable that ainor iamperfections in
form can also cause c.mmon-mode conversion into differentia)-mode voltage, the differen~
tial=mode wvoltage induced on the twiscted pair {s probsbly not & wmajor source of
differsantial-nu.de interferencs at the frequenciss passed by the shield.

It may be of f{nterasr to note rhat becsuse the common-mode rejection of the twisted
pair or twisted quad is sa good, it {s very difficult to meanure., In particular, accurate
seasursment of the common-mode rejoction ratio is extremely .[ifficult oo short samples of
cable bacause irreguiari.ies at the ends or teraminations wd “odd loop” effects tend to
doainate o the commur-mode coaversion.

IXI SURCT ARRESTERS AND ISOLATIUN TRANSFORMERS

Assume each pair froa the oxternal cablc pssses through a eurge arrester and isolation
teansformer as {llustrated {n Figurs “(a). The common-mode charscteristic {apedance of the
wires is represocnted by 2, in Pigure 3(a), and a common-mode voltge sourcs Vc is assuwed
to represent the open-ircuit voltage induced on the cadle conductors by the EMP, The
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FIGURE C-3 SURGE PROTECTION DEVICES AND EQUIVALENT CIRCUIT ANALYZED

protection unit cousists of a dual anode gas tube, with series 3.33 0 resistors Ry and Ry
to limit the current through the tube, and an isolation transformer. The resistors R; and

Ry oay not be exactly equal; thus, some unbalance may occur from this source.

klthough the clrcuit of Figure 3(a) is difficult to snalyze accurately over a broad
bandwidth and wide dynamic range because of the nonlinear gss tube and undefined properties
of the transformer and ground leads, we can examine soms effects on a simplifiad circuit
such as that shown {o Figure 3(b). Here we replace the gas tube, the transformer, and
everything beyond the transformer by the {mpedances Z; and Z; between each conductor and
“ground,” The open-circuit voltage V; between the two conductors (or across Z; + Zy) is
the differential voltage developed by conversion of the common-mode source V. induced on
the pair, This conversion may result froa unbalance in R; and R, or in the load represen=

ted by Z; and Z,. We can also compute a source impedance Z; across the terminals to
completely define the equivalent differential source.

The differential voltage V; in Figure 3(a) is given by

z 2
1 2
Y. = - ¥ .
d [zoi§1+zx zo‘“"z*zz} e (10
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Note that if Zy - Zy and Ry = Ry, the circuit is perfectly balanced and no common-mode
voltage 18 converted to differential-mode voltage.

Consider first the case in which Zy = Zj, and the only unbalance is in the tolerance in
Ry and Ry. Then, assuming 102 resistors with maximum deviation,

2 %
TR R IF0D R0

and for nominal values of 2, = 100 @, 2y = 300 Q, and Ry =34,

v

= Llx 10
c

3

(i.e., for each volt of common mode we get about 1 oV of differential mode).

If the load impedances 2) and 2y are 1 8 instead of 300 @, the couversion ratio is

v
s x0T
c

Thus & fairly large imbalance in the 3 Q@ current-limiting resistors (or wire resis-
tance) does not cause mich coumon-mode converaion bacause of the large source impedance.

Now consider large imbalances in Z) and 2, If Z; = 0 and 2y = @ ({.e., one wire
grounded and the other opea-circuited),

v
e

[

or complete conversion of the common-mode voltage into differential voltage occurs., For
Zy = 1 and 25 = 300, Vy/V, * 0,73, It is apparent, therafore, that any application in
which one conductor of the twisted pair is grounded should be avoided,

The {solation transforzer i{s intended to block the common-mode voltage and current and
to pass the differential-mode signal. If the input vinding were perfectly balanced and
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shielded from the output winding, no common-mode interference would reach the output wind-
ing.  Such properties cam be approached at audio frequencies, but at high frequencies
minor differences in stray capacitances between the winding and ground can cause signifi-
cant unbalances. The variation with frequency of the conmversion ratio is shown in Figure &4
for a circuit in which the stray capacitance to ground is 100 pF on one side but only 50 pF
on the other side. It is apparent that for frequencies below 20 kHz, the common-mode re-
jection ratio is less than 1073 but at 20 MHz the rejection ratio is only 0.3; one common—
wode volt produces a 0.3 differential-mode volt.
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FIGURE C4  EFFECT OF WINDING-TO-GROUND CAPACITANCE ON ISOLATION TRANSFORMER

Por a final example, consider the circuit shown {n Pigure S(a) in which the isolation
transformar {s used as a balun to couple the balanced pair to the unbalanced 600 0 load.
Here we neglect the small effects of the 3 0 rasistors and the gas tube, but consider the
possibility of a 20 pF capacitance betwsen the primary snd secondary windings of the
transformer. The common-mode conversion ratic is them

il Z
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FIGURE C-6 EFFECT OF INTERWINDING CAPACITANCE ON BALUN TRANSFORMER

and, as illustrated in PFigure 5(b), this ratio {s less than 10'3 for frequencias
below 20 kRz, Above 10 MHz, however, the small stray capacitance combined with the un=
balsnced secondary circuit causes a conversion ratio of 0.3 or larger. Note that the
commou~mode conversion does not depend on the value of G, in Figure 5(a), but ouly om Cy.

IV SHIELDING AND GROUNDING CONSIDERATIONS

In the analysls above, {t was assumed that the cable shields were closed with the
building shield and that the surge-limiter ground leads were short so that their ianductance
was oegligidle.

Because of the inductance Jf these cables, however, large surge curreats may cause
large Ldi/dt potential differences detween parts of the system. If, for example, a large
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transient current is produced on the high-curreat ground cable (e.g., several surge arres-

ters fire), then the outer end of the high—-curremt ground cable in Figure 6 will be at a
different potential than, say, the frame.

Furthermore, because of the impedance of the earth connection (which fncludes cable
inductance as well as earth electrode impedance), the ground current in the high-current
ground cable will produce a voltage Rgi + Lgdildt acrosg the common ground impedance.3
This voltage will drive all of the other grounding conductors at the junction
in Figure 6. In particular, it will drive the TECHNICAL and SYSTEM ELECTRONICS ground
cables, so that large currents from cable shields and surge arresters may flow into small-
signal circuits,

HIGH CURRENT

SYSTEM
ELECTRONICS
TEGHNICAL
dc POWER
FRAME O’ T 0 (RECTIRIER)
EARTH $411.0t-8

FIGURE C-8 GROUND SYSTEM COUPLING AND POTENTIAL DIFFERENCES

To exanine these effects, consider first a surge on a cable shield that is ronnected to
the frame ground. The rate of change of the EMP-induced current may be 16° Afs &ad Lf the

inductance of the ground cable is 20 uR, the end of the cable will have a potential of 20
kV with respact to the other parts of the system. This voltage eay pose {nsulation
breakdown problems, but also of concern is the fact that the junction point {n Figure 6 {s
raised to 10 to 20 kV ({f the lead fnductance of the grounding conductor ¢s 10 to 20 uH).
Thus, even if the curreat shown by the dotted lines in Figure 6 {s swall, tha SYSTEM

BLECTRONICS and YECHNICAL grounds are suddenly raised to potentials of 10 to 20 kV with
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respect to the ambient potential of the soil. Since these are parts of the smali-signal
electronic circuits, this.coupling would be ofA concern 1f only a small fraction of the 10
to 20 kV actually appeared inside the equipment cabinet.

Because zero-inductance ground cables and zero-resistance ground electrodes are not
feasible, a grounding system such as that of Figure & cannot prevent large fluctuations in
potential and intrasystem coupling when transients such as lightning and EMP are impressed
on the system. In fact, "grounding”™ 18 an electrostatic concept, designed to prevent elec-
trostatic potential differences between components of the system. Because wavelengths at
powar frequencies (50 to 400 Hz) are usually mich larger than the dimensions of facilities,

electrostatic principles are also valid for many power safety and protection applications.

Electrostatic grounding techniques are not effective for controlling high-frequency or
transient interference, however. To coantrol such dynamic interference, the propagation of
electromagnetic waves and their interaction with conductors must be controlled (these con-
ductors may be signal conductors or grounding conductors). We wmust either exclude the
electromagnetic waves with shields or orthogonalize the system so that it does not interact
with the electromagnetic fields (e.g., use balanced twisted pair with the signal in differ-
ential mode and interference in common mode). Shielding is almost always required because
complete orthogonalization {s not possible in practice. Over 100 dB of interfarence rejec-
tion is required to reduce the EMP-induced currents to the mA levels tolerable by the
small~signal electronic circuits, but only 50 dB (or less) may be achieved from conven-
ticnal orthogonalization techniques. Furthermore, orthogonalization is usually effective
only if the fields are controlled by shields (as fuside a shielded cable). For transient
interference control, therefore, it is more fruitful to think in terms of shielding or
excluding electromagnetic fields and waves than in terms of equalizing electrostatic poten-
tials (grounding).

The use of shields to control interference is illustrated in Figure 7. The first
shield (Shield 1) separates the internal environment (Zone 1) from the external environment
{Zone 0). The external interference environment may cousist of lightning, the EMP, and
other large transient and high-frequency sources of electromagnetic waves. Hote that the
cable shield 13 a part of Shield | and, for the shield to perform properly, the cable
shield must be electromagnetically continuous with the facility shield so that current on
the cable shield flows onto the outside of the facility shield (see dotted path in Figure
7) rather than into Zone l. Also note that the only cable connection to earth is from the
outside of Shield 1. No groundfng conductors should be alloved to penetrate a shield be:-
cause such a penetration provides a path for interferance to propagate from a lower zone to
& higher, more protected zone.
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FIGURE C-7 CONCEPT OF SHIELDING FOR INTERFERENCE CONTROL

Interruption of the external cable current aight aleo be considered as an alternative

to the sccommodation shown in Figure 7. However, interruption must be achieved without

opening the shield, since opening the shield simply lets the external current flow onto the
signal conductors in the cable cors. Oue may cousider such schemas as farrite cores about
the cable to increase its inductance, However, it must be remembersad that the open-circuit
voltages developed on such cables are very large (100 kV to 10 MV), so that any current-
interruption scheme must be designed, fabricated and maintatned to withstand such
voltages. It is slmost slvays more econoamical and more raliable to simply accommodate the
short=cireuit curreat ou the shield as {llustrated in Figure 7.

At the second shield, wa may use orthogonalization to separate the different{al-mode
signal current froa the commou-mode {interference induced on the cable core conductor
pairs. The {solation transformars may be effective for this provided: (1) the
interference spectrum doss not contain high frequencies, (2) the tnsulation strength of the
transformers 1is not exceeded by the common-mode interference, and (3) the traansformer
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shields are connected by a low-impedance path to the common-mode current return (i.e., the
cable shield). If the cable shield continues inside the first shield and serves as the
common-mode current path for the protective devices as illustrated in Figure 7, the third
condition can be met. To meet the second condition, high-quality transformer insulation or
filtering may be used. The first condition will be met if the cable shield is continuous
with the facility shield so that the high-frequency spectrum, i{s excluded.

It should also be observed that nonlinear surge limiters such as gas tubes have two
characteristics that are usually undesirable. The firat is that because of their nonlinear
behavior, they regenerate much of the high-frequency spectrum that the shield system is
carefully designed to exclude. Thus, the use of these devices in Zone 1 or Zone 2 is
usually undesirable because of their tendency to shock-excite the otherwise protected in-
ternal circuitry.

The second undesirable characteristic of these devices is that they are active devices
in the sense that, to function, they must change state (e.g., ionize a gas). Failure or
inability to change state thus causes loss of protection, but because the device functions
only under abnormal conditions, 1its iaoperability may easily go undetected. Pagsive
devices that produce some observable effect generally are more desirable when life-cycle
maintenance and hardness assurance costs are considered, Some passive alternstives are
illustrated in Figure 8.

INPUT .»—%l %—-«r ouTRyUT

{8} GROUNDED CENTER TAP

0T >
INSUT 4}—<§ | ouTeuT
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(d) FILTER $411-01-8
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FIGURE C-8 PASSIVE ALTERNATIVES YO THE LOW-VOLTAGE GAS TUBE
SURGE LIMITER
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2. TERMINATION OF CABLE SHIELDS AT LOW FREQUENCIES

I INTRODUCTION AND BACRGROUND

Much has been written in the EMC literature on the problem of "grounding™ the shields
on shielded twisted pair or shielded single~wire ctreuits. 2 The problem is illustrated
in Figure 9. It 1is well understood that if the shield is grounded at both ends as 1llus-
trated in Figure 9(a), the magnetic flux B ftom an interference source (e.g., a nearby
conductor carrying a large ac current at the power frequency) will induce a current I in
the shield. The current I {s limited only by the impedance of the loop formed by the
shield, the ground plane, and the grounding leads:

wBA
R+ jul )

where A 1is the ares of the loop, R is the total resistance of the loop, and L is the total
inductance of the loop, It is assumed that most of the resistance and inductance will be
contributed by the cable shield.

For & typical twisted shielded pair routed near a ground plane, the resistance per unit
length, R', is about 10?2 /s and the {nductance per unit length L' is adout 0.3 uil/a.
Thus, the corner frequency at which }' e uwl' {s

RQ
£y sqpr * S Kis (2)

i all of the impedsnce is attriduted to the cadle ehield. Since the loop ares A {s the
product of the cable length & and {ts height, h, above the ground plans, the shield current
at ac power frequancies (R' D> wl') can be

vritten

1o 2R

(&3}
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FIGURE C-9  ILLUSTRATION OF CONVENTIONAL SHIELD “GROUNDING” PROBLEMS
WiTH TWISTED SHIELDED PAIRS
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If 8 is the magnetic flux produced by a conductor, 1 cm above the shield, carrying 10 A at
400 Bz as 1ia Figure 10, the current 1 will be about 0,25 A in the shield, and the

open—~circuit wviltage

= R! x
V = R'2I = jwBhf %)

will be about 0.025 V for a cable 10 m longs This 0.025 V is the maximum 400 Bz voltage
that can appear between the pair of conductors and the shield., At 400 Hz the loop current
is limited by the shield resistance rather than by the loop inductance., Therefore, it can
be deduced that the shorted-turn effect {3 small and that the voltage induced in the shield
is also induced as a common-wode voltage on the pair. However, in Figure 9(b) the
wire-to-shield voltage is nil throughout the lcugth of the cable (at 400 Hz) because the
same voltage is induced in both the shiald and the wires in Figure 9(a). On the other
hand, grounding the shield at both ends causes a part of the opan-circuit voltags to appear
between the wires and shield at the left eud. Cu'y for a perfectly conducting ground plane

M11.03-2

FIGURE C-10 CONFIGURATION ASSUMED FOR a¢ POWER CONDUCTOR AND TWISTED
SHIELDED PAIR
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and zero-impedance grounding conductors will all of the open—circuit voltage V appear be-
tween the wires and the shield.

The examples of Figure 9(a) and (b) are simplificatioué that probably do not exist in
complex facilities. The case shown in Figure 9{(c) may be more representative of a practi~
cal cireuit in which cabinet grounds amd stray capacitances between circuits and cabinets
are present. The shield may be fnadvertently grounded at both ends, and oune wire of the
twisted pair may be grounded at both ends. Note that if the shield is oot grounded at both
ends, the induced current is forced to flow on the signal conductors.

If balanced, twisted pairs with balanced terminal circuits are used, the common-mode
interference can be very effectively rejected from the signal eircutts.d In all of the
circuits illustrated in Figure 9, however, the signal circuit has been deliberately unba-~
lanced by grounding one of the wires at one end. Thus the 60 dB or more of 400 Hz inter-
ference reduction potentially available from common-mode rajection in a balanced circuit
has been wasted in these examples. The interference reduction that can be achieved at
400 Hz from common-mode rejection in a balanced circuit is much greater than can be
arhieved with any manipulation of cable shield ground connections.

II TOPOLOGICAL APPROACH

Let us now examine the shielded cable problem in the light of shield topology.%™’
Topologically, none of the shields showm in Pigure 9§ are closed, All of these shields ars
open at both ends, and all have the most serious of comproaises — insulated conductors
crossing the shield surface. Therefors, the cable shield does not coastitute an electro-
aagnetic shield in the topological sense.

To be an electromagnetic shield in the topological sense, the shield must be closed at
the ends. This can be sccomplished by enclosing the driver and receiver in shields (e.g.,
closed metal cabinets) and joining the cable shield to these terminal-circuit shields as
i{llustrated in Figure 1}, For electrical safety, one or both of the circuit shields may be
grounded (i.e., coanected) to other metal structures in the facility and to earth, Also,
note that {n Figure 1 the balanced receiving circuit inside the shield {s grounded inside

the shield through its neutral poiat, so that its common-mode rejection capadbilities can be
ucilized,

Because {solating metal equipment cabinets froas structural ground requires unorthodox
practices (e.g., the icstallation of tnsulating mounting hnrdure).' the shield would aor-
aally be grounded through the cabinet at both ands. That {s, the dashed ground comnection

'Rowevar, Bell Telephone purports to do this in thefr ewitching centers.
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FIGURE C-11  TOPOLOGICALLY CLOSED ELECTROMAGNETIC SHIELD OVER BALANCED
TWISTED SHIELDED PAIR

between driver shield and the structural ground i{n Figure 11 would normally exist, and a
"ground loop™ cousisting of the cable shield, circuit shields, and structurs would be
formed. Any spurious magnetic field linking this loop will induce a current ia the cable
shield. Although it is desirable to winimize this current so that the excitation of flaws
in the shield can be minimized, it should be smphasized that the proper approach i{s to open
the shield circuit by eliminating the daghed ground connection, rather than to open the
shield by disconnecting the cable shield from the driver shield (cabimet).’s3

Quantitatively, the voltage given in Equation (4) will be induced between the driver
shield and ground if the dashed ground comnection in Figureil {s removed. Then the current
flowing in the shield syatem is nil, and only electric field shieldfng is required of the
shield system. (In fact, the current will not be zero; assume, instead, that {t s the
current through a 200 pF capacitance between the driver shield and structural ground. At
400 He the capacitive reactance {s 2 M Q, and the current induced by the 10 m long, 10 A
source cable would be 18 nA, This current would produce no more than 1.8 nV common-mode
voltage between the twisted pair and the shieldl)

1f the dashed ground connection is not removed, and it {s assumed that the impedances
of the driver and receiver shiulds and the structural ground are small compared to the
cable shield resistsnce, the current in the cable shield will be given by Equation (3) and
the maximus voltage {(common-mode) that could be developed between the pair and the shield,
given by Equation (4), is, again, 0.025 V for the 10 m long, 10 A axample. Well-balanced
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circuits should reduce the differential-mode voltage to at least 25 uv.
in the faduced interference voltage can be achieved by:

Further reduction

(1) Using a separate additional driver shield that fs "floating"™ inside ,‘"
grounded driver cabinet

(2) Using twisted pair for power as well as for small signals
(3) Segregating power (or other noisy cables) from small signal cables.

In applying the first method, we are topologically removing the dashed ground

connection in Figure 11 and building a grounded cabinet around the driver shield as

{1llustrated in Figure 12. This is a very effective method since it eliminates the current

flowing through the shield. The driver shield, when arranged as in Figure 12, 18 often
called a guard shield.

ORIVER
CABINET

RECEIVER i
ORIVER SHIELD :
SHIELD ]

L7777 77 777777777777 7777777777 77777

$411-02-¢

FIGURE C-12 TECHNIQUE FOR MINIMIZING SHIELD CURRENT WITHOUT COMPROMISING X
SAFETY GROUND ON DRIVER CABINET -‘;

The second method is an attempt to control the source of the isterference. Since the \
use of twisted pair for ac powar will greatly reduce excitation of the form illustrated ia
Pigure 10, this method can also provide a large reduction in power frequency interfarance
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(40 to 60 dB), However, some building wiring cannot be treated in this manner; hence, the

maximum benefit- of this approach may not always be realizable.

The benefit that can be realized from segregating power and signal wiring varies widely

according to the techniques used, If the height of the power conductor in Figure 10 1is

increased, the excitation is reduced as the logarithm of the separation, and the improve-

ment is barely detectable even when large separations are used. Greater improvement is

observed if power and signal wiring are separated laterally rather than vertically, as in

Figure 10. Placing power and signal conductors in separate, closed steel conduits or cable

trays is also effective, This method is most effective, however, 1f two-wire power wiring

i3 used so that the ac power return current does not flow on the structural ground.

It is important to note that when the arrangement of Figure 11 (without the dashed

ground) or Figure 12 is used, one need not be concerned about the voltages induced in the

shield grounding leads, since these are not a part of the sigral circuit.

Such voltages
are worrisome in circuits such as those in Figure 9(a). In

the circuits of
Figures 11 and 12, it is also immaterial how the voltage across the cable shield {s developed
— it can be induced by a magnetic fileld as 1llustrated in Figure 10, or by an IR drop

across a poor bond in the ground plane, or by any other mechanism. Thus, although the

analysis has been performed assuming a magnetic field linking the loop, any other source of
voltage would have a similar overall effect.

III CONCLUSIONS

Application of topological shields to low-frequency shielding problems will provide
more effective protection against ac power frequency interference than the best prasent
shield grounding techniques. The topological approach has the further advantages that the

rules for its application are simpler and the same shield syscem is effective for high

frequencies and transients as well as low frequencies. In addition, great {mprovements in

the performance of circuits using shielded twiated pair could be realized with either cur-

reat practices or the topological approach 1if the common-mode rejection capability of

shielded twisted pair were more widely utilized. The common practice of grounding one wire

of the twiated pair allows all of the common-wode interference to be converted into differ-
ential-mode interference.
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3. SHIELD DEGRADATION BY PENETRATIONS AND APERTURES

I INTRODUCTION

The effectiveness of an electromagnetic barrier 1s not limited by the material used as
the barrier, but rather by the openings and penetrations necessary for access and communi-
cations. To support theoretical calculations we have carried out some simple experiments
in the laboratory. This memorandum describes the setup used, and some of the results ob-
tained, Despite the difficulties which arose mostly due to resonances which could not be
eliminated, the results support the theory that any untreated penetrating conductor (and
this includes grounding conductors) is a far more serious violation of shield integrity
than apertures, cracks, and the like.

II BASIC SETUP

A chamber made of mild sheet steel of 0.8 mm thickness was used to simulate an arbi-
trary but well-defined electromagnetic barrier, The chamber is 2.13 m high, 2.74 m wide,
and 2.42 m deep. The seams are bolted together with an equivalent overlap of about 2 cm.
The chamber was sat up 13 cm above a ground plane of aluminum sheets riveted together., The
wall thickness of the chamber i{s approximately five times the skin depth at 1 MHz., The
average shlelding effectiveness as measured by the amplitude reduction of a double exponen-
tial driving pulse was about 60 dB. While this {s not a high-performance shield it is a
perfactly adequate electromagnetic barrier for the experiments described below.

The chamber was driven near the centsr of one side wall, with the return conductor
connected to the center of the opposite wall and the ground plane. The driving pulse was
produced by a FRP 30 high-voltage pulse generator; the pulse had a rise time of about
40 ns, and a decay time of about 2 pe. While this pulse shape resembles a high-~altitude
EMP, the purpose of the pulse was merely to obdtain a reasonably wide band in the frequency
domain. Figure il schematically illustrates the basic setup. The Appendix lists all of the
instrunents used in the experiments.

Many different sensors could have bean used to measure the response on the inside of
the chamber. We decided to use the largest loop which could be fitted inside the cham=
ber. Ideally, we would like to measure the responses of a set of system conductors to the
shield excitation. towever, frequently such conductors are not installed, or are not
available at the time a ueasurement of the effectiveness of the shield i{s required. We
sust then simulate a system conductor, or devise a conductor that will have a response at
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least as large as the system conductor. It was postualted that the largest loop that could

be installed inside the shield would provide such a response. To obtain measurements in
three orthogonal planes we actually used three loops, each 8paced 2.5 c¢m from the inside
walls. These loops are indicated in Figure 14, together with the identification number
assigned to each loop. Ye measured open-circuit voltage and short-circuit current for each
configuration (only peak values were measured)s This sensor arrangement assures that the
results represent an integrated response.

The shielding effectiveness of the chamber itself {n the basic configuration was not
measured because all barrier violations (described below) were compared to the pulse ampli-
tude measured inside the chamber in the basic configuration, that is, without any penetra-
tions or apertures. (We have estimated that the walls will attenuate signals by about 60
dB over the frequency range of interest: 0.1 to 100 MHz).

III BARRIER VIOLATIONS

A.  Penetrating Conductors

To simulate a penstrating ground conductor, the return lead was connected to the inside
of the wall by a small pigtail with a radfus of 5 cm. The peak values of the short-circuit
current in this configuration was 25 mA for loop 1, whereas in the basic configuration 1t
was only 5 mA. The open-circuit voltage increased only by a factor of 2, but a large
amount of ringiang (presunably due to direct coupling between the pigtail and loop 1) make
an exact reading impossible. Loop 2 also -“owed a factor of 2 increase in signal, and
loop 3 showad no increase. However, in all three cases a resonance around 25 MHz is evi-
dent, which indicates a substantial loss of shielding effectivenass. The rasonance could
not be excited when the return conductor was coanected o the outside of the chamber, that
is, vhen the barrier was closed,

To investigate the dependency of signal strength on the length of the pigtail, the
return conductor was also connected to the back wall (equivalent to g pigtail la in
length), to the wall which was driven by the pulse generator (2 a pigtail), and to the same
poiat but with the return conductor following the walls and floor (4 o pigtail). The re-
sults of the measurements for these five configurations with loop 1 are presented in
Table 1.

The results shown i{n Table ! should be {nterpreted with caution; the numbers reprasent
typical losses in performunce, but they are of course dependent on the geometry of the
satire experiment. However, {n the cases where we wvare able to obtain data for loop 2
and 3 we found that the results obtained with loop ! are confirmed, at least fn a qualita=-
tive sense. The measuresent of the peak of a double exponential pulse does not charac-




Table 1

LOSS OF SHIELDING EFFECTIVENESS DUE TO CONDUCTOR PENETRATION )
(Open-circuit voltage V,., and short-circuit curreat I,  are shown for loop 1) p
Experiment*® Voo Isc
80 mV 5 mA
150 oV 25 mA ,\

_ )

—_— —— 29 200 oA /

| b

;

— 16V 0.6 & }

|1

‘ﬁ . ;l

— TR 1.5 A
L

T

o

*The setup {s shown schematically. Only the location of the grround teehm is varied. In

all but the first experiment the driver vas connected to the outsids of the shield and the
return ¢o the {aside of the shield as shown.
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terize the loss in shielding effectiveness in a unique manner, but to obtain complete
information on the performance loss, (W measuremeunts ~overing the entire band of interest
have to be taken, preferably with a network analyzer. However, such measurements are time-
consuming and did not fit into the simple test plan used at this time,

B, Filter Location

Filters used to harden a facility or an individual item of equipment against EMP are
usually installed at the proper location — at the shield iaterface, with the iaput term-
inal “outside” and the output terminal "inside” — and the filter case is circumferentially
bonded to the equipment case. In other EM disciplines the filter (or a combination of
surge arrestor and filter) is not always mounted properly, and we conducted an experiment
to show the loss in performance that might be expected. We used a combination of a surge
arrestor and a filter because the latter component would have been destroyad by the 15 kv
pulse produced by the FRP 50. With the filter properly mounted at the interface and the
surge arrestor outside (see Figure 15) we obtained an open-circuit voltage of 80 oV in
loop !, the same value obtained with no penetrations. With both the filters and surge
arrestor mounted inside the chamber, we measured 15 V peak-to-peak ringing, even though the
penetrating lead was kept very short (about 3 cm).

N
N
N
N
X

from FRP 50 From FRP 80

P70 77 A

(s} PROPER MOUNTING (b} IMPROPER MOUNTING

FIGURE C-18  FILTER MOUNTING LOCATION. The wall shown corresponds to well A in Figure 1.




C. Apertures

In devising and ranking hardening techniques, it is necessary to know the {mportance of
various types of violations or deviations from ideal design. To compare performance degra-
dation due to a penetrating conductor to the degradation due to sn aperture in the shield
we cut a hole of 30 ¢m diameter into a side wall of the chamber, To ensure maximum excita-
tion of the aperture we placed the aperture in the wall which was driven by the pulse gen-
erator. We conducted three experiments., First, the baseline (closed barrier) was repeated
for reference. This was followed by one experiment with the aperture open, but no penetra=
tion, and one with the aperture closed, but with the ground return penetrating the shield
(that is, with the ground return connected to the inside of the shield with a short pig-
tail)s The results obtained with loop ! as the sensor are shown In Table 2. The 30 cm
aperture increased the noise level inside the chamber by only 4 dB, but the penatration
caused an increase of 18 dB. It is clear from these measurements that the penetration is a
much more serious violation of the barrier than the aperture.

Table 2

COMPARISON OF APERTURE AND PENETRATION
(Values are given for loop 1 open=-circuit voltage and short=circuit current)

Experiuent voc l‘ e Degradation

Closed barri{ert ground 80 av 2 A 0 (Ref.)
return on outside, aper-
ture closad (Reference)

Ground return on 160 aV J e 4 dp
outaide; aperture open

Ground return on inside o1y 15 oA 18 48
(pigtail); aperture closed
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D. Pipes and Conduits

In EMP-hardened facilitfes pipes and conduits are usually circumferentially bonded to
the shield they penetrate. However, in other M disciplines a pigtail is often used.
While this method of bouding is adequare for dec, it certainly is improper as far as tran-
sients are concerned. The impedance of the pigtail canunot be made low enough to prevent
some of the transient noise from entering the shielded volume. To meke matters worse, the
pigtails may be located ingide the shielded volume, allowing a large amount of the noise to
enter the suppogedly protected volume.

We conducted a set of experiments to demonstrate the loss in performance which might be
expected. A l-in. pipe vas mounted in wall A (Figure 13) and allowed to penetrate ! m in~
gide the chamber. Measurements were taken with the pipe firmly and circumferentially
bhonded to the shield, and with the pipe insulated at the point of entry but bonded with a
short pigtail either on the outside or the inside of the chamber. The signal as measured
by the short=circuit curreant in loop ! fucreased by 17 dB when comparing the pigtail on the
outside to the circumferentially bonded pipe, snd by 9 dB vhen comparing the pigtail ou the
inside to the one on the outside.

I¥  SIMMARY

The simple experiments conducted so far clesrly demonstrate the iaportance of penetra-
tions. To our knowledge no experimants of this kind have ever been parformed, although the
proper treatment of peustrations 1s thought to be known, at least in the EMP commuatity,
Our rvesults not only subatantiate theoretical expectations, dut thay also indicate that (t
is not msaningful to epend a great deal of effort treating apertures wvith sophisticated
screaus, honeycoubds, and the lika vhen, at the same time, uctrested couductors such as
signal ground counductors are peruitted to penutrate a shield, We do nhot mean to imply that
sparture trestmants are unnecessary o that they are not beneficiasl, but only that it {s
aote cost effactive to first eliminate unnecessary psaetrations, filter the ones which are
ascessary, aud then deal vith apertures and cracks in aa equipment shi€ld, an equipment
cabinet, or a facility shield.
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Appendix to Appendix C

INSTRUMENTATION USED IN THE EXPERIMENTS

Sengors

Current probe

Voltage probe
Oscilloscope

Shielded instrument box

High-voltage pulser

Largest loops as described in text

P6021
P6046 (with x10 attenuator)
Tektronix 4544

SRI

FRP 50: 5 ns risetime, 2 us decay time (with 75 @
termination as used in the experiments the rise time

was 40 us); peak voltage used:

c~31
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Appendix D

SYSTEM GENERATED TRANSIENTS

1. Introduction.

Oune of the important characteristics of an effectively impervious barrier is that it
reduces the effect of sgources on one side of the barrier to a level smaller than System
generated Interference on the other side of the barrier. Thus, the' effects of these
gources are masked by the ambient noise produced by the system and are either undetectable
or produce less effect on the system than the routinely generated system trangients. It is
important, therefore, to estimate che magnitude of these routinely generated transients,
since these transients set am upper bound on the amouant of imperviousness required of the
barrier.

As was observed in Section III-B, power switching and processing (rectification, inver-
sion, conversion, regulation) probably produce the largest transients that occur routinely
iuside a facility. Therefore, switching phenomena will be analyzed to demonstrate the
nature of these transients. Heavy loads such as air conditioners, space hesters, water
heaters, etc., are switched on and off geveral times each day to vegulate temperature.
Inductive loads such as solenoid actuated devices, relay coils, motor and transformer wind-
ings are also energized and deenergized frequently. Other davices, such as rectifiers,
convertars, inverters, and even fluorescent lights, produce switching transients at the
60 Hz (or some multiple thereof) rate. In the following paragraphs, some of these switch-
ing transieants are analyzed.

2. Barly-Time Switching Traasieats.

Consider the internally generated interference caused bdy ac pover switching and
processing. Such noise originates in the space betwesn the facility barrier and the
eqaipment barrier -— 4t {3 not reduced by either barrier in reaching tiis volume of
fnterest. Transients are generated on power conductors whenever an appliance is turned on
or off. This act{on {s {lluscrated in Pigure D-1, vhere the circuit, the slow 60 Hz wave,
aad the trunsient charging and discharging waves are shown. Because the 60 Hz wavelength
is 3000 km, the entire energized part of the circuits {s at approximately the saze
potentisl before the switch closes. 1If the 120 V (170 V peak) circuit {s energized at the
peak of the &0 Hz wave, as {llustrated {n Pigure D-1(b), an 85 V charging step propagates
down the energized circuft and an 85 V discharge wave propagates tovard the 60 Hz source
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((as {llustrated in Pigure D=1(c)}. When the discharging wave reaches the branch point in
' Figura D-1(a) vhare other circuits are connectad to the supply system, part of the
discharge wvave will propagate to these other circufts. Thus, both the circuit being

9 energized and other circuits served by the same supply will experience a transient as a
8 result of this switched load.
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A similar analysis can be made using circuit curreats. Observe that the current in the
- charging wave will be v/zo, where V is the charging voltage (85 V in Pigure D-1) and 2 is
the characteristic impedance of the wiring to the circult being energized. A discharge
current wave flowing in the same direction will propagate toward the 60 Hz source, as il-
lustrated in Figure D~1(d). When the charging waves reach the end of the circuit being
energized, a reflection occurs and the reflected wave sweeps across the circuit. A similar
action occurs with the discharging wave and, after many reflections from the circuit ends
and discontinuities, a steady state 1s reached.

For a simple circuit consisting of a resistive source, wiring of length £, and a re-
sistive load, two time regions (1llustrated in Figure D-2) are of interest. In the early
time regions, individual reflections from the load and source impedances are apparent as
the current builds up in the load. The steps last 2¢/¢ (approximately 67 ns for a {0 m
wiring cireuit). In the intermediate time region, the wiring can be represented as a
lumped capacitance C = z/zoc « 333 pF for a 100 @ line that is 10 m long. (The line behaves
as a capacitor because the impedances Rl and R are assumed to be much larger than the
characteristic impedance Z,; had they been smaller than Z,, the line would have behaved as
a lumped inductance.) This capacitance is exponentfally charged toward VOR/(R+R1) through

the resistor Ry in parallel with R. The charging time counstant is v = R} |C = 0.17 us when
Ry = R = 1000 @ and

RR

1 « 500Q .

R + R

The example used here is essy to analyze and plot because the finite line length and
high-resistance load and source impedances cause neat stairsteps in the early-time wave-
form:. A more representative case sncountered {n practice, however, consists of a load that
appears to be & small {nductance in the early time regions. Thenm, if L/Z, < 28/c, signifi=-
cant decay occurs between reflections and & very complicated (but commonly observed) wave-
form such as that shown in Figure D-3 results. In the intermediate time region, a damped
oscillation at a frequency determined by the line length and the load inductance is de-
veloped (we have again assumed a source impedance large compared to the charscteristic
{mpedance Z,). An even more realistic waveform is obtained {f the source impedance is
about equal to the characteristic impedance and sevaral additional branches of different
lengths are connected to the source so that additional reflections and characteristic times

occur in the response. The response then becomes very complex and contsins several majot
frequeacy bands.
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FIGURE D-2 CHARGING TRANSIENTS ON SWITCHED RESISTIVE POWER CIRCUIT

It is apparent from these examples that peak voltage changes of the order of the peak
60 Hz supply voltage can be expected from switching appliances on or off. Such transients
occur in the early time regions regardless of the 60 Hz impedance of the load (they sy

sctually occur several times because of contact bounce oa switch closure).

These step
function transients are then modified by multiple reflections from the circuit termfnations

and juoctions of the switched circuit and all other circuits fed from the same supply bus.
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FIGURE D-3 CHARGING TRANSIENTS ON SWITCHED INDUCTIVE POWER CIRCUIT

3+ Late-Time Switching Transieats.

In the e~ late time (milliseconds), the classical 60 Hz transients may occur. At

this time all of ths d and micr

d transiants from the early and intermediate
tines have usually been dampad cut, and all circufts sppear to be electrically small. Then

wa can consider only lumped resistance and inductance (Figure D=4), If the switch closes
when the source voltage is at fts peak value, the current through the circuit will be

1(!)-——(—-——’-—2——[41*0“' coa(w:-o)-ct“l
xl+wt)
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vhere ¢' = :sn'l(wot), T = L/R, w, = 21%, and £ = 60 Hz. The applied voltage is V cos uw,t
for t > 0.

For a high=Q circult, ugL/R = ut >> 1 and ;
9

3 v, sinut

i(t) « ——m—oL——— (t >0 .

Thus, the phase of the -curreant lags the voltage by 90° and the magnitude of the current is

the ratio of the voltage to the inductive reactance. There are no transient effects

because the switch was closed when a current zero would have occurred.

For a low~Q (noninductive) circuit, uoL/R = @t << 1 aund

1(e) Yo [ ~t/t
“ g lcosut-e 1 (t>0)

i
3

i
which contains an expounentisl transient in addition to the steady~state current. However,

because of the conditicn @, << 1, t lluo. the transient vanishes during the first
half-period of the 60 Hz wave as {llustrated {n Figure D-4(a).

There is no overshoot in
the transient response.

If the switch closes when the 60 Hz voltage is zero, the current in the load is

¢ —p—

v
1(t) = S w u"‘” +J1 +mir2 cos(u t +x +¢°)) (t > 0) s
RCL + chi) ° ° °

vhere ¢° = can'l(l/uor). For a low=Q load impedance (wot Qe wOL/R <0,

v, sin(w oc)

1(e) S 2 >0




and no transient 1s jvoduced because the voltage and curreut are in phase for a resistive
load. For an inductive load impedance, however, the current has a significant transient

represented by the exponential term in

-t/T

vO
1(t) = 5T e
o

- co8 mot] (t >0 .

Since Wyt >> 1 for this case, the time constant t may be many periods of the 60 Hz wave.
As 1llustrated in Figure D-4(b) for wyT = 10, the current ia the inductive load displays a
large overshoot (~75% for w,r = 10) and has not subsided after three periods of the 60 Hz
wave, For very inductive circuits, the transient peak curreut can approach twice the
steady-state peak current and the transient can last for many periods.

The current spectra for each of the switch closing points and for several time con-
stants are shown in Figures D=5 and D-6. In either case, the curreat mognitude decreases
very rapidly above the line frequency (e.g., 60 Hz).

4. Taductive Loads,

Many appliances and devices that have primarily inductive impedances are found within
typical facilities, Some exaaples are motors, relays, and solenoid~sctuated devices
(valves, time-clocks, vending mechines, etc.)s When such devices are energized, the cur—
rent behaves as described in the preceding sections. When the switch is opened, however,
the intermediate- and late-time transients may be quite d{fferent from the switch-closing
transieats.

When the gwitch opens the circuit containing the inductive load, there is a voltage
Ldi/dt developed across the inductive device by the collapse of the current (di/dt). This
“iaductive kick,” as it is sometimes called, can be quite large if the {nductance is large
and the switch opening time is short. While the traasient voltage produced by closing a
suitch seldom exceeds the supply voltage (unless there is sufficient capacitance to cause
resonances), opening the switch in a relay or solenoid circuit can produce voltages many
tines the size of the supply voltage.

The analysis of the switch opening {s mich less axact than that of the switch closing
b tha ph that deteraine di/dt during the switch arcing and arc extinguishing
are nonlinear and not thoroughly understood. Nevertheless, an fmportant difference between
contact closing and opening can bde idantified. During closing, the maximum voltage between
the coatacts {s the line voltage, and this voltage is not sufficient to ionize the air
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FIGURE D-6 SPECTRUM OF LATE-TIME TRANSIENTS WHEN VOLTAGE IS SWITCHED
AT PEAK

between the contacts uatil immedistely before physical contact {s made. The current build-
ing up and the Ldi/dt voltages are determined mostly by the linear circuit resistance and
inductance, as has been assumed in the {nternsdiate- and late-time analyses.

During coutsct opening, however, the current tends towards zero vhen physical contact
beeaks, but this produces an Ldi/dt voltsge scrose the contacts, vhich fonizes the space
between the contacts and sllows curresnt to continue through the arc, As the coantacts sep=
arste, the arc length increases and its rasistance increases somevhat (but not in propor-
tion to its length). The arc is sustained by the LA1/dt voltage (part of which {s dropped
across tha circuit resistance). This voltage is sufficient to sustain the arc only as long
as the curreat {s dscreasing (di/dt # 0). Zventuslly the current goas to zero and the arc
axtinguishes coapletely, This saquenca of evants® s {1lustraced in Figure D=7, Thus, the
sffectiva switch opentag tims {s not zero, tut it may be much shorter than the tims con~

e
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FIGURE D-8 SPECTRUM OF LATE-TIME TRANSIENTS WHEN VOLTAGE 1S SWITCHED
AT ZERO

stant L/R of the circuit becauss of the addition of the nonlinssr resisisnce of the arc.

From such inductive devices, iransient voltages of several hundred to & few thousand
volts can be induced on 120 V power conductors. In principls, these transients are gener=~
sted on the circuits being disconnected and are not delfvesad to the remainder of tha pover
dietridution system. However, becsuse the switched circuit -wiring may shire the saws con-
duits sud gutters with other circuits, the transieat x‘:mqai.ninly finds {ts wvay to other
parts of the facility.

5. Lighting Loads.

Incandescent lawps with tungsten filaments drav wmch larger fsitial currents than
their equilibrium operating currents. The operating tamperaturs for tungsten filsmants is

D-10
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FIGURE D-7 TRANSIENT PRODUCED AY OPENING AN INDUCTIVE CIRCUIT

usually 2500°C or greater, and at this teumpsrature the resistance of the f{lament is
10 to 15 times {ts resistance &t room teaperaturse. The tiae required to resch 902 of the
steady-stats operating teaperature {s tens to hundrads of milliseconds — a fev to several
periods of the 60 Hz wave. Filament resistance, temperature, and current calculated for
120 Vdc asppiied across the filesent (assuming no hest losses) are shown {n Pigure D-8.

Although the current risetime {s assumed to be zero in Figure D=8, the early~tfme phe-
nomena discussed above will occur during the nanosecond rvegion, snd the series {aductance
of typical wir{ng cay cause the current risetime to be a fev microseconds or longer. The
peak current observed in a typical fostsllation may therefors te sozevhat ssmller than that
shown for zero risecime.

Fluoresceat lights, which are low-pressure mercury arc tubes, produce distortfon of the
current during normal operstion. Bacsuse the low-pressure arc tube {s a nonlinear device
that virtually extinguishas and vestrikes each half~period of the pover €requency, the

D-11




ey

TUNGSTEN FILAMENT

Resistivity st 20°C: 55x 1080 em
iciont of rasistivity: 00045 €1
Specitic heat: 0.035 alig’C
Spacific gravity: 19
Langth: 5em
3000 160
0 I ) 1
R / - 10
2000 -~ 100
o e
| |
@ <
z 8
g H N
" s &
& 2 &
i e 3
* 3
1000 — 50
0 L 0 -
50 o

TIME — me

FIGURE D-8 APPROXIMATE FILAMENT RESISTANCE R, TEMPERATURE 7,
AND GURRENT | WHEN A 100 W INCANDESCENT LAMP 1S
TURNED OK

current through the tubs ressmbles the current through a gas Cube full-wive rectilfier,
Crude RFI suppression is provided in some fluoresceant light ballests vith capacitors scross
the tube, The ilaterference produced by operacion of the fluoresceant lamps {s rich io the

harmonics of the sc power supply frequescy. Starting fluor t lawps transients
in tha voltage across the tube, but the starting curreats are aodest.
6. BRactifiers.

Facilities requiring large quantities of dc power and facilities using “uninterruptible
pover systems” contain polyphase rectifiers that frequently produce interference rich in




the harmonics of the ac supply frequency. As with fluorescent lights, this nolse is

continuously present,

The dc output of the rectifier is often filtered so that {t is not a source of inter-
ference to the dc equipment. However, the rectifier also produces Interference on the ac
supply because of the nonlinear behavior of the rectifier. The ac supply lines may also be
filtered if the rectifier causes malfunctions in other equipment. Frequently, however, the
rectifier transformer providus sufficient isolation so that m1lfunctions in assoclated
equipment are avoided. In spite of this, the ambient noise delivered to the power mains
may be quite large.

7. Miscellaneous Sources of Interference.

There are, of course, many other sources of interference inside a facility. Doorbells,
buzzers, copying wmachines, electrostatic discharges, welders, etc., all coutribute to the
noise environment inside a facility., In the hospital enviromment, disthermy machines are
notorious sources of interference. In communications facilities, high-power transmitters
and modulators are often the source of large interference signals. In areas where moving
belts, dust, or gerosols can produce charge separaton, large electrostatic discharges can
occur. Vehicle ignition systems produce similar high-voltage, woderate energy discharges
that interrere with electronic circuits.

Aside from the electrostatic discharges, which are oftsn unpredictable, and the high-
power RF sources, which are usually known and may even be shielded, thaese sources are
usually smaller in peak value than the switching transients described above. Therefore,
the peak voltages and currents normally encountered in a facility will be determined by
these switching transients and will normally be proportional to the supply voltage. That
is, the switching transients in a 240 V system will be roughly twice as large as those i{n a
120 V system.

The fluorescent lights, rectifiers, and the multitude of miscellaneous gources con-
tribute to the amblent broadband noise that exists long after transients from the
enargizing of individual circuits or the de-energizing of solanoids have disappeared. This
background noise is not ordiparily capable of damaging equipment, but because it is a fac=
tor in determining the sgignal-to-moise ratio vn equipment signal lines, it may affect the
performance of the aquipment.

8. Distribution of Transienus.

The transients associated with switching ac ~r dc power are generated on the power
wiring and can propagate throughout the power system to all equipment supplied from the




switched power system. That is, transients of the type illustrated in ¥igures D~1 through
D-4, modified by the transmission properties of the wirlng, may be seen at the pow‘er ter—
mirm-ls of any equipment in the facility. Experienced equipment designers are awsre of this
and routinely install filters on the incoming power leads. Thus, transients do not usually
affect commercial equipment, but occasionally equipment designed by the Inexperienced is

found to malfunction.

A more subtle and lnsidious path for these transients to enter the equipment is om the
signal and control wiring. Because the transient currents and voltages induced on the
power wiring possess large derivatives, they are easily coupled to aearby signal and .
control wiring through mutual capacitance (Cdv/dt) and mutual inductance (Mdi/dt), as
{llustrated in Figure D9, Thus, signal wiring routed in the same cable tray or in the
sape bundle as the power wiring will be exposed to this derivative coupling. Note that

since the time domain operators d/dt transform to jw in the frequency domain, the
high-frequenscy intarference spectruam is emphasized by the mutual coupling
process — ragardless of the equipment operating frequencies.

FIGURE D-9 MUTUAL COUPLING BETWEEN POWER WIRING AND ADJACENT SIGNAL
WIRING

The wutual coupling can be redyced by keeping power wiring separste froa signal wiring,
by shielding the signal wiring (bdut only with closed shields), and by using bdalanced
twisted pairs and common-mode rejection for signal wiring and/or power wiring as well as
traditionsl filtering and other after-coupling treatwents. Experienced designers use thess
techniques generously to control "crosstalk”™ deiween the power and signal circuits.
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Another subtle path by which the interference may enter the electronic circuits is
through an ill-conceived grounding system. This mechanism is illustrated in Figure D~10,
where a commonly used perversion of the siangle-point grounding system serves as an inter~
ference distribution system. The transient produced by switching the circuit on the left
of Figure D10 propagates in the transmission -line mode between the black and white
wires. As indfcated by the arrows and dotted lines, a portion of the transient propagates
onto the “signal reference”™ that has been (unnecessarily) installed to "ground” the elec~
tronic circuits in the equipment on the right. Although the conductor serves no useful
purpose, it does provide a path for interference to propagate virtually unattenuated from
the ground point G into the electronic circuit inside the equipment cabinet. As was men-
tioned in Section I, this grounding comductor violates the closed barrier topology; it must
be eliminated or trested in some manner so that the harrier i{s preserved. (However, since
this grounding conductor serves no useful purpose, installing it and then treating it to
make it acceptable adds cost but no benefit,)
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These three modes of distribution — propagation on power conductors, propagation on

grounding conductors, and wutual coupling to signal conductors = usually dominate internal
interference disttihution processes. Other processes that are usually much weaker than
these also occur and in gpecial cases may be signiffcant. Thus, for example, the interfer-
ence curreat propagating on the green wire or on power wires that are treated at the equip-
ment entry flows onto the equipment case and through its mounting hardware to structural
metal. Such currects may iateract with internal circuits through apertures in the equip-
ament shield.

In additfon, although most of the trans‘ent energy inside a facility 1is propagated
along the conductors, some will be radiated from the source. This radiated transient
energy propagates from the source and is reflected from the walls and other equipment; it
can be received by any conductor exposed to the radiated field. While this mechanism is
often credited with beiag an important interaction mechanism,7 it 1is doubtful that it is
comparable to propagation along conductors — directly or aftar inductive coupling through
mitual capacitance and inductance — except perhaps at microwave frequencies.




DISTRIBUTIOW LIST

DEPARTHMENT OF DEFENSE

Commander-in-Chief, Pacific
5 cy ATTN: C3SRD

Defense Communications Agency
ATTN: WWMCCS, Sys Engr

Defense Communications Agency
Commander

Defense Communications Engr Ctr
ATTH: Code R720, C. Stansberry

Defense Intell Agency
ATTN: 0T, Sci-Tech Intell

Defense Muclear Agency
ATTN: NA

ATTH: RAAE
4 cy ATTN: TITL
4 cy ATTN: RAEE

Defense Tech Info Ctr
12 ¢y ATTR: 0D

Deputy Under Secretary of Defense
Comm, Cmd, Cont & Inteill
ATTN: Programs & Resources
ATTN: Assistant Oir, Sys
ATTH: TYelecom Systems
ATTH: Surveillance & Warning Sys

Field Command

Defense Nuclear Agency
ATTH: FCPR, J. McDaniel
ATTN: FCTT, W. Summa
ATTN: FCTT, G. Ganong

Field Command
Oafense Huclear Ayency
Livermore Branch

ATTH: FC-l

Joint Chiefs of Staff
ATTY: G010, J-5 Ruc 8 Chem Div
ATTH: €3S Evaluation Office, HOOD
ATTH: SAGA
ATTN: J-3, WWMCCS & Telecommunications

Joint Strategic {onnectivity Staff
ATTH: JCC, A. Buckles

Joint Tactical Commuaications Ofc
ATTR:  TT«E.SS

Kational Central Security Svc, Pacific Araa
ATTH: Centrsl Sec Seev Psc Ared

Nytional Commynicaitons System
ATTIH:  NHCS-TS

Hations] Security Agency
ATTH: §-15
ATTH: R-52

DEPARTMERT OF DEFENSE (Continued)

Director

Net Assessment

Office of the Secretary of Defense
ATTN: HMilitary Assistants

U.$. National Mil Rep, SHAPE
ATTH: Surv Sect

Under Secretary of Defense for Rsch & Engrg
ATTN: DEPUNDSEC, C31-Strategic & C2 Sys
ATTN: DEPUNDSEC Com Sys
ATTN: Strat & Theater Nuc Forces, 8. Stephan
ATTN: Strategic & Space Sys (0S)

DEPARTMENT OF THE ARMY

Deputy Chief of Staff for Rsch Dev & Acq
ATTN:  DAMA-CSS-N

Headquarters
Department of the Army
ATTN: DAMO-TCV-A

Harry Diamond Labs
ATTN: DELHD-TA-L, 81100
ATIN: Chief Div 10060
ATTN: Chief Div 30000
ATTN: Chief Div 20000
ATTN: 00100, Commander/Tech, Dir/TS0
ATTN: Chief Div 40000
ATTN: Chief Div 50000
ATTN:  (hief 21500
ATTN: DROEL-CT

2 ¢y ATTN: Chief 21000

2 cy ATTN: Chief 22000

3 cy ATTH: Chief 20240

Hult! Service Commynications Systems
ATTH: ORCPM-HSCS-APB, M. Francis

U.5. Army Communications Command
ATTH: CC-0PS-WR

U.5. Army Communications Sys Agercy
ATTH: (CH-RO-T
ATTN:  CCH-AD-LB
ATTH:  CCR-AD-SY

. Army Computer Systems Command
ATTH: Tech Lidrary

. Army Materiel Cev § Readiness Cmd
ATTH:  DRXAM-TL

. Arny Nuclesr & Chemical Agency
ATIN: Ulbrary

. Army Western Command
AfTH: Communications Electronics Div




DEPARTMENT OF THE NAVY

Naval Electronic Systems Command
ATTN: Tech Library
ATTN: PME 117-20

Headquarters
Naval Material Command
ATTN: O8DEl, N. Jackson

Naval Ocean Systems Ctr
ATTN: Code 4471

Naval Postgraduate School
ATTN: Code 1424, Library

Naval Research lab
ATTH: Code 2627

Naval Sea Systems Command
ATTH: SEA-6431

Naval Security Group Command
ATTN:

Naval Shore Electronics Engineering
ATTN: D. koide

Haval Surface Weapons Ctr
ATTH: Code F30
ATTN: Code F32

Naval Telecommunications Command
ATTN: Deputy Dir Systems

NAVCANS EASTPAC
ATTH: Commander

NAVCAMS WESTPAC
ATTH: Commander

Office of the Chief of Haval Operatioas
ATTH:  KOP 98
ATTN: 0P 3¢

Steatagic Systems Project Office
ATTH:  NSP-43

DEPARTMENT OF THE AIR FORCE

Alr force Comnunications Command
ATTH:  XOY

Atr Force Electronic Warfare
ATTH: XRX

Afr Force Office of Scientific Rsch
ATTH: J. Allen

Alr Force Weapons Lab
ATTR: SUL

Afr University Library
ATTH:  AUL-LSE

Assistant Chief of Staff
Studies & Analyses
ATTH: AF/SA

DEPARTMENT OF THE AIR FORCE (Continued)

Deputy Chief of Staff
Operations, Plans & Readiness
ATTN: AFXOK, C2 & Telecom

Deputy Chief of Staff
Rsch, Dev, & Acq
ATTN: AFRDS, Space Sys & C3 Dir

foreign Tech Div
ATTH: RIIS, Library

Commander-in-Chief
Pacific Air Forces
ATTN: Communications Electronics

pacific Communications Area
ATTN: Comm Electronics Eng

Rome Air Development Ctr
ATTN:

Strategic Air Command
ATTN:  XPFS
ATTN: NRI-STINFO, Library

Headquarters
United States Air Force
ATTH:  SASH

OTHER SOVERMMENT AGENCIES

R

Central Intelligence Agency
ATTN:  OSR/SE/C

faderal Emergency Management Agency
ATTH: State & Local Prog Support

OEPARTHENT OF DEFENSE CONIRACTORS

American Telephone X Telegrapn o
ATTN: Sec Ofc for W. Edwards

804 Corp
ATTH: M. Sweeney
ATTN: L. Jacobs

Boeing o
ATTH: R. Scheppe, MS 9F-01
ATTH: V. Jones

Booz-Allen & Hamflton, Inc
ATTH: 0. Durgln

EGAG Mash Analytical Sves Ctr, fac
ATH: A, Bonham

Georgie Institute of Technology

ATTH: Res § Sec Coord for H. Denny

Horizons Tech, Inc
ATTN: R, Lewis

Institute for Defense Analyses
ATTH; Classiffed Lidbrary




DEPARTHENT OF DEFENSE CONTRACTORS {Continued)

IRT Corp

ATTR:

JAYCOR

ATTN:

Kaman Tey

ORI, Inc

ATTN:

mpo
ATTN:

B. Williams

R. Schaeffer

JASIAC

R. Hendrickson

pacific-Sierra Rsch Corp
ATTN:

R&D Asseciates
ATTR: N. Graham

ATTH:

R & D Associates
ATTN:

H. Brode, Chairman SAGE

P. Haas

J. Bombardt

DEPARTMENT OF DEFENSE CONTRACTORS (Continued

Rockwell Intermational Corp
ATTN: G. Morgan

SRI International
ATTN: A, Whitson

4 cy ATTN: W. Graff

4 cy ATTN: J. Nanevicz

10 cy ATTN: E. Vance

Sylvania Systems Group
ATTN: R. Steinhoff

TRH Electronics 4 Defense Sector
ATTN: J. Brossier

TRW Electronics & Defense Sector
ATTH: Librarian




