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• 
. 1. I N T R O D U C T I O N

This report covers progress in message technology under the

contract “Message Technology Research and Development” for the

period 2 October 1977 through 2 January 1978.

This work is a continuation of work on message technology

performed under the ARPA Contract MDA 9O3—7 6— C-~O212 “Distributed

Com pu t a t i o n  an d TENEX Rela te d Act iv i t ies ” during 1975.

Dur ing the Octo ber th rou g h Decem ber qua r t e r , we had planned to

I • work on three aspects of message system technology, cont inu i n g

- 
the  work of the pre cedi ng qu a r t e r .

• 1 . Hermes Su pport on t he Ar panet

- Cont inue d ma in t e n a n c e  an d su pport  of’ HERM ES , including
eff iciency improv ements , f u n c t ional ref inement , rev is ions to

• the documentation and handling user inquiries and problems.

2. Message System Architecture

a. Cont inued study and design work for a next generation
message system employing distributed architecture

• 1. tec hn i q u e s .

1~ 
b. Continued work on the front end module. Our hope for the

fourth quarter was to create and experiment with a split
system with ti.e front end command scanner and command

• processor isolated on separate machines .

3. Ad vance d Techn iques

Further development of the Message Technology Laboratory. We
- planned to extend the programming language , prov iding

constructs and features not includ ed in the preliminary
vers ion , and to explore further the potential of automation

~ I . 
techniques.

- 1 -
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Events in September 1977 caused a substantial revision to these

plans as the final quarter unfolded .

In Nov ember 1977, A R P A  note d tha t  SIGMA ha d not reac hed its

performance target of approximately 25 users. To provide for the

cont i ngency  tha t  SIGMA pe r f o r m a n c e  m i gh t not be adeq ua te  for the

MME test to go ope r a t i o n al in J a n u a r y  1 978 , ARPA re ques te d t ha t

BBN resum e the CINCPAC related work that had been suspended in

Marc h 1977 , an d that we prepare HERMES for possible use in the

MME.

In add it ion , we were called on to help with a special HERMES

installation that required training and application development.

In order to meet these needs , we sh i f t e d a ma jor port ion of our

project resources  into C I N C P A C  pre pa ra t ion , and reduced other

efforts corr espondingly.

C I N C P A C  P r e p a r a t i o n

We react ivated and installed the CINCPAC version of HERMES in our

research computer center . We obtained and reviewed doc umentation

on the evaluation of HERMES from the preceding February. We

performed a preliminary series of load tests to identify the

efficiency improv em ents ma d e to Hermes since the c lose of t he MME

competition . We formulated an initial transition p lan for moving

HERMES into CINCPAC. We spent a week in California working with

MITRE and CINCPAC staff to mod ify and improve that plan . We

spent a week In Hawaii trying the system out with prospective

— 2 —
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CINCPAC users , and further refining the plan. In accordance with

the plan , we undertook the follow ing modif ication and extens i ns

to our software:

- • 
1. We converted over to our H? software as a basis for

CINCPAC support. H2 features a greatly simplifie d
command repertoire and improv ed performance.

2. We designed and implemented an entirely new securit y
interface with improv ed security safeRuards and
substantially improved human factors.

• L We designed and partly imp lemented an extended shared
• file capability.

• II. We modified the WE screen editor to better meet the needs
of CINCPAC users.

5. We designed and partly implemented a scro l l ing  mechanism
for the C I NC PA - C te rmina ls .

6. In co l labora t ion  w i th  MITRE and CINCPAC we worked out
procedures to support C I NCPAC mess a~ e processing and
creat ion  through HERM ES/ H7 features such as sequences .
shared access  f i les , message fo rward ing  and annotat ion .

7. In co l labora t ion  wi th  MITRE and C I NC P AC we made plans to
extend and modi fy  our present user docume ntat i~~n to

• p rov ide  CINCPAC ) r iented document a t ion  and o n — l i n e
lessons.

• - This work has left us in the fo l lowing posi t ion . If ca l led  on to

install HE RM ES at C I NCPAC we feel that , w i th in  a week , we could

have a system running that would supply basic support to all

CINCPAC messa g e handling operat ions and provide l ively

respons iveness to a minimum of t w e n t y — f i v e  s imultaneous users .

Within two months we could have users t ra ined and our sys tem

upgraded to include all of the features above.
• *

— —
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H E R M E S  Sys tem Suppor t

We released HERMES 11.0.22 as the standard HERMES system on all

hosts computers and completed the implementation and release of

H E R M E S  14.1 .1 as the provisiona FIE RMES system on eleven host

computers.

The H i an d H2 S y s t e m s

We continued wor k on Hi. a simplified version of Hermes , and

developed the H2 system . The H2 system consists essentially of

the Hi commands plus a facility for creating sequences and a

message—com posing facility which is closer to the facility in

full-scale Hermes . Both Hi and H2 are upward compatible with

full— sc ale Hermes .

— 1 1 —
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‘. C1 N CPA ~’ F R ~~ A R A T 1 C N

,~~~. 1 TH~ N F W  CU H I T ?  ~~~~ ~~~~~~~~ ~~~~~~

An e n t i r e ly  new i nt e r t ’a~’e was  des t ,~ned and im p le men te d  fo r

C IN CPAC . The  f e a t  ures at  t h e  n e w  ~ F C t i R F _ H ~ RMF ~ p i  av i d e  a s ~m p i c r

system , with smoo ther tran s it tan hetween se~~ur t t v  l eve ls , t h a t ’

t he sys t. em d em an st ra t  e~1 in E~’ hr ua r v 1 ~~ . Cur ~ oa 1 W a s  t a t ’M su re

tha t  o per at  ions a I w.iv s t -~ ke p1 i~~~t ’ a t he .ippra pr t a t  t ’ s-z c~~’ ur it  v

1ev el • and t ha t  • as or as ~‘a ss ib 1 e • c h .ing es i ~ ~~~ ~~ t t v 1 ev  e 1

o~~’ur  out o~i t t  i c a i  l v .  ~‘he  on y t ime t h a t  t h e  user is r e~~u i t ’ eJ t a

— supp 1 v sec ur i t  v I ev e c amm and s 1 when e ~~~ ~~~~~~~ c s . ’ ~~~‘

i ’ e c l o s s t f t e s  a me’~sa ge .

1 . I Cn e ~~~s 
~~~~~~~~ i t  I.e v ci  per ~h’ ss a ~

Fa’h messa~ e has onl y one s~’~’ t : r t t v  l e v e l .  F t c l 5 ~s t h~~i~i.~nt t f v  ~ni~~1not ~~rs ,,nd i ’e  tpiet ’ s , d a t e s  a s s ’ 5 ’ t i t e d  w i t h
he me s ~ a~ e • t he ~

‘ 1 a s s  t ft ~‘a t  t an  ~ t
’ the  me s s  a~ e • t ‘

~ e m es s  o~. eype , and t he pr ece~i en 5 e  • are r e qu i red t a be I~ ~C I ~l I ~ 1 E P
A l l  other  t’ i e ’1~1s r e c e i v e  t h e  som e c~~t s s i t ’ i c a t i ,~n w i t h i n  a
single mess i~~e.

A ppendix A sh ows a so mpl e mess i~~e rece t ed (‘ am t h e  ~~‘\ and
cortv er ted t a a H~’ HM~ mess  o~ e . The CCNF I :~l ~T 1 A l  ft e I ds h av e
been r ep i  aced by a news s t a t ’  v t o k e n  t ’ rom he As sa~’ i t t  c51
Pr ess w i r e  serv i c e .

In th is  mess O Re , t he Sub 5 i eet  : • Re t’er en c e : a nd I~’ ~ t : 
( t e l .t s

all carry the I abe I [ C l ,  wh ich  i i c a t  es that t hey cant a in
CONF I P E N T I  A~. in form at t a n  . The un 1 abe l i e d  t t el ~is  • such as
Fr om : , Prec edenc e  : an~i C l a s s  — Ch a r : . or e Ii ~~~ A:~ V ~ P.
f i e l d  s wh c h o r e  ~I er iv ed from t he I ~~~~~ \ header ~1 a nat
correspond t o  s t a n d a r d  Herm es f t ~ ed t i e l ¼ l s . The~ a re
t reated as Hermes user — f t c I 5 l s , and a re  s hown i n  ta ’pcr— c .lse
letters. ~‘xa m ples  of such f i elds  o re  I i~M X — A C I ’ t C N  : • CI ’AHP : .

.~nd PS N: .

— —
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~~~. 1 •.‘ A u t o m a t i c  T r a n s i t  tons Bet ween Sec ur i t  v Leve ls

Each user is logged in at his max imum s e c u r i t y  1ev ci , and
then au t o ma t  i c a l ly  t r an sferr~•J t o I I NC I A SS IE IEP .  The user is
at the UNCL AS SIF1EP leve l  whene ver he inputs c omm a nds , i t ’
the commands call for di spl a y of a message , the  use r I s
automati cally transferre d t o  his max imum se cur it y level so
that  all  the  i n f o r m a tio n  th at the user is allowed to see i s
d Ispi av e d .

i f  t h e  user  w i s h e s  to  set a l o w e r  m ax  imum s e cu r  it v 1ev el for
the current  H ERME S sess ion  • he can g i v e  t he c ommand

‘ MAXIMUM S E C U R I T Y  I,FV EL ‘..c l a s si f i c at  ton ’~~CR’

This secur ity level wi l l  rema in in effect until t h e  us e r
logs out .

~.1.3 Chan gin g S e c u r i t y  l ev e l s

When the user g i v e s  a c o m m a n d  t’or mess age co m pos it  ion , s uch
as Ct~MPCSF • the s e r i e s  of prompts p resen ted  t o  the user is
cont ro l led by a HF RMFS temp l a t e .  Cue t e m p l a t e  it em
auto mat ica l ly  a sk s for  the s e c u r i t y  leve l  ot ’ t h e  messa g e .
As the user responds t a the ser i es o f  CI’~MP~ SF p r o m p t  s • t h e
message is aut omat i ca l l v  c r ea t e d  w i t h  f ie l ds  l ike I’o :  , C c :
and Pate: a t  the requ t red U N C IA S S I F  IEP l eve l , and t’ie lds
such as Subject : and Text  : at the c l a s s i  f i c a t  ion l e v e l  t h a t
has been spec i f i ed  by the  user . When t he user SH~~~S t h e
unsent d ra f t  message , HERM ES a lso mak es the t r a n s i t  ion
between secu r i t y  leve ls , wi tho ut  e f fo r t  on the u s e r ’ s port .

If the user des i res  t o  chang e the ¼’ lass  i N c a t  ion at ’ t h e
message , he m a y  do so at the end of the C~ MPCSF command
The user is left in the d r a f t — e d i t o r  where he can use t he
RECLASSIFY command before send ing the message.  The user m.iy
also add more f ie lds , ed it  or erase e x i s t  ing ft elds • show
the d ra f t  mess ag e or SFNP i t  , as in regular  HERM ES .

When the c l a s s i f i c a t i o n  is made more re s t r i c t  ive , on ly th e
RECLASSIFY command is n ec e s s a r y .  It ’ t h e  d r a f t  h a s  a
c l a s s i f i c a t i o n  higher than UNC LASSI F IEP , a~~d th e RE C L A S S I F Y
c ommand is used to downgr ade , HERMES d ispi oys  t he  ent i re
draf t  for rev iew and requires the user t o  c o n f i r m  t he
r ec l a s s i f i c a t i o n .

The user is con t inua l l y  informed of the c l a s s i t i c a t i o n  of
each line d isp layed  on the termina l by means of  an i n v e r se
v ideo “bar ” d isp layed at the let ’t hand edge of the scope
screen . The f i rs t  four character  posit - ions a re used t o
d ispi ay t he class i ft ¼’ a t  ion ¼’ hat’ act  er , U • C , S or T t h a t
appl ies to  the l ine.

.1 
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Whenever the c lassi f ic a t i on at wh ich the user operat e s I S

chan ged , the use r is not i fi e d by on inverse vide o line ,
e.g.,

F ROM U N C  L A S S I F  I Fl” TO ~‘EC RET

Simi l a r ly , an y  c o n f i r m a t i o n  of chang e of c l a s s i f i c a t i o n
requ i red  by the sy s tem is hi~,h l igh te i  by inverse v t - l e a .

2 .2  REST RICTEP A CC ES S TO THE TENEX EX ECCTI VE S Y S T E M

S e c u r i t y  is en f ~ rceJ  by  restri cting the access of HERMES users to

the TENEX Exe cutiv e System .

Users are placed directly in HERMES upon logging into the~~.~ystem ,

and must logout d irec tl y fr om HE~~1ES. There is no p rovis ion for

iroppin~ into the Execut ive System in a lower fork through the

EXEC comman d as there is in regular HERM ES.

7. ~ C IN C PAC NAME CHANGES

The names of a few HERMES c ommands were changed in SECURE—H E RMES

at the reques t  of CIN CPAC users , t o conform to C INCPA C usage and

to take a d v a n t a g e  of the oppor tun i ty  for using func t ion  k e y s  an

the HP 26145 termin al used at C I N C PA C .

<LF ” <NE XT’
<PREV~P R I N T  PI SP L A Y

LIST P R I N T
UNDELETE RESTO RE
EXPLODE EDIT MESSAGE
R E F I L E  STORE
<CTRL—B~ <INCLUDE FILE”

— 7 -
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2. ’~.1 Automat ic  Processing of LDM X Messages

Messages that a r r i v e  v i a  the LDMX are passed  t h r o u g h  t h e

LPMX — H E R M E S  l it e r face  and t rans fo rmed into H E R M E S — s t y l e  message ? .

A Sub jec t :  f ie ld and a number of u s e r— f i e l d s  pe culiar to the

C I N C P A C  app l ica t ion  are e x t r a c t e d  fr om the informat ion at the

beg inning and end of the LDMX messages . A sample LDMX messa ge is

shown in Appendix A.

7~~’~~7 CINCPAC DIRECTORIES AND FILES

We worked with C INCPAC and MITRE personnel to devise a setup for

CINCPAC that woul d facilitate necessary message traffic , t h r o u g h

the app l ica t ion  of HERMES features , som e standard and some

extended for th is app1icati ’~n .

Each user ide n t i ty  is assoc ia ted  wi th  a work and s to r ag e  sp ac e on

the computer which is ca l led a “d i r ec to r y” . HE RM ES f i les  are

ident i f ied by a name such as <J 3 O1 > M ESS AG E .T X T ; 1 , where the the

nam e inside the ang le — bracke ts , < . . . “ , refers to the  TENEX

“d i r e c t o r y ” that conta ins the f i le , and MESSAGE .T X T ; 1  is the

f i lename. When the User makes use of HERMES fi lenam e— input , only

the part of the nam e before the “ .“ is visible , e . g ,

<J 3 01 > ME S SAGE .  Each TENEX d i rec to ry  has a specia l  f ile ,

M E S S A G E .T X T ; 1  , w h i c h  is the I N B O X , the  f i l e  for rece iv ing  new

mess ages .

—
~~~~~~~~~~—
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In the proposed CINCPAC setup , “o f f i c ia l”  d i rec tor ies  wou ld be

created for J3, for the DDO , for each division and branch within

J3, e .g . ,  J3 1 , J3 1~~, J312 , and for clerks assigned at the

division and branch levels , e .g . ,  J3 1A , J 3 1 1A . These directories

would be the vehic les for all of f ic ia l  message processing wi th in

CINCPAC J3. They can be though of as of fic ia l  “roles” wh ich

di f ferent people fill for performing CINCPAC operat ions.

Another , entirely separate set of “personal” directories would be

created for the individual people who use the system . These

di rector ies w ill be nam ed for the peo p le who “own ” them , e . g . ,

• the of f icer  John Smith might be given a d i rec tory  named JSMITH.

Each personal d i rec tory  will contain its own MESSAGE .TXT;1  f i le ,

which will be used only for messages that a f fec t  the user as an
- 

individual , not as a CINCPAC of f icer .

• The mechanism for associat ing the personal d i rec tory  with the

offic ial “role ” directory is the HERMES comm and CONNECT . The

- 
deta ils of a projected Hermes installation for C INCPAC is shown

I - in Appendix B , and a sampl e working session in Appendix C.

2 .3 .3  SHARED FILES

A design for sharable message files was developed . Under the

current design , only one user has full wr i te  access to a mess age

file , while other users may be rest r ic ted from marking messages

11 , V
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seen or delete d or fr om creat ing, modifying, an d e ras i n g user

sequences. Full y shara b le files woul d al low all th e users who

access a file to change its contents. We believe this to be an

important step towards being able to build a cache-based system .

Under the new plan a series of locks would be employed in order

to contr ol access to user sequences. The user sequences would be V

store d , as the y are now , in the parse q f i le , wh ich i s the

“up— arrow ” file that acts as a companion to the message — file.

However , the parseq file would have an expanded format which

woul d allow far more sequences to be stored than can presently be

done. In order to keep storage requirements down , the sequences

w ill be stored in two formats. The first would allow for up to

16 sequences ; the second up to about 12’~O. The new plan should

not s ig ni ficantl y af fect  access t ime of user se quences .

2.3.14 NEW FEATURES IN SECURE—HERMES

Several new comm and s an d featur es we re Im p lemente d for

SECURE— HERMES and incor porated Into that system .

2.3.14 .1 Top—Level ASSIGN

The top— level ASSIGN command allows the user to add the field
Act ion : and Info : to a message in a message— file without
modifying any of the original fields. Copies of the messages are
then distributed to the directorie s in ACTION : and I NFO : field s

‘1 and the original message is deleted from the message file .

The use of the ASSIGN comman d may be restr i eted to spec i i ied
users.

— 10 -
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2. 3 . 14 .2 Top—Level  APPEND

-
~~ The APPEND command a l lows the user to add a new or addi t iona l  Key V

word :, Sub jec t :  or Re fe rence :  f ie ld to a mess are in ~
- message —f i l e , without modi fy ing any of the original f i e l ds .

The use of APPEND for adding Subject and Reference f ie lds may be
restricted to specified users .

7.3.14.~ Top—Level COMMENT

The top—leve l  COMMENT command a l lows the user to add a comment to
a message ii a mess aRe— file without modi Cying any of the original
f iel d s.

The COMMENT command p laces  the user in the { TEXT ] f ie ld .  In
SECURE—HERMES , the user would be automat ica l l y placed in the WE

(‘V 
editor , which allows editing and formatting within the field.

2.3 .14.14 Top—Level Commands for Sequences

The commands for modif ying user— created sequences have been
brought to top c ommand l e v e l .

• ADD a l l ows  users to add messa ges  t o  a named sequenc e .

1” REMOVE allows users to erase messo~ es fr om a named sequence.

SO RT allows u s er s  to SO RT the message s in a named sequence
according to any m ess age— field.

2. 3 . 14 .5 The NOT O pera t o r

- The abi lity of SEC (J RE— HERM ES to select messages in commands that
accept message specifications has been improved through the

F addition of a “NOT” operator. “NOT” can be used in message
L spec i f i ca t ions , along wi th “ , “ , “I ”  and “ ; “ . “N OT” selects

messages that do NOT f it the s p e c i f i c a t i o n s .

2. 3 .14 .6 Message Coordinat ion and Release

- Formal messages at C I NCPAC are c reated in two ca tegor ies , f ”rmal
MEMO S, which are destined for users within (‘IN CPA C , and L PM X
messa ges , which are to be sent over the LDMX facilities .

The com position of these messages , as well as of informal
messages , can be contro l led throug h the use of  HERM ES com posing
templates .

Li
— 11 —
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The HERMES fixed fields To: and Cc: will be reserved for informal
memos and for the users who take part in the coordination or
cho ppi ng of the form al memos an d LDMX messa ges.

A message intended to be a formal memo or LDMX message w i l l  be
circulated for chop wi th in C I NCPAC.  Users may use a special
CHOP—YES or CHOP—NO templ ate to reply to the messa ge and convey
the ir comments to the originator . Once the final versiol has
been agree d u pon , the user who has the authority to release
messages will use the RELEASE MEM O or RELEASE LDMX command.

RELEA SE MEM O a ct iv at es a special set of add ressee f iel d s , Memo—to
and Memo—cc , which contain names of users within CINCPAC .

RELEASE LDMX p lace s a copy of the messa ge in a speci a l f ile where
it will be picked up and distributed by the LDMX .

2.3.5 THE SECURE—H 2 SYSTEM

To simplify the use of SECURE— HERMES by CINCPAC personnel and to

assure control of t he HERMES env i ronment w ithin C INC PAC , we h ave

implemented a smaller version of SECURE—H E RMES , SECURE—H2.

This system is a development of the experimental Hi system

implemented in September 1 977 and descr ibed in the previous

progress report. The SECURE —H2 commands are essentially a proper

subset of regular SECURE— HERMES and are completely compatible

with the full— size system .

Unlike Hi , SECURE—H 2 conta ins a d ra f t—ed i to r . SECURE — H 2 does not

co ntain fac i l i t ies for creat ing and edit ing ob jec ts  such as

templates , f i l te rs  and user—f ie lds , or for editing switch

set t ings , but it does contain top— level commands for creating and

modifying user— created sequences.

- 1 2 --
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The command

)CREATE SEQUENCE <name >< CR >

creates  a named sequence that is empty. The user , who is left at

top command level , can then use the ADD command to add messages

to the sequences . Subsequent changes to the sequence can be made

with the REMOVE and SORT commands.

SECURE —H2 further differs from SECURE— HERMES in that the only way

to enter the d ra f t— ed i to r  is by giving one of the c ommands ,

COM POSE , RE PLY , FORWARD or EDIT MESSAGE . There is no EDIT CDRAFT

c ommand.

Similar ly, the only way to leave the DRAFT—EDITOR is by g iv ing

the ABO RT command (which is not present in full— size HERMES ) or

‘V the SEND comman d .

For a summar y of the comm ands and files used in the SECURE—H2

system , see Appendi x D.

“.‘V- 2. 3 .6  THE WE EDITO R

The WE Editor is avai lable as the editor best suited for use on

the HP 2 6 145 terminals used at the CINCPAC MME.
0~~

In consultation with CINCPAC users , a scheme was d evelo ped f or

the assignment of SECURE — H 2 and WE c ommands and functions to the

function keys avai lable on the HP 26 145 terminal .  A descr ipt ion

of the arrangement and functional operat ion of these function

keys is given in Appendix E.
— 1 3 — 
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2. 3 .6 .1  The V iew Win dow

For the CINCPAC appl icat ion , WE was modified to provide a v iew
window. The scope screen can be split in two . One window can
display the message—f ie ld  that the user is in the process of
editing; the other can display the current messa ge.

2.3.6.2 Marking and Copying Text

A set of WE c ommands , implemented as function keys on the HP
26145, allow the user to mar k the begi nning and end of a sec ti on
of text in either the message being edited or the current message
displayed in the view window. The marked text can be copied and
inserted at a third position in the message— field being edited .
If the marked tex t occurs in the message—f ie ld  being edited , it
may al so be erased .

2. 3.7 SCROLLING ON THE HP~26L45 TERMINAL

We have designed and partially implemented a mechanism to permit

scrol l ing on CINCPAC terminals , using har d w are loc al to t he

terminal.  Since the scrolling takes place ent irely within the

HP—26145 terminal , the scroll ing imposes no burden on the PO P— b

computer . The scroll ing is universal , in that the entire

interact ion, c ommands and all , can be scrolled . The HP—26145

memory holds approx imately 8 screensful .

The current WE ed itor allows scrol li ng dur ing messa ge

com position .

2. 3 .8 USER DOCUM ENTATION

We designed and produced examples of on—l ine lessons for CINCPAC

users.  These lessons would be implemented in the form of one or

more files of HERMES messages . Messages containing lessons that

— 114 —
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introduce the user to Hermes features would be interspersed w i th

messages containing examples for the user to t r y .  Where

appro pr iate , the user woul d use the message— file itself as a test

bed for exercises in using HERMES commands and functions.

We are also prepared to modify our current HERMES on—l i ne

documentat ion, which is accessed by the OUTL INE , DESCRIBE ,

I EXAMPLE and DOCUMENT c ommands , to reflect CINCPAC nomenclature

and functionali t ies.

2.3 .9 CINCPAC LOAD TESTS

2.3.9.1 Preliminary Load Tests

In October 1 977 , we ran a series of load te sts for t he pur pose of

determining the extent of the improv ements in e f f i c iency  that had

I been mad e in HERMES since the close of the MME competi t ion in the

preceding February.

These tests showe d sub stant ial improv ement in performanc e , and

ena b led us to predi ct w i th conf ide nce tha t we coul d prov id e a

- 
HERMES at CINCRAC wh ich would easily handle twenty— five

I . simultaneous users with l ively respons iveness.

1 . The results of the tests  are g iven in Appendix F.

I 
- 1 5 -
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.~~~. ~~~~ Projected Load Tests

In collabor ation with MITRE , we prepared a set- of scenarios for

load tests that corresponded to a plan for CI NC PA C load tests

dev ise d by Jo nathan Mitc he l l  of the  MITRE C o r p o r a t io n . Thes e

scena r os make use of the C I NCP A C s e t — up  out ii ned in Appen d ix  B.

A skeleton set of scenar ios  is given in Ap pe nd ix  ~~~ .

. 1
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~~. HERMES SYSTEM SUPPO RT

~.1 HERMES 14.O..~

HERMES 14.O.~?.’ was released as regular HERM ES a t  the BRNA , BRNE ~,

BBN , BBND , BBNE , IS! , ISIB , ISIC , ISlE , SR I—K A and SRI—K !. host

com puters on October 1 , 1 977. New features incorp orated in

I 14.O.~
’V’2 were described in the previous progress report. A number

of bug s were found and fixed in the course of the quart er.

‘ -‘V
3..’ NEWHE RM ES 14 . 1 . 1

HERMES 14. 1. 1 was  re leased as NEW HE RMES on all host computers ,

and given extensive testing by members of the user c ommunit y .

[ New fe atures in Hermes ~.1.1 were the long—awaited RE PLY and

FO RWARD templates , and the prov is ion that the defau l t  t e x t  e d i t o r

[ can be entered by typ ing <CT RL .- K~ in any f ie ld  t h a t  a c c e p t s

ordinary t e x t .  The user can set the defaul t  ed i to r  w i t h  the  new

I EDITO R— ESCAPE switch.

I - The SUGGESTION c ommand was rep lace by the com pose templ ate  named

- SUGGESTION.

3 . 2 . 1  The RTEMPLATE The RE PLY command now de fau l t s  to

1 )REPLY ~cmessag e~ RTEM PLATE < C R~

and the RTEM PLATE is init ial ly set to the f i xed templa te :

REPLY—FO RM
(1) “(Type text of reply, to ~~~~~~~~~~

I (.‘) Text:

‘ V i

— 1 7 —
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V ~~
. 0..’ The FCTEMPLATE

The FO RWAR D c o m m a n d  now defaults to

‘ FO RW AR D ~c message ’~ FCTEMP LAT E FIT F. MP I.AT E ’V ~~R’

FCTEMPLAT F co r resp ond s  t.~ CIE MPLATE for COM POS E and RTEMPLATE for V

REPLY. FTEM PLATF is the t e m p l a t e  through wh ich  the “ inc luded ”
message is pr inted .

The ECT EMPL AT E is i n i t i a l l y  set t o :

F O R W A R D— C O M P O S E — F O R M  j
(1 Subject :-+

The FITEMPLATE is i n i t i a l l y  set to:

T NCLIIDE
(1 ~ Stand ird
( ‘  ~‘

~ The EDITOR—E S CAP E S w i t c h

A new switch has been includ ed :

‘V EDIT OR— ES CAPE None [X ]Teco Xci
We

The EDITOR—ESCAPE ’  s w i t c h  spec i t ’V i e s  a t e x t  e d i t o r  when you en te r  a
f ie ld  that normal ly  a c c e p t s  tex t , and then type ~CTRL — K ’.

If your de fau l t  ed i tor  is Teco , then the set of c omm a nds:

‘Subject~~C R’Now is the t ime  ~CTRL —K ”

has the same e f f ec t  as the set of commands

~Subjec t \C H’
Now is the t i m e < CTRL — ’’
‘‘Teco Sub j ec t <CR ’

3 . 0 .4  The SUGGESTION Templ ate

The SUGGESTI O N c ommand has been rep laced by the com pose t e m p l a t e
n amed SUGGESTION.

‘COMPOSE SUGGEST IO N~ CR’ V

— 1 8 —
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The SUGGESTION template has the form :

SUGGESTION
(1) literal (To : MYE R~ BBNA ,

To: MOOERS~ RRNA 1
(0 )  l i teral [Cc : A IRP LANES ~ BBNA]
(
~~ l i t e ra l  ( K e y w o r d s :  Suggestion on BRN HERMES 4 . 1 . 1 1
(4) Subjec t :+
( 5 )  T e x t : -+

-

~

- 
V
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4 . THE Hi and !-1 2 SYSTEMS CORRESPONDING TO STAN DARD HE RM ES

In parallel with the work on SECURE — H 2 , we developed and

demonstrated corresponding “junior versions ” of our  stan d ar d

“civilian ” HERMES system . Both consist of subsets of HERMES

c ommands , wi th a very  few modi f ica t ions , and both are fully

upward compatible with full— scale HERMES.

4.1 H i : THE MINIMAL SYSTEM

The Hi system remains substant ia l ly  as descr ibed in the preceding

progress repor t .  Hi lacks any f ac i l i t y  for c reat ing  sequences.

Hi also lacks a d ra f t—ed i to r ; this has proved to be a

considerable drawback to ex per ience d users of m ess ag e sy stems ,

and plan to restore the d ra f t— ed i to r  in the next  vers ion of Hi.

• 4 .2  H2: THE EVERYDAY SYSTEM

We have produced an H2 system which bears the same relat ion to ‘V

s tandard HERMES as SECtJ RE— !12 bears to SECURE—HE RM ES.  H2 conta ins

fac i l i t ies for creat ing seq uences and a d ra f t—ed i to r . H2 has

been used ex perimentally by a number of users within BBN , and

seem s to re present a sub set of HERMES tha t ex per ience d users f ind

com forta ble for their everyday use.

We plan to seek a pp licat ions for introd uc ing H2 to g roups of

naive users to test the e f fec t  of the reduced set of c ommands on

the ease of using the system .

- 2 0 -

I 
-

--V —- - - ..-~~ --—-- ‘V .—



— - ‘ V  - - -V - ‘V VV._ ’VVV_’VVV. -V’V.’VW__~~V.,~__V ’V - - ‘V.— 
‘ ‘ - -—~~~ —— ‘V~__ V ~V- ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ VV-VVV__- ’V’V_~’VVV ~~~~~,V~~

__
~~~~~~~

BBN Re port No. 3783 Bolt Beranek and Newman Inc.

A P P E N D I X  A

SAMPLE LDM X MESSAGE
SHOWING SIMULATED SECURITY

The c lass i f i ed  mater ia l  in the CONFIDENTIAL message has been
replaced with a news s to ry  from the Assoc ia ted  Press w i re  s e r v i c e .

Message 9; 2208 chars UNSEEN RECENT
Date :  JAN 14 , 1976 0 4 : 2 1 — G M T
From : COM USK SEOUL KO REA/ /SJ — OF/ !

[ S u b j e c t (C ] :  DALEY ’ S  SUCCESSO R
Referen ce [C): A.  CTG SEVEN SEVEN PT FOUR 26225OZ SEP 76
Prece d ence : PRIORITY
Sender: LDMX —OPERATO R

V C l a s s — C h a r :  C
UFL2: PTTCZYUW RUA G AAA1 S 7O 282 1 5 4 9 — CCCC —— RUHQHQA
FL4:
DIG : 14O4 2 iZ  JAN 76
LDMX—ACT ION : COMSEVENFLT { RUHGOAA )

CTG SEVEN SEVEN PT FOUR {RUH GSFF }
LDMX—I NFO : COMUSJAPAN YOKOTA AB JAPAN { RUMMJNA }

CINCPAC HONOLULU HI {RUHQHQA)
CIN CPACFLT MA KALA PA HI {RHHMBRA )
C O MNAVFORJAPAN YOKOSU K A JAPAN { RUYNSAA }
ZEN! COMAFK O RE A YONGSAN KO RE A
USS MIDWAY ( RU HG IIW }
3 14AD IV OSAN AB KO RE A ( R U A K K R A }

CLASSIFICATION : C 0 N F I D E N T I A L
GUARD : J 3 ( 7 ) . . . I N FO  FOR CINCPAC HONOLULU H I(4 i )
RTG: 00703! 3!0035

GU A RD 1:  T E N E X ( 1 ) O O — O 1 — 0 2 ( 6 ) J00 3 ( 1 )  I G ( i ) D D O ( 7 ) J 2 ( 15 ) J R C ( 2 )  A R O P ( 1~OSSN : 157 0
CID: MME

T CSN : 000 9
PSN : 000009
MESSAGE —TYPE : NARRATIVE

F 
HAN : 000000026 90

T e x t :
C O N F I D E N T I A L

C O N F I D E N T I A L
1. SUBJ: DALEY ’ S SUCCESSO R

A. CTG SEVEN SEVEN PT FOUR 262250Z SEP 76
r CHICAGO (A P )  — Michael Bi].andic , a little— known lawycr but one with

cons id era b le clout at Ci ty Hall , edged to within a single step today
of becoming tem porary mayor to succeed Richard J. Daley.. .

— 21 —
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APPEN D IX B

SUMM A R Y :  SECURE —H O M ESSAGE S Y S T E M
W ith “ C I N C P A C ”  Comman d Names

1 . TOP— LF’VVEL COMMAN DS
Access to these commands may be restricted .

& C I N C P A C  names differ fr om regular HE RMFS/H2!H 1
! Comman ds used only in CINCPA C HERM ES - ’H O .

1.1 C O MMANDS F-O R R EAD I NJ  MES SAGES

<NEXT ’& Displays NEXT mess age in CSEQUENCE. No KCR ’ .
<PREV ’& Displays PREVIO US message in CSEQUENCE. No NCR ’ .
SURVEY Displays summary of messages .
DIS PLA Y & Displays messages. Resets CMESSA GE .
PRINT& r rl nts messages on Line — printer.

1 .2 C O MMAN D S FO R USING SE QU ENCES 
-

ADD AdOs  mess a ~ es to sequence.
C O N S I D E R  C ha n Re s the conten ts  of CSE’VQU EN CE.
CRE ATE SE QU ENCE ( D i f f e r s  fr om H E R M E S ;  no S E Q U E N C E— E D I T O  F. ”

Cr eat ~s a sequence that cont a ins  no messages .
E RASE Erases a sequence.
RF’I O V E Removes mes sages from sequence.
SORT Sorts a sequence according to any field.
WH E PEI S Shows the sequences that contain messages .

1 . CO MM A NDS FOR CH A N~ IN~
; M FSSA ~~E— F ILES

DELETE Dele tes messa ges .
FILE Copies messages into another message — file.

‘V ~ET Changes current message — file.
RES~ CRE& Rest -Dres DELETED messa ges .

~~t4 COMMAN DS FOR ASST~~N IN~ AND COM MENT IN(~ ON MESSAGES

APP END ! Allows you to add keywords , referen ces~ or a
subject* to messages .

ASSI~ N~~! A l l .w s J~ O 1 to distribute messages for Acti on and
Inf . (Deletes messages from the messa ge— file. ”

COMMENT Adds a comment on a field to messages .

H
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1. 5 COMMANDS FOR COM POSING , EDITING AND DISTRIBUTING MESSAGES

COM POSE Prompts you to com pose a new message.
DIST RIBUTE Asks you for add ress ees , distributes copies of

messages to them .
EDIT ME SSAGE& Turns a message into a draf t  that can be edited .
FORWARD Places messages inside the tex t  of a new message.
REPLY Crea tes a reply to a message.
RELEASE MEMO’! Distributes copies to addressees on the computer ; ‘V

prints extras for distribution to other
addressees .

RELEASE LDMX’! Distributes draft to the LDMX! for release.

S 
— —

1.6 OTHER COMMANDS

LOGIN Gives you access to H2. Requires you to type a
user—name and a password.

CONNECT G ives  you access to the identity and f i les of
• another directory. Does not change your H2

profi le (which is supplied by your System Control
Officer)

LOGOUT Stops H2; asks permission to remov e DELETED
messages permanently and renumber the message
file.

MAXIMUM — SE CURITY—LEVEL !
Sets max imum secur it y level for the res t of this

H2 session .
HELP Helps you get started . Describes documentation

ava ilable on the computer.
NEWS News of latest changes .
DESC RIBE Info rm ation about a large number of H2 topics.
EXAMPLE Displays example of H2 topic.
SHOW Shows se quence s and the names of f ilte r s ,

templates and files .
STATUS Dis p lays s ummar y of ~irectorie~~. the current

message— file , and security— level .

- 23 —
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2. COM POSING AND SENDING A MESSAGE -- THE DRAFT

The current d raft  mess ag e , also called CDRAFT , is an unsent
messa ge , consisting of a collection of FIELDS. A draft can be
created wi th the COM POSE , RE PLY , FORWARD or EDIT MESSA GE
c ommands. These c ommands give you access to a set of c omma nds
that differ from the commands used to read messages . The prompt
for these second— l evel commands is > > .

2.1 SECOND— LEVEL COMMANDS THAT ACT ON THE DRAFT”

ABORT Returns you to top—level  commands. Erases the
draft .

<INCLUDE FILE>& Inside a f ield , prompts you to insert contents of
a file. File must be supplied by your System
Control Of f icer .

ERA SE Era ses contents o f a f iel d , al l headers  or the
entire draft .

FORMAT Ad jus ts  ragged lines . Neatens contents of a
f ie ld.

INCLUDE Copies messages into the text  of the d raf t .
STORE& Turns the dra f t  into a message in the

message— file , either as a specified message—no.
or a new message.  Defaults to the message—no.
l ast EDITED. Era ses the draf t . Re turns to top
level.

SEND Distributes the draf t  as a message to addressees
on the computer . Erases the draf t . Returns to
top level.

SHOW Displays a field , al l headers or the entire draft .

2 .2  SECOND —LEVEL COMMANDS THAT FILL IN FIELDS

Header— Fields
From : Acc epts a line of tex t . (Automat ica l ly f illed in

by H2, if you do not fill it in.)
To:  Primar y address f ield. Checks names .

Automat ica l ly  filled in by REPLY.
Cc:  “Car bon copy ” address field. Checks names .

Automat ica l ly  filled in by REPLY.
Sub jec t :  Accepts  a line of t e x t .  Automat ica l ly  fi l led in

by REPLY and FOM~AR D.
In—Reply —T o : Filled in by RE PLY. Accepts  a line of t e x t .
Reference: Accepts  a line of t e x t .
Keywords :  “ “ “ “
Precedence :  “ “ “ “ “

Fcc:  “ F i le—carbon—copy ” f ield. Checks f i le—names .
SEND copies the messa ge into these f i les.  V

— 24 —
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Tex t of Message
T e x t :  Body of message. Lets you type <CR >s in t e x t ;

ends wi th <DONE >.

A ny number of “ User—Fie lds ” , created by your System Control
Of f icer , may be used as second— level commands. All user— fields
are headers.

- 
2.3 FIELDS THAT ARE CRE ATED AUTOMATICALLY

Fields Created When Message is Sent

- Date : Date message was sent.
From : Connected Di rectory of Sender of message.

I 
‘V Sender : Login Directory of Sender of message.

Message—ID: Unique identifier , combining Date and Sender .

• - Fields Created When Message is Received

- - Message —N o: Posit ion of message -in message—f i l e
Char—Count: Total no. of characters in message.
Rcvd—Date : Date message was rece ived .

I - Fi led—Date : Date message was f i led wi th  FILE c ommand.

— 25 -
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3. SECURE —H 2 DIRECTO RIES AND FILES

A d i rec tory  is a work and storage space on the computer ,
identif ied by a user—name . Whe n you use the LOGIN c ommand to
access the computer and enter H2 , you must supply a user— name and
password . Af ter  logging in , you may CONNECT to another
directory. Storage in a directory consists of files , identified
by file—names.

MESSAGE—FILES are f i les that contain messages . D RAFT—FILES are
files that contain tex t  or add ress—l i s t s  which can be inserted
into draf t  messages with the <INCLUDE FILE> function key.

SECURE —H 2 provides one m essage— file , name d MESSA GE , in each
d i rec to ry .  This is the place where messages are received . Other
message—f i les  and d r a f t— f i l e s  may be supplied by your System
Control O f f i c e r .

In SECURE—H 2, the nam e of a file in your connected directory is a
single word , which may contain letters , n u m bers or t he h yp hen,, ,,

SAVED - MSGS
ADDR-LIST— i

The nam e of a file in any other d i rec to ry  cons is ts  of the name of
the d i rec to ry ,  enclosed in angle brackets , fo l lowed by the nam e
of the f i le:

<J 3i >MESSAGE
<SM ITH>D RAFTS

3.1 THE CURRENT MESSAGE —FILE

H2 acts  upon one message —f i le  at a t ime. You can change the
current message —f i le  wi th the GET c ommand.

— 2 6 —
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APPENDIX C

SUMMARY: WE EDITO R FOR THE HP— 2645 TERMINAL

For Use with the SECU RE —H 2 Message System
With “CINC PAC ” Command Names

1. MAIN— KEYBOARD FUNCTION KE YS USED IN  H2  A N D  WE

Six funct ion—k eys are located on the main keyboard : 
‘V

V 

CT RL ~~ABO RT

I I
I ~ I
I I

I I

U

I ‘ V  I I

ESC a) At the end of a c ommand name or a part of a c ommand
<ESC> displays “noise words ” (in parentheses) that
tell you what pa rt of the c ommand to type nex t .

b) At the beginning of a part of a command , <ESC> enters
the default word.

c) When no mor e parts can be entered , <ESC> ring s a bell.
CT RL Hold down CTRL and press a funct ion—key to obtain the

“CT RL” function for that key.
ABO RT Aborts the act ion of an H2 c omman d BEFORE you ty pe the

final <CR > or <DONE>.
NEXT Changes CMESSAGE to the NEXT message in CSEQUENCE , and

then DISPLAYS the message.
PREV Changes CMESSAGE to the PREVIOUS messag e in CSEQUENCE ,

and then DISPLAYS the message.
RETURN Symbol : <CR > . Carriage return. Ends typed— in H2

comman d s , and message fields except for the text.

- 2 7 -
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2. OTHER FUNCTION KEYS

SECURE — H 2 and the WE editor use 12 funct ion—keys at the upper
r ight side of the panel and ?~ keys arranged in two “pad s” at the
right of the main keyboard.

NOTE:  The “CT RL :” labels show a l t e rna t i ve  functions for som e
funct ion—keys.  Hold down the main—ke yboard key marked “CTRL ” and
hit the funct ion—key at the sam e t ime.

CTRL : Page Find Find
Up Begin— End Erase

H2!WE ning WE WE WE

Scroll Mark Mark
Up Begin— End Co py Search Format
H2/WE ning WE WE WE WE WE

Scroll lnsertfl Systern
Down Save V i e w  Move Over — Load
H2/WE WE WE WE w r i t e  WE H2!WE

CT RL : Page Undo Reset
Down WE H 2 / W E

H 2 / W E

‘V 
‘V CT RL : CMESSAGE CSE QUENCE

H2 HO
L
I I I I ’. I I I I I I

I I I I I I I
kt I 

~~~
__  I I I  I _ ‘~ I I j  I I I

I~ ~ ~~~— —  I I  I ~~~ I I I I U I 1

E H 2/WE WE WE WE WE WE
W

(‘Vs I I U / I I I 1 I
‘-I ~ove, I I I I I

R <~~ Erase : :~~> 4 5 6
D H2/WE WE WE WE WE : WE

C
U I I I I  I I I I I I
Ii I I I I  I I I I I I

A : <~~
- \! : ~~> 1 2

R H2/WE : W E WE : WE WE WE

Stop Include
DONE Output Editor:  0 File
H2/WE : H 2  : H2!WE : WE : H.’

- 2 8 -
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2.1 SF.CURE—H 2 FUNCTION KEYS

SCROLL UP Moves d isplay up ( t o w a r d s  beginning) , one line at ‘V

a time .
Ctr l :  PAGE UP Mo v es display up, one screenful at a t ime.
SCROLL DOW N Moves display down (towards  end) , one l ine at a

time.
Ctr l :  PAGE DOW N Moves d isplay down , one screenfu l  a t a t im e .

L INE <:~ Erases line left of cursor .
WORD <~~ Erases word left of cursor .
CHAR <:= Erases character  left of cursor .
DONE Ends the T e x t :— f i e l d  in H.’.

‘V STOP OUTPUT Stops the output of tex t  on your terminal that
resul ts from any H2 command .

• SYSTEM—L OAD Displays information about the operat ing system .
Ctrl: RESET Aborts H2 command . Returns you to ) prompt .

I . Ctrl: CMESSAGE Inserts mess age—no , of the current message ,
CMESSAGE , in an H2 command .

C t r l :  CSE Q UENCE Inserts  the curren t seq uence , CSEQ IJENCE , in an H2
command . The CSEQUENCE is init ial ly set to
ALLMESSAGES , but can be res t r i c ted  wi th  the
CONSIDER c ommand.

EDITO R “Toggle ” Swi tch :  Inside a message—f i e ld  in H2 ,
I - the EDITOR key drops the field into the WE

Editor . In WE , the Editor key terminates WE ,
asks whether to replace the messa ge—f ie ld  with
the contents of the WE buffer , and returns you to
the > pr ompt .

INCLUDE FILE When you com pose a message—f ie ld , hitting the
INCLUDE FILE key causes H2 to pr ompt for a
f i le—name , and then to place the contents of the
file in the message—f ie ld .

— 29 —
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‘V

2 .2 WE FUNCTION KEYS

SCROLL UP Moves display up (t owards  beginning) , one  l i n e  a t
a time .

Ctrl:  PAGE UP Moves display up, one screenful at a time.
SCROLL DOW N Moves display down (towards  end) , one l i n e  a t  a

time.
Ctrl : PAGE DOW N Moves display down , one screenful at a t ime.

M A R K  B E G I N N I N G
P laces an (invisible) marker at the current
pos i t ion of the cursor , to mar k the  begi nn in g of
a sect ion of tex t  to be copied , mov ed or erased .
The tex t  may be in either the draft  message , or
in the VIEW window containing the T e x t : — f i e l d  of
the CMESSAGE .

Ctrl :  FIND BEGINNING Moves the cursor to t he f irst M A R K E D
BEGINNING in the text  that follows the cursor .

MARK END Places an invisible marker at the current position
of the cursor , to m a r k  t he  end of a s e c t i o n  of
t e x t  to be cop ied , mov ed or erased .

Ctr l :  FIND END Moves the cursor to the first MARKED END in the
tex t  that follows the cursor .

SAVE Saves the text in the WE buffer in a special
temporary fi le. You can recover this tex t  by
hitting the UNDO key. The temporary file
disappears when you leave the WE Editor by
hitting the Editor key

Ctrl : UNDO Restores the tex t from the temporary file. This
is useful for undoing the ef fec ts  of a FORMAT
that didn ’t turn out as you expected .

COPY Inserts a copy of the section of MARKED tex t  into
your tex t at the current cursor position .

Ctrl:  E RASE Erases the section of MARKED t ex t .  Erasure occurs
only if the marked tex t  is in the draft message
you are com posing.

VIEW “Toggle ” Swi tch:  When you are in WE , you have two
view windows : one displays the message—f ie ld  you
are creat ing , and the other di sp lays  the current
m e s s a g e , CM ESSAGE. VIEW swi tches your terminal
display between the two windows .

MOVE Combines COPY and E RASE.

SEARC H <str ing><CR>
Searches for the first occurrence of a string of

characters ; the search ignores CAPS and lower
case and spaces.

INSE RT /OVE RW RITE
“Toggle ” Switch. In LETTER mode , switc hes between

INSER T , in which characters you type are inserted

— 30 —
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to the right of the cursor , and O V E R W R I T E , i n
which charac te rs  you type replace charac te rs  to
the right of the cursor.

FORMAT Fills lines to a width of 65 charac te rs  wi th in
paragraphs.  A copy of the tex t  before formatt ing
is automat ical ly  SAVED in the temporary file , and
can be restored with the UNDO func t ion—key .

SYSTEM—LOAD Displays information about the operat ing system .
Ctrl :  RESET Aborts WE; des t roys  tex t  in WE bu f fe r .  Returns

you to the > prompt in H2.

LINE <~~ Moves/Erases line left of cursor .
WORD <~~ Moves/Erases word left of cursor .
C H A R  <=~ Moves/Erases character left of cursor .
/ \

Moves/Erases l ine which cOntains cursor .
MOVE/ERASE “Toggle ” Switch . Changes act ion of l ine /word/char

direct ional keys to Erase mode. Mode swi tches
back to Mov e whenever (a )  the MOVE/ERASE key is
pressed , or (b) a directional key is pressed that
changes direct ion , e .g . ,  fr om right to left .

Moves/Erases l ine below the cursor.
\ /
LINE ~~> Moves/Er ases line right of cursor.
WORD ~~> Moves/Er ases word right of cursor .
CHAR ~:> Moves/Erases character right of cursor.
DONE Used only in KEYBOARD MODE (commands given from

main keyboard rather than function keys) . E n d s
LETTE R mode in WE. Returns to COMMAND mode.

EDITOR “Toggle ” Switch: Inside a message— field in H2,
i - the EDITO R ke y d ro ps the f iel d into the WE

Editor . In WE , the Edi tor key term inates WE ,
asks whether to replace the message—fiel d with

- the contents of the WE buffer , and returns you to
j  the > pr ompt .

O through 9 Multipliers for Move/Erase function—keys .

3. WE KEYBOARD MODE

j The comman d s ass ig ned to funct ion keys can also be ty ped on th e
main keyboard when the WE Editor is set to KE YBOARD MODE.

— 3 1 —i ’ V
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APPENDIX D

S EC URE —HE RM ES LOAD TESTS

On the mornin g of Friday, October 28 , 1 977 , a series of load
tests was run in order to determine the extent of the effi cien cy
improv em ents made to Hermes since the close of the MME
competition . The same message files were used as had been used
las t w inter , and the script files were identic al with the
exception that the names of the directories used were different

The live user scenario was similar to the one used last winter .
It was modified so that it was start-ed with
“<se cure—herm es ’V

~hermes ” ~nstead of “log sles steve ” . This may
have biased the results somewhat in Hermes ’ favor because of the
overhead involved in executing the login procedure which in t h e
earlier tests both created the job and per fo rmed the Hermes
startup. However , the fact that all output was run on a p r i n t ing
terminal may h i v e added a bias against HERMES. The tests were
run on BBN System C ( B BN —TENEX ’ V 1 , which is a K A — l O  running w i t h
2’~6K of core .

One l i ve  user . Mes sag es in jected at 2’-~ messages/hour .

Results are g i ven  as time to execut e c ommand ( m i n s :s e c s ~load average at end of comm and
background
j o b s  10 10 1C’ 15 1’) 22

<secure— 0: U O : O h  0: ~ 0:25 0: ~0 0: ~h e r m e s  ~h e r m e s  ~~~~ ~~~. 25 b .75 h.90 0. ’ 1 - ’ . ‘~~

get  0:21 0:17 0:24 0:22 2:’~O 0:45
exerc i se  2. Q 6 6 .2 1 t .~~) Q .~ O

survey 0:1 8 0:22 0:20 0:27 O :~~ 2 :10
from dia .‘.Q2 2. 8~ t-~.54 6 . Q \  Q .SO 1 1 . ~

print 7 0 :21  0 :2 1  0 : 1 9  2 :02  0 : 1 0  0 :2 0
2.96 2. 59 6. 9~ r~.o 8 0. 0~ 10 .10

f Ile 21 0:24 0 :24  0: ~0 0: U 0:17 ~:~~0
a i r p l a n e s  2 . 6 9  2.70  0 .hO 5.97 0.4~ 10. 1t~

get 0:2 3 0 :79 0 :3 0  0 : 2 2  0 :2 0  0 :  fl
airplanes 2. 76 .37 8.73 h .01 8.~ 11. 8 4

delete 1 0 :14  0:0 9 0 :1 2  0:20 0:07 0 :10 I -

2. 99 3 .14  8. 3~ 5.93 8. ~~~‘ 1 O . 0 I

‘V 
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q u i t  0 :20 0:1 7 0: 1 7 0:1 6 0 :1 7 0:1 7
2. -Is O 2. 80 7 .32  6.10 8 .21 11.9 1 ‘V -

total run time 2:21 2 : 3 5 3 :07 3 :03 3 :11  3 :19
-~ total cpu tim e 0:1 8.7 0 :18 .6  0:17.4 0 :18.7 0 :18 .6  0 : 1 9 . 1

com parable results last winter ( to ta ls  only) :

One live user . Messages in jected at 25 messages/hour.

b a c k g r o u n d

I job s 5 5 5 10 10 19 214
‘V run time 3 :0 5 2 : 34 2:4 7 14 :34 4 :59 16:03 30:24

cpu time 0: 31 0:27 0:28 0 : 30  0:28 0:26 0:28

I

I.
L

[I
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A P P E N D I X  E

A PROJECTED HERMES INSTALLATI ON AT C I N C PA C
D i r e c t o r i e s, F i l e s , Sequences , F i l t e r s, T e m p l a t e s , and Switches

The J 3 D i rec tora te  is one of the major d i rec tora tes  at CINCPAC
Headquarters on Oahu , Hawai i .  Withi n J 3, t h e r e  a r e  s i x
d i v i s i o n s, numbered J 3 1 through J36. This appendix descr ibes an
arran g ement tha t coul d be use d in a H ermes sy stem for process ing
messages in J3.

In the proposed C INCPAC setup, “of f ic ia l”  d i rector ies would be
created for J 3, for the DDO and for each d iv is ion and branch
wi th in J3, e .g . ,  J3 1 , J3 11 , J 3 12 , and for clerks assigned at the
div is ion and branch levels , e .g . ,  J 3 1A , J 3 1 1A .  These directories
would be the vehicles for all official message processing within
CINCPAC J3. They can be though of as official “r o l e s ” someone
must f il l fo r  perform ing C I N C P A C o perat ions .

Each user identity is associated with a work and storage space on
the com puter which is called a “directory ” . H E R M E S  f iles are
identified by a name such as <J301>MESSAGE .TXT ;1 , where the the
name inside the angle—brackets , < ... > , re fe rs  to the TENEX
“d i rectory” that contains the file , and MESSAGE .TXT ; 1  is the
fi lename. When the user makes use of HERMES filenam e—input , onl y
the part  of t he name before t he “ .“ is visible , e.g,
<J3 01>MESSAGE . Each TENEX directory has a special file
MESSAGE .TXT ; 1 , which is the INBOX , the file for receiving new
messages .

Messages that ar r ive  on the LDMX are passed through the
LDMX— HERMES interface and transfo rmed into HERMES— style messages
(see Appendix A).

The LDMX—Hermes interface program pl aces those messa ges th a t h av e
Action or Info for the J3 Directorate in two duplicate
messa ge— files , <J3 01>MESSAGE .TXT ;1 and <DDO>MESSAGE .TXT;1 .
With in the DDO organization are the AIR—DESK and the
SURFACE—DESK , wh ic h are on dut y 214 hours a d a y , on three shifts.
These AIR— DESK and SURFACE—DESK officers scan all messages as
they are rece ived . Their job is to detect emergency situations
and alert the organization to them as they develop.

The J301 organ i zation is on on duty eight hours a day and is
charge d w ith tak ing  care of al l mess ages on a rout ine bas is .
Different people assum e these official user identies at different
times.

To implem ent this , another ent irely separate set of “personal”
directories would be created for the individual people who use
the system . These directories would be nam ed for the people who
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“own ” them , e.g., officer John Smith might be given a directory
named JSMITH . Each personal directory would contain its own
MESSAGE .TXT ; 1 file , which would be used only for messages that
a f f e c t the user  as an in divid ual , not as a CINCPAC officer.

The mechanism for associating the personal directory with the
official “ rol e” directory is the HERMES c ommand CONNECT .

1. ASSIGNMENT OF MESSAGES FOR ACTION

Directories : <USER-3OD connected to <J3O 1>

F i l e s :
<J30 1 >MESSAGE.TXT

All messages that are Action and Info for J3 are p laced in
<J 3O1>MESSAGE .TXT; 1 by the LDMX— HERMES interface. J~ 01 uses
the ASSIGN command to place messages in the <J31”LOG .TXT ,
(J32>LOG .TXT files for J3 1 , J~ 2, etc. ASSIGN also places a
copy of each message in a single back— up file for J3 .

.‘ . THE J 3 DEPUTY DUTY O F F I C E R S  (DDO )

Directories : <USER —A > connected to <DDO> (AIR— DESK )
Directories : <USER— S> connected to <DDO> (SURFACE—DESK )

Fil es:
<DDO’MESSACIE.TXT

This File duplicates messages in <J3O1)MESSAGE .TXT ;1 . The
AIR — DESK and SURFACE— DESK deputy duty officers each scan
all RECENT messages that are either high priority or Action
to J3. Sequences created by the DDO officers are AI R ,
SURFACE , MSG-TODAY , FBIS.

DDO >1 EST READ. T XT
Readboard for the DDO . Created by the AIR—DESK and
SURFACE-DESK DDO o f f i ce rs .

3 . THE J3 DIRECTO RATE CHIEF

Director ies : <US ER — 3> connected to <J3>

F i l e s :
Z , < J 3 > R E A D B O A R D . T X T ; 1

Messages are placed in <J 3>READBOA RD.TXT by J301 , who uses
the FILE c ommand .

— _ 5 —
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14. THE DIVISION CHIEFS

Director ies : <USER — 3 1> connected to <J3 1>
Duplicate set—ups for <J -32> through <J— 36 ) .

F i l e s :
<J 31 )LOG.TXT

Messages are placed in <J 3 1>LOG .TXT by J301 , using the - - -

ASSIGN c ommand . This c ommand automatical l y c rea tes  the
fol lowing sequences in <J 3 1>L OG .TXT : ACTION — J 3 1 ,
ACTION—DIVISION , ACT ION —J 3 11 , ( ACTION — J 3 12 , e t c . ) ,
INFO—J 3 11 , ( I NFO — J 3 12 , e t c .) .

<J3 1>READBOARD.TXT
Messages are placed in <J 3 1> READBOARD.TXT by the branch -

act ion o f f i ce rs , e . g . ,  J 3 1O , J3 11.

<J3 1
Thi s f ile conta ins messa g es for cho p , i.e., messages that
or igi nate w it hi n C I N C R A C  an d are un der go i ng coor di na ti on
(chopping) before being sent as official messages .

5. THE ACTION OFFICERS

Directories : <USER —3 11> connected to < J 3 11 >
Duplicate setups for <J312> , etc.

F i les :
<J3 1 >LOG.TXT

<J3 11 > works with incoming LDMX messages in the <J31>LOG .TXT
file .

<J3 11>MESSAGE .TXT
Messages for chop.

6. THE CLE RKS

Dir e c t o r i e s: <USER—3 1A> connected to <J 31A>
Duplicate set—ups for <J32A) , <J 3 11A> , etc .

Fi les :
<J3 1>M ESSAGE .TXT
<J3 1 >LOG.TXT

Clerks work with the same f i les as their superiors.

L. 
~~~~~~~~ -~~~~~~- 
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7. E XCE PTS F ROM A TYP ICA L USE R P ROFILE

F~ 1ters: 
- 

‘V

User—created :
HIGH—P RIORITY

Require Precedence : “HIGH”

Templa tes :
User—created : ~~

‘V ’V
~

CHOP—NO
(1 ) literal [Tex t :  CHOP NO. Message NOT approved for release.]
(2) “Type comments :” [TEXT ] :

CHOP—YES
• (1 ) literal [Text: CHOP YES. Message approved for release.]

(2) “Type comments :” (TEXT]:
FRE EF ORM

(1) AskLevel
INFORMAL
(1) AskLevel
(2) To:+

• . (3) Cc:+
(‘4) Subject + :
(5 ) Text:  +

LDM X
(1) From : +
(2) To:
(3 )  Cc :
(4) Subject: +
( 5) Reference : +
(6 )  UFL2: +
(7 )  FM: +
(8) LDMX—ACT ION: +
(9) LDMX—INFO: +
(10) GUARD: +
(11) RTG: +
(12) Text: +

MEMO ‘V
(1 ) AskLeve l

- (2) To: +
(3) Cc:  +

• (14 ) Subject : +

( 5) T e x t :  +

User—created fields:
(TEXT ] GUA RD MESSAGE—T YPE

- UFL2 RT G NAN
FL 4 GUA RD1 DLVR
DTG OSSN
LDMX—ACTION CID
LDMX— INFO CSN
CLASSIFICATION PSN
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A P P E N D I X  F

A SAMPLE W O R K t N  ~F~~~t M ~~ A HERMES IN STALLATION AT C IN C PA C

John Smith , reporting t’Vor work at CINCPAC , logs into TENEX an d
enters HE RM ES:

~LOG JSMITH <passwor d ’~~CR ’ V~>CINCPAC— H E RM ES . 14 . X . X  1 January 1 979
Goo d morn i n g.
)

At this point , Smith may or may not check the file
<JSMITH>MESSAGE.TXT for unoff icial messages .

Sm ith assumes hi s o f f i c ia l role b y CONNE CT i n g to t he di re c tor y
J3 12.

>CONNEC T J3 12 <passwo rd><C R>

In the CIN C PAC organizat ion , the  pr im a r y  process in g of incom in g
messages is done in the division level files named LOG .TXT.
Sm ith accesses the appropriate file with a GET comm and .

>GET <J3 1 >LOG .TXT<CR> 
-

To see whic h messa ges ha ve  been ass ig ne d to J3 1 2 , Smith gives the
c omm an d

>SIJ RVE Y ACT ION— J312<C R>

ACTION— J3 12 is a HERMES sequence —— a list of message—nos which
h~ s been gi ven a name , A CTION— J312 , and which contains all
message with the field Action : J312. Al though it is possible for
Sm ith , or any other person accessing the <J31>LOG.TXT file to
create sequences with the HERM ES comm and CREATE SEQUENCE and ADD ,
th is part icular  system was create d automat ical ly when the d a y ’s
messages were placed in the LOG .TXT file by J3O1 with the ASIGN
command.

The f i le conta ins a num ber of other automat ic a l ly  c rea ted
sequences , such as INFO—J3 12 , ACTION — J3 15 , etc. Since sequences
are merely lists of numbers , one message may be place in any
num ber of overlapping sequences .

Smith also has available a number of “filters ” for select ing
messages on the basis of content . RECENT selects all messages
that have arrive since the last time JSMITH accessed this file ,
an d HIGH— PRIORITY selects all messages that contain the field
Pr ecedence : High.
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If  Smi th  wishes  to see only  the messa ges tha t are Info for J 3 12
and that are RECENT , he types

- 

‘V 

) SURVEY INFO— J 3 12 /RECENT < CR >

Smith now responds to one of the messages in the <J 3 1>LOG .TXT
fi le and c rea tes  a reply which is intended to be sent out over
the LDMX. He wishes to coordinate this reply with J315 and
JJ 3 16 , and then to send the message to J 3 1  for final approval and

L r el ease .

Message com position is controlled by HERMES templates. Smith
sele ct s a tem p la te nam ed L D M X , and give the command :

>COM POSE LDMX< CR>

The template presents Smith with a series of prompts for the
fields required by LDMX messages , and then allows him to create a
Text field.

Smith fills in the To: field with J315 and J316 and the Cc field
with his own official user— identity J312 , and gives a SEND
command . (Note: It is possible to set up individual versions of
t he t em p lat es J S M I T H  users so that the y sen d automat ic C c ’s.’)

The HERMES system delivers the message to <J315>MESSAGE .TXT;1 ,
<J3 16>MESSAGE.TXT ;1 , an d <J312>MF .SSAGE.TXT ;1, rece ives  h i s copy
of the message as Message No. 5, J 515 as Message No. 5, J316 as
Message No. 14 , and J~~12 as Message—No . 8. J315 and J316 respond
by using the REPLY commanci . J315 approves of the message as
com posed , but wants minor changes . J3 16 does not approve , and
wants  to rewr i t e the mess ag e.

J3 15 gives the command :

~REPLY 5 CHOP—YE
S<C R ’V~’

T e x t :
COPY YES. Message approved for release.
Type comments:
(Texti

4. Not e by Jones (Connected to J315 ’ ) 1 Jan 78 1- 4 3 9 —E ST
Please change CERTAINLY to P ROBABLY.

S

J31 6 gives the command :

REPLY 14 CHOP-NO<CR>
T e x t :
CHOP NO. Message NOT approved for release.

j Type comments:
• (Text:]

Am sending revised version to you.

— 39 —
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‘V

>>EDIT MESSA GE 1i4<CR>
‘V >>SHOW <CR >

HERM ES prints out the full messa ge as com posed by J312 . J31 6
proceed s to edit the draft , then returns the message to J 312 by

‘V 
erasing the To and Cc f ields and typing them in again.

TO< CR>
>>ERASE C c <CR >
> >TO J3 12<CR >
>> Cc: J316
> >SEND < CR > [ CO N FIRM ) < CR >
>

J312 prepares a final version of the draf t , by editing his copy ,
with changes based on the CHOP replies , and sends it to J 3 1 for
Release.

>EDIT MESSAGE 8 <CR>
[Edit ing sess ion.]
>>E RASE

.131<CR >
>>SEND <CR >
>

The message is places in <J 3 1> MESSAGE—TXT ;1 as Message —No.  25 .
J 31 re leases the message for t ransmission by the LDMX by using
t he RELEASE comman d .

>RELEA SE 25<CR>

The RELEASE command str ips the messa ge of its To and Cc f ields
and places it in a special file where the LDMX will pick it up
and transmit it. 

‘V
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APPENDIX G

SKELETON SCENARIOS FOR PROJECTED LOAD TESTS

- I 
These scr ipts correspond to the load test scenarios developed by
Jonathan Mitchell of MITRE Co r poration for use in the MME
performance tes ts , and distributed as a message with Messa ge— ID :
< (USC—ISI )17—OCT—77 13:-’40:41.MITCHELL>

M itchell planned to run five , ten and fifteen user sessions using
these scenar ios in appropriate combinations , w ith each session
lasting about one hour . The numbers of the messages would be
chosen to equal the ex pected workload for that interval .

Studied in conjunction with Appendix E , these scenar ios show the

I V ex pected manner of use of the Hermes installation at CINCPAC .

1. J3O1 (1 Job)

A. Act ion Messages

1. #Login
2. >Connect J3O 1
3. >Get
Is. >Cons ider Action : J3

1 • 5. >Survey
6. >Assi gn 2,-Is

Act ion : J3 11
Info : J3 1 , J32 , J33, J314
Files :

7. >Display 6 ( after 1st paragraph )
8. >Assign

Action : J3 12
In fo : J3 1 , J32 , J33, J314

I • 
Files : <J3>READBOA RD (Repeat 5—9 three times)

B. Informat ion Messages

1. >Consider All /Info : J3
I . 2. )Survey

3. >Assi gn 1 ,3,5
‘V Act ion:

Info : J3 1 , J32 , J33 , J314
Files :

‘V 4. >Display 7 (‘V” E after 1st paragraph)
5. >Ass ign

Action :
I n f o : J 3 1 , J32 , J33, J34

— Ill —
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Files : <J3>READBOARD (Repeat 2-5 three times)

- I -

C. FBIS Messages

1. >consider Al l/Fr om : FBIS
2. >Survey
3. ><LF> ( ‘V E after 1st paragraph ) (Repeat seven times)
11. >F ile . <J3>READBOARD
5. ><LF> (~~E af ter  1 st para g ra ph) (Repeat three times )

6. >F ile . <J3>READBOA RD>
7. >Delete CSEQUENCE
8. >Logout

2. AIR and SURFACE DDOs (1 job each)

A.  High Precedence Messa ge s

1. ~Login
2. >Connect DDO
3. >Get
L~ >Add FRECENT MSG-TODAY
5. >Consider MSG — TODAY/HIGH — PRIORITY
6. >Survey
7. ><LF> (Repeat three times)
8. >Ad d . A I R  (Surface )
9. > Remov e CSEQUENCE MSG— TODAY

B. J3 Messages

1. >Consider FRECENT /Action J3
2. >Survey ‘V

3. ><LF> (‘~E af ter  1st paragraph) (Repeat three times )
14~ Ad d . AIR (Surface)
5. > Remov e CSEQUENCE MSG—TODAY

C. READBOA RD Preparat ion

1. >Get TEST READ
2. )<LF )
3. >Comment

[Tex t ]: Note by
<Insert a piece of tex t here.>

á4. ><LF)
5. ><LF’)
6. )<LF >
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7. ><LF>
8. >Comment

[Text): Note by
<Insert a piece of text here.>

- 

- 9. ><LF>
10. ><LF>
11. ><LF >

D. Com plet ing Tas k

1. >Get
2. >Add MSG—TODAY/ Fr om EBIS FBIS
3. > Remov e FBIS MSG— TODAY
4~ >Cons ider MSG—TODAY
5. )<LF> (~~E after 1st paragraph)

I - 6. ><LF> (~~E af ter  1st paragraph)
7. ><LF> (E  after 1st paragraph)
8. )<LF> (~~E after 1st paragraph)

10. >Ad d . AIR (Surface) ( Repeat 5— 10 three times )
11. >Remov e ALL MSG — TODAY
12. >Logout

3. Action Off icers (J3 11 , for exam ple , 6 jobs )

A. Action Message Handling

1. ~Login
2. >Connect J3 11
3. >Get <J3 1>L OG
Z$ . >Cons ider FRECENT/ACTION — J311
5. >Surve y
6. ><LF)
7. >Add . OFFICE (Re peat 6—7 eleven times )

B. Info Message Handling

1. >Consider FRECENT/ IN FO —J3 1 1
2. )Survey
3. >Dis play 25 14
1$ . )A dd . OFFICE (Repeat 3— 14 nine times

for messages 2 5 14 ,258 e t c .)

C. Outgoing Message Handling
I - 1. )Get

2 . )Consider FREC ENT/Fo r Chop
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3. >Survey
4~ ><LF>
5. >Reply . CHOP—YES j

<Insert tex t of reply.>
6. >Sen d (Repeat 14~ 6 tw ice)
7. >Pr int CSEQIJENCE
8. >Pr int NEW
9. >Delete CSEQUENCE , NEW
10. >Logout I -- - -

4. Divis ion Chief (J31; 3 jobs)

A. Rev iew and Assign Action

1. ~L o g i n
2. >Connect J31
3. >Get LOG - -

Z4. >Consider FRECENT/ ACT ION— J31
5. >Survey
6. ><LF>
7. >Comment
8. >Add . ACTION— J312
9. >Com po~ e REASSIGNMENT

DTG: 110 377 Z2 7OCT
Sender: JCS
New—A ct ion : J312 (Re peat 6— 9 tw ice)

B. Review Branch Act ions

1. >Cons ider FRECENT/ACTION—D IVISION
2. >Survey
3. ><LF> C after f irst paragraph) (Repeat f i f teen times)

C. Review Info Messages

1. >Get READBOARD
2. >Survey
3. >Display 5 (Repeat seven times for messages 10 ,15 etc .)

D. Handling Outgoing Messages

1. >Get
2. >Consider for cho p
3. ><LF >
14. >Print
5. >Reply . CHOP —YES

Include self in CC? NO
<Insert tex t  of reply.>

6. >Send

— 414 —
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7. >Delete (Repeat 3—7 tw i ce)

E. Chec k Old Action Item s

1. >Get LOG
2. >Survey 1:50
3. >D isplay 5 (Repeat 2—3 ten times for messages 10 ,14 etc.) 

-•

5. Clerks ’ Scenario CJ3 11A , for ex ample , 3 jobs )

A. Rev iew Branch File

1. ~Log in
2. >Connect J3 11
3. >Get
4. >Survey
5. >Display 14
6. >Survey FRECENT

V 

~~ >D isplay 8

B. Rev iew Pending Act ion

1. >Ge t <J31)LOG
2. >Consider ACTION — J 311

• 3. >Survey
4 . >Survey CSEQUENCE STEMPLATE Line—Printer
5. >Display 254 (Repeat seven times for 258,262 etc.)

C. Message Creat ion

1. >Get
2. >Display 3 (~~E after 1st paragra ph)
3. >Com pose INFO RMAL

I - <Look at WE view window>

14. >Send
5. >Display 5 (~~E after 1st para g raph)
6. >Com pose Memo

<Look at WE v i ew  window >
7. >Send
8. >Re ply 7 LDMX

<Look at WE v iew window>
9. >Sen d
10. >Logout

I !
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