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Preface

U.S. Department of Homeland Security (DHS) employees support 
the department’s vital mission of keeping the nation secure and are 
tasked with preventing terrorist attacks, securing the nation’s borders, 
responding to natural disasters, and many other critical duties. Due to 
the nature of these jobs, many DHS employees face a range of work-
related stressors that may put them at risk for developing psychological 
health problems. In response, DHS has developed and implemented a 
number of programs designed to promote resilience, offer peer support, 
and prevent psychological health problems among its staff. 

Most of these programs are administered by the component 
agencies within DHS; however, there is no central repository of 
information about the nature of these programs, their program 
elements, or their effectiveness. To address this gap, the DHS Office of 
Health Affairs asked the RAND Corporation to describe the evidence 
base for workplace psychological health programs and identify existing 
programs that address psychological health, peer support, and resilience 
across DHS components. This report presents the findings from that 
analysis, which will be of interest not only to the DHS Office of Health 
Affairs but also to other government offices responsible for employee 
health and well-being. 

This research was sponsored by the DHS Office of Health Affairs 
and conducted within the Forces and Resources Policy Center of 
the RAND National Defense Research Institute, a federally funded 
research and development center sponsored by the Office of the Secre-
tary of Defense, the Joint Staff, the Unified Combatant Commands, 
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the Navy, the Marine Corps, the defense agencies, and the defense 
Intelligence Community. 

For more information on the RAND Forces and Resources Policy 
Center, see www.rand.org/nsrd/ndri/centers/frp or contact the director 
(contact information is provided on the webpage). 
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Summary

The U.S. Department of Homeland Security (DHS) was created in the 
aftermath of the September 11, 2001, terrorist attacks from all or part of 
22 existing federal departments and agencies to oversee and coordinate 
a national strategy to protect the country from terrorism and to prevent 
future attacks. DHS currently employs more than 230,000 people who 
serve in different capacities across the department’s operational com-
ponents to prevent terrorism, secure and manage U.S. borders, enforce 
and administer immigration laws, safeguard and secure cyberspace, and 
ensure resilience to disasters. In carrying out these responsibilities, many 
DHS employees face considerable work-related stressors or are exposed 
to potentially traumatic events. The consequences could include job 
dissatisfaction, burnout, or psychological health problems, such as anxi-
ety, depression, posttraumatic stress disorder, or substance use disor-
ders. In 2012, the U.S. Government Accountability Office found evi-
dence for increased stress among DHS employees and reported lower 
job satisfaction and lower engagement among DHS than the average of 
all other federal agencies based on data from the 2011 Federal Employee 
Viewpoint Survey. 

The unique organizational structure of DHS and differences in the 
number and type of employees in each of its components have resulted 
in a support system that includes both DHS-wide programs and com-
ponent-specific programs to help promote resilience and engagement 
among employees and prevent psychological health problems that can 
result from long-term stress and exposure to trauma. However, little 
is known about the nature and effectiveness of these programs. The 
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DHS Office of Health Affairs (OHA), which has shared responsibility 
with the Office of the Chief Human Capital Officer (OCHCO) for 
the overall well-being of the DHS workforce, asked the RAND Cor-
poration to identify and inventory existing DHS programs that address 
psychological health, peer support, and resilience; to highlight gaps in 
existing programs relative to recommended practice; and to develop 
recommendations for new initiatives or for expanding or replicating 
existing evidence-based programs to support other DHS components.1 

To support this effort, we conducted a series of interviews with 
subject-matter experts and DHS program managers to identify the 
psychological health risks faced by DHS employees, approaches to 
mitigating those risks, and existing programs across DHS that address 
psychological health. We also reviewed the research literature on key 
approaches to addressing psychological health that have been adopted 
by workforces similar to those of DHS components, including law 
enforcement, emergency medical services, and military personnel. We 
evaluated the evidence base for each approach to assess the level of 
certainty that a given intervention will have a net benefit for the popu-
lation receiving it, with the goal of identifying the most appropriate 
interventions to meet the needs of DHS component employees.

Evaluation of Workplace Approaches to Increasing 
Resilience and Reducing Psychological Health Problems 
Among Employees

Overall, the evidence supporting commonly adopted workplace inter-
ventions to increase resilience and support psychological health was 
sparse, perhaps as a result of the newness of this field or the relative 
infrequency of traumatic events and ethical concerns related to con-
ducting research on those exposed to such events. We adapted a metric 
developed by the U.S. Preventive Services Task Force (2013) to classify 

1	 This report was completed in November 2017. In December 2017, OHA functions were 
reorganized under OCHCO and the Countering Weapons of Mass Destruction Office. This 
report reflects the structure and functions of OHA before this reorganization.
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the quality of the available evidence for each program type and the cer-
tainty of a net benefit as high, moderate, or low based on this evidence.

None of the interventions examined met the criteria for high cer-
tainty of a net benefit. Only five rose to the level of moderate certainty: 
(1) employee assistance programs (EAPs), (2) short-term counseling 
(for civilian populations only), (3) commercial resilience training pro-
grams (for civilian populations only), (4) psychological first aid, and 
(5) mental health first aid. All others had a low certainty of net benefit; 
however, in some cases, these approaches were either quite new or had 
shown promise for a subset of individuals (e.g., demonstrated effective-
ness in civilian but not military populations). Table S.1 summarizes the 
interventions and the results of our evaluation.

Table S.1
Summary of Findings on Workplace Approaches to Promoting Resilience 
and Preventing Psychological Health Problems

Intervention Purpose

Certainty of Positive 
Net Impact Based on 
Available Evidence

EAPs Strategic guidance, support, and 
consultation offered internally to an 
organization or through an external 
provider to assist with personal or family 
issues

Moderate

Short-term 
counseling

Brief, solution-focused counseling to 
address general conditions of living and 
issues specific to the individual, such as 
stress management, adjustment challenges 
(e.g., reassignment, geographical moves), 
interpersonal problems, financial or 
employment issues, and grief and loss

Low-moderate

Self-care Activities to nurture the self and promote 
well-being, such as meditation, mindfulness 
practice, moderate exercise, journaling, 
taking deliberate breaks from work or home 
tasks, participating in meaningful activities, 
or limiting unnecessary exposure to trauma

Low

Resilience 
training

Intervention before a problem appears, 
including educational programming or 
training on risk, strategies to manage stress 
and other risk factors, and recognizing 
warning signs of a developing problem

Low overall but 
moderate for 
commercial training 
programs for civilian 
populations
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Overview of DHS Programs to Address Employee 
Psychological Health

Through our interviews, we identified psychological health programs 
as of February 2017 in OHA and seven DHS operational components: 
U.S. Customs and Border Protection, the Federal Emergency Man-
agement Agency, U.S. Immigration and Customs Enforcement, Fed-
eral Law Enforcement Training Centers, the Transportation Security 
Administration, U.S. Citizenship and Immigration Services, and the 
U.S. Secret Service. Our study focused specifically on programs for 
preventing nonclinical psychological health issues (e.g., coping with 
stress, building resilience) and providing care (e.g., access to on-site 
mental health care providers, peer support, response to traumatic inci-

Intervention Purpose

Certainty of Positive 
Net Impact Based on 
Available Evidence

Peer support Peer-based intervention to help individuals 
respond to stress, including training for 
peer supporters to connect affected 
individual with resources or to provide 
case management support, education, or 
counseling

Low

Critical 
incident stress 
management

Acute crisis response, sometimes including 
pre-crisis and post-crisis components

Low

Critical  
incident stress  
debriefing

Structured, small-group acute crisis 
debriefing, either formal or informal,  
within 72 hours of event

Low; 
contraindicated 

Psychological 
first aid

Response to individual psychological needs 
resulting from a disaster or traumatic event

Moderate

Stress first aid Response to individual psychological 
needs resulting from job-related stress or 
traumatic events

Low

Mental health 
first aid

Response to individual needs of a person 
developing a mental health condition or 
having a mental health crisis

Moderate

Table S.1—Continued
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dents). We did not include programs specifically targeting suicide, sub-
stance use, work-life balance, workplace violence, or health and well-
ness, which are informed by different sets of research. We also did not 
include programs in the U.S. Coast Guard. Finally, we note that it 
was not possible to conduct interviews with personnel at every location 
housing a given program, employees who participated in the programs 
described in this report, or DHS or component leadership. As a result, 
our findings do not represent a comprehensive account of perceptions 
regarding the function, purpose, and future of psychological health 
programs in individual components or across DHS.

DHS-Wide Programs

The Behavioral Health Branch (BHB) of OHA was established to 
address behavioral health matters, including resilience and suicidality. 
BHB uses an operational framework based on a health and wellness 
continuum, with an emphasis on evidence-based practices to advance 
health and well-being at individual and systemic levels. BHB focuses 
on both primary and secondary prevention, with initiatives aimed at 
reducing occupational stress and increasing resilience. It also supports 
component agencies in addressing the psychological health of their 
workforces.

Each DHS component agency offers an EAP that provides short-
term counseling, access to 24-hour phone support, and some form of 
financial advice, general health and wellness information, support for 
life challenges, and other services. In some components, EAP provid-
ers play a prominent role in critical incident response. In others, these 
providers play a supportive role in responding to critical or traumatic 
incidents, if requested.

Component-Specific Programs

Individual DHS components provide a variety of services to their 
employees to address psychological health and promote resilience. 
Through our interviews, we identified existing component-level pro-
grams and categorized them according to the type of service they pro-
vided: peer support, critical or traumatic incident response, or resil-
ience training. We also identified programs in development and related 
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initiatives that components are pursuing to support the psychological 
health of their employees.

We found that most components had peer-support programs in 
place or in development—the Federal Emergency Management Agency 
was the exception—and these programs varied in terms of size, the 
amount and type training provided to peer supporters, and reporting 
requirements. A few components also provided short-term counseling 
and guidance on self-care as part of their EAPs. Finally, most offered 
some type of resilience training, but the focus of these programs  
varied.

Four of the DHS-wide or component-specific program types had 
a moderate or low-moderate certainty of having a positive net impact 
on participants: EAPs, short-term counseling, resilience training, and 
psychological first aid. As noted earlier, the level of certainty was deter-
mined from a review of the available literature, which is limited or 
lacks rigor for many types of interventions. It is unclear whether DHS 
programs using interventions with a low level of certainty of positive 
net impact have a positive impact in the context of DHS. 

Recommendations

DHS employees are the front line for ensuring the safety and security 
of the United States. These jobs are inherently stressful, and some DHS 
employees risk exposure to emotional or traumatic events. To improve 
employees’ psychological well-being, DHS must respond to their 
specific psychological health needs and concerns, as well as measure 
the effectiveness of existing programs that address psychological 
health. Our study suggests that the evidence base for most workplace 
psychological health interventions is limited due to a paucity of high-
quality studies. While a peer-support program and other resilience 
initiatives may add nominal value and improve employee well-being 
overall, ensuring that these programs are both effective and beneficial 
to employees is paramount. The following recommendations provide 
a way forward for building on the current momentum with a focus on 
helping DHS determine whether its investments in these programs are 
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achieving their desired outcomes for the department, its employees, 
and their families.

Recommendation 1. Ensure That All DHS Employees Have Access to 
Psychological Health Support

Given consistent findings of low morale among DHS employees and 
the work-related stressors they face, DHS should ensure that all employ-
ees have access to psychological health support when needed. It should 
also consider providing access to a DHS-trained licensed mental health 
care provider in each operational component. 

Recommendation 2. Ensure That There Are Clear Policies for Peer-
Support Programs in All Operational Components

Formal policies should outline all duties that peer supporters can and 
cannot perform, what training is required for performing those duties, 
what peer supporters can and cannot be held accountable for in their 
role, the resources in place to assist peer supporters, and the manage-
ment plan and chain of command for peer supporters within the com-
ponent. DHS should also ensure that peer supporters receive effective 
training, including refresher training at regular intervals.

Recommendation 3. Replace Formal Debriefing with a First-Aid 
Model 

Although debriefing is sometimes used in law enforcement and other 
workplace contexts, the evidence does not support its continued use. 
Either stress first aid or psychological first aid would be an appropriate 
alternative that is supported by evidence.

Recommendation 4. Optimize Management of Psychological Health 
Programs Across DHS

DHS is a large, complex organization, and, as we discuss in this report, 
there have been numerous efforts across the department to address 
the psychological health of employees. To ensure that these efforts 
are coordinated and to optimize the management of its portfolio of 
programs, DHS should develop mechanisms for ensuring consistency 
across psychological health programs and components. Improved 
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communication and regular collaboration among program managers 
and leadership would help streamline and unify these efforts. Such 
an approach could also help components learn from one another 
and increase ownership and responsibility for employee well-being, 
psychological health, and job satisfaction. In addition, DHS should 
conduct a psychological health needs assessment prior to developing 
new programs. Finally, this report provides a “snapshot” of programs 
identified in selected DHS components as of February 2017. Inevitably, 
these programs will change over time as funding, priorities, and 
staffing changes in components. DHS should develop a mechanism 
for sustaining a list of all psychological health programs across the 
department.

Recommendation 5. Build Evaluation into Psychological Health 
Programs

Without a systematic process for evaluation, untested programs could 
be a poor investment of resources or inadvertently result in harm to 
those who participate in them. None of the programs identified in this 
study had been formally evaluated by an external organization, and 
DHS had evaluated only six programs in two components. To address 
this gap, DHS should develop criteria to assess program effectiveness 
and encourage components to collect consistent data on their programs 
and implement quality improvement processes to address programs 
that are not meeting their goals. The data collected should not include 
any personally identifiable information to ensure the confidentiality of 
the employees who use the program’s services. For large or critical pro-
grams, it may be appropriate for DHS to contract with an independent 
external evaluator.
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CHAPTER ONE

Background

The U.S. Department of Homeland Security (DHS) employs more 
than 230,000 people who are responsible for fulfilling the depart-
ment’s mission to “ensure a homeland that is safe, secure, and resilient 
against terrorism and other hazards” (DHS, 2016). DHS employees 
work in different capacities across the department’s operational com-
ponents to prevent terrorism, secure and manage U.S. borders, enforce 
and administer immigration laws, safeguard and secure cyberspace, 
and ensure resilience to disasters. In carrying out these responsibilities, 
many DHS employees face considerable work-related stressors. The 
U.S. Government Accountability Office (GAO) reported in 2012 that 
DHS employees had lower job satisfaction and lower engagement than 
the average of all other federal agencies, according to data from the 
2011 Federal Employee Viewpoint Survey (FEVS), which is admin-
istered by the Office of Personnel Management (GAO, 2012). DHS 
has developed and implemented a number of programs with the goals 
of promoting resilience and morale among employees and preventing 
psychological health problems. 

Most DHS psychological health programs are administered by 
and within the department’s operational components and are tailored 
to meet the needs of component employees; however, little is known 
about the nature and effectiveness of these programs. The DHS Office 
of Health Affairs (OHA) has shared responsibility with the Office 
of the Chief Human Capital Officer (OCHCO) for the overall well-
being of the DHS workforce and, as such, requires information about 
existing programs to inform decisions about additional programming 
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and resource allocation.1 To address this need, OHA asked the RAND 
Corporation to identify and inventory existing DHS programs that 
address psychological health, peer support, and resilience; to identify 
gaps in existing programs relative to recommended practice; and to 
develop recommendations for new initiatives or for expanding or 
replicating existing evidence-based programs to support other DHS 
components. 

Methods

We conducted a literature review and a series of interviews with subject-
matter experts and DHS program managers to identify the psychological 
health risks faced by DHS employees, approaches to mitigating those 
risks, and existing programs across DHS that address psychological 
health.2 We focused on DHS programs for preventing nonclinical 
psychological health issues (e.g., coping with stress, building resilience) 
and providing care (e.g., access to on-site mental health care providers, 
peer support, response to traumatic incidents). We did not include 
programs specifically targeting suicide or substance use. While these 
are of course important, they address more serious clinical behavioral 
health problems that require a different set of resources based on a 
different research base. We also did not include programs addressing 
work-life balance, workplace violence, or health and wellness, since 
such programs also require a different research base and were not 
identified by DHS as key areas of focus. We identified programs in 
place as of February 2017 in OHA and seven operational components: 
U.S. Customs and Border Protection (CBP), the Federal Emergency 
Management Agency (FEMA), Federal Law Enforcement Training 
Centers (FLETC), U.S. Immigration and Customs Enforcement (ICE), 

1	 This report was completed in November 2017. In December 2017, OHA functions were 
reorganized under OCHCO and the Countering Weapons of Mass Destruction Office. This 
report reflects OHA’s structure and functions before this reorganization.
2	 The study was reviewed by RAND’s Human Subjects Protection Committee and was 
determined not to be research involving human subjects, thus not requiring further review.
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the Transportation Security Administration (TSA), U.S. Citizenship 
and Immigration Services (USCIS), and the U.S. Secret Service (USSS). 
These operational components were identified with input from OHA. 
We did not include programs in the U.S. Coast Guard, but they have 
been described in previous RAND work (Weinick et al., 2011). 

We identified relevant literature by first reviewing recent reports 
on the DHS workforce and the subjects of resilience and psychological 
health by GAO and the Institute of Medicine (IOM), as well as com-
pleted and ongoing related research at RAND. We then examined the 
peer-reviewed academic literature on approaches to preventing psycho-
logical health problems. From these sources, as well as a preliminary 
understanding of the types of programs currently available across DHS 
and previous RAND research on the types of psychological health 
programs offered in other U.S. government organizations (Weinick et 
al., 2011), we identified seven key approaches to addressing workplace 
psychological health: self-care, resilience training, employee assistance 
programs (EAPs), short-term counseling, peer support, critical incident 
stress management/debriefing, and psychological/stress/mental health 
first aid. 

Next, we searched the literature to identify studies of the 
effectiveness of these approaches using a combination of search terms 
for each approach (e.g., peer support) and “evidence,” “evaluation,” 
or “effectiveness.” We also searched for examples of each approach 
in practice, particularly in settings that were similar to DHS. Our 
literature search focused on peer-reviewed articles and gray literature 
published since 2007, though we did scan earlier articles and solicited 
recommendations from subject-matter experts to ensure that we 
identified any landmark studies. After we identified relevant studies, we 
synthesized the information around each typology (e.g., self-care, peer 
support) to summarize the evidence on the effectiveness of the practice. 
We adapted a metric developed by the U.S. Preventive Services Task 
Force (USPSTF, 2013) to classify the quality of the available evidence 
for each program type. We classified the certainty of a net benefit of 
an intervention as high, moderate, or low based on this evidence (see 
Table 1.1).
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We conducted interviews with 23 staff in OHA and the selected 
DHS components who were responsible for programs addressing 
psychological heath, including EAP managers and clinicians, peer-
support program managers, directors of component resiliency programs, 
and other employees who were knowledgeable about psychological 
health in their components. We did not interview component agency 

Table 1.1
USPSTF Levels of Certainty Regarding Net Benefit as Adapted for This 
Study

Level of 
Certaintya Description

High The available evidence usually includes consistent results from well-
designed, well-conducted studies of representative populations. These 
studies assess the effects of the preventive service on psychological 
health or resilience outcomes. 

Moderate The available evidence is sufficient to determine the effects of the 
service on psychological health or resilience outcomes, but confidence in 
the estimate is constrained by such factors as

•	 the number, size, or quality of studies
•	 inconsistency of findings across studies
•	 limited generalizability of findings. 

As more information becomes available, the magnitude or direction of 
the observed effect could change, and this change may be large enough 
to alter the conclusion.

Low The available evidence is insufficient to assess effects on psychological 
health or resilience outcomes. Evidence is insufficient for one of the 
following reasons:

•	 limited number or size of studies
•	 significant flaws in study design or methods
•	 inconsistency of findings across studies
•	 findings are not generalizable
•	 lack of information on important psychological health or resil-

ience outcomes.

More information may allow estimation of effects on psychological 
health or resilience outcomes.

SOURCE: Adapted from USPSTF, 2013. Official levels of certainty as of July 2012.
a Certainty is defined as likelihood that an assessment of a service’s net benefit 
(benefit minus potential harm) is correct. USPSTF assigns a certainty level based on 
the nature of the overall available evidence to assess the net benefit of a preventive 
service. We have adapted this scale for our use in exploring interventions to improve 
psychological health or resilience.



Background    5

leadership, law enforcement officers, or union representatives, who 
may have provided different perspectives. Our study point of contact 
in OHA identified relevant personnel in component agencies; in 
several instances, we conducted additional interviews with individuals 
recommended by the initial component point of contact. We asked 
interviewees to describe their role, the psychological health risks faced 
by employees in their component, and current programs to prevent 
psychological health problems, identify psychological health needs, and 
connect employees with needed care. We asked additional questions 
about each identified program, including the purpose and activities of 
each program, program participation and outreach (i.e., program size, 
budget, and funding), whether the program had been evaluated, and 
major prior and future changes to the program. All interviewees had 
the opportunity to review the information we collected and to correct 
or clarify the details.

Overview of the U.S. Department of Homeland Security

In response to the September 11, 2001, terrorist attacks, President 
George W. Bush established the White House Office of Homeland 
Security to oversee and coordinate a national strategy to protect the 
country from terrorism and to prevent future attacks. The office, 
which comprised all or part of 22 federal departments and agencies, 
became a Cabinet-level department (DHS) in 2002. DHS is orga-
nized into headquarters-level offices and operational component 
agencies that report directly to the Secretary of Homeland Security.  
Figure 1.1 shows its organizational structure at the time of our research 
in November 2017. 

Each operational component has a specific mission that is integral 
to the wider mission of DHS (see Table 1.2). Each component also has 
autonomy in determining the means used to carry out its mission, and, 
as such, differs considerably from other components in terms of the 
number and type of employees. 
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Table 1.2
Mission and Size of Selected DHS Component Agencies

Component Official Mission Statement

Full-Time 
Employees 
(as of 2016)

CBP “To safeguard U.S. borders thereby protecting the public 
from dangerous people and materials while enhancing 
the Nation’s global economic competitiveness by enabling 
legitimate trade and travel.”

59,054

FEMA “FEMA’s mission is to support our citizens and first 
responders to ensure that as a nation we work together to 
build, sustain and improve our capability to prepare for, 
protect against, respond to, recover from and mitigate 
hazards.”

9,153

FLETC “FLETC’s mission is to train all those who protect the 
homeland.”

1,211

ICE “U.S. Immigration and Customs Enforcement (ICE) 
enforces federal laws governing border control, customs, 
trade and immigration to promote homeland security and 
public safety.”

19,217

TSA “Protect the nation’s transportation systems to ensure 
freedom of movement for people and commerce.”

51,345

USCIS “USCIS secures America’s promise as a nation of 
immigrants by providing accurate and useful information 
to our customers, granting immigration and citizenship 
benefits, promoting an awareness and understanding of 
citizenship, and ensuring the integrity of our immigration 
system.”

15,247

USSS Investigative mission: “[T]he agency’s investigative 
mission has evolved from enforcing counterfeiting laws 
to safeguarding the payment and financial systems of 
the United States from a wide range of financial and 
computer-based crimes.”

Protective mission: “The Secret Service is recognized for 
the physical protection it provides to the nation’s highest 
elected leaders, visiting foreign dignitaries, facilities and 
major events.” 

6,473

SOURCES: Official mission statements from component agencies’ websites  
(CBP, 2016; FEMA, 2017; FLETC, undated; ICE, 2017; TSA, undated; USCIS, 2018;  
USSS, undated[a], undated[b]). Data on the number of full-time employees in 2016 
from the Office of Personnel Management’s FedScope database as of February 2017.
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Organization of This Report

In Chapter Two, we describe the types of psychological health risks 
DHS employees may face and the impact of stressors on job perfor-
mance. Chapter Three describes the evidence for various approaches to 
increasing workforce resilience and reducing the incidence of psycho-
logical health problems. In Chapter Four, we present our findings on 
DHS-wide and component-specific programs addressing psychological 
health. (A complete list of these programs can be found in the appen-
dix.) Chapter Five concludes the report with a summary of our find-
ings and recommendations.
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CHAPTER TWO

Overview of Work-Related Stressors and 
Psychological Health Risks Among DHS 
Employees

As an IOM study for OHA concluded in 2013, “The nature of the 
DHS work environment is inherently stressful, and the responsibilities 
can weigh heavily on DHS employees at every level and in every facet of 
the organization” (IOM, 2013, p. 4) These stressors and their resulting 
effects on employee job satisfaction have been documented in recent 
GAO reports as well, and our interviews with employee wellness and 
psychological health program representatives across DHS also echoed 
those findings. In this chapter, we provide a brief overview of the types 
of stressors and psychological health risks faced by DHS employees, as 
well as the impact of these stressors on job performance. 

Work-Related Stressors and Psychological Health Risks

In 2012, GAO reported that DHS employees had 4.5-percent lower 
job satisfaction and 7-percent lower engagement than the average of 
all other federal agencies (see GAO, 2012). Employees in some DHS  
components, such as TSA, displayed particularly low morale.  
DHS employee job satisfaction decreased an additional 7 percent by 
2013, outpacing the government-wide decrease of 4 percent over the 
same period and further widening the morale gap between DHS and 
the rest of the federal service sector (Maurer, 2013). A November 2016 
report by the DHS Office of the Inspector General suggested that the 
department’s low FEVS scores may have been due to a lack of “clear 
and consistent guidance” for employees, poor communication between 
high- and lower-level of staff, and inadequate training (Roth, 2016). 
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The 2013 IOM report mentioned at the beginning of this chapter 
examined the stressors contributing to a less engaged and less resilient 
DHS workforce, identifying two main categories of work-related stress 
for DHS employees: institutional or job function stressors that are 
common across components and job-related emotional or traumatic 
stressors that are unique to specific divisions within components 
(IOM, 2013). 

Institutional or Job Function Stressors

DHS is a complex organization. As a consequence of its formation from 
multiple organizations in 2002, it has struggled to integrate its vari-
ous components and develop a cohesive organizational culture (IOM, 
2013). The 2013 IOM report and our interviewees identified a number 
of stressors that DHS employees face as a result of the department’s 
structure. For example, DHS employees who provided public com-
ments to IOM reported frustration with a lack of clarity about roles 
and responsibilities. These employees cited unclear expectations, insuf-
ficient written guidance, significant responsibility without appropriate 
support, unclear feedback on job performance, and impossibly tight 
deadlines (IOM, 2013). In our interviews, representatives from several 
DHS components noted common problems with job mismatches: Staff 
are sometimes placed in positions for which they have not been formally 
trained or have skill sets that do not match the job description. This 
lack of job clarity and preparation can lead to anxiety about the abil-
ity to fulfill the needs of the position, concerns about job security, and 
ambiguous paths for professional growth, as training and continuing 
education are not always efficient or even available. The IOM report 
and several of our interviewees also described stress resulting from a 
perceived “leadership vacuum,” in which supervisors and managers are 
inadequately trained and prepared to provide guidance to employees 
and enact a job appraisal system.1 The consequences of such a situation 
can take a variety of forms, including micromanagement, disconnec-
tion between middle management and leadership, abrupt changes in 
work direction when leadership changes, and favoritism.

1	 Interviews with CBP, FEMA, and ICE staff, December 2016–January 2017.
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Many DHS employees work long hours, and some job functions 
require employees to be available around the clock to respond to 
crises. Certain roles (e.g., analysts in the national operations center 
and related component-level operations centers) even require full-time 
staffing around the clock. These types of jobs require shift schedules, 
and, according to the IOM report, these schedules can change 
frequently and can contribute to burnout, poor sleep, and, ultimately, 
poor performance (IOM, 2013). All the component representatives 
we interviewed highlighted working long hours, often resulting in 
extensive overtime, as a routine stressor for employees. Many noted 
that the long hours caused sleeping problems for employees, leading 
to increased stress levels.2 These interviewees also frequently cited 
personal relationship stressors resulting from extensive travel and long 
working hours. 

Finally, some component interviewees reported that employees 
can face stressors related to an uncertain political climate in terms of 
job security, tasks, and public exposure.3 Public attitudes toward law 
enforcement may compound such stressors. A national survey by the 
CATO Institute found deep partisan and racial divides in perceptions 
of the police (Ekins, 2016). Other studies have confirmed such divides 
(Maxson, Hennigan, and Sloane, 2003). In a recent Pew study, 86 
percent of police officers reported that their jobs are harder now 
than before, potentially due to high-profile fatal encounters that have 
aggravated tensions between police and citizens. Approximately half of 
officers reported frustration with their jobs, two-thirds had experienced 
verbal abuse from community members, and the majority had serious 
concerns about their safety while on the job. They also cited strong 
skepticism that the public understands the risks they face (Morin et al., 
2017). Some DHS law enforcement personnel have similar problems 
with public perception, though this varies significantly by component. 
For example, while the U.S. Coast Guard workforce is widely viewed as 

2	 Interviews with CBP, FEMA, TSA, USCIS, and USSS staff, December 2016–January 
2017.
3	 Interviews with ICE and USSS staff, December 2016–February 2017.



12    Programs Addressing Psychological Health and Resilience in DHS

heroic and effective, TSA personnel are often perceived poorly despite 
performing their jobs effectively (IOM, 2013).

Emotional or Traumatic Stressors

Approximately 50 percent of DHS employees are law enforcement 
personnel (IOM, 2013). Law enforcement professionals face unique 
stressors because of both the inherent risk of the work they do and 
the significantly increased rate of exposure to potentially traumatizing 
events (Kureczka, 1996; Gershon et al., 2009; Colwell et al., 2011). A 
2012 survey asked nearly 1,000 police officers to rate their perceived 
levels of stress for numerous common law enforcement tasks. Pursuing 
suspects (either by car or on foot) and witnessing a traumatic event 
prompted the highest level of perceived stress. Overall, perceived stress 
was highest for tasks inherent to law enforcement work (e.g., serving 
a warrant, physical altercations), as opposed to routine, nonemergency 
work (e.g., completing reports, attending meetings) (Korre et al., 2014). 
DHS component interviewees (from CBP, FLETC, ICE, TSA, and 
USSS) reported that their employees faced common law enforcement–
specific stressors, such as safety concerns, perceptions of being a target, 
and exposure to violence and trauma. 

In some divisions of DHS, employees may face other unique 
stressors. For example, many employees in operational components 
work in austere environments or are exposed to dangerous and trau-
matic events as a function of their day-to-day work (IOM, 2013). 
Employees in the USCIS Refugee, Asylum and International Opera-
tions Directorate process asylum seekers and face stress associated with 
hearing upsetting life stories, encountering people in devastating situa-
tions, and determining the fate of these individuals.4 FEMA employees 
experience disasters firsthand and are exposed for an extended period 
to loss of life and property.5 ICE employees who work in that agency’s 
child exploitation and human trafficking divisions may experience psy-
chological health problems from daily exposure to these crimes.6 

4	 Interview with USCIS staff, January 2017.
5	 Interview with FEMA staff, December 2016.
6	 Interview with ICE staff, December 2016.
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Secondary Trauma 

Some DHS employees may experience psychological health prob-
lems resulting from indirect exposure to a traumatic event, such as 
talking to those who have experienced a traumatic event (Baird and 
Kracen, 2006; Palm, Polusny, and Follette, 2004). Numerous stud-
ies have found that people who directly experience trauma are more 
likely to experience psychological symptoms than those who indirectly 
experience it (Zimering et al., 2006; Salston and Figley, 2003; Palm, 
Polusny, and Follette, 2004), but there is some risk for those who are 
indirectly exposed (Elwood et al., 2011). While there is not consensus 
as to whether exposure to secondary trauma has an adverse impact, 
studies of law enforcement professionals, psychotherapists, clinicians, 
and relief workers have generally found an increased incidence of 
psychological symptoms subsequent to indirect exposure to trauma, 
though some findings indicate that symptoms are not clinically sig-
nificant (Adams, Figley, and Boscarino, 2008; Figley, 2002; Zimering 
et al., 2006; Meffert et al., 2014). Generally, reactions to secondary 
trauma are similar to those of individuals who actually experienced the 
trauma, including recurring thoughts or imagery, detachment, avoid-
ance, decreased motivation, anxiety, sleeping problems, and substance 
abuse (Palm, Polusny, and Follette, 2004; Baird and Kracen, 2006; 
Figley, 2002).

The research on the likelihood of experiencing secondary trauma 
has been mixed. A study of Australian internet child exploitation 
workers found that few investigators felt that the work was affecting 
them negatively, though many reported knowing former employees 
who left the profession due to its impact on their psychological health 
(Powell et al., 2014). Disaster relief workers, whose jobs are similar to 
those of some FEMA employees, have been found to have high rates 
of posttraumatic stress disorder (PTSD). Rescue workers in Greece 
during the European refugee crisis were found to have a 17-percent 
PTSD prevalence rate (Sifaki-Pistolla et al., 2017). In a study of 
trained relief workers at Ground Zero in New York City, nearly  
5 percent met the criteria for PTSD, while 4 percent of people who were 
exposed to the terrorist attacks and aftermath only through television 
still experienced some degree of PTSD (Zimering et al., 2006). In 
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another study, 65 percent of Oklahoma City bombing trauma workers 
experienced symptoms of PTSD (Figley, 2002; Wee and Myers, 
2002). A meta-analysis of psychological health complaints by disaster 
volunteers found that familiarity with victims, severity of exposure, 
anxiety sensitivity, and lack of support post-disaster were significant 
contributors to complaints (Thormar et al., 2010). However, one study 
of a police special forces unit during both typical daily duty and a 
single high-stress event suggested that the routine work was more 
stressful (Garbarino et al., 2011). 

Impact of Stress on Job Performance

Significant work-related stress can affect an individual’s resilience, 
psychological health, and ability to make clear decisions. Studies of 
law enforcement officers and first responders have found a relationship 
between stress and increased distress, frequently measured through 
such symptoms as excessive alcohol consumption or diagnostic surveys 
for common mental health disorders, such as depression and PTSD  
(Ellrich and Baier, 2017; Benedek, Fullerton, and Ursano, 2007;  
Chopko, Palmieri, and Adams, 2013, 2016). Burnout can be 
a common outcome for individuals in high-stress fields (Awa, 
Plaumann, and Walter, 2010). Burnout is predominantly defined by 
three key components: emotional exhaustion, depersonalization (often 
characterized as cynicism), and reduced personal accomplishment. 
Employees who experience burnout are more likely to report 
psychological health problems, including anxiety, depression, and 
alcohol dependence (Bakker and Costa, 2014). In addition, there is 
evidence that occupational burnout may lead to secondary traumatic 
stress. A 2015 study employed a longitudinal approach to analyze this 
relationship in two samples of health professionals who worked with 
victims of trauma, one in the United States and one in Poland. In 
both samples, high occupational burnout at baseline was predictive 
of secondary trauma measured six months later (Shoji et al., 2015). 
Studies of the impact of stress on decisionmaking have found that 
stress not only impairs understanding of the logic behind a complex 
decision, but it also degrades the capacity for strategizing (Leder, 
Häusser, and Mojzisch, 2015). A review of the existing literature on 
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stress and decisionmaking found that acute stress can enhance decision 
biases, increasing risky choices (Morgado, Sousa, and Cerqueira, 2015). 

Conclusion

Understanding the potential effects of work-related stressors on 
employees can inform appropriate interventions to improve employ-
ees’ psychological health and resilience. Based on our interviews with 
DHS component representatives and a review of previous studies, we 
identified institutional and job-related stressors that affect most DHS 
employees, as well as emotional or traumatic stressors that affect a 
subset of employees—namely, law enforcement personnel. In the next 
chapter, we describe several workplace approaches to improving psy-
chological health and resilience and, for each, assess the evidence base 
and relevance to DHS.
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CHAPTER THREE

Workplace Approaches to Increasing Resilience 
and Reducing Psychological Health Problems 
Among Employees

There are several strategies and interventions designed to prevent psy-
chological health problems and improve resilience in the workplace. 
In this chapter, we describe seven common categories of psychologi-
cal health approaches and weigh the evidence for their effectiveness 
using the USPSTF levels of certainty described in Chapter One (see  
Table 1.1). There is not a robust pool of evidence for these strategies, 
and prior studies vary widely in the types of effects studied and out-
comes measured. Therefore, our review synthesized the key literature 
and specific studies, but we did not conduct a comprehensive meta-
analysis for each of the seven categories or for psychological health 
interventions more broadly.

Employee Assistance Programs

EAPs are services provided to employees and their families by an 
employer that are designed to assist with personal or family issues. EAPs 
provide strategic guidance, support, and consultation on such topics 
as psychological health, substance abuse, financial wellness, legal con-
cerns, and marital and parenting problems. They are designed to help 
employees stay effective on the job (Employee Assistance Trade Asso-
ciation, undated). EAPs are often contracted to an external provider 
but may also be run internally within an organization or as a hybrid 
of internal and external services. External vendors are often preferable 
because they are immediately implementable, often more cost-effective, 
and have lower legal liability. They may also foster increased employee 
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trust in confidentiality assurances and separate employee services from 
the internal politics of an organization. Conversely, external EAPs 
may not be tailored to the specific needs of an organization or may 
have less accountability. Internal EAPs, on the other hand, may foster 
greater ownership and be more easily integrated into existing internal 
resources. However, they could also be expensive and risk employee 
confidentiality (Sharar, Pompe, and Attridge, 2013). 

While EAPs are common—77 percent of firms in the United 
States offered one in 2014 (Matos and Galinsky, 2014)—evidence of 
their impact on employee psychological health is limited (Bennett et 
al., 2015). Most of the few studies have been conducted by EAP pro-
viders for promotional purposes and are potentially biased (Bennett et 
al., 2015). There is also little scientific research on the costs and ben-
efits of these services (Lerner et al., 2013). Two studies have measured 
cost-effectiveness and found a significant cost savings. In one analysis 
of a workplace wellness program offered by a large company, reducing 
employees’ health risks by increasing participation in the wellness pro-
gram yielded a return on investment of six to one against health care 
costs associated with employee insurance plans (Berry, Mirabito, and 
Baun, 2010). Another study found large cost savings from increased 
productivity by integrating mental health care resources through the 
EAP (Loeppke, 2009). Although EAPs differ across organizations, 
they are widespread and commonly used; therefore, the level of cer-
tainty of a net benefit from EAP programs is moderate.

Short-Term Counseling

Short-term counseling is brief, solution-focused counseling designed to 
address general conditions of living and issues specific to the individual, 
including but not limited to stress management, adjustment challenges 
(e.g., reassignment, relocation), interpersonal problems, financial or 
employment issues, and grief and loss. This kind of brief counseling 
is conducted by a licensed mental health care provider and is aimed at 
preventing the development or exacerbation of mental health disorders 
that may limit functioning (Warner, Meisnere, and Denning, 2014). 
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Most EAPs offer this type of short-term counseling, generally providing 
up to six visits with a mental health care provider to address a particular 
issue. A systematic review of workplace counseling, including counseling 
provided through EAPs, suggested that counseling is generally effective 
in alleviating psychological health problems, has a significant impact 
on sickness absence, and has a moderate effect on attitudes toward 
work. However, the review noted methodological limitations in many 
of the studies (McLeod, 2010). Given these limitations, more research is 
needed to verify the effectiveness of short-term counseling for reducing 
psychological health problems among employees in civilian workplace 
settings. Based on the existing evidence, the level of certainty of a 
net benefit of short-term counseling among civilian populations is 
moderate.

In the U.S. Department of Defense, all active-duty, National 
Guard, and reserve members and their families can access confidential, 
free, short-term counseling sessions. Services are available from two 
sources: Military OneSource and the Military and Family Life 
Consultant program. Services, which include evidence-based problem-
solving therapy and short-term counseling, are available to active-duty 
service members and families on or off military installations. In a 2010 
evaluation of the Military and Family Life Consultant program using 
self-reported data collected from program participants, 98 percent of 
respondents reported that the counseling sessions helped them deal 
more effectively with their problems and that they would use the service 
again (U.S. Department of Defense, 2012). Nearly all participants  
(99 percent) reported that they received the type of counseling service 
they requested and would recommend it to a friend. A second study 
used data collected through the May 2010 Military Family Life Survey 
to evaluate the impact of Military OneSource on service members’ 
spouses. Military OneSource’s nonmedical counseling was the second 
most utilized source of counseling among spouses, and more than half 
reported that it was “very useful” (Defense Manpower Data Center, 
2011). The weight of this evidence is significantly limited because both 
studies evaluated only program participants’ reactions to the programs 
and did not evaluate resilience or psychological health outcomes. In 
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short, the level of certainty of a net benefit from short-term counseling 
among military populations is low.

Self-Care

Self-care has been defined as “the practice of activities that individuals 
initiate and perform on their own behalf in maintaining life, health, 
and well-being” (Orem, 1991). These activities vary widely and are 
often specific to the individual. Some examples include meditation, 
mindfulness practice, moderate exercise, journaling, taking deliberate 
breaks from work or home tasks, participating in meaningful 
activities, or limiting unnecessary exposure to trauma (Adams, Figley, 
and Boscarino, 2008; Salston and Figley, 2003; Radey and Figley, 
2007; Palm, Polusny, and Follette, 2004). Self-care nurtures the self 
and promotes well-being by enhancing self-awareness, self-efficacy, 
confidence, sense of purpose, and meaning and facilitates positive 
adaptation and cognitive transformation (Grafton, Gillespie, and 
Henderson, 2010). Self-care is often studied in conjunction with other 
resilience development and strengthening activities. In most studies, 
it is a minor component of a broader resilience intervention, so there 
is limited evidence of the impact of self-care specifically. However,  
it is commonly accepted and frequently recommended by practitioners 
in the physical and mental health fields, as well as for other purposes, 
such as recovery from substance and alcohol use disorders.

One example from the literature on self-care is a study that mea-
sured the impact of the introduction of a health enhancement pro-
gram, in which self-care was the main component, on medical student 
psychological distress and quality of life. The study found that self-
care, in the form of mindfulness-based stress management and lifestyle 
programs (e.g., journaling, educating, and then encouraging experi-
mentation with other self-care activities) significantly reduced student 
stress levels, even during times of extreme stress, such as examinations. 
A limitation to this example is that the population studied may have 
been quite different from the DHS workforce. The study also lacked a 
true control group, as the health enhancement program was available 
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to all students (Hassed et al., 2009). In a separate pilot study, self-care 
was used as a stress-reducing tool among psychiatrists, a population at 
risk for both routine and more acute stressful events. The study was 
small (only 37 participants), but it did employ a randomized controlled 
trial design with an intervention group and a control group. An evalu-
ation found a statistically significant improvement in perceived stress, 
resilience, and self-efficacy in the intervention group (Mache et al., 
2016). Both of these studies provide promising evidence but included 
only subjective measures of impact on resilience or stress, and neither 
study assessed any potential psychological health outcomes.

While the literature supporting the efficacy of self-care is limited, 
it is used in many resilience-building programs, and self-care is recom-
mended by many practicing clinicians as a way to reduce stress. The 
level of certainty of a net benefit from self-care is low, but the level of 
risk is also quite low, leading to its frequent use in practice.

Resilience Training

Another strategy to increase resilience is to intervene before a problem 
appears. Resilience is generally defined as “the process of adapting well in 
the face of adversity, trauma, tragedy, threats or even significant sources 
of stress” (American Psychological Association, undated). Resilience 
education programming or training can disseminate information about 
risk, strategies to manage stress, and warning signs of a developing 
problem. There are commercial programs for promoting resilience that 
have demonstrated effectiveness in reducing both psychosocial and 
physical stress. One such program, Williams LifeSkills, was designed 
to reduce psychosocial problems that are associated with poor chronic 
disease outcomes (Williams and Williams, 2011). A second example, 
HardiTraining, was developed to promote hardiness among a more 
general audience (e.g., working adults) (Meadows, Miller, and Robson, 
2015). While hardiness is not the same as resilience, a significant body 
of literature shows that they are strongly linked constructs (Connor, 
Davidson, and Lee, 2003; Agaibi and Wilson, 2005). There is evidence 
that HardiTraining effectively promoted self-reported hardiness and 
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social support and decreased self-reported strain and illness severity in 
civilian populations (Maddi et al., 2009). 

In civilian work settings, psychoeducational programs, such as 
stress inoculation training and acceptance commitment therapy, have 
been shown to reduce anxiety and improve performance under stress 
(Flaxman and Bond, 2010). There is also evidence that resilience train-
ing can have a positive effect on government employees. One example 
is a study conducted in the early 2000s to determine the efficacy of a 
specific worksite training program in a regional office of a large gov-
ernment agency. The study evaluated the program’s impact on selected 
resilience qualities (self-esteem, locus of control, purpose in life, and 
interpersonal relations) and job satisfaction. Using random assign-
ment to treatment and control groups, the study demonstrated a sig-
nificant positive change in five of six resilience qualities for the group 
that received resilience training. (There was no positive change for job 
satisfaction.) No change was seen in the group that did not receive the 
training. The study did not go so far as to compare the two groups to 
determine the statistical significance of the results (Waite and Richard-
son, 2004). However, it does provide promising evidence for training 
as an approach to building resilience to the day-to-day stressors experi-
enced by DHS employees. 

A number of programs developed for military populations (e.g., 
the Air Force’s Airman Resilience Training, the Army’s Comprehen-
sive Soldier and Family Fitness [CSF2]) were designed in whole or in 
part to promote resilience. Most military programs include strategies 
to strengthen at least one evidence-informed factor associated with 
resilience, such as positive thinking, behavioral control, and a positive 
command climate (Meredith et al., 2011), but methodologically strong 
evidence of these programs’ effectiveness is scarce. 

CSF2 is probably the most widespread ongoing intervention 
designed to increase resilience among soldiers and their families. Among 
the components of CSF2 is Master Resilience Training, which Army 
research has found to increase aspects of resilience, including adapt-
ability and optimism (Harms et al., 2013). Unfortunately, there are no 
independent, peer-reviewed, published analyses of CSF2 (Steenkamp, 
Nash, and Litz, 2013). A study of the Comprehensive Airman Fitness 
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program showed that it was positively linked to resilience across the Air 
Force. While this is a promising finding, the study was methodologi-
cally limited, and its results should be considered preliminary (Bowen, 
2016). A 2015 RAND study of Comprehensive Airman Fitness exam-
ined the constructs guiding the program and resilience interventions 
currently used by the Air Force. One such intervention was Airman 
Resilience Training, an educational briefing designed to improve air-
men’s psychological reactions to the stress they face during and after 
deployment and to encourage the use of mental health services by those 
who could benefit (Meadows, Miller, and Robson, 2015). Unfortu-
nately, the study focused only on existing programs and did not evalu-
ate their effectiveness (Robson, 2014). A separate RAND study found 
that airmen who received the Airman Resilience Training intervention 
during deployment and reintegration did not perceive it to be useful 
(Gonzalez et al., 2014). 

Outside the military context, one study examined the impact of 
resilience training provided to a randomly assigned group of trainees 
at a police academy. After 18 months on the force, all members of 
the graduating class were evaluated. Those in the treatment group 
showed statistically significantly reduced stress responses in terms 
of both physical health and self-identified psychological well-being 
(Arnetz et al., 2013). A systematic review of 14 studies that examined 
the impact of work-based resilience training interventions found some 
beneficial effects on individuals, such as increased subjective well-
being, enhanced psychosocial functioning, and improved workplace 
performance. However, the studies lacked coherence in design and 
robustness, and resilience was defined and assessed differently among 
the studies; therefore, they do not provide conclusive findings on the 
effectiveness of resilience training content and format (Robertson et 
al., 2015). 

Although these studies demonstrate improvement of one or more 
evidence-informed factors associated with resilience, there is no cur-
rent evidence to support the effectiveness of resilience programs in pre-
venting future psychological health problems (Meredith et al., 2011). 
However, resilience programs differ greatly, and the level of certainty 
of their effectiveness is difficult to assess. For military and law enforce-
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ment resilience training, the level of certainty of a net benefit is low on 
the whole. For commercial training programs, the level of certainty is 
moderate. Studies of those programs are well designed, and the results 
are consistent, but they are limited in their generalizability to the DHS 
workforce.

Peer Support

Peers can serve as an important resource for helping individuals respond 
to stress. Programs that train individuals to provide support to their 
peers can take a number of forms, such as training for peer support-
ers to connect the affected individual with resources or to provide case 
management support, education, or counseling. While there is very 
little research on peer support for resilience building, it is considered 
an evidence-based best practice in other settings. Specific peer-based 
facilitation interventions for managing chronic diseases (Druss et al., 
2010), preventing eating disorders among college undergraduates (Stice 
et al., 2013), and supporting weight loss (Pullen et al., 2008) have all 
demonstrated positive effects. In addition, a review of the literature 
on peer support in mental health services found that peer support-
ers have the potential to reduce hospital admissions among those they 
serve. That study also concluded that peer support could have a posi-
tive impact on the lives of individuals with mental illness (Repper and 
Carter, 2011). An additional systematic review of the effectiveness of 
peer-based interventions found evidence for positive changes in health 
behaviors. However, much of this research focused on physical health 
behavior change (e.g., smoking cessation, physical activity) (Webel et 
al., 2010). 

A peer-support model focused on psychological risk assessment 
used by the British military may be a better model for DHS. The 
Trauma Risk Management (TRiM) program is a proactive peer-group 
model of psychological risk assessment that has been used by the Royal 
Marines for more than ten years. There have been least two studies 
of TRiM’s effectiveness in reducing levels of psychological distress. 
First, prior to its implementation, the Royal Navy conducted a cluster 
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randomized controlled trial of TRiM against standard care. Twelve 
warships were randomized into treatment and control groups and 
were evaluated over the course of 12–18 months. The study found no 
evidence of the program’s effectiveness but also no evidence of harm 
(Greenberg et al., 2010). The second study was a non-randomized 
parallel-group comparison trial that aimed to evaluate TRiM’s effects 
on the posttrauma reactions of two personnel groups: one that was 
in the initial stages of using TRiM (TRiM-naïve) and a second that 
had adopted TRiM several years earlier and had incorporated it into 
the group’s distinctive organizational culture (TRiM-experienced). 
The TRiM-experienced group reported lower levels of psychological 
distress than the TRiM-naïve group both pre- and post-deployment 
(Frappell-Cooke et al., 2010). While TRiM is a promising model, 
these studies fall short of providing convincing evidence of the positive 
impact of this intervention. 

Few studies have examined the effectiveness of peer-support 
programs in improving resilience or reducing psychological health 
problems among law enforcement personnel or first responders, and 
there are even fewer methodologically rigorous studies. A study of 
peer-support programs for police officers in New York City found that 
officers were more willing to access mental health assistance with the 
encouragement of peers (New York University Center on Violence and 
Recovery, 2008). The study did not specifically address the effectiveness 
of the services received (Grauwiler, Barocas, and Mills, 2007). One 
recent publication assessed peer support as a way to reduce burnout 
among physicians, but that study was largely descriptive and did not 
provide convincing evidence of efficacy (Shapiro and Galowitz, 2016). 
A similar study conducted a few years earlier concluded that colleagues 
trained in peer support were the most commonly identified potential 
sources of support for physicians experiencing stress or trauma (Hu et 
al., 2012).

While there are many examples of peer-support interventions, 
there is considerable diversity in the structure and intended goals of 
these programs, and there have been few studies of the effectiveness of 
peer-support programs for increasing resilience and reducing psycho-
logical health problems among populations similar to the DHS work-
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force. The overall level of certainty of a net benefit of peer-support 
programs is low.

Approaches for Responding to Traumatic Incidents and 
High Levels of Workplace Stress

As described in Chapter Two, DHS employees often work under high 
levels of stress; some are exposed to traumatic events and, as a result, 
increased potential for injury or death in the line of duty. Several inter-
ventions have emerged to support psychological well-being after such 
traumatic events, and findings supporting such interventions have 
risen to the level of national attention. Five of the most prominent and 
widely used approaches for responding to psychological needs in the 
aftermath of a traumatic incident and other causes of heightened stress 
are (1) critical incident stress management (CISM), (2) critical incident 
stress debriefing (CISD), (3) psychological first aid (PFA), (4) stress 
first aid (SFA), and (5) mental health first aid (MHFA). These types 
of interventions are delivered shortly after the trauma and can range 
in duration. The goals of each are to reduce the psychological impact 
of trauma or stress and to minimize negative mental health outcomes 
among those exposed. 

Critical Incident Stress Management

CISM is an umbrella term for a variety of programs that include 
debriefing sessions for acute crisis response, pre-incident preparedness, 
and post-crisis follow-up. CISM programs vary according to the type 
of critical incidents being addressed; the number, timing, and con-
tent of debriefing sessions; the individuals delivering the program; and 
whether the intervention is provided in an individual or group setting. 

CISM was developed as an integrated system that includes pre-
incident training, initial post-incident defusing, group debriefing, and 
further counseling if needed (Mitchell and Everly, 1997). The Inter-
national Critical Incident Stress Foundation has defined the following 
seven core components of CISM:
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1.	 pre-crisis preparation, which includes stress management edu-
cation, stress resistance, and crisis mitigation training for both 
individuals and organizations

2.	 disaster or large-scale incident, school, and community support 
programs, including demobilizations, informational briefings, 
town-hall meetings, and staff advisement

3.	 defusing, a three-phase, structured, small-group discussion con-
ducted within hours of a crisis for purposes of assessment, triag-
ing, and acute symptom mitigation

4.	 CISD, a structured group discussion designed to mitigate acute 
symptoms, assess the need for follow-up, and if possible, provide 
a sense of post-crisis psychological closure

5.	 one-on-one crisis intervention/counseling or psychological sup-
port across the crisis spectrum

6.	 family crisis intervention and organizational consultation
7.	 follow-up and referral mechanisms for assessment and treat-

ment, if necessary (adapted from Everly and Mitchell, undated).

Critical Incident Stress Debriefing

CISD, a component of CISM, has been used as for decades as a stand-
alone intervention following traumatic events, though evidence for its 
effectiveness in preventing psychological health problems is mixed. 
While there is some variation in CISD (e.g., who administers it, whether 
it is administered in an individual or group setting), the intervention 
has two principal intentions: (1) to reduce levels of psychological 
distress after traumatic incidents and (2) to prevent the development of 
psychiatric disorders (e.g., PTSD, depression, substance use disorder). 
It originated in a military context as a way to maintain group morale 
and reduce psychiatric distress among personnel immediately after 
combat (Rose et al., 2002). It was adapted for civilians in the 1980s and 
spread widely among law enforcement and first responder communities 
(Dyregov, 1989). Debriefing has been used with a considerable range 
of populations, many with roles similar to those within DHS, such 
as police officers, members of the military, rescue workers involved 
in natural disaster response, and train operators who have witnessed 
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someone die of suicide by train. Despite the intervention’s widespread 
use, reviews of high-quality randomized and quasi-randomized trials 
concluded that single-session individual debriefing does not prevent 
PTSD (McNally, Bryant, and Ehlers, 2003; Rose et al., 2002). 
Individuals exposed to a trauma who received a debriefing intervention 
were just as likely to develop PTSD as individuals who received either 
no intervention or an educational intervention. In fact, at least two 
studies reported that debriefing was associated with an increased risk 
of PTSD (Bisson et al., 1997; Hobbs et al., 1996). 

Although single-session individual debriefing is contraindicated, 
the evidence for group debriefing is less definitive. One randomized 
controlled trial of group CISD with emergency workers (67 volunteer 
firefighters) found that the intervention was associated with less alco-
hol use post-intervention and significantly greater post-intervention 
quality of life relative to the control group. It did not find significant 
effects on PTSD or psychological distress (Tuckey and Scott, 2014).

Evidence for CISM

Most research on the effectiveness of CISM has been in non–law 
enforcement settings (Müller-Leonhardt et al., 2014). A pragmatic com-
parative field trial compared the effectiveness of CISM as a whole with 
the effectiveness of stand-alone CISD in reducing symptoms of PTSD 
among victims of armed robbery. The structured CISM package of 
care demonstrated better outcomes than stand-alone CISD (Richards, 
2001). A 2003 literature review on CISM focused on the implications 
of the intervention’s use with emergency service personnel. The study 
concluded that CISM has no impact on preventing PTSD or other 
psychiatric symptoms following a traumatic event and found that some 
studies showed an increase in stress-related symptoms (Bledsoe, 2003).

It is important to note that many studies on CISM and CISD 
suffer from serious methodological shortcomings, including absent or 
inequivalent comparison groups, sampling bias, and small samples. 
Regardless, CISD is largely contraindicated for trauma response due 
to the risk of negative outcomes. The certainty of a net benefit of this 
practice is low, and it should no longer be recommended as a best prac-
tice. The evidence for CISM is less conclusive than for CISD. Given 
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that much CISM research has been conducted with populations that 
do not generalize well to DHS employees, coupled with the frequent 
methodological flaws in the existing research, the certainty of a net 
benefit of CISM is also low.

Psychological, Stress, and Mental Health First Aid

Several alternatives to CISD exist and are being used to varying degrees 
with military, law enforcement, and first responder communities. 

Psychological First Aid

PFA, designed by the National Child Traumatic Stress Network and 
the U.S. Department of Veterans Affairs (VA) National Center for 
PTSD, is an evidence-informed approach to reducing initial post- 
traumatic distress, as well as improving short- and long-term adaptive 
function, through a systematic set of helping actions. The VA/U.S. 
Department of Defense clinical practice guidelines for the management 
of PTSD recommend PFA for management of acute stress and 
discourage debriefing (Nash and Watson, 2012; Ruzek et al., 2007). 
A key feature of PFA is that it does not assume that everyone who 
experiences a traumatic event will suffer from mental health problems. 
Survivors may experience a wide variety of triggers and reactions that 
manifest through diverse symptoms with differing intensities. The 
PFA approach acknowledges these differences when treating survivors 
of traumatic or critical incidents (Brymer et al., 2006).

In 2010, the American Red Cross directed one of its subcommit-
tees to review existing evidence on PFA from 1990 to 2010 with the 
goal of determining whether it is a “safe, effective and feasible interven-
tion for first-aid providers without professional mental health training 
when confronted with people who have experienced a traumatic event” 
(Fox et al., 2012, p. 248). The review concluded that PFA was a vital 
first step to ensuring basic care, comfort, and support but that provid-
ers must be trained and reminded that PFA is intended to assist victims 
with their initial needs but not serve as a treatment. The review identi-
fied objective observational studies and a consensus of expert opinion 
to support the use of PFA. However, the authors characterized this lit-
erature as “evidence-informed” rather than “evidence-based,” because 
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it had not yet moved into the realm of truly analytic studies (e.g., ran-
domized trials with strong methodologies) (Fox et al., 2012, p. 250). 
The level of certainty of a net benefit of PFA is moderate.

Stress First Aid

A similar but distinct intervention, SFA, was pioneered by the U.S. mil-
itary through its Combat and Operational Stress First Aid (COSFA) 
program. The Navy, Marine Corps, Defense Centers of Excellence for 
Psychological Health and Traumatic Brain Injury, and VA National 
Center for PTSD collaborated to develop COSFA to replace CISD 
and provide a more effective stress management program to personnel 
(Nash, 2011). PFA was intended to be a public-facing intervention for 
primary survivors of disasters, whereas COSFA was developed specifi-
cally for peer support and self-care in high-risk occupations. COSFA 
maps onto five empirically supported elements of interventions that 
have been shown to be related to better recovery from a broad range of 
ongoing adverse events (Hobfoll et al., 2007): (1) promotion of a sense 
of safety, (2) promotion of calming, (3) promotion of sense of self and 
collective efficacy, (4) promotion of connectedness, and (5) promotion 
of hope. COSFA uses a stress-continuum model to inform decisions 
regarding when an intervention is needed, the type of intervention to 
provide, assessment of recovery, and indications for bridging to higher 
levels of care (Vashdi, Bamberger, and Bacharach, 2012; Nash and 
Watson, 2012). 

Although COSFA has been widely implemented across the U.S. 
Department of Defense, there does not appear to be any evaluations 
of its effectiveness in increasing resilience or preventing psychologi-
cal health problems. It has, however, since been adapted for use with 
fire and emergency medical service professionals, law enforcement per-
sonnel, medical personnel, and railway employees. The SFA model is 
meant to be used in situations of ongoing stress with employees and 
peers in high-risk occupations, rather than in post-disaster settings. 
Therefore, the SFA model may be a more appropriate fit for adapting to 
government employees who experience ongoing stress. Unfortunately, 
given the paucity of peer-reviewed evidence, the level of certainty of 
a net benefit of SFA is low. A randomized controlled trial is currently 
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being conducted with fire and emergency medical service profession-
als, and, if it is methodologically sound, the approach could be an 
important contribution to this body of literature.

Mental Health First Aid

MHFA is a third related but distinct program designed to equip indi-
viduals to recognize the signs of mental illness and substance use disor-
ders and to provide immediate support and assistance (Kitchener and 
Jorm, 2008). MHFA, which was originally developed in Australia, was 
launched in the United States in 2008. Since then, it has spread widely, 
and legislation in support of MHFA has been proposed in at least 
23 states (National Council for Behavioral Health, 2014). A recent 
meta-analysis of the effectiveness of MHFA concluded that, overall, 
the evidence is reasonably strong that individuals trained in MHFA 
experience improvements in mental health knowledge, more favor-
able beliefs about treatment, increased help-provision behaviors, and 
reduced stigma. However, confidence in the effectiveness of MHFA is 
hampered by two significant limitations. First, the evidence of positive 
impact is limited to those already trained in MHFA, and there is no 
evidence of effectiveness among potential recipients (Wong, Collins, 
and Cerully, 2015). Second, the populations included in evaluations of 
MHFA effectiveness are not easily generalizable to the DHS workforce. 
Due to these limitations, the level of certainty of a net benefit of this 
intervention is moderate.

Conclusion

The evidence summarized in this chapter pertains to a selection of 
resilience-building and psychological disorder prevention approaches 
that are either relevant to existing DHS programs or common preven-
tion interventions that could be applicable to the type of work done 
by DHS employees. Overall, there is limited evidence supporting 
these types of interventions due to a paucity of high-quality studies  
(Table 3.1). This may be a result of the newness of this field of research 
or the challenge presented by the relative infrequency of traumatic 
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Table 3.1
Summary of Findings on Workplace Approaches to Promoting Resilience 
and Preventing Psychological Health Problems

Intervention Purpose

Certainty of Positive 
Net Impact Based on 
Available Evidence

EAPs Strategic guidance, support, and 
consultation offered internally to an 
organization or through an external provider 
to assist with personal or family issues

Moderate

Short-term 
counseling

Brief, solution-focused counseling to 
address general conditions of living and 
issues specific to the individual, such as 
stress management, adjustment challenges 
(e.g., reassignment, geographical moves), 
interpersonal problems, financial or 
employment issues, and grief and loss

Low-moderate

Self-care Activities to nurture the self and promote 
well-being, such as meditation, mindfulness 
practice, moderate exercise, journaling, 
taking deliberate breaks from work or home 
tasks, participating in meaningful activities, 
or limiting unnecessary exposure to trauma

Low

Resilience 
training

Intervention before a problem appears, 
including educational programming or 
training on risk, strategies to manage stress 
and other risk factors, and recognizing 
warning signs of a developing problem

Low overall but 
moderate for 

commercial training 
programs for civilian 

populations

Peer support Peer-based intervention to help individuals 
respond to stress, including training for 
peer supporters to connect affected 
individuals with resources or to provide 
case management support, education, or 
counseling

Low

CISM Acute crisis response, sometimes including 
pre-crisis and post-crisis components

Low

CISD Structured, small-group acute crisis 
debriefing, either formal or informal, within 
72 hours of event

Low;  
contraindicated 

PFA Response to individual psychological needs 
resulting from a disaster or traumatic event

Moderate

SFA Response to individual psychological 
needs resulting from job-related stress or 
traumatic events

Low

MHFA Response to individual needs of a person 
developing a mental health condition or 
having a mental health crisis

Moderate
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events and ethical concerns related to conducting research on people 
who experience such events. 

Based on our criteria for levels of certainty in the net benefit of 
approaches, none of the approaches examined here had sufficient evi-
dence for high certainty. Only five approaches rose to the level of mod-
erate certainty: (1) EAPs, (2) short-term counseling (for civilian popu-
lations only), (3) commercial resilience training programs (for civilian 
populations only), (4) PFA, and (5) MHFA. All others had a low cer-
tainty of net benefit. There are important caveats for some of these 
low-certainty approaches, however. Although the evidence is limited 
with regard to military populations for both resilience training and 
short-term counseling, the evidence from civilian populations is prom-
ising. In addition, the lack of evidence for the use of SFA is likely due to 
its relative newness compared with the other first aid–type approaches. 
It was designed using similar evidence and principles as PFA, and a 
randomized controlled trial of its effectiveness is under way.
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CHAPTER FOUR

DHS Programs to Address Psychological Health

As described in Chapter Two, DHS employees may face work-related 
psychological health risks. Mitigating these risks and ensuring 
the availability of appropriate resources are critical tasks for OHA 
and component agencies. In this chapter, we describe the programs 
in place in seven components and across DHS aimed at reducing  
psychological health problems. For the purposes of this report, we 
defined a program as an organizational effort to provide a structured 
set of services, resources, or interventions that address psychological 
health among members of the DHS community. In the sections that 
follow, we describe programs provided by OHA and component EAPs 
that are available to employees across DHS. We then describe and 
compare programs available in selected DHS component agencies. 

DHS Office of Health Affairs

In 2009, the Deputy Secretary of Homeland Security established a 
program within OHA to address the department’s poor FEVS scores 
and perceptions of higher-than-average suicide rates among DHS 
employees. This program, DHSTogether, was a DHS-wide employee 
and organizational resilience program with a mission “to enhance the 
health and well-being of all DHS employees” (DHS OHA, 2016b). 
The program provided resources to employees to build individual resil-
ience and minimize suicide risk, and it provided support to component 
agencies, such as information and resources (e.g., posters, brochures), 
financial support to launch psychological health programs (e.g., peer 
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support), and technical assistance (e.g., guidance for starting new pro-
grams). As part of this effort, in 2015, DHSTogether launched an indi-
vidual resilience assessment tool for employees, based on a validated 
resilience measure (Connor and Davidson, 2003). The goal of the tool 
was to provide employees with a baseline resilience score and personal-
ized feedback on strategies to increase resilience (DHS OHA, 2016a). 
Employees were encouraged to continually monitor their resilience, but 
there was no method for monitoring whether they were pursuing the 
recommended actions.1

Beginning in 2015, DHSTogether worked with several component 
agencies, including USCIS, USSS, U.S. Border Patrol, and the 
National Protection and Programs Directorate, to develop peer-
support programs, including providing financial support (such as 
a limited amount of funding for training, materials, and staff) and 
technical assistance. Rather than implement a DHS-wide approach 
to peer support, DHSTogether focused on working with individual 
components to establish peer-support programs tailored to the needs 
of the component. To facilitate information sharing, it established the 
Peer Support Community of Practice, a group of key peer-support 
contacts in each component. 

In June 2016, the Assistant Secretary of Homeland Security 
for Health Affairs/Chief Medical Officer established the Behavioral 
Health Branch (BHB) within OHA; the mission of the BHB is “to pro-
vide tailored guidance to the Office of Health Affairs (OHA) leader-
ship and DHS components on workforce psychological health issues.”2 
DHSTogether was subsumed as a program within BHB, and its name 
has since been discontinued. BHB focuses on improving the psycho-
logical health and well-being of the DHS workforce and has developed 
initiatives to address occupational stress, resilience, health promotion, 
crisis response, stigma reduction, and prevention of workplace violence 
and suicide.3 

1	 Interview with OHA staff, February 2017.
2	 Interview with OHA staff, September 2017.
3	 Interview with OHA staff, September 2017.
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As a guiding principle for its initiatives, BHB uses an approach 
adapted from the U.S. Marine Corps Combat and Operational Stress 
Continuum Model (U.S. Marine Corps, 2010). The DHS Health 
and Performance Continuum Model (Figure 4.1) classifies health and 
functioning along a continuum from “optimal health” to “severe stress 
symptoms.” According to BHB leadership, “This model integrates the 
following points: (1) psychological health and fitness is important to 
overall performance, (2) the involvement of medical and behavioral 
health personnel increases as a DHS employee moves to the right of 
a resilient state, and (3) recovery is encouraged and promoted at every 
point of the continuum.”4 BHB views the continuum as a way to “help 
to keep the DHS workforce ready and resilient, and well positioned 
to support our national security mission.” To achieve this goal, BHB 
plans to use a variety of prevention and early intervention approaches, 
including mindfulness resilience training, sleep optimization/fatigue 
management, and a psychological health and resilience website.5 

At the time of our study, BHB was planning to continue initia-
tives started by DHSTogether specifically for “at-risk individuals and 
groups,” such as peer support and psychological first aid, as well as 
advertising the treatment services available. To support component 
agencies in addressing workforce psychological health needs, BHB 
established the Resilience, Health and Performance Leadership Com-
mittee, composed of OHA behavioral health and human capital staff 
and DHS operational and training academy representatives. The pur-
pose of the committee is “to establish component needs in the areas 
of resilience, psychological health, and performance; share best prac-
tices; facilitate collaboration; and [ensure the] scalability of future resil-
ience initiatives that enhance the health and well-being of the DHS 
workforce.”6 BHB was also partnering with OCHCO to promote poli-
cies that promote good health and performance that are under that 
office’s purview, such as employee engagement, morale, and the FEVS. 

4	 Interview with OHA staff, September 2017.
5	 Interview with OHA staff, September 2017.
6	 Interview with OHA staff, September 2017.



38    Programs Addressing Psychological Health and Resilience in DHS

Figure 4.1
OHA Health and Stress Continuum
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Employee Assistance Programs

Each DHS component agency offers an EAP as a benefit to its employ-
ees. As noted in Chapter Three, there is moderate certainty that EAPs 
have a positive net impact on participants, according to available evi-
dence. The services offered by component EAPs are fairly consistent 
across DHS (Table 4.2). All EAPs offer short-term counseling, though 
the number of counseling sessions per employee and the depth of the 
counseling varies by component. For example, some components offer 
a total of six sessions per year, while another offers six sessions per issue 
per year, and another offers unlimited short sessions. All the EAPs also 
provide access to a 24-hour phone line, though some direct employ-
ees to a national hotline or to the cell phones of on-call component 
staff instead of an EAP-run hotline. All DHS EAPs also offer some 
form of financial advice, services, or information to employees, as well 
as general health and wellness information and support for life chal-
lenges. Most have a web portal where employees can access resources 
and information about services, referrals, and wellness tips. In ICE, 
TSA, and USSS, EAP providers play a prominent role in critical inci-
dent response; in these components, EAP counselors are involved in a 
structured response (often also including peer support) from the onset 
of an incident. In other components, EAP providers play a supportive 
role in responding to critical or traumatic incidents only if requested 
by component staff or if an employee self-initiates counseling services. 
Finally, some EAPs offer coaching sessions or consultations to supervi-
sors and managers. 

With the exception of USSS, which has had its own EAP since 
1984, components contract with an external vendor to provide EAP 
services. Most components employ an internal staff member who col-
laborates with the EAP contractor or assumes responsibility for the 
program’s execution (e.g., ICE has a blended internal/external EAP). 
In our interviews, some component representatives noted challenges 
associated with external contractors, such as counselors who are not 
trained in the unique needs of DHS employees. General counselors 
available through external EAP providers may not be trained in DHS 
cultural competencies or be knowledgeable about specific job stressors. 



40    Programs Addressing Psychological Health and Resilience in DHS

Ta
b

le
 4

.2
EA

P 
Se

rv
ic

es
, b

y 
D

H
S 

C
o

m
p

o
n

en
t

C
o

m
p

o
n

en
t

Sh
o

rt
-t

er
m

 
C

o
u

n
se

lin
g

Fi
n

an
ci

al
 

Se
rv

ic
es

Le
g

al
 S

er
vi

ce
s

W
el

ln
es

s/
 

Li
fe

 
C

h
al

le
n

g
es

O
n

lin
e 

R
es

o
u

rc
es

C
ri

ti
ca

l 
In

ci
d

en
t 

R
es

p
o

n
se

Su
p

er
vi

so
r 

C
o

n
su

lt
at

io
n

s
24

/7
  

C
al

l L
in

e

C
B

P
√

√
√

√
√

FE
M

A
√

√
√

√
√

√
√

√

FL
ET

C
√

√
√

√
√

√
√

IC
E

√
√

√
√

√
√

√
√

TS
A

√
√

√
√

√
√

√
√

U
SC

IS
√

√
√

√
√

√

U
SS

S
√

√
√

√
√

√
√

N
O

TE
: T

h
is

 in
fo

rm
at

io
n

 is
 f

ro
m

 a
 r

ev
ie

w
 o

f 
EA

P 
w

eb
si

te
s 

an
d

 b
ro

ch
u

re
s 

an
d

 f
ro

m
 in

te
rv

ie
w

s 
w

it
h

 c
o

m
p

o
n

en
t 

re
p

re
se

n
ta

ti
ve

s.
 E

A
Ps

 
m

ay
 o

ff
er

 a
d

d
it

io
n

al
 r

es
o

u
rc

es
 a

n
d

 s
er

vi
ce

s 
th

at
 a

re
 n

o
t 

ex
p

lic
it

ly
 li

st
ed

 h
er

e.



DHS Programs to Address Psychological Health    41

This issue may be trivial in locations rich with therapeutic resources, 
such as urban areas, or if component staff provide training to EAP 
counselors. However, many DHS employees (particularly in CBP and 
FEMA) are stationed in rural or remote locations with limited access 
to appropriately trained counselors. This could be a reason that many 
components reported that EAP services were underutilized. Although 
internal EAPs could pose a challenge in terms of employees’ perception 
of privacy and confidentiality (Walsh, 1982), they may be better able 
to customize services and counselor training specifically to meet DHS 
employee needs. 

Psychological Health Programs Provided by DHS 
Component Agencies

To characterize the types of psychological health programs available 
across the DHS components in our study, we identified existing pro-
grams through our interviews and then categorized these programs 
according to the type of services they provided. We categorized the 
type of service provided based on the approaches for preventing or 
reducing psychological health problems described in Chapter Three: 
short-term counseling, self-care, resilience training, peer support, and 
traumatic/critical incident response. Table 4.3 provides an overview, by 
component, of the psychological health programs and services available 
to DHS employees as of February 2017. In the sections that follow, we 
describe these programs in more detail. The appendix includes a full 
list and more detailed descriptions of all the programs we identified. 

Short-Term Counseling and Self-Care

As shown in Table 4.2 and discussed earlier, all DHS EAPs provide 
short-term counseling services in all component agencies. To augment 
this resource, ICE and CBP Air and Marine Operations (AMO) employ 
licensed mental health providers outside of the components’ EAPs who 
are available to employees for counseling sessions. USCIS was in the 
process of hiring a physician with expertise in mental and behavioral 
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health at the time of our interview with staff from that component.7 
These mental health providers are available to employees for counsel-
ing sessions when needed, but they do not provide medical treatment 
for diagnosed mental health conditions. Based on the available evi-
dence, there is low to moderate certainty that short-term counseling 
has a positive net impact on participants. EAPs also provide a variety of 
self-care tools to component employees. While employees themselves 
must be responsible for self-care, EAPs provide tools and resources to 
assist them. Although the specific tools provided by DHS EAPs have 
not been formally researched, self-care overall has a low certainty of a 
positive net impact. 

Resilience Training

A number of component agencies have developed programs to increase 
the resilience of their employees. CBP provides resilience training to 
border patrol agents through its Border Patrol Academy curriculum. 
All trainees learn about peer support, chaplaincy, suicide prevention, 
and wellness and resilience during standard academy training. Some 
trainees attend a pre-academy training session; these trainees receive 
more in-depth training on these topics, as well as additional training in 
PFA with the goals of reducing line-of-duty deaths (through the Below 
100 program), improving relationships and reducing stress (Strong 
Bonds program), and increasing awareness of how to best use available 
mental health resources. The full program was to be available to all 
trainees in the academy starting in the fourth quarter of 2017. At the 
time of this writing, CBP was in the process of establishing a structured 
resilience program to serve as an umbrella for all existing resilience 
training efforts (e.g., peer support, chaplaincy, suicide prevention, 
wellness).

ICE recently established a resilience programs unit that houses 
four psychological health programs: peer support, EAP, work-life bal-
ance, and chaplaincy. According to an interviewee, the unit’s guiding 
principles for building resilience are to make employees feel that ICE 

7	 Interview with USCIS staff, January 2017.
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cares about them and for employees to be proud of their workplace.8 
FLETC and USCIS offer resilience training to employees on a vari-
ety of topics, including PTSD management, stress reduction, employee 
wellness (health and nutrition), meditation, and suicide prevention. As 
with self-care, the resilience programs used by DHS components have 
not been formally researched and evaluated, but the general certainty 
of a positive net impact of resilience training interventions is low to 
moderate. 

Peer-Support Programs 

As described earlier, peer support can take a number of forms. In the 
DHS context, OHA uses the term peer support to refer to a broad array 
of psychological health approaches, including gatekeeper training, crit-
ical incident response, and PFA. All peer-support programs in DHS 
components incorporate elements of these approaches, but the peer-
support training curricula and terminology used to describe these ele-
ments varied across programs. While peer-support programs have a 
low certainty of a positive net impact based on the evidence provided 
in Chapter Three, PFA (included as a part of some DHS peer-support 
programs) has moderate certainty. 

DHS peer supporters are employees who are selected to receive 
specific training in peer support and commit to spending a portion of 
their work time (often collateral duty) providing support to their fellow 
employees. Peer supporters in DHS generally provide one-on-one sup-
port, group support alongside a mental health provider, referrals to ser-
vices, and critical or traumatic incident response. Peer supporters are 
often called upon for grief support following traumatic incidents and 
to assist with personal issues, such as family and relationship stressors. 

FEMA is the only component we reviewed that did not offer a 
peer-support program. All other component agencies had fully imple-
mented peer-support (CBP, FLETC, and ICE), had programs in the 
pilot or development phase (USCIS and USSS), or offered such a pro-
gram in a subcomponent (TSA’s Federal Air Marshal Service [FAMS]). 
To ensure adequate access to peer support, the number of peer sup-

8	 Interview with ICE staff, December 2016.
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porters in most component agencies is based on a ratio of peer sup-
porters to the number of employees in the component. For example, 
we learned in our interviews that TSA’s goal is to have one peer sup-
porter for every 20 employees. CBP, the component with the larg-
est number of employees, has the largest peer-support program, with  
750 employees who have received training in peer support and  
660 active peer supporters.

In most components, peer supporters are required to track their 
peer-support activities. While the type of information that peer sup-
porters are required to report varies, most components require infor-
mation on the number and type of contacts, as well as the type of 
support provided (see Table 4.4). This information is collected in a 
database that component program managers can monitor and could be 
used for evaluation purposes. While some components have conducted 
internal evaluations, no component peer-support program had been 
formally evaluated by an external organization at the time of our study.

Peer supporters undergo anywhere from two to ten days of train-
ing, with each component selecting or designing a curriculum that suits 
its needs (Table 4.5). Many components use a curriculum designed 
by the International Critical Incident Stress Foundation, Inc. (ICISF), 
while others incorporate elements from the International Association 
of Chiefs of Police or other sources. Most training covers the basics of 
peer support, critical incident response, suicide prevention, and PFA. 
Some components with longer training requirements (e.g., CBP, ICE) 
go into greater depth on these topics and address other issues, such as 
mood disorders, delivering death notifications, and cultural awareness 
and competency. 

Across components, respondents noted some common barriers 
to employees’ use of peer support. Several interviewees cited a lack 
of access to peer supporters as a critical barrier for certain employees. 
For example, some CBP (including AMO and the Office of Field 
Operations [OFO]) employees are located in remote or hard-to-access 
locations without peer supporters on site. Other interviewees reported 
that there were not enough peer supporters in general because training 
opportunities were infrequent. One interviewee noted that some 
supervisors restrict employees’ time, making it difficult for employees 
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to seek support while on the job. Because some programs were still 
new, not all employees (and family members, if applicable) were aware 
of how to access peer supporters or even of programs’ existence. Some 
peer-support managers reported that employees did not use peer 
support out of concern about stigma around seeking help or fears that 
their employment status or job description would suffer if a supervisor 
found out they needed support. For example, interviewees noted that 
some USSS and CBP employees were concerned that their clearance or 
gun would be revoked after confiding in a peer (see also DHS, 2013).

While most DHS peer-support programs focus on serving employ-
ees, some extend services to family members or other members of the 
community (see the appendix). For example, peer-support programs 
in FLETC and TSA FAMS provide peer-support services in the case 
of a traumatic incident to employees’ family members or to employees 
of affiliated organizations, such as local law enforcement personnel. 
Funding for peer-support programs differs somewhat by component. 
Established peer-support programs in CBP, FLETC, ICE, and TSA 
FAMS have incorporated program funding (ranging from $100,000 to 
$1 million) into their annual budgets. Newer programs, such as those 
in USSS and USCIS, have received financial support from OHA to 
start the program, with the expectation that these components will also 
self-fund peer support once the programs are established. 

In our interviews, many component peer-support program man-
agers reported that they anticipated changes to their programs. CBP 
was updating its peer-supporter training and preparing to merge its 
OFO and AMO programs into one unified CBP peer-support training 
program. CBP was looking into changing its database to better track 
the number of employees served. Both FLETC and ICE were making 
staffing adjustments. FLETC was planning to add additional program 
support staff, and ICE was onboarding two new full-time peer-support 
managers. ICE’s peer-support program was establishing health and 
wellness working groups for employees who experience trauma. These 
groups, facilitated by peer supporters, would offer physical, psychologi-
cal, social, and spiritual support to employees. USCIS was moving to 
expand its pilot peer-support program in its southeast region to all of 
USCIS. 
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Critical or Traumatic Incident Response

In most component agencies, critical or traumatic incident response 
is a function of peer-support programs combined with the services of 
EAP licensed mental health care providers. The approach to critical or 
traumatic incident response is very similar across components. When an 
incident occurs (e.g., line-of-duty death, suicide, shooting), a dedicated 
staff member (e.g., peer-support program manager or other leadership) 
coordinates with key staff, including the local peer-support manager or 
someone at the location where the incident occurred, to develop a plan 
of action. Typically, the incident response plan includes deploying local 
peer supporters and a component or EAP licensed mental health care 
provider to the office of the employee(s) involved in the incident. In 
most components, this response process is automatically implemented 
as soon as the incident has occurred. In USSS, a supervisor must first 
contact the EAP before a response effort is launched.

In some cases, peer supporters from outside the local area will 
be brought in if the event is deemed too traumatic for local peer sup-
porters (e.g., if the peer supporters will need support themselves), if 
a particular peer supporter has relevant expertise, or if there are not 
enough (or any) peer supporters at the incident location. At the time of 
our interviews, ICE was planning to deploy a chaplain and a human 
resource professional (a family liaison with training in peer support) for 
all incidents in which benefits would need to be activated, such as in 
the case of serious injury or death. For extremely traumatic incidents, 
CBP would deploy a coordinated team of peer supporters from all divi-
sions (Border Patrol, AMO, and OFO). 

Once the traumatic incident response team arrives at the inci-
dent site, the team meets with affected employees both one on one 
and in groups. Activities include group informational briefings about 
the incident, group debriefings, individual counseling and support, 
and referral to services. Most component interviewees reported using 
CISM techniques recommended by the ICISF (Everly and Mitchell, 
undated), which includes CISD. USSS has made it mandatory to offer 
affected employees a debriefing about the incident, though employees 
can decline. As noted previously, both CISM and CISD have a low cer-
tainty of positive net impact, and CISD specifically is contraindicated, 
as there is evidence of a negative net impact on participants.
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Across components, peer supporters play a supportive role in trau-
matic incident response. They do not provide counseling or conduct 
debriefings, as these are conducted by licensed mental health care pro-
viders. CBP peer supporters also assist families in a logistical capacity 
if there is a death or serious injury by helping with transportation (e.g., 
driving people to the hospital, picking up family members from the 
airport). Peer supporters across all programs stay at the incident site for 
varying lengths of time. 

Other Programs and Related Initiatives in Development

Two components (CBP and FLETC) use chaplains as a psychological 
health resource for employees and their families; at the time of this 
writing, ICE was also in the process of establishing a chaplaincy program. 
Chaplaincy programs perform many of the same functions as peer-
support programs, including providing one-on-one support, critical 
incident response, and referrals. Chaplains may serve in additional roles 
in the event of a line-of-duty death, including performing ceremonial 
functions. Chaplains must undergo training similar to peer-support 
training, and some chaplains (e.g., CBP OFO) are required to log their 
contacts in a component database. OFO employees reportedly use 
chaplains more often than peer supporters; CBP OFO chaplains serve 
86,000 people annually, including in ceremonial roles. 

Outside of structured programs, most components offer addi-
tional training, seminars, events, or resources related to psychological 
health. Several offer training on available resources during employee 
orientation, including peer support and EAPs. Throughout the year, 
many offer optional online and in-person training on specific subjects, 
such as suicide prevention and alcohol risk awareness. Some compo-
nents have made selected training mandatory, though it is not common. 
Some component representatives also described occasional seminars 
with guest speakers or other special events, such as health fairs. These 
initiatives are typically sporadic and voluntary for employees. 

At the time of this research, USSS was in the process of develop-
ing a program for employees in the Violent Crimes Against Children 
division. This program, known as Safeguard, would aim to foster well-
ness and mitigate risks to employees exposed to crimes against children 
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by conducting trainings and providing educational materials. In addi-
tion, USSS was planning to develop a work-life balance program for 
employees. USCIS was in the process of establishing a critical incident 
group to address violence in the workplace. This program would pro-
vide training to supervisors and resources to other employees on how 
to handle violent situations at work. More details about these programs 
are available in the appendix.

Conclusion

DHS has a number of existing psychological health programs managed 
at the headquarters level by OHA and programs developed and man-
aged by individual components. All components, with the exception 
of FEMA, have implemented a peer-support program either compo-
nent-wide or within a division. However, the nature of these programs 
and the type of training that peer supporters receive differ significantly 
across components. Many components rely on their EAP to provide 
short-term counseling to employees, while others have hired a dedi-
cated mental health provider to supplement the services offered by the 
component EAP. In our interviews, many component representatives 
described plans for programs that were in development; we note that 
our description of existing programs was current as of February 2017 
and may change over time. 

Of the programs identified across DHS, four program types 
have a moderate or low-moderate certainty of a positive net impact 
(EAPs, short-term counseling, resilience training, and PFA). Of all the 
interventions described in this report, the only intervention we reviewed 
that had moderate certainty and was not found in any DHS program 
was MHFA, though this intervention may have limited utility in the 
DHS context compared with similar first-aid approaches. Despite the 
low certainty of a positive net impact of many current DHS programs 
(e.g., peer support), it is important to note that research is limited or 
lacks rigor for many interventions. Additional research to assess the 
effect of these programs on DHS workforce well-being, resilience, and 
other outcomes is essential.
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CHAPTER FIVE

Summary and Recommendations

In previous chapters, we described major stressors that DHS employees 
may face, presented the evidence on workplace psychological health 
interventions, and described the psychological health programs avail-
able DHS-wide and in selected DHS components. In this chapter, we 
discuss the limitations of our findings and provide recommendations 
for improving programs and services across DHS. The recommenda-
tions are based on our interviews with OHA and other DHS com-
ponent representatives and our review of the research on workplace 
psychological health interventions. Because each DHS component 
has a different mission, the services and care that employees need will 
also differ. Therefore, our recommendations should be adapted to the 
unique needs of each component and for DHS as a whole. 

Limitations

It is important to note that this assessment has some limitations that 
should be considered when interpreting the findings. First, while we 
conducted a robust review of the literature, we did not aim to conduct 
a systematic literature review or meta-analysis. It is possible that we 
overlooked some studies examining the effectiveness of the approaches 
to preventing mental health problems and increasing resilience that we 
describe in this report. We think it is unlikely, however, that we missed 
any studies that would have changed our conclusions about the level of 
evidence for these interventions.
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Second, we conducted interviews with a limited number of per-
sonnel in OHA and in each component. OHA provided us with a 
list of contacts—generally one person per component agency. In most 
cases, these contacts were program managers or other individuals with 
primary responsibility for psychological health programs in the com-
ponent. Through these original contacts, we identified a small number 
of additional interviewees. However, it was not possible to conduct 
interviews with personnel in every component location that might have 
housed a relevant program (e.g., TSA programs in each airport); as 
a result, our study may have omitted some locally administered pro-
grams. We did not interview DHS employees or others who had par-
ticipated in or were aware of the programs, such as law enforcement 
personnel or union representatives. We also did not interview DHS or 
component leadership, who may have had different perspectives on the 
function, purpose, and future of psychological health programs. 

Third, component interviewees provided information about the 
programs discussed in this report, including the content and charac-
teristics of each program; we were not able to independently verify this 
information. Although our interviewees had the opportunity to review 
our description of their component or program, not all interviewees 
responded to confirm the accuracy of the information.

Fourth, this report identifies programs to improve resilience and 
reduce psychological health problems among DHS employees. As 
we noted in Chapter Two, organizational culture plays a significant 
role in employee well-being. While DHS may be taking steps to 
improve organizational culture, this study did not attempt to describe 
such efforts. We note that the American Psychological Association’s 
Center for Organizational Excellence (undated) has developed a 
set of five workplace practices (employee engagement, work-life 
balance, employee growth and development, health and safety, and 
employee recognition) that could be considered as a model for such an  
organization-wide effort. We suggest that future studies assess the 
appropriateness of these or similar approaches for the DHS context.

Finally, the programs described in this report represent a snapshot 
as of February 2017, and the context for the BHB was updated in 
September 2017. Programs are constantly evolving, ending, or being 
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added, and it is possible that programs began or ended after we concluded 
our data collection. Notably, we conducted this assessment shortly after 
the 2016 election. With any change in presidential administration, the 
missions of Cabinet-level departments or component agencies may 
also change, as could the scope, relevance, or priority of psychological 
health programs in DHS.

Recommendations

Drawing on our review of the research literature and interviews with 
DHS program managers and subject-matter experts, we offer several 
recommendations to improve the availability of psychological health 
programs across DHS and to ensure that existing programs are follow-
ing best practices. 

Recommendation 1. Ensure That All DHS Employees Have Access to 
Psychological Health Support 

DHS employees consistently report lower morale and engagement 
than other federal employees (GAO, 2012; Maurer, 2013), and many 
have occupations and roles that are inherently stressful. To improve 
resilience and morale and to prevent psychological health problems, 
DHS should ensure that all employees can access adequate support. 
However, the evidence base for most approaches to building resilience 
and preventing psychological health problems is fairly weak. The 
majority of research on these types of interventions is descriptive in 
nature, employs a flawed analytic methodology (e.g., small sample 
size, no randomization, a poorly matched control group or none at all), 
or fails to show a significant relationship between interventions and 
desired outcomes. The evidence for preventing future psychological 
health problems is particularly thin. This may be due, in part, to the 
complexity of psychological health conditions and the difficultly of 
showing a causal relationship between a single event or ongoing stressor 
and later development of such a condition. Despite these limitations, 
there is stronger support for some of the approaches outlined in  
Chapter Three than for others. 
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In our review of existing psychological health programs across 
DHS, we found that most operational components had a variety of pro-
grams and resources for employees, including peer-support programs 
and resiliency training. Some of these programs were in development 
or in pilot phases and had not been rolled out across the entire com-
ponent. The exception was FEMA: According to our interviews with 
OHA and component representatives, there were no programs in place 
(aside from an EAP) to support the psychological health of FEMA 
employees at the time of our research. Given that FEMA employees 
and temporary staff—particularly those deployed after a disaster—
may face unique stressors and have a higher risk of work-related stress, 
secondary trauma, and psychological health problems, we recommend 
that DHS assess the need for psychological health support for these 
employees (see Recommendation 4.1) and consider implementing pro-
grams analogous to those available in other operational components.

Recommendation 1.1. Consider Providing Access to a DHS-
Trained Licensed Mental Health Care Provider in Each Operational 
Component

Short-term counseling has been shown to improve certain indicators 
of workplace well-being, such as the amount of sick leave taken and 
self-reported workplace motivation (McLeod, 2010). The evidence sup-
porting its use for mitigating psychological health problems is some-
what less convincing, but most studies did show either a positive or 
null impact. All the DHS component representatives we interviewed 
reported that their components made short-term counseling available 
through their EAP. CBP, FLETC, ICE, TSA, and USSS had licensed 
mental health care providers on their staffs, separate from the compo-
nent’s EAP, to provide varying degrees of support to employees. We 
recommend that all DHS components consider providing access to a 
licensed mental health care provider—specifically trained in the stress-
ors and needs of component employees—to provide targeted, short-
term counseling. To accomplish this, components could train EAP 
providers in DHS and component-specific cultural competencies or 
hire an internal mental health care provider. Components with employ-
ees in disparate locations might consider making a mental health care 
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provider available on-site in the location with the most employees, but, 
ideally, they would also provide dedicated hours for remote employees 
to call the provider and a travel stipend for the provider to visit other 
component locations throughout the year.

Recommendation 2. Ensure That There Are Clear Policies for Peer-
Support Programs in All Operational Components

Peer support has been a main focus for improving the psychological 
health of employees. CBP, FLETC, ICE, TSA, USCIS, and USSS have 
already established peer-support programs either component-wide or 
for a subset of employees. As peer-support programs expand to all com-
ponents, we recommend establishing clear and consistent policies to 
help ensure their success. 

Peer support has a well-documented impact on psychological 
well-being in specific populations, particularly the severely mentally ill, 
but it is not possible to generalize these findings to the DHS workforce. 
While peer-support programs have been implemented widely among 
populations that are similar to DHS employees, such as military 
personnel, law enforcement officers, and physicians, the evidence to 
support their effectiveness in improving psychological health is still 
quite limited, and the level of certainty of a positive net impact is low. 
Given that best practices for peer-support programs have not yet been 
established, we recommend that DHS consider mechanisms to increase 
the effectiveness of these programs and minimize unintended harms.

Recommendation 2.1. Develop Formal Policies for All Peer-Support 
Programs 

Policies on peer-support programs should outline all duties that peer 
supporters can and cannot perform, what training is required for per-
forming those duties, what peer supporters can and cannot be held 
accountable for in their role, the resources in place to assist peer sup-
porters, and the management plan and chain of command for peer 
supporters within the component. When such a policy is shared with 
all staff, those who use peer-support services will also understand the 
roles and responsibilities of peer supporters within the larger context 
of the component. To establish such a policy or to incorporate this 
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guidance into existing policies, peer-support managers and component 
leadership must collaboratively determine what resources peer support-
ers need to successfully fulfill their role (e.g., access to counselors, regu-
lar and standardized training). They also must determine and clearly 
articulate the boundaries of the peer-support role and how it fits within 
other component policies and systems.

Recommendation 2.2. Ensure That Peer Supporters Receive 
Effective Training, Including Refresher Training at Regular Intervals

As described in Chapter Four, the type, duration, and intensity of 
training that peer supporters receive varies across components. We rec-
ommend that OHA develop a standardized peer-supporter training 
and certification program, based on the best available evidence, that 
includes training in SFA/PFA (see Recommendation 3). While each 
component may wish to tailor the training to meet its specific needs or 
to reflect component-specific situations, the basic elements of the train-
ing should not vary across DHS. OHA should also develop a model for 
refresher training and set standards for its frequency.

Recommendation 3. Replace Formal Debriefing with a First-Aid 
Model

Employees may use the term debriefing to describe informal 
conversations within their peer group after a stressful event or during 
stressful periods. These types of informal, unstructured conversations 
should not be discouraged if employees are willing participants. Formal 
debriefing—discussed in this report as CISD but sometimes known by 
other names, such as psychological debriefing—is a structured, short- 
term, small-group crisis response intervention. While this approach is 
widely accepted in law enforcement and emergency services populations, 
the evidence does not support its continued use. As discussed in Chapter 
Three, the literature shows that debriefing does not result in a lower 
risk of PTSD among individuals exposed to trauma. Furthermore, 
there is evidence that debriefing has a negative effect on resilience and 
vulnerability to PTSD.

We found that many components (CBP, FLETC, TSA, and 
USSS) practice debriefing in some form. CBP, FLETC, and TSA 
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reported using the ICISF’s CISM model, which includes psychological 
debriefing as a component of critical incident response. USSS’s EAP 
conducts debriefings with employees involved in critical incidents, who 
can accept or decline services. DHS could increase the resilience of 
its workforce by replacing debriefing with SFA or PFA for those who 
experience a high-trauma event or who work in a high-stress role. SFA 
was initially developed as a replacement for CISD in military contexts 
and has since been adopted by other professions. Because this approach 
is newer than the other first-aid interventions discussed in this report, 
the evidence base is limited, resulting in a low certainty of a positive net 
impact. However, the SFA model maps closely to evidence-informed 
principles that are relevant in continuous stress situations like those 
faced by many DHS employees. PFA, designed for those who survive 
a disaster or experience a traumatic event, may be less relevant for 
DHS, but it is supported by expert opinion and has been found to be  
effective in limited evaluations. 

PFA or SFA would make a suitable replacement for debriefing 
in these types of programs because they are designed to be used in 
the same context as debriefing but are better supported by evidence. 
MHFA, which has a moderate certainty of positive net impact, may 
be considered as a replacement in certain circumstances, though it 
is designed to respond to mental health conditions and crises more 
specifically. Effective use of SFA/PFA requires consistent training 
of both professionals and peers, practicing skills between traumatic 
events, and ongoing training as SFA/PFA procedures are further 
developed. The National Fallen Firefighters Foundation is the main 
provider of SFA training through courses delivered either in person 
or online. PFA training using different PFA models is provided by a 
wide range of organizations, including the Red Cross, the National 
Center for PTSD, the National Child Traumatic Stress Network, VA, 
Coursera, and the John Hopkins School of Public Health. DHS would 
likely need to tailor any SFA/PFA training to its own needs, but these 
existing programs could serve as useful models. Beyond implementing 
this training for new programs, effective implementation of SFA/PFA 
will require retraining any currently engaged peer supporters and EAP 
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providers, as well as ensuring that future training across DHS uses SFA 
or PFA approaches.

Recommendation 4. Optimize Management of Psychological Health 
Programs Across DHS

DHS is a large, complex organization, and, as we have discussed in 
this report, there have been numerous efforts across the department 
to address the psychological health of employees. To ensure that these 
efforts are coordinated and to optimize the management of its portfo-
lio of programs, DHS should develop mechanisms for ensuring consis-
tency across psychological health programs and components. 

Recommendation 4.1. Conduct a Psychological Health Needs 
Assessment Prior to Developing New Programs

In Chapter Two, we described the psychological health risks and 
needs of DHS employees and noted that they vary considerably by 
occupation type and component. There has been little research on these 
risks, and there are few assessments of the prevalence of psychological 
health problems among DHS employees. This may be because such 
analyses are quite difficult. One approach to bridge this gap would be 
to examine the frequency of mental health disorder diagnoses recorded 
in health care claims data. This approach is used frequently in analyses 
of military psychological health problems. However, while the Office 
of Personnel and Management maintains a repository of health claims 
data for all federal employees, these data have not typically been 
available for research. An alternative would be to conduct a survey of 
all DHS employees that includes questions about work-related stress 
and screening items to detect potential psychological health problems. 
If such items could be added to an annual required survey, the cost and 
effort to obtain those data would be minimal relative to fielding a new 
survey. 

Given the challenges associated with these approaches, a more 
reasonable alternative may be to conduct a qualitative assessment with 
subgroups of employees thought to be at highest risk, selected according 
to job type or component. In such an assessment, structured interviews 
and focus groups with employees and managers, followed by content 
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analysis, could yield important information about the psychological 
health problems faced by these groups. The findings could be used to 
inform decisions about the nature and availability of future psycho-
logical health programs. In the absence of a formal needs assessment, 
reviewing the data from existing peer-support and chaplain databases 
could provide a cursory overview of the most pressing issues among 
those who seek services. 

Recommendation 4.2. Develop Clear Definitions for Psychological 
Health Program Types Across DHS

Due to the decentralized nature of DHS, each component has autonomy 
in establishing its own programs and defining the conceptual models 
associated with each program. While flexibility is important, the 
lack of consistent definitions can make categorizing and comparing 
programs in each component a challenge. In particular, the term peer 
support often means different things in different contexts. In some 
contexts, peer support could be understood as informal conversation 
between peers, while formal peer support is a more intensive mental 
health intervention. Centrally developing clear definitions for the types 
of psychological health programs offered across DHS could increase 
efficiency and effectiveness across the department. In addition, DHS 
should establish a clear delineation between peer support and other, 
more-intensive interventions.

Components incorporate many psychological health programs 
into their peer-support training. Categorizing other types of preven-
tive or treatment approaches, such as resiliency training or SFA/PFA, 
within peer support could result in confusion among program man-
agers and beneficiaries. For instance, many DHS employees transfer 
between components (e.g., between CBP and ICE) and, in the process, 
they may misunderstand what services are available to them in their 
new role, which may be detrimental at a time when services are most 
needed. Furthermore, without clear definitions of psychological health 
services, employees working in different divisions within a component 
may inadvertently design programs with duplicative or conflicting def-
initions. Finally, there is no system to accurately and comprehensively 
identify and track programs across components, making comparisons 
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and accurate assessments of effectiveness challenging. Adopting a cen-
tralized conceptual framework and definitions of psychological health 
programs and services across DHS could address these barriers.

Recommendation 4.3. Monitor Psychological Health Programs 
Across DHS on an Ongoing Basis

This report provides a snapshot of programs in selected DHS com-
ponents as of February 2017. Inevitably, this list of programs will 
change over time as funding, priorities, and staffing change within 
components. DHS should develop a mechanism for maintaining a list 
of all psychological health programs across the department. Ideally, 
this inventory should include all programs in every location, includ-
ing those in local offices. Maintaining an up-to-date inventory of all 
programs may help DHS improve efficiency and ensure that resources 
and information are being distributed to all affiliated contacts and 
programs.

Recommendation 4.4. Establish Collaborative Networks Among 
Psychological Health Programs, Component Leadership, and 
Headquarters Leadership

We identified many psychological health programs and initiatives 
across DHS; while there may be informal efforts to coordinate across 
these programs, there is an opportunity for better communication 
about best practices, challenges, and lessons learned across existing 
programs and component and headquarters leadership. DHS should 
consider mechanisms to increase collaboration across the department. 
One option would be to build on the existing Resilience, Health and 
Performance Leadership Committee and establish a collaborative 
network of psychological health program managers, component 
leadership, and OHA/BHB staff. Regular meetings could identify 
both organizational and clinically oriented strategies for addressing 
psychological health issues in the workplace and serve as an opportunity 
to discuss ongoing programs (see Recommendation 5). For example, 
collaborative network meetings could be an ideal time to review the 
quarterly data from the peer-support databases across components (see 
Recommendation 5.2). This recommendation aligns with the DHS 
Office of the Inspector General report’s vision for “unity of effort” to 
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put structural changes in place to streamline and coordinate efforts 
across components (Roth, 2016). Using a collaborative approach to 
psychological health could help components learn from one another 
and increase ownership and responsibility for employee well-being, 
psychological health, and job satisfaction across DHS.

Recommendation 5. Build Evaluation into Psychological Health 
Programs

Evaluations provide a systematic mechanism for identifying what works 
in programs through defined methods for collecting, analyzing, and 
using data. Results from evaluations can be used to develop centralized 
resources, improve implementation strategies, adapt programs for dif-
ferent settings, and improve overall effectiveness. Without a systematic 
process for evaluation, untested programs could inadvertently result in 
harm to those who participate in them. None of the programs identi-
fied in this study have had a formal evaluation by an external organiza-
tion, and DHS has evaluated only six programs in two components. In 
a 2016 report, the DHS Office of the Inspector General highlighted 
the need for program evaluation and performance measurement as a 
critical government business practice for DHS (Roth, 2016). Evalua-
tion may be especially helpful in raising the certainty of many of the 
programs with a low level of certainty of a positive net impact. 

We acknowledge that there are both policy and financial implica-
tions in incorporating evaluation into psychological health programs 
across the department. We recommend that DHS weigh the value of 
program evaluation relative to increasing support for ongoing or new 
programs. Program evaluation does not need to be expensive and can 
be built into ongoing program management activities, as described 
next. In considering the costs associated with evaluation, it is impor-
tant to understand that evaluation and performance management can 
increase the efficacy of ongoing programs and thus ensure the most 
effective use of limited resources.
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Recommendation 5.1. Develop Criteria to Assess Program 
Effectiveness 

All DHS psychological health programs, especially those receiving 
funding from OHA, should embed ongoing evaluation into their 
efforts. However, before an evaluation is possible, the goals of these 
programs must be clear and agreed-upon. OHA, component leader-
ship, program managers, or other stakeholders may have different goals 
for these programs. For example, one set of stakeholders may consider 
the goal of a particular psychological health program to be improved 
FEVS scores, while another set may consider the goal to be increased 
resilience among the workforce. Any evaluation needs to start with a 
clear focus on the intended outcomes of the program, how those out-
comes will be measured (e.g., how do you define success?), and available 
data to measure outcomes. Given the long list of potential outcomes 
for DHS psychological health programs, we recommend selecting a 
few specific, measurable outcomes to measure and monitor over time.

Recommendation 5.2. Encourage Consistent Data Collection Across 
Component Programs 

To conduct evaluations, programs must collect data that can be used 
to assess effectiveness. Many programs currently collect data on peer-
support program use—for example, requiring peer supporters to report 
the nature of each contact and whether referrals were provided. We 
recommend that every program establish such a database and that 
the information collected be consistent across components. To ensure 
higher-quality data, reporting should be mandatory and regular (e.g., 
semiweekly). Peer supporters are unlikely to recall each of their con-
tacts if they are required to report them less frequently. In addition, as 
mentioned, each program should consider collecting data on its out-
comes to enable an assessment of whether it is meeting its goals. The 
data collected should not include any personally identifiable informa-
tion to ensure the confidentiality of the employees who use the pro-
gram’s services. 
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Recommendation 5.3. Encourage Programs to Implement Quality 
Improvement Processes 

After identifying program goals and collecting relevant data on out-
comes, program managers should assess whether the program is accom-
plishing its intended goals. If not, program managers should determine 
where problems are arising, identify and implement potential solutions, 
and continually monitor outcomes to ensure that the program meets its 
goals (Ryan et al., 2014). By focusing on quality improvement, DHS 
components’ can begin to incorporate evaluation into their existing 
psychological health programs. 

There are a variety of established methods for incorporating pro-
gram evaluation and quality improvement into ongoing programs. The 
following are three examples:

•	 The Crisis Counseling Assistance and Training Program 
developed by the Substance Abuse and Mental Health Services 
Administration was designed to provide short-term assistance 
to disaster survivors. The toolkit provides guidance on how to 
measure what the agency defines as the three critical performance 
areas: program reach, quality, and consistency (Substance Abuse 
and Mental Health Services Administration, 2018). 

•	 Getting To Outcomes (GTO) was developed at RAND to help 
communities plan, implement, evaluate, improve, and sustain 
prevention programs (RAND Corporation, undated). The ten 
steps of the GTO model aim to ensure program success; the first 
steps involve planning activities, followed by process and outcome 
evaluations, and then data analysis to improve programs. GTO 
helps communities and program managers incorporate lessons 
learned into existing operations. 

•	 A Program Manager’s Guide for Program Improvement and Ongoing 
Psychological Health and Traumatic Brain Injury Programs is a tool 
developed by RAND to assist those responsible for implementing 
or managing programs in the U.S. Department of Defense (Ryan 
et al., 2014). The tool was designed specifically for government 
settings and accounts for the fact that the individual managing 
the program may not have been responsible for creating it or have 
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control over its implementation. The tool may be relevant for 
DHS, as it focuses on program improvement overall, rather than 
addressing specific elements of programs that could vary from 
component to component.

Recommendation 5.4. Consider External Evaluations of Large or 
Critical Programs

We recommend that DHS consider having an external organization 
conduct a formal evaluation of some programs to ensure objectiv-
ity in reporting. DHS might select programs for external evaluation 
that are large, in terms of either the number of employees served or 
cost, or those that are deemed critical to the department’s mission. 
Those responsible for programs may inherently report on them in an 
overly positive manner or omit negative findings; an external evalua-
tion would provide an unbiased, objective assessment of the program’s 
effectiveness. 

Final Thoughts

DHS employees are the front line for ensuring the safety and security 
of the United States. These jobs are inherently stressful and can 
involve exposure to emotional or traumatic events for some employees. 
Organizational culture also plays a significant role in employee 
well-being. Workplace stress contributes to worse job performance, 
burnout, and other negative outcomes; addressing and improving the 
psychological health of employees can yield benefits for the department 
as a whole. DHS has consistently ranked among the lowest achievers 
in the FEVS. Improving employee well-being, and raising FEVS 
scores, was named a top priority by former Secretary of Homeland 
Security John Kelly. This is not a new priority, however; raising this 
ranking has long been a chief concern of DHS and led to the creation 
of DHSTogether and, subsequently, BHB, which has focused on 
optimizing DHS workforce health and resilience. 

To improve DHS employees’ psychological well-being, the depart-
ment must address their specific psychological health needs and con-



Summary and Recommendations    69

cerns and measure the effectiveness of existing programs that address 
psychological health. Our study suggests that the evidence base for 
most psychological health interventions is relatively weak. While a 
peer-support program and other resilience initiatives may add nomi-
nal value and improve employee well-being overall, ensuring that these 
programs are both effective and beneficial to employees is paramount. 
The recommendations in this report provide a way forward for build-
ing on the momentum already under way. Establishing a centralized 
evidence base by building evaluation into all programs will help DHS 
determine whether the investments being made in these programs are 
achieving their desired outcomes for DHS, its employees, and their 
families. 
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APPENDIX

Psychological Health Programs, by Component, 
in the U.S. Department of Homeland Security

Table A.1 lists the psychological health programs offered by each DHS 
component and their status at the time this research was conducted in 
November 2017.
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