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What is Forensics?

Main Entry: "fo-ren-sic

Pronunciation: \fe- ren(t)-sik, - ren-zik\

Function: adjective

Etymology: Latin forensis public, forensic, from forum forum
Date: 1659

1 : belonging to, used in, or suitable to courts of judicature or to public
discussion and debate

2 : argumentative, rhetorical

3 : relating to or dealing with the application of scientific knowledge to legal
problems <forensic medicine> <forensic science> <forensic pathologist>
<forensic experts>

— fo-ren-si-cal-ly \-si-k(e-)I€, -zi-\ adverb

Source: http:.//www.merriam-webster.com/dictionary/forensic
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Presenter
Presentation Notes
The point of this slide is to set up the fact that the word forensics is used when it should not be. Forensics should only be used narrowly when a legal setting is or might be the result of the activity.

http://www.merriam-webster.com/dictionary/argumentative
http://www.merriam-webster.com/dictionary/rhetorical
http://www.merriam-webster.com/dictionary/forensic

What is Computer Forensics?

The discipline that combines elements of law and computer
science to collect and analyze data from computer systems,
networks, wireless communications, and storage devices in a
way that is admissible in a court of law.

AKA Cyber Forensics

Source: US-CERT
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Presenter
Presentation Notes
The best practice is to always proceed as though the results of the activity are intended to be presented in a legal setting, thereby not inadvertently disqualifying the presentation of said results in that setting. 


What is the Goal of Computer Forensics?

|dentify, collect, preserve, and analyze data in a way that
preserves the integrity of the evidence collected so it can be
used effectively in a legal setting.

Source: US-CERT
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Presenter
Presentation Notes
Short and simple. The key is “used effectively in a legal setting.” 


The Word Forensics Means Something

Forensics is an overworked word

Forensics implies

« Formal methods and procedures
- Well-understood and accepted tools
- Legal setting is the forum for the results

Wrong: “forensics analysis”; right: “incident analysis”
Wrong: “network forensics”; right: “network analysis”

Consider the phrase “forensically sound manner”, as in
“‘incident analysis in a forensically sound manner”

Unfortunately, “forensics blah” is in the vernacular
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Presenter
Presentation Notes
This is the summary of the preceding few slide’s argument.


What Is This Module?

An overview

Gives the 30,000 foot view
Minutiae left out on purpose
You'll get the general idea
You'll see a general process

The devil is In the detalls
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Presenter
Presentation Notes
It is my particular perspective that when learning about a new field – forensics in this case – one must understand the governing process, lest they become mired in the minutiae of technology.


Digital Forensic Analysis Process
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Presenter
Presentation Notes
The key is to understand that there is a process and to understand the steps in the process. Technology is then used during the process – technology does not drive the process – but rather the process uses technology at key points.


Key Point #1 —
Plan for others to reproduce your efforts

Document everything — everything!

- Keep a journal

- Date and time stamp entries

- Describe activity

- Describe what you found, called findings

« Unless you are an expert witness, don’t draw conclusions
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Presenter
Presentation Notes
Whatever the investigator or analysis – an analyst does more in-depth work than does an investigator – does needs to be documented so that it can be reproduced be others, perhaps those representing the other party in a legal setting. The documentation should include a time-stamped list of activities that is succinct and compact. It contains findings, as in “Such and such was found at such and such a location.” Findings are black-and-white – it is either found or not. Conclusions, however, are much more subjective and are not to be included in a report.


Before Obtaining and Imaging Forensic Data - 1

Need authority to obtain/image forensic data

This means:

-  Search warrants

- Policies

-« US Government Laws
—  Electronic Communications Privacy Act
—  Wiretap Act
—  Pen/Trap Statute

Key is to know what you're looking for and that you are
allowed to be looking for it — be very careful!

Fishing may not be allowed

[DISTRIBUTION STATEMENT A] This material has been approved for Introduction to Computer Forensic
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Presenter
Presentation Notes
You need authority to go after what is needed. Fishing is usually – always? – not allowed.


Before Obtaining and Imaging Forensic Data - 2

Prepare imaging equipment

- Acquire and wipe disks

- Acquire connectors, power supplies

- Acquire and test imaging appliances

- Acquire and test imaging software

- Extras
— Power cords, networking cables, internet access
— Note taking paraphernalia
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Presenter
Presentation Notes
The time on-site conducting the triage and imaging activity needs to be as brief as practical. Preparation for the on-site is a must and includes the noted activities.

Sometimes the on-site activity time may be limited by external forces, for example a legal entity – a US Attorney – who could determine that the system owners are being unnecessarily impacted by the length of the on-site activity and therefore curtail it.

In addition, any reconnaissance that can be performed in advance maybe beneficial in that you may be better prepared for the systems you will encounter. By knowing the types of systems – Linux, Windows, MacOS, BSD, etc – can help you to prepare the tools you will need to do imaging efficiently.

As always, calling plays at the line of scrimmage is likely. Being in a position to create imaging software while on-site is likely, so be prepared. This may mean VMware-based virtual machines, ancillary communication channels (cell phones tethered to your computers), and access to and familiarity with building tools on the fly.


Obtaining and Imaging Data - 1

Goal: image what could be written by suspects, during the
period of importance

What is that list?

- Media - obvious
— Disks, USB flash drives, CDs/DVDs
- Media — less obvious
— DVRI/TiVo
— Printers
— Disguised devices — broach, hair clip, articles of clothing

— Unrelated devices — Videos, cell phones, etc.
— 77
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Presenter
Presentation Notes
It is ideal to image all that might be needed for later analysis at the time of the initial on-site. While it may be possible to visit the site again, proceed as though this is unlikely or impossible.

Therefore, the challenge is to find all of the places where information needed for analysis can reside and then to be able to image them on-site in a reasonable amount of time.


Obtaining and Imaging Data - 2

Goal: image efficiently

Questions

1. How much disk space exists in the organization?

2. How long would it take to image all of it?

3. Can you be more selective in what is imaged, yet image all that is
writable by the suspect?

[DISTRIBUTION STATEMENT A] This material has been approved for Introduction to Computer Forensics
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Presenter
Presentation Notes
Efficiency is the key, balanced by getting all that is necessary to do the analysis that is required.


Key Point #2 — Make an imaging plan

Once on site, make an imaging plan

Take into account:

« Speed of networks

- Speed of connections (USB, Firewire, etc)
- Speed of source and target hosts

- Size of disks to image

Plan should contain:

«  Order of file systems to image

« Method (network, local connection, powered down and removed,
etc)

«  Approximate size
« Checksum of source (if possible) and target once imaged

[DISTRIBUTION STATEMENT A] This material has been approved for Introduction to Computer Forensic
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Presenter
Presentation Notes
Once on-site reconnaissance has been completed, plan what needs to be imaged, then assign personnel to carry out the plan, continuously recording status and updating estimated completion time. Be prepared to answer when you will be finished if and when that question arises.


Obtaining and Imaging Data - 3

Goal: capture all identified data for analysis

How to image

« Media should be “at rest”
— Computer system off
— Media removed from suspect computer
— Write blockers

- Useful information may be stored on media that is not part of a file
(free space, slack space, “unused” partitions, etc)

-« Use bit-for-bit copy (UNIX/Linux dd command or equivalent) to
capture entire media (dc3dd, dcfldd)

- Never (rarely?) use tools that access files directly (tar, cpio, etc)
- Consider media with “errors”

[DISTRIBUTION STATEMENT A] This material has been approved for Introduction to Computer Forens
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Presenter
Presentation Notes
In short, capture mirror of devices which are independent of the format of the information stored on them (this means independent of the file system – NTFS, FAT, EXTn, etc). This means mirroring physical devices when appropriate (more on this later when encryption is discussed).

Media has errors – plan for it and use imaging technologies that compensate for this.


Obtaining and Imaging Data - 4

Goal: perform imaging

Equipment needed:

- Media to image to

- Hardware and software to perform imaging process — includes write
blockers for original disks

- Hardware and software to verify images

- Lockable containers to transport images (chain of custody)
- Note taking materials

- Time, potentially lots of time
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Presenter
Presentation Notes
The plan has been made and personnel assigned to carry it out. The imaging process begins.

Hardware and software are needed to do this task. 

Do the imaging task.

Once an image has been created, that image needs to be documented and secured immediately so that the chain of custody is maintained.


Obtaining and Imaging Data - 5

Goal: verify imaged data
Checksums: MD5, SHA1, etc.

Record in journal

Problem: If source disk has errors, checksums will never
match — inadmissible?
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Presenter
Presentation Notes
The key here is to guarantee as much as technology allows that the images created on-site match the original. Checksums are the way to make this guarantee.

However, media with errors make it much more difficult to make this guarantee. Techniques that compute checksums for all but those parts with errors may be sufficient to minimize their impact.


Counter Forensics Tip #1

Situation: media “at rest”

Disconnected from computer

If media encrypted, decrypted version lost when at rest
Solution: image live, decrypted disk

How do you know it is encrypted?

[DISTRIBUTION STATEMENT A] This material has been approved for Introduction to Computer Forensic
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Presenter
Presentation Notes
The best imaging technique is to image media disconnected from the original computer system. However, in the case of encryption, this means that the image will also be encrypted. Additional techniques are required.

Specifically the decrypted version of the media must be imaged though imaging the encrypted version may also be necessary.

How they do you know if encryption is being used?


Solution: CryptHunter!

Acquisition-time screening utility for Windows systems

Detects

« Mounted virtual volumes
- Active, software-based full-disk encryption

Tiny footprint — designed to minimize use of memory and
system resources

Standalone software that runs from external media for rapid
screening

See http://www.cert.org/forensics/tools.html if you are Law
Enforcement to request tools.
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Presenter
Presentation Notes
This is a tool carried on your “tool belt” that checks to see if encryption is active on the system to be imaged.

http://www.cert.org/forensics/tools.html

Green light / Red light approach

CryptHunter v.0.3 started.
Commencing hunt for active encryption on system.

Scanning for Full Disk Encryption ...
Non-standard boot code found on device \\.\physicaldrive0.
FDE scan complete. Proceeding with second detection phase.

Scanning for encrypted containers mounted as drives ...
Analyzing logical drive at: C:\

CryptHunter scan complete.
Summary of results:

-- Full Disk Encryption --
CryptHunter found no recognized Full Disk Encryption
signatures.
However, a non-standard boot sector was reported. This may
o]
due to a rescue partition scheme (e.g. some Dell and IBM
systems), a custom dual-boot system or other common
reasons.
However, it might indicate the presence of a Full Disk
Encryption
package that CryptHunter doesn't recognize. ...
This may be worth further investigation before powering down
system.

-- Virtual Disk Encryption --
No instances of mounted encrypted containers found.

Hit <enter> when you are ready to close this window.

CERT | == Software Engineering Institute | CarnegieMellon

CryptHunter scan alert

X

Virtual drive detected!
An encrypted volume may be mounted

.................................

.................................

[DISTRIBUTION STATEMENT A] This material has been approved for
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scan

CryptHunter can differentiate
between and identify full-disk
encryption software
packages

Warns only of ACTIVE
encryption

Introduction to Computer Forensics


Presenter
Presentation Notes
This shows how it works.


CryptHunter — Applications Covered

Full Disk Encryption Virtual Disk Encryption

v DriveCrypt Plus < BestCrypt

v Cryptainer LE

v CryptoExpert 2006

v SafeGuard Easy

v SafeHouse Drive Encryption

v Sentry 2020

v PGP Whole Disk encryption

v Cross Crypt / FileDisk

v CleverCrypt

v CompuSec - DriveCrypt
v CryptArchiver
v SecureDoc Enterprise < DeKart Private Disk

v SafeGuard Private Disk

v TrueCrypt

v SafeBoot Device Encryption

v CyProtect Drive Encryption

v PointSec Full Disk Encryption

v SafeBoot’s Vdisk volume encryption

v Vista Bit Locker

v PGPDisk virtual disks

v Cryptic Disk

[DISTRIBUTION STATEMENT A] This material has been approved for Introduction to Computer Forensics

e
CERT ‘ === Software Engineering Institute Came.gieMell(m public release and unlimited distribution. Please see Copyright notice for  © 2019 Carnegie Mellon University 21

non-US Government use and distribution.


Presenter
Presentation Notes
This lists the types of encryption technologies recognized. This list changes over time.


Counter Forensics Tip #2

What if screensaver/screenlocker enabled and
running?

If computer has firewire:

« Firewire allows direct access to computer memory
Techniques to rewrite computer memory

Start cmd.exe application

Bypasses screensaver/screenlocker

Mouse “jiggler” to keep screen from locking again
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Presenter
Presentation Notes
So, the computer system to be imaged is up and running, but the screen is locked. What do you do?

In the case of computer systems with firewire, it is possible to change physical memory to start a command line tool, such as cmd.exe. This give you access to the machine as administrator. The mouse must continue to move so that the screensaver does not restart and lock you out of the system.


Counter Forensics Tip #3

There's important information in computer memory

Passwords, passphrases, encryption/decryption keys, etc.

Image memory too — win32dd and winen from Helix, mdd
from ManTech

Process with Volatility Framework -
https://www.volatilesystems.com/default/volatility/
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Presenter
Presentation Notes
The point of this slide is that memory contains lots of valuable information that would otherwise be lost if the computer were powered down. There are tools to save memory – those listed in the slide – and then that memory can be post-processed.

One tools the Volatility Framework. These are public domain python scripts that can interpret a memory image and report what it finds. Volatility works with XP SP 2 and XP SP 3.

FTK 3 also knows memory images and can mine for information.

https://www.volatilesystems.com/default/volatility/

Obtaining and Imaging Data - 6

Before leaving site, check that images are “usable”

« Readable
« Understandable
- Able to be further analyzed

Once you leave, you may not be able to get more or better
information

[DISTRIBUTION STATEMENT A] This material has been approved for Introduction to Computer Forensic
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Presenter
Presentation Notes
Do some preliminary analysis of what you’ve imaged before you leave. Seems straightforward, but to avoid the embarrassment of not having something you can analyze when you get back to the office, to the check.

It does not have to be details. For example, you can mount NTFS and FAT file systems read-only on a Linux system. Use write blockers too. Just do a quick find or ls or something to verify that you’ve got something you can use.

Check it, or better yet, have someone other than the image creator check the image. Note that it was checked in the log of  on-site activities.


Solution: CERT Linux Forensics Appliance

VMware-based Fedora Acquisition and Analysis platform

Analysis tools

- Volatility
- The Sleuthkit plus Autopsy
- Many command-line acquisition and analysis tools

Run appliance and check imaged media and memory on-site

See http://www.cert.org/forensics/tools/ for appliance and
Linux Tools Repository
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Presenter
Presentation Notes
The CERT Linux Forensics Appliance has NTFS support and the Volatility Framework. It is a convenient way – not the only way – to check images captured for later analysis.

http://www.cert.org/forensics/tools/

Summary — Obtaining and Imaging

Before on-site

« Authority
- Equipment (disks, connectors, imaging)

On-site

- Imaging plan

- Image

- Testing/verifying images
Leaving site

- Secure transport/storage

[DISTRIBUTION STATEMENT A] This material has been approved for Introduction to Computer Forensics

CERT ‘ % Software Englneerlng Instrtute Came.gleMell(m public release and unlimited distribution. Please see Copyright notice for © 2019 Carnegie Mellon University 26

non-US Government use and distribution.


Presenter
Presentation Notes
Be efficient. Plan and then execute the plan.

Imaging can take a long, long time. Don’t waste it.


Analysis -1

Goal: search for evidence cited in original forensic request

Key point: knowing the imaged device

- Computer System

— Disk specifics

o Bad blocks, host protected area, ?7??
— File system specifics (FAT, NTFS, ext2, ext3, etc)

o Arrangement, file allocation/deletion, free space, slack space
— Operating system specifics

o Where information resides

- Configuration information

- Application-specific data (email, browser history, chat logs)

« Other devices
— Cell phones, PDAs, DVR/Tivo, etc
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Presenter
Presentation Notes
On-site image transported to analysis location. They need to be uploaded to the analysis platforms and then mined for information.

The key to analysis is knowing where evidence can be found in the technology under review. Some analysis systems such as FTK and EnCase hide some of the specifics of the underlying system, but not all, nor should they. 

The point is the analyst needs to know the specifics of the underlying system to be able to analyze it.


Analysis - 2

Goal: Analyze imaged information

Analysis platform

- Lots and lots of disk space

— Wiped — cross-case contamination
- Processing power

— Analyze large number of files

— Brute force decryption

Old method

- One analysis platform/per analyst
- QOperations tend to be serial
- One case at atime
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Presenter
Presentation Notes
In the old method, each analysis had one or more computer systems with lots of memory and disk space. Between cases, they wiped their disk space to eliminate cross-case contamination. Then they copied images from the acquisition process to their local drives. Once copied, they began the analysis process.

This typically was serial in nature – one case at a time, one step at a time. More cases implied more computer systems.


A New Approach: C-CAP

y
o, =, =,
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- . .,
I l I
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Presenter
Presentation Notes
C-CAP – CERT’s Clustered Analysis Platform – uses strongly authenticated and encrypted remote access, using the Remote Desktop Connection protocol – to connect to one or more remote examination platforms. The fundamental idea is that activities previously done serially can now be done in parallel in a cost-effective manner.


Clustered-Computing Analysis Platform - 1

CERT’s Clustered-Computing Analysis
Platform (C-CAP) is a state-of-the-art e ’
forensics analysis environment that | .

provides a complete suite of tools for host- Systs i
based and network investigations. The

environment maximizes the application of Paseword
specialized computing resources to the Cracking
forensic and incident response missions.

Analysts and investigators enjoy flexible, O
secure access to high-performance Data Analysis
systems, increasing productivity and
enabling distributed collaboration.

Virtualization

Distributed
Processing
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CERT has a proof-of-concept version of C-CAP. Dell now manufactures and configures a comparable system that is tailored to Guidance Software’s FTK (Forensic Toolkit) product.


Clustered-Computing Analysis Platform - 2

Scalable Resources

Allows the addition of functionality,
storage, and processing power to meet
changing mission demands. Scalable

Resources

Collaborative Environment

Permits multiple analysts to focus on the  ¢gjaborative

same or related events in concurrent Environment

examinations. Enables organizations to

coordinate geographically dispersed

analysts. Augmented
Capabilities

Centralized Management

Provides rapid allocation of platform Centralized
resources to tasks or analysts. Ensures  Management
resources can be flexibly and securely

reassigned on demand.

Augmented Capabilities

Provides integrated access to a
comprehensive array of analytical tools
and resources.
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Scalable resources – examination systems can be added to the pool available to remote examiners. Disk space can be added to the pool of analysis space.

Collaborative environment – users can be grouped into organizational units which define access permissions to case data. Multiple examiners can be working on the same case at the same time.

Centralized management – all user and group permissions are managed through a single interface.

Augmented capabilities – C-CAP is analysis application agnostic. FTK, EnCase, and many open source tools are provided so that the analyst can use the best available tool for the job.


Analysis - 3

Goal: Do analysis

Steps

- Image captured images to analysis platform
- Store captured images under lock and key
- Begin analysis
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This is the uploading step, where the image data is copied to storage within the analysis environment.

On C-CAP, there is a FRED which is an acronym for Forensic Recovery of Evidence Device. It is a computer system that has hardware connections to virtually all disk and storage technology as well as a high-speed to the C-CAP file server (through a fiber network connection). C-CAP FRED is a dual-boot system, using Windows 7 and Fedora 13 Linux.

C-CAP is analysis agnostic, which means that the standard analysis tools – FTK and EnCase – are installed and licensed. There are also many additional tools available to the examiner through their desktop.


Analysis - 4

Goal: Construct a time line of events

What is a timeline?

- An ordered list of changes on the device
- What was changed and when
- If file system, use file system metadata
— Modified, accessed, created/changed (MAC)
— Only last MAC time saved — intermediate changes lost
— Can zero in on a specific period
— File system independent (NTFS, FAT, ext{2,3})
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Timelines tell a story of the events that happened. 

One key application for building timelines is the log2timeline application. This is a Linux application that uses Python and is included in the CERT Linux Forensic Appliance.

See http://log2timeline.net/ for details. Essentially, it is straightforward to use the timestamp information available on Windows, Linux, and Mac OS to construct a timeline of events on a system and then focus in on the time or times in question.

The key point is to tell a story.


Analysis - 5

Goal: Find what you're looking for

Specific file types
- Email, images, executables, Office, etc

Files with specific strings

Files around an event

- Based on timeline
- May be deleted
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This depends on what the search warrant says.

Essentially, you go a huntin’ for what is needed, using all available tools and techniques.


Counter Forensics Tip #4

There are commercial tools that hinder forensics analysis

Designed to eliminate specific records and files but leave
system otherwise functional

- Overwrite deleted data to thwart recovery
- Cope with system files, like the Registry

Aimed at users that may not be proficient

More than twenty commercial software packages
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Wiley individuals do things on their computer systems to defeat well-known analysis techniques.

It is good to know in advance if such tools are installed on the systems under analysis. This may help determine why certain types of information are not found during that analysis.


Who Produces Them?

The vendor marketplace:
- Competitive
- Wide range of enterprises

— Unincorporated entities
— Well-financed companies

AlLyberScrub it

- Marketed as
— Safeguarding privacy

- C crub}

— Protecting corporate data X %Frmé:..tsru %
8 :II"‘.’ ] l:I'rI

— Helping avoid consequences T Oy e

A5

ProTECT Your WoRLD
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Example: Evidence Eliminator

%) Evidence Eliminator - What evidence is on your hard drive? - Mozilla Firefox
File Edit ‘ew Go Bookmarks Tools Help

<}:| - - @ @ Q htkp: /funan  evidence-eliminator . com)product . d2w b GLuevidence eliminator

s

Click here to see more Screenshots! or P Download Now!

PROTECT YOUR JOB, PROPERTY, FAMILY, CAR, FRIENDS AND YOUR REPUTATION - BEFORE
IT'S TOO LATE!

You are being watched... how about your Boss? Do you surf the internet and
send E-mail at work? Your work PC will be full of evidence. It is becoming comman in
the workplace for companies to copy and investigate the contents of workers computers
out of hours - without your consent or knowledge. This is perfectly legal and it is
happening now! Your job could be at risk, what would happen to you if you lost your
job? People like you are losing their jobs right now because of their Internet activities in
America and the UK.

sccording to an APBMNews report, 73.5% of all companies admit they "record and review
thelr ermployess’ communications and activities on the job,"

There is no need for you to play Russian roulette with your job, family, car, property and
everything else that depends on it! Act now! We can help, Evidence Eliminator™ can

protect you from the dangers of the Internet! Download today with no risk, guaranteed.
Act now! And transform your computer into a safe, clean and faster machinge!

} Get Evidence Eliminator and Be Safe!

Proven in the US Courts!

‘Evidence Eliminator ... the data destroyed is ""gone forever"
and it is impossible to create mirror images of defendants'
hard drives ...

UMITED STATES MAGISTRATE JUDGE
LMITED STATES DISTRICT COURT FOR THE EASTERM DISTRICT OF CALIFORMIA
CASE Mo, CIV 5-03-1968 WEBS KIM, APRIL 5, 20035 W
< >
Done adblock
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Here is one product, Evidence Eliminator. It purports to clean various repositories of potential evidence on Windows systems, such as the recycle bin, erased files, and various history files.


Forensic utility allows examiners to screen for the use of
counter-forensic tools

Uses Linux-NTFS libraries to address MFT, file system
structures

Configuration file specifies elements of tool signatures:

# Sample regex specification file for Aperio
# This file specifies terms, where applicable, for
# setting up Aperio searches. Fields are white-space separated.

#
#Name VersionMFT Name Pattern Mod Time File Length Data Pattern
Evidence Eliminator 5.508 [0-91{6,10}[a-z]{210,245} NA 0 NA
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Aperio looks for the presence of counter-forensics tools, a good thing to know as you do analysis.

A configuration file defines a telltale signature of each known product so that its presence can be determined.


Analysis - 6

“Run” the imaged windows computer system
See what the imaged computer system user would see

Speeds analysis
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In some cases, it would be easier to actually run the imaged system to see what the system owner would otherwise see. The alternative is to view the files in the subject file system and try to guess what the owner would see.

They problem is that running such a system typically destroys the evidence and is further complicated by getting the system to actually run on hardware that is not identical to the original system.

Finally, you need to know the passwords of the accounts being examined.


Live View

Live View —ioix

- Boot dd image, EnCase image, or a i
phyS|Ca| deVICG aS a VM Wlth a feW ~\M Initialization Parameters
CIleS RAM Size Swstem Time

- No lengthy disk restoration required = | 107 S¢p 2006 02: 6 P

. Image |S nOt altered |n any Way (Can Operating System {on image) pslatnk.fthllgl;:;u;:z:v:ds
even be read-only or hardware write- s Bl F s et
b I OCked ) ~aelect ¥our Forensic Image

. Afutomates troubleshogting process [ Hiee Bl SRk
of preparing image to boot on new ot vour Image Fie erowse |
hardware

« LE version clears passwords and ~Select Oubput Directory For ¥M Config Files
eXpOI'tS SYSTEM / SAM hIVGS IC:'I,Du:ucuments and Settings\bflaplan Browse |

~\What do you wank ko da?

%" Launch My Image  { Generate Config Only

~Ackions

Stark | Clear |

nnnnnnnn

- et b 3) My Recent Documents > ~Messages

R e

=

B
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Voila! With LiveView, all of these problems can be overcome.

LiveView:
Converts the disk images into VMware-base virtual machines, including the right thing with differences in hardware,
Starts the machine without a network connection,
Uses a technique where changes to the disk are held in a cache such that the virtual disk is not changed but appears to be changed, and
In the Law Enforcement (LE) version, clears passwords so that accounts do not have passwords.



It’s Easy As “1-2-3”

1. Select Your Image or Device 2. Set Some Input Parameters

WM Initialization Parameters

RAM Size Swskem Time

[Ese |07 Sep 2006 02:10:56 FM
| Dperating System (on image) [+ Elank &ll Logon Passwords
i.ﬁ.utu Detect _v_i [v Extract SAM/SYSTEM Hives

Encrypted Network Drive Z:
Examiner Machine With Live View

Point LiveView to C:\myimage.dd 3 . C I iCk Sta rt

18] dimensionXPSTB00r-XP-FAT32 hdal.img - ¥Mware Workstation =[0] x|
|| Pl Edt  View WM Tesw Windows  Help

IR ET: Do BB

{5 dimensionXPST800r -XP-FATS,

Local Disk C:

Microsoft®

~Seleck Your Forensic Image I

{% Image Filefs)  Physical Disk

Select Your Image File Browse i

BE -
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It’s easy and straightforward to use. The version we provide to LE has installation and demonstration information provided in the distribution.

See http://liveview.sourceforge.net/ for details.

Live View is a Java-based graphical forensics tool that creates a VMware virtual machine out of a raw (dd-style) disk image or physical disk. This allows the forensic examiner to "boot up" the image or disk and gain an interactive, user-level perspective of the environment, all without modifying the underlying image or disk. Because all changes made to the disk are written to a separate file, the examiner can instantly revert all of his or her changes back to the original pristine state of the disk. The end result is that one need not create extra "throw away" copies of the disk or image to create the virtual machine.

Behind the scenes, Live View automates a wide array of technical tasks. Some of these include: resolving hardware conflicts resulting from booting on hardware other than that on which the OS was originally installed; creating a customized MBR for partition-only images; and correctly specifying a virtual disk to match the original image or physical disk.


Live View Supports

Bit-For-Bit Forensic Images
- Windows (2003, XP, 2K, NT, Me, 98)
« Linux (Limited)
Virtual Machines (on examination box)

- VMware Server 1.0 (Free)
- VMware Workstation 5.5 +
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LiveView is part of the CCAP Examination system


Analysis -7

Analysis Is an iterative process

- Finding one thing leads to ...

« Another thing, which leads to ...
« Another thing, which leads to ...
« And so on, and so on

Keep track of and document each finding
Findings should be repeatable by others
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There is a process.

The key is to document the steps taken and the findings – no conclusions.

It may be the case that finding certain types of materials results in a hard stop of the rest of the analysis. One example is child pornography. Typically when that is found, everything else stops and the appropriate parties are notified.

What may happen is the method by which findings are found may be elaborated upon in court or some other legal setting. It is therefore important to record how findings were found if for no other reason than making the job of explaining to a jury that process.


Analysis - 8
Key to analysis is knowing the specifics of the item(s) being
analyzed

For example:

« Computer systems
File system operations
File deletion, creation, meta information
Where applications store information

Form of stored information
What information means

The Cyber Forensics Analyst knows these things about
computer systems (and perhaps cell phones, PDAs,
networks, etc.)
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On the TV show CSI, when a compound is analyzed, the results give the chemical makeup. Typically one of the analysts knows the more common name for that compound, say lipstick or perfume. 

The key here is knowing how the system and its applications work so that the raw data findings can be interpreted.

For example, if the Windows Prefetch (http://en.wikipedia.org/wiki/Prefetcher) shows that a program was started – Internet Explorer for example – this would logically be followed by the URL history for that user indicating that they visited a site on the Internet. So, the two go together and the knowledgeable analyst would know that one implies the other, and both findings suggest what the user did.

Forensics analysts who know the various repositories of data and information scattered about a computer system may be better system administrators because they’ve been taught more about the inner workings of a system and its applications.


Summary - Analysis

Search for evidence cited in original forensic request

Analyze imaged information

- What are you looking for?

How will you recognize it when you find it?
- Where might you find it?
- What does it mean once you’ve found it?

Construct a time line of findings
« How did you find what you found (repeatability)?

Tools

CryptHunter, Aperio, Forensic Appliance, Live View, C-CAP
What for counter forensics tools

TAKE NOTES WHILE DOING ANALYSIS!
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These are the high level items for analysis


Reporting - 1

Report writing goals:

« Inform

« Provide permanent record

« Provide record of analysis

« Professional

« No slang, prejudice, bias, or unsupported opinions

Report gives findings

Reporting is defined as “An accurate, fair, complete, concise,
clear, and neatly written account of an event or series of
events presented in a logical format which will accurately
communicate to the reader.”
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Part of the task of doing analysis.


Reporting - 2

General Rules:

« Written in past tense

« Written in third person

-  Written immediately after concluding analysis

«  Written from notes, not memory

« Unbiased and impartial

« Clear — person who is not knowledgeable can understand
- Establish a time line
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Reporting - 3
Rec|pe .......................................................................................................................................................................................................................................................................................

On date at approximately time who? action verb (observed, copied,
collected, analyzed) what where with whom and found findings.

Example:

On August 51, 2010, at approximately 3:00 PM, Tom Smith observed
Henry Smith opening a FedEx package at 210 North First Street,
Pittsburgh, PA, sent from Chicago, IL and found a request for
assistance in analyzing the contents of this package which consisted
of a 1Tb hard disk drive, serial number 12345.
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Reporting — 4

References

«  Forensic Examination of Digital Evidence: A Guide for Law
Enforcement (http://www.ncjrs.gov/pdffiles1/nij/199408.pdf)

«  SANS 508 — System Forensics, Investigation, and Response
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Summary — Report Writing

Report findings, findings, findings!
Past tense
Establish timeline

Concise, clear, and concise
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Um, findings.

Timeline tells a story.

Use enough words, but no more. Consider what is written as being what must be testified to in court.


Miscellaneous - Chain of Custody

All evidence must be accounted for at all times

Evidence has not been altered

- Digital evidence — checksums

Party offering evidence has burden of proof as to its veracity

Materials

Evidence handling forms
- Evidence containers

- Safes/locked cabinets

- Logs
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Key is accounted for at all times, from the time it is created during the imaging process, until it is no longer needed and destroyed.

The original copies of evidence are never used beyond being uploaded into the analysis setting. They are then stored in locked containers and can always be compared to working copies using checksums.


Miscellaneous - Data Preservation

Secure location

- Safe
« Locked cabinet

Well defined and understood storage procedures
Records showing that procedures were followed

Evidence custodian — who is this in your world?
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Self explanatory

Key is to insure that all access of data can be accounted for and the veracity of the original evidence can be determined.


Miscellaneous - Laws

Real-time interception vs. Stored communications
Content vs. headers and logs

US Laws

« Electronic Communications Privacy Act — stored
communications

«  Wiretap Act — Real-time contents
« Pen/Trap Statute — Real-time headers and logs

Decide what you need to capture then look for applicable laws

Bottom line — work with your legal folks and Law Enforcement
agencies before acquisition starts
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There are laws that govern what can be done and where. The specifics are beyond the scope of this overview, but suffice it to say that there are laws and ignorance of them is no excuse.

Use your legal folks in your organization to advise you as to what is allowed and not allowed.

No matter where you are, decide what you want to do – capture data at rest for example – and then work with your legal people to determine how to do that task.

Having access to legal advisors while you are on-site may be beneficial so that you can ascertain how to proceed if an unexpected situation arises.


Forensics has a clearly defined meaning — use it correctly

There is a well-defined process

« Preparation
Reconnaissance, equipment procurement and configuration, legal
- ldentification (on-site)
Reconnaissance, imaging plan, imaging, chain-of-custody, note taking
« Analysis
Tools, note taking, chain-of-custody
« Report writing
Document findings
- Follow-on activities
Evidence preservation, chain-of-custody, testifying(!)

There are laws that must be followed or your work may be invalidated.
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Self-explanatory – review of the process.
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