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* DoD urgently needs to embrace commodity IoT
technologies In Its tactical systems.

® Security concerns over untrusted supply chains are an
obstacle.

* We are developing a solution that remains resilient and
trustworthy, even In the presence of a powerful attacker.
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Attacks on loT Devices

Microsoft catches Russian
state hackers using loT
devices to breach networks

arstechnica

Unpatched Routers Being Used To Build

Vast Proxy Army Spy On Networks
arstechnica

A 100,000-router botnet Is
feeding on a 5-year-old UPnP

| atest Mirai variant targets routers and bug N Broadcom ChipS
other IoT devices using 13 exploits arstechnica
cyware.com

Your smart air conditioner could help bring down the power grid
Hacked appliances could overwhelm the grid, researchers say.

chet.com
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lOT Threats — Vulnerable Device
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loT Threats — Compromised Device
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KalKI:
High Assurance Software-Defined loT Security Platform

Solution: Move Security Enforcement to the Network

Create an loT security platform highly resilient to a collection of prescribed threats
* Enables the integration of 10T devices into DoD networks

* Protects the networks even Iif the 10T devices are not fully trusted or configurable

The term "KalKi” is of Sanskrit origin, and it is the name of an avatar of
the god Vishnu, the destroyer of filth and bringer of purity, truth and trust.
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Limitations of Existing Systems

Static Firewalls Gateways/Firewalls
* Are not device-specific * Can become compromised

 Cannot adapt to changing security states
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Software-Defined Aspect

Use software-defined networking (SDN) and network function virtualization (NFV) to
create a highly dynamic IoT security platform.

Each |oT device, D, senses/controls a
set of environment variables, EV.

Control Node

loT Controller

9 BV BV} . [V} .. pmbox o Network traffic to/from each device Is
IMages
> | 22 | - | 2o ° s 9 tunneled through umboxes that
Implement the desired network defense

for the device’s current security state.
poll Y Aler cateway (@) mbox[SS,] = Firewal

- HMbox([SS, ] umbox[SS,| = IPS, ...
BV} loT Device _ _
o loT controller maintains a shared
= MboX[SS.] statespace composed of {EV} and
2 security state (SS) for each device.
D, SS = {Normal, Suspicious, Attack}
= }| s | MDOX[SS ]
o Ey e ot DD Changes In the shared statespace are
Data Node Network evaluated by policies and may result in
the deployment of new pmboxes.
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High Assurance Aspect

Incrementally develop and verify security properties of elements of the software-
defined loT security platform using UberSpark/dberXMHF, a framework for building

secure software stacks.

Control Node Properties

° Policy data Inteqgrity,
Including security state
machine

Carnegie Mellon University
Software Engineering Institute

Control Node

loT Controller

HEVEVY] . [{EV}]
ss. | ss, SS,
Poll EV
D

(EV,}

loT Device

D

2

(EV,}

Policies

Alert

UMbox
Images

(EV,}

High Assurance Software-Defined loT Security
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Data Node Properties

Deploy |
HmBoX * Umbox image storage
Integrity
Gateway °* umbox deploy-time

Integrity, Including
Integrity of data flow

definition
UMbOX[SS.]

Internet/DoD
Data Node Network

UMDOX[SS,]  m—
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Initial Threat Model to
guide development
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Software Engineering Institute

Year 1 Accomplishments

Policy Model to set Initial Architecture and
conditions to change prototype of the loT
security state, and Security Platform

actions to be taken

High Assurance Software-Defined loT Security
© 2019 Carnegie Mellon University

4

FUNCy Views Initial Dashboard to
(Secure) system configure system
architecture:
hardware-assisted,
low-latency, low-TCB,
compartmentalization
of legacy code on x86
platforms
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Year 2 Accomplishments

i &) % L 5

loT Security Platform Dashboard Update Creation of Policies Experiment to Test Extension of

prototype full and pmboxes for four different scenarios and | UberXMHF and

development representative loT red team attacks UberSpark to include
devices LberObject protections

for sensitive areas of
the Control node and
Data node
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Year 2 Accomplishments — loT Security Platform Prototype

Control Node (P(C)

Main Controller (Java) <------

KalKi Dashboard (Java)

Device Controller (Java)

umbox Controller

.......... » pmbox Controller (Java) =———————————p  Alert Handler (Java)
_____________ | A
cmd line ;
cmd line

|—> VMumbox Tool (Python)
|

loT Security Platform
prototype implemented
(software-defined part)

* ADble to monitor device-

specific vulnerabllities

Data Node (PC)

Libvirt API Clonle API Alerlt API

A : i : :

i i !

: :

: T ————— emoummamemememmmmmd E

. : v

Device loT Interface
Controller AP AP Clone Server (Fython) 4--------;

i : Open vSwitch Daemon | | Uiy EpUp Ly SpRUa :

| v v (ovs-vswitchd) .
loT Device X (loT
(loT) loT Interface (Java)

.= == Device AP -==x umbox N (Qemu VM)

NVFSW

Alerter (Python)

* Supports different
policies for each
security state

* Runs on commodity

Legend
Third Party Developed
Process Process

Network
Component

4— Data —p  ¢---
— TCP+TLS —p g— Calls —p

Developed .
Subprocess pevice
External Network
RIW weap wmmm HTTP ---p Node (PC)

Carnegie Mellon University
Software

-ngineering Institute
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hardware/software
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Year 2 Accomplishments — Dashboard Update

Real-time monitoring of security state, easy configuration of security policies

Carnegie Mellon University Software Engineering Institute

Ka I ki D a S h b O a rd Home FUNCy View DB Management
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KalkiDasnhboarad

Udoo Neo D : I_. t
Type: Udoo Neo Security State: Normal
[P Address: 10.27.151.101 Group: N/A .
Tags Show 10_v entries Search: I
Alert History | Status History | Alert Conditions  State Transitions Reference | umBox Instances Device Secu rity State Latest Alert Time v Device Status
= .
e DLC Normal no alert history
Show 10_¥ entries Search:
Time | Attributes Kalki Normal no alert history
Sep 13th 19, 9:40:36 am accelerometerX: 0.013663999999999999 PHLE Normal no alert history
accelerometerY: -0.040504
accelerometerZ: -0.98576 1
gyroscopeXx: 1.75 UNTS Normal unts-acceleration Sep 13th 19, tempmax: 0.0
S EEC I B2 1 9:41:56 am gyroscopeX: 1.6875
gyroscopeZ: 0.25
magnetometerX: 59.6 accelerometerX: 0.012688
magnetometerY: 115.5 gYFOSCODEZZ 0.0
magnetometerZ: 53.900000000000006
tempinput; 0.0 accelerometerZ: -0.99308
CEUpEs S gyroscopeY: 1.1875
tempmax_hyst: 0.0
accelerometerY: -0.041236
Sep 13th 19, 9:40:26 am accelerometerX: 0.010003999999999999 magnetometerY: 116.0
accelerometerY: -0.041968 2 ‘ '
accelerometerZ: -0.995764 magnetometerx:
X 2.1875
sy 53.400000000000006
gyroscopeY: 0.625
gyroscopeZ: -0.1875 magnetometerZ: 58.0

magnetometerX: 67.3 - .
magnetometerY: 115.5 tempinput: 0.0

magnetometerZ: 40.7 tempmax_hyst: 0.0
tempinput: 0.0

tempmax: 0.0 _ . _
ternpmax_hyst: 0.0 Showing 1 to 4 of 4 entries Previous 1 Next
Showing 1 to 2 of 2 entries Previous 1 Next
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Year 2 Accomplishments — Policies and pmboxes

Creation of policies and umboxes for four representative 0T devices

Smart Plug Temperature Sensor IP Camera Smart Lignht
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Year 2 Accomplishments — Experiment + Red Team Attacks

Control Node (brahe) [eerr ey Executed multiple test scenarios to

(.150.49)

(10.27.150.x)

enp2s0f0 Switch 2 ‘ m e a-S u re :

(10.27.153.x)

(.153.3) B

B —— » Resiliency to attacks
enpzSOﬂ Umbox N .
N (Qemu VM) » Performance (time to react to threats)
loT Device (UNTS) |« * ? 6 (.i;g(;) .y
o Device (PHLET |+, | i L » Scalabllity (effect of the number of

loT Device (WI) Wi(-i:(i)_ﬁ\zc;(ielzsfgnt & ’ A I—' eth2 d eVI CeS I n pe rfO rm a.n C@)

(//)
loT Device (DLC)
enp2s0fl
(//)
&

Switch 1
PRyl | | Test PC(gato)

HW Net WRYi'= IR e Physical Net Virtual Net
Device Device Interface Interface
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Year 2 Accomplishments — uberXMHF Extensions

Unprivileged (OS + Applications) Added support to protect state
machines using uberODbjects via
Interfaces FUNcy V|eWS

Main Controller
- * Verified, lightweight micro-

nypervisor protects resource

Privileged
. access

UberGuest + Other
Applications

* Unauthorized applications
can't access State Machines
encapsulated as uberObjects

Platform Hardware and Resources (Memory, Devices)

XI{H['M Unauthorized Untrusted Protected, Trusted, Authorized
Component Component
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Year 3 — Next Steps

* Final platform development and optimizations
- Integrate UberXMHF security properties into prototype
- SImplify Integration of new devices and policies
- Increase performance and reduce resource utilization

* Transition activities — identify transition partners for validation, testing,
and adoption

- Working with CMU liaisons for Navy (LCDR Christopher Lueken) and Marine Corps
(LCDR Jeft Greenwald)

- Establishing contacts with organizations leading loT projects, including US Army
Research Office (Durham), USAF Office of Scientific Research (Arlington), and Purdue
University

* Publication of results and open source release of platform code
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| ooking Ahead

* Full platform tested with * Platform adapted and * Al technigues developed
realistic IoT deployments INntegrated Into existing to automate and improve
e Results published DoD networks security policies and
protections
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KalKl loT Security Platform - Summary

Enables the secure integration of IoT devices into DoD networks even though

they are not fully trusted

Control Node

loT Controller

Deploy

{EV }{EV}| ... |{EV } . umbox

| | | - Policies .

SS, | SS, SS_ IMages

Poll EV Alert
D1
I

BV} loT Device

DZ
]

{EV,}

Umbox

Gateway

HMbOX[SS. ]

Carnegie Mellon University
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UMbOoX[SS.]

(D

Internet/DoD
Network

UMDbOX[SS ]
{EV }

Data Node

High Assurance Software-Defined loT Security
© 2019 Carnegie Mellon University

* Has flexible policies to define

states, transitions and actions

Reacts using network and
environment information

Uses different network
defenses for each device and
State

Adapts to device-specific
vulnerablilities or limitations

Secures critical areas through
Integration with GberSpark
[Uber XMHF
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KalKl Team
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Principal Investigator, SEI/SSD  SEI/SSD SEI/CERT
| .- 0
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