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ABSTRACT

CYBERSPACE OPERATIONS: THE UTILIZATION OF OUR RESERVE FORCE by
Lieutenant Commander Rachel 1. Martin, 74 pages.

Cyberspace operations are essential to achieving objectives of our National Security
Strategy. That is, without cyberspace operations, our nation’s security interests would
never be met. For instance, the U.S. military employs cyberspace operations as a way in
which to achieve homeland defense. The significance of understanding cyberspace
operations, specifically, the capabilities and gaps throughout our services is essential to
ensuring the stability and protection of our social, political and economic infrastructure.
This paper seeks to understand the role and employment of the military reservist in
cyberspace operations. Do reserve units provide the best opportunities for cyberspace
professionals, by allowing reservists to practice their cyber skills in the civilian world?
Should the U.S. military add more reserve billets to U.S. Cyber Command
(USCYBERCOM) over the next five years in order to increase our defensive and
offensive capabilities so that we reduce our risk of penetration? Through the analysis of
Doctrine, Organization, Training, Leadership and Education, and Personnel conclusions
and recommendations will be made.
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CHAPTER 1

INTRODUCTION

Overview

We face cyber threats from state-sponsored hackers, hackers for hire, global cyber

syndicates, and terrorists. They seek our state secrets, our trade secrets, our

technology, and our ideas — things of incredible value to all of us. They seek to

strike our critical infrastructure and to harm our economy.

—James Comey

Cyberspace operations are essential to achieving the objectives of our National
Security Strategy. Without cyberspace operations, our nation’s security interests would
never be met. The U.S. military employs cyberspace operations as a way in which to
achieve homeland defense. The significance of understanding cyberspace operations,

specifically, the capabilities and gaps throughout our services is essential to ensuring the

stability and protection of our social, political, and economic infrastructure.

Primary Research Question

This paper will attempt to answer “do reserve units provide the best opportunities
for cyberspace professionals, by allowing reservist to practice their cyber skills in the
civilian world?” By exploring the dynamics of our current state of cyberspace operations
throughout our military services, the author can determine whether the U.S. military is
adequately balanced as a structure, including reservists, to conduct cyberspace
operations. By way of illustration, in August of 2017, we stood up to U.S. Cyber
Command as a combatant command. This is important because “the elevation of United
States Cyber Command demonstrates our increased resolve against cyberspace threats

and will help reassure our allies and partners and deter our adversaries. Elevation will

1



also ensure that critical cyberspace operations are adequately funded” (Mehta and Shane

2017).

Secondary Research Questions

Drawing from the primary question, the researcher will also attempt to answer,
“Should the U.S. military add more reserve billets to U.S. Cyber Command
(USCYBERCOM) over the next five years, in order to increase our defensive and
offensive capabilities, so that we reduce our risk of penetration?”” Simply put, should
more reserves be added to the fight to expand our knowledge base in cyberspace
operations? To understand the answer to this question, one could consider adding 20
additional reserve billets a year to USCYBERCOM, to understand if we are better
postured to protect our national security interests. This potential solution is primarily
based on the dynamic range of skill sets the cyberspace operations reserve personnel can
bring to the fight.

Having the skill sets to defend our Department of Defense (DoD) information
networks comes from years of education and training. Cyberspace operations reserve
personnel are recruited because they already possess the skill sets necessary to provide
defense against attacks, deliver tactical advantages, and have the ability to develop
innovative tools and techniques for the future. These cyberspace operations skill sets are
learned from formal education, and basic day-day tasks at their civilian jobs. By adding
more reserve billets to the fight, we increase our defensive and offensive systems, as well
as expand our skill sets spectrum, which ultimately reduces the risk of penetration. This is
important because if our political or economic infrastructure is penetrated via cyber, the

U.S. risks defeat, or worse, collapse of our country. Understanding the history of
2



cyberattacks, and how they have advanced over the years will be important in defining

where the U.S military needs to be in the future.

History of Cyber Breaches against the United States Government

In 1989, Robert Morris created what is now commonly acknowledged as the first
computer worm. This self-propagating virus spread so rapidly that it succeeded in closing
down much of the internet (Julian 2014). This is broadly known as the first cyber-attack
on the world’s cyber infrastructure. Due to the infancy of the internet at the time, the
impact was nowhere near as devastating as it would be today. However, it laid the
groundwork for the kinds of security issues that we have seen ever since (Julian 2014).
In December of 2006, The National Aeronautics and Space Administration (NASA) was
forced to block emails with attachments before shuttle launches out of fear they would be
hacked (NATO 2017). Business Week reported that the plans for the latest U.S. space
launch vehicles were obtained by unknown foreign intruders (NATO 2017). This is
significant because unlike the first attack in 1988 where computers slowed or eventually
failed, sensitive information in the NASA attack was taken and blocked from computer
banks.

Furthermore, in 2006, the Naval War College in Rhode Island had to shut down
all of its computer systems for two weeks following a cyber-attack (Lawfare 2015). The
important take-away is that it was not until the attack occurred, that the Naval War
College developed strategies for naval warfare, as well on cyberspace (Lawfare 2015).
The U.S., as a country, is now at a point as a country are now at a point where cyber-

attacks are ongoing and occurring any minute throughout the day.



During June of 2007, the U.S. Secretary of Defense’s unclassified email account
was hacked by unknown foreign intruders as part of a larger series of attacks to access
and exploit the Pentagon’s networks (NATO 2017). This was a direct attack on the
government’s political infrastructure. The cyber-attack illustrated an inability to protect
our national interests. Furthermore, in 2007, spyware left the National Defense
University’s email systems vulnerable to attacks and the University ultimately had to take
its systems offline, due to hacks by unknown foreign intruders (Lawfare 2015). The U.S.
military’s ability to protect our country from foreign intruders is a basis for not only our
National Security Strategy, but our National Military Strategy as well.

Interestingly, in the summer of 2008, the databases of both Republican and
Democratic presidential campaigns were hacked and downloaded by unknown foreign
intruders (NATO 2017). Additionally, in 2008, U.S. Central Command took a hard hit
from a cyber-attack (Barnes 2008). “This one was significant; this one got our attention,”
said one defense official (Barnes 2008). As stated in the prior comment, the U.S. military
needs to strengthen its cyber warfare capabilities.

During a 2011 speech unveiling the Department of Defense’s cyber strategy, the
U.S. Deputy Secretary of Defense mentioned that a defense contractor was hacked and
24,000 files from the Department of Defense were stolen (NATO 2017); putting our
nation’s security at risk. On a smaller scale, during 2011, the Sergeant at Arms confirmed
that the U.S. Senate’s website had been hacked after files from the website were posted
online, indicating that Lulz Security had broken into the Senate’s computer network

(Lawfare 2015). This year Lulz Security had successfully accomplished two other cyber-



attacks on the Central Intelligence Agency (CIA) and the Federal Bureau of Investigation
(FBI) as well

Cyber defense took the stage at a NATO conference in 2013. During their first-
ever meeting dedicated to cyber defense on Tuesday (June 4), NATO Defense Ministers
agreed that the Alliance’s cyber-defense capability should be fully operational by the
autumn, extending protection to all the networks owned and operated by the Alliance
(NATO 2017). Moreover, the ministers discussed the development of the role of NATO
in assisting Allies under cyber-attack, including the possibility of deploying Rapid
Reaction Teams (RRT) (CCDCOE 2016). The RRT is comparable to our U.S. Cyber
Command Cyber Mission Force (CMF). Both teams are employed to quickly react to
cyber threats, ultimately showing trends in the need of quick reaction forces throughout
our services.

Finally, some of the U.S. most recent cyber threats or attack examples are
attackers gaining personal sensitive information on approximately 140 million Americans
from Equifax’s company data, the Russian 2016 cyber warfare involvement in the U.S.
presidential election, and WikiLeaks publishing CIA documents. It is in the U.S. national
interest to attack those who seek to disrupt U.S. national security. That is, our military
needs the most highly qualified and capable military personnel in cyber warfare to serve.
A brief glance at U.S. history cyberattacks and defense shows the importance of

understanding trends, vulnerabilities, as well as advances in cyber-attacks.

Assumptions

The following are assumptions in cyber warfare based on history from 1988 to the

present:



1. The threats from cyber-attacks are likely to increase.

2. Additional funding for developments in U.S. cyber defense will not decrease
through the next five years.

3. Cyber warfare qualified personnel will continue to receive higher pay for civilian
roles than military roles, due to pressure on government spending.

4. Current reserve capabilities will not be robust enough to combat the expected

increase in cyber threats of the future.

Definitions and Terms

The terms and definitions below will provide a common framework and
understanding of concepts as they are presented to the reader throughout this thesis.

Cyberspace: A global domain within the information environment consisting of
the interdependent networks of information technology infrastructures and resident data,
including the Internet, telecommunications networks, computer systems, and embedded

processors and controllers (JP 3-12, 2017).

Cyberspace Operations: The employment of cyberspace capabilities where the
primary purpose is to achieve objectives in or through cyberspace (JP 3-12, 2017).

Cyberspace Superiority: The degree of dominance in cyberspace by one force that

permits the secure, reliable conduct of operations by that force, and its related land, air,
maritime, and space forces at a given time and place without prohibitive interference by
an adversary (JP 3-12, 2017).

Department of Defense Information Networks: Operations to design, build,

configure, secure, operate, maintain, and sustain Department of Defense networks to



create and preserve information assurance on the Department of Defense information
networks (JP 3-12, 2017).

Defensive Cyberspace Operations: Passive and active cyberspace operations

intended to preserve the ability to utilize friendly cyberspace capabilities and protect data,
networks, net-centric capabilities, and other designated systems (JP 3-12, 2017).

Information Assurance: Actions that protect and defend information systems by

ensuring availability, integrity, authentication, confidentiality, and nonrepudiation. (JP 3-
12, 2017).

Offensive Cyberspace Operations: Cyberspace operations intended to project

power by the application of force in or through cyberspace (JP 3-12, 2017).

Limitations and Delimitations

The restrictions placed on this paper are the shortcomings that are beyond the
researcher’s control, and that will place restrictions on methodology or conclusions. Time
to conduct research, and the ability to travel to USCYBERCOM will be some shortfalls
in formulating the findings and recommendations of this study. Delimitations are the
boundaries within which this paper will stay. For instance, this paper will only examine
doctrine, organization, training, leadership and education, and personnel as evaluation

criteria to answer the primary and secondary research questions.

Chapter Conclusion

Chapter 2, discusses how the literature informs answers to the following

secondary research question: Should the U.S. military add more reserve billets to



USCYBERCOM over the next five years in order to increase our defensive and offensive
capabilities so that we reduce our risk of penetration?

By answering the secondary research questions, staying within the parameters of
the study, one will understand the conclusions and recommendations of the primary
research question “Do reserve units provide the best opportunities for cyberspace

professionals by allowing reservists to practice their cyber skills in the civilian world?”



CHAPTER 2

LITERATURE REVIEW

Chapter Introduction

The literature review will define the parameters in which information is sought to
answer the primary question of, “Do reserve units provide the best opportunities for
cyberspace professionals, by allowing reservists to practice their cyber skills in the
civilian world?” It is critical to understand guiding strategic Department of Defense
(DoD) cyber policies, National Defense Strategy 2018, and the Cybersecurity National
Action Plan (CNAP) before diving into USCYBERCOM and Reserve Units capabilities
and gaps. Furthermore, the literature review will explore service specific doctrine,
organization, training, leadership, and current personnel systems. This is of significance
because the strategies and systems lay the foundations for how the units or commands

operate, and where the most significant gap could lie.

Department of Defense Cyber Strategies

The Department of Defense 2015 Cyber Strategy covers strategic goals,
implementation of those objectives, and then managing that strategy. It further defines
three cyber missions for DoD: (1) defend its own network and systems, and information
(2) protect U.S. interests against cyberattacks or significant attacks (3) directed by the
President or the Secretary of Defense, DoD must be able to provide integrated cyber
capabilities to support military operations and contingency plans.

DoD then further lays out strategic goals for its cyber mission: (DoD Cyber

Strategy 2015)



1. Build and maintain ready forces and capabilities to conduct cyberspace
operations;
2. Defend the DoD information network, secure DoD data, and mitigate risks to
DoD missions;
3. Be prepared to defend the U.S. homeland and U.S. vital interests from disruptive
or destructive cyberattacks of significant consequence;
4. Build and maintain viable cyber options and plan to use those options to control
conflict escalation and to shape the conflict environment at all stages;
5. Build and maintain robust international alliances and partnerships to deter shared
threats and increase global security and stability.
To achieve these goals, implementation and funding is needed at all levels. Put
differently, due to the race in the advancement of technology, a broad range of skill sets
throughout our military and its respective cyber warfare commands is needed to meet

these challenges.

National Defense Strategy (2018)

The National Defense Strategy (2018) speaks to how today, the U.S. is contested
in every domain — air, land, sea, space, and cyberspace. This represents a change in our
global security environment. However, “for decades, the United States has enjoyed
uncontested or dominant superiority in every operating domain” (National Defense
Strategy 2018). Furthermore, cyber hackers are now non-state actors that threaten our
nation’s security environment. Due to this increasing threat of space and cyberspace as
warfighting domains, the National Defense Strategy (2018) provides the following

guidance:
10



The Department will prioritize investments in resilience, reconstitution, and
operations to assure our space capabilities. We will also invest in cyber defense,
resilience, and the continued integration of cyber capabilities into the full
spectrum of military operations.

Which then defaults to an “increase in personnel and platforms to meet key

capability and capacity needs” (National Defense Strategy, 2018).

U.S. Cyber Command (USCYBERCOM)

The mission of USCYBERCOM is in line with achieving the DoD Cyber defense
strategies. USCYBERCOM plans, coordinates, integrates, synchronizes, and conducts
activities to: direct the operations and defense of specified Department of Defense
information networks and; prepare to, and when directed, conduct full-spectrum military
cyberspace operations in order to enable actions in all domains, ensure US/Allied
freedom of action in cyberspace and deny the same to our adversaries (USSTRATCOM
2017). Approximately 1,100 people (military, civilians, and contractors) serve at
USCYBERCOM, with a Congressionally-appropriated budget for Fiscal Year 2015 of
approximately $509 million for Operations and Maintenance (O&M), Research,
Development, Test and Evaluation (RDT&E), and military construction (MILCON)
(Rogers 2015). USCYBERCOM works with both private and public sector to secure
infrastructure that can affect our economic stability. Furthermore, in 2017
USCYBERCOM elevated from a Sub Unified Combatant Command to a Combatant
Command.

USCYBERCOM gaps include the help in hiring personnel, filling cyber team
seats, intelligence and planning staffs, facilities to train and employ them, and resources

to equip properly. This is a reflection of USCYBERCOM being built from the ground up

11



by cutting manning to the bone, initially sacrificing vital support functions and
institutional infrastructure to create mission capabilities as fast as possible (Rogers,
2015). Another example of a USCYBERCOM gap is the inability to find qualified
personnel to fill their cyber teams. USCYBERCOM is working on forming Cyber
Mission Forces (CMF) to turn strategy plans in to operational outcomes (Rogers 2015).
USCYBERCOM is hard pressed to find qualified personnel to man their CMF rosters, to
get cyberspace professionals cleared and trained and supported across all 133 teams
(Rogers 2015). In conclusion, that due to lack of funding and qualified manpower at

USCYBERCOM, we as a nation, risk our national security.

Cyber National Action Plan

The cyber national action plan is the capstone of more than seven years of
determined effort by this Administration, building upon lessons learned from
cybersecurity trends, threats, and intrusions (CNAP 2017). This plan directs the Federal
Government to take new action now and fosters the conditions required for long-term
improvements in the U.S. approach to cybersecurity across the Federal Government, the
private sector, and our personal lives (CNAP 2017). Highlights of the CNAP include
actions to:

1. Establish the “Commission on Enhancing National Cybersecurity.”

2. Modernize Government IT and transform how the Government manages
cybersecurity

3. Empower Americans to secure their online accounts by moving beyond just

passwords and adding an extra layer of security.
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4. Invest over $19 billion for cybersecurity as part of the President’s Fiscal Year

(FY) 2017 Budget (CNAP 2017)

Through these actions, additional new steps outlined below, and other policy
efforts spread across the Federal Government, the Administration has charted a course to
enhance our long-term security and reinforce American leadership in developing the
technologies that power the digital world (FACT SHEET: Cybersecurity National Action
Plan 2017).

Better securing our own digital infrastructure is only part of the solution. The U.S.
must lead the international effort in adopting principles of responsible state behavior,
even while we take steps to deter and disrupt malicious activity. The U.S. cannot pursue
these goals alone — we must pursue them in concert with our allies and partners around
the world (CNAP 2017). To implement these sweeping changes, the Federal Government
will need to invest additional resources in its cybersecurity. That is why the 2017 Budget
allocates more than $19 billion for cybersecurity — a more than 35 percent increase over
the 2016 enacted level. These resources will enable agencies to raise their level of
cybersecurity, help private sector organizations and individuals better protect themselves,
disrupt and deter adversary activity, and respond more effectively to incidents (CNAP

2017).

Reserve and Active Cyber Units

Throughout the U.S. military respective services, we have reserve units, which
support active duty cyber units. To rearticulate, every reserve unit is attached to an active
duty command. For example, the Army has Army Reserve Cyber (signalmen), Navy has

reserve Information Professionals, there are Cyber Warfare Operation professionals
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within the Air Force Reserve, and the Marines have reserve Cyber Network Operators, all
of which are attached to reserve units that support their respective active duty commands.
The significance of our reserve cyberspace operations personnel is the diverse skill sets
they bring to the fight that the active duty personnel may not have. In several areas, such
as critical infrastructure, both USCYBERCOM and the Services have recognized that our
Reserve Component brings us unique and valuable skills (Rogers 2015).

Interestingly, throughout the literature review, it has not been possible to
categorically prove that existing cyber units cannot combat cyber threats in the future.
However, it is fair to assume that with growing cyber threats from multiple actors, there
will always be a demand for more and better cyber technicians. The problem U.S.
military see’s now is recruiting cyber professionals to fill active duty gaps, not reserve
cyber gaps. Therefore, it is important to use the reserve cyberspace operations personnel

currently available.

Doctrine, Organization, Training, [.eadership and Education, and Personnel

While looking to answer the primary research question, “Do reserve units provide
the best opportunities for cyberspace professionals by allowing reservists to practice their
cyber skills in the civilian world?” this paper will explore Doctrine, Organization,
Training, Leadership and Education, and Personnel. Service specific and joint doctrinal
literature will be of significance; because it provides the most up to current literature our
military has to offer regarding their cyber offensive and defensive approach using
reserves. Below is a list of service specific and joint doctrine that will be explored in
order to answer the primary research question, and the secondary and tertiary questions:

Navy — Navy Information Operations, NWP 3-13; Navy Strategic Plan 2015-2020
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Marine Corps — Marine Corps Cyberspace Operations, MCIP 3-32Ei; Marine
Corps Strategy for Assured Command and Control; Marine Corps Concept of Cyber
Operations; Marine Corps Information Enterprise Strategy (MCIENT)

Air Force — Annex 3-12 Cyberspace Operations, 24™ Air Force Commanders
Strategic Vision

Army — Cyberspace and Electronic Warfare Operations (FM 3-12), United States
Army Center of Cyber Excellence Strategic Plan;

Joint — Cyberspace Operations (JP 3-12, 2017); Cyber Mission Analysis, Mission

Analysis for Cyber Operations of Department of Defense

Chapter Conclusion

Chapter 3 will outline the research methodology used to answer the following
secondary research question: Should the U.S. military add more reserve billets to U.S.
Cyber Command (USCYBERCOM) over the five years in order to increase our defensive
and offensive capabilities so that we reduce our risk of exposure to cyberspace threats?

By answering the secondary research questions staying within the parameters of
the research, one will understand the conclusions and recommendations of the primary
research question, “Do reserve units provide the best opportunities for cyberspace

professionals by allowing reservists to practice their cyber skills in the civilian world?”
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CHAPTER 3

RESEARCH METHODOLOGY

Chapter Introduction

This chapter will explore whether current Doctrine, Organization, Training,
Leadership and Education, and Personnel will need to change throughout both Reserve
and Active duty and how it needs to be addressed in order to answer, “Do reserve units
provide the best opportunities for cyberspace professionals, by allowing reservists to
practice their cyber skills in the civilian world?”” The applicability of this framework is
due to its context during the acquisitions process. For example, when the military was
looking at filling a capability gap of access to littorals, the process involved identifying
what part of the doctrine, training, leadership and education, and personnel would need to
be changed or not. In summary, exploring only one evaluation criteria would yield a

biased result, and therefore, five criteria will be evaluated in order to avoid the bias.

Evaluation Criteria

The researcher must consider doctrine across all military services to answer the
primary research question. The doctrine analysis examines the way the military fights its
conflicts with emphasis on maneuver warfare and combined air-ground campaigns to see
if there is a more accurate method that could be used to solve a capability gap
(DOTMLPF-P Analysis 2017). For example, the Army has FM 3-12 (Cyberspace and
Electronic Warfare Operations), the Air Force utilizes Air Force Doctrine Document 3-
12, Marines reference Marine Corps Concept for Cyberspace Operations, and the Navy

has an NWP 3-13, and jointly we use Joint Pub 3-12. This is important because one must
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analyze existing doctrine that addresses or relates to the analysis and eventual acquisition.
Is it Joint? Service? Agency? (DOTMLPF-P Analysis 2017). Are there operating
procedures in place that are not being followed which contribute to the identified need
(DOTMLPF-P Analysis 2017)? Therefore, because there is doctrine to be explored
through each service, one must take this into consideration in order to answer the primary
research question.

Organization must be considered as a part of the framework to answer the primary
research question. An organizational analysis examines how the U.S. military are
organized to fight; divisions, air wings, Marine-Air Ground Task Forces, and other
(DOTMLPF-P Analysis 2017). Among the services, the following organizations exist;
Army Cyber Command (2nd Army), Air Force Cyber Command (24th Air Force), Fleet
Cyber Command (10th Fleet), Marine Forces Cyber, which are all components of
USCYBERCOM. By examining the organization, one can look to see if there is a more
improved organizational structure or capability that can be developed to solve a
capability gap (DOTMLPF-P Analysis 2017). Where is the problem occurring? Which
organizations is the problem occurring in? Is the organization properly staffed and funded
to deal with the issue? (DOTMLPF-P Analysis 2017). In conclusion, organizations are in
place throughout the services, which must be explored to answer the primary research
question.

Additionally, this paper will explore cyberspace training throughout the services
to answer the primary research question. This training analysis will examine how the U.S.
military prepares our forces to fight tactically from basic training, advanced individual

training, various types of unit training, joint exercises, and other ways to see if
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improvement can be made to offset capability gaps (DOTMLPF-P Analysis 2017). All
services have training pipelines in place for their cyberwarfare professionals. Therefore,
this research will examine the longevity, the broadness of skill sets taught, and the
validity of training. This will be key to understand if the issue is caused, at least in part,
by a complete lack of or inadequate training, and does training exist which addresses the
issue (DOTMLPF-P Analysis 2017)? Therefore, because training is in place throughout
the services it must be explored to answer the primary research question.

Furthermore, the researcher will need to consider leadership and education as part
of the framework for answering the primary research question. The leadership and
education analysis examine how the U.S. military prepares our leaders to lead the fight
from squad leader to 4-star general/admiral and their overall professional development
(DOTMLPF-P Analysis 2017). All services have leadership and education development
starting from initial enlistment or commission to 4-star level. Understanding the pipeline
will help the researcher answer the following: Does leadership understand the scope of
the problem, and does leadership have resources at its disposal to correct the issue
(DOTMLPF-P Analysis 2017)?

Finally, the researcher will study cyber warfare personnel throughout our services
to answer the primary research question. The personnel analysis will examine the
availability of qualified people for peacetime, wartime, and various contingency
operations to support a capability gap by restructuring (DOTMLPF-P Analysis 2017).
Throughout the U.S. military services, we have cyber warfare professionals in both the
enlisted and officer communities. While examining these communities, the researcher

will specifically examine: Is the issue caused, at least in part, by the inability or decreased
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the ability to place qualified and trained personnel in the correct occupational specialties,
and are the right personnel in the right positions (skill set match) (DOTMLPF-P Analysis
2017)? Therefore, because personnel are in place throughout the services, one must

examine this area to answer the primary research question.

Table 1. Evaluation Criteria (DOTLP)

Air Marine
Army | Navy | Force | Corps
Doctrine
Organization
Training
Leadership and Education
Personnel

1 pt = Change / 0 pt = No Change

Source: Created by author.

Research Methodology

The researcher’s approach to addressing the following steps 2-4will be to consider
doctrine, organization, personnel, leadership, and training.

Step 1: Summary of Literature Review — The literature will explore doctrine,
organization, training, leadership and education, and personnel from the Navy, Army, Air
Force, Marines, and USCYBERCOM.

Step 2: Do reserve units provide the best opportunities for cyberspace
professionals, by allowing reservists to practice their cyber skills in the civilian world?

Step 3: Should the U.S. military add more reserve billets to USCYBERCOM over

the next five years?
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Step 4: Should the U.S. military add more reserve billets to USCYBERCOM over
the next five years IOT increase our defensive and offensive capabilities so that we
reduce our risk of penetration?

Step 5: Aggregation of answers to Secondary Questions

Step 6: Conclusion(s) (Answer to Primary Question)

Threats to Validity and Biases

There will be threats to validity and biases throughout the research to answer the
primary research question. One threat of this paper will be a bias based on a school of
thought, such as, reservists make better soldiers, sailors, airmen, and marines based on
their civilian experiences. Another bias throughout this research, is at times, documents
appear to range from 1-10 years old from the current year, 2018, leaving the analysis to
be based on ideas or facts that are outdated. Furthermore, this paper only reviews
doctrine, organization, training, leadership and education, and personnel from the Navy,
Army, Air Force, Marines, and USCYBERCOM. Additionally, a threat to validity is that
the author is not a cyberspace operational professional; therefore, the author depends on
the value of research. In conclusion, it will be important that the reader takes this into

consideration when reading the conclusions and recommendations in Chapter 5.

Chapter Conclusion

Chapter 4 will outline the data and analysis and summarize the literature review to
answer the following research questions:
1. Do reserve units provide the best opportunities for cyberspace professionals,

by allowing reservists to practice their cyber skills in the civilian world?
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2. Should the U.S. military add more reserve billets to USCYBERCOM over the
next five years?

3. Should the U.S. military add more reserve billets to U.S. Cyber Command
(USCYBERCOM) over the five years to increase our defensive and offensive
capabilities so that we reduce our risk of penetration?

This research will fill the gaps by allowing for a comprehensive review that will
yield explicit consideration to existing evidence, which is necessary for the identification
and development of unanswered and answerable questions (Robinson, 2013). Finally, by
answering the research questions, and staying within the parameters of the research, one
will understand the conclusions and recommendations of the primary research question,
“Do reserve units provide the best opportunities for cyberspace professionals by allowing

reservists to practice their cyber skills in the civilian world?”
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CHAPTER 4

DATA PRESENTATION AND ANALYSIS

Chapter Introduction

This chapter will present results of the literature review, analysis of Doctrine,
Organization, Leadership and Education, Training, and Personnel considerations by
service using criteria established in the methodology. Specifically, the analysis of service
specific and joint Doctrine, Organization, Leadership and Education, and training will be
applied while seeking to answer the primary research question, “Do reserve units provide
the best opportunities for cyberspace professionals, by allowing reservists to practice
their cyber skills in the civilian world?” Furthermore, the same analysis will be applied to
answer the secondary and tertiary research questions, “Should the U.S. military add more
reserve billets to USCYBERCOM over the next five years in order to increase our
defensive and offensive capabilities so that we reduce our risk of penetration?” While
seeking to analyze and applying the evaluation criteria set forth in Chapter 3, conclusions

and recommendations will be made in order to answer the primary research question.

Step 1: Results of the Literature Review

The results of the literature review indicated that significant amounts of data exist
that covers strategies, policies, capabilities, and gaps for challenges the U.S. military
faces in the cyber domain. However, there is little if any research and analysis on
adequately utilizing the existing workforce, or generating a more capable workforce. The
weight of these findings is of importance when it involves answering the primary

research question, “Do reserve units provide the best opportunities for cyberspace
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professionals, by allowing reservists to practice their cyber skills in the civilian world?”
understanding where the most significant gap lies. Furthermore, the service-specific
literature covering doctrine, organization, training, personnel, and leadership is such that
if we were adequately utilizing the existing workforce, strength-wise, the literature
suggests that we as a country have a solid foundation of information and strategy on how

to best fight the current cyber warfare fight.

Step 2: Answering the Primary Research Question

Step 2 will address the primary research question, “Do reserve units provide the
best opportunities for cyberspace professionals, by allowing reservists to practice their
cyber skills in the civilian world?” This section will explore Army, Navy, Air Force, and
Marine Corps current doctrine, organization, personnel, training, and leadership as it
applies to the primary research question, “Do reserve units provide the best opportunities
for cyberspace professionals, by allowing reservists to practice their cyber skills in the

civilian world?”

Doctrine

Army — FM 3-12 Cyber Space and Electronic Warfare Operations dated April
2017 is the current Army doctrine with topics such as Cyberspace and Electronic Warfare
Operations, Fundamentals, Relationships with Cyberspace Operations and Electronic
Warfare, Cyberspace Electromagnetic Activities within Operations, and Integration with
unified action partners. These topics suggest that a holistic operational approach at the

current cyberspace fight is covered assuming workforce availability and skill sets; which
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means, it fails to address the gaps in skill sets that could be augmented by the reserve
force. Therefore, it does not answer the primary research question.

Navy — Navy Warfare Publication (NWP) Navy Information Operations 3-13 is
the current doctrine that the Navy is operating off ef. The doctrine covers topics such as
Information Operations Fundamentals, Information Related Capabilities, Information
Operations Organizational Relationships and Forces, and Information Operations and
Planning. With regards to the Navy, the texts suggest that a holistic operational approach
at the current cyberspace fight is covered assuming the workforce availability and skill
sets; which means, it fails to address the gaps in skill sets that could be augmented by the
reserve force. Therefore, the NWP 3-13 does not answer the primary research question.

Air Force — Annex 3-12 Cyberspace Operations is the current doctrine that the Air
Force is operating. The doctrine covers topics such as Policy Related to Command and
Organization of Cyberspace Forces, Organization of Cyberspace Forces, Command and
Control of Cyberspace Forces, and Design of Cyberspace Operations. The topics suggest
that a holistic operational approach and strategy at the current cyberspace fight is covered
assuming the workforce availability and skill sets; which means, it fails to address the
gaps in skill sets that could be augmented by the reserve force Therefore, Annex3-12
does not answer the primary research question.

Marine Corps — Marine Corps Cyberspace Operations MCIP 3-32Fi is the current
doctrine that the Marine Corps is operating. The doctrine covers topics such as
Fundamentals of Cyberspace, Fundamentals of Cyberspace Operations, National/Joint
Concepts Policy, Command Authorities and Organizations, Marine Corps Roles and

Responsibilities, Authorities, Legal Considerations, Planning Cyberspace Operations,
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Integrating Cyberspace Operations into Marine Air-Ground Task Force (MAGTF)
Operations, Cyber Mission Force, MAGTF Cyberspace and Electronic Warfare
Coordination Cell, and Joint Informational Environment. The topics suggest that a
holistic operational approach and strategy at the current cyberspace fight is covered
assuming the workforce availability and skill sets; which means, it fails to address the
gaps in skill sets that could be augmented by the reserve force. Therefore, MCIP 3-32Ei

does not answer the primary research question.

Table 2.  Doctrine (Primary Research Question)

Air Marine
Army | Navy | Force | Corps

Do reserve units provide the best opportunities for
cyberspace professionals, by allowing reservists to
practice their cyber skills in the civilian world? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Organization
Among the services, the U.S. military have the following organizations: Army
Cyber Command (2" Army), Air Force Cyber Command (24" Air Force), Fleet Cyber
Command (10" Fleet), Marine Forces Cyber, which are all components of
USCYBERCOM. Each service has an overarching body that organizes their services in
such a way to fight the battle in the cyber domain. However, the service-specific
command structures do not accurately answer the primary research question, nor do they

provide a specific breakdown of where reserve units can augment the gaps on a daily

25



basis. For example, if U.S. Northern Command (USNORTHCOM) needs a reservist
planner, GovDelivery advertises the requirements through a mass email to reserve
personnel, in order to seek a pool of applicants from which the most appropriate
candidate can be selected. The problem with this is there is no organization to filter or

guide the process of selection in order to fill the gap.

Table 3.  Organization (Primary Research Question)

Air Marine
Army | Navy | Force | Corps

Do reserve units provide the best opportunities for
cyberspace professionals, by allowing reservists to
practice their cyber skills in the civilian world? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Leadership and Education

All services have leadership and education development starting from initial
enlistment or commission to 4-star level. Whether one comes into the service with prior
cyberspace operational experience or not, there are pipelines within each service for eur
cyberspace professionals to take that will improve their leadership and education. This is
implemented from the beginning of service due to professional wickets that must be met
in order to make promotion. Due to these constraints (professional wickets) that are
placed upon our active cyberspace personnel, it is more than likely that the cyberspace
reservist has more time to expand his skill sets than that of the active duty personnel.

Furthermore, es active cyberspace operations professionals are stove piped into specific
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leadership skills and education that they will be provided, limiting their creativity. This is
why there have been programs situated for active duty members to leave service, and re-
enter active service after two or three years in civilian service so that they may broaden
their skill sets. Alternatively, the reserve cyberspace professional working in civilian jobs
(non-government) leadership and educational pipelines demand more flexibility, due to
the broader skill sets that are needed. Furthermore, most cyber reservist has more time to
expand their skill sets and creativity due to the nature of their jobs. In short, leadership

and education are a supporting function to answering the primary research question.

Table 4. Leadership and Education (Primary Research Question)

Air Marine
Army | Navy | Force | Corps

Do reserve units provide the best opportunities for
cyberspace professionals, by allowing reservists to
practice their cyber skills in the civilian world? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Training
All services prepare U.S. forces to fight tactically from basic training, advanced
individual training, various types of unit training, joint exercises, and other ways to see if
improvement can be made to offset capability gaps (DOTMLPF-P Analysis 2017). All
services have training pipelines in place for their cyberwarfare professionals. While
considering the different training pipelines for esr cyberspace professionals, it is evident

that the training is not lacking, and this is not where the gap lies, but rather the lack of
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qualified personnel to fill the gap. Therefore, training does not need to change to answer

the primary research question.

Table 5.  Training (Primary Research Question)

Air Marine
Army | Navy | Force | Corps

Do reserve units provide the best opportunities for
cyberspace professionals, by allowing reservists to
practice their cyber skills in the civilian world? 0 0 0 0

1 point = Change / 0 point = No Change

Source: Created by author.

Personnel

All services currently have initiatives to increase their personnel size with skill
sets specific to cyberspace operations. It is essential to have the availability of qualified
people for peacetime, wartime, and various contingency operations to support the
capability gap. While examining both officer and enlisted cyberspace communities, the
issue caused, at least in part, is by our services inability to attract and place qualified and
trained personnel into correct occupational specialties. Furthermore, our failure to
adequately use our cyber reserve force is resulting in not putting the available staff in the
right positions (skill set match). Therefore, in response to the primary research question,

personnel doe need to change.
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Table 6. Personnel (Primary Research Question)

Air Marine
Army | Navy | Force | Corps

Do reserve units provide the best opportunities for
cyberspace professionals, by allowing reservists to
practice their cyber skills in the civilian world? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Step 3: Answering the First Secondary Question

Step 3 will address the second secondary question, “Should the U.S. military add
more reserve billets to USCYBERCOM over the next five years? This section will
explore USCYBERCOM current doctrine, organization, personnel, training, and
leadership as it applies to the secondary research question, “Should the U.S. military add

more reserve billets to USCYBERCOM over the next five years?”

Doctrine

USCYBERCOM utilizes Joint Publication 3-12 Cyberspace Operations to guide
and control everyday procedures and functions at USCYBERCOM. This is essential to
ensuring a standardization of processes and understanding of the respective service cyber
missions USCYBERCOM personnel support on a day to day basis. Topics within the
Joint Publication 3-12 Cyberspace Operations include: Integrating Cyberspace
Operations; The Joint Force and Cyberspace; Military Operations In and Through
Cyberspace; National Intelligence Operations In and Through Cyberspace; Department of

Defense Ordinary Business Operations In and Through Cyberspace; The Joint functions
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and Cyberspace Operations, Authorities; Roles, and Responsibilities; and Planning and
Coordination; Joint Operation Planning Process and Cyberspace Operations; Cyberspace
Operations Planning Considerations; Command and Control of Cyberspace Operations;
Synchronization of Cyberspace Operations; Assessment of Cyberspace Operations;
Interorganizational Considerations; Multinational Considerations. These topics are
significant because they provide an unclassified approach and understanding to
Cyberspace Operations. However, Joint Publication 3-12 does not take into consideration
the reserve force, or potential utilization of them. Concluding in order to answer the

secondary research question, doctrine must change.

Table 7. Doctrine (Secondary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Organization
USCYBERCOM was recognized in 2017 as a Combat Command. Department of
Defense has recognized the importance of cyber and its challenges resulting in its
nomination, to enable cyber to be given the priority it needs. Therefore, no one today can
exert or maintain national power without acute sensitivity to the digital networks that

underpin the world’s communications, prosperity, and security (Rogers, 2015).
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Additionally, by USCYBERCOM nature of being a Combat Command, it employs all
sectors of the Department of Defense, Interagency, and also partners with private
organizations to achieve its mission. Consequently, it may be evident that
USCYBERCOM is employing the respective service’s reservist. However, there is no

suggestion that the unique opportunity is being correctly recognized or implemented.

Table 8.  Organization (Secondary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Leadership and Education

Much like the discussion in answering the primary research question regarding
leadership and education, similarly, in this instance, our services have prepared our
leaders for the fight who are attached to USCYBERCOM. That is, the Commander’s staff
at USCYBERCOM have the skills and expertise to help facilitate the mission and
strategies set forth. Furthermore, because of the ever-changing and unstable cyber
environment, leadership and education will continue to be essential to USCYBERCOM
responsiveness. It is evident that while understanding the big picture of USCYBERCOM,
leadership and education is not what is lacking within USCYBERCOM, rather the

workforce with the skill sets needed that can hold the necessary clearance. Conversely,

31



though, it will take leadership and education to implement change and the new way of
conducting business. Therefore, leadership and education will definitively have to change

to answer the secondary research question.

Table 9. Leadership and Education (Secondary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Training

Training is essential to the success of any mission. It is not about just
understanding the specific function, one must understand the domains around them as
well. For instance, when service specific teams get ready for deployments, on average,
units can take up to six months prior to deployment to be fully ready to mobilize. This is
significant because, without the proper training, and understanding of all the domains
involved, a unit would likely not have mission success. USCYBERCOM’s initiative to
have cyber force teams is considered a crucial asset to both offensive and defensive cyber
warfare. In order to deploy these cyber force teams, training effectively will be essential,
resulting in, a workforce that has the necessary skill sets, understanding of the domains,
and the agility to perform these missions. The following exert explains the focus and

strategy of USCYBERCOM cyber mission force teams:
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The focus of USCYBERCOMs Cyber Mission Force teams aligns with the DoD
Cyber Strategy’s three primary missions: Defend DoD networks and ensure their
data is held secure; support joint military commander objectives; and, when
directed, defend U.S. critical infrastructure. Specifically, Cyber Mission Force
teams support these mission sets through their respective assignments:

-- Cyber National Mission Force teams defend the nation by seeing adversary
activity, blocking attacks, and maneuvering to defeat them.

-- Cyber Combat Mission Force teams conduct military cyber operations in
support of combatant commands.

-- Cyber Protection Force teams defend the DoD information networks, protect
priority missions and prepare cyber forces for combat.

-- Cyber Support teams provide analytic and planning support to National Mission
and Combat Mission teams (USCYBERCOM News Release, October 24, 2018).

It is clear that the Commander of USCYBERCOM has recognized a gap in
defense and offense, and therefore has created expeditionary and deployable cyber
mission force teams. Therefore, training is not what needs to change based on data;
instead it is the need for people to participate in the training. Thus, training does speak to

the secondary question, as it is a subset of the secondary research question.

Table 10. Training (Secondary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years? 0 0 0 0

1 point = Change / 0 point = No Change

Source: Created by author.
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Personnel

USCYBERCOM does not have the availability of qualified people for peacetime,
wartime, and various contingency operations to support the capability gap (Rodgers
2015). Additionally, our services do not have enough cyberspace professionals amongst
both the enlisted and officer communities to defend themselves and USCYBERCOM
demands. One must take this into consideration because USCYBERCOM lacks a
sufficient workforce to succeed at daily strategic missions. Similarly, it is not just
USCYBERCOM that is lacking personnel, but is a trend through all the services,
attaining and retaining cyberspace professionals. Finally, the U.S. military cannot
efficiently use our cyber reserve force that is resulting in not placing the available
personnel in the right positions (skill set match). Therefore, personnel do need to change

to answer the primary research question.

Table 11. Personnel (Secondary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Step 4: Answering the Third Secondary Question

Step4 will address the third secondary question, “Should the U.S. military add

more reserve billets to USCYBERCOM over the next five years IOT increase our
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defensive and offensive capabilities so that we reduce our risk of penetration?” This
section will explore Army, Navy, Air Force, and Marines current strategic cyber doctrine,
organization, personnel, training, and leadership as it applies to the tertiary research
question, “Should the U.S. military add more reserve billets to USCYBERCOM over the
next five years IOT to increase our defensive and offensive capabilities so that we reduce

our risk of penetration?”

Doctrine

Army — Army current strategic doctrine is United States Army Cyber Center of
Excellence Strategic Plan.

This document provides a strategy and framework to trans- form the Cyber CoE
and Team Gordon (tenant organizations and community partners), develop
concepts, doctrine, requirements, integrate cyberspace operations and train
Soldiers and leaders. This strategy defines the Cyber CoE vision, mission, lines of
effort, strategic imperatives, and objectives required to integrate capabilities
across the Army to include the Army’s signal, electronic warfare (EW), and
military intelligence (MI) partners (see Figure 1) together with other Joint Service
and Intelligence capabilities.
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Figure 1. Cyber Center of Excellence Strategy

Source: U.S. Army Cyber Center of Excellence Strategy 2015

Moreover, there is a definitive strategy that the Army has considered addressing
the current cyber problems that U.S. faces in today’s multi-domain fight. This is
substantial because a lack of understanding on how to address the issue can only lead to
mission failure. Furthermore, the US Army Cyber strategy speaks explicitly to the
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utilization and adaptability of all components (Active, Reserve, and Guard). In summary,
the strategic vision speaks to reducing the risk of penetration. However, it does not
explicitly address the ways and means in which they can utilize reserve, guard manpower
to augment USCYBERCOM gaps. Additionally, the strategic vision merely speaks to
being able to leverage Army, Joint, and CYBERCOM capabilities; however, it does not
address the third secondary question.

Navy- Navy current Strategic Doctrine is U.S. Fleet Cyber Command / 10™ Fleet
Strategic Plan 2015-2020. This strategic plan covers five strategic goals. The strategic
plan entirely speaks to the idea of reducing our penetration of risk over the next five years
and does talk to utilizing our reserve component to augment the CMF teams, due to the
civilian professional expertise and perspective they bring to the Navy Roles. The
following are strategic goals from U.S. Fleet Cyber Command/Tenth Fleet Strategic Plan
2015-2020:

Strategic Goal 1: Operate the Network as a Warfighting Platform

Strategic Goal 2: Conduct Tailored Signals Intelligence

Strategic Goal 3: Delver Warfighting Effects Through Cyberspace

Strategic Goal 4: Create Shared Situational Awareness

Strategic Goal 5: Establish and Mature Navy’s Cyber Mission Forces
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18-MONTH
PROGRESS INDICATOR

Indisputable Result: Deliver the
foundations of Navy's Cyber Mission
Force. Those foundations include:

a. The initial skilled and cerified
CMF reams that meet the 10C and
FOC levels per the USCYBERGOM
build plan, and

b. A Sustainability Strategy for
ongoing maturation and success
of the CME

a. We cannot sacrifice performance
in other mission areas as a result
of the CMF build

b. The Sustainability Strategy must
be mutually agreed upon by FCC/
C10F and NIDF Senior Leadership

Figure 2. 18-Month Progress Indicator (NAVY)

Source: U.S. Fleet Cyber Command/Tenth Fleet Strategic Plan 2015-2020.

Conversely, like the Army Strategic Cyber plan, it explores ends ways and means
in order to achieve cyber protection now and in the future. Furthermore, the Navy
strategic plan speaks to how the Navy Strategic Cyber Plan aligns with USCYBERCOM
Commander Vision and Guidance. Moreover, unlike the US Army Strategic plan it
specifically speaks to how the Navy will address USCYBERCOM “U.S. Cyber
Command specifically addresses that “USCYBERCOM has directed each of the services
to establish the teams that will compose the Cyber Mission Force. FCC/C10F has been

charged with the first stand up and development of 40 CMF teams on behalf of the Navy
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(Navy Strategic Cyber Plan 2015-205).” Additionally, Navy current Strategic Doctrine is
U.S. Fleet Cyber Command / 10" Fleet Strategic Plan 2015-2020 lays out an 18-month
progress indicator (see Figure 03) to outline what the result will look like, including
restrictions that shall be put in place as not to interrupt current Navy missions. Therefore,
it can be inferred the Navy should add more reserve billets to USCYBERCOM
Air Force — Current strategic doctrine for Air Force Cyber is the Commander
Strategic Vision. Air Force Strategic Priorities are the following:
1. Employ Multi-Domain and Integrated Cyberspace Capabilities in support of
Combatant and Air Force Component Commanders
2. Develop and Empower Airman and Take Care of Their Families
3. Lead Through Teamwork and Partnerships
4. Inculcate a Strong Warfighting Culture into Cyberspace Operations
5. Equip the Force with Rapid, Innovative, Fielding of Cyber Capabilities.
This indicates that the pillars of Air Force cyber strategic priorities are what
achieve the Air Force cyber mission “American Airmen Delivering Full-spectrum Global

cyberspace capabilities and Effect for our Service, the Joint Force, and our Nation.”
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Figure 3. Cyber Strategic Vision (Air Force)

Source: Commander’s Strategic Vision.” 24th Air Force.

Besides, within the Commanders Strategic Mission, the doctrine speaks to the

value of their reserve component. Similarly, our Total Force Airmen bring a unique blend
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of experience and expertise to the full spectrum of cyber missions. Many cyberspace
professionals work in prominent civilian positions within the Information Technology
industry, which bolsters our mission effectiveness through their willingness to serve the
nation. Reservists are often able to retain unique skillsets gained by investment in our
cyber Airmen by supporting their continued service and dedication in the Air Reserve
Component, which strengthens our overall mission capabilities (Air Force Commanders
Vision, Cyber, 2008).

Therefore, the Air Force strategic vision speaks to the skills that are needed to
increase our defense so that we reduce our risk of penetration. However, it does address
whether the U.S. military add more reserve billets to USCYBERCOM over the next five
years.

Marines — Current Marine Corps Strategic Doctrine for cyber is Marine Corps
Concept of Cyber Operations. Topics covered are the future operating environment,
military challenge, central and supporting ideas, required capabilities, and risks. This is
significant because

It aims to inform the Marine Corps Capabilities Based Assessment process so that
force developers can identify gaps and recommend appropriate doctrine, organization,
training, materiel, leadership, and education, personnel, facilities and policy (DOTMLPF-
P) solutions that will enable the Marine Corps to conduct globally integrated operations
as part of a joint force (Marine Corps Concept of Cyber Operations, 2015)

Therefore, this doctrine speaks to what capabilities are needed to increase our
defense so that we reduce our risk of penetration; however, it does not suggest that the
U.S. military should add more reserve billets to USCYBERCOM over the next five years.
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Table 12. Doctrine (Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps
Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years IOT
increase our defensive and offensive capabilities so
that we reduce our risk of penetration? 1 0 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Organization

An organization must be considered as a part of the framework to answer the third

secondary research question, whereas, each of the services employs their soldiers, sailors,

and airmen within USCYBERCOM. The doctrine that best seems to answer the tertiary

question holistically is, “Cyber Mission Analysis, Mission Analysis for Cyber Operations

Department of Defense — August 2014.” This mission analysis is significant because it

discusses the following topics: our services cyber current state, current reserve and

National Guard cyber units, way forward, and the Department of Defense assessment.

Furthermore, understanding the utilization of reserves at USCYBERCOM will be

essential to answering the primary research question, “Do reserve units provide the best

opportunities for cyberspace professionals, by allowing reservists to practice their cyber

skills in the civilian world?”” Currently the following holds true:
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The Services’ RCs already provide Headquarters support to USCYBERCOM.
Currently, USCYBERCOM has 74 reservists from each of the four Services
providing part-time support to USCYBERCOM’s J-series directorates through the
Joint Cyber Reserve Element (JCRE). The personnel are a mix of IMAs and unit-
based personnel. The Services retain responsibilities for manning, training, and
equipping assigned members, while the JCRE facilitates mission tasking, exercise
augmentation, and joint administrative duties. (Cyber Mission Analysis, 2014)

Concluding that the mission analysis speaks to what USCYBERCOM currently
has as far as Reserve capacity. However, it does not explicitly address the tertiary
question, “Should the U.S. military add more reserve billets to USCYBERCOM over the
next five years IOT increase our defensive and offensive capabilities so that we reduce

our risk of penetration?”

Table 13.  Organization (Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years IOT

increase our defensive and offensive capabilities so
that we reduce our risk of penetration? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Leadership and Education

Much like the discussion in answering the secondary research question regarding
leadership and education, here, the researcher looks to add the perspective of reducing
our risk to the penetration of cyberspace threats. Said otherwise, it will be necessary for

our services to align their leaders to the fight today and in the future, by providing the
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appropriate education. More importantly, due to the ever-changing cyber conflict,
requiring our services reserve manpower to be broad ranging in their skill sets. For
example, our fight is now a multi-domain fight demanding our leaders to be educated in a
much more comprehensive range. It is evident that in accordance with the strategy of
USCYBERCOM, one of its primary focus areas is to augment its CMF teams. The CMF
is composed of three sets of forces aligned to achieve USCYBERCOM’s three primary
missions. Those mission sets are the Cyber National Mission Force, Cyber Combat
Mission Force, and Cyber Protection Force. It will take leadership and education to
implement change and the new way of conducting business in order to reduce the risk of
penetration of cyberspace attacks. As services seek to employ their manpower in CMF
teams, leadership and education will have to change. This is because each service is
responsible for augmenting CMF teams at USCYBERCOM. This implies that services
recognize the need to augment the CMF teams, however, the use of reserve personnel has
not been resourced adequately. Therefore, the current doctrine (Cyber Mission Analysis,
Mission Analysis for Cyber Operations Department of Defense — August 2014) to which
was analyzed for this Leadership and Education section, does not speak to the tertiary

research question.
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Table 14. Leadership and Education (Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years [OT

increase our defensive and offensive capabilities so
that we reduce our risk of penetration? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Training

Similarly, as the researcher answered the primary and secondary research
question, training is essential to the success of any mission. It is not just understanding
the specific function, one must understand the domains around them as well. For
USCYBERCOM to do this, “it currently provides the Services joint training for CMF
personnel with the intent the Services will establish and implement long-term plans to
train CMF personnel starting in FY 2017 (Cyber Mission Analysis, Mission Analysis for
Cyber Operations Department of Defense — August 2014). Therefore, there is a definite
way forward with emphasis on training personnel that will augment USCYBERCOM.
Thus, training is not what needs to change based on data; preferably it is the need for
people to participate in the training. As a result, the training does not speak to the to the

tertiary research question.
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Table 15. Training (Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years [OT

increase our defensive and offensive capabilities so
that we reduce our risk of penetration? 0 0 0 0

1 point = Change / 0 point = No Change

Source: Created by author.

Personnel

USCYBERCOM does not have the availability of qualified people for peacetime,
wartime, and various contingency operations to support the capability gap (Rodgers
2015). Due to lack of cyberspace professionals among both the enlisted and officer
communities the U.S. military lacks some ability to augment USCYBERCOM demands.
However, research and data prove that services are actively examining Recruitment,
Retention, and Career Paths for Skilled Reserve Component Personnel that might
augment this need. This is noteworthy because USCYBERCOM lacks a sufficient
workforce to succeed at daily strategic missions. Moreover, the U.S. military currently
cannot effectively recruit, retain, and strategize career paths for skilled reserve
components that puts USCYBERCOM at a disadvantage with reserve manpower from
the get-go. Therefore, personnel does need to change to answer the tertiary research

question.
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Table 16. Personnel (Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to
USCYBERCOM over the next five years [OT

increase our defensive and offensive capabilities so
that we reduce our risk of penetration? 1 1 1 1

1 point = Change / 0 point = No Change

Source: Created by author.

Step 5: Aggregation of Secondary and Tertiary Research Question

Step 5 will summarize the aggregation of the secondary and tertiary question
capability gaps in doctrine, organization, leadership, and education, training, and
personnel. The researcher will venture to determine if there is continuity among the gaps
that will need to be addressed when examining the primary research question, “Do
reserve units provide the best opportunities for cyberspace professionals, by allowing

reservists to practice their cyber skills in the civilian world?”

Doctrine

While exploring doctrine among the secondary research questions and tertiary
question, it is evident that changes need to be made. However, the changes that need to
be made are not within joint doctrine, but within the specific services doctrine (except
navy). Current service particular doctrine does not appear to align with USCYBERCOM
vision. For instance, services speak to the responsibility for filling the gaps within the
CMF teams. However, they necessarily don’t address the “how to” aspect with reservists,

which begs the question if they believe reservists should be the answer. The only service
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which seems to address the “how to” which answers the “should we” aspect is the US
Navy, as they have put a measuring tool in place to ensure they are hitting the needs of
USCYBERCOM. Therefore, single services will always act in their interest, and it is
inconsequential what USCYBERCOM might ask for unless the Joint Chiefs are prepared

to direct single services to use reserve manpower to augment the capability gaps.

Table 17. Doctrine (Aggregation of Secondary and Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years?

Doctrine (Join Doctrine 3-12, Cyberspace Operations) ‘ 1 | 1 | 1 | 1

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years,
IOT increase our defensive and offensive capabilities so that we reduce our risk of
penetration?

Doctrine (service specific Doctrine) ‘ 1 | 0 | | | |

1 point = Change / 0 point = No Change

Source: Created by author.

Organization

The collection of data on service organizations and how they individually
resource their reserve manpower to the USCYBERCOM fight resulted in a lack of
utilization of reserve manpower. That is, it is evident that all services understand the
uniqueness of the reserve skill set in the cyber domain. However, it is apparent through
USCYBERCOM CDRs vision, and service-specific doctrine that are services are not
necessarily employing their reservist to augment USCYBERCOM capability gaps. This

is again being a direct result of our Joint Chiefs of Staff not directing services to recall
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reservists to fill the capability gaps (manpower and skill sets) that our need at
USCYBERCOM. Therefore, until the cyber fight is escalated to “wartime” campaigns,
we may continue to see services push back on how they best see fit to utilize their

reservists.

Table 18. Organization (Aggregation of Secondary and Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years?

Organization ‘ 1 | 1 | 1 | 1

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years,
IOT increase our defensive and offensive capabilities so that we reduce our risk of
penetration?

Organization ‘ 1 | 1 | 1 | 1

1 point = Change / 0 point = No Change

Source: Created by author.

Leadership and Education

The leadership and education analysis examined how leaders are prepared to lead
the fight from squad leader to 4-star general/admiral and their overall professional
development (DOTMLPF-P Analysis 2017). As the U.S. military augments capability
gaps at USCYBERCOM with personnel with appropriate skill sets, leadership and
education will need to change. This is because it will be necessary for our services to
align their leaders to the fight today and in the future, by providing the education required
to keep up with our ever so changing multi-domain fight. Furthermore, while exploring

service specific doctrine and USCYBERCOM Commanders vision to answer the
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secondary and tertiary research questions, it is evident that preparing leaders to fight with
the proper education is not a capability gap. Instead, it is a subset of the employment of
manpower within organizations where currently there is not a gap. However, should we
need to change the organization over a period, then leadership and education amongst the

ranks will result in needed change, as they are both directly linked?

Table 19. Leadership and Education (Aggregation of Secondary and Tertiary
Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years?

Leadership and Education ‘ 1 | 1 | 1 | 1

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years,
IOT increase our defensive and offensive capabilities so that we reduce our risk of
penetration?

Leadership and Education ‘ 1 | 1 | 1 | 1

1 point = Change / 0 point = No Change

Source: Created by author.

Training
While researching training to answer the secondary and tertiary question, it was
evident that training was not necessarily what needed to change. Training pipelines, work
ups, and service specific function school’s necessary are all readily available to our
service members whether Active, Guard, or Reserve. Understanding where to put our
services time, energy, and the cost will better enable our leaders to focus resources on
augmenting the capability gaps at USCYBERCOM. Therefore, training is not what needs

to change based on data; rather it is the need for people to participate in the training.
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Table 20. Training (Aggregation of Secondary and Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years?

Training ‘ 0 | 0 | 0 | 0

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years,
IOT increase our defensive and offensive capabilities so that we reduce our risk of
penetration?

Training ‘ 0 | 0 | 0 | 0

1 point = Change / 0 point = No Change

Source: Created by author.

Personnel

Personnel is an integral part of answering the secondary and tertiary question. A
zero solution would be possible without the proper utilization of personnel; in order to
answer the secondary and tertiary research question; the researcher must consider what
personnel the U.S. military have to utilize. It is evident through reading service specific
doctrine and USCYBERCOM Commanders Vision that what lacks are qualified
personnel who can hold the necessary clearance to augment the CMF teams.
Furthermore, although services seek to inflate their manpower within cyber communities,
the doctrine and data suggest that they fall short at recognizing the real issue, which is
maximizing the utilization of our reserve force. Concluding, the U.S. military currently
cannot effectively recruit, retain, utilize, and strategize career paths for skilled reserve
components that puts USCYBERCOM at a disadvantage with reserve manpower from

the get-go.
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Table 21. Personnel (Aggregation of Secondary and Tertiary Research Question)

Air Marine
Army | Navy | Force | Corps

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years?

Training ‘ 1 | 1 | 1 | 1

Should the U.S. military add more reserve billets to USCYBERCOM over the next five years,
IOT increase our defensive and offensive capabilities so that we reduce our risk of
penetration?

Training ‘ 1 | 1 | 1 | 1

1 point = Change / 0 point = No Change

Source: Created by author.

Step 6: Conclusion(s) (Answer to Primary Question)

As the analysis has shown, the answer to the primary research question, “Do
reserve units provide the best opportunities for cyberspace professionals by allowing
reservists to practice their cyber skills in the civilian world?” is affirmed. However, one
must consider Doctrine, Organization, Leadership and Education, Personnel, and
Training. After considering all of the above, and considering the secondary and tertiary
questions, without a doubt, the most reasonable course of action is to inflate U.S. military
cyber reserve force. Consequently, the services recognize there is a capability gap among
each at recruiting, retaining, and formulating an aggressive career path for our cyberspace
professionals. Therefore, to fill those gaps, would be more appropriate to use resources
that are currently available. Drawing on prior information the utilization of reserve
manpower, due to their broad-based knowledge sets, is recognized as a solution, however
the willingness to use them, when to use them, and for what individually (joint or service

specific) is the ongoing battle.
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Chapter Conclusion

Chapter 5 will provide a conclusion and discuss a recommendation based on all
data and research compiled throughout this review, to best answer the primary research
question and build off literature review to answer the following primary research
question, “Do reserve units provide the best opportunities for cyberspace professionals by
allowing reservists to practice their cyber skills in the civilian world?

As this analysis has shown, the answer to the primary research question is
affirmed. This confirms that staying within the parameters of the research, one will

understand the conclusions and recommendations of the primary research question.
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CHAPTER 5

CONCLUSIONS AND RECOMMENDATIONS

As this analysis has revealed the answer to the primary research question, “Do
reserve units provide the best opportunities for cyberspace professionals by allowing
reservists to practice their cyber skills in the civilian world?” is affirmed. The research
has also indicated that there is no current effort through doctrine, training, leadership and
education, organization, and personnel; to exploit the expertise and depth of resources
available to United States Military within the reserve community. This is of importance
because the military appears to have the necessary tools to fight offensive and defensive

cyber operations; however, we are not maximizing the use of them. To optimize the use

Chapter Introduction

of our reserve personnel the following would need to change:

Table 22. Summary of Primary Research Question (DOTLP):

Army | Navy | Air Force | Marines
Doctrine Ipt Ipt 1pt Ipt
Organization Ipt Ipt 1pt Ipt
Training Opt Opt Opt Opt
Leadership and Education Ipt Ipt 1pt Ipt
Personnel Ipt Ipt 1pt Ipt

1 point = Change / 0 point = No Change

Source: Created by author.

To maximize the use of our reserve personnel at USCYBERCOM so that the U.S.

military reduces our risk of penetration the following would need to change:
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Table 23. Summary of Secondary and Tertiary Research Questions

(DOTLP)
Army | Navy | Air Force | Marines
Doctrine 2pt Ipt 2pt 2pt
Organization 2pt 2pt 2pt 2pt
Training Opt Opt Opt Opt
Leadership and Education 2pt 2pt 2pt 2pt
Personnel 2pt 2pt 2pt 2pt

Total Points to Secondary Research Questions
1 - 2 points = Change / 0 point = No Change

Source: Created by author.

After reviewing both Table 1 and 2, the congruency is Training; the only aspect
that does not need to change whether the reader is trying to answer the primary or
secondary research questions. In fact, training is what the U.S. military has the most to
offer. What needs to change is everything surrounding it (Doctrine, Organization,

Leadership and Education, and Personnel).

Conclusions

This study sought to understand, “Do reserve units provide the best opportunities
for cyberspace professionals by allowing reservists to practice their cyber skills in the
civilian world?” While seeking to understand this question, it became apparent early in
the study that yes, reserve units provide the best opportunities for cyberspace
professionals by allowing reservists to practice their cyber skills in the civilian world.
This was echoed consistently throughout several service leadership strategies, the
importance of the reserves and its reservist. Furthermore, the research has also indicated

that there is no current effort through doctrine, training, leadership and education,
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organization, and personnel; to exploit the expertise and depth of resources available to
United States Military within the reserve community. It will be of significant importance
to utilize this sooner than later, considering the change in the threat towards the United
States of America, posed by current and potential adversaries.

Concluding, regardless of service, leadership recognizes the cyber reservist as a
significant asset to their service, but they also acknowledge that the reservist should not
be the primary effort. What is critical now is the recognition of what the cyber reservist
can offer to the priority Active duty element, by raising standards, increasing resources,

and giving more detailed direction on how to maximize the community.

Recommendations

The following are recommendations that decision makers should be currently
taking into consideration:

When considering how to best utilize and maximize the skills of the U.S. military
reserve cyber operational force, regardless of service, the reservist should no longer be in
a volunteer status. In other words, the reserve cyber operational force SHALL augment a
cyberspace operational billet, with the option to extend up to 660 days once every five
years.

An all-reserve cyberspace operational force (separate uniform) should be
developed. The U.S. government should now be considering the formation of a cyber and
space specific all-encompassing service. We should not pull the majority of personnel for
this service from current services at the beginning, but we should be prepared to phase all
cyber disciplines out of our respective services. What does he/she look like? What skills

do they have? What pre-qualifiers are necessary to get into service? How long will
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obligation to this service be? To do this, the U.S. DoD will first need to standardize
training amongst all services, so regardless of where you are placed in the war fight,
fundamental skill sets are all the same. Finally, U.S. government will need to increase

funding for Cyber Space operations and the formation of this service.

Final Thoughts

The following final thoughts could possibly lead to a future study. As the nation
becomes more technologically advanced, it will be important to explore organizational
structures to enhance our advantage. Furthermore, strategies that are related to the
formulation of a new organization should be considered.

Every military service has started at some stage in history as a result of emerging
threats, crisis, and demand. Now is the time to recognize the cyber domain and risk in a
way that justifies the requirement for a cyber operational force (separate service) similar
to the Army, Navy, Air Force, and Marine Corps. The Air Force is the newest of the four
services and was established in 1947 as a result of the emerging need and recognition of
the demand for it. The time has now arrived where the U.S. must recognize the need for a
service dedicated to the cyber domain.

A simple interim structure could be developed that encompasses the basic
demands for command and control, operational management, training and doctrine, and
management of materiel. Similarly, like our existing four services, there will be a need
for cyber component commands within all existing Combat Commands. The newest
Combatant Command, USCYBERCOM, might eventually become an interim
headquarters for a new Department of Cyber, and would, therefore, form the basis of the

new service under a four-star command. Furthermore, we would transition our cyber
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personnel from the respective existing services over time into this newly formed
cyberspace operational force (separate service). This would be a very similar transition
much like in the historical development of the U.S. Air Force, emerging from the US
Army. Below is a simple layout of what the command structure for the Cyber Force

operational service may look like:

CYBER FORCE COMMAND STRUCTURE

| CYBIN CINTEOM | CYIN STRANIGE
| prp——— | OB | -
VDR RORTHEOM TRANSPORTATON w
| CER PACOM | no

Figure 4. Proposed Cyber Force Command Structure

Source: Created by author.

Much like the Army, the Cyber Force service will have a similar structure. The
Cyber Commands will consist of Cyber Operations, Cyber Training and Doctrine, and
Cyber Materiel. Cyber Operations Command will be focused on providing forces capable

of offensive and defensive cyberspace operations to combatant commanders. The Cyber
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Training and Doctrine Command shall be focused on training and doctrine that aligns
with the current and future cyber fight. Furthermore, the Cyber Materiel Command will
focus on ensuring our cyberspace professionals are outfitted with the most up to date
technology necessary to protect and sustain the advantage against our adversaries.
Finally, the Cyber Innovation Command will be tasked with emerging new methods,
ideas, and products to keep us ahead of our adversaries and leading our allies.

The Cyber Force service component commands will function similarly to service
components of the Navy, Army, Air Force and Marines that exist now within the Combat
Commands. Each command will be responsible for directing cyber operations throughout
the respective combat command area of operations. The Direct Reporting units will be
specific to the disciplines of cyber operations that are necessary for offensive and
defensive cyberwar fight. For example, a unit that is specially designed for electronic
warfare. This will be significant for military action involving the use of electromagnetic
and directed energy to control the electromagnetic spectrum or to attack the enemy (JP 3-
12, 2017). Additionally, because electronic warfare consists of three division (electronic
attack, electronic protection, and electronic warfare support) subsets of the Electronic
Warfare Command will be of equal importance.

This idea will undoubtedly be confronted by enormous challenges regarding
justification and funding, and much debate over size, scope, and what responsibilities it
has. There will also be inevitable resistance from the existing services which will be keen
to protect their funding, as well as their cyberwarfare structures. However, unless the
DoD makes revolutionary changes to the U.S. cyberspace operational approach to threats

and requirements of cyber, we will continue to tackle this issue in a fragmented and
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disjointed fashion, with the responsibilities of cyber, divided amongst the newly
established combat command, and the existing four single services.

To make this a reality the U.S. either tackle this requirement head on, or we sit
waiting for a cyber 9-11 to react. It seems counterintuitive to do this when the U.S. as a

nation already know that something like this could likely occur in our immediate future.
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