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CERT defines Operational Resilience as:

The emergent property of an organization that can 
continue to carry out its mission in the presence of 
operational stress and disruption that does not 
exceed its operational limit.
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https://www.militaryaerospace.com/articles/2016/05/unmanned-cyber-warfare.html
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With Cyber Risk, Who Is The Enemy?

But what about…

Third Party Risk:
• 57% of companies believe they do not have adequate 

visibility into their subcontractors, and 21% are unsure.

• Within the FS industry, 81% believe they do not have 
adequate visibility.

(Deloitte Extended Enterprise Risk Management Survey 2018) 

Insider Threat:
• 25% of cyber attacks are originated by an insider, and 

36% of those are unintentional/accidental

• 95% of organizations provide security awareness 
training to their employees at least once per year 

• 55% of security decision-makers reported that their C-
level executives were in most need of awareness 
training

(2018 State of Cybercrime Survey, CERT and CSO)
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https://www.bleepingcomputer.com/news/technology/us-telco-fined-3-million-in-domain-renewal-blunder/
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Sorenson Communications

Domain Name Goes Down

Video Relay System

Provide 911 capability to 

deaf and those with vocal 

disabilities
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Operational Resilience Starts at the Asset Level
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Engineering

ADM Asset Definition and Management

CTRL Controls Management

RRD Resilience Requirements Development

RRM Resilience Requirements Management

RTSE
Resilient Technical Solution 

Engineering

SC Service Continuity

Enterprise Management

COMM Communications 

COMP Compliance

EF Enterprise Focus

FRM Financial Resource Management

HRM Human Resource Management

OTA Organizational Training and Awareness

RISK Risk Management

Operations

AM Access Management

EC Environmental Control

EXD External Dependencies Management

ID Identity Management

IMC Incident Management  and Control

KIM
Knowledge and Information 

Management

PM People Management

TM Technology Management

VAR Vulnerability Analysis and Resolution

Process Management

MA Measurement and Analysis

MON Monitoring

OPD Organizational Process Definition

OPF Organizational Process Focus

CERT Resilience Management Model
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Operational Resilience 

Management

What to do

Comprehensive 

non-prescriptive guidance 

on what to do to manage 

operational resilience

Process Dimension

Institutionalization and 

Improvement

Making it stick

Proven guidance for 

institutionalizing processes so 

that they persist over time

Capability Dimension
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Want to know more? 
www.cert.org• Research Areas Include:

• Cyber Intelligence

• Digital Forensics

• Enterprise Risk Management

• Insider Threat

• Measurement and Analysis

• Network Situational Awareness

• Secure Development

• System and Platform Evaluation


