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ABSTRACT 

World Wars I and II witnessed air power‟s development in the crucible of 

hostilities.  Ambiguous and competing air power schools of thought, on occasion, 

resulted in the strategically questionable employment of air power.  The Allies‟ bombing 

of the cultural city of Dresden in February 1945 serves as a vivid instance of the results 

of these tensions.  The firestorms that devastated Dresden now inflame the contemporary 

air power debate: was the area bombing of Dresden proportionate to the commensurate 

military gains?   

Striking similarities exist between the emergence of cyber power today, as a 

means of warfare in a new domain, and the development of air power in the first half of 

the twentieth century.  Reflection upon air power‟s evolution has been employed as a 

guide for the more efficient and effective development of cyber power.  An analysis of air 

power‟s formative years has highlighted many of the pitfalls that lie hidden on cyber 

power‟s developmental path.  An awareness of these pitfalls will allow cyber power to 

develop pre-emptive strategies on how best to avoid them; thus, debates pertaining to a 

cyber Dresden will be able to take place before, rather than after, the event.   

Learning from air power‟s early experiences will help prevent cyber power from 

becoming mired in the same pits that frustrated air power‟s development.  In turn, cyber 

advocates will be better able to concentrate their focus upon developing a coherent theory 

of cyber power, uniquely tailored to the challenges of their own domain. 
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INTRODUCTION 

 

 

Not to have an adequate air force in the present state of the world is to compromise the 

foundations of national freedom and independence. 

                             -- Winston Churchill 

                                                              House of Commons, 14 March 1933. 

 

Government, the private sector and citizens are 

under sustained cyber attack today, both from hostile states and criminals. 

 --         UK National Security Strategy, 2010. 

 

The UK, and its closest ally, the US are nations under attack.  Paraphrasing the 

Greatest Briton, not to have an adequate cyber force in the present state of the world 

would be to compromise the very foundations upon which our nations‟ freedoms rest.  

Indeed, such sentiment has become reality.  In the case of the UK, fear of not having an 

adequate cyber force has witnessed the cyber warrior‟s ascendancy to the status of most 

favored child: despite significant public spending pressures, £650 million of new 

investment has been made available in the most recent defense review.
1
  In the US, the 

creation of Cyber Command in 2010 heralded similar recognition of the importance and 

dependence upon cyberspace.
2
  Cyberspace has unquestionably become the growth 

business in the defense and security marketplace, not only in terms of risk, but now also 

in terms of resource.
3
  But fiscal resource does not equate to an adequate cyber force.  

Neither does a simplistic focus on force size alone.  Clausewitz challenged that “in 

modern war one will search in vain for a battle in which the winning side triumphed over 

                                                 
1
 UK Cabinet Office, A Strong Britain in an Age of Uncertainty: The National Security Strategy (London: 

Cabinet Office, 2010), http://www.cabinetoffice.gov.uk/sites/default/files/resources/strategic-defence-

security-review.pdf, 47, accessed 21 October 2010. 
2
 The US government is expected to spend in excess of $55 billion on cyber defences between 2010 and 

2015.  Source US Federal Cybersecurity Market Forecast 2010-2015, Market Research Media, 5 May 

2009, http://www.marketresearchmedia.com/2009/05/25/ 

us-federal-cybersecurity-market-forecast-2010-2015‟, accessed 25 January 2011. 
3
 The 2010 Strategic Defence and Security Review, elevated cyber space to one of only four Tier One risks 

to the UK‟s national security.    

http://www.cabinetoffice.gov.uk/sites/default/files/resources/strategic-defence-security-review.pdf
http://www.cabinetoffice.gov.uk/sites/default/files/resources/strategic-defence-security-review.pdf
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an army twice its size.”
4
  Search no longer.  The Battle of Britain witnessed the Royal Air 

Force‟s defeat of a battle-hardened Luftwaffe that had entered the affray with a two-to-

one numerical advantage in terms of first-line aircraft.
5
   Ensuring the development of an 

adequate force, fit to face an onslaught of similar significance in cyberspace today, 

therefore represents a complex challenge of strategic import for our political and military 

leaders.  

What then does this new-found recognition signify for modern militaries writ 

large?  After all, Defense has long appreciated that, in the Information Age, cyberspace 

represents the veins through which a successful military‟s informational lifeblood flows.  

As Lonsdale noted, information must be regarded as a strategically important asset:
6
 be 

that command and control information to facilitate Van Creveld‟s “directed telescope”;
7
 

Global Positioning Systems to enable precision targeting of weapons; or logistics support 

systems to ensure that forces can sustain the fight.  Reassuringly, an appreciation of 

information‟s widespread importance is already at the heart of current UK and US 

military doctrine as demonstrated in concepts such as Network Enabled Capability, and 

Network Centric Warfare.   The very essence of these concepts is the efficient routing 

and pumping of information between the military limbs of sensor and shooter; and 

ensuring that the decision-making brain does not atrophy because of information-

starvation or isolation.  As Libicki posited, the circulatory “system of systems” that is 

cyberspace, can already be argued to represent any advanced military force‟s center of 

gravity.
8
   

                                                 
4
 Clausewitz conducts a full analysis of the relative strength of opposing military forces in Book 5, Chapter 

3 of On War.  Carl von Clausewitz, On War, ed. and trans. Michael Howard and Peter Paret (Princeton, NJ: 

Princeton University Press, 1984), 282-284. 
5
 The Royal Air Force is used in an all-encompassing sense here.  In 1940, Fighter Command was a truly 

international force with twenty percent of its aircrew strength coming from the outstanding contribution of 

the pilots from the Commonwealth, Continental Europe and the US.  For full details of British and German 

aircraft strength see Stephen Bungay, The Most Dangerous Enemy (London: Zenith Press, 2010), 74.  

Aircrew nationalities and numbers are detailed on 121. 
6
 David Lonsdale, The Nature of War in the Information Age: Clausewitzian Future (New York, NY: Frank 

Cass, 2004), 11. 
7
 Van Creveld introduces the concept of the Commander‟s “directed telescope” to help thin Clausewitzian 

fog.  Martin Van Creveld, Command in War (Cambridge, MA: Harvard University Press, 1985), 75. 
8
 Martin Libicki, Conquest in Cyberspace: National Security and Information Warfare (New York, NY: 

Cambridge University Press. 2007), 1. 
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What this influx of new resource truly heralds therefore is not a growth in the 

appreciation of the importance of information or cyberspace, but rather it prophesies an 

unprecedented period of growth and change: new organizations have already begun to 

emerge; new policies and strategies to guide the actions of those organizations are being 

formulated; new doctrine will be developed; and new capabilities and weapons will be 

created to arm this pioneer generation of cyber warriors.  But with such change comes 

uncertainty, and with uncertainty, risk.  The challenge that awaits cyber warriors, and 

their political masters, is how best to manage the many diverse facets of this growth, and 

in doing so, reduce the risk that lies therein. 

The growth of cyber power up to this point in history can perhaps best be 

described as a process of emergence and aggregation.
9
  Like any emergent process, this 

has been an inherently non-linear, and bottom-up process.  A process in which, as Beech 

cautions, “leaders do not create a system, but rather are created by it.”
10

  Emergence 

unchecked, therefore, can be argued to represent a constraining influence upon leadership 

and control.  The recognition and resourcing of cyber power represents a unique window 

of opportunity to reverse this emergent dynamic, and for empowered leaders to genuinely 

shape the development of strategy and capabilities.  If this fleeting opportunity is seized, 

the risk that cyber power‟s growth represents can in turn be mitigated.   

But a challenge that cyber power‟s leadership must face is that this window of 

opportunity is fleeting indeed: in the realm of cyber, change is measured in terms of 

weeks and months, rather than years and decades.  Fortunately the challenges associated 

with the emergence, and growth, of military capability in a new domain are not without 

precedent.  As Sir Winston Churchill‟s words remind us, both the UK and US have been 

in this position before.  Striking similarities exist between the emergence of cyber power 

as a means of warfare in a new domain today, and the development of air power that took 

place in the first half of the twentieth century.  The purpose of this report is to apply the 

familiar and thoroughly-researched development of air power, as a contextual framework 

to help inform the development of cyber power.  It is important to note, however, that 

                                                 
9
 Witness the coming together of existing force elements to create US CYBERCOM. 

10
 Michael F Beech, Observing Al Quaeda Through the Lens of Complexity Theory: Recommendations for 

the National Strategy to Defeat Terrorism, Centre for Strategic Leadership, US Army War College, July 

2004, http://www.au.af.mil/au/awc/awcgate/army-usawc/csl-quaeda-complex.pdf 
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reflection upon air power‟s evolution is not intended to serve as a blueprint for the 

development of cyber power.  Rather, it will be demonstrated that air power can serve as 

a guide for the more expedient, efficient and effective development of cyber power.   

Air power‟s emergence in the crucible of hostilities borne of World Wars I and II 

will serve as the historical reference points upon which this study will focus.  Herein, 

critical moments in history were shaped by the successful employment of air power: the 

Battle of Britain; and more controversially, the UK and US‟s strategic bombing of 

Germany and Japan.  But on these occasions, ambiguous and competing air power 

schools of thought also challenged how air power should best be employed.  At times, 

such debates resulted in the strategically questionable employment of air power.  For 

example, the Allies‟ bombing of the cultural city of Dresden in February 1945 serves as a 

vivid instance of the results of these tensions.  The firestorms that devastated Dresden 

now inflame the contemporary air power debate: was the area bombing of Dresden 

proportionate to the commensurate military gains?  Many would answer emphatically 

“No”.  It is therefore intended that analysis of air power‟s formative years can highlight 

many of the pitfalls that lie hidden on cyber power‟s development path.  An awareness of 

these pitfalls will allow cyber power to develop pre-emptive strategies on how best to 

avoid its own cyber-Dresden.  Moreover, learning from air power‟s early experiences will 

also help prevent cyber power from becoming mired in the same debates that frustrated 

air power‟s development.  By avoiding these unwelcome distractions, leaders will be 

better able to concentrate their focus upon the priority challenges of today: developing an 

adequate cyber force to deliver military advantage; and the development of a coherent 

theory of cyber power, uniquely tailored to the strategic challenges and opportunities that 

the domain represents.   

Before the applicability air power‟s lessons can be analyzed within the context of 

cyber power, a solid foundation is required upon which any such analysis can be built.  A 

critical examination of the history and fundamental concepts associated with the Fifth 

Battlespace that is cyberspace, must therefore lead the way.  It will be shown that cyber 

power, like air power‟s formative years, has been characterized by soaring advances in 

technology.  Like air power before it, cyber power will continue to develop at a rapid 
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march and across an exceedingly broad front.
11

  A consequence of this conclusion is that 

any analysis of cyber power must respect its temporally fleeting characteristic: exposure 

of the strategic pitfalls lie hidden on cyber‟s path are therefore best exposed by analysis 

of broader trends in capability development, rather than the tactical details of specific 

technologies.  It will also be argued that the Fifth Battlespace has characteristics that 

fundamentally differentiate it from its older siblings: land, sea, air and space.  At the core 

of this argument is the fact that cyberspace is the only domain that is, to a significant 

degree, created by man.  Whilst land, air, sea and space were all inherited by mankind, in 

cyberspace, man is the Creator.  It will be demonstrated that the man-made nature of the 

Fifth Battlespace presents strategists with a paradox: on one hand, the domain is 

inherently more complex and ethereal than its sister domains because of its dynamic 

nature; on the other hand, cyberspace‟s very malleability presents strategists with courses 

of action that could not be contemplated in the other domains.  The complexities of these 

differentiating characteristics must therefore not be ignored when considering the 

applicability of air power‟s lessons to cyber power.  Most importantly, it will be argued 

that any unifying theory of cyber power that serves to guide future strategists must be 

perpetually re-evaluated in the context of changes in the Fifth Battlespace itself, if it is to 

remain valid.  

Armed with a clear definition and understanding of the cyber domain, this report 

will then go on to demonstrate why air power is an appropriate lens through which to 

view the development of cyber power.  The validity of historical analogy informing the 

development of cyber power will first be examined.  Whilst air power had World Wars I 

and II to help inform and shape its development, cyber power has yet to experience Web 

War I, contrary to the assertions of commentators such as Blank.
12

  Van Creveld suggests 

that military history is the only basis upon which new theory can be built.
13

  Whilst this 

thesis does not agree with Van Creveld‟s assertion in toto, it will concur that historical 

analogy is the most suitable lens.  Most importantly, historical analogy will provide a 

                                                 
11

 Franklin Kramer, Cyberpower and National Security (Washington, DC: National Defense University 

Press: Potomac Books, 2009), 4. 
12 

Stephen Blank, “Web War I: Is Europe's First Information War a New Kind of War?” Comparative 

Strategy, Volume 27, Issue 3, May 2008 , 227–247. 
13

 Martin Van Creveld, Technology and War (New York: The Free Press, 1989), 278. 

http://www.informaworld.com/smpp/title~db=all~content=t713769613~tab=issueslist~branches=27#v27
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mechanism by which cyber power can be broken into its constituent parts for more 

focused analysis: a weakness that abounds in contemporary cyber thinking, and will be 

addressed in more detail later in this paper‟s consideration of the roles of cyber power.  

As Mark Twain noted, “History does not repeat itself, but it does rhyme.”  It will be 

demonstrated that cyber power and air power rhyme in a great many places: the 

challenges associated with operating in a new domain; the technological demands that 

must be conquered to turn science fiction into reality; and that cyberspace, like air in its 

formative years, represents an “imperfect commons” of competing ownership claims, and 

a deficit of well developed rules.
14

  But the power of analogy will be used not just to 

expose lessons in those areas where air power and cyber power rhyme, but also to 

highlight dissonance and where the analogy breaks down.  In doing so, areas of 

uncertainty and risk, where cyber must strike its own path, will be more clearly 

identified.  

Having demonstrated the validity of historical analogy as a means by which to 

help guide cyber power‟s development, the emergence of the roles of air power, 

developed in an action-reaction cycle over the trenches of World War I and beyond, 

demand consideration.  An analysis of air power‟s tasks will provide a prism through 

which cyber power can be broken into its constituent parts.  It will then be shown that the 

cyber lexicon is woefully inadequate to capture the current and future roles that cyber 

must play.  In an unprecedented era of growth, the consequences of constructing a cyber 

Tower of Babel will be exposed: reflection upon air power‟s own muddled taxonomy will 

ably demonstrate the risks that lie therein.  A new framework to better articulate cyber‟s 

roles will then be derived.  Only by breaking down the problem space that is cyber can 

priority development areas be identified to facilitate the reversal of the current emergent 

dynamic. 

The development of a framework for a new cyber taxonomy will in turn be 

utilized as a means by which the perils of competing paradigms within the cyber 

community can be analyzed and the pitfalls therein exposed.  The siren song of air power, 

and particularly the allure of strategic bombing, will be considered in relation to the 

                                                 
14

 The metaphor is drawn from Securing Cyberspace for the 44th Presidency: A Report of the CSIS 

Commission on Cybersecurity for the 44th Presidency (Washington, D.C.: Center for Strategic Interna-

tional Studies, 2008). 
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contemporary concept of Strategic Information Warfare.
15

  It will be contested that many 

of the charms that led to Douhet‟s conclusion that air power represents a “weapon 

superlatively adapted to offensive operations” resonate with many in the cyber domain 

today.
16

  In stark contrast, Libicki cautioned of the absurdity of building up hostile 

conquest in cyberspace as strategic.
17

   This paper will concur that the charms of Strategic 

Information Warfare must not be allowed to beguile leaders and strategists to downplay 

the more pressing demands of defensive, and Joint auxiliary cyber operations.  Failure to 

mitigate this risk may result in the unwary traveler being smashed upon the rocks of 

strategic failure.  Instead, a new paradigm for cyber is demanded: one founded upon a 

balanced portfolio of defensive, offensive, and auxiliary supporting capabilities.  Unlike 

air power, however, primus inter pares of these must be defense.   

 The strategic portfolio of priorities that leaders are charged with satisfying will 

then be used to consider issues pertaining to the forging of an adequate cyber force to 

meet the demands of the present and future state of the world.  Air power‟s eternal debate 

regarding independence will be drawn upon to demonstrate the dangers that such a 

diversion represents: a focus upon independence carries with it a significant risk that 

cyber-leaders may stray from the path of strategic efficacy.  In turn, this analysis will be 

used to demonstrate that a new form of advocacy is demanded for cyberspace.  Cyber 

power‟s Mitchells and Douhets must be muted: evangelists such as Arquilla, in 

postulating that control warfare can “achieve victory at a low cost in terms of blood and 

treasure even against the strongest opponents” present an irresistible dish before 

politicians whose palate is well suited to such temptations.
 18

  But as air power‟s history 

has proven, such “panaceas” rarely live up to expectation.
19

  Advocacy founded not in the 

realm of information dominance must instead be replaced with the realities of terra 

nullius. 

 

                                                 
15

 The term Strategic Information Warfare was originally coined by Roger C. Molander.  See Roger C. 

Molander, Strategic Information Warfare: A New Face of War (Santa Monica, CA: RAND, 1996). 
16

 Giulio Douhet, The Command of the Air (Tuscaloosa, AL: University of Alabama Press, 2009), 16. 
17

 Libicki. Conquest in Cyberspace: National Security and Information Warfare, 11. 
18

 John Arquilla, "The Strategic Implications of Information Dominance," Strategic Review, Vol. 22, No. 3, 

Summer 1994, 25. 
19

 Tami Biddle, Rhetoric and Reality in Air Warfare, (Princeton, NJ: Princeton University Press, 2004), 

248. 
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Chapter 1 

 

THE FIFTH BATTLESPACE 

  

Cyberspace.  A consensual hallucination experienced daily by billions. 

-- William Gibson 

Neuromancer, 1984. 

Dispelling the Consensual Hallucination 

Gibson‟ words were prophetic indeed!  Cyberspace is a consensual hallucination 

experienced daily by billions. The irony is that the hallucination refers not to some 

Matrix-esque simulated reality, but instead to the very term Gibson first coined.  A 

quarter of a century has passed since cyberspace‟s first appearance in the science fiction 

novel Neuromancer.  Today, cyberspace is a word that springs effortlessly to the lips of 

presidents, professors and the proletariat alike.  The consensual hallucination is that the 

term rarely means the same thing to any two individuals who utter it.  Kramer noted that 

“cyberspace can be defined in many ways.”
1
  What is concerning for cyber strategists is 

that Kramer‟s words are true.
2
  A plethora of definitions for cyberspace abound, and the 

list continues to grow daily.   

Within Defense at least, this hallucination has been recognized, and the perils 

have started to be addressed.  A Cyberspace Operations Lexicon has been issued which is 

to act as a springboard for normalizing cyber-related terminology.
3
 The Lexicon defines 

cyberspace as a “Domain characterized by the use of electronics and the electromagnetic 

spectrum to store, modify and exchange data via networked systems and associated 

physical infrastructure.”
4
  Whilst this definition may provide a normalizing of 

terminology, this paper suggests that such a definition fails to capture the complexities 

associated with the unique characteristics of the Fifth Battlespace.    

                                                 
1
 Franklin Kramer, Cyberpower and National Security (Washington, DC: National Defense University 

Press: Potomac Books, 2009), 4. 
2
 See Dan Kuehl, From Cyberspace to Cyberpower: Defining the Problem (National Defense University 

Press, 2009), 6.  
3
 Joint Terminology for Cyberspace Operations, Memo from the Vice Chairman of the Joint Chiefs of 

Staff, General James Cartwright. 
4
 The Lexicon definition contains a typographic error, networkee rather than networked, that has been 

corrected for the purpose of this paper.  Cyberspace Operations Lexicon, 7.  
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First, this paper contests that the definition does not emphasize that cyberspace is, 

to a significant degree, man-made.  As Rattray notes, it is man‟s electronic creations that 

shape the electromagnetic battlespace: by allowing entry into it; transmission within it; 

and use of the information contained therein.
5
  Second, the implication of man‟s role as 

Creator is that the cyber domain itself will evolve: it is inherently dynamic.  Yesterday‟s 

radio and television are likely to be but facets of tomorrow‟s Internet; yesteryear‟s Corn 

Exchange is this year‟s eBay.  Cyberspace is growing and evolving; a dynamic bounded 

only by the ungovernable constraints of its Creators‟ imagination and technological 

feasibility.  The dynamic nature of the cyber domain significantly differentiates it from its 

siblings: land, sea, air and space.  Mahan‟s sea is still the sea; Douhet‟s air is still that 

which we breath; and the land that Napoleon fought for is still inhabited by man today.  

But cyberspace is fundamentally different: the only guarantee concerning the future of 

the Fifth Battlespace is that the domain of today will differ from that of tomorrow.  Last, 

this paper contests that the Cyberspace Operations Lexicon fails to emphasize that 

cyberspace is a domain created and sustained by man, solely driven for the purpose of 

creating effects in cyberspace or its sister domains.  The interrelatedness of cyberspace, 

with its sister domains, and other instruments of power, therefore demands emphasis. 

In a manner reminiscent of Clausewitz, this paper employs an alternative 

definition of cyberspace that emphasizes a Threefold Order unique to the cyber domain: 

it is man-made; dynamic; and interrelated.
6
  Cyberspace is therefore defined as: “An 

inherently dynamic layered domain characterized by the man-made creation and use 

of electronics and the electromagnetic spectrum to store, modify and exchange data 

via networked systems and associated physical infrastructure for the purpose of 

creating effects in cyberspace or its sister domains: land, sea, air and space.”
7
  Only by 

proffering such a non-reductionist definition are policymakers and cyber strategists 

presented with the unique paradox that cyberspace presents.  On the one hand, the 

domain is more complex and ethereal than its sister domains because of its dynamic and 

                                                 
5
 Gregory Rattray, Strategic Warfare in Cyberspace (Cambridge, MA: MIT Press, 2001), 65. 

6
 J.F.C. Fuller, The Foundations of the Science of War, (London: Hutchinson & Co., 1926), 47. 

7
 The concept of cyberspace being layered used here is not in relation to Libicki‟s physical, syntactic, 

semantic and pragmatic layers of cyberspace, but rather to highlight that cyberspace is not automatically 

contiguous.  Archipelagoes of strictly-bounded connectivity may exist within the wider domain.   Libicki, 

Conquest in Cyberspace, 231-240. 
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interrelated nature; on the other hand, cyberspace‟s very malleability presents strategists 

with courses of action that could not be contemplated in the other domains.
8
   

If strategists are to forge an adequate cyber force fit to meet the demands of the 

domain, the cyber power they are charged to wield must also be understood.   

Unfortunately, it appears that cyber warriors are already learning the bad habits of 

history.  Just as Douhet failed to define air power, so the concept of cyber power is 

missing from the Cyberspace Operations Lexicon.  This paper will therefore employ 

Kuehl‟s definition for the purposes of its analysis: “Cyber power is the ability to use 

cyberspace to create advantages and influence events in the other operating 

environments and across the instruments of power.”
9
  The relative nature of cyber 

power in this definition is important for strategists in the context of developing an 

adequate cyber force.  Adequacy can only be defined by first considering the advantages 

one wishes to create; and second, by having a clear understanding of whom one wishes to 

have advantage over.  The first question a cyber strategist must ask therefore is: “Who are 

our key competitors or adversaries?”  Moreover, the interrelatedness of cyberspace is also 

crucial in assessing the adequacy of any cyber force: cyber power is not just employed to 

produce preferred outcomes in cyberspace.  Cyber power is also being wielded to 

produce outcomes in the domains outside of cyberspace.
10

  An examination of the 

emergence of cyber power will demonstrate that ensuring adequate relative advantage has 

not been at the forefront of cyberspace‟s development or employ.  Ungoverned leverage 

of the perceived advantages of cyberspace has resulted in the unwitting creation of 

vulnerabilities for cyber strategists to contend with.  Any utilization of cyberspace not 

only creates power for oneself, but as will be shown, can also gift cyber power to one‟s 

adversaries.  
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The Emergence of Cyber Power 

"We were making the future and hardly any of us troubled to think what future we were 

making. And here it is!" 

     -- H.G. Wells 

When The Sleeper Wakes, 1899. 

Cyberspace has been described as a designed environment, created with the 

specific intent to increase communication and better leverage information.
11

  But the term 

design implies a far greater degree of control than history suggests.  Instead, this paper 

contests that the growth of cyberspace and its employ, to create cyber power, up to this 

point in time is better described as a process of emergence and aggregation rather than 

design.  It is ironic therefore that a domain founded upon the transfer of ones and zeros is 

perhaps more a Darwinian “offspring of history” than a child raised of logic.
12

  

In the beginning ARPA created cyberspace.
13

  Whilst the invention of the 

telegraph, telephone, radio, and computer cannot be ignored as stepping stones on the 

path to the creation of cyberspace, it was the advent of packet-switched networking that 

truly facilitated the unprecedented integration of these capabilities.  The creation of 

cyberspace therefore cannot be decoupled from Licklider‟s concept of a Galactic 

Network.  By the end of 1969, that concept had become actuality in the form of the 

Defense Department‟s modest connection of four computers called ARPANET.  

Mankind had created the first operational packet-switched network, invented to increase 

the resilience and cost-effectiveness of circuit-based switching.
14

  In the beginning there 

had been control: cyberspace had been a designed and bounded environment.  But then 

cyberspace changed.  Control was surrendered and emergence reigned.
15
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Kahn and Cerf‟s invention of the communication protocols TCP/IP, founded upon 

the principle that there would be no global control, sealed cyberspace‟s fate as an 

anarchic realm.  The implications would prove most significant.  To explain, a brief 

examination of another anarchic realm, the international system, is prudent.  Waltz‟s 

seminal Theory of International Politics described the international system as one of self-

help: the absence of any governing order, higher than the state itself, demands that states 

must conduct their affairs in the “brooding shadow of violence.”
16

  At any time, one state 

may elect to use force.   Consequently, all states must be prepared to do so, or live at the 

mercy of their neighbors.  This paper suggests that a parallel exists with cyberspace 

today: the absence of a pan-cyberspace governing order means that a “brooding shadow 

of violence” hangs over all residents of the global village.
17

  In cyberspace, states must 

therefore remain ever-ready to defend themselves with force as necessary unless they are 

prepared to live at the mercy of their neighbors.  For a Realist, an anarchic cyberspace 

must first, and foremost, be viewed as the Fifth Battlespace.  Unfortunately for the UK 

and the US, the implications of the anarchic nature of cyberspace were not immediately 

realized.  The result, as shall be demonstrated, is that the cyber power of both states 

emerged in an unbalanced fashion.
18

  

Emergence and aggregation allowed the original ARPANET, coupled with the 

introduction of TCP/IP, to evolve into the most recognized facet of cyberspace today: the 

Internet.  The Internet was based on the principle that independent networks could be 

easily aggregated together; an absence of a pan-cyberspace governing order allowed new 

applications, protocols and connections to emerge.  New applications, protocols and 

connections that the US and UK would soon become dependent upon in their efforts to 

employ cyber power to create advantages and opportunities for their other instruments of 

power: most notably economic growth.  The dynamic nature of cyberspace, bounded only 

by the ungovernable constraints of its Creators‟ imagination and technological feasibility, 

is most apparent in this emergent development.  Creators such as Tim Berners-Lee, and 
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Bill Gates, provided the imagination.
19

  Moore‟s Law and Metcalfe‟s Law describe the 

technological feasibility: bringing lower cost computing to the masses; and flexible 

networking connectivity.
20

  The offspring of this coupling has been the ever more 

pervasive, yet ungoverned, expansion of cyberspace.  In 1992, there were a million users 

on the Internet; fifteen years later the number of computers and Internet connections had 

grown to well over a billion.
21

  Cyberspace had expanded to touch upon more and more 

aspects of daily life for the majority of the world.
22

   The acquisition of economic power 

had proved to be an irresistible catalyst for cyberspace‟s growth.  Businesses re-

engineered their processes to take advantage of cyberspace: to shift production, supply 

chains and sales; gain access to new markets; streamline their practices; and weave an 

increasingly interrelated and complex geo-economic web. 

Influential strategists such Edward Luttwak, and Third Wave economists 

including Lester Thurow, were keen advocates of this progress, suggesting that economic 

competition would replace military conflict.
23

   The growth of cyber power, fueling 

economic growth, was therefore only to be applauded.  Unfortunately, geo-economic 

conflict is not a substitute for military conflict.  Indeed, economic competition has often 

been shown to serve as a prelude to military war.
24

  Relative advantage in economic 

growth had been the catalyst of cyberspace‟s development and employ.   But ungoverned 

pursuit of this advantage had resulted in the unwitting creation of vulnerabilities.  Alvin 
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and Heidi Toffler exposed the imbalance in the UK and US cyber power equation in their 

observation that the way states make war reflects the way that they make wealth.
25

  This 

observation has two significant implications upon the military facet of cyber power.  

First, the advantage that information conveyed to business also began to be emphasized 

in the business of warfare.  As Admiral Cebrowski wrote: “The underlying economics 

and technologies have changed.  American business has changed.  We should be 

surprised and shocked if America's military did not.”
26

  Consequently, doctrines to reflect 

this new era of warfare, such as Network Enabled Capability (NEC) in the UK, and its 

US contemporary, Network-Centric Warfare (NCW) were born.  Second, a realization 

had dawned that the creation of economic power, founded upon an emergent dependence 

upon cyberspace, demanded that the security of cyberspace must be protected.  As Nye 

reflected, the UK and US governments had been slow to develop serious national plans 

for cyber security and cyber forces.
27

  The wheel of cyberspace had turned: ARPA‟s baby 

had become a Defense issue once again. 

Cyber Power - A New Theory of Warfare 

NEC and NCW were not introduced as mere evolutions in military doctrine.  

Their champions hailed cyberspace and networks as a revolution in military affairs unlike 

any witnessed since the Napoleonic Age.
28

  Nothing less than a new Tofflerian theory of 

war was being proposed.
29

  Information had facilitated the creation of geo-economic 

power.  Ipso facto, information would enhance the UK and US‟s overall military power 

through the creation and leveraging of cyber power: the linking of “sensors, decision-

makers, weapon systems and support capability to achieve enhanced military effect 

through improved exploitation of information.”
30

 NCW placed great emphasis upon 
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increased shared awareness, increased speed of command and a resultant higher tempo of 

operations.
31

  Clausewitz‟s “fog of war” would be lifted; Boyd‟s Observe-Orient-Decide-

Act (OODA) loop would disappear.
32

  These were heady claims indeed, and the dangers 

of such unadulterated advocacy will be considered later in this paper.   But for NEC and 

NCW, what these new theories of war seemed to miss was that lifting the fog of war 

would do nothing to dispel the “brooding shadow of violence” that would still hang over 

the anarchic Fifth Battlespace.   

Like business before it, NEC and NCW stimulated the emergence of an 

increasingly interrelated and complex web of military connectivity.  Alberts and Hayes 

celebrated this process, foretelling that the magic of NCW would enable a leap from 

shared awareness to self-synchronization, achieved by emergence.
33

  In stark contrast, a 

more cautious school of thought, typified by Kolanda and Roman, warned of the limited 

transformational effects that NCW and NEC would achieve.
34

  The latter school argued 

that greater connectivity would not stimulate self-synchronization, resilience, and 

empower the edge of the battlefield.  Instead, it would facilitate the military‟s 

predominant historic predilection towards greater centralized control and more rigid 

hierarchical organization.  History, thus far, would seem to demonstrate that rigid 

military hierarchies are alive and well in the Information Age.
35

 

ARPANET had been created to provide resilience.  Sadly, the first lesson of the 

Information Age seems to have been forgotten all too soon.  If NEC and NCW have 

reinforced hierarchies, whilst at the same time exposed key processes to attack, resilience 
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has been undermined.  Like the UK and US business world before it, military 

transformation had succumbed to the allure of cyber power.  Moreover, it has done so in 

an unbalanced fashion.  NEC and NCW have focused overly upon the creation of relative 

advantage, without giving due regard for the risks inherent in an emergent and 

ungoverned dynamic.  This has resulted in the unwitting creation of vulnerabilities, and 

granted opportunities for our adversaries to leverage cyber power against us.  As General 

Chilton recently noted, the ability of other states‟ “cyber warriors to attack and gain entry 

to military networks is a potential vulnerability of NEC.”
36

  Cyberspace and networks 

may well represent the greatest revolution in military affairs since Napoleon, but as the 

Little Corporal understood so well, it is recognition of the limitations of technology at 

one‟s disposal, rather than being shaped by the methods available, that is crucial in 

seeking out a path to military success.
37

   

Before cyber strategists can coherently redress the imbalance that has been 

created in the UK and US‟s cyber power, this paper suggests that the question of what 

vulnerabilities have emerged must first be answered.  A brief analysis of the three most 

significant military skirmishes that have occurred in cyberspace are therefore considered 

next: Estonia; Georgia; and Iran.  

Has Cyberwar Arrived? 

In a fashion reminiscent of General Spaatz‟s warning that the “next war will be 

preponderantly an air war,”
 38

 half a century later Arquilla and Ronfeldt emphatically 

proclaimed: “Cyberwar is coming!”
39

  But what is this cyberwar of which they cry?  

Arquilla and Ronfeldt‟s concept of cyberwar is neither built upon attritional mass, nor 

maneuverist mobility.  Instead, they declared that information will become king.
40

  Like 

their fellow NEC and NCW advocates, they contest that future conflicts will be fought 
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more by networks than by hierarchies: whichever adversary masters the network form 

will gain military advantage.  Military success will therefore be conferred to the 

belligerent who knows more; can disperse the fog of war; and enshroud an adversary in 

their own fog.  Whilst they dangle the allure of savings in blood and treasure before 

politicians and military strategists alike, cyberspace is merely presented as an extension 

of the battlefield into the Fifth Battlespace, augmenting rather than replacing its four 

sister domains.    

At the other end of the spectrum, some commentators view cyberwar as 

challenging the very nature of war itself.  Richard Clarke declared: “cyberwar is a wholly 

new form of combat”;
 41

 the result is that war fighting will be “forever changed”; and 

such a change may witness “a shift in the world military balance.”
42

  On 26
th

 April 2007, 

events in Estonia led some commentators to conclude that Arquilla and Ronfeldt‟s 

prediction had come to pass: Web War I had arrived.”
43

  NCW‟s and Clarke‟s visions 

bookend a spectrum of possibilities of what cyberwar might look like.  Do the events in 

Estonia fall within this range?   

The cyber attacks on Estonia have been heralded by some as an act of war with 

the intent to create mass social panic.
44

  The moving of the now-famed Bronze Soldier 

provoked a cyberspace assault in the form of distributed denial of service (DDOS) attacks 

undertaken by botnets targeted at government email systems; some government websites 

were defaced; and Estonia‟s two largest banks were forced to take their services 

temporarily off-line as a precautionary measure.
45

  Blank contests these attacks represent 

war, citing Clausewitz‟s “clash of wills, where one side attempts to compel the other side 

to do its will.”
46

  But Clausewitz stated that the essence of war is fighting: the trial of 
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moral and physical forces through the medium of the latter.
47

  A clash of wills alone is 

but one half of the equation.  Considered from an NCW-perspective, Estonia was not 

enshrouded in a fog of war, laid bare to military assault.  Neither did Estonia demonstrate 

Clarke‟s vision of military cyber power wreaking devastating consequences in the 

physical realm.  To describe Estonia as cyberwar is therefore to misunderstand the nature 

of war itself.  The lesson that Estonia hints at is the danger inherent in developing an 

imbalance in cyber power: the emergence of an information dependent society, created 

without sufficient regard of the vulnerabilities created, or resilience to dull the effects of 

any assault.
48

   

What then of Georgia?  In August 2008, as Russian tanks rolled into South 

Ossetia, presidential, governmental, news and financial websites fell victim to an army of 

botnets conducting concerted DDOS attacks.
49

  Georgia certainly represents one of the 

first cases in which a military conflict has been coordinated with a cyber offensive.
50

  The 

botnet attacks were crafted to directly support Russian state policy; and timed to inhibit 

information flow from the Georgian government to both the international public and its 

own residents.
51

  Overall, the effects were far from devastating; however, cyber power 

was employed as a strategic force multiplier to induce a Clausewitzian fog of war.
52

  

Moreover, it also represented a trial of both moral and physical forces.  To that end, 

Georgia could be described as a very minor NCW-esque cyber war: cyber power was 
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employed as an auxiliary means to augment military effect in the land domain; and the 

political instrument in terms of strategic communications.  Most notably, Georgia 

represents the emergence of how military cyber power can play a role as part of a 

coordinated military campaign with its sister domains; rather than as a stand-alone means 

of conducting war.  

Estonia and Georgia demonstrate one emerging pattern in military cyber power: 

the use of botnets against non-military targets, synchronized with political and military 

action in the physical domain, to induce a fog of war upon one‟s adversary.  Stuxnet 

represents not only a very different pattern, but also the dynamic nature of threats in the 

cyber domain.  

 In June 2010, the world learned that the Iranian nuclear facility at Natanz had 

been attacked.  But this was not a surprise Israeli air strike resembling the attacks against 

Iraq in June 1981; or Syria in September 2007.  Cyber power had supplanted air power.  

Stuxnet was the weapon; centrifuges, within the hardened fuel enrichment plant at 

Natanz, were the target.
53

  The Stuxnet worm demonstrated the non-linear dynamic of 

cyber power: an evolutionary leap from a botnet flash mob; to a search and destroy 

military mission.  Stuxnet had been designed to seek out specific frequency-convertor 

drives, the type of which is employed to control motors in Iran‟s uranium enrichment 

centrifuges.  The worm, by covertly altering motors‟ speeds, sabotaged the enrichment 

process and whilst the precise effects of Stuxnet are likely to remain shrouded in secrecy, 

a 23% decline in the number of operating Iranian centrifuges has been suggested.
54

  

Stuxnet, rather than resembling NCW‟s model of cyberwar, is more closely aligned to 

Clarke‟s predictions of a new form of combat targeted against industrial SCADA 

systems.
55

  An isolated network had been attacked; at less political and economic cost 

that using air power; at zero cost in terms of casualties; and both secret and known 

centrifuges alike would be vulnerable.  Stuxnet represents a potential evolutionary 
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advancement of cyberwar.  An evolution in malware‟s sophistication, but more 

importantly, an evolution in military cyber power thinking.  Stuxnet had been designed 

with a specific effect and adversary in mind; cyber power‟s interrelatedness with the 

physical domain had been well crafted.  Unfortunately, the illusion of control in the 

anarchic Fifth Battlespace still remained for a number of reasons.   

 First, Stuxnet ably exposed the risk of collateral damage that military cyber power 

presents:  over 60,000 computers were infected with the Stuxent worm; 40% of which 

were outside Iran; one of which was an Indian satellite controller.
56

  Such collateral 

damage could gift significant soft power to a potential adversary.  Moreover, Stuxnet 

exposed four day-zero exploits to the world that could now be employed against UK and 

US systems: a degree of cyber power has been gifted to future adversaries.  Last, Stuxnet 

potentially served to validate the perception that civilian and industrial infrastructure 

represents a legitimate military target in any future cyber conflict.  If accepted, the 

implications for the UK and US could be grave indeed. 

Summary 

A critical examination of the history and fundamental concepts of the Fifth 

Battlespace has been conducted, and an argument presented that cyberspace still 

represents a conceptual hallucination in terms of shared understanding.  Political leaders, 

military strategists and practitioners all have differing perceptions of what actually 

constitutes cyberspace and cyber power.  Definitions that emphasize the unique Threefold 

Order of the cyber domain have therefore been proffered as a foundation upon which a 

more coherent cyber lexicon can be built.   

The emergence of cyber power has also been examined and the Fifth Battlespace 

has been presented as an anarchic domain over which the brooding shadow of violence 

casts its pall.  It has been contested that cyber power‟s emergence to date has been a 

largely ungoverned, bottom-up process in which military considerations have often been 

an afterthought.  The result is that cyber power has developed in an unbalanced fashion.  

Whist the Information Age has created potential economic and military power for the UK 
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and US, it has also created vulnerabilities and in so doing, it has gifted a most capable 

weapon to our adversaries.   

Last, it has been shown that conflict in the cyber realm, akin to air power 

throughout its own history, has been characterized by soaring advances in technology, 

and bounding leaps in capability.  Moreover, the man-made nature of the cyber domain is 

likely to witness the character of conflict in the cyber domain evolve at an extremely 

rapid rate, and across an exceedingly broad front.  Conflict in cyberspace has already 

been shown to be here: Estonia, Georgia and Iran have all served as useful calls-to-arms. 

ARPA‟s baby has become a matter of military import once again.  Most importantly, for 

the purposes of this thesis, all three of these cyber skirmishes have served to demonstrate 

the allure of civilian targets to cyber attack.  But if, as has been argued, cyberspace is a 

unique domain, is it valid to employ historic analogy to help guide its future? 
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Chapter 2 

 

LOOKING THROUGH THE LENS OF AIR POWER 

 

 I do not myself believe in any simple „lessons of history‟, and I have learned to mistrust 

historical analogy as a lazy substitute for analytical thought. 

-- Sir Michael Howard 

History does not repeat itself, but it does rhyme. 

-- Mark Twain 

Military history can tell us how, in the past, people coped with problems which in some 

way resembled our own. 

-- Martin Van Creveld 
1
 

 The anarchic Fifth Battlespace has been presented as a unique domain, into which 

future wars will certainly spill.  Indeed, conflict in cyberspace has already been shown to 

be here!  But, if cyberspace is a unique domain, is it valid to employ strategic and historic 

analogy?  Will turning the lens of air power‟s experience upon cyber power create a more 

balanced capability portfolio in the cyber domain?  Sir Michael Howard cautions of the 

perils inherent in any such comparison.  His counsel, that analogy must never be allowed 

to substitute for analytical thought, is first-rate: an absence of analysis would indeed 

represent an abdication of responsibility, and any cyber strategy derived in such a manner 

would be untrustworthy.  But the perils of analogy do not equate to the delivery of 

theoretical perfection via its main rival methodology: inductive reasoning.   

 Despite cyberspace‟s immaturity, initial efforts to develop a theory of cyber 

power via inductive means have been attempted.
2
  All have failed to satisfy.

3
  As Starr 

concludes, early attempts to develop a theory for any discipline are inherently “somewhat 

wrong.”
4
  Winton goes further in his description of theory as an “imperfect jewel,” stating 

that no theory will ever be complete, and theories are always fated to be somewhat 

wrong.
 5

  By its very nature, a theory lags behind contemporary developments in the 
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discipline it seeks to describe.  A relationship therefore exists between the rate of change 

a discipline experiences, and the degree of accuracy that can be expected in any theory.  

Such a conclusion explains the absence of a satisfactory inductive theory of cyber power 

to date.  Moreover, the exponential rate of change that the cyber discipline will 

experience in this forthcoming period of unprecedented growth, coupled with the 

dynamic nature of the cyber domain itself, will present a significant obstacle to the 

realization of any inductive theory in the immediate future.  

If early attempts at inductive reasoning tend to produce theories that are 

significantly flawed; and, if Howard is to be believed that the path of analogy only 

represents a lazy substitute for analytical thought, is it not better to abandon both paths 

and seek an alternative means?  This paper suggests not.  Strategies that are driven by 

technology or circumstance, without the integrating factor of a coherent vision, are in 

reality no strategy at all.  Strategy, as Liddell Hart described, is the calculation and co-

ordination of military means with political ends.
6
  It is a proactive discipline.  Any plan 

that subordinates strategy to another field such as technology, sociology or economics, is 

reactive.  As Dolman rightly notes, willing abandonment of strategic foresight is only 

likely to be rewarded with failure.
7
           

Why Strategic and Historical Analogy Represent a Valid Approach 

 Hindsight will never grant twenty-twenty foresight, but as Martin Van Creveld 

posits, military history is the only basis upon which new theory can be built.
8
  

Unfortunately, Van Creveld‟s words present a challenge for cyber strategists.  Whilst air 

power had World Wars I and II to help inform and shape its development, it has been 

demonstrated that cyber power is still in its infancy in terms of experience.  The cyber 

skirmishes of Estonia, Georgia and Iran provide glimpses of aspects of cyber power, but 

analysis of these incidents alone would be as untrustworthy as Howard‟s absence of 

analytical scrutiny.  Mark Twain‟s oft quoted observation that “history rhymes” therefore 

offers the possibility of a solution: air power‟s history may rhyme with cyber power‟s 

future.  An analogical framework that blends strategic and historical approaches must 
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therefore first be developed.  Thereafter, the question of whether airpower is the 

appropriate lens to apply to cyber power‟s development must be addressed.  Khong 

cautions that the most obvious analogies often tend to be the most superficial.
9
  

Consequently, an examination of air power‟s early development, in relation to cyber 

power, is demanded to demonstrate that the similarities between the domains go beyond 

the superficial.  It will be shown that air power‟s development provides a useful proxy to 

substitute for the relative void in cyber power‟s experience.  Last, the limits of analogy 

must be iterated to ensure that all lessons drawn from air power are appropriately utilized.  

It will be demonstrated that air power‟s experience is best employed to derive warning 

signs on the path of military cyber power development, rather than as a map to 

dogmatically follow.  Analogical reasoning, whilst useful, is inherently limited and the 

methodology adopted in this paper does not represent the path to a theory of cyber power: 

as cyber power‟s rate of growth slows, and as its experience base expands, the cyber 

domain will be better placed to develop its own inductive theories and a robust theory of 

cyber power.   

An Analytical Framework 

This paper has suggested that a guarded use of analogy provides a short-term risk 

management strategy for the proactive development of cyber power.  A framework to 

bound the problem space and avoid the perils of analogical reasoning is therefore 

demanded.  Libicki stated that “attempts to transfer policy constructs from other forms of 

warfare will not only fail but hinder policy and planning.”
10

  Whilst this assertion is 

correct, this paper suggests that Libicki is not describing strategic analogical reasoning, 

but rather strategic plagiarism!  Strategic analogy compares the strategic experiences and 

theories of one domain to another.  If it can be demonstrated that the two domains are 

similar in one respect, critical analysis can be conducted to examine whether they are 

similar in other respects: Klein‟s derivation of concepts and principles of space warfare, 

drawn from Sir Julian Corbett‟s principles of maritime strategy presents an excellent 

example of such an approach.
11
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But strategy is a vast and complex problem-space and a macro-level framework to 

decompose this space is demanded, both to bound this study, and to ensure that the 

analysis is being conducted in a fair and methodical fashion.  Gray‟s seminal work 

Modern Strategy will be employed for this purpose.  Gray identified seventeen 

dimensions of strategy, sub-divided into three categories.  A comparison of all seventeen 

dimensions would suffer from the law of diminishing returns.   Consequently, the most 

pertinent of Gray‟s strategic dimensions, those in which cyber power must make its major 

decisions, have been selected for detailed scrutiny.  To ensure a balanced analysis, 

dimensions have been chosen from across Gray‟s categories: the dimension of military 

operations will be employed to compare the roles of air power and cyber power; the 

dimension of strategic theory and doctrine will be examined to consider the emergence of 

air power‟s competing schools of thought; and the dimension of organization will be 

considered to expose the challenges that air power faced in its path to independence.
12

    

Historical analogy suggests that if two events separated in time agree in one 

respect, they may agree in another.  An outstanding exposé of the use of historical 

analogy in US policy decision-making is demonstrated in Khong‟s Analogies at War.
 13

  

Khong developed an Analogical Explanation (AE) Framework to tease out micro-level 

lessons from analogy.  The AE Framework is composed of six diagnostic tasks: define 

the nature of the problem; identify the stakes involved; create a list of possible solutions; 

evaluate the potential solutions; assess their moral rightness; and warn of any dangers 

associated.  This paper will blend Khong and Gray‟s approaches in a single framework: 

each of the three selected strategic dimensions will be analyzed in terms of Khong‟s six 

distinct, but related stages.  In adopting such an approach, the power and versatility of 

strategic and historical analogy will applied in an analytically balanced and rigorous 
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manner.
14

  Such a methodology will ensure that this paper‟s analogical analysis is not 

simply a confirmatory process of the path that cyber power should take.   More 

importantly, it represents a means by which options on the path of cyber power‟s 

development can be discounted.   

Selecting the Correct Analogy 

 Skeptics of analogical reasoning challenge that analogies are often used poorly 

and indiscriminately.  In short, strategists and policymakers pick and apply the wrong 

analogies.
15

  The consequences of striking the wrong analogy can be disastrous.  For 

example, British Prime Minister Anthony Eden compared Egypt‟s seizure of the Suez 

Canal with Hitler‟s expansionist intentions for Nazi world dominion: “I surveyed the 

scene in these autumn months of 1956, and was determined that the like should not come 

again.”
16

  This poorly applied analogy fuelled Eden‟s humiliating folly of retaking the 

Suez by force.  The most obvious analogy did indeed prove to be the most superficial; 

poor strategy was the result.  It is therefore beholden upon this paper to ensure that the 

most appropriate analogy for the development of cyber power is selected.  Three areas of 

comparison will be considered to verify the validity of air power‟s experience as a proxy 

to guide the evolution of cyber power.  First, the military exploitation of a new 

battlespace will be examined; second, the technical nature and demands of both domains 

will then be analyzed; last, the fuzzy boundaries that characterize the cyber and air 

domains will be considered.         

The Challenge of a New Domain 

The famed events at Kitty Hawk on 17 December 1903 did not just herald the 

invention of the airplane.
17

  The Wright brothers‟ Flyer had conquered a new domain.
18

  

Controlled flight in a heavier-than-air, man-carrying craft represented mastery over the 

air domain: a new domain that would soon be employed for the purposes of war-fighting.  
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Less than two decades would pass before air power advocates, led by Douhet, Mitchell 

and Trenchard, would devote unprecedented attention upon how future wars could be 

fought in and from the air.  The air itself had not changed, but the domain‟s strategic 

utility as a military battlespace had exponentially increased with the advent of the 

airplane.      

Unlike the air, cyberspace has not always been there.  It has been shown that 

cyberspace did not exist before ARPA‟s first steps to actualize Licklider‟s concept of a 

Galactic Network.  This difference is made at the outset to highlight the fallacy of 

seeking perfect analogy.  As Fischer observes, a “perfect analogy” is a contradiction in 

terms.
19

  Perfect symmetry between the air and cyber domains is not demanded, or even 

credible, for the analogy to have utility.  It is similarity beyond the superficial that is 

sought: the major characteristics that influenced air power‟s development, if present in 

the cyber domain, demonstrate the analogy‟s value to help guide cyber power‟s growth.       

 Just as the airplane represented an exponential increase in the strategic utility of 

air as a battlespace, so the emergent expansion of information systems and networks, to 

the point of near-ubiquity, witnessed the realization of cyber space as a domain of 

growing strategic utility.  For air power, images of Gothas over London kindled the 

people‟s passions for war in the air; the offensive utility of air power inflamed the 

imagination of military commanders;
20

 and the allure that air power offered the business 

of government proved irresistible. 
21

  Similarly, it is recognition of the Fifth Battlespace, 

by all members of the Clausewitzian triumvirate, as an accepted new domain of war that 

mirrors the growth of cyberspace‟s elder sibling.  Douhet recognized that the air domain 

represented a battlefield limited only by the boundaries of the nations at war: the 

technical development of aviation made armies and navies irrelevant to the provision of 

defense against any determined enemy armed with the ability to strike at the heart of a 
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nation.
22

  Air power demonstrated that “God was no longer on the side of big 

battalions.”
23

  Such history rhymed with the emergence of cyber power.  Cyber security 

has been elevated in the public consciousness, forcing governments to become focused 

and active regarding cyberspace issues.
24

 CNN‟s depiction of electrical generators in 

cyber-induced death throes,
 25

 and the media-fuelled fallacy of cyber “fire storms,” have 

resulted in cyber power being perceived as the new military equalizer that can bypass 

conventional forces to strike at the very fabric of one‟s nation.
26

 

 Control of the new air domain, whether for offensive or defensive purposes, 

became the cornerstone of air power theories.  Douhet, the founding father of air power 

theory, declared that: “Command of the air is to have victory.”
27

  Control of cyberspace, 

evidenced in information dominance concepts, is a similar mantra of many cyber 

advocates.  Douhet‟s words echo across the generations in the writings of Toffler: “The 

wars of the future will increasingly be prevented, won or lost based on information 

superiority and dominance.”
28

  Clarke is therefore fair in his assertion that a similar 

mentality now pervades American military thinking on the subject of the Fifth 

Battlespace: cyberspace is “a domain that the US must dominate.”
29

   

The military utility of the cyber domain, coupled with the widely held belief that 

national security is related to domination of cyberspace, marries the early development of 

air power to the contemporary development of cyber power.  As the airplane developed 

and increased the utility of the air domain for military employ, so the military utility of 
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the cyber domain, as information and networking technologies become ever more 

pervasive, will develop too.  An examination of the technical nature of the air and cyber 

domains will further demonstrate that the kindred forces that steer their development 

paths go well beyond the merely superficial.      

Science Fiction becomes Reality 

 Mankind‟s ability to overcome the bonds of the earth‟s gravity and conquer a new 

domain was not the product of Clausewitzian chance, or intellectual musings alone.  The 

harnessing of technology was the means by which the Wright Brothers were able to avoid 

Lilienthal‟s catastrophic leap of faith.
30

  Technology has been described as simply 

“physical artifacts or software.” 
31

  The airplane is the embodiment of a technological 

artifact that has fundamentally changed the character of war.  Technology enabled 

science fiction to become reality by unlocking the “secret of the flying machine” for 

military leaders to employ.
32

  New strategic doors were opened: air power could now 

challenge the Leviathans of the ocean; or leapfrog armies to strike directly at an enemy‟s 

capital.
33

    

But this paper has already contested that strategy must never be reactive, or 

subordinated to follow technology‟s lead.  To do so carries with it the cognitive risk of 

technology being employed as a blackbox explanation governing air power‟s 

development along a pre-determined path.  If such a technological deterministic position 

is accepted, any strategic analogy between air and cyber power will prove futile as it can 

be argued that cyber power‟s development path is pre-ordained.
34

  Consequently, this 

paper contests that the airplane represented far more than a technological artifact.  
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Instead, it posits that the Wright Flyer heralded a fundamental change in the dynamic 

between the social, military and technical worlds.  Man‟s ascent into the air domain is 

therefore better captured by Hughes‟ definition of technology as “a sociotechnical system 

that includes: institutions; values; interest groups, classes, political and economic 

forces.”
35

  Military leaders were forced to open the blackbox of air power and unravel the 

complexities of the relationship between technology and strategy.
36

  Only then could 

development and employ of the airplane be actively marshaled towards strategic ends.
37   

 

At an analogically superficial level, air power and cyber power have obvious 

technological commonalities.  The artifact that is the airplane represents the realization of 

a complex system of systems that must be harmoniously blended to gain access to the 

medium that is the air.
38

  Cyber power‟s system of systems is composed of the now 

ubiquitous artifacts of the computer, software, and networking.
39

  These elements of a 

computer network, when harnessed by man‟s imagination, have built and enabled access 

to the cyber domain: a domain that, like air before it, granted unprecedented reach, and an 

unparalleled speed of maneuver.
40

  But a focus upon the technological artifacts of air and 

cyber power fails to recognize the new sociotechnical systems that air power and cyber 

power introduced.  Cyber power‟s blackbox must be opened if strategic dystopia is to be 

avoided.
41
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Strategic Information Warfare, and air power before it, proffered the 

technologically-facilitated allure of an economic and precise means of attacking an 

adversary‟s center of gravity.
42

  Air power‟s early development was not based upon a 

technological artifact, but rather the potential of technology that would not be truly 

realized until Operation DESERT STORM.
43

  Cyber power‟s technical allure is not the 

capabilities demonstrated in Estonia, Georgia or Iran, but rather the potential it offers.  

But with potential comes risk, specifically the risk of over-expectation.  Gray, when 

considering the early prophets of air power, stated that “often, the prophets are 

substantially correct, but rarely on the time scale they envisaged.”
44

  The emergent 

window between science fiction and reality, when a new technology is initially being 

applied to warfighting in a new domain, is when expectation and risk-management are 

most required.  Libicki notes a similarly infectious optimism that is developing regarding 

cyber power, and counters that electrons must not be labeled the “ultimate precision 

weapon.”
45

  The allure of an unrealized potential of technology is what truly binds air 

power and cyber power‟s formative years.  Like air power, the relationships between the 

technological agents that hide within the blackbox that is cyber power, will also be 

demonstrated to be fuzzy, non-linear, and prone to professional biases, and organizational 

interests.
46

    

Fuzzy Boundaries 

Lorenzetti‟s Allegory of Bad Government provides a perfect graphical depiction 

that a government‟s primary responsibility is to provide security for its people.
47

  

Insecurity, the product of Siena‟s crumbling walls, is portrayed as inducing rampant 
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internal discord.  This paper suggests that air power and cyber power are contemporary 

metaphors for Siena‟s walls: the challenge to a state‟s ability to maintain and secure its 

borders.  Cyberspace has been described as a complex system of systems, and as Roodt 

notes, the boundaries of complex systems are inherently “fuzzy and permeable.”
48

 

Indeed, the permeable boundaries of cyberspace have already been demonstrated in 

Chapter One in regard to the collateral damage that the Stuxnet worm wrought, well 

beyond the borders of the target system and state.  But the analogical fuzzy boundaries 

that this analysis refers to are not the comparison of air and cyberspace as both being 

global commons that challenge the sovereign security of a state.
49

  Instead, it is the 

consequence of this challenge that is focused upon: the internal discord that Siena‟s 

crumbling walls induced. 

Air power is an appropriate lens for cyber power‟s development because the 

forces that influence their development are so closely related.  The emergence of the 

Royal Air Force (RAF) and United States Air Force (USAF) were the products of 

security-induced internal discord: an imperfect commons of competing ownership claims.  

Inter-service rivalry and parochialism plagued air power‟s formative years in both 

nations.
50

  Such debates were fuelled by the emergence of a visionary new form of 

warfare that threatened, as Smuts insensitively declared, that “older forms of military and 

naval operations may become secondary and subordinate.”
51

  At the superficial level, it 

can be contested that the cyber warrior‟s ascendancy to status as most favored child, 

lavished with the resource concomitant to such a position, mirrors the growth of air 

power.  But such an explanation fails to grasp the wider analogical similarities at play 

within the blackbox of technology. 
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 The transformational effects of cyber power go beyond artifacts and resources.  

For example, each of the US Services has stood up their own organizations to face the 

challenges of their own cyber dependency.  The US Navy has established Tenth Fleet as 

its Cyber Command; the USAF created the Twenty-fourth Air Force; and the Second US 

Army has been reformed.  None of these organizations come with the artifacts associated 

with each Service‟s primary battlespace.
52

  Cyber power has demanded its own forces.  

Each has been developed, like air power‟s early years, in an inherently non-linear, and 

bottom-up fashion.  Consequently, the Services have changed: cyber dependency, and the 

leveraging of cyber power, has demanded the evolution of a cadre of cyber experts.  

Cyber warriors play an increasing role in each of the Services, each performing functions 

more similar to their sibling-Service cyber experts than those associated with their own 

Service‟s primary domain.  The transforming effects of technology have, as Collins 

argues, forced military officers to evolve.
53

   

The implications of this evolution are exposed by application of Abbot‟s thesis 

that people in similar professions compete not just for resource, but more significantly, 

for jurisdiction: each group of professionals seek wider society‟s recognition of their 

exclusive right to govern practice.
54

  Cyber power, like air power before it, represents a 

visionary form of warfare that each Service‟s body of “professionals at arms” will 

naturally aspire to govern: security-induced internal discord has been introduced between 

the branches of the Armed Forces.  Fuzzy cognitive battle-lines pertaining to jurisdiction 

and control, not of resource, but of each Service‟s cyber operational interests and cyber-

professionalism of arms, have been drawn.  The resemblance to the battles fought 

between the land and naval domains, for jurisdiction over air power, is stark.   

Whilst military boys will be boys, and the jurisdictional inter-service rivalries that 

dominated air power‟s early years have the potential to be revisited with the maturation 

of cyber power, it should also be noted that governance of security in cyberspace is not 

purely constrained to the military dimension.  In his analysis of the threats and challenges 
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that cyber warfare presents, Cornish notes that the boundaries between the military and 

civilian facets of cyber power are blurred too.
55

  What Cornish fails to note are the 

implications of this observation.  Just as cyber professionals within the military are likely 

to mirror air power‟s development by competing for jurisdiction of the new domain, so 

this jurisdictional competition is also likely to permeate across the fuzzy boundary that 

exists between the military and civilian facets of cyber power.  Indeed, inter-departmental 

discord regarding jurisdiction in the new domain has already been recognized: “turf 

rivalry between UK government departments has already hindered cyber policy.”
56

  This 

contemporary failure to satisfactorily address cyber space‟s fuzzy borders and 

jurisdictional issues is understandable when considered from the perspective of emerging 

professionalism.  The following chapter‟s application of historical analogy to the 

evolution of air power‟s roles will provide a mechanism by which cyber power‟s fuzzy 

boundaries can be addressed, to allow this jurisdictional problem space to be broken into 

its constituent parts to facilitate more focused ownership.      

As Thompson once warned: “History is the best teacher but its lessons are not on 

the surface.”
57

  The similarities between air power and cyber power, whilst obvious at the 

surface level, have also been demonstrated to go well beyond the merely superficial: 

herein will lie the lessons for cyber power‟s future.  It has been shown that the forces that 

steered air power‟s development are also exerting their influence upon the evolution of 

cyber power.  Air power and cyber power share a common recognition of the military 

utility of a new domain, coupled with a widely held belief that national security demands 

that the domain should be controlled.  Whilst both domains represent the realization of 

science fiction, air power and cyber power‟s allure was not founded upon technical 

artifacts and “boy‟s toys”, but rather the military potential that technology presented: 

Gray‟s caution that whilst prophets of air power and cyber power may be correct, a 

common bond of over-expectation, and risk, bind air power and cyber power together.  

Last, the fuzzy professional boundaries that induced jurisdictional battles in the 
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development of air power are evident in the military and cross-governmental facets of the 

cyber domain.    

The Perils of Analogy 

The development of air power has been demonstrated to have validity as a proxy 

for the void in cyber power‟s experience to date.  In his consideration of how 

organizations and decision-makers learn, Jervis concurs that insights derived from 

analogy and previous events provide a useful shortcut to rationality.  Rationality, that this 

paper has contested, may not be realizable as yet via inductive means.  But Jervis also 

notes that analogy also serves to obscure aspects of the present case that are different 

from the past.
58

  The perils of analogy are legion: perfect analogy; misperception; lazy 

analogy; and selection of the wrong analogy have all been referred to in this chapter.  But 

a review of the other analogical dangers that must be avoided in forthcoming chapters is 

also pertinent at this stage. 

Sheldon notes that “One of the major pitfalls of analogical reasoning is seeing what 

one wants to see, and ignoring inconvenient, awkward or unknowable aspects.”
59

  But 

analogical risks go beyond the conscious manipulation of marrying and discarding 

information.  Analogy can have a significant impact at the unconscious level: this is the 

peril of insidious analogy.
60

  Unintended analogical inference may be the by-product of 

lazy or emotive language.  Indeed, the very title of this thesis, in conjuring images of the 

decimation of Dresden, may bias a reader‟s perception that the current path of cyber 

power is heading towards atrocity.  This paper‟s inoculation against the subliminal side-

effects of insidious bias will be to ensure that where non-neutral analogical language is 

used to emphasize a point, the risk will be exposed within the accompanying analysis, 

thus raising inference to a conscious and examinable level. 

For air power‟s experience to be applied to cyber power, the peril of false analogy 

must also be avoided: the substance, as well as the logical inferences made in an 

                                                 
58

 Robert Jervis, Perception and Misperception in International Politics (Princeton, NJ: Princeton 

University Press, 1976), 220. 
59

 John Sheldon, Reasoning by Strategic Analogy: Classic Strategic Thought and the Foundations of a 

Theory of Space Power, 27. 
60

 Fischer, Historians‟ Fallacies, 244. 



36 

 

argument, must be demonstrated to be sound.
61

  For example, the development and 

employ of air power‟s actions in World Wars I and II represents the application of 

military force in total war: any lessons drawn from such extreme circumstances must be 

scrutinized and caveated regarding their applicability to limited cyber war.  This is not to 

discard the potential relevance of lessons that may lie within air power‟s history; 

however, major contextual differences must be exposed to ensure that the validity of any 

lessons drawn is not undermined.   

Insidious and false analogous share a common analytical solution: they can be 

exposed; and tested.  This paper suggests that the most perilous analogical risk is that 

which cannot be exposed or tested.  This is the cardinal sin of prediction by analogy.  The 

danger in futurist analogies, as Fischer posits, is not that any conclusions reached may be 

erroneous.  The analytical peril is simply that any conclusion is “utterly untestable,” and 

thus logically inconclusive.
62

  One can reason from cyber power‟s potential future, to an 

insight from air power‟s past; however, the process is not reversible.  Consequently, this 

thesis will bound its analysis to ensure that air power‟s experience is only drawn upon to 

produce warning signs on the path of military cyber power development, rather than as a 

futurist development plan for cyber strategists to dogmatically follow.    

Summary 

 This chapter has demonstrated that aspects of air power‟s history may rhyme with 

cyber power‟s future.  Consequently, the guarded use of analogy, safely steered within 

the bounds of an analytical model, has been proposed so that air power‟s development 

may serve as a proxy for the relative void in cyber power‟s experience.  This thesis has 

argued that the employ of Gray‟s operational, theoretical and organizational dimensions 

of strategy at the macro-level; blended with Khong‟s AE Framework at the micro-level, 

presents a means of drawing out lessons from air power‟s rich history.  In turn, these 

lessons can be utilized to help build a short-term risk management strategy for the 

proactive development of cyber power. 

Heeding Khong‟s warning that the most obvious analogies can also be the most 

superficial, care has been taken to determine if air power is an appropriate lens to apply 
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to cyber power‟s development.  The factors that have influenced air and cyber power‟s 

development, whilst obvious at the surface level, have also been shown to go well beyond 

the merely superficial  First, both are founded upon a recognition of the military utility of 

a new domain, coupled with a belief that national security demands that the emerging 

domain must be controlled.  Second, whilst both domains represent the realization of 

science fiction, air power and cyber power‟s allure has not been founded solely upon 

technical artifacts, but also the military potential that technology presented.  A significant 

point highlighted herein is that air power and cyber power may share a common bond of 

over-expectation.  Third, the fuzzy professional boundaries that induced jurisdictional 

battles in the development of air power have been demonstrated to exist in the military 

and cross-governmental facets of the cyber domain.    

Last, and by no means least, the limits and perils of analogy have been iterated to 

ensure that the lessons drawn from air power are appropriately utilized.  It has been 

emphasized that air power‟s experience is best employed to derive warning signs on the 

path of military cyber power‟s development, rather than as a map for cyber power to 

unquestioningly follow.  It is important to note that the psychological attraction of 

analogy is extremely strong for decision-makers, and has resulted in many bad ideas 

being preserved, and persevered with, well beyond their useful life.  This thesis‟ 

satisficing employ of analogical reasoning, is thus deliberately incomplete so that any 

lessons drawn are not persevered with beyond the short-term.  As Winton notes, a theory 

must have anticipatory value, yet analogical reasoning‟s fallacy of prediction reduces its 

utility in this area.
63

  Inductive theoretical reasoning, coupled with analytical 

extrapolation of cyber‟s growing history, are likely to represent a more fruitful and 

complete means of forging a future guiding theory of cyber power.  
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Chapter 3 

 

THE STRATEGIC DIMENSION OF OPERATIONS – THE ROLES OF CYBER AND 

AIR POWER 

 

Both Joint and interagency channels have highlighted the inadequacy of current 

terminology to describe our cyber operations capabilities and missions. 

 

      -- General Cartwright 

Vice Chairman Joint Chiefs of Staff, 2010 

 

This new arm had suddenly sprung into a field of war; and its characteristics, radically 

different from those of any other arm up to that time, were still undefined.
1
 

 

-- Giulio Douhet, 1921 

 

Therefore its name was called Babel, because there the Lord confused the language of all 

the earth. 

-- Genesis, 11:9.
2
 

 

A new arm has sprung into the field of war; an arm that is radically different from 

those of its sibling Services; an arm whose functions remain largely undefined.  Similar 

sentiments, penned 90 years ago by Douhet, resonate with cyber strategists today.  

Indeed, General Cartwright has thrown down a “Douhetian” cognitive gauntlet, calling 

upon the military cyber community to address the Fifth Battlespace‟s ill-defined 

capability and mission set.  But Kuhn‟s consideration of the structure of scientific 

revolutions suggests that this will be no simple task.   

Kuhn noted that as a body of scientific knowledge and expertise develops, a co-

incident emergence of an esoteric vocabulary is demanded to describe the new discipline 

and skills.
3
  This refinement of concepts and terminology gradually diverges from the 

discipline‟s prototype paradigm: a paradigm which remains sacred to many of the 

discipline‟s founding fathers.  Considerable resistance to change is the result.  This thesis 
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suggests that the Fifth Battlespace today is a realm of such paradigmatic confusion.   

Emergent capabilities, in competing tribes of cyber professionals-at-arms, have spawned 

competing cyber terminologies.  As these tribes become aggregated in the Joint and inter-

agency space, competition for each tribe‟s lexicon to be adopted intensifies.  A danger 

herein is that the founding fathers‟ prototype paradigm, whilst inadequate, may persevere 

beyond its useful life because it is the only common ground upon which the tribes can 

agree.  This paper suggests that the persistence of the cyber terms Computer Network 

Attack (CNA); Computer Network Exploitation (CNE); and Computer Network Defense 

(CND) are relics of this prototype lexicon, all of which fail to characterize and define the 

cyber discipline‟s emerging capabilities and missions.
4
       

Colin Gray defines strategy as the “use that is made of force and the threat of 

force for the ends of policy.”
5
  If the cyber discipline cannot characterize or define its 

capabilities and missions, how can the threat, or use, of force in the cyber domain be 

articulated to strategists?  How can cyber power be wisely tailored to meet the ends of 

policy?  If the beginning of wisdom is calling things by their right name, the answer to 

both of these questions is surely that “It cannot.”
6
  Unfortunately, the language of cyber 

space is a contemporary city of Babel: the consequence of Babel was not a bringing 

together of the tribes, but confusion leading to the dispersion of mankind across the earth.  

The lack of a common lexicon detailing cyber‟s roles is producing cognitive dispersion at 

a time when the efficient expansion and aggregation of cyber forces demands cohesion.   

Turning first to the macro level of this paper‟s analogical analysis framework, 

Gray described the military operations dimension of strategy as the “threats and actions 

of organized bodies of warriors.”
7
  This is realm of “war proper.”  For the cyber 

strategist, it is the dimension that poses the fundamental question “How good are a state‟s 

cyber forces at fighting in cyberspace?”  General Kehler iterated that “cyberspace is 
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about operations,” but as Gray notes, the operational military dimension of strategy can 

often be neglected because it is thought to be so obvious:
8
 scholarly focus on strategy is 

oft shifted too far from the battlespace.
9
   

Applying Gray‟s observation to the micro-level of this paper‟s analysis, the nature 

of the problem facing cyber strategists, in terms of Khong‟s first step in the AE 

framework, is that the roles of cyber power in the battlespace, whilst appearing obvious, 

remain ill-defined.  If cyber power‟s capabilities and roles cannot be defined, surely the 

operational fitness of a state‟s cyber forces cannot be critically assessed en masse.  

Clausewitz warned that strategy will always involve the “play of chance,” but he also 

noted the import of probability in bounding and assessing man‟s “creative spirit.”
10

  To 

have no idea of the odds at which one is placing the strategic bet of employing military 

cyber power is to disregard Clausewitz‟s counsel, and subordinate strategic responsibility 

to the whims of man‟s creative spirit.  Considered in terms of the second stage of 

Khong‟s AE framework, these are the operational risks that failure to address cyber 

power‟s muddled lexicon presents.  Stage Three of Khong‟s framework therefore 

demands that a prescription be sought to fill this definitional void: an analysis of the 

emergence of air power‟s roles may provide a historical prism through which the military 

element of cyber power can be identified and broken into its constituent parts.  These 

emerging cyber roles, in turn, may provide a means by which cyber‟s prototype lexicon 

can be discarded and more meaningful and coherent Fifth Battlespace roles identified for 

strategists to employ.     

An Analysis of the Emergence of Air Power’s Roles 

 The growth of air power, like cyber power today, will be demonstrated to be a 

non-linear, bottom-up process of emergence: an action-reaction cycle predominantly 

accelerated by the catalyst of hostilities in World Wars I and II.
11

  Air power‟s military 

debut was borne of the recognition of the security granted by an airplane‟s speed and 

mobility, coupled with the unparalleled perspective inherent in this newfound freedom of 
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maneuver.  The result was that air power was perceived “first and chiefly” as an 

instrument of exploration and reconnaissance.
12

   The keen-eyed observer or 

photographer, borne aloft by the airplane, was the realization of air power‟s inaugural 

military role as an Intelligence, Surveillance, and Reconnaissance (ISR) platform, serving 

both tactical and strategic level customers.
13

  Air power had come to provide a uniquely 

powerful and focusable lens for Van Creveld‟s “directed telescope.”
14

   

 Van Creveld‟s seminal work Command in War described the concept of a directed 

telescope: the requirement for a commander to be able to view any part of the enemy's 

forces, the terrain, or one‟s own army.  This telescope could be trained from target to 

target, to meet a commander‟s specific momentary needs.
15

  Air power not only provided 

a powerful lens for a commander‟s directed telescope, but also proffered a means by 

which commanders could transform this information into tactical and strategic advantage: 

air power‟s command, control and communication roles therefore soon followed on the 

heels of ISR: to deliver range-finding information to artillery units; or detail unit 

dispositions to guide the deployment of one‟s own infantry formations.
16

   

 But air power‟s non-kinetic roles of ISR and Command, were soon to be 

augmented with more direct military roles too.  Appreciation of air power‟s “obvious 

advantage over surface means” was heralded by the airplane‟s long-anticipated role as a 

means to strike at the enemy on, and behind, his own lines.
17

  The epitome of air power‟s 

evolutionary path as a bottom-up process of emergence occurred on 1 November 1911. 

On that historic day, Lieutenant Giulio Gavotti, a reconnaissance pilot attached to an 

Italian artillery unit, decided that air power‟s true calling lay beyond mere observation.  

Unbeknownst to his chain of command, Gavotti took to the air with four grenades, and 

upon his own volition launched an aerial attack upon the Turkish camp at Ain Zara.
18

   

Gavotti‟s unlicensed marriage of the airplane and the bomb, whilst not injuring anyone, 

                                                 
12

 Air power, in a reconnaissance and communication role was first employed by the Italians in Libya 

during the Italo-Turkish War of 1911-12.  James Spaight, Aircraft in War (London: MacMillan, 1914), 8. 
13

 Frederick Talbot,                Dirigibles of War (London: Heinemann, 1915), 98.  
14

 Van Creveld, Command in War, 147. 
15

 Van Creveld, Command in War, 75. 
16

 Talbot,                Dirigibles of War, 100. 
17

 Douhet, The Command of the Air, 3. 
18

 Gerard De Groot, The Bomb: A Life (Cambridge, MA: Harvard, 2005), 2. 



42 

 

was reported as having “terrorized in the Turks.”
19

  Irrespective of the fact that air 

power‟s inaugural bombing raid was widely condemned as a gross defilement of the 

gentlemanly air of war, the gravitational attraction of the potential of aerial bombardment 

proved simply irresistible for military strategists.  By June 1917, “war from the air” was 

no longer constrained to the realm of close air support and the near-battlefield: 

interdiction had become a commonly employed role for air power; and with the Gotha 

raids on London, air power‟s deep strike role was actualized.
20

 A simplistic lexicon, 

containing only high-level terms such as air attack could not sufficiently define the 

breadth air power‟s roles.  Instead, it was recognized that air power‟s offensive roles 

required a greater level of granularity in their means of categorization if they were to be 

understood and thereby more effectively employed.  Consequently, a more expansive 

lexicon emerged.   

 Attack from the air came to be broken down into four broad categories: deep 

attack; counter-land operations; counter-sea operations and information operations.
21

  

Deep attack described the employment of air power to disrupt or destroy enemy centers 

of gravity and other important target sets including: an adversary‟s leadership; command 

systems; war production resources; fielded forces including reserves; and any other key 

supporting infrastructure.  Air power‟s counter-land missions were designed to maximize 

the synergy between air and land forces to gain and maintain a desired degree of control 

of the land domain by targeting fielded enemy ground forces and the infrastructure 

directly supporting them.  Three specific counter-land mission sets were to emerge: air 

interdiction;
22

 close air support; and air operations for psychological effect.
23

   

The third category of attack from the air, that of offensive counter-sea operations, 

rapidly evolved beyond Mitchell‟s ostensibly defensive demonstrations of air power‟s 
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ability to find and attack maritime threats to the US coastline.
24

  Indeed, a triumvirate of 

maritime-oriented missions emerged: the maturation of anti-surface warfare witnessed 

the RAF destroy 51 percent of Axis shipping; anti-submarine warfare came of age with 

Allied aircraft accounting for the sinking of over 47 percent of German U-boats in World 

War II;
 25

 and aerial mining became a new means of asserting control over Mahan‟s vital 

sea lines of communications.
26

 All missions would be added to the modern air power 

lexicon. 

Last, just as air power‟s attack roles against its sibling land and sea domains were 

captured, so air power‟s capability to attack the electromagnetic spectrum and cognitive 

realms were also identified under the predominantly non-kinetic umbrella mission set of 

information operations.  Air power, harnessed to deny an enemy free use of the 

electromagnetic spectrum was embodied in its electronic warfare mission; and operations 

designed to affect behavior, communicate intent, or project accurate information to an 

adversary, fell into the role of influence operations.  In sum, the plethora of offensive air 

power roles had soon been drawn together in a detailed lexicon that utilized a taxonomy 

based upon the specific target categories that air power could be employed against. It 

should not be surprising therefore that advocates, including Trenchard, espoused that air 

power was best employed as “a relentless and incessant offensive” tool.
 27

  But with the 

certainty of Newtonian physics, air power‟s offensive actions prompted an equal and 

opposite defensive reaction. 
28

   

As early as 1915, defensive developments in the form of pursuit aviation and 

ground-based anti-aircraft guns would result in the air domain, like land and sea before it, 

becoming a contested military medium.
29

  The nation that attained control of the air also 
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attained the potential to master the earth.
 30

  Consequently, counter-air missions 

composed of both offensive and defensive facets came to be included in air power‟s ever-

growing taxonomy.  Two main categories of missions were identified: offensive counter-

air; and defensive counter-air.  Regarding the former, offensive counter-air missions 

evolved to encapsulate air operations that focused upon the destruction, disruption or 

degradation of an adversary‟s air power, either by destroying aircraft on the ground, or as 

close to their home airfield as possible.  Offensive counter-air missions therefore 

included roles such as surface attack missions; air-to-air combat; suppression of enemy 

air defenses, and electronic warfare.  In contrast, defensive counter-air missions were 

regarded as air defense in its purist form, consisting of both active and passive elements.  

Active air defense evolved well beyond the concept of pursuit aviation and encapsulated 

any air operation aimed at detecting, identifying, intercepting and destroying enemy air 

forces.  Passive air defense represented an unconscious acceptance of Britain‟s Lord 

President of the Council, Stanley Baldwin‟s infamous statement that “the bomber will 

always get through” and included all measures taken to minimize the effectiveness of 

attack such as concealment, deception, dispersion, and today‟s stealth technologies.
31

 

Bookending the air power roles that emerged from the hostilities of World Wars I 

and II would be another non-kinetic function.  If the “eyes of air power” in the form of 

ISR were the first role in the military air power portfolio, it would be “the long arm of air 

power” in the form of air transport that would be the final addition.
32

  At the strategic 

level, the treacherous airlift corridor established across the wonderfully understated 

Himalayas Hump would reach out air power‟s long arm: an airlift effort that would prove 

to be essential to the Allies‟ sustainment of their war effort in China.  At the tactical 

level, aerial resupply to the battlefields of Burma facilitated what General Slim described 

as “the greatest defeat in the history of the Japanese Army.”
33

   The role of air mobility 

had come of age. 
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 The historical relevance of these four fundamental air power roles remains valid 

in the contemporary context.  Indeed, ISR, target-categorized air attack, control of the air, 

and air mobility all underpin UK and US air power doctrine and it is from these four 

fundamental roles that all of the aforementioned capabilities and missions flow.
34

  

Moreover, it is from these four roles that a coherent and “demystified” air power 

language and lexicon has formed.
35

  Air power‟s lexicon may therefore serve as a 

Khongian surrogate for cyber power‟s paucity of military operations terminology.   

 Former Secretary of the Air Force Michael Wynne wrote, “All aspects of air war 

will have some equivalent role in cyber war.”
36

  Such an assertion, without supporting 

evidence is guilty of Howard‟s charge of analogy being employed as a “lazy substitute 

for analytical thought.”
37

  This paper‟s framework therefore demands that these four air 

power roles be scrutinized for their applicability to describe cyber power. 

A Suitable Lexicon for Cyber Power? 

Considering first the role of ISR, Sun Tzu famously instructed that one should 

“know the enemy.”
38

  This mantra remains the very essence of ISR, whose activities can 

be summarized as those that contribute to the creation of the intelligence preparation of 

the battlespace, and provide commanders with a detailed knowledge and understanding of 

the enemy.
39

  From its inception, air power enhanced the commander‟s means of 

“knowing his enemy” in the air, land and sea battlespaces.  Can the same be said of cyber 

power?  At first glance, the longevity of the term CNE would suggest that this is the case.  

But CNE is defined as those intelligence collection capabilities conducted through the use 

of computer networks to purely gather data about an adversary‟s information systems or 

network infrastructure.
40

  To that end, CNE is focused purely upon the Fifth Battlespace 

and bounded to activities such as the scanning and enumeration of an adversary‟s 
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networks for security vulnerabilities.  This thesis concurs with Libicki‟s most emphatic 

assertion that intelligence of a target is the sine qua non of conquest in cyberspace: CNE 

is essential to enable plans to be built to exploit or attack an enemy‟s networks.  But it 

also contests that such a bounded definition for CNE renders it but one sub-category of 

cyber power‟s wider, more fundamental, ISR role.
41

  Moreover, this paper asserts that the 

value of the term CNE is questionable because its meaning has become overly diffuse.  

For example, the Joint Terminology for Cyberspace Operations employs the term Joint 

Intelligence Preparation of the Operational Environment (JIPOE), rather than CNE, for 

all cyberspace operations that identify or map network topologies and adversary 

capabilities for any specific kinetic operation.
42

  A more coherent titular alternative to 

CNE within the cyber lexicon is therefore suggested: Joint Intelligence Preparation of the 

Cyber Environment (JIPCE).  A further facet of this cyber ISR role is exposed by 

returning to Sun Tzu.  The Art of War posits that knowing the enemy is but one ingredient 

to success in battle: knowing oneself is of equal import.
43

  JIPCE therefore must be 

composed of both friendly and enemy-oriented facets if it is to be effective: the twin roles 

of JIPCE (Enemy) and JIPCE (Friendly) are therefore demanded.   

This paper‟s definition of cyber power is grounded in the ability to “use 

cyberspace to create advantages and influence events in its sibling operating 

environments.”
 44

  Cyber power‟s ISR role, like air power before it, must therefore not be 

constrained to its own domain: cyber-facilitated ISR must also focus the commander‟s 

directed telescope upon its sibling domains.  The simplest demonstration of the broader 

applicability of cyber‟s ISR role is the utilization of Internet search engines.  As 

WikiLeaks has most ably exposed, organizational security procedures are rarely infallible 

and cyber space‟s porous borders allow pan-domain, operationally critical information to 

leak into the public realm.
45

  Search engines, as well as more sensitive means, therefore 
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represent methods by which military cyber ISR can be employed to advance a 

commander‟s holistic understanding of an enemy.
 46

  Having thus confirmed that an ISR 

role exists in any future cyber taxonomy, this paper will now turn its analysis upon the 

role of cyber attack. 

Studies evidencing that the cyber domain can be employed for offensive military 

purposes abound.
47

  Indeed, a constant stream of strategic analyses considering warfare in 

the Fifth Battlespace have been produced since Molander‟s Strategic Information 

Warfare: A New Face of War, and Rattray‟s Strategic Warfare in Cyberspace provided 

the foundations for this ever-burgeoning body of academic literature.
48

   Theory has also, 

to a limited extent, been augmented by experience with the cyber-skirmishes of Estonia, 

Georgia, and most recently, Iran.  Moreover, the cyber lexicon acknowledges that attack 

options exist by the continued inclusion of the term CNA.
49

  Consequently, if literature, 

experience and doctrine all demonstrate that cyber attack is a very real threat, and a 

militarily useful tool, is any further advantage to be gained in analyzing the role of cyber 

attack here?  If this analysis is to add granularity to the definitions of operational 

cyberspace, the taxonomy of air power must be demonstrated to be applicable for cyber 

power.  Cyber attack is thus not viewed as a sui generis form of warfare, but rather that 

specific facets of air attack, if shown to marry with cyber attack, can help define the 

potential attack roles that cyber will play.  

This thesis identified that the main facets of air attack are: deep attack; counter-

land operations; counter-sea operations and information operations.  Considering first the 

role of deep attack, Owens et al noted that cyber attack could be used to disrupt or 
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destroy an adversary‟s C2 systems, air defenses, a nation‟s war-making infrastructure and 

industrial base, fielded forces, and war-fighting infrastructure.
50

  This potential target list 

closely resembles Warden‟s five-ring framework that details how air power can be 

employed to strike systematically at an adversary‟s center(s) of gravity and other key 

infrastructure.
 51

  Owens‟ argument is supported by Rattray‟s demonstration that cyber 

power can be employed against such an expansive target set.
52

  The Stuxnet worm has 

also put practical experience upon these theoretical bones to provide a glimpse of cyber‟s 

deep strike capabilities in the form of exploiting SCADA vulnerabilities from afar.  

Cyber power is therefore most definitely following in air power‟s footsteps of pursuing a 

deep strike role.  The allure of a new means to strike at the enemy behind his own lines, 

coupled with the security granted of cyberspace‟s ability to operate from unparalleled 

range, may prove as irresistible as Gavotti‟s marriage of the airplane and the bomb.  This 

temptation will be considered in more detail in the next chapter.   

The potential import of a counter-land role for cyber power is well demonstrated 

by consideration of contemporary land combat formations.  The US‟s 4
th

 Infantry 

Division, often referred to as the “Digital Division,” exemplifies the level of 

interconnectedness and cyber-dependency that has come to characterize the UK and US‟s 

NCW-era ground forces.
53

  The Digital Division‟s “combat lethality, survivability and 

speed are achieved through information age technologies and logistic efficiencies.”
54

  

Alberts and Hayes‟ Power to the Edge principles have been adopted, with cyberspace 

facilitating a revolution in command processes, typified by applications such as Blue 

Force Tracking and pull-oriented logistics chain methodologies.
55

  Assault upon C2 

systems and their associated data-links; network-enabled weapon systems; and their 
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supporting logistics chain, all represent means by which cyber power can potentially be 

employed synergistically with sister domain capabilities to degrade an enemy‟s land 

forces.   

Air power‟s counter-sea role has been represented in this paper by the destruction 

of Axis surface and sub-surface fleets.  Cyber-power‟s potential counter-sea role, whilst 

not as dramatic as the depiction of air power‟s destructive capacity, could prove to be no 

less effective or efficient.  To expand, on 21 September 1997, the cruiser USS Yorktown 

was on maneuvers as part of the Smart Ship Program off of the coast of Virginia.  The 

attack the Yorktown experienced was nothing more dramatic than one of the ship‟s crew 

entering a zero into a database field.  The effect was the complete failure of the ship's 

propulsion system.
56

  The image of the USS Yorktown, stricken in the waters of the 

Virginia littoral, paints a striking contemporary equivalent of the Ostfriesland.
57

  A 

modern warship, dead in the water due to the most simple of programming flaws, 

represents just one means of how a savvy cyber operator could seek to attack maritime 

forces without the need to fire a single missile or drop a single bomb.
58

   

The potential of counter-air cyber attack, at the most obvious level, conjures 

sensationalist images in the mind‟s eye‟s of a manned aircraft‟s fly-by-wire flight 

controls being hacked into; or an armed UAV‟s remote control system being hijacked.
59

  

But less dramatic, yet arguably more plausible cyber attacks against our nations‟ air 

forces have already taken place.  For example, the widely reported theft of data regarding 

the Joint Strike Fighter does not simply represent a means by which an adversary‟s own 

platform development cycle can be accelerated.
60

  Early access to terabytes of design data 

may also provide a means by which an aircraft could be analyzed for weakness: a version 
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of what Bunker describes as “cyber stripping” of stealthy and defensive design.
61

  It was, 

after all, General Dodana‟s analysis of stolen data that led to the realization of the Death 

Star‟s weakness.  Only then could Luke Skywalker know to aim his photon torpedo into 

the single thermal exhaust port that would cause the devastating chain reaction.
62

 

The last facet of air power‟s attack roles to be considered is that of Information 

Operations and whether cyber power has a role to play in targeting the cognitive and 

electromagnetic realms of an adversary‟s decision making process.  Information 

Operations‟ doctrine defines the information environment as “the aggregate of 

individuals, organizations, and systems that collect, process, disseminate, or act on 

information. The information environment is made up of three interrelated dimensions: 

physical, informational, and cognitive.”
63

  This paper‟s definition of cyberspace 

emphasizes that it is a man-made physical domain, constructed for the purposes of 

informational exchange, to support the ends of creating effects.   As Murphy points out, 

the rapid evolution of the information environment has caused the “information weapon” 

to rise in importance.
64

  The growth of cyber power has been the driving force behind this 

evolution and as Kuehl notes, cyberspace now constitutes a key element of the 

informationalized battlespace through which “strategic influence is conducted.”
65

 

Consequently, cyber power has a core and ever-expanding role to play in future 

Information Operations campaigns.   

Air power‟s offensive roles have all been demonstrated to have an equivalent in 

the cyber domain, and a range of terms has been identified whose descriptive potential far 

exceeds the current poor fare of CNA.  But the allure of the offense will not lead this 

thesis‟ analysis astray into the Douhetian folly of ignoring one‟s defense.
66

  Rather, 

validation of cyber power‟s offensive roles demands an examination of the defensive 

facets of cyber power and the third major role of cyber power: control of cyberspace.   
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Whilst the potential role of control of cyberspace is absent from the Joint 

Cyberspace Lexicon, the term cyberspace superiority is defined: “the degree of 

dominance in cyberspace by one force that permits the secure, reliable conduct of 

operations by that force…without prohibitive interference by the opposing force.” 
67

  

Moreover, the definition‟s striking similarity to that of air superiority is also iterated.
68

  

But as air power doctrine states, air superiority is simply a degree of control over a 

specified portion of the air domain.
69

  This thesis therefore argues that one cannot have 

cyber superiority without an equivalent umbrella role: control of cyberspace.     

Control of the air, as has been described earlier in this chapter, is composed of 

both offensive and defensive counter-air operations.
70

  Control of cyberspace, in 

demanding a degree of freedom of action for oneself, whilst inhibiting an adversary‟s 

freedom of maneuver, is also likely to have offensive and defensive facets.  This thesis 

therefore posits that control of cyberspace is composed of offensive counter-cyber 

operations and defensive counter-cyber operations.   

Offensive counter-cyber activities, founded upon the principle of destroying the 

enemy‟s offensive capabilities before they can be employed to inhibit one‟s own freedom 

of maneuver, include two distinct sub-roles that have parallels with air power: attack 

against an enemy‟s cyberspace forces and capabilities; and suppression of enemy cyber 

defenses.
 71

  Cyberspace, composed as it is of physical, electromagnetic, and 

informational elements, can potentially accommodate attacks via any of these vectors.  It 

is therefore important to note that offensive counter-cyber effects are not constrained to 

actions conducted purely within the cyber domain.  Kinetic attack could be launched 

against important server farms and physical network infrastructure; electronic warfare 

and directed energy weapons could be employed against the wireless medium or 
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processors; and the more familiar military cyber capabilities such as malware and botnets 

are also likely to endure.        

Just as offensive counter-cyber has been demonstrated to be multifaceted, so too 

are defensive counter-cyber operations.  This paper suggests that cyber defense, like air 

defense, consists of both active and passive elements.  Active cyber defense encapsulates 

all cyber operations aimed at detecting, identifying, intercepting and destroying enemy 

forces attacking via the cyber domain: anti-malware detection; firewalls; intrusion 

detection systems; and incident response teams all fall within this role.  Passive cyber 

defense, to paraphrase Baldwin, acknowledges that “the hacker always finds a way 

through.”  Thus passive cyber defense includes all measures taken to minimize the 

effectiveness of attack such as: concealment and redirection; forms of military deception 

including honey-pots; and designed-in resilience via robust back-ups, patching, tight 

privilege control processes, and dispersion.
72

  As will be shown in the next chapter, the 

import of passive defense to the cyber warrior cannot be over-emphasized because as 

Libicki notes, there is no such thing as forced entry in cyberspace: all elements of a 

computer network are ultimately under the control of the owner.
73

  In the cyber domain, 

if one‟s adversary always finds a way through, it is only because we have created the path 

for the belligerent to exploit.        

 An analogical analysis of the concept of control of the air has demonstrated that it 

has applicability in the Fifth Battlespace.  Moreover, the breadth of sub-ordinate control 

of cyberspace activities demonstrates the inadequacy of the current cyber lexicon.  CND, 

like the terms CNE and CNA, has once again been exposed as inferior in comparison to 

adaptation of the lexicon of air power.   

 The final role in military air power‟s portfolio to be considered is that of mobility.   

Air mobility extends the reach of military forces, and facilitates flexible, rapid, and 

timely options to apply strategic influence in kinetic and non-kinetic crises.
74

  In short, air 

mobility grants the UK and US the ability to deliver and sustain expeditionary forces, 
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logistics support, and infrastructure into theatre with the minimum of delay.
75

  Trias and 

Bell, in their analysis of cyber power, contest that air mobility has an equivalent role 

within the cyber domain: cyberlift.
76

  Their argument is founded upon the premise that 

cyber mobility, by delivering a payload of information to theatre, represents an increase 

in the operating range of military forces.  “Getting the right information, to the right 

person, at the right time,” has long been the strap-line of the NEC and NCW 

communities; however, this paper contests that employing the long-arm of the Fifth 

Domain to transfer software patches, email, and imagery, whilst important, cannot mirror 

air power‟s ability to sustain a kinetic fight, or feed a starving populace.  Packets of 

information are not the cyber equivalent of pallets of ammunition and paratroops, so 

essential to sustain Slim‟s battlefields of Burma.  Cyber power, in terms of the 

informationalized battlespace, provides the means by which “strategic influence is 

conducted” from afar, but it does not have the ability to deliver and sustain expeditionary 

forces, logistics support and infrastructure into theatre.
77

  This paper therefore concludes 

that Wynne is wrong: not all aspects of air war will have an equivalent role in cyber 

war.
78

  Air power‟s role of mobility does not have a place in the cyber lexicon. 

Conclusion 

This chapter has picked up the cognitive gauntlet thrown down by Douhet and 

Cartwright.   The prism of air power has been applied to cyber power and a spectrum of 

cyber roles, more glorious in color and richness than the contemporary equivalents of 

CNA, CNE and CND, have been exposed.  A coherent and demystified cyber lexicon has 

been proposed.  A lexicon that, at the top level, identifies a Clausewitzian triumvirate of 

roles for cyber power: ISR; cyber attack; and control of cyberspace.  Within each of these 

roles, subordinate cyber missions have been identified.  Within the ISR role, as well as 

providing support to cyber‟s sibling domains, the missions of JIPCE (Friendly) and 

JIPCE (Enemy) have been proposed.  In terms of cyber attack, the roles of deep attack; 
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counter-land; counter-sea; and information operations have all been demonstrated to have 

applicability.  Last, the core function of control of cyberspace was considered, and a case 

presented to support the need for offensive and defensive counter-cyber operations, the 

latter being composed of both active and passive functions.      

But an applicable lexicon is only half of the battle.  For the consequences of Babel 

to be avoided, the Kuhnian challenges of adoption must still be overcome.  This 

framework to define cyber power‟s roles does not stand without competition.  For 

example, Alford proposes a more chronological and action-driven taxonomy, 

deconstructing cyber attack into the subordinate functions of infiltration, assault, 

manipulation and raid.
79

  But the failing of taxonomies such as Alford‟s, in comparison to 

this thesis‟ utilization of air power‟s lexicon, is that it does not bound specific target sets 

and capabilities. By not specifying target-sets, you are not specifying the target capability 

one wishes to disarm the enemy of.
80

  Furthermore, in taxonomies like Alford‟s, or the 

extant terms CNA, CND and CNE, military cyberspace‟s fuzzy borders remain 

cognitively porous.  Cyber attack does not exclude terrorists, criminals, perpetrators of 

commercial and state espionage, or amateur hackers.  In contrast, this paper‟s taxonomy 

serves to bound the military problem space.  By defining discrete military roles that cyber 

forces must satisfy, this paper reiterates Ryan and Ryan‟s conclusion that cyber warfare is 

“first and foremost, warfare.”
81

  Terrorism, crime, and espionage, whilst acknowledged as 

being important national security issues, are deliberately excluded to ensure that the 

pressing challenge of forging coherent military forces is not diverted.    

Now that this paper is armed with clearly articulated roles for cyber power, their 

relative import will be assessed.  This will be the subject of next chapter‟s analysis of 

competing cyber paradigms.  But it is important to highlight that the perils of analogy 

remain present in this analysis.  For example, the title deep attack has been employed 

herein, rather the terms strategic or independent cyber attack used by Molander and 
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Rattray.  As noted in Chapter 2, unintended analogical inference can be the by-product of 

lazy or emotive language.  This paper contests that there are insidious biases inherent in 

these latter terms that a cyber lexicon must avoid: strategic can be misinterpreted as 

important; and independent can bias organizational structures and investment focus.  The 

ensuing analysis will consider future cyber developmental choices, exposed and 

hopefully immunized to this bias.   

A final disadvantage inherent in this thesis‟ use of analogy is that mapping air 

power‟s extant taxonomy to cyber does not expose where cyber power may have roles 

that simply do not exist in air power.  This analogical framework therefore only serves as 

a springboard for the development of cyber power‟s taxonomy and future inductive study 

is demanded. 
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Chapter 4 

 

THE STRATEGIC DIMENSION OF THEORY AND DOCTRINE - THE PERILS OF 

COMPETING PARADIGMS 

 

Resign oneself to submit to enemy attacks in order to use all possible means for 

launching the greatest offensives against the enemy. 

          --   Giulio Douhet,  

                                                      The Command of the Air 

A mere bald-headed unreasoning offensive, simply for the sake of the offensive, is 

unlikely to be any more effective today than it was in 1914. 

                                           --     J. C. Slessor,  

                      Air Power and Armies 

 There is no silver bullet against information warfare attacks. 

             --    Dorothy Denning,  

      Information Warfare and Security  

Armed with a framework for a revised cyber lexicon, this thesis has completed the 

first step demanded of a theory of cyber warfare: a taxonomy of foundational terms and 

roles, drawn from the evolution of air power, has been introduced and defined.
1
  But as 

Winton notes, for a theory to have utility, it must also connect these foundational 

elements so that they can be treated as a comprehensive whole.  Unfortunately, “the 

compelling need for a comprehensive, robust and articulate cyberpower theory,” to 

describe the relationship between these foundational elements remains unsated.
2
    

The strategic peril inherent in this cognitive void cannot be understated.  As 

Cornish asserts, guiding strategy and doctrine is “essential to the creation and 

development of a national cyber warfare capability.”
3
 Gray‟s dimensions of strategy 

provide academic credence to this statement when highlighting that it is theory, as the 

body of ideas and thinking, that drives strategic behavior and provides guidance to 

military forces.
4
  Theory is the foundation upon which all preparation for war is built.  If 

operational cyber capabilities are to be developed and employed as a comprehensive 
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whole, rather than as emergent individual elements, a surrogate theory for military 

cyberpower is therefore demanded.  Herein lies the Khongian risk that the lack of a 

unifying theory of military cyber power presents.  The focus of this paper‟s macro-level 

analysis will therefore now be turned upon air power‟s guiding theories to assess their 

utility to help safely steer the evolution of cyber power through its current interregnum, 

and until its own inductive theory reaches a level of maturity whereupon it is fit to 

assume cognitive sovereignty.   

But a caveat must also be made at this point.  Theory is vitally important, but as 

has already been noted, it is an imperfect jewel and can never be more than a cognitive 

guide.  As Clausewitz rightly cautioned: “Theory cannot equip the mind with formulas 

for solving problems, nor can it mark the narrow path on which the sole solution is 

supposed to lie by planting a hedge of principles on either side.  But it can give the mind 

insight into the great mass of phenomena and of the relationships, then leave it free to rise 

into the higher realms of action.”
5
  The following analysis‟ consideration of air power‟s 

guiding theories will therefore not seek to reach a digital conclusion that one air power 

theory fits cyber power‟s needs best.  Instead, contrasting air power theories will be 

considered as potential surrogates for cyber power.  Analysis of each paradigmatic school 

of thought will aim to expose the perils inherent in each theoretical broad path, and 

thereby help to better define the relationships between cyber‟s competing core roles.  In 

turn, a surrogate theory, if built upon a broad awareness of these perils, can help free 

leadership to focus on the many challenges that rest within cyber power‟s higher realms.    

At the micro level of this thesis‟ analysis, Khong‟s AE Framework demands that a 

list of possible cyber regents be drawn up.  Many of air power‟s roles, as has been 

demonstrated, first emerged during the cauldron of hostilities of World War I.  It is not 

surprising therefore that air power‟s intellectual leadership including Douhet, Mitchell, 

Trenchard, and Slessor, reflecting upon this experience, came to the fore in the respite of 

the interwar period.
6
  Aware of the risk of reductionism and over-polarization of the 

argument, this thesis suggests that air power‟s founding fathers can be gainfully analyzed 

by dividing them into two broad paradigmatic schools that dominated air power‟s 
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formative era of cognitive and organizational development: a Douhetian paradigm and a 

Slessorian paradigm.
7
   

The Douhetian paradigm is founded upon the promise of air power to bypass an 

enemy‟s armed forces and strike at the heart of society or leadership.
8
  Groves captured 

the implication of the Douhetian paradigm perfectly:  air defense was regarded as 

inefficient folly.
9
  Consequently, as Douhet proposed, one should resign oneself to submit 

to attack, to better employ all possible means for launching one‟s own great offensive.
10

  

The only logical course that a nation could employ, if it was a student of the Douhetian 

school of thought, would be a “policy of aerial offensive-defense”: a policy
 
dominated by 

the unleashing of air power‟s deep strike capability against the “heart and nerve centers” 

of its enemy.
11

  This paper therefore suggests that the adversary, in the Douhetian 

paradigm, is not represented as an enemy‟s fielded forces but rather as a societal network 

of networks akin to Lord Tiverton and Gorrell‟s early articulation of industrial web 

theory.
12

   

In contrast to the Douhetian paradigm, the Slessorian school of air power theory 

does not focus upon society or industry as a singular, all-dominating center of gravity, but 

instead, presents a more multi-faceted and nuanced picture of air power‟s key roles.  

Proponents of the Slessorian paradigm emphasize that the “first and foremost” 

commitment of an air force is the defense of one‟s own nation against air attack.
13

  

Intimately connected with this commitment is the provision of air force elements to co-

operate with its sibling services in theatre: counter-domain roles are therefore emphasized 
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before deep strike.
14

  In representing the enemy‟s center of gravity as the decisive defeat 

of his fielded armed forces, the Slessorian School is presented as being akin to an air 

power annex to Clausewitz‟s On War.
15

   

If air power theory is to help guide the UK and US‟s preparation for cyber war, 

should a more Douhetian philosophy be adopted?   What perils lie in wait on a path that 

accepts Denning‟s assertion that there is no silver bullet against cyber assault, and leads 

nations to decide that minimal military means should be diverted from launching 

offensives against the enemy?
16

  Or should Slessor guide cyber‟s strategic hand?  A path 

grounded in the recognition that a nation must be prepared to parry an adversary‟s cyber 

blows if it is to be left with the means to strike back with its military forces?
17

       

Bypassing the Conventional War – The Perils of a Douhetian Cyber Paradigm 

 Molander predicted that the evolution of strategic warfare would “include a 

dimension of cyberspace threats and vulnerabilities worthy of the label strategic 

information warfare.”
18

  This thesis concurs with Freedman‟s excellent argument that to 

label any form of war as strategic is nonsensical: strategy is a feature or war, rather than a 

type of warfare.
19

  To label cyber power a strategic form of warfare is therefore not only 

guilty of insidious analogy, but also flawed understanding.  Information warfare, as 

Libicki states “only looks strategic.”
20

  In actuality, the term strategic information 

warfare, like strategic bombardment and strategic air power before it, applies to nothing 

more than a function: cyber power‟s deep strike ability to bypass the conventional 

battlefield and potentially strike at the heartland of the enemy via the Fifth Battlespace.  

This thesis therefore concludes that the term strategic must never be employed in the 

cyber lexicon to describe any Fifth Battlespace function.  But cognizant of the ill-titled 

nomenclature of strategic information warfare, the role it represents is characteristic of 

the features of a Douhetian cyber paradigm and hence must be considered here.   
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 Whilst Molander‟s predictions for cyber power have not yet come to pass in terms 

of demonstrated military experience, cyber power‟s deep strike role has certainly come to 

exist in terms of expectation, and of perceived threats and vulnerabilities.
21

  The problem 

herein for this analysis is how to assess the potential of a Douhetian cyber paradigm 

without the crucible of experience to expose the strengths and weakness of such a path.  

Rattray‟s work provides a solution.  In his book Strategic Warfare in Cyberspace, Rattray 

derived enabling conditions for strategic air warfare.
22

  If these conditions are applied to 

contemporary cyber power, they could expose the strengths and weaknesses that are 

presented by the adoption of a Douhetian preference towards deep strike.  Foremost 

among these enabling conditions were: a demonstrable offensive advantage; and the 

existence of an exploitable vulnerability in the selected center of gravity.
23

  

 First, considering cyber power in terms of offensive advantage, Cornish 

emphatically states that cyber warfare demonstrates “offensive dominance.”
 24

  As a 

strategic method, he concludes that offensive cyber action is easier, quicker and usually 

cheaper than defensive action.  But this analysis cites the unfounded assertions of cyber 

practitioners and advocates such as Miller who foretell that it would take just two years, 

less than $50 million, and only 600 personnel to paralyze the US by cyber attack.
25

  Such 

categoric numerical prediction resembles Douhet‟s analysis of the “Martyrdom of 

Treviso” to demonstrate the destructive capacity of air power.
26

  But finding exploits in 

MacBooks and iPhones does not represent a cyber equivalent to Douhet‟s images of 

explosive, incendiary and poison-gas bombardment.
27

  Neither Miller nor Cornish 
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demonstrate how such attacks would scale up to paralyze a nation; nor do they explain 

the mechanism by which ultimate achievement of political ends is accomplished via 

purely offensive cyber means.
28

   

 Air power‟s freedom of action led to the offensive advantage of the aerial weapon 

being regarded as the primus inter pares principle of the Douhetian paradigm.
29

  But as 

Douhet‟s analysis demonstrates, it is easy to overstate the effects that freedom of action 

can achieve.  Moreover, it is easy to overlook Clausewitz‟s warning that war is not an 

exercise of the will directed at the inanimate matter of buildings and industry; or 

hardware and software.
30

  A constant in the nature of cyber war, as it is in war from the 

air, is that will is still directed at an animate enemy who reacts.    

 History demonstrates that air power‟s Douhetian school oft underestimated the 

animate nature of an adversary, evidenced in the form of the impact of defensive 

innovations: radar; radio; the Royal Observers Corps; and high performance pursuit 

aviation were all combined to deadly effect in Dowding‟s air defense “systems of 

systems.”
31

  And Douhet, who repeatedly asserted that “the use of antiaircraft guns is a 

waste of energy and resources,”
32

 may have been forced to surrender this stance in light 

of the devastating losses that British and American crews suffered over German cities.
33

  

Whilst the physical destruction of offensive cyber forces is not likely to be a primary 

means of reducing a cyber offense‟s freedom of maneuver, the import of the anomaly of 

defensive innovation must augment any Douhetian-oriented cyber paradigm.
34

  Cyber 
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power‟s dynamic defensive capabilities will continue to evolve: intrusion detection 

systems and network monitoring tools, akin to a cyberspace radar, will improve an 

adversary‟s defensive situational awareness in the Fifth Battlespace; and anti-malware 

and boundary protection devices, analogous to digital antiaircraft batteries, will 

perpetually develop and increase the chances of offensive forces being intercepted.  

Theory, if it is to be useful, demands a degree of longevity.  The dynamic nature of the 

cyber domain, even if cyber power is assumed to have offensive dominance at present, 

does not guarantee that the relationship between offense and defense cannot be reversed 

via defensive innovation.  The offensive dominance characteristic of cyberspace, if it 

exists, must therefore be acknowledged to be a temporal feature that must be revisited 

and re-evaluated within each generation‟s contemporary context.       

 Even when freedom of maneuver has been established, air power‟s history 

reminds advocates of the Douhetian paradigm that some centers of gravity demonstrated 

very limited vulnerability to aerial bombardment: the need for constant vigilance 

regarding the fungibility of the offensive military cyber instrument is highlighted 

herein.
35

  For example, Murphy stylizes the cyber attack on Estonia as Clausewitzian, in 

the sense that its intent was to create mass social panic.
36

  This thesis suggests that the 

employment of cyber power in Estonia, if its ends were to achieve victory via mass social 

panic misrepresents Clausewitz, and is instead a contemporary equivalent of Trenchard 

and the Douhetian paradigm.
37

  Sympathetic readers of Murphy and Miller should reflect 

that Trenchard‟s “twenty to one” assertion, regarding the ratio of moral to material effect 

of aerial bombardment, has proved to be unfounded.
38

  Moreover, aerial bombardment‟s 

inability to fashion the moral of a populace into a targetable center of gravity had long 

been predicted.  Indeed, Churchill himself presented on the improbability that air attack, 
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aimed at a civilian populace, would compel a nation to surrender and could instead 

harden the resolve a people‟s combative spirit.
39

  Is it realistic to expect that if the 

firestorms of Dresden could not crush the spirit of the German people, surely even the 

most all-encompassing cyber assault would struggle to paralyze the UK or US?  Libicki‟s 

analysis proves that whilst living in a world without electricity, telecommunications or 

financial services is “wearing after a while,” such hardships are not, by themselves, fatal 

to human survival or an orderly society.
40

  This conclusion will be revisited in the next 

chapter‟s consideration of the limitations of independent cyber action, but in the context 

of the current dimension of analysis, it also ably serves to demonstrate that the over-

expectation of cyber power‟s efficacy must be guarded against if a Douhetian paradigm is 

adopted.   

Douhetian disciples may therefore consider that the societal network of networks 

against which cyber power is best suited is instead the industrial and economic web.  

Indeed, a great many pages of cyber literature have been dedicated to describing the 

paralyzing effects of an attack on Wall Street or the London stock exchange.
41

  

Experience would also seem to support that a cyber adversary may attempt to exploit 

such a threat vector.  For example, many of the 2007 attacks on Estonia were targeted at 

its financial institutions.
42

  But post-World War II analysis of the economic effects of 

aerial bombardment may contain a useful cautionary tale for cyber strategists tempted by 

this line of argument: a cautionary tale that has led many authors to concur with Arthur 
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Harris that no German economic “Achilles heel” existed.
43

  The panacea of a vulnerable 

industrial network of networks, that would unravel Hitler‟s war machine by simply 

unpicking a few key stitches, did not materialize.
44

   

Analysis of the Allies‟ protracted aerial assault exposes the unexpected degree of 

resilience, spare capacity and reserves Germany possessed that helped dissipate the 

anticipated strategic effects.  Indeed, the British Bombing Survey reported that German 

war production losses via aerial bombardment were only around one percent.
 45

  

Coincidently, analysis of the economic impact of cyber attacks shows that targeted firms 

tend to suffer losses of a similar factor: in the region of one to five percent.
 46

  Moreover, 

these losses are soon recovered because as Bassett notes “in mounting an advanced 

cyber-attack, the perpetrators reveal their methods and techniques and thus provide the 

defender with the means to evolve effective counter-measures. A stock exchange with a 

robust approach to resilience and a strong event management structure should be able to 

recover effectively from anything other than a catastrophic first strike.”
47

  If air power is 

to act as cyber power‟s guide, history would suggest that the probability of such a 

catastrophic strike is exceedingly low: “whatever the target system, no indispensable 

industry was permanently put out of commission by a single attack.  Persistent re-attack 

was necessary.”
48

  The lesson herein for cyber power is that although offensive advantage 

may be leveraged, the effects that can be achieved from that offense may be significantly 

lower than anticipated.  The enemy is animate and his cyber efforts to react to, and 

recover from, an economic cyber assault may prove more robust and efficient than the 

ISR and deep strike cyber resources required to launch and sustain such an assault.  The 

intelligence and offensive resources demanded should also not be underestimated, for as 
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Pape posits, if an economic strategy is to have any chance of success, reliable economic 

metrics from across the target industry must be available and monitored to determine the 

efficacy of the targets being attacked.
49

  Applying this logic to the context of cyberspace, 

once hostilities are launched, such information is unlikely to be easily available as an 

adversary‟s virtual drawbridges are raised.
50

  The cyber role of ISR is therefore a crucial 

pre-requisite for successful deep strike operations in the Fifth Battleapce.   

 The perils inherent in a Douhetian cyber paradigm have been demonstrated to be 

legion; however, the fifth aspect of Khong‟s AE Framework, that of ethics and the 

evaluation of “moral rightness,” also demands consideration at this point.
51

  Adams 

adopts a Trenchardian tone when suggesting that “private citizens are on the front line of 

twenty-first century warfare.
52

  Clarke goes further in his assertion that “the most likely 

targets” in a cyber war will be civilian.
53

  Moreover, referring to the National Military 

Strategy for Cyber Operations, he contests that this ethical pitfall remains open because 

civilians have not been declared “off limits” to offensive cyber operations.
54

  To accept 

Clarke‟s conclusion is to ignore the tome of Western academic and political study that 

has been devoted to the development of legal frameworks to govern offensive cyber 

power.
55

  But cyber space‟s deep strike role certainly has the potential to represent a 

contemporary equivalent to Freedman‟s recognition that strategic bombardment was 

defined by “a blurring of the targeting boundaries between the military and civilian 

spheres of society”; a blurring that this paper suggests was not resolved with the cessation 

of hostilities.
56
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 After World War II, the Strategic Bombing Survey specifically recommended that 

targets should be selected that were difficult to disperse or harden.
57

  But the Fifth 

Battlespace, by its layered nature, is likely to see significant portions of military 

cyberspace dispersed and hardened.
58

  If legitimate military information infrastructure 

targets become harder to attack, Adam‟s conclusions may appear more palpable: cyber 

power could be considered against the archipelagoes of vulnerability that have least 

flexibility in terms of responsiveness and recovery options.
59

  Such targets include Air 

Traffic Control systems, and national power generation systems,
60

 so often cited by 

cyber„s “Cassandras” as potential targets today.
61

  Whilst the UK and US may consider 

the employ of cyber power against such targets as a gross defilement of the ethical 

principles of war, Freedman‟s consideration of air power‟s development leads him to the 

conclusion that a preoccupation with new offensive means has sometimes resulted in too 

little consideration of the purposes for which such means might be employed.
62

  Could 

the gravitational pull of cyber‟s deep strike role prove as irresistible as Gavotti‟s marriage 

of the airplane and the bomb?
63

  Whilst the answer to such a question is known only to 

the future, one thing is certain: it is the military that will be charged to council political 

leaders regarding cyber power‟s deep strike role.  This thesis asserts that the burden of 

responsibility must fall upon the shoulders of military cyber leaders to protect against the 

Douhetian allure of the “technological sublime,”
64

 and the pitfall of ethically questionable 
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cyber employ that lies therein.
65

  Any theory of cyber power must therefore be mindful of 

Churchill‟s reflection:  “The destruction of Dresden remains a serious query against the 

conduct of Allied bombing . . . I feel the need for more precise concentration upon 

military objectives, such as oil and communications behind the immediate battle-zone, 

rather than on mere acts of terror and wanton destruction, however impressive.”
66

 

Power to the Edge – The Perils of a Slessorian Cyber Paradigm 

 Churchill‟s emphasis that air power should concentrate upon military objectives 

within the “immediate battle-zone” chimes with the core tenets of this thesis‟ Slessorian 

paradigm: air force elements co-operating with sibling services to defeat an enemy‟s 

army in theatre, not merely by striking tactical formations, but also via interdiction.
67

  

Patrick, an American founding member of the Slessorian school, commented that the 

major functions of military aviation should be to: assist the ground forces by destroying 

enemy air forces; attack enemy ground and maritime forces; and protect oneself from 

enemy attack.
68

  Both Slessor and Patrick therefore are presented as placing a common 

emphasis upon the defensive role that air power has to play; augmented by an offensive 

role primarily founded in the functions of counter-air and counter-land operations.
69

 

 Considering first the Slessorian emphasis upon defense, this thesis has suggested 

that air power and cyber power both serve as contemporary metaphors for Siena‟s walls: 

the challenge to a state‟s ability to maintain and secure its borders.
70

  For Lorenzetti‟s 

Allegory of Good Government to be realized, defensive efforts to secure Siena‟s walls 

must be attempted if internal discord is to be averted.
71

  This is a challenge that a 
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Douhetian “offensive-defense” strategy fails to satisfy:
72

 cyber offense does not 

demonstrate to a population that the immediate cyber integrity of the state is being 

defended.  A Slessorian emphasis upon the import of cyber defense, and demonstrated 

control of friendly cyber space, would seem to negate this risk.  But Denning is correct in 

her assertion that there is no single silver bullet against cyber attack.  The strength of a 

Slessorian cyber paradigm is that neither does there need to be!
 73

  Slessor stated that it is 

impossible to deny the air to a determined enemy.
74

  But he also recognized that the 

Gothas‟ bombing of London could not have led to defeat of British forces in the field.  

Instead the Gotha raids represented a political risk that the Government would be 

perceived as leaving London unprotected.
75

  History demonstrates that societies can be 

remarkably hardy centers of gravity, as long as it can be demonstrated that defensive 

efforts are being made.  As Michael notes, the defensive cyber arena has become a highly 

politicized problem space: as such it mirrors air power‟s experience in 1917.
76

  The 

defensive role of air power in the Slessorian paradigm is therefore not to overwhelm itself 

by seeking to craft a silver bullet of cyber defense that can protect all facets of society, 

but instead to satisfy the political demand that sufficient effort is being made.  

Consideration of a Slessorian paradigm also exposes the requirement for any cyber 

lexicon to better facilitate the articulation of defensive cyber efforts to the populace writ 

large.   

 But the danger posed by the political fear of a cyber breaching of Siena‟s walls 

presents a most pertinent risk if a more Slessorian-influenced paradigm is adopted.  

General Kehler stated that “The offense always has a strong advantage, overwhelming, 

subverting, or defeating static defenses.”
77

  In contrast, Libicki when considering the 
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passive defensive strength that the cyber domain can demonstrate, suggests that system 

administrators can apply the “blunt” tools of physical control to ably protect an 

information infrastructure under siege: fiber and wire connections can be severed; 

electromagnetic emissions can be jammed; hard-tokens and biometric access measures 

can be strictly employed; and manual over-ride measures can be designed into any 

system.
78

  The danger herein for a graduate of the Slessorian school is not that Siena‟s 

cyber walls will fail because they are weak; or that like the Maginot Line, they will fail 

because they are static; instead, the paradox that exists for a theory of cyber power is that 

defenses will fail if they are built too securely.
79

  A Slessorian paradigm must therefore 

guard against defensive over-reaction if that over-reaction serves to cripple one‟s own 

freedom of maneuver in the Fifth Battlespace, and thus undermines the effects that 

leveraging of cyberspace is facilitating in the world beyond Siena‟s walls.   

 This thesis turns now to consider Slessor‟s argument that control of the air was 

simply a stepping stone to facilitate the leveraging of air power‟s counter-land role to 

strangle and decisively defeat an adversary‟s land forces.
80

  If cyber warriors are to fulfill 

their destiny as the “midwives of victory,” any Slessorian paradigm must also recognize 

that delivery of military success will ultimately be facilitated by information-enabled 

sibling services in the physical domain.
81

  A peril inherent in such a philosophy is that 

military cyber power is presented in a predominantly auxiliary role, the negative 

connotations of which will be considered in the next chapter.  But within the current 

analysis of the perils of a Slessorian paradigm, placing too great an emphasis upon cyber 

power‟s enabling role, to support counter-land operations and its sister domains, also 

poses the danger of striking a most Faustian of bargains.
82
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 As Alberts and Hayes note, “power to the edge” organizations seek to become 

more powerful by bringing all of their information and military assets to bear upon an 

adversary.
83

  But herein rests a further paradox inherent in cyber power: the more 

information is leveraged by its sister domains, so the potential to introduce new 

vulnerabilities and dependencies also increases.  As the Tofflers correctly observed, “the 

sword of knowledge cuts two ways.”
84

  So like Faust, if UK and US NCW-era forces are 

overly ambitious and transformational in seeking to become Slessorian “power to the 

edge” organizations, they may well do so at the cost of surrendering their own cyber 

integrity.  A military over-reliance upon cyber power to facilitate operations could 

become a Clausewitzian Centre of Gravity: not from an adversary‟s making, but from our 

own unchecked ambition. A Slessorian cyber paradigm that becomes overly offense-

oriented in terms of its auxiliary role must be cognizant of this dynamic.  Failure to do so 

ignores that risk that Munro highlights: an over-leveraging of information, coupled with 

the fragility of cyber power, could witness a numeric superiority of one hundred to one 

change on the turn of a fuse.
85

    

Conclusions 

 This chapter has defined and analyzed two broad paradigmatic schools of air 

power theory: a Douhetian paradigm; and a Slessorian school of thought.  The guiding 

hand of each of these air power bodies of opinion has been analyzed, and their utility to 

help safely steer cyber power‟s pressing development requirements considered.  But Gray 

reminds us that the allure of any guiding theory to “capture the minds of supposedly 

practical people should not be underestimated.”
86

   The perils inherent in the application 

of a wholly Douhetian or Slessorian cyber paradigm have therefore been emphasized.  

 Analysis of a Douhetian paradigm has identified numerous pitfalls that any 

guiding theory of cyber power should seek to avoid.  First, it has been contested that the 

offensive dominance of cyber power‟s character cannot be assumed.  As Lonsdale 

succinctly notes, cyber power‟s future must be grounded in contemporary reality: “Future 
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force structure, doctrine, strategy and general preparation for war should reflect the 

nature of warfare and not some idealized vision of potential.”
87

  Cyber power‟s future 

offensive capability therefore cannot be assumed to be a linear extrapolation of the 

limited contemporary capabilities and vulnerabilities currently demonstrated.  Neither 

must any guiding theory be founded upon the erroneous assumption that the will of an 

information age populace can be fashioned into a cyber-assailable center of gravity.  A 

similar risk of over-expectancy, in terms of the existence of panacea industrial or 

economic targets, has also been exposed.  The enduring value of Clausewitz‟s counsel 

has been demonstrated by iterating that the cyber adversary is not a fleeting technical 

exploit that hides within networks, hardware and software; but rather the enduring 

animate and thinking enemy.  The man-made nature of the cyber domain may therefore 

tend to favor defensive innovation, and consequently any offensive cyber advantage can 

only be assumed to be temporal in nature.  This thesis has also demonstrated that the 

Douhetian allure of the “technological sublime,” and the pitfall of ethically questionable 

use of cyber power, presents a very real risk that military cyber leadership and a theory of 

cyber power must protect against. 

 In considering the Slessorian paradigm, this thesis has taken fundamental issue 

with digital Douhetians such as General Elder who categorically assert that “If you are 

defending in cyberspace, you‟re already too late.”
88

  Siena‟s cyber walls will not fail 

because they are, on occasion, penetrated; or that like the Maginot Line, they will fail 

because they are static; instead, the paradox that must be factored into any future theory 

of cyber power is that cyber defenses will fail if they are built too securely, or hidden 

behind for too long.  As Libicki cautions, a cyber strategy that keeps its enemy ensconced 

behind its own walls has won freedom of the agora.
89

  A Slessorian cyber paradigm has 

also been argued to rest upon the recognition that delivery of military success will 

ultimately be facilitated by information-enabled sibling services in the physical domain.
90

  

The Faustian bargain that Slessorian “power to the edge” cyber forces must resist is that 
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of being overly ambitious and transformational, because the price of excessively 

leveraging cyber power may well be surrendering of one‟s own cyber integrity. 

  If air power‟s experience has demonstrated one certainty for a theory of cyber 

power it is that air power‟s theories were inconclusive.  This is not due to a lack of 

evidence or study, but simply that war is the most wicked and interrelated of problem 

spaces.  Advocates of both the Douhetian and Slessorian paradigms can espouse a role in 

delivering victory.  As Weigley succinctly concludes: “the ground and aerial 

campaigns…were so closely interdependent that is impossible to judge what either of 

them might have accomplished if unassisted by the other.”
91

   

 This thesis suggests that the peril of competing paradigms, and overly-polarized 

theorists like Denning, is not that one will select the incorrect air power paradigm to 

apply to help identify cyber power‟s best path.  The peril of competing paradigms is 

succumbing to the perception of mutually exclusivity.
92

  This chapter has demonstrated 

that the pitfall of digital analogical reasoning can trap the unwary traveler on the path of 

cyber power‟s development if they seek to adopt a single surrogate air power theory and 

in doing so, fail to learn from the breadth of air power‟s rich, and at times, painful 

experience.  The ultimate peril of competing paradigms therefore is the danger of filling 

cyber power‟s cognitive void with a single absolute: Starr‟s demand for a comprehensive 

and robust theory.
93

  A degree of ambiguity, whilst unsatisfying to strategists seeking 

topiary perfection in Clausewitz‟s “hedges of principles,” may better serve cyber power‟s 

contemporary guiding needs.   

 From the Slessorian school of thought, cyber power‟s defensive role has been 

emphasized if one seeks to guarantee one‟s own freedom of maneuver in the Fifth 

Battlespace; and support cyber-enabled sibling services in the physical domain.  Control 

of cyberspace therefore assumes the enduring priority role in any theory of cyber power.  

From the Douhetian school, cyber power‟s deep strike role has been demonstrated to be 

dependent upon ISR support, and hence an emphasis upon deep strike without an 

appreciation of its symbiotic dependency upon its enabling cyber roles is also presented 
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as folly.  This thesis, in describing these relationships, therefore concludes that any 

surrogate theory of cyber power must support a balanced cyber portfolio, albeit placing 

emphasis upon control of cyber space as the primus inter pares of cyber‟s roles.  But as 

the next Chapter will demonstrate, air power‟s organizational issues can divert theory 

from the path of analytical purity.  Consideration of Gray‟s organizational dimension of 

strategy is therefore also demanded.  
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Chapter 5 

 

THE STRATEGIC DIMENSION OF ORGANIZATION – THE ATHENA 

SYNDROME 

 

Cyber operations may hatch and be fed within the Air Force‟s nest, but in the future, the 

Air Force will need to push cyber operations from its nest so it can fly as the Cyber 

Force. 

--  Natasha Solce  

Air power is one piece, the profession of arms is the other.  One is the heart of the Air 

Force, the other is its soul. 

                                                                     -- Carl Builder
 1

  

 Air power theory, through the stereoscopic lenses of this thesis‟ Douhetian and 

Slessorian paradigms, has been analyzed to provide a strategic depth of vision to help 

inform and safely guide cyberpower‟s interim development.  Each of these contrasting 

perspectives has highlighted numerous pitfalls that a theory of cyber power must avoid.  

It must, however, be recognized that Gray‟s strategic dimension of theory is but one facet 

of a model: a model that is built upon well-informed, but ultimately arbitrary divisions.
2
  

As Mueller rightly notes, air power‟s leading theorists were also influential advocates of 

military aviation.
3
  The rich intellectual legacies which helped expose the potential of air 

power cannot be decoupled from the historical context in which they were born.  This 

thesis‟ macro-level framework has been crafted to reflect that no balanced analysis can 

ignore the fact that air power‟s intellectual founding fathers also sought to garner interest 

and investment for air power in a period of harsh fiscal climes, and in the face of stiff 

                                                 
1
 Carl Builder, The Icarus Syndrome: The Role of Air Power Theory in the Evolution and Fate of the U.S. 

Air Force ( New Brunswick: Transaction, 2009), xvii 
2
 The author wishes to emphasize that the term arbitrary is not employed in the sense of capricious, 

unsupported delineation and in no way represents a criticism of Gray‟s outstanding model.  The term is 

instead employed in the sense of discretionary judgment, whilst also highlighting that no model can 

perfectly reflect reality.  For example, just as biochemistry spans the arbitrary scientific divisions of 

chemistry and biology, so some significant air power issues span more than one of Gray‟s dimensions of 

strategy.  Peter Checkland, Systems Thinking, Systems  Practice (Wiley), 4. 
3
 Karl Mueller, Air Power, RAND, 2010.   http://www.rand.org/pubs/reprints/2010/RAND_RP1412.pdf 

(accessed 15 February 2011). 

http://www.rand.org/pubs/reprints/2010/RAND_RP1412.pdf


75 

 

organizational resistance from extant military services.
4
  Thus, any consideration of air 

power theory cannot be divorced from a similar examination of Gray‟s strategic 

dimension of organization.
5
   

The RAF and the USAF, hatched and fed by in the nest of the Army and the 

Navy, both stretched their wings and flew to meet their destinies as independent military 

services.
6
  But the debate regarding independence has been a perpetual and, at times, 

strategically perilous distraction for air power‟s leadership: an ongoing organizational 

influence that some have coined the Icarus Syndrome.
7
  Does a similar malady await 

cyber power?  A condition that this thesis shall call: the Athena Syndrome.  This thesis 

suggests that a symptom of the Athena Syndrome is tunnel-vision, induced by too great a 

focus upon independence.  Untreated, the Athena Syndrome carries with it a significant 

risk that cyber-leaders may stray from the path of strategic efficacy, lured instead by a 

path to organizational independence.  To paraphrase Builder: “Cyber power is one piece, 

cyber professionalism-at-arms is the other.  One is the heart, the other the soul.”
8
  The 

challenge facing cyber power‟s leadership is how best to nurture both heart and soul.  The 

danger of misapplied strategic analogy is the Khongian risk that the price of cyber 

power‟s independence will be at the cost of its soul: a corruption of cyber‟s 

professionalism-at-arms.  It is hoped that reflection upon air power‟s experience will help 

immunize cyber power against the ill-effects of such an infection.  In turn, this analysis 

will demonstrate that a new form of advocacy is demanded for cyberspace.  Cyber 

power‟s Douhets and Mitchells must be muted.
9
  Advocacy born in the fictional realm of 
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information dominance must be replaced with the realities of terra nullius and the 

contemporary demands of the contested Fifth Battlespace.
10

 

Is Cyber to be a Mere Alliance?  The Cry for an Adequate Cyber Force 

  This thesis opened by paraphrasing Sir Winston Churchill‟s reflections on air 

power, positing that not to have an adequate cyber force in the present state of the world 

would be to compromise the very foundations upon which our nations‟ freedoms rest.  

History‟s most tangible representation of adequate air power has been the creation of 

independent air forces.  Consequently, authors such as Solce contest that if cyberspace‟s 

professionals-at-arms are to be allowed to aspire to become an adequate force, they too 

must be pushed from the nest by their elder services and allowed to fly as an independent 

“Cyber Force.”
11

  This argument is not confined to the realm of academia.  For example, 

General Schwarz reflected that the development of a “new warfighting domain usually 

generated the requirements for new organizations” and specifically cited the formation of 

the USAF from the Army Air Service, and Army Air Corps.
12

  Indeed, General Schwarz 

also posed the question: “Is cyber to be a mere alliance of many separate parts?”
13

  The 

contemporary Fifth Battlespace, like air in its formative militarized years, represents an 

imperfect commons of competing ownership claims of many separate parts.
 14

  It is 

perhaps understandable, therefore, that air power‟s past casts its shadow over cyber 

power‟s future, and paints a picture of a strategic landscape plagued by the friction and 

frustrations inherent in operating as a mere alliance, ever deficient in terms of well 

defined boundaries and rules. 
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Analogical reasoning should not therefore be overly criticized for extrapolating 

such comments to prematurely reach the conclusion that an independent Cyber Force is 

both inevitable and operationally beneficial.  But this thesis‟ employ of Khong‟s AE 

Framework at the micro-level provides a safety net to protect against such illogical leaps 

of faith.  Step Three of Khong‟s model demands that a range of potential solutions should 

always be sought.
15

  Thus, whilst a single independent Cyber Force would meet the 

demands of the Fifth Battlespace, so too does the current US construct of Service-specific 

cyber-oriented units providing force elements at readiness to a Joint overarching 

organization: the sub-unified command, US CYBERCOM.  An analysis of the perils that 

exist in these competing organizational constructs is therefore warranted if cyber power is 

to truly reap the benefits of analogical reasoning.  

The Perils of an Independent Cyber Force 

 As Gray notes, organizational issues are neither exciting, nor heroic, but they are 

a fundamental consideration if efficient and effective strategic performance is to be 

sought.
16

  The “ends” of strategy may be achieved by the “ways” of tactics, but the 

mechanism to translate tactical activity to strategic effect is by “means” of the 

organization.  The foundational building blocks for strategic performance are formed 

from an organization‟s processes; prioritization; planning; and provision of domain-

oriented professionals-at-arms.  The independent organizational form that air power 

assumed was therefore not simply because war had been elevated to the third domain, but 

rather to meet the demands of war-fighting in a new domain.  Demands that many at the 

highest levels of government believed that the Army and Navy were failing to meet: 

“either through lack of vision, lack of practical knowledge, or deliberate intention to 

subordinate the Air Service… the Army has utterly failed to appreciate the full value of 

this military weapon and, in my opinion, has utterly failed to accord it its just place in our 

military family.”
17

  It would take almost three decades before Foulois‟ dream of air 

power being raised to sibling status in the military family was eventually realized in the 

formation of the USAF.   
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The path to air power‟s independence was not taken lightly on either side of the 

Atlantic.  As General Patrick noted: “the Air Service…has probably been the most 

investigated activity ever carried on by the United States.”
18

  History supports Patrick‟s 

assertion.  By 1934, over fourteen studies had been conducted to consider the formation 

of an independent air force.  Many more assessments would follow before air power 

finally escaped, rather than was pushed, from the nest of its sister services.
19

  The danger 

in Patrick‟s comment is that the volume of analysis conducted does not necessarily relate 

to the degree of intellectual rigor contained therein.  Indeed, as Craven and Cate note, the 

formation of an independent air force can be argued to represent a uniquely polarized 

cause célèbre in military history, characterized more by the widespread employ of Fabian 

tactics than analytical impartiality.
20

   

Paralysis by analysis is perhaps too strong a term for the inertia that these studies 

introduced, but they do highlight the consequences that Allison and Zelikow‟s Model II 

of bureaucratic politics can have if such bureaucratic norms are left unchecked.  Model II 

organizational behavior is typified by the demonstration of marginal and incremental 

adaptation due to bargaining processes aimed at maximizing each sub-unit‟s own 

advantage, whilst at the same time inhibiting any change that could be detrimental to 

themselves.
21

  Most importantly for the purposes of this thesis, Model II behavior is also 

characterized by imperialism: an organization‟s central goal of health being defined not 

by its development of more efficient and effective capability; instead, organizational 

health becomes synonymous with maintaining or attaining its autonomy.
22

  As Autonomy 

of the Air Arm concludes, by 1947 air power had already reached an equivalent status to 

its land and maritime domains in terms of delivering military effect.  Consequently, the 

formation of the USAF, rather than serving to meet the demands of developing a new 

military profession-at-arms to conduct battle in the third dimension, was instead more 
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justified on the imperialist grounds of providing parity in the political battlespace.  Air 

power was presented as the political victim of ongoing internecine defense rivalries that 

had resulted in “no well defined habits of collective action or co-ordination:” only 

independence could serve as the cure.
23

   

This thesis therefore contests that the ultimate victim of air power‟s “poorly 

defined habits of collective action and co-ordination” was actually its own peacetime 

military innovation: not how to most efficiently organize one‟s forces whilst fighting the 

current war; but rather how to build and prepare one‟s forces to fight future wars.  As 

Rosen argues, if a military organization is healthy, there is no permanent norm defining 

the dominant professional activities of the organization.
24

  Instead, many theories akin to 

the previous chapter‟s Slessorian and Douhetian paradigms are allowed to co-exist.  Each 

theory presents a differing perception of the relative priorities of a battlespace‟s roles and 

missions, and serves to inform a dynamic debate that challenges basic assumptions in a 

manner that is non-threatening to the organization‟s autonomy.  As has already been 

presented, a well-founded taxonomy of the competing roles and missions is therefore 

essential.  But this taxonomy will be to no avail if competing theories are not in place to 

assess their relative import in the contemporary context.  A healthy cyber organizational 

construct is therefore an essential nurturing factor if the development of cyber power is to 

be achieved.  In contrast, this argument contests that the Athena Syndrome only serves to 

stifle the innovation that is so essential to the well-rounded growth of cyber power and 

cyber professionals-at-arms.     

Rosen‟s analysis of the development of air power leading up to, and within World 

War II, serves to demonstrate that if senior military leaders wish to formulate creative 

strategies that can be effectively married to the contemporary security context, they must 

have both an intellectual and organizational framework in place to support such an 

aspiration: a deficit in either facet will lead to the stifling of innovation.
25

  But an 

organization striving to secure or retain independence is more likely to espouse a 

dominant and unifying operational norm.  This, in turn, rigidly bounds the professional 

activities of the organization and stifles innovation in so doing.  As the Lampert 
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Committee recorded, the issue of air power‟s independence did indeed become all-

consuming: “[Independence] has been discussed everywhere I have been where there are 

any Air Service officers and I have never heard anybody yet - any Air Service officer - 

against it.”
26

  As Allison‟s Model II behavior predicts, organizational independence 

became synonymous with operational autonomy and an overly polarized emphasis upon 

the norm of air power‟s deep strike role.
27

  Air power employed in an auxiliary role was 

hence perceived in a pejorative sense.  Imperialist tendencies favored roles that supported 

air power‟s quest for independence, to the detriment of developing its auxiliary 

capabilities.
28

  This thesis posits that air power‟s quest for independence demonstrates the 

perils of the Athena Syndrome: independence becomes a most dangerous self-serving 

prophecy.  Auxiliary roles such as Van Creveld‟s “directed telescope”;
29

 the “long arm” 

of air mobility;
30

 and counter-land, counter-sea, and information operations, by not 

providing an autonomous function for air power advocates, are lost in the failing 

peripheral vision of those infected.  Instead, the “logic of autonomy” demands that air 

advocates bias the pursuit of capabilities that directly promote their perceived key metric 

of organizational health: independence.
31

  Like the Pathfinders‟ flares, strategic bombing 

would serve to illuminate air power‟s path to its target of becoming a separate service.
32

   

Military cyber power, like military air power, lives in a bureaucratic world akin to 

Allison‟s Model II organization.  Thus, if cyber power is not to sell its soul of developing 

a wide-fronted professionalism-at-arms, free to draw from the best of opposing 

paradigmatic schools of thought, the temptation of an imperialist cure-all must be 

resisted.  A key lesson for cyber‟s taxonomy is therefore that reference to cyber power as 
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an independent war winning capability must consciously be barred from its lexicon if the 

risk of stifling organizational innovation is to be averted.
33

  Moreover, to promote a 

healthy organizational culture that is not threatened by competing military theories, 

references to cyber power in an auxiliary or supporting function must be celebrated rather 

than shunned. 

An important second-order conclusion that this reflection highlights is that 

healthy change cannot be brought about by mavericks.  Cyber power is not best served by 

a modern-day Mitchell, or leaders of a Douhetian bent and candor.  Model II 

organizations tend to evolve incrementally, rather than by dramatically re-engineering 

their processes and priorities overnight.  This demands that cyber leaders are cognizant 

and comfortable with the temporal nature of leading a Model II organization: continuity 

of effort and vision is demanded in those seeking to change the system.  Mavericks, by 

their very definition, operate outside the confine of the system, and in so doing neglect 

the calculations of bureaucratic feasibility.
34

  Hence, they do not have the longevity or 

sustained political support to bring about effective change over a prolonged period of 

time.  The rallying cries of cyber power‟s Mitchells and Douhets must hence be muted.  

Advocacy founded upon calls for independence must be balanced by an awareness of the 

perils inherent in such a path if innovation in the Fifth Battlespace is not to be quashed.    

But it is equally important not to misconstrue this thesis‟ counsel to believe that 

cyber power must be passive and accept the bureaucratic bonds that restrict a Model II 

organization.  Radical change can be achieved on rare occasions: at times of budgetary 

feast; or after dramatic operational failings.
35

  Taking advantage of these windows of 

opportunity is the coup d‟oeil that cyber‟s leaders must possess.
36

  The folly of mavericks 

is that vision, without trust both within the organization and amongst political leaders, 

will rarely bring about the great change they themselves demand.   

An Alternative Mechanism for Creating Well Defined Habits… 
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Advocates for an independent cyber service may counter the arguments presented 

in the last section by striking their own historic analogy, specifically citing the RAF‟s 

experience leading up to the Battle of Britain.  Young writes that whilst the planning of 

air defense was not a major priority of the RAF policy in the inter-war era, an 

independent organizational framework allowed competing theories of air power to 

facilitate the evolution of Dowding‟s air defense system of systems that proved so vital to 

operational-level success.
37

  The RAF‟s early release from the shackles of pursuing 

independence can therefore be framed as the primary enabler of a safe, dynamic 

environment that was conducive to innovation.  Conti and Surdu demand the adoption of 

a similar path for cyber‟s development.  They contest that it is time for a cyberwarfare 

branch of the military, positing that technological advances have driven fundamental 

changes to how warfare is conducted.
38

  Existing military organizations, accused by Conti 

of being technically and culturally inadequate to deal with this radical change to cyber‟s 

professionalism-at-arms, are thus shunned in favor of the path of independence.
39

 

But such an argument confuses independence with autonomy.  Dowding‟s system 

of systems did indeed facilitate success in the Battle of Britain.  But this thesis contests 

that success was achieved by coupling a thorough understanding of the evolving technical 

realities of the fighting in air domain; with autonomy of action to effect such change.  

The Battle of Britain therefore represents not a rallying cry for independence, but rather 

Rosen‟s facets of peacetime innovation: the marrying of an intellectual and 

organizational framework that can best meet the needs of a rapidly changing 

environment.
40

   

    Cyberspace has been defined in this thesis as: “…for the purpose of creating 

effects in cyberspace or its sister domains: land, sea, air and space.”  A significant flaw 

in Conti and Surdu‟s logic is that their analysis assumes that an independent cyber force 

will be best placed to understand the creation of effects in cyberspace‟s sister domains.  

This thesis contests that Dowding‟s system of systems was effective because it coupled 
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an expertise in achieving an effect in the air domain, with an understanding of the 

evolving technical realities of that domain.  History therefore suggests that cyber power, 

if it is to support the creation of effects in its sister domains, must harness the expertise of 

those who create effects in the land, maritime, air and space domains; with a technical 

understanding of the role that cyber power is playing to support the creation of those 

effects.  As eluded to in Chapter One, this task is in hand: the Navy has re-established the 

Tenth Fleet; the USAF is positioning itself to fight and win in cyberspace with the 

creation of the Twenty-fourth Air Force; and the Second US Army has answered the 

cyber call-to-arms.  Each Service has therefore married its means of achieving military 

effect within its primary battlespace, with a technical understanding of the demands of 

the cyber domain.
41

   The danger to date in this approach is that each Service has 

developed its capabilities in relative isolation, and like air power in its formative years, 

this has been an inherently non-linear, and bottom-up process.  A means of creating well 

defined habits of collective action and co-ordination is thus required if the cries for cyber 

independence are to be muted: this is the realm of a Joint organization like US 

CYBERCOM. 

Cyber power is indeed an imperfect commons of competing ownership claims; 

however, one advantage of allowing the Services relative autonomy in assuming 

responsibility for protecting and facilitating their own layers of cyberspace, and their 

service-specific roles and missions, is that it also helps better define terra nullius: those 

contested facets of cyberspace where no extant organization has sole responsibility; and 

just as importantly, the no man‟s land of cyberspace where no organization currently 

assumes responsibility.  This is the battlespace of the Joint cyber organization.   

But an acknowledged risk of such a system is that domain-oriented Services can, 

all too easily, become domain-fixated.  Rosen, reflecting upon the efficacy of RAF 

Bomber Command‟s sustained strategy of area-bombing German cities, notes that 

processes adopted early-on can become “locked in place,” despite subsequent 

experience.
42

  Thus, innovation may be blocked after an all-too-brief period of 

experimentation.  But as Gray notes, organizations also offer the potential benefit of 
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crafting “institutional safeguards that can help offset individual failings.”
43

  A further role 

of US CYBERCOM is therefore to act as an organizational screen against the symptoms 

of the Athena Syndrome and ensure that evolving cyber power theory is not subordinated 

to the execution of any Service‟s locked-in primary mission.
44

  Whilst it is each Service 

cyber sub-unit‟s role to be domain-oriented, it is the Joint organization‟s responsibility to 

ensure that each cyber sub-unit does not become domain-fixated.  But this dynamic is 

also bi-directional, and it is equally important for the Service cyber-components to ensure 

that the Joint organization also does not succumb to the maverick‟s siren song of 

independence. 

US CYBERCOM can therefore be presented as fulfilling a moderating function 

for a Model II cyber organization.  Its role is to balance the needs of Builder‟s “heart and 

soul”: the heart that is cyber power writ large, must remain strong, exercised by the 

dynamic of balancing competing cyber theories, roles and missions; the soul of cyber 

power is the nurturing of each Service‟s cyber professionals-at-arms, as well as those 

cyber professional-at-arm functions, such as deep strike, that span the fuzzy boundaries 

of cyberspace.  A Joint cyber organization thus satisfies General Schwarz‟s challenge: 

cyber power is no mere alliance of bottom-up capabilities, but instead represents a means 

of promoting Rosen‟s organizational health by ensuring no single, permanent norm 

defines the dominant professional activities of the organization.
45

  Many competing 

paradigms are not only allowed, but are actively encouraged to co-exist, as long as each 

is articulated in the common language of a centrally defined cyber taxonomy.  

Conclusions 

Libicki and Hazlett wrote that: “When it comes to radical re-organization, and 

forming a [Cyber Force] certainly qualifies, a first rule of thumb may be: when in doubt, 

don‟t.”
46

  Analysis by means of Gray‟s organizational dimension of strategy, coupled 
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with Khong‟s historical analogy framework, has served to expose numerous doubts and 

risks that caution against following in air power‟s footsteps.  This thesis has argued that 

lazy analogical reasoning regarding air power‟s quest for independence carries with it a 

significant risk of cyber power succumbing to the Athena Syndrome: tunnel-vision that 

can lure cyber power‟s leadership off of the path of strategic efficacy; and blind them to 

the pitfalls that lie in wait on the path to organizational independence. 

Military cyber power, like military air power, has been presented as existing in 

the bureaucratic reality of Allison‟s Model II organization.  The risk herein is that 

unchecked imperialism may result in cyber power failing to develop a broad-fronted 

professionalism-at-arms; and a culture that cannot draw from the best of opposing 

paradigmatic schools of thought.  A key lesson for cyber power‟s taxonomy is therefore 

that reference to cyber power as an independent war winning capability must consciously 

be barred from its lexicon if the risk of stifling organizational innovation is to be averted.  

Moreover, to promote a healthy organizational culture that does not suppress competing 

theories of cyber power, cyber‟s auxiliary functions must be celebrated, rather than 

subordinated as unwelcome diversions from the path to independence. 

As Gray argues, “It is a general rule that combined arms are stronger than single 

arms.”
47

  This thesis has suggested that a Joint cyber organization that corrals the efforts 

of single service cyber units represents a most adequate means of creating well-defined 

habits of collective action and co-ordination; whilst also serving to help define the 

imperfect commons that is cyberspace.  Such a mechanism grants each Service relative 

autonomy to assume responsibility for protecting and facilitating its own layers of 

cyberspace, service-specific roles, and missions.  In so doing, this also serves to help 

better define terra nullius: the contested facets of cyberspace where no single 
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organization has responsibility; and the no man‟s lands of cyberspace where no 

organization currently assumes responsibility.  Whilst each Service cyber unit can remain 

domain-oriented, the Joint organization can ensure that each cyber sub-unit does not 

become domain-fixated.  This dynamic has also been presented as being bi-directional, so 

that each Service cyber sub-unit can help protect against the Joint organization from 

succumbing to the maverick‟s siren song of independence.  A cyber organization of this 

form thus becomes a symbiotic whole: cyber power is one piece; a broad-fronted cyber 

professionalism-at-arms is the other.  Both heart and soul are nurtured, and in so doing, 

the risk of the Athena Syndrome is mitigated.  
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CONCLUSION 

 

There are lies, damn lies, and… 

 

        -- Charles W. Dilke 

 

 If Anthony Eden were alive today, he may well concur that: “There are lies, damn 

lies, and the lessons of historical analogy!”  Analogy is a flattering mistress who will 

whisper any sweet nothing that one wishes to hear.  The consequences of acting upon 

such honeyed historical lessons can be disastrous, as Britain‟s least successful prime 

minister would surely attest to.  The challenge for those who wish to look back, in order 

to move forward is to ensure that the dangers of lazy analogy are keenly avoided.   

The thesis has dared to look back at the hard-earned, and oft bitter, lessons of air 

power‟s experience in an effort to help cyber power move forward, more cognizant of the 

pitfalls that may lie in wait upon its path.  The guides on this perilous analysis have been 

sure: Gray and Khong have provided a methodological screen through which the history 

of air power‟s operational, theoretical, and organizational dimensions have safely been 

observed.  Whilst it has been shown that air power‟s evolution cannot be employed as a 

map to chart cyber power‟s future path, it has been demonstrated that air power‟s rich 

experience can serve as a guide for the more expedient, efficient and effective 

development of cyber power.   

 The prism of air power has been applied to cyber power and a spectrum of cyber 

roles, far more glorious in color and depth than their dull contemporary equivalents of 

CNA, CNE and CND, has been exposed.  A coherent and demystified cyber lexicon has 

been proposed.  A lexicon that includes more complete definitions for cyberspace and 

cyber power, beneath which sit a Clausewitzian triumvirate of roles: ISR; cyber attack; 

and control of cyberspace.  Within each of these roles, subordinate cyber missions have 

been identified.  It has been proposed that cyber-borne ISR, as well as providing support 

to cyber‟s sibling domains, also comprises the Janus-faced missions of JIPCE (Friendly) 

and JIPCE (Enemy).  With regard to cyber attack, the roles of deep attack; counter-land; 

counter-sea; counter-air; and information operations have all been demonstrated to have 

applicability.  Last, the core cyber function, control of cyberspace, was identified and a 
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case presented to support the need for offensive and defensive counter-cyber operations.  

Furthermore, the extant terms CNA, CND and CNE have been charged as being nothing 

more than legacies of a by-gone paradigm, serving only to cognitively blur cyberspace‟s 

already fuzzy borders.  But this study‟s lexicon is by no means complete: air power‟s 

experience can only serve as a springboard for the development of cyber power‟s 

taxonomy, and future inductive study is this area is recommended. 

 This thesis then turned its analytical focus upon two broad paradigmatic schools 

of air power theory: a Douhetian paradigm; and a Slessorian school of thought.  Analysis 

of the Douhetian paradigm exposed numerous lessons that any future cyber power 

strategy should seek to assimilate.  First, the author has contested that the offensive 

dominance of cyber power‟s character cannot be assumed: future offensive military 

capability does not follow Moore‟s Law and cannot be extrapolated from the limited 

capabilities currently demonstrated.  Second, a risk of strategic over-expectancy has been 

exposed: built upon an unfounded faith in the existence of panacea industrial or economic 

cyber targets; or the erroneous assumption that the will of an Information Age populace 

can be fashioned into a cyber-assailable center of gravity.  If the firestorms of Dresden 

could not crush the spirit or economy of the German people, even the most all-

encompassing cyber assault is unlikely to break the bank, or the will, of the UK or US.  

Coupled with these lessons, the cyber skirmishes of Estonia, Georgia, and Iran have all 

potentially served to validate a growing perception that civilian and industrial 

infrastructure represents a legitimate military target in any future cyber conflict.  A pitfall 

of the ethically questionable use of cyber power has thus been highlighted and presented 

as a very real risk that only cyber‟s military leaders are positioned to protect against. 

 In considering the pertinent lessons to be drawn from the Slessorian school of 

thought, this thesis has emphatically challenged any digital Douhetian who asserts that 

“If you are defending in cyberspace, you‟re already too late.”
360

  Siena‟s cyber walls will 

not fail because they are, on occasion, breached.  A paradox of cyber power is that cyber 

defenses will fail if they are built too securely, or hidden behind for too long.  Cyber 

power‟s leadership must hence emphasize to their professionals-at-arms that delivery of 

military success in cyberspace ultimately rests on the facilitation of its information-
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enabled sibling services in the physical domain.  In turn, the Faustian bargain those 

seeking to develop cyber-enabled forces must resist, is that of becoming overly 

transformational because the price of excessively leveraging cyber power could well be 

the surrendering of one‟s own cyber integrity.  Consequently, analysis of Gray‟s strategic 

dimension of theory concluded that that any surrogate theory of cyber power must 

support a balanced cyber portfolio, albeit with an emphasis placed upon control of cyber 

space as the primus inter pares of cyber‟s missions.   

 The ultimate peril of air power‟s competing paradigms has been cast as the danger 

of seeking to fill cyber power‟s current theoretical void with a single absolute akin to 

Starr‟s cry for a unitary, comprehensive and robust theory.
361

  A degree of ambiguity, 

whilst unsatisfying to strategists seeking topiary perfection in Clausewitz‟s “hedges of 

principles,” has been shown to better serve cyber power‟s contemporary guiding needs if 

the Athena Syndrome is to be averted.  Indeed, this thesis has argued that the premier 

indicator of a healthy military cyber organization is the existence of a culture that has no 

permanent norm defining its dominant professional character.  An organizational 

construct that draws upon the expertise of cyber‟s sibling services therefore serves as a 

welcome inoculation against the siren song of independence, and the misplaced advocacy 

of would-be cyber mavericks.   

Finally, this thesis has argued that Jointery, in the form of a central cyber 

organization, empowered to corral the efforts of these single-Service cyber elements, 

represents an effective means of creating well-defined habits of collective action and co-

ordination.  As well as creating a symbiotic organizational whole that promotes the 

development of both central cyber power, and a broader cyber professionalism-at-arms, 

such a construct also serves to help better define terra nullius: the contested facets of 

military cyberspace where no single organization has responsibility; and the no man‟s 

lands of cyberspace where no organization currently assumes responsibility.   

Most importantly, this thesis acknowledges that its employ of analogical 

reasoning acknowledges is incomplete.  This has been deliberately so.  The lessons 

exposed in this study are crafted to serve as nothing more than a brief expedient; to help 

cyber power confront its most immediate challenges and needs and create a degree of 
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control over the emergent and bottom-up process that has frustrated cyber power‟s 

coherent development to date.  But analogical reasoning has limited utility with regard to 

anticipatory value: it can highlight pitfalls, but it can never chart the best course for the 

evolution of the Fifth Battlespace.  Not to have an adequate cyber force would be to 

compromise the foundations on which our freedoms rest.  This thesis may serve to help 

satisfy Churchill‟s call for adequacy.  For a more complete theory of cyber power, 

inductive reasoning, and the analytical extrapolation of cyber‟s ever-burgeoning history, 

must guide the way from adequacy to excellence.  
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