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feature a frontline view of the war on the Islamic State by Tim Lister and a deep dive into the
group’s operations in southern Syria by Aaron Zelin and Oula Alrifai.
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The Islamic State Goes Global

By Richard Barrett

Recent terrorist attacks suggest that the Islamic State
has both the intent and capacity to strike its enemies
outside Iraq and Syria. It may have been developing this
capability for more than a year. But while the Islamic
State may encourage acts of terrorism and even facilitate
them, it is still primarily focused on state building.
Nonetheless, with limited opportunity to increase the
territory it controls, and being forced to retreat in some
areas, the Islamic State’s leaders may see advantage in
increasing their encouragement of overseas terrorism,
even to the point of directing attacks, in order to
demonstrate that the group continues to “endure and
expand,” as its motto holds.

he terrorist assault on Paris on November 13, togeth-

er with the coordinated suicide attacks in Beirut the

previous day and the mid-air explosion that brought

down a Russian airliner over the Sinai on October

31 suggest that the Islamic State, which has claimed
responsibility for these atrocities,' has gone global. The string of
recent international attacks raises new questions about the Islamic
State’s capabilities and intentions as it faces increasing difficulties in
the Levant. It also raises questions about the impact of such attacks
on its supporters, such as the husband-and-wife team that killed 14
people in San Bernardino, California, on December 2.

By its very nature, the Islamic State is a global organization, or
at least one that does not define itself by geographical boundaries.
It claims to represent a faith rather than a people or a territory
and to reject political divides, as it so clearly demonstrated when
it bulldozed the berm that separated Syria and Iraq in June 2014.
It demands the support of all Muslims, wherever they are. And in
addition to appealing to their sense of victimhood and other key
motivators, it draws on well-established, end-of-times prophecies
to present an illusion of historical inevitability.

At the same time, however, the Islamic State must operate in
the real world. It faces many enemies and it has begun to knock
up against the natural limits of its expansion among Sunni Arabs
and within the political, ethnic, and sectarian divides of the Levant.

Richard Barrett is a former British diplomat and intelligence
officer who from March 2004 to December 2012 led the al-Qa ‘ida
and Taliban Monitoring Team at the United Nations. Since 2013,
he has been a senior vice president with The Soufan Group, a se-
curity consultancy in New York. He is also an advisor to several
non-governmental organizations that deal with violent extrem-
ism. You can follow him @rmdbarrett

These are the areas where a Sunni Arab majority gives way to a
Kurdish or non-Sunni Arab majority, or where a competing Sunni
Arab group is too strong. Such boundaries present what appear to
be firm obstacles to the Islamic State’s territorial ambition.

Dependent on Victories

Even though it represents an idea, the Islamic State depends on
military victories for its survival. Unless it can demonstrate that it
is true to its motto of enduring and expanding,® it will begin to look
like just another failed enterprise, albeit a dramatic one, howev-
er much its propaganda urges otherwise. And if its expansion and
endurance are constrained in the Levant, it must look elsewhere
to keep alive the myth of its unstoppable progress. The desire for
vengeance also influences the Islamic State’s strategy because the
intervention of external powers causes its territory to contract, chal-
lenging its narrative of preordained success. Rather than merely
lash out at its enemies, however, the Islamic State seeks to present
itself as both powerful and deliberate.

In this respect, the Islamic State has two options: persuade other
groups around the world to join its ranks on the basis of vaguely
shared objectives or demonstrate its reach in other ways. The Islam-
ic State’s efforts to expand have seen the accretion of new provinces
in West and North Africa, the Middle East, and South Asia, but this
has done little to increase its power. The Islamic State Wilayat of
West Africa, for example, remains indistinguishable from its prede-
cessor group Boko Haram; Wilayat Khorasan is more an expression
of local Taliban rivalries than it is of an Islamic State expansion into
South Asia. Only in Libya is there any suggestion of administra-
tive cohesion and strategic cooperation between the province and
the capital, and even here, local conditions make the expansion of
doubtful endurance.

Demonstrating strength farther afield, in enemy territory, is an
easier task than extending the boundaries of the Islamic State and
risking their contraction. It may not be a tactic that defeats the en-
emy, but it is certainly one that helps persuade potential and actual
supporters that the Islamic State is enduring. Overseas terrorism
is an irresistible option for an organization that regards the whole
world as a target and has no qualms about using extreme tactics.’?

Before the Paris attacks, there had been warnings from West-
ern officials that the Islamic State had already tried to commit acts
of terrorism against overseas targets, and continued to plot.* But
despite individual acts that may have been inspired by the Islamic
State, none had been demonstrably organized and directed by the
group’s leadership. Based on the information so far available, Paris
would seem to have been more likely to have been directed than
inspired, but in either case, it fits a pattern of activity that goes back

a Islamic State supporters customarily shout bagiya wa tatamaddad (endur-
ing and expanding) when the Islamic State is mentioned.
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“The Islamic State now hovers between
being a terrorist organization that
runs a state and being a state that
sponsors terrorism. For its founder,
Abu Musab al-Zarqawi, this would be
progress.”

to the Islamic State’s earliest days.

The Islamic State now hovers between being a terrorist organi-
zation that runs a state and being a state that sponsors terrorism.
For its founder, Abu Musab al-Zarqawi, this would be progress. Al-
though his immediate aims were local, he had both regional and
global ambitions. He wanted to build out from a base in Iraq to de-
clare an Islamic state or emirate that would encompass the Levant,
and by doing so accelerate progress towards the global apocalypse.

Zarqawi was a firm believer in Islamic eschatology,’ and it is his
saying that adorns the masthead of the Islamic State’s English-lan-
guage magazine Dabiq:

The spark has been lit here in Iraq, and its heat will con-
tinue to intensify—by Allah’s permission—until it burns the
crusader armies in Dabiq.

In holding this belief, Zarqawi tapped into widely held views
among Muslims. A 2012 Pew survey showed that 55 percent of Iraqi
Sunnis believed that they would witness in their lifetimes the return
of the Mahdi, an event held to be a precursor to the end of times.¢
In Tunisia, which has provided the Islamic State with more fight-
ers than any other country outside Iraq and Syria,® this belief was
shared by 67 percent of the population.” Although the Shia tend to
believe in apocalyptic prophecy more than do Sunnis, the idea of
being in on the end the world, especially on the winning side, ap-
pears to be a powerful motivator for Islamic State supporters. Like
al-Qa‘ida before it, the Islamic State promotes the belief that the
sooner Western (infidel) forces can be brought to engage the armies
of the faithful in the battles that will lead to the second coming, the
sooner the prophecies will be fulfilled. Overseas terrorist attacks can
obviously accelerate this process.

Zarqawi’s approach was neatly illustrated, though with tragic
consequences, in his first three major attacks in August 2003 on
the United Nations offices in Baghdad, the Jordanian Embassy in
Baghdad, and the Shia Imam Ali mosque in Najaf. They set the tone
of violent sectarianism, emphatic rejection of the current world or-
der, and vengeful confrontation with existing Arab regimes that also
characterize the latest iteration of Zarqawi’s organization. They also
set the tone for the use of terrorism as a tactic of war. But while
Zarqawi was a man in a hurry and wanted as much mayhem as
possible to intensify the battle and ensure the continued presence of
foreign forces, circumstances have changed since the withdrawal of

b Avillage in northern Syria supposedly identified by the Prophet Moham-
med as the scene of a future battle between the forces of good and evil.

c Estimated informally at around 6,000 by the Tunisian authorities in Sep-
tember 2014.

U.S. troops from combat operations in Iraq in August 2010.

Focus on State Building

While the Islamic State’s leaders promote the idea of the apocalypse,
and would therefore welcome the return of U.S. soldiers back on the
ground in large numbers,® it accepts that the timing of the end of
the world is uncertain. Accordingly, it must prepare for the event
whenever it does occur. In addition, the Caliph has a responsibility
to look after his people in the meantime. This explains why, judged
both by its actions and its words, the Islamic State has been less
interested in committing acts of global terrorism than it has been
in building its state. A great deal of its propaganda has emphasized
its administrative successes, backed by an efficient and effective
military, rather than merely its gruesome brutality.? It argues that
it is the duty of all Muslims to migrate to the Caliphate to support
these efforts at state building, and it is likely that this remains a
prime objective, particularly as anecdotal evidence suggests that
the Islamic State remains short of skilled workers.*

But the tendency to resort to terrorism is deeply rooted in the
Islamic State. The group’s ideology regards Islam not as a religion
of peace, but of conquest, and jihad is about external violence rath-
er than internal struggle. After its lightning advance across Iraq
and the declaration of the caliphate in June 2014, the Islamic State
met its first major setback with the loss of the Mosul Dam that
August. This marked the first military intervention by outsiders
as U.S. aircraft supported the advance of Kurdish peshmerga and
proved decisive in their victory. It was just a month later that Abu
Muhammad al-Adnani, the Islamic State’s spokesperson and a
man close to the leadership," delivered an impassioned diatribe
against the United States and its partners, calling on supporters to
attack them wherever they could, “especially the spiteful and filthy
French,” in whatever way possible, and without further delay.'? The
United States had got in the way of al-Baghdadi’s state-building
project, and so deserved immediate retribution. But state-building
remained his first priority.

The decision to punish the West more directly appears to have
been made at about the time that the Islamic State began to look
into directing terrorist attacks overseas, as well as inspiring them.
It set up an overseas operations unit, probably under al-Adnani’s
supervision.” This would echo Anwar al-Awlaki’s joint role as both
amouthpiece for al-Qa ida in the Arabian Peninsula and a planner
and inspirer of overseas attacks. Abdelhamid Abaaoud, the coordi-
nator of the Paris attack cell, appears to have been an early member
of this unit."* He was already involved in overseas attack planning by
January 2015, when the Belgian police disrupted a cell in Verviers.
Judging by the amount of weapons and explosives the police found,
the cell must have been preparing for some time, and the ferocity
of a shoot-out in the main location that the police raided suggested
a degree of training.

Two other failed attacks that have been linked to Abaaoud,
one on a church in France in April 2015 and one on a train trav-
eling from Belgium to France in August, involved operatives that
had clearly received very little training.! These episodes raise the
question of whether Abaaoud and others were trolling for possible
accomplices or whether they were deliberately organizing a glob-

d The church attacker shot himself in the leg; the train attacker was overpow-
ered while trying to reload his weapon.
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al terrorist capability on behalf of the Islamic State’s leadership.
Abaaoud, for all his involvement in the Paris attacks, does not seem
to have been an obvious candidate for a major role.”” His value ap-
pears to have been in finding and motivating the attackers rather
than in designing a global terrorist strategy. At the former, he seems
to have been worryingly adept, having recruited at least 15 people
in the Verviers plot, and around 20 in connection with the Paris
attacks, on top of the two earlier failed attacks.

Other events with an Islamic State link, for example Mehdi
Nemmouche’s murder of four people outside the Jewish Museum in
Brussels in May 2014, do not conclusively demonstrate direction by
the Islamic State. Nemmouche had earlier been in Syria where, ac-
cording to a former hostage, he was a prison guard.’ Nemmouche
was found with an Islamic State-style flag, but his terrorist instincts
may well have prompted his joining the Islamic State rather than
the other way round. Other lethal attacks, such as that in Copen-
hagen in February 2015, show still less direct connection, as does
the shooting in San Bernardino, California, on December 2, 2015,
despite the perpetrators in both attacks declaring allegiance to the
Islamic State on their Facebook pages.'®

Abaaoud is not the only Islamic State resident who has pro-
moted terrorist attacks abroad. An Australian, Mohammad Ali
Baryalei," killed in territory held by the Islamic State in October
2014, and two Britons, Reyaad Khan?® and Junaid Hussein,*' both
killed by airstrikes in August 2015, were all reported to have been
encouraging terrorist attacks in their home countries. It is likely
that there are others. But as far as is known, these initiatives were
haphazard and lacked detailed operational planning and adequate
security measures. They may have nudged the needle from inspired
to encouraged, but their efforts still fell short of being directed by
the Islamic State.

Tactical Success

An invaluable study by Thomas Hegghammer and Petter Nesser
of violent Islamist attacks in Western countries between January
2011 and June 2015 reveals that there was a marked increase in

“These fresh enlistees represent an
unmistakable and irresistible resource
for an organization interested in
global terrorism....Some...may see glory
in copying the Paris attackers.”

the number of attacks following al-Adnani’s call for action.?? The
authors identified 30 plots with an Islamic State connection, 26 of
them in the 12 months between July 2014 and June 2015, but only
one of which, the Verviers plot, had clear links to the Islamic State
during the planning stage.?* The Paris attacks also seem to have had
clear links, while the San Bernardino attackers do not.

It may not matter much whether attacks are inspired or directed
by the Islamic State if they result in the death and injuries seen
in Paris or San Bernardino, but one factor makes this particular-
ly important when trying to predict terrorist trends in the future.
Most of the attackers in Paris had spent time in Syria, and some,
like Abaaoud, had traveled to and from the region more than once.
According to a recent tally, there are now at least 6,000 residents or
citizens of Western countries who have at some point gone to Iraq
or Syria to join the fighting, and in some countries half have already
returned.?* This places an inordinate strain on law enforcement and
security agencies that need to make some assessment of the threat
they pose.

Furthermore, the future intentions of returnees will be unpre-
dictable and hard to assess. They may well be susceptible to ap-
proaches for help from ex-comrades who have traveled from Islamic
State territory to plan an overseas terrorist attack. Some may even
be sent back to await such contact or remotely delivered orders be-
fore taking action. In fact, there are many possibilities along the
spectrum between inspired and directed attacks.?

The Islamic State, through
its propaganda and in the
tweeting of its followers, has
often boasted of its plans to at-
tack high-profile targets over-
seas such as Istanbul, London,
Paris, Rome, Washington, D.C.,
and, most recently, New York
City.”® It has threatened many
other countries with the murder
of their citizens, whether or not
they are members of the U.S.-
led coalition ranged against it,
for example, China, Japan, and
Norway.?” The Islamic State is
as indiscriminate in its choice
of enemies as it is in accepting
their citizens as new recruits.

Although propaganda vid-
eos have shown foreign recruits
burning their passports, and

This image from an Islamic State video shows fighters training in Libya.
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there is little evidence to suggest that anyone has joined the Islamic
State to train as domestic terrorists rather than to seek a new life, or
death, in Syria, these fresh enlistees represent an unmistakable and
irresistible resource for an organization interested in global terror-
ism. In any case, not all recruits are able to fight on the battlefield,
and those that are unskilled and have poor Arabic are sometimes
more hindrance than help. Some recruits, faced with the squalor
and discomfort of life in the Islamic State, may see more glory in
copying the Paris attackers than dying in meaningless battles such
as the failed attempt to capture Kobani, or in attacks on rival rebel
groups.
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State Threat to France
By Jean-Charles Brisard

The Paris attacks of November 13, the deadliest terrorist
attacks on European soil since the Madrid bombings

on March 11, 2004, were the latest indication that the
Islamic State has morphed from a regional to a global
threat, a threat that could increase if the Islamic State
decides to further “weaponize” its Western recruits.
After the January 2015 attacks in France, several foiled
plots provided evidence of planning and operational
connections with Islamic State cadres or militants
abroad. The complexity of the latest attacks and the level
of planning and preparation required suggest Islamic
State fighters are adapting to the law enforcement and
security measures arrayed against them, which raises
significant concerns and questions about the viability of
the status quo in the European security paradigm.

he Paris attacks of November 13 provide all the pat-
terns of a complex plot involving a high level of plan-
ning and preparation, which contrasts with all other
plots and attacks in the West that have been linked to
the Syrian and Iraqi context since 2013.

So far, the investigation has found that at least eight of the
plotters, including attackers and facilitators, were foreign fighters
returning from Syria. Aside from the ringleader, all of those identi-
fied as carrying out the attacks were French nationals. Several were
based in the Molenbeek area of Brussels, Belgium. The ringleader
was a well-known Belgian foreign fighter, Abdelhamid Abaaoud.
He and a childhood friend, French foreign fighter Salah Abdeslam,
are believed to have planned, prepared, and coordinated the at-
tacks. Both men had been convicted in February 2011 for their joint
involvement in armed robberies in Belgium.

Most of the plotters re-entered Europe in August, three months
before the attacks, and at least two of them entered Europe in Oc-
tober via the refugee flow through the Greek island of Leros. Once
in Europe, at least one of them, Salah Abdeslam, made frequent
roundtrips from Brussels to Paris in September and October. In

Jean-Charles Brisard is the chairman of the Center for the Anal-
ysis of Terrorism (CAT) and the former chief investigator for the
9/11 families’ lawyers. He s the author of Zarqawi, the New Face
of al-Qaeda. You can follow him @JcBrisard

The Paris Attacks and the Evolving Islamic

September, he bought detonators outside Paris. In November, he
and his brother Brahim rented three cars in Brussels and used on-
line services to book several apartments, hotel rooms, and a house
in and around Paris to accommodate the plotters. The weapons
used by the perpetrators were bought online or obtained through
criminal networks.!

The plan involved three coordinated teams acting simultane-
ously in various places in Paris: the iconic Stade de France, where
three suicide bombers blew themselves up after failing to enter
the stadium; the Bataclan concert hall, where three attackers were
killed or blew themselves up after shooting and taking hostages;
and central Paris, where a mobile team fired on several restaurants
and cafes. The French prosecutor later indicated that Abaaoud and
an accomplice, who were killed during the siege of an apartment
in Saint-Denis near Paris on November 18, had planned another
attack targeting a commercial center and a police station in the
Paris business district of La Défense set to take place the same day
or the day after.> A witness also stated Abaaoud had spoken of other
plans to attack Jewish targets, transportation systems, and schools.?

Salah Abdeslam managed to escape France after he apparently
abandoned his suicide vest and was picked up by two accomplices,
while Abaaoud remained in France to supervise the outcome of the
plot and plan new attacks. The French prosecutor provided strik-
ing details on Abaaoud’s whereabouts during the attacks in central
Paris. He stated that he was caught on videos on the Paris Metro
heading to the areas of the shootings where he spent two hours, in-
cluding near the Bataclan concert hall during the attack, according
to data collected about his mobile phone location.*

In a new development, the author can reveal that Abaaoud’s
presence near the Bataclan was confirmed by at least one witness
formally interviewed by investigators. The witness, who was parked
in a car on a dark street about three short blocks away from the Bat-
aclan shooting, testified that Abaaoud was huddling in the doorway
of a residential building where he remained for about one hour.
The witness described him as very agitated and shouting into the
phone with an earpiece. The witness left and came back to the car
several times and each time Abaaoud was still there yelling into
his phone. After the assault, the witness returned a final time and
came across Abaaoud in full light at the end of the street and was
struck by his unusual face with a long nose. The witness later re-
marked that Abaaoud’s head was shaved and that he was wearing
layers of unusually large, loose clothing. Having seen his face, the
witness immediately recognized Abaaoud days later when pictures
of the terrorist emerged in the press. The presence of Abaaoud in
the immediate vicinity of the attacks provides an indication of his
degree of implication in the supervision and control of the plot and
suggests he was giving direct orders and instructions to his team
inside the Bataclan during the shootout.®
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Abaaoud’s control in real time over the various phases of the
plot was further evidenced by the phone data indicating he was
communicating with Bilal Hadfi, one of the three Stade de France
suicide bombers, in the minutes leading up to and in the very mo-
ment when the first of the three blew himself up.

The fact that the November 13 attacks were claimed in the
name of the Islamic State in a statement read by Clain, a veteran
French foreign fighter, was likely not coincidental. Fabien Clain
was a close friend of the Mohammed Merah family in Toulouse
before his family settled in Brussels. Clain was also convicted in
2005 for his participation in a network recruiting fighters for Iraq.
He finally joined the Islamic State in Syria in 2014 where he is be-
lieved to have reached an important rank. More significantly, his
name had been associated with a 2009 plot against the Bataclan,
the very same target that was hit on November 13. Because of his
background, his role in the genesis and planning of the Paris attacks
could have been more than just symbolic.’

In probing links between the Paris attacks and overseas ter-
rorists, other persons of interest to French investigators are Salim
Benghalem and Boubaker el-Hakim, who are both believed to be
senior operatives of the Islamic State, based in Syria.°

The Islamic State Campaign to Attack France

The Paris attacks, which were the deadliest terrorist attacks on Eu-
ropean soil since the Madrid bombings on March 11, 2004, did not
come as a surprise. If this specific attack was not anticipated, one
like it was expected.

For the last 30 years, the involvement of French jihadists in
conflicts in Afghanistan, Chechnya, Somalia, and Iraq always had
implications for French national security in terms of propaganda,
recruitment, support, and terrorist acts. A 2013 study found that
among Western foreign fighters, one in nine returned to perpetrate
attacks, or a rate of 11 percent.” In France, according to the former
leading counterterrorism judge Marc Trevidic, 50 percent of the
French jihadis who fought abroad reengaged at some point in ter-
ror networks after they returned, and all major terror plots foiled
in France since 2000 involved returnees.® Such plots included the
Strasbourg Cathedral Plot in 2000, the U.S. embassy bombing plot
in 2001, a chemical attack plot in 2002, and plans to bomb the
Eiffel Tower and the Notre-Dame Cathedral in 2010.

France currently has the largest contingent of foreign fighters
from Europe in Syria and Iraq. More than 2,000 French citizens
and residents are involved in Syrian and Iraqi jihadi networks.
Among them, 600 are believed to be fighting alongside terrorist
organizations abroad and 250 are believed to have returned. France
alone accounts for one-third of all Europeans involved (6,500). Six-
ty percent of European jihadists originate from three countries:

a Their phones were in communication between 2040 and 2121 on the night
of November 13 according to the Paris prosecutor. The first explosion at
the Stade de France took place at 2120, which indicates that Abaaoud
and Hadfi were in communication even as the attacks got underway. Paris
Prosecutor Francois Molins, Press Conference, November 24, 2015.

b The fact that Clain in his claim of responsibility wrongly stated one of the
areas attacked was the 18th arrondisement also suggests he had fore-
knowledge of the plans. No attack took place in the 18th arrondisement,
but investigators suspect Salah Abdeslam had been tasked with carrying
out an attack there, before aborting his mission. Author interviews with
French investigators November and December 2015. For more details on
Clain see Soren Seelow, “Fabien Clain, la“ voix * du massacre de Paris, avait
déja menacé le Bataclan en 2009, Le Monde, November 18, 2015.

France, the UK, and Germany. It is estimated that 1,500 of them,
or 25 percent of the total European citizens and residents involved,
have returned to their home country.?

Despite analysis depicting the Islamic State threat to the West
as exaggerated,'° all the warning signs were there that the group
would escalate from having primarily a regional focus to becoming
a more global threat. These signs were in the group’s ideology, the
repeated statements by its leaders that it seeks confrontation with
the West, and its threats in response to the international coalition
air campaign against it. And it was clear that even if the group itself
did not embrace a strategy of attacking the West, the thousands of
foreign fighters it had recruited could take matters into their own
hands.

France has long been a target of modern jihadist organizations,
and the Islamic State’s determination to target the country, whether
by inspiration or direction, was evidenced in many plots conceived
since 2013 and even more significantly since January 2015.

This year, France has experienced both simplistic Islamic
State-inspired plots and more complex attempts from foreign
fighters involving tactics such as multiple attacks, explosives, and
suicide attacks intended to cause mass casualties.

Investigations into the January 2015 attacks on the Charlie Heb-
do satirical magazine and a kosher store in Paris revealed planning
and operational connections with Islamic State cadres or militants
abroad who assisted in instructing, advising, or directing the plot-
ters. Amedy Coulibaly, the kosher store attacker, received instruc-
tions by email from someone overseas who seemed to have knowl-
edge of both coordinated plots, including the Charlie Hebdo attack
by the Kouachi brothers."

Since then, similar directional links have been uncovered in
most, if not all the foiled plots, including a project to target church-
es in Villejuif in April,® a plot against a military base near Perpig-
nan? on the southern coast in July, a plan targeting a concert hall
in August, the foiled Thalys train attack in August, and a planned
attack against a naval base in Toulon in October.*

Since the beginning of the year, security services had knowledge
of mounting threats from European fighters, including the suspect-
ed ringleader of the November attacks, Abaaoud, whose name had
already been associated with several plots against France in 2015,
including the church and train plots.” Plotters described him as
someone obsessed, who wanted, at all costs, to recruit volunteers
to carry out attacks in Belgium and France.

The most striking signal was provided in August when a return-
ing French foreign fighter arrested on August 11 told investigators
he attended a training camp for a week in al-Raqqa before being
“instructed” by Abaaoud to launch an attack in France on a soft
target to achieve maximum casualties. The chosen target was a
concert hall. Abaaoud had provided him a USB stick containing

¢ The church plotter is alleged to have met with French Islamic State oper-
atives in Turkey who tasked him to carry out an attack. See Soren Seelow,
“Sid Ahmed Ghlam, entre les mailles du filet,” Le Monde August 8, 2015.

d According to the prosecutor an Islamic State fighter in Syria had asked
the youngest of those arrested to carry out an attack in France. “Attentat
déjoué au Fort Béar : I'Etat islamique voulait “frapper” la France,” RTL, July
17,2015.

e During interrogation the Toulon suspect said he had been incited to act by
a French Islamic State member in Syria who was communicating with him
online. “Un attentat a été déjoué contre des marins de la base navale de
Toulon,” Journal du Dimanche, November 11, 2015.
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Table 1: Paris Attack Suspects by Nationality, Residence, and Travel to Syria

SUSPECT | NATIONALITY |
Ringleader
1-Abdelhamid Abaaoud | Belgian |
Stade de France
2-Bilal Hadfi French
3-Unidentified ?
4-Unidentified ?
Bataclan
5-Ismael Mostefai French
6-Samy Amimour French
7- Foued Mohamed-Aggad French
Mobile Team
8-Brahim Abdeslam French
9-Salah Abdeslam French

RESIDENCE | TRAVEL TO SYRIA
Molenbeek | Trips between 2013 & 2015
Brussels 2015
? Return via Leros 2015
? Return via Leros 2015
Paris area 2013-2014
Paris area 2013-2015
Strasbourg 2013-2015
Molenbeek Attempted travel 2015
Molenbeek Some indications of travel

The data in the table is based on French and international media reports and information re-
ceived by the author from investigators. A tenth unidentified attacker blew himself up during the
French commando raid in Saint-Denis on November 18. Several of the plotters were residents
at some point of the Molenbeek district of Brussels.

encryption software and €2,000.1*

Abaaoud had been plotting against European targets since the
very beginning of the year. An earlier attempt similar to the Paris
attack was foiled on January 15, 2015 in Verviers, eastern Belgium,
when authorities raided a safe house. The ensuing firefight ended
in the deaths of two individuals and a third suspect was arrested.
The raid disrupted a plot involving ten operatives, most of them
Islamic State foreign fighters, possibly targeting police or the public.
The suspected leader of the group, Abaaoud, directed the operation
from a safe house in Athens, Greece using a cell phone, while other
group members operated in several European countries.””

Interestingly, at the time Abaaoud was already using deceptive
tactics to avoid border controls. He even faked his death to deter
efforts by law enforcement officials to track his activities. For that
purpose, Abaaoud’s family received a call in late 2014 that he had
been killed while fighting in Syria.’ Several members of the group
were also able to freely travel across borders. Abaaoud would boast
that he was able to return to Syria after the Verviers raid despite
international arrest warrants, according to an interview featured in
the February issue of the Islamic State’s Dabiq magazine.”

The Future Threat

The Paris attacks and the plots uncovered since January provide
several important indications of the status and evolution of the
threat against France and Europe. The Islamic State’s move toward
“weaponizing” its Western recruits, if sustained, may likely lead to a
major increase in the level and scale of the terrorist threat.

The Islamic State and its operatives have demonstrated their
intention and ability to plan complex plots involving a large group
of terrorists. This marks a change from previous trends in Europe,
where individual terrorist attacks accounted for 12 percent of all
attacks between 2001 and 2007, while rising to between 40 and
45 percent of all terrorist attacks since 2010. The indiscriminate

nature of the targeting in the Paris attacks was also a departure
from previous trends. Attacks on random targets had decreased
since 2008, representing 28 percent of all terrorist attacks in the
period since then while discriminate attacks constituted 55 per-
cent of all attacks since then.'® Despite the emergence of larger-scale
plots, the threat represented by individuals or microcells will re-
main due to the continuous appeals and threats from the Islamic
State leaders and militants. But the Islamic State’s apparent desire
to maximize casualties and the impact of plots against the West
may result in it orchestrating more sophisticated plots, involving a
high level of planning, preparation, and commitment, and trained
fighters instead of inspired sympathizers. One study based on jihadi
attacks and serious alleged attack plots in the West from January
2011 through June 2015 found that foreign fighter attacks were far
more deadly on average (7.3 deaths per attack) than attacks without
foreign fighters (1.2 deaths per attack).”?

Given the scale of the Paris attacks, it is likely that Islamic State-
linked plots will increasingly draw on foreign fighters with a crim-
inal background and networks in their native country, especially
operatives such as Abdelhamid Abaaoud and Salah Abdeslam, who
have the ability to leverage violent extremists in their home coun-
tries to boost support and facilitation, as well as the skill-sets to
obtain weapons and evade security services.

The fact that, as the Verviers and Paris plots illustrated, Islamic
State-linked plots have elements of planning in multiple countries
is another pattern creating significant obstacles in their detection
and disruption.

The difficulties of preventing Islamic State-linked terrorism has
been compounded by the use of varied tactics in such plots initiated
against France and Europe this year, including multiple coordinat-
ed and synchronized attacks, suicide bombings, hostage taking, and
Mumbai- and Kenya-style shootings.

The decision by the Islamic State to launch “dynamic” multi-
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hour terrorist operations in Paris instead of a “static” attack of
compressed duration was probably intended to delay the ending
of the event, which would increase its impact, and potentially al-
lowing additional planning and waves of attacks. In that regard,
as mentioned above, Abaaoud and an accomplice had targeted a
commercial center and a police station in the Paris business district
of La Défense, and also considered targeting the Jewish community,
transportation, and schools.

The fact that three of the latest Islamic State-linked plots and
attacks in Europe (the concert hall plot and Thalys foiled attack in
August, and the November 13 Paris attacks) were intended to inflict
indiscriminate mass casualties may signal a shift from previous se-
lective and symbolic targeting by Islamic State-inspired or directed
militants targeting high-value targets such as religious communi-
ties, police, and military personnel. This shift might be a strategic
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move by the Islamic State leadership, but it is more likely temporary
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to travel and slip undetected into the heart of Europe, and then
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A View From the CT Foxhole: An Interview
with Zainab N. Ahmad, Asst. U.S. Attorney

By Paul Cruickshank

Zainab Ahmad is an Assistant United States Attorney
in the Eastern District of New York, Criminal Division.
She is the Deputy Chief of the National Security &
Cybercrime Section. Earlier this year, she prosecuted
Abid Naseer, a Pakistani al-Qa “ida operative who was
convicted of plotting an attack on a shopping center in
the United Kingdom and sentenced in November to
40 years in prison. She has prosecuted several other
terrorism cases including US v. Babafemi, where a
Nigerian citizen was convicted of providing material
support to al-Qa“ida in the Arabian Peninsula at the
direction of Anwar al-Awlaki. The current cases she is
prosecuting relate to al-Qa“ida and the Islamic State
and include Muhanad al-Farekh, an American the
government alleges provided material support to al-
Qa’ida in the Afghanistan-Pakistan border region

CTC: Earlier this year, in one of the highest-profile terrorism
cases in the United States, you prosecuted Abid Naseer, a Pa-
kistani al-Qa"ida recruit who was the ringleader in the United
Kingdom of a plot to launch abomb attack on a shopping center
in Manchester in April 2009 that was thwarted days before it
was set to go into motion. He was convicted of the conspiracy
by a jury in federal court here in Brooklyn in March. Why was
he was prosecuted in the United States rather than the United
Kingdom?
Ahmad: The short answer is that the American justice system con-
tains legal and evidentiary advantages that rendered a conviction
more readily attainable in the United States. It was also a result of
what evidence was available at particular points in time. When the
Greater Manchester police (GMP) arrested Naseer in April 2009,
their evidence consisted principally of coded emails to an individ-
ual identified only as being located in Pakistan. The code includ-
ed references to weddings, marriages, and girls. These references,
which had commonly been used by al-Qa‘ida to discuss attacks,
led the GMP to suspect that there was an attack being planned
for Easter weekend in the UK. The GMP, who had only begun the
investigation a few weeks prior, decided that while the case had not
yet developed—from an evidentiary perspective—to the point they
might have liked, they had to make arrests rather than risk the high
potential for an attack. Disruption, understandably, had to be the
priority. The upshot was the Crown Prosecution Service (the UK
equivalent of our office) ultimately made the decision that there was
not enough evidence to bring charges against any of those arrested.
Fast forward to September 2009: We, here in the Eastern Dis-
trict of New York, along with the FBI, started to investigate a plot

Zainab Ahmad

AHMAD

to bomb the New York City subway in which one of the suspects,
Najibullah Zazi, a Queens resident of Afghan descent, was emailing
the same address in Pakistan that Abid Naseer had been communi-
cating with about weddings and girls. Zazi was eventually arrested
and agreed to cooperate, meaning to tell the government everything
he knew about al-Qa"ida and its operations and to testify against
others if required, in exchange for some leniency at sentencing.
When Zazi started cooperating, he told us this email address be-
longed to a courier who reported to the then-head of al-Qa“ida’s
external operations, Saleh al-Somali, also known as Abdul Hafeez.
He also told us that he himself had been instructed by al-Qa“ida
to use the word marriage as a code for a bombing attack. All of a
sudden, the case against Naseer looked very different.

It later turned out that the same courier who reported to Saleh
al-Somali was also in touch with a third cell in Norway that was
plotting an attack on a newspaper in Copenhagen. Although we
could have made Zazi available to testify in the UK, we collective-
ly came to the decision with our European partners that we were
best placed to prosecute the entire three-pronged conspiracy here
in the Eastern District of New York, especially as we had indicted
the al-Qa“ida masterminds who were still at large, such as Adnan
el-Shukrijumah. This is why we sought to extradite Naseer to the
United States. Later, even more evidence emerged as a result of the
raid on Usama bin Ladin’s compound in Abbottabad in May 2011,
which demonstrated Naseer’s plot was part of a larger al-Qa"ida
conspiracy. The documents and correspondence recovered from bin
Ladin’s compound revealed reports up the leadership chain—ulti-
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“Al-Qa’ida prioritized the activities

of the external operations directorate
above all others. Attacking the United
States and Europe was their principal
goal, and they were constantly looking
for creative ways to achieve it.”

mately all the way to bin Ladin himself—about Saleh al-Somali and
al-Qa ida’s external operations department planning the attacks at
issue. The reports included specific reference to the planned attacks
in New York, Britain, and Copenhagen, and made specific allusions
to Naseer.

CTC: What were the challenges in introducing Abbottabad ev-
idence at trial?

Ahmad: Introducing that evidence required a lot of coordination
with the various stakeholders. The FBI, as came out at trial, had
embedded an agent with the Department of Defense team that was
in Afghanistan for the raid. That meant that from the moment the
evidence recovered from bin Ladin’s compound arrived at the U.S.
base in Afghanistan, it was already being handled and processed in
such a way for it to be available for use in criminal prosecutions. It
was the FBI who took custody of it, catalogued and vouchered it,
transported it to the United States, and managed the exploitation
of those materials. All of this ensured that a proper chain of custody
was maintained and hence that the evidence would be available for
use in criminal proceedings. So the challenges were less than you
might imagine because of the FBI’s foresight.

The Abbottabad evidence has also been used by the German
prosecution service in a terrorism trial there.? I think the materials
will continue to be useful from a prosecutorial point of view as long
as the al-Qa ida figures who authored the correspondence or are
mentioned in it are still active.

CTC: What strategies can be used to make a jury understand
the complexities of a case like Abid Naseer’s?
Ahmad: In every case, the prosecution’s challenge at trial is to
persuade the jury that the evidence proves the defendant’s guilt.
Particularly in complex cases like Naseer’s, you need to be sure to
make your case as clearly and directly as possible. For prosecutors,
jury addresses are always a very important part of any trial because
they give you the opportunity to pull all the evidence together and
present to the jury your view on what inferences should be drawn
from that evidence.

In “extra-territorial” cases, where the majority of plotting and
activity is happening overseas, you end up introducing a Brooklyn
jury to all sorts of unfamiliar names and places, and all sorts of par-

a Abbottabad evidence was introduced in the Dusseldorf trial of Abdelad-
im el-K and three others who were convicted in November 2014 of being
members of or supporting al-Qa"ida. See Paul Cruickshank, Tim Lister, and
Nic Robertson, “New al Qaeda document sheds light on Europe, US attack
plans,” CNN, March 20, 2013; Matthias Inverardi, German court jails four
men in al Qaeda cell for planning attack,” Reuters, November 13, 2014.

ticularized details about the hierarchy and structure of groups, like
al-Qa"ida, whose internal workings they are generally not familiar
with. The prosecution’s task in such cases is to avoid overwhelming
the jury with those facts. You have to simplify the narrative and keep
it focused as much as possible on the alleged actions of the person
standing trial. Decisions about the order in which to introduce ev-
idence, the structure of cooperating witnesses’ testimony, and the
use of expert witnesses can be crucial here. But sometimes it’s in-
evitable you will be drawn down tangents. In the Naseer case, for
example, the existence of coded emails necessitated our spending
a significant amount of time decoding references to weddings and
girls, which in turn led to lengthy exchanges on the defendant’s love
life, or lack thereof.

CTC: Al-Qa"ida has been degraded in the tribal areas of Paki-
stan where Abid Naseer was recruited for his plot against the
UK, but there is mounting concern the group is rebuilding in
Syria. What did you learn about al-Qa"ida priorities from the
Naseer case?

Ahmad: The lessons we've learned from the Abid Naseer case and
from the Bryant Neal Vinas and Najibullah Zazi cases, which we
also handled in the Eastern District, is that al-Qa“ida prioritized
the activities of the external operations directorate above all others.
Attacking the United States and Europe was their principal goal,
and they were constantly looking for creative ways to achieve it. Zazi
and his co-conspirators traveled to Pakistan in order to train and
fight on behalf of jihadist groups in Afghanistan who were attacking
U.S. forces; al-Qa “ida convinced them that they could much better
support the jihadist cause by conducting an operation in the Unit-
ed States, because attacking Americans in their homeland was the
best way to inflict pain and devastation on the country. Similarly,
Bryant Vinas also traveled from New York to Pakistan in order to
take up arms against U.S. forces in Afghanistan, but was persuaded
by al-Qa"ida that an attack within the United States was the sur-
est way to maximize harm to America. He ultimately worked with
the external operations group to develop a plan to attack the Long
Island Railroad.

In the Naseer case, the evidence presented at trial showed that
al-Qa"ida was able to go one step further: to recruit individuals
within Pakistan and equip them to infiltrate a Western nation in or-
der to conduct an attack there. The recruits obtained student visas,
under false pretenses, to study in the UK; as soon as they arrived
in Britain, they each successively dropped out of the courses they
had enrolled in.

The evidence at trial showed that Naseer dropped out of Liver-
pool John Moores University only three days after his arrival, de-
spite the fact that he'd paid in full through the whole semester. Us-
ing this infiltration method enabled al-Qa “ida to not simply have to
rely on Westerners who took the initiative to travel to Pakistan, but
instead to be able to get foreign fighters into the West, and thereby
to greatly expand the number of its operatives who were able to
conduct attacks in the West.

CTC: What shifts are you seeing with regard to the prosecutions
of terrorism cases?

Ahmad: In answering this question it’s useful to make a distinction
between those we prosecute who are present in the United States
and those we prosecute who are based overseas but targeting the
United States. While the latter category has remained generally sta-
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ble in terms of number of prosecutions, what you’ve seen this year
is a large uptick in the number of arrests and prosecutions of indi-
viduals present in the United States either inspired or encouraged
by the Islamic State to carry out attacks here. In the Eastern District
of New York we've charged 11 individuals in just the past year with
conspiring to provide material support to a terrorist group, and if
you compare that arrest statistic to all previous years you will note
asignificant increase.” We're seeing individuals responding to ISILs
[Ed.: also known as the Islamic State] call to take up arms against
government officials, police, and the military, among other targets.
It all suggests the propaganda disseminated by the Islamic State is
resonating with its intended audience.

Of course, the growth and success of English-language jihadi
propaganda didn’t happen overnight. It was prolifically produced
by al-Qa“ida’s affiliate in Yemen, al-Qa"ida in the Arabian Penin-
sula or AQAP, and the American terrorist cleric Anwar al-Awlaki. I
recently led the prosecution of Lawal Olaniyi Babafemi, a Nigerian
man who worked on the group’s Inspire magazine, published on-
line in English. Babafemi pleaded guilty to conspiring to provide
and providing material support to AQAP and was sentenced to 22
years imprisonment in August of this year. That investigation and
prosecution revealed that English-language propaganda was a pri-
ority for AQAP and particularly for the now-deceased al-Awlaki.
He taught recruits that AQAP’s English-language media operations
were the most important thing the group did other than orches-
trating violent attacks, because the media expanded the reach of
AQAP’s destruction by inspiring and equipping people to carry out
attacks on the group’s behalf wherever they were located, without
ever having to get on a plane and travel to Yemen to receive training
and tasking.

CTC: During the summer, FBI Director James Comey sounded
the alarm about the Islamic State-inspired threat to the Unit-
ed States. Has this created an impetus to make arrests more
quickly?

Ahmad: The pace of law enforcement is always going to match the
pace of the threat. Arrests of individuals who are inspired by ISIL
to commiit acts of violence have accelerated because of a quickening
in the way that the threats are progressing. We have seen in vari-
ous instances young people becoming radicalized very quickly and
it can be difficult to predict the moment they are going to transi-
tion their radical thought into radical action. Overall, this is one of
many consequences of the shift in the nature of the terrorist threat
away from centrally directed activity. There is less predictability and
much less warning when you have one person deliberating whether
to go out onto the street and stab a police officer as compared to
when you have a group of individuals planning the kind of complex
plots al-Qa “ida was putting together in years gone by.

CTC: How has the “going dark” phenomenon created challeng-
es in terrorism investigations in New York?
Ahmad: It’s creating a unique problem in our nation’s history: there

b The defendants charged with Islamic State-related crimes in the Eastern
District of New York in the past year include Abdurasul Juraboev, Akhror
Saidakhmetov, Abror Habibov, Dilkhayot Kasimov, Akmal Zakirov, Munther
Saleh, Fareed Mumuni, Noelle Velentzas, Asia Siddiqui, Nathaniel Pugh, and
Ali Saleh. The defendants are presumed innocent unless and until proven
guilty.

“The broader American-Muslim
community...rejects the distorted
version of Islam that terrorist groups
use to justify acts of mass violence.”

are “lockboxes” that law enforcement has the lawful authority to
open, but not the physical ability to open. It’s not just terrorism
cases that may be negatively affected. If a teenager goes missing
from her bed in the middle of the night and leaves her phone on the
bedside table, the “going dark” phenomenon means that depending
on the phone, the provider, and the circumstances, we might be
completely unable to find out what’s inside it—despite the fact that
most parents will tell you that the best evidence of what their teen-
age child is up to will be contained in his or her phone. Even when
you meet the legal standards to obtain a court order instructing
the service provider to unlock the phone, the service provider can
say “because we've designed this system so we can’t access it, we
can’t actually comply with this court order.” This is a new challenge
for law enforcement agencies. The limits being placed on the FBI’s
lawful ability to monitor communications have the potential to have
a particularly strong impact on terrorism investigations; because
the primary goal of such investigations is to prevent attacks, they
rely much more on electronic monitoring and wiretaps than other
criminal investigations.

CTC: How can terrorism prosecutions serve to dissuade Amer-
icans from traveling to join the Islamic State?

Ahmad: We hope they have a deterrent effect by making clear the
severe consequences that await such actions. In addition, many de-
fendants charged with terrorism offenses agree to cooperate, and
their providing us with all relevant information about their crimes
significantly expands the body of knowledge that our government
has regarding terrorist groups. For example, the cooperation of Na-
jibullah Zazi, his co-conspirator Zarein Ahmedzay, and Bryant Neal
Vinas provided the U.S. government with a treasure trove of intelli-
gence regarding al-Qa ‘ida’s activities, whereabouts, and hierarchy.
ISIL prosecutions have the potential to yield the same valuable
intelligence. In addition, the more publicly available information
we develop about the degree of dissatisfaction and disappointment
many individuals who have traveled to join ISIL in Iraq and Syria
feel with the organization, the more people will be dissuaded from
joining the group.

CTC: Abid Naseer was presumably surprised when he found
out that the prosecutor in his trial was an American woman of
Muslim faith whose parents came to the United States from Pa-
kistan. What made you decide to embark on your career path?
Ahmad: There were several factors that went into my decisions
(many of which surprised those who knew me well) to go to law
school, to work in criminal law, and to eventually become a pros-
ecutor working on terrorism cases—it’s been an unexpected but
incredibly rewarding career path for me. In some ways, the pri-
mary relevance of my ethnic background to the work I do is its
irrelevance. By that I mean that anyone who knows the broader
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American-Muslim community knows that it rejects the distorted
version of Islam that terrorist groups use to justify acts of mass
violence. And so it should not be surprising to find members of
that community participating in counterterrorism efforts, as you
do across many different federal agencies; I'm not unique. It’s in
keeping with broader values and patriotism of the American-Mus-
lim community. Many American-Muslims feel that it’s their own
culture and their own community that are being hijacked, which
makes it a particularly important goal for them to hold accountable
the perpetrators of terrorism.

CTC: How can prosecutors and law enforcement involved in
terrorism cases win trust from the Muslim community?
Ahmad: I think the best way for prosecutors to win trust from all
communities, including the Muslim community, is to do their job
fairly, with an open mind, and with integrity, throughout every stage
of the criminal justice process. As prosecutors we are taught over
and over that our principal aim is to seek justice, not to achieve any
particular subsidiary goal in any particular case. Prosecutors should
always be guided by the evidence in decisions related to bail, deten-
tion, admission of statements, and what sentences we seek, rather
than always seeking the maximum or the most punitive course.

CTC: Many commentators have spoken of the need for “off-
ramps” for impressionable youth being brainwashed by radi-
cal ideologies. There is a pilot federal program in Minnesota
to deepen the engagement between law enforcement agencies
and the community, which creates the possibility of off-ramps
through early warnings of radicalization. From where you sit
as a prosecutor, what can you do to rehabilitate youth being
led astray?

Ahmad: Pilot programs like the one in Minnesota certainly show
a lot of promise. As I've said, as a prosecutor your primary goal is
always to see that justice is done in a particular case. Achievement
of that goal can take a variety of forms and I don’t think there is
any legal tool that is not appropriate to deploy in this context. In all
federal criminal cases, the levying of charges does not end the dis-
cussion. Efforts can be made to achieve rehabilitation or take into
account specific circumstances like youth or vulnerability in fash-
ioning the appropriate resolution to the case. Furthermore, there
are legal protections in place for juveniles or individuals whose
mental capacity is in question.

“There are many situations where
criminal prosecution is the only way to
neutralize a terrorist threat, and hence
a very important wrench in the U.S.
government’s counterterrorism tool
kit.”

CTC: Will the Department of Justice and FBI be able to sustain
their current intensity of focus on terrorism cases?

Ahmad: I have not in my professional career seen any threat that
was not adequately addressed with the proper amount of resources
by the Department of Justice, the FBI, and the intelligence com-
munity. So I have the utmost confidence that the focus will be sus-
tained.

CTC: What has been the value of criminal prosecutions in U.S.
counterterrorism efforts?

Ahmad: I believe criminal terrorism prosecutions have made the
country safer by disrupting threats and producing valuable intelli-
gence about the nature of the terrorist threats we face. Obviously,
the U.S. government’s approach to combating terrorism is multi-
faceted and is the responsibility of many agencies beyond just the
Department of Justice. But it’s important to keep in mind that there
are many situations where criminal prosecution is the only way to
neutralize a terrorist threat, and hence a very important wrench in
the U.S. government’s counterterrorism tool kit. There are many
people whom we've investigated and prosecuted who would still
be at large today otherwise. Naseer, for example, had he not been
convicted in U.S. court, would be living freely in the West, because
he was able to defeat the UK government’s efforts to deport him
to Pakistan. In addition, the exceptionally valuable intelligence
gained from the debriefings of cooperating defendants such as Zazi
and Vinas would likely not have been attainable were it not for the
negotiated plea agreements made possible by the federal criminal
justice system. The success we've had in terrorism prosecutions is
a testament to the quality of the work and workers involved across
the Department of Justice and law enforcement agencies.
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A Frontline Report: The Ground War Against

the Islamic State

By Tim Lister

A recent journey through northeastern Syria and
northern Iraq provided an opportunity to see the multi-
faceted campaigns against the Islamic State on several
fronts, the handicaps and challenges that its adversaries
face, and a sense of the real progress being made in
degrading the group, compared to a previous visit to
the region in February 2015. There are still issues,
including notable animosities and deep-seated rivalries
that persist among the different states and players that
are supposedly on the same side of the conflict. These
divisions provide the Islamic State with oxygen in its
campaign to endure and expand. They also constrain
U.S. and coalition action.

n late October and early November, the author spent two

weeks traveling through northern Iraq and northeastern

Syria as part of a CNN team reporting on the ground war

against the Islamic State. The team went to Hasakah prov-

ince in Syria and then Nineveh in Iraq. Most of the time it
traveled with the dominant Kurdish factions in Iraq and Syria, but
it also met Yazidi fighters, some of the internally displaced people
of Iraq and Syria, and senior officials in the Kurdistan Regional
Government (KRG) in Iraq.

The battle against the Islamic State is frequently hobbled by a
lack of weaponry and equipment, as well as internal rivalries among
the Islamic State’s adversaries, all of whom have their own patrons
and often diverging priorities. Second, the scale of the Islamic
State’s defensive preparations complicates the task of forcing the
group from towns and villages they have spent a year and more
fortifying—let alone from strongholds such as Deir Ezzour and al-
Raqqa. Third, U.S. attempts to help prepare partners on the ground
remain at best patchy, especially in Syria, and first-hand observa-
tion of air strikes around Sinjar tended to confirm that while they
can make a critical tactical difference—the team observed one strike
take out a truck suicide bomb just outside the town—their strategic
effectiveness is limited.

However, there are signs that the Islamic State is under stress
in critical areas. Its oil production, refining, and transport opera-

Tim Lister has been a journalist for more than 30 years with the
BBC and CNN. He has traveled extensively in the Middle East
and was at Tora Bora in Afghanistan in late 2001. This year he
has covered the terror attacks in Tunisia and France and written
extenstvely about the Islamic State for CNN.com. He is co-author
with Paul Cruickshank and Morten Storm of Agent Storm: My
Life Inside al Qaeda and the CIA. Follow @ TimListerCNN.

tions are being pummeled. Resupplying its crown jewel, the Iraqi
city of Mosul, is becoming more arduous. Nearly 1.5 million people
in the city live in deteriorating circumstances; those with relatives
trapped there speak of growing paranoia among Islamic State offi-
cials, shortages, and price inflation.

The broader political landscape in the region changed beyond
recognition in a few short weeks, following the bombing of the
Russian Metrojet airliner, terror attacks in Paris on November 13,
and the downing of a Russian Su-24 by Turkish planes later in the
month. How these events will influence the battlefield and the re-
lationships among key parties will only become apparent in time,
but signs of a hardening response are already evident.

France has sharply escalated its airstrikes against al-Raqqa, on
the grounds that the plot to carry out the Paris attacks was planned
there. It is using its aircraft carrier, the Charles de Gaulle, which it
moved to the eastern Mediterranean, as well as airbases in Jordan
and the United Arab Emirates to stage the campaign. French For-
eign Minister Laurent Fabius has even suggested coordination of
rebel and regime forces against the Islamic State on the ground, a
proposal that is a non-starter for factions inside Syria supported by
Persian Gulf nations.

In the immediate aftermath of the Metrojet crash, Russia broad-
ened its campaign of airstrikes to include the Islamic State’s oil busi-
ness, claiming to have destroyed 500 fuel tanker trucks in the first
few days of strikes.!

How Russia will respond to the downing of their Su-24 remains
to be seen. Economic, visa, and trade restrictions against Turkey
were quickly announced, but unless this crisis is defused in the near
term, Moscow may seek to retaliate by providing greater support
for the Syrian Kurds. There are already signs that the Democratic
Union Party (PYD) and its military wing—the People’s Protection
Units (YPG)—are benefiting from Russian airstrikes against other
rebel groups (notably Jabhat al-Nusra and Ahrar al-Sham) north
of Aleppo.?

Turkey regards the YPG as a terrorist organization in league
with the Kurdistan Worker’s Party (PKK), which has fought the
Turkish state for three decades. This complicates the on-the-ground
situation. The YPG is already receiving support from the United
States and other coalition partners—mainly through airstrikes—in
its battles against the Islamic State. Russian support might encour-
age the group to defy Ankara and push west beyond the Euphrates
River in order to achieve its aim of linking the cantons of its state-
let, known as Rojava. Any expansion of Kurdish control across the
Syrian border would shrink the Islamic State’s access to the outside
world and deny valuable routes for its oil, fighters and supplies.® But
Turkey has vowed to prevent such a move. The prospect of almost
all its southern border being controlled by Kurds is something it will
block, even if it means that the Islamic State remains in control of
border towns such as Jarabalus.
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AYPG fighter in Hasakah, Syria

A Patchwork Battlefield

Among the many parties battling the Islamic State on either side of
the colonial-era border between Iraq and Syria are different Kurd-
ish factions (as wary of each other as they are hostile to the Islamic
State), Arab tribes, Yazidis, and Assyrian Christians. Government
forces—either Syrian or Iragi—are either absent or quiescent.

The major player among these ground forces is the KRG’s pesh-
merga in Iraq. Its size is estimated at around 180,000, distributed
between the Interior and Peshmerga Ministries and local author-
ities. The formation of the Ministry of Peshmerga Affairs and U.S.
aid has accelerated the process of integrating peshmerga brigades,
but it is far from complete—and many fighters have police functions
or are volunteers who rotate through frontline positions.* Even at
the front many peshmerga are not of prime military age and must
supply their own weapons. During the trip the author saw several
fighters over the age of 70 at various frontline positions.

The Iraqi Kurds defend a frontline more than 600 miles long
against the Islamic State, from south of Kirkuk to Sinjar near the
Syrian border. They are thinly spread, often with small outposts of
a dozen or so fighters at intervals of several kilometers. In the sum-
mer of 2014, the peshmerga were driven back to within 30 kilome-
ters of the KRG capital Erbil by a lightning Islamic State advance.
They were simply outgunned by a better-trained and equipped
adversary that was able to field plundered armor, tanks, and mor-
tars. But some Kurdish officials acknowledged privately that their
military leadership had become complacent in the decade since the
overthrow of the former Iraqi leader Saddam Hussein.®

The failure in 2014 caused a refocusing of effort. “This was the
first time we saw peshmerga withdraw, and it had a deep impact on
all the peshmerga and the whole of Kurdish society,” said Halgurd
Hikmat, spokesman for The Ministry of Peshmerga Affairs.°

A winter offensive, heavily supported by coalition airstrikes, re-
claimed some 500 square kilometers around Mosul, and the cap-
ture of Sinjar and its environs in November 2015 completed the rec-
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lamation of what the KRG considers Kurdish territory, according to
multiple KRG officials.” There is no appetite, for example, for evict-
ing Islamic State fighters from Tal Afar, a town that is sandwiched
between Sinjar and Mosul and is a bastion of Sunni militancy.

In response to the Islamic State’s suicide bomb attacks, some
peshmerga frontline units have been equipped with anti-tank mis-
siles. The German government is providing some 500 MILAN
missiles along with 30 launchers as part of a new $77 million mil-
itary aid package.® The KRG also has U.S. AT4 anti-tank missiles
and some 40 of the U.S. mine-resistant ambush-protected vehicles
known as MRAPs.? But the vast majority of peshmerga units rely
on AK-47s and pick-up trucks mounted with heavy machine-guns.

The KRG mobilized some 7,000 fighters' for the operation
that freed Sinjar, but the operation’s success should be measured
against the Islamic State’s decision to retreat rather than reinforce.
As Denise Natali has observed, “At Sinjar, heavy coalition airstrikes,
alongside ground support from Kurdish forces from Turkey and
Syria, as well as Yezidi fighters, neutralized ISIL in the months be-
fore the actual liberation maneuver was launched. It was this com-
bination of force, and not the presence of any single Iraqi Kurdish
Peshmerga faction, that led to an ISIL retreat (or, as some say, a
mere tactical withdrawal) without a lengthy urban battle.™

The Kurds are still vulnerable to attacks along the frontline, ev-
idenced by the assault on Dibis near Kirkuk, which came within
kilometers of severing the main highway between Erbil and Kirkuk.

Complicating the Kurds’ effectiveness on the battlefield, the
peshmerga are split between the two main political organizations
in Kurdish Iraq: the Kurdistan Democratic Party (KDP) (the ma-
jority party led by President Massoud Barzani) and the Kurdish
Union Party (KUP). The Ministry of Peshmerga Affairs was created
to better synchronize the fighting force. But progress has been slow
because political rivalries are never far from the surface, and recent-
ly turned fatally violent over the postponement of the presidential
election in the KRG area.”
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Intra-Kurdish Woes

The Kurds’battlefield capabilities are further hobbled by rivalry be-
tween Iraqi and Syrian Kurds. The YPG, with an estimated 30,000
fighters, is the dominant force in northeastern Syria, though they
are poorly equipped and lack training.

The focus of the tension between the KRG and YPG has been
the Sinjar region just inside Iraq. The KRG was embarrassed by the
sudden Islamic State takeover of the area in August 2014 and widely
criticized for its inaction.' In contrast, the YPG fought to create an
escape corridor across Mt. Sinjar for thousands of Yazidis fleeing
the Islamic State. With the Syrian border just a few kilometers away,
the YPG has remained in the area, highlighting its occupation with
abase and a massive portrait of PKK leader Abdullah Ocalan paint-
ed onto a mountainside. The tension between the KRG peshmerga
and Syrian Kurdish fighters was palpable during the author’s trip:
both sides flew their banners and flags prominently and mounted
their own roadblocks.

Ultimately, the operation to take Sinjar was led by KRG pesh-
merga and supported by Yazidi volunteer units cobbled into an aux-
iliary force under peshmerga control. The military wing of the PKK
complained loudly at being excluded. “We can make no sense out
of this unfriendly attitude,” was a representative quote from YPG
leaders, according to news reports.! Similarly, the Sinjar operation
was devoid of Arab participation, despite the area being ethnically
mixed. “One important excluded group was the Sunni Arab Sham-
mar tribe that controls the Rabia border region with Syria, coop-
erates with Barzani, has a good relationship with the Yezidi, and
had hundreds of fighters ready and willing to help liberate Sinjar,”
Natali noted.”

Further complicating the picture in this area are acts of ven-
geance by Yazidi militia against Arabs and some Kurds whom they
regard as having collaborated with the Islamic State during the 16
months its forces occupied the area.'s

The KRG’s hard line toward its fellow Kurds is partly because the
KDP does not tolerate competition where it is the dominant party.””
The KRG also has a close relationship with the Turkish state. Iraqi
Kurdistan is heavily reliant on Turkey for investment and as a con-
duit for its oil, which is shipped northward independent of Baghdad
and the central Ministry of Oil. KRG President Massoud Barzani
cannot afford to alienate Turkish President Recep Tayyip Erdogan,
newly emboldened by election victory. Amid a multi-pronged of-
fensive against the PKK, which has included months of airstrikes
on the group’s bases in northern Iraq, Turkey has put pressure on
the KRG to interrupt the flow of foreign fighters trying to join the
YPG, according to sources in the region.’®

Further evidence of the close relationship between the KRG and
Ankara came with the reinforcement of a Turkish military training
mission in KRG territory in early December. The Turks are helping
to train former Iraqi police and soldiers at a base north of Mosul.*

Were the YPG and KRG to coordinate their actions against the
Islamic State, pressure along crucial axes that connect Islamic State
territory in Syria and Iraq might be more effective. The establish-
ment of a U.S. Special Operations Task Force in Erbil may improve

a The Iragi government protested the Turkish military presence in KRG
territory without Baghdad's consent. The Turkish ambassador to Iraq was
summoned to the Foreign Ministry on December 4. “Iraqg summons Turkish
ambassador to demand withdrawal of troops,” Reuters, December 5, 2015.

the situation, along with the arrival of small units of U.S. special
forces on the ground in northern Syria to help train and coordinate
the YPG’s efforts. As The Institute for the Study of War puts it:
“The deployment of reportedly up to 200 Special Operations Forc-
es (SOF) with authority to engage in raids in both Iraq and across
the border in Syria follows an intensification in U.S. activity under
advise and assist in support of the peshmerga in Iraq.” ¥

The U.S. government clearly recognizes the potential offered by
Kurdish forces for degrading the Islamic State in this critical the-
ater, but there remain substantial logistical and diplomatic obsta-
cles to exploiting that potential.

The Hasakah Front

Over the past year, the YPG has shown itself (by the relative stan-
dards of rebel factions) to be a proven partner against the Islamic
State in northern Syria. After saving the border town of Kobani last
year with help from coalition airstrikes, it has denied much of the
Turkish border region to the Islamic State. The YPG was also able
to forge an alliance with some Arab factions in what was known as
the Euphrates Volcano operations room.>°

The YPG has insisted that before the Syrian regime can be con-
fronted, the Islamic State must be eliminated—a view that’s pop-
ular in Washington but less so among many Arab rebel groups in
Syria. There is significant criticism that the Kurds stood to one side
when the uprising against Syria’s President Bashar al-Assad began
in 2011.

Even so, the YPG is the senior partner in a new coalition that
includes Arab factions and Syrian Christians under the umbrella of
the Syrian Democratic Forces (SDF). Its members include the Sa-
nadid force (dominated by the Shammar tribe), the Christian Syriac
Military Council, the Jazira Brigades, the Turkmen Seljuk Brigade,
and Jaysh al-Thuwar, which is made up of moderate Arab factions
previously expelled from northeast Syria by Jabhat al-Nusra.?

The non-Kurdish constituents can, at best, field fighters in the
low thousands, and in many instances their training is non-exis-
tent. They are more akin to defensive neighborhood militia. After
50 tons of U.S. ammunition was dropped to the new alliance in
October, U.S. officials “privately acknowledged that the Arab units
it was intended for did not have the logistical capability to move it.
So, again, the Kurds were called to help.” *

Yet to be demonstrated is the degree of cooperation in the field
among the SDF factions, whether in Hasakah or further west.

YPG fighters—including the Women’s Protection Units (YPJ)—
display exceptional determination and courage. Some have been
trained by the United States in the use of hand-held GPS devices
to call in airstrikes, acting as forward air controllers for the coali-
tion. But a tour of frontline positions suggests that tactically, and
in terms of organization, communication, and equipment, the YPG
needs further help, especially with demining, transport, and defen-
sive armor.

Its most recent focus has been on pushing Islamic State forces
further south, out of Hasakah province altogether. In November,

b The announcement establishing the SDF was made on October 11, 2015,
with the preamble stating: “Due to the accelerated conditions in both the
political and the military development and the sensitive phases our country
has gone through, there must be an establishment of a unified national
military force to all Syrians consisting of Kurds, Arabs, Assyrians, and all
others living in the geographical locations of Syria.”
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the YPG began probing attacks on Islamic State positions closer to
Deir Ezzour, a critical supply and communications hub between
al-Raqqa and Mosul. Again, airstrikes helped pave the way, with
multiple attacks against the Islamic State strongholds of al-Hawl
and Ash Shaddadi. At the end of October, heavy plumes of smoke
could be seen hanging over the area for days at a time, though that
may have been in part due to oil fires used by the Islamic State
fighters to obscure their movements.

The YPG offensive made progress despite heavy mining by the
Islamic State around its defensive positions.?? The Islamic State
abandoned al-Hawl near the Iraqi border toward the end of No-
vember. Ash Shaddadi, 46 kilometers south of Hasakah city, is the
next key objective because it is on a critical Islamic State resupply
route, but it is allegedly encircled by improvised explosive devic-
es (IEDs) and landmines intended to funnel an attacking enemy
into a kill zone. According to Kurdish commanders on both sides
of the border, the Islamic State has also invested more heavily in
conventional defensive fortifications in recent months, including
long trenches and networks of tunnels that shield their fighters’
movement from the enemy.

YPG commanders do not envisage taking a leading role closer
to Deir Ezzour. They regard it as an Arab city where Kurdish fight-
ers would not be welcome and where losses would likely be high.
It’s unclear what ground forces acceptable to the Western coalition
would be capable of such an assault, which would require a force of
some 20,000 according to YPG commanders. There is the added
complication of regime forces close by, holding out at Deir Ezzour
airport.

The Turkish Question

The United States has to walk a tightrope in its relations with the
YPG because of Turkish hostility to the group. U.S. officials have

been at pains to insist that the SDF will operate only to the east of
the Euphrates.

“They [the YPG] have been effective,” said State Department
spokesman Mark Toner. “But we also have talked about some of
the caveats—that we don’t want them developing some kind of
semi-autonomous zone.”*

Ankara has been explicit in saying it will prevent the YPG from
creating a contiguous zone along the Syrian border by moving be-
yond the river, even though to do so could deny the Islamic State
access to Turkey.

In a CNN interview on November 9, Turkish Prime Minister
Ahmet Davutoglu said Turkey would take all measures to stop arms
shipments to the YPG. “We will not and we cannot ...tolerate any
help to any PKK-related groups in Syria or in Iraq,” he said.**

At the end of October, Turkish forces opened fire several times
on YPG units that were allegedly trying to cross to the west bank of
the Euphrates. The Erdogan administration may have been hoping
for return fire to provide a pretext for escalating offensive action,
but YPG forces showed restraint. Even so, the desire of the coalition
to transform the Syrian Kurds and their allies into a ground force
capable of putting pressure on al-Raqqa will likely be constrained
by Ankara.

Kurdish forces and their allies hold Tal Abyad, but their ability
to apply pressure on Jarabalus, an important border town held by
the Islamic State, is hobbled by the de facto Turkish veto. Erdogan
has accused the Kurds of a form of ethnic cleansing as they advance.
“Who owns that place?” he asked of Tal Abyad. “Ninety-five percent
of the people in that town are Arabs and Turkmens, with 5% Kurds.
Their goal was to turn that place into a canton, and that is what
they did. This is now posing a threat to Turkey.”> Salih Muslim,
the leader of the PYD, responded by saying: “[ The Islamic State]
is slaughtering women and children west of the river, but Ankara
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doesn’t say anything about that. To say the YPG must not move to
Jarabalus only means let [ the Islamic State] do what it wants.” It
was a complaint later taken up with gusto by Russia.

Islamic State Under Pressure

Despite the many difficulties in stitching together a workable coali-
tion against the Islamic State in northern Syria, the group is under
pressure there and in northern Iraq. There are multiple reports
that families of foreign Islamic State fighters have begun leaving al-
Raqqa for Mosul since French airstrikes intensified.?” The capture
of Sinjar and Route 47 linking al-Raqqa and Mosul has forced the
Islamic State to find more circuitous and difficult routes through
Ba’aj. Kurdish sources in Iraq say the Islamic State has moved
road-building equipment into the area.?

Even so, the capture of Route 47 has exacerbated shortages in
Mosul and stoked price inflation for basic goods, according to sourc-
es familiar with the situation inside the city.>® The Islamic State’s
difficulties in the area straddling the Syrian-Iraqi border have been
multiplied by a much more concentrated air campaign in support
of YPG advances south of Hasakah and against the Islamic State’s
oil facilities in the area.

The Islamic State has been pumping an estimated 30,000
barrels of oil daily, according to several estimates, of which a sig-
nificant portion comes from the al-Jabsah and al-Omar fields in
northeastern Syria.?° That source of revenue is now under much
greater pressure.

In the two months to the beginning of December 2015, U.S.,
French, British, and (uncoordinated) Russian airstrikes targeted oil
refineries, transport, and storage facilities held by the Islamic State
around Deir Ezzour. On November 18 alone, U.S. ground attack
aircraft struck nearly 300 oil tanker trucks near the town, according
to U.S. officials.”

It was the second attack of such intensity within a week and may
have prompted the Islamic State to change its system for trans-
porting oil. Previously, long lines of trucks would wait for refined
products; now they are called one-by-one to collection points, ac-
cording to sources in the region.?> The Russian Defense Ministry
has claimed its jets have also been hunting oil tankers in this area
and had attacked fuel dumps north of Deir Ezzour. In early Decem-
ber, British jets targeted the al-Omar oilfield, one of the largest still
under the Islamic State’s control.

The Islamic State remains a resilient organization with sophis-
ticated military tactics, an extraordinary capacity to produce im-
provised explosive devices (IEDs), and a complex bureaucracy that
manages everything from taxation to the supply of ammunition to
frontline positions. It still has thousands of seasoned fighters in
the field and has enjoyed success in other parts of Syria in recent
months, especially round Aleppo and in the Homs countryside. And
while it has lost ground in northern Syria, its main positions remain
intact. Several factors could yet derail progress against the Islamic
State in the Syrian governorates of Hasakah, Deir Ezzour, and al-
Raqqa, especially rivalry among its adversaries.

Even so, there is no denying that the Islamic State has lost ter-
ritory, access to highways, and control of resources in this area, as
well as seeing its access to Turkish soil eroded.

The Next War?
The fractured nature of the battlefields on either side of the
Iraqi-Syrian border mean that the Islamic State is neither the only
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A Yazidi fighter near Mt. Sinjar, Iraq.

enemy nor even the most critical enemy for some forces. Amid the
kaleidoscope of rivalries, one that could play in favor of the Islamic
State is the growing tension between the KRG and Shia militia,
which is nibbling at the Kurds’ sphere of influence.

One peshmerga general close to KRG President Massoud Barza-
ni said he feared the the Shia Asaib Ahl Haq and Badr militia more
than he did the Islamic State.*?

These militia—known as Popular Mobilization Units (PMUs)—
have overshadowed Iraqi security forces as the sharpest offensive
group in operation against the Islamic State in non-Kurdish parts of
Iraq. The weakness of the Iraqi Security Forces has prevented Iraq’s
Prime Minister Haidar al-Abadi from consolidating his authority
in the face of the militia, which led the battles to retake Tikrit and
Baiji. The Islamic State has worked hard to stoke fear of the PM Us
among Sunnis in areas that it controls. According to one source
it moved busloads of Sunni civilians from Tikrit to Mosul so they
could spread work of the atrocities