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REVISIONS
SYM DESCRIPTION DATE | APPROVED
SECTION A
A Page 6 - Revised to clarify Psult Tree documentation.
Page 7 - Revised to identify IA&T as Integrating
Contractor. .
- Page 7.1 -~ Added to provide for Technical Interchange
Meetings
.Page 8 - Revised to identify the Fault Trees.,
‘ SECTION B
Page 2 and 3 - Revised to correct scheduling to reflect
associate contractors commitments A/N Letter 63AN/MM 3820
- dated 11 June 1963, Subject: Fault Tree Analysis
Program, and Sylvania Letier MPOL-2-4-860 dated 14 June
1963, Subject: Fault Tree Coordination. Pages 4 and 5 /
deleted. /TL 7/;)
‘ SECTION C R
- ///!4 i
Pages 2 - Revised to clarify definitions 7/16
SECTICH 1
B Pages: 5: through: 6,2 revised to redefine composition f
of the =2 and -3 volumes. o /
) w 52//
All pages are revised to reflect change in section
identification. N
. ©
Pages 18 through bk, Section 1, added to provide z
additional mathematical methods. ~
. S
Section F "References" is deleted., The references
are included in introductory pages of Section l. -
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1 IRTRODUCTION

1.1 letter Contract AFO4(694)-266 requires that a Fault Tree Analyses
te prepared to determine the probabilities of Inadvertent and
Faulty Launches in the WS-133B Weapon System. This type of
analysis provides a graphic display of fault sequences which can
cause an unwanted event and a measure of the system safety.

1.2 The determination of the abllity of a complex system to provide
safety against an undesirable event is exceedingly involved.
An orderly analysis has been prepared by the Bell Telephone
Laboratories, entitled Launch Control Safety Study Revort,
dated September 15, 1962 (ref. 1), They introduced a concept
of Fault Trees which, with equivalent Boolean equations,
provides a technique particularly adaptable to this effort.

The trees graphically illustrate, in a logical form, the
faults which might occur to permit an undesirable event,
Boolean equations, which express the fault relationships,

offer mathematical slmpllflcatlons for calculating the

Safety Constant.

~

2 PURPOSE
2.1 " The purpose of the Fault Tree Analysis Program is to:

(a) Determine the probabilities of inadverteat and faulty
launches. .

(b) Identify those failurea which make excessive contribu-
tion to (a).

(c) Recommend corrective measures.

3 ORGANIZATION AND SCOPE

Jele: The WS~133B Fault Tree analysis program is organized into
threa categories, each in a volume ¢f" this document as
follows:

D2-30207-1  Program Plan
D2-30207-2 1Inadvertent and Faulty Launch Summary .
D2-30207-3 Associate Contractor's Detail Analyses

3.1.1 The scope of the analysis is divided into 5 divisions.

s e B M.;_A..
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3.1.1.1 The Alert System K

- This is the analysis of the probability of I.L. during the
{ system life. It includes the operational system during 1
the Strategic Alert, Strategic Standby, Launch Commanded, y
and Launch in Process modes, the exercise of preparatary ' lﬁ
launch commands, and also includes the vprobabilities of
those events which can be caused by commanded programmed
tests or calibration of the system, and by maintenance
equipment and procedures.

3.1.1.2 The System Under Commanded Tests, Calibration and Interrogations:

This is the detail analysis of the probabiiities contributing

te I.L. during the periods of commanded tests and calibration. ;
It also includes the interactions of commanded tests and t
interrogation of a specific LF uvon the overall system. It §
excludzs the effects of MGE connected to the system, paragraph

3.1.2. ©

~ L

3,1.1:3 - Assembly and Checkout Equipment
. = This is the analysis of the A&CO equipment to determine 4

what unsafe residual or post test effects can be left in

the system by failures of the test equipment. ,

3,1.1.4  Maintenance Ground Equipment

This is the analysis of maintenance equipment effects at
the LCF,.LF and OCCP.

L~

1. . Analyze the maintenance conditions which contribute to
those events indicated in the analysis of the alert
system paragraph 3.l.2.1l.

2., Determine what unsafe residual or post maintenance
effects can be left in the system by failure of the 4
maintenance equipment. E

3+ Determine maintenance equipment failure wates for the
modes of failure which are needed for (1) and (2) above.

e ¥,

3.1.1.5 Faulty Launch Analysis - The Alert System
G
It includes equipment malfunctions and improper flight
instructions under operational and maintenance conditions. 3

3.2 D2-30207-1 WS~133B Fault Tree Analysis Program Plan %
¢ This volume defines the Fault Tree Analysis Program requirements r
and responsibilities of all contractors and establishes ground i
rules, formats, definitions and instructions for preparing
fault tree analyses. i F(
U
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3.3 D2-30207-2 WS~133B FAULT TREE ANALYSIS -~ INADVERTENT AND FAULTY F(
LAUNCH SUMMARY i

This volume contains the VWeapon System Summary Fault Trees and
Analyses prepared by the Analysis Integration Contractor.
The contents of this volume are shown below:

SECTION 1, GENERAL _—

Title Page
Active Fage Record Page E
Revision Page
Table of Contents
References
Introduction 4
Summary L

SECTION 2, INADVERTENT LAUNCH ANALYSES

. 1.0 The Alert System b
. - 1.1 Functional Flow and Block Diagrams f
1.2 Fault Tree - ;
1.3 Mathematical Solution !
1.4 . Recommendations for Change H

2.0 The System Under Tests, Calibratien and Interrogations

1 Functional Flow and Block Diagrams ]
2 TFault Tree i
«3 Mathematical Solution

L Recommendations for Change

3.0 Assembly and Checkout Equipment :

3.1 Functional Flow and Block Diagrams
3.2 TFault Tree ;
343 Mathematical Solution

3.4 Recommendations for Change

L,0 Maintenance Ground Equipment

4,1 Functional Flow and Block Diagrams
L,2 Fault Tree

4,3 Mathematical Solution .
L,4 Recommendaticns for Change

I\ 8

SECTION 3. FAULTY LAUNCH ANALYSIS

1.0 The Alert System

1.1 Functional Flow and Block Diagrams
1.2 Fault Tree
1.3 Mathematical Solution
1,4t Recommendations for change R
U3 4288 2000 REV. 8/62 2-5142-2
B NO.
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D2-30207-3 WS-133B FAULT TREE ANALYSIS - ASSOCIATE CONTRACTOR!'S

DETAIL ANALYSES

This volume contains the detailed Fault Tree Analyses of each

Associate

Contractor as received by the Integration Assembly

and Test Contractor in support of preparation of the System

Favlt Trees contained in volume 2 of this document.

of this volume are organized as follows:

SECTION 1, GENERAL

Title Page
Active Page Record Page
Revision Page

* Table of Contents

References
Introduction

Summary

SECTION X* ASSOCIATE CONTRACTOR®

-

1.0 Inadvertent Launch Analjyses
1.1 The Alert System
1.1 Functional Flow and Block Diagrams

1.1,
1.1,2 Fault Trees
l.1.3 Mathematical Calculations

1.2 .ne System Under Tbéts, Calibration and Interrogatidn

1.2.1 Functional Flow and Block Diagrams
l.2.,2 Fault Trees
1,2.3 Mathematical Calcnlations

1.3 Assembly and Checkout Equipment

l1.3.1 Tunctional Flow and Block Diagrams
1,3.2 Fault Trees

1,3.3 Mathematical Calculations
1.4 Maintenance Ground Equipment
1.4,1 Functional Flow and Block Dlagrams

l.4.2 Fault Trees
1.4,3 Mathematical Calculations

2,0 Faulty Launch Analysis

2,1 The Alert System

2.1,1 Functional Flow and Block Diagrams
2.1,2 Fault Trees
2.1¢3 Mathematical Calculations

The contents

R
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3.0 Recommendations for Change
4,0 Supporting Data

4,1 Failure Mode Analysis
4,2 Reliability Data

*Associate Contractor section numbers have been assigned as
follows:

SECTION 2, AEROJET GENERAL
SECTION 3, AUTONETICS
SECTION 4, AVCO

SECTION 5. BOEING

SECTION 6., HERCULES
SECTION 7. SYLVANTA
szé;lon 8. THIOKOL

A1l Associate Contractors shall submit their inputs on their own

 stationary (8%" x 11" to 11" x 34/"). Document, section and page

numbers shall be included in the lower right-hand corner of each
rage in acceordance with the following sample:

D2-30207-3
Sec_ @ lPAGE @

Each Associate Contractor shall use the section number assigned
as shown in the organization of contents above.

Page numbering shall start with Page No. 2. The Analysis
Integration Contractor shall add the Section Title Page to
facilitate handling and incorporation of individual sections
into D2-30207-3. )

! S rmvsym__ B

RN S e e
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4,2

CONTRACTORS' RESPONSIBILITIZS

The responsibilities of the contractors are described as
follows:

The Integratiag Coatractor

h.l.l

l*o]uaz

A1l Associate Contractors

4,2,1

4,2.2

It is the prime responsibility of the Integrating Contractor
to vrepzre and submit the firal Weapon System Fault Tree
Analysis to AFBSD,

Based on the Yeapon System Fault Tree Analyses, the Inte-
yrating Coniractor shall provide guidance to otker con-
traciors and generate requirements for specific inputs
from them.

The Integrating Contractor shall evaiuate all detail Fault
Tree inputs from other Contractors for compatibility and
coordinail- interface problems in the amalyses.

The Integrating Contractor shall develop and maintain
detailed schedules for preparation and submittal of
Weapon System Fault Tree Analyses.

The Integrating Contractor shall also fulfiil rhe
requirements of paragrarh 4.2 below,

The Integrating Centracter sh2ll honer the proprietary
rights of the Associate Contractors' submitted
proprietary data and shall delete this material from
the published submittals and reports.

It is the prime responsibility of each contractor tc pre-
pare detailed Fault Tree Analyses of the equipments he
provides.

A1l contractors shall submit their detail Fault Tree
Analyses, together with other substantiating data (failure
mode probability, worst case analyses, etc.), to the
Integrating Contractor for incorporat. n into the “eapon
System Fault Tree Analyses as outlinea in Section 1
Subsection 3.3 and scheduled in Section 2.

Each Contractor may initiate recommendations for changes,
shall coordinate them with other Contractors and prepare
submittals to AFBSD for décision.,

All contractors shall coordinate their Fault Tree Analysis
Schedules with the Integrating Contractor for compatibility
with the master Weapon System Fault Tree Schedules of.
Section 2,

U3 4288 2000 REV. 8/62
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4,2.5 All contractors sh2ll submit their inputs to Integrating
Contractor, in accordance with approved schedules, for
incorporation into quarterly suboittals of the Yearon
Systen Fault Tree 3inalysis docucentation.

P

4_2.6 VFaterial of prorrietary nature submitted to the Integrating R
Contractor shall te so indicated. This data must be
subnitted as a separate attachzent of the subzittal
to permit its extraction without rawork of the remaining

- Ama—— \.‘.,..:....naz ——e -

I

3 =aterial.

i

: 4.3 Technical Interchange (TI) Meetings

4,3,1 TI Meeting will be held cn a2 monthly basis, the third
Tuesday of the month, except as indicated in para-raph 3
L,3,2. additional zeetings may be scheduled on an N

individual basis at the reguest of any Associate.

4.,3.2 The TI Meetinss, to be held during the months cuarterly
: - submittals are made tc B3)/5TL, are to be scheduled on
the day vreceding the guarterly submittal meceting date.
] ~-

L4,3,2 Announcement of the TI Meeting time and place is the
responsibility of the Integrating Contractor with the
concurrence of the other issociate Contractors and
shall be such that travel is apsortioned on an equitable
basis.

b,3.,4 An action item log wiil be maintained by the Integrating
Contractor, as an instrument ¢i coordination, to
assure the timely flow of data among the Associated.

4,3,5 Each action item will be prepared by the representative
responsible for the provisions of the data and will
include a date for the completion of the action item.

\

4,3,5 Tach Associate will be representea by personnel
who are knowledrseable in the fault tree effort and
who are prepared to commit a date for the completion
of an action item, Fi

Se GROUND RULES

These ground rules are supplementary to Contractor's
Responsitilities and define a common approach for the
development of Fault Trees.

5.l The Safety Constant objectives for the fault trees will be
tabulated and the values specified in the appropriate volumes
as shown typically below.

U3 4288 2000 REV. 8/62 2-5142-2
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5.1 Continued
Safety Constant
Fault Tree Cbiective Unit Time Zesults R
I.L. - Alert o~ System Life - ~
. Systen, of Sguadron R
including effects ]
of:
. Systen Y
Under Test, - .
Calibration ;
and Interrcgatior -~ ]
$:
Mair*enrance 1
Equipment - ;"
Faulty Iaunch 10~ Per Iaunch -
5e2 Terns and symbols defined in Section 5 wiil apply [
y - tbroughcut tkese analyses, 1
53 < Fault Tree Analysis will be conducted similar to the outiine i
in Paragraph 6 and Section % and 5. K g
5.6 The transmission constant of the cable system will be
: apblied as furnished by the ©85S Contractor. These will .
include noise and crosstalk values in the 100 to 5000 '
cycles band ior normal and abnormal conditions caused by i
cable system failures, v
i
55 Failures will be assumed to occur in a random manner. z
5.6 Those functions which are required to overatenormzlly to ]
transmit a fault will be assumed to be operating properly. i
The probability of their failure, which in these instances §
could block another failure function, is disregarded. !
L
5.7 Failure-Rates and Mean-Time-Between-Failures shall be {
based upon Document D2-14134 (reference 2) and Boeing 3
Standards (reference 4) or other Contractors' equivalent. .
g
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5.8

5.8.1

5.8.2

5.8.3

5.8.¥

The time during which a failure contributes to inadvertent
laumch is evaluated as follows,

Failures which are detected and repaired by the normsal
systen maintenance shall be considered to be effective
for forty-eight (48) hours.

Fallures which upon detection cause a subsystem shutdown
shall be considered to be effective until shutdown.

Fallures which are detectable by the system periodic
testing shall be considered to be effective for the period
between these tests plus either the period to shut down
or 48 hours, whichever applies.

Failures which are not subject to monitored system detec-
tion shall be considered to be effective for # the maintengace
period: specified in the Forms C and Cl, ;

-

A
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For the &ritical circuits which contribute to the eveluation of the
Safety Constants, The Boeing Company shall prepare circuit analyses
r Document D2-10744 - Minuteman Reliability Directives 5, 6, 7,
and 8 (Ref 3). Other Contractors' shall prepare their anslyses per

these or equivalent procedures.

Functional flow and fault tree drawings shall be reduced to 11"
high by a maximm of 343" long (page edges; 63" folds) for
inclusion in documents,

The base line for starting this enalysis is the aystem as designed,
properly connected and properly operated.

The fault tree development shall be pursued to that level where
the probebility of failure can be readily substantiated at the
lowest significant level of jnterface with other branches (equip-
ment). L

LY
i
,
4
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6 FAULT TREE CONSTRUCTION

Y 'm

6.1 The purpose of a Fault Tree Analysis i1s to identify events leading
to a hazardous condition and organize these events in a logical
form which lends itself to a clear determination of sequence and
order of events leading to a hazard end to simple mathematical
analysis,

I )

6.2 The basic principles for setting up and preparing Fault Tree
Analyses are given in Section VII of the BTL Report: Mimute-
man Launch Control System Safety Study Report, Vol, I,.included
as Sact, 4 of this document. R

6.3 A Fault Tree Analysis shall be divided into three distinct parts,
1. Functional Flow Diagram,
2, . Fault Tres,

¥
;~'
BE L
2
3
i
3
‘B
-
-4
g
.3

3. Mathematical Analysis,

which are finally summed up in the Safety Constant., This safety
constant is a numerical evaluation of Safety for a given Fault
‘Tree Arnalysis, ;

6.4 The following sequence of steps may be used as a guideline in
accomplishing Fanlt Tree Analyses:

1, Determine methods of operation
2. Prepare functional flow diagrams

3. Develop appropriate Fault Trees

Lo Determine circuit and equipment reliability ﬁ

5. Perform other mathematical analyses as necessary and calculate
Safety Constant,

<fo.

6. Analyze and investigate phenomena that would affect the sensitive
elements and show effect on Safety Constant,
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AR A

6.3
6.3.1

60303

6e3elt

6.3.5

60302

EXAMPLS OF FAULT TRER

Inadvertent launch, defined for this example as at least silo
cover removal ané first stage ignition, can be considered to

be caused by three separate branches of a fault tree as shown
in Pigure 1, Improper initiation of the proper terminal launch
sequence (1) can be caused by faults at almost any point in the
command flow; the terminal sequence, once initiated, is irre-
versible and will certainly result in inadvertent launch (sequence
cancelling faults being ground ruled out). Inadvertent launch
can also result from random critical failures (3); that is,
launch events occur not as ordered by an improperly initiated
sequence, but as caused by random failures (the command flow
upstream from the DCU is not involved in this branch)e. Finally,
improper entry into the terminal launch sequence at other than
its initial point could cause an inadvertent launch if random
failures have effectively completed the necessary steps in
.skipped portion of the seyuence (2) - i.e., inadvertent launch
due to interaction of (1) and (2).

A breakdown of the (1) branch of the sample fault tree is
-shown in Figure 2. Since the DCU controls (or is involved

in) all events that must precede terminal sequence initiation
as well as controlling the terminal sequence itself, it is
advantageous to separate (by branches) faults upstream from

the DCU (1l) from DCU faults (13), either of which can cause

an inadvertent launch. The third (12) branch is needed to
account for interaction between the (11) and (13) branches.

The branching philosophky shown in Figures 1 and 2 is obviously
not the only philosophy that could be used; however, it appears
useful from a bookkeeping point of view in that it permits com-
plete, independent investigation of portions of the total prior
to tangling with the maze of total interactions,

A breakdown of the (115) branch is shown in Figure 3. This sub-
branch is based on the sample functional flow shown in Figure 4,
Note that DCU faults do not appear in Figure 3 since the (115)
branch deals only with non-DCU faults. Again, the system is
apportioned by branch, with a ''combination" branch to handle
interactions. At this pcint in the fault tree it is possible

to associate faults with specific equipments. Status system or
remedial action failure, shown generally in Figure 3, is brought
in at this point of the tree since it is at this level that spe-
eific fault status items will usually be defined.

The Boolean equation describing each tree branch is shown én
the figures depicting each sample branch.
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: . . &
MAIN BRANCHES OF INADVERTENT 3
LAUNCH FAULT TREE L
a s ’ j
. X
‘ ) L3
© : " SKADVERTENT LAUNCH ;‘f
- SCOLEAN EQUIVALENT 0~ 243
1 2 3
h
COMBINATIONS OF 4
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7. APPLICABLE MATHEZMATICS

Fault Tree analysis requires cereful mathematical treatment.,
Logic gates for combining faults, Boolean simplification to
vroperly compute the effects of interacting branches, and the
calculation of probability of failure in a periodically
tested system have been developed by the Bell Telephone
Laboratories. 1In addition to the preceding, the development
of failure rate expression in the constantly monitored system
with allowance for repair periods has been added by Boeing.

Also included in this section are some approximations which
are useful to reduce undue complications in the Boolean
simplification; qualification applying to failure rate <Zata;
the method for performing the final squadron calculations;
and some notes on the application of probability to the non-
repairable system or short time system modes.
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T APPLICABLE MATHEMATICS - Contd. -

T.1 General

The quantitative conclusion of e feult tree analysis is numeri-
cally expressed as the safety constant. The calculations neces-
sary to obtain it require:

bl Adi

(a) The development of the Boolean equations (Paragraph 7.2) R

TR
o fpmntunsvy

(b) Reliability and failure rate data {Paragraph 7.3)

, (c) Determination of failure rates and effective duration
r +imes at logic gate outputs. (Paragraph T.k)

r
A st st

(@) Effect of irteracting branches (Paragraph T.5) 5

9

(e¢) Nonrepairable and short-time system mode analysis
(Paragraph T.6)

i d

© (£) Squadron and final calculations (Paragraph 7.T)

A

7.2 - Boolean Equations -

Section VII of Vol. 1 and Section II of Vol. 2 of the Bell

_ Telephone Lsboratory inadvertent launch study describe the
generation and simplification of Boolean equations applicable
;0 the fault trees. These sections are included as part of
~his document in Sections 6 ana 7.

e e ot o s = g AT

-

a3 S0, ae b i A & e

T.3 Pallure Rates

In determining failure rates for parts and circuits, certain k
assumptions have been defined. They are as follows:

T.3.1 Assumption 1

.”,_\._..
I .‘ A \’:“ -

For electronic parts, assume a constant three (3) yeer failure

rate to apply for the ten (10) year period except in the cases
where information to the contrary is available.

?£.3.2 Assumption 2

For parts and components whose failure distribution is Gaussian. 5
econvert to the appropriate constant failure rate distribution 3
and specify assmed maintenance intorvals. The steps involved b
in converting a Gaussian distributicn to an approximate equi-
valent constant failure rate distridbution are as follows: ‘

() Tetermine, by prediction or estimation, the mean, (X),
‘ and standerd deviation, (s) of the Gaussian (normal) ;
T failure distribution.

(v) Determine the number of standard deviations between t = o
f - (where t is time) and the mean. R
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(e If ¥ is large as related to s, the shape of the normal
curve from t = o to t = x - 33 is relatively flat. The
failure rate over the range t = 0 to t = ¥ - 33 can be

... ealculated by dividing the probability of failure (are=

under normal.curve) over this range by the time interval

of the rgnge. Since the curve is essentially flat, the
failure rate is approximately constant,

{d) The approximation to a constant failure rate is aporo-

priate for only the duration of the interval used in

the calculation. However, if an equipment can be re-

stored to its original operating condition by performing

maintenance at intervals equal to, or less than, the
ones used in calculating a constant failure rate, this
fallure rate can be applied to extended periods of time.

Te3e3 Assumption 3

"The density function of inadvertent launch is uniform with
time when Assumptions I and II above ars utilized in calcula-

“tionse

-
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7.4 Leglc Gate Formulas

These Logic Gate formulas are applicable to the inadvertent |2
launch calculations because they account for failure duration »
times. They will not apply, except for rzre instances, in 3
the favlty launch calculationse

Toltel Coexistence of Failures at AND Gates. e .

Given n repairable items. Let event A, represent the failure N
of item 1, event A_ the failure of item 2, and in general A, ]
the failure item iy Suppose each item i fails randomly witk
constant failure rate )\ : arnd duration time 7, for

1 =1, 2y ¢ « o n where :x%-and “T', are in consistent units.
Duration time isg defined aS the time from the occurrence of
a failure to the time at”whlch it is rendered ineffective.

N The expression 1 - e AL 35 the probability that an item,

with constant failure rate A\ , will fail in an interval

" of time T, given that the #tem was working at the beginring

. 0f the interval,

o

A

Consider an interval of time O to T as shown in Fig. /el.l-1.
FG——JT;———>1

ol

e e Whar 5 3 e ot Aok st g
N - .

k=T
k—,

o

] 4
ey

ot T

4
+dt T
Fig. 7.4.1-1

1r ﬂ:T'i and 7\i./T’i are small for i = 1, 2, & o o B, then
the n:obability that A,y Ay o ¢ A ccexist in the interval .

(t, ¢ + dt) given that the§ have not"coexisted up to time t
.38 given by the following expressione

L

- %27’2) Q - >\3T3} { "->\ n'T‘n

dt(l- - * e @ 1" :
7\; | e . e )} ;

s">\ dat (1 - 0-7\1([—1) (1 - C-)BIT}) o o @ (1 - .-_?\nTn) :é

) coe (1 - ‘-)u"vn‘

7\ at (1 - e 7\1’(1) Q- ..7\272 Lo T4

0-7\2’.{’2) e o o (1 - 0-‘xu-1’rn-1)\

:k; at (1 - .'NTI) 1 -

= H d¢
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This expression is obtained by adding together the probab-
jlities of each way in which n events can coexist.for the
first time in the dt interval. For example: Al can happen
in the dt interval with a probability of ), dto If 4, is
to coexist with A in the dt interval, it mitst occur some
time in a rTé time ggriod prior to t; the probability of
this is (1 -e A2 T2), 1If A_ occurs before t - ’Ty, it
will be repaired before it can“coexist with 4, in the at
interval. If A. occurs after t, it will not Coexist with
in the partiéular dt interval under consideration.
larly, A, must occur in a “T_ interval before t with
a probabilit; of (1 - e A3 7’3)31n order to coexist with
for the first time in the dt interval, etc. The product
oY thesa probabilities expresses their joint occurrence
and gives the first term of the above expression.

Now let £(t) be the probability that Ay Ayy « o o A have
not coexisted up to time.t. Then f(t + dt§ is the proba-
"bility that Al’ A,y o ¢« o A_ have not coexisted during the
.tims period fTrom § to t + dt; this can also be expressed as

2(t « dt) = £(t) (1 - E 4t)

where (1 - H dt) is the probability that A, 12, e o o &k
do not coexist in .the dt intervale . 2
Now by definition, the differential of £(t) is £(t + dt) - £(t);
therefore, d £(t) = £(t) (1 - H dt) - £(t)

- - d £(t) = £(t) (~ B dt) L
and
%%%%l .- Hat
Solving this differential equation by integratien we have
ln £(t) = - Ht + ¢co

But when t = o, £(t) = 1, ln £(t) = o and therefore ¢ = o
g0 that

2(t) = o Ht

The probability (P,) that A., 4. . « « A_ coexist at some time
during the intervai T is then ggven by the followings

P(L) =1 - £(T) = 1 - o ET .

By comparing this equation wi£h7fae standard equation for
probability of failure (1 - e ) one can easily see that

K is the failure rate for the coexistence of n events or, in
other words, it is the failure rate appearing at the output

of an AND gate. From this point on, therefore, H will bs
replaced.by ?\q (i.e., the failure rate for the intersection of n
failuress) If ) ’T’i is small for all i from 1 to n then B
reduces to the foilow1ng expreasione
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’An =A1—A2 ...‘An (/TIZ r3 ootn; +T; 13 ao;Tn 4 ooe ‘;7’17; ..:T,n'l)
E If duration times are all equal, >\r\ reduces to l
- IR VR Wt
. N=2 1 2°° o>\nfr

7.4.2 Effective Duration Time (7T ) at the Output of an AND Gate

Consider the logic configuration shown in Fige 7.4.2-1,

Fige 7ehe2-1

By Boolean algebra it is evident that the output of gate (1)
i8 A] A2 ¢ « o Apsle According to the general expression
gebtained in paragraph 7.4.1, the failure rate at the output

ef gate (1) is, therefore,
Ag Ap oo Ana (7273 "°Tn+l J;fr‘s ""T'm:x. *7;7; ‘°Wn?

This must be equal to the failure rate obtained by combining
the output of gate (2), having failure rate An and duration
time ‘Ta, with the failure rate and duratiom. time-of event
Apny1e This is expressed as followss

7\(\ >\n+l (/T)” * ’qul)
= >\l>\2 ...7\21*1 (T?:T/B ..:{/IH-]. 'ﬁlTB eeol g *"”’T;.’TJZ":Tn)

Substituting in the general expression for An we get

)1)\2 °°°An ('TJ'T' oo:T +}17J3 (X X + ese - . :
*YITZ eee n—1)>‘n+1 (7?\ +T

=Mz eee Aggy (Ta Ty eee Ty +*T1Ty eoe Ty * .o;
4’]/1(]/2 oooTn)
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Therefersy v - - . <,

’T- = ’rl(T)z °;°’7/n ~
nﬂ. TZT} oooTn +T7i’r3 co:rn +* eoo +,rl—TJZ ooo’Tln.l

’Tfh 1

+‘—"+-oo§

T2 ~"r'n : : “
If'rl ='Tz = eee z’T’n a ’T’then'ﬁl reduces to
;-r

& -
.

q’fhzl; " =
a ) ) < .

-~ - -

v

"It can be observed that’ﬁ{ is an essential factor which
.enables the transfer of failure rates through succeeding

logic gates. ., )
7403 Failure Rate ()\U ) at the Output of an OR Gate

Given an interval of time T, the probability (f;) that none
gf the events Al’ AZ’ eoe An occur in the interval of time is

oM T ST AgT -
P =oe e eco 8 -

- . H .
- . LR A

:“('}\1*?\2*..0 *XB)T

The probability (P ) that any one of the events Ay, A, eeo Ap
occurs is

+ + T+
Po =1 ~ ? 1 - 0" (Xl >\2 eoe >\n)T°
_*...,, .

This shows that the failure rate at the output of an OR
gate (i.e., the failure.rate for the union of 1ailures) is

the sum of the input failure rates or

v N

-xux >\1+‘>\2"’ooo +)n .“';;g
RN Effective Duration Time (S, ) at the Output of an OR Gates

Consider the logic configuration shown 1h Fige Teboli=l.

3
'

2-5142-2
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A' Aq_ vt An
'iigo 7.2*04"1

By Boolean algebra the output of gate (1) is

‘1 An+1 + 32 An+1 + esc + An ‘n*lo
. The failure rate for the output #f gate {1) is, therefore,

>\1>\n+1- (/T;.. q:ul) *>‘2>\n+l (T; ﬂ:u-l) oo
*‘A 7\m-l (Tn + n+1

This must be equal to the failure rate obtained by combining
the output of gate (2), having failurs rate Ay and effecti-
vity time T’y with the failure rate and effectivity time of
event Apns;le This 1s expressed as follows:

Au A (Tos T =
’>\ 7\n+1(,r nl)">\2’>\n~|»l(I +n1)+°'°

) ’/\ 7\n+1 (T n+1
Substituting in the expression for 7\\) ve get

(>\1 >\2 + eeo +) )‘}\xnl (,T/*ﬁrxul

)\,)m (’I’ + n+l) +7\axm (T, + m) + oo

’ ’>\ >\n+1 (T +T, +l)

Therefore, Tu = AT 4")\.Zfra *eos + ATy
Py +;)\2+ ses + A4
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If'rl :72 ® eeo -Tn = Tth;n 'Tlu-reducea to

To =T o -

>

As with ’TJn * q/u is an.' essential factor which enables the
transfer of failure rates through succeeding logic gates.

The foregoing‘ results are summarized in Table 1. & general
proof of the validity of these results is given in paragraph
7+4.7. The logic gate formulas are directly applicable to

Boolean expressions ag well as to logic gates,

755

— e S— - -
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7:4.6 Combining Probabilities with Failure Rates at logic Gates
In evaluating the fault treesg, the need will arise to
combine failure rates with probabilities° .-~AR example.
. of this are shown below.
744061 . Random Generation of EIC - '

7;“.691.1 ’ Conditionss .

~

(a) Let :\ A ‘7‘ and T ., be equipment failure rates
and correspgndlng faul% durations of equipment failures
wh.ch result in the generation, transmission, or recelpt
of random bita, -

. (¥) Let P represent the probability that 1 word length

: of random bits have the correct ELC format.

(6) Let C represent the period between radio or cable
slots at a particular Launch facility, i.e., the —
time for one cycle. C is smaller than both 7“1 and M50

(d) Assume that only one valid ELC can be transmitted
in a time slot. Assume also that P, A3 11 and

A2 T2 are small.

7.4.6.102 Conclusiont

~ "

The fai.ure rate for the random generation of an ELC under
- the above conditions is.

’}\MQPXEXETITZ .
2 .

If only one equipment failure is required then the fallure
rate is

A

A= P Ay T IR

-

I

< Zars !hc effective Juration of an ELC tailure ¢ ‘ILC? is zere,

- . - -~
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7014’060103 Derivation:
Consider the interval of time shown in Fige 7eb4.6.1.3-1.

! b W .

t : > - :
-7 t-Ta t+dt t+To 42T
rigo 7.‘4‘.60103-1 .

By reasoning similar to that given in Paragraph 7.4.1,

the probability (P.) that Ay and Ap coexist with a time
slot in which a valid EIC is generated is

) T2 T2
P o= )\ dt %§A2u+7\2dt %§7\lds»
(-] [
o /T/ N
0"6‘:2 7\1( 1-7/21,

Where -g- is the number of slots available for ELC genera-
tion as a function of position S.

From this it can be shown that the failure rate ia

7\1:1.0 = P >\17\ 27172
~ C

- ~ . - A . a [Pt . . . - . . -

U3 4288 2000 REV. 8/62

REV SYM_B \ soEnE O D2-30207-1

2-5142-2

]sscr. 1 ]PAGE 27

[

sl




7elo7

Proof of Logic Gate Formulas

Suppose we are given a fault tree where only coexistance
of events is of concern at each AND gate (i.e., the order
in which events occur in time is not important). Suppose
further the bottom elements of the fault tree consist of
items which can be assigned constant failure rates and
fixed duration times from the advent of the failure to

the correction of the failure (i.e., fixed repair times).
We proceed up the fault tree obtaining new A's and ¥ 's.
by use of the following formulas. Suppose we have n events,
A1y A2 o« o o Ap to be ANDed and suppose we have associated
with them the failure rates A1y A2 o o « Ap and "effec-
tive duration t*mes' ’rl,'TJZ o o e pne The J, output
of the gate is given by .

) )1';00 )K (’rl’fz ooo’\r'n_l + ,Tllsz ooo(\r‘nha’\rn + eoco

) ‘ #Ta "‘Tn)?‘

The 1¥output (effective duration time output) is given by

If the n events are to bs ORed, the )\output is

./\1’%2+'°°+7\n

and the'IJoutput is

')\1“'7’1 + eoe *>\n(rnx
kf*uo+%n

we will oprove that the failure rate output at any gate
in the fault tree is correct when the above formulas are
used. Write the output from any logic gate as the union
of n chains, Ejy Epy o o o Epny (A chain is a series of

ANDed events.) where .

1 !
B=ri0r; 0 .. 0 Piey

¢ 9 © e o » & © © o o ¢ O

cC & & e ¢ 5 o &6 9o 9 O s o

n n n
Enﬂrln Fa n osa anno

(1}

(2)

{3}

(5)
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¥e will prove that in every case thc’T'output of any
logic gate will be of the form

ALt Ak, Teto o Tel tot NED o ARL Tr oo TR
Ar AR, (TE e TR 4o +’TF=2“"TFL‘)+ {5)

et 0l (Tl Tap s Tor o
and the cutput will be of the form 2 rk*)

XF:' “)\Fi'(TF: et TF' _-+|"*”TF;' -uTFL‘)_*_,,,

k"t
- - % - n n
+NF; "'Xrg’('YFI‘ o TEr ek TED e TEY
We proceed by induction. Vie %ill assume that tke above
is true for two inputs into zn AND or an OR gate. This

wiil later by gereralized for any number of inputs into
an ARD or an OR gate.

{6)

N TR

1t

Sl ad

Z2e8e7:1 Proof of OR Gate Formulas

-Sup ose at step n we take the union of two branches, branch 1
{( £,) and branck 2 ( 83 ).

s &

zuppose branch 1 is the union of n chains,C, Cafncnwhere

AlnAz '”qA 3
- o]

{ A (\...P‘Ak"
Snppose branch 2 is the union of m chains
1 .
Di= BIN B, N ~NBy, )

m
D”\" ﬂ neia\\
then by the induction assumption (Equations 5 and 6) ths
T'*s we have at this point are

T :.7\&'..,)\AAL’T’A}...TAL(%-.-‘-)\A?...}\ALTA?MTAL
i | R — é
AA| )Al;(TA:-.oTAL“.%’-'.n.*.f,’Al?.‘. ‘AL)+0:« !J

\

"+) h.“ n N, n - A
Ay My (Tar TAR»:"J( +TA:“ITA;“)

3

.y s

Mg} BT Ty +o+ ABT - -+ ABf Ty ---Ty,
-
) >\B:"!>\B£‘<T :"'/TB"(),( ..\‘.-.c‘}'qJBL""TBé + v
i o i ‘
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i The A's are
J‘ "»’-\ >\ — H X s 1 (e ’
— ’ s o PP RN H cr e } s o o
':r B : .-..8‘ >\A. )Ak'(rrhl‘ ‘rrﬁkt—! ’ '+’rAz lﬂkl>+
3 + Nn voe n
, e (T o T e Te o Ta )
= I | £ } . '
1 ) XBZ }Bl.c'ABE’((B:'.oTBL‘_'.-*.;If(T’B;.‘. %ﬁ)+"‘
FNET Nl (TaT T Ta T Ty
3 : 8) v 6:. consists of the m + n chains C ., D, Lm
'J' P‘l) [} ™,
From paragraph 7..4.3, >\ 8
U =
VB2 = At e,
Write rr(s, = ‘A""
. >\f3|
- = | Q. [ ) ! .. 'f"'" | e
where A >\A. >\Ah"—r}\'l lAkl-(»----{-)\A’:. ),\';:FAT...’T;\:&
Sinilarly, write g = B
A@a i
‘ B= ‘-0’ ‘-ﬂlooo(\-( .,g\' g *
where )\B, 7\BA IB. ‘ﬁé‘ 4 T>\B, e ABZ‘N(T’BT ,,,%lmn
How the /T cutput should be A+ 5 ¢« This is seen by
-5 >\5|+>\\62
by examining Equation 5 where the chains are C,,H'Cn} Dy 'Dgn,
’ /
By equation 4,
_T _ N To+heTe, | Dol + g, B
6! U@& - )‘ ] 7\ N - %ﬂ: ABa
A i 6' -+ ﬁz. ————a . - .
-— A+8 ~ >£\+ )52
- 7\5|+>\(51 -
This proves the 77 output of an OR gate maintains the
correct form (as given by Equation 5) when Equation 4 ia
: applied.
! : :
7e44742 Proof of AND Gate Formulas
It will now be shown that the ’routput of an AND ‘gate is of
the cnrrect form and that the output_of the AND gate is
. correct given (by imduction).that the A inputs are correct
) and the “T''s are of the form indicated by Equation 5. We
~ | are now interested in TG,QBQ
\-?// U3 4288 2000 REV. 8/62 2-5142-2
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We i‘i:;'at ascertain what the correct Tis.
B, G = (Cuc U uCsy) N(D,UDL UL Dm )

=CNDiVCIOD, V-« VGNP UC,NDm U---
i LJC’1(\D|‘.)"'U(::ﬁnDy\v-t
” = ALALN- O A NBINEB; M-+ (B UAL N -
NAGNEBINNBE y-o- UATA--- ‘
OA, nePne- sy

The correct frby Equation 5 is seen to be

A RN by T T TR T

where
'Cf)\ﬁ(\Bz_ ' v
= 1., .. ‘ :
kilr >\A);‘>\B'l )55‘( /\‘3 "'TAL’PIIIZS"‘(TBQ’—!‘*“I
THA a7 b, e
2 )AK,TB|‘ 1813>+"'+>\A?"’>\A2“>\BT ben

X A,
OB T Lo N
( Al /r/\)\n lg)"‘ :-oTB‘;:;‘l-i—‘-u-{-TA':,.,TB;M)

We have 3
l — {T.ﬁlq’ﬁ’-\-
‘ =
— ,_1 Te, tTpa
q-é. ‘ 102

. _AB
= Ag Apa

; 3
A Lo
)P, 7\63
AR

B Adle, + BNg
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B = M Nad o D T e T Tk
LRAHERR VUSP NS SV F i /W 13

AB is therefore identical with the numerator of Equation 7.
It follows that we must now only show that /-‘\)\6JL + 22X =C
~i

A\}\@;ﬁ’ 5 >\{3‘

h ]
Tar-Te

1)

+:n o
AL Agr.. g, (Tar - Tan, Top - Top.. +,..+T,,,, Ton

‘*}'nl-f—\ S
By ABg,,)\,é\ "')\,qk <’H; .o 'C /&"...’Tv f—n"\*'ﬁ‘; --13"7}“ o
. {8 Ay &

Regrouping the above by adding line one of the above to
line 3 and line 2 to line 4 (In general line y would be
added .to line mtn+y for Y =1,2+nmia), it is easily
seen that the result is ¢ +« It remains to show that
the failure rate from the output of the AND gate is cor-
recte This means we must show that

>3.>\dz.<rr,e,-r(rg.) = C

- = Nane,

>\(94>\(3z<36{: 5\%;:) = Ak_ﬁa%B)ﬁ,

= C

LS

by what we just proveds

7o4o7;3 Generalization 7

]
We have shown that < 1is the correct T formila
for 2 itenms. "q‘—“" T.

o~ hY
b}

R VEDWE ABQ(T,\W??« rrg'..,g et T T

Y.

&
X 3
)3\0-)\5 )A( AAk (’rBI.,' IBQ /rﬁ" ,’TA +'u+-’r(; ”"EQ‘(T‘A{"’TA;)
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Assume 1\ v is the correct | formula for n items,
then ’T' Tn "

— ! -

| I )
| +
T :
A gl

Ve ‘J.-n + T -t_

“n T T !
is the correct "} formula for n+l items ANDed together, ;

. . = . !

But : : 3

[ ' I

T T S
- Tt TR T
-—L—-+ll(+—!—-—

[

'f‘his proves the,’]" formula for n items ANDed together. . A
‘A similar argument proves the OR formula for n items and
the A formula for n items ANDed together,

3

{
.
| .
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7:5.1

Interacting Branches

When two or more branches interact or, in other words, when
a failure is common to two or more branches of a fault tree,
error is induced into the final probability number unless
the Boolean expression is simplifieds This fact is noted in
Section 5 Page 6. iithen combining failure rates through AND
and OR gates from the bottom of the fault tree to the tcp,
careful inspection must be employed to insure that no uncon-
servative error is induced into the probability calculation.
A conservative error is defined as an error which makes the
final probability number larger than it should be. A dis-
cussion of errors and remedies follows.

OR Bate Interaction Error

If two or more branches with common terms unite at an OR

_ gate, the induced error is conservative and often insigni-

7e5¢1.1

74502

ficant. The general proof of this is found in paragraph
7.5.4.2o The conservative error induced by common branches
at an OR gate is not a serious condition; however, if
furthexr refinement is desirable, the Boolean expression
may be obtained and simplified up to the point at which
the branches unite,

‘Examples:.

In both cases shown below, the probability expression on

the left of the inequality sign (the probability which

would be obtained by combining probabilities directly

through logic gates) is seen to be conservative.

(a) Unsimplified = Simplified
A+B+AC = A + B

P(a) + P(B) + P(a) P(C)>P(A) + P(B) -

- P(A) P(B)
A B AC

L) . ﬁ Unsimplified - Simplified

. AB + 4C =A(B +C) -
@ épu) P(B) + P(A)P(C)>P(A)[P(B)‘ + P(C) -
A B AC

AND Gate Interaction Error

If two or more branches with common terms unite at an AND
gate, an unconservative error is always induced. This is
proved in general in paragraph 7.5.4.3.

.= P(B) p(c;]
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?050201 Ekampleat

Iu both cases shown below, the probability expressicn on

the left of the inequality sign (the probability which would
be ebtained by combinirg probabilities directly through
logic gates) is seen to be unconservativee.

(a) Unsimplified — Simplified
(K + B) AC = AC
[P(A) + P(B)] P(A)P(C) < PA)P(C)

(») Unsimplified - Simplified
(4 +B)(A+C) = 4+ RC
) @[p(;;)] 2+P(A)p(c)+p(A_)P(B)+P(B)P(c) < P(1) + P(B)P(C)
Feo - P(A)P(B)P(C)
A B- &1C

Since this condition results in a final probability number
which is smaller than it should be, = remedy must be applied
to eliminate its effect.

7e502ec Remedies:

7¢5¢242.1 The ARD gate interaction error can be removed entirely by
expressing the terms of the interacting branches in Eoelean
form and by simplifying the expressione The logic gate
formulas can then be applied directly to the expression
without restoring it to fault tree form. The Boolean expres-
sion need only be obtained up to the logic gate at which the
interacting branches unite.

7e5¢24242 A conservative estimate of the final probability number may
be obtained by substituting a probability of unity into all
but one of the common termse The unity probability should
be assigned first to common terms at OR gates when a choice
exists. If this remedy is applied to the probability expres-
sion of Example (a) of Paragraph 7. 5.2.1, the followlng results
are obtained,

[P = 2(8Y] P(a) 2(C) < P(a) B(C)
[2 + »(8) ] 2(A) () >P(a) B(C)

- P(AY P(C) + P(a) P(B) P(C) > P(A) P(C)
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Similarly, applying this remedy to Example (v) of Paragraph
7.502.1, we obtain the followinge

E’(A) + P(B)] [P(A) + P(C)]< P(a) + P(B) P(C} - P(a) P(B} »(C)
[1+2m] [PA) + P(c)] > P(A) + B(B) P(C) = P(4) P(B) P(C)

P(a) + P(C) + P(a) P(B) + P(B) P(C) > P(a) + P(B) P(C) - FONBF(C)

Even though the probability of a common term may be negligible
with respect to other probatilities at an OR gate, its eifect
as an interacting branch cannot be ignoredo For examrle,
suppose P(A) is negligible compared to P(B) in Exanmrles (a)
and (b) of Paragrarh 7.5.2.1. It can readily be cbserved

that an uncomservative error is induced if the A tera at the
affected OR gate (gate 2) is dropped.

The foregoing results apply when combining failure rates through
logic gates as well as when combining probabilities. II the
methods of Paragraph 7+50.2.2.2 are used, the following rules
govern in the combination of failure rates with unity proba=~
bility:

If failure rates are to be combined with unity probability at
an OR gate, the output of the OR gate has a probability of
unitye.

If failure rates are to be combined with unity probability
at an AND gate, the input with unity probability is iznored
since it has no effect at this gates

Procf of the Effect of Interacting Branches at a Logic Gateo

‘Prelirinary Information

Any oranch of a fault tree may be represented as a union
of chains. A chain is defined as an intersecticn of one
or more events. For example, suppose a branch of the fault
tree has the following Boolean equation.

[(r+3) 7] [N+V(W+XY)] + 7

This equation can be reduced to

- «

RTN + RIVY + RIVXY + STN + STVW + STVXY + 2,

which is a union of seven chains. In the discussion to
f£0llow, the Boolean symbols U and [} will be used in the
place of + and x respectively for the sake of clarity. The

above squation can then be expressed in the following forme

|
b
H
“
1
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B v KU KU KL}UKSUKSUK,?:HK:&
whers K1 = RTN, K2 = RIVW, 23 = RTUXY, etco

Now suppose we wish to factor the common event R from each
of the terms of the above expresaion. We can write it as

followas

? ?7 3

Ug, =UxguvralU 1

i=1 p j=1 d

where Ll = TH, L2 = TVW and L3 = TVXY.

7656502 Interacting Branches Unite at an OR Gate

Let A represent an eveant which is common to more than

cne branch of a fault tree, Consider the logic gate at
which .wo or more interacting branches unite. Since alil
inputs of a logic gate can be combined two at a time,; the
case of two branches into a logic gate need only be con-
gidered. Let the two input branches be labeled events B
and Co

Representing B and C as unions of chains as above, we get
the followings:

n n
B=1J p,uanlls
Fl i=1

P T
Cs:UF uaAn
P kgle

Thegse equations express the fact that the common term A is
contained in some chains and not in others.

If the two interacting branches unite at an OR gate, the
Boolean expression is

R n P
BUC=()D uvuan UEiuU?qu
g=1 & =3

0 P n r
=) pu \UJF,uan (J B v
g=1 & J=1 J i=1 1 k=1 ek
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Lpplying prodbability as if the terms were mutually exclusive
{(a good conservative approximation when probabilities are

snall) we get
n <2_ ' n r
P(BUC) = > P(P) + > P(F.Y 5 Pla) | > P(E,) + P(G )| =
=1 & ja -1 k=1

This is equal to the probability [P(C) + P(D)]which would
be obtained by combining probabilities through logic gatese

Suppoge next that B has the following form:
=
B = /D U&s
&1 & .
Then all A n Qk terms drop out of C and
B P .
Buc={Jp u ay UF‘.} .
g=1 & §=1
Applying probability as above we get

. m P
P(Bu C)=2> P(D) +PA) + > P(FJ.
g=1 g j=1 3

The probability which would be obtained by combining proba-
bilities through logic gates[?(B) + P(dﬂia

m p r
P(B) + P(C) = > P(D ) + P(A) + > B(F,) + B(A) > ()
g1 8 = 4 k=1

P{R) + P(C)

r
P(Bu C) + P(A) g »(G,)
1

therefore,

P(B) + P(C) 2 P(Bu C)

Hencae, the probability obtained by combining probabilities
through logic gates is either correct or conservative for
interacting branches which unite =2t an OR gateo
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7+5¢5¢3 Interacting Branchea Unlite at ar AND Gate

12

a bl res
B=Jo, van U= B

-1 & i=1 -

P v -
C = U F, Uidn

-4 *3 g "
then

VRN Jon U
En C= D n F,UAnN N D
: g1 & g d i x" e
wxalysa U e U
+ KN E, 0 F,.U An n E. .
@t o x i'Jl i
Applying probability assum:.ng mutually exclusive events, we
get J..l?
P(B N C) = Zp(n) Z P(F)+P(A)Z P(G, ) Z P( )
g=1 & i3 k=1 =1
n
+p(a) Z P(E,) Z P(P,) + P(A) X p(g,) > P(E, ),
3 i=1

in =1

By combining probabilities through logic gates we would get

P r N
P(B) P(C) = Z P(D.) + P(a) Z P(E,) >: P(F) » P(A) > P(e)
g=1 (51 j=1 : =

i} P m
= P(D ) P(F,) + P(A) Z P(G, ) P(D )

n P P r
+ B > P(E) S P(F) [PGT] © > B(s) 3 wa)

| o i:; i1 k=1
P(B) P(C) and P(B n C) are equivalent except for the last
ternse.
U3 4288 2000 REV. 8/62 - 2-5142-2
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[ ]2’ i i < }r: ) i (E,)

T P(&) P(G,) 27 ) <K P(R) P P(E,

A 1 % i 1 k=1 % o
therefore,

P(B) P(C) < P(B n C)

That is, the probability obtained by combining the probabilities
of two interacting branches at an AND gate is unconservative.

o

. . 5
LY _muaunwwﬁ-—
.

-
"‘// U3 4288 2000 REV. 8/62 2-5142-2
JT . D2-30207-
y, REV SYM_Z soEire |N° 30207-1
lsect. 1 | Pace 40
o - C o )
V] DAY N 'j),, o » oy - . - !




irshle and Short-time System Mode Analysis

2
N
o

. During the missile filight or while the system is in a test mode,

{ the effective duration time of a failure (7} is that length of

time which begins with the event of fallure and ends at the close

of the test mode or end of flight. Since this length of time depends
upon the particular event rather than upon a predictable repair
time, the method of calculation (A,7') applicable to inadvertent

- launch is not applicable to the fauity launch or test mode analysis.
The faulty launch tree is concerned with short-time modes and flight
events and a stralght-forward probebility analysis on & "per launch”
basis should be used. Similarly, the rtions of a fault tree cone
cerning the system in a test mode or other short-time mode should
be treated on a "per test” probability basis.

: R

T.6.2 "And" Gates ;? R |
2
k

In general, F, =P P2 ....Pn. Since any requirement for event

- sequences will tend t0 reduce the overall probebility, the
preceding expression is conservative.
Each of the input probabilities must be expressed on the same basis
(1.e.: "per test", or "per lsunch”, etc.) and the resultant
probebility will be in the same units.

£
7.6.3 "0r” Gates K

- ;

In general P_ = P_ + P + ....+P -~ (Probasbilities of all
combinationsy. A;usefally cons8rvative estimate is Pu = P1+P2+...+Pn
where Pu<< 1.

Each of the input probabilities must be expressed on the same basis
(1.e.: "per test", or "per launch”, etc.) and the resultant
probability will be In the same units.

T.6.4 Conservative Estimates

Por either type of gate, decision should be made on an individual
basis az to wvhether to use the preceding, conservative probability
expressions or more nearly exact expressions.

7.6.5 In the acquisition of fundamental data, as failure rates, for
calculation in a fault tree, events may be characterized by
a failure rate (A) and duration time (T’) or by a probability
for a specified time or number of cycles.

For the faulty launch tree which is to be handled on a prcbability
basis, data which is acquired as a failure rate is converced to

a probability by multiplying Aby the length of time of the

mode where A is in terms of failures per hour. When A is given

-:2-.4.. U3 4288 2000 REV. 8/62 2-5142°2
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Continved

in terms of failures per cycle, then A multiplied by the
number of cycles in the mode is the probability of failure.

For the inadvertent launch tree wnere calculation is done on
a ( A, 7T ) basis, data which is acquired as a probability
of fzilure per cycle or per hour must be incorporated in the
mathematical treatment of the tree, VWhere the cyclizal
probability of failure for an event is given, an estimated A
in failures per hour may be derived by multiplying the
cyclical probability by the estimated number of cycles per
hour. 7 is determined as the duration time of the failure.
Where one event characterized by a probability acts as a
moderator (at an "and" gate) of an event characterized by a
A and a T, the output of the gate may be represented by
the product of the input probability amd the imput failure
rate which is interpreted as the output failure rate, and
7’output =T input.
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7.7 Final Caliculations

(4

7+7.1 System Safety Constants

p—

The system fault trees may be separated into two categories:

a system tree(s) dealing with faulty laupch and a system
tree(s) dealing with inadvertert launch. For tiie weapon system
+here is a probability of inadvertent launch during the system
life (inadvertent launch saf=ty constant) and a probapiiity of
faulty launch during the systen use (faulty launch sa‘ety
constant.) The determinztion of these constants is the goal
of the cathematical treatment of the fault trees.

—

7742 Squadron Calcula“ions .

All calculations in a fault tree should be based upon failures
which affect a speciiic laurch facility., Zor the inadvertent
launch tree, the final failure rate (or prosability of failure)
should then be multiplied by 5C to obtain the aprlicable

- failure rate (or probability of failure) for z snuadren.
For the faulty launch iree, the final failure rate (or
probability of failure; is exvressed cn a ‘'ver launch"
basis. (Reference )

773 Inadvertent Launch Safety Constant

The incdvertent launch safety comstant, (S.C.). , , is
composed of coniribuiions both from lonc~term opfrating
events (characterized by a failure rate A and duration
*ime T ) and from short time test events represented by a
poobability figure.

Use of the logic gate formulas provides a single failure
rate ( X ) for ipadvertent launch ai the top of those tree
branches derived from long-term events., To determine the
contribution of such a branch to the cverall inadvertent
launch safety constant for a squadron over any period of
time ( T'), the following formula is used: SoAT

(s¢c) =1 -¢€

( 5¢) = 50AT
when S50 AT  is small.

Those branches of the tree representing short-time test events
provide a single probability of failure for inadvertent launch
per branch. Such a probability may be determined either on an
event basis or on a time basis. Probabilities on a 'per event™
basis, when multiplied by the nunber of events in time T, yield
the contribution to inadvertent launch by such branches, If
the test event contribution is determined on a time basis rather

which reduces to
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7.3

7.7

Continued

thar an event basis, then the probability per hour for a
squadron is converted to the sauadron probability contri-
bution to inadvertent launch for such branches for time T

by the following formula: T
(S‘C')T':l*{l’(ic-')l/m}
which reduces to: -
(sc). =T (sc), .,

when T ( S.C-)‘Z py, 1s small.

The resultant ovrobapilities irom the short-time event branches

ol the tree added to the A-derived portions of the inadvertent
launch safety constant yields-the overall (S.C.), 1, Per squadron
for the system life. e

Faulty Launch Safety Constant

The faulty launch safety constant (S.C.) is composed of
probability contributions from both pre-T1x3ht and Ilight
events.

Use of the probability formulas for the flight events of the
missile resulis in a yrohatility oI faulty launch per missile
which is the faulty launch safety constant contribu’ion due

to the flight analysis., Short time events which contricute to
faulty launch prior to flight initiation yield a provability
contribution to (3.C.), , on a "per event" or '"per unit time"
basis., Probabilities on 4 "per event" basis, when multiplied
by the numter of events prior to launch, form the contribution
of such branches to (S.C.)F L

For test event contributions to (5.C.), . determined on a time
basis rather than an event basis, the prodability per hour for
a missile is converted to the missile probability- for any

time T by the following formula: . T
~-{ s.C
( )1 hr.}

(sch.=1- {l |

c =T |
(s¢). =" <.5'C')1hr.

when T (5, C. )1 hr is small. .

The resultant probabilities from the pre~flight events .
added to the flight event contribution form the overall
(S.C.)F L, ber missile for the missile 1ife.

which reduces te
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. to the Bell Televhone Laboratories material reprinted im

" cansed by one or more faul
. to OPER.
) iag atages is not relevant. ) .
: A "Faulty Launch" is an authorized launch which malfunctions

~specified in AF BSD. 62~12

h operations which will generate a Hazarde

.which jeopardize life, health, property, arnd the interna=-

- The “Effective Duration Period" of a failure is the time
' from the occurrence of a failure to its correction, to

SECTION DOCUMENT (D2-30207-1)

DEFINITIONS OF TERMS

?he following iz a 1list of terms and symbols defined for use
in this document (D2-30207), It does not necessarily apply

Sections 4 and 5%

An "Inadvertent Launch™ is defined as an unwanted launch
(first stage igniticn) of a missile at the tactical site
tse. The silo cover is operated
The destination or successful firing of succeed-~

‘.\(\'. PR RS }

‘.-_ . T e

to result in impact of an armed warhead outside of the area

"Safety" is defined as freedom from the potential or actual
occurrence of undesired, unscheduled or out of sequence events
which jeopardize 1life, health or propertye.

~ . i

A "Safety Iten™ is a deficiency in the design, nrocedures or

.

A "Hazard" is a condition which will lead te a potential or
actual occurrence of undesired or out of sequence events

tional relations of the United Stateso

The “Safety Constant" is the probability for a specified
period of time of the occurrence of a defined undesired,
unscheduled or out of sequence event which jeopardizes lirfe,
health cor propertye. -

A "Pault®™ is a malfunction within the system. It includes
the ®Failure' of circuits and equipment to perform due to
any tause, excludlng human interventlono .

-

shutdown, or to safing of tne affected 1&unch facilitiea

or missileso A L R -
-y - -~ L . ‘\‘
N S A ‘ . ~ ) . s e
.’ - .. . - L, .o M, . . -
- * 's) - - .
O R Lo EL T
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LOGIC BYMBOLS

£ logical AND relation.

A logicel OR relation

An svent, usually 2 malcandition, desceribable ¢n functional te-ms.

An evont, usually & malfunction, deacrilable in terma ot 2 spectfic
circuit or component. 1t {8 represented by the symbol X with x

aumerical subscript.

Ao wveat ndt devcloped turthar hecause of Iack of information or
because of lack of sufflclent cocnsequence. It is represented by

the symbol W with & numerical subscript.
An event that is normally expeciad to occur.

A connacting symbol (0 ancther part of {auit tres within ths same
major branch. It ia represented by the symbo: Y with 2 numerfcal

cubscript.

A connecting symbol to another part of fault tree in a difforent
major branch (such 28 an Interconnection betweeon the P/G and DPE
branches). It is represented by the aymbol Z with & numeriral sub-

seript.

A probebility of fajlure whic', though a numerical ralue can be
assigned, is sul{iciently small to be neglected In the contert shown,

A probabllity of {allure which cannnt be assigned a numerical valus
but {s considared to be excecdingly small and (s assumed to be zero.

Fo, D
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IRTRODUCTION

The following pages of this secction are a reprint of Section VII

of the Bell Telephone Labo:alories? Launch Control Safety Study

dated September 15, 1962, This reprint descrites the fault tree

concept and nethods fo"acveloumenu and construction. Although

it was prepared for the W3-1334 systex, the methods are arplicable

to the WS-123F cvstem. Its references are to other Sections of
-tbe ngety ytudy whicn are not included in this document.

’Boeing document pagé nurbers are acled toifacllltate the kardling
-and release of. .this section, LTI -’\;'~
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- Bactioa VI
) METHOD OF INADVERTENT-LAUNCH ANALYSIS

1. INTRODUCTION )

The task of the study was an examination of a compicx data transmission and
processing system, called a Launch Control System (LCS), in order to determine
ite abllity to provide safety against an Inadvertent, t.e., accidental, Launch (IL).
In particular, it required an fdentification of those elements ¢f the LCS in which a
f2ilure significantly increased the probabtlity of IL.

The “fault tree’ concept wan devised to carry out thig task. The fault tree serves,
first of all, to identify the events, usually undesired, that contribute to an fL. It
then relates these events, logicaliy, i order to show which events must exiat at
the same time and which are required on an "eifther-or" basia.

After faull trees are prepared for the major parte of the LCS, the next step {8 to
determine the probability of occurrence of the significant fatlures and thence the
probability of occurrence of IL in a given time Interval. In performing this step,
the major contributors to an IL appear. In onder to accomplish this step in the
analyats, It ia desirable to prepare Boolean expressions that are equivalent to the
fault tree and which make « possible to take account of multiple appearances of the
same {allures in the several branchea of the tree, as well aas the appropriate fault-
deiection features. )

Both of these steps in the IL analysie are described in this sectior cf the report,

3. THE FAULT-TREE CONCEPT \;

The concept of a fault tree can be {llusirated by applying it to a simple and {a-
millar gystem. Figure 7-1a shows a domesatic hot-water system. Thz problem
is to determine its susceptibility to malfunctioning in a catastrophic way — in thig
case, rupture of the hot-water tank. A fault tree {s drawn (Figure 7-1b) that {dent{-
fiss the malfunctions that can contribute to & » upture and that relates these logically.
if event B (temperature-measuring device fails to actuate controller), or eventC
(controller fails to actuate gas valves), or event D (gas valve {ails to close) should
occur, heat will be applied continuously to the water in the tank. 1If this happens
and event A (relfef valve falls to nft) has occurred, the pressure will not be relieved
a8 {ntended but will continue to rise until the tank eventually ruptures (event F).
The Boolean expression for the fault tree is F = A (B + C + D), which statcz that F

——
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f8 trus it A und (B or C or D) are true. Note that the fault tree _zsumes that the
romainder of the system functioas properly so that the check valve and the hot-watey
favcet do not permit flow onii ol the tank. The malfunction of either 4o an open condi-
tion would negato event F, The fault tree can be developed further for events A
through D (n terms of the parts making up the device referred to in each event.
fatluse rates for the parts were known, the probability of event F occurring ina
given period of time could be caiculrted  The caiculation would have to account for
the fact that, as 2 practical matter, eveat F {8 more likely to occur if event A has
occurred prior to event B, C, or D. ¥ B, C, or D occurs and the relief valve works
properly, flooding of the basement would provide warning of the malfunction in the
gas control loop, which presumably would lead to manual shutdown and repair

I

3. EXPLANATION OF LAUNCH CONTROL SYSTEM FAULT TREE

3 0e fault tree for the Minuteman LCS 18 the same In principle as that for the
simple system just described, though it {8, of course, far more complex. Flgure
7-2 summarizes the symbols used in the various fault trees. (Figurcs 7-2 through
7-8 appezar at the end of this section.) The top of the LCS fault tree I8 shown in
Figure 7-3. The fault tree serves, first of all, to ldentify the events, usuaily un-
dosired, that contribute t0 an IL. The fault tree then relates these events logically,
using distinctive shape symbols for "AND” and "OR” in relating events. It should
be noted that in order for an IL to take place, it {3 necessary that the required events
or malconditions coexist. It 18 not necessary that the occurrence of these eveats ba
aimultaneous.

The development of tho relation of events proceeds from those describable in
functional terms to those that pertain tc a specific basic circuit or component or to
a gpecific cede group. For Instance, ip the Launch Enable System (LES) branch,
the functional event of having the Safety Control Switch (SCS) armed ia the result of
any one of three subevents. Two of these are again functional statements that re-
quire further tree development, and the other 18 an event that pertains to a particu-
1ar component, namely, the (allure of a specific relay to the ARM condition. Events
of a functional nature are noted in a rectangular box, or, in special cases discussed
below, in a hexagon, while eventa that concern specific circuits or components are
shown in a circle,

The fault tree for IL has thres major branches, The Programmer Grouvp (P/G)
branch includea, as well 2s the P/G equipment ttaelf, the arm ordnance and Ignition
eircuits to thoir terminal squibs in or near the missile, and anything else acting
directly upon the miastle propellant charges, but it excludes the SCS. Tho second
branch of the tree s for the Data Processing Equipment (DPE), the top event of
this tree being the operation of the Command Signals Decoder (CSD) switch. The
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thizd major branch is for the LES, with the top avent here being the arming of

]

% ths 5C8.

f m addition to the above, fault trees have been developed for several of the criti-

':' ’ ¢nl electromechanical devicea that are used in the LCS, for the formation of code

,b) groups, and for the Status Reporting System and power subsystems. Though mal-

2. ’ functicna in the Status Reporiing System do nc contribute directly to 'L, they can
pravent the detection of malconditions in the in-line equipment, thus permitting

thens to persiat for extended periods of tiave.

4. DEFINITION OF INADVERTENT LAUNCH

For purposes of the study, Ii {s defined g8 an svent charactsrized by ignition of
the first stage of the missile. 'Thig event may be divided into classes, according
10 what occurs or does not occur within the Launch Facility (LF) and miestils in
addition to first-stage ignition. ¥ I8 useful to define three classes, as {ollows:

5. In-Silo loslon
This consists of {irst-stage Ignition and not fauncher closure removal.

b. Short Launch
This consists of {{rst-stage {gnition and launcher closure removal and not one
or more of the other actions essential to a proper taunch sequence,

: €. Critical Launch
This conslsts of first-atage ignition and launcher closure removal and 2il of the

other actions essential to a proper LAUNCH sequence.

Tho dliferent branches of the fault tree are biased in favor af one or another of
the classesn of 1L as delined above. The P/G branch is heavily biased In tavor of an
In-8iio Explosfon, with the probability betnyg less {or a Short Launch and much less
for a Critical Launch. The DPE branch is blased alinost completely in favor of a
Critical Launch, since the P/G would be expected to function rormally once the
CS8D switch has operated, assuming the SCS armed. and the normal LAUNCH se-
quance would occur. The LES tranch iz not blased one way or the other, SC$
APMED being a necessary condition 1or any laun:h except those generated by the
Nozzle Control “Jnits (NCU's) or within the explosive traln itself

§. PROGRAMMER GROUP FAULT TREE

Bection Ul of Volume 2 presents the complete development of the fault tree for
P/Q. This includes, as well a6 tho P/G itself, the ordnance and arming circuits
to their terminal squiba in or near the misstle, bui sxcludos the BCB. Further, it

includes any malconditiona that act directly upon the exploaive train and propellant
For instance, as shown in

of tho missile downstream {rom the ignition aquibs,

i

@ ‘0. -302m—1
8sa .? Fage 6

5 07/‘”




29

Y Ty et e e

N

s o

e

T T T e

Figure 1-3, if (1) power should be appiied to one or more of the NCU's through masl-
function of tho P/G, and if (2) the heat generated s sufficient to ignite one of the
stages, an IL of the In-Silo Sxploaton class will occur. As & practical matter,

#t does not matter in this particular case which stage ignites firat. In an In-Stlo
Zxplostion it can be expected that all stages will be ignited within a short time once
any one of them hag ignited. It should be noted hat the second and third stages of
the miasile were specifically excluded from the study under the terms of the con-
tract. The NCU's for these stages are included here only because their effects
closaly parallel those of the first-stage NCU's, and because their relations with the
P/G closely parallel those of the first-stage NCU's.

In the tault tree for the P/G, two malconditions must coexiat 1n order to get an
output 1rom the tault tree. These are showen in Figure 7-3. The {irst malcondition
is an Ignitor No. 1 or an Ignitor No. 2 {iring signal sent by the P/G The second
malconditior 18 an Arm Ordnance signal sent by the P/G or Ignitor Safe and Arm
(S&A) device falllng armed, or relay ¥-51n the SLA module fatling closed The
last event .5 shown (n a circle (n that it {s 3 malfunction describable tn terme of &
epecific component. The Ignitor S&A device faliing armed i8 notod in a2 hexagon,
tndicating that a fault tree haa hean developed separately for this particular electyo-
mechanical device. The other events, betng describable tn functional terms and
requiring furth: r development, are shown in rectangles,

The event "Ignitor No. 1 {iring slgnal sent by P/G" will be developed here a5
an illustration of the fault-tree method. Flgure 7-4 ia the logic block diagram for
the part of the system under consideration. This zhows the circuit modules that
generate the firing signals to Ignitor No. 1 and Ignitor No. 2 of the {irst stage.
2180 shows the final gate in the logic chaln that triggeis the modules and the con-
tacta of the Launch Enable Switch 1ILESW) through which the {iriny signals pass.
The faul: trees for Ignitor No. 1 ana lgaftor No. 2 are identical in {orm, and that
for Ignitor No. 1 only fs given in Figure 7-5 Its development 18 detalled below.

it

a. An electrical signal to Ignitor No 1 requires both {iring of the Snuib Uriver
(an SPS-3) and a path through (or arcund) the LESW lo get the siaal to the
miasile; hence, AND gate A ls required.

b. In the left-hand branch, a signul path will exist if efther the LESW cortact s
in the LAUNCH position or if Test Load - Type 2 (TL-4) {a shorted; "ence,
OR gato B 18 required.

€. LESW contuct No. 211 will be In the LAUNCH position t{ either the Individual
contact shorts or {f the switch 1s driven to LAUNCH; hence. OR gate C I8

required.
d. The Inadvertent driving of the LESW involves a different set of gates and will

ot be developed here,

o
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a. In the right-hand branch, an SPS-§ firing signal can be achieved only if both
Squib Driver (SD) power i8 on and the SPS-5 triggered (AND gate D). ‘The
SPS-5 is an SD circuit using a Silicon Controlled Rectifier {SCR) as a gwitch.
The SPS-5 driver circuit cannot fail in such a way as to provide squib firing
current without driver power being applied. The Driver Power On branch
will not be developed here.

f. ‘The SPS-5 either may be self-triggered or may be triggered by receiving a
driving signal from the preceding stage (OR gate E).

g. The Power Buffer Amplifier — Type 1 (SA-1) will provide a driving signal to
the SD if either it fails so as to produce an output or it receives a driving
signal from the preceding stage (OR gate F).

h. Magnetic gate type M-3 (M-3) will produce an ouvtput if either the gate mal-
functions so as to produce an output or if the correct input conditions are
achieved (OR gate G).

{. Both a‘gate malfunction such as to produce a logical *'1" or "frue’ output from
the magnetic core and an INTERLOCYX signal to turn on the transisior output
amplifier, which is a part of the M-3 moduale, are required to obtain anr out-
put from the circuit module if the correct input conditions are not met (AND
gate H). The INTERLOCK signal generation will not be developed here.

J. The input conditions required to yield an output (AND gate 1), assuming preper
operation of the M-3 module, are:

1. The presence of an L1 signal (a P/G generated LAUNCH signal) and

2, The absence of a First-Stage Engine Timer inhibit signal, which is equiv-
alent to saying that a First-Stage Engine Timer signal appears toc have
been generated, and i,

3. The absence of an Ordnance Armed inhibit signal, which is equivalent to
saying that the ordnance devi:es appear to be armed, and

4, The presence of an INTERLOCK signal to turn on the transistor output
amplifier. L X

The INTERLOCK PRESENT condition i3 the ox;tput of an OR gate, cince either
a CSD INTERLOCK signal or a TES"“'IN'I‘ERLOCK signal will turn on the transistor
output amplifier. This is not shown in ‘Figure 7-5 nor is the generation’ of the other
input signals. The complete, devélopment willbe fbund in Section III of Volume 2.

-
LA IR g% |-~’ . .

. 8. DATA PROCESSING EQUIPMENT FAULT TREE 3 .
. “ f ) ’
The fault tree for the DPE was developea in a manner aimila’r to that described

for the P/G. The logic diagrams for the-DPE were ‘studted4a orde: to ident:fy and -
relate (n fault-tree form those events thet contribute ts IL, As shown in Figure 7-3,
the top event of the tree is the operation of the CSD switch, This may be caused by
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gither of two evonts, operation by fatlures interndl to the CSD itself, or operation
by having the proper code read into the CSD. The latter fn turn requires that all
of three conditicns coexist. First, the proper code must b2 in the Fire Code (FC)
store of LEU No. 2. Bacond, the FC gate must be enablea, and third, FC shift

pulzes must be recelved. Each of these eve-ts requires further faull-tres develop-

mant, vhich Is presanted {uily in Section IV of Volume 2.

The DPE fault tres showa a number of hexagon symbols, indicatiag that these
events are developed further in additional fault trees. One case is in the operation
of the CSD by a failure within the davice {tself. The sev~n other cases ccncern the
formation of particular code groups; namely, the 18-bit FC, the "sync" group, arl
the tive Launch Control Center {(LCC) addressor coders, Eadii such event is tdenti~
fied by the symbol Z ~ith a numerical subscript.

7. LAUNCH ENABLE SYSTEM FAULT TREE

The LES was added to the LCS as a part of Block Change No. 1. The purpose

was 0 increase protection against 1L and to provide selective control of the firing
It was designed to be a TAIL-ARM system in order not to

of individual missiles.
As a con-

increase the vilnerability to snemv action of the Minuteman squadron.
sequence there are many malconditions, any one of which accurring will result in
the krming of the SCS, which 18 the top event of the fault tree for the LES This
circumstance is reflected in the predominance of OR gates In the tree.

As ahown in Figure T-3, either of three conditions may cause the top event —
arming of the SCS — to occur. These are a {faliure internxl to the SCS, a faflure
of relay K-2 in the Sufe and Arm Module of the Main Junction Box to the open state,
or the condition where the output relay in the 5400-cpe detecior {s not closed. The
lagt condition requires further fault-tree development, which is presented fully in
Bection V of Volume 2. Arming of the SCS by Internal fatlure, shown in a hexagon
symbol, te considered {n Section XII of Volume 2,

8. SUPPLEMENTARY FAULT TREES

s additioa to the three major fault trees deacribed above, there havo been fault

trean doveloped in several othor areas of special tnterest as discussed below.

8. Ratus Systom Fault Troe. Soction VIof Volume 2 develops the fault tree (or
ihe Status System, This system {8 relevant to the IL problem because Rt
informas tha operator of the existence of faulty conditions in the DPE and P/G
squipment at the LF's. U the Statua System fails to provide such indlcations,
the faulty condition, once having occurred, will be allowed to persist for a

proloagad perfod of time.

.
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Tha status Lidication of the 8CS8 18 2 good cxampie of the above point. The
oparator {s provided with an ARMED light 2t the LCC when the SCS has lett
the SAFR position, provided that the Status System is functioning properly.

T certain psrticular malfunctions or combinations thereof have occurred {n
the Status System, as shown on the fault tree for this system, the ARMED
light 2t the console will fail to flluminate 8o that any one of a2 number of mal-
functions in the LES that results in the arming of the SCS will go undetected
for 2 prolonged perlod of time,

b, Electromechanical Device Fault Trees. Sectton ¥II of Volume 2 contains the
fauit trees for the critical electromechanical devices that are used In the LOS,
These devicea are the CSD, SCS, S&A devices, LESW, and the Volatile De-
coder of the DPE. Fault treee are developed separately for these devices be-
cause of their mechanical aspects and the crittcal function that they perform
in the LCS. The outputs of the fauit trees for these devices appear as Inpuls
at appropriate places in the P/G, DPE, and LES fault trees. They are tdentl-
fled by a Z aymbol, with a numerical subscrint, enclesed in a hexagon.

¢. Fault Tree For Code-Greup Formation. Section X of Volume 2 yses the fault-
tree method in order to identify and relate the conditions necessary for the
formation of code groups in the cable plant  When modifi-d by the probabiinty
of having a particular code group formed, the cutputs of such a tree can be
used a2 'nputs to the appropriate piaces in the fault tree for the DPE. Such
fnputs are also identified by a Z symbol, with 2 numerical subscrint, en-
closed in a hexagon.

d. Power Subsystems Fault Tree Though this 18 developed ag a part of the
LES fault tree in Section V of Velume 2, it is of interest in other respects
aa well, such an in preventing an LCF {rom inftiating an INHIBIT message

when operating procedures call for it,

9. QUANTITATIVE ANALYSIS OF INADVFRTENT LAUNCH PROBARILITY

Cooncelvable causes of IL in the LCS were reviewed in Section VI to determine
which had the greatest significance. Component part failures were particularly
significant, so that the relevant clrcuits and electromechanical devices which ap-
penred on the fault trees were analyzed to determine Insofar ae possible thelr nu-
merical rateo of failure. In addition, & group of the causes reviewed were found
to be aignificaat in the generation of undestred codes in the cable system. Thelr
effects were also analyzed and the numerical probabilities of occurrence Getermined
for the formation of particular code groups of interest. It now remains to apply
the results of these anxlyses to the fault traes in order to evaluate quantitatively
tha suscaptibility of various parta of the LCS to IL. Before this task becomes

manageable, there are severai factors to be constdered.

<0
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a, Factors To Be Considered

(1) Simplification. The {irst factor is that the fault tree can be simplified im-
mediately to some extent by disregarding two types of malconditions. The firstisa
malcondition that has a probability of occurrence which, though a numerical va.ue
can be assigned, is sufficiently small tp be neglected in the context in which it ap-
pears. The symbol § denotes this value of probability. For example, if there are
three inputs to an OR gate and the probability ui one of these inputs being true is
very small compared to the probabilities of the other two inputs being true, then 1t
is a valid simplification to ignore the first input. The second type of malcondition
that permits simplification of the fault tree is one that has a probability of failure
which cannot be assigned an exact value but which is judged to be exceedingly small
so that it can be assumed to be zero. The symlwol € 18 used to denote this value of
probability. For instance, if there are three inputs tc a given AND gate, one of
which has a probability of € of becoming true, then the output of this gate can be
considered as having a probability of € of becoming true, and the entire branch up
to and including the AND can be ignored.

(2) Interconnections. The second factor that must be considered is that there
are interconnecticns that appear in intermediate areas of some of the fault trees.
An example of this appears in Figure 7-6, whichk shows a simplified fault tree for
the P/G in the STRATEGIC ALERT mode, The basic events in this tree have been
desigmated with the letters A through H in order to permit a description here of the
principles involved in manipulating fauit trees. In the left branch of this tree there
are two intermediate events developed, Yl and Y2' (Y1 ig the input to the top gate
from the left branch, buti it appears as well at three places in the middle branch of
the tree and at one place in the right branch; Y2 appears once in the middle branch
and once in the right branch.) Given the probabilities of the basic events A throughn
H occurring, the problem is to calculate the probability of the output of Gate No. 1
being true, taking into account the cross-connections represented by Y1 and Y2.

{(3) Fault-Detection Features of LCS. The third factor that mus: be considered
is the effect of the various fault-detection features within the LCS. Such features
include the status indications, the Alarm and No-Go indications, and the automatic
shutdown provisions, for the various modes of operation such as STRATEGIC ALERT,
TEST, and CALIBRATE. The fault-detection features r;ust be taken into account in
estimating the probabilities of IL because of their effe_ts on the expected duration of
the in-line malconditions that they sense. )

-

The characteristics of the fault-detection features that are of particular interest
are: ..

[y

(2) Frequency of Operation. Some fault-detection features, such as the ARMED
status indication and the Critical Error (CE) circuitry of the DPE, operate
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coxtinuously. A fault should ba noted tmmedintely upon occurrenca, Othar fault-
datection features operats only at discrete times, auch as during & Senaitive Com-
mand Network Test (SCNT) or a TEST.

() Effect of Detecting a Fault. Informatfon on some faults is displayed on the

LCC, while information on others is regtsterad with the Volce Reporting Signal As-
sembly (VRSA), with only a gross FAULT {ndic.tion showing at the LCC. Selected
fauits, such as CE's in the DPE, have an additional effect in producing 2 No-Go con-
dition at the LP,

(c) Rsllabllity of Fault Detection Path. I a fatlure should oceur in the fault~

dstectlon path, then the duration of the in-line malfunction will be extended, perhaps

indefinitely,
b. Boolean Expressfons

In order to accommodate the factors listed abovs, it is very useful to develop
a Boolean expreasion that describes the fault tree. Through proper algebraic man-
ipulation, multiple connactions drop out and the fault-tree output can be expressed
in terms of the haaic msalconditions. Moreover, the terms of the fina) expression
€an be grouped in whatever manner is most convenfent to allow for fault-detection

features,

Befors proceeding further it may be useful to discuss Boolean algebra briefly
This algebra was first concelsed by George Boole and presented {n his book entitled,
"Aa Investigation of the Laws of Thought,” publisked tn London in 1854, (Boolean
algebra (s related to symbolic logic, algebra of classes, calculus of propositions,
algebra ~{ logic, and switching algebra.) Unlike ordinary algebra, Boolean algebra
dezls with variables that are permitted to assume only two different values De-
pending on the type of problem being treated, a Boolean variable might have the
values: on cr off, good or bad, something or nothing, trve or false, yes or no,
open or closed, preseut or absent, etc. For a generalized mathematicai approach,
§t is convenient to assign 0 and 1 as the two possible values of the vartable and, in
turn, to let the 0 and 1 reprezent the two possibilities of a particular problem. In
ths case of the fault tree, 0 represents false and 1 repregents true, with respect to
A given malcondition that appears {n the fault tree.

The basic operations moat commonly used {n Boolean algabra are a specia’ form
of negation, a special form of addition, and o special form of multiplication. The
ppecial form of negation used is symbolized with an overline, as ¥, or with a prime,
as &', and may be read as "not a" or a8 'a prime. " Functlonally, the operation may
80 writtan as NOT (a) = a'. Since only two variable vilues are permisaible, if 5 »
f,thena’ =~ 0, snd if a » 0, then a' « 1,
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The special form of addition employed ie symbolized by a plus sign, asa + b,
and may be read as "a plus b,"” The expression signifies a "mixing" or "inclusive
OR" process and i3 also read as "a ORb." Functionally, OR (a, b)=a +b.

The special form of multiplication used is symbolized like a procuct in ordinary
algebra, asa * b, a(b), a xb, or simply ab. It may be read as *a times b" or just
“ah.” The product indicates a "colncidence™ or "ANDing" process, and it {s also
read as "a AND b." Functionally, AND (a, b) = ab. Unlike a product in ordinary
algebra, ab=1 {f, and only if, botha=1and b=1.

Table 7-1 shows some of the fundamenial identities of Boolean algebra that are
relevant to the remainder of this discussion.

-

A typical example of the development of a Bovlean expreasion for a fault tree
will now be described, Figure 7-6 shows the simplified fault tree for a part of the
P/G in the STRATEGIC ALERT mode. The numbers within the logic gates denote
the output variable of that gate in the Boolean expressions. The letters A through H
denote basic events, usually malconditions describable in termgy of a specific circuit
or component, The symbols 1{1 and Yz are intermediate events that appear at more

1 * Table 7-1

FUNDAMENTAL IDENTITIES OF
BOOLEAN ALGEBRA

Title Identity

Elementary Propositions ©oa+a'=1l 0
' aa’' =0
. ga+l1=1
a-1=a
a+ac=a
ar =a
a" =Qq-
.r: MR . ; ' e )
Associative Law . lp Y egx- - (hveh
-.?.'.c. '; :’:_- . . . . z, ) . . “:'::.' - E(b{;,
h - : ’ -
. o -"" Ve .
-t Commutatlve Law Lt E+D Tt
Mot TR e o
\'(“ .:. r e ‘o A » . R
‘.) L o, » S » .

- S
Diatrimuvg-l:.aw.f P z(b +o) vy +an
e Aebo s (a ot v el

~
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han ono place in ths fauit troe. The cutputs of Gates Nos, 1, 3, 4, and 10 have been
¢ascribed in terms of systom functicas in order to indlcats briefly the reiation of the
faslt tree to the physical system. An axpreesion {or the output of Gate No. 3 in
tsrmo of the basic events A through H will now be devaloped.
Rarting at the bottom of the laft branch
’ ’ (14)oC+D
For coavenfenca lot

Qt)=¥ye C+D

(13) =Yg+ EsC+D+E

13)sB+C

(1) o (12) - 13)

Bubstituting
(11):(8+C)(COD+E)

Distributing
(1!)=BC+BDQBE+CC#CDOCB

Yrom the slomentury propositions of Boolean algebra
C.C=CwC-1
- Grouping, commutating, and distributlng
C-3+CRB+CD+CE=CQ +.B+D+E)=sC

Substituting and distributing
. . {11} « C + B + E)
. ﬂO)-Av(li)-A*Cos(ILrE)

) Yor convenience let
ﬂO)-Yitth+B(D¢E)

Colng to ths middle branch
(9) - Yl R4 Yz

B}=G -9 = G(Y‘ + Yﬁ)
(7)'7‘ (g)’P(Y“"Ya)
{6) = Y! + (B) » Y‘G(Yx + Yz)

Commutating and distributing

- As befcre
. Y!”"’l-y‘.‘
gubstituting and distributing
(G) L OYA‘ e3¢ O‘Ix‘Yz
- CY’(I L4 Y”
4" L] mx
N
‘ 4+
/)4 .
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(B)OYx N qu!‘('Y1+72)
nnl

W)= (8)+(8)

-YYloﬁYl

qu(Poc)

Qoing to the right dranch
(S)DYX ’Yz

@)=H. (3)"3“‘"’1'2)
Bringing the three dbranches together
(1) = (10) . (4). {2)
- YIYI(F +G) EI(Yl + Yz)
Redueing 1n the same manner as for function (8) above
1) = H(P + G) Y

Subatituting

(1)=H{F+G]{A+C+B{D+E}]
Thus, the output of the aimplified fault tree used in this example can be expresged
entirely as a function of the basic events. All busic events appear in the expreasion,
and each appears only once. This permits a quantitative estimate of the probablility
of occurrence of the top evant in the fault tree {1, e., the output of Gate No. 1 in
Figure 7-8), if the probabilities of occurrence of the basic events nre known. The
naxt section will discusa these probabilities for significant elements in the IL fault
trees.
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' A logical AND relation,

Q A logical OR relation

An event, usually a malcendition, describable in functional terms,

An event, usually a maliunction, describable in terms of a specitie
circuit or component. It is represented by the symbol X with a
numerical subscript. .

_ . An event not developed further because of lack of information or
,' <r> because of lack of sufficient consequence. it i8 represented by
. the symbol W with a numerical subscript.

.;;\jf', o Q . An event that 18 normally expected to occur.

A connecting symbol to another part of fault tree within the same
major branch. It is represented by the symbol Y with a numerical

subscript.

A connecting symbol to another pa;'t of fault tree in a different

major branch {such as an interconnection between the P/G and DPE

branches), It is represented by the symbol 2 with 2 numerical sub-
- ) script.

A probability of fallure which, though a numerical value can be

8
assigned, is sufficlently small to be neglected in the context shown.
. . A probability of failure which cannot be assigned a numerical value
¢ but is considered to be exceedingly small and {8 assumed tv be zero.

- Fgure 7-2, Fauwt-Tree Symbols
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Section I |

07 TSN Rl

2 DISCUSSION OF PROBABILITIES AND THEIR COMBINATION 5
The theory of probability forms the basis for the quantitative aspects of this :}.- -

. E

study, and this section documents the manner in which probability theory was ap- ES

- I plied. It is intended to be neither a philosophical treatise nor a rigorous mathe-
. g matical treatment, but rather a self-contained zccount of the basic probability rules

and procedures employed in the program.

Before giving consideration to the development of these rules, some cautionary
remarks are in order regarding the application of probability theory to a real prob-
lem, and the interpretation of the numbers resulting therefrom. Like all mathe-
matical disciplines, the theory of probability is developed in relation to specific,
abstract, conceptual models, and the formulas derived apply wits exactness only to
those models. In applying the theory to the real world, even a most carefully formu-
lated mcdel may not be a wholly adequate represenation of the real situation. The
degree of confidence in the results must then be tempered by objective estimation of
the disparity between model and reality. Because, however, the {ormulas may bte
applied mechanically, and the results of a probability analysis, even a poor ore, are
usually expressed as definite numbers, there is a strong tandency tc place implicit
1aith ia the numbers once they are generated, forgetting their shaky foundations.
Thus, for example, the simple exponential failure model is used for component fail-
ure almost universally in the study. While this model is believed to be a good de-
scription of device failure behavior, it is surely not a complete cne. Burn-in and
wear-out failures are not included, this simplifying omission being justified by the
inception time and duration of the operation period. In other parts of the analysis,
probabiiities may be comb:red in 2 manner that is vatid only for events that are
"exhaustive and exclusive." While attempts are made to insure that the proper con-
ditions apply to the problem at hand, in the actual cambinations some overlapping
may be present that will impair somewhat the validits of results. Moreover, math-
ematical approximations are made for convenience throughout the work. This should
not affect the more significant figures in the computations, but it will have a minor
impact on the resuits, It must be emplasized that the probability figures generated
in this study are nct sacred (they are not necessarily accurate te the two significant
figures in which they are expressed). At the same time, one must recognize their
utility in pinpointing critical aress. It should also be emptasized that meticulcus
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care must be taken in stating a probabilistic problem and in formulating the mathe-
matical mndel so as to minimize errors in the derived results.

.1. AN INTERPRETATION OF PROBABILITY FIGURES

In connection with the problem of interpreting protability figures, it may be use-
ful to discuss an implicit meaning of a given numerical probability value. To illus-
trate, consider the operation of the random code model discussed in paragraph 2 of
Sz2500 3L THis madel is not representative of asmo] system behayior b is, ruther,
an artificial invention developed to help estimate a lower tound of system perform-
ance. It assumes that an arbitrary sequence of 1's and 0's i8 continuously being
generated at the bit rate. The probability that a bit is a 0is 0.5, Under this con-
dition, and assuming each new bit initiates an independent message, the model gen-
erates a 56-bit ccde with probability of 5.6 x 1073 for a Flight of ten Launch Facili-
ties (Llf"s} in ten years.

It is difficuit to comprehend the magnitude of this number, let alone its signifi-
cance in context. To make both aspects more meaningful, the following proposition
in probability theory is used: "I an event A has prcbabilily p of occurring in a
single trial, the most likely mumber of occurrences of A inn trials is np." Using
this proposition, the illustrative probability figure can be translated to other terms
as follows:

Let a trial for code generaticn rorstitute exposure of ten LF's to the random
model environment for ten years. Then, for example, ten trials would mean any
one of the following exposures: 100 L¥'s for 10 years, or 10 LF's for 100 years,
or 25 L¥'s for 40 years, or any other ten-fold scaling of tte precduct of LF-years.

Now it can be seen that the above proposition applied te the probability in the ex-
ample implies that the most liekly number of occurrences ¢«f code generation will be

one launch code when

= 2 x 10* trials

"3 -

pp=1ozn=

Thus, the probability is equivalent to stating thit the most probable time to a single
ccas generation for a Flight of ten LF's will be 2 x 10° yearg; or, alternatively, the
expected number of codes will be one. in 2'.x 105 year's. (i it is assumed that a
Poisson probability model applies, the probability asscciated with this single code
geraration in 2 x 10° years can be shown to be 1/e = 0.37, but it drops off quickly
to near-zero values in the realistlc-future, diminishing to 3.6 x 10™° in ten years.)

The above i3 one of several pessible interpretations which may help give a proba-
bility valie some significance related to experience.

16-
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2. BACKGROUND PREPARATORY TO COMBINING PROBABILITIES IN
FAULT TREES .

a. Basic Considerationq

This section is devoted tv developing the background required for deriving the re-

-lations expressing overall probabilities, given the probebilities of component events

and the manner in which they are related logiczily as prescribed by the fault tree.
The basic mathematical doctrine drawn upon here is the set of rules goverring com-
binations of inaependent events. (Independent events are those for which the occur-
rence of one does not influence the occurrence of anoiher.) The qualification "inde-
pendent” is imposed not only because of the resulting simplification but also because
the Boolean version of the fault tree contains only events that may be regarded as in-
dependent, as will be shown below.

For combining probabilities of two independent events A and B, the basic rules as
given by probability theory are:

1. The probability uf the occurrence of both A and B, written in set symbology
P(ANB), is
P(ANB) =P(A) - P(B)

2, The probability of the occurrence of either A or B or both, written ®(A U B),
is

P(AUB)=P(A) + P(B)- P(ANB)
In this case, since A and B are independent, rule1 is used to obtain
P{AUB)=P(A) + P(B) - P(4) * P(B)
and note that if both P(A) and P{B) are small,
P(A UB) = P(A) + P(B)
This approximate result {8 used taroughout the subsequent development and
in all computations.

b. Composite Probability from Fault Tree and Boolean Expression

Turn now briefly to the format of the fault tree for an jllustration of the applica-
Hon of the probability rules thereto and the reason for introducing the Boolean con-
cept. Figure 2-1 shows a typical portion of a tree. The labels on the tree are
Boolean functions which take on the value 1 when the failures or malfunctions exist
and the value 0 otherwise. The tree shows that the joint occurrence of events A and
B(A N B) constitutes event C which together with D either singly or jointly (C U D)
produces the event E. Thus

Es{CUD)=(ANB)UD

-11-
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| R . (Strictly speaking, E 18 not identical to the event
[(A 0 B) U D], but rather E is implied by, or always
occurs with, the indicated composite event.)

Another way to express E is in Boolean terms:

iod

N A
o ".«"‘ N T

E=A-B+D
c o The probability of E may be found from either of the
above relationships. Using the first, together with
E‘x rules 1 and 2, .
l&%‘c
P(E) = P[(AN B) U D}
A 8 = P(AN B) + P(D)
Figure 2-1. Portion of = P(A) - P(B) + P(D)

‘Typlc-:al Fault Tree P(E) also follows directly from the Boolean expression

and suggesic that a simple, unifying approach to fault

probability determination may be to write the Boolean
expression for the occurrence of an event and then convert it to a probability rela-
tion. This approach also has the virtue ui avoiding possible errors due {0 common
events (a form of dependency), as illustrated by the following example:

o In Figure 2-2a, B is an event which renders D and E mutually dependent. Ignor-
. ' ing this fact and mechanically appiying the rules yields

P(F) = P(D) + P(E) = P(A) - P(B) + P(B) + P(C)
If, however, the Boolean representation is used,
F=A.B+(B+C)
{ =AB+B+C
=BA+1Y+C

=B+C
thus

P(F) = P(B) < F(C)

This differs markedly from the first expression, The
latter is the correct result, and it 18 pcctrayed in the

Q
™m

‘Q} Boolean tree of Figure 2-2b. In this form, all events

| 3 (

ig?? 1 are independent. (Note that the use of set relationships
ig could also yield a correct result, but this approach Is
% more unwieldy and difficult to apply o complex cases.
£ ro® ¢ It 18 now evident that the Boolean approach is a simple
\‘5 % Figure 2-2a. Portion technique which handles the problem of dependent events
& of Fault Tree with ) o

S P Dependent Events {of the type caused by a common element) by yielding an
&%g‘ £ equivalent format wherein ali eventz are independent.
- 12
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¢. Reliability Function 4
Before proceeding to the development of actual _
composite event probabilities, it i8 necessary to in-
troduce yet another fundamental relationship — the
reliability function used extensively throughout the
fault-tree computations. Because of its importance
and the degree to which it is called upon in the sub-

s ¢
Figure 2-2b, Boolean

sequent development, an extended if nonrigorous Equivalent of
discussion of the reliability function, its comple- Figure 2-2a
ment, and its associated density functions is pre-

sented.

(1) Device Reliability. Suppose a large set of No identical (with respect to manu-
facture) devices is subjected to life test, after having eliminated "burn-in" or early-
life failures of the substandard members. At time t, NF(t) devices have failed and
Ns(t) survive. Then the reliability of the device, R(t), may be defined as the proba-

. bility of a mémber's survival to time t and would be given empiricaily by the ratio
of surviving to original members as a function of time, averaged over many such
life tests.

Ng(t)
s
R(t) = ——
Ny .

Ng - Ng(®)

Although NF(t), and consequently R(t), take on only discrete values, it may be
assumed that continuous functions approximate them, and then

dt Ny dt
or
d NF“’f_ . 4RO
d ~ 0 dt

Now d NL(t)/dt is the failure rate at time t, while [d NF(t)/dt] dt 18 the number of
failures in the interval {t, t + dt). On dividing d NF(t)/dt by NS(t), the failure
rate per surviving member {8 obtained, which is called the hzzard function, h(t).

d N_(t)
1 F
h(t) = m &
. 13-
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The hazard function h(t) i8 in the nature of 2 conditional probability density of time-
to-failure, because
d Ng(t)
h{t) &t = ———
| Ng(D
is the fraction of surviving members at the start of an interval (time t) which fail in
the interval (t, t + dt).
(2) Failure Density <unction. If d NF(t) /dt is divided by N, instead of by

Ns(t), the failure rate per original member, designated {(t), is obtained as

_ Ny dt _
_This failure rate f(x) is also a probability density function of time-to-failure, since

d N ()

: £(t) dt = N

0
represents the fraction of original members that fail in the interval (t, t + dt).

Some useful reliability relationships can be derived from these definitions.
Starting with h(t):

1 d NF(t)
Ns(t) dt

h(t) =

Mo arp
N()  at

1 dRW
R(t) dt

or
b{t) dt = -‘—’f—{%‘#

Integrating,
t
] h{t) dt = -1n R(t) + k
0

Since
Ng(0)
R(0) = —— =1 N
Mo

Yo, D2-30207-1
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then k = 0, and

t
-§ hit) ct
R(t) =e
If h(t) is assumed to be constant, a condition closely =ealized in life testing ex-
perience, and h(t) = A i8 called simply the failure rate, the R(t) = e At {5 the relia-
bility function giving the probability of member survival to time t. (It is assumed
that the device is not operated lorng enough to exceed the ccenstant X range.)

The probability that the device will have failed by time t is the complementary
function Q(t), where

Q(t) =1 - R(t)

=1 - e-).t

This is the expression used to evaluate the fault-tree "circles” (basic circuit fail-
ures). To illustrate its use, suppose that a device failure rate A = 250 failures per
10° hours, and t = 30,000 hours. Then

Q=1-e*

=I—l+kt-%/\‘t2+...
&= At
if higher order terms may be neglected (the usual sftuation in this study).

- Q=22 £ 30,000 = 0,007

10°

An interpretation of this result {as indicated in paragraph 1) is that if 10,000 such
circuits were run for 30,000 hours each, about 75 failures could be expected among
them.

Returning now to f(t),

N, dt

d R(t)
dt

-At

S e

dt
-At

. 1) = -

= Ae
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On integrating {(t),

]‘f(t) dt = f {(t) dt +f f(t) dt
0 0 t

t )
-ert] [_ e-xt]

0 t
=(1 - e-kt) + e-At .
= Q(t) + R(t)

=1

The preceding states that Q(t), the probability of failure by time t, may be found
by integrating the density function from 0 to t; the graphical significance is shown
in Figure 2-3a.

To obtain the probability of failure in some crucial interval subsequent to C, say
(ty tz), f(t) must be integrated over that interval:

: t
Qlty, ty) = -/c 1 (1) dt

-at “A(t, +7)
=g l-e 1

-At
e 1 [1 ) e-xr]
Q(tlo tz) = R(tl) " Q1)
where
T= t2 - tl
This result states that the failure probability in an interval of length 7 starting
att, is equal to the probability that the device has survived to time ty, multiplied by

the probability of failure in an interval of length r which starts at 0. The graphical
Interpretation of Q(t,, t?) is shown in Figure 2-3b.

18-
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t(0) = A

Q{t)}s AREA FROM 0 TO ¢

£(t) = ha~ A

_)\\XYN

Figure 2-3a. Graphical Significance of Q(t) and R(t)

tit)

__OTS s

alty, tp) = Qltpi - alty)

tit)

[+) t ty

) ' (b)

Figure 2-3b. Graphical Significance of Q(tl, tz)

One additional fact is drawn from f(t). Since f(t) {8 a propability density of time-
to-failure (which is to say that there is a time distribution of failure probability
densities), it is in order to inquire which value of t is the mean of this distribution.
The answer is found by "weighting" each value of t with its associated density and

mtzft-t(t)dt
0

00
_[ tx e M at
0

integrating over all t:

.
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Thus, for the constant hazard function,

That is, the mean-time-between-failure {(MTBF) is the reciprocal of the failure rate.

In the following work, m and 1/A are used interchangeably as convenience dic-
fates.

3. COMPOSITE FAILURE PROBABILITY UNDER SPECIFIC CONDITIONS

With the background of paragraph 2, the main objective of this section may be
undertaken — the derivation of relationsbhips for composite probability of failure
under specific conditions prescribed by the fault trees. (Note that rules are not de-
veloped here for determining circuit failure from probabilities of component failure.
This aspect is dealt with in Sections VII and VIIL,)

In the following discussion the fault detection feature assoclated with some
events i{s at once the significant element in the composite event and the complicating
part of the analysis. Fault detection enters the analysis by prescribing a necessary
sequence or order of failures if the composite event is to occur, It enters the physi-
cal system through the alarm and status features, as well as through test modes.

One starts with two events, A and B, which are independent failure conditicns
having constant failure rates AA, )‘B or, alternatively, MTBF's m,, mp, respec-
tively. The composite event of interest is the combination of A and B in an AND
Gate under various conditions, resulting in event F. (In Boolean terms, F = A - B.)
Required is the probability P(F) that F occurs under the following different circum-
stances:;

CASE 1. Neither A nor B is subject to detection throughout tk2 entire operation
period TO.

Solution: This i8 the case that applies to the buik of the computations. Since A

and B are independent,
P(F) = P(A) - P(B)

A, T AnT
=@6Aﬂ@w3ﬂ

e ) ATO "BTO
2
mpTp
18-
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CASE II. Condition A triggers a detection alarm and is corrected immediately
on occurrence. B is not subject to detection.

Solution: Under the given hypothesis, the only way for F to occur is to have B
precede A, since if A precedes B, A is always corrected and the two events can
never coexist (neglecting precisely simultaneous failures). An implicit order con-
dition is thus imposed by the detection feature.

First express the probability that B occurs in the differential interval dt which
starts at t and is followed by the occurrence of A in the interval (t, TO), given that

A has not occurred up to t:

1 -t T - t
patat] - P[airg- 0] = 2= e /det[l-e( 0 )/mA]

_Since F will result if the above compound event occurs for any t in {0, TO), P({F)
is obtained by integrating over t in the overall interval:

To
-t/m -(T, - t)/m
P(F) = P B[l-e 0 Al Gt
-}
0
" m "0 g+t -
-t/m -T./m, +t/m, - t/m
L] Bl L | e VTATTTA TR
ng mp
0 0
IImA=mB=m,
TO To
-t/m e°T0/m
PF) = -e - —t
m
0 0
T,/m Tq -T,/m
=1-e0 --—Oe 0
m
Ta\ -T,/m
=1 - é.+ —9) e 0
m

Preserving cnly first and second order exponential terms,
To
P(F) ¥ —

2m”

-9
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um‘\omB

-Ty/m
o w10 V7B 9...3_/_: . 2ATB e{‘“’B - mp)/(mymp)lt

mp  Dp Wy 0
-T./m m -T,./m Tn/m
o1.o TP A (e o/®a O/B)

R - Riyp
This i8 the exact expression for the general case. On expanding the exponentials to
sacond order terms,

T
PF) @ =
2mAmB
Coar:paring this result with ths approximation in Case I, one notes that the {n-
stantan:ous detection feature hag decreased the fatlure probabliity to half the un-
checked value. This aspect {8 discussed more fully later.

In addition to the alarm detection situation specified {n the hypothesis, Case II
also applies tc the following: Suppose B 12 the fallure of an enable Input to a gate.
A 8 a sporadic pulre whose rtae (or fall) in conjunciton with B results {n F. Be-
fore the occurrence ol B (the persistent change of state) the appearance of A (a spo-
radic pulse) has no effect and 13 equivaleat to fatlure and tmmediate correction
But once B has occurred, the reappeatance of A glver F

CASE IIa. F results only if B occurs before A n {0, To), but neither 13 subject
to detecticn.

Solution: This case 18 stinttar to Cuse Tl in .hat an order cundition is tmposed.
(Here tt {8 expifcit ) It differs {rom Case I in that adbsence of fallure dotectlon re-
quires P(F) to laclude an additional factor for "he probability that A ias not occurred
up to the time B occurs. (In Cage I, thts factor Is unity by virtue of the tastantane-
ous detectlon and correction condltion.) Ther. fure, the expresston wanted 1s for
the probability of the event, "'B occurs in the differential interval dt starting at t,

A has nct occurred up to t, A occurs tn {t, To)"

~t/mq

-t/ Ty - ¢
Sgreg A [l-o( 0 )/m"]

Plp(an) - NAW]- p[aivg - 0] Lo
B
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A3 hofore, ¥ will result If this compound evant occurs for any tin (0, Ty. PH
is odtained by in‘egration:

T,
0
B{r) = L e-t/mn e-t/mA [I - e-('ro i Q/BIA] at
-}
0
To .
1 Q-va [e-va - Q-To/mA] dt
my
0
iTs To
my -[(t:xA + mB)/mAmB]t ‘,-'I‘.a/mA e-t/mB
* m, +mp ° *
0 0
. my . e-['ZmA . “‘BV“‘A“’H]TOJ i "-'I‘olmA [l i e-‘l‘o/mB]
m, +mg
2, _Bp  jlmpemplmpmg)To T/,

m,+mg m, +mg
This is the exact expression In the general case. if m, = mg* m,

’ 227 -T
P(F)“:'o';'e o/m-e o/m

Again neglecting exponentiai terms above the second degree,

3

PF) o ——%
Im

This rorult {8 the same a8 in Case 1.

i ona now approximates P{F) when m, ¢ mg Ly preserving terms oniy up to the
sacond order, one again obtains

5

2m ATg

e

us 'n Case II. Apparently the order condition alone has reduced the probability of
{aflure by one hali.

CASE 1. The system is examired {or the occurrence of A at diacrete timea
1“, 21“, cesy nTl = Tg. Uf A has occurred, corrective action {a taken to replace

-t
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89 fallurs st the end of the intarval in which it occurred. B's occurrence is not
subjact to detection throughout (0, ‘1‘0).

Solution: This case introduces the effect of periodic testing of one critical ele-
met in the logical AND gate. In the actual syatem, ‘!‘1 could correspond to the
éaily Sensitive Command Network Test (SCNT) or the monthly TEST.

? will occur if both A and B coexist at any time. Because B's fallure ts persiat-
ent, while A's lasts only for the balance of the interval in which it occurs, F is the
avent "B fails {n an interval, and A fails in the same or a subsequent interval.”

p[rt0, T9)] - 2[Bt0, T))] - Paco, Tp)]
+ ®[per, 21y - placr,. 7o)
¢ P{B(2T,, 3T} * PlAC2T,, T
¢ opfsfo-n1,, or, |- P{ale - 07y, omy ]}

. n-{
efaury, o1y)] <1 - {e[R00, 7))}
The probability that A occurs {n at least one of (n - {) Intervals I8 the complement
of the probability that it fails to 2ccur in all of them.

- p[rto, 1) - p[Beo, )] {t - P [RG)} » plaer,, 21y)] R (am}}
¢.. +PB-1T, n'!'.J {l - P(K(I)]}

But

where
AN » H&o, "1’]
Now
I ] -"'B:T‘ ( -x"‘rl
P[B(l‘!‘i;(!vqxd-e ‘Ll-g o
and
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-AnT -lﬂ'l‘1 -Afn ¢ l)‘!‘1

'
«-AnT, -Aa + !)’!‘l
el-(ansl)e + 00

Preserving only first and second order terms,
2

p[ecc, g ~ —E-‘- ol 1)

Agaln the aimilarity to Case 11 s noted.

{
C X‘l"'lg,
AT =
- Y - -
P{l‘(O, To)] -[l-o B I]Za BTy [l-oxA(n ’)T,] :
LX)
Let
]
,_e‘B"r .
._e"ATl
Then
n-1 n-1
P[Y(O,To)] o{l-71) Z r!-(l-r) Z x'la"'l
{0 tes0
0
-(l-r)[%]—(l-r)l[ﬂ:—-}—::] |
R Gt

.x-:’-ﬁ;—'_%![(n-r")-(x..”)]

(
(-/ ’ -9~
o, D2-30207-1

=
) Sec. K Page 17




'ﬂ‘fﬁ.’i}‘O-Qq*(l-?.[l"nj

ST } 8 -

X _l't,fs-r-lnrs]‘(z-r)a[‘_an]

1 s-¢ s-r
SR a0

The result has bosn expressed in this form to exhibst the remariable symmetry
in r and 8 or, equivalently, In A and Ap. This means that, {1, and g are inter-
chu:.ged, the composite fallure probabiiity is not changed. Thua, {f A has an MTBF

¢ of 10° hours while B has an MTB? of 0% hours, the probability of F is exactly the
same 28 {f thege attributes were reversed. An even more surprising Interpretation
of the symmetry i3 that the probability of ccmposite fatlure 18 the same whather one
checks the more reliable or the less reliable device at the periodic intervals! This
fact may have aignificant implications on maintenance procedures.

For use {n computations, P[F(O, To)] i8 expressed as
e-(iB - AA)n'I‘1

=Aon?T
-ABT’] 1-e B l“‘,-AAn‘I'1 1-
“AnT ~(An = A,)T
1-e B*t 1-¢ B Al

P[P(O, To)} - [1 -e

. ’ Once again the approximate expression retaining squared terms only s
P[F(O To)]ull X n(nol)Tz- 1,.‘. Tg,‘ A
’ Aa°A°B 1 n| 2 "A%B

Thie result tells how much protectica 18 achieved hy checking one device n timas
ta the interva! (0, To). In particular, if there I8 no chocking (n = 1),

q
p[r(o, -ro)] o) 529 Ap2p = Toa, g

a9 in Case ), and the probabllity of composite fallure {3 twice ag great as in the ease
of tnstantaneous checking (Case IN). (The Case U result alsc follows by putting n = w
In the above approximation for P{F].) I a check {8 made once at the midpoint of

{0, T, so that n = 2, the probability of F is reduced by 25 percent {rom the no-
eback condition. Nine checka (n = 10) give s 45 percent reduction of the probabiiity
of ¥ {rom the no-~check case. With 160 checks, the probahility of F ie practically
as low a3 in the Case Il condition. Thus Caxe Il iucludes Cases I and I as spectal

casos.
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