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SUMMARY

The Electronic Support Measures (ESM) System attempts to detect, analyse and classify sources of radio and
radar emissions in the environment. The ESM system provides valuable emitter classification information
to the hoast platform's Command and Control System or associated Electronic Countermeasures (ECM)
equipment. However, the current generation of Automatic ESM systems often produce ambiguous or incorreot
emitter classifications in the adverse conditious of actual conflict. This paper describes the
application of Knowledge Based Systems tachniques to ESBM processing and outlines the development and
evaluation of a Knowledge Based ESM system model aimed specifically at improving the emitter

claasification capability of automatic ESM. G;.______~\\-\\\\
1 GLOSSARY OF TERMS

[ Command and Control

cer Current Emitter File

CcwW Continuous Wave

or Direction Finding

ECM Electronic Countermeasures

ESM Electronic Support Measures

EW Electronic Warfare

EWSG Eleactronic Warfare Scenario Generator
EWRM Elactronic Hnr;nrc Receiver Model

GHx Giga~Hexts (10 Hz)

XB-ESH  Xnowlsdge Based Electronioc Bupport Measures
 6:34 Knowledge Based System

X8 Knowledge Source

PRI Pulse Repetition Interval

P Pulse Width

11 4 Radio Prequency

TOA Time of Arrival
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2 ELECTRONIC BUPPORT MEABUTKS

2.1 The EXlectronic Bupport Measures (E0M) system is concerned with the detection, analysis asnd
clamalf{cation of radluv and radar signals. KBM provides details of the signal environment either to the
hoat platform's Command and Control Bystem, for use in tactical situation assessment or to an integrated
Electronic Countermeasures (ECM) system. This paper will be restricted to the dimcussion of Radar ESM,

although the techniques drscribed in subsequent sections will b gqeneraily sppiicable to radio frequency
EYM aystems.
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2.2 The block dlagram of a typical Automatic ESM System is presonted in Figure 1. The system is
composed of the following subsystems.

the Antenna and Recelver
the Preprocessor

- the Main Processor

- the Man-Machine Interface

2.3 The Antenna and Receiver must be capable of dstection of all radar frequencies used by own
forces, neutral and enemy radar sets. The typical frequency coverage is 2-18 GHz although extensions to
cover the millimetric wavelengths ahove 18 GHz are becoming of increased importance. Similarly the
sub-system must be able to detect signals arriving at all azimuth angles around the host platform. The
receiving unit detects incident signals (above system sensitivity) and measures the signal

characteristics. The characteristics of a typical pulsed radar signzl that are mecasures by the receiver
aret

- Angle of Arrival (buaring)
Carrier Prequency

Pulse Width

Amplitudae

Time of Arrival

2.4 However, since the receiver will detect and measure each incident pulse in chronological order,
the receiver output will require sorting to reconstruct pulse chains trom the individual emitters in the
environmant. This sorting process 1is ocarried out by the Pre-prooesaing element of the aystem, and s
termed ‘De-interleaving'. The aim of the de-interleaving function is to produos just one pulse chain for
each detectable emitter in the environment, although this is seldom possible in practioce.

2.% The Pre=processor elemant also acts as a data rate reduction mechanisa to encure that the main
processor can ocope with its pulse chain analysis, olassification and svtem oontrol taskn. In addition,
the Pre-proocessor removes all unwanted pulse data (e.g. from high Auty rate emitters) that had previocusly
besn analywed and classified by the aystem to further reduce the mainprooessor load.

)
3

2.6 Bach pulse chain derived by the dewinterleaver is either associated with a vurreat emtry, or
creates a naw entry in the Current Mmitter Pile (CEP). Subsequent analysis of the interpules modulation
of the RY, PRI, PW and Ncan parameters are stored against this CEP entry.

2.7 The CEF maintenance algorithms attempt to solve the problems ersated by the de~imterleaver and in
particular the reconstruution process is based largely upon paranster matching techaiques = that is pulee
chains are combined with sxisting CEP entries if their parameters meet some foru Of matching eriteria.

2.8 The Modulation Analysis Punctions within Automatic BSN attempht to sugnent the dasie paloe ohetln
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Paramerers produced by the de~interleaver (i.e. bearing, RP range eta.) with details of how the pulve
parametors vary over the detected pulse chain., The Radio Frequency, Pulse Repetition Interval and Pulse

width parameters are often analysed by the compilation of paramater ocdcurence histograms. These are
subsequently interpreted to give the modulation details of the particular parameter.

2.9 The amplitude modilation of a pulse chain can be analysed to produce an indication of the
periodicity and antenna soan pattern of the target radar. ‘this information yields ilaportant extra
informatfon for use in the classification process, and the function Ls termed Scan Analysis,

2.10 The emitter classification funation is accomplished by comparing the parameters of a particular
CEF entry with each record in a library of known emitter characteristiocs. This librarcy rontains
paramotric detalls of all radar emitters within the system's frequency coverage that are likely to be
encountared in a particular coperational situation.

2.1 The library comparison process results in a candidate set of emitter records from the library
which match the CEP entry. This candidate set is then subjected to confidence assessment which produces a
measure of the accuracy with which the CEF entry parameters match those of the library entry. This

confldence indicates the likelihood of each candidate emitter type corremponding to the particular CEF
entry.

2.12 ESM systems can be used in a varlety of different roles in a conflict situation, including:

a) SELF PROTECTION - in association with ‘hard kill' (e.g. ship to ship missile systems) or ’'soft
kill' (e.g. Electronic Countermeasures) systems, the ESM equipment can help protect the host
platform against radar-assisted attack.

b) TACTICAL SITUATION ASSESSMENT - since the ¥SM system provides emitter classification data, it is
obviously complementary to primary radar (which measures range and bearing of targets) in the
assessment of the host platform's tactical environment.

c) EARLY WARNING - it is often possible to detect targets at long rangr - from the host platform
using ESM, even outside the primary radar's coverage. It is also possidle in certain situations
to deteot, analyse :and classify radars over the conditions by exploiting Anomalous Propagation
(ANAPROP) conditions.

1t is therefore obvious that ESM must be capable of deriving high quality emitter oclassifications to
fulfill these important roles and to be fully effective.

2.1 However, Automatic ESM systems are required to operate in a number of adverse conditions which
makes the successful classification of emitters difficult. These adverse conditions include.

- the very high pulse data rates that may be detected by a sensitive ESM system in postulated
conflict scenarios.

- the trend towards usage of radars exhibiting ocomplex modulation strategies, which make the ESM
systems deinterleaving and analysis tasks difficult.

- the presence of noise jaaming in the environment, which adversely effects certain receiver
types.

- the presence of high powered 'friendly' radars in the vicinity of the ESM system which can
seriously impede certain aspects of system performance.

2.14 Moreover, the structure of the current generation of Automatic ESM systems implies that errors
arising at the receiving stages due to these adverse operational conditions are propagated through the
de-interleaving and modulation analysis elements. As a direct oconsequence of this error propagation, the
classification function often produces highly ambiguous (i.e. several possible emitter classifications are
presented) or in the limit erroneous results. ’

3 XNOWLEOGE BASED ESM SYSTEM DEVELOPMENT

3.1 To directly address the emitter oclassification problem described in the last section, and with
the overall aim of improving ESM system effectiveness, Boftware Sciences Ltd embarknd on a
privately~funded Xnovledgo Based X564 System (KB~-ESM) develépment prograsme.

3.2 The aims of this development wers several fold, namely

- to improve the overall performance of automatic ESM by optimieing the processing subsystea

- to apply novel hardware and software architectures to achieve this optimal processing

- to asseus the improvement that XBS techniques could offer in the classification of radar
emitters,

- to develop s comprshensive E8M System Evaluation faollity using a suite of wodelling programs.

3.3 During the initial phases of this development, a oouprehensive survey of the types of Wnowledge

Based System (XBS) which could be used in ESM processing was undertaken. As a result of this surway, the
Slackboard Architecture was chosen because of its flexibility and suitability to:the -complex time varying
signal analysis problems of ESM. The Blaokboard Architeoture was originally developed for use in epeech
undarstanding and has subsequently been used for a varisty of applicaiions ineluding Sosar Classifioetiona
and sensor Data Pusion.




3.4 There are three components nf the Blackboard Architectures~

- the Blackboard
- knowledge sources, and
- the scheduler
[

The Blackboard is a structured global data base which may be subdivided into levels, panals and
entrios as shown in [figure 2a appropriate to the particular spplication. The levels usually represent
'levels of abstraction’, where the lovest level represents, for example, raw data gathered from a
transducer or sensor and the highest levels represent high confidence information deduced from the lower
lavale. Several different types of entry may exist at each level.
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3.% The fKnowledge Sources manipulate, create or consume entrins on the Blackboard based upon
procsdures (algorithmic) or declarative (rule-based) knowledge. An example knowledge source (XS8) is shown
ip Pigure 2b. Each X5 has a condition part and an action. 1If the condition part (which refers to entries
on . the Blackboard) evaluates to bhe true, then the X8 becomes a candidate for activation and as such is
placed on an Agenda. If it is activated, its action part will run causing modification to the Blackboard
contents.

3.6 The selaction of a X8 from the Agenda to run is performed by the scheduler, the acticn of which
{s shown in Pigure 20, The way in which the scheduler selects the K8 from the Agenda on any particular
cycle of operation is totally adaptive and in general would also depend on the contents of the blackboard.

3.7 The main features offered by a Blackboard approach as applied to BSN processing are:

- t.he support of the hypothesis and Test paradigm, whereby initial emitter classification
hypotheses are formed and subsequently validated or disproven by the application of special
purpose analysis techniques to the pulse chain data. &

- the capabllity to altar the processing priorities adopted within the system acoording to the
ocurrent situation, in contrast to the rigid priorities lmposed by the mors conventional systcm.

- the ability to allow the system to choose one of several pulse chain analysis algorithms
according to the circumstances, for example, special purpose modulation analysis techniques are
used to make use of ‘a-priori' information of previously detected esmitter types or au part of the
hypothesis testing process.

3.8 To make full use of these features, a Knowledge Based ESN system model vas developed to prove the
functionality of the Bluackboard approach and to gather performanue metrice for use in optimisation of the
XB-ESM system towards real time operational usage:. The XB=RSN system wodel inocorporates all necessary
features of the ESM processing system, including.

- A de-interleaver which is under the full control of the Blackboard mechanisus.

- RY, PRI and PW modulation analysis algorithas.

- Emitter Classification clgorithms (including library access and hypothewis and test)
- Special purpose display formate

- AMaptive systea oontrol and scheduling



a1
.3 The KB-ESM system model runs on a VAX 11 series computer under s Xnowledge Based System
dovalopment environment called POPLOG. The development and subsequent assessment carried out to date has

shown that within a controlled evaluation environment, the XB-ESM nmystem model is able to produce
conaistent unambiguous emitter claseification results.

3.10 Much of the improved oclassification capability is due to the application of the hipothull and
tast technique. The emitter hypotheses are formed by accessing the emitter 1library with coarse but
reliable pulme chain parameters in much the same way as ourrent generation eystems. Each candidate
emittor i3 then subjected to a verification process using distinguishing features of the emitter retrieved
from the library record, This information Ls used as the basis for the 'a~-priori' analysis of the pulse
chain in question to prove or disprove the existence of the candidate emitter. Only emitter
clasaifications validated in this way are presented to the operator as ocorrect classifications hence
decraasing the probability of erroneous or ambiguous results. This process is illustrated in rigure 3.

LRI CN T C——

—_— - PuLSC OATH
TuNCtipws ?'“‘“ N
. A tont v
tuaga}
/ L]
//' DAL ANfAY
&
" DATA ookt
DRlveR otatestp [
\
[~
L NoouuaT 10w ol mrotasts
/'-ym/ Anp st
ﬂ\
>
,llﬁn/ CANDIDAN VS g
4 tmaany ]  surction »—h,z/ »//
g // VERIFIED (RTT0S
A
D

CANPIDATL (MY IFNY

FIOUAX ) NYPOTHESIS AND TEST TECIONIQUE

3.1 In addition to providing reliable clamsification of a correctly ds-interleaved pulse chain, the
avaluation of the XB-ESM syctem model has proven its capability to classify several separate emitters
which are f{nitially placed into a single pulse chain due to their close parsmetric proxismity.
Purthermore, the KB-ESM system model ocan successfully recombine aplit pulse chains from a wide band
frequency hopping radar by extending the hypothesis and test technique back to a second (rule=based)
de~interleaving atage.

The KB-ESM System model was developed with a set of displays to allow the operator to
- oversee the system operation, using the tabular emitter summary displays cosmon in automatic ESM.

- monitor the hypothesis and test function from candidate emitter set generation through eaitter
varification using special purpose display formats.

- monitor the modulation analysis of a particular pulse ochain using special purpose qnphl.cnf
display options.

The strictly hierarchic nature of these displays ensures that the system defaults to fully automatic mode,
with summary displays available for this purpose. However, the 'lower level' display options can be
invoked to allow the skilled operator to monitor the detalled system operation.

4 KB~E8HM BYSTEM EVALUATION

4.1 In order to assass fully the capabilities and limitations of the KB-REM Systea Model, a
comprehensive evaluation programme was undertaken following system development. 8ince an incremental and
controll 4 assessment technique was essential to this evaluation programme, a modelling approach was
adopted throughout. This will be followed in the near future by the development and assessment of a

prototype trials systes.

4.2 A “loak diagram of the assessment facility used to evaluate the XB-RSN aystem model is presented
in Pligure 4. The evaluaticn process consisted of the generation of test soenarlos of varicos complexities
from which the signal environment at the BSK receiver oould be simulated. . T™he performancs of the ESN
racelving element was subsequently modelled and the receiver output used to evaluate the KB-BEN.
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4.3 The Environmental Modelling funotion was accomplished using the Software Bciences EW Scenario
Generator (EWSG) program. EWSG allowed the operational Scenario to be defined in terms of the relevant
platforms {(airborne, shipborne or landbased), their position and their radar fits. The characteristics of
the radar fits were subsequently used to generats an electromagnetic environment (i.e. pulsed, CVW and
jamming signals) as incident at a user specified sensor position. The operational scenario was dynamic in
that full platform motion was modelled throughout the simulation including platform manoeuvres in course,
speed, altitude, roll, pitch and yaw at predefined simulation times. The simulated signals wers of a
highly sophisticated nature to repremsent postulated modulation agility schemes and scan strategies.

4.4 The wsubsequent Receiver ‘Modelling funotion was accomplished using the Software Sciences XV
Recoiver Modalling (EWRM) program which allowed the ussr to model either

- Channelised Receiver,
an Instantaneous Frequency Measurement Receiver,
a Swept Superhet Receiver or

- a Multiport Bearing receiver

The antenna system was fully defined in terms of:

- {ts polar diagram in the Azimuth and Elevation planss
~ the variation of this polar diagram with RP
4.5 Purthermore, suitable interpolation routines were provided to caloulate the antenna gain in a
general (i.e. non planar) direction and at any pulse frequency.
4.6 Similarly, the Direction Pinding and RF receiver element characteristics such as:
Sensitivity (as a function of RP)
Dynamic Range
Bandwidth

Dead tims (due to recovery effects)
Simultaneous Signal Capability
ECH resistance

were simulated, as were the principle sources of parameter measuremnt error within the particular receiver
type. The output of the receiver model was subsequently used in the controlled svaluation of the XR=BSN.

4.7 Bince the assessment of the XB-ESN aystem model was acoompiished in coatrolled conditions
generated by an environmental model, it was possible to assess autumatically: the performance of the
receiving and prucessing subsystems. This was possible sinoce pulse’data generated by the Environment
Model was ‘tagged’ with a source emitter identification fleld.  This fie)d:was compared with the RSN
system's perception of the emitter type to give an assessment of system performince.



o CONCLUSIONS

bt The development and subsequent thorough evaluation of the Knovwledge Based EZSM system modsl haw
proven that the application of the Blackboard Architecture and particularly the hypothesis and test sethod
can produce unambiguous emitter olassification vesults. Purther, evaluation in scenarios depicting

adverae operational conditions for EBM has shown that the techniques are particularly useful in these
situations.

5.2 To rummarise, the application of the novel software architeoture has optimised the effectiveness
of automatic ESM and hence the overall aims of the development programme were attained.

5.3 The KB=R8M research programme continues, however, aimed primarily at producing an operational £8M
system using the techniques described in this paper. The other main areas of research activity are

- the extension of the Blackboard Architecture to control the ¥8M receivar and hence produce
optimal receiver raosponse to augment the emitter classification process.

- the extension of the KB~ESM system model to incorporate emitter assoniation and platform
classification at the ESM system as part of the hypothesis and test process.

- the use of apecial purpose display formats and interfaces to allow operato: interaction with the
KB~ESM system.

Thuse extensions to the KB-ESM system will further improve the effectiveness of automatic EBM by
optimisation of the processing elements.
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DISCUSSION

. Volen, UK

what, roughly, {s the typlcal scale ratio between tho rate at which the modell.ng i{s performed and
real-time?

. Jackson

Currently the KB-ESM system is written {n POP-11 which is run on a timeshared VAX 11-750. When s
typical complex EW scenario is simulated the system haw been found to run at a rate which is
approximately 1000 times mlower than real-time, Performance measurements have shown that over
V0% of this time in spent in the embedded de-interleaver. This would normally be implemented on a
neparate high-performance dedicated chip.

Evaluation has shown that the techniques developed are capable of resl-time implementation and
Software Sciences' current work is in the enhancement of the real-time applicebility of the,
techniques developed. We sce this as the adoption of the beneficial aspects of the KB-ESM but
inplementation in Ada. The Ada implementation will encode the rules as interpretted data structures
50 as to maintain some of the flexibility of the knowledge based approach.

. Whulley, UK

Could you briefly describe the POP-11 environment and the problems you have experienced.

. Jackson

The POP-11 environment used is the POPLOG system originally developed by Sussex University. This
rung on a VAX 11-750 under the VMS operating system. This langiage has been found to be very good
at fast prototyping of knowledge based applications in the ESM domain. The limitations encountered
have been in terms of speed of execution, overall machine resources consumed, effect on other users
of the time shared system and more significantly the program size limitations encountered, The
KB-ESM system has grown in complexity during 1tl»§evelopment phase and has now reached the physical
limitations imposed by the POP-11 system. Some Turther enhancement would be possible if we
restructured the existing program to make more efficient use of the available system facilities.

It is felt that this would only provide a short term breathing space.

MacPherson, Canada

Could you comment on the applicability of your téchniques to the identification of emitters other
than radar?

8. Jackson

R.5

The techniques developed have been specifically aimed at the problems encountered in conventional
ESM systems. The techniques and approach adopted are directly applicable to other Signal Analysis
problems. Software Sciences have already investigated applicability of this approach to the SONAR
problem and we believe that the techniques are also applicable to other similar areas. The
techniques of emitter association and platform classification developed recently as part of the

KB-ESM, but not covered in this paper, are alsoc more widely applicable in the arec of multi-sensor
data fusion.

. Dale, UK
How does the system react to emitters which are not {n the emitter library?

B, Jackson

When an emitter is encountered that cannot be matched against any existing library entry the system
ie unable to generate a verified hypothesis concerning the identity of the emitter. As such the
system states that it {s unable to reach verified status and tells the operator that it has detected
a previously unknown emitter. This is an improvement on existing systems which frequently inform
the operator of an incorrect identification when an exact match cannot be made. The KB-ESN system
having concluded that the detected emitter is previously unknown can provide facilities to enable
the operator to create an "invalidated" library entry. This entry records the detected paraneters

of the new amitter and can provide various recording facilities to enable further analysis on return
from the current mission,

H. Timmers, Netherlands

How are the input data generated? Are they assembled from real life, or are they generated
artificially?

How do you deal with uncertainty in the data?

B. Jackson

The input data has been generated using two of Software Sciences' EW aimulation and modelling
packages EWSO & EWRM. EWSO i{s a general purpose Radar environment scenario generator that is
capable of producing digitally encoded pulse data for up to £9,099 different emitters each of which
can be fully defined {n terms of electromagnetic radiation properties and positional movement.
EWRM is a package which enables the realistic modelling of all common ESM receiver types with the
ability to fully specify the raceiver characteristics using a high level interpretive English like
language.  The scenarios modelled using thess facilities were defined and agreed in conjunction
with the UK MoD, RAF and RSRE to be truly representative of certain predicted threat situations,
The KB-ESM syatem deals with uncertainty in the data by the use of the knowledge based techniques
described in the paper. The exte.sive evaluation exercise that was undertaken was centred sround
predefined situations which cause uncertain and ambiguous classifieation in the current generation
of ESM systems. The KB-ESM system was proven to be significantly better than misting syatems at
deriving unambiguous and correct interpretation of small quantities of “nncertain data®,

_



