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1 Purpose and Scope 

This document describes the Operationally Critical Threat, Asset, and Vulnerability Evalua-
tionSM (OCTAVE®), an approach for managing information security risks. It presents an 
overview of the OCTAVE approach and briefly describes two OCTAVE-consistent methods 
developed at the Software Engineering Institute (SEI).  

The overall approach embodied in OCTAVE is described first, followed by a general descrip-
tion of the two methods: the OCTAVE Method for large organizations and OCTAVE-S1 for 
small organizations. Information is provided to assist the reader in differentiating between the 
two methods, including characteristics defining the target organization for each method as 
well as any constraints and limitations of each method. A series of questions is also provided 
to help readers determine which method is best for them. Readers are then directed to the ap-
propriate Web site to download the method of their choice.  

It should be noted that some organizations may need a hybrid or a combination of the two 
methods, or a completely different version of OCTAVE. A final chapter discusses some of 
the possible alternate versions.  

                                                 
®  OCTAVE is registered in the United States Patent and Trademark Office by Carnegie Mellon Uni-

versity.  
SM Operationally Critical Threat, Asset, and Vulnerability Evaluation is a service mark of Carnegie 

Mellon University. 
1  This paper is based on Version 2.0 of the OCTAVE Method and OCTAVE Criteria and the pre-

liminary or beta version (Version 0.9) of OCTAVE-S. OCTAVE-S is not as extensively docu-
mented as the OCTAVE Method. Only the minimal set of materials needed to perform OCTAVE-S 
is provided in Version 0.9.  Additional materials will be developed and provided with OCTAVE-S 
Version 1.0 at a later date. 
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2 What Is the OCTAVE Approach? 

2.1 Overview 
An effective information security risk evaluation considers both organizational and techno-
logical issues, examining how people use their organization’s computing infrastructure on a 
daily basis. The evaluation is vitally important to any security-improvement initiative, be-
cause it generates an organization-wide view of information security risks, providing a base-
line for improvement.  

2.2 What Is OCTAVE? 
For an organization looking to understand its information security needs, OCTAVE is a risk-
based strategic assessment and planning technique for security. OCTAVE is self-directed, 
meaning that people from an organization assume responsibility for setting the organization’s 
security strategy. The technique leverages people’s knowledge of their organization’s secu-
rity-related practices and processes to capture the current state of security practice within the 
organization. Risks to the most critical assets are used to prioritize areas of improvement and 
set the security strategy for the organization.  

Unlike the typical technology-focused assessment, which is targeted at technological risk and 
focused on tactical issues, OCTAVE is targeted at organizational risk and focused on strate-
gic, practice-related issues. It is a flexible evaluation that can be tailored for most organiza-
tions. When applying OCTAVE, a small team of people from the operational (or business) 
units and the information technology (IT) department work together to address the security 
needs of the organization, balancing the three key aspects illustrated in Figure 1: operational 
risk, security practices, and technology. 

The OCTAVE approach is driven by two of the aspects: operational risk and security prac-
tices. Technology is examined only in relation to security practices, enabling an organization 
to refine the view of its current security practices. By using the OCTAVE approach, an or-
ganization makes information-protection decisions based on risks to the confidentiality, in-
tegrity, and availability of critical information-related assets. All aspects of risk (assets, 
threats, vulnerabilities, and organizational impact) are factored into decision making, ena-
bling an organization to match a practice-based protection strategy to its security risks. Table 
1 summarizes key differences between OCTAVE and other evaluations. 
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Figure 1: OCTAVE Balances Three Aspects 

 

Table 1: Key Differences Between OCTAVE and Other Approaches  

OCTAVE Other Evaluations 

Organization evaluation System evaluation 

Focus on security practices Focus on technology 

Strategic issues Tactical issues 

Self direction Expert led 

2.2.1 Key Characteristics of the OCTAVE Approach 
OCTAVE is self directed, requiring an organization to manage the evaluation process and 
make information-protection decisions. An interdisciplinary team, called the analysis team, 
leads the evaluation. The team includes people from both the business units and the IT de-
partment, because both perspectives are important when characterizing the global, organiza-
tional view of information security risk.  

OCTAVE is an asset-driven evaluation approach. Analysis teams 

• identify information-related assets (e.g., information and systems) that are important to 
the organization 

• focus risk analysis activities on those assets judged to be most critical to the organization 

• consider the relationships among critical assets, the threats to those assets, and vulner-
abilities (both organizational and technological) that can expose assets to threats 
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• evaluate risks in an operational context - how they are used to conduct an organization’s 
business and how those assets are at risk due to security threats 

• create a practice-based protection strategy for organizational improvement as well as risk 
mitigation plans to reduce the risk to the organization’s critical assets  

The organizational, technological, and analysis aspects of an information security risk evalua-
tion are complemented by a three-phased approach. OCTAVE is organized around these three 
basic aspects (illustrated in Figure 2), enabling organizational personnel to assemble a com-
prehensive picture of the organization’s information security needs. The phases are 

• Phase 1: Build Asset-Based Threat Profiles – This is an organizational evaluation. The 
analysis team determines what is important to the organization (information-related as-
sets) and what is currently being done to protect those assets. The team then selects those 
assets that are most important to the organization (critical assets) and describes security 
requirements for each critical asset. Finally, it identifies threats to each critical asset, cre-
ating a threat profile for that asset. 

• Phase 2: Identify Infrastructure Vulnerabilities – This is an evaluation of the information 
infrastructure. The analysis team examines network access paths, identifying classes of 
information technology components related to each critical asset. The team then deter-
mines the extent to which each class of component is resistant to network attacks.  

• Phase 3: Develop Security Strategy and Plans – During this part of the evaluation, the 
analysis team identifies risks to the organization’s critical assets and decides what to do 
about them. The team creates a protection strategy for the organization and mitigation 
plans to address the risks to the critical assets, based upon an analysis of the information 
gathered. 

 

Figure 2: OCTAVE Phases 
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2.3 OCTAVE Criteria 
The essential elements, or requirements, of the OCTAVE approach are embodied in a set of 
criteria [Alberts 01b]. There can be many methods consistent with these criteria, but there is 
only one set of OCTAVE criteria. At this point, two methods consistent with the criteria have 
been developed. The OCTAVE Method, documented in the OCTAVE Method Implementation 
Guide, v2.0 [Alberts 01a], was designed with large organizations in mind, while OCTAVE-S 
was developed for small organizations. In addition, others might define methods for specific 
contexts that are consistent with the criteria. Figure 3 illustrates these points. 

 

Figure 3: The OCTAVE Criteria Support Multiple Implementations 

The OCTAVE criteria are a set of principles, attributes, and outputs. Principles are the fun-
damental concepts driving the nature of the evaluation, and defining the philosophy behind 
the evaluation process. They shape the evaluation approach and provide the basis for the 
evaluation process. For example, self direction is one of the principles of OCTAVE. The con-
cept of self direction means that people inside the organization are in the best position to lead 
the evaluation and make decisions. 

The requirements of the evaluation are embodied in the attributes and outputs. Attributes are 
the distinctive qualities, or characteristics, of the evaluation. They are the requirements that 
define the basic elements of the OCTAVE approach and define what is necessary to make the 
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evaluation a success from both the process and organizational perspectives. Attributes are 
derived from the OCTAVE principles. For example, one of the attributes of OCTAVE is that 
an interdisciplinary team (the analysis team) staffed by personnel from the organization lead 
the evaluation. The principle behind the creation of an analysis team is self direction.  

Finally, outputs are the required results of each phase of the evaluation. They define the out-
comes that an analysis team must achieve during each phase. There is more than one set of 
activities that can produce the outputs of OCTAVE; for this reason, a unique set of activities 
is not specified. The outputs define the outcomes that an analysis team must achieve during 
the evaluation and are organized according to the three phases. Tables 2 and 3 list the princi-
ples, activities, and outputs of the OCTAVE approach. 

Table 2: OCTAVE Principles and Attributes 
Principle Attribute 

Self Direction RA.1 Analysis Team 

RA.2 Augmenting Analysis Team Skills 

Adaptable Measures RA.3 Catalog of Practices 

RA.4 Generic Threat Profile 

RA.5 Catalog of Vulnerabilities 

Defined Process RA.6 Defined Evaluation Activities 

RA.7 Documented Evaluation Results 

RA.8 Evaluation Scope 

Foundation for a Continuous 
Process 

RA.9 Next Steps 

RA.3 Catalog of Practices 

Forward-Looking View RA.10 Focus on Risk 

Focus on the Critical Few RA.8 Evaluation Scope 

RA.11 Focused Activities 

Integrated Management RA.12 Organizational and Technological Issues 

RA.13 Business and Information Technology Participation 

RA.14 Senior Management Participation 

Open Communication RA.15 Collaborative Approach 

Global Perspective RA.12 Organizational and Technological Issues 

RA.13 Business and Information Technology Participation 
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Principle Attribute 

Teamwork RA.1 Analysis Team 

RA.2 Augment Analysis Team Skills 

RA.13 Business and Information Technology Participation  

RA.15 Collaborative Approach 

 

Table 3: OCTAVE Outputs 
Phase Output 

Phase 1 RO1.1 Critical Assets 

RO1.2 Security Requirements for Critical Assets 

RO1.3 Threats to Critical Assets 

RO1.4 Current Security Practices 

RO1.5 Current Organizational Vulnerabilities 

Phase 2 RO2.1 Key Components 

RO2.2 Current Technology Vulnerabilities 

Phase 3 RO3.1 Risks to Critical Assets 

RO3.2 Risk Measures 

RO3.3 Protection Strategy 

RO3.4 Risk Mitigation Plans 

2.4 OCTAVE Is Part of a Continuum 
OCTAVE creates an organization-wide view of the current information security risks, provid-
ing a snapshot in time, or a baseline, that can be used to focus mitigation and improvement 
activities. During OCTAVE, an analysis team performs activities to  

• identify the organization’s information security risks 

• analyze the risks to determine priorities 

• plan for improvement by developing a protection strategy for organizational improve-
ment and risk mitigation plans to reduce the risk to the organization’s critical assets 

An organization will not improve unless it implements its plans. The following improvement 
activities are performed after OCTAVE has been completed. After OCTAVE, the analysis 
team, or other designated personnel 
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• plan how to implement the protection strategy and risk mitigation plans by developing 
detailed action plans (This activity can include a detailed cost-benefit analysis among 
strategies and actions, and it results in detailed implementation plans.) 

• implement the detailed action plans 

• monitor the action plans for schedule and for effectiveness (This activity includes moni-
toring risks for any changes.) 

• control variations in plan execution by taking appropriate corrective actions  

An information security risk evaluation is part of an organization’s activities for managing 
information security risks. OCTAVE is an evaluation activity, not a continuous process. Thus, 
it has a defined beginning and end. Figure 4 shows the relationship among these activities 
and where OCTAVE fits in. Note that risk management activities define a plan-do-check-act 
cycle.  

 

 

 

 

 

 

 

 

Figure 4: OCTAVE and Risk Management Activities 

Periodically, an organization will need to “reset” its baseline by conducting another 
OCTAVE. The time between evaluations can be predetermined (e.g., yearly) or triggered by 
major events (e.g., corporate reorganization or redesign of an organization’s computing infra-
structure). Between evaluations, an organization can periodically identify new risks, analyze 
these risks in relation to existing risks, and develop mitigation plans for them.  
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3 OCTAVE Method  

The OCTAVE Method was developed with large organizations in mind (e.g., 300 employees 
or more). Size is not the only consideration when deciding to use the OCTAVE Method. 
Large organizations generally have a multi-layered hierarchy and are often stove-piped (dis-
joint) or geographically distributed. Formal data-gathering activities to determine what in-
formation-related assets are important, how they are used, and how they are threatened be-
come an essential part of conducting OCTAVE in large organizations. Finally, a large 
organization is likely to maintain its own computing infrastructure and have the internal abil-
ity to run vulnerability evaluation tools and interpret the results in relation to its critical as-
sets. This section introduces the OCTAVE Method. The materials that are available to con-
duct the OCTAVE Method are also described.  

3.1 OCTAVE Method Processes 
The OCTAVE Method comprises the three phases required by the OCTAVE criteria. The 
processes in those phases are described below: 

• Phase 1: Build Asset-Based Threat Profiles – The two major functions of this phase are 
gathering information from across the organization and defining threat profiles for criti-
cal assets. 
− Process 1: Identify Senior Management Knowledge – The analysis team collects in-

formation about important assets, security requirements, threats, and current organ-
izational strengths and vulnerabilities from a representative set of senior managers. 

− Process 2: Identify Operational Area Knowledge – The analysis team collects infor-
mation about important assets, security requirements, threats, and current organiza-
tional strengths and vulnerabilities from managers of selected operational areas. 

− Process 3: Identify Staff Knowledge– The analysis team collects information about 
important assets, security requirements, threats, and current organizational strengths 
and vulnerabilities from general staff and IT staff members of the selected opera-
tional areas. 

− Process 4: Create Threat Profiles – The analysis team selects three to five critical in-
formation-related assets and defines the threat profiles for those assets. 

• Phase 2: Identify Infrastructure Vulnerabilities – During this phase, the analysis team 
evaluates key components of systems supporting the critical assets for technological vul-
nerabilities.  
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− Process 5: Identify Key Components – A representative set of key components from 
the systems that support or process the critical information-related assets are identi-
fied, and an approach for evaluating them is defined.  

− Process 6: Evaluate Selected Components – Tools are run to evaluate the selected 
components, and the results are analyzed to refine the threat profiles (for network-
access threats) for the critical assets.  

• Phase 3: Develop Security Strategy and Plans – The primary purpose of this phase is to 
evaluate risks to critical assets and develop an organizational protection strategy and risk 
mitigation plans. 
− Process 7: Conduct Risk Analysis – An organizational set of impact evaluation crite-

ria are defined to establish a common basis for determining the impact value (high, 
medium, or low) due to threats to critical assets. All active risks are evaluated for im-
pact. Note that probability is not currently included but can be added to this method.2 

− Process 8: Develop Protection Strategy – The team develops an organization-wide 
protection strategy focused on improving the organization’s security practices as well 
as mitigation plans to reduce the important risks to critical assets. 

3.2 Available Materials Supporting the OCTAVE 
Method  

The OCTAVE Method is documented in the OCTAVE Method Implementation Guide 
(OMIG), available for downloading from the following web site 
<http://www.cert.org/octave> Web site. This guide contains 18 volumes of information in 
both Microsoft Word and PowerPoint. The following list briefly describes the contents of 
each volume (from Volume 1 of the OMIG).  

• Volume 1: Introduction: This volume includes a description of OCTAVE, guidance on 
how to use the guide, some suggestions relative to analysis team training, and a feed-
back form. 

• Volume 2: Preliminary Activities: This volume contains guidelines for preparing to do 
an OCTAVE, including selecting the analysis team and participants, scheduling, and 
logistics. Also in this volume you will find high-level tailoring guidance, and brief-
ings for senior managers and participants. 

• Volumes 3 – 12: The OCTAVE Process: These volumes provide a complete set of in-
formation for the three phases and eight processes of the OCTAVE Method. 

• Volume 13: After the Evaluation: This is a short section providing guidance and an 
example of what to do after the evaluation is over. 

                                                 
2  OCTAVE-S has a qualitative version of probability that can be integrated into the OCTAVE 

Method, if desired. Future revisions to the OCTAVE Method will likely contain some form of op-
tional, qualitative probability estimation.  
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• Volume 14: Bibliography and Glossary: This provides a long, but not exhaustive, list 
of references, Web sites, and other sources of information relative to information se-
curity, practices, and standards. A glossary provides definitions for the key terms 
used throughout the guide. 

• Volume 15: Appendix A: OCTAVE Catalog of Practices: This volume provides a set 
of good information security practices against which an organization evaluates itself 
during the OCTAVE Method. 

• Volume 16: Appendix B: OCTAVE Data Flow: This volume contains a data flow dia-
gram showing, in concise format, all of the activities, inputs, outputs, and worksheets 
in the OCTAVE Method.  

• Volume 17: Appendix C: Complete Example Results: This provides the complete set 
of example results (which are also found in smaller pieces throughout the guide).   

• Volume 18: Appendices D and E: White Papers: Two papers, Overview of the 
OCTAVE Method and OCTAVE Threat Profiles, are provided in this volume. 

In addition to the no-cost download, a paper version and/or CD-ROM version of the OMIG 
can also be purchased. Refer to the <http://www.cert.org/octave> Web site for additional 
information. 
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4 OCTAVE-S  

Note: This section is based on the preliminary or beta version (Version 0.9) of OCTAVE-S. 
Additional materials will be developed and provided with Version 1.0 at a later date. 
OCTAVE-S is not as extensively documented as the OCTAVE Method. The minimal set of ma-
terials needed to perform OCTAVE-S is provided in the beta version. 

OCTAVE-S was developed and tested for small organizations, ranging from 20 to 80 people. 
It is designed for organizations that can empower a team of three to five people to conduct all 
evaluation activities, without the need for formal data-gathering activities. For example, a 
200-person company that has a single location might be able to assemble a team of 5 people 
that has sufficient insight into the entire organization. On the other hand, a company with 90 
people at multiple sites, with an extremely stove piped structure of 9 divisions may require 
the OCTAVE Method to ensure that sufficient data are gathered from across the organization.  

Another defining difference in OCTAVE-S relates to the Phase 2 evaluation of the comput-
ing infrastructure. Small organizations often outsource, in part or in total, the maintenance of 
their computer systems. For these companies, running evaluation tools and making sense out 
of the results would be a significant burden on their resources. OCTAVE-S may identify the 
need for this type of analysis, but Phase 2 in OCTAVE-S is an abbreviated inspection and 
review of the processes used to secure the organization’s computing infrastructure. 

OCTAVE-S also includes an optional, qualitative version of probability. It requires some 
knowledge of an actor’s motivation (when appropriate) as well as some history of previous 
security incidents and problems. While it is optional, organizations may be interested to see 
what types of data they should be collecting to establish a reasonably confident measure of 
probability for information security risks.  

4.1 OCTAVE-S Processes 
OCTAVE-S has the same three phases described in the OCTAVE approach and in the 
OCTAVE Method. However, the processes are somewhat different from the OCTAVE 
Method.  

• Phase 1: Build Asset-Based Threat Profiles – During this phase, organizational informa-
tion is identified and used to define threat profiles for three to five critical information-
related assets. 
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− Process S1: Identify Organizational Information – The analysis team identifies the 
organization’s important information-related assets, defines a set of impact evalua-
tion criteria, and defines the current state of the organization’s security practices. 

− Process S2: Create Threat Profiles – The analysis team selects three to five critical in-
formation-related assets and defines the security requirements and threat profiles for 
those assets. 

• Phase 2: Identify Infrastructure Vulnerabilities – During this phase, the analysis team 
takes a high-level review of their infrastructure and technology-related practices to refine 
the threat profiles.  
− Process S3: Examine the Computing Infrastructure in Relation to Critical Assets – 

The analysis team analyzes the access paths in the systems that support the critical 
assets and determines how well their technology-related processes are protecting 
those assets.  

• Phase 3: Develop Security Strategy and Plans – During this phase, the risks to critical 
assets are evaluated and an organizational protection strategy and risk mitigation plans 
are defined. 
− Process S4: Identify and Analyze Risks – The analysis team evaluates all active risks 

for impact and, optionally, probability. 
− Process S5: Develop Protection Strategy and Mitigation Plans – The team develops 

an organization-wide protection strategy and risk mitigation plans based on security 
practices. 

4.2 Available OCTAVE-S Materials 
The OCTAVE Method is documented in the OCTAVE-S Implementation Guide, available for 
downloading from the following web site: <http://www.cert.org/octave>. This guide contains 
10 volumes of information in both Microsoft Word and PowerPoint. The following list briefly 
describes the contents of each volume. 

• Volume 1: Introduction to OCTAVE-S – This volume provides a basic description of 
OCTAVE-S and advice on how to use the guide. 

• Volume 2: Preparation Guidelines – This volume contains background and guidance for 
preparing to conduct an OCTAVE-S evaluation. 

• Volume 3: Method Guidelines – This volume includes detailed guidance for each 
OCTAVE-S activity. 

• Volume 4: Organizational Worksheets – This volume contains worksheets for all organ-
izational-level information that is gathered and analyzed during OCTAVE-S. 

• Volume 5: Critical Asset Worksheets for Information – This volume provides worksheets 
to document data related to critical assets categorized as information.  
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• Volume 6: Critical Asset Worksheets for Systems – This volume provides worksheets to 
document data related to critical assets categorized as systems. 

• Volume 7: Critical Asset Worksheets for Applications – This volume provides worksheets 
to document data related to critical assets categorized as applications.  

• Volume 8: Critical Asset Worksheets for People – This volume provides worksheets to 
document data related to critical assets categorized as people.  

• Volume 9: Strategy and Plans Worksheets – This volume contains worksheets to record 
the current and desired protection strategy and the risk mitigation plans.  

• Volume 10: Example Scenario – This volume contains a detailed scenario illustrating a 
completed set of worksheets. 
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5 Choosing Between the Methods 

The OCTAVE Method is structured for an analysis team with some understanding of IT and 
security issues, employing an open, brainstorming approach for gathering and analyzing in-
formation. On the other hand, OCTAVE-S is more structured. Security concepts are embed-
ded in OCTAVE-S worksheets, allowing for their use by less experienced practitioners. Ex-
perienced teams may find OCTAVE-S too constraining, while inexperienced teams may 
become lost using the OCTAVE Method.  

While only two methods have been developed by the SEI, some users may find that neither 
method is exactly what they need. Many methods that integrate pieces of the two methods for 
something that is “in-between” are possible. As long as the tailored methods still meet the 
OCTAVE criteria, they are still considered to be OCTAVE-consistent evaluations.  

The following set of questions should be used to help you decide which method is best suited 
for your organization. These questions are guidelines only, not a black-and-white decision 
process. You may find that the results are not clear, in which case, both methods should be 
downloaded or obtained and reviewed in detail or pilot-tested for suitability. To use the table, 
consider each question. If your answer is yes, look to see which column is checked, the  
OCTAVE Method or OCTAVE-S.  

Question OCTAVE 

Method 

OCTAVE-S 

Size and complexity of the organization 

Is your organization small? Does your organization have a flat or simple hier-

archical structure?   

  

Are you a large company (300 or more employees)? Do you have a complex 

structure or geographically-dispersed divisions? 

  

Structured or Open-Ended Method 

Do you prefer a more structured method using fill-in-the-blanks, checklists, 

and redlines, but not as easy to tailor? 

  

Do you prefer a more open-ended methodology that is easy to tailor and adapt 

to your own preferences? 

  



  Introduction to the OCTAVE Approach 

20  August 2003 

Question OCTAVE 

Method 

OCTAVE-S 

Analysis team composition 

Can you find a group of three to five people for the analysis team who have a 

broad and deep understanding of the company and also possess most of the 

following skills? 

• problem-solving ability 

• analytical ability 

• ability to work in a team 

• at least one member with leadership skills  

• ability to spend a few days working on this method 

  

Can you find a group of 3-5 people for the analysis team who have some un-

derstanding of at least part of the company and also possess most of the fol-

lowing skills? 

• problem-solving ability 

• analytical ability 

• ability to work in a team 

• at least one member with leadership skills 

• at least one member who understands the computing infrastructure and 

how to run and interpret vulnerability tools 

• ability to spend a few weeks working on this method 

  

IT resources 

Do you outsource all or most of your information technology functions?   

Do you have a relatively simple information technology infrastructure that is 

well understood by at least one individual in your organization? 

  

Do you manage your own computing infrastructure and are familiar with run-

ning vulnerability evaluation tools? 

  

Do you have a complex computing infrastructure that is well understood by 

one or more individuals in your organization? 

  

Are you able to run, comprehend, and interpret the results of vulnerability 

evaluation tools within the context of information-related assets (i.e., can you 

tell if a particular vulnerability means a particular asset is exposed to un-

wanted modification or destruction)? Are you able to use the expertise of a 

current service provider to interpret results? 

  

Using a Beta-version method 
Are you willing to use a beta-version of a method (that is, use a method that 

may not have all the guidance you might need)? 
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You may not get a consistently clear indication of which method to use. If that is the case, 
select the one that is closest to what you need. You may also want to look at the other method 
to determine if some degree of tailoring will make the selected method more suitable to your 
organization.  

A word of caution: Some might consider it possible to use OCTAVE-S within individual pro-
jects, lines of business, or departments, and then roll the information up to get an organiza-
tion-wide perspective in place of using the OCTAVE Method. While this approach is theo-
retically possible, there is no experience at this time defining how this would be 
accomplished.  
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6 Other Derivative Methods 

The Software Engineering Institute has developed two methods that meet the OCTAVE criteria. 
Other organizations are developing their own unique versions of OCTAVE-consistent methods. 
These may be specific to a domain, such as the medical community, specific to a standard or 
practice such as the Health Insurance Portability and Accountability Act (HIPAA) or ISO3 17799, 
or they may incorporate additional proprietary tools and processes that expand the scope of 
OCTAVE.  

To the extent that these other OCTAVE-consistent methods are freely available, they will be ref-
erenced on the OCTAVE Web site. Proprietary methods may be obtained only from the specific 
developing organization.  

                                                 
3 International Organization for Standardization 
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7 Additional Information 

7.1.1 OCTAVE Training 
The three-day training workshop, OCTAVE Training, provides the basic training needed to con-
duct an OCTAVE evaluation, using either the OCTAVE Method or OCTAVE-S. Since the 
OCTAVE Method has a broader scope and more complex activities, it is used as the core of the 
course. The different aspects of OCTAVE-S are discussed and the method materials are reviewed 
to instruct students on the different implementation. While it is not required for everyone, this 
course is recommended for people wanting in-depth experience at conducting the various 
OCTAVE activities before they conduct one in their own organization.  

A two-day train-the-trainer course is also provided for transition partners and others licensed to 
teach and conduct OCTAVE evaluations for their customers.  

7.1.2 Book: Managing Information Security Risks 
The materials available for downloading for the OCTAVE Method and OCTAVE-S are reference 
materials for use while conducting the evaluation. For easier understanding and reading, the Ad-
dison-Wesley book, Managing Information Security Risks [Alberts 02], provides a solid basis for 
understanding the OCTAVE approach and the OCTAVE Method, as well as several optional 
variations. The book can provide basic understanding for OCTAVE users who opt not to take 
training. It is also used as the core text during the training class.  
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