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Abstract

In this Small Business Innovation Research Phase 11 project, AlphaTRAC’s goal was to
revolutionize crisis decision-making by developing a radically innovative approach to training.
The AlphaACT® decision support system is a platform technology used as the basis for web-
based training applications. The training applications use varying levels of immersion to provide
the engagement necessary for effective training on decision-making skills. Based on the
recognition-primed decision model, AlphaACT applications employ a pattern recognition engine
to help the decision maker quickly choose a case on which to base an appropriate course of
action.

In this Phase II project, AlphaTRAC:

* Built core components and integrated them into the AlphaACT platform

* Developed three discipline-specific applications—for asymmetric combat, HAZMAT
emergency response, and firefighting response

* Developed two applications to gather and archive event experiences for populating the
application knowledge bases and developing training scenarios

All of these applications have been transitioned and fielded or commercialized, with the
exception of the asymmetric combat application. This application is scheduled to transition to
operation under a U.S. Marine Corps Program of Record by the end of fiscal year 2014,

AlphaTRAC, Inc. vi July 20, 2014
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1 INTRODUCTION

In this Small Business Innovation Research (SBIR) Phase II Project, AlphaTRAC has worked to
revolutionize crisis decision-making by developing a radically innovative approach to crisis
decision-making and by developing and commercializing technology to support the new
approach. The AlphaACT decision support system is a platform-based capability that rigorously
addresses the needs and requirements of decision makers—as defined by the decision makers
themselves. Its success is based on its ability to teach the way that successful crisis decision-
makers think and to broaden users’ experience by bringing the knowledge of experienced
decision-makers quickly to bear, even for novices.

AlphaACT applications are web-based systems that present the student with short, guided
training scenarios. They use varying levels of immersion to provide the engagement necessary
for effective training of decision-making skills. Based on the recognition-primed decision (RPD)
model of psychology, AlphaACT applications employ a pattern recognition engine to lead the
decision maker through a limited set of questions to a rapid choice of a prototypical case to
represent the developing event. The guided interview ends as soon as a case is found that
adequately matches the limited information available to the decision maker. The application
then supports the user in adapting the base case to actual event conditions as known at decision
time, tuning the decision for the specific event. Finally, AlphaACT applications identify
additional information that can help users significantly refine the decision.

AlphaACT applications include a relational database that can be populated with cases specific to
target disciplines (e.g., asymmetric combat, firefighting, HAZMAT). This database forms the
knowledge base for the RPD process and for the pattern recognition engine.

AlphaACT applications are platform-based, with core elements (e.g., pattern recognition system,
graphical interface, relational database) integrated into a core capability. Discipline-specific
applications are built as extensions of the platform. As improvements are made to a specific
application, the modifications are made to the platform and then the other applications. Through
this synergistic approach, each new application serves to advance the platform capability.

In this Phase II project, we have:

¢ Built core components of the AlphaACT platform
e Integrated the core components into a platform

e Developed three discipline-specific AlphaACT applications—for asymmetric combat,
hazardous materials (HAZMAT) emergency response, and firefighting response

¢ Developed two applications—360Recall and XCapture ADT—to gather and archive
event experiences for populating the application knowledge bases and developing
training scenarios

AlphaTRAC, Inc. 1 July 20, 2014
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All of these applications have been transitioned and fielded or commercialized, with the
exception of the asymmetric combat application. This application is scheduled to transition to
operation under a U.S. Marine Corps (USMC) Program of Record by the end of fiscal year (FY)
2014. A number of other discipline-specific applications are in development or planned outside
the scope of this contract.

Funding for the base SBIR Phase II effort was provided by the Defense Advanced Research
Projects Agency (DARPA). Funding for some platform components and applications was
provided by partnering agencies, including the DARPA Oh By The Way Program, the
Department of Defense (DoD) Rapid Reaction Technology Office (RRTO), the DoD Domestic
Preparedness Support Initiative (DPSI), the USMC, the Office of Naval Research (ONR), the
Department of Homeland Security (DHS), and the Department of Energy (DOE).

The contract included the following funded contract line items (CLINs):

e CLIN-0001 (AA and AB)

e CLIN-0003

e CLIN-0004

e CLIN-0005

e CLIN-0008

e CLIN-0010

e CLIN-0012

e CLIN-0014

e CLIN-0016

e CLIN-0018 (AA, AB, and AC)
e CLIN-0020

e CLIN-0022

e CLIN-0023

e CLIN-0026

e CLIN-0028 (AA, AB, AC, and AD)

These CLINs funded development of the AlphaACT platform, as well as the applications (shown
in the following table) that use the platform.

AlphaTRAC, Inc. 2 July 20,2014
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Application

CLINs

AlphaACT platform*

e CLIN-0001 (AA and AB)
e CLIN-0003

AlphaACT HAZMAT

e CLIN-0004
e CLIN-0005

360Recall

e CLIN-0008

XCapture ADT

o CLIN-0010
e CLIN-0012
e CLIN-0014
e CLIN-0020
e CLIN-0022
e CLIN-0023
e CLIN-0026

Artificial intelligence (Al) engine*

o CLIN-0016

AlphaACT FIRE

e CLIN-0018 (AA, AB, and AC)

AlphaACT USMC**

e CLIN-0028 (AA, AB, AC, and AD)

*Used in all AlphaACT applications

**Now known as Squad Leader Decision Trainer (SLDT)

This report presents the final results of the program and, for each application developed under
the contract, includes the following subsections:

e Project objectives
* Project tasks

* Project outcomes
e Project collateral

This document also includes:

e A summary and conclusions

o A list of abbreviations and acronyms

2 THE ALPHAACT PLATFORM

The AlphaACT platform is an innovative technology platform that is used as the basis for a
range of user-specific applications that address crisis decision-making. An application integrated

AlphaTRAC, Inc.
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into a web portal, it employs training scenarios to help improve users’ decision-making skills,
even when event information is sketchy or incomplete.

Based on the RPD model, the AlphaACT platform helps learners use the observable
characteristics of an incident to identify similar events from a knowledge base and then use that
information to determine the appropriate course of action to take. It serves as the platform for all
AlphaACT applications.

21 CLINs

The AlphaACT platform was developed under the following CLIN:

e CLIN-0001(AA and AB)
e CLIN-0003

2.2 Project Objectives
Establish a core set of features that are common across crisis decision spaces so that training and

response tools can quickly be built and adapted to meet the needs quickly of many different crisis
environments.

2.3 Project Tasks
2.3.1 CLIN-0001 (AA and AB)
Task 1: Select and characterize DoD markets

As part of Task 1, AlphaTRAC:

e Identified candidate DoD markets

e Selected and characterized target DoD markets

e Identified candidate innovator-level end users

e Selected and engaged a Phase II innovator-level end user

Task 2: Establish technical basis for AlphaACT system

As part of Task 2, AlphaTRAC:

» Characterized the decision-making processes for target markets
e Refined the AlphaACT decision process
e Published the AlphaACT decision process

AlphaTRAC, Inc. 4 July 20, 2014
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2.3.2 CLIN-0003
Task 1: Design and build the initial AlphaACT core

As part of Task 1, AlphaTRAC:

e Established end user needs and requirements for target DoD markets
e Established system requirements for the AlphaACT core

e Designed the AlphaACT core

e Built the initial AlphaACT core

Task 2: Build the final AlphaACT core

As part of Task 2, AlphaTRAC:

e System tested the AlphaACT core
e Redesigned and modified the AlphaACT core
¢ Finalized the AlphaACT core as Build 1.0

Task 3: Build and deliver an application-specific version of AlphaACT

As part of Task 3, AlphaTRAC:

e Established end user needs and requirements for Phase II innovator-level end user

e Established system requirements for the AlphaACT tactical system

e Designed custom modifications and extensions to the AlphaACT core

e Conducted initial build of AlphaACT tactical system

e Tested initial build of AlphaACT tactical system with Phase Il innovator-level end user
e Redesigned and rebuilt AlphaACT tactical system

e Conducted acceptance testing for AlphaACT tactical system

e Delivered AlphaACT tactical system to Phase Il innovator-level end user

2.4 Project Outcomes
2.4.1 Transition Status
The AlphaACT platform has been successfully developed and fielded for three major AlphaACT

applications (HAZMAT, FIRE, and USMC). Each of the applications uses the same AlphaACT
platform code base. The creation of the platform allows for the quick development of new

AlphaTRAC, Inc. 5 July 20, 2014
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applications, and the improvements that have been made for each application are shared by the
others.

2.4.2 Key Issues Encountered during the Project

* Understanding the decision process we were working to implement
* Creating a platform before understanding the types of decision spaces we would support
* Creating a platform that worked in multiple browsers

2.4.3 Lessons Learned

¢ Start with two specific but different applications and build the core from common
features

2.4.4 Plans for Future Effort
¢ Continue development of applications so that the core feature set can grow
2.5 Project Collateral

Collateral developed in support of the AlphaACT platform includes:

e “The AlphaACT Decision Support System for Emergency Responders” (published in the
peer-reviewed Proceedings of the Human Factors and Ergonomics Society 54™ Annual
Meeting in 2010)

* “An Information Paper on Crisis Decision-making Training Technology” (published by
the International Association of Fire Chiefs [I[AFC] on August 1, 2012)

3 ALPHAACT HAZMAT
AlphaACT HAZMAT is a discipline-specific training application built on the AlphaACT

platform. It is a web-based solution designed to help first responders learn how to make critical
decisions during HAZMAT emergencies.

3.1 CLINs

AlphaACT HAZMAT was developed under the following CLINs:

e CLIN-0004
e CLIN-0005
AlphaTRAC, Inc. 6 July 20,2014
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3.2 Project Objectives
Create the first application of a decision process for training in order to validate the core features

and decision-making concepts. Create a system that trains first responders to effectively respond
to HAZMAT emergencies to protect lives and resolve the events.

3.3 Project Tasks
3.3.1 CLIN-0004
Task 1: Establish end user needs and requirements and develop software system design

As part of Task 1, AlphaTRAC:

e Established a comprehensive set of end user needs and requirements for the AlphaACT
HAZMAT Analyzer

e Developed a top-level software design document for the AlphaACT HAZMAT Analyzer

Task 2: Develop and test the AlphaACT HAZMAT analyzer software application

As part of Task 2, AlphaTRAC:

* Advanced from top-level design to detailed system and software design for the
AlphaACT HAZMAT Analyzer

e Built the AlphaACT HAZMAT Analyzer software application using agile programming
techniques

e Performed the test-build cycle until system requirements were met

Task 3: Obtain databases needed to support the capability

As part of Task 3, AlphaTRAC:

e Obtained and/or created the databases needed to support the AlphaACT HAZMAT
Analyzer

Task 4: Integrate the HAZMAT Analyzer with the AlphaACT system

As part of Task 4, AlphaTRAC:

* Integrated the HAZMAT Analyzer module with the HAZMAT version of the AlphaACT
system

Task 5: Produce trained artificial intelligence engine for example application

AlphaTRAC, Inc. 7 July 20, 2014
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As part of Task 5, AlphaTRAC:

* Built and trained an analytical HAZMAT Al engine

3.3.2 CLIN-0005
Task 1: Replace simulated AI technology with fully functional Al engine

As part of Task 1, AlphaTRAC:

» Implemented and tested the Al engine
* Integrated the Al with the enhanced AlphaACT HAZMAT prototype
* Tested to confirm the functionality of the Al subsystem

Task 2: Establish end user needs and requirements and develop software system design

As part of Task 2, AlphaTRAC:

* Developed a top-level software design document for the enhanced AlphaACT HAZMAT
prototype

Task 3: Increase number of key emergency management decisions addressed

As part of Task 3, AlphaTRAC:

* Redesigned the AlphaACT demonstration system knowledge base and the user interface
to track, display, and support decision-making for the new decisions

Task 4: Increase number of hazardous materials treated to include key chemicals of
interest to DoD

As part of Task 4, AlphaTRAC:
* Added 47 DoD-specified additional chemicals to the knowledge base

Task 5: Characterize additional chemicals

As part of Task 5, AlphaTRAC:

e Characterized the additional chemicals identified in Task 4
Task 6: Conduct consequence analysis for the additional chemicals

AlphaTRAC, Inc. 8 July 20, 2014
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As part of Task 6, AlphaTRAC:

3.4

Conducted consequence analysis for the additional chemicals identified in Task 4

Project Outcomes

3.4.1 Transition Status

AlphaACT HAZMAT was launched as an operational product in September 2012 and has been
in lifecycle management since that time. It is currently offered as a jointly branded product
through the IAFC Near-Miss program, where it is available to nearly 11,000 users.
Subscriptions to AlphaACT HAZMAT are also available for purchase at www.alphatrac.com.

Since project inception, AlphaACT HAZMAT has also been:

Accepted as a National Incident Management System (NIMS) Supporting Technology
Evaluation Program (STEP)-certified product

Recognized by the IAFC technology council as a technology of merit

Established as a product available for purchase through the DHS authorized equipment
list grant program and through the website for trial users

3.4.2 Key Issues Encountered during the Project

Identifying an Al engine that could handle the amount of data required by the decision
space

Integrating global information system (GIS) software into the system
Creating engaging scenario content
Creating technically accurate protective actions

3.4.3 Lessons Learned

It is difficult to use subcontractors to accomplish objectives due to the complexity of the
tasks and the amount of research involved

It is important to get end user groups involved early for feedback
It is important to weigh the end-user feedback against the feasibility of development

3.4.4 Plans for Future Effort

Update the system to incorporate recent upgrades made to the AlphaACT platform

Move away from the display of technical consequence information and toward the
presentation of case-based reasoning results like other AlphaACT applications
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e Improve the quality of scenario simulation
e Improve the feedback and scoring system

3.5 Project Collateral

Collateral developed in support of AlphaACT HAZMAT includes:

o  AlphaACT HAZMAT User Guide

o  AlphaACT HAZMAT Quick Reference

o AlphaACT HAZMAT Technical Description

¢ Il-part series of video tutorials describing how to use AlphaACT HAZMAT

*  AlphaACT HAZMAT at Urban Shield 2010 (a white paper published in October 2010)

* STEP Evaluation Report: AlphaACT HAZMAT version 2011.03.09.09.41 (published by
FEMA in September 2011)

* “New Training Program Strives to Capture and Recreate User Experiences” (an article
published in Firefighter Nation on April 18, 2012)

4 360RECALL

360Recall is a supporting application to the AlphaACT platform and the SLDT application. It is
a web-based authoring application developed for the USMC that helps users quickly and easily
document mission experiences with minimal effort.

With 360Recall, you can:

e Capture the details of a mission or event
* Review, edit, and share your event descriptions
¢ View and learn from event descriptions shared by others

360Recall helps you write descriptions of actual missions or events you may have heard about
during story-swapping sessions with other Marines.

By presenting you with structured prompts and questions, 360Recall captures information about
a mission or event—things like:

e Operation orders

e Event details

e The cues or indicators that helped you recognize danger
e The decisions made

e The lessons learned

AlphaTRAG, Inc. 10 July 20, 2014

Approved for public release; distribution is unlimited.



Contract No. W31P4Q-09-C-0098
AlphaACT SBIR Phase II Plus:
Final Report

The event descriptions developed using 360Recall are structured and stored in a database that
allows them to be searched, enabling you to sift through the information and making the content
captured in the event descriptions useful to SLDT.

41 CLINs

360Recall was developed under:

e CLIN-0008

4.2 Project Objectives

To create a system that gathers experiences from end users in order to grow the experience
database for use in training. To gather structured combat experiences without requiring in-person
interviews for use by novice users of AlphaACT USMC (SLDT).

4.3 Project Tasks

Task 1: Develop initial needs, requirements, and top-level design for scenario authoring
software application

As part of Task 1, AlphaTRAC:

¢ Developed initial end-user needs, requirements, and top-level design for 360Recall

Task 2: Conduct agile development of scenario authoring software application

As part of Task 2, AlphaTRAC:

¢ Conducted incremental development activities; testing and evaluation by AlphaTRAC,
TECOM, and TECOM-designated SMEs; revision/creation of end user stories
(needs/requirements); and reprioritization of the product backlog (design features)

Task 3: Conduct verification testing of stand-alone scenario authoring software application

As part of Task 3, AlphaTRAC:

e Conducted collaborative verification testing to demonstrate that 360Recall met the
defined needs/requirements

Task 4: Use the application to gather scenarios for AlphaACT USMC system development
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As part of Task 4, AlphaTRAC:

* Used 360Recall with SMEs identified by TECOM to gather and archive combat scenarios

4.4 Project Outcomes
4.41 Transition Status

360Recall was delivered as field ready in August 2012 and has been integrated with AlphaACT
USMC (SLDT). The system served as the basis for the transition to full case-based reasoning in
AlphaACT applications. It is a platform that is also now used in the production of all XCapture
applications.

4.4.2 Key Issues Encountered during the Project
¢ Browser compatibility requirements weren’t identified until the product had reached a
very mature state. Once those requirements were established, advanced technology

incorporated into the initial product had to be removed.

4.4.3 Lessons Learned

 Identify the target platform requirements early and build to the target from the beginning
* Get core functionality working before focusing on “nice to have” features

4.4.4 Plans for Future Effort

e Increase the number of browsers that the system works with
e Market the product as a free system that allows for experience sharing

e Set the system up to perform administrative tasks for target end users to incentivize them
to use the system

4.5 Project Collateral

Collateral developed in support of 360Recall includes:

e 360Recall User Guide
e A marketing overview video
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5 XCAPTURE ADT

XCapture ADT is a supporting application to the AlphaACT platform and serves as the platform
for other XCapture applications. It is a web-based authoring tool designed to help National
Guard Agribusiness Development Teams (ADTs) quickly and easily create after action reviews
(AARs).

With XCapture ADT, you can:

e Create AARs

e Review and edit your AARs

e Share your AARs with others in the XCapture ADT community
e View AARs shared by others

e Develop a list of contacts you encounter on missions
Using a guided interview, the system helps you document:

e Pre-mission information, including:
— The mission purpose
— The mission schedule
— Assumptions about:
= The weather
=  The terrain
= Driving conditions
— Planned tasks
— Civil considerations
— An assessment of risk
e Mission information, including:
— The tasks that were actually attempted or completed
— A review of the mission as a whole
e Lessons learned, including:
— A review of the actual risk
— Suggestions for things to sustain and things to improve

In XCapture ADT, information is structured and stored in a database. The system has a search
function you can use to locate AARs of interest.

Once you’ve completed an AAR, you’ll be able to:
e Editit
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e Printit
e Export it to Microsoft Word
» Share it with others who have system access

5.1 CLINs

XCapture ADT was developed under the following CLINS:

e CLIN-0010
e CLIN-0012
e CLIN-0014
e CLIN-0020
e CLIN-0022
e CLIN-0023
e CLIN-0026

5.2 Project Objectives

Gather structured information from AARs and mission experiences to improve the crisis
decision-making of ADTs in Afghanistan.

5.3 Project Tasks
5.3.1 CLIN-0010
Task 1: Create a vision for the full-up AAR capability

As part of Task 1, AlphaTRAC:

» Worked with ADT Program leadership to identify and engage with an advisory group of
ADT SMEs

* Worked with the advisory group to create an end-user-focused vision for the AlphaACT
AAR Tool for ADTs

Task 2: Establish initial ADT end user needs for the pilot system

As part of Task 2, AlphaTRAC:

* Created the next layer of detail to support the end user vision for XCapture ADT—an
initial set of end user needs
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e Transformed the needs into “user stories” and an initial top level system design

Task 3: Conduct a collaborative initial design of the pilot system

As part of Task 3, AlphaTRAC:

e Collaborated with the ADT advisory group to create a top level design for the XCapture
ADT, which served as a starting point for development of the software application

Task 4: Develop the pilot system using agile development techniques

As part of Task 4, AlphaTRAC:

o [terated a build-test-evaluate-revise-build process until the maximum number of defined
end user needs were met within available time and budget

Task 5: Prepare the TRL 6/7 pilot system for full field testing by ADT teams

As part of Task 5, AlphaTRAC:

¢ Cleaned up the pilot XCapture ADT and prepared it for use by ADT teams in full field
testing

5.3.2 CLIN-0012 and CLIN-0014
Task 1: Extend the TRL-6 AAR software tool to TRL-7 and prepare for home station testing

As part of Task 1, AlphaTRAC:

e Worked collaboratively with ADT warfighter advisors to extend the current TRL-6
capability to TRL-7 with nearly complete functionality.

e [terated a build-test-evaluate-revise-build process until the maximum number of defined
end user needs were met within available time and budget.

Task 2: Test the TRL-7 prototype in home station locations and develop the tool to TRL-8

As part of Task 2, AlphaTRAC:

e Worked with a National Guard Bureau (NGB)-designated ADT Team to fully test the
TRL-7 prototype at home station location(s) and in simulated in-theater environments
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* Developed XCapture ADT to TRL-8 — a completely functional system ready for in-
theater deployment and testing

» Conducted a seminal transition event to test the system against defined acceptance
criteria
Task 3: Prepare for in-theater deployment and pilot testing

As part of Task 3, AlphaTRAC:

¢ Prepared XCapture ADT for in-theater deployment and pilot testing

e Obtained and configured hardware

* Implemented the software system in field-ready form and configured it for operation
e Established operational procedures

» Established stateside-to-theater communications for user support and rapid-response
system modifications

e Produced user guides and other documentation
¢ Conducted final orientation for the ADT that will deploy with the system

Task 4: Deploy to Afghanistan and begin pilot operations

As part of Task 4, AlphaTRAC:

» Supported the in-theater installation and operation of the tool through the end of FY
2011, via the support/communications capability established in Task 3

» Conducted rapid-response system modifications as needed to ensure full functionality of
the system in the field

¢ Made modifications to the system in response to user stories developed through field use
of the pilot system

5.3.3 CLIN-0020

Task 1: Conduct pilot testing with ADT's at home station and in-theater

As part of Task 1, AlphaTRAC:

e Conducted and supported expanded pilot testing of the XCapture AAR tool with multiple
ADTs while at home station and in-theater (Afghanistan)

» Developed and applied innovative methods of collaborating with ADTs that were
deployed in forward positions in Afghanistan and methods for frequently updating
XCapture software as the system advanced

Task 2: Develop extended XCapture functionality in response to warfighter feedback
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As part of Task 2, AlphaTRAC:

e [terated a build-test-revise-build process until the maximum number of defined end user
needs was met within the available time and budget

e Included refined and additional system features as well as interfaces to the operational
environment within which the AAR capability was meant to operate (e.g., networks,
knowledge management systems)

Task 3: Develop and apply methods to archive, share, and analyze data from XCapture

As part of Task 3, AlphaTRAC:

e Worked with its subcontractor (the Kemmet Schreiben Company), the NGB ADT
Program, the Communications-Electronics Research, Development, and Engineering
Center (CERDEC), and other organizations to develop and apply advanced methods to
archive, broadly share, and analyze data created with XCapture.

5.3.4 CLIN-0022 and CLIN-0023

Task 1: Identify and examine host capabilities for archival and management of ADT data

As part of Task 1, AlphaTRAC:

* Identified and examined potential host capabilities for long-term archival and
management of ADT data generated by XCapture and other sources

Task 2: Support development of methods and processes to analyze XCapture and other
ADT data

As part of Task 2, AlphaTRAC:

e Collaborated with CERDEC and the U.S. Military Academy Network Sciences Center to
develop methods and processes to analyze XCapture and other ADT data for important
TTPs, lessons learned, and trends

Task 3: Support adaptation and piloting of the SACCADE knowledge management
technology

As part of Task 3, AlphaTRAC:
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* Collaborated with CERDEC in the adaptation and piloting of the System to Aid
Counterinsurgency Campaign Analysis, Design, and Evaluation (SACCADE) knowledge
management technology for use in managing XCapture and other ADT data

5.3.5 CLIN-0026
Task 1: Continue pilot testing with ADTs at home station and in-theater

As part of Task 1, AlphaTRAC:

* Conducted and supported expanded pilot testing of XCapture ADT with multiple ADTs
while at home station and in-theater (Afghanistan)

* Developed and applied innovative methods of collaborating with ADTs that are deployed
in forward positions in Afghanistan and methods for frequently updating XCapture
software as the system advances

Task 2: Develop extended XCapture ADT functionality in response to warfighter feedback

As part of Task 2, AlphaTRAC:

e Iterated a build-test-revise-build process until the maximum number of defined end user
needs was met within the available time and budget

¢ Included refined and additional system features as well as interfaces to the operational
environment within which the AAR capability operated (e.g., networks, knowledge
management systems)

Task 3: Develop and apply methods to archive, share, and analyze data from XCapture
ADT

As part of Task 3, AlphaTRAC:

* Worked with its subcontractor (the Kemmet Schreiben Company), the National Guard
Bureau (NGB) ADT Program, CERDEC, and other organizations to develop and apply
advanced methods to archive, broadly share, and analyze data created with XCapture
ADT
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5.4 Project Outcomes
5.4.1 Transition Status

The XCapture system is a platform technology, with planned deployment across a spectrum of
military and non-military applications. Current or planned military commercialization plans
include:

e National Guard Agribusiness Development Teams (deployed)

e Special Operations Command Civil Affairs Brigades (planned for fiscal year 2014)
e National Guard state partnership programs (planned)

¢ Joint stabilization operations (planned)

¢ Coalition stabilization operations (planned)

¢ Non-governmental stabilizations operations (planned)

e Operations for multiple services and programs (in planning)

5.4.2 Key Issues Encountered during the Project

¢ Providing usable unclassified internet access for teams that were in-theater

e Dealing with security concerns of teams and providing appropriate protocols to address
the concerns

» Initial engagement with teams, which was critical to facilitating an understanding of the
project and setting expectations for system functionality

e Providing hardware to teams at their request so they could use the system

e Losing our initial end user group when its mission changed and the group was no longer
able to participate in the project, leading to a brief lapse of end user feedback (critical to
AlphaTRAC’s development process)

5.4.3 Lessons Learned

e Having an engaged end user group is critical to developing a useful product

» Setting realistic expectations for early adopters and ensuring that they are the right group
of people is important for continued support and participation in the project

e When end users go silent, they most likely have some type of technical or political
problem they are not communicating. By establishing a comfortable dialogue and method
of communication with end users, we were able to identify and break through barriers

¢ Itis important to establish, at least midway through the project, a continued funding
source for ongoing operational support
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5.4.4 Plans for Future Effort

* Quickly and early on, expand the technology’s use to different but related missions to
help ensure project longevity and adaptability to changing military needs

5.5 Project Collateral

Collateral developed in support of XCapture ADT includes:

e  XCapture ADT User Guide

o  XCapture ADT Mobile User Guide

*  XCapture ADT Storyboard Report Quick Reference
* Anoverview video tutorial describing how it works
¢ A marketing video

* XCapture ADT: Final Project Report (published November 7, 2013)

6 ARTIFICIAL INTELLIGENCE ENGINE

This project refined the pattern recognition engine used for the AlphaACT platform, the SLDT
application, and all subsequent AlphaACT applications.

The pattern recognition system of AlphaACT USMC has two pattern recognition engines:

¢ One for case retrieval
e One to identify the next best question

The pattern recognition engine for case retrieval brings back a relevant case given a set of cues.
In this context, “relevant” means cases that are analogous to the situation presented in an
AlphaACT USMC scenario.

The pattern recognition engine for next best question supports teaching the student how to search
for the most important cues in a scenario in order to quickly converge on situational awareness in
a potentially overwhelming environment. We have termed this concept the “next best question.”
The next best question pattern recognition engine does this by returning “interesting” (or
statistically decisive) cues to the user.

6.1 CLINs

The Al was developed under the following CLINS:

e CLIN-0016
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6.2 Project Objectives
To improve the ability of AlphaACT applications to take cases gathered using the structured

interview process (developed in the 360Recall project) and return appropriate ones to reinforce
the case-based reasoning being taught as a part of training,.

6.3 Project Tasks
Task 1: Define the initial decision-making space

As part of Task 1, AlphaTRAC:

e Worked with Human Performance Training and Education (HPT&E) and USMC to
define the initial decision-making space

Task 2: Establish the initial needs, requirements, and top-level design

As part of Task 2, AlphaTRAC:

e Worked with HPT&E and USMC to develop initial end user needs, requirements, and
top-level design

Task 3: Develop the prototype knowledge base

As part of Task 3, AlphaTRAC:

e Worked with HPT&E and USMC to develop the prototype knowledge base

Agile software development methods were applied in the development, with software
development cycles of approximately one to two weeks duration, including:

e Incremental development, testing, and evaluation by the development team and HPT&E-
provided subject matter experts (SMEs)

e Revision/creation of end user stories (the needs and requirements)
e Reprioritization of the product backlog (design features)

Task 4: Populate the knowledge base with initial experiences

As part of Task 4, AlphaTRAC:

e Worked with HPT&E and USMC to gather a limited set of experiences consistent with
the decision space defined in Task 1
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Task 5: Develop the prototype pattern recognition engine

As part of Task 5, AlphaTRAC:

* Developed a prototype recognition engine

6.4 Project Outcomes

6.4.1 Transition Status
The Al engine has been upgraded and integrated into AlphaACT FIRE and AlphaACT USMC.
Cue tagging, cue importance, and cue relationships have all been successfully integrated and the
Al engine successfully returns relevant cases in all tests.

6.4.2 Key Issues Encountered during the Project

¢ Determining the correct platform to use for the Al
¢ Understanding decision spaces and their impact on Al architecture
¢ Integrated cue importance and cue relationships

6.4.3 Lessons Learned

* Focus on getting an Al to work in a particular decision space and then extract concepts so
that it can be cross-system compatible

6.4.4 Plans for Future Effort

» Improve the Al’s ability to understand synonyms (when words are similar)
* Address latent semantic analysis (the Al automatically extracting cues from a story)

6.5 Project Collateral

Collateral developed in support of Al includes:

* AlphaACT Pattern Recognition Technology (a white paper published in February 2013)

7 ALPHAACT FIRE

AlphaACT FIRE is a discipline-specific application built on the AlphaACT platform. Itis a
web-based training solution that helps firefighters learn how to make effective decisions in the
high stress, chaotic environment of a response to a residential fire. It uses training scenarios to
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help users improve their decision-making skills, even when event information is sketchy or
incomplete.

The system teaches decision-making skills based on the RPD model, an approach used by
experienced and successful emergency responders and incident commanders. In the approach,
decision makers first recognize similarities between the situation they face now and some past
incident, then use that knowledge—about what went right and what went wrong—to plan their
course of action.

71 CLINs

AlphaACT FIRE was developed under:

e CLIN-0018 (AA, AB, and AC)

7.2 Project Objectives

To provide training using the AlphaACT case-based decision process for first responders
responding to residential structure fires in urban and rural environments. To provide first
responders with a place to share experiences with residential structure fires.

7.3 Project Tasks

Task 1: Research decision space

As part of Task 1, AlphaTRAC:

e Worked with the fire community to define the decision space for which AlphaACT FIRE
would be developed

Task 2: Develop user management and tracking system (external scope)

As part of Task 2, AlphaTRAC:

e Used its experience in user management and tracking, gained from the development of
AlphaACT HAZMAT, to design a user management and tracking system that is scalable
to the size of the fire response market

Task 3: Extend AlphaACT platform and develop knowledge acquisition tool (external
scope)

As part of Task 3, AlphaTRAC:
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* Extended the AlphaACT platform to support AlphaACT FIRE. The platform
improvements were intended to support all AlphaACT applications and provided

upgrades to DOE and the first responder hazardous material capabilities already in
operation (as AlphaACT HAZMAT).

e Developed a special tool to gather events, experiences, and lessons learned from
firefighters. The experiences were used to form the basis for the AlphaACT FIRE
knowledge base and were used to develop and update the AlphaACT FIRE pattern
recognition system. The knowledge acquisition tool also converted the experiences into
stories and training scenarios that can be used in classroom environments.

Task 4: Gather event scenarios

As part of Task 4, AlphaTRAC:

* Used the knowledge acquisition tool to gather event scenarios from the fire community.
We worked with firefighter advisors and volunteers across the nation to build an initial
database of events for use in the development and piloting of AlphaACT FIRE.

Task S: Develop pattern recognition functionality

As part of Task 5, AlphaTRAC:

* Adapted the current approach to pattern recognition systems to address the complex,
judgment-based decision space of fireground management

* Investigated multiple pattern recognition engine approaches, using the experiences and
events gathered in Task 4. We selected the best approach or combination of approaches.

Task 6: Conduct Workshop #1 to gather user stories

As part of Task 6, AlphaTRAC:

» Established a group of advisors/testers for AlphaACT FIRE from fire response agencies
across the nation. This group of advisors represented the end user community in the agile
development process.
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7.4 Project Outcomes
7.41 Transition Status

e AlphaACT FIRE was deployed for first responder use as a key training capability by the
IAFC

e XCapture FIRE was deployed for first responder use as the technology engine within the
IAFC National Near Miss lessons learned system

e The Federal Emergency Management Agency (FEMA) has agreed to deploy AlphaACT
FIRE as a training capability at its National Fire Academy

7.4.2 Key Issues Encountered during the Project

e Developing accurate and engaging scenarios
¢ QGathering cases
¢ Creating a sustainable model at a price point that local fire departments can afford

7.4.3 Lessons Learned

e Partnering is important in a well-established industry
e Setting up a training system that meets already defined requirements is important

7.4.4 Plans for Future Effort

o Continue gathering cases

¢ Continue the development of scenarios

¢ Improve scoring and score tracking

¢ Increase the number of compatible browsers

7.5 Project Collateral

Collateral developed in support of AlphaACT FIRE includes:

o  AlphaACT FIRE User Guide

e [0-part series of video tutorials describing how to use it

o  AlphaACT FIRE Decision Space: A Research Report

e  AlphaACT FIRE Application (a white paper published in November 2009)

e “AlphaACT FIRE Simulation Training Program” (an article published in Firefighter
Nation on March 28, 2013)
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8 ALPHAACT USMC

AlphaACT USMC—now called Squad Leader Decision Trainer (SLDT)—is a discipline-
specific application built on the AlphaACT platform. It is an online, immersive training solution
that helps Marine Corps squad leaders learn how to rapidly reach effective decisions in the high-
stress, chaotic environment of a mission. Using realistic simulation-based training scenarios, the
system teaches you how to recognize and apply past experiences (your own and those of others)
to rapidly changing situations.

SLDT helps you apply the RPD approach to decision-making. It teaches you to use the
observable characteristics of a situation to identify similar events from the past (drawn from a
knowledge base of cases managed by the system) and then helps you use that information to
determine an appropriate course of action specific to the situation. This structured approach to
crisis decision-making is based on the Observe/Orient/Decide/Act process.

Using scenarios, SLDT presents a mission simulation that includes audio and visual cues to
heighten the sense of realism. The scenarios are divided into several segments, reflecting the
scale and complexity of missions and the possibility that conditions may suddenly change,
requiring you to rapidly adapt mission strategy and tactics.

The breaks in the scenarios come at key decision points, where you are led to deal with some
aspect of the situation that requires rapid judgment to ensure mission success. At these
“teachable moments,” the system leads you to develop your own solutions and action plans, then

provides recommendations from SMEs. Your response at the decision points are used to
evaluate your proposed course of action.

8.1 CLINs

AlphaACT USMC (SLDT) was developed under:

e CLIN-0028 (AA, AB, AC, and AD)

8.2 Project Objectives
To provide training using the AlphaACT case-based decision process for novice Marines

conducting combat patrols in kinetic and non-kinetic environments. Integrate the 360Recall
system developed previously in order to grow trainees experience base in a training environment.

8.3 Project Tasks
Task 1: Determine and implement information assurance and other USMC requirements
As part of Task 1, AlphaTRAC:
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e  Worked with USMC to determine information assurance requirements applicable to
AlphaACT USMC implementation and ensured that these requirements were met in
application design and development

e  Worked with USMC and Office of Naval Research (ONR) to define the scope of
decision-making (e.g., operational environment, mission types, level of unit, level of
decision maker) to be addressed by the prototype system

Task 2: Evaluate VBS2 and select simulation approach for AlphaACT USMC

As part of Task 2, AlphaTRAC:

e  Worked with ONR and USMC to evaluate Virtual Battle Space (VBS) as a simulation
engine for use in AlphaACT UMSC

e Evaluated the viability of VBS simulations as part of AlphaACT USMC sessions
conducted over MarineNet on typical USMC-provided computer hardware and software

AlphaTRAC determined that VBS did not meet the project needs and selected Unity instead.

Task 3: Integrate and advance the warfighter experience-gathering application and
expand AlphaACT USMC knowledge base

As part of Task 3, AlphaTRAC:

* Incorporated the existing standalone 360Recall experience-gathering application as an
element of the AlphaACT platform

360Recall is a software application, developed for the USMC, that:

* Walks the user through a structured process to capture a scenario or experience-based
story from an SME employing a user friendly interface

e Engages with the user to identify and extract key decision elements, including event
characteristics, cues, and decision points

¢ Gathers important lessons learned and advice from the SME

¢ Automatically converts the story and supporting information into a structured training
scenario

* Stores the training scenarios in a knowledge base for use in training and in extending the
AlphaACT USMC pattern recognition system

Task 4: Develop the AlphaACT USMC platform based on the AlphaACT framework
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As part of Task 4, AlphaTRAC:

e Developed a software platform for the AlphaACT USMC application

Task 5: Develop the AlphaACT USMC COA creator tool

As part of Task 5, AlphaTRAC:

e Developed an event customization software tool that operates within an AlphaACT
USMC training session to assist the user in developing a course of action appropriate to
the scenario and decision(s) made

Task 6: Develop the AlphaACT USMC GUI

As part of Task 6, AlphaTRAC:

e Developed a graphical user interface (GUI) for AlphaACT USMC to guide the user
through a training session, including scenario simulations, that is structured around and
trains the AlphaACT version of the RPD process

Task 7: Develop the AlphaACT USMC user manager

As part of Task 7, AlphaTRAC:

¢ Developed an administrative subsystem that established and managed user accounts,
including user account information and user profile/preferences information

Task 8: Develop the AlphaACT USMC virtual mentor

As part of Task 8, AlphaTRAC:

* Developed an automated help system that provides help to a user during a training
session

Task 9: Integrate and upgrade a USMC-specific pattern recognition system

As part of Task 9, AlphaTRAC:

e Incorporated the standalone AlphaACT USMC pattern recognition engine, that was
currently in development, as an element of the AlphaACT platform

e Upgraded the pattern recognition system based on experiences/scenarios gathered from
warfighters and instructional developers (e.g., new key cues leading to good decisions)
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Task 10: Develop networked version of AlphaACT USMC suitable for operation on
MarineNet

As part of Task 10, AlphaTRAC:
e Developed an online version of AlphaACT UMSC suitable for deployment on MarineNet

Task 11: Develop simulation capability and generate simulation environment and scenarios

As part of Task 11, AlphaTRAC:

e Used the Unity simulation engine to develop a proof-of-concept immersive simulation
capability for AlphaACT USMC

¢ Developed the interfaces and protocols for building and interfacing the simulation
mission/event environments with AlphaACT USMC and generated a functional prototype
demonstrating proof of concept

Task 12: Implement a capability to provide training data to USMC

As part of Task 12, AlphaTRAC:

¢  Worked with USMC to develop and implement a capability that tracks user performance
during each training scenario, calculates performance data, and provides the data to
USMC.

Task 13: Provide introductory training video and preliminary user documentation

As part of Task 13, AlphaTRAC:

¢ Developed and implemented within AlphaACT USMC an introductory training video and
preliminary user documentation

8.4 Project Outcomes
8.4.1 Transition Status

AlphaACT USMC (SLDT) is nearing transition. The system has been tested on its target system
and is awaiting final usability tests for verification of readiness to move to implementation. The
system has been designed to operate on a USMC Digital Virtual Training Environment (DVTE)

AlphaTRAC, Inc. 29 July 20, 2014

Approved for public release; distribution is unlimited.



Contract No. W31P4Q-09-C-0098
AlphaACT SBIR Phase II Plus:
Final Report

hardware/software platform for near-term transition. We plan to deliver it by the end of FY
2014.

8.4.2 Key Issues Encountered during the Project

* Getting Information Assurance issues solved in the short time period for development.
This caused the target platform to move from MarineNET to DVTE in the short term

* Getting timely feedback from an end user group that has a very busy schedule
» Integrating developing scientific research into the system

e QGathering cases

¢ Creating scenarios without much access to SME’s

8.4.3 Lessons Learned

* Recognizing that time was the largest constraint and adapting project objectives to fit
those time constraints

8.4.4 Plans for Future Effort

e Accessibility via MarineNET
e Larger databases of cases and scenarios
e Adaptive scoring

8.5 Project Collateral

Collateral developed in support of AlphaACT USMC includes:

» Squad Leader Decision Trainer: Usability Evaluation: TBS (published in July 2014)
* SLDT overview handout, prepared for the February 2014 meeting of HPT&E

9 SUMMARY

The goal of this SBIR Phase II project was to develop a platform-based training solution that

could revolutionize crisis decision-making. In the five and a half years spent on the project,
AlphaTRAC has buiit:

e A core system (the platform)
¢ Three training applications based on the platform

e Three supplementary tools that simplify information gathering and support decision-
making
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Using an agile development process and involving end users along the way helped ensure that
the systems are both technically relevant and user friendly.

9.1 Transition

Transition is perhaps the most important phase of product development. Successfully
transitioning a product is the single best indicator that a product meets the needs it was designed
to serve.

AlphaTRAC has successfully transitioned two training applications, with an additional
application on schedule for near-term transition. All three supplementary tools have successfully
transitioned:

e AlphaACT HAZMAT was launched in September 2012 and is available for purchase and
use through the alphatrac.com website.

¢ 360Recall was successfully developed and is used by the USMC for gathering
experiences for use in general training as well as for use in AlphaACT USMC (SLDT).

e XCapture ADT, built on the same platform as 360Recall, was successfully launched and
transitioned to field use in Afghanistan. It was used by ADT teams to collect information
about missions and to share lessons learned.

e The Al engine bridges the gap between the XCapture experience-gathering tools and the
AlphaACT training applications. It has been successfully integrated into each of the
AlphaACT training applications.

e AlphaACT FIRE was successfully launched in 2013 and is available to a user base of
over 1,000 users. It is currently available for purchase through the alphatrac.com website
and its user base is growing every day.

e AlphaACT USMC (SLDT) is on schedule to complete transition by the end of FY 2014.

AlphaTRAC has focused on applied research, ensuring that end users are engaged in product
development and prepared to use the product when it transitions.

9.2 Lessons Learned

All R&D efforts encounter difficulties along their path to success. We took to heart the advice
from one of our key clients: “a lesson learned but not applied is just a mistake™ (BG Eric Peck,
Kansas National Guard).

During the course of Phase II, we were able to apply lessons learned from previous projects in a
constant process of continuous improvement.
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9.2.1 Understanding User Constraints

One of the major lessons learned was the need to understand the hardware and software
constraints of target end users. The goal was for the technology we developed to be easily
accessible and system agnostic. The platform chosen to accomplish that goal was the Internet,
which presented its own unique challenges, given the variety of applications and environments
used by people to access the web.

We learned that it is important to focus on a single version of a single browser, the one most
commonly used by end users. Afterwards, if requested, we can then expand the system function
to other browsers.

9.2.2 Engaging Users

Another lesson learned was the importance of early and continuous engagement with end
users—those personnel who will eventually use the product in the field.

A critical advantage of the agile development process used by AlphaTRAC is its assumption that
a product will change based on feedback. Without feedback from actual end users, a product may
fail to meet user needs.

Based on this learning, AlphaTRAC identifies representatives of its target user group and works
to gain the group’s commitment for engagement before work begins on a project. Getting buy-in
from these groups up front is critical to the success of agile development.

9.2.3 Engaging Stakeholders

Clients are critical stakeholders in the product development cycle. Often, as the source of
funding, they have expectations about the end product. But sometimes they may be unaware of
end user needs or their expectations may be at odds with end user requirements. That’s why it is
critically important that clients understand the choices being made along the product
development path. Keeping clients involved in the agile development process and raising cost vs.
risk decisions will help ensure client satisfaction and a successful product.

9.2.4 The Limits of Subcontracting

Another lesson learned related to the use of subcontractors.

In the early stages of the project, AlphaTRAC used subcontractors to assist in areas where we
lacked specific expertise. What we learned, however, is that without clearly defined
objectives—typical during the early research phase of a project—subcontractor efforts may be
less than optimal. We learned that it is important for us to develop a clear understanding of what
we intend to subcontract to ensure we get the work we need.
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9.2.5 System Launch

Launching a successful commercial product and launching a successful government product can
be two very different endeavors.

Launching a government product often requires securing ongoing transitional funding from an
operational agency that represents the target end users of a product. Arranging transitional and
operational funding has a long lead time, and the effort of identifying appropriate agencies and
working the details can be time-consuming. Beginning such efforts early enough to ensure that
funding is available is critical to prevent a lapse in product support or development.

9.3 Conclusions

Applying these lessons learned helped ensure that, as our product offerings grew during Phase 11,
we did not repeat mistakes; instead, we set ourselves up for success.

AlphaTRAC’s goal remains to revolutionize crisis decision-making. Having created a platform-
based training and experience-gathering system, we hope to quickly apply it to many other crisis
decision spaces, including law enforcement, disaster response, sustainability missions,
transportation safety, and wildland fire response.

In addition to expanding our offerings, we will continue to listen to our current end users and
improve our products in ways that are both scientifically sound and user friendly.

With the generous funding and support we have received from our federal partners, we have
advanced well along the path of revolutionizing crisis decision-making. This SBIR Phase 11
project will act as the foundation for our continued efforts toward this goal.

10 ABBREVIATIONS AND ACRONYMS

AAR After action review
ADT Agribusiness Development Team
Al Artificial intelligence
CERDEC Communications-Electronics Research, Development, and Engineering
Center
CLIN Contract line item
DARPA Defense Advanced Research Projects Agency
DARPA Defense Advanced Research Projects Agency
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DHS Department of Homeland Security
DHS Department of Homeland Security
DoD Department of Defense
DOE Department of Energy
DPSI Domestic Preparedness Support Initiative
DVTE Digital Virtual Training Environment
FEMA Federal Emergency Management Agency
FY Fiscal year
GIS Global information system
GUI Graphical user interface
HAZMAT  Hazardous material
HPT&E Human Performance Training and Education
IAFC International Association of Fire Chiefs
NGB National Guard Bureau
NIMS National Incident Management System
ONR Office of Naval Research
ONR Office of Naval Research
RPD Recognition-primed decision
RRTO Rapid Reaction Technology Office
RRTO Rapid Reaction Technology Office
SACCADE ;2/;‘[1?11; it(i)nAid Counterinsurgency Campaign Analysis, Design, and
SBIR Small Business Innovation Research
SLDT Squad Leader Decision Trainer
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SME Subject matter expert
STEP Supporting Technology Evaluation Program
TCIP Technologies for Critical Incident Preparedness
TECOM Training and Education Command
TRL Technology Readiness Level
USMC U.S. Marine Corps
VBS Virtual Battle Space
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APPENDIX A. PROJECT COLLATERAL

The documentation prepared in support of this contract is appended to this document.

AlphaACT Platform
* “The AlphaACT Decision Support System for Emergency Responders”
* “An Information Paper on Crisis Decision-making Training Technology”

AlphaACT HAZMAT
o  AlphaACT HAZMAT User Guide
o  AlphaACT HAZMAT Quick Reference
*  AlphaACT HAZMAT Technical Description
o  AlphaACT HAZMAT at Urban Shield 2010
e STEP Evaluation Report: AlphaACT HAZMAT version 2011.03.09.09.41
¢ “New Training Program Strives to Capture and Recreate User Experiences”

360Recall
o  360Recall User Guide

XCapture ADT
o  XCapture ADT User Guide
e  XCapture ADT Mobile User Guide
*  XCapture ADT Storyboard Report Quick Reference
e XCapture ADT: Final Project Report

Al
»  AlphaACT Pattern Recognition Technology

AlphaACT FIRE
o  AlphaACT FIRE User Guide
e  AlphaACT FIRE Decision Space: A Research Report
o  AlphaACT FIRE Application
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e “AlphaACT FIRE Simulation Training Program”

AlphaACT USMC (SLDT)
e Squad Leader Decision Trainer: Usability Evaluation: TBS
e SLDT overview handout describing system features
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The AlphaACT Decision Support System for Emergency Responders

AnT. Oskarsson & C. Reed Hodgin
AlphaTRAC, Inc.

We first present cognitive psychological theories relevant to crisis decision making. Next we describe the
AlphaACT™ (Alpha Advanced Crisis Technology) decision support system, a software application
designed to support a range of military and civilian emergency responders. The essential components of the
system are as follows: (a) a user interface that walks the decision maker through a multi-step decision
process inspired by the recognition-primed decision model and case-based reasoning theory; (b) a pattern
recognition engine that prompts the user for diagnostic information and retrieves similar cases; and (c) a
community-wide shared knowledge base of cases that grows as the system is used. AlphaACT’s objective is
to train and enable responders in crisis situations to think like experienced decision makers, and to quickly
build their store of available experiences. The first AlphaACT application under development will support
key decisions made by first responders managing a hazardous materials emergency.

BACKGROUND

Human error has been found to be responsible for 70% of
aviation accidents (Sniezak, Wilkins, Wadington, & Baumann,
2002). During crisis and emergency situations, good decision
making is critical because the primary goal is to prevent or
mitigate extremely negative consequences. Events are often
unexpected, life-threatening, and occur under conditions of
great urgency, stress, instability, and uncertainty.

An approach to decision research that is well aligned with
crisis decision-making is naturalistic decision-making (NDM)
(Lipshitz, Klein, Orasanu, & Salas, 2001). NDM focuses on
people who use their experience to make decisions in real-
world contexts, and aims to examine how successful decision
makers size up the decision problem and make reasonable
decisions that are compatible with the situation. According to
this view, experienced decision makers can skillfully use their
experience and prior knowledge to assess a situation and
appraise decision options —— a process sometimes colloquially
referred to as “intuition” — and quickly settle on a course of
action (Klein, 2003). The NDM perspective emphasizes the
importance of studying complex decision making under
conditions of uncertainty, time pressure, and stress. Crisis
decision making involves all of these factors, often to an
extreme degree, and under rapidly changing conditions.

Recognition-primed Decisions (RPD)

The most cited and prototypical NDM model is the RPD
model (Klein, 1993; 1998). It is considered by some to be the
most appropriate framework for describing how proficient
decision makers operate, especially under conditions of time
pressure and uncertainty (Lipshitz, et al. 2001). According to
RPD, often the goal of the decision maker is to rapidly find
and select the first reasonable and workable solution. We
choose here to focus on the variations of the RPD model that
can involve less typical situations. In our view, RPD
essentially propose the following major steps in the decision
process:

o Characterize the decision problem and diagnose the
situation

¢ Recognize in memory a similar situation

¢ Achieve a better understanding of the current situation
through comparison with the recognized situation
(considering cues, goals, expectations, & actions)

e Mentally simulate the indicated course of action to gauge
whether it will succeed, making modifications if needed

Originally based on a cognitive task analysis of
firefighters, replications with other groups (e.g., design
engineers, offshore oil installation managers, commercial
aviation pilots, British army officers) have found that RPD
strategies were used by experienced decision makers in 80-
95% of cases (Klein, 1993). Research on judgment heuristics
lends indirect support for RPD. For example, recognizing
cases based on similarity is consistent with the
representativeness heuristic, a mental rule-of-thumb, whereby
judgments depend on the degree of assumed similarity
between cases (Kahneman & Tversky, 1973).

Beliefs in “the adaptive decision maker” and “fast &
frugal heuristics” (Payne, Bettman, & Johnson, 1993; Todd &
Gigerenzer, 2001) support the notion that suitable and efficient
decisions can oftcn be made based on the consideration of
minimal information (e.g., Take-the-Best heuristic, recognition
heuristic). In satisficing choice strategies, options are
considered one at a time and searching stops when an option is
considered to be “good enough.” Along these lines, the
mechanism underlying sequential sampling process models
assumes that, rather than taking a predetermined quantity of
information, sampling of each option occurs until evidence
sufficient to favor one option over the other has accumulated
(Busemeyer & Townsend, 1993). One can argue that the
measure of “rational” decision making depends on the extent
to which the decision works well in our environment, not
whether it adheres to a set of formalisms.

Case-based Reasoning (CBR)

The theory of CBR resembles the basic process
underlying the RPD model (Kolodner, 1993, 1997; Riesbeck
& Schank, 1989). CBR focuses on the mind’s ability to apply
analogs to solve real-world problems. More often than not,
solutions are not constructed from scratch; instead, previous
experience brings to mind old problems that suggest possible
solutions to new problems. “History repeats itself,” and
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solutions that worked in one situation are likely to be
applicable in similar situations.

Support for CBR can be found in psychology and artificial
intelligence literature (Kolodner, 1993; Noh, Lee, Kim, Lee, &
Kim, 2000; see Bloomfield & Moulton, 2008, for an applied
example). CBR can be found in the world around us (e.g., a
doctor’s diagnosis based on a prior patient case, a lawyer
preparing arguments based on legal precedents, a mechanic
fixing an engine by recalling a car with similar symptoms), and
in everyday personal problem solving. CBR involves:

* Retrieval: Selection of a similar source case from memory
» Adaptation: Revision of the proposed solution, if needed

» Learning: Retention of the solution to form a new case;
update experience

Successful CBR requires recognizing the applicability of
an old situation to a new one. Knowledge and experience
relate to the number and richness of cases in the decision
maker’s memory, and to the ability to encode into memory the
case information that later will facilitate efficient retrieval of
appropriate source cases. According to Ross (1986, 1989), the
difference between novices and experts is that novices have
fewer relevant experiences to draw upon and do not encode
cases and details as well, making it difficult to retrieve
appropriate source cases.

CBR retains the value of specific case details. Through
induction processes, CBR methods can acquire knowledge
with ease—making CBR especially useful when knowledge is
incomplete and information is limited. This kind of structured
analogical reasoning tends to be a good approach for rich,
complex domains in which there are many qualitatively
different ways to generalize a case. Critics of CBR argue that
their theories rely too much on observational methods and
anecdotal evidence. However, all inductive reasoning in
circumstances involving scarce data is less amenable to
statistical generalizations and regression methods. This is
especially relevant to crisis decision making, since crises are
by definition infrequent occurrences.

THE AlphaACT SYSTEM

One common objective for a decision support system is to
help users analyze more and more information in order to
come up with an optimal decision. The authors of this paper
took this approach in the past, when we assisted U.S.
Department of Energy (DOE) emergency responders in
preparing for and dealing with hazardous material emergencies
- and our efforts were met with resistance. We were told that
decisions are typically made with limited or wrong
information, and that often a “90% solution now is better than
a 100% solution later”. First responders were wary of
succumbing to “paralysis by analysis”, and becoming
ineffectual when lives could be lost if one did not act fast.

It became apparent that the most effective decision makers
were the ones who were consistently able to quickly generate
successful solutions based on a few pieces of information, by
drawing on their prior experiences with similar events. We
observed that their cognitive processes and decision strategies

were compatible with the fundamentals of RPD and CBR
theory. We therefore took an alternate approach to designing
the AlphaACT™ system, and focused on helping decision
makers use a sufficient amount of data to diagnose the
situation and quickly arrive at a workable solution.

This led us to our primary objectives for AlphaACT.
Firstly, we aim to support decision makers in following a
decision process that is guided by the RPD framework.
Secondly, the system helps decision makers efficiently use and
look for information that is important for recognition of
appropriate cases. Finally, the system builds and expands the
decision makers’ knowledge store of available cases.
Accomplishing these objectives would result in a system that
can train user to think like experienced decision makers. In the
next sections we describe the essential components of
AlphaACT: A pattern recognition engine that searches for the
key unknown information and similar cases, an expansive and
growing knowledge base of cases, and a user interface walking
the user through our decision process.

Recognition Engine

Research in biological neural systems has led to attempts
to simulate their functionality as cognitive architecture in
computer software. Practical applications have resulted in
artificial neural network systems with great computational
capacity. Connectionist and neural networks can process
information in parallel and in a nonlinear and distributed
fashion, and they have a capacity to adapt with new data
(Glockner & Betch, 2008; Newell & Broder, 2008).

AlphaACT uses a simple neural network, or “recognition
engine”, to quickly and efficiently search through large
relational knowledge bases and recognize patterns in data. It is
a multi-layer fully connected network that uses a sigmoid
symmetric activation function and is trained using the Rprop
training algorithm (described by Igel & Husken, 2000). With
each new input submitted by the user, the recognition engine
determines case matches from the knowledge base and the next
piece of key data for situation diagnosis. This enables a
question & answer interview interface, dynamically identifying
the next question for which an answer is likely to lead to
convergence onto matching cases in the knowledge base. Even
if the user does not know the answers, the questions teach the
user to focus on and gather the critical information.

Other potential advantages of the recognition engine
include an ability to fill in missing data, abstract a prototypical
case from partial data, and detect “poor” data that is
inconsistent with the overall pattern of activation.
Furthermore, it can periodically re-train and update its weights
when new cases, cues, and decisions are entered into the
database, so that the engine’s algorithm improves with use.

Knowledge Base

A knowledge base of cases serves as the foundation of the
AlphaACT system. The knowledge base is initially created
using a streamlined version of the applied cognitive task
analysis method (Militello & Hutton, 1998), whereby
knowledge is elicited during structured interviews with subject
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matter experts. Training materials are also a source of
information.

In later stages of database development, the system
employs an innovative approach to knowledge acquisition in
which decision makers can add new cases, cues, and decisions
into the knowledge base through a semi-automated process. As
the system is used by a community of first responders for
training and after-action reviews, competitive “gaming”, and
field response, the centralized knowledge base expands. This
increases the amount of “experience” from which a user can
draw. In addition, over time, the relative predictive validity of
event information in determining decisions improves as the
system’s recognition engine “re-trains” on updated databases
and takes into account the collective experience and input from
a community of users. Description of these functions is beyond
the scope of this paper; however, a shared and expansive
knowledge base is vital to AlphaACT’s utility.

Decision Process

The AlphaACT system is not a strict representation of the
RPD model. Rather, it is inspired by RPD and CBR, and
intended to facilitate the fundamental cognitive processes
underlying these models. To this end we structured the
decision process into the following steps: Characterize,
Recognize, Analyze, Customize, Dramatize, and Utilize. We
next describe the process in some detail and explain how each
step is supported in the AlphaACT HAZMAT prototype.

AlphaACT FOR HAZMAT EMERGENCIES

Whenever a chemical is accidentally released into the
environment, first responders need to decide within minutes
whether to declare a state of emergency, the alert level,
whether to evacuate and/or shelter people in place, the best
safe route for evacuation, and the physical distance to which
protective actions should be taken. The incident commander
determines where to set up the command post and how to
secure the area. For our first application, we chose to focus on
these key decisions that occur during the initial stages of a
hazmat emergency.

Step 1: Characterize. The decision maker receives initial
event information and sizes up the situation. AlphaACT
prompts the decision maker to provide known event
information that is important for retrieving an appropriate case
from the database. In AlphaACT HAZMAT, the user can use a
scroll-down menu to input information about the context (e.g.,
weather, wind direction, terrain) and the “target” (e.g.,
physical state of the substance, number and type of
containers). Users are able to click on links and scroll over
terms to view pictures or textual explanations. See Figure 1 for
an example screen.

Step 2: Recognize. The decision maker further assesses
the situation, answering key questions that facilitate efficient
recognition of possible matching cases. AlphaACT uses a
question & answer interview interface to ask the user for
observations and cues that are likely to diagnose the event.
This is done in a “smart” order, as each question presented is
based on what information has been entered thus far. The

recognition engine quickly weights and combines cues to
retrieve cases and diagnostic questions in the database.
Answers are processed and recognition is iteratively updated.
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Figure 1. Example screen from the Characterize decision step.

Figure 2 depicts an example Recognize screen in
AlphaACT HAZMAT. Here the system deems that the
question “What is the estimated container size” is likely to
help convergence towards matching cases. After an answer is
submitted, the recognition engine selects a new question to ask
(e.g., “Is anyone nearby experiencing nausea or vomiting?”)
The next probable questions can also be displayed, so that the
user can plan to obtain the indicated information if they so
choose. In Figure 2, multiple matching cases are presented so
that the user — especially novices - can see the range of
possible protective action distances and event classification.
The user can continue to answer questions or select a case (or
cases) for further analysis.

Step 3: Analyze. The decision maker examines the case(s)
selected from the database in more detail. He or she can
perform side-by-side comparisons between the selected case
and the present emergency to determine if it is good enough to
work from. The user takes into consideration differences in the
particulars of the current situation, as well as their present
needs and goals. For example, in the HAZMAT application,
the user is able to read a description of the past case and
access other supplementary information, such as a material
safety data sheet that shows the recommended personal
protective equipment, first aid information, and chemical
incompatibilities. This information can serve to generate
expectancies, goals, and actions.

Step 4: Customize. This step includes features that aliow
the user to “customize” the selected case when the case
selected from the database differs from the present emergency.
In AlphaACT HAZMAT, an analytical model can predict the
resulting difference in the recommended decision. In other
words, in this step users can run “what if” analyses to see how
changes in information might affect their decisions.

Step 5: Dramatize. The decision maker plays out the
decision mentally (or with the team) to assess the feasibility of
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performing the decision actions. In this step, he or she uses
checklists, visual displays, and other tools to conduct mental
rehearsal of the recommended decision, evaluate its viability
and appropriateness for the present circumstances, and make
modifications if necessary. To illustrate, in Figure 3, users are
able to “drag and drop” the command post and traffic control
points onto a map, a list of high-value targets are highlighted
on the map, and a protective action checklist is provided.
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Figure 2. Example screen from the Recognize decision step.

Step 6: Utilize. The decision maker executes the course of
action and the system assists in communication and
implementation of the decision. Resources and features (such
as the ability to share, print, and email maps, reports, and
forms) are available. Afterwards, the new case and the cues
that prompted recognition, as well as the actual decision and
its outcome, are entered into the central database of cases.

AlphaACT HAZMAT will be able to operate in training
as well as in response mode. The training version presents a
scenario at the beginning of a session, and the scenario
“unfolds” as the user moves through the decision process. New
information is intermittently “injected” into the scenario in real
time. Various types of performance feedback are also
provided; Indicators of the user’s decision success, skill level,
and statistics (e.g., average decision time) are displayed. The
scenario’s critical information is explained, and the user’s
inputs and decision process are critiqued.

Feedback from Chemical Emergency Responders

We presented the AlphaACT concept and solicited
feedback at workshops involving eight DOE sites in 2009.
Participants included incident commanders, emergency
directors, fire chiefs, security officers, and technical staff,

Several common themes emerged. Firstly, there was
consensus that the AlphaACT decision process is an approach
used by DOE emergency decision makers. Participants
believed that AlphaACT could bring significant advances in
the support of emergency responders, and that it should be
extended beyond hazmat to include other materials, such as
biological, radiological, nuclear, and explosive. Use of the tool
to promote knowledge sharing across the DOE complex would
be a substantial benefit, providing “experience compression”
to the novices and “experience expansion” to the experts.

A pilot study was also conducted to gather evaluation data
for a prototype of AlphaACT HAZMAT. Seven inexperienced
(with no emergency response experience) and five experienced
(with an average of 26 years experience) participants read a
brief scenario about a hypothetical HAZMAT emergency.
They imagined they were the Incident Commander and listed
the information they would consider to help them size up the
situation. After playing with AlphaACT for about 30 minutes,
participants completed another size-up questionnaire with a
different scenario. Lastly, they completed a satisfaction survey.
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Figure 3. Example screen from the Dramatize decision step.

Survey results. Participants rated their overall satisfaction
with AlphaACT, its decision process, and its Q&A interview.
They also rated its ease of use, utility, their willingness to use
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AlphaACT, and whether they believed it would help them
make good decisions. The mean ratings were all favorable,
ranging between 4.0 and 4.4 on a scale of 1 to 5, and all were
significantly above the neutral point of 3 (p <.05). Likely due
to the small sample, the only difference found between the
inexperienced and experienced was that the inexperienced
participants reported being more willing to use AlphaACT (M
=4.8 vs. 4.0, respectively, p < .05).

Questionnaire results. To test whether participants
learned to consider information critical for sizing up a
HAZMAT emergency situation, we analyzed whether
participants listed more key items of information after they
played with AlphaACT HAZMAT, compared to before they
played with it. On average, 8.1 pieces of critical information
were listed after playing with AlphaACT HAZMAT, while 5.1
items were listed before playing with the system. This
difference was statistically significant (M= 3.0, p <.05). No
experience effects or scenario order effects were found.

SUMMARY & DISCUSSION

A number of psychological theories support the core
principles of the AlphaACT system. This case-based system is
designed to emulate how successful decision makers think in
crisis situations, and trains users to follow a decision process
mspired by CBR theory and the RPD model.

A theoretical issue to consider is whether the RPD model
should be treated as a prescriptive model. Although it may
accurately describe how experts operate when making
emergency decisions, some may argue that a decision aid
should still aim to support normative and rational decision
making. There can be skepticism about a system that relies on
experts’ cognitive processes, because of work by (for example)
Meehl (1954) and Swets, Dawes, and Monahan (2000), which
convincingly explain how actuarial judgments rendered by
statistical models tend to outperform clinical judgment of
experts. These issues highlight concerns that some have with
the NDM approach (Bazerman, 2001).

However, AlphaACT applies optimizing principles to
produce decision options, utilizing statistical algorithms to
process information and recognize patterns in the data. To
some extent the system “mechanizes” situation assessment and
recognition in a way that mitigates possible biases and
problems with expert validity. Although the user experiences a
subjective feeling of satisficing, the system’s recognition
engine maximizes the search and retrieval of matching cases
and question prompts, based on the user’s input.

A pilot study in which people evaluated the AlphaACT
HAZMAT prototype yielded promising results. The
preliminary findings showed that the system was favorably
evaluated by users and suggested that familiarity with
AlphaACT HAZMAT could lead to rapid learning. Further
studies examining the system’s effectiveness are warranted.

AlphaACT’s utility will be further tested when it is
applied to other domains. Prototypes serving a spectrum of
emergency responder communities are under development. For
example, a combat patrol application trains the detection of
improvised explosive devices and supports response to a

complex attack. Our hope is that AlphaACT will lead to better
decision outcomes in emergency situations, and to significant
advances in crisis decision making.
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Overview/Problem Identification

Gaining control of a crisis is difficult. Lives and property hang in the balance. With limits on
time, severe consequences of failure and a host of other difficulties, the experience of a
firefighter becomes crucial. Effective decision-making, perhaps more than any other skill, is
critical to successful incident command.

Successful decision-making is often based on a person’s ability to remember similar experiences
and decisions and apply or adapt this information to the current situation. It should come as no
surprise that experience is often the key to defusing potentially catastrophic situations.

But the fire and emergency service community is facing a looming experience gap. Veteran
firefighters are being lost to retirement at an increasing pace, and there is often a significant gap
in expertise between novice and veteran firefighters. The experiences and tactics of firefighters
can also change significantly from one locale to another.

A new training technology has been developed which will help firefighters build their decision-
making skills by preserving the experiences of veterans and helping to transfer them more
effectively to a new generation.

Technology Background

Current approaches to improving decision-making capabilities focus on solutions that present
more information in new and innovative ways. Incident management applications are abundant
in the first responder market, and many are helpful in making sense of the often chaotic flow of
information that firefighters face when responding to an emergency. However, despite

improvements in technology, decision-making in a crisis has not improved to the same levels.
Why?

One explanation may be that some incident commanders are focused only on one aspect of the
incident, whereas many elements must be addressed simultaneously.

Decisions made during crises share a common set of characteristics:

e Time urgency

e Complex event or decision characteristics

e Rapidly changing event or decision conditions

e The surrounding environment is chaotic

» High physical and emotional stress

e Severe consequences for decision failure

e Poor data availability and quality

e Competing demands for decision-maker attention

e Frequent interruptions during the decision-making process

“
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By itself, more information, displayed better, does not necessarily improve decision making. A
new approach may be in order.

Decision research in the last ten years has identified the naturalistic decision model as the one
most often used successfully by crisis decision makers. The naturalistic model focuses on the
recognition of changes in a situation to initiate decision making. This process is used
approximately 75 percent of the time by highly experienced decision makers and is recognized
throughout the fire and emergency service community as a consistently effective approach.

Derived from extensive field studies of military and emergency response decision makers, the
Recognition-primed Decision (RPD) model implements a formalized adaptation of the
naturalistic model.

The RPD model “describes how decision makers can recognize a plausible course of action as
the first one to consider” (Klein 2004, 6). It factors in an incident commander’s prior knowledge,
training, and expertise into a mental assessment of appropriate actions to take. This approach can
simplify potentially complex decisions, in contrast to evaluating various options against an
acceptable baseline. The RPD model seeks to “codify the informal and intuitive planning
strategies the skilled Army and USMC teams used” (Klein, 2004, 6). One can see the relevance
of the RPD model to solving the problems faced by the fire and emergency service.

Technology Overview

The Recognition-primed Decision model has been adapted into a new approach to decision
training and built as a platform technology that can be applied to multiple applications and fields
of use.

The AlphaACT® platform uses a modified version of Klein’s RPD model, characterized by six
steps in which the decision maker:

e Sizes up the situation using available information

o Searches a knowledge base for the first past event that adequately matches current
conditions

e Evaluates the past event to see if it fits the situation at hand
e Tailors the past event to reflect the current event

e Mentally rehearses the decision to verify it is likely to work
e Puts the decision into play

m
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The AlphaACT platform uses the
latest in artificial intelligence (Al) to
simulate the RPD process, quickly
recognizing patterns and cues in event
characteristics from experiences
gathered from first responders.

Since experiences are key to the
training platform’s success, additional
technology is being developed that
facilitates the capture of after action
reviews (AARs), lessons learned, and
firefighter stories. This scenario
authoring tool allows the sharing of
information within the firefighter
community and feeds the database of
first responder events used in
training.

The first application of the
AlphaACT platform was in
AlphaACT HAZMAT, a National
Incident Management System
(NIMS)-compliant product for
hazardous materials events that let
users practice decision-making in real
time.

Step:

Figure 1

Where the decision maker:

Sizes up the situation

Finds similar events in the
knowledge base

Evaluates the events (o see if
they fit current conditions

Tailors the selected event to
current conditions

Mentally rehearses the
decision

Puts the decision into play

The AlphaACT decision process

AlphaACT HAZMAT presents users with a scenario that includes the often incomplete and
contradictory information that would be encountered during an actual incident. Then it lets users
decide how to proceed while the clock is ticking and tells them afterwards how well they did.
The following figure shows the Characterize page of AlphaACT HAZMAT.
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Figure 2 The Characterize page

The AlphaACT platform can be adapted for a range of decision-making applications, including
training tailored to the fireground. Such a training solution would operate as a hosted, web-
based application that can be used for self-paced, online training and in instructor-led, classroom
training. The application would also foster the exchange of ideas and lessons learned through
virtual communities of interest based on social networking technology.

Technology Council Advisory Group Efforts

The IAFC Technology Council put together an Advisory Group (TCAG) to be an advocate for
the needs of the first responder community with regard to crisis decision-making technology. As
part of this mission, they became knowledgeable in the technology behind the AlphaACT
platform, tested its operation through the on-line system, and provided feedback on features and
designs of the technology.

The Technology Council feels that applying a unique approach to Klein’s RPD process in the
design of new training technology will benefit the first responder decision maker. By drawing
upon lessons learned and previous experiences from past incidents and the knowledge from
veteran responders, an effective training platform can be built.

Many contemporary approaches to decision-making training focus on dealing with the vast
amount of information present at an emergency incident. Although important in determining
one’s actions, the decision process needs to be balanced with experiences from similar events.
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The AlphaACT technology with its artificial intelligence component provides the path to bring
into the training platform past incidents and the decisions that were made (with accompanying
lessons learned and smart practices) in its mitigation.

AlphaACT HAZMAT, a hazardous materials incident-based training scenario, was used during
this review. The training platform can be adapted to various topics and simulations. An

AlphaACT FIRE system is presently being developed for fire suppression training. The CTAG
will also be involved in its evolution.

About the IAFC Technology Council

The IAFC Technology Council was established in 2008 as a council to provide a component
within the IAFC to concentrate on emerging and existing technology and issues relating to the
use of technology in the fire and emergency services fields to assist firefighters and chief officers
and emergency managers in their endeavor to be a cutting edge organization. The IAFC has
always considered technology an important area of concern for the emergency services. The
establishment of this council is a reflection of the importance that the IAFC attaches to emerging
technology to protect our most valuable resource — our personnel and to assist in delivery of
services to our citizens.

Disclaimer
The IAFC Technology Council does not endorse nor recommend any commercial products or
services. The views and opinions of this paper are for informational purposes only.
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1 INTRODUCTION

AlphaACT® HAZMAT is a web-based, crisis decision training solution designed to help first
responders learn how to deal with hazardous material (HAZMAT) events. An application
integrated into a web portal, it uses training scenarios to help you improve your decision-making
skills, even when event information is sketchy or incomplete.

With AlphaACT HAZMAT, you learn by doing. The system presents you with the often murky,
changeable facts of an event scenario and helps you decide what to do. It helps accelerate and
broaden learning by exposing you to scenarios that you may not have otherwise faced.

With AlphaACT HAZMAT, you can:

Take self-paced training

Test yourself against the clock

Tailor the system to your preferences and track your learning progress

Compare your results with those of others using the Community scoreboard

Join discussions of emergency management issues through the Community forums

¥ iV Y, W Y,

This guide is for emergency management and response professionals who wish to learn how to
use AlphaACT HAZMAT.

2 HOW AlphaACT HAZMAT WORKS

AlphaACT HAZMAT lets you practice crisis decision-making using scenarios that present the
kind of information you’d encounter during an actual incident. It helps you use the observable
characteristics of a hazardous chemical release to identify similar events from a knowledge base
and then use that information to determine the appropriate protective actions to take.

This structured approach to emergency response decision-making is based on a six-step process
shown in the following figure.
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Where you:

1. Characterize Size up the situation

Find similar events in the

2.R i
< knowledge base

Evaluate the events to see if

3. Analyze they fit current conditions

Tailor the selected event to

4. Customize i
current conditions

Mentally rehearse the
decision

5. Dramatize

6. Ulilize Put the decision into play

Figure 1 The AlphaACT HAZMAT decision process

As you’ll see, the AlphaACT HAZMAT interface is designed around this structured approach.

Using realistic though fictional incident scenarios, AlphaACT HAZMAT simulates the flow of
information as you’d experience it during a response to an actual event. Some of the scenarios
include audio and visual cues—things like verbal witness reports and images of the event
scene—to heighten the sense of realism.

After you select a training scenario to play, the system presents an initial dispatch message.
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Incident
Rich Media Punctured Drum of Ammonia in Nampa idaho

Location
3806 South Powerline Road Nampa iD 83686

Time of Occurrence
100 PM

Initial Dispatch
Report of an ammonia spill at 3806 South Powerline Road in Nampa Please respond

| Back | | Start Scenario |

Figure 2 The initial dispatch message

After starting the scenario, you receive further information about the event as you are
hypothetically en route to the scene.
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ARRIVAL ON SCENE: 18
.

» Scene is a fish hatchery beside the interstate
» Owner accidentally punctured several drums of
ammonia

INMAL DISPATCH

[ DISPATCH ] Report of an ammonia spill at 3806
South Powerline Road in Nampa Please respond

Figure 3 Information received en route

When you “arrive at the scene” (and the Characterize page), you get more details in the form of
an incident report, which presents the kind of information you would determine about the event
as you size up conditions and talk with witnesses and victims.

2.1 Characterize

On the Characterize page, AlphaACT HAZMAT presents an incident report describing the event,

displays a map showing the incident location, and starts a timer to track how long it takes you to
complete the scenario.
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@ Weicome sbrendel | Start | Settings | Feedback | Tutorials & Help | Logout

- : w—— Time | Date: 12.45p | 1.47.2013

Total Fime:

Event Location 29340 County Road 36 Kellihe | Set [_Map ] satetite [ Hiorig |

Event Type I'm not sure ) ) 0 I 0 O 1 36

Weather © mnot sure

Terrain Type © 'mnot sure ] ] Hotepad @
Substance Im not sure
Physical State @ I'mnot sure
Container Type @ I'mnot sue
&e

Mumber of Contamners I'm not sure . 'olﬂ » Map Legend

CO")SIQ Wap data £2013 Google -
‘ im
[ I 2km 1

Set Wind Diection €@  Clear Wind Directior

Figure 4 The Characterize page

Wind Direction Select direction

The system prompts you to provide the initial information known about the event (which, for
training purposes, is contained in the incident report). This may include:

The event type

The weather conditions

The terrain type

The substance that was released

The physical state of the substance

The number and type of containers involved
The wind direction

YVYVYVYVYVYY

The incident report (which includes the initial dispatch message and the information you
received en route) may or may not include all the information you need to assess the situation,

forcing you to deal with the same kind of ambiguity you might encounter during real crisis
events.

e ————— .
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Scenario Detail Close

Incident
Rich Media Punctured Drum of Ammonia in Nampa
ldaho

Location
3806 South Powerline Road Nampa ID 83686

Time of Occurrence
100 PM

Initial Size-up
m 1'. .
Information En Route
* Scene is a fish hatchery beside the interstate

s Owner accidentally punctured several drums of
ammonia

Initial Dispatch
Report of an ammonia spill at 3806 South Powerline
Road in Nampa Please respond

Figure 5 The incident report

Some scenarios—called rich media scenarios—include a link that lets you view an image of the
event scene and listen to the comments of witnesses and victims, as shown in the following
figure.

Close

_Scenario Scepe. .| :
[ Sssmmie sspe_|

Wi .-‘ Post
Tip £8 f e W~
Figure 6 A scenario with rich media elements
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Working from the incident report, you enter the information you know about the event on the
Characterize page. You can also use the Notepad to take notes about your choices and decisions.
Once done, you click Recognize.

2.2 Recognize

AlphaACT HAZMAT searches its knowledge base for events with characteristics that are similar
to the conditions you entered, then computes the likelihood of the events matching current
conditions and presents the top five events along the bottom part of the page.

T4Tp | LIZIED

Convergence Meter @ T Timas
T ee—— : 4
- 4 0:.01:18

Is there a transportation placard present
ansportation placard pres: 8 o

Did anyone see the color of the substance

Srie et et
tnc i Unlate

Does the hazardous material have an odor

or choose up to 3 events from the
@D <o e o

Lisan

I Wiebryiane chionce

| Liguael

1 g Sgnd conlara

Figure 7 The Recognize page
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Along the top of the Recognize page, AlphaACT HAZMAT asks questions that probe for
additional information that can be used to narrow the search for similar scenarios and improve
the system’s confidence in the events it presents.

Clicking on the camera icon that appears beside some of the questions will reveal images to help
clarify the options. These images are examples; they are nof related to the scenario being
worked.

While you work the scenario, incident updates—information about changing event conditions
that you need to take into account—may appear, just as they would during a real event. For
scenarios that include audio and visual elements, you can scan the event scene image using a
magnifying viewer and listen to witness or victim accounts of what happened.

Incident Update

Incident Updates
A number of witnesses and victims see your patrol and
begin to converge on it

Five witness/victims report blurred vision. disorientation.
difficulty breathing. coughing, fatigue and chills (even
though the evening is warm) Each symptom is reported
by multiple victims

Witnesses confirm the report of the lunch jug on the
ground at the location of the explosion but don't agree
on the size of the container Multiple people report that
the container seemed to explode up into the air. People
qot splashed with liquid and immediately fell down

Figure 8 An incident update

As you continue to answer questions:

> The convergence meter at the top of the page shows how close you are to identifying a
good enough event with a useful Protective Action Zone and Isolation Zone

Time | Date: £4328.23.2011
Convergence Meter @ [owiTee
0-00-32
Figure 9 The convergence meter

> The confidence meters above each of the events shown on the bottom half of the page
show how sure AlphaACT HAZMAT is that the given event matches your inputs

Rev 4 April 2013 8
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e BT

TR Event 5

o IEER || | | | (e |
(2] l Explosion l ‘ Explosion ‘ I Explosion l ‘ Explosion ‘ ’ Explosion l
Figure 10 The confidence meters

The automated interview—of questions posed by the system and the answers you provide—will
continue until you select one, two, or three of the scenarios that best match the limited
information that is known and click Analyze.

2.3 Analyze

On the Analyze page, you examine the events you selected on the Recognize page to determine
how closely they match the conditions of the scenario you’re working on.
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Incidernt Repan

¥ v Legeng

Figure 11 The Analyze page
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As the preceding figure shows, AlphaACT HAZMAT presents maps of the event scene that
show:

» The Isolation Zone—the area closest to the release where fatalities are likely
» The Protective Action Zone—the area immediately outside the Isolation Zone where
serious and irreversible health effects to people are likely

The system also provides links to data sheets that contain information about a substance’s
characteristics, incompatibilities, potential hazards, the symptoms it produces in victims, and
recommendations regarding personal protective equipment, first aid, and firefighting measures.

Emergency Hazard Information Sheet @AIphaACT '

MAZMAT
Chemical Mame Cyanogen chloride Page t of

1. Product ldentification

Synonyms Chioroformonitnie. Chiorre cyamze, Carbononithdic chiorse, CK

CAS Number 574

Physical State Gas

Color oolorless Product Use production of stemnrs
Odor  PURgant odor, an aorid

022, B Shaking o30f

2. Hazards Wdentification

HFPA Ratings

Haattn 4
Fire [+
Raactivity 2
spacial NA

U.5. DOT Labeling

Tr& placars is 2 3
Tre placard is & 0

3. Victim Symploms

- QroWBIrRss * dizurass * LRCOPSCIOLETESS

» axtramme haazsohes « glevated bisod pressurs » Sigted pupls
* nauses * skin razh « frosthite
* $Kin burrs » disorientation * geath
« difhiculty in breathing »aocoma « blush sl oolor
» vomiting « skan irntation
Figure 12 An emergency hazard information sheet

Once you’ve selected the event to use as the basis of your decision, you click Customize.

2.4 Customize

In Customize, you can adapt the scenario you selected to more closely reflect known conditions
by modifying its characteristics.
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HAFRMAT

Figure 13 The Customize page

The Customize page shows the event you selected alongside a panel where you can modify its
characteristics. Among the differences shown—crucial to your decision—are the maps showing
the Isolation Zone and Protective Action Zone. As you make changes to event characteristics,
the system automatically updates the results on the incident map.

Incident updates may still appear, and the Customize page allows you to adjust for them. Once
you’ve tailored the event to current conditions, you click Dramatize.

2.5 Dramatize

Using the Dramatize page, you can rehearse the actions you intend to take.
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Figure 14 The Dramatize page
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The Dramatize page shows the event summary information.

‘REHEARSE ACTIONS

Explosion

F/2 mi/hr

Rural

Octafluoro-sec-butene

Figure 15 The event summary on the Dramatize page

The incident map shows the Isolation Zone and the Protective Action Zone. If you set the wind
direction, the incident map shows the Hot Zone and the Warm Zone under a separate tab. The
page includes slider controls that let you manually adjust the size of the zones.

Isolation Zone @ Dl
o 8301 f
Protective Action Zone
Figure 16 Slider bars used for zone adjustment

The system also identifies nearby locations of concern that merit special consideration during
evacuation planning. This includes:

> Sensitive or restricted population facilities (such as nursing homes, schools, or jails)

> Critical infrastructure facilities (such as public health centers, banks, or government
facilities)
> Emergency response facilities (such as fire stations, police stations, or hospitals)

You can adjust the settings for which locations of concern are displayed from the Settings page.

The Dramatize page also lists several protective actions to consider in the form of a checklist.
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[JReview Emergency Hazard [CJReview Hot, Warm and Cold Zones
Information Sheet

[JEstablish PPE for responders [identify sensitive locations in Isolation Zone and
Protective Action Zone

[JDetermine first aid approach for ~ []Establish Key Response Locations

victims

[I Develop protective action strategy ] Open and begin working ICS position checklists

for event area

[JEstablish Isolation Zone and [ Develop protective action strategy for Isolation Zone
Protective Action Zone and Protective Action Zone
Figure 17 The protective action checklist on the Dramatize page

On the Dramatize page, you decide where to establish key response locations, including:

The Incident Command Post
Traffic control points
Staging areas

Assembly points
Decontamination sites
Evacuation centers

Vi YUY Yy N b

Reset 1Z and PAZ

mm - Sem A '".‘ 4172 wsana 2 Meav‘:g’;:ake
Figure 18 Buttons for setting key response locations on the Dramatize page

From the Dramatize page, you can specify the recipients of emergency notifications.

( Show Emergency Notifications

Figure 19 Accessing the emergency notifications panel
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The emergency notifications panel lets you identify the organizations you plan to notify of the
event and the message you intend to send.

‘Emergency Notifications *

Recipient
Message
Recipient
Message
Recipient

Message

—_— — ey

Figure 20 The emergency notifications panel

Once you’ve completed the Dramatize page, you click Utilize.

2.6 Utilize

Once the key decisions have been made, the Utilize page of AlphaACT HAZMAT:

Summarizes the event conditions you selected

Lists your selections for response locations

Provides access to checklists you can use to put your plan into action
Compiles your notes from the Notepad

Lists the emergency notifications you intend to make

Summarizes your protective action decisions for sheltering and evacuation

YVVYYVYYVYY
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Figure 21 The Utilize page
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Having completed the training scenario, you can review how well you did by clicking on Session
Feedback. You can rate and provide feedback on the scenario you just completed, information
which will appear in the Community forum for that scenario.

3 GETTING STARTED

3.7 What You Need

AlphaACT HAZMAT operates from computers and laptops that can run:

» Internet Explorer version 8
» Google Chrome

AlphaACT HAZMAT use is based on subscriptions and requires an account.

3.2 Requesting an Account

To request an account, go to www.alphaact.com/registration and follow the instructions there to
sign up. Once your account has been activated, you can log in.

3.3 Logging In and Out
Before logging in, you must have an active account.
To log in:

1. Go to www.alphaact.com.

2. Click Login.

The Login link is on the upper right corner of the page.

Questions? 303.428.5670 lAlphnTRAC.c{n‘I Login

@Alpmbwamg@;r e 2 oo o]

CRISIS DECISION TRAINING N
FOR FIRST RESPONDERS 30-Day Trial

Figure 22 The Login link
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The system presents the Login page.

Questions? 3034285670 | AlphaTRAC.com | Login
Alpha/ ACT

PR pm
Yser Name: Recommended Browsers
User Hame -
Password: ,
“Rememoer Login \

Login iemetExplorerd  Goople Clyome

haTRA ends usin Alph t th €
d 3

Register e g g ‘ ot

Password Reminder

Copyright 2010-2013 by AlphaTRAC, Inc. Terms of Use | Privacy Statement | Subscription Agreement

Figure 23 The Login page

3. Enter your user name and password.

4. Press Enter or click Login.
To log out:

1. Click Logout.

The Logout link is on the upper right corner of the page.

Welcome sbrendel | My Account | Feedb:ck | Logout

Welcome, Scott, to
the AlphaACT
HAZMAT Community

Figure 24 The Logout link
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3.4 Getting Help

AlphaACT HAZMAT comes with a Help page that can be accessed from any other page of the
system. The Help page includes:

» Product documentation
» Video tutorials on system use

You must be logged in to access the Help page.

To get help information:

1. Click Tutorials & Help.

®* On the web portal pages, help is accessed from a tab along the top of the page.

Weicome sbrendel | My Account | Feedback | Logout

i Rl
il
- Welcome, Scoft, to
the Alphadt T
& { Il HAZTMAT Community

Figure 25 Getting help from the web portal pages

* On the training mode pages, help is accessed from one of the links along the upper
right corner of the page.

@ Welcome sbrendel | Start | Settings | F eedbadx | Tutonals & Help | Lo jout
C)Alpha
HAZMAT

e CT—

Ak "__.-‘ ) - ’S'?kﬁm?"\

Figure 26 Getting help from the training mode pages

The system shows the Help page, which gives you access to different types of
information.
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Weicome sbrendel | My Account | Feedback | Logout

AlphaACT HAZMAT Guides

n) iser Guide

I‘N ul eference Guide
VIDE_EHIEE - s P uan e
I:El) Tec cal Ces:

Figure 27 The Help page

4 USING THE TRAINING MODE

This section presents an overview of how to run a scenario in training mode. It also includes
sections that delve into greater detail on some of the associated functions.

4.1 Running a Scenario

AlphaACT HAZMAT is a scenario-based training solution. It presents you with the facts of a
fictional situation involving the release of a hazardous chemical. Then, under the simulated
pressure of a ticking clock, it asks you to decide what protective actions you need to take to
safeguard those who may be in danger.

The training scenarios in AlphaACT HAZMAT read like very brief short stories that describe the
conditions you’ll need to take into account as you determine the best course of action. Some
scenarios include audio and visual elements, such as the spoken words of on-scene responders or
witnesses, as well as images of the event scene you can scan as you size up the situation.
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4.1.1 Logging In and Selecting a Scenario

To run a scenario;

1. Log in to the system.

The system presents the Start page:

Welcome sbrendel | My Account | Feedback | Logout

Welcome, Scott, o
the AlphaACT
HAIMAT Community

i

Ditferent Scenanos Played: 0 of 80

Forums LastPost l Totat Humber of Piays: 0

New To AlphaACT
HAZMAT

Threads Posts

Current Status: Unranked

introguchon and Tramng Modules
117372031 11.51°26 AM

4 4 Best Score:

Figure 28 The Start page

2. Click Start Training Mode.
The system presents a list of training scenarios that shows:

e The scenario title

»  Whether you have played it (and, if so, how many times)
e The highest score you achieved

e The difficulty of the scenario

e Whether it has audio or visual (rich media) cues
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HAZMAT

C)Alpha

Dema | Begreer | Adverded | Expart | R Hada | Show &f

Run & Tralning Sesshon

Fitm

LMp 81122

Showesg T ol 7

hugl-

Played
Score

Dificuby ',-'“;'
a [} Begnnei K

[\ Begrnm
Begrner
Begrnar

Begrres

Begrew:

Beginne

Figure 29 The scenario list

The scenario selection panel includes tabs that let you search for scenarios based on their
degree of difficulty or rich media content. A filter box lets you search for a scenario
based on words in its title and all fields of its description.

3. Click the title of the scenario you wish to play.
The system presents the initial dispatch message for the scenario along with two options:

= You can click Start Scenario to begin training
®=  You can click Back to return to the preceding page and select a different scenario
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Incident
Rich Media Punctured Drum of Ammonia in Nampa Idaho

Location
3806 South Powerline Road Nampa ID 83686

Time of Occurrence
1:00 P

Initial Dispatch
Report of an ammonia spill at 3806 South Powerline Road in Nampa Please respond

| Back | | Start Scenaria |

Figure 30 The initial dispatch message

4. Click Start Scenario.

The system displays a panel containing the information you receive while hypothetically
en route to the scene. A timer shows a countdown to when you will automatically “arrive
at the scene” and gives you the option to arrive quicker.

PP = ——— .
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ARRIVAL ON SCENE: 18

» Scene is a fish hatchery beside the interstate
» Owner accidentally punctured several drums of
ammonia

INMAL DISPATCH

[ DISPATCH J Report of an ammonia spill at 3806
South Powerline Road in Nampa Please respond

Figure 31 Information received en route
4.1.2 The Decision Process

5. Click Arrive.

Characterize The system presents the Characterize page, which shows:

» Fields for the information you can select or enter about the event

* A map of the incident area, on which you can set the wind direction

» The Notepad, which you can use to take notes about your approach to the scenario
= The timer, which starts to measure how long it takes you to work the scenario

= The incident report, which provides information about the event

= A legend for the incident map
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2 Welcome sbrendet | Start | Settings | Feedback | Tutorials & Help | Logout

C)Alpha

HAZMAT

2 " Towl Time.
Event Location 29340 County Road 36 Kelihe [ Set | [Twap_] sateiite [ ryong | "

i e . . a
Event Type m not sure [+] ] -"'mh\{o O OO 36

Weather @ 'mnot sure

Terrain Type © 'mnot sure

Substance I'm not sure

Physical State © I'mnot sure

Container Type © mnot sure
Number of Containers Im not sure S i °:|
Gougle

)8 Map dats @2012 Googie -

|

A
Set Wind Direction @

Wind Direction Select direction

Figure 32 The Characterize page

» Tip: The incident report window can be opened in two ways:
e To open it, click the Incident Report button.

It opens a scrollable window.

Incident Report “

Incident

Rich Media: Punctured
Drum of Ammonia in
Nampa. ldaho

moa

Location
3806 South Powerline
Road, Nampa, ID 83686

Figure 33 Opening the incident report

* To open a pop-up view, click the small icon to the right of the Incident Report
button.

B ———— = —— - = ——— - - — = = - ——— =
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Incident
Rich Media Punctured Drum of Ammonia in Nampa,
Idaho

Location
3806 South Powerline Road, Nampa. ID 83686

Time of Occurrence
100 PM

Initial Size.up
3 View scenario scene
Information En Route
s Scene is a fish hatchery beside the interstate

» Owner accidentally punctured several drums of
ammonia

Initial Dispatch
Report of an ammonia spill at 3806 South Powerline
Road in Nampa Please respond

Figure 34 Opening the incident report in the pop-up view

Once the window opens, you can move it to a new position by clicking and
dragging it by the bar at its top.

6. Enter information you know about the event into the fields.

» Tip: The system is designed to handle ambiguity. If you’re not sure about an answer,
leave it set to the default (which is I'm not sure).

» Tip: When you need to select a substance, the system opens a window that includes a
filter field at the top. As you begin entering the substance name, the system will narrow
the list it presents to match the characters you enter.
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Figure 35 Selecting a substance

7. Once you’ve captured the known information, click Recognize.

Recognize The system presents the Recognize page, which includes:

®= The convergence meter, which shows how close you are to identifying a good enough
event with a useful Isolation Zone and Protective Action Zone

* Questions the system asks to help determine better events to present

* The top five events that best match the information you’ve provided so far
= The incident report

* Incident updates, which appear with changes to incident conditions

=== . — - — = —— — - - - ——"— —_— "=
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Figure 36 The Recognize page

» Tip: Clicking the camera icon beside the answer options shows images that may help
you decide on the answer. Keep in mind that these images are examples; they are not
related to the scenario you’re working on.

» Tip: The Incident Report and Incident Update buttons flash red to indicate that they
have not yet been opened.

8. Answer the questions as best you can by clicking the appropriate radio buttons and
clicking Submit.
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» Reminder: The system is designed to handle ambiguity, so if you’re not sure about an
answer, then leave it set to the default (which is ?).

The system immediately adjusts the events it presents at the bottom of the page based on
the answers you gave. Then it presents other questions, based on what it knows already
about the event and the patterns it has learned.

9. Continue answering questions until you have determined a good enough set of events to
choose from.

The first thing to look at is the convergence meter, which gives you an indication of the
system’s overall confidence in the choices it has presented.

Time | Date: D482 0.23.2041

Convergence Meter @ Yota! Time: 2 :
- 0-00-32
Figure 37 The convergence meter

Once the convergence meter indicates an appropriate level of certainty, look at the
confidence meters above the events shown at the bottom of the page. Like horizontal
thermometers, they show how sure the system is that the events match your inputs. The
closer they inch to the right, the more certain they are.
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‘ Explosion Explosion , ‘ Explosion ’

Explosion Explosion

Figure 38 The confidence meters

10. Select one, two, or three of the events that best match the information that is known by
clicking the appropriate check boxes, then click Analyze.

Analyze The system carries the selected events to the Analyze page, where you can
examine the characteristics of the event(s) you’ve chosen and the resulting Isolation Zone
and Protective Action Zone.

The Analyze page includes:

= The event summaries of the events you selected

—_——— - e e
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» Incident maps for the events selected
= The incident report
= Incident updates

2 Welcome sbrendel | Stant | Settings | Feedback | Tutonals & Help | Logout
Q p HAZMAT
Time | Date: 12.51p | 1.17.2013

i e . =™
—r— | | e | 0:01:52

Crash Crash Crash

Nowpas @ ¢

D/22 mifhe D/22 mihe |

Rura! Rural l Incident Report It

e sl | Kl Q- voio S

Gas | Gas Gas

P Map Legend

2x 12 gas cylinder semi-truck tank rail car

5+ Containers 5+ Containers 5+ Containers

Isolation Zone @ 328 60039 ft 262467 &

Protective Action Zone @ 32 ft 93176 ft 262467 &

Tl
% %

Gongle Gorgle

[y 300 mi {100 o
#l 260 am Al 260 km

B Bem:

Figure 39 The Analyze page

P Tip: Clicking on the substance name will display an emergency hazard information
sheet with information about its characteristics, incompatibilities, potential hazards, the
symptoms it produces in victims, and recommendations regarding personal protective
equipment, first aid, and emergency response measures.
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Emergency Hazard Information Sheet @AlphaAC‘ T
HATIMAT
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1. Product idenfibcation

Synonyms Chioroformontnie Chiorme tysnize, Cartorsrtngic chisnze; CK

CAS Humber 505-77-4

Physical State 335
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NFPA Ratings
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U S. DOT Labeling

The piacart i 2 3
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3. Victim Sympioms
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- rauses - slun rash - frosthite
sl bureg » TSORTIANON - Caath
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* vomitrg * Sk writation
Figure 40 An emergency hazard information sheet

11. Select the event that best matches current conditions and click Customize.

Customize The system carries the selected event to the Customize page, where you
can modify the characteristics of the event to more closely reflect current conditions and
incident updates, then examine the resulting changes to the Isolation Zone and Protective
Action Zone.

The Customize page includes:

= The summary of the event you selected
= A summary you can customize

= Incident maps for both events

= The incident report

* Incident updates
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Figure 41 The Customize page

As you alter the characteristics of the customized event, the system immediately adjusts
the Isolation Zone and Protective Action Zone.

» Reminder: The Incident Update button flashes red to indicate that it has not yet been
opened.
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» Tip: You can adjust the event location on the customized incident map by clicking
and dragging the marker icon that identifies the center point of the release.

_| l JUZT T T
= S P |
"'U@r i L
09 By
[y} Atlantic City
s I
A I'1km |
Set Wind Direction Clear Wind Diredtior

Figure 42 The center point of the release

12. Click Dramatize.

Dramatize The system carries the customized event to the Dramatize page, which
includes:

* The event summary for the customized event

= The incident map showing either the Isolation Zone/Protective Action Zone view or
the Hot Zone/Warm Zone view

* Locations of concern within the affected area

* Buttons for setting key response locations

* A button to open the emergency notifications pancl
= A protective action checklist

® The incident report

* Incident updates
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Figure 43 The Dramatize page
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On the Dramatize page, you can:

®* Manually resize the Isolation Zone and Protective Action Zone (and therefore the Hot
Zone and Warm Zone) using the slider bars

. T
isolation Zone @ ! e
t -}
- 8301t
Protective Action Zone
-
Figure 44 Slider bars used for zone size adjustment

* Identify and examine locations of concern that fall within and near the Isolation Zone
and Protective Action Zone (as well as the Hot Zone and Warm Zone)
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Figure 45 Locations of concern in the Isolation Zone and Protective Action Zone

= Review the protective action checklist to rehearse the plan you intend to put into
effect
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[JReview Emergency Hazard [JReview Hot, Warm and Cold Zones
Information Sheet

[ Establish PPE for responders [identify sensitive locations in Isglation Zone and
Protective Action Zone

[ Determine first aid approach for [ Estabiish Key Response Locations

victims

[J Develop protective action strategy [ Open and begin working ICS position checklists
for event area

[JEstablish Isolation Zone and [JDevelop protective action strategy for Isolaticn Zone
Protective Action Zone and Protective Action Zone

Figure 46 The protective action checklist

= Set key response locations by clicking to select them and then clicking again to place
them on the map (see Section 4.3), including:

e An Incident Command Post
e Traffic control points

e Staging areas

e Assembly points

¢ Decontamination sites

e Evacuation centers

Reset IZ and PAZ

- O @
&b @D o

b SenAve CoRA172 W 64th Ave 53) Meadowlake
ams L m West
Figure 47 Buttons for setting key response locations on the Dramatize page

P Tip: If you place a response location within the Isolation Zone, Protective Action
Zone, Hot Zone or Warm Zone, the system reminds you of the potential danger that may
present to people.

= Specify the recipients of emergency notifications.
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“Emergency Notifications
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Figure 48 The emergency notifications panel

13. Click Utilize.

Utilize The system stops the clock and carries the information to the Utilize page,
which includes:

*  The event summary
» The map showing:
e The Isolation Zone and Protective Action Zone
e The Hot Zone and Warm Zone
* The key response locations you set
e Locations of concern that merit special consideration during evacuation planning
» The addresses of the key response locations
= Reports and position checklists
* Notes you’ve taken using the Notepad
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Figure 49 The Utilize page
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On the Utilize page, you can review, check off, and print the position checklists for those
on the incident management team.

Incident Commander Position Checklist Page 10f4

About the Checklist

This checklist should be considered the minmum requiremests for this pasiten. Some
tasks are one-time actions; others are cagong or repetitive for the duration of the
incident.

1 Ensure vecifare and safety of incident personne

]
[] 2 supenise Command and Genera Staff

Figure 50 Position checklist

This concludes the training scenario.

4.1.3 Finishing Up

14. Click Session Feedback.
The system shows how well you did on the training scenario, including:

®=  Your final score
* The scoring breakdown
= The total time it took to complete the scenario

* A comparison of your analysis and decisions to the actual event the scenario was
based on
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Figure 51 The Session Feedback page

At this point, you can:

= Try another scenario
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= Complete an after action review (AAR) of the scenario you just completed (as
described in Section 5)

" Rate the scenario you just completed (as described in Section 4.5)

4.2 Setting the Wind Direction

AlphaACT HAZMAT lets you set the wind direction on the incident map of the Characterize and
Customize pages.
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Figure 52

The incident map
To set the wind direction on the incident map:

1. Click Set Wind Direction.
2. Move the mouse over the map.
The wind direction arrow appears and follows the mouse as you move it around the map.
3. Point the arrow in the direction the wind is blowing and click.
The wind direction arrow locks to the compass when you click.

To remove the wind direction from the incident map:

1. Click Clear Wind Direction.

== === - —————————— = = —— . ——_ ——]
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The arrow disappears from the map.

To change the wind direction on the incident map:

1. Click Clear Wind Direction.
The arrow disappears from the map.
2. Click Set Wind Direction.
3. Move the mouse over the map.
The wind direction arrow appears and follows the mouse as you move it around the map.
4. Point the arrow in the direction the wind is blowing and click.

The wind direction arrow locks onto the new point of the compass.

4.3 Setting Key Response Locations

AlphaACT HAZMAT lets you set key response locations needed for an event from the
Dramatize page. The following table shows the kinds and number of locations you can set.

Response location Number
Incident Command Post 1
Traffic control points Upto 10
Staging areas Upto3
Assembly points Upto3
Decontamination sites Up to 3
Evacuation centers Upto3

Buttons for the different types of response locations appear just above the incident map on the
Dramatize page.

Rev 4 April 2013 43
www.alphaact.com




AlphaACT HAZMAT User Guide
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Figure 53 Buttons for setting key response locations

To place a response location on the map:
1. Click the button of the response location you wish to place (but do not hold it down).
This selects the location type.

2. Move the mouse to the point on the map where you wish to place the response location
and click again.

For location types with multiple locations (for example, traffic control points), you must
click on the response location button each time before you position it on the map.

» Warning: If you place a response location within the Isolation Zone, Protective
Action Zone, Hot Zone or Warm Zone, the system reminds you of the potential danger
that may present to people.

To move a response location you’ve already set:
1. Click and hold the icon for the response location you wish to move.
2. Drag the icon to its new location and drop it.

» Warning: If you place a response location within the Isolation Zone, Protective
Action Zone, Hot Zone or Warm Zone, the system reminds you of the potential danger
that may present to people.

To remove a response location from the map:

1. Double click the icon.

_—e——
Rev 4 April 2013 44
www.alphaact.com




AlphaACT HAZMAT User Guide

The system returns the location to the “inventory” of locations still available to place.

4.4 Taking Notes during Sessions

AlphaACT HAZMAT lets you take notes while you work on a scenario using the Notepad. You

can take notes on the six pages of the AlphaACT HAZMAT decision process and the Session
Feedback page.

When you start a new scenario, the contents of the Notepad are cleared so you can start over.

To use the Notepad once you’ve begun a scenario:

1. Click Notepad OR the icon to the right of the Notepad.

Timea | Date: 10.53a [ 12.19.2012

0:01:52

P Map Legend
Figure 54 Opening the Notepad

The Notepad opens in a separate window.

Figure 55 The Notepad ready for input
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2. Move the cursor to the box at the bottom of the Notepad window, enter your notes, and
click Post.

The system adds your notes to the other notes you’ve recorded during scenario play,
along with a time and date stamp.

3. Move to the next page of AlphaACT HAZMAT.

The Notepad will close, but it won’t lose the notes that you’ve taken. To reopen it,
simply click Notepad OR the icon to the right of the Notepad again.

4.5 Rating Scenarios

After you complete a scenario, you can rate it using a five-star scale and provide comments on
the Session Feedback page.

Rate this scenario

Comment on this scenario

| Post comment

:l Go 1o the Forum
= _l Recent comments
|

Figure 56 Rating a scenario

To rate the scenario and provide feedback:

1. Mouse over the stars from left to right until you have highlighted as many stars as you
wish to award.

Ratings can be awarded as whole or half stars.

2. Enter your comments in the comment box.
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3. Click Post comment.

The system will post your rating and comments on the Session Feedback page and on the
forum page dedicated to feedback for this particular scenario.

To view the comments made by users on this scenario, click Go to the Forum.

The system will show you the posts from all users who have commented on this scenario.

Q

Hory Emergency Respo, Scenarnos » Unknown Powder on Ranch in Davenport, Okiashoma

-I' jnavarsa Unknown Powder on Ranch in Davenport, Oklahoma

UUoOJuocuuy

Jomed 171172014

Posts4 Unknown Powder on Ranch in Davenpon, Okiahoma

ull ANOAYMOUS

UL JLIILIAA
Joined 1/1/0001
Posts 0
Got a "good enough” chemical

Figure 57 Viewing comments on a scenario

To view comments for another scenario:

1. Click the Community tab.
2. Click Scenarios.
3. Click the thread for the scenario you wish to review.

The system will show you the posts from all users who have commented on this scenario.
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5 CONDUCTING AFTER ACTION REVIEWS

AlphaACT HAZMAT lets you conduct an AAR after you have completed a training scenario.

The AAR summary can be printed or saved for future reference and used as a source of lessons
learned.

Once you’ve completed a scenario, from the Session Feedback page:

1. Click Complete AAR.

The system leads you through a series of pages that ask you to rate yourself on a
particular task and note the things that went well or that caused problems.

——— 11.22a)
¢ ime 3
' = T

Use the following pages to complete an After Action Review (AAR) of the scenano you just completed The AAR will Totat Time:

be saved as part of the session record and can be prnted or saed as a pdf
00:00:54

Were the decisions made by you and your team appropriate?

Yes No :
Did you make decisions in an appropriate amount of time?
vee Mo
“lextPage” O

Figure 58 Completing an AAR

At the end of it, you can print or save a copy of the AAR, or you can return to the Session
Feedback page.

2. To:

Print a copy of the AAR:
a. Click Print AAR
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b. Under Destination, select the printer from the print dialogue box

c. Click Print

Save a copy of the AAR:

a. Click Print AAR

b. Under Destination, click Change and select Save as PDF from the print dialogue box
c. Click Save

d. Select the folder in which you’d like the pdf file saved

e. Provide a filename for the file

f. Click Save

Return to the Session Feedback page: click Session Feedback

6 TRACKING PERFORMANCE

This section describes how the difficulty of scenarios is rated and how your plays of them are
scored.

6.1 Scenario Difficulty

The difficulty of scenarios is based on the amount of information known initially, as well as
incident updates provided during the course of play.

Scenarios where very little information is known up front tend to be more difficult than scenarios
where more information is known.

Incident updates affect scenario difficulty in two ways:

» When they provide information about the event that was previously unknown, it tends to
simplify the scenario

» When they provide information about an event that requires you to adapt to changing
conditions, it tends to increase the difficulty of a scenario

6.2 How Sessions Are Scored

When playing a scenario in AlphaACT HAZMAT, you have to piece together information about
the event based on what you know about it, just as you would in a real event. But no matter what
assumptions you make, there is a set of facts behind every event, and the same is true of the
training scenarios in AlphaACT HAZMAT. Each training scenario is based on a specific set of
conditions that affect the resulting consequences.
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When you play a training scenario, your goal is to determine what the actual event conditions
are. AlphaACT HAZMAT helps you through the process of deduction, but in the end, you may
get some event conditions right and some wrong. When scoring your results, AlphaACT
HAZMAT compares the actual event conditions the scenario is based on to the event conditions
that you decided on as you played the scenario.

The scoring methodology also attempts to realistically balance the conflicting needs of the
timeliness of a decision against its accuracy, reinforcing the principle that a good-enough
decision made quickly is often better than a more accurate decision made too late.

Scoring is based on the following criteria:

» The outcome, based on:

* Case similarity: How accurately the characteristics of the event you selected and
customized match the characteristics of the event the scenario is based on

» Isolation Zone accuracy: How closely the Isolation Zone distance of the event you
selected and customized matches the distance of the event the scenario is based on

= Protective Action Zone accuracy: How closely the Protective Action Zone distance
of the event you selected and customized matches the distance of the event the
scenario is based on

» The process, as measured by:

® Overall time: How long it takes you to work the scenario from the beginning of the
Characterize step to the end of the Dramatize step

»  Characterize/Recognize time: How quickly you move through the Characterize and
Recognize pages

* Analyze/Customize time: How quickly you move through the Analyze and Customize
pages

* Dramatize time: How quickly you complete the Dramatize page

» Customize action: Whether you take appropriate action on the Customize page

* Dramatize action: Whether you take appropriate action on the Dramatize page

Scoring is based on a total of 1,000 possible points per scenario as shown in the following table.
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Criteria For Po.mts Points awarded
available
Outcome | Case similarity: Correctly matching the 300 Match 7 =300
characteristics of the event the scenario is Match 6 =275
based on, including: Match 5 =250
Match 4 =225
* EVEHLIEE Match 3 = 200
e Weather (by matching either class or Match 2 = 125
wind speed) Match 1= 50
¢ Terrain type Match0= 0
¢ Substance released
¢ Physical state of the substance
¢ Container size
e Number of containers
Isolation Zone accuracy: Correctly matching 200 *Described at the
the Isolation Zone distance on Customize end of this table
Protective Action Zone accuracy: Correctly 200
matching the Protective Action Zone distance
on Customize
Subtotal 700
Process Overall time: Completing the scenario (from 100 Completion time:
the begi‘nnin.g of Characterize to the? end of <10 min = 100
Dramatize) in a certain amount of time 11 min= 80
12 min= 60
I3 min= 40
14 min= 20
I5min= 0
Characterize/Recognize time: Completing the 50 Completing the
two steps within 2 to 6 minutes steps within the
Analyze/Customize time: Completing the 50 time range = 50
two steps within 1 to 4 minutes Completing the
Dramatize time: Completing the Dramatize 25 steps in less than
step within 1 to 4 minutes or more than the
time range = 0
Customize action: Taking any action on the 25 Any action = 25
Customize page (Example: Modify any No action = 0
characteristic of the selected event)
Dramatize action: Taking any action on the 50
Dramatize page (Example: Place traffic
control points on the incident map)
Subtotal 300
Total 1,000
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* Based on selected + actual zone distance (%):

>221% = +20 points
201-220% = +50 points
175-200% +80 points
150-174% = +110 points
125-149% = +140 points
91-124% = +170 points
75-90% = +95 points

50-74% = +20 points
25-49% = =25 points
1-24% = -50 points

The scoring reflects that it is better to overestimate than underestimate the sizes of the
Isolation Zone and Protective Action Zone.

If either the selected or actual distance is 0, points are awarded as follows:

» If the selected zone distance was 0 when the actual zone distance was > 0, then an
emergency existed but was overlooked. Score = —100 points.

> If the selected zone distance was > 0 when the actual zone distance was 0, then an
emergency did not exist and the decision to implement protective actions constituted
a false alarm. Score = —50 points if the error was > 300 feet; +100 points if zone
distance was between 300 feet and 1 foot.

> If both the selected and actual zone distances were 0, then the user correctly
matched. Score = +200 points.

Results are rated as follows.

Score .
From To Rating
-200 400 Needs improvement
401 600 OK
601 800 Good
801 1,000 Excellent
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6.3 Viewing Your Scores

AlphaACT HAZMAT posts your scores on your Start page so you can easily track your
progress. It also shows you the top scores of those in the community.

Different Scenarios Played: 3 of 77
Total Number of Plays: 6
Current Status: Unranked

Best Score: 715

Scenario:

Rich Media: Expiosion at Table iMesa Site in
Golden, Colorado

Average Score: 351
Ranking within Unranked Players: Top 4

Last Scenario Played:
Wreck tnvolving Gas Cylinders in Kellihe
HMinnesota

Training Record
Your Recent Community Posts

92012
£/9/2012

L S - 8

S

Figure 59 Viewing your scores

Among other things, your Start page serves as a leader board that shows the top performers and
their scores. You can use this information to see how your own performance compares to that of
others, without other people knowing how well you did (unless, of course, you are one of the top
performers).

6.4 Viewing Your Training Record

AlphaACT HAZMAT tracks your training and summarizes it in a personal training record that
also lets you compare your performance against the performance of others in the community.

The training record does not include scenarios that you started but did not complete (completion
being measured by your arrival on the Session Feedback page).
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To view your training record, click Training Record tab on the Start page.

e el |

Different Scenarios Played: 3of 77
Total Number of Plays: 6
Current Status: Unranked

Best Score: 715

Scenario:

Rich Media: Explosion at Table Mesa Site in
Golden, Colorad

Average Score: 351
Ranking within Unranked Players: Top 4

Last Scenario Played:
Wreck Involving Gas Cyhnders in Kelliher

Minne z

Your Recent Community Posts
s9/2012
5/8/2012

J

Figure 60 Opening your training record
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The system shows a view summarizing your use of AlphaACT HAZMAT, as shown in the
following figure.

Scott Brendel

raining since January §,

Frersin

m Lrprage Bawn SEETATES Py VORI CNMERETT POSES

5/9/2012 [No Subject ]
/9/2012 [ No Subject ]

00 B User
M Community

2]

2

2

2

=
2012 05 201207 2012 08 2012 10 201212
Date
Statistics

Different Scenarios Played Jof 77
Total Number of Plays 6
Current Status Unranked
Best Score 715

. Rich Media: Explosion at Table Mesa Site in Golden,
Most lmproved Scenario

Colorado
Average Score this Month 226
Comimunity Average this 485

Month

Figure 61 The training record page

7 COMMUNITY FORUMS

The Community lets AlphaACT HAZMAT users discuss topics of interest and share
information. It is an email-like approach to information sharing that you’ll find very familiar.
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Forums are established around major topics of interest; threads are created within a forum to
address sub-topics. Contributions are made to a thread as a post. The capability also allows you
to send private emails to individuals within the community (much like Facebook).

Forums are moderated by members of the community to ensure that the discussions remain
focused, civil, and free of spam and inappropriate submissions.

After logging in, your Start page will show the topics under discussion.
The Community tab at the top of the page allows you to enter and navigate the forums and

contribute to the discussions by either replying to a post or creating a new thread to begin a
discussion of a new sub-topic.

\ e Welcome sbrendel | My Accoum_; Feedback | Logout
C)Alpha
HAZMAT

Com MunNity | Forums

New To AlphaACT HAZMAT
Lesrn sl about the 2ichadCT Hazmat todule

Scenanos
A pisce to suggest, or comment on scenarios

60 67 P o o

Figure 62 The Community

7.1 Basic Options

From any point within the Community, you can:

» Adjust settings for how you interact with the forums
» View only the posts and threads you have created

» Search the forums

» Return to the Community home page
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These options are available using the links at the top of the Community pages.

7.2 Navigating the Forums

To navigate the forums:

1. After logging in, click the Community tab at the top of the page.

- Weicome sbrendel | My Account | Feedback | Logout
C)Alpha
HAZMAT

Figure 63 The Community tab

The system lists the forums (the major topics) within your community, along with
information regarding their activity.

» Home view latest [, E T hours : n hre
Mew To AlphaACT HAZMAT ntroguction 2
172 <
Learn all about the AiphaACT Hazmat Module " 4 122001 E17; ‘,P
by stitus
Scenarios Drum Retreva
l J, 2013 ; s L]
A place to suggast, or comment on scenarics. 69 67 T201 3 ZA2E
by alphaact
Current Hews and Events remical Fire
Talk abcut current events or events that happened in 6 6 1122011 1:06 PI4
the past. by stitus
SME Talk Urban Shield 2
A place to talk about events and experiences you 3 3 117272011 1250 P
have been 8 part of. by stitus

Figure 64 The Community forums
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At this point, you can:

* Enter a forum or thread

" View the most recent posts made to the forums

® View unread threads

* Review the profile of people who made recent posts

To enter a forum:

1. Click the name of a forum.

The system lists the threads (the sub-topics) within the forum and shows information
regarding their activity.

» Home View latest [0 | \ hours ,
New To AlphaACT HAZIMAT L NS
4 4 11/3/2011 1251 P
Learn all sbout the AiphaACT Hazmat Module "
Scenarios Drum Retrieva
- 69 67 11172013 212 P
A place to suggest, cr comment on scenarics. -
by alphaact
Current Hews and Events Chemical Fire
Talk about current eventg or events that happened in 6 6 11/2/2011 1:06 P
the past by stt
SME Talk ban Shield 2
A place to talk about events and experiences you 3 3 11/3/2011 12:59 PI
have been a part of. by stitus

Figure 65 Threads in a forum

To enter a thread:

1. Click the name of a thread.

The system lists the posts in the thread.
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Home > Emergency Resp Current Hews and Event: Sh HoR e s
by stitus 0 1 [S
Chemical Spills at Universities 0 1 ~2
by mobrier by mob
Chemical Spill Causes Water wB ;
Contamination in China 0 0 . ‘
by mcbne v )
Chemical Flash Fire at Local Brew Pub B P
e 0 0

¥ e by
DOE 12th Annual Small Business -0
Conference 0 9

by 1
by erlse
Graniteville. South Carolina 0 10 he ] &
by Superise by SuperUse

 First [ Previous [ Mext il Last

Home ¢ Emergericy Resg Current Hews and Events

Figure 66 Posts in a thread

Postings and replies are handled as emails and sent to the forum moderator before being
posted to the thread.

7.3 Replying fo a Post

When replying to a post, you can include the text of the post you’re replying to or you can reply
without it.

To reply to a post and include the original post:

1. From the post you wish to reply to, click Quote.
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ot mobrien Chemical Spills at Universities

0000GCasoo0

Jeined: &22/2C11
hesisiy hitp:#www.myToxiu 550 ck com/newsfoca

This is one of many current news stories asout spilled chemicals at
universities. What can te done to decrease the amount of these occurrences?
pa —

Figure 67 Replying to a post using Quote

The system presents an email template showing the original post in the top part of the
email’s body.

Forubl  Emergency Response Community - Current News and Eve
SubjeE® Re Chemical Spills at Universities

Editor: Basic Text Box ® Rich Text Editor

(B REd 0% %90 [I 5008 20|

T

= HIES

| Paragraph St.. + FontName + Real .v;l B 7 U ae

e ;
4

| A zidnz Apply €55 Ch. ~ iif '.J_&, ;?'_Fj_ﬂ ‘T;?_

kit myfaxlubboor com revs loca

Thisis cne of many Cument NE~S 5odies SOCUL IRINES CPRmMICHls 31 UMIVESlIeE WEBL CAT R GOPE 12 CETRSNE the AMOUNt f thase Cooumences?

" Design | €3 HTML Words: 27 Characters: 135

Hotificat it

Figure 68 The email template for replies

2. Place the cursor within the body of the email—either above or below the original
text—and add your remarks.

3. Click Submit.
To reply to a post without including the original post:

1. On the post you wish to reply to, click Reply.

=== ———————— —— —  — —— ———— —— _ — — —— _— ———— ]
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-ll mobrien Chemicat Spills at Universities

0000600000 -

Joined: 82372011
Posts: 0

hitp Ziwww. myfoxiussock commews/oca

This is one of many current news stories anout spilled chemicals at
universities. WWhat can e done to cecrease the amount of these occurrences?

Figure 69 Replying to a post using Reply

The system presents an email template.
2. Place the cursor within the body of the email and add your remarks.

3. Click Submit.

7.4 Creating a New Discussion Thread

To create a new thread:

1. From a thread page, click New Thread.

Home > Emergency Respo... » Scenanos Show Ho Replies

Drum Retrieval Area Incident in Orange +B r
City. lowa 0 0 5 : -
ty ¥

Drum Retrieval Area Incident in

4 Dl =R 2 2Pt
Richmond, Virginia 0 0 p
by a t i
Exhaust Vent Release in Bristol B -
Connecticut 0 3
by
by

Figure 70 Creating a new thread
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The system presents a forum post email which you’ll complete to set up the new thread.
2. Enter the name of the thread in the Subject line.
Make it as brief and descriptive as a heading in a document (for example, no more than

three to five words). You’ll be able to explain the purpose of the thread in the next step.

WForum:

wSubject: l ’ JI
w Editor: Basic TextBox  (® Rich Text Editor
e 073 08 H e Dy S "?-“"!‘;sl 40 0 A.9.9
x' X fl TRES ] b ﬁ‘h] Paragraph St.. = FontName = Real..v i
= = A g i
B/ I EEEEEFiF =i '$i A mav Apply €SS Cl. ~ _;,4'-}
O e [AEUR B G Op) e n
# Design €9 HTML Words: 0 Characters: 0
Wnotification: [}
WThreadStalus:  (1ione Specified o~

Cancei Precies

Figure 71 Naming the thread using the Subject line

3. Enter an explanation of the purpose of the thread in the body of the forum post email.
Keep it brief and to the point (for example, no more than one sentence).

4. Select the Thread Status using the dropdown at the bottom of the forum post email if
appropriate.

5. Click Submit.

The system sends the email to the forum moderator, who will review it and add it to the
forum if appropriate.
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7.5 Viewing the Posts and Threads You Created

To view only the posts you made:
1. Click My Posts.
The system shows your posts and identifies the forums they appeared in.
To view only the threads you created:

1. Click My Threads.

The system shows the threads you created along with information about the activity in
them.

7.6 Searching the Forum

To search the forum:
1. Click Search.
The system shows the Search Forum page.

2. Enter the search parameters, then click Search.

The system displays a page summarizing the posts that meet the search criteria you have
specified.

7.7 Adjusting Settings
To adjust the settings for the Community pages:
1. Click My Settings.
The system shows the User Settings page.
2. Click Forum Settings, then Edit Settings.
The system shows the settings you can adjust.
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3. To put the changes into effect, click Update.

8 MANAGING ACCOUNT AND SYSTEM
SETTINGS

AlphaACT HAZMAT lets you manage your learning experience through two different pages:
> Through the My Account page, you can review information about your current
subscription, change your password, and manage certain aspects of your user credentials.
> Through the Settings page, you can adjust how the AlphaACT HAZMAT application

works to better meet your preferences.

Since some aspects of these administrative functions are still under development, this section
only discusses those that are ready for use.

8.1 Reviewing Your Current Subscription

The My Account page provides information about your current subscription, including the date
when it expires.

8.2 Changing Your Password
AlphaACT HAZMAT lets you change your password as often as you need.

To change your password:

1. Log imnto the system and click My Account.
2. Click Manage Password.

The system prompts you to provide your current password and the new password, then
asks you to confirm the new password.

3. Enter the requested information and click Change Password.

The system acknowledges the password change.

_—————e——aaas-——a—e-es s ——-——-——
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8.3 Changing Measurement Units

AlphaACT HAZMAT lets you show distances in either metric or English units, depending on
your preference. By default, it shows distances in English units.

These settings are changed from within the training mode.

To show metric units of measure:

1. Click Start Training Mode.

v Start Tr

Figure 72 Starting a training mode

2. Click Settings.

Q @ Welcome sbrendel | Stut | Settings | Fedback | Tutorials & Hetp | Logout

1.CHARACTERIZE  2.RE

Figure 73 The Settings link

This presents the System Settings page.

Preferences Locations of Concern
[Juse Metric System of Measure Select the locations to place on the incident map
Show System Help

Show Exit Confirmation

Figure 74 The System Settings page
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3. Check the Use Metric System of Measure box.
To show English units of measure:

1. Click Start Training Mode.
2. Click Settings.
3. Uncheck the Use Metric Units box.

8.4 Displaying or Hiding Locations of Concern

The incident maps in AlphaACT HAZMAT can show you the location of many different kinds
of facilities of concern for impacts and protective actions, including:

» Sensitive and restricted population facilities (like schools, hospitals, and jails)
> Emergency response locations (like fire and police stations)
> Critical infrastructure facilities (like public health centers, banks, and governmental
facilities)
These facilities often require special consideration when it comes to evacuation planning. They
are shown on the incident maps on the Dramatize and Utilize pages, so you are aware of their
location relative to the area affected by an event.

AlphaACT HAZMAT lets you decide which types of facilities will appear on the incident map.

To set the facilities you want to appear on the maps:

1. Click Start Training Mode.

g Start Tr

Figure 75 Starting a training mode

2. Click Settings.
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@ Welcome sbrendel | Stfit | Setings | Fj odback | Tutonals & Help | Logout
Q p HAZMAT

Figure 76 The Settings link

This presents the System Settings page.

Preferences Locations of Concern

[Juse Metric System of Measure Select the locations to place on the incident map

[ Show System Help n— E—

[¥] Show Exit Confirmation “SensifivelRestricted Population Facilities

"Emergenicy Response Locations

“CriticalInfrastructure Faclfities

Figure 77 The System Settings page

3. Under Locations of Concern, click on the category to open the list of locations.

SYSTEMSETTINGS
Preferences Locations of Concemn
[Juse Metric System of Measure Select the locations to place on the incident map.
Show System Help

Show Exit Confirmation el Poptaion Facmitios

[JFire station

[J Ambulance center

[ pispatch center
[JEvacuation center
CJHAZMAT team station

[Relocation center

[Jpolice station

Figure 78 Opening a locations of concern category
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4. Select the facilities you want displayed on the incident map by checking or unchecking
the appropriate boxes.

These facilities will only show up on the incident maps that appear on the Dramatize and
Utilize pages.

9 REPORTING PROBLEMS

If you discover a system problem or would like to ask a question or suggest a new feature, click
Feedback and use the feedback page to notify us (you must be logged in to do S0).

@ Welcome sbrendel | Start | Sett gs | Feedback | Tu bnals & Help [ Logout
Q p HAZMAT

Figure 79 The Feedback link

If you have questions or comments about AlphaACT HAZMAT, don't hesitate to contact our
team.

Customer support is available Monday through Friday from 9:00 a.m. to 5:00 p.m. Mountain
Time by:

» Calling (303) 428-5670
> Emailing support@alphatrac.com

e e e e
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CHARACTERIZE

Purpose Enter known scenario conditions
Tasks e Use dropdowns to enter known
information

e Use the mouse to set wind direction

e Select a substance from the substance
list by clicking “I’m not sure”

e Click Recognize

Purpose Narrow the search for similar cases
Tasks ¢ Answer the questions posed by the
system

¢ Watch for the arrival of incident updates

o Check the convergence meter to see
how close you are to a good enough
case

e Select up to three scenarios that best
match scenario conditions

e Click Analyze
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AlphaACT HAZMAT Quick Reference Page 2 of 4

Oaipha Purpose Evaluate the cases to see if they fit scenario
i conditions
Tasks e Compare the cases against scenario
conditions

e Examine the Isolation Zone and
Protective Action Zone sizes

e Review the substance data sheets for
potential impacts

e Select a case to tailor
¢ Click Customize

Purpose Tailor the case to scenario conditions

Tasks e Watch for the arrival of incident updates

e Modify the event characteristics to
match scenario conditions

* Review the effects on the Isolation Zone
and Protective Action Zone sizes

¢ Click Dramatize

Copyright © 2011-2013 AlphaTRAC, Inc./ April 2013 Q’;A= IphalRAC
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DRAMATIZE

Rt s Purpose Mentally rehearse the decision and actions

Tasks e Review the scenario summary
e Review the protective action checklist

¢ Review the locations of concern within

— the zones for evacuation planning

¢ Place key response locations on the
incident map

e Specify what emergency notifications to
make

e (lick Utilize

Copyright © 2011-2013 AlphaTRAC, Inc./ April 2013 (;CA= ',E!‘.‘EI'.SA. AC
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AlphaACT HAZMAT Quick Reference Page 4 of 4

Purpose Put your decision into play

Tasks ¢ Review the details of your decision
¢ Review position checklists as needed

¢ Review meteorological and plume
release conditions

e LEvaluate the practicality of evacuation

e Click Session Feedback to see how well
you scored
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Prepared by

AlphaTRAC, Inc.

10385 Westmoor Drive, Suite 310
Westminster, Colorado 80021-2597
303-428-5670

www.alphatrac.com
www.alphaact.com

AlphaTRAC provides integrated solutions that save lives, protect property, and ensure mission
success. We specialize in crisis decision-making solutions for hazardous materials incidents.

Notice

Every effort was made to ensure that the information in this document was accurate at the time
of release. However, information is subject to change.

AlphaACT technology is a patent-pending solution of AlphaTRAC, Inc.
AlphaACT and AlphaTRAC are registered trademarks of AlphaTRAC, Inc.

Copyright © 2011-2012 AlphaTRAC, Inc.
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1 INTRODUCTION

Among the most difficult of decisions to make are those made in crisis: an unstable situation of
extreme danger or difficulty. Crisis decisions share a common set of characteristics:

Time urgency

Poor or incomplete information

Complex event or decision characteristics
Rapidly changing conditions

A chaotic environment

High physical and emotional stress

Competing demands for decision maker attention
Frequent interruptions during decision-making
Severe consequences for decision failure

Vv Vivy 'Y VY ¥

AlphaACT® HAZMAT is a web-based training solution for first responders who deal with
hazardous material releases. Using training scenarios, AlphaACT HAZMAT helps users
improve their decision-making skills, even when event information is sketchy or incomplete.

Based on the recognition-primed decision model, the system uses the observable characteristics
of a release to identify similar events from a knowledge base and then use that information to
help you determine the appropriate protective actions to take.

This document presents an in-depth description of AlphaACT HAZMAT and the methodologies
and technical principles on which it was built. It includes the following sections:

Section 2: AlphaACT HAZMAT: Scope of Use
Section 3: The Recognition-primed Decision Model
Section 4: How AlphaACT HAZMAT Works
Section 5: System Design

Section 6: Technical Design Basis

Section 7: Technical Specifications

Section 8: Information Security

Section 9: Standards Compliance

Section 10: Quality Assurance

Section 11: Abbreviations and Acronyms
Section 12: References

YVVYVYVYYVYVYVYVYYVYY
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2 AlphaACT HAZMAT: SCOPE OF USE

AlphaACT HAZMAT’s scope of use is defined by the boundaries of the decision-making
processes it was intended to address as characterized by:

» The people who make the decisions
» The decisions they make
» The environment in which the decisions are made

AlphaACT HAZMAT was designed for decision makers including:

Emergency responders required to make decisions on the fly during an emergency
Incident Commanders
Emergency Operations Center (EOC) managers

Members of National Incident Management System (NIMS) Incident Command
Structure (ICS) teams with delegated decision authority

YVYVYY

AlphaACT HAZMAT is used to train people on decision-making regarding:

> Areas where protective actions may be necessary
> Protective actions for:
= Workers
= Members of the public
= Emergency responders
®  Special groups and locations
» Personal protective equipment for emergency responders
» Locations for emergency response assets and activities

AlphaACT HAZMAT is a training tool for a decision-making environment that:

> Occurs in the early phase of an emergency (the first minutes to the first few hours)
» Encompasses the event scene, the Incident Command Post, and the EOC

> Is characterized by high stress, time urgency, limited or suspect information, high stakes
personal danger, multiple demands on the decision maker, and limited focus time

>

This scope of use was used as the basis for AlphaACT HAZMAT’s design.
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3 THE RECOGNITION-PRIMED DECISION
MODEL

Decision research in the past decade has identified the naturalistic decision model as the one
most often used successfully by crisis decision makers. The naturalistic model focuses on the
recognition of changes in a situation to initiate decision-making, as opposed to the analytical
approach of the rational choice model.

Derived from extensive field studies of military and emergency response decision makers, a
formalized adaptation of the naturalistic model called the recognition-primed decision (RPD)
model integrates two processes:

» How decision makers recognize and size up a situation

» How they evaluate the course of action by imagining it and mentally rehearsing process
and outcomes

In recent years, decision researchers identified the RPD model as an approach often used by
successtul crisis decision makers (Klein 1993, 1998). It is considered the most appropriate
framework for describing how proficient decision makers operate, especially under conditions of
time pressure and uncertainty (Lipshitz et al. 2001). It is also the decision-making method
prescribed for use in a wide range of crisis-prone environments.

The essential process of the RPD model is to recognize and apply past experiences as a way to
find a solution to the problem at hand. The basic steps of the RPD model are to:

Size up the situation using available information

Search a knowledge base for the first event that adequately matches current conditions
Compare the past event to the situation at hand

Adapt and modify the past event to reflect the current event

Mentally rehearse the decision to verify it is likely to work

Put the decision into play

SCn SE B T

The RPD model is the approach in actual use 68% of the time by military commanders and 70%
of the time by successful emergency response decision makers (Klein 1998).

The RPD model works because:

» It is fast: The first “good enough” solution is found and implemented, avoiding the need
to characterize or compare all options to find the optimal solution

» It reduces complexity: An existing event is selected and adapted, avoiding the need for a
full analysis; as a result, “paralysis by analysis” is avoided
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> It works with limited data: Partial characterization of an event triggers recognition,
helping to avoid “paralysis by data collection”

» It detects and diagnoses poor data: Information that doesn’t fit the model is quickly
detected, causing a change in the solution or rejection of the anomaly

> It adapts to rapidly changing event conditions: Expectations are developed for “what
next” and, if not matched, the change is quickly captured and the decision modified

> It converts chaos into order: It converts a confusing situation into a recognized analog
>  Most important of all: It aligns with the way effective decision makers think

AlphaACT HAZMAT employs a pattern recognition engine to implement the RPD model.

4 HOW AlphaACT HAZMAT WORKS

AlphaACT HAZMAT is a training solution that lets you practice decision-making in real time.
It presents you with a scenario that includes the often incomplete and contradictory information
you’d encounter during an actual incident. Then it lets you decide how to proceed while the
clock is ticking and tells you afterwards how well you did.

AlphaACT HAZMAT uses a structured approach to emergency response decision-making that is
based on an adaptation of the RPD process, as shown in the following figure.
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Where you:

1. Characterize Size up the situation

Find similar events in the

2.R i
Eoednee knowledge base

Evaluate the events to see if

peandlyze they fit current conditions

Tailor the selected event to
current conditions

4. Customize

Mentally rehearse the

5. Dramatize L.
decision

8. Utilize Put the decision into play

Figure 1 The AlphaACT HAZMAT decision process

The AlphaACT HAZMAT interface is based on this structured approach.

Using realistic though fictional incident scenarios, AlphaACT HAZMAT simulates the flow of
information as you’d experience it during a response to an actual event. Some of the scenarios
include audio and visual cues—things like verbal witness reports and images of the event
scene—to heighten the sense of realism.

4.1 Getting Started

After you select a training scenario to play, the system presents an initial dispatch message.
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Incident
Rich Media Explosion at Table Mesa Site in Golden Colorado

Location
16163 W 45th Drive. Golden. CO 80403

Time of Occurrence
10 00 PM

Initial Dispatch

Report of an explosion in Building X Hazardous matenals suspected to be involved Please
respond

Back | | Start Scenario

Figure 2 The initial dispatch message

After starting the scenario, you receive further information about the event as you are
hypothetically en route to the scene.

ARRIVAL ON SCENE: 27

sty ——

» Caller 1s the securty guard stationed at Bullding
X

Caller was patrolling the building when an
explosion on the second floor occurred

Access o the building Is on the south side with
a stairwell directly to the left upon entry

Site weather tower is reporting winds at 2 mph
blowing from the south to the north

[ DISPATCH ] Report of an explosion in Building X
Hazardous materials suspected to be involved
Please respond

Figure 3 Information received en route
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When you “arrive at the scene” (and the Characterize page), you get more details in the form of
an incident report, which presents the kind of information you would determine about the event
as you size up conditions and talk with witnesses and victims.

4.2 Characterize: Sizing up the Situation

Using the Characterize page, you size up the situation much as an Incident Commander would
upon first arriving at the scene of an actual event.

¥ Welcome Scott Brendel | Start | My Account | Settings | Feedback | Help | Logout

[ eerir== e —

Evern Location TH BASAAE -TT 034278

Veathed ﬁ fm nod Sure

Teran Type @ m oot se et 63

Substance Ly ngk pure
-':'I'_.'ull.:l Siale ﬂ i i B

ip B o vt M Mgt
5 T 5 " ¥
Comamaer Typs m not surs ¥ ol

Humbsr of Comamars T NGl BUTE i plfreas F Map Lagend

wd [

Wind [hrection Salact dirpchion

Golgle o ouee otttz googe

Figure 4 The Characterize page

The system prompts you to enter the initial information known about the event (which, for
training purposes, is contained in the incident report). This may include:

» The event type

» The weather conditions

» The terrain type

» The substance that was released
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» The physical state of the substance
> The number and type of containers involved
» The wind direction

The incident report may or may not include all the information you need to assess the situation,

forcing you to deal with the same kind of ambiguity you might encounter during real crisis
events.

Working from the incident report, you enter the information you know about the event on the
Characterize page then move on to the next step by clicking Recognize.

4.3 Recognize: Finding Similar Events

AlphaACT HAZMAT searches its knowledge base for events with characteristics that are similar
to the event conditions you entered. Then it computes the likelihood of the events matching
current scenario conditions and presents the top five events. These are shown on the Recognize

page.

e
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Figure 5 The Recognize page

AlphaACT HAZMAT next walks you through questions that probe for additional information
that can be used to narrow the search for similar events.

While you are working the scenario, incident updates—information about changing event
conditions that you need to take into account—may appear at any time, just as they would during
a real event.
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As you continue to answer questions:

> The convergence meter at the top of the page shows how close you are to identifying a
good enough event with a useful Isolation Zone and Protective Action Zone

> The confidence meters above each of the events shown on the bottom half of the page

show how sure AlphaACT HAZMAT is that the given event matches your inputs for the
situation

The automated interview—of questions posed by the system and the answers you provide—ends

when you select up to three of the scenarios that best match the limited information that is known
and click Analyze.

4.4 Analyze: Evaluating the Events

On the Analyze page, you examine the events you selected on the Recognize page to determine
how closely they match the conditions described in the scenario you’re working on.
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Figure 6 The Analyze page

AlphaACT HAZMAT presents maps of the impacted area centered on the event scene that show:

» The Isolation Zone—the area closest to the release where fatalities are likely

» The Protective Action Zone—the area immediately outside the Isolation Zone where
serious and irreversible health effects to people are likely

Through emergency hazard information sheets, the system provides information about the
substance’s characteristics, incompatibilities, the potential hazards it presents, the symptoms it
produces in victims, and recommendations regarding personal protective equipment, first aid,
and firefighting measures.

Rev 2 July 2012 11
www.alphaact.com




AlphaACT HAZMAT Technical Description

Once you’ve decided which event to use as the basis of your decision, you select it and click
Customize.

4.5 Customize: Tailoring the Selected Event

On the Customize page, you adapt the scenario you selected to more closely reflect known
conditions by modifying the characteristics of the selected event.

? Weikome Scott Brendel | Start | My Account | Setings | Feedback | Help | Logout
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Figure 7 The Customize page
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The Customize page shows the selected (base) event to the left with the results of your
customization on the right. Among the differences shown—crucial to your decision—are the
maps showing the resulting sizes of the Isolation Zone and the Protective Action Zone.

As you make changes to event characteristics, the system automatically updates the results on the
incident map. Once you’ve tailored the event to current conditions, you click Dramatize.

4.6 Dramatize: Rehearsing the Decision

Using the Dramatize page, you can mentally rehearse the actions you intend to take.
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Figure 8 The Dramatize page
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AlphaACT HAZMAT shows you the event summary information. It also lists several protective
actions to consider.

The incident map shows the Isolation Zone and the Protective Action Zone. If you set the wind
direction, the incident map differentiates the Protective Action Zone into a downwind portion
and an upwind portion. A separate tab presents a map with an overlay of the Hot Zone and the
Warm Zone (used for establishing decontamination plans and sites).

The system also identifies nearby locations of concern that merit special consideration during
evacuation planning, including:

» Sensitive or restricted population facilities (such as nursing homes, schools, or jails)

» Critical infrastructure facilities (such as public health centers, banks, or government
facilities)

> Emergency response facilities (such as fire stations, police stations, or hospitals)

These locations of concern are listed in an address table and shown symbolically on the incident
map. Detailed information about each location of concern may be obtained by mousing over and
selecting the location on the incident map.

The incident map is initially based on the Isolation Zone and Protective Action Zone distances
determined in the Customize step. In the Dramatize step, the decision maker is allowed to
change the size of the Isolation Zone or the Protective Action Zone based on judgment. For
instance, the Protective Action Zone may be extended to include locations of concern that fall
just outside the zone as originally calculated.

On the Dramatize page, you decide where to set up key NIMS-based response activities that will
be crucial to event response, including:

The Incident Command Post
Traffic control points
Staging areas

Assembly points
Decontamination sites

vVYVYVYYVYY

Evacuation centers

You can also specify the recipients of emergency notifications.

Once done, you click Utilize.
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4.7 Utilize: Putting the Decision into Play
Once the key decisions have been made, the Utilize page of AlphaACT HAZMAT:

Summarizes the event conditions

Lists your decisions about response locations

Provides access to NIMS-compliant checklists you can use to put your plan into action
Lists the emergency notifications you intend to make

Summarizes your protective action decisions for sheltering and evacuation

YVVYVVYY

The Utilize page is shown in the following figure.

S o= . ————— T e
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Figure 9 The Utilize page

This marks the completion of the training scenario. Afterwards, the new event and cues that
prompted recognition, as well as the actual decision, are automatically entered into the
knowledge base. This allows the knowledge base to grow and the system to adjust its search
algorithm to improve subsequent event recognition and decisions.
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4.8 Session Feedback

When playing a scenario in AlphaACT HAZMAT, you have to piece together information about
the event based on what you know about it, just as you would in a real event. But no matter what
assumptions you make, there is a set of facts behind every event, and the same is true of the
training scenarios in AlphaACT HAZMAT. Each training scenario is based on a specific set of
conditions that affect the resulting consequences.

When you play a training scenario, your goal is to determine what the actual event conditions
are. AlphaACT HAZMAT helps you through the process of deduction, but in the end, you may
get some event conditions right and some wrong. When scoring your results, AlphaACT
HAZMAT compares the actual event conditions the scenario is based on to the event conditions
that you decided on as you played the scenario.

The scoring methodology also attempts to realistically balance the conflicting needs of the
timeliness of a decision against its accuracy, reinforcing the principle that a good-enough
decision made quickly is often better than a more accurate decision made too late.

Scoring is based on the following criteria:

» The outcome, based on:

* Case similarity: How accurately the characteristics of the event you selected and
customized match the characteristics of the event the scenario is based on

» Isolation Zone accuracy: How closely the Isolation Zone distance of the event you
selected and customized matches the distance of the event the scenario is based on

* Protective Action Zone accuracy: How closely the Protective Action Zone distance
of the event you selected and customized matches the distance of the event the
scenario is based on

» The process, as measured by:

" Overall time: How long it takes you to work the scenario from the beginning of the
Characterize step to the end of the Dramatize step

» Characterize/Recognize time: How quickly you move through the Characterize and
Recognize pages

* Analyze/Customize time: How quickly you move through the Analyze and Customize
pages

* Dramatize time: How quickly you complete the Dramatize page

* Customize action: Whether you take appropriate action on the Customize page

* Dramatize action: Whether you take appropriate action on the Dramatize page

Scoring is based on a total of 1,000 possible points per scenario as shown in the following table.
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Criteria For Po-mts Points awarded
available
Outcome | Case similarity: Correctly matching the 300 Match 7 = 300
characteristics of the event the scenario is Match 6 =275
based on, including: Match 5 =250
Match 4 = 225
¢ EVEnLppe Match 3 = 200
e Weather (by matching either class or Match 2 = 125
wind speed) Match 1= 50
e Terrain type Match0= 0
¢ Substance released
¢ Physical state of the substance
¢ Container size
e Number of containers
Isolation Zone accuracy: Correctly matching 200 *Described at the
the Isolation Zone distance on Customize end of this table
Protective Action Zone accuracy: Correctly 200
matching the Protective Action Zone distance
on Customize
Subtotal 700
Process Overall time: Completing the scenario (from 100 Completion time:
the begi.nnin.g of Cha'racterize to thc? end of < 10 min = 100
Dramatize) in a certain amount of time 11min= 80
12 min= 60
13min= 40
14 min= 20
ISmin= 0
Characterize/Recognize time: Completing the 50 Completing the
two steps within 2 to 6 minutes steps within the
Analyze/Customize time: Completing the 50 time range = 50
two steps within 1 to 4 minutes Completing the
Dramatize time: Completing the Dramatize 25 steps in less than
step within 1 to 4 minutes or more than the
time range = 0
Customize action: Taking any action on the 25 Any action = 25
Customize page (Example: Modify any No action = 0
characteristic of the selected event)
Dramatize action: Taking any action on the 50
Dramatize page (Example: Place traffic
control points on the incident map)
Subtotal 300
Total 1,000
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* Based on selected + actual zone distance (%):

>221% = +20 points
201-220% = +50 points
175-200% +80 points
150-174% = +110 points
125-149% = +140 points
91-124% = +170 points
75-90% = +95 points

50-74% = +20 points
25-49% = —25 points
1-24% = —50 points

The scoring reflects that it is better to overestimate than underestimate the sizes of the
Isolation Zone and Protective Action Zone.

If either the selected or actual distance is 0, points are awarded as follows:

> If the selected zone distance was 0 when the actual zone distance was > 0, then an
emergency existed but was overlooked. Score = —100 points.

» If the selected zone distance was > 0 when the actual zone distance was 0, then an
emergency did not exist and the decision to implement protective actions constituted
a false alarm. Score = —50 points if the error was > 300 feet; +100 points if zone
distance was between 300 feet and 1 foot.

> If both the selected and actual zone distances were 0, then the user correctly
matched. Score = +200 points.

Results are rated as follows.

Score ;
From To s
-200 400 Needs improvement
401 600 OK
601 800 Good
801 1,000 Excellent
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4.9 After Action Reviews

AlphaACT HAZMAT lets you conduct an after action review (AAR) after you complete a
training scenario. The system leads you through a series of pages that ask you to rate yourself on
a particular task and note the things that went well or that caused problems.

The AAR can be saved for future reference and used as a source of lessons learned.

5 SYSTEM DESIGN

At a conceptual level, AlphaACT HAZMAT is comprised of a number of components:

The knowledge base

The pattern recognition system

The geographical information system (GIS)
The user interface

Information outputs

YVVVYVYY

This section presents an overview of each.

5.1 The Knowledge Base

At the heart of AlphaACT HAZMAT is the knowledge base, a database that serves as the
foundation of the system and allows thousands of virtual decision scenarios to be built through
data relationships.

The knowledge base includes data about:

Event characteristics

Cues

Correlations of event characteristics to cues
Consequence modeling results

Cases

YVYVYVYY

The knowledge base is also the repository for the training scenarios, which are based on the
underlying data and used to help people learn how to come to appropriate decisions in the
absence of clear and complete information.
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5.1.1 Event Characteristics

Event characteristics are the factors that have a bearing on how dangerous the event could be and
are used to model the consequences of a release.

The event characteristics in the AlphaACT HAZMAT knowledge base are categorized as:

Event type

Meteorological conditions

Terrain type

Substance

Physical state of the substance

Type and size of the container holding the substance
Number of containers released

YVVYVYVYVYVYY

Each category contains a varying number of characteristics. The following table shows the event
characteristics for all categories except for substance; substances addressed in AlphaACT
HAZMAT are listed in Appendix A.
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Table I  Event characteristics

Category Characteristic

Event type I’m not sure
Spill
Fire
Explosion
Crash
Liquid aerosolization

Meteorological conditions 1’m not sure
Day or night with strong wind
Day with light wind, clear skies
Night with light wind, some clouds
Night with near-calm weather conditions

Terrain type I’m not sure
Urban
Rural
Physical state I’m not sure
Gas
Liquid
Powder
Type of container Gas cylinders Liquid containers Particulate containers
¢ [’m not sure e [’m not sure ¢ [’m not sure
e 7x33 e | pint ¢ | pound
e 4x13 e 1 quart e 5 pound
s 9x26 e 2 quart
o 4x27 e 1 gallon
e 2x12 e 5 gallon
e 0x51 e 10 gallon
o 8x48 e 55 gallon drum
e 6x19 ¢ 100 gallon tank
e 200 gallon tank
e 300 gallon tank
e Truck tank
e Rail car
Number of containers 1
2-4
5+
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The AlphaACT HAZMAT knowledge base includes information about over 150 chemicals.
Appendix A lists the substances currently known to AlphaACT HAZMAT.

5.1.2 Cues

Cues are observable indicators that identify or imply event characteristics. For example:

» The presence of smoke (a cue) might suggest the event is a fire (a characteristic)
> A garlicky odor (a cue) might suggest the chemical white phosphorus (a characteristic)
> Densely packed high-rise buildings (a cue) suggest an urban setting (a characteristic)

In AlphaACT HAZMAT, cues are expressed as questions asked by the system to help determine
what the underlying event characteristics are when you don’t know or are uncertain.

5.1.3 Correlating Cues to Characteristics
The knowledge base correlates cues to event characteristics.

The relationship between cues and characteristics is designated as one of three possibilities:

> +1 indicates a positive correlation between the cue and characteristic
> -1 indicates a negative correlation between the cue and characteristic
> 0 indicates that there is no correlation between the cue and characteristic

For example:

> Flames would be a definite indication of a fire, so the intersection of Fire and Did anyone
see flames would get a +1

> Flames would clearly indicate that the event was not a liquid aerosolization, so the
intersection of Liquid aerosolization with Did anyone see flames would geta-1

> Since flames (and therefore a fire) do not directly indicate the physical state of the
substance (i.e., gases, liquids, or particulates), there is no correlation between the cue and
the characteristics, so the intersection of Liquid with Did anyone see flames would geta(

5.1.4 Cases

Cases are constructed from the many different combinations of event characteristics, cues, and
the calculated consequences which determine the size of the Isolation Zone and Protective
Action Zone. Initially, AlphaACT HAZMAT will include millions of cases.

e e
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As users introduce new cases through the use of AlphaACT HAZMAT, the new cases will be
integrated with the existing cases, and AlphaACT HAZMAT will learn new patterns based on
the larger base of information.

5.1.5 Scenarios

Each training scenario in AlphaACT HAZMAT is like a short story that describes what
happened in a hypothetical event. Like most stories, a scenario is told from the point of view of
the people involved in it—primarily the first responders who arrive on the scene after some event
has taken place, but also the witnesses and victims who tell the first responders what they saw or
what they think happened.

In AlphaACT HAZMAT, the scenario is presented in the form of an incident report—which tells
the story as it is initially understood—and as incident updates, where you as the first responder
learn of new, changing, or even conflicting information about the event. The incident report and
incident updates provide the kind of information and concrete details needed to fill out the
Characterize page and answer the questions on the Recognize page, information equivalent to
event characteristics and cues.

AlphaACT HAZMAT presents the incident report at the outset of the training session, as if you
had received the information from a dispatcher prior to arrival at the scene. Incident
updates—up to two of them—can appear while you are working on the scenario, specifically on
the Analyze and Customize pages.

Information found in scenarios typically includes event characteristics and cues you need to
determine the right way to deal with the situation. This includes:

Event location

Event type

Weather conditions

Terrain type

Substance

Symptoms experienced by people following exposure
Color and odor of the substance

Physical state

Container type

Department of Transportation (DOT) placard
Number of containers

WV V¥V ¥ VAN Y Y. Y Y

The information is provided in the form of clues — for example, explaining the height of a
container relative to a person, rather than identifying the actual container type. This helps people
grapple with the ambiguity of the information they are likely to encounter during actual events
when information may not be precise or complete.
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5.2 The Pattern Recognition System

AlphaACT HAZMAT employs a pattern recognition engine (an artificial intelligence engine) to
manage and analyze the knowledge base of decision experiences. By comparing patterns in
information known about an event or scenario to experiences stored in the knowledge base, the
pattern recognition engine identifies and presents:

» The events that are the most similar to the scenario
» The “next best question” to ask the user

AlphaACT HAZMAT uses a weighted attribute constellation search algorithm applied to a
simple match score calculation for each event in the knowledge base against the current known
information.

5.3 The Geographical Information System

A key feature of AlphaACT HAZMAT, crucial to its use in emergency response, is the incident
map. Incident maps are used:

» On the Characterize page to show the event location and to set or adjust wind direction

» On the Analyze page to show the Isolation Zone and Protective Action Zone of the events
you’re evaluating

» On the Customize page to let you see the results of the changes you make to event
characteristics (including adjustments to wind direction)

» On the Dramatize page to help you identify the event’s impact on locations of concern
and to set key response locations for the emergency response assets you plan to deploy

» On the Utilize page to serve as a visual record of the event’s impact and your planned
response

In AlphaACT HAZMAT, incident maps and geospatial data are provided through integration
with Google Maps. However, because AlphaACT HAZMAT specifies locations using
geographic coordinates, it can be integrated with most other mapping systems.

The maps use several types of overlays which are calculated and drawn using geographic
coordinates. One of the overlays—which displays the locations of concern on the Dramatize
page—also uses Google keyword lookups (which can be selected and set on AlphaACT
HAZMAT’s Settings page).

5.4 The User Interface

AlphaACT HAZMAT is a web application integrated with and accessed through a web portal.

Rev 2 July 2012 26
www.alphaact.com




AlphaACT HAZMAT Technical Description

The web portal includes a rich set of information and social media features, including:

» A community forum that subscribers can use to share information and experiences

» A community scoreboard that lets you see how well you’re doing compared to the top
performers in your community

» Help and training information, including:
= A product demonstration
= Video tutorials on system use
= A user guide and quick reference
= Answers to frequently asked questions
» An account page that lets you review the status of your subscription

> A feedback page that lets you offer feedback on system use and learn about recent
updates

The web applications is the part of the product that supports the six-step decision process that is
described more fully in Section 4.

5.5 Information Outputs

5.5.1 Emergency Hazard Information Sheets

Identifying the substance released during an event is key to consequence assessment. Once the
substance has been identified, it is imperative that its properties be understood well enough for
emergency responders to deal with it.

To that end, AlphaACT HAZMAT provides links to emergency hazard information sheets.
Distilled from material safety data sheets developed by hazardous chemical manufacturers and
other sources used by the emergency management community, these documents include
information about:

Chemical characteristics

Incompatibilities

Potential hazards

The symptoms a substance produces in victims
Recommended personal protective equipment
First aid and firefighting measures
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These documents can be viewed online and printed out.
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5.5.2 Position Checklists

AlphaACT HAZMAT includes position checklists for personnel in the following key ICS roles,
including:

The Incident Commander

The Dispatcher

The Planning Section Chief

The Operations Section Chief

The Logistics Section Chief

The Safety Officer

The Staging Area Manager

The Strike Team/Task Force Leader
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The position checklists describe additional measures to be taken by key members of the Incident
Command Team. They are based on NIMS checklists and are geared for the incident command
structure recommended by NIMS.

6 THE TECHNICAL DESIGN BASIS

AlphaACT HAZMAT’s technical design basis derives from emergency management principles
that were established by DOE. This section describes:

Protective action criteria
Consequence assessment
Dispersion modeling
Event classification
Protective actions
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This section also discusses how AlphaACT HAZMAT can be used to conduct “what-if”
modeling and help Incident Commanders determine the best placement of emergency response
assets.

6.1 Protective Action Criteria

The fundamental basis for consequence-based decision-making is the comparison of downwind
concentrations to protective action criteria (PACs). PACs are consequence levels that, if
observed or predicted, indicate action is needed to prevent or limit exposure of people to the
hazard.

e >
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As specified in DOE G 151.1-2 (DOE 2007), PACs for assessing hazardous chemical releases
are to be based on the following guidelines in order of preference:

» Acute Exposure Guideline Level-2 (AEGL-2) promulgated by the Environmental
Protection Agency (EPA)

> Emergency Response Planning Guideline-2 (ERPG-2) published by the American
Industrial Hygiene Association

» Temporary Emergency Exposure Limit-2 (TEEL-2) developed by DOE

The primary PACs used by AlphaACT HAZMAT for chemicals are based on these guidelines.
These guidelines specify the maximum airborne concentration below which it is believed that
nearly all individuals could be exposed for up to one hour without experiencing or developing
irreversible or other serious health effects or symptoms that could impair their abilities to take
protective action.

A Threshold of Early Lethality (TEL) is also employed to assist in identifying areas where acute
or life-threatening concentrations may be expected. TELs are based on AEGL-3, ERPG-3, and
TEEL-3 levels, the maximum airborne concentration below which it is believed that nearly all
individuals could be exposed for up to one hour without experiencing or developing life-
threatening health effects.

6.2 Consequence Assessment

Consequences are assessed during a timely initial assessment, conducted within minutes of the
Incident Commander’s arrival at the event scene, and during ongoing assessments, which occur
until the event response has been terminated.

In DOE, PACs are used in consequence assessment by establishing the boundaries of protection
zones and contamination zones.

6.2.1 Protection Zones

Protection zones are used to differentiate areas with different levels of health impacts to exposed
persons, leading to different types of protective actions.

The distances to TEL and PAC are used to establish two zones:

» The Isolation Zone is the area closest to the release where fatalities are likely. The
Isolation Zone is the area in which consequences exceed the TEL.

» The Protective Action Zone is the area immediately outside the Isolation Zone where
serious and irreversible health effects to people are likely. The Protective Action Zone is
the area in which consequences exceed the PAC but not the TEL.
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These areas are important to know when setting emergency response locations and planning
protective actions. In the following figure, the Isolation Zone is the inner circle, while the
Protective Action Zone is the outer doughnut. Wind direction is shown via the arrow; also
highlighted is the area that is downwind of the Isolation Zone.
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Figure 10 Protection zones

6.2.2 Contamination Zones

Contamination zones are used to differentiate areas with different levels of surface
contamination. They are used to support the decontamination process and to limit the spread of
contamination.

There are three levels of contamination zones:

» The Hot Zone is the area where the agent or contamination is in high concentration and
high exposure. It includes the Isolation Zone, as well as the downwind portion of the

_—— e e
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Protective Action Zone. Special protection is required for personnel in this zone.
Contaminated personnel and equipment are typically moved from the Hot Zone to the
Warm Zone for decontamination.

» The Warm Zone is the area where the agent or contamination is in low concentration or
minimal exposure. It includes the portion of the Protective Action Zone not covered by
the Hot Zone, as well as a section outside the downwind portion of the Hot
Zone/Protective Action Zone. A lesser degree of personal protection may be required in
this zone. Decontamination occurs in the Warm Zone.

» The Cold Zone includes all areas outside of the Hot and Warm Zones. Since there has
been no exposure to the agent or contamination, there is no threat to human health or life,
and special protective clothing is not required. Personnel and equipment in the Cold
Zone should be either uncontaminated or already decontaminated.

Contamination zones are also important to know when setting emergency response locations,
especially decontamination sites.
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6.3 Dispersion Modeling

The consequences from atmospheric releases of hazardous materials on receptors are estimated
using atmospheric dispersion modeling. An atmospheric dispersion model calculates the air
concentration, integrated exposure, and ground deposition, as applicable, from a release by
estimating the changes in volume distribution of plume mass as a function of wind speed and
atmospheric stability.

AlphaACT HAZMAT applies dispersion modeling methods recommended by the EPA, the
Federal Emergency Management Agency (FEMA), and the DOT for assessing the hazards
associated with airborne releases of extremely hazardous substances. Specifically, AlphaACT
HAZMAT uses the methods and algorithms specified in the agencies’ Technical Guidance for
Hazards Analysis—Emergency Planning for Extremely Hazardous Substances
(EPA/FEMA/DOT 1987) as amended and extended in EPA’s Risk Management Program
Guidance for Offsite Consequence Analysis (EPA 1999). These methods and algorithms also
form the technical basis for the EPIcode® dispersion model widely used for emergency
management across the DOE complex.

AlphaACT HAZMAT models five event types:

o Spill: A spill is a release involving a breach of primary containment that does not involve
energy or fire, factors that typically affect the atmospheric dispersion of hazardous
material.

e Fire: The heat emission of a fire causes the plume of hazardous material to become
lofted, unlike in a spill. This usually results in lower concentrations of hazardous
material close to the source, but may produce higher concentrations further downwind as
the lofting effect of the fire diminishes and the plume settles to the ground.

e Explosion: In an explosion, the explosive energy contributes to the release of the
hazardous material but not to the dispersion of the material. This usually causes more
hazardous material to become airborne and respirable than spills.

e Crash: In a vehicle crash, the kinetic energy of the crash contributes to the release of the
hazardous material, causing more hazardous material to become airborne and respirable
than spills.

e Liquid aerosolization: Liquid aerosolization involves the conversion of a hazardous
liquid or solution to dispersible droplets and the release of the material into the
atmosphere. This usually causes more hazardous material to become airborne and
respirable than spills.

6.4 Event Classification

The event classification process is used by DOE-Headquarters to characterize the severity of a
site hazardous materials emergency for offsite agencies.
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Event classification is determined by comparing projected consequences (based on PACs) to two
key receptors—the facility boundary and the nearest site boundary—according to the following
criteria:

» The event is classified as an 4lert when the event consequences exceed the PAC at or
beyond 30 meters (m) (100 feet [ft]) but not at or beyond the facility boundary (100 m
[330 ft]).

» The event is classified as a Site Area Emergency (SAE) when the event consequences
exceed the PAC at or beyond the facility boundary (100 m [330 ft]) but not at or beyond
the site boundary.

» The event is classified as a General Emergency (GE) when the event consequences
exceed the PAC at or beyond the site boundary.

The projected consequences are compared to the PAC and TEL to determine the appropriate
consequence-based decisions for each scenario.

6.5 Protective Actions

Immediate evacuation, sheltering, or sheltering followed by evacuation are protective actions of
choice for hazardous material events.

AlphaACT HAZMAT presents recommendations for protective actions based on the specific
conditions of the event, the release, the plume, and your assessment of the stability of event
conditions.

6.6 What-If Assessment

One of the most important activities that can help a decision maker stay ahead of an evolving

crisis is the ability to conduct contingency or “what if” analyses. This might include questions
like:

» What if the building catches fire?

» What if the delivery truck explodes?

» What if there are really two ruptured cylinders instead of one?
» What if the wind changes direction?

Considering such questions allows a decision maker to anticipate changing event conditions and
adapt courses of action to avoid or address potential high risk situations. In this way, a crisis
manager can continuously adapt planning for the event, leading to eventual resolution of the
crisis.

Traditional consequence assessment methods often require 30 minutes or more to analyze a
“what if”” contingency, making the process unwieldy and impractical for rapidly evolving events.
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In the Customize step, AlphaACT HAZMAT lets you quickly assess such scenarios by changing
event characteristics individually or in combination. This includes:

Event type

Weather (wind speed, stability)
Wind direction

Terrain type

Substance and physical state
Container type

Number of containers

VYVYVYVYYVYY

When a parameter is changed, AlphaACT HAZMAT’s atmospheric dispersion model
automatically reanalyzes the event, projects consequences, and presents a revised consequence
map showing the resulting Isolation Zone and Protective Action Zone. The new event and
consequence map are shown beside the original event, allowing the decision maker to compare
the consequences numerically and visually.

The process typically requires only 10 to 15 seconds to complete, making multiple evaluations
practical, even during a fast-moving event.

6.7 Key Response Locations

First responders determine the appropriate locations for emergency response assets needed to
handle an event:

» The Incident Command Post (ICP) is the location from which the Incident Commander
oversees all field operations for an incident.

> Traffic control points (TCPs) are staffed or barricaded (unstaffed) locations along major
roads around the perimeter of the incident used to prevent unauthorized personnel from
entering the Protective Action Zone. They are also used at key points along evacuation
routes.

> Staging areas are temporary locations where personnel, supplies, and equipment are kept
while awaiting tactical assignment. Staging areas may include feeding, fueling, and
sanitation services.

> Assembly points are (typically pre-designated) locations where personnel evacuated from
a high hazard area initially gather prior to further evacuation. Accountability checks
conducted at assembly points help determine if anyone remains in the high hazard area
and may lead to search and rescue operations.

> Decontamination sites are locations where personnel who may have been exposed to
hazardous materials during an incident are taken to be checked and/or decontaminated.

> Evacuation centers are locations where personnel are taken after evacuation from the
Protective Action Zone.
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AlphaACT HAZMAT lets you set these key response locations on the incident map for the
event.

7 TECHNICAL SPECIFICATIONS

AlphaACT HAZMAT is a scalable, web-based system hosted on secure, central servers. It can
be accessed through hardware devices typically available to emergency responders. The system
supports Internet Explorer 8 and Google Chrome.

The product comprises a web application integrated with a web portal.

7.1 Web Portal

DotNetNuke is the content management system used as the platform for the web portal.
Application programming interfaces (APIs) from third-party DotNetNuke developers are used
for user management, while APIs from PayPal handle commerce transactions.

7.2 Web Application

AlphaACT HAZMAT was built using .NET Framework 4. The system’s primary elements are
written in ASP.NET (the web element) with a C# back end (the data element).

JavaScript is used for elements (such as transitions, pop outs, and Google Maps interactions) that
make the system feel like an application. jQuery and Ajax Control Toolkit are used to speed up
the coding of JavaScript.

Microsoft SQL Server is used to manage AlphaACT HAZMAT’s extensive database and the
pattern recognition engine.

8 INFORMATION SECURITY

AlphaACT HAZMAT meets Department of Homeland Security (DHS), Department of Defense
(DoD), and DOE requirements for security at a For Official Use Only (FOUO) level.

The system has been designed with safeguards that minimize security and vulnerability concerns.
It authenticates and certifies users for security purposes through:

» User account authorization and management
» Password-protected system access
» User login-in verification

Rev 2 July 2012 35
www.alphaact.com




AlphaACT HAZMAT Technical Description

Critical components of the AlphaACT HAZMAT host system are redundant to help ensure
system availability. Reliability concerns are limited to the availability and bandwidth of Internet
connections on the user end, as well as the reliability of users’ computer equipment.

9 STANDARDS COMPLIANCE

AlphaACT HAZMAT is fully compliant with DOE O 151.1C and its implementing guidance.
This compliance level is maintained as changes to guidance occur (e.g., through DOE Frequently
Asked Questions) and standardized data (e.g., the DOE PAC database) are updated.

AlphaACT HAZMAT is also fully compliant with the NIMS ICS standards. FEMA certified
AlphaACT HAZMAT under the NIMS Supporting Technology Evaluation Program (STEP).

10 QUALITY ASSURANCE

AlphaACT HAZMAT is being developed under a phased implementation of Institute of
Electrical and Electronics Engineers (IEEE) software standards.

To date, the system has been developed to meet IEEE Level 1 standards, which involve the
adoption of requirements specifications and test documentation.

11 ABBREVIATIONS AND ACRONYMS

AAR After action review

AEGL Acute Exposure Guideline Level
API Application programming interface
DHS Department of Homeland Security
DoD Department of Defense

DOE Department of Energy

DOT Department of Transportation
EOC Emergency Operations Center
EPA Environmental Protection Agency
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EPZ Emergency planning zone

ERPG Emergency Response Planning Guideline
FEMA Federal Emergency Management Agency
FOUO For Official Use Only

GE General Emergency

GIS Geographical information system

ICP Incident Command Post

ICS Incident Command Structure

IEEE Institute of Electrical and Electronics Engineers
NIMS National Incident Management System
PAC Protective action criteria

RPD Recognition-primed decision

SAE Site Area Emergency

STEP Supporting Technology Evaluation Program
TEEL Temporary Emergency Exposure Limit
TEL Threshold of Early Lethality

TCP Traffic control point
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APPENDIX A. SUBSTANCES

The AlphaACT HAZMAT knowledge base contains the chemicals shown in the following list.

(E)-crotonaldehyde
2,4,5-T

2,4-D
2,4-dinitrophenol
3-bromo-1-propene
Acetaldehyde
Acetamide

Acetic acid

Acetone cyanohydrin
Acetyl bromide
Acetyl chloride
Acrolein

Acrylic acid
Acrylonitrile
Adamsite

Aluminon
Aluminum(1II) isopropylate
Amberlite
Ammonium bromide
Ammonium fluoride
Ammonium hydroxide
Ammonium iodide
Ammonium pentaborate
Ammonium sulfide
Ammonium tartrate
Anhydrous ammonia
Anisidine, p-
Aqueous ammonia
Arsenic

Arsenic pentoxide
Arsenic trioxide
Arsine

Barbituric acid

Barium

Barium metaborate
Benzene

Benzoic acid
Benzotrichloride
Benzyl benzoate
Benzyl bromide
Beryllium

Bismuth acetate
Bismuth hydroxide
Bismuth iodide
Bismuth oxychloride
Boron carbide
Boron nitride

Boron trichloride
Bromine

Bromine chloride
Bromoacetone
Bromopyrene, 3-
Bromotrifluoromethane
Butanediol, 1,3-
Butene, 2-
Butoxypolypropylene glycol
Butyl acetate, tert-
Butylcyclohexane
Cadmium

Cadmium tungstate
Calcium chloride
Calcium hydroxide
Calcium metasilicate
Calcium nitrite
Calcium salt
Caprylic acid
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Carbon disulfide
Cerium sulfate

Cerium trioxide
Cesium

Cesium hydroxide
Chlorine
Chlorobenzylidene malononitrile, o-
Chlorodecane, 1-
Chlorodiphenylarsine
Chloroform
Chloroform-D
Chloropicrin
Chlorthiophos
Chromic trioxide
Cobalt oxide
Colchicine

Copper oxide
Copper(I) sulfide
Cyanide

Cyanogen chloride
Cyclohexylamine
Cyclopropane
Decahydronaphthalene
Decanal

Decane

Dibenzofuran
Diborane(6)
Dichloroacetic acid
Dichloroacetyl chloride
Dichloropropane
Dichloropropane, 1,3-
Dichlorosilane
Dichlorvos

Diethylene glycol
Diisopropylbenzene
Dimethyl oxalate
Dimethylformamide, N,N-
Dimethylmercury
Dimethylphthalate
Dioxolane, 1,3-
DMSO
Dodecamethylcyclohexasiloxane
Epichlorohydrin

Ethyl acetoacetate
Ethyl furoate

Ethyl-1-hexanol, 2-
Ethylbenzaldehyde
Ethylene dimethacrylate
Ethylene glycol
Ethylmercury chloride
Europium oxide

Ferric nitrate

Ferric sulfate

Ferrous ammonium sulfate
Fluorine

Formaldehyde

Formic acid

Gallic acid monohydrate
Germane

Germanium tetrafluoride
Glycolic acid

Glycoluril

Goethite

Hafnium oxide
Hematoxylin

Heptanoic acid
Hexadecane
Hexadecene, 1-
Hexamethylene glycol
Hexanoic acid

Hexanol, 2-
Hexaphenylcyclotrisiloxane
Hexylene glycol
Holmium trioxide
Hydrazine

Hydrazine, dihydrochloride
Hydrobromic acid
Hydrochloric acid
Hydrofluoric acid
Hydrogen bromide
Hydrogen fluoride
Hydrogen iodide
Hydrogen peroxide
Indene

Isobutyronitrile
Isopropyl alcohol
Lanthanum boride

Lead bromide

Lead carbonate

Lead chloride
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Lewisite 1

Lithium bromide

Lithium iodide

Lithium molybdate

Lithium nitrate

Lithium tetraborate
Magnesium

Magnesium acetate tetrahydrate
Magnesium carbonate hydroxide
Magnesium fluoride
Magnesium formate
Magnesium hydroxide
Magnesium nitrate hexahydrate
Magnesium oxide

Maleic acid

Manganese carbonate
Manganese(II) nitrate hydrate
Melamine

Mercaptoethanol, 2-
Mercuric chloride

Mercuric oxide

Mercury(Il) nitrate monohydrate
Metaphosphoric acid
Methacrylaldehyde
Methacrylic acid
Methanesulfonyl chloride
Methoxytrimethylsilane
Methyl acrylate

Methyl alcohol

Methyl bromide

Methyl formate

Methyl iodide

Methyl isocyanate

Methyl isopropyl ketone
Methyl mercaptan

Methyl methacrylate

Methyl sulfoxide-D6
Methyl-2-chloroacrylate
Methylamine
Methylcyclohexane
Methyldichloroarsine
Methylene chloride
Methylmorpholine, 4-
Methylphosphonate
Methylpyrrolidine

Mineral spirits
Molybdophosphoric acid
Monoammonium phosphate
Morpholine
Neodymium fluoride
Neodymium hydroxide
Nickel aluminide
Nickel fluoride

Nickel perchlorate
Nickel(II) bromide
Niobium pentoxide
Niobium(IV) carbide
Nitric acid

Nitric oxide

Nitrogen dioxide
Nitrogen mustard-3
Nitrogen trifluoride
Nitropropane, 1-
Nitrous oxide
Nonanone, 2-

Nonyl alcohol
Octacosane
Octadecane, N-
Octadecyl methacrylate
Octafluoro-sec-butene
Octane, n-
Octanenitrile
Octaphenylcyclotetrasiloxane
Octene, 1-

Osmium tetroxide
Oxirane
Pentachlorobenzene
Pentadecane
Pentafluoropropane, 1,1,1,3,3-
Pentanediol, 1,5-
Pentene, 1-

Peracetic acid
Phenolphthalein
Phenylcyclohexane
Phenylhydrazine
Phenylphosphine
Phenylpropanol, 2-
Phosgene

Phosphoric acid
Phosphorus oxychloride
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Phosphorus pentafluoride

Phosphorus trichloride
Phosphorus trifluoride
Phthalic acid
Piperazine
Piperidine

Platinum cyanide
Polybutyl acrylate
Polypropylene
Potassium bi-iodate
Potassium cyanide
Potassium hydroxide
Potassium silicate
Potassium stannate
Potassium sulfite
Propanethiol
Propionaldehyde
Propionic acid
Propionic anhydride
Propionitrile
Propylene glycol
Propyleneimine, 1,2-
Pyridine

QNB

Rhenium fluoride
Rhenium oxide
Ricin

Rubidium bromide
Sarin

Scandium

Scandium oxide
Selenious acid
Selenium

Silica gel

Silicon chloride
Silicon tetrafluoride
Silver chloride
Silver nitrate
Sodium (metal)
Sodium azide
Sodium bismuthate

Sodium bisulfate monohydrate

Sodium bisulfite
Sodium bromide
Sodium cyanide

Sodium ferrocyanide

Sodium formate

Sodium hydride

Sodium hydroxide

Sodium metasilicate nonahydrate
Sodium polyphosphate

Sodium potassium tartrate tetrahydrate
Sodium succinate, hexahydrate
Sodium sulfate, anhydrous
Sodium sulfide nonahydrate
Sodium tungstate dihydrate
Soman

Stibine

Strontium carbonate

Strontium hydroxide

Strontium nitrate

Strontium oxalate

Strychnine

Styrene

Succinic acid

Succinic anhydride
Sulfonylbis-ethanol, 2,2-
Sulfosalicylic acid, dihydrate, crystal
Sulfur

Sulfur dioxide

Sulfur mustard

Sulfuric acid

Sulfuryl fluoride

Tabun

Tantalum(V) ethoxide

Tartaric acid

TDI

Terbium oxide

Terbufos

Tetradecafluorohexane; (Perfluoro-n-
hexane)

Tetradecane

Tetraethylene glycol
Tetrahydrofuran

Tetraline

Tetramethylammonium hydroxide
pentahydrate

Tetranitromethane

Thallic oxide

Thallium
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Thenoyltrifluoroacetone
Thiodiglycol

Tin(IV) oxide

Titanium boride
Titanium hydride
Toluene
Tribenzylamine
Trichloroacetyl chloride
Triethanolamine
Triethyl phosphate
Triethylamine
Trifluoroacetyl chloride
Triphenylethoxysilane
Tungsten hexafluoride

Tungstic acid
Vanadium pentoxide
Vanillin

Veratraldehyde

VX nerve agent

White phosphorus
Ytterbium oxide
Yttrium chloride, hexahydrate
Zinc acetate dihydrate
Zinc bromide

Zinc nitrate hexahydrate
Zirconium fluoride
Zirconium nitride
Zirconium oxide
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AlphaACT HAZMAT At Urban Shield 2010

INTRODUCTION

From October 15 through 18, 2010, the San Francisco Bay Area Urban Area Security Initiative
(UASI) hosted a Department of Homeland Security (DHS)-sponsored regional emergency
response and anti-terrorism exercise called Urban Shield 2010. In the largest tactical exercise in
the United States, over 40 eight-person response teams competed in more than 30 exercises. The
exercises were completed during a continuous 48-hour period at venues scattered across a 750
square mile area. The purpose: to test preparedness for response to disasters and emergencies
throughout the San Francisco Bay region.

One of the exercises at Urban Shield exposed response teams to AlphaACT™ HAZMAT, a web-
based solution developed by AlphaTRAC, Inc. that teaches first responders how to deal with
releases of hazardous chemicals. Deploying AlphaACT HAZMAT at Urban Shield allowed
AlphaTRAC to train and test the ability of first responders to make critical decisions during a
realistic terrorist event. It also allowed AlphaTRAC to obtain first responder evaluations of
AlphaACT HAZMAT as a training and response capability.

AlphaACT HAZMAT

AlphaACT HAZMAT teaches first responders how to
deal with releases of hazardous chemicals through
training scenarios based on the experiences of
emergency response subject matter experts. While
developed primarily for training, the system can also
be used during real-time emergency response. The
system uses observed characteristics of a release to
help users identify similar cases from a knowledge
base of information, which includes combinations of
events, observable indicators, and recommendations
for how to handle the event.

In training mode, AlphaACT HAZMAT operates in a
game-like environment to teach rapid, effective
decision-making. In response mode, it helps a
responder make decisions quickly with limited
information. The system is designed for first
responders, Incident Commanders, and Emergency
Operations Center decision makers.

A software application hosted on secure, central servers, the browser-based system combines
knowledge databases, pattern recognition search functions, scenario modification tools, and an
interface that operates on hardware platforms readily available to first responders.

[ e s = e o - =~ SRS
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AlphaACT HAZMAT At Urban Shield 2010

THE AlphaACT HAZMAT EXERCISE

Unlike most other exercises at Urban Shield, the AlphaACT HAZMAT exercise required teams
to demonstrate thinking skills, rather than physical skills.

In the exercise’s hypothetical scenario, an improvised chemical weapon exploded in Oakland,
California, at an outdoor food festival attended by more than 30,000 visitors. The release injured
or contaminated large numbers of victims and produced a plume that drifted away from the
scene. Each team was told that it was the first organized response team to reach the scene.

Other response organizations (e.g., fire, HAZMAT, incident command) had been requested but
were unable to reach the scene during the exercise. The team was on its own!

The AlphaACT HAZMAT exercise ran 65 minutes and included a pre-exercise briefing, the
exercise play, and a post-exercise evaluation. Exercise play lasted about 30 minutes and was
organized around two indoor locations.

At the simulated ICP, teams gathered information, established team member roles, organized the
ICP, established a reconnaissance team, made external notifications, requested support from
outside agencies, and used AlphaACT HAZMAT for decision support. Limited technical
assistance operating AlphaACT HAZMAT was provided, since teams received no training prior
to the exercise other than a demonstration and overview of the system.

Figure I Using AlphaACT HAZMAT at the simulated Incident Command Post

At the simulated event scene, the reconnaissance team gathered event information, interviewed
witnesses and victims, and reported back to the ICP by radio.

o e —————————— - ———— = — e ————=_ =
AlphaTRAC Inc. 2
October 2010



AlphaACT HAZMAT At Urban Shield 2010

Figure 2 A reconnaissance team examines the scene from a safe distance

Cues needed to understand the event and make effective decisions were placed realistically
throughout the event scene. Many of the cues were hidden, ambiguous, conflicting, or
misleading, just as they would be in a real response.

Figure 3 The simulated event scene

AlphaTRAC Inc. 3
October 2010
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Limited information about the evolving scenario was provided to the teams through:

¢ An initial scenario briefing

e A staged event scene

¢ Radio communications with Dispatch

* Interactions with role players (both witnesses and victims)

Using AlphaACT HAZMAT, the team was asked to:

® Determine the nature of the event based on limited information

* Determine the protective equipment needed by responders

o Establish an appropriate Isolation Zone and Protective Action Zone

* Designate appropriate locations for the Incident Command Post (ICP) and traffic control
points

* Determine protective actions to safeguard responders and the public

These decisions were outside the normal comfort zone for the participating special weapons and
tactics (SWAT) teams, but it was a role the teams acknowledged they could be expected to fill.

EXERCISE RESULTS

Twenty-six local responder SWAT teams from the San Francisco Bay Area UASI completed the
AlphaACT HAZMAT exercise within the target time of 30 minutes.

Three international teams — from the State of Israel, the Kingdom of Bahrain, and the Kingdom
of Jordan — also participated in the AlphaACT HAZMAT exercise. Extensive controller
support was required to bridge the significant language and cultural barriers that were
encountered. Results from these exercises were not included in the AlphaACT HAZMAT
evaluations.

EXERCISE EVALUATIONS

At the end of the exercise, each team was asked to evaluate AlphaACT HAZMAT from a first
responder’s perspective. The evaluation included 18 questions in categories such as value to first
responders, ease of use, and the embedded decision process.

The evaluations were conducted in part to support a certification review of AlphaACT
HAZMAT by DHS under its System Efficacy through Commercialization, Utilization,
Relevance and Evaluation (SECURE) Program.

FEELe .S e = ——— = e
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Representative responses included the following:

o Willingness to use AlphaACT HAZMAT: 92% of the teams willing or very willing

e Opverall satisfaction with AlphaACT HAZMAT as a first responder tool: 92% satisfied or
very satisfied (72% were very satisfied)

e Satisfaction with the AlphaACT decision process: 93% satisfied or very satisfied
e AlphaACT decision process is similar to that used by the response team: 88% said yes

e Satisfaction with the time it takes to operate AlphaACT HAZMAT: 92% satisfied or
very satisfied

o Usefulness of AlphaACT HAZMAT as a training tool (a synthesis of multiple questions):
98% useful or very useful (83% said very useful)

When asked if they would recommend DHS provide AlphaACT HAZMAT to the field as a
training and/or response tool, 96% of the teams indicated that they would recommend or strongly
recommend this to DHS (69% would strongly recommend).

The Urban Shield site commander, who independently observed the exercises and privately
debriefed competing teams, said this: “This training is an essential element for anyone who is
involved in disaster preparedness, including law enforcement. I was able to witness the teams
during this exercise and was amazed to see the problem solving, time management, and team
building that occurred.”
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Executive Summary

The Federal Emergency Management Agency (FEMA), National Preparedness Directorate (NPD) offers a
project to assist the response community with interoperability Test and Evaluation (T&E). The
Preparedness-Technology, Analysis, and Coordination (P-TAC) Center manages the Supporting
Technology Evaluation Project (STEP), which conducts T&E of technologies relating to incident
management and response. This report presents the results from an interoperability evaluation of
AlphaTRAC’s product’, AlphaACT HAZMAT version number 2011.03.09.09.41. The AlphaACT
HAZMAT evaluation was conducted from 16 through 18 August, 2011. STEP uses an accredited testing
laboratory (Incident Management Test and Evaluation Laboratory [IMTEL?]) for conducting evaluations.

The type of evaluation performed for a system is dependent on the system’s incorporation of National
Incident Management System (NIMS) concepts and principles and/or NIMS recommended technical
standards. This was a Comprehensive NIMS Evaluation; therefore, it specifically addresses adherence to
NIMS concepts and principles. This evaluation had two objectives:

¢ Objective 1 was to evaluate the product’s incorporation of NIMS concepts and principles.

* Objective 2 was to identify the applicability of core capabilities recognized by the Target
Capabilities List (TCL).

According to the vendor, AlphaACT HAZMAT trains users how to think like an expert in crisis
situations. AlphaACT HAZMAT is a crisis decision training solution designed to help first responders
meet HAZMAT training requirements. Users can choose a scenario from the knowledge base library, and
complete it in 15 minutes or less. The system includes a growing database of scenarios developed by
subject matter experts and inspired by real response experiences.

The STEP team used web browsers installed on P-TAC Center computer workstations to access
AlphaACT HAZMAT. The vendor provided user guides and quick reference guides to participants and
conducted five hours of presentation, demonstration, and hands-on training. Evaluation activities were
conducted on site at the IMTEL. Assessors with experience as an emergency manager, emergency
responder, and/or first receiver’ conducted an evaluation of system and provided qualitative analysis and
feedback on Alpha ACT HAZMAT based on concepts and principles from the NIMS document
(December 2008). Assessors also identified which of the core capabilities from the TCL (September
2007) apply to the product.

! The terms product, system, and technology are used interchangeably throughout this report.

? The laboratory is located within Science Applications International Corporation’s (SAIC) Somerset, Kentucky
facility.

? First receivers typically include personnel in the following roles: clinicians and other hospital staff who have a role
in receiving and treating injured or contaminated victims (e.g., triage, decontamination, medical treatment, and
security) and those whose roles support these functions (e.g., set up and patient tracking). References to emergency
response personnel throughout this document are intended to include first receivers.
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NIMS Concepts and Principles

Table 1: NIMS Criteria Rating Summary provides a summary of findings for NIMS criteria. Key
elements identified within each NIMS criterion are cited as Minimum Product Requirements. These
requirements were derived from the NIMS document and impact the overall rating of the product’s
adherence to NIMS concepts and principles. The numbers provided below summarize ratings (Agree,
Disagree, Not Applicable) for Minimum Product Requirements within each NIMS criterion.

Table 1: NIMS Criteria Rating Summary

NIMS Criteria # Not

# Disagree

(Number of Minimum Product Requirements) Applicable
Emergency Suprort (1) 1 0 0
Hazards (1) 1 0 0
Preparedness (1) | 1 0 0
Communications and Information Management (9) 7 0 2
Resource Management (10) 0 0 10
Command and Management (2) 2 0 0

Note: NIMS criteria and Minimum Product Requirements are described in the STEP Guide.

AlphaACT HAZMAT is consistent with 5 of 6 NIMS criteria (Emergency Support, Hazards,
Preparedness, Communications and Information Management, Command and Management). The system
is not applicable to Resource Management. Overall, AlphaACT HAZMAT applies to 12 of 24 Minimum
Product Requirements; of which all are consistent with NIMS concepts and principles. An overview for
each NIMS criterion is provided below; explanations of all findings are provided in section 3.0 Results.

Target Capabilities List

AlphaACT HAZMAT applies to core capabilities that address prevention, response, and common
capabilities. See the STEP Guide for a list of the core capabilities recognized by the TCL and section 3.0
Results for those capabilities that apply to the system.
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1.0 Introduction

This report presents the results from an evaluation of AlphaACT HAZMAT version 2011.03.09.09.41, a
product marketed by AlphaTRAC. Evaluation activities are managed by FEMA’s NPD. The FEMA NPD
provides strategy, policy, and planning guidance to build prevention, protection, response, and recovery
capabilities among all levels of government throughout the nation. In support of this effort, the P-TAC
Center assists the responder stakeholder community with standards and technology integration,
evaluations, exercises, and training activities relating to NIMS and preparedness. The P-TAC Center is
funded through the NIMS General Support Contract (NGSC) and managed by the NPD within

FEMA. The project includes operation of a simulated Emergency Operations Center (EOC) with
supporting technologies located at SAIC’s facility in Somerset, KY.

As part of the P-TAC Center, STEP provides evaluations of supporting technologies relating to incident
management and response. Evaluation activities are designed to verify interoperability and provide the
response community with reports to support purchasing decisions. Products evaluated by STEP vary in
system capabilities; therefore, STEP scales their evaluations as needed. For more information on the
evaluation project and types of evaluations performed, visit the STEP website or contact the STEP team.

A Tier 1l -Comprehensive NIMS Evaluation was conducted for AlphaACT HAZMAT. The intent of this
evaluation was to determine the system’s ability to incorporate NIMS concepts and principles.

Vendor participation in STEP is voluntary and the use of trade names and evaluation results in this
document do not constitute a Department of Homeland Security (DHS) or FEMA endorsement or
certification of the use of such commercial hardware or software. Evaluations do not constitute a
determination of NIMS compliance.

1.1 Project Summary

NIMS provides a framework and sets forth, among others, the requirement for interoperability and
compatibility to enable a diverse set of public and private organizations to conduct well-integrated and
effective incident management operations. Systems operating in an incident management environment
must be able to interact smoothly across disciplines and jurisdictions. Interoperability and compatibility
are achieved through the use of tools such as common communications and data standards. Establishing
and maintaining a common operating picture and ensuring accessibility and interoperability are the
principal goals of the Communications and Information Management criterion of NIMS.

STEP evaluations primarily take place in a controlled, simulated EOC-based environment. However,
some systems may require an additional or alternate environment, such as a limited field setting. In these
cases, the field setting is considered an extension of the laboratory environment. Evaluations take place
usually over the course of four days during which the evaluation team, known as the STEP team, gains
hands-on experience with the systems. The STEP team typically consists of one test engineer, one test
analyst, and assessors for each system under evaluation. The team is scaled appropriately based on the
complexity and type of evaluation. Participants adhere to a non-disclosure agreement, which ensures
objectivity and the protection of the vendor’s sensitive information.

The evaluation took place at the IMTEL, which is accredited through the American Association for
Laboratory Accreditation (A2LA). To achieve and maintain accreditation status, the laboratory was
required to meet general requirements for the competencies of testing and calibration laboratories, as
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provided in International Organization for Standardization (ISO)/International
Electrotechnical Commission (IEC) 17025:2005. The current scope of
accreditation and associated certification is available on A2LA’s website for
ISO/IEC 17025:2005. Results presented in Section 3.1 NIMS Concepts and e
Principles are within IMTEL’s ISO/IEC 17025:2005 scope of accreditation. In lAC_C RED IT?I'.—)]
the event that any individual findings fall outside the scope of accreditation,

TESTING CERTIFICATE #2758.01
they will be clearly annotated as such.
1.2 System Description® Where you:
)
According to the vendor AlphaACT HAZMAT trains ! . _—
1. Characterize Size up the situation

users how to think like an expert in crisis situations.
AlphaACT HAZMAT is a crisis decision training
solution designed to help first responders meet
HAZAMAT training requirements. Users can choose
from a range of Hazardous Material (HAZMAT)
scenarios based on user proficiency and skill sets
(beginner, advanced and expert) from the knowledge

|

\
Y

Find similar events in the

2. R iz
CoRaNZE knowledge hase

1

base library.
Evaluate the events to see if

1.2.1 Process 3. Anabpe they fit current conditions

4
AlphaACT HAZMAT helps users identify the observable ‘
characteristics of a hazardous chemical release to identify | =
similar cases from a knowledge base of information and - Tailor the selected event to

5 g s . 4. Customize e

then use that information to determine the appropriate current conditions

protective actions to take. This Recognition Primed
Decision (RPD) structured approach to emergency
response decision-making is based on a six-step process
shown in Figure 1: AlphaACT HAZMAT Decision

1

Mentally rehearse the

i ' ) ; 5. Dramatize decisi
Process. The following sections describe each step in geisiop
more detail. ‘
6. Utilize Put the decision into play
“

Figure 1: AlphaACT HAZMAT Decision Process
1.2.1.1  Characterize
Once the user has selected a scenario, they are provided basic information about the dispatch call,

information en route, and initial size-up information. The user enters known information about the
incident on the Characterize page as shown in Figure 2: Characterize.

* The vendor provided the majority of information within this section. Participants did not verify all of the system’s
capabilities during the evaluation, only those associated with the standards and criteria under test.
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Figure 2: Characterize

1.2.1.2  Recognize

On the Recognize screen, the Artificial Intelligence (Al) interface asks the user a series of questions, to
reach a convergence for possible events. While the user is answering questions, they are permitted to
answer questions they have answers to or leave an answer of unknown. As more information about the
incident is received, the user is notified by a flashing ‘Incident Report® or ‘Incident Update’ label. Figure

3: Recognize depicts the Recognize screen.
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Once the Al has identified a set of possible scenarios, the user selects up to three events as the possible
event. On the Analyze screen the user compares the possible events and selects the one they feel is the
correct answer. Analyze also allows the user to review Material Safety Data Sheets (MSDS) information

sheets to obtain additional information about the chemical.
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1.2.1.4  Customize

On the Customize screen the user can update any previously reported information to reflect changing
conditions. The user can set the wind direction or change event parameters to reflect new or changing
event conditions and the system will automatically update the Isolation and Protective Action Zones..

1.2.1.5 Dramatize

On the Dramatize page, the user can rehearse the actions they intend to take. The user can establish the
locations for the Command Post; Staging Area; Decontamination site; Hot, Warm and Cold Zones; etc.

1.2.1.6 Utilize

On the Utilize screen the user sees a summary of the event conditions and the user needs to provided
updated meteorological and plume release conditions and evacuation information. The user has access to
checklists to put their plan into action.

1.2.1.7 Feedback

On the Feedback screen the user receives their score for the scenario. The user is shown the actual event
details compared to the event they selected. The user is provided feedback on how to improve their
performance during the scenario. The user then has an opportunity to complete a Self-assessment After
Action Review (AAR). Figure 4: Session Feedback depicts the Feedback screen.

FEEDBACK MESSAGE Time | Date: 8212 |8.17.2011
Final Score @ Total Time:
Your Scote Total Available
» Outcomes 700 700 OO i 1 O ' 4 1
» Processes 230 300 1 ;
Total Score 930 1,000 Excellent LN i e Tl
Compare Your Results (2] Notepad €D «

) Map Legend
Event T Explosion Explosion ) - =
e e T\ Ry
| BY4 mifhr | ‘ B/4 mifhr | R—— L
| Urban —| I Urban |
Sulfuric acid Sulfuric acid
| Liquid | | Liguid ]

Figure 4: Session Feedback
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1.2.2 Scenario Database

The system includes a growing database of scenarios developed by subject matter experts and inspired by
real response experiences. The database includes more than 50 HAZMAT event scenarios inspired by
interview with first responders, input from users, and FirefighterCloseCalls.com.

1.2.3 Knowledge Base

AlphaACT HAZMAT organizes, filters, and manages numerous HAZMAT situational event
characteristics combinations. The pattern recognition engine can discover the key patterns in the
information, store the patterns in a knowledge base, and then present them to users.

1.2.4 Community Scoreboard

AlphaACT HAZMAT lets users privately compete with others in the responder community through a
leaderboard that shows the top performers and their scores.

1.2.5 Structured After Action Reviews

AlphaACT HAZMAT walks users through a structured, standardized process that helps focus on critical
areas of decision-making and automatically produces a summary report, simplifying the paperwork
normally required.

1.3 Objectives

The STEP team developed a set of objectives to provide the foundation for this evaluation.

Objective 1 addresses the incorporation of NIMS concepts and principles.” This includes a determination
of how the system applies to the criteria for Emergency Support, Hazards, Preparedness, Communications
and Information Management, Resource Management, and Command and Management. General
questions on the system, including implementation considerations of the product, were also addressed.

Objective 2 addresses the applicability of core capabilities recognized by the TCL. This includes
identification of capabilities that address prevention, protection, response, and recovery, as well as
common capabilities such as planning and communications that support all missions.

1.4 Evaluation Setup

The evaluation was conducted on site at IMTEL. The vendor provided User Guides, scenarios, and
usernames/passwords for their web-based system. A test engineer managed and documented the test
environment, and an analyst was available to assist the vendor in resolving any technical issues.

> All products are evaluated for NIMS concepts and principles. The depth at which products are evaluated for NIMS
criteria depends on the type of evaluation conducted (e.g. a Comprehensive NIMS Evaluation [Tier III] or a
Comprehensive NIMS Evaluation with a Technical Component [Tier I is evaluated in more detail for applicability
to NIMS concepts and principles than is a Technically Focused Evaluation [Tier II}).
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1.5 Evaluation Schedule

The STEP team conducted the AlphaACT HAZMAT evaluation from16 through 18 August 2011. On 10
August, the STEP team conducted an Evaluation Readiness Review to ensure logistic and technical
preparations were complete. The vendor provided participants on-site training (presentation,
demonstration, and hands on).

1.6 Scope and Limitations

Table 2: Scope and Limitations identifies issues that impacted the evaluation of AlphaACT HAZMAT
and the team’s approach to mitigating them.

Table 2: Scope and Limitations

Limitation Mitigation Strategy

None identified.
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2.0 Execution

2.1 Participant Credentials

Table 3: Participant Credentials summarizes the STEP team’s areas of expertise, role during the
evaluation, and years of experience. In addition to personnel identified below, Information Technology
(IT) personnel provide technical support as necessary during evaluations and maintain IMTEL computer
hardware and software.

Table 3: Participant Credentials

Title Role
Lead Emergency Response Assessor,

Senior Analyst Critical NIMS Evaluation (Experience: Law
Infrastructure Protection | Enforcement, Emergency Management,
Security Management)

Emergency Response Assessor, NIMS
Evaluation (Experience: Fire, Emergency
Management, HAZMAT)

Senior Systems Analyst | Test Engineer

Systems Engineer Test Analyst

Senior Emergency
Management Analyst

2.2 Methodology Overview

Assessors with knowledge in the areas of emergency response and management performed an evaluation
for NIMS concepts and principles in a simulated operational environment. They also identified which of
the core capabilities within the TCL apply to the product.

For further information about the procedures used by assessors when reviewing this product, see the
STEP Guide available at https://www.nimsstep.org/. The STEP Guide contains complete information
about NIMS Criteria and the TCL.

2.3 Post-Assessment Activities

A test analyst was present during the evaluation, collected required data from all participants, and ensured
data integrity and Quality Control (QC). The data collected during this evaluation included a collective
STEP Worksheet, a collective TCL — Core Capabilities Form, electronically submitted observation logs,
and screenshots. Data analysis began during the evaluation and resulted in the development of this
evaluation report. After the evaluation was concluded, the P-TAC Center staff conducted internal reviews
of the report to ensure accuracy and completeness.
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3.0 Results

Results presented in section 3.1 NIMS Concepts and Principles are within IMTEL’s ISO/IEC 17025:2005
scope of accreditation. In the event that any individual findings fall outside the scope of accreditation,
they will be clearly annotated as such.

3.1 NIMS Concepts and Principles

3.1.1 Objective 1: Evaluate Incorporation of NIMS Concepts and Principles

Assessors evaluated AlphaACT HAZMAT to determine if the system incorporates NIMS concepts and
principles and documented results as identified in the following sections for Objective 1. The sections
below summarize evaluation results for NIMS concepts and principles. Refer to Appendix A: Detailed
Results for NIMS Concepts and Principles for additional details.

AlphaACT HAZMAT is consistent with 5 of 6 NIMS criteria; it is consistent with Emergency Support,
Hazards, Preparedness, Communications and Information Management, and Command and Management.
The system is not applicable to Resource Management. The sections below summarize evaluation results
for NIMS concepts and principles.

3.1.1.1  Emergency Support

AlphaACT HAZMAT applies to 7 of 15 Emergency Support Functions (ESFs) (Transportation;
Firefighting; Emergency Management; Mass Care, Emergency Assistance, Housing, and Human
Services; Public Health and Medical Services; Oil and HAZMATS Response; Agriculture and Natural
Resources). AlphaACT HAZMAT applies to 4 of 9 Incident Command functions (Incident Command,
Operations, Planning, and Safety).

3.1.1.2  Hazards

The system applies to natural, human-caused, and technological-caused events.

3.1.1.3  Preparedness

AlphaACT HAZMAT can be used to effectively support the preparedness activities for planning;
procedures and protocols; and training and exercises.

3.1.1.4  Communications and Information Management
Common Operating Picture:
AlphaACT HAZMAT provides access to critical information. The software provides a mechanism for

users to enhance their skill sets in a standardized approach at all levels of proficiency. Mapping
symbology uses Google Maps icons instead of the ICS symbols for ICS facilities.
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Interoperability:

AlphaACT HAZMAT meets the SAFECOM Interoperability Continuum for data sharing via common
applications and custom-interfaces. Incident Command System (ICS) forms are not included in the
system.

Scalability:

AlphaACT HAZMAT can be used for a range of small- through large-scale incidents and events. It is also
flexible and scalable to support the full spectrum of multi-agency and multi-discipline incidents and
events. The system applies to multiple levels of the government and to the public and private sector. The
system does not allow for scenario interaction between users.

Plain Language:
The system adheres to the principle of plain language (clear text).
Information Security:

Usernames and passwords are required to log into the system. As a web-based system, security and
vulnerability concerns are primarily tied to the Internet and not the product itself (e.g., loss of
connectivity, hacking, viruses). According to the vendor, all information on servers is encrypted, and
servers are located in disparate locations. Users can see forums and message boards containing
information from other users. Multiple users can log into the system using the same user name and
password at the same time.

3.1.1.5  Resource Management

AlphaACT HAZMAT was not designed to be a resource management tool and it not applicable to this
criterion.

3.1.1.6  Command and Management

AlphaACT HAZMAT is consistent with 8 of 14 management characteristics of ICS: Common
Terminology; Modular Organization; Management by Objectives; Incident Action Planning; Manageable
Span of Control; Incident Facilities and Locations; Dispatch/Deployment; and Information and
Intelligence Management. The system is not applicable with the management characteristics:
Comprehensive Resource Management; Integrated Communications; Establishment and Transfer of
Command; Chain of Command and Unity of Command; Unified Command; and Accountability.

3.1.1.7  Implementation and Product Overview

It should take less than two weeks for a department/agency to implement this system (from acquiring and
installation to user proficiency). The system’s user guide is comprehensive and AlphaACT HAZMAT’s
integrated help tool is intuitive. The vendor offers online, train-the-trainer, on-site presentation and hands-
on training. Training provided by the vendor is comprehensive and it allows recipients to proficiently use
the system. Customer support is available Monday through Friday from 8 am through 5 pm Mountain
Standard Time by telephone. Overall, AlphaACT HAZMAT is intuitive, easy to use, and was reliable
during the evaluation.
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3.2 TCL

3.2.1 Objective 2: Identify Applicable TCL Core Capabilities®

Assessors identified the following core capabilities as being applicable to AlphaACT HAZMAT:

Table 4: TCL Core Capabilities

Common Capabilities Prevent Mission Capabilities

¢ Planning

¢ Community Preparedness and ¢ Information Gathering and Recognition of
Participation Indicators and Warning
e Risk Management ¢ Chemical, Biological, Radiological, Nuclear,

¢ Intelligence and Information Sharing and and Explosive (CBRNE) Detection

Dissemination

Protect Mission Capabilities Recover Mission Capabilities

e Not Applicable ¢ Not Applicable
Respond Missivn Capabilities
e  On-Site Incident Management e Fire Incident Response Support
¢ EOC Management » Weapons of Mass Destruction (WMD) and
e Responder Safety and Health Hazardous Materials Response and
o Emergency Public Safety and Security Decontamination Citizen Evacuation and

¢ Animal Disease Emergency Support Shelterin-Rlace

. Isolation and i
¢ Environmental Health * iengant (QuaramiiG

¢ Emergency Public Information and Warning

* Explosive Device Response Operations

% Objective 2 is not covered under the requirements outlined in ISO/IEC 17025:2005.
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Appendix A: Detailed Results for NIMS Concepts and
Principles

Table 5: STEP Worksheet Results provides specific details of the evaluation results.

Table 5: STEP Worksheet Results

EMERGENCY SUPPORT

This product supports the following Emergency Support
Functions (ESFs):
a. ESF#1 - Transportation ) ) Agree
b. ESF #2 - Communications Not Applicable -
c. ESF#3 - Public Works and Engineering Not Applicable -
' d.ESF#4- Firefighting Agree .
e. ESF#5 - Emergency Management Agree
[ ESF #6 - Mass Care, Emergency Assistance, e
Housing, and Human Services
g ESF #7 - Logistics Management and Resource Not Applicable
Suyrort -
__h. ESF#8- Public Health and MedicalTS’erviS:es Agree ]
i. ESF#9-Search and Rescue Not Applicable
J. ESF#10 - Oil and Hazardous Materials Response Agree
k. ESF#11 - Agriculture and Natural Resources Agree
[ ESF#12 - Energy Not Applicable
m. ESF#13 - Public Safety and Security Not Applicable
n.  ESF#14 - Long-Term Community Recovery Not Applicable
o. ESF#15 - External Affairs Not Applicable
2. There are no obstacles to ESF(s) implementing this product
(i.e., from acquiring and installation to user proficiency). Agree
e et ) mpenening 5 ot e i,
) INCIDENT COMMAND
;}:li(s:t?sgiuct supports the following Incident Command AgreciDisauree/Not Applicable
a. Incident Command o ) Agree
b. Operations o | Ea - i
_c. Planning Agree e ‘
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d. Logistics Not Applicable
e. Finance/Administration Not Applicable
f. Intelligence/Investigations Not Applicable
2. Public Information Not Applicable
h. Safety Agree
i. Liaison Not Applicable
5. There are no obstacles to Incident Command functions
implementing this product (i.e., from acquiring and Agree
installation to user proficiency).
6. Provide comments on Incident Command functions ppesefivmicihas a self-check
implementing this product, including direct and indirect fodfuRa cyplaciie Inc1der'1t' .
’ Command System (ICS) facilities
support. A
against the danger zones.
7. This product is consistent with the applicable ESFs and core

functions of ICS. (Minimum Product Requirement 1)

HAZARDS

This product can be used to plan for or respond to the
following hazard types:

Agree

Agree/Disagree/Not Applicable

a. Natural hazards Agree
b. Human-caused events Agree
c. Technological-caused events Agree
9. Provide comments on hazards applicability. None identified.
10. This product can be used to plan for or respond to at least one [ —
hazard. (Minimum Product Requirement 2) Er

PREPAREDNESS

el b, 4% iteria and Question =~

. This product can be used to effectively support the following
preparedness activities:

i
RESUL!

Agree/Disagree/Not Applicable

a. Planning Agree

b. Procedures and Protocols Agree

c. Training and Exercises Agree

d. Pers?nne{ Qualifications, Licensure, and NeWhpplicable
Certification

e. Equipment Certification Not Applicable

f. Evaluation and Revision Agree
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12. Provide comments on the product’s support to preparedness
activities.

Product use will enhance trainee
skill sets to support the decision
making process utilizing
Recognition Primed Decisions
(RPD).

13. This product can be used to support one or more core
preparedness activities: a, b, or ¢ above.
(Minimum Product Requirement 3)

Agree

COMMUNICATIONS AND INFORMATION MANAGEVIENT

T D 4 T ST S S G o7 TR

COMMON OPERATING PICTURE

 ——— S

| . . . .
14. This product supports user access to critical information.

Agree/Disagree/Not Applicable

Agree

15. This product allows on-scene and off-scene personnel to
have the same information about the incident (e.g.,
situational awareness).

Not Applicable

16. This product offers an incident overview by collating and
gathering information that enables the Incident Commander
(IC), Unified Command (UC), and supporting agencies and
organizations to make effective, consistent, and timely
decisions.

Agree

17. This product has the capability to be updated continually in
order to maintain situational awareness.

Not Applicable

18. This product uses or interacts with geospatial information to
portray the incident.

Agree

19. Provide comments on the common operating picture.

| symbols for ICS facilities.

INTEROPERABILITY

20. Incident reporting and documentation procedures are
standardized to ensure situational awareness.

The software provides a
mechanism for users to enhance
their skill sets in a standardized
approach at all levels of
proficiency.

Mapping symbology uses Google
Maps icons instead of the ICS

Agree/Disagree/Not Applicable

Not Applicable

21. Comment on incident reporting and documentation
procedures.

Review (AAR) after each scenario.

Users have the ability to generate a
self-assessment After Action
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22. This product allows National Incident Management System

form as identified by NIMS. (Minimum Product
Requirement 4)

(NIMS) ICS forms to be completed. INoHAPPliCAbIE
23. If the product uses ICS forms, they remain consistent with
the ICS form numbers and purpose of the specific type of Not Applicable

24. Provide comments on ICS forms.

25. This product provides a method for data sharing or is
interoperable with other incident management systems via
voice, data, or video, etc. Identify the applicable level(s) of
Data Elements interoperability on the SAFECOM
Interoperability Continuum:

ICS forms are not included in the
product.

Agree/Disagree/Not Applicable

a. Swap Files Not Applicable
b. Common Applications Agree
c. Custom-Interfaced Applications Agree
d. One-Way Standards-Based Sharing Not Applicable
e. Two-Way Standards-Based Sharing Not Applicable

26. Provide comments on data sharing.

Product provides a mechanism to
support common applications such
as Google mapping. The vendor
indicated custom-interfaces are
developed on an as needed basis.

27. This product is interoperable with other systems at the level
of c, d, or e above. (Minimum Product Requirement 5)

SCALABILITY

28. This product can be used to respond to small scale incidents

Agree

Agree/Disagree/Not Applicable

(Minimum Product Requirement 10)

and events. (Minimum Product Requirement 6) Agree
29. This product can be used to respond to large scale incidents —
and events. (Minimum Product Requirement 7) £
30. This product can be used by a single jurisdiction during Fuprisd
incidents and events. (Minimum Product Requirement 8) £
31. This product can be used across the full spectrum of multi-
agency incidents and events. Agree
(Minimum Product Requirement 9)
32. This product can be used across the full spectrum of multi-
discipline incidents and events. Agree
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33. This product allows responders to increase the number of
users on a system,

Agree

34. Provide comments on scalability.

35. The product can be used at the following:

The system does not allow for
scenario interaction between users.
Users can see forums and message
boards containing information
from other users.

A gree/Disagree/Not Applicable

a. On scene as a portable or static device. Agree
b.  On scene at the Incident Command Post (ICP). Agree
c. Ata Staging Area, Base, or Camp. Agree
d. Atalocal Emergency Operations Center (EOC). Agree
e. Atastate EOC. Agree
f. Ata Federal Joint Field Office (JFO) or EOC. Agree

36. Provide comments on Command and Coordination levels.

The system is web-based and

37. This product can be used by the following levels of

requires internet connectivity.

Agree/Disagree/Not Applicable

government: = -
a. Municipality Agree
b.  County Agree
c. Regional Agree
d. Tribal Agree
e. State Agree
[ Federal Agree
g. Special District Agree
h. Agency Agree
i. Other Agree
38. This product can be used to support communications among Not Applicable

multiple levels of government(s).

39. Provide comments on levels of government.

40. This product is flexible enough to be used by the public and
private sectors.

The product may be used by all
levels of government as a training
tool to support the decision
making process in the Hazardous
. Material (HAZMAT) arena.

Agree

41. Provide comments on use by the public and private sectors.

PLAIN LANGUAGE

The product may be used by
public and private sectors as a
training tool to support the
decision making process in the

HAZMAT arena.

Agree/Disagree/Not Applicable
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42. This product adheres to the principle of plain language (clear

text). (Minimum Product Requirement 11)

Agree

43.

Provide comments on the use of plain language.

INFORMATION SECURITY

None identified.

Agree/Disagree/Not Applicable

vulnerability concerns.

44. This product has redundancy capabilities as a part of its
. . Agree

functionality.

45. The product provides a means to properly authenticate and o
certify users for security purposes. &

46. This product provides controls to restrict access to sensitive Not Applicable
information. (Minimum Product Requirement 12) PP

47. This product does not introduce any unique security or LapTee

48. Describe any safeguards integrated to minimize security

and/or vulnerability concerns.

The system requires user names
and passwords for authentication
and system use.

49. Provide comments on Information Security.

No sensitive information is stored
in the system. The vendor warns
all users that information posted to
forums can be seen by all users
who have access to the web-based
system from multiple locations.
Multiple users can log into the
system using the same user name
and password at the same time.

Minimum Product Requirement Summary: Rating for the
Communications and Information Management category.

Agree: 7 of 9
Disagree: 0 of 9

Not Applicable: 2 of 9
3 ‘ 3 A A
P Criteria and Question i AN g, ’  Result 'w h,
Agree/Disagree/Not Applicable

50. This product addresses the need to manage resources. Not Applicable
51. This product provides for requirements identification. Not Applicable
52. This product provides for mobilizing resources. Not Applicable
53. This product addresses the use of Mutual Aid Agreements .

and resources. (Minimum Product Requirement 13) Norgrplicable
54. This product provides an integrated means for resource .

typing definitions. (Minimum Product Requirement 14) DeEapglicable |
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55. This product provides a means for inventorying Federal

{(Minimum Product Requirement 22)

Emergency Management Agency (FEMA) typed resources. Not Applicable
(Minimum Product Requirement 15)
56. This product provides a means for inventorying non-FEMA ;
typed resources. (Minimum Product Requirement 16) NotiApplicable
57. This product provides a record of credentialed and other Not Applicable
personnel. (Minimum Product Requirement 17) PP
58. This product provides a means for performing personnel and
equipment accountability. Not Applicable
(Minimum Product Requirement 18)
59. This product provides a means for resource .
requesting/ordering. (Minimum Product Requirement 19) NBLZDRICABIE
60. This product provides a means for resource |
tracking/reporting. (Minimum Product Requirement 20) ot Applicable
61. This product provides a means for resource recovery and ]
demobilization. (Minimum Product Requirement 21) atypplicabls
62. This product assists in the reimbursement process. Not Applicable

63. Provide comments on resource management.

The product is not designed for
resource management.

Minimum Product Requirement Summary: Ratings for the
Resource Management category.

Agree: 0 of 10

Disagree: 0 of 10
Not Applicable: 10 of 10

COMMAND AND MANAGEMENT

64. This product assists users in the management of an incident. | Agree
65. This product supports (or is consistent with) the following
management characteristics of ICS: Agree/Disag ot Apphicab
a. Common Terminology Agree
b. Modular Organization Agree
c. Management by Objectives Agree
d. Incident Action Planning Agree
e. Manageable Span of Control Agree
f. Incident Facilities and Locations Agree
g.  Comprehensive Resource Management Not Applicable
h. Integrated Communications Not Applicable
j_ _i. Establishment and T ransfer of C Command Not Applicable
J. Chain ofCommand and Unity ofCOmmand Not Applicable
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k. Unified Command Not Applicable
I Accountability Not Applicable
m. Dispatch/Deployment Agree
n. Information and Intelligence Management Agree
66. Overall, this product is consistent with the applicable 14 ICS
management characteristics. Agree
(Minimum Product Requirement 23)
67. If the product references ICS, the organization charts and/or
terminology are consistent with it, Agree

(Minimum Product Requirement 24)

68. Comment on the product’s integration of management
characteristics of ICS.

The software’s use of Artificial
Intelligence to focus the trainee on
the RPD process supports the
management by objectives ICS
function to quickly identify public
protection exclusionary zones.
This functionality also supports
development of an Incident Action
Plan for the event.

Minimum Product Requirement Summary: Ratings for the
Command and Management category.

Agree: 2 of 2
Disagree: 0 of 2
Not Applicable: 0 of 2

IMPLEMENTATION AND PRODUCT OVERVIEW

__ Criteriaan Lyl =L
IMPLEMENTATION

69. This product can be easily implemented.

70. Comment on implementation.

Agree/Disagree/Not Applicable

Agree

The s;ste?n 1s web-based, no
additional hardware or software is
required.

71. System documentation (including training materials and
user’s guides) is comprehensive.

72. The vendor provides the following types of practitioner

Agree

Agree/Disagree/Not Applicable

training:

a. Online Agree
| b. Train the trainer Agree

¢.  On-site presentation Agree

d. Hands-on training Agree

.\ .. Vendor trainin
73. Comment on practitioner training. 2o Taleneivas .
comprehensive and informative.
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74,

Training provided allows recipients to proficiently use this

comprehensive.

product. igree
75. There are no unique obstacles introduced by this product that

would prohibit a department or agency from providing Agree

product training.
76. Describe any unique obstacles to training. None identified.
77. This product has an integrated help tool that is Agige

78.

Comment on the help tool.

The help tool was user friendly;
easy to use; and informative. The
vendor also provides a method for
users to submit feedback for
improvements.

79.

Is customer support available? If so, what is its availability
and what medium is used (e.g., e-mail, phone, live-chat)?

AlphaACT HAZMAT user
telephone support is available
Monday — Friday from 8 am
through 5 pm, Mountain Standard
Time. Users can also send
feedback or emails for user
support.

80.

How long would it take a department, agency, or jurisdiction
to implement this product?

Less than two weeks.

81.

Comment on how the size or make up of a department,
agency, or jurisdiction can impact the implementation of this
product.

Internet access is required to
implement this product. Agency
size is not a factor for
implementation.

82.

Comment on any identified impacts.

None identified.

83.

Federal, state, or local laws or regulations will not hinder the
implementation of this product.

Agree

84.

Comment on any laws that may hinder this implementation.

None identified.

85.

Identify any issues with urban or rural implementation.

Internet access is required to
implement this product.

86.
departments.

87.

88.

Identify any issues with paid, combination, or volunteer

None identified.

Identify associated expenditures that may be incurred in
addition to the initial procurement of this product.

ol - ____PRODUCT OVERVIEW
Overall, this product is consistent with the concepts and
principles of NIMS. To receive an agree in this category, this

product must be consistent with all of the applicable
supporting Minimum Product Requirements.

None identified.

Agree
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89.

Identify any issues with NIMS consistency.

None identified.

90.

This product will enhance the user’s ability to do his/her job.

Agree

Use of this product will enhance

91. Comment on how this product will impact the job user capabilities to respond to and
performance for the user. recover from HAZMAT based
events.
92. This product was easy to use and intuitive. Agree
Vendor’s on-line training demos
provide users with the necessary
93. Comment on the products ease of use. fools torsuecessfullymtilize lthe
software affectively.
94. This product was reliable during the evaluation. Agree
95. Describe any issues with reliability. None identified.
The product provides a structured
approach to HAZMAT
96. Comment on the primary capability/features provided by this | incidents/response utilizing RPD.
product. Users at all levels of proficiency
can enhance their skills by using
this software.
The tool offers scenario-based
learning sessions in three levels of
97. Provide any other observations. Ephiceneybes el

and expert) to assist in training
development. All scenarios are
based on actual HAZMAT events.
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Appendix C: Acronyms and Abbreviations

A2LA
AAR
Al
CBRNE
DHS
EOC
ESF
FEMA
HAZMAT
IC

ICP
ICS
IEC
IMTEL
ISO

IT

JFO
MSDS
NGSC
NIMS
NPD
P-TAC
QC

RPD

American Association for Laboratory Accreditation
After Action Review

Artificial Intelligence

Chemical, Biological, Radiological, Nuclear, and Explosive
Department of Homeland Security

Emergency Operations Center

Emergency Support Function

Federal Emergency Management Agency

Hazardous Material

Incident Commander

Incident Command Post

Incident Command System

International Electrotechnical Commission

Incident Management Test and Evaluation Laboratory
International Organization for Standardization
Information Technology

Joint Field Office

Material Safety Data Sheets

NIMS General Support Contract

National Incident Management System

National Preparedness Directorate
Preparedness-Technology, Analysis, and Coordination
Quality Control

Recognition Primed Decision
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SAIC

STEP

T&E

TCL

ucC

WMD

Science Applications International Corporation
Supporting Technology Evaluation Project
Test and Evaluation

Target Capabilities List

Unified Command

Weapons of Mass Destruction
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Appendix D: Vendor Response
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September 13, 2011

P-TAC Center
Attention: STEP

75 Valley Oak Drive
Somerset, KY 42503

STEP Team,

Our team at AlphaTRAC was thrilled to participate in the productive and well organized evaluation of
AlphaACT®. We are grateful for the time your evaluation team spent with us and fully support the
results.

We strongly believe that AlphaACT HAZMAT will not only improve decision performance, but be an
enjoyable and motivating training tool for the first responder community. We were excited to see how
engaged and competitive your evaluation team became with the AlphaACT HAZMAT training scenarios.
This validates our intent,

We would like to take this opportunity to make the Supporting Technology Evaluation Project (STEP)
aware of some of the next steps in the evolution of AlphaACT HAZMAT, as well as future applications of
the AlphaACT capability.

In response to strong feedback from the first respander community, we plan to add three major
features to the system within the next year {that may warrant an additional review by the STEP
program).

* Team Mode: Emergency response — and emergency decision-making ~ is a team effort. As the
Incident Command System becomes standardized under NIMS, responders need to train as a
team. AlphaACT HAZMAT will support team training within the NIMS Incident Command System
by establishing roles and providing mini-scenario injects to each player. In team mode, users
work together to filter and input information to a central decision maker, then develop and
implement action plans in a simulated environment.

* Response Mode: End users have asked if they can get decision support during an actual event.
AlphaACT HAZMAT’s real-time response mode will help responders assess the situation and
provide clear options for action. The user interface — a simplified version for rapid use under
emergency conditions — will have the look and feel users are used to from their training
sessions.

10385 Westmoor Drive, Suite 310, Westminster, O 8001 Voice 303-428 5670 fax 303-302.5439 mio@alphatrac.com
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® Rich Media: Currently avaifable in a handful of scenarios, our rich media system allows end
users to interact with and develop an understanding of the situation before them through visual
and audio cues. Event scene images show victims, settings, and symptoms, all within a single
image. Users can zoom in and examine areas of interest and click on audio cues to hear
interviews or sound-based symptoms (like coughing). Additional scenarios with audio/visual
cues will be developed in the coming year.

As pointed out in the STEP evaluation, there is a strong need to capture the experiences of a generation
of retiring first responders and transfer them to the new generation. We plan to expand the AlphaACT
product portfolio to address ather first responder needs. Our next application will be AlphaACT FIRE, a
training and response system designed to support effective decision-making in firefighting situations.

We believe the additional features in AlphaACT HAZMAT and the introduction of AlphaACT FIRE will
significantly improve the overall training and decision-making ability of first responders across the
country. We will continue to look to the STEP program to evaluate future applications and features as
we seek to help save lives and improve response success.

Thank you for your favorable review of AlphaACT HAZMAT. We move forward with greater confidence
that we will truly make a difference.

_ jnc_irely,. | ;

C. Reed Hodgin
CEQ/President
AlphaTRAC, Inc.

10385 Westmoor Drwve, Suite 310, Westminster, CO 80021 Voice. 303-428-5670 Fax: 303-302-5439 mio@alphatrac.com
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AlphaACT uses simulation to teach recognition-primed decision-making
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By Shannon Pieper
Published Monday, February 20, 2012

For years now, fire service publications and leaders have warned
about a knowledge gap, as a generation of experienced fire service
leaders retire, causing the officer ranks to be filled with firefighters
who've seen far fewer structure fires and spent more time training for
all-hazards response.

But as much as we've talked about this problem, we haven't really
begun to solve it. One area that’s shown promise: simulation training,
which immerses the trainee in lifelike situations, building muscle
memory that can be recalled when faced with a real-life situation.

Now, a new entry to the field is combining that approach with a unique
way of capturing the experiences of outgoing officers. AlphaTRAC, an
emeregency management and solutions company, recently released
AlphaACT HAZMAT a web-based training tool that uses scenario-
based simulation training while also capturing the experiences of its
users (view a video about the training tool here). Although this first
product focuses on hazmat, the company is building a tactical fire
training program and has plans to enter the law enforcement training
market as well.

Target: Better Decision-Making

“Our job has historically been to gather data and information and put it
in a form that decision-makers in a crisis can use effectively,” says
Reed Hodgin, AlphaTRAC'’s founder and CEOQ. “About five years ago,

http:/ /www.firefighternation.com /article/technology/new-training-program-strives-capture-and-recreate-user-experiences
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AlphaACT HAZMAT takes users
through a six-step process that
mimics recognition-primed
decision-making, guiding them to
make the right decisions to
respond to the scenarios on
screen. Image courtesy
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we discovered that although we were delivering more and more
information into the hands of emergency managers, we weren’t
seeing a corresponding improvement in their ability to control
emergencies. So we had to ask, if we're giving them more
information, why aren’t they making better decisions?”

Training in Your Department
Building Simulation Programs
Realizing the Benefits of
Simulation Training

You're First-Due: What Would

You Do?
What they discovered is that information is only one part of the

equation. An equal, perhaps bigger, component is the natural
decision-making ability of the incident commander.

“Some chiefs, battalion chiefs, etc., do a really great job of making the
key decisions quickly when faced with a complex incident and little
information, and others freeze up and do a terrible job even with a
simple situation and a lot of information,” Hodgin says.

Studying research about the cognitive processes involved in decision-
making and crisis reaction, AlphaATRAC's researchers discovered
the missing ingredient: experience. “Excellent crisis managers think
differently than the rest of us do,” Hodgin says. “Over a period of 15 or
20 years, they come to use a different process of thinking.”

That process: recognition-primed decision-making (RPDM).
Experienced decision-makers show up at a scene, do a quick size-up,
and use the information they can see to trigger recognition, or the
memory of an event that they have been to or been trained on or
heard about. They use that event from history to help them deal with
the crisis. Hodgin notes that this is extremely effective because, “while
all emergencies are unique, they’re also in some ways similar to other
things that have happened. ICs with a wealth of knowledge in their
heads and the ability to recall that knowledge quickly make decisions
in a blur, and good ones.”

Capturing Experience

AlphaTRAC was soon on a quest to determine how it could capture
the experiences of skilled fire officers and share them with less-
experienced colleagues.

At the same time, the Department of Defense noticed a similar need
in military training, specifically training soldiers to prepare for
asymmetrical warfare. So over the next several years, AlphaTRAC
worked in conjunction with the DOD to develop a training platform.

“We went to the various disciplines that represent the end users and
held workshops with law enforcement officers and firefighters, asking
them, how do you share information, how do you like to train and how
often?” Hodgin says. “We took that information and designed a
technology that would 1) automatically gather experiences in a story
format, because firefighters like to tell stories and 2) provide an
innovative approach to training by turning the experiences people
have had into scenarios that can be used to teach how to think fast
and what are the important things to look for, to trigger the process of
recognition.”

The beta version of the program was pilot tested with the San Diego
Fire-Rescue Department (SDFRD) and Westminster (Colo.) Fire
Department. SDFRD Battalion Chief Dave Williams, the department'’s
Special Operations-HAZMAT Program Manager, tested the program
several times. “The first time was during a small work group
meeting/presentation on the product, using laptop PCs that were
provided,” he says. “Other times have been in our fire stations using
the fire station PCs.” He immediately noticed the product's potential.
“It continues to improve each time | use it,” he says. “The information
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contained in the product is very good and applies directly to the
hazmat incident response community. The scenarios are well thought
out and consistently portray ‘real-life’ hazards.”

The SDFRD testing process also provided the opportunity to refine
the product. Williams says the department suggested “clarification and
revision on some of the technical aspects of the scenarios from a first
responder’s perspective and some insights on how a first responder
[student] would use the product.”

Perhaps most importantly, he also stressed to AlphaTRAC
researchers that it would be important to “make the net result more
clear to the first responder from the start, i.e., that the application is
designed to teach a decision-making skill set and methodology and
not just provide answers on how to handle a hazmat incident.”

The end product: a Web-based training tool that can be used by a
responder or team of responders, in as little as 15 minutes. “It uses
artificial intelligence engines in the background to look for patterns
and bring the right experience to the fore for teaching,” Hodgin says.
“The user logs in online and goes through one scenario or a variety of
scenarios. The artificial intelligence agent scores it, and then coaches
them on what they can do to improve.”

Williams says that the program is comparable to other simulation
programs he's used. “Once you learn the flow of the system, it
becomes fairly intuitive and easy to use,” he says. “Initially, there is a
short learning curve to navigate the interface to be successful.”

In addition to the computerized coaching, the platform includes a
social networking aspect. Users can discuss their experiences in
forums and critique one another, further enhancing learning. “We
know that responders listen to each other better than they do some
outsider,” Hodgin says.

Because the technology is built as a platform, it can easily be adapted
to different disciplines. Thus, while AiphaTRAC began with a hazmat
training product, it is currently at work on a much broader based
tactical fire training program, which it expects to be available in late
2012. “Ultimately, what we've created is a thinking tool, not a hazmat
tool,” Hodgin says.

Positioning the training platform in this way evolved in part from the
feedback of the SDFRD. Williams says he advised AlphaTRAC that to
reach a broader student base, the product would need offer standard
fireground scenarios. “Hazmat is not really all that interesting to the
rank-and-file firefighter and/or incident commander,” he says. One
caveat: Williams sees the product's true potential as less of a tactical
tool and more of a decision-making tool. “It strives to teach a decision-
making methodology that can be applied to tactical fireground or all
hazard incident scenarios,” he says.

Next Steps

The IAFC is currently evaluating the AlphaACT HAZMAT training
program; its Technology Council expects to release a white paper
about this approach to training within a few months. The program is
certified NIMS-compliant by FEMA and is available as a subscription
for fire departments or individual users.

In the meantime, AlphaTRAC's researchers are scouring fire service
publications and training programs to help them develop appropriate
tactical simulations for its fireground training program, all the time
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visualizing a new way to teach up-and-coming officers to be able to
react with the experience of a 20-year veteran. “Our purpose is to
improve all of our abilities to manage crisis situations,” Hodgin says.
“That's what we're focused on. We're doing this to improve
emergency management.”
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1 INTRODUCTION

360Recall is a web-based scenario authoring tool developed for the U.S. Marine Corps that can
help a Marine, training developer, or instructional designer quickly and easily create useful
training scenarios from actual mission experiences or subject matter expertise. Its purpose is to
allow users to develop rich scenarios with minimal effort.

i Seall Brandel | -

36" Recall

_ Creale 8 Scenario I : - . View SCanarios

T - Write a training « Read pubished
BCEMANG BCENAMRIE
« Describe an avenl = Revise unpublinhied

Copyright W11 Rpha TRAC, nc., K1 Rights Hesrnmd

Figure 1 The Home page

With 360Recall, you can:

» Write a training scenario

» Capture the details of a mission

» Review and edit your published and unpublished scenarios
» View scenarios published by other users

This guide explains how to use 360Recall.
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2 HOW 360RECALL WORKS

360Recall helps you write training scenarios based on actual missions or events you may have
heard recounted during story-swapping sessions with other Marines.

By presenting you with prompts and questions, the system captures information about a mission
— things like:

Operation orders

Event details

The cues or indicators that helped you recognize danger
The decisions made

YVVYVYVYY

The lessons learned

You can follow the guided interview of sequenced prompts or use the tabs to answer questions in
an order that makes more sense to you. The system begins turning your input into a scenario that
you can examine in the Scenario Viewer. It also automatically saves the scenario every five
seconds to ensure nothing is lost.

The scenarios developed using 360Recall are structured and stored in a database that allows them
to be searched, enabling you to sift through the information and making the content captured in
the scenarios useful to future applications.

As you develop scenarios, you should identify cues or indicators of danger. Although 360Recall
will identify some cues on its own (especially over time, as more and more scenarios are

developed for it to analyze), you are encouraged to identify the cues you feel are important to
track.

3 GETTING STARTED

3.1 What You Need

360Recall is a web application that requires Internet Explorer 7.

Use of 360Recall requires an account. Once your account has been activated, you can log in.
3.2 Logging In

To log in:

1. Go to http://www.360recall.com.

e s e

Rev 0-2 May 2013 2
www.360Recall.com




360Recall User Guide

The system presents the Login page.

36" Recall

User Log In

wF Viser Namee

— = = = e T e — = e

Figure 2 The Login page

2. Enter your user name and password.
3. Press Enter or click Login.

The system presents the Home page.
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Figure 3 The Home page

3.3 Logging Out

To log out:

1. Click Logout.

The Logout link is on the upper right corner of the page.

Welcommis Seatt Brendel | my 2

36" Recall
e,

- —

oy

e - | —

Create a Scenario View Scenarios

Figure 4 The Logout link
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Getting Help

360Recall provides access to contextual help from many pages within the system. Just
look for this symbol.

Saving Your Work

Even though 360Recall includes a Save button, the system automatically saves the changes you
make every five seconds.

4 SEARCHING FOR A SCENARIO

360Recall lets you search scenarios for words or phrases you provide.

To search for a scenario:

. Log in to the system.

From the View Scenarios panel, click Start.

e Py .
View Scenarios ‘

= Read published
scenarios.
= Revise unpublishied

scenarios.

E i & | R

Figure 5 The View Scenarios panel

The system shows a list of the scenarios that have been published.

. Enter the word or phrase in the box at the top of the page and click Search.

Rev 0-2 May 2013 5
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Pubfished Scenarios

Figure 6 Searching for scenarios

The system presents the scenarios that contain the word or phrase.

5 READING A SCENARIO

Once a scenario is published, all users in the community can read it.

To read a scenario;

1. Log in to the system.

2. From the View Scenarios panel, click Start.

g —

« Read published

SEERANOS
» Revise unpublishied
sconarios.

L= O
L i |

Figure 7 The View Scenarios panel

The system shows a list of the scenarios that have been published.
3. Click the scenario name.

The system opens the scenario.

6 CREATING A SCENARIO

Creating a scenario is a simple process. 360Recall lets you create scenarios from scratch or base
a new scenario on one you’ve already written.

eSS — — . = e
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Reminder: Even though 360Recall includes a Save button, the system automatically saves the
changes you make every five seconds.

6.1 Creating a Scenario from Scratch

To create a scenario from scratch:

1. Login to the system.

2. From the Create a Scenario panel, click Start.
_ Create a Scenario |

= Write a training
&\ scenario.

“ « Describe an event.

Figure 8 The Create a Scenario panel

The system takes you to the first page of a guided interview that prompts you for
information about the incident.

Rev 0-2 May 2013
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Figure 9 First page of the guided interview

You can follow the guided interview in sequence (the lowest row of tabs at the top of the
page) or move around within the tabs as you wish.

The page has other panels:

= The Overall Progress panel shows your progress (by percentage of topics completed)
through the guided interview

® The Notepad allows you to take notes as you develop the scenario (things you may
want to add to the scenario later)

* The Scenario Viewer shows how 360Recall turns your inputs into a draft scenario

Although you can answer questions or provide information in response to the prompts in
whatever order you prefer, it’s best to first establish certain details about the scenario.
This is done on the Scenario topic.

3. Click Visit beside the Scenario topic.

The system presents the Scenario page.

_——
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Scenario

* Name this scenario:
New Case

* This scenario is based on a/n:
[ Actual event

[T Hypothetical event

* In what year did this scenario occur?

n Back to Overview

Figure 10 The Scenario topic page

4. Enter a name for the scenario.
The system will use the name you provide as the scenario name.

Tip: Give your scenario a descriptive name. Over time, you’ll probably develop a large
number of scenarios; naming them descriptively (and perhaps including the date in the
name) will make them easier to find, remember, and track.

5. Using the check boxes, indicate whether your scenario is a hypothetical event or is based
on an actual event.

You can now navigate as you wish and either answer questions or enter cues in whatever
order you prefer.

6. Navigate to another category by clicking its tab.

Rev 0-2 May 2013 9
www.360Recall.com




360Recall User Guide

The system presents the main page of the category and shows you the topics within the
category. The guided interview will lead you through the questions topic by topic or an

entire section of topics at a time. You can skip the use of the guided interview and enter
cues directly by topic.

7. To:

®= Use the questions to guide you through a single topic, click Visit beside the topic.

The page provides cue entry boxes in which to enter answers. Some questions may
have check boxes.

Key Terrain

Describe the terran

" How would you describe the area?
Ourbar

ORura

' How would you describe the surroundings?

Terrain:
Were there hills, bridges. overpasses and key infrastructure? Water features,
vegetation and micro-terrain? Boundaries. known trails. [anding zones, built-up

areas, Tactical Control Measures (TCMs). targets. checkpoints and Main Supply
Routes (MSRs)?

Buildings and structures:
How tall were the buildings? How densely clustered were they? Were there

Figure 11 Cue entry by topic

*» Use the questions to guide you through an entire section of topics in sequence, click
Visit All beside the topic section.

The system presents an overview of the topics within the section.

Rev 0-2 May 2013 10
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Orientation

ket SESSSREE S - o— e

Include information about the event location, key terrain,
tactical control measures within the Area of Operations
(AQ), weather, local history of the area/population, enemy
positions, and direction of attack.

We will cover:
» Key Terrain

» KOCOA: Other Elements

> Weather

» Operation

» Local History

» Enemy Positions

» Additional Information

Qvaammmm [text — Q)

Figure 12 Cue entry by topic section

Click Next to go to the next page in the section (or click Back to return to an earlier
page).

8. Furnish the information asked for on the page by clicking appropriate checkboxes and by
entering responses to the questions in the style of a story.

Key Terrain

Describe the terran

How would you describe the area?
Cluba

How would you describe the surroundings?
0
Valle
-

Terrain
Were there hills bndges ovarpasses and key infrastructure? VWater features
vegetation and micro-terrain? Boundaries known trails landing zones built-up

areas. Tactical Control Measures (TCMs). targets checkpoints. and Main Supply
™y

Wefolloweda tal along the edge of the mountains and came to
a Bndge Saw checkpoints and MSR

Figure 13 Entering information

Rev 0-2 May 2013 11
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You’ll complete most tabs the same way, with the exception of the Event Actions tab,
which is described in Section 6.2, Entering Event Actions.

As you enter information, the system highlights words or phrases that match cues it
already knows about.

Tip: To add a new cue, highlight the word or phrase and then click Add Cue.

360Recall begins turning your input into a scenario which you can examine in the
Scenario Viewer.

Scenario Viewer i
' ]

Read through the scenano as it |
% begins to take shape.

2011 ]

Operation Order

Orientation

How would you describe the
area?

Rural

How would you describe the
surroundings?

Valley

We followed & trail along the edge
of the mountains and came to 8
Bridge Saw chaeckponts and
MSR

Figure 14 The Scenario Viewer

Tip: For an expanded view of the Scenario Viewer, click

Tip: To move the panel to a different part of the screen, click and drag it by the bar at the
top of the panel.

Tip: To ensure a scenario is rich in detail, make sure you at least answer the questions
marked with a red asterisk.

e e e e e
Rev 0-2 May 2013 12
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6.2 Entering Event Actions

Describing event actions can get confusing, because so many things can happen in a short period
of time and because the sequence of events is important. Event actions can include:

» Enemy actions

» Friendly actions

» Communications and their effect on the event
» Other actions

360Recall breaks this down so you can clearly capture the sequence of events. It also lets you
re-sequence the actions, if necessary.

To describe event actions:

1. Click the Event Actions tab.

The system presents the Event Actions page.

Event
Actions

Event Actions

) o [+ <@

Enemy Friendiy Communication Other
Actions Actions Action Actions

Figure 15 The Event Actions page

Rev 0-2 May 2013 13
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2. Click the appropriate button beneath the panel to show the action that occurred first.

If you click Enemy Actions, Friendly Actions, or Other Actions, the system presents a
page of questions that prompt you for information similar to the one that follows.

What happened? What did you see and hear?

At what time did the enemy action occur? B

Give a brief title to the enemy action B
Has the scene of the event changed since you last described it? if yes, a
explain:

Describe the enemy encountered {SALUTE).
An acronym used to describe the enemy forces 1s SALUTE which stands for Size
Activity, Location, Unit/Uniform. Time, and Equipment

What do you think the enemy's objective was? (2]

What was the immediate result of the enemy force’s actions? a

Anything else to add?

oy Backlo Overview

Figure 16 The Enemy Actions page

If you click Communication Actions, the system presents the following page.

== . ———— =
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Give a brief title to the communication action

Record the conversation

Who said it? :
Select a participant v

or enter a new one here

Vihat did they say?

Submit
=0 Backio Overview
Figure 17 The Communications Action page

To enter a paraphrased conversation:

a. [Identify the speaker (using the dropdown list or by entering the person’s role or rank)
b. Enter what the person said
c. Click Submit

The system will post what you entered in the Record the conversation box.
3. Enter information about the action into the form and click Back to Overview.

The system returns you to the Event Actions page and adds a flowchart-like box to the
page for the action you just entered, using the brief title you provided to identify the
action. You can continue to add event actions to the scenario.

4. Add as many other actions as necessary to fully describe the event.

To re-sequence the order of event actions:

1. Click the up or down arrow beside the action you want to move until it appears in the
right place in the order of actions.

E=—=s. - ——— —————— = —————"
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To revise details for an event action:

1. Click Revisit beside the action you want to revise.
2. Make changes to the description.
To delete an event action:

1. Clickthe ,x; beside the action you want to delete.

6.3 Reviewing Your Progress

The Overall Progress panel shows what percentage of topics in the guided interview you have
already completed.

Overall Progress: Topics Visited »

i 7%

Figure 18 The Overall Progress panel

To determine which topics you have already visited or which topics and questions you have
answered, use the dropdown beside the visual indicator.

7 EDITING AND FINALIZING A SCENARIO

Once you have written a scenario, you can edit it even if it has been published. You can also
rename it if necessary.

7.1 Revising a Scenario
To add to or revise a scenario:

1. From the View Scenarios panel on the Home page, click Start.

_——-———
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S P i
View Scenarlos p

= Read published
scenarios.

= Revise unpublishied
scenarios.

Figure 19 The View Scenarios panel

The system shows the current list of published scenarios.

| Published Scenarios

Aftack on Manps Pags

Ginbuah & Cush
TTrnes

Platoon Ambush

gdmarinez 1817201

Figure 20 The published scenarios list

2. Click the Unpublished Cases tab.

The system lists the scenarios you have drafted but not published.
3. Click the title of the scenario you wish to edit.

The system lists the scenario and provides buttons for several options.
4. Click 9

The system displays the first page of the guided interview.

5. Navigate through the tabs and topics and make the additions, deletions, and changes you
need.

Rev 0-2 May 2013 17
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7.2 Renaming a Scenario

Renaming a scenario is a matter of changing the name you gave it when you first created it.

To rename a scenario:
1. From the View Scenarios panel on the Home page, click Start.
The system lists the scenarios you have drafted but not yet published.
2. Click the Unpublished Cases tab.
The system lists the scenarios you have drafted but not published.
3. Click the title of the scenario you wish to rename.
The system displays the scenario.
4. Click Visit beside the Scenario topic.

The system presents the Scenario page.

Scenario

Name this scenarjo:
New Case

This scenario is based on a/n:
ale

in what year did this scenario occur?

2011

Figure 21 The Scenario page

5. Enter a new name for the scenario, then click Back to Overview.

_——————————————
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The system will use the name you provide as the scenario filename and then return you to
the topic page.

7.3 Publishing a Scenario

To publish a scenario:

1. Click

The system opens the Scenario Viewer and suggests you review it one more time before
publishing it.

2. Click again.

The system moves the scenario to the library of published scenarios that you can read
through the View Scenarios panel.

7.4 Exporting a Scenario to Word
Once a scenario has been published, you can export it to Microsoft Word.

Note: Once a scenario has been exported to Word and changed in any way, you cannot bring it
back into 360Recall.

To export a scenario to Word:

1. Open the scenario.

2. Click E]

The system opens the scenario in Microsoft Word.

Reminder: Once a scenario has been exported to Word and changed in any way, you
cannot bring it back into 360Recall.

Rev 0-2 May 2013 19
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7.5 Printing a Scenario

To print a scenario:

1. Open the scenario.

2. Click

8 TAKING NOTES

The Notepad lets you take notes while you are creating or editing a scenario. The notes are
saved along with the scenario content and can be added to the published and unpublished
scenarios you have developed.

Notepad !

[
Record notes while creating your

% scenario.

4

Figure 22 The Notepad

To use the Notepad:

1. Move the cursor to the text box and enter your notes.

The system adds your notes to any other notes you may have already recorded for this
scenario.

Rev 0-2 May 2013 20
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9 MANAGING SCENARIOS

9.1 Deleting an Unpublished Scenario

To delete a scenario:
1. From the View Scenarios panel on the Home page, click Start.
2. Click the Unpublished Cases tab.
The system lists the scenarios you have drafted but not published.
3. Click the check box of the scenario you wish to delete.

4. Click @

9.2 Deleting a Published Scenario

Because of concerns over the potential loss of information, only a system administrator can
delete a scenario that has been published.

Rev 0-2 May 2013 21
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1 INTRODUCTION

XCapture ADT is a web-based authoring tool designed to help National Guard Agribusiness
Development Teams (ADTs) quickly and easily create after action reviews (AARs).

Welcome scott Brendet | My Account | Logout

Create an AAR

Enter a new View AARs
AAR submitted by the
community

Copyright 2011 AlphaTRAC, inc., All Rights Reserved

Figure 1 The Home page

With XCapture ADT, you can:

Create AARs

Review and edit your AARs

Share your AARs with others in the XCapture ADT community
View AARs shared by others

Develop a list of contacts you encounter on missions

vVYVYVYY

Using a guided interview, the system helps you document:

» Pre-mission information, including:
= The mission purpose

—onr" - —— — =—:\—"— —+—— " ~——— ]
January 2013 Unclassified 1



XCapture ADT User Guide

= The mission schedule
= Assumptions about:
e The weather
¢ The terrain
¢ Driving conditions
* Planned tasks
= Civil considerations
® An assessment of risk
> Mission information, including:
» The tasks that were actually attempted or completed
» A review of the mission as a whole
» Lessons learned, including:
= A review of the actual risk
* Suggestions for things to sustain and things to improve

In XCapture ADT, information is structured and stored in a database. The system has a search
function you can use to locate AARs of interest.

Although the user interface has tabs that allow you to skip from page to page, it is best to follow
the sequence of tabs when developing an AAR, since some information you’ll need to enter is
dependent on other information already being there. (For example, before you can develop a risk
plan for the mission, you must first enter the tasks you plan to accomplish.)

Once you’ve completed an AAR, you’ll be able to:
> Editit
» Print it
» Export it to Microsoft Word

» Share it with others who have system access

This guide explains how to use XCapture ADT.

2 GETTING STARTED

2.1 What You Need

XCapture ADT is a web application that requires one of the following browsers:

> Google Chrome (the preferred browser choice)
> Internet Explorer 8 or 9 (preferably with the Google Chrome Frame plug-in)

s - ———~— .~ — — .. — ———————— "1
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Use of XCapture ADT also requires an account. Once your account has been activated and you
receive your login and password, you can log in.

2.2 Logging In and Out

To log in:
1. Go to http://xcapture.alphaact.com.

The system presents the Login page.

Welcome | | Logm

L Capture

l”.\\‘ :\l:\_“{ Lr] //4."3;:“\

Account Login

Username:

Password:

Figure 2 The Login page

2. Enter your user name and password.
3. Press Enter or click Login.

The system presents the Home page.

January 2013 Unclassified 3
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Welcome scott Brendel | My Account | Logout

‘//w\' \xi“\""

Create an AAR

Copyright 2011 AlphaTRAC, Inc., Al Rights Reserved

Figure 3 The Home page

To log out:

1. Click Logout.

The Logout link is on the upper right corner of the page.

Welcome scott Brendel | My Accgunt | Logout

o—

N Capture

Ny Ny .'5-" w /A>‘\
Create an AAR / View AARS
d "

Figure 4 The Logout link

2.3 Automatic Log Out

For security reasons, XCapture ADT will log you out after ten minutes of inactivity. Five
minutes prior to logging you out, a pop-up will warn you.

e T —— = = e = —————
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2.4 Basic Navigation

From the Home page, use the Start buttons to move to one of the functional areas.

Welcome scott Brendei | My Account | Logout

) Capture

Figure 5 Moving to a functional area

Once in a functional area, use the tabs along the top of the pages to move to a different functional
area.

Figure 6 Moving between functional areas

While creating or editing an AAR, use the tabs on the guided interview pages or the Next Section
links to move from page to page.

January 2013 Unclassified 5
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T ———e

Next Section: METT-TC

Title:
New Case

Is this a training mission?
Yes
No

Theater:
Choose E‘
? ADT#:

2 uiCc

Submitted by:

Rank:
Choose Ly__]

Position:
Choose F._]

2 POC email:

Next Section: METT-TC

Figure 7 Moving from page to page in the guided interview
2.5 Getting Help

XCapture ADT provides access to contextual help on many pages. Just look for this
= symbol.

To access help, click the question mark icon.

Day of the week:

Choose EI

( ? IJission hegin date & time:
7/2012 1202

L~

Figure 8 Opening a help panel
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To close a help panel, click the x button on its upper right corner.

Mission end date & time

WADDYY & Time

Figure 9 Closing a help panel

2.6 Saving Work

Even though XCapture ADT includes a Save button on each page, the system automatically
saves the changes you make every five seconds.

Before your entries have been saved, you’ll see this: Saved Case details

After your entries have been saved, you’ll see this: Saved Case details

3 CREATING AN AAR
An AAR contains three kinds of information:

» Pre-mission plans
> Information about what actually occurred during the mission
» Lessons learned

This section explains how to:

Enter pre-mission information

Enter mission summary information
Capture lessons learned

Review your progress through the topics
Attach supporting files

YVYVYYVYY

= ——————————— == ————— ——=- ————=— )
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3.1 Entering Pre-mission Information

To enter pre-mission information:

1. Log in to the system.

2. From the Create an AAR panel on the Home page, click Start.

Create an AAR

Figure 10 The Create an AAR panel

The system takes you to the first page of the guided interview.

=== —— ——  —  — ——— — = — - _—_————=— - — _—— - —=_T
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Mission Summary Lezsons Learned

Pre-Mission | Basic Info

Next Section: METT-TC

Title:
Vew Case

Is this a training mission?
Yes
No

Theater:
Choose

? ADT#:

? UIC
Submitted by:
Rank:

Choose |__v.

Position
Choose [v{

2 POC emait

Next Section: METT-TC

Figure 11 The Basic Info page

The tabs along the top of the panel show the topics included in the guided interview.
3. Enter a name for the AAR in the field labeled Title.

The system will use the name you provide as the AAR name,

Tip: Give your AAR a descriptive name.
4. Enter the rest of the requested information on the Basic Info page.

5. Click Next Section: METT-TC and enter the requested information.

January 2013 Unclassified 9
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Miession Surmmany Lessons Leammed

Baswc Ink | Next Section: Plan

Day of the week

Chooss :_rl

T Misston begin date & time
11712012 1310

T Mission end date & time

1712012 1318

Reglon/sector/district

Terrain

Figure 12 The METT-TC page

6. Click Next Section: Plan and enter the requested information.

Note: On the Plan page, you enter information about the tasks you planned to conduct
before you began the mission. A later page (the Task Review page) will ask you about
the tasks you actually attempted or completed during the mission.

Tip: You must enter the tasks you plan to undertake before you can develop a risk plan
for the mission.
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WMETT-TC | Next Section: Risk Plan

T Planned wsk(s]
n Sdd planned taskis)

| ® Any undailying conditions ot lasues of context or enviconment 7 IF so, describe:

Ay other background or pre.mission infonmation o include? If so, describe

METT-TC | Next Section: Risk Plan

Figure 13 The Plan page A

To add a task:

a. Click the Plus button

? Planned task(s):

Answer the questions below to add a planned task(s)

Describe

? Location:

Objective(s):

Figure 14 Adding a planned task

b. Describe the task (the description will be used as the task name)
c. Specify the task location

o ———————— —— —— — = ——————=—— |
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d. Enter the task objectives
e. Click Add
f.  Enter the additional information prompted for on the Plan page.

To edit a task:
a. Click the edit button beside the item
b. Modify the information as needed
c. Click Update

To delete a task, click the delete button beside the item

Reminder: Because a risk plan is based on the tasks planned for a mission, all planned
tasks must be entered before the risk plan can be completed.

7. Click Next Section: Risk Plan and, for each task, expand the task window and enter the
requested information.

| =S amassa— — ——— —— — = wma—————  — . — —
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Mission Summary Leszsons Learmned

Lf LBOOHETs

Riak toplc Views Hasty Risk Cand
e Add risk topic

Crverall rigk level after controls are Implemenied
Law
Maderate
High
Extremety High

Risk Decksion Autharity

Last Name
Madmnez

Rank
coL

Druty Positlon

Zian | Next Section: Task Review

Figure 15 The Risk Plan page

Note: On this page, you enter information about the risks you planned for before you
began the mission. A later page (the Risk Review page) will ask you how well your risk
mitigation strategy worked during the mission.

Reminder: Because a risk plan is based on the tasks planned for a mission, all planned
tasks must be entered before the risk plan can be completed.

To add a new risk topic:

a. Click the Plus button

=——__--_. ———  ———————— — ———— - — —— — —— 1
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Risk topic View Hasty Risk Card

Answier the questions below to add a risk topic

Describe

Hazards

Initial risk level
Choose [~

ontrols

Residual risk level
Choose er

How to implement
How to supervise {(who)

cancel  Add

Overall risk level after controls are implemented
Low
Moderate
High
Extremely High

Figure 16 Adding a risk topic

Describe the risk (the description will be used as the risk topic name).
Describe the hazards.

Select the initial risk level using the dropdown list.

Explain the controls that will help mitigate risk.

Select the residual risk level using the dropdown list.

Enter a description of how you will implement the risk controls.

PR a0 o

Identify who will supervise risk management and how they will do it.

Click the radio button indicating the overall risk level after controls are
implemented.

J. Click Add.

o +

Tip: XCapture ADT lets you “re-use” risk topics you’ve created for another task in the
same AAR so you don’t have to re-enter the same information over and over.

- ———-ae——o -
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To “re-use” an existing risk topic:
a. Click the Plus button beside Import previous risk topics.
XCapture ADT imports o/l the risk topics from the other task.

b. Delete the risk topics that do not apply.
c¢. Edit details of the imported risk topics as needed.

To edit a risk topic:

a. Click the edit button beside the item.

b. Modify the information as needed.
c. Click Update.

To delete a risk topic, click the delete button beside the item.

To identify who has risk decision authority, enter the last name, rank, and duty position
of the person with the mission’s risk decision authority.

Risk Decision Authority

Last Hame
Martinez

Rank
coL

Duty Position
S

Plan | Next Section: Task Review
Figure 17 Risk decision authority

This completes the pre-mission information section of the AAR.

3.2 Entering Mission Summary Information

To enter mission summary information:

1. Click the Task Review tab.

The system shows the planned tasks you previously entered on the Plan page.
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Task
Review

Risk Plan | Next Section: Mission Review

Enter information for one actmty at a ime iteratively
Task Review

Planned Tasks
s 5
Did it happen?

1} Conduct an animal husbandry class @ Yes No
Actual Tasks

1) Conduct an amimal husbandry class

Input New Task to Review )
Submit |

Risk Plan | Next Section: Mission Review

Figure 18 The Task Review page

* A planned task was not attempted, click No under Did it happen?
You’ll be prompted to explain why the task was not conducted.

= A task you did not enter on the Plan page was attempted or completed, enter the task
in the Input New Task field and click Submit.

2} Hold a vetennary chnic in the Marawara district of Kunar
Province and teach animal anatomy to the local Afghar
farmers and v

Input New Task to Review

244 Gl

Figure 19 Inputting new tasks

Although you can use this feature to document unplanned tasks for the mission, you

cannot assess or review the risk of an unplanned task after the fact except via lessons
learned.

[=—————=——=_. = — = ———+— __ - ————=—— = — - — ——
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3. For each task that was actually attempted or completed:
a. Click Visit

The system displays the first in a series of pages that prompts you to enter more detail
about the task. This includes:

Overview
Description
Resources
Results
Conditions
Task Review

Mission S | Task Review | Conduct 3
Task Revew | Next Section: Description

Conduct an animal husbandry class

Project number:
98765

? Location:
Asadabad Farm

Location coordinates-

Objective(s):

Type of environment:
@ Permissre
Mon-permissive
Semi-peimissie

Primary activity (check all that apply):

o

List the agribusiness product(s} of interest, if applicable:

1 J
Task Revew | Nawt Saction® NDescrintion

Figure 20 The Task Review Overview page

b. Enter the requested information, then click Next Section: Description.

=S == S————————————————— — ———— ————————— == ——— = _ = —1
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eaaw | Conduct
srazw | Next Section: Resources
Conduct an animai husbandry class

ihat apply 10 thes actvt

Vehat key parsonnel ware involeed?

What was sssessedlldiscusaod?

What pssistance was provided and who provited i7?

What aventioctivity'effot wes coatdinated ¥

MNext Section. Resources

Figure 21 The Task Review Description page

c. Enter the requested information, then click Next Section: Resources.

_—_—— e e e e
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Wasaan = Task Renew | Conduct -
Desziptan | Next Section: Results
Conduct an animal hushandw class

1

List any task-specific resources the team had

List ony sk specific resources the team needed but did not hove

Dverall level of cooperation from others:
Hagt
Iedium
Ly

Adiditional comments o [he coopersbon level

Descnpton | Next Section: Results

Figure 22 The Task Review Resources page

d. Enter the requested information, then click Next Section: Results.

[=seamaaane———on———== S  ———————— = a————
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Frazace | Next Secion: Conditions
Conduct an animal husbandry class

WAl weeie the oubzomns caiputs of (ki task?

W the sk complated?
(1]
Tig
Were lhe oljecthes accomplishsds

[ 1]
Hig

What wera ma Nindings?

T Rate e lowe) ol difficulty for ks ik
1+ Thin tnak wid wary 685

Tis task wilh of @nvsrege Sffcult,
101wk was edmemaly dificas
Lt iy tefuired Eollow.on nohions

Resnuces | Next Section Cunditir,ni

Figure 23 The Task Review Results page

e. Enter the requested information, then click Next Section: Conditions.

Ee=_——e--——0s—--———s= s ——xue - —s-a.---aaaa
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esuity | Mext Section: Task Review
Conduct an animal husbandry class v

Chech mny convoy movement conditions Ihel were of contem

Describe the concermi) you selectod

| Eheck any dismnoaunted mavement condition (el wene of conoem

Describre the poncem|a) you selecied

Lisi sty sscurity telntied sigrbficanl ootliviries

Were the security-relaiod activities addiessed?
Fed

Rests | Next Section: Task Review

Figure 24 The Task Review Conditions page

f. Enter the requested information, then click Next Section: Task Review.

This returns you to the Task Review page, where you can:

o Enter information about the other tasks you completed
o Exit the Task Review page by clicking Next Section: Mission Review

4. To:

= Delete a task you added on the Task Review page, click the x button beside the item

» Change the order of tasks, click the Arrow Up and Down buttons until the list is
sorted as you want it

5. Click the Mission Review tab.

January 2013 Unclassified 21



XCapture ADT User Guig

The system shows the Mission Review page.

Did the mission sctually ocour?
Yes

Nao

L oordinating slemants by area

Was enemy contact made?

T8E

Ho

Mission Raae Next Section: F:i"sl: Review

Figure 25 The Mission Review page

6. Enter the requested information, then click Next Section: Risk Review.

3.3 Capturing Lessons Learned

To enter information about lessons learned on the mission:

1. Click the Risk Review tab, then open the sub-task window beneath each task.

The system shows the risk topics you previously entered on the Risk Plan page.

= ———— — ——— — . - —  — =
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Rk rovtew

Risk Topics

+ Discuss the application and maintenance of vaccines with laborers
and veterinarians and microgrants for purchasing

@ PMCS. Vehicle Movement
Hazards

Shock n g

Imtial nsk level
ttoderat

Controls
1ers wear proper PPE tramned personr ipe t3 31l e
prior to use&nbsp
Residual nsk level
L

How to implement

3f¢ ref leade pe n&
How to supervise (wh

DR 1 F ect T

Was it successful?
oY

Why:
he ere specifically f e the le ]
are it  any nisks

Overall risk teve! after controls are implemented
Low

Figure 26 The Risk Review page

2. For each risk, indicate whether the risk mitigation strategy was successful and why.

3. Click the Sustain/Improve tab.

The system lets you add, edit, or delete topics for sustaining or improving practices.
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u el popeaiil 10 Rk

Togscis} o anpanee

Damusmatalinn Fes

Q st wmpts| m imprv

we | Finlsh

Figure 27 The Sustain/Improve page
4. To:

* Add anew topic:

a. Click the Plus button

Topic to sustain:

Gaining local trust

Answer the questions below to add a topic to sustain

Describe

What happened?

Recommendations:

Cancel Add

Figure 28 Addition a lessons learned topic

b. Describe the lesson (the description will be used as the lesson topic name)
¢. Describe what happened and the recommendations you’re making

== N = e — )
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d. Click Add

= Edit a topic:
a. Click the edit button beside the item
b. Modify the information as needed
c. Click Update

= Delete a topic, click the delete button beside the item

Tip: On any page of XCapture ADT, you can also highlight text, tag it as a lesson learned, and
then add additional information about the lesson when prompted.

What was discussed?

3Qe
m

Tagged Lesson Learned

Sustain © Improve

=

Llpput N;:»wj‘ r |

Cancel

Figure 29 Tagging text for a lesson learned
3.4 Reviewing Your Progress
The Overall Progress panel shows your progress through the guided interview, including:

» The percentage of topics you have visited
» The percentage of topics you have completed
» The percentage of questions you have answered

Overall Progress: Topics Visited »

i "
Figure 30 The Overall Progress panel

3.5 Attaching Files
XCapture ADT lets you attach image files to an AAR from any page of the guided interview.

Tip: Before attaching files to an AAR, name them descriptively.

=E=———————aea>= === .- S — e —me= o —
January 2013 Unclassified 25



XCapture ADT User Guide

To attach a file to an AAR:

1. Open the AAR.

2. From the Attachments panel, click Choose Files.

Image Attachments

[?-J Attach related files to your AAR.

File
Character(s) left 40
Description

Figure 31 The Attachments panel

3. Navigate to the folder that contains the file and select it.
4. Click Open.
OR
Drag the file into the drop box on the Attachments panel.
This attaches the file to the AAR and shows the filename in the Attachments panel.

5. Add a description of the file.

You can add a description of up to 40 characters to explain what the attachment is. This
description will be used to caption the file in the system.

Tip: Give your files descriptive file names before uploading them.

4 EDITING AN AAR

Once you have prepared an AAR, you can edit it even if it has been shared with the XCapture
ADT user community. You can also rename it if necessary.

= s ————————___ —— —  —— = ——]
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4.1 Revising an AAR

To add to or revise an AAR:

1. From the View AARs panel on the Home page, click Start.

The system lists the AARs you have prepared. This includes the ones you have shared
and those you haven’t.

2. Click the title of the AAR you wish to edit.

The system opens the AAR in the full report view and provides buttons for several
options.

3. Click the Edit AAR button.
The system displays the Basic Info page of the guided interview.

4. Using the tabs, navigate through the pages and make the additions, deletions, and changes
you want.

4.2 Renaming an AAR

Renaming an AAR is a matter of changing the name you gave it when it was first created. By
defaults, AARs are named New Case if you fail to provide a title of your own.

To rename an AAR:

1. From the View AARs panel on the Home page, click Start.

The system lists the AARs you have prepared. This includes the ones you have shared
and those you haven’t.

2. Click the title of the AAR you wish to rename.

The system opens the AAR in the full report view and provides buttons for several
options.

3. Click the Edit AARs button.

The system displays the Basic Info page of the guided interview.

= —— = =————— = = —————_1)]
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4. Enter a new name for the AAR, then click Save.

4.3 Sharing an AAR

When you share an AAR, you enable others in the XCapture ADT community to view it.
XCapture ADT will list it on the Shared AARs page (you’ll still see it on the My AARs tab when
you log in).

Beside AARs that have been shared, you’ll see this: *

Beside AARs that have not been shared, you’ll see this: ®
o
To share an AAR:

1. From the View AARs panel on the Home page, click Start.

The system lists the AARs you have prepared. This includes the ones you have shared
and those you haven’t.

2. Select the AAR(s) you wish to share by clicking the checkbox beside it.
3. Click the Share AAR button

The system adds the AARSs to the library of shared AARs.

5 VIEWING AARS

5.1 Reading an AAR

Once an AAR is shared, all users in the XCapture ADT community can read it. XCapture ADT
gives you the option to view:

The full report

The trip report

The storyboard format

The composite risk management report
A custom report tailored to user needs

YVVYVYVYY

EEees————————— - —— ==
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To read an AAR:

1. From the View AARs panel on the Home page, click Start.

View AARS

Figure 32 The View AARs panel

Note: From inside the system, click the AARs tab.

By default, the system shows the AARSs that you have prepared. You can also view
AARs that have been shared by other users by clicking the Shared AARs tab.

2. Click the name of the AAR you want to read.

The system opens the AAR in the full report view.

\

Risk | HastyRisk
Management Management

New Livestock Production

© rox )

Edit AAR  Export ToWord  Print Report

New Livestock Production
Basic Info
Is this a training mission?
No

Theater:
Aizhanistan
ADTE:
10000

uic:
000089

Figure 33 The full report view

3. Click the tab for the report view you’d prefer.

e —————————®wa——-— = _ == —_——- — ———
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5.2 Sorting AARs

From both the My AARs and Shared AARs pages, you can sort AARS by one or more of the
following options:

» Date
» User (only shown on the Shared AARs page)
» Location

The controls for the sort function are at the top of both pages and use the Search button to
execute the sort. You can sort by a single option (for example, User) or by several options in
sequence (for example, sort first by User, then by Date, then by Location).

Figure 34 Sorting controls for AARs

To sort AARSs:

1. Sequence the sort options (from left to right) in the order you wish by dragging them into
place.

When you place the cursor over the option label, it will turn into a cross of arrows. You
can then drag it into position.

2. Activate the options you want to sort by and deactivate (remove) the others.
3. Click Search.

XCapture ADT will reorder the AARs according to the sort criteria you have established.

5.3 Searching AARs

XCapture ADT lets you search the content of AARs for words or phrases. It will locate exact
matches of the word or text strings you enter.

[==—sa—E___—,—_—,—. S ——————————————a e —————~ |
January 2013 Unclassified 30



XCapture ADT User Guide

There are two types of search:

» A quick search will report only exact matches of the words or phrases you input, with no
sorting of the results by frequency of the searched terms.

» An advanced search will search for all possible arrangements of the search words you
input. It will also order the results by the frequency of the searched terms, listing AARs

with multiple mentions of the terms or phrases higher than AARs with only a single
mention of them.

To search for a word or phrase:

1. From the View AARSs panel on the Home page, click Start.
Reminder: From inside the system, click the AARs tab.

2. Navigate to the tab containing the AARs you want to search.
You can search your own AARs or the shared AARs.

3. Enter the word or phrase in the box at the top of the page and click Quick Search or
Advanced Search.

Figure 35 The Search panel

The system lists the AARs that contain the word or phrase.

= = — - —— —_— — — ——————— ~ .
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5.4 Sorting and Searching at the Same Time
You can combine the sort and search functions to conduct even more sophisticated and targeted

searches. Just set up your sort parameters, then enter a word or phrase and click the Quick
Search or Advanced Search button.

5.5 Printing an AAR

XCapture ADT provides several standard report formats that you can print out. It also allows
you to prepare a customized report and then print it out (as discussed in Section 6).

To print an AAR in a standard format:

1. Open the AAR.
The system displays the full report view of the report.

2. Select the report type by clicking its tab.

:'fCapture

o Megmry

-_o r——

Hew Livesinck Froduction Edt AAR  Fapet T WWosd P Flagert

New Livestock Production

Basic info

Is this a training mission?
Ho

Theater:
*ghamsta

ADT#:
10000

uic:
000069

Figure 36 Selecting a report type

3. Click Print Report.

=== ———— - — = —— — )
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Capture

A A Risk
l Trip Report Custom Story Board fask u.:,:z,,:.,..

8 8 0

New Livestock Production Training Edt AAR  Export ToVWigrd  Print Report
A it =, —
Traini
Basic Info

Is this a training mission?
No

Theater:
Alghanistan

Figure 37 The Print Report button

The system displays the first browser print window.

4. Click Click to Print Thi‘s Page.

t blank
Ew:redh‘esha {20 Myshuff ] HR and Bene

¢k Production in Kunar Province

Basic Info

ADT=
10

uic:
000089

Submitted by:
Matt Delellls

POC email;
mdelellis@alphatrac.com

METT-TC

Day of the week:
Monday

Figure 38 The first browser print window

The system displays the second browser print window.

5. Click Print.

e = = —————+_ )
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Print
1 sheet of paper
KONICA MINOLTA C360Se...
Change.
e Al
1 +
® Portrait
Figure 39 The second browser print window

The system prints the report.
5.6 Exporting an AAR to Word
You can export an AAR to Microsoft Word for further word processing.

Note: Once an AAR has been exported to Word and changed in any way, you cannot bring it
back into XCapture ADT.

To export an AAR to Word:
1. Open the AAR.
2. Click the Export to Word button.

The system converts the file to Microsoft Word, opens the Save As box, and asks what
you want to name the file and where you want it saved.
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e

Organize v New folder £ @

Favorites
BE Desktop
‘8 Downloads
Recent Piaces

s Libranes
*| Documents
@' Music
| Pictures
B videos

B Computer l
& sysTEm (C)
Lo DATA (D)) |
.« FACTORY IMAGE (H:) =1 T} '

File name: Scenano.doc

<

Save as type: Microsoft Word 97 - 2003 Document 2

“ Hide Folders Save | ) Cancel

=

Figure 40 Exporting to MS Word

Reminder: Once an AAR has been exported to Word, you cannot bring it back into
XCapture ADT.

5.7 Saving an AAR in .pdf Format

Some of the print screens you will encounter during this procedure are specific to the browser
you are using with XCapture ADT. The illustrations in this section depict Google Chrome.

To save an AAR as a .pdf file:

1. Open the AAR.
The system displays the full report view of the report.

2. Select the report type by clicking its tab.

= — ————— —_————___—————— - — =3
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Naw Livasiock Production

New Livestock Production

Baslc Info

Is this & training mission?
He

Thester:

Alghanistan

ADT#:

10000

uic:

0000€9

Figure 41 Selecting a report type

3. Click Print Report.

-\\Capture

N\,

Risk || HastyRisk

Trip Report Mansgemant Management

New Livestock Production Training EdAAR  Expont ToVigd Prnt Repot
New Livestock Production Training

Basic Info

I8 this a training mission?
No

Theater:
Aghanistan

Figure 42 The Print Report button

The system displays the first browser print window.

4. Click Click to Print This Page.

=== == B =R e e e e e — = - = =)
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 blank

Baslc Info

ADT=:
10

UIC:
000089

Submitted by
Matt DelLsllis

POC emalk
mdelellis@alphatrac com

METT-TC

Day of the week:
Monday

Figure 43 The first browser print window

The system displays the second browser print window.

5. From the second browser window, click Change.

Print
Tctal: 1 sheet of paper
I Print Cancel
s MINOLTA C3605e...
® Al
1 +
® Portrait
Figure 44 The second browser window

The system presents you with a panel that lets you change the print destination. This
includes an option to Save as PDF.

6. Click Save as PDF.
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Select a destinatic

Q

Recent Destinations

KONICA MINOLTA C3605eriesPCL

Local Des tireh lanage...

Send Tc OneNete 2010
Micresoft XPS Document Writer

KONICA MINOLTA C3605eriesXPS

Figure 45 Saving as pdf

The system generates a pdf of the report.

5.8 Emailing Reports

Once you complete an AAR, you can email it as an attachment. The type of attachment depends
on the type of report you want to send:

> To email a full report, trip report, or risk management report, export the report to Word
(as described in Section 5.6) and attach the Word file to your email.

» To email a storyboard, save the report as a pdf (as described in Section 5.7) and attach the
pdf to your email.

6 CREATING STORYBOARD REPORTS

A storyboard is a specialized report that covers basic information about a single task.

Storyboards can be prepared directly using a subset of the pages and fields in XCapture ADT, as
shown in the following table.
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Figure 1 XCapture fields used in a Storyboard report

XCapture tab Field/question
Basic Info Title*
Task Review Key personnel involved

Project number

Task description

Objectives

Agribusiness products of interest

Task date

Location

Outcomes What were the outcomes/outputs of this task?
What was assessed/discussed?

What assistance was provided and who provided it?
*Used as the name of the AAR on the View AARs page, but does not actually appear in the
Storyboard report.

To prepare an AAR specifically for a single Storyboard report:

1. Log in to the system.

2. From the Create an AAR panel on the Home page, click Start.

Create an AAR

Figure 46 The Create an AAR panel

The system takes you to the first page of the guided interview for a complete AAR.

3. From the Display Mode panel on the right side of the screen, select Storyboard from the
dropdown menu.
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Display Mode

Select the level of detail you

Figure 47 The Storyboard display mode

The system takes you to the first page of the guided interview for a Storyboard AAR.

MNext Section: ME :I'T_. IE

)
Next Section: METT-TC

Bramd Mew Case

00D

e Pl
Page  Heparis

Snare

Figure 48 The first page of the Storyboard guided interview

3. Enter a name for the Storyboard in the field labeled Title.
The system will use the name you provide as the Storyboard name (although it will not

actually appear in the Storyboard content).

=== o e e = ———
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4. Attach images, if available.

Although not required, the standard Storyboard format fits three images and can
accommodate from zero to ten.

Note: The image preview may not work, but the images will be available for use in the

Storyboard.
a. From the Attachments panel, click Choose Files.
b. Navigate to the folder that contains the file and select the file.

C. Click Open.

This attaches the image file to the AAR and shows the filename in the
Attachments panel.

d. Add a description of the file.

You can add a description of up to 40 characters to explain what the attachment
is. This description will be used to caption the file in the system.

Tip: Give your files descriptive file names before uploading them.

5. Click the Task Review tab.

Note: Although the system will warn you that planned tasks have not been entered, you
can ignore this warning; Storyboards do not require planned tasks.

6. Enter the task in the Input New Task field and click Submit.

Input New Task to Review

Submit

Figure 49 Inputting new tasks

The task name you provide will be used as the Storyboard header.
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The system presents you with a page that prompts you for details about the task.

7. ldentify the key personnel involved in the task:
a. Click the checkbox for the organization of the first person.

Options are GIRoA, NGO, Coalition, and Other. The system opens a box and
prompts you for information about the person’s title, name, and affiliation.

b. Enter information about the individual and then click the check box of the next
person’s affiliation you need to add.

The system opens a box and prompts you for information about the next person’s
title, name, and affiliation. You can enter information about individuals for up to
four organizations.

8. Enter information in the other fields on this page, including:

" Project number

» Task description

= Objectives

* Agribusiness products of interest
= Task date

= Location

9. Click Next Section: Qutcomes.

The system prompts you for information about the task you just entered. Only the fields
mentioned in the next step will be included in the Storyboard.

10. Enter information in the following fields on this page:
* What were the outcomes/outputs of this task?
* What was assessed/discussed?

* What assistance was provided and who provided it

This completes Storyboard entry.

S e . —— & —— == ———
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Multiple images may be associated with an AAR. If you want to associate one or more of them
with a task-specific Storyboard report, you need to identify which of the images already attached
to an AAR should be associated with a particular Storyboard report.

To associate previously attached images from an AAR to a Storyboard report:

1. Click View Reports.

The system presents the report by default in the full report format, but it also lists the
other report formats in the tabs near the top of the page.

2. Click Storyboard.
The system presents the report in the Storyboard format.
3. Click Import Previously Attached Image.

The system presents thumbnails of the images that have already been attached to the
AAR.

4. Click the image you wish to attach.

The system attaches the image to the Storyboard report.

To view a Storyboard report:

1. Click View Reports.

The system presents the report by default in the full report format, but it also lists the
other report formats in the tabs near the top of the page.

2. Click Storyboard.

The system presents the report in the Storyboard format.

To export the AAR in the Storyboard to PowerPoint:

1. Click Export Storyboard to PowerPoint.

The system prompts you for where you’d like to save the report.

== ——————a =V = ———  ——————— ——  —————
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2. Navigate to the folder where you’d like to save the file to and click Save.

The system saves the report in the selected location as a .xml file that will open in
PowerPoint.

To share the Storyboard report with other ADTs:

1. With the report opened in the authoring mode, click Share.

The system presents a preview of the report and prompts you to read through the scenario
before you publish it.

2. Once you're satisfied with the report, click Share again.

The system publishes the report and makes it viewable under the Shared AARs tab where
other XCapture ADT users can view it.

7 DEVELOPING CUSTOM REPORTS

XCapture ADT lets you create custom reports that assemble the pieces of information you’re
most interested in in the order you’d like it presented. You can then save this arrangement of

information elements into a custom report template, which you can apply to new or existing
AARs,

To prepare a custom report:

1. Open the AAR.
The system displays the full report view of the report.

2. Click Custom.

= ————— — ————— —— — _——— — _____— __ _—— - —1
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Figure 50 Preparing a custom report

The system shows the page you’ll use to determine what elements to put in your
customized report.

3. Select the report elements from the Available Report Items box and use the arrow button
to add them to the Report Preview box.

santy Ak
Trig Anpart

New Livestack Production Trainmg Edt AR Eaport To Wond  Prt Repon
Report Templates <Custom>

Customize a Report Below
Save Report Template

. .

re-Mission
Basic info
METT-TC
Plan
Risk Plan
| Miggion Summary
I Task Review
Conduct an amimal husbandry ciass
Overviev
Descniption
Resources

Results

Report Output

Figure 51 Selecting elements for a custom report
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The Report Output box will show how the elements you’ve chosen are arranged in the
report.

4. Rearrange the elements by selecting them and then using the arrow buttons beside the
Report Preview box.

5. Save the report template by giving it a name and then clicking the Plus button.

This adds the new template to the Report Templates dropdown list so you can use it for
other reports.

8 MANAGING AARS

Beside AARs that have been shared, you’ll see this: *
Beside AARs that have not been shared, you’ll see this: ®
8

8.1 Deleting a Shared AAR

Because of concerns over the potential loss of information, only a person with administrative
privileges can delete an AAR that has been shared.

This restriction also applies to the AARs that you created and shared—that is, once you share an
AAR you created, even you cannot delete it.

8.2 Deleting an Unshared AAR
The only AARs you’ll be able to delete are those that you created but have not shared.

To delete one of your unshared AARs:
1. From the View AARs panel on the Home page on the Home page, click Start.
Reminder: From inside the system, click the AARs tab.

Reminder: The only AARs you’ll be able to delete are those that you created but have
not shared.

2. Click the check box of the AARs you wish to delete.

|E==2.—  — —— —F——— < ——— = = __—— _——— S
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Check boxes will not appear beside shared AARs, so you won’t be able to select them to
delete.

3. Click Delete AAR.

9 MANAGING CONTACTS

XCapture ADT lets you help build a contacts list of the people you and others on your ADT team
encounter on missions. The contacts list is a shared resource of the ADT, not a personal one.

9.1 Adding Contacts

There are two ways you can add contacts in XCapture ADT:

> From the Contacts tab
» From within an AAR

Note: You can only delete contacts that you added.
Tip: Before adding a contact, check to see if the person is already on the list.

To add a contact using the Contacts tab:

1. Login to the system.

The system presents the Home page.

[=—_ == —=———— > ————————— —————————— ——— —— ————]
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Figure 52 The Home page

2. Click either Create an AAR or View AARs.
3. Click the Contacts tab.

The system presents the main page of the existing list of contacts.

e = - 1dd Mo Comtncs
Gowt By Pl Haswwy  Lasl Nasw  Lasl Ecbi | Hiewerps

Back i =

Key Words

Abbas Kamal | Kandahar

Tapad ir

Choose File | afghani man jpg

Figure 53 The contacts page
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4. Click Add New Contact.

The system presents the contact information entry page.

: Capture

C 1 Pl
Contact Photo First Name:

fyour imege
Last Name:
DOB:
Location:
Tribe:
Religion:

Adversary:
f:hoose File | Ho file chosen

| Add Key Word
Key Word

{"Add Family Member

FirstHame Last Name Location DOB

[Add Affiiation |
Name Location

_——— - = _ — . + Add New Cortact
SortBy: FastName Last Name LastEdit |Reverse

ABCDEFGHIJKLMNOPQRSTUVWXYZ

| Create Contact | ‘_(ijgar Cgpincl Cance

Figure 54 The contact information entry page

5. Enter basic information about the contact.

The system provides entry fields for the person’s:

e e ————— e e ———————
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=  First name
= [ast name
= Date of birth (DOB)

= Location

=  Tribe

= Religion

» Adversary

6. Upload a photo of the person.

a. Click Choose File.
b. Navigate to the photo file of the person.
c. Click Open.

7. Enter additional information about the contact using the other buttons on the page.

This is useful for later searches of the contacts database and can include information
about:

= Key words
=  Family members of the contact
* Information about their affiliation
8. Click Create Contact.
The system creates an entry for this contact.

To add a contact while preparing an AAR:

1. From within any text entry field (except the POC email field on the Basic Info page),
type @ immediately followed by the person’s name.

As you enter the name, the system shows matching names already in the database and lets
you select a name or add a contact.

=== — - — . -
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Submitted by:
@martin

Devin Martinez -

"

Figure 55 Adding a contact from within an AAR

2. Click + Add Contact.
The system opens a panel that prompts you for the contact’s name.

Submitted hy:
‘ @martin

" Devin Martinez o
> 2
|

First Hame:

Last Name:

i[ Create Contact | ( Cancet |

Figure 56 Entering a contact’s name

3. Enter the contact’s first and last names, then click Create Contact.

The system adds the person to the Contacts list. Through the Contacts tab, you can
complete the entry at a later time.

To cancel out on using the @ feature to find a user, click Close on the Add Contact panel or
press Esc.
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9.2 Viewing Contacts

To view the contacts list from the Contacts tab:

1. Login to the system.
The system presents the Home page.

Welcome scort Brendel | My Account | Lagout

‘ kﬁCapture_

/‘/\\ B REE /,\')\
Create an AAR - R { View AARs

Copyright 2013 AlphaTRAC, Inc., All Rights Reserved

Figure 57 The Home page

2. Click either Create an AAR or View AARs.
3. Click the Contacts tab.

The system presents the main page of the contacts list.
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Back i =
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Tagpad
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Figure 58 The contacts page

= Search for someone in the list, enter their first or last name in the search field and

click Search.
»  Search for someone by last name, click the initial of their last name.

N Capture

+ Add New Contact

Sort By: FiwstName LastName LastEdt |Reverse

ABCDEFGHIJKLMNNOPQRSTUVWXYZ

Figure 59 Searching for and sorting contacts

To view a contact while preparing an AAR:

1. From within any text entry field (except the POC email field on the Basic Info page),
type @ immediately followed by the person’s name.

As you enter the name, the system shows matching names already in the database and lets
you select a name or add a contact.
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Submitted by:
@martin
N “Devin Martinez &
e |

+ Add Contact

Figure 60 Viewing a contact from within an AAR

2. Click the contact’s name.
The system adds the contact’s name as a link to the field.
3. Click the link for the contact’s name.

The system opens the contact’s profile page.

10 TROUBLESHOOTING

If you encounter problems with XCapture ADT, contact Devin Martinez at AlphaTRAC:

» Email: dmartinez@alphatrac.com
» Phone: 720-263-4335
> Skype: Devinmartinez11
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AlphaTRAC, Inc.
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303-428-5670

www.alphatrac.com

AlphaTRAC provides integrated solutions that save lives, protect property, and ensure mission
success.
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1 INTRODUCTION

XCapture Mobile is a note-taking application that runs on tablets using the Android operating
system. It is designed to help National Guard Agribusiness Development Teams (ADTs) quickly
and easily take notes in the field which they’ll later use to prepare after action reviews (AARs)
using XCapture ADT.

With XCapture Mobile, you can:

» Take notes for a new AAR
» Add notes to an existing AAR
» Attach photos and audio files to notes

XCapture Mobile can capture notes in the form of:

>» Text
» Photos and images
» Audio clips

Note: When working with existing AARs created in XCapture ADT, you will not be able to
modify the pre-mission planning information; you’ll only be able to add notes to it. XCapture
Mobile is meant to supplement the use of XCapture ADT, not replace it.

This guide explains how to use XCapture Mobile.

2 GETTING STARTED

2.1 What You Need

XCapture Mobile runs on tablets that use the Android platform.

2.2 Tablet Basics

Tablets are touch-screen devices. The buttons along the lower edge of the screen are tablet
functions.

> To turn the tablet on or off, press and hold the power button on the upper left corner of
the tablet for about five seconds.

» To launch an application, tap its icon.

= - s ——————— — ———— — —
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» To exit an application, tap the Back button in the lower left corner of the screen (the Back
button looks like an arrow that takes a 180-degree turn).

» To return to the tablet’s desktop, tap the Home button (the Home button looks like a
house).

» To scroll a page, touch the tablet screen and then slide your finger in the direction you
want to scroll.

=  Some screens scroll from side to side.
= Others scroll up and down.
=  Some screens are fixed and do not scroll at all.

2.3 XCapture Mobile Basics

> Although tablet applications usually shift between landscape and portrait orientation
depending on how you hold the tablet, XCapture Mobile has been locked to only work in
a landscape orientation.

> To enter text into a field, tap the field to select it. This will open the virtual keyboard.
After you enter the text, tap Go.

» To return to a previous page in XCapture Mobile, tap the < button in the upper left corner
of the screen.

» To exit XCapture Mobile, tap the Back button in the lower left corner of the screen.

2.4 Logging into XCapture Mobile

When logging into XCapture Mobile, use the same login and password you use for XCapture
ADT.

To log in to XCapture Mobile:

1. Turn on the tablet by pressing and holding the power button on the upper left corner for
about five seconds.

This displays the tablet’s initial screen and the padlock icon.

B — e . ———— e .. ——=————_ &}
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Figure 1 The tablet’s initial screen

2. Touch the padlock icon and drag it to the right.

This unlocks the tablet and provides access to the tablet’s desktop and to the XCapture
Mobile icon.
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Figure 2 The XCapture Mobile icon on the tablet desktop
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3. Tap the XCapture Mobile icon.

This launches the application and opens the login page.

& An Alpt CT*AAR Solution
Login to XCaptute—

Username: (

P d:

Loglin

Figure 3 The Username text input field on the login page

4. Tap the text input field beside the Username prompt.

This selects the field and opens the virtual keyboard.

= === ——————+==— = = = — = ————
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Figure 4 The virtual keyboard

5. Type your login name.

6. Scroll the page up, tap the text input box beside the Password prompt, and type your
password.

7. Tap Go.

This takes you to the main page of XCapture Mobile, where you’ll be able to create notes
for a new AAR and add notes to an existing AAR.

_ e ————
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Pick AAR Options Create New AAR

Figure 5 The XCapture Mobile main page

3 TAKING NOTES FOR A NEW AAR

If you haven’t yet begun an AAR, you can still take notes with XCapture Mobile for later upload
(a future feature) to XCapture ADT.

To take notes on the tablet for a new AAR:
1. From the XCapture Mobile main page, tap Create New AAR.

XCapture Mobile opens the New Mission page.

- = . -
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sbrendel

Mission: '

Location
ADT#
Mission Date ] l

Tasks:

View Mission Plan

Note Pads: 1

Figure 6 The New Mission page

2. Enter a name for the mission.

The system will use the name you provide as the AAR name when you upload your notes
(a future feature) to XCapture ADT.

Tip: Give your mission (and therefore your AAR) a descriptive name.

3. Enter the rest of the requested information for:

» ] ocation of the mission
= ADT#
=  Mission date

This information will be transferred to the AAR in XCapture ADT when you upload your
notes (a future feature).

Even though notes are typically associated with tasks, you can’t establish the tasks for the
mission in XCapture Mobile; they have to be defined after you upload your notes to
XCapture ADT.

4. Tap New Note Pad.

_ e —— e s e e
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XCapture Mobile opens a page that lets you capture notes for a new mission.

-~ Select Task -- 4

e | Categories Flags
l Submit

Attach: n n Q

Camera Library Audio

Figure 7 The New Mission page

5. Enter a title for the note.

The system will use the title you provide as the name for the note and will use it as the
label for the icon it’ll then create.

Note: The Categories and Flags buttons do not work; they are placeholders for future
features.

Tip: Give your note a descriptive title.
6. Enter the text of the note and tap Submit.

The text is captured and saved to the display area at the bottom of the page.

= ——=- - ————————— = ——— == == ——-—=— = — "°
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e sbrendel

v Mission Notes

Select Task -- 4

[lccon noles Categories Flags

[ Submit |

Attach: n_ n !

Camera Library Audio

=]
heavy vegetanon by farm

Figure 8 Capturing notes for a new mission

7. Attach files to support the notes, if needed.

You can attach:

e Pictures you take with the tablet’s camera
e Images you already have on the tablet
e Audio clips you record with the tablet
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| Mission Select | New Mission | dry stream bed

Select Task -- 4

dry stieam bed Categories fFlags
L J

\\ Submit

Attach: a n \!

Camera Library Audio

Figure 9 Photos as notes

To take a photo and attach it:

a. Tap the Camera icon to activate the camera

- Beleri Tagh F)

Submn
o —

wh O3 1

Carfria i Ao

Figure 10 The Camera icon
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b. Frame the photo, then tap the blue button on the tablet screen to take the picture
¢. Tap Done (to attach the image to the note) or Cancel (to cancel the action)
To attach a photo (or other image file) you already have on the tablet:

a. Tap the Library icon

= Atiachments

Figure 11 The Library icon

b. Navigate to the folder that contains the file
The files are located in the File Manager or the Gallery
c. Tap the image or file you want to attach
To record and attach an audio clip:

a. Tap the Audio icon to begin recording

[————aaram—ae e == = = = == _— = —=—— — — ————— . — ———
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Camera Lib{ary Audic

Figure 12 The Audio icon

The tablet microphone is located along the bottom edge of the tablet. The volume
control is a toggle located along the upper left edge of the tablet; to increase the
volume, press the upper edge of the control; to decrease the volume, press the
lower edge of the control.

b. Tap the Recording icon to end the recording and attach it to the note

4 ADDING NOTES TO AN EXISTING AAR

Before you can add notes to an existing AAR, the AAR must already be on the tablet.

To add notes to an existing AAR:
1. From the XCapture Mobile main page, tap Pick AAR.

XCapture Mobile shows the AARs on the tablet. For each AAR, it shows the AAR title,
location, ADT #, date, number of planned tasks, and number of note pads associated with
the AAR.

.. —  — —————— —— ———————————————————————— . ——1
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| » My Favorites Search
SortBy Date 4

Location Kunar Pr ¢. Afghanistar
ADT # 100

Date 271545 FEB

Planned Tasks 2

Note Pads. 5

spud production
Location” kandahat
ADT #- 22345
Dates 12/23/2012
Planned Tasks
Note Pads 3

Location

ADT #

Date

Planned Tasks |
Note Pads. | ‘

»  LastEdited e

Dove — =

Figure 13 Existing AARs on XCapture Mobile

2. Tap the AAR you want to add notes to.

XCapture Mobile opens the AAR.

S Pt ks

gt 235 = — __: CE . I -—r——

Mission. diversion ditch cleanup

ADT® 43678
Mission Date 2012-11-29

Tasks®

l Locstion kandahar
| View Mission Plan
I
|

Note Pads
No Associated Task
dry stream bed |

viewsouth view

Figure 14 An AAR on XCapture Mobile

November 2012 Unclassified 13



XCapture Mobile User Guide

3. Tap New Note Pad.

XCapture Mobile opens a page that lets you capture notes for a new mission.

+  Aftachments

Figure 15 Capturing notes for a new mission

4. Enter a title for the note.

The system will use the title you provide as the title for the note and will use it as the
label for the icon it’1l then create.

Note: The Categories and Flags buttons do not work; they are placeholders for future
features.

Tip: Give your note a descriptive title.
5. Enter the text of the note and tap Submit.
The text will be captured and saved to the display area at the bottom of the page.

6. Attach files to support the notes, if needed.

= ————————————— -~ —— = — —_— = - ———— — — ————— — " ——1
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You can attach:

e Pictures you take with the tablet’s camera
¢ Images files you already have on the tablet
e Audio clips you record with the tablet

Select Task -- 4

l_dty stream bed | Categories Flags

Submit

Attach: n D l!

Camera Libtaty Audio

Figure 16 Photos as notes

To take a photo and attach it:

a. Tap the Camera icon to activate the camera

P s = =SS e —i————T - — = _
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= Attechmants

Figure 17 The Camera icon

b. Frame the photo, then tap the blue button on the tablet screen to take the picture
c. Tap Done (to attach the image to the note) or Cancel (to cancel the action)
To attach a photo (or other image file) you already have on the tablet:

a. Tap the Library icon

e — — = —  ——— ——— —— ————>—= = — _ —— = == ——1
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e sbrendel

#  Abfachmrenis

Figure 18 The Library icon

b. Navigate to the folder that contains the file
The files are located in the File Manager or the Gallery
c. Tap the image or file you want to attach

To record and attach an audio clip:

a. Tap the Audio icon to begin recording
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e sbrendel
A

Categories

Submit

= Atlachments

Figure 19 The Audio icon

The tablet microphone is located along the bottom edge of the tablet. The volume
control is a toggle located along the upper left edge of the tablet; to increase the
volume, press the upper edge of the control; to decrease the volume, press the
lower edge of the control.

b. Tap the Recording icon to end the recording and attach it to the note

5 MANAGING ATTACHMENTS

To delete an attachment from a note:

1. Tap the minus icon above the note.
The attachment will be deleted.

To label or annotate an attachment:

1. Tap the pencil icon above the note.

You’re asked if you want to rename the note, and the virtual keyboard appears.

e e e == —— ———— ——— " S
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2. Tap the text of the annotation and revise it using the keyboard, then tap OK.

The annotation appears on the icon for the attachment. This is a good way to caption an
image or explain what an attachment is.

6 QUICKLY DUMPING XCAPTURE DATA

If you’re at risk of capture by an adversary, you can quickly dump all XCapture Mobile
information on the tablet. This process wipes all data associated with XCapture Mobile—except
for images stored in the tablet Gallery—and closes the application.

Reminder: Images stored in the tablet Gallery must be separately deleted.

To dump XCapture Mobile data:

1. Tap the squares in the upper right corner of the screen.

T
¥,

Pick AAR Options Create New AAR

Figure 20 The Quick Dump icon
The system will ask you to confirm that you want to dump the application’s memory.

2. Tap OK.

== — = = = = - —
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The system will ask you to confirm you want to dump all data in the application’s
memory. It will also give you the chance to cancel in case you inadvertently initiated the
data dump feature.

3. Tap OK again.

The system dumps all data in the application’s memory and closes, returning you to the
tablet’s desktop.

7 TROUBLESHOOTING

If you encounter problems with XCapture ADT, contact Devin Martinez at AlphaTRAC:

» Email: dmartinez@alphatrac.com
» Phone: 720-263-4335
» Skype: Devinmartinezl1 1

= i = . a8 == ———— = ————
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1 CREATING STORYBOARD REPORTS

A storyboard is a specialized report that covers basic information about a single task.

Storyboards can be prepared directly using a subset of the pages and fields in XCapture ADT, as
shown in the following table.

Figure I XCapture fields used in a Storyboard report

XCapture tab Field/question
Basic Info Title*
Task Review Key personnel involved

Project number

Task description

Objectives

Agribusiness products of interest

Task date

Location

Outcomes What were the outcomes/outputs of this task?

‘What was assessed/discussed?

What assistance was provided and who provided it?

*Used as the name of the AAR on the View AARs page, but does not actually appear in the
Storyboard report.

To prepare an AAR specifically for a single Storyboard report:

1. Log in to the system.

2. From the Create an AAR panel on the Home page, click Start.

Create an AAR

Figure 1 The Create an AAR panel

January 2013 Unclassified 1
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The system takes you to the first page of the guided interview for a complete AAR.

3. From the Display Mode panel on the right side of the screen, select Storyboard from the
dropdown menu.

Display Mode

% Select the lavel of detail you
R.

Storyboard

Figure 2 The Storyboard display mode

The system takes you to the first page of the guided interview for a Storyboard AAR.

Basic Info

Mext Section: METT-TC

MNext Section: METT-TC

Brard Mew Casa

mlale %

Gave P Wiew  Shasp
Fage FAeporis

Figure 3 The first page of the Storyboard guided interview
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3. Enter a name for the Storyboard in the field labeled Title.

The system will use the name you provide as the Storyboard name (although it will not
actually appear in the Storyboard content).

4. Attach images, if available.

Although not required, the standard Storyboard format fits three images and can
accommodate from zero to ten.

Note: The image preview may not work, but the images will be available for use in the

Storyboard.
a. From the Attachments panel, click Choose Files.
b. Navigate to the folder that contains the file and select the file.

C. Click Open.

This attaches the image file to the AAR and shows the filename in the
Attachments panel.

d. Add a description of the file.

You can add a description of up to 40 characters to explain what the attachment
is. This description will be used to caption the file in the system.

Tip: Give your files descriptive file names before uploading them.

5. Click the Task Review tab.

Note: Although the system will warn you that planned tasks have not been entered, you
can ignore this warning; Storyboards do not require planned tasks.

6. Enter the task in the Input New Task field and click Submit.

S —=———=—_="_ = - == s - - — = - - — - __— — |
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2) Hold a vetennary clinic in the Marawara district of Kunar
Province and teach animal anatomy to the local Afghan

farmers_gnd vetad
Input New Task to Review >
Subim

Figure 4 Inputting new tasks

The task name you provide will be used as the Storyboard header.

The system presents you with a page that prompts you for details about the task.
7. Identify the key personnel involved in the task:

a. Click the checkbox for the organization of the first person.

Options are GIRoA, NGO, Coalition, and Other. The system opens a box and
prompts you for information about the person’s title, name, and affiliation.

b. Enter information about the individual and then click the check box of the next
person’s affiliation you need to add.

The system opens a box and prompts you for information about the next person’s
title, name, and affiliation. You can enter information about individuals for up to
four organizations.

8. Enter information in the other fields on this page, including:

= Project number

= Task description

=  Objectives

= Agribusiness products of interest
= Task date

= Location

9. Click Next Section: Qutcomes.

The system prompts you for information about the task you just entered. Only the fields
mentioned in the next step will be included in the Storyboard.

=== .- === anm = —— - ————————
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10. Enter information in the following fields on this page:

»  What were the outcomes/outputs of this task?
* What was assessed/discussed?
* What assistance was provided and who provided it

This completes Storyboard entry.
Multiple images may be associated with an AAR. If you want to associate one or more of them

with a task-specific Storyboard report, you need to identify which of the images already attached
to an AAR should be associated with a particular Storyboard report.

To associate previously attached images from an AAR to a Storyboard report:

1. Click View Reports.

The system presents the report by default in the full report format, but it also lists the
other report formats in the tabs near the top of the page.

2. Click Storyboard.
The system presents the report in the Storyboard format.
3. Click Import Previously Attached Image.

The system presents thumbnails of the images that have already been attached to the
AAR.

4. Click the image you wish to attach.

The system attaches the image to the Storyboard report.

To view a Storyboard report:

1. Click View Reports.

The system presents the report by default in the full report format, but it also lists the
other report formats in the tabs near the top of the page.

2. Click Storyboard.

e = = |
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The system presents the report in the Storyboard format.

To export the AAR in the Storyboard to PowerPoint:

1. Click Export Storyboard to PowerPoint.
The system prompts you for where you’d like to save the report.
2. Navigate to the folder where you’d like to save the file to and click Save.

The system saves the report in the selected location as a .xml file that will open in
PowerPoint.

To share the Storyboard report with other ADTs:

1. With the report opened in the authoring mode, click Share.

The system presents a preview of the report and prompts you to read through the scenario
before you publish it.

2. Once you’re satisfied with the report, click Share again.

The system publishes the report and makes it viewable under the Shared AARs tab where
other XCapture ADT users can view it.

Sl —— = F S Sl SR === = S
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1 INTRODUCTION

This report constitutes the final report on the XCapture ADT project.

Client organization = Rapid Reaction Technology Office
Client contact Tracy O’Connor

Project funding $1.4M

Project start date January 2012

Project end date May 2013

2 SYSTEM DESCRIPTION

XCapture ADT is a web-based authoring tool designed to help National Guard Agribusiness
Development Teams (ADTs) quickly and easily complete after action reviews (AARs).

Welcome scott 8rendel | My Account | Logout

, _‘ Capture

:,:’{,*\\‘\i“’\klfm /a\)/
_Create an AAR >\

View AARs
submitied by the
community

Copyright 2011 AlphaTRAC, Inc., All Rights Reserved

Figure 1 The Home page
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With XCapture ADT, you can:

e C(Create AARs

e Review and edit your AARs

» Share your AARs with others in the XCapture ADT community
* View AARs shared by others

e Develop a list of contacts you encounter on missions

Using a guided interview, the system helps you document:

¢ Pre-mission information, including:
— The mission purpose
— The mission schedule
— Assumptions about:
e The weather
e The terrain
¢ Driving conditions
— Planned tasks
— Civil considerations
— An assessment of risk
¢ Mission information, including:
— The tasks that were actually attempted or completed
— A review of the mission as a whole
e Lessons learned, including:
— A review of the actual risk
— Suggestions for things to sustain and things to improve

In XCapture ADT, information is structured and stored in a database. The system has a search
function you can use to locate AARs of interest.

Once you’ve completed an AAR, you’ll be able to:
e Editit
e Printit
e Export it to Microsoft Word
e Share it with others who have system access

Rev1 2 November 7, 2013
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3 FUNDING
The funding for this project was sufficient.

Features built into the system would not have been possible without the funding provided. A
minimum solution could have been provided for less funding, but would not have sufficiently
met the end user needs accomplished during the period of this project.

4 SCHEDULE

The start date of January 2012 and the end date of May 2013 allowed for proper development
and testing. By prioritizing features and end-user suggested changes, we were able to tackle the
project improvements necessary to complete the project on schedule.

5 DELIVERABLES
Planned deliverables for this project were achieved during the performance period.

Deliverables for the project include:

e Technical Readiness Level -7 tool, ready for home station testing

e Technical Readiness Level -8 tool, ready for pilot operation

o After Action Review tool and Agribusiness Development Team ready for in-theater pilot
e After Action Review tool deployed in-theater

e XCapture After Action Review tool with extended functionality

* In-theater and CONUS pilot testing with warfighters

e Transition to committed Program of Records

Materials and deliverables submitted to National Guard teams engaged with the projects will
remain with the teams, or in some cases to their replacements in theater. Access to XCapture
remains active for all service members previously linked to the system and for the Program of
Records engaged with the project. Any future service members requesting access or support and
data share is set up with multiple ongoing stability operations.

6 TESTING AND TEST RESULTS

Extensive testing of the system was conducted with National Guard Agribusiness Development
Teams prior to deployment and while they were in theater in Afghanistan.

Testing conducted with teams prior to deployment included iterative trial deployments of
XCapture to determine its potential effectiveness for meeting the requested project need. Teams
gave specific and constructive feedback that was then prioritized and either immediately
incorporated into the system or added to a list of desired features and changes for future build
iterations.
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Testing conducted in theater was focused primarily on accessibility and security. Given the
variable nature of security requirements for these forces, each team’s barriers were addressed
individually and solutions established.

7 FUTURE PLANS
7.1 Procurement

XCapture is a platform technology, with planned deployment across a spectrum of military and
non-military applications.

Current or planned military commercialization plans include:

e National Guard Agribusiness Development Teams (deployed)

e Special Operations Command Civil Affairs Brigades (planned for FY-14)
e National Guard state partnership programs (planned)

e Joint stabilization operations (planned)

¢ Coalition stabilization operations (planned)

e Non-governmental stabilizations operations (planned)

e Operations for multiple services and programs (in planning)

Current or planned non-military emergency response and disaster management
commercialization plans include:

e Firefighting emergency response (deployed)
e Hazardous materials emergency response (deployed)

¢ International Association of Fire Chiefs (IAFC) National Near Miss lessons Learned
Program — fire response (in deployment)

e JAFC National Near Miss lessons Learned Program — public safety response (in
deployment)

e Law enforcement (planned)

¢ Disaster management (planned)

7.2 Follow-on Testing

Testing has continued with teams in theater using XCapture to quickly retain and share after
action review data and lessons learned with other teams operating similar missions.

Current engagement with teams deploying to Afghanistan and Pakistan out of the Joint Regional
Training Center at Ft Polk in Louisiana is providing ongoing testing and system feedback.
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7.3 Opportunities for Leveraging the Technology

XCapture is a platform-independent application. It has been designed for stand-alone operation;
operation across networks; and integration with existing planning, command and control, and
lessons learned capabilities. Applications include public, private (NGO), governmental, and
military platforms.

8 ISSUES

Key issues included:

Providing usable unclassified internet access for teams in theater

Dealing with security concerns of teams and providing appropriate protocols to address
the concerns

Initial engagement with teams, which was critical to facilitating an understanding of the
project and setting expectations for system functionality

Providing some hardware to teams at their request for engagement with the system

9 SUGGESTIONS FOR IMPROVEMENTS

Suggestions for improvement to this project include:

Quickly and early on expand to different, but related, missions to ensure project longevity
and adaptability to changing military needs

Even though it can be difficult to find early adopters in the military, it would have been
helpful to have more than one team engaged from the beginning of the project. Early on
in the project, our initial end user group was taken off of their planned mission and
therefore were no longer able to participate in the project. There was a short lapse of
direct end user feedback, which is critical to AlphaTRAC’s development process.

10 LESSONS LEARNED

Rev 1

Having an engaged end user group is critical to developing a useful product

Setting realistic expectations for early adopters and ensuring that they are the right group
of people is important for continued support and participation in the project

When end users go silent, they most likely have some type of technical or political
problem that they are not communicating. By establishing a comfortable dialogue and

method of communication with end users, we were able to identify and break through
barriers that otherwise would not have been brought to the technical

It is important to establish, at least midway through the project, a continued funding
source for ongoing operational support
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INTRODUCTION

Pattern recognition technology is key to the workings of AlphaACT®
USMC, an online, immersive training system being designed to teach
small unit leaders how to rapidly reach effective decisions in the high-
stress, chaotic environment of a combat patrol.

This document describes how the pattern recognition system in
AlphaACT USMC works.

ALPHAACT USMC

To understand the role that pattern recognition plays, you must first
understand how AlphaACT USMC will operate.

Working through realistic combat scenarios, small unit leaders will learn
how to recognize and apply past experiences (their own and those of
others) to rapidly changing combat situations.

AlphaACT USMC scenarios will be prepared using a tool called 360Recall,
which collects information about an event from subject matter experts
(SMESs) in a highly structured way.

Trainees using the scenarios in AlphaACT USMC will be presented with
visual, audible, and textual cues to help them identify a potential attack.

KEY CONCEPTS

Since the pattern recognition system operates in terms of cases, cues,
and scenarios, the terms are defined in greater detail in the sections that
follow.

CASES

A case is the “captured” story of a warfighter. It is the saved and
published record of someone (e.g., a warfighter or trainer) using a tool
called 360Recall to capture information about the event in a structured
fashion. 360Recall is designed around a guided interview of sections,
questions, and cues that prompts the user for specific information.

“
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CUES
A cue is an important or significant piece of information—a fact
associated with the case that is observable (based on sight, smell,

hearing, etc.) or obtainable (mission intelligence, communications, etc.).

A good cue is usually from one to four words in length and captures only
the essential words. For example, “red wire,” “dead dog in street,”
“empty marketplace,” or “religious holiday” could be significant cues.

The pattern recognition system is particularly interested in cues that
contribute to situational awareness, are related to significant events, or
are linked to mission outcomes or success. This is what distinguishes a

cue from a simple fact or detail in a case.

Cues are identified or “tagged” in 360Recall by the user capturing the
case and can be suggested to the user by 360Recall, which is analyzing
and comparing the entered text against cues currently in the system.

TRAINING SCENARIOS

A training scenario is an event (either real or fictional) presented to a
student by AlphaACT USMC for decision-making training. During the
dynamic training session, key cues from the scenario will be revealed to
the student, inputted by the student, and then used by the pattern
recognition system to retrieve and present relevant cases to the student
in support of decision-making.

THE PATTERN RECOGNITION ENGINES
The pattern recognition system of AlphaACT USMC has two pattern

recognition engines:

e One for case retrieval

¢ One to identify the next best question

THE CASE RETRIEVAL PATTERN RECOGNITION ENGINE
The pattern recognition engine for case retrieval aims to bring back a

relevant case given a set of cues. In this context, “relevant” means cases

February 2013 AlphaTRAC Proprietary: Do Not Disclose Page 2
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that are analogous to the situation presented in an AlphaACT USMC
scenario.

This is a classic information retrieval problem. It is most commonly
encountered as a web search using Google. Google returns a document
(a web page) given a query (words typed into the search box). All
documents are ranked; weighted according to their relevance to the
query balanced with additional information regarding the importance of
the hosting website (PageRank); and the top results are presented to the

user.

The case retrieval pattern recognition engine is presented with a very
similar problem: given a set of cues, return the most relevant cases. At
present, the case retrieval pattern recognition engine is focused on
returning cases that share similarity with the training scenario, as
represented by the query cues.

The seed algorithm underlying the case retrieval pattern recognition
engine assigns a score for every case given the extent to which it is
“similar” to the query. We have examined numerous similarity measures
common to case-based reasoning systems including Dot Product, Dice,
Jaccard, and Cosine.” At present, Cosine has emerged as the best
performing option (with the best balance of speed, precision, and recall
measures).

Cosine can be visualized as a measure of the angle between the vector
formed by a query and the vector formed by the case, in a multi-
dimensional space where each cue represents a dimension. As is
standard in Cosine similarity measures, more uncommon cue matches
are more valuable than extremely common cues. In other words, when
two situations (the training scenario and some case from the database)
share a cue in common, it means more if that cue occurs rarely (e.g., riot
in street) than it would if it were extremely common (e.g., sunny
weather).

'These algorithms are pervasive in case-based reasoning and information retrieval literature, but an excellent
description of all four can be found here: Grossman, D. A., & Frieder, O. (2004).Information retrieval:
algorithms and heuristics (2nd ed.). Dordrecht: Springer. 18-20.

e e S S ———
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The Cosine algorithm also normalizes the score of each match so that
longer documents are not returned more often simply because they
reference more cues in total. As an improvement on the original Cosine
algorithm, our implementation also includes SME weighting factors for
each cue, leveraging an SME'’s belief that “empty marketplace,” for
example, is extremely significant even before we have sufficient case
data to realize its importance statistically.

The case retrieval pattern recognition engine has a major advantage
unavailable to most generic document retrieval (like Google) or other
case-based reasoning systems. Where other systems contend with
documents of varying structure, format, and authorship, cases in
AlphaACT USMC are well structured data obtained via 360Recall. Asa
result, the pattern recognition system has a great deal of data regarding
context and sequence.

So, for example, in a scenario where a user has just noticed “red wire”
and “dead dog in street,” a case where those occur in close temporal
proximity—answered in the same section or even the same question
within 360Recall—would be of more interest than one where those cues
appeared far apart.

Further, a case where those cues appear in the same sequence (noticing
“dead dog,” then “red wires” on closer examination) or in the same
context as the user’s current context within the scenario should be of
greater value. For example, noticing discarded wire in the same context
as a dead dog may signal an improvised explosive device, whereas a case
that spotted a dead dog and, hours later, some discarded wire is of less
immediate interest. While the current implementation of the case
retrieval pattern recognition engine does some initial reweighting of
cases using this contextual knowledge, further development and ongoing
balancing of factors is planned.

As synonymy (multiple ways of expressing the same words or concept)
has been identified as a major challenge, the algorithm incorporates a
growing semantic network of cues. At its simplest, this can be visualized
as a thesaurus, turning one cue into several that mean essentially the

m
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same thing (e.g., “red wire” might become “red wire,” “bright red
wiring,” and “crimson wire”).

Initially, semantic information needs to be entered by SMEs. There are
several concepts in development beyond straightforward SME knowledge
capture for building the semantic network in 360Recall, capturing
semantic relationships at the time of entry. More complex semantic
relationships are supported and are planned for further exploration (like
“AK-47" is a “rifle” or “small arms”).

One significant future path of research and development deals with
selecting among cases of sufficient similarity according to other relevance
metrics. For example, when the system has numerous cases of sufficient
similarity, presenting particularly successful and/or particularly
unsuccessful cases to the user may be more valuable for case-based
reasoning.

NEXT BEST QUESTION PATTERN RECOGNITION ENGINE

The pattern recognition engine for next best question aims to support
teaching the student how to search for the most important cues in a
scenario in order to quickly converge on situational awareness in a
potentially overwhelming environment. We have termed this concept
the “next best question.”

The next best question pattern recognition engine does this by returning
“interesting” (or statistically decisive) cues to the user. Given the cases
the system has identified as likely via the case retrieval pattern
recognition engine, what are the important cues that would nudge one
case above another as a good analogy for the scenario?

This pattern recognition-based statistical interest must be balanced
against the practical, real-world importance of a cue as it applies to
situational awareness. For example, one may always want to be on the
lookout for glints in the windows of tall buildings, even if that cue is not
mentioned in the most likely cases.

The current implementation of the next best question pattern
recognition engine calculates a score for each cue in the system,
incorporating its standard deviation across likely cases balanced with a

m
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cue’s statistically calculated importance and SME-rated importance. This
offers a halance between the statistical interest (helping the pattern
recognition engine quickly converge on likely cases) and real-world
importance as defined by SMEs. The fine-tuning of this balance will be
adjusted in user testing. The statistical importance should become more
meaningful and therefore weighted more heavily, as the number of
actual cases in the system increases and cue distribution reflects accurate
data.

As previously stated, the primary purpose of the next best question
pattern recognition engine is to teach novices about critical cues. This is
a cornerstone of AlphaACT HAZMAT, a system that has the benefit of
millions of simulated cases. With extensive SME input, cues have been
correlated to modeled results such that a few rounds of questions (cue
entry) quickly converge on any unknown characteristics (the few key or
super-cues that more or less define situational awareness in the HAZMAT
decision space).

The extent to which next best questions will be featured in AlphaACT
USMC is an open question, since system users will encounter cues in a
steady, unrelenting stream and have few opportunities to seek out
specific information. This question will shape whether the next best
question pattern recognition engine is used primarily to converge on
similar cases or to teach novice users what critical cues to be aware of.
To assist in answering that question, AlphaACT USMC can track usage of
the next best question feature through the user interface. In addition,
AlphaTRAC product developers will get end-user and SME feedback on its
utility and accuracy.

e=-———————— — — — —————————————— =
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1 INTRODUCTION

AlphaACT® FIRE is a web-based training solution that helps firefighters learn how to make
effective decisions in the high stress, chaotic environment of a fire response. An application
integrated into a web portal, it uses training scenarios to help you improve your decision-making
skills, even when event information is sketchy or incomplete.

With AlphaACT FIRE, you learn by doing. The system presents you with the often murky,
changeable facts of an event scenario and helps you decide what to do.

With AlphaACT FIRE, you can:

» Take self-paced training and test yourself against the clock
» Track your learning progress

» Compare your results with those of others

» Join discussions of issues through the Community forums

This guide is for firefighters and first responders who wish to learn how to use AlphaACT FIRE.

2 HOW AlphaACT FIRE WORKS

AlphaACT FIRE lets you practice crisis decision-making using scenarios that present the kind of
information you’d encounter during an actual event. It he