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ABSTRACT

Although the United States made considerable advances in improving sport venue
security following 9/11, many sporting events remain vulnerable to attack. The perceived
lack of threat to smaller venues, budget limitations and technical constraints are
restricting the level of patron and vehicle screening at Special Event Assessment Rating
(SEAR) 4-5 events.

This thesis assesses the risk of attack by analyzing 21st century developments in
explosive trace detection and closed-circuit television technologies, as well as trends
surrounding the terrorist target value of SEAR 4-5 events. The research shows that these
events have become viable, valuable terrorist targets because of increasing attendance
and rapidly expanding exposure via cable television, satellite broadcasts, and the Internet.
It identifies shortcomings of national protection doctrine and outlines potential cost-
effective policy options to better support SEAR 4-5 sporting event venue security.

Establishing a national doctrine, organizational support and training standards,
along with deploying select surveillance and detection technologies, will bring untold

benefits to the national protection mission.
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EXECUTIVE SUMMARY

The disparity in security at U.S. special events has left some venues more vulnerable to
attacks via armed gunmen, suicide bombers, and improvised explosive devices. This
difference in security priority is defined by each event’s Special Event Assessment
Rating (SEAR). SEAR 4-5 events, as softer targets than the SEAR 1-3 events, are less

protected.

Despite scholarly and professional efforts to devise ways to prevent terror attacks,
terrorism will certainly remain an effective strategic practice globally for many years to
come, if not forever.1 Furthermore, while communication technologies have brought the
world closer, research reveals that 21st century globalization has benefitted those

targeting the American Homeland.?2

One such example of how the Internet can be used to cultivate radicalization in
America involved Inspire online magazine. The bombers who carried out the attack
during the 2013 Boston Marathon used instructions contained in the magazine’s first
issue to build and detonate their devices.3 Countless other communication outlets share
information about vulnerabilities in public event venue security. Even the basic use of
cell phones can greatly facilitate complex attack coordination.4 Considering these

expansive communication factors, coupled with the ease of international travel

1 John Mueller, “Six Rather Unusual Propositions about Terrorism,” Terrorism and Political Violence
4, no. 17 (2005): 491, doi: 10.1080/095465591009359; United Kingdom Home Office, The United
Kingdom’s Strategy for Countering International Terrorism. Command Paper Number Cm 7547 (London:
United Kingdom Home Office, March 24, 2009), 12, https://www.hsdl.org/?view&did=32602.

2 Denise Lavoie and Tom Hays “Dzhokhar Tsarnaev, Boston Bombing Suspect, Was Influenced by
Internet: Indictment,” Huffington Post, June 28, 2013,
http://www.huffingtonpost.com/2013/06/28/dzohkhar-tsarnaev-Internet-indictment_n_3515432.html.

3 Bill McMahon in an interview with Edward Norris and Steve Davis on the “Norris and Davis Show,”
CBS, WJZ-FM, January 27, 2014, citing online instructions on how to use rudimentary explosives made
from household goods like those that were found in the backpack of the lone attacker in the Columbia, MD,
mall shooting on January 2014.

4 Onook Oh, Agrawal Manish, and H. Raghav Rao, “Information Control and Terrorism: Tracking the
Mumbai Terrorist Attack through Twitter,” Information Systems Frontiers 14, no. 1 (March 2011):
33-43.
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facilitating global integration, the United States can no longer rely on geographic

isolation for security.

Even though astute, aggressive national counterterrorism (CT) strategy may
prevent attacks in the homeland by foiling some plots in their earlier stages of
development, there will remain unforeseen threats that will suddenly emerge to.
Terrorists may arise from a wide variety of sources and not just from foreign, well-
funded sub-nation state organizations.” Radicalized terrorists in the homeland present an
extremely difficult threat to defend against because these attackers may be less
susceptible to discovery by national intelligence and terrorist tracking sources.6
Therefore, the last line of CT security will always need to be on-site at the intended

“ground-zero” target location of an event.’

As a result, the Homeland Security Enterprise (HSE) must remain agile to quickly
adapt to evolving terrorist strategies and choices of target and be vigilant in its campaign
to seek improvement and transition over time to provide protection from terrorist attacks

in the homeland.®

This thesis analyzes the current threat to sporting events and the status of venue
security to assess and identify potential needs for cost-effective public policy evolutions

to better protect SEAR 4-5 events from terrorist attacks.®

The analysis was structured to answer three primary research questions:

. How well is the current National Protection Mission policy framework
(the status quo) providing counterterrorism protection at sporting events in

5 Bruce Hoffman, “Defending America against Suicide Terrorism,” in Three Years After: Next Steps in
the War on Terror, edited by David Aaron, 21-24 (Santa Monica, CA: RAND, 2005), 9.

6 Billy Kenber, “Nidal Hasan Convicted of Ft. Hood Killings,” Washington Post, August, 23, 2013;
Lavoie and Hays, “Dzhokhar Tsarnaev.”

7 U.S. Department of Homeland Security (DHS), Quadrennial Homeland Security Review Report: A
Strategic Framework for a Secure Homeland (Washington, DC: DHS, February 2010), 1; U.S. National
Counterterrorism Center (NCTC) 2011 Report on Counterterrorism (Washington, DC: DHS, March 2012),
13.

8 Homegrown Terrorism: The Threat to Military Communities Inside the United States: Hearing
before the Committee on Homeland Security, 112th Cong., 1st sess., (2011).

9 The term “cost-effective” will be used to express the concept to field surveillance/detection
technologies or new doctrinal practices to at little cost, or innovatively funded to meet larger cost courses
of action.
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light of a) increasing publicity and exposure through global media
coverage at SEAR 4-5 events, and b) more rigorous protection at SEAR
1-3 event?

. Are there quantitative or qualitative methods to demonstrate a positive
cost-benefit relationship between potential solutions versus consequential
alternatives?

. If evolution in security for SEAR 4-5 events is needed, what cost-
effective public policy solutions can be synthesized into a better
Counterterrorism protection paradigm?

The Department of Homeland Security Risk Management Framework provided in
the National Infrastructure Protection Plan (NIPP) establishes the steps to combine
consequence, vulnerability, and threat information to generate an assessment of national or
sector risk. The national objective is to weigh infrastructure security priorities, goals, and
requirements to allocate security resources effectively in order to reduce vulnerability, deter
threats, and minimize the consequences of attacks.10 With the NIPP model as the larger
framework, the concepts used to construct the analytical framework in this thesis were
derived from a thorough review of the literature on terrorist psychology, security

technology, comparative security, and cost-benefit analysis formula and theory.

The first question is answered with analysis in four parts: data trends in terrorism
attacks; the effects of increased security at SEAR 1-3 events; the effects of no requisite
or licensing-based security metric; and the rapid, 21st century evolution of global sports
broadcasting in real-time. Quantitative data such as patron attendance, media exposure to
sporting events, and SEAR 4-5 events data were examined. Qualitative comparison was
employed and examined doctrinal gaps and potential vulnerabilities that were revealed in
the baseline literature review and public policies. The qualitative review also analyzed
the gaps in the current HSE organizational structure, especially using comparative
analysis of the experience of other nations. Adding to this, data reflect that the mega-
events are spending immense amounts of money and committing vast numbers of

security personnel to pose a much more difficult challenge for terrorists to penetrate than

10Georgios Giannopoulos, Roberto Filippini, and Muriel Schimmer, Risk Assessment Methodologies
for Critical Infrastructure Protection: Part I, A State of the Art (Luxembourg: Publications Office of the
European Union, 2012), 34-35.
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ever before. Meanwhile, similar or greater casualty rates are attainable at the soft target
venues. Coupled with the tremendously rapid increase of national and global coverage of
SEAR 4-5 events in real-time (such as NFL, MLB, MiLB or NCAA athletic events),
from the terrorists’ perspective, the phenomenon of displacement is worthy of grave

consideration, transforming these SEAR 4-5 venues into attractive targets.

The purpose of the second research question is to examine an objective means of
weighing a cost-benefit analysis in order to determine grounds for the affordability of
public policy action and respond to opposition of new forms of HSE expenditure. Using
the cost-benefit analysis formula established in Terror, Security, and Money, the thesis
has demonstrated that there are quantifiable methods to adjudicate and deem select
expenditures as worthy and pragmatic.11

The scenario used was a successfully orchestrated, simultaneous, geographically
dispersed multiple IED attack at four respective venues. The full range of costs to American
society resulting from a catastrophic terrorist attack at a SEAR 4-5 sports venue is
summarized in Table 1:

One-time Damages Subsequent Annual Damages ‘

Value of Lives (Quantified by Mueller) Subsequent Enhancements Instituted
Liability for Injuries Ticket Sales
Facility Property Damage Club Revenues Future Losses
Corollary Property (Adjacent Buildings) Marketing Ad Losses
Response, Rescue, & Clean Up Area Economic Disruption Activity
Reconstruction Businesses Bankrupt As Result
Table 1. Successful Attack Cost Factors12

11 John Mueller and Mark G. Stewart, Terror, Security, and Money: Balancing the Risks, Benefits, and
Costs of Homeland Security (Oxford, UK: Oxford University Press, 2011).

12 |bid; Claude Journés, “Policing and Security: Terrorists and Hooligans,” Sport in Society 1, no. 2
(1998): 145-60.
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However, for the purposes of the cost-benefit demonstration, basing the success
of such an attack on the quantified value of lives lost, alone, demonstrated that there is a
reasonable break-even point at which federal public policy action should be taken.
Considering the massive costs of all the factors together only further substantiates the

benefit of select cost-effective public policy actions.

In answering the third research question, it was revealed that the sports
entertainment industry may be one of the few business sectors in America that public
policy action can be teamed with the private sector as well as with resource input from
the patrons to share in the costs of providing solutions. There are current models of
government-private sector cooperation that also include the customer-citizens to establish
forms of “voluntary taxes,” or funding for government coordinated projects. For example,
the U.K. has set up the Football Foundation, and within the U.S., the TSA serves as such

a model.

Upon thorough analysis, the findings produce new considerations regarding the
feasibility of direct government involvement, the indirect provision of government
incentives, or as an alternative, the possible existence of other low-cost, advantageous
courses of action for SEAR 4-5 sporting events. As a result, ideas both innovative and
revisited are presented for HSE consideration and potential working group research and

development.

The overarching conclusion of this thesis is the necessity for the federal
government and private sector to build an exceptionally robust public-private
collaboration to more successfully protect SEAR 4 and 5 sports venues from potential
terrorist attacks. The following recommendations provide a viable range of options,
which when implemented in full, will affect this partnership and strengthen existing

security measures at these less nationally prominent yet vulnerable venues.

The recommendations of this thesis are listed in order of escalating cost and
associated with increasing legislative and/or public resistance. The final recommendation,

however, is in preparation for the future and involves no current fiscal expense. Provided
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here is a summary list of the recommendations with the lead agency/entity denoted; each

recommendation is subsequently explained in greater detail:

1. Finalize and publish the National Protection Framework with a specified
annex for sporting event venue security (DHS)

2. Establish a streamlined office within HSE for inspection and compliance
adherence (DHS)

3. Replicate U.K.’s organizational structure placing a federal Subject Matter

Expert with state/local level personnel to synchronize security at the local
level with the national level to improve operational harmonization (DHS)

4, Allocate 2.2% of the FEMA Grant budget annually for a five year plan
dedicated to reduce security vulnerabilities at SEAR 4-5 venues
nationwide (DHS)

5. Assess a statutory security fee on sporting event ticket purchases to fund
enhanced SEAR 4-5 venue security, while acting to obtain patron
stakeholder partnership with the government (DHS and Congress)

6. Create a charitable foundation to serve as a funding source dedicated to
stadium infrastructure renovations to facilitate improved security for
SEAR 4-5 events (private sector)

7. Rapidly prepare for future use of CCTV facial recognition technology by
addressing operational and legal concerns immediately (DHS)

In order to render these recommendations a reality, several steps are necessary in the

near term and long term future.

The first step is for DHS to form a Working Group across department and agency
borders. It is essential to remove the idea of such creative solutions from the abyss of the
federal stove-pipe syndrome, where ideas are thought of and conceived simultaneously
but without coordination (i.e., repeating the same efforts and wasting time and resources

in so doing).

This Working Group (WG) should examine the nuances of the issues raised and
further research the shaping of the thesis recommendations. The WG will also bear the
responsibility and authority to form a collective judgment not only regarding doctrinal
revisions and additions, but for deriving new HSE organizational structures and working
relationships, assessing technological capabilities, and laying the groundwork for the

innovative funding streams recommended. These actions would tremendously serve the
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people by evaluating and planning for the future development of where, when, and how

to stop terrorist attacks in America.

The WG must be expansive enough to be insightful but not bloated to the point of
inaction or inability to move at anything more than glacial speed. Preparations are needed
now for technology innovations on the cusp of becoming reality in the market. More
importantly, as facility managers already perceive, it is just a matter of time before
attacks occur at SEAR 4-5 venues. The WG must move forward with purpose. Therefore,

representation on the WG will be needed from:

. Professional sports league Security Directors from MLB, NFL, NBA,
NHL, and MLS;
. Three select NCAA Security Directors, such as one each from the

Southeastern Conference, the Big 10, and the Pac 12;

o The state/local law enforcement community, such as the Association of
Chiefs of Police, several major metropolitan Police Chiefs such as from
New York, Boston, and Dallas, as well as a few select State Police

Chiefs;

. Federal law enforcement SMEs from the FBI and JTTF;

o Intelligence Community representation, i.e., one or two SMEs from any of
ODNI, NSA, CIA, DHS-OI and/or NPPD;

. The Academic community, with a representative from the two leading

centers for sports venue security study at the University of South Carolina
and Southern Mississippi University

A WG of these 18-20 representatives with DHS HQ synchronization will serve as
an excellent resource base of Subject Matter Expertise and be reflective of an industry-

wide partnership with the HSE.

Though the thesis recommendations may incur some modicum of cost for the
most ambitious applications, the WG can fully analyze the investment for long-term

security.

Because even state and local agencies in the U.S. are facing austere fiscal
climates, the burden of the training for local law enforcement and private sector security
teams can be shared with the federal government. The WG can advocate congressional

action to grant private sector incentives, statutory fees, and FEMA funding for training
podlll



venue security team employees how to use world class technology and to conduct
training to standard in the roles as emergency first responders, as is done in the U.K.
Such funding for training can be used by DHS for conferences and forums that continue
to push constantly developing technology and collaboration in the security industry. With
such equipment and SOC precision planning possible, the security workforce executing

the operations plans must receive comparable quality training.

The WG will also serve as the initial collaborative planning body for the
operational partnership between federal and state/local levels. It will establish the roles
and responsibilities for the federal embedded personnel and make determinations as to
where these people will work daily, such as at fusion centers or in police departments.
The WG can also complete detailed reviews of other functional and logistically practical
aspects of implementation.

So it is imperative that DHS establish the Working Group to explore the
possibilities recommended in this thesis, to ensure the HSE is making its fullest effort to

accomplish its Homeland Security protection mission.

Just because a well-orchestrated, multiple coordinated IED attack has not yet
reigned catastrophe at America’s smaller sports venues, does not mean that the United
States government should not take prudent, sage steps forward to prepare a defense for
that imminent terrorist strategy. The NCTC considers this a worst case scenario, and so
too should DHS.

If the Department of Homeland Security is to win not only in the close-in, current
battle against terrorism, but also in the deep, future battle against terrorism as well, then it
must take time to recognize the status-quo of its protection mission posture as insufficient
to meet the threat of an ever-increasingly more sophisticated enemy. Such status-quo
recognition will illuminate where increased protection is needed today and paths forward
tomorrow. DHS should proactively pursue and act on the recommendations provided in
this thesis by establishing a professional Working Group to improve on the HSE
protection mission of sports venues today and move aggressively into the future, before

the enemy does.
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l. INTRODUCTION

A man full of warm, speculative benevolence may wish his society
otherwise constituted than he finds it, but a good patriot and a true
politician always considers how he shall make the most of the existing
materials of his country. A disposition to preserve and an ability to
improve, taken together, would be my standard of a statesman.

—Edmund Burke,
Reflections on the Revolution in France

With American sporting events numbering into the tens of thousands annually at
more than 1,350 sports arenas and stadiums in the U.S., viable, valuable, and vulnerable
terror targets abound on a daily basis.1 The National Counterterrorism Center (NCTC) asserts
that improvised explosive device (IED) attacks yield the highest casualties of any form of
terror attack, and multiple coordinated IED attacks are of paramount concern for operations
planning.2 This kind of attack was carried out during the 2013 Boston Marathon, and the
bombers used instructions contained in the first issue of the online magazine Inspire to build
and detonate their devices. The guide was called “Make a bomb in the kitchen of your
mom.”3 Inspire is produced by Al Qaeda in the Arabian Peninsula (AQAP), has been linked
to terrorist cases, and contains exhortations to carry out “lone wolf”* terrorist attacks by
radicalized homegrown groups and individuals. Al Qaeda-linked websites are believed to
have more than 100,000 registered members worldwide.# Homeland Security Enterprise
(HSE) practitioners, planners, and senior leaders, all striving to protect the public, need to
expediently address the 21st century’s rapidly changing factors exacerbating the vulnerability

of America’s public sporting event venues.

1 “Intercollegiate Athletics Summit.” National Center for Spectator Sports Safety and Security
(NCS4). January 2014. https://www.ncs4.com/summit/overview.

2 U.S. National Counterterrorism Center (NCTC) 2011 NCTC Report on Counterterrorism
(Washington, DC: NCTC, March 2012), 9.

3 Stephen Wright, “Were They Inspired by Al Qaeda Magazine? Authorities Investigating Whether
Terrorists Were Spurred Into Action by Publication Which Urges ‘Lone Wolf* Attacks.” MailOnline, May
22, 2013. http://www.dailymail.co.uk/news/.

4 1bid.



The vast majority of the scope and plethora of these terrorism targets are outside
of the fortified confines of the most high profile, widely publicized events such as the
Super Bowl or the Olympics. These sports mega-events have been historically perceived
as primed for terrorists to send a worldwide message by executing an attack during the
broadcast, potentially reaching tens of millions of viewers simultaneously across the
globe. However, these mega-events are routinely designated by the American Homeland
Security Enterprise (HSE) as either National Security Special Events (NSSE) or as
special events (SE).

Of these HSE designations, the NSSEs and the highest rated of the SEs bring
greatly enhanced security from sizable federal resources rendering them virtual fortresses
to withstand any terrorist plot to strike them. Therefore, security for these events is not
the subject of this thesis but will be reviewed and analyzed to establish a contextual
framework of the status quo security provided to lower rated SEs. This framework will
also shed light on the challenges faced by the security community whose mission it is to
protect the lower-rated SEs. Essentially, the subject of the thesis is that as the NSSEs and
highest-rated SEs have become more secure, the lower priority SEs have become more

vulnerable.

Though historically regarded as less worthy to terrorists, these lower-rated SEs
are the targets that are widely acknowledged as easier to strike, constituting them as “soft
targets.” If struck with lethality and simultaneous multiplicity, in the manner of a
strategically audacious but foreseeable attack like 9/11,5 then a terrorist cause will draw
great attention to its policy goals and to the vulnerability in the everyday life of our

society here in the U.S., instilling fear in Main Street, USA.

A. STATEMENT OF THE PROBLEM

There will be terrorists in the homeland, either from abroad, lone wolf, or
homegrown radicals; there is a disparity in the amount of security support provided
between Special Event Assessment Rated (SEAR) 1-3 (higher priority) events and SEAR

5 U.S. National Commission on Terrorist Attacks Upon the United States (9/11 Commission), The 9/11
Commission Report (Washington, DC: U.S. Government Printing Office, July 22, 2004).
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4-5 events; and the SEAR 4-5 events being softer targets than the SEAR 1-3 events are

more vulnerable to attack from armed gunmen, suicide bombers, and various IED attacks.

Despite scholarly and professional efforts to understand the motives of terrorists
in order to devise ways to prevent terror attacks, terrorism will certainly remain an
effective strategic practice globally for many years, if not forever.6 With communication
technologies advancing to bring the world closer, research reveals that 21st century
globalization has benefitted those targeting the American Homeland.” Inspire magazine
is one such example of how the Internet can be used to cultivate radicalization in
America. In addition to online instructions on producing and using bombs, there are
countless other forums to seek out and share information about vulnerabilities in public
event venue security.® Furthermore, even the basic use of cell phones can greatly
facilitate complex attack coordination.’ Considering these expansive communications
factors, coupled with the ease of international travel facilitating global integration, the

United States can no longer rely on geographic isolation for security.

Even though astute, aggressive national counterterrorism (CT) strategy may
prevent attacks in the homeland by foiling some plots in their earlier stages of
development, there will remain unforeseen threats that will suddenly emerge. Terrorists
may arise from a variety of sources and not just from foreign, well-funded sub-nation
state organizations.”® Radicalized terrorists in the homeland present an extremely

difficult threat to defend because these attackers may be less susceptible to discovery by

6 John Mueller, “Six Rather Unusual Propositions about Terrorism,” Terrorism and Political Violence
4, no. 17 (2005): 487-505. doi: 10.1080/095465591009359.

7 Denise Lavoie and Tom Hays “Dzhokhar Tsarnaev, Boston Bombing Suspect, Was Influenced by
Internet: Indictment,” Huffington Post, June 28, 2013,

.8 Bill McMahon in an interview with Edward Norris and Steve Davis on the “Norris and Davis
Show,” CBS, WJZ-FM, January 27, 2014, citing online instructions on how to use rudimentary explosives
made from household goods like those that were found in the backpack of the lone attacker in the
Columbia, MD, mall shooting on January 25, 2014.

9 Onook Oh, Agrawal Manish, and H. Raghav Rao, “Information Control and Terrorism: Tracking the
Mumbai Terrorist Attack through Twitter,” Information Systems Frontiers 14, no. 1 (March 2011):
33-43.

10 Bruce Hoffman, Inside Terrorism (New York: Columbia University Press, 2006), 9.

3



national intelligence and terrorist tracking sources.** Therefore, the last line of CT
security will always need to be on-site at the intended “ground-zero” target location of an

event.?

As a result, the HSE must remain agile to quickly adapt to evolving terrorist
strategies and choices of target. It must be vigilant in its campaign to seek improvement

and transition over time to provide protection from terrorist attacks in the homeland.*®

This thesis analyzes the current threat to sporting events and the status of venue
security to assess and identify potential needs for cost-effective public policies to better

protect SEAR 4-5 events from terrorist attacks-14

B. BACKGROUND AND NEED

For background, it is requisite to specify that the NSSE designation merits the most
amount of federal support, which includes federal funding, equipment, and personnel
from various agencies in the HSE. Routinely, there are only a handful of these NSSEs
declared annually. If a SE does not merit the NSSE rating, it is rated from 1 to 5 in
descending order of security risk and therefore, priority for attention and support. These
SE security ratings are designated as Special Event Assessment Ratings (SEAR).

The SEs that are designated with the highest three tiers of status, SEAR 1-3, also
receive federally provided equipment and personnel in varying degrees, but unlike the
NSSEs, they receive no direct federal funding. For example, the NFL Super Bowl is a
SEAR 1 event and receives voluminous equipment and personnel from across multiple
federal agencies for support. SEAR 2-3 events, such as the Boston Marathon and the

Coca-Cola 600, respectively, also receive federal support, but on reducing scales.

11 Billy Kenber, “Nidal Hasan Convicted of Ft. Hood Killings,” Washington Post, August, 23, 2013;
Lavoie and Hays, “Dzhokhar Tsarnaev.”

12 U.S. Department of Homeland Security (DHS), Quadrennial Homeland Security Review Report: A
Strategic Framework for a Secure Homeland (Washington, DC: DHS, February 2010), 1; NCTC, 2011
NCTC Report on Counterterrorism (Washington, DC: NCTC, March 2012), 13.

13 Homegrown Terrorism: The Threat to Military Communities Inside the United States: Hearing
before the Committee on Homeland Security, 112th Cong., 1st sess., (2011).

14 The term “cost-effective” will be used to express the concept to field surveillance/detection
technologies or new doctrinal organization and practices at little cost, or innovatively funded to meet larger
cost courses of action.
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However, there exist many more SEAR 4 and 5 sporting events than SEAR 1-3 events.
These SEAR 4 and 5 events are considered to have limited national importance or may be
of some national recognition with only local or state importance.1> Major League
Baseball regular season games and select NCAA Division | football games are
considered SEAR 4 events. Accordingly, Minor League Baseball games and most NCAA

Division | football and basketball games will constitute SEAR 5 ratings.16

Boston Marathon
DC Fourth of July
NY New Year’s Eve
Kentucky Derby
Coca-Cola 600
Rolling Thunder
Oklahoma State Fair

Level 2 e  Significant events with national and/or
international importance
e  May require some national-level support

Level 3 e  Events of national and/or international importance
Require only limited federal support

Table 1.  Special Event Assessment Rating (SEAR) Categories!?

The need for perpetually reviewing venue security and weighing improvements
emanates from the sports entertainment industry, which, as one of the largest industries in
America, captures close to two-thirds of the world’s $700 billion annual sport industry
revenues.18 Yet the sporting event industry is not only a significant part of the American
economy but is also a prominent fixture in the American social fabric. Because sporting
events warrant a tremendous level of advertising, strong links of support from alcohol
producers, and flashy displays by female cheerleaders, an attack on such a venue can

support a vehement cultural judgment assailing American societal values. These venues,

15 U.S. Department of Homeland Security (DHS). Office of Operations Coordination and Planning
(OPS), Special Events Program (SEP) and Special Events Working Group (SEWG): Program Overview
and Federal Coordination Team Briefing (Washington, DC: DHS, January 2014).

16 Ibid.
17 1pid.

18 Patrice Zygband and Hervé Collignon, “The Sports Market,” A.T. Kearney, May 2011.
http://www.atkearney.com/paper/-/asset_publisher/dVxv4Hz2h8bS/content/the-sports-market/10192.
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therefore, serve as ideological targets as well as economic targets at which to inflict
injury, death, and destruction. An attack against these SEAR 4-5 events will readily

make a strong cultural statement to Americans.

Furthermore, sporting events permit millions and millions of Americans to retreat
from the anxiety of their day-to-day challenges in life to a protected haven of emotional
outlet. Like other forms of public entertainment, sporting events possess a cornerstone of
trust and safety with the American public.1® A successful attack on such a haven can
send a strong strategic message to the American public that the terrorists will not rest, and
they will reach Americans in their trusted sanctuaries. Such a strike can signal that
terrorist organizations are more pervasive and more powerful in the homeland than
previously considered. These messages are extremely persuasive to demonstrate to the
American people that the terrorist cause is not worth contesting at the national strategic or

diplomatic level.?

Meanwhile, there is no consistent national standard for all five SEAR ratings
regarding technologies employed, doctrinal practices, and training, and the state of the
public-private stakeholder collaborative enterprise management.2! This is a key shortfall
that is reminiscent of the pre-9/11 aviation transportation industry, and is therefore an

urgent issue which this thesis will address.

Following the successful terrorist attacks in 2001, the 9/11 Commission assessed
that the multiple security contract companies and each respective airline’s security
capabilities “failed utterly” to prevent the 19 terrorists from on-boarding aircraft with
very basic lethal weapons.22 The attackers “defeated all of the security layers that

America’s civil aviation security system had in place.”23 The commission found the

19 Kristine Toohey, “Terrorism, Sport and Public Policy in the Risk Society,” Sport in Society 11, no.
4 (2008): 429-42. doi: 10.1080/17430430802019367.

20 Toohey, “Terrorism,” 433.

21 Stacey Hall, Lou Marciani, Walter Cooper, and Robert Rolen, “Securing Collegiate Sport Stadiums
in the 21st Century: Think Security, Enhance Safety,” Homeland Security Institute, Journal of Homeland
Security (August 2007). https://www.hsdl.org/?view&did=30643.

22 9/11 Commission, The 9/11 Commission Report, 4.
23 Ibid., 4.



different standards of security conducted by the varying contract companies associated
with their respective airlines as a significant cause of the security failure.?* This thesis
will analyze how America’s sporting venue security eerily possesses some of the same
inconsistent qualities as that of pre-9/11 aviation transportation with no set national
doctrine or standards for equipment deployment, personnel training, or operational

management.

In the immediate aftermath of the September 2001 attacks, there arose many
organizationally driven security precautions at sporting events nationwide. However,
within six months, these heightened security measures were increasingly seen as
problematic to venue and event managers.2> In the ensuing years, facility managers,
professional team ownership groups, and college administrations worked to provide
security at public events, but with this success, came a sense of complacency.?® By 2011,
only one third of the 1,350 sports arenas and stadiums in the U.S. were providing

heightened security measures compared to those that were in place in the 1990s.%

Notwithstanding the attention to the pre-emptive activity to interdict plots as far
from the target site as possible, there still exists the possibility that terrorists will emerge
at venues with little or no advance notice to the event security teams on location.28 These
enemies may be members of well-organized terror cells, radicalized homegrown

extremists, or “lone wolf” attackers.

Therefore, this thesis will focus on the threat of suicide bombers, attackers using
IEDs, and armed gunmen targeting any of America’s SEAR 4-5 rated public sporting
venues. The thesis will consider the terrorist that has defeated or otherwise bypassed the

many layers of the HSE attempting to detect and interdict them before arriving at the

24 1bid., 3.

25 Ronald E. Hurst, Catherine Pratsinakis, and Paul H. Zoubek, “American Sports As a Target of
Terrorism: The Duty of Care after September 11th,” Martindale.com, May 1, 2003,
http://www.martindale.com/legal-library/Article_Abstract.aspx?an=entertainment-sports&id=2342.

26 Hurst, Pratsinakis, and Zoubek, “American Sports.”

27 Peter Keating, “Industry of Fear,” ESPN The Magazine, September 11, 2011,
http://espn.go.com/espn/story/_/id/6936819/stadiums-increase-budgets-heighten-security-measures-protect-
fans-espn-magazine.

28 For example, the Tsarnaev brothers’ successful bombing of the 2013 Boston Marathon.
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sporting event venue. The primary concern of the thesis is the last line of

counterterrorism defense, at the venue.

C.

RESEARCH QUESTIONS

This thesis will establish three primary research questions:

How well is the current National Protection Mission policy framework
(the status quo) providing counterterrorism protection at sporting events in
light of a) increasing publicity and exposure through global media
coverage at SEAR 4-5 events, and b) more rigorous protection at SEAR
1-3 event?

Are there quantitative or qualitative methods to demonstrate a positive
cost-benefit relationship between potential solutions versus consequential
alternatives?

If evolution in security for SEAR 4-5 events is needed, what cost-
effective public policy solutions can be synthesized into a better
counterterrorism protection paradigm?

SIGNIFICANCE OF RESEARCH TO THE HOMELAND SECURITY
ENTERPRISE

This research aims to assess the potential for terrorist attacks at single or multiple

coordinated SEAR 4-5-rated sporting events, and if necessary or possible, what may be

cost-effective possibilities for public policy consideration. There has been literature

published and various sports organizational efforts to move at the local level to increase

threat awareness, recognition of venue security vulnerability, and improved collaboration

for user-level best practices.2® However, these efforts have been largely independent of

each other with little centralized visibility, synchronization, or support. Additionally,

there has been modest noteworthy research at the strategic level to determine possible

next steps for a federal role to support the solidification of the nation’s CT homeland

defense at SEAR 4-5 sporting events nationwide.

29 Gary Joseph Lhotsky, “An Analysis of Risk Management at NCAA Division I-A Football

Stadiums,” Paper 3082 (PhD diss., Florida State University, 2005).
http://diginole.lib.fsu.edu/cgi/viewcontent.cgi?article=3016&context=etd
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This thesis will be especially of interest to stakeholders involved in the venue

security paradigm. In particular, the framework provided may assist in shaping policy for

three main constituencies:

Those in the respective sporting industries—such as the professional
sporting leagues (e.g., the NFL, MLB, Minor League Baseball [MiLB];
the collegiate sporting organizations at the national and regional levels,
including the NCAA, the Southeastern Conference, the Big 10).

American government policy makers—such as at the federal level (e.g.,
Congress, the Department of Homeland Security, Department of Justice,
Intelligence Community agencies); at the state and local (SL) level( e.g.,
legislatures and mayor’s offices, state and metropolitan police, state rapid
and mass transit authorities, state offices of business development and
tourism).

Other interested groups—such as the state chambers of commerce; private
sector security companies and stakeholders in providing rapid and mass
transit; resident groups located in immediate proximity to stadiums; and
the research and development (R&D) community involved with the
public-private security collaboration.

This is not an exhaustive list of parties who might be interested in the contents of

this thesis but provides an overview of the myriad of stakeholders who may benefit from

an analysis of SEAR 4-5 event venue security.

E. THESIS OVERVIEW

Chapter I1: Literature Review

The goal of this chapter is to identify what is known regarding current special

event sporting venue security and what aspects or issues are not sufficiently addressed or

researched to date. The review is organized into six sections, each of which will be

explored in greater detail in Chapter II:

Sporting event security threats

Current doctrinal organization

U.K. and E.U. approaches to sporting event security
Technology in sporting venue security

Legal review

Cost benefit considerations



Reviewing the literature will yield a baseline understanding for an assessment of
sporting event venue security and establish the framework for the analysis of the thesis.
Any gaps identified in the overall picture of event venue security will then be researched
using quantitative and/or qualitative methods for analysis in Chapter I11.

Chapter I11: Analysis and Findings

The intent of this chapter is to respond to the three research questions. Based on
Chapter II’s revelation of doctrinal weaknesses and possible organizational and
technology employment strengths, this chapter will then examine the collection of data
and information for quantitative and/or qualitative analysis. Chapter 111 will examine
developing national and global trends in terrorism, sporting event exposure, and mega-
event security. The trends will be analyzed with literature and data to weigh the concept
of a growing viable threat of attack, or multiple coordinated attacks, against SEAR 4-5
rated sporting events. The second goal is to identify whether a cost-benefit relationship
can be established to merit enhanced protective equipment or doctrinal measures that
incur modest expense at SEAR 4-5 events. The final goal is to identify and introduce
potential public policy roles, both those that bear little or no cost, and those that may bear
significant government expense. However, the findings of the chapter will yield
innovative funding streams to minimize the government expense to field l