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MEMORANDUM FOR UNDER SECRETARY OF DEFENSE FOR ACQUISITION,
TECHNOLOGY & LOGISTICS

SUBIJECT: Final Report of the Defense Science Board (DSB) Task Force on Resilient Military
Systems

I am pleased to forward the final report of the DSB Task Force on Resilient Military Systems. This
study comprises one part of a DSB Cyber Initiative. A study on Cyber-Security and Reliability in a
Digital Cloud is the other component of the initiative and will be forwarded shortly.

The Task Force on Resilient Military Systems provides a set of recommendations to improve the
resilience of DoD systems to cyber attacks. The overarching strategy aims to enhance the
Department’s defenses against known vulnerabilities; decrease the effectiveness of, and increase the
cost to, adversaries attempting to introduce new vulnerabilities; and deter the most sophisticated
actors by ensuring the US maintains the ability to deliver desired mission capabilities in the face of a
catastrophic eyber attack.

In addition, the Task Force identified a framework to implement a metrics collection system and then
develop appropriate performance metrics that can be used to shape the Department’s investment
decisions. The framework can be adjusted to accommodate alternative implementation plans and
should prove a powerful tool for the Department’s leadership.

I fully endorse all of the Task Force’s recommendations contained in this reporl, and urge their
careful consideration and soonest adoption.

Dr. Paul Kaminski
Chairman
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MEMORANDUM TO THE CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Final Report of the Defense Science Board (DSB) Task Force on Resilient Military
Systems

The final report of the DSB Task Force on Resilient Military Systems is attached. This report is
based on the perspective of 24 Task Force members who received more than 50 briefings from
practitioners and senior officials throughout the Department of Defense (DoD), Intelligence
Community (IC), commercial sector, academia, national laboratories, and policymakers.

This Task Force was asked to review and make recommendations to improve the resilience of
DoD systems to cyber attacks, and to develop a set of metrics that the Department could use to
track progress and shape investment priorities.

After conducting an 18-month study, this Task Force concluded that the cyber threat is serious
and that the United States cannot be confident that our critical Information Technology (IT)
systems will work under attack from a sophisticated and well-resourced opponent utilizing cyber
capabilities in combination with all of their military and intelligence capabilities (a "full
spectrum™ adversary). While this is also true for others (e.g. Allies, rivals, and public/private
networks), this Task Force strongly believes the DoD needs to take the lead and build an
effective response to measurably increase confidence in the IT systems we depend on (public and
private) and at the same time decrease a would-be attacker's confidence in the effectiveness of
their capabilities to compromise DoD systems. This conclusion was developed upon several
factors, including the success adversaries have had penetrating our networks; the relative ease
that our Red Teams have in disrupting, or completely beating, our forces in exercises using
exploits available on the Internet; and the weak cyber hygiene position of DoD networks and
systems. The Task Force believes that the recommendations of this report create the basis for a
strategy to address this broad and pervasive threat.

Nearly every conceivable component within DoD is networked. These networked systems and
components are inextricably linked to the Department’s ability to project military force and the
associated mission assurance. Yet, DoD’s networks are built on inherently insecure architectures
that are composed of, and increasingly using, foreign parts. While DoD takes great care to secure
the use and operation of the “hardware” of its weapon systems, the same level of resource and
attention is not spent on the complex network of information technology (IT) systems that are
used to support and operate those weapons or critical IT capabilities embedded within them.

DoD’s dependence on this vulnerable technology is a magnet to U.S. opponents. In fact, DoD
and its contractor base have already sustained staggering losses of system design information
incorporating decades of combat knowledge and experience that provide adversaries insight to
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technical designs and system use. Despite numerous DoD actions, efforts are fragmented, and the
Department 1s not currently prepared to effectively mitigate this threat.

Cyber is a complicated domain. There is no silver bullet that will eliminate the threats inherent to
leveraging cyber as a force multiplier, and it is impossible to completely defend against the most
sophisticated cyber attacks. However, solving this problem is analogous to complex national
security and military strategy challenges of the past, such as the counter U-boat strategy in WWII
and nuclear deterrence in the Cold War. The risks involved with these challenges were never
driven to zero, but through broad systems engineering of a spectrum of techniques, the
challenges were successfully contained and managed. Similarly, by employing the systems
approach detailed in the report, the Task Force believes the Department can effectively manage
and contain the risks presented by the cyber threat.

The report details an overall risk reduction strategy, which includes a combination of deterrence,
refocused intelligence capabilities, and an improved cyber defense. Pursuing this strategy will
enable the Department to credibly defend against known vulnerabilities; decrease the
effectiveness of, and increase the cost to, adversaries attempting to introduce new vulnerabilities;
and deter the most sophisticated actors by ensuring the US has a critical set of segmented
conventional systems that will deliver desired mission capabilities in the face of a catastrophic
attack. Taking these steps will provide DoD with a ladder of capabilities, ensuring the President
has multiple response options to a catastrophic cyber attack. It also removes the requirement to
protect all of our military systems from the most advanced cyber threats, which the Task Force
believes is neither feasible nor affordable.

In addition, while the Task Force did not find metrics available today to directly determine or
predict the cyber security or resilience of a given system, the Task Force was able to create an
implementation plan to develop measurement systems to help the Department execute the
proposed risk reduction strategy and then measure performance within that structure.

Ultimately, this Task Force report makes a case for implementing a broad systems approach (that
is grounded in its technical and economic feasibility) to effectively address the cyber threat. Tt
will take time to build the capabilities necessary to prepare and protect our country from present
and future cyber threats, therefore DoD must act now.

We fully endorse all of the recommendations made in this report and urge their adoption.
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Executive Summary

The United States cannot be confident that our critical Information Technology (IT) systems will
work under attack from a sophisticated and well-resourced opponent utilizing cyber capabilities
in combination with all of their military and intelligence capabilities (a "full spectrum"
adversary). While this is also true for others (e.g. Allies, rivals, and public/private networks), this
Task Force strongly believes the DoD needs to take the lead and build an effective response to
measurably increase confidence in the IT systems we depend on (public and private) and at the
same time decrease a would-be attacker's confidence in the effectiveness of their capabilities
to compromise DoD systems. We have recommended an approach to do so, and we need to
start now!

While DoD takes great care to secure the use and operation of the “hardware” of its weapon
systems, these security practices have not kept up with the cyber adversary tactics and
capabilities. Further, the same level of resource and attention is not spent on the complex
network of information technology (IT) systems that are used to support and operate those
weapons or critical cyber capabilities embedded within them. This Task Force was asked to
review and make recommendations to improve the resilience of DoD systems to cyber attacks
and to develop a set of metrics that the Department could use to track progress and shape
investment priorities.

Over the past 18 months, the Task Force received more than 50 briefings from practitioners and
senior officials throughout the DoD, Intelligence Community (IC), commercial practitioners,
academia, national laboratories, and policymakers. As a result of its deliberations, the Task
Force concludes that:

m  The cyber threat is serious, with potential consequences similar in some ways to
the nuclear threat of the Cold War

B The cyber threat is also insidious, enabling adversaries to access vast new channels
of intelligence about critical U.S. enablers (operational and technical; military and
industrial) that can threaten our national and economic security

m  Current DoD actions, though numerous, are fragmented. Thus, DoD is not
prepared to defend against this threat

m  DoD red teams, using cyber attack tools which can be downloaded from the
Internet, are very successful at defeating our systems

m  U.S. networks are built on inherently insecure architectures with increasing use of
foreign-built components

m  U.S. intelligence against peer threats targeting DoD systems is inadequate

m  With present capabilities and technology it is not possible to defend with
confidence against the most sophisticated cyber attacks

m It will take years for the Department to build an effective response to the cyber
threat to include elements of deterrence, mission assurance and offensive cyber
capabilities.

DSB TASK FORCE REPORT Executive Summary| 1
Resilient Military Systems and the Advanced Cyber Threat
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Report Terminology

To discuss the cyber threat and potential responses in more detail, it is important to establish
some common language. For purpose of this report, Cyber is broadly used to address the
components and systems that provide all digital information, including weapons/battle
management systems, IT systems, hardware, processors, and software operating systems and
applications, both standalone and embedded. Resilience is defined as the ability to provide
acceptable operations despite disruption: natural or man-made, inadvertent or deliberate.
Existential Cyber Attack is defined as an attack that is capable of causing sufficient wide scale
damage for the government potentially to lose control of the country, including loss or damage
to significant portions of military and critical infrastructure: power generation,
communications, fuel and transportation, emergency services, financial services, etc.

The Task Force developed a threat hierarchy to describe capabilities of potential attackers,
organized by level of skills and breadth of available resources (See Figure ES.1).

m Tiers | and Il attackers primarily exploit known vulnerabilities

m Tiers lll and IV attackers are better funded and have a level of expertise and
sophistication sufficient to discover new vulnerabilities in systems and to exploit
them

m Tiers V and VI attackers can invest large amounts of money (billions) and time
(years) to actually create vulnerabilities in systems, including systems that are
otherwise strongly protected.

Higher-tier competitors will use all capabilities available to them to attack a system but will
usually try lower-tier exploits first before exposing their most advanced capabilities. Tier V and
VI level capabilities are today limited to just a few countries such as the United States, China®,?
and Russia.’

! Office of the National Intelligence Executive; “Foreign Spies Stealing US Economic Secrets in Cyber Space: Report
to Congress on Foreign Economic Collection and Industrial Espionage;” 2011

> Gen Keith Alexander; testimony to US Senate Armed Services Committee on US Strategic Command and US
Cyber Command in Review of the Defense Authorization Request for Fiscal Year 2013; Tuesday, March 27, 2012

3 Maneki, Sharon; “Learning from the Enemy: The Gunman Project;” Center for Cryptologic History, National
Security Agency; 2009

DSB TASK FORCE REPORT Executive Summary| 2
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Figure ES.1 Cyber Threat Taxonomy

Background

The adversary is in our networks. Then Deputy Secretary of Defense William Lynn’s 2010
Foreign Affairs article documented a significant compromise of DoD classified networks in 2008
through the simple insertion of an infected flash drive. Moreover, adversaries exploit more
than military operational systems, but intellectual property relevant to our commercial
industries as well.

The DoD, and its contractor base are high priority targets that have sustained staggering losses
of system design information incorporating years of combat knowledge and experience.
Employing reverse engineering techniques, adversaries can exploit weapon system technical
plans for their benefit. Perhaps even more significant, they gained insight to operational
concepts and system use (e.g., which processes are automated and which are person
controlled) developed from decades of U.S. operational and developmental experience—the
type of information that cannot simply be recreated in a laboratory or factory environment.
Such information provides tremendous benefit to an adversary, shortening time for
development of countermeasures by years.

In addition, there is evidence of attacks that exploit known vulnerabilities in the domestic
power grid and critical infrastructure systems.*®> DoD, and the United States, is extremely
reliant on the availability of its critical infrastructure.

* US-Canada Power System Outage Task Force Final Report on the August 14, 2003 Blackout in the United States

and Canada: Causes and Recommendations; April 2004; Excerpt from report: “The generation and delivery of
electricity has been, and continues to be, a target of malicious groups and individuals intent on disrupting this
system. Even attacks that do not directly target the electricity sector can have disruptive effects on electricity

DSB TASK FORCE REPORT Executive Summary| 3
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Exploitation is not a new threat. For years adversaries have infiltrated U.S. systems, sometimes
detected, sometimes deflected, but almost never deterred. A recently declassified Soviet
Union operation against the United States serves as an effective example. Starting in the late
1970s, the Gunman operation exploited an operationally introduced vulnerability resulting in
the transmission to Soviet intelligence of every keystroke in 16 IBM Selectric typewriters
located in the U.S. Embassy in Moscow and the U.S. Mission in Leningrad. More recently, in
2010, the 2nd International Conference on Information Engineering and Computer Science
(ICIECS), published an article titled “Towards Hardware Trojan: Problem Analysis and Trojan
Simulation” authored by members of the Department of Computer Science and Technology
Zhengzhou Institute of Information Science and Technology, in Zhengzhou, China which
outlined the technical approach elements for developing covertly modified hardware. The
concept of hardware modification is so prevalent now that criminal elements routinely insert
modified or replacement card readers to steal customer information from automated teller
machines (ATMs), and other commercial activities.

Recent DoD and U.S. interest in counterfeit parts has resulted in the identification of
widespread introduction of counterfeit parts into DoD systems through commercial supply
chains. Since many systems use the same processors and those processors are typically built
overseas in untrustworthy environments, the challenge to supply chain management in a cyber-
contested environment is significant.

Identification of operationally introduced vulnerabilities in complex systems is extremely
difficult technically, and as a result, cost prohibitive. The United States only learned of Project
GUNMAN via a tipoff from a liaison intelligence service. The ability of intelligence to provide
unique and specific information provides some mitigation against a Tier V-VI adversary’s ability
to introduce vulnerabilities.

DoD is in the process of institutionalizing a Supply Chain Risk Management (SCRM) strategy that
prioritizes scarce security resources on critical mission systems and components, provides
intelligence analysis to acquisition programs and incorporates vulnerability risk mitigation
requirements into system designs.

The success of DoD red teams against its operational systems should also give pause to DoD
leadership. During exercises and testing, DoD red teams, using only small teams and a short
amount of time, are able to significantly disrupt the “blue team’s” ability to carry out military

system operations. Many malicious code attacks, by their very nature, are unbiased and tend to interfere with
operations supported by vulnerable applications. One such incident occurred in January 2003, when the
“Slammer” Internet worm took down monitoring computers at FirstEnergy Corporation’s idled Davis-Besse nuclear
plant. A subsequent report by the North American Electric Reliability Council (NERC) concluded that although the
infection caused no outages, it blocked commands that operated other power utilities.”

> In the Crossfire Critical Infrastructure in the Age of Cyber War; 2010 joint study between McAfee and CSIS

DSB TASK FORCE REPORT Executive Summary| 4
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missions. Typically, the disruption is so great, that the exercise must be essentially reset
without the cyber intrusion to allow enough operational capability to proceed. These stark
demonstrations contribute to the Task Force’s assertion that the functioning of DoD’s systems
is not assured in the presence of even a modestly aggressive cyber attack.

The DSB 2010 Summer Study addressed the issue of degraded operations and the need to
include cyber attacks in realistic exercises. The Chairman, Joint Chiefs of Staff, issued an
instruction in February 2011° mandating that all DoD exercises begin to include realistic cyber
attacks into their war games. If this level of damage can be done by a few smart people, in a
few days, using tools available to everyone, imagine what a determined, sophisticated
adversary with large amounts of people, time, and money could do.

New is the wide spread knowledge of the destructive ability of cyber attacks (e.g. Aurora,
Stuxnet, etc.). The cyber world has moved from exploitation and disruption to destruction.

The benefits to an attacker using cyber exploits are potentially spectacular. Should the United
States find itself in a full-scale conflict with a peer adversary, attacks would be expected to
include denial of service, data corruption, supply chain corruption, traitorous insiders, kinetic
and related non-kinetic attacks at all altitudes from underwater to space. U.S. guns, missiles,
and bombs may not fire, or may be directed against our own troops. Resupply, including food,
water, ammunition, and fuel may not arrive when or where needed. Military Commanders may
rapidly lose trust in the information and ability to control U.S. systems and forces. Once lost,
that trust is very difficult to regain.

The impact of a destructive cyber attack on the civilian population would be even greater with
no electricity, money, communications, TV, radio, or fuel (electrically pumped). In a short time,
food and medicine distribution systems would be ineffective; transportation would fail or
become so chaotic as to be useless. Law enforcement, medical staff, and emergency personnel
capabilities could be expected to be barely functional in the short term and dysfunctional over
sustained periods. If the attack’s effects were reversible, damage could be limited to an impact
equivalent to a power outage lasting a few days. If an attack’s effects cause physical damage to
control systems, pumps, engines, generators, controllers, etc., the unavailability of parts and
manufacturing capacity could mean months to years are required to rebuild and reestablish
basic infrastructure operation.

The DoD should expect cyber attacks to be part of all conflicts in the future, and should not
expect competitors to play by our version of the rules, but instead apply their rules (e.g. using
surrogates for exploitation and offense operations, sharing IP with local industries for economic
gain, etc.).

® CJCSI 6510.01F: Information Assurance and Support to Computer Network Defense, 9 February 2011
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Based upon the societal dependence on these systems, and the interdependence of the various
services and capabilities, the Task Force believes that the integrated impact of a cyber attack
has the potential of existential consequence. While the manifestation of a nuclear and cyber
attack are very different, in the end, the existential impact to the United States is the same.

To address the widespread cyber threats, the Task Force defined cyber risk (Figure ES.2) as a
function of the following parameters: threat, vulnerabilities of the systems you need to protect,
and consequences of losing the systems. The threat broke into two categories: adversary intent
and their capabilities. Vulnerabilities are described as either inherent or operationally
introduced, and consequences either fixable or fatal to the impacted systems.

Risk = f ( threat, vulnerabilities, consequences )

| | | | | |

Deter Disrupt Defend Detect Restore Discard

Figure ES.2 Risk Management Parameters

The Task Force could not discover a credible mechanism to reduce the value of any of the three
parameters alone or in conjunction with the other parameters, to zero. Therefore, the threat,
vulnerability and consequence parameters cannot be managed in isolation. A systems solution
is required. Today, much of DoD’s money and effort are spent trying to defend against just the
inherent vulnerabilities which exist in all complex systems. Defense-only is a failed strategy.

The Task Force developed a layered approach for managing cyber risk:

m  Since it will be impossible to fully defend our systems against Tier V-VI threats,
deterrence must be an element of an overall risk reduction strategy.

m  Defending against known vulnerabilities is an insufficient strategy against Tier Il
and IV threats. Additional measures are required, such as consequence
management.

B When properly executed, defensive strategies can defend against Tier | and I
threats.

The White House and DoD each published a cyber strategy in 2011. Both strategies note the
importance of the threat and the increased diligence required to protect the country. Each
strategy provides a high-level framework for a response to the cyber threat, but they lack
essential details necessary to guide the DoD through execution. The Task Force believes the
recommendations provided within this report offer a workable framework and fill in some of
the detail about how the Department could prepare to operate in a cyber-contested
environment.
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The Task Force could not find a set of metrics employed by DoD or industry that would help
DoD shape its investment decisions. A qualitative comparison of resources and DoD level of
effort in relation to the success rate of red teams is clear evidence of the lack of useful metrics.
The Task Force addresses the lack of metrics in Chapter 4 by providing a conceptual framework
to put in place of metrics to improve the Department’s cyber resiliency. In addition, the Task
Force also proposed an initial set of performance measures that could be used to align the
Department to the strategy and then measure progress toward implementation.

Recommendations

An overview of the Task Force’s recommendations is included in this executive summary.
Recommendation details, including proposed organizational assighnments and due dates, are
described further in the main body of the report.

1. Protect the Nuclear Strike as a Deterrent (for existing nuclear armed states and
existential cyber attack).

m  Secretary of Defense (SECDEF) assign United States Strategic Command
(USSTRATCOM) the task to ensure the availability of Nuclear Command, Control
and Communications (C3) and the Triad delivery platforms in the face of a full-
spectrum Tier V-VI attack — including cyber (supply chain, insiders,
communications, etc.).

Our nuclear deterrent is regularly evaluated for reliability and readiness. However most of the
systems have not been assessed (end-to-end) against a Tier V-VI cyber attack to understand
possible weak spots. A 2007 Air Force study addressed portions of this issue for the ICBM leg of
the U.S. triad but was still not a complete assessment against a high-tier threat.’

The Task Force believes that our capacity for deterrence will remain viable into the foreseeable
future, only because cyber practitioners that pose Tier V-VI level threats are limited to a few
state actors who have much to hold at risk, combined with confidence in our ability to attribute
an existential level attack.

2. Determine the Mix of Cyber, Protected-Conventional, and Nuclear Capabilities Necessary
for Assured Operation in the Face of a Full-Spectrum Adversary.

m SECDEF and Chairman, Joint Chiefs of Staff (CICS) designate a mix of forces
necessary for assured operation.

7 United States Air Force Scientific Advisory Board Defending and Operating in a Contested Cyber Domain; Report

on Implications of Cyber Warfare; August 2007; SAB-TR-07-02
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To ensure the President has options beyond a nuclear-only response to a catastrophic cyber
attack, the DoD must develop a mix of offensive cyber and high-confidence conventional
capabilities. Cyber offense may provide the means to respond in-kind. The protected
conventional capability should provide credible and observable kinetic effects globally. Forces
supporting this capability are isolated and segmented from general purpose forces to maintain
the highest level of cyber resiliency at an affordable cost. Nuclear weapons would remain the
ultimate response and anchor the deterrence ladder. This strategy builds a real ladder of
capabilities and alleviates the need to protect all of our systems to the highest level
requirements, which is unaffordable for the nation. Similar to the prior argument regarding the
cyber resiliency of the nuclear deterrent, DoD must ensure that some portion of its
conventional capability is able to provide assured operations for theater and regional
operations within a full-spectrum, cyber-stressed environment.

Because of the expected cost of implementation, the protected-conventional capability must
support a limited number of cyber critical survivable missions. This Task Force recommends
improving the cyber resiliency of a mix of the following systems for assured operation in the
face of a full spectrum adversary: global selective strike systems e.g. penetrating bombers,
submarines with long range cruise missiles, Conventional Prompt Global Strike (CPGS),8
survivable national and combatant command (CCMD) C2.

m  Segment Sufficient Forces to Assure Mission Execution in a Cyber Environment

Segmentation must differentiate only sufficient forces required to assure mission execution; it
is not required across an entire capability. For example, if long range strike is a component of
the protected-conventional capability, then DoD should segment a sufficient quantity that is
designated as a cyber critical survivable mission. Notionally, 20 aircraft designated by tail
number, out of a fleet of hundreds, might be segregated and treated as part of the cyber critical
survivable mission force. Segmented forces must remain separate and isolated from the
general purpose forces, with no dual purpose missions (e.g. the current B-52
conventional/nuclear mission).

DoD must engage multi-agency counterparts for an updated Strategic Deterrence Strategy,
including the development of cyber escalation scenarios and thin lines.

3. Refocus Intelligence Collection and Analysis to Understand Adversarial Cyber Capabilities,
Plans and Intentions, and to Enable Counterstrategies.

8 DSB Task Force on Time Critical Conventional Strike from Strategic Standoff, March 2009
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m  SECDEF in coordination with the Directors of CIA, FBI, and DHS, should require the
Director of National Intelligence (DNI) to support enhanced intelligence collection
and analysis on high-end cyber threats.

Intelligence must include the identification and understanding of adversarial cyber weapon
development organizations, tools, leadership, and intentions, and the development of targeting
information to support initiatives to counter cyber weaponization. Mitigating a Tier V-VI threat
is impossible without filling these intelligence gaps. Therefore, the Intelligence Community (IC)
should increase the priority of its intelligence collection and reporting requirements in this
domain.

4. Build and Maintain World-Class Cyber Offensive Capabilities (with appropriate
authorities).

m  United States Cyber Command (USCYBERCOM) develop capability to model, game
and train for full-scale cyber warfare.

m  Under Secretary of Defense for Personnel and Readiness (USD(P&R)) establish a
formal career path for civilian and military personnel engaged in offensive cyber
actions.

Today, the United States is a leader in cyber offensive capabilities. However, most training and
engagements are very limited and in controlled environments. Preparing for full-scale force-on-
force cyber battle is not well understood. Challenges range from the scale of numbers of
expected sorties to uncertainty of triggering mechanisms, trust and capability recovery
timelines, and potential blowback of attacks all happening within the fog of war. To prepare,
DoD must first begin to understand the full complexities of cyber war.

Recommendations include developing the capability to model, war game, red team and
eventually train for full scale peer-on-peer cyber warfare. A policy framework should be
established for offensive cyber actions, to include who has the authority and under what
circumstances and controls to act.

Finally, DoD needs to significantly increase the number of qualified “cyber warriors” and
enlarge the offensive cyber infrastructure commensurate with the size of threat.
Professionalizing the cyber offense skill set and providing career ladders in this new field will be
a key element toward growing the human resources required to compete effectively. This
report is especially concerned with developing top-tier talent who can be certified to perform
at the elite or extreme cyber conflict levels. The United States needs such world class
performers in substantial numbers--some of whom may not be eligible for security clearances.

5. Enhance Defenses to Protect Against Low and Mid-Tier Threats.

m DoD Chief Information Officer (CIO) in collaboration with the Military
Departments and Agencies establish an enterprise security architecture, including

DSB TASK FORCE REPORT Executive Summary| 9
Resilient Military Systems and the Advanced Cyber Threat



DEFENSE SCIENCE BOARD | DEPARTMENT OF DEFENSE

appropriate “Building Codes and Standards”, that ensure the availability of
enabling enterprise missions.

Some adversaries will not be deterred (e.g., terrorist organizations and lone wolves); DoD must
defend its systems against these low- and mid-tier threats. Therefore, the Task Force
recommends that the DoD CIO establish a DoD-wide “Enterprise” architecture, including
“building codes and standards” that ensure availability of mission operations during peace-time
and full-spectrum wartime events. The building code analogy suggests that DoD should not
make every network across the DoD identical, but instead should ensure that all networks, even
when tailored by the Military Departments and end-users, meet a robust set of minimum
standards that ensure a reasonable system network defense can be provided. U.S. networks
also need requirements for instrumentation to increase the probability of detection of attacks
and create situational awareness to speed remediation. Existing acquisition programs should be
influenced, to the maximum extent feasible, with the new requirements. Audits should be
conducted to the standard, and conducting in-process reviews to develop migration and
mitigation strategies are critical. Legacy systems that cannot be maintained in a timely manner,
(and DoD has many of them) must be enclaved and firewalled from the Global Information Grid
(GIG).

Commercial technologies that enable the automation of some network maintenance activities
and provide real-time mitigation of detected malware are available today. The Task Force
believes that use of these technologies would actually drive network operation costs down and
free up resources to hunt on the network for intruders.

6. Change DoD’s Culture Regarding Cyber and Cyber Security.

m SECDEF/CJCS establish a DoD-wide policy, communication, education and
enforcement program to change the culture regarding cyber and cyber security

Establish a DoD-wide policy, communication, and education program to change the cyber
culture. When focused, DoD can be one of the most disciplined large organizations in the
world. It is this discipline that enables DoD to establish and execute processes that ensure the
physical fitness of the armed forces, the safe and secure handling of weapons and the effective
management of classified material. The same level of importance and discipline has not been
applied to cyber hygiene and security. We will not succeed in securing our systems against even
low- and mid-tier threats without changing this dynamic.

Communication of the critical importance of DoD cyber hygiene must be led by the SECDEF,
CJCS, and their direct reports. Updated policies and training programs, and providing clear,
punitive consequences for breach of policy will be necessary to move DoD to a higher level of
cyber readiness.
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7. Build a Cyber Resilient Force.

Deputy Secretary of Defense (DEPSECDEF) should direct specific actions to
introduce cyber resiliency requirements throughout DoD force structure to
include:

Build a set of standards/requirements that incorporate cyber resiliency into the
cyber critical survivable mission systems identified in Recommendation 2, (Under
Secretary of Defense for Acquisition, Technology and Logistics (USD(AT&L)), DoD
CIO)

The DoD CIO, in coordination with USD(AT&L), should establish a resiliency standard to design,
build and measure capability against. The Joint Staff will use the standard to inform the
requirements process. The cyber resiliency standard should be applied to sufficient segments
of the force structure identified as the conventional components of the escalation ladder (see
Recommendation 2) to achieve a credible deterrent effect.

Apply a subset of the cyber resiliency standard developed above to all other DoD
programs (USD(AT&L), DOD CIO, Service Acquisition Executives (SAEs))

Increase feedback from testing, red teaming, the Intelligence Community, and
modeling and simulation as a development mechanism to build-out DoD’s cyber
resilient force (USD(AT&L), Undersecretary of Defense for Intelligence (USD(l)),
DOT&E, SAEs, CICS)

Develop a DoD-wide cyber technical workforce to support the build out of the
cyber critical survivable mission capability and rollout to DoD force structure
(USD(AT&L), CIO, SAEs, Director, Operational Test and Evaluation (DOT&E), USD(l),
USD(P&R))

Science and Technology community establish secure system design project with
Federally Funded Research and Development Centers (FFRDCs), University
Affiliated Research Centers (UARCs), academia, commercial and defense industry
(Assistant Secretary of Defense for Research and Engineering (ASD(R&E))
Intelligence community should initiate a supply chain collection activity (USD(l))

Investment Requirements

While it is difficult to project investment costs within an organization as broad and diverse as
the DoD, the Task Force attempted to predict the ranges of cost and approximate time frames
for which these recommendations could be accomplished, as shown in Table ES.1
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Table ES.1 Estimated Investment Requirements for Study Recommendations

m Timeframe

Protect the Nuclear Strike as a Deterrent (for existing nuclear armed states and existential

1
cyber attack).
& Determine the Mix of Cyber, Protected-Conventional, and Nuclear Capabilities Necessary for 2959 36-60 mo.
2 L
Assured Operation in the Face of a Full-Spectrum Adversary.
Refocus Intelligence Collection and Analysis to Understand Adversarial Cyber Capabilities,
3 - . $ 12-24 mo.
Plans and Intentions, and to Enable Counterstrategies.
4  Build and Maintain World-Class Cyber Offensive Capabilities (with appropriate authorities). SS 12-24 mo.
5 Enhance Defenses to Protect Against Low and Mid-Tier Threats. S 6-18 mo.
6 Change DoD’s Culture Regarding Cyber and Cyber Security. S 12-48 mo.
7 Build a Cyber Resilient Force. SS 12-24 mo.

ROM Costs $ <$50M/yr, $S S50M-$100M/yr, $$$ $100M-$500M/yr, $$S$ >$500M/yr

The good news is, even within the difficult current budget environment, much can be done to
address challenges faced in the cyber domain. The Task Force believes the Department must
move quickly to better understand the interrelationship between the cyber threat, national
defense, and deterrence. The only recommendations requiring a large amount of resources are
that of ensuring the strategic deterrent is protected to a high degree of confidence, and
building a protected set of conventional capabilities. While the basic components of these
systems exist today, understanding their cyber vulnerabilities, and separating their C2 systems,
providing backup or war reserve capabilities to ensure available operation, will require time and
resources.

Measuring Progress

The Task Force unsuccessfully searched for cyber metrics in commercial, academic, and
government spaces that directly determine or predict the cyber security or resilience of a given
system--which could ultimately be used by the Department to manage and shape its cyber
investments. Instead, the Task Force provided an implementation plan to develop the
measurement systems to help the Department execute the strategy defined within this report
and then measure performance within that structure. If the Department chooses a different
path, the implementation plan can be tailored to address alternate choices. Fundamentally,
any metrics based approach must establish a mechanism to determine what will be measured,
develop an appropriate collection system and construct appropriate performance
measurements.

In any enterprise, metrics are only successful if their application is driven from the top
leadership down through the organization, and followed up with consistent, determined
attention. The measures recommended herein serve as a starting point for the Department, but
ultimately, experience shows that in any enterprise, metrics will develop and evolve over time
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as experience is gained. This may seem like a trivial action, but from an historical and cultural
aspect, this would be very new to the DoD.

The proposed framework enables leadership to first monitor the establishment of the
collection systems, processes and activity created to implement the Task Force
recommendations. Figure ES.3 below shows the first of two proposed metric panels,
identifying the establishment of the metric collection systems to implement the Task Force
recommendations. Within each recommendation (deterrent, intelligence, world-class
offense...), a series of steps, from least to most complicated, are defined with the objective to
track the systematic development of enterprise cyber resiliency capability. A maturity level
approach is used to ensure the Department can prepare a solid foundation for achieving cyber
resilience and allow flexibility if the Department chooses alternative paths to achieving cyber
resiliency.

At a minimum, each component of the metric collection system in Figure ES.3 must define a
common language and standards that can be used across the enterprise and identify reporting
and tracking mechanisms that allow leadership the ability to track progress toward the
intended goal. Without a common language, any effort will probably fail due to the inability to
compare performance across the enterprise. For example, if the Department immediately leapt
to an automated intrusion detection collection system without knowing the components of
each separate network, or understanding how to detect an intrusion, or how to identify which
network architectures supported automation, or when intrusions should be reported, etc. then
comparing collected data would involve significant amounts of work just to ensure Network A is
looked at the same way as Network Z.
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[Anailability)

Automated
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2 others)
Defined Regular
Career == Network
Path Audits
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Deterrent Intelligence Waorld Class Defense Culture Cyber
Offense (Hygiene) Requirements
B Systern available and effective System avaiable, needs improvement fo be efiective [ System not available

Figure ES.3 Notional Dashboard — Metric Collection System
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Once the metric collection systems are identified and in place, performance metrics can be
defined to give the Department an understanding of its cyber readiness (Figure ES.4). When
properly defined, performance measures provide better insight into actual status. Accurate
information gathered from the bottom up can be used to tie the data to expenditures and
enable visibility into the actual costs of managing network elements. For example, a set of
defense/cyber hygiene performance metrics start with a simple count of audits. A line manager
could look at the graph and tell immediately how much of the network was audited and the
results of the audit. Since definitions are common across the enterprise, upper level managers
are alerted to danger areas when too many audits result in failure. Audits also expose network
components because properly conducted audits require a high fidelity inventory of network
components. This creates an ability to measure the cost to manage network elements. Other
performance metrics identify the time to patch a system and the time to detect an intruder
once a vulnerability is identified.
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Figure ES.4 Notional Dashboard — Performance Metrics

Ultimately, performance metrics identify best practices that can then be shared across the
organization. Peer pressure between network owners will encourage improved performance by
those responsible.

The Department will do best to measure outcomes, such as the average time it takes to detect
a successful attack that breaches the network perimeter defenses, and the amount of time it
takes to recover a system that is lost as a result of a cyber attack. Little value would be
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generated by jumping to outcome metrics without the common enterprise standards, audit
definitions, and an understanding of what the metrics mean. The Task Force estimates that the
DoD would have an experience base within two years of gathering data that would begin to
allow comparisons of architectures, networks, and system elements for their cyber resilience
and cost to operate. That data would provide DoD insight to inform predictions of performance
of various architectures and elements versus available budgets. However, the Department must
be disciplined and thoughtful about its use of metrics. Poorly defined and improperly used
metrics may prove as harmful as no metrics at all.

Conclusion

The network connectivity that the United States has used to tremendous advantage,
economically and militarily, over the past 20 years has made the country more vulnerable than
ever to cyber attacks. At the same time, our adversaries are far more capable of conducting
such attacks. The DoD should expect cyber to be part of all future conflicts, especially against
near-peer and peer adversaries. This Task Force believes that full manifestation of the cyber
threat could even produce existential consequences to the United States, particularly with
respect to critical infrastructure. To maintain global stability in the emerging area of cyber
warfare, the United States must be, and be seen as, a worthy competitor in this domain.

This Task Force developed a set of recommendations that, when taken in whole, creates a
strategy for DoD to address this broad and pervasive threat. Cyber is a complicated domain and
must be managed from a systems perspective. There is no silver bullet that will reduce DoD
cyber risk to zero. While the problem cannot be eliminated, it can and must be determinedly
managed through the combination of deterrence and improved cyber defense. Deterrence is
achieved with offensive cyber, some protected-conventional capabilities, and anchored with
U.S. nuclear weapons. This strategy removes the requirement to protect all of our military
systems from the most advanced cyber threats, which the Task Force believes is neither
feasible nor affordable. It will take time to build the capabilities necessary to prepare and
protect our country from the cyber threat. We must start now!
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1.0 Introduction

1.1 Identification of This Report

This document (and its companion appendices) constitutes the final report of the Defense
Science Board (DSB) Task Force study on Resilient Military Systems. This effort was one
component of the DSB Cyber Initiative. The other component is addressed by the DSB Task
Force on Cyber Security and Reliability in a Digital Cloud. This report is the culmination of a
year-plus study by a Task Force comprised of over 20 topic-knowledgeable members selected
from the private sector. (See Appendix 2 for a listing of the Task Force membership and
structure.)

As described in Appendix 3, the Task Force received briefings from civilian, military and private
sector personnel from across the spectrum of research, development, acquisition,
administration, operation, and use of automated systems.

1.2  Study Purpose
The DSB study on Resilient Military Systems and the Advanced Cyber Threat was commissioned
by the Deputy Secretary of Defense, the Hon. William J. Lynn, on May 19, 2011 to:

m Study, and if possible, define meaningful measures and metrics to evaluate and monitor
the level of DoD operational system resiliency in the face of a cyber attack.

m Identify strategies and techniques that could improve DoD system resiliency in the face
of a cyber attack.

The study Terms of Reference (TOR) (Appendix 1) focused on maintaining the global ability to
defend the Nation in the face of increasingly sophisticated and potentially devastating, cyber
exploitation and attack. Some portions of the TOR are repeated below for clarity and emphasis.

Recognizing that the superiority of U.S. military systems is critically dependent upon
increasingly vulnerable information technology, the Department requested assistance from the
DSB in seeking a new perspective on the ways it manages and defends military systems against
cyber exploitation and attack.

“Innovative use of modern information and communications technology (ICT) (e.g. networks, software
and microelectronics) in military systems plays a key and vital role in making the U.S. military second to
none. However, the effectiveness of these military systems is extremely dependent upon the
information assurance provided by its ICT underpinnings and of the personnel who operate and
maintain the systems. An unintended consequence of the reliance on ICT to sustain superior U.S.
capability is that our adversaries can erode or eliminate our advantage by targeting and exploitation at
both the system and component level.”

“...To continue to take advantage of modern technology to increase our military effectiveness, we must
possess sufficient confidence that these systems are not compromised to such a degree that we lose
the benefit. In addition, we want to actively decrease the confidence of our adversaries that their
clandestine operations targeting our systems would be effective enough to eliminate our advantage.”
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The challenges of mounting an effective cyber defense are well-appreciated by the
Department’s civilian and military leaders. However, the continually evolving environment of
cyber threat and increasing system vulnerabilities poses a worsening situation that demands a
more comprehensive and pro-active risk management approach. Effective management entails
the ability to measure the relative strengths and weaknesses of cyber capabilities as well as
organizational progress toward improvement implementation.

“...Based in part on the complexity of modern software and microelectronic systems, very small and
difficult to detect defects or subversive modifications introduced at some point in the life cycle of the
systems can create debilitating effects...As a result of the great and growing complexity of DoD systems,
cyber resiliency is an extremely broad and difficult attribute to guarantee.”

“...An important step toward designing, implementing and maintaining more resilient systems is to
understand how to effectively measure the resiliency of those systems relative to various cyber attacks
and adversaries...[to ensure that] they will perform as expected in a hostile environment.”

Recognizing the importance of effective measures or metrics and the difficulty in creating good
metrics, the DSB was asked to seek any such cyber-relevant measures currently in use as well as
to suggest areas where useful metrics might be developed.

1.3  Study Background and Special Circumstances

For the past three decades, the United States has led the world in developing and leveraging
networks and embedded cyber capabilities to build a significant advantage across a number of
linked National Security areas (e.g. military capabilities, intelligence, and the defense industrial
base). The resulting DoD doctrine (Joint Vision 2010, 2020) of Full Spectrum Dominance
envisioned information superiority to great advantage as a force multiplier. The power of this
doctrine and its near total reliance on information superiority led to networking almost every
conceivable component within DoD, with frequent networking across the rest of Government,
commercial and private entities, and coalition partners in complex, intertwined paths. While
proving incredibly beneficial, these ubiquitous IT capabilities have also made the United States
increasingly dependent upon safe, secure access and the integrity of the data contained in the
networks. A weakness of the implementation of this doctrine is its focus on functionality,
connectivity and cost of information superiority over security--similar to the development of
the Internet.

The performance of U.S. military forces over the last decade has demonstrated the superiority
of networked systems coupled with kinetic capabilities and well-trained forces. While it is
doubtful that the United States will face a peer force in the immediate future, “our” adversaries
have discovered that the same connectivity and automation that provides great advantage to
the US, is also a weakness that presents an opportunity to undermine U.S. capabilities in a very
asymmetric way. The same network attack tools that are available on the commercial market
are available to our adversaries. In addition, adversaries with financial means will invest to
improve those tools and build more capable weapons to attack U.S. military systems and
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national infrastructure. Recent reports of Iran building cyber capabilities and Al Qaeda video
releases with how-to instructions encouraging attacks on U.S. infrastructure are troubling.

In addition to state sponsored attacks against U.S. military capability, a wide range of actors
(e.g. criminals, state sponsored economic espionage, etc.) employ cyber tools to pursue illicit
economic gain. The almost daily release of new press reports and studies describe the risk and
economic harm created by constant cyber attacks against commercial (e.g. financial, social, e-
mail, etc.) and government systems. Symantec reports blocking over 5.5 billion attacks with its
software in 2011 alone finding that the average breach exposed 1.1 million identities and nearly
5,000 new vulnerabilities were identified in the calendar year.9 Over 400 million unique variants
of malware attempted to take advantage of those vulnerabilities, up 40% from 2010. Attack
toolkits are easy to find and available in web forums or on the underground black-market and
cost only $40-54,000 to procure. Use of these widely-available tools allows almost anyone to
exploit any known and uncorrected vulnerability.

Over the last several years, concern over America's cyber risk has made regular headlines and
has been the subject of many studies. In January 2008, President Bush launched the
Comprehensive National Cyber Security Initiative. In May 2009, President Obama accepted the
recommendations of the Cyberspace Policy Review to ensure an organized and unified
response to future cyber incidents; strengthen public/private partnerships to find technology
solutions that ensure U.S. security and prosperity; invest in the cutting-edge research and
development necessary for the innovation and discovery to meet the digital challenges of our
time; begin a campaign to promote cyber security awareness and digital literacy from our
boardrooms to our classrooms; and begin to build the digital workforce of the 21°* century.
With the establishment of various cyber initiatives and strategies, the standing-up of
USCYBERCOM, and the development of greater cyber capabilities within the DoD Military
Departments and our Nation's intelligence agencies, the United States is moving in the right
direction. However, to date, this increased activity lacks coordination and consistent strategic
intent.

This is not the first time the DSB has addressed the subject of cyber security. Indeed, the DSB
has repeatedly warned of increasing vulnerabilities of information and communication
technologies, the growing cyber threat from state actors as well as smaller groups, and the lack
of adequate priorities placed on cyber matters by Department management (Table 1.2
Previous DSB Studies That Have Addressed the Cyber Theme).

% Internet Security Threat Report, Volume 17; 2011; Symantec
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Table 1.2 Previous DSB Studies That Have Addressed the Cyber Theme

February 2011 2010 Summer Study on Enhancing Adaptability of our Military Forces

September 2007 Mission Impact of Foreign Influence on DoD Software

April 2007 2006 Summer Study on Information Management for Net-Centric Operations, Volume |

April 2007 2006 Summer Study on Information Management for Net-Centric Operations, Volume |l

January 2007 Critical Homeland Infrastructure Protection

February 2005 High Performance Microchip Supply

June 2001 Defensive Information Operations, Vol. I, Part 2

March 2001 Defensive Information Operations, Vol. Il

2000 Summer Study on Protecting the Homeland: Report on Defensive Information
Operations

February 2001

November 1996 Information Warfare Defense

October 1994 1994 Summer Study on Information Architecture for the Battlefield

The topic of cyber exploitation and attack has been openly addressed in public policy as well as
in the press, and the tempo is escalating. Due to the sensitive nature of facts and background
data related to cyber, versions of this report were prepared at appropriate classification levels.

1.4 Working Terminology, Scope, and Definitions for this Study

For the purposes of this DSB study, the term Cyber is broadly used to address all digital
automation used by the Department and its industrial base. This includes weapons systems
and their platforms; command, control, and communications systems; intelligence,
surveillance, and reconnaissance systems; logistics and human resource systems; and mobile as
well as fixed-infrastructure systems. “Cyber” applies to, but is not limited to, “IT” and the
“backbone network,” and it includes any software or applications resident on or operating
within any DoD system environment. (See Appendix 4 for a more complete listing of acronyms
used in this report.)

Cyber encompasses the entirety of digital electronic systems and devices used by DoD. In
today’s world of hyper-connectivity and automation, any device with electronic processing,
storage, or software is a potential attack point and every system is a potential victim—including
our own weapons systems. Cyber is not the exclusive purview of USCYBERCOM, the DoD Chief
Information Officer (CIO), the Defense Information Systems Agency (DISA), or the individual
system support activities of the Military Departments and Commands. Neither can it be
discounted by resource planners or system research, development, and acquisition authorities
as somehow beyond their responsibilities. Cyber provides an area of common concern for all
these organizations (and more) — an area where all must work together in addressing this
rapidly emerging threat.
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Resilience is the ability to continue or return to normal operations in the event of some
disruption: natural or man-made, inadvertent or deliberate. A goal of DoD is to have mission
resiliency in the face of all forms of failure (including espionage and attack). Thus, commanders
must develop alternative mission plans, emergency procedures, and reinforcements and re-
supply options. Similarly, for cyber system resiliency there must be alternative system plans,
emergency back-up procedures, and reconfiguration/restart options. In modern warfare,
effective mission resiliency requires that all systems critical to mission accomplishment be
resilient.

In this study, the Task Force deliberately viewed DoD as a globally networked enterprise — a
complex entity of highly interconnected and interdependent components, each of which may
contain embedded cyber capabilities-where failure to accomplish a mission can have far-
reaching impact with potentially serious national security consequences. Because of the nature
of cyber exploitation and attack, failure to protect the enterprise at any possible point of entry
can expose the entire enterprise to potentially devastating results.

1.5 Report Structure

This report is laid out as follows. Following this Introduction, Chapter 2 provides an explanation
of the growing cyber threat to our military mission. Chapter 3 offers a comprehensive strategic
approach for addressing system resiliency in the face of the ongoing cyber threat, and Chapter
4 addresses approaches to measuring progress in implementing the strategy. Chap