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Military Communications and Networks 
(RTO-MP-IST-092) 

Executive Summary 
The Symposium took place in conjunction with the Military Communication and Information Conference 
(MCC), which is a well established conference bringing mostly European experts in the military CIS 
domain together. There have been joint sessions between both events in overlapping areas.  

The topic of the Symposium was on communication systems and wireless networks addressing recent 
developments in those areas.  

The Symposium was organized in 3 joint and 5 Symposium only sessions. The joint IST/MCC plenary 
session presented an overview and two invited papers. The first one gave an insight into body centric 
communications, which may play a significant role for concepts for wireless networking in future soldier 
concepts. The 2nd invited paper and the next session was focused on dynamic spectrum access, software 
defined and cognitive radio. These technologies offer solutions to overcome the problem of shortage of 
radio spectrum, by firstly assessing the usage of radio spectrum and a dynamic usage of the scarce 
resource ‘frequency’ by a software radio. The next 3 sessions covered special aspects of future radio 
systems, such as high data rate waveforms using innovative combined coding and modulation as well as 
networking concepts, which have been developed in the context of NATO working groups and US 
standardisation activities. Besides those activities final and intermediate results of several European 
initiatives have been presented: ESSOR, WOLF and ETARE. The 2 final sessions covered network, 
protocol and security aspects. Here to mention is the paper from the Canadian Communication Research 
Centre, which received the best paper award: it presented results of measurements of VHF radio signals, 
which in combination with tactical scenarios provide a baseline model for the designing multi-hop 
protocols. Papers on mitigation of security threats in tactical networks and on standardisation activities of 
mobile ad-hoc protocols concluded the presentations. 

The Symposium offered an opportunity for a comprehensive exchange of information on the state-of-the-
art in the mobile communications and examined the progress and future of communication technologies 
development and implementation to support Network Centric Operation. In combination with the MCC 
the Symposium concentrated experts who shared results from NATO and European initiatives. Such a 
setup might be considered worthwhile in the future. 
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Communications et réseaux militaires 
(RTO-MP-IST-092) 

Synthèse 
Le symposium s’est déroulé conjointement avec la Conférence sur l’information et la Communication 
Militaires (CCM), conférence reconnue qui réunit la plupart des experts européens dans le domaine des 
SIC militaires. Certaines sessions ont rassemblé les deux événements dans des domaines d’intérêt communs.  

Le thème du symposium portait sur les systèmes de communication et les réseaux sans fil et ciblait les 
récents développements en la matière. 

Le symposium était organisé en 3 sessions communes et 5 sessions réservées au symposium. La session 
plénière commune IST/MCC présentait un aperçu et deux articles d’intervenants invités. Le premier a 
apporté un éclairage sur les communications centrées sur l’humain, susceptibles de jouer un rôle significatif 
dans l’élaboration des réseaux sans fil selon les concepts du soldat du futur. Le deuxième article ainsi que la 
session suivante ont été centrés sur l’accès dynamique au spectre, la radio logicielle et la radio cognitive.  
Ces technologies apportent des solutions pour surmonter le problème d’absence de spectre radioélectrique, 
tout d’abord en évaluant l’utilisation du spectre radioélectrique et l’usage dynamique, par une radio 
logicielle, des ‹ fréquences › limitées. Les 3 sessions suivantes ont couvert les aspects particuliers des futurs 
systèmes radio, tels que les impulsions à haut débit de données qui utilisent un système combiné de codage 
et de modulation innovant, ainsi que des concepts de mise en réseau, qui ont été développés dans le cadre des 
activités de groupes de travail de l’OTAN et de l’Institut de normalisation des Etats-Unis. Outre ces activités, 
les résultats intermédiaires et définitifs de plusieurs initiatives européennes ont été présentés : ESSOR, 
WOLF et ETARE. Les deux dernières sessions ont traité le réseau, le protocole et les aspects liés à la 
sécurité. Citons maintenant le document du Centre de recherche canadien pour la communication, qui a reçu 
le prix du meilleur article : il a présenté les résultats de mesures de signaux radio THF qui, associés aux 
scénarios tactiques, fournissent un modèle de base pour la conception des protocoles multi-sauts.  
La séquence des exposés a été clôturée par des articles portant sur l’atténuation des menaces pour la sécurité 
des réseaux tactiques et sur les activités de normalisation des protocoles mobiles ad-hoc. 

Le symposium a offert un cadre d’échange d’informations sur les systèmes de communication mobiles de 
pointe et a examiné les progrès et l’avenir du développement et de l’application des technologies de 
communication en vue de soutenir l’opération de capacité en réseau de l’OTAN. Parallèlement au CCM, 
le symposium a rassemblé des experts qui ont pu partager les résultats des initiatives européennes et de 
l’OTAN. Un tel rassemblement peut s’avérer très utile à l’avenir. 
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Technical Evaluation Report 

INTRODUCTION 

This report addresses the IST-092 Military Communications and Networks symposium held in association 

with the MCIS week. The events were closely coupled with an overlap of disciplines and aims. It was 

evident from discussion with the participants that holding the events at one location was mutually 

beneficial. Five specific topics were associated with the IST element: 

• Cognitive and software defined radios 

• Waveform standardisation 

• Waveform characteristics influenced by physical effects 

• Waveform characteristics influenced by the network 

• MANET aspects 

The call for papers attracted an acceptable but disappointing response, when compared to learned society 

sponsored symposia. This can be rectified by the Panel members actively encouraging contributions from 

their national research institutes. The abstracts received allowed the programme committee to select from 

the contributions with twenty one papers establishing an acceptable programme. The duration of the 

presentations and the time allocated for questions was well judged. The quality of the papers was variable 

and the content provoked questions from the floor and useful discussion in the margins during breaks. The 

questions from the floor were considered and added to the understanding; when necessary prompted by 

prepared questions from the session chair which was good to see. The programme was supplemented with 

two invited papers and further by the Chief Technology Officer NC3A and the chair of the RTB giving 

presentations. The latter two providing the background and a wide sense perspective culminating in a list 

of priorities 

ISSUES 

The issues of concern in the context of this symposium are: 

a) Security. The network layer is inherently vulnerable and we need to create robust systems. 

b) Maintain and establish interoperability. The level of interoperability is not as high as it might be 

but, increasing the degree may dilute security. This demands a systems approach. 

c) Spectral efficiency. We need to retain the necessary information flow despite higher demands on 

the resource. 

DISCUSSION 

The authors addressed the issues to some degree and progress was offered to reduce the effects of the 

threats. It is recognised that some of the detail of the projects may have been omitted in the open forum, 

inclined readers are directed to the extensive references provided in the papers.  

Dynamic Frequency Assignment was discussed with the aim to ensure necessary and sufficient 

communications. Spectral resources are finite and constrained by the physics of EM propagation 

exacerbated by the increase in bandwidth demanded by all users. The aim is to improve the efficiency 

using new technology and management techniques. Cognitive radio systems could achieve a measure of 

efficiency but assignment constraints must be relaxed together with an increase in the permitted 



Technical Evaluation Report      

T - 2 RTO-MP-IST-092 

 

 

interference. Users will need to appreciate that dedicated channels will become history and allotments may 

be subject to negotiation during use. The concept of primary and secondary users was addressed and is a 

mechanism which should be pursued.  

The waveform aspects offered evolutionary improvements with progress in a number of areas. The 

continued improvements in FPGAs and faster processing assists this development which was hampered by 

a reluctance by some companies to allow others to use waveforms covered by intellectual property rights. 

No IP constraints are now featuring in the procurement cycle which aids interoperability. 

DETAIL OF THE PAPERS 

Burton as Chief Technology Officer NC3A raised some interesting research aspects and was supportive of 

the IST initiatives. He highlighted Cyber Defence and counter IEDs as specific areas where progress is 

required. The keynote speaker Walker also spoke in plenary session indicating that financial pressure will 

force change. He also had a list of priorities which includes disciplines associated with the IST. He further 

invited participants and particularly academics to become involved with the NATO Science and 

Technology enterprise initiative. 

The technical committee had invited two papers, the first from Scanlon who discussed body centric 

communications. He addressed the transfer of information in the three modes: on-body, off-body and 

body-body. It is achieved through specifically designed antennas which are mounted on the clothing using 

the wearer as a ground plane. Polar diagrams were presented consistent with the ability to enable humans 

to be nodes in a network. The second invited paper was an overview of dynamic spectrum access by 

Maseng. He took a pragmatic approach expanding on the success of spectrum commons in commercial 

WiFi. A number of tools are available in the public domain to assign the spectrum equitably, these include 

Gaming Theoretic solutions and Auctions. Selection of the cost function is critical to the outcome since we 

know that a Nash Equilibrium is not unique in these systems.  

Paper 1, as identified in the programme, was in broad agreement with Maseng and advocated the use of a 

spectrum broker which would adapt to the environment. Paper 2 addressed the particular issue of 

identifying spectrum for use by the emergency services for public safety. Of specific concern is the 

allotment following a crisis when the demands made by civilians is also high, as experience during recent 

disasters. The approach was described under project EULER which involves a number of industrial 

partners and adopts a flexible spectral management approach, regrettably no evidence was presented to 

gauge its performance in use. 

Project ESSOR was presented giving the findings of a six nation collaboration to identify an appropriate 

waveform for SDR. An architecture has been designed which extends JTRS whilst retaining portability. A 

second project with similar aims was described created from an RTG initiative with different grouping. 

The simulation results were encouraging but both projects lacked feedback from the user groups. 

Saarnissari considered a frequency domain approach to analysis and implementation and discussed 

synchronisation and notched filters in this context. He might benefit from extending his research to other 

transforms. Users should be alerted to the inherent latency of block processing applied in these schema. 

In paper 6 Kolb presented his findings of using spectral assessment techniques to classify non cooperating 

transmitters; effectively inverting the problem. Haar and Cepstrum methods to identify specific 

characteristics were shown with their respective performance, a well balanced paper. 

Two papers by Brown described NATO waveform standardisation for tactical VHF the so called Narrow 

Band Waveform. The design occupies the extant 25kHz channel and has four modes 20,31.5, 64 and 96 
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kbps. With the higher data rates caution should be exercised and consideration given to adjacent channels. 

His second, complementary, paper looked at the preamble design. Significant improvements over the 

legacy system was evident from the simulation results presented. 

Atrat, paper 9, looked at porting legacy waveforms but restricted any modifications to small changes only. 

He identified some changes which approached the theoretical bound as shown with the simulation results. 

It was readily acknowledged, however, that with major changes radical improvements are possible but 

then ceases to reflect the legacy waveform. 

A representative from Harris presented some development ideas which had been undertaken in 

conjunction with Rockwell Collins, an example of industrial collaboration to the benefit of the users. The 

developments offered 1.5 to 2.0 dBs of improvement through waveform changes, further improvements 

are possible if spatial diversity is incorporated. The paper provides detail and shows the results of 

simulation and supplemented with over the air measurements. 

Fisher offered a system approach to analysing the necessary waveforms, no results or recommendations 

were offered. The method conforms to good engineering practice. A presentation on the WOLF project 

followed looking at robust links in an urban environment. The aims of the project are extensive with some 

nodes indoors and indeed underground. The frequency range proposed are 225-400 MHzs and 1.3-1.7 

GHz which may tax the design to cover underground functionality. The project is at an early phase and no 

results were available. 

The use of the NATO AEW airframe with an IP port was presented by Bird in paper 13. A system has 

evolved utilising HF, UHF and IRIDIUM as the bearers. Proven capability was presented by showing the 

outcome of a demonstration with several laptops on the aircraft with a chat capability. A second capability 

was the ability to control a UAV via a ground control station. This effectively extends the AEW capability 

to support a joint C2ISR Mission. 

A second EDA sponsored project ETAR was discussed which looked at wideband waveform designs. A 

comprehensive design was presented, ETAR will enable interoperability through the software with a wide 

range of data rates and modulation schema. A security plane incorporating netsec, comsec and transec is 

present but questions relating to key management from the floor were not answered. 

We now move to the declared critical topic of Network Design. A well prepared paper by Li provided the 

issues associated with the network layer. She gave some history before contrasting the demands of the 

military users with those of a generalised MANET. She then described her network model, based on link 

probabilities which could then be applied to observe hub behaviour. This paper was given the best paper 

award. 

Libaek, paper 16, investigates the link layer design and addresses the system trades of: 

• Transmission rate vs data rate 

• Voice reliability vs data capacity 

• Voice delay vs communication probability 

Again simulation results were presented which showed that the design is robust but synchronisation in the 

absence of GNSS could be a problem. 

Ginzler offered an approach for point to point routing with distributed architecture based on KADEMIA. 

Some results were shown but it is significant that the system has the property to force a termination. The 

following paper 18 was based on BGP (Boarder Gateway Protocols) which is declared mandatory for 

NATO network and information infrastructure services. BGP routes information between autonomous 
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clusters, each with its own router using a distributed management layer for exchange of routing policy. 

Search times are presented in the paper for a representative environment. Plesse addressed a similar 

problem in MANETs using IPv6 and presented results for a physically deployed network at DGA France. 

The penultimate paper 20 analysed the vulnerability of networks and made comment on attack modes. It 

recognised that assistance from other layers would be an advantage and it is strongly recommended that 

security features are introduced at an early stage of the design. The final paper provides detail of OLSRv2 

(Optimised Link State Routing) and was presented by Dearlove one of the authors of the standard. The 

enhancements over version one are the use of weighting function rather than the hop count and the 

capability of address compression. 

CONCLUSIONS 

The overall impression of the symposium was good and the chairman and his technical committee should 

be congratulated on the quality achieved from the restricted number of abstracts. The papers described 

progress across a broad front which included some of the known issues in this area. Some useful research 

was exposed together with identifying areas where more work is required. Not all disciplines within the 

call for papers were addressed, of significance was the limited discussion of EW and IW aspects and the 

impact of reduced diversity when all systems conform to a standard. 

A number of collaborative projects in both NATO and EDA appear to be bearing fruit. Further 

collaboration will only improve the situation particularly increasing participation from academia. 

The event was worthwhile and timely and I would encourage future symposia with appropriate subjects be 

coordinated with the MCIS. 

 

Glyn Wyman 

TER IST-092 
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Dynamic Spectrum Management for Military Wireless Networks


Piotr GAJEWSKI

Institute of Telecommunications, Military University of Technology

POLAND

Marek SUCHAŃSKI

Military Communication Institute
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ABSTRACT


The dynamic spectrum management for military wireless networks is discussed in this paper. Rapidly growing demands for services accessed by wireless networks call to have the efficient tools for spectrum allocation during mission planning and supervision. Two architectures (CJSMPT, DIMSUMNet) for legacy and modernized equipments are described. An opportunistic spectrum access is the most promising method for future cognitive radio networks (CRN). The general concept of cognitive radio (CR) as well as  some standardization works concerning  cognitive and dynamic spectrum access are described. The IEEE 802.22 standard proposed for CR wireless area networks is shortly characterized. Some challenges concerning OSA policy based concept are discussed.


1.0
INTRODUCTION


A static spectrum utilization has significant operational implications which have been brought to light by expensive spectrum utilization measurements [1]. It showed that a large part of the radio spectrum is allocated but barely used in most locations. 


The current spectrum management methods have left very little spectrum to allocate both for new services and for expansion of existed services, leading to an artificial spectrum scarcity, even though large parts of spectrum remains underutilized.


Military missions of the last 20 years appeared as a great experience in the area of simultaneous exploitation of huge number wireless networks in small area. Such situations abounded with collisions of this systems creating serious danger for own combat units. For this reason in US army problem of rationalization of spectrum consumption through using more effective spectrum managements methods is treated as a one of problems demanding urgent solution [2].

Dramatically growth users demands of wireless access to the information and communications services calls for more and more efficient methods for spectrum utility. Frequency spectrum is one of the really natural resources in a global information society.


The term “dynamic spectrum management” (DSM) covers a range of different subjects areas like dynamic channel allocation (DCA), frequency assignment, spectrum coexistence and spectrum access both to the licensed and unlicensed frequency bands.  Several implementations of a real-time DSM algorithms have been already studied and recently published [3] ÷ [7] including triggering of DSM algorithm, management of the traffic on the used carriers, adaptation of radiated power, coding and modulation, beam-forming technique, prediction of networks loading, and allocation decisions. Each of above listed questions should be solved  by means specialized optimization methods. Figure 1 shows the general classification of modern DSM methods. 
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Figure 1: DSM Methods Classification.

The possibility of centralized and distributed DSM is one of the main question to solve for wireless system architecture. Bellow some problems concerning infrastructure-based and infrastructureless-based are discussed both for legacy and new proposed wireless military networks. 


Currently exploited software tools dedicated to spectrum management (SPECTRUM XXI, Battlefield Spectrum Management etc.) are developed for less flexible systems of which configuration times were longer and operating tempo was slower [8]. Current combat operations are very dynamic so wireless systems become more flexible, more mobile and are used in increasing operating tempo. This creates demands to develop new philosophy of spectrum utilization – Dynamic Spectrum Access (DSA) and consequently – Dynamic Spectrum Management systems (DSM). Nowadays there are considered two kinds of DSA architecture, namely [9]:

1) Coordinated Dynamic Spectrum Access (CDSA) relies on certain infrastructure including a spectrum broker as a principal component.


2) Opportunistic Spectrum Access (OSA) which is embodiment of the concept of opportunistic using of unoccupied spectrum (“spectrum holes”) with basic tenet “Cause – No – Harm”. In this philosophy spectrum broker doesn’t exist.


Figure 2 adapted from [10], depicts the overall spectrum access taxonomy – from the current regime of static spectrum access, with the least flexible spectrum use, to the most flexible spectrum use enabled by OSA.


		Static Spectrum Access

		Coordinated Dynamic Spectrum Access


(Infrastructure Based)

		Opportunistic Spectrum Access


(Infrastructure Free)



		Current

		Examples: DIMSUMNet


Ofcom DSA Candidate Architecture

		Example DARPA XG



		



		Least Flexible

		

		Most Flexible





Figure 2: Spectrum Access Taxonomy.

In the range of options for DSA depicted in Fig. 2 from the current static spectrum allocation and assignment on one end to the most challenging OSA at the other end, Coordinated DSA is located between this two architectures. The crux, and also common feature of CDSA is the use of a spectrum broker for coordinating spectrum access.


In the most challenging OSA architecture – for which an embodiment will be new generation of radio systems called “Cognitive Radio” (CR) – basic principle of acting can be called “Cause – No – Harm”. In this case secondary users, sharing spectrum, perform opportunistically seeking out unoccupied spectrum (“Spectrum Holes”) and, at the same time, avoiding interference to primary users.  A CR with spectrum-sensing capability, and cooperative opportunistic frequency selection, is an enabling technology for faster deployment and increased spatial reuse.


The new term “spectrum society” arises during last decade. The increasing in computational abilities, artificial intelligence and especially in optimizing algorithm for wireless networks adaptation have to start thinking about cognitive functionalities of networks and devices. Growing interest in CR is demonstrated by start of the IEEE Communications Society Technical Committee on Cognitive Networks [11] as well as increasing interest for IEEE DySPAN  (Dynamic Spectrum Access Network) annual symposia. Since 1999, as main activities can be enumerated:  2002 (United States) DARPA initiates the XG (NeXt Generation) project to investigate the potential for the military to share spectrum spatially and temporally with multiple devices, 2003 (European Union) Information Society Technologies include dynamic spectrum access technologies as part of the Sixth Framework Program of R&D, 2004 (European Union): End-to-End Reconfigurability (E2ER) Project initiated in Information Society Technologies, 2005 (United States): DARPA XG and NSF projects complete a series of spectrum occupancy measurements indicating less than 10 percent occupancy in time–space under 3 GHz, 2008 (United States): DARPA XG successfully demonstrates Opportunistic Spectrum Access. Also in EU 7th Framework Program some questions concerning DSA have to be solved.


2.0
COORDINATED DYNAMIC MANAGEMENT SYSTEM


As was mentioned earlier the crux and also common future of  CDSA is the use of a spectrum broker for coordinating spectrum access.


Wide variety possible implementation of this philosophy is bounded by two concepts, as follows:


· Applicable for legacy systems – represented by The Coalition Joint Spectrum Management Planning Tool (CJSMPT) described in [8], 

· Applicable for upgraded (modernized) systems – represented by Dynamic Intelligent Management of Spectrum for Ubiquitous Mobile – access Networks (DIMSUMNet) described in [12].

CJSMPT is a tool developed for U.S. ARMY CERDEC (Communication – Electronics Research, Development and Engineering Center). CJSMPT architecture shown in Fig. 3 comprises of five key components that coordinate to perform the spectrum management planning and RF deconfliction processes:


· Spectrum Manager (SM) coordinates overall operation of the system and executes de-confliction algorithms;


· Communication Effects Simulator (CES) simulates anticipated missions to predict conflicts;


· Visualisor  (VIZ) visualizes spectrum use including electronic warfare (EW) effects;


· Spectrum Knowledge Repository (SKR) contains key scenario data to support simulation of mission (force structure, emitter characteristics, spectrum usage, etc.);


· Framework provides open service oriented architecture with mechanisms for component date exchange.
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Figure 3: CJSMP Architecture.


The heart of the CJSMPT is Spectrum Plan Advisor (SPA), element of the SM performing de-confliction and optimization based on interference report output by CES, accounting for anticipated movement (including EW missions) and propagation effects.


This system can be treated as upgraded legacy planning tool involving movement of wireless networks, EW effects, etc., working in near-real time(tests showed that it generates a conflict-free spectrum plan  in less than 30 sec for 50 nodes). 


DIMSUMNet is the implementation of idea of CDSA introduced in [12] for infrastructure based multi-provider cellular, fixed-wireless access and mesh networks. In this concept service providers and users of this networks do not apriori own any spectrum; instead they obtain time bound rights from a regional spectrum broker to a part of the spectrum and configure it to offer the network service. Realization of this model requires new technologies in the form of coordination, signaling protocols, network elements and client devices. 


To reach practical realisability the concept of Coordinated Access Band (CAB) was introduced. Illustrated in Fig. 4, CAB is contiguous chunk of spectrum reserved by regulatory authorities for controlled dynamic access. 
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Figure 4: Coordinated Access Band (CAB).

For geographical region, location of various parts of CAB spectrum to individual networks or users is controlled by a spectrum broker. As such, the spectrum broker permanently owns the CAB spectrum and only grants at time bound lease to the requestors. The lease conditions may specify addition parameters such as the extend of special region for spectrum use, maximum power and exclusive or non-exclusive nature of the lease. The compliant use of CAB spectrum requires that the “lessee” entity return the spectrum to the broker at the end of the lease. The CAB band resembles a licensed band in that the spectrum lease is a short-duration license. CAB leases are awarded by an automated machine-driven protocol. The authors of this concept consider two models for CAB usage. In this simplest model (CAB-M1), requests for CAB spectrum can be generated only by the network operators. In the more complex model (CAB-M2), the end user Mobile Node (MN) devices (PDAs, laptops, PCs) participate in the spectrum leasing process and request spectrum for communication with peer enduser devices or with network elements such a base stations. 


Within a simple CAB, certain fixed frequencies are reserved as a Spectrum Information (SPI) channels. 


Based on this concept authors have proposed architecture of system realizing their brokering idea as a Dynamic Intelligent Management of Spectrum for Ubiquitous Mobile-access Network (DIMSUMNet), shown on Fig. 5.
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Figure 5: DIMSUMNet Architecture.

The main components of the DIMSUMNet are:


· SPectrum Information and Management broker (SPIM),


· Radio Access Network (RAN) consisting of new type of base stations,


· RAN MANager (RANMAN),


· New intelligent enduser devices. 


3.0
OPPORTUNISTIC SPECTRUM MANAGEMENT


An opportunistic spectrum management is the most promising technology for dynamical spectrum access that has a potential to mitigate spectrum scarcity  and meet the increasing demand for spectrum utility. A CR technology has the potential of being a disruptive force within spectrum management. This section establishes the process and anticipates performance of dynamic spectrum access within CR systems. This is important for three reasons:


1) The DSA mechanism is an inherent element in any adaptive wireless structure. The DSA-enabled techniques include front-end linearity management, dynamic topology, and waveform selection. Even if the spectrum management benefits were nonexistent, the flexibility it affords to manage other aspects of the wireless environment justifies its inclusion.


2) DSA offers capability benefits through pooling of spectrum resources and managing spectrum conflict resolution dynamically.


3) DSA radios are inherently interference tolerant, and therefore radios sharing spectrum with CRs can be more aggressive in their spectrum reuse policies since, if they occasionally cause interference, the interference can be resolved directly by the CR.


A key measure of a DSA system is its ability to provide more spectrum access in order to create a corresponding increase in network capability. In examining the operation of DSA performance, three cases could be considered:


1) A manually de-conflicted spectrum that is statically assigned without specific (realtime) knowledge of user location, actual usage, or bandwidth needs.


2) Cognitive radios that share spectrum with, and avoid, interference with noncooperative systems.


3) Cognitive radios sharing spectrum with other CRs, minimizing, but not necessarily avoiding, interference with other users, on the assumption that they can resolve interference autonomously.


The cognitive radio terminology was firstly introduced by Joseph Mitola III and widely described in his dissertation [13]. The SDR Forum and the IEEE recently approved the following definition of a cognitive radio:


a) Radio in which communications systems are aware of their environment and internal state, and can make decisions about their radio operating behavior based on that information and predefined objectives. The environmental information may or may not include location information related to communication systems.


b) Cognitive radio (as defined in a) that uses SDR, adaptive radio, and other technologies to automatically adapt to the radio environment.

Fig. 6 shows the functional scheme of CR. 
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Figure 6: The General Scheme of Cognitive Radio.


CR should support the following basic functionalities:

· Radio platform (SDR – SCA – Software Communications Architecture - based)


· Environment recognition and evaluation 


· Environment and CR parameters and behavior description (observations and data base DB). 

Some CR architectures and functionalities as well as DSM in CR networks have been widely studied and described e.g. [14], [15], [16]. Generally CRs consist of four basic capabilities: flexibility – to change waveform and configuration; agility – to change the spectral band in which to operate; sensing – to observe the state of the system; and networking – to communicate between multiple nodes with relatively big network capacity.

The ability of a device to be aware of its environment and to adapt to enhance its performance, and the performance of the network, allows a transition from a manual, oversight process to an automated, device-oriented process. This ability has the potential to allow a much more intensive use of the spectrum by lowering the spectrum access barrier to entry for new devices and services as well as to radically change the spectrum management policies for spectrum policymaker and policy regulator.

The spectrum management framework for CR network is illustrated in Fig. 7 [17]. It is typical example of cross-layer design approach.
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Figure 7: The SM Framework for CR [17].

The spectrum management process consists of four major steps: 


· Spectrum Sensing: A CR user can only allocate an unused portion of the spectrum. Therefore, the CR user should monitor the available spectrum bands, capture their information, and then detect the spectrum holes. 


· Spectrum Decision: Based on the spectrum availability, CR users can allocate a channel. This allocation not only depends on spectrum availability, but it is also determined based on internal (and possibly external) policies. 


· Spectrum Sharing: Since there may be multiple CR users trying to access the spectrum, CR network access should be coordinated in order to prevent multiple users colliding in overlapping portions of the spectrum. 


· Spectrum Mobility: users are regarded as “visitors” to the spectrum. Hence, if the specific portion of the spectrum in use is required by a primary user, the communication needs to be continued in another vacant portion of the spectrum. 

One of the most common capabilities of a CR is the ability to intelligently utilize available spectrum based on awareness of actual activity. The cognitive radio can adapt for the spectrum regulator, the network operator, and the user objectives. The CR may also exhibit behaviors that are more directly apparent to the user like awareness of geographic location, awareness of local networks and their available services, awareness of the user and the user’s biometric authentication to validate various transactions, and awareness of the user and his or her prioritized objectives.

The CR spectrum access model (Fig. 8) enables policies, users, sensors, and protocols [18] that should be determined and solved for whole OSA environment. The general spectrum access regime is presented in Fig. 9 [18].
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Figure 8: CR Spectrum Access Model.
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Figure 9: Spectrum Access Regime.

As we can see from Fig. 9, the OSA methods should taken into account licensed users (primary users) and operators, third party users (secondary users), as well as possibilities of used devices. So, the best solution will come from so called policy based  radio. It is a radio that is controlled by a predetermined set of rules for behavior. These rules can be defined and implemented during manufacture or during configuration of a device by the user, or during over-the-air provisioning and/or by over-the-air control. 


The OSA flexibility is dependent on many factors concerning each layer of system protocol stack (Fig. 7). The special cases of OSA flexibility features are reflected in Fig. 10 [18].



[image: image9.emf]Dynamic 


spectrum 


Topology


planning


MIMO


channels


No good


MIMO


path


Hulling


Device 1


Beam 


forming


Spectrum 


planning


Device 1


Device 


Spur 1


Replan


accross


network


Replan


topology


Spectrum


too tight


Relocate


around


spur


Need


more 


range


Unavoidable


strong


signal


Move to new


preselector band


Strong 


neighbor


signal


Network


Radio


device


Link




Figure 10: The OSA Flexibility.


Time, space, and interference are three operational dimensions for available spectrum policies. One example for time policy are transactions within the secondary market for licensed spectrum use. Another one could be a noncooperative use of spectrum that is currently not in use. Space policy is depicted in cases where the location of a device could determine its operational characteristics. One proposal for spatial dynamics includes the allowance of higher-power transmission of unlicensed devices in rural environment. Another proposal is the use of unlicensed devices in bands where the device is sufficiently far away from a transmitter. Interference dynamics would need to understand not only its environment but also the impact of its own transmission on the surrounding environment. The capacity to accurately measure and model the environment would be needed. 


Currently, three basic types of assignment methods are generally employed: command and control, auctions, and protocols and etiquettes. Command and control assignments are provided by the regulatory agency by reviewing specific licensing applications and choosing the prospective licensee by criteria specific to the national goals. This directly challenged their authority in using spectrum for the benefit of the country (i.e., its citizens). Auctions are now a common form for spectrum assignments throughout the industrial world. Unlicensed devices and amateur licensees do not have specific frequency assignments. The Protocols and Etiquettes methods allow these devices to operate within a band, and the selection of a particular frequency. Protocols are explicit interactions for spectrum access like e.g. Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) a protocol. Etiquettes are rules that are followed without explicit interaction between devices. Simple etiquettes, such as “listen before talk,” dynamic frequency selection (DFS), and power density limits are one-sided processes. 


The policy-based OSA system consists four parts [18] that defined policy decisions, policy services, policy enforcements, and status monitor (Fig. 11).
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Figure 11: Policy-Based OSA Model.


Currently, many research works concern the PHY and MAC procedures for opportunistic spectrum access of secondary users using modern adaptation technologies like power control, channels allocation, access control [4],  modulation and coding adaptation etc. with various techniques of optimization e.g. game theory, neuronal networks, graph coloring, tabu search etc.  Some of proposed methods use the channel state information (CSI) coming from the feedback channel measurements or distributed by network nodes.

Policy-based model can be implemented and deployed for military proposes as hierarchical structure enabling network operational center and some number of cooperative tactical centers (Fig. 12).
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Figure 12: Military OSA Architecture.

Structure shown above enables two basic blocks concerning planning and refinement objectives with control and monitoring of the states of units nodes.


In military applications, the spectrum availability model has several differencies concerning definition of primary and secondary users, mission-oriented planning. Automated design of CR based mobile ad-hoc networks (MANET).  The Network Engineering Design Analytic Toolset  (NETDAT) was developed to support planning, development, and evaluation cognitive MANET [7]. NEDAT constructs the network topology using heuristic optimization techniques like simulated annealing. Routing bases on the QoS provisioning techniques for mentioned CSMA as well as TDMA (Time Division Multiple Access) techniques. The Automated Design Manager uses the Finite State Machine mechanisms to serve single-snapshot design steps with selection of multiple sets of parameters describing requirements, objectives, topology performances. It consists of a few functional blocks including design modules, neighbor discovery, topology construction, routing, MAC and mentioned ADM. Also OPNET, NS-2 and other tools are shown as possible tools to solve CRN objectives in military wireless networks [7].


Definitions of the critical elements of CRs and policy-based radios are provided by earlier  mentioned IEEE Standards Coordinating Committee on Dynamic Spectrum Access Networks (SCC-41) and the Software Defined Radio Forum – Cognitive Radio Working Group (SDR Forum – CRWG). These definitions for the various radio technologies have been integrated by the International Telecommunication Union (ITU) with help from many of its member organizations. The IEEE SCC41 efforts and other activities are described in [11].  


The IEEE 802.22 standard is proposed for CR wireless area networks (WRAN) [6]. Three tools define the cognitive functions of Spectrum Manager. The first one is spectrum sensing, the second one is geo-location data-base, and the third one is data-base with information of channels availability. The PHY parameters are optimized in terms of the communication distance.

4.0
CONCLUSIONS


Some new achievements concerning dynamic spectrum management are shown. These are only small excerpt from a very big amount of works concerning solutions especially OSA. Nevertheless such dynamic CRN studies and development, they are still many primary questions concerning DSA tools for CR systems. Some of them are enumerated below. 


1) Spectrum sensing and interference environment recognition: 


What interference metrics should be used and what transmission rules could allow operation under a much broader set of transmitter parameters  to prevent interference above a particular threshold within a radius of the transmitter? 

The interference metric must be indicative of the impact of the transmitter on the surrounding region. Although the technology for propagation models, inclusive of complex environments, is improving and can provide qualitative results for extrapolation, it is insufficient for quantitative interference analysis. Multiple measurements distributed across the operational area are needed to accurately measure the interference metric. One possible mechanism to obtain multiple measurements would be the development of interference monitoring stations. 


2) What are the mechanisms to disseminate the results of the measurements? Would the data be broadcast to all devices or should they be on a request basis?


The need for assured communications, free from avoidable interference, is a paramount requirement for public safety communications. So the mechanisms for obtaining and releasing spectrum need to be highly predictable. Beaconing is one such mechanism; that is, either a service would send a beacon indicating its using of the spectrum or send a beacon when the band is available for use by another entity. So the basic technical challenge is to create the proper signaling technique. 


3) What management policy could provide OSA within heterogeneous wireless military network?


Technology provides a potential solution to this particular challenge. The recent development of policy-enabled devices can provide assurance that the device can have mechanisms to prevent operation in unauthorized bands with cognitive adaptation to the dynamically changing environment. Technologists must actively address these concerns. The challenges of employing CRs for the policy community also include that of ensuring secure device operations. Security in this context includes enforcement of OSA rules. As the systems become more and more dynamic, there is an increase in the number of potential interactions between players in spectrum space.

To answer these questions some initiatives concerning OSA are undertaken also in frame of European Defense Agency. CORASMA (Cognitive Radio Spectrum Management) and SETUP  (SDR and tactical network Planning & Supervision) are the examples of such activities.
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Abstract

Public safety and security (PSS) coomunications involve a unique application of a set of principles, a combination of technologies, and integration of processes to provide assured communications support for deployed emergency responders. Among other things, interoperability, reliability and scalability are key requirements for such systems. This paper discusses possible alternatives to enhance PSS communication network capabilities by implementing dynamic spectrum access. Possibilities for dynamically acquiring additional spectrum for PSS systems are discussed. A set of techniques introduced in the cognitive radio domain is discussed and their potential value in the PSS context is evaluated. The issue of using free spectrum spaces is particularly targeted, and the associated technical challenge, such as spectrum sensing, is studied. The matter is discussed from the point-of-view of European Commission Security initiative funded Euler project, where WiMAX based interoperable backbone networking waveform is designed, implemented and demonstrated in SDR platforms.


Keywords: Public safety communications, flexible spectrum use, spectrum sensing, software defined radio.

1.0
Introduction


Wireless public safety network are used by emergency services organizations, such as police, fire & rescue staff and emergency medical services, in order to prevent or respond to incidents that harm or endanger persons or property. Public safety and security (PSS) communications involves the unique application of a set of principles, a combination of technologies, and integration of processes to provide assured communications support for deployed emergency responders.


The following core concepts [1] form the basis of fundamental requirements for providers and users of PSS communications systems:

· Operability; The fundamental concept that communications are always able to support the emergency responder.

· Interoperability; Stems from the previous concept of operability and refers to the ability of diverse or disparate systems and organizations to operate with each other.

· Reliability; A reflection of the assuredness of the operability of the communications systems and the ability to transfer information between end users.

· Resiliency; Refers to the ability of operable systems to recover from mishap, change, misfortune, or variation in mission or operating requirements.

· Redundancy; Refers to the resiliency of communications systems that is achieved by alternative means or systems.

· Scalability; Refers to the ability of operable systems to respond to change and growth in interoperable communications requirements.

· Security; Ensures end-to-end control and continuity as information moves across networks and devices.


· Efficiency; Refers to the ability of the system to effectively use resources.

· Interdependence; Reflects interdependencies between the communications sector and the national infrastructure.

Public safety workers are increasingly being equipped with wireless laptops, handheld computers, and mobile video cameras to improve their efficiency, visibility, and ability to instantly collaborate with central command, coworkers and other agencies. The missions of the PSS communication networks are to provide to the related forces all the services and applications that can leverage their efficiency to the maximum. Essential features for modern services and applications include: 

· Effective PMR (Professional Mobile Radio) Services to provide reliable and secure communications

· High data rate connections supporting any kind of broadband application

· Dual way real time video transfer (upstream and downstream)

· Enhanced services and applications dedicated to public safety forces

· Secured dispatching and recording solution

· Powerful network management with user friendly GUI

The need to access and share this vital new flow of data and images is leading to a critical requirement for a new kind of network: broadband wireless networks using high date rate waveform, such as WiMax. These networks can maintain connections with highly mobile workers, deliver large amounts of low-cost bandwidth with extremely high reliability, and support real-time video, voice and data.

However, the current public safety networks offer mainly voice services and low bit-rate data transfer services through core PMR technology such as TETRA [2], which is currently widely adopted in Europe. Current technologies may provide wideband data services as an evolutionary step but so far they have not gained much success due to severe scalability problems that are intimately related to the limited bandwidth capabilities compared to the requirements.

Alternative way to provide wideband data services for public safety operations is to rely on heterogeneous technologies mainly coming from commercial networks (3G networks, WLANs, WMANs etc.). Major problem is that the infrastructures required by these commercial networks cannot be expected to survive any major catastrophes, such as earthquakes or floods. Therefore they do not fulfill the operability and reliability requirements and are not able to reach an equivalent level of service than the voice services offered through the PMR dedicated technologies. As a result, a combination of broadband capacity and PMR specific features fulfilling the essential requirements is now expected by public safety networks users. 


In case of crisis situation, PMR networks must be able to rapidly deploy a networking node based on single radio cell coverage. This single radio cell might operate either in stand-alone mode with full PMR services availability for the people under the cell coverage or as a complementary node to an existing PMR infrastructure network. Highly unpredictable scenarios and operational conditions make preparations for such emergency services difficult and therefore techniques which are able to provide self-adaptation features of the wireless services on site of the event should be considered. Moreover, PSS broadband networks, whatever the technology selected to support broadband aspects must be interoperable with existing PMR networks, in particular the Tetra technology. 


The EU Commission Security initiative funded EULER (European software defined radio for wireless in joint security operations) project [3] proposes a novel architecture for PSS communications based on utilization of SDR (Software Defined Radio) technology [4]. It also addresses the self-management issues as well as the dynamic spectrum management in crisis operations. This paper addresses the problem of mapping and utilizing the radio spectrum in dynamic and autonomous manner for PSS communication services.

2.0
PSS Spectrum Issues

2.1
Spectrum Allocation Issues

Across the European Union, most public safety national agencies have invested in dedicated narrowband digital mobile networks for voice centric and limited data communications. Spectrum used for those networks was allocated in 1994. In Europe, 380-400 MHz frequencies are often used for (narrowband) public safety and the most common type of network is TETRA as discussed earlier. However, similar approach is needed for broadband data for example for video transmission in rescue operations [5]. A commonly accepted European wide spectrum agreement for enhanced PSS communications would be extremely useful for public safety. Common standard would lower the prices, would be more future proof, and would enable cross border cooperation [6]. 


Additional spectrum could be allocated and dedicated for PSS e.g. as a result of freeing up radio spectrum from the “digital dividend” [7] (i.e. the spectrum of the analog TV-bands that are left vacant as a result of European-wide adoption of Digital TV-transmission technology). This adoption should be complete around 2012. Organizations with interest to enhance the public safety communication, such as PSC-Europe, are heavily claiming that it is essential for Public Safety services to have access to appropriate spectrum sufficient to meet their evolving operational needs which will include video and other picture applications in all parts of the European territory [8]. However, since this additional spectrum has extremely high economical value, it is uncertain whether consensus of allocating part of it to PSS can be assumed. It should be noted that the radio spectrum belongs to Member States, and thus cross-border coordination and common radio spectrum policy in EU would facilitate a most efficient utilization in PSS (as well as in any other wireless services).


Availability of more spectrum (especially below 1 GHz) may not improve soon. This may motivate the use of cognitive radio [9], [10] techniques for finding resources for broadband communication (for voice legacy allocations could be still used) or for a backbone network.  Even if the strict licensing of bands for PSS is not achieved, the cognitive radio technologies may allow a novel approach where parts of the spectrum are allocated for PSS as a primary user of the spectrum. According to cognitive radio principle, if the primary user (i.e. PSS) is not using the spectrum, the secondary systems, such as mobile broadband services, may utilize the spectrum for their own usage. The main requirement is that the secondary users vacate the spectrum when primary user is using it. 

2.2
Dynamic Frequency Access (DSA)


Dynamic Frequency Selection (DFS) describes the technique where prior to transmitting, a radio attempts to detect the presence of other, possibly licensed, radios and avoid operating on frequencies that could cause interference with other radios or other systems. DFS can be defined as a general term used to describe mitigation techniques that allow, amongst others, detection and avoidance of co-channel interference with other radios in the same system or with respect to other systems. In current paradigm of cognitive radios, the DFS is extended to include a scenario where the radio (Cognitive Radio, CR) actively seeks free spectrum bands in order to enhance the services by having access to higher share of the spectrum bandwidth. This process could be called Dynamic Spectrum Access (DSA).


To support the DSA, modern radios moreover posses adaptive bandwidth control, where the CR is able to expand or contract its operating emission bandwidth to avoid interfering with other radios. Essential feature is also transmit power control, where CR using feedback or some other means uses the least practical amount of transmitted power to minimize interference. Transmit power control may also involve the reception of interference information from other co-channel systems. Finally, if the CRs are equipped with directional and steerable antennas, the radiation patterns can be controlled and thus interference can be further reduced. Naturally, controllable radio patterns can be combined with awareness of the directions of desired receivers and the directions of potential victims of interference to improve performance (see e.g. [11], published in the proceedings of this conference).  


2.3
Temporal Adoption of Civilian Bands

To start the discussion of possible DSA methods to access additional spectrum for emergency services let us first consider two scenarios, where civilian bands are temporarily adopted for public safety services:


· In scenario 1), there is big disaster such as major flood or earthquake, but the communication infrastructure is not down. In this case the cellular bands and ISM bands will be filled with traffic (emergency calls, text messages etc.), so that dynamic spectrum access using these bands may not be possible. In this case, some kind of authenticated signaling from the PSS users could be transmitted so that the commercial operators temporarily allocate some of their spectrum for the PSS users  in  a particular geographical area (preferably as a primary user). 


· In scenario 2), the commercial communications infrastructure (or part of it) is down due to, for example, big earthquake. In this case cognitive radio techniques could be used for finding channels that the remaining private transmissions are not using. Both licensed and licence-exempt (ISM) bands are possible to use. In ISM bands there are no primary users, so that the existing users theoretically do not need to be protected. However, it is not good idea to use ISM bands if there are already several other users generating interference.

In scenario 2), one potential problem is how to locate the free unoccupied bands (so called “white spaces”) so that they could be used by public safety. One answer is to use cognitive techniques such as spectrum sensing [12]. Note that current policies set by regulators do not allow this type of dynamic spectrum access. However, in the future it could be applied for a better use of spectrum resource. Essentially, in this case PSS communication system is considered as a secondary user of the spectrum.

The above discussion assumes that the PSS would be the secondary user of the spectrum or that it can temporarily by request obtain primary user status in some bands. It is also possible that PSS is always the primary user. For example, in the US, FCC has allocated the 700 MHz band jointly to public safety and private sector. The private sector has interruptible secondary access to the spectrum, provided that the primary user (public safety) is not present. Shared infrastructure between public safety and private sector will lead to higher cost effectiveness. PSS being the primary user would help a lot in scenario 1).


2.4
Locating Free Spectrum by Spectrum Sensing

The strategies for additional spectrum described previously partly rely on the assumption that the secondary users of the spectrum are able to sense spectrum and, in particular, vacate the bands when primary user becomes present.


There are several ways to implement spectrum sensing [12]. The most common and simplest approach is to use energy detector. An energy detector simply measures the signal energy, denoted here with V, in the currently studied channel and compares it to a threshold. If the threshold is exceeded, then we declare that a primary user is present and the channel cannot be used by secondary users. If the threshold is not exceeded, then we declare that the channel is free (unoccupied). 


No matter how it is done, spectrum sensing can never be error-free process. If we falsely think that a band is unoccupied when in fact it is occupied by primary user(s) (miss detection), then we cause unwanted interference to the primary user. The regulator may set some upper limit for the probability of misdetection that must be satisfied by all cognitive radios. Sometimes sensing is difficult due to low signal-to-noise ratio (SNR) due to shadowing and fading. In order to improve energy detector performance, more sophisticated techniques exist, such as solutions based on radio signal cyclo-stationarity property [13], which enables to detect a signal at lower SNR. Another possible way consists in making cooperative sensing utilizing space diversity. Another probability related to cognitive radios is the probability of false alarm, which is the probability that we think that the studied frequency band is occupied when in fact it is free (primary signal absent). High false alarm limits the spectrum utilization by secondary radios. Unfortunately, there is a trade off between false alarm and misdetection probabilities, i.e., if we reduce false alarm, then (for the same parameters) the misdetection probability will be increased. 

There are several ways to set the detection threshold. The easiest approach is to control the false alarm probability, as this requires only knowing the noise variance (of internal thermal noise + possibly external noise) when primary user is not present. For example, typically false alarms such as 10% and 1% are used. In practice, the noise variance cannot be perfectly estimated. This may, in some cases, lead to much reduced detection performance. Constant false alarm rate (CFAR) techniques familiar from radar may be applied to reduce this loss. Another alternative is to set the threshold so that the probability of detecting the presence of the primary user of certain strength has some required value, such as 90%, 95%, or 99%. 

2.5
Cooperative Spectrum Sensing

In (distributed) cooperative sensing, several close-by terminals form a coalition with one node being selected (perhaps the most powerful terminal with high battery level) as the cluster head. The coalition members make a local decision (primary present or not) and send it the cluster head (fusion center). The cluster head will then use some rule such as the “MAJORITY” rule to make the final global detection decision. This type of cooperation can significantly increase the probability of detecting the presence of the primary user, especially when some of the terminals are shadowed. 


2.6
Spectrum Access by Spectrum Database

As discussed above, spectrum sensing can be somewhat unreliable, and some doubts whether spectrum sensing alone can really be utilized in dynamic spectrum access have been put forward [14]. Alternative way although not as flexible and dynamic would be to rely on centrally managed spectrum usage database and associated spectrum broker. The idea is that all relevant information about the regional spectrum usage is being stored and frequently updated in centrally located database. The information about possible temporarily available white spaces is then either broadcasted of delivered by request to any actor, who wishes to setup a new service or utilize more bandwidth to provide better service. 

There are, however, some unsolved problems in this scenario. First of all, commonly known dedicated channel is needed, on which the spectrum availability information could be accessed/delivered. In relation to cognitive radio research, this type of common control channel is often referred to as Cognitive Pilot Channel (CPC) [15]
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[16]. (Note that in this text we treat CPC as way to access the spectrum database information). CPC is proposed as a more reliable, cost-efficient and effective way of implementing the dynamic spectrum access [17]. By definition, the purpose of CPC is to broadcast/provide data allowing a terminal/network to acquire knowledge of the available radio access networks in the surroundings, without having to sense the spectrum.


Other problems that need to be solved in the spectrum database usage are related to the possible location and manager of the database. Four different models can be listed:


1) If commercial operator(s) manage the database, the CPC could be implemented as an in-band solution (i.e. utilizing only the spectrum allocated to those particular operators). This model invokes the question, whether the commercial operator is willing to sacrifice its own revenue by allowing even temporary access to others users of the spectrum. 


2) Alternative solution is that the spectrum database is government managed and therefore the CPC is implemented as out-band. This solution naturally requires that a dedicated channel is reserved outside the already reserved spectrum. If all commercial operators in a particular geographical area can be persuaded to provide their timely spectrum allocation information to the unbiased spectrum broker, a fair dynamic allocation of spectrum could in principle be achieved.


3) Instead of government managed solution, a new type of commercial CPC provider spectrum broker, could exist. This broker would collect spectrum usage information of all local networks, combine it, and provide the spectrum access information as a service for third parties. This model invokes complex models for various spectrum commerce alternatives.


4) Finally, a hybrid model is possible where a simple out-band CPC exist for advertising different operators in the area, combined with in-band operator controlled CPC for more detailed spectrum allocation information.


From the point-of-view of PSS communications the alternative 2) seems most promising, especially if it can be combined with method to decrease the spectrum usage of commercial operators in the time of crisis, i.e. reserving more spectrum for PSS (see scenario 1) in section 2.3 above). But the spectrum database information requires additional agreement of standard signaling structure for requesting/
delivering/broadcasting the spectrum information. Yet another question is related to possible timeliness of the information in the database.


3.0
Public Safety Interoperability & Euler

Public safety communications is nowadays characterized by a patchwork of separate, often incompatible systems and PMRs with varying capabilities in communicating between and among systems. Instead of replacing all of these separate systems with new solutions, another way to make the communication more efficient and interoperable is to integrate the separate systems by a common wireless backbone network. The connection of PMRs’ legacy networks (IP based interfaces) with a common high data rate backbone has high importance in practical situations and is currently being considered in the Euler project. 

The key technical issues addressed in Euler project include:


· The design of EWF (Euler WaveForm). EFW will primarily support a high data rate backbone network interconnecting separate wireless PMR systems. One possible candidate for waveform for such a public safety backbone is WiMAX. OFDMA-based WiMAX is field-proven. Also, WiMAX can be made to operate with various frequency bands, both licensed and unlicensed and thus cognitive radio techniques as described above could be used. In Euler a waveform based on WiMAX (802.16e) [18] will be developed.


· Operational requirements for the novel EWF are obtained from a dedicated group of end-users involved directly with the project.


· Collaborative waveform implementation to different Software Defined Radio based platforms.


· Integrated demonstration will be arranged towards the end of the project to illustrate a) the benefits of using SDR-technology in public safety communications and b) to highlight the interoperability provided by a common backbone based network solution.

4.0
Discussion

WiMAX can operate both in licensed and unlicensed bands. In public safety, using network infrastructure of the licensed operator may not be desirable due to control, reliability, and congestion issues. This could still be considered as complementary solution. This is unless we use the licensed bands as secondary users, however then we would still have the congestion issues (in scenario 1 but not in scenario 2) or we co-exist with the primary user using some mechanism. Also, we could use WiMAX even in the existing public safety bands or bands allocated just for it [19]. 


On the other hand, using license-exempts bands PSS can get an “own” network. However, this may lead to performance degradation. Specifically, it has been has shown that WiMAX has a reduced performance when coexisting with 802.11a in license-exempt (shared) frequency bands [20]. Currently, 801.16h is working on Improved Coexistence Mechanisms for License-Exempt Operation [21]. They are also proposing improved co-existence with 802.11.  In case of secondary operation, in 802.16h, synchronized silence intervals can be applied for getting the required radio silence for cognitive detection of primary signals such as TV signals or wireless microphones.


To summarize, the Euler backbone network could operate with:

a) Licensed bands temporarily or permanently allocated to it so that Euler would be the primary user (suitable for scenario 1, almost guaranteed performance, but a method to temporarily allocate/request bands to Euler is required),


b) Licensed bands owned by another (primary) user, so that Euler would be the secondary users (suitable for scenario 2), 


c) Licensed bands shared between Euler and another network(s) with some kind of sharing mechanism for the band (with Euler having priority), 


d) License-exempt bands requiring no license (but with interference from other users of the same spectrum) (suitable for scenario 2). 


The SDR Forum Public Safety SIG has explored some of these issues in greater detail and has published a document describing improvements in interoperability [22]. 

5.0
Summary

Radios that are aware of their spectral environment provide benefits by accessing previously unused, unavailable, or forbidden spectrum. Spectral awareness may enable the use of this spectrum without causing interference to the radios operating in the spectrum. Radio spectrum is a scarce resource: there is little spectrum available for dedicated allocation without displacing current users. Interest is high to find ways to use spectrum more efficiently. Utilization levels vary widely between services and geographic areas, with some having substantial amounts of “white space”, or unused channel-minutes. Radios capable of exploiting unused or lightly used spectrum without introducing interference will improve efficiency of spectrum utilization. 


This paper has discussed possible alternatives to implement dynamic spectrum access in public safety and security communication framework. The matter is discussed from the point-of-view of Euler project, where WiMAX based interoperable backbone networking waveform is designed, implemented and demonstrated in SDR platforms.


This paper overviewed a set of techniques introduced in the cognitive radio domain in order to show their potential interest in the PSS context. The issue of using free spectrum spaces was particularly targeted, and the associated technical challenges, such as spectrum sensing, studied. 
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Abstract


The NATO Research and Technology Organization (RTO) / Information Systems Technology (IST) Research Task Group (RTG) on Software Defined Radio (SDR), works on the issues concerning SCA based implementations of waveforms on SDRs. This paper gives a review of the motivation, workflow and results of this international working group. With a potential target of building a Waveform Library in the future, it is important that all the partner nations collaborate and work together. In our contribution, we present some of the important results achieved by national research labs in Germany (FKIE), Turkey (TUBITAK), and Norway (FFI) during the tenure of this Group. Firstly, we present the SCA-based implementation results of STANAG 4285 waveform and the effect of increasing the granularity of the SCA waveform application on the system overhead. After that, we show the portability approach taken to port a waveform between different Operating Environments (OEs) and platforms. The portability efforts between the partner nations are also presented. Finally, the interoperability results show how a waveform running on two different OEs of different partner nations is still able to exchange data.


1.0 introduction

Over the last few years, Software Communications Architecture (SCA) [1] is gradually playing a major role in the future Software Defined Radios (SDRs) particularly in the military domain. Since the SCA had been initially developed by the US [2], less experience was available among other NATO nations. In order to gain more knowledge of using SCA with SDRs, initially a NATO Exploratory Team (ET) was formed in 2005 which continued to work till 2007. To follow-up the activity of the ET, the NATO Research and Technology Organization (RTO) / Information Systems Technology (IST) Research Task Group (RTG) on Software Defined Radio was established in 2007 with the same people, motivation and workflow, but different (i.e. higher) "status" within the RTO/IST. There are about ten active participating nations both from industry and research labs sharing their experiences in the development of SCA based waveforms in this Group. As a three folded approach (shown in Figure 1) to acquire such knowledge, the group aims at:

· Implementation of an SCA based waveform


· Demonstrating the porting of an SCA based waveform to different SDR platforms


· Demonstrating the interoperability between different SCA based implementations of the same waveform
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Figure 1: Target Workflow.

The group has jointly agreed on the STANAG 4285 Waveform (HF Medium Data Rate Waveform) [3], for its development work. An example implementation of the waveform in ANSI-C code has been provided by one of the Group members, Telefunken Racoms [4] which is used by FKIE and FFI for research purposes. TUBITAK has implemented their own waveform from scratch using the STANAG 4285 standards. As a first step, an SCA based version of this waveform is implemented. This is explained in Section 2.0. The member nations are using different commercial, open-source or self developed tools for implementing the SCA version of the waveform. As a second step these implementations are ported to different SCA platforms by the participating nations as described in Section 3.0. The last step demonstrates the interoperability between the different implementations on different platforms. Section 4.0 presents these interoperability results. In this way, expertise and common understanding of the various aspects of SCA is built between the participating nations without a high initial cost. The lessons learned during the working of this Group are highlighted in Section 5.0. Finally, Section 6.0 gives a final summary on the paper.

2.0 Implementation of SCA based waveforms

The SCA is specifically designed as an Operating Environment (OE) for communication devices. The OE consists of Core Framework (CF) services and infrastructure software (including board support packages, operating system and services, and CORBA Middleware services). The software partitions defined by the architecture that illustrate applications are typical of how waveforms might be implemented using the SCA.


For the development of SCA based waveforms for SDRs, the developers usually need some tools to assist them in their work. There can be different levels of support for system/management functions, for standardized software interfaces etc. These tools are required to do the rudimentary work of SCA implementation required again and again for each waveform development.

2.1 SCA Development Tools


FKIE decided to use the SCA Reference Implementation (SCARI) Software Suite from CRC, Canada [5]. In addition to this, FKIE also use the open Source Open-Source SCA Implementation - Embedded (OSSIE) [6] tool from Virginia Tech only for performing porting tests. FFI is using the Component Enabler tool from Zeligsoft [7] as well as the OSSIE tool. In order to model the SCA waveforms, TUBITAK uses the Zeligsoft modeling tool in combination with its self developed SCA Core Framework called TUBITAK – UEKAE Radio Control Software (TURCOS). Another group member, Indra (Spain) is using the Spectra development tool from Prismtech [8]. Using different tools among partner nations allows better analysis and understanding of SCA based waveform implementation.


For the basic implementation of the STANAG 4285 waveform, two SCA based resources are implemented using the development tools, one each for Transmitter and Receiver. Since one of the goals of the NATO Group is to find the cost/overhead of increased number of SCA resources on the system, we need several resources of the waveform to analyze it. Keeping this in mind each of the nations developed various SCA implementations of the STANAG 4285 waveform with multiple resources by increasing the granularity of the waveform implementation.

2.2 Granularity of SCA Applications

Figure 2 shows the block diagram of STANAG 4285 Transmitter [9]. It shows two parts: Frame Collection and Frame Processing. These names are used in the Telefunken Racom code description used by FKIE and can be named differently in the implementation from TUBITAK. The Transmitter as a single SCA Resource is made by including the complete functionality in one Resource. To increase the granularity, two SCA Resources are made, each with the functionality of Frame Collection and Frame Processing. A higher level of granularity is achieved by reusing the Frame Collection Resource and making new SCA Resources for the divided Frame Processing part: one responsible for FEC encoding, the second part for interleaving and the third part for modulation. These are the different levels of granularity achieved at FKIE.
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Figure 2: Block Diagram of STANAG 4285 Transmitter.

FFI achieved even higher level of granularity [10]. The Transmitter functionality is divided further over several SCA based Resources. In one implementation, the modulation part is further divided into three SCA Resources handling separate functionalities (see Figure 4). The Data Source Resource of FFI is similar to the Frame Collection Resource of FKIE. In another implementation, for analysis of SCA overhead, four dummy SCA Resources were added (see Forwarder Resource in Figure 4). These dummy Resources were used to forward data to the next SCA Resource.


2.3 Profiling Results

The profiling of the above mentioned SCA based implementations by FKIE and FFI are explained below in separate subsections.

2.3.1 Results at FKIE

In order to analyze the overhead of running multiple SCA based Resources on the processor; various profiling tests are investigated at FKIE [9]. FKIE used a profiling tool called Callgrind, available from the Valgrind [11] tool suite to profile the SCA Resources for the different test implementations. To perform profiling, a text is read from a file and then used by the Transmitter Resource for encoding. The profiling results include the waveform specific overheads of STANAG 4285 for transmitting the EOM (End Of Message), SOM (Start Of Message), Flush Bits associated with the Transmitter data. Keeping the mode of STANAG 4285 same at 75 bits/sec, various tests are made by transmitting different amount of data which in turn leads to different number of frames transmitted [9]. Some terms used with respect to the profiling tool are defined:

· The Cost of a function is defined by the event counts of a particular function. This means the number of instructions/data accesses. It also tells us of the instructions that do/do not reference memory.


· The Self Cost is the cost of the function itself.


In this section we focus on the Self Cost. Whenever the term 'cost' is used in this section, we refer to the Self Cost.


After examining the data from the profiling results, the total cost of running an implementation is classified on the basis of ELF (Executable and Linking format) objects. The major contributions towards the total cost made by the ELFs are under the Executable, ACETAO (Related to CORBA), SCA, C/C++ and ld.so categories. The results for the different implementations of STANAG 4285 with different granularity levels give different results. It is seen that in case of a multi SCA Resource implementation, there are some Resources whose cost of running the Executable is less than the cost of total overheads involved. This leads to an important conclusion that while increasing the granularity of an SCA based waveform application, it is important to make sure that each SCA Resource is doing considerable amount of signal processing. Otherwise, the cost of overheads will be more than the cost of running the SCA Resource functionality itself.

Figure 3 shows the overall cost comparison of SCA based implementations of STANAG 4285 at different granularity levels. The left part of the Figure shows the number of frames on the X-axis and the Self Costs on Y-axis. The dashed curves show the total sum of overheads for running the Transmitter as a single SCA Resource, as two SCA Resources (Frame Collection and Frame Processing) and as four SCA Resources. The solid curves show the combined cost of the 'Executable' of the Transmitter at different levels of granularity. The lower two solid curves show the cost of the 'Executable' of one Resource and two Resource implementations. There is not much difference in the curves since dividing the complete Transmitter functionality into Frame Collection and Frame Processing required only minor changes in the C-code. There is however a higher cost of ‘Executable’ for a four Resource implementation because the separation of Frame Processing into FEC (Forward Error Correction), Interleaving and Modulation required a reorganization of the C-code leading to a higher signal processing cost. The dashed curves show that there is an increase in the total cost of overhead when functionality is divided into several SCA Resources. We can also observe by extrapolation of this graph that at one point splitting an SCA Resource into more number of SCA Resources (e.g. more than five Resources) will lead to a higher cost of overheads than the 'Executable'.
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Figure 3: Overall Cost Comparison for TX.

The right side of Figure 3 shows the comparison of the relative overhead cost with the number of frames processed. It can be concluded from the graph that increasing the number of SCA Resources for an implementation leads to increase in the relative cost. It can also be seen that the relative overhead cost is more for processing less number of frames. It becomes less and almost constant for processing higher number of frames. More details can be found in [9].

Testing the SCA based Transmitter implementations at different modes of the STANAG 4285 (e.g. 2.4 kbits/sec) also give similar results as mentioned above. In addition to the Transmitter, several implementations of the Receiver at different granularity levels are also tested at FKIE which gives supporting evidence as in the case of the Transmitter [12].

2.3.2 Results at FFI

In order to investigate into SCA based application granularity when running on a CORBA-capable GPP, different versions of the STANAG 4285 Transmitter application are made, each split into a different number of components.


The experiment is run on a Pentium M 1.86GHz with Linux 2.6.9-34EL and using the OSSIE Core Framework version 0.6.0. Since the Transmitter application represents a low workload for this processor at the original symbol rate of 2400 symbols per second, the processing is run at an increased symbol rate of 25600 symbols per second, in order to get more significant CPU workload readings. The measurements are made using the performance monitoring tool ’SYSSTAT sar’ [13], and measured as an average over 5 periods of 40 seconds.

Figure 4 shows the total measured CPU workload for a 2-component, 7-component and 11-component version of the waveform application. This is compared also to the measured workload for a non-SCA ‘C’-language implementation of the same waveform. It is seen that the more components the application is split into, the higher is the workload. In [10], it is shown that a major portion of the workload overhead of the multi-component-versions in this case is caused by the inter component communication through CORBA. The losses will be relatively less significant, however, when the useful processing in each component represents a higher workload. The losses can be reduced also by reducing the rate of the inter component communication.
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Figure 4: User+system CPU % for the non-SCA 4285 TX version, compared to three SCA-based versions with different granularity. Measured at an increased symbol rate of 25600 symb/sec).

3.0 portability REsults

Porting can be defined as the ease with which a system or component can be transferred from one hardware or software environment to another [14]. Here we discuss only the technical aspects. The security aspect is out of scope in this study. It is anticipated that in future there will be a Waveform Library where all the member nations can add and share SCA based waveforms. This means that one nation can add an SCA based waveform to this library and the other nations can use this shared waveform and run it on their platforms. Therefore, the Group members are interested in investigating the portability of waveforms. Since FKIE, FFI and TUBITAK are using different Operating Environments (OEs), the portability tests are a good starting point to investigate.

3.1 In-House Porting Efforts (FFI)

3.2.1 From OSSIE to WDS

The initial SCA based STANAG 4285 implementation at FFI is implemented using the OSSIE CF (version 0.6.2) and the OSSIE Waveform Developer (OWD) tool. This implementation is then ported onto the Spectrum’s Waveform Design Studio (WDS) platform. The WDS has a Harris SCA CF and a TAO ORB for CORBA. The Zeligsoft Component Enabler (CE) is the tool used on the WDS for SCA waveform modeling, for generating skeleton code and XML-files as well as for application deployment and runtime management.


For the initial porting effort and since the STANAG 4285 has low processing workload requirements, the application is ported onto GPP-implementation components only. This subsection describes the lessons learned from this porting from OSSIE onto WDS. 


While compiling and using the C++ code level component files directly on WDS ideally should have been possible, it turns out that OSSIE and WDS has different naming conventions in their auto-generated skeleton code, thus using the code level files directly would not work and manual editing would be tedious. Instead that, a three-step procedure for the porting is executed: First, the SCA structure XML files (the Domain Profile files) are moved over to WDS and loaded into the CE tool. Second, the code generation tool in CE is used to generate new component skeleton code. Third, the actual component processing code is moved into the new component implementations. 


An empty project is created on the Spectrum platform, onto which the SCA XML (domain profile) files can be imported. Several unexpected issues are discovered in this import operation [16]. The next obstacle encountered is that OSSIE’s SAD files describe all component ports as dynamic. This implies that the connections are to be resolved at run-time. For reasons not identified, this does not work on the WDS. The workaround is to delete all dynamic connections and reconnect all interfaces with static connections.

After having generated the new component skeleton code from CE, the processing code is copied over from the respective OSSIE-generated components. A subtle difference between OSSIE and CE here is that the OSSIE framework depends on a separate processing thread where the components’ processing code is run, but CE had no such prerequisite. To avoid changing the structure of the code, processing code is inserted in the component’s start-up methods for creating a thread that can run the processing code in the same manner as in the OSSIE-generated components.


In summary, the porting is not a very difficult operation but it involves a lot of tedious fault finding. Some of the issues are caused by subtle details not adhering strictly to SCA, while others are due to differences in approaches taken in the OSSIE and CE tools.


3.2.2 From GPP Implementation to DSP Implementation on WDS

As an experiment, one of the components, the FEC Encoder, is ported onto one of the DSPs of the WDS. Since the WDS platform does not have CORBA-enabled DSPs, a GPP proxy component is made that communicates with the DSP-implemented component through Spectrum’s ‘quicComm’ interface commands. This proxy relays the through-CORBA input port data to the DSP, using quicComm memory write commands. It also fetches the DSP-processed data by memory read commands, and forwards the data on the output port. The proxy obtains a reference to the DSP by inquiring the DSPs logical device.  


The actual porting of the functional processing code from the FEC Encoder GPP component to the DSP is found to be a low level effort. Since this processing code is already written in ‘C’, only the quicComm input/output communication code has to be added. The SCA-level changes, e.g. adding the DSP component and implementation and inputting the correct properties and dependencies are found to be relatively a much more labor some job, requiring precise string-inputs and being difficult to debug.


Since the proxy to DSP worker communication in this case uses proprietary quicComm API commands, the resulting application obviously is not readily portable to other platforms without at the same time changing the code. The SCA, however, is still found to be of some limited benefit in terms of making the application portable. The SCA approach helps in concentrating the platform dependent code, such that it is easy to locate and change when needed. It also helps in providing a handle to the actual DSP where the target code is deployed, and in loading the code onto the target DSP.

3.2 In-House Porting Efforts (FKIE)


FKIE tested the portability in-house by porting waveforms developed with OSSIE development tools onto the SCARI development tools [15]. Both the tools provide two different Operating Environment (OE) which helps in understanding the porting efforts involved. An approach is proposed in this Section as shown in Figure 5.
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Figure 5: Porting Steps from OSSIE to SCARI.

In this case we start by developing an SCA based application with the OSSIE tools. The OSSIE tools generate SCA defined XML Domain Profiles and the skeleton code for a Component as shown by Step 1 in Figure 5. All the necessary interfaces according to the SCA specifications and CORBA interfaces are implemented in the source code. The waveform developer has to only add the necessary signal processing code inside this source code. As a good programming practice, the developer can compile the signal processing code in static libraries. These libraries can then be called from the SCA based skeleton code of the Component as shown in Step 2. This way there is a clear separation between the signal processing code and the SCA based code. The complete SCA based source code is compiled together with the signal processing static libraries and the necessary shared libraries (associated to the Core Framework, ORB etc) to generate a library. This way we can make an SCA based application. Now in an ideal case, we must only copy the necessary SCA defined XML files along with the executables and signal processing library of the Components to another machine to port this application to another OE. But we are faced with at least two issues. In our case the SCARI tools are not able to read the XML Domain Profiles directly because of different implementation of these XML files. Some changes are needed to be done in the XML files to enable error free reading by SCARI tools [15]. In addition to that, the Executable does not run error free on the different OE (due to the missing shared libraries required while compiling).

In order to overcome the above issue, a porting process is proposed. As shown in the Step 3 of Figure 5, the necessary changes are made to the XML files. In the next Step 4, these XML files are read by the SCARI tools to model the components again. Using this approach, the developer using SCARI can use the same specifications defined during modeling with OSSIE. In Step 5, new SCA based source code is generated for the components using the SCARI tools. The developer can now add the signal processing code in this code as shown in Step 6. This requires only using the same static library for the signal processing code and calling it from within the SCA based code. The source code along with the static library is then recompiled with necessary dependencies. As a result, a new binary is generated as shown in Step 7. Similar steps are carried out on all the components of the waveform. Then as shown in step 8, the complete waveform is able to run with the Radio Manager tool of SCARI.


The drawback of this approach is that the developer needs to know the signal processing part at his end. On the other hand the advantage is that the developer does not need the component specifications and this frees him of any associated code dependencies. The above process is only proposed for porting a waveform from one GPP based OE to another. It is possible that additional efforts are needed to port waveforms between different processor architectures. More details can be found in [15].

3.3 In-House Porting Efforts (TUBITAK)


TUBITAK also performed various in-house tests between several OSs, ORBs and CFs. VxWorks, Linux and Integrity are the operating systems which are used by TUBITAK.  SCARI and TUBITAK's own SCA Core Framework called TURCOS (TUBITAK – UEKAE Radio Control Software) are used as SCA Core Frameworks. In addition to that several efforts are taken to perform CF porting to different operating systems. Table 2 summarizes some of the waveform porting efforts at TUBITAK.

Table 2: Platform Configurations.

		Waveforms

		Ported Platforms



		STANAG 4285

		TURCOS + ACETAO  + Linux (Pardus) @ x86



		

		TURCOS + ACETAO + Linux (Ubuntu) @ ppc



		

		TURCOS + ORBExpress + VxWorks @ ppc



		

		SCARI GT + ORBExpress + Integrity @ ppc



		TUBITAK Reference Waveform (TRWF)

		TURCOS + ACETAO  + Linux (Pardus) @ x86



		

		SCARI-Open + ACETAO + Linux (Pardus) @ ppc





STANAG 4285 and TUBITAK Reference Waveform (TRWF) [17] (It can be freely downloaded from the Wireless Innovation Forum [18]) have been ported to several platforms. Both waveforms are ported among different Core Frameworks, ORBs, Operating Systems, and GPP targets. The Zeligsoft tool is used as modeling tool. The general procedure is as follows, the model is developed on Zeligsoft tool, and the released IDL are used for interfaces. Once the specifications about target platforms (OS, ORB, CF etc.) are set, then the skeleton code and XML files are generated. The functional code is inserted into skeleton code and executable files are generated. The executables and XML files are then loaded using a human machine interface to the platform. 


For porting the developed waveform to a new platform, same model is used. The model is opened with the modeling tool and then the specifications are set for the new target platform. The remaining process is done as given above for the new platform. The main issue is that the Zeligsoft tool should have the target platform specifications. If it does not have specification option for the object platform, a patch for the target specification should be developed or ordered to the modeling tool developer company and added to the tool. 


TUBITAK implemented its own code for the STANAG 4285 waveform. The SCA implementation of the waveform is also ported to a SCA certified platform (i.e. SDR 4000 [19]). The platform has Integrity OS, SCARI GT Core Framework and ORBExpress ORB. Because of its low processing requirement, baseband processing of the waveform is run only on the GPP of the platform.


The following issues have been encountered during the porting stages of these waveforms:


· Core Framework Incompatibilities: The SCA specifications do not oblige every detail of implementing a core framework. Some of the details are left to developers in order to make SCA easier to understand and to allow developers to customize their core frameworks according to customer requirements. The following list contains the main incompatibilities between TURCOS, SCARI-GT and SCARI-Open:

· Port Names: SCA specifications do not define a naming standard for SCA Ports in device and service implementations. Therefore, porting a waveform from one Core Framework to another requires changing these names in the XML files of the waveform.

· Behavior Differences: Each CF may have different behaviors. For example, SCARI-Open and SCARI-GT register the devices with the naming service and therefore connections between waveform components and Core Framework devices can be established over naming service; however TURCOS does not register devices with naming service for security reasons, therefore connections in XML files have to be modified accordingly. Another example is the AudioDevice implementation differences between SCARI and TURCOS. In TURCOS, AudioDevice automatically starts pushing packets when a waveform which requires audio is installed and started, however in SCARI-Open AudioDevice has to be started manually by the installed waveform which requires additional CORBA connection to AudioDevice over Resource interface.


· Installation Procedures: Each Core Framework has its own procedure to install applications. Even different versions of the same core framework may require different steps. For example, SCARI-Open installs zipped waveform files with a jar extension, SCARI-GT installs zipped waveform files with a zip extension, whereas TURCOS does not require any zipping operation and it can install waveforms from a folder.


· Code Generation Differences between the Tools: Component Enabler from Zeligsoft and SCA Architect from CRC are the tools that are used for modeling SCA applications. These tools have some differences in terms of generating code and XML files. With this regard, SCA Architect tool is more compatible with CRC’s core framework but the generated code is less portable due to linking requirement with CRC dependent libraries. On the other hand, Zeligsoft Component Enabler requires target specific code generation files. Regenerating the XML files by reading the model made by the other tools, mostly do not work in the first attempt. Some dependency problems and naming incompatibilities exist between these tools. Solving these problems require modifications to the auto-generated XML files which is an error-prone process.


· Differences between Operating Systems: Each OS comes with its own running mechanisms and development tool chains. Porting a source code from one operating system to another is always a risk in case of portability. It is strictly dependent on the code implementation. A common rule states: a more independent code is the most portable code. OS dependent libraries and system calls prevent portability. Although POSIX standard guarantees a set of common system functions, there exist some exceptions to that between different operating systems. Linux, Integrity and VxWorks are three different operating systems on which TUBITAK has ported waveforms. The main difference between these operating systems is memory management. Integrity and VxWorks are Real Time Operating Systems (RTOS) and provide process separation concept. In addition, stack and heap size dedicated to each executable component of the waveform differs between these operating systems. Determining optimum stack and heap size for each waveform component and preventing memory leaks is crucial to achieve successful portability.


· Differences between ORB Implementations: Although CORBA is a well-defined standard, all ORBs are not implemented in the same way. There exist some incompatibilities between them. For example, ACETAO and ORBExpress have some non-portable macro definitions. In order to implement portable code these macros must be avoided. Also they have some differences in CORBA string and memory management operations.


· Differences between Target GPP Architectures: x86 and power pc (ppc) are the two different GPP architectures on which TUBITAK has ported waveform. These processors are different in terms of being big-endian or little-endian. Also, processor speeds may differ between the ported platforms. Porting a waveform on a slower processor may cause performance problems.


4.0 Interoperability Results

Interoperability can be defined as the ability of two or more systems or components to exchange information and to use the information that has been changed [14]. A real life example of interoperability is the communication between different systems like SDR to SDR, SDR to legacy equipments. Since interoperability is also one of the points of interest for the NATO Group, it is important to know whether the partner nations working on different hardware and software are able to interoperate the STANAG 4285 waveform with each other. For example: If the Receiver part of the STANAG 4285 developed on one implementation is able to decode the data encoded by the Transmitter part running on a different implementation. For the following tests with the STANAG 4285, we focus on the baseband signal (I/Q-values) and the IF-Signal (carrier freq. 1.8 kHz, bandwidth 3 kHz). We do not mix the signal up into the RF-domain (HF: 1.5 MHz - 30 MHz). The interoperability for the STANAG 4285 is tested in 3 steps:

· Exchanging data files


· Transmission through cable


· Transmission over the air (acoustics)


Exchanging data files means that on one PC, the TX of the waveform runs and encodes data to a wave file; the created wave file is then copied to another PC, where it is decoded by the RX. The tests by exchanging files between FKIE, TUBITAK, FFI showed that all combinations of implementations and modes work without any problems or en-/decoding errors. With these results, the offline interoperability by file exchange approach is proven for all different implementations.

Cable based approach can be considered as having an almost perfect transmission channel. For these tests, two PCs running the SCA based STANAG 4285 are connected via an audio cable. On TX side, the cable is plugged into the line-out port and at the RX side it is plugged to the line-in port.


Over the air approach can be considered as a real channel with challenges like multipath, attenuation etc. For these tests, the cable connection between TX and RX is replaced by a loudspeaker and a microphone. The line-out port of the PC running TX is connected to a loudspeaker and the line-in port of the RX side is connected to a microphone.


4.1 In-House Interoperability Tests (FKIE)

In addition to the implementation of SCA based implementations of the STANAG 4285, several non SCA based implementations are also developed. A plain C code of the Transmitter and Receiver is tested with the SCA based implementations. A Matlab implementation of the waveform is also tested. All these tests gave positive results for interoperability. This means that the encoded data by the Transmitter implementation is successfully decoded by the Receiver implementation by using all the three approaches mentioned above. 


Interoperability tests are also conducted between the two SCA based implementations of STANAG 4285 using two different OEs. For testing purposes, FKIE also implemented the waveform using the OSSIE tools in addition to the SCARI implementations. Since OSSIE and SCARI tools use different SCA Core Framework implementations, CORBA Orbs, on different distribution of Linux, it presents a more concrete proof of the interoperability tests. The interoperability tests were positive also in this case using all the three approaches of testing.


A point to note here is that in case of using the sound card to transfer data between two PCs, the success of interoperability tests also depend on the quality of hardware used. A better quality sound card with good quality speakers and microphone give better results.

4.2 In-House Interoperability Tests (FFI)


Two different implementations of STANAG 4285 have been developed at FFI, one using the Zeligsoft tools running on the Spectrum SDR-2000 platform and the other using OSSIE tools which are done in several versions. These implementations have been tested against each other successfully. The tests were conducted over a wire and over the air from a speaker to a microphone with the process discussed above. 


Since both implementations are based on the same code provided by Telefunken, the Zeligsoft implementation was tested with a legacy HF modem (HARRIS RF-5710A modem). This test also worked successfully and confirmed that the SDR implementations met the specifications given in the STANAG. The tests were performed both in synchronous and asynchronous way (using the RS-232 standard interface).  


4.3 In-House Interoperability Tests (TUBITAK)

TUBITAK tested the self implemented SCA based waveforms (STANAG 4285) also (see above) with a legacy HF modem (HARRIS RF-5710A modem).  The interoperability tests are done in three phases. First, the recorded IF data files are exchanged between the two systems and then decoded. In the second phase, the IF output of the modem is connected to the SCA based platforms (PC and SCA certified system). Then by running RX and TX mode of the waveform, data is transferred from one side to the other side in online manner. At the last phase over-the-air communication is tested. By using HF radio systems (HF radio and antennas), the SCA based waveform is tested with the legacy modem mentioned above.

4.4 International Interoperability Tests

Various tests are performed between FKIE and TUBITAK with the SCA based implementations of STANAG 4285 waveform to check for Interoperability. Both the cable based approach and the over the air approach were tested between different OEs. Table 1 shows the difference in the two OEs used for testing. The left column of Table 2 describes the OE used by FKIE and the right column used by TUBITAK.

Table 2: OE Comparison.

		

		Operating Environment (OE)



		Core Framework

		SCARI, CRC Canada
(SCA Architect v1.1.14)

		TURCOS



		Operating System

		Linux (Ubuntu 8.04)

		Linux (Pardus[20])



		CORBA

		ACE TAO

		ACE TAO





In this case, in addition to a difference in the OEs, there is also a difference in the implementation of the STANAG 4285 waveform. FKIE uses the implementation from Telefunken Racoms and TUBITAK uses its own self developed implementation of the STANAG 4285. Using the above mentioned three approaches, further tests proved successful interoperability.

5.0 lessons learned

There are a number of lessons learned during the duration of this working group regarding the implementation of SCA-based waveforms. Some of them are presented in this Section.

5.1 Implementation

· The signal processing functionality should be distributed efficiently among the SCA Resources. Each SCA Resource should perform considerable amount of signal (payload) processing so that the overheads involved in inter-resource communication and context switching are insignificant relative to the workload represented by the signal processing part.

· Having such a high granularity that a high number of SCA-Resources need to be run on the same processing element should be avoided from a computational efficiency viewpoint.  In such a case, the granularity of the application should be considered reduced, with fewer SCA-Resources implementing the processing functionality.

· There is usually a trade-off between computational efficiency and reusability of an SCA Resource. Having small, well defined resources increases the potential of being able to reuse them in a different waveform. At the same time, too small resources may lead to increased computational overheads, as mentioned above.


5.2 Portability

· Several SCA based development tools are available in the market. Although the SCA is a fixed standard followed by different tool vendors, there still exist some differences in the code generated by these tools. Therefore, special attention must be given to these differences during the porting efforts.


· Differences also exist between different implementations of SCA Core Framework, Operating Systems, and Processing elements. Porting a waveform is not a single step process and needs prior knowledge of these differences for successful porting.

· The library approach is helpful in creating the SCA based Resources which have to be ported. Keeping the signal processing code separate in a static library which can be called from the SCA based source code provides more flexibility. This way the SCA based source code is separate from the signal processing code. The developer only needs to reuse this library and call it from the new SCA based Resource.

5.3 Interoperability

· Various interoperability results have shown that there is little impact of SCA implementation on waveform applications. The issues which come up during the tests are more related to the hardware. For example: In our tests the quality of the sound card and its correct settings were important for achieving correct interoperability results. 

6.0 Conclusions

The paper presents an overview of the work done in the NATO Research and Technology Organization (RTO) / Information Systems Technology (IST) Research Task Group (RTG) on Software Defined Radio. The various steps of implementation, porting and interoperability of SCA based waveforms carried out by FKIE, TUBITAK and FFI are discussed briefly. These steps have helped in providing the Group members with better understanding of SCA. It is learned that the SCA Resources should perform significant signal (or payload) processing relative to the associated computational overheads. A balance is needed between ease of reuse of SCA components, for which a high granularity of SCA components in an application is favorable, and that of low computational overheads, which points towards a low granularity. It is seen that porting is not a single step process and requires considerable knowledge of the differences in the implementations of SCA Core Frameworks, Operating Systems, SCA development tools etc for efficient porting of SCA based waveforms. And interoperability of SCA based waveforms can be achieved successfully without any major effect of SCA on the waveform. These important lessons learnt during the work done in this Group help in more efficient implementation of SCA based waveforms.  
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Demonstrating Interoperability



		Levels of Interoperability

		Baseband I/Q-values (inphase / quadrature)

e.g., recorded in data files

		IF-signal (intermediate frequency) → here: in the audio spectrum 

e.g., recorded in data files, wired, or wireless 

		RF-signal (radio frequency)     → here: out of scope

e.g., wired or wireless 





"Cool, the quick …"







SCA-compliant on PC 





PSK, Coding, Interleaving

STANAG 4285 Tx



PSK, Coding, Interleaving



STANAG 4285 Rx







I/Q-Values
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Portability & Interoperability

		Hardware		Tools		GPP/DSP/
FPGA		SCACore Framew.		(RT)OS		CORBA

		GE		PC		SCARI++		1 / 0 / 0		SCARI		Linux		TAO ORB

		GE		PC		OSSIE		1 / 0 / 0		OSSIE		Linux		omniORB

		NO 		PC + USRP		OSSIE		1 / 0 / 0		OSSIE		Linux		omniORB

		NO		SDR-2000		Zeligsoft		1 / 2 / 1		Harris		WinXP		TAO ORB

		TU 		PC		Zeligsoft		1 / 0 / 0		TURCOS		Linux		TAO ORB

		TU		PPC		Zeligsoft		1 / 0 / 0		TURCOS		Linux		TAO ORB

		TU		PPC		Zeligsoft		1 / 0 / 0		TURCOS		VxWorks		ORBExpress

		TU		PPC		SCARI		1 / 0 / 0		SCARI GT		Integrity		ORBExpress
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Demonstration

Example: „412“ – Q-PSK, rate ½ FEC, long Interleaver (1.2 kbit/s)



SCA-based

C-Code (OSSIE)

Tx





"Cool, the quick …"













SCA-based 
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Some Lessons Learned & Conclusions

Implementation



implementations of different granularity level have been realized

efficient distribution of signal processing functionality

avoid running highly granular application on same processing element

trade-off between computational efficiency and reusability 



The focus on technical expertise and the possibility 

of sharing experiences in an international 

government, university and industry cooperation 

is unique and of value to its members
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Some Lessons Learned & Conclusions

		Portability



		experiments with different implementations of SCA Core Framework, Operating Systems, and Processing elements

		difference in the code generation of available SCA development tools

		separation of signal processing code (e.g. Library approach)



		Interoperability



		over-the-air communication via audio device (intermediate frequency)

		little impact of SCA implementation on waveform applications









 

	Questions?

	

          Many Thanks for 			

				     Your Attention ...
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<connections>
<connectinterface i
000bed0as0el>
<providesport>
<providesidentifier>Doubleln</providesidentifier>
<Eindby>
<namingservice name
</findby>
</providesport>
<usesporc>
<usesidentifier>DoubleOut</usesidentifiers
<Eindby>
<namingservice name
</findby>
</usesport>
</connectinterface>
T Lm——

Sd5ad62-Fo2d-11dd-b37a-

"ST_Receiverln/>

ST_Transmitterin/>





<connections>
<connectinterface id="
000bed0as0el>
<usesporc>
<usesidentifier>DoubleOut</usesidentifiers
<findby>
<namingservice name="ST_Transmitteri"/>
</findby>
</usesport>
<providesport>
<providesidentifier>Doubleln</providesidentifier>
<findby>
<namingservice name
</findby>
</providesport>
</connectinterface>
</connections>
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ST_Receiverin/>





<!ELEMENT connectinterface
( usesport
, ( providesport
| componentsupportedinterface
| findby
)
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<?xml version="1.0" encoding="UTF-g"2>
<!DOCTYPE properties SYSTEM "dtd/properties.2.2.dcd">
<1--Created with OSSIE WaveDev-->
<1--Powered by Pychon-->
<properties>
<simple i
"readonly” name="Psk" type
<aescription>
</description>
<value>2</value>
<kind kindtype="configure"/>
</simple>
</properties>

MDCE:ddS7£964-£c2c-11dd-a87d-000bcd0a501"

mods snoze>





<!DOCTYPE properties SYSTEM "dtd/properties.2.2.dcd">

<1--Created with OSSIE WaveDev-->

<1--Powered by Pychon-->

<properties>
<simple i

"readonly” name="Psk" type
<value>2</value>
<description>
</description>
<kind kindtype="configure"/>
</simple>

</properties>

MDCE:ddS7£964-£c2c-11dd-a87d-000bcd0a501"
snoze>

mods





<!ELEMENT simple

(

description?
value?

units?

range?
enumerations?
kind*

action?




<2xml versior

"1.0" encoding="UTF-g"2>
<!DOCTYPE softwarecomponent SYSTEM "dtd/softwarecomponent.2.2.dtd">
<1--Created with OSSIE WaveDev-->
<1--Powered by Pychon-->
<softwarecomponent>
<corbaversion>2.2</corbaversion>
<componentrepid repia="IDL:CE/Resource:1.0"/>
<componenttype>resource</componenttype>.
<componentfeatures>
<supportsinterface repid="IDL:CE/Resource:1.0"
supportsname="Resource”/>
<supportsinterface repid
supportsname="LifeCyclen/>
<supportsinterface repid="IDL:CE/PortSupplier:1.0"
supportsname="EortSupplier”/>
<supportsinterface repid="IDL:CF/PropertySet:1.0"
supportsname="BropertySec”/>
<supportsinterface repid="IDL:CF/TestableObject:
supportsname="TestableObject”/>
<ports>
<uses repid="IDL:PushPorts/ShortSeqConsumer:1.0"
nSnortoucn>
<porttype type="data"/>
</uses>
</ports>
</componentfeatures>
<interfaces>
<interface name="Resource” repid="IDL:CE/Resource:l.0"
<inheritsinterface repid="IDL:CF/LifeCycle:1.0"/>
<inheritsinterface repid="IDL:CF/PortSupplier:1.07/>
<inheritsinterface repid="IDL:CF/PropertySet:l.0"/>
<inheritsinterface repid="IDL:CF/TestableObject:1.0"/>
</interface>
<interface name="LifeCycle" repi
<interface name="TestableObject™
IDL:CE/TestableObject:1.07/>
<interface name="PropertySet” repid="IDL:CE/PropertySec:1.07/>
<interface name="PortSupplier”
IDL:CE/PorcSupplier:1.0"/>
<interface name="SnortSeqConsumer”
IDL:PushPorts/ShortSeqConsumer:1.07/>
</interfaces>
</softwarecomponent>

"IDL:CF/LifeCycl

o

o

IDL:CF/LifeCycle:1.07/>

repi

repi

repi




"1.0" encoding="UTF-8"2>
<!DOCTYPE softwarecomponent SYSTEM "dtd/softwarecomponent.2.2.dtd">
<1--Created with OSSIE WaveDev-->
<1--Powered by Pychon-->
<softwarecomponent>
<corbaversion>2.2</corbaversion>
<componentrepid repia="IDL:CE/Resource:1.0"/>
<componenttype>resource</componenttype>.
<componentfeatures>
<supportsinterface repid="IDL:CE/Resource:1.0"
supportsname="Resource”/>
<supportsinterface repid="IDL:CF/LifeCycle:
supportsname="LifeCyclen/>
<supportsinterface repid="IDL:CE/PortSupplier:1.0"
supportsname="EortSupplier”/>
<supportsinterface repid
supportsname="BropertySec”/>
<supportsinterface repid="IDL:CF/Testablebject
supportsname="TestableObject”/>
<ports>
<uses repid="IDL:PushPorts/ShortSeqConsumer:1.0"
usesname="Snorcouc’>
<porttype type="data"/>
</uses>
</ports>
</componentfeatures>
<interfaces>

o

"IDL:CF/PropertySet:1.0"

<interface name="Resource” repid="IDL:CE/Resource:l.0"
<inheritsinterface IDL:CF/LifeCycle:1.07/>
<inheritsinterface IDL:CF/PortSupplier:1.07/>
<inheritsinterface IDL:CE/Propertyset:1.07/>
<inheritsinterface IDL:CE/TestableObject:1.07/>

</interface>

<interface name="SnortSeqConsumer”

IDL:PushPorts/ShortSeqConsumer:1.07/>
</interfaces>

</softwarecomponent>

repi




<!ELEMENT interfaces
( interface+
)>




"1.0" encoding="UTF-g"2>
<!DOCTYPE softpkg SYSTEM "dtd/softpkg.2.2.dvd">
<1--Created with OSSIE WaveDev-->
<1--Powered by Pychon-->
<softpky 14="DCE:edad420a-fc2c-11dd-ac86-000bcd0as0el”
name="ST_Transmitter” type="sca_compliant’>
<citle/>
<autnor>
<name>0SSIE Project</name>
<company>Mobile and Portable Radio Research Group</company>
<webpage>http: //wii . mprg. 0rg</webpage>
</author>
<description>
</description>
<propercyfile type="ERE">
<localfile name="ST_Transmitter.prf.xml"/>

</propertyfiles
<descriptor>
<localfile name="ST_Transmitter.scd.xml"/>
</descriptor>
<implementation aepcompliance="aep_compliant” id="DCE:edafOlae-

£o2c-11dd-a37c-000bcd0a5021">
<description>Description</description>
<code type="Executabler>

<localfile name="ST_Transmitter"/>
</code>
<0s name="Linux"/>
<processor name="xs6"/>
</implementation>
</softpkg>





<?xml version="1.0" encoding="UTF-8"2>
<!DOCTYPE softpkg SYSTEM "dtd/softpkg.2.2.dvd">
<1--Created with OSSIE WaveDev-->
<1--Powered by Pychon-->
<softpky 14="DCE:edad420a-fc2c-11dd-ac86-000bcd0as0el”
name="ST_Transmitter” type="sca_compliant’>
<vitle/>
<description>
</description>
<autnor>
<name>0SSIE Project</name>
<company>Mobile and Portable Radio Research Group</company>
<webpage>http: //wii . mprg. 0rg</webpage>
</author>
<propertyfile type="ERE">
<localfile name="ST_Transmitter.prf.xml"/>

</propertyfiles
<descriptor>

<localfile name="ST_Transmitter.scd.xml"/>
</descriptor>
<implementation aepcompliance="aep_compliant” id="

£o2c-11dd-a37c-000bcd0a5021">
<description>Description</description>
<code type="Executabler>

<localfile name="ST_Transmitter"/>
</code>
<processor name="xs6"/>
</implementation>
</softpkg>





<!ELEMENT implementation
( description?
, propertyfile?
, code
, compiler?
, programminglanguage?
, humanlanguage?
, runtime?
. (o8
| processor
| dependency
)+
, usesdevice
)>
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Universal Frequency Domain Baseband Receiver Structure 
for Future Military Software Defined Radios

Harri Saarnisaari


Centre for Wireless Communications, University of Oulu


Finland


Future military waveforms are most probably implemented on software defined radios capable to handle several waveforms. Implementation of several waveforms would require design of several receiver chains. In order to ease these design tasks, this paper describes a universal frequency domain baseband receiver structure. The structure may be used as a starting point to design receiver basebands for different waveforms, which simplifies the design process. Indeed, the design issue is reduced to plan the contents of different building blocks. The paper explains how the structure should be used for multicarrier and single carrier signal demodulation, fast synchronization even with large carrier frequency offset, channel estimation, interference cancellation and spectrum sensing as well as briefly discusses the possible contents of blocks.

Keywords: Uniform receiver architecture.

Introduction


Future military radios most probably need to handle several waveforms that may be based on single or multi carrier modulation technologies. Therefore, software defined radio (SDR) is the most probable platform. In addition to demodulation the receiver is asked to perform fast synchronization, efficient channel estimation and equalization. Furthermore, future cognitive properties ask for spectrum sensing as well to recognize free and used frequency slots. This variety of different techniques and tasks sets high demands for receiver designers. 


Recently, it has been more widely recognized that a frequency domain receiver could be used to receipt single carrier (SC) and multicarrier (MC) signals very efficiently since it uses computationally simple frequency domain filtering techniques. This trend is mainly a consequence of future civilian wireless standards like LTE which uses multicarrier modulation in downlink and single carrier modulation in uplink [1].


In addition to demodulation and related functions such as frequency domain channel estimation and equalization, which are usually considered in the literature, the receiver also has to perform synchronization. In some cases frequency uncertainty is large such that also coarse frequency search has to be executed together with symbol timing. This occurs with high mobility especially if this is combined with low signal energy such that long detection intervals are needed. This is the case in Global Positioning System (GPS) or other satellite navigation systems that are clearly candidate waveforms for future soldier radios, but also in wireless communications when low quality clocks and low data rates (robust modes) are considered. 


Future cognitive radios need to detect free frequency slots and need spectrum sensing for that. Since the spectrum sensing is often done in the frequency domain it naturally falls to the concept of frequency domain (FD) receiver. There is also a small step from spectrum sensing to narrowband interference detection and mitigation, i.e., notch filtering.


This paper offers the generic FD baseband receiver structure and explains its use for SC and MC demodulation with FD channel estimation and equalization including iterative receivers. There are signals with and without guard intervals between symbol blocks (e.g., cyclic prefixes) [1]. Since these require different FD processing that aspect is addressed as well. The just mentioned aspects are more or less well known. Therefore, the paper puts more emphasis on more unfamiliar aspects and explains FD synchronization even with large frequency offsets as well as integration of spectrum sensing and notch filtering as a part of the receiver.  


The aim of the paper is to provide an overview of the universal FD baseband receiver structure and its use. It is hoped that this eases receiver designers’ tasks when they design multiwaveform platforms.


Receiver Structure


The proposed receiver structure is shown in Fig. 1. It contains all the blocks needed in the most generic form. Some forms may not need all the blocks and unnecessary blocks are just bypassed. The contents of the blocks naturally depend on the task, e.g., demodulation and synchronization. In what follows the block contents are briefly explained first in general and then for specific waveforms and tasks. 
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Figure 1: The Proposed FD Receiver Structure.


Some readers may be more familiar with traditional SC processing where symbols are treated in a serial manner. The proposed structure differs from that since it treads signals in blocks. This means that it takes a block of samples in and spits out a block of symbol decision variables, i.e, it treads several samples (symbols) at the same time.


The window block in Fig. 1 is used to remove the guard interval (e.g., cyclic prefix). It can be used also to reduce spectrum leakage effect on spectrum sensing and notch filtering. It is indeed essential for the proper performance of notch filters [2]. 


The fast Fourier transform (FFT) block brings the signal to the frequency domain. The FFT size should be variable to cover different waveforms and tasks since demodulation and synchronization phases may require different FFT size as will be seen.


The frequency domain processing (FDP) block does required FD tasks like channel estimation, equalization, FD multiplication by filter coefficients, spectrum estimation, notch filtering, etc. Obviously, this block may include several consecutive tasks as illustrated in Fig 2. Fig. 2a shows typical demodulation construction if notch filtering is included together with channel estimation and frequency domain equalization (FDE).  Fig. 2b shows construction for synchronization. Therein, the FD matched filtering approach is applied, i.e., FDP is equal to element wise (frequency bin wise) multiplication by the reference signal’s FFT.
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Figure 2: Possible Contents of FDP Block.


The included symbol blocks separator (guard) allows using the circular convolution principle. In practice this means that the FFT size needs to be equal to the block size, e.g., the number of subcarriers in MC modulation. If the separator is not used (like in traditional SC systems or GPS), then the overlap-add or overlap-save methods have to be used for proper FD filtering. In practice this means that the FFT size must be larger than the block size. Let N be the block size and M the filter size. Then the convolution length is N+M-1 and that is the minimum size for the FFT. In practice, the FFT size is the next power of two of this number. This increased FFT size is the penalty of not using the separator. The benefit is increased throughput since the separator does not waste capacity [1]. The performance (with respect to signal-to-noise ratio (SNR)) should be similar in both the cases. The overlap-add or overlap-save methods are also needed in the synchronization phase that requires continuous filtering by the reference signal until the signal is found (detected). 


One advantage of FD receiver over time domain (TD) correspondence is that the equalizer length is usually quite large since it is quite economical to compute a long FFT. This means that the equalizer covers several delay spreads at the same time. It covers short delay spreads (order of 2 µs) encountered in urban environment as well as long delay spreads (order of 20 µs) encountered in hilly and mountain areas. This is clearly an advantage in military systems that should function in urban, hilly as well as flat desert areas. The separator systems do not have this benefit since on those the separator must handle the delay spread. A drawback is increased complexity since the FD equalizer (both FDE and DFE) are longer than necessary. However, the overall complexity and flexibility are what clinches. An example of needed FFT length follows. Let the symbol rate be 10 Msymbols/s. Then 20 µs is covered by 200 symbol samples, which is rather short for even today’s real time FFT processing at given sample rate. On the other hand, corresponding 200 taps TD equalizer filter is still quite a challenge at high sample rates.


If demodulation or other detection (like that in synchronization) is performed in the time domain (TD), the inverse FFT (IFFT) block is needed to bring the signal to the correct domain. 


It is well known that operation on frequency selective channels may require iterative reception, especially in SC modulation. The decision feedback equalizer (DFE) is a well-known iterative solution where previous decisions are utilized for improved performance. More modern approach (and computationally demanding) is the iterative approach where the delay (z-1) block is omitted. During the iteration (or feedback) both the linear feedforward (FDE) and feedback (DFE) parts are usually updated. Some rules for the iterative receiver are given in [1, 3].  


At the multicarrier systems natural sampling rate to the proposed chain equals system bandwidth, i.e., the block size equals the number of subcarriers. This is called one sample per symbol case corresponding to the single carrier situation. However, in the synchronization phase oversampling is usually required to better align proper timing instant. In this case processing could still be done one sample per symbol rate but that is repeated by the oversampling rate. This holds also for synchronization in the single carrier case. In demodulation in the single carrier systems processing could be one sample or multiple samples per symbol based. The latter is called the fractional equalizer case.  


Multicarrier Demodulation


MC demodulation requires only the window, FFT, FDP and detection blocks, but could also adopt the iterative receiver (without the internal (I)FFT blocks). The channel estimation is done in the FD based on preamble or pilots. Averaging over some nearby pilots may be used for improved estimation performance, but, on the other hand, averaging over a large or the whole band is not sensible on frequency selective channels since the channel response includes phase changes and fades. The simplest FDE is the channel matched filter (CMF). Let C(f) be the channel and X(f) its estimate based on pilots. The  CMF R(f) =  X*(f). Let Y(f) = C(f) S(f) + N(f) be the received FD signal where S and N denote the data and noise, respectively. The output of the equalizer is X*(f)C(f)S(f) + X*(f)N(f). Clearly, with a good channel estimate, this is the optimal receiver and also simple since it does not include any divisions that are “nightmares” for implementation. Other FDEs are the zero forcing and minimum means square error (MMSE) equalizers. However, it has been shown that the MMSE equalizer suffers from an error floor at high SNR values in frequency selective channels, i.e., it may have a poor performance at good conditions [4].


Military systems may require a direct sequence (DS) component for additional robustness and also to scale the data rate. In MC world this can be added in the frequency domain, i.e., a symbol is spread over some frequency bins using a spreading code. This is called the MC-CDMA signal. Note that spreading does not need to cover all the subcarriers but just a few, like 4, 8 or 16. Naturally, the required despreading is done in the FD. The FDE could be applied either for chips or despread symbols.


Single Carrier Demodulation


SC demodulator needs all the blocks, except if the separator is not used in which case the window block could be omitted if not needed for other reasons like spectrum sensing. The FD channel estimation and equalization are done exactly as in the MC case. Now the pilots are the FFT of the preamble and this may not always be the best selection since there might be very low energy frequency bins. It should be wise to look for preambles with appropriate frequency domain properties.


A DS component can be added as usually. The FDP block then includes this code as a reference (matched filter). If d(t) is the spreading code, the FDP includes multiplication by its FFT D*(f). After the IFFT, one should sample from the correct position since the receiver results in full correlation as illustrated in Fig. 3.  An alternative is to do FD despreading as in MC-CDMA. Some systems may include long codes (usually also low data rates) or scrambling codes. A long code may include several symbols as well at higher data rates.  FFT processors may not support such a large FFT sizes. In that case FD block processing may be applied [5]. It allows division of a long filter into smaller blocks, i.e., a smaller FFT size is sufficient. This is considered more detailed in the section that considers synchronization. Scrambling yields time varying filters since trivial multiply by scrambling chips before usual receiver operation is not the best solution on multipath channels. This means that one has to update the scrambling code content of the reference in the FDP block for each incoming signal block, which increases complexity since FFT is required for all scrambling code blocks.
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Figure 3: Output Example in DS Component Case.


Synchronization


Frequency domain synchronization and block filtering are less familiar such that these concepts are explained herein more detailed. A good information source is [5] and references therein.  Let s(t) be the preamble used for synchronization and S(f) its FFT. Note that this covers both the MC and SC cases. In the MC case s(t) is after the IFFT of the transmitter. Let Y(f) = C(f) S(f) + N(f) be the received FD signal where C and N denote the channel and noise, respectively. In the additive white Gaussian noise (AWGN) channel the optimal receiver computes the energy of S*(f)Y(f) and compares that with a detection threshold to decide was the signal present or not. This computation can be done either using the correlation or the matched filtering principle, of which the latter yields much faster synchronization times and is a preferred choice for military systems. Luckily, the matched filter (MF) can be implemented efficiently using the FD receiver structure without feedback. The overlap-add (or overlap-save) method has to be used. The results is like a  single peak in Fig. 3 if sole preamble is send and a series of peaks if repeated preamble is used for increased sensitivity (instead of one long preamble). The peaks are combined either coherently (on AWGN channels) or non-coherently if phase changes make the coherent combining impractical. Also large carrier frequency offset (CFO) may make the coherent combination impractical. CFO may even make integration over a minimum required interval impractical. In that case joint frequency and timing synchronization has to be performed. This is considered next. Special cases of this are the usual non-block systems and systems without CFO estimation.


Let the filter length be N and it is divided into parts of length M. The parts are called partial matched filters (PMFs). The PMF outputs are fed to the FFT calculation of size N’ resulting in an N×N’ block in the delay-frequency search matrix. The concept is illustrated in Fig. 4. One looks for threshold crossings in the matrix to detect the presence of a signal.
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Figure 4: Concept for Joint Timing-Frequency Synchronization Using Block Filtering.


This concept can be implemented in the FD as explained in [5] wherein the operation of the system as well as selection of the parameters like block size M and FFT size N’ are discussed. An illustration of operation is shown in Fig. 5. Especially it should be observed that overlap-add method is applied between the blocks in order to quarantine proper operation. This means that the FFT size NFFT for input signal blocks is larger (the next power of two) than 2M-1. Second observation is that blocks are multiplied at one time in an element wise matrix multiplication by the corresponding matrix of the FFTs of the filter blocks. A cycle denotes an operation interval where input is taken and processed. In the next cycle, the first M samples (the first block) of the previous state are ignored and a new block is taken in. The output of a cycle contains M samples (or M×N’ if CFO estimation is needed). These are at the head (H) part that is the first M samples of the output block of size NFFT. The rest samples belong to the tail part (T) and are a consequence of convolution and handled using the overlap-add method in the figure. This process may also be called short time Fourier transform (STFT) based filtering [5] and the transformed signal and filter matrices as the STFT of the signal and filter, respectively.
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Figure 5: Illustration of Operation of Frequency Domain Block Filtering.


If the FFT processing is ignored after the PMFs, the concept results in the usual FD block filter. If the PMF contents are varied with time, a time varying block filter is obtained. In a special case of a single block the system reduces to the usual FD filter.


In long DS code communications the block size should correspond a symbol such that the outputs of PMFs (in the time domain at the correct moments) give symbol decision variables. It is also possible to include FDE computation inside the blocks. Block filtering is indeed a way (in addition to time varying filtering) to allow long spreading codes which are more difficult to guess by an adversary.


In multipath environment it is important to search all (and especially first) threshold crossings since the largest peak may not be the first one and that would cause problems (bias) in FH timing. 


Spectrum Sensing and Notch Filtering


Future cognitive radios need spectrum sensing to detect free and used frequencies and maybe some other detections to recognize existing signals but the latter are out of scope herein. Spectrum sensing typically means FFT and then some averaging. Indeed, temporal windowing is required for better performance like in the Welch spectrum estimator [6]. Therefore, the proposed structure directly fits spectrum sensing. The content of the FDP block then contains the spectrum calculation and signal detection. Note that there might be many signals, especially if the detection bandwidth is wide.  In that case, the detection of several even closely spaced signals is required. A tool for this is the LAD algorithm that clusters the detected samples and separates them as different signals if there are reasons to do so [7].   


Especially wideband communication may suffer from unintentional or intentional narrowband interference. The former may occur in an overlay case where wideband and narrowband systems operate at the same time at the same frequency band in the same area. Interference mitigation is a tool for resisting the effects of such interference. Notch filters are suitable for this task. They require spectrum sensing, i.e., FFT, interference detection and, thereafter, limitation or nulling of interfered frequency bins. Usually, spectrum sensing is now without averaging due to real time operation but heavy windows are essential for proper performance [2]. However, such windows cause some (up to 3 dB) performance losses that can be reduced by using parallel (duplicated) processing.  Blind automatic means to detect interfered frequency bins are the consecutive mean excision (CME) algorithms [2, 8]. These do not need to know the signal or the noise level and set the detection threshold based on user set desired false detection probability. Increased robustness achieved using these notch filters are considered, e.g., in [2].


Conclusions


This paper proposed a universal frequency domain baseband receiver chain for SDR implementation. It can be used to demodulate any signal and perform also other required tasks such as synchronization even with large carrier frequency offsets, channel estimation, equalization, spectrum sensing and notch filtering. Therefore, the proposed receiver chain can be used as a sole starting point when the receivers of different waveforms for future (military) SDR platforms are designed. This simplifies designer tasks since they can rely on one starting point instead of many. Basically, they just have to design the block contents and parameters (like the FFT sizes) for different cases. However, the designers must learn how to use the proposed chain in different cases and how different algorithms are used in it. Some hints to this were given in the paper.


The proposed receiver chain has been applied for a while. For example, in [2] it was used for time delay estimation in DS systems together with notch filters.  Recently, it has been applied for orthogonal frequency division multiplexing (OFDM) signals in fading multipath channels in [9].
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1 - MEDAV GmbH, Gräfenberger Str. 32-34, 91080 Uttenreuth, Germany
2 - Pattern Recognition Lab, Department of Computer Science, Friedrich-Alexander-University


Erlangen-Nuremberg, Martensstr. 3, 91058 Erlangen, Germany


dirk.kolb@medav.de, ulla.uebler@medav.de, noeth@informatik.uni-erlangen.de


ABSTRACT


The strong need for a robust and real-time transmission classification can be found both in civil and non-civil
applications. In this paper, we propose a new technique based on modern and low-complexity object detec-
tion approaches. The transmission scanner uses a combination of Haar-like and technical features to detect
and classify different, co-occurring narrowband transmissions within wideband signals. The transmission
scanner is evaluated with recorded real world data in order to fulfill real conditions. The evaluation shows
that this system performs very well with 99.5% accuracy.


1.0 INTRODUCTION


To know what is on air has always been a strong interest of civil and non-civil institutions. The civil area
of research has the aim to detect white spaces in frequency bands in order to establish secondary usage, as
it is done in Cognitive Radio (CR) [1, 2]. In contrast to this, the non-civil institutions try to identify every
signal or a special type of signal. This signal interception is called Communications Intelligence (COMINT).
Both benefit from increasing instantaneous receiver bandwidths, made possible by Software-Defined Radio
(SDR) [3]. The wider the bandwidth, the higher the knowledge gain can be. The drawback of such a wide-
band receiver is that the requirements for a real-time signal processing in CR and COMINT applications are
higher than before, as the search space increases.


In Fig. 1 the traditional procedural method is shown. A Wideband Receiver (WBR) digitizes the antenna
signal with a specific sampling frequency. The typical sampling frequencies for the High Frequency (HF),
Very and Ultra High Frequency (VUHF) bands vary betweenfS = 625 kHz andfS = 20 MHz. The dis-
cretized signal is led to a Wideband Signal Detection (WDET). The most approaches for this stage are based
on an energy detection. They use no a knowledge to extract the information regarding the center frequency,
bandwidth, transmission start and duration. The information of WDET is used within the Digital Down Con-
version (DDC) to cut the narrowband signals out of the wideband signal and transfer them to the Narrowband
Transmission Classification (NTCL). The NTCL extracts specific features, e. g., modulation type and baud
rate, in order the get the information about the used transmission standard, e. g., STANAG-4285 or PACTOR
II [ 4]. Approaches for the modulation classifier are presented in [5–8]. The evaluation of most of these
algorithms has been done without consideration of inaccuracies of the first stage and furthermore almost
all test signals have been created without consideration of transmission standards. Therefore, two problems
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Figure 1: Processing chain with separated wideband signal detection and narrowband transmission classification.


arise in real applications. First, most of the classification approaches used in NTCL extract features or tech-
nical parameters which loose their quality in case of detection inaccuracies, e. g., frequency offset. Second,
several transmission standards, e. g., STANAG-4285 [4], change the modulation index or the type during the
transmission, or use a double modulation, e. g., PACKET-RADIO [4]. Therefore, a feature, which is able
to distinguish specific modulation types, might fail in applications where a signal with different modula-
tion types commonly occurs. The biggest problem of the block diagram shown in Fig.1 is the separtion of
wideband and narrowband processing. The resulting quality of signal detectors degrades in case of lower
signal-to-noise ratios (SNRs) or stronger fading effects. This leads to incorrect information for the DDC
block and to useless narrowband signals for the NTCL stage. In most of the cases the classification results
are incorrect. Thus, it is advisable to avoid a separation between wideband and narrowband processing or to
combine signal detection and classification.


With tremendously increased processing power, more research has been done in SDR in the last years.
Especially in the area of SDR and CR new strategies of an improved combined detection and classification
emerged. Beside the typical energy based detectors [9] the first detectors using a priori knowledge came up.
These detectors are based on features, for example, second-order cyclostationarity [10, 11] or higher-order
statistics. They are reliable even at lower SNRs, but the computational effort is very high. Within the pre-
sented literature it is mostly assumed that the center frequencies of the signals of interest are well known,
which is true for most so-called cooperative applications. In non-civil or non-cooperative applications the
only assumption that can be made is that there might be a signal of interest at an unknown position. This
requires a scanning classification system which is possible to perform the scanning and classification process
in real-time.


In this paper we present a flexible combined transmission detection and classification for both coopera-
tive and non-cooperative applications. It will be trained for a common HF transmission standard. The system
is evaluated with real signals in order to show the robustness.


The paper is organized as follows: Section2.0 describes the principle of transmission scanning. In
Section2.1, we present the features used for the classification. Section2.2analyzes the classification system.


A Novel Transmission Scanner Framework for Real-Time Applications 
  


6 - 2 RTO-MP-IST-092 


 


 







Section3.0 reports on the performance of our system. In Section4.0, we present conclusions along with
recommendations for future improvements.


2.0 TRANSMISSION SCANNER FRAMEWORK


The basis of our approach is the spectrogram of a wideband signal. In Fig.2 only a small part of a wideband
spectrogram is shown. Many experts are able to detect and classify transmissions only by looking at this
special visualization. Thus, the principle of our proposed transmission scanner is comparable to well-known
object detection techniques (e. g., face detection [12]), which are applied to images. In short, the scan is a
series of detections and classifications of different masks which are moved over the image. In our case, the
image is comparable with the complex spectrogramX
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X [1, 1] . . . X [1, j] . . . X [1, fFFT]
...


. . .
...


X [i, 1] . . . X [i, j] . . . X [i, fFFT]
...


...
.. .


X [tN, 1] . . . X [tN, j] . . . X [tN, fFFT]


























, (1)


where|xi| are the bins of the power spectrum andtN is the number of short-time spectrums used for classi-
fication.xi is computed within the wideband receiver, a ComCatTM-Tuner delivered by MEDAV [13]. With
an applied FFT lengthfFFT = 4096 samples, a sampling frequencyfS = 625 kHz and a Hann window with
50% overlapping, we receive a frequency resolution∆f = 153 Hz and a time resolution∆t = 0.003 sec1.
The mentioned mask is fitted to the transmission we are looking for. In Section3.0 the transmission of
interest is a STANAG-4285 signal. It is a continuous, fixed frequency and3.0 kHz wide signal. It became
evident that 0.500 s signal length is sufficient for a robust classification. Thus, the mask is3.3 kHz wide and
0.500 sec long. Lower time lengths are possible, but will result in a lower classification rate. This leads to a
maskXM , fM = 22 bins wide andtM = 168 bins long,


XM (u, v) =











X [u, v] . . . X [u, v + fM]
...


. . .
...


X [u+ tM , v] . . . X [u+ tM , v + fM ]









, (2)


whereu = [1, ..., tN − tM ] is the position in time direction andv = [1, ..., fFFT − fM] the position in fre-
quency direction ofX. In Fig. 3 the block diagram for the new system is shown. By sweeping ofXM or
rather varyingu andv, all possible mask positions withinX are sent to the wideband feature extraction
and then to the wideband classification. The wideband feature extraction is described in Section2.1and the
wideband classification in Section2.2.


1These resolutions are adapted to the High Frequency (HF) range. For the Very and Ultra High Frequency (VUHF) bands other
resolutions should be chosen.
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Figure 2: Part of an absolute, logarithmic wideband spectrogram. It contains several transmissions, for example, STANAG-
4285 and BAUDOT. A STANAG-4285 mask XM with fM = 22 bins and tM = 168 bins is exemplarily swept over the spectrogram.
In Fig. 2(a) XM lies not on a STANAG-4285 transmission. In Fig. 2(b) XM lies on a STANAG-4285 transmission.
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Figure 3: Processing chain with a combined wideband signal detection and transmission classification.


2.1 Wideband Features


For transmission classification, it is desirable to defineNFeatdifferent feature types. There are features which
are very efficient but not definite, and there are features which allow exact decisions but are very inefficient.
Thus, the proposed framework gives us the possibility to include different feature groups and to benefit from
the different advantages. At the end of the feature extraction, we obtain a feature vectorf


f = [f1, . . . , fNFeat] (3)


with N


N = N1 + . . .+NNFeat (4)


dimensions.


In the research area of object detection optical features, like Haar-like features, are state of the art.
They are very efficient and obtain a good quality. In our approach, we apply the Haar-like features to the
logarithmic, absolute maskXM,log


XM,log = 10 · log10


(


|XM |2
)


. (5)


The original, complex maskXM gives us the possibility to extract more information, which is invisible
in the logarithmic, absolute spectrogram. In addition to the optical Haar-like features, we use technical,
phase-related features, too.
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2.1.1 Haar-like Features


The evaluation of every single bin within the mask does not give any information other than signal power
and phase information, which is not sufficient for the classification process. So, first of all we need features
that encode the relation of different signal power values within one observed maskXM,log. Haar-like features
are typically used to describe contrasts within images. Applied to our problem, these features characterize
the two-dimensional energy distribution.


Our Haar-like feature, which is shown in Fig.4, set was inspired by Papageorgiouet al. in [14]. We
reduced the number of Haar-like features to a radio signal specific set. It contains now 20 2-D windows, and
can be used for different transmission types. Depending on the Haar-feature that is used for extraction, dif-
ferent tasks can be fulfilled. Fig.4(f) and Fig.4(g) are for the symbol alternations of a 2-FSK transmission,
whereas Fig.4(h) is useful for the bandwidth estimation.


(a) (b) (c) (d) (e)


(f) (g) (h) (i) (j)


Figure 4: Haar-like features used for detection and classification. Dark-colored areas have negative and light-colored areas
positive weights.


The Haar-like features are applied to different positions with variable scale factors within the maskXM ,
as it shown in Fig.5. In this case, the resulting feature value is the difference between the rectangleA and
rectangleB. Considering all possible positions and scaling factors,NHaar = 362.720 Haar-like features are
extracted. Violaet al. showed in [12] a very fast computation scheme based on integral images, which has
been adapted in our implementation.


2.1.2 Phase-related Feature


In this paper we introduce a technical feature which is especially suited to detect periodic sequences within
a transmission. These sequences are part of the standard and often used, in order to enable equalization
algorithms. This feature is based on a cepstral analysis, which is suitable for the detection of periodic
values, as described by Bogertet al. in [15]. In contrast to the cyclostationary feature, presented by Gardner
et al. in [10], the cepstral feature is modulation type independent. Thus, it is suitable for transmissions
with changing modulation types or double modulated content. Additionally, the distance between training
sequences is often unique for different transmission standards. The cepstrumqCeps(t) of a complex signal
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Figure 5: The Haar-like feature, which is shown in Fig. 4(a), is applied to the mask XM at a certain position and with specific
scaling factors.


q (t) can be expressed as a function, as follows


qCeps(t) =


∣


∣


∣


∣


∫


+∞


−∞


log
(
∣


∣


∣
Q (w)2


∣


∣


∣


)


e−jwtdw


∣


∣


∣


∣


2


, (6)


whereQ (w) is


Q (w) =


∫


+∞


−∞


q (t) e−jwtdt. (7)


In our case,q (t) is the downsampled narrowband signal, dependent on the position of the maskXM within
X. In Fig.6 the cepstrum of two transmissions is plotted. It shows the position of a training sequence and its
harmonics. Exploiting the harmonic structure within the cepstrum, the distance between the sequences can
be extracted and used for classification. In both cases a peak analysis gives the correct result of 106.6 msec
between the sequences. In Fig.6(b) it emerged that the cepstrum is very robust against fading andlow SNR.
With NCepst= 1, we obtain a feature vectorf with N = 362.721 different elements.


2.2 Wideband Classifier


Given a set of labeled feature vectors, which are computed from the signal and rejection patterns, any ma-
chine learning approach can be used to learn a functional relationship between feature values and classes.
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Although the Haar-like features can be computed very efficiently, extracting the complete set is very expen-
sive. So, we decided to use theAdaptive Boosting(AdaBoost) algorithm, which is well-known in object
detection and first published by Freundet al. in [16]. AdaBoost trainsT weak classifiersht (XM) repeatedly
with t = 1, . . . , T . The final strong classifier is a weighted combination of the iterated hypothesesht. Gen-
erally, for every iteration a weak classifier which evaluates a thresholdΘt on a single featureft is trained to
distinguish between the signal classc1 and the rejection classc2:


ht (XM) =


{


c1, ft (XM) < Θt


c2, otherwise
(8)


After each iteration, the training set is reweighted with respect to the error rate of the last weak classifier.
As T is chosen to be smaller than the overall number of available featuresN , the number of features will be
reduced during the training process.N ′ will remain after the training:


N ′ << N with N ′ = N ′


Haar+N ′


Cepst. (9)


It can happen thatN ′


Haar or N ′


Cepst is zero. In this case the corresponding feature group will not be used for
the classification process. For more details regarding AdaBoost, see [16].


3.0 EXPERIMENTAL RESULTS


The task is to detect STANAG-4285 transmissions in wideband signals without prior knowledge, e. g., the
exact position, and reject noise and all other transmissions. For the experiments, we trained three different,
monolithic AdaBoost classifiers withT = 10 weak classifiers. The first classifier is trained with both feature
groupsfHaar andfCeps, while the others are trained each with feature groupfHaar or fCeps.


Unfortunately, there exists no realistic labeled data from real-world transmissions. Thus, the wideband
signals used for this work were acquired and manually labeled by MEDAV. Researchers, interested in a
comparison with their own approach, can have access to the data upon request. The wideband signal for
training has a sampling frequencyfs = 625 kHz and a center frequencyfc = 8.350 MHz. The wideband
signal for the evaluation has the same sampling frequency but a center frequency offc = 8.800 MHz.
To provide typical rejection samples for this scenario, the rejection class contains examples of noise and
examples of common HF transmissions, e. g., SITOR-ARQ, BAUDOT, GW-PACTOR, GW-OFDM, J3E-
USB and A1E (described by Prösch in [4]). The used wideband signals are an important part of the realistic
evaluation, as they represent a typical HF scenario. They contain a lot of unknown transmissions and time-
variant wideband noise. In Table1 the class distribution is shown.


Table2 shows the results of the evaluation. Compared to the trainings with only one feature group, we
obtained the best classification rate of 99.5% for real world scenarios with the combination offHaarandfCeps.
In Fig. 7, only a part of the results is plotted.


The total positive rate for the rejection class is about 99.7%, and the total positive rate for the signal class
is 96.3%. This indicates the fact that the combination of both groups is necessary for a robust classification.
A high accuracy for the rejection class is highly appreciated in COMINT applications, because the post pro-
cessing of missclassified signals is very expensive.
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Class Name Training Test
c1 STANAG-4285 4887 1581
c2 NOISE 12434 4646
c2 SITOR-ARQ 2898 2844
c2 GW-PACTOR 13386 6960
c2 BAUDOT 5544 6336
c2 GW-OFDM 9504 5244
c2 J3E-USB 2088 7032
c2 A1E 8730 0


Table 1: Number of patterns for training and test set. Due to th e realistic properties of the wideband signals, it is possible that
some classes have more or less samples, e. g., A1E. Both training and test set contain transmissions with a SNR between
7 dB and 30 dB.


Training and evaluation forT = 10


Feature vector
[


fHaar, fCeps
]


TP Rate FP Rate Precision Recall F-Measure
c1 = STANAG-4285 0.963 0.003 0.932 0.963 0.947
c2 = REJECTION 0.997 0.037 0.998 0.997 0.997
Weighted Avg. 0.995 0.035 0.995 0.995 0.995


Feature vector[fHaar]


c1 = STANAG-4285 0.822 0.019 0.671 0.822 0.738
c2 = REJECTION 0.981 0.178 0.991 0.981 0.986
Weighted Avg. 0.973 0.171 0.977 0.973 0.975


Feature vector
[


fCeps
]


c1 = STANAG-4285 0.917 0.015 0.745 0.917 0.822
c2 = REJECTION 0.985 0.083 0.996 0.985 0.990
Weighted Avg. 0.982 0.080 0.985 0.982 0.983


Table 2: Evaluation of the classifiers with real world signals . All possible combinations of the feature groups fHaar and fCeps
have been considered.


Using the integral feature computation and some other optimizations, we could greatly reduce the com-
plexity. We have been able to run about 13.108 classifications per second2, which is a great step to real-time
CR and COMINT applications.


4.0 SUMMARY AND OUTLOOK


The paper introduced a novel method for transmission scanning based on well-established object detection
techniques. In order to improve the accuracy we used beside the typical Haar-like features, also a new cep-
stral feature. A combination of both feature groups exploited the particular benefits. An adaptation to new
transmissions or to VUHF scenarios is possible at any time. With signal recordings provided by MEDAV,
we could show that the system performs successfully and very fast under real circumstances. We obtained
very good results for a common, real HF scenario.


2A single threaded implementation ran on a IntelR©CoreTM2 Duo CPU T8300 at 2.40 GHz.
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In future we will implement an efficient multiclass version ofthe transmission scanner, based on feature
sharing. In order to show the flexibility of our system, we will focus on VUHF transmission standards.
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Figure 6: Spectrograms and cepstra of both a high SNR and a low SNR STANAG-4285 transmission. The dimensions of the
spectrogram are equivalent to the dimensions of XM.
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Figure 7: Part of an absolute, logarithmic wideband spectrogram. It contains the results of the transmission scanner, marked
as green boxes. This classifier has been trained with a combination of fHaar and fCeps . Every STANAG-4285 transmission has
been found. There is no incorrect hit in this part of the wideband spectrogram.
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Abstract


An air-interface architecture to ensure reliable signal acquisition and synchronisation for a narrowband networking waveform is presented.  Simulation results show that a relatively simple preamble design can be used to ensure sufficiently reliable estimates of the unknown physical layer synchronisation parameters i.e. phase, frequency offset and timing errors.  Results are presented comparing the error variance of the synchronisation parameters with the lower bounds for an unbiased estimator.  The results enable system designers to select the operating noise tolerances for a given radio and modify the preamble architecture accordingly.


1.0 Introduction


Tactical communication systems operating in the UHF/VHF band have received considerable interest recently, in particular with the ongoing NATO (North American Treaty Organisation) standardisation of a new narrowband tactical networking waveform [1].  To meet the challenge of providing an air-interface architecture with improved range and throughputs compared to legacy waveforms, a physical layer design based on modern signal processing techniques which can provide good spectral efficiencies and operate in relatively low signal-to-noise ratio’s (SNR’s) is desirable.  Further, to enable efficient use of the channel resources, a burst data communication system is commonly employed thus facilitating integration of network traffic for multiple users or nodes.


To reduce the network overhead in burst data communications, it is desirable for the on-air transmissions to be constructed in a manner whereby the receiver either blindly or automatically detects the data rate of the payload transmission, without a-priori information.  In this manner, the transmitter and receiver can utilise throughputs optimised for the link SNR, or for the traffic load.  To facilitate this design, a universal preamble may be used, whereby the preamble and header information are transmitted with a fixed data rate, modulation format and duration irrespective of the data rate or modulation parameters used in the payload data.  In this scenario, a universal preamble greatly simplifies the receiver signal processing whilst maintaining equal power, bandwidth and preamble duration [2].


In the scenario outlined above, the requirements on the physical layer acquisition and synchronisation are relatively stringent.  In particular, the receiver must acquire coarse estimates of the unknown parameters such as carrier frequency offset, phase offset, frame synchronisation and symbol timing parameters.  The receiver must then apply the offset correction to the received signal and initialise the required tracking loops for phase and symbol timing.  In addition, the latency requirements for the receiver processing of the burst data are also quite stringent, and are dictated by the operational requirements for the networking waveform.  In this respect, low latency processing of both the preamble and payload portions of the waveform is desired.  Reliable payload demodulation therefore depends on estimating the unknown parameters with sufficient accuracy at the desired operating signal-to-noise ratio with the additional constraint of minimizing the preamble overhead.


In this paper we describe the design consideration and the achievable error rate performance of several NATO standard waveform proposals for narrowband communications in tactical environments.  In particular, we introduce a continuous phase modulation preamble structure consisting of two parts.  First, a continuous wave (CW) section, containing NCW symbols, is used to estimate both frequency and phase offset errors.  This is followed by a unique start of message (SOM) sequence, with NSOM symbols, used to enable accurate estimation of the timing errors.  Once the unknown parameters have been reliably estimated and the appropriate correction applied to the burst packet, a header information sequence is decoded to identify the data rate and parameters of the CPM payload.  In this respect, both the preamble estimation and header signal processing must be performed at relatively low SNRs.  The following describes some of the key parameters and trade-offs in the design of a universal preamble.


2.0 Preamble design


As mentioned, the operating point of the preamble acquisition and synchronisation is optimised with respect to the SNR requirements of the payload section of the burst communications.  Specifically, Figure 1 shows the operating regions for four proposed CPM modes, with perfect acquisition parameters, for both coherent and noncoherent detection using an iterative receiver with both inner and outer codes that share decoding information through an interleaver of 25ms duration.  The specific parameters of the modes are listed in Table 1.  The CPM waveform of interest for preamble design is mode 1 on the left of Figure 1, which shows that the operating region in terms of the ratio of energy per symbol to noise power spectral density (Es/N0) is approximately 1.7 – 2.4 dB at an error rate of 10-4.  
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Figure 1: Bit Error Rate Performance of Various CPM 
Modes with Coherent and Noncoherent Detection.


Table 1: Proposed Modes for the Physical Layer of the Narrowband Waveform.


		CPM Mode

		Data Rate (kbps)

		Code Rate

		Alphabet (M)

		L (Modulation Memory)

		h (Modulation Index)

		Pulse Shape



		Mode 1

		20

		2/3

		2

		2

		1/2

		REC



		Mode 2

		31.5

		3/4

		2

		2

		1/4

		REC



		Mode 3

		64

		4/5

		2

		3

		1/6

		REC



		Mode 4

		96

		3/4

		2

		3

		1/11

		REC





Once the operating region for the preamble has been defined, it remains to specify the accuracy requirements for the frequency, phase and timing estimation.  Starting with the tolerance for the timing error, an error of +/- T/4, where T is the symbol period, has been shown [3] to have a negligible effect on the data demodulation for CPM.  Following the development in [2] and assuming that the estimation error for timing is Gaussian distributed over the operating region of interest, we define error reliabilities of 2 and 3 standard deviations, equivalent to 95.4% or 99.97% of the timing errors within T/4 for the preamble SOM sequence.  Figure 2 shows the relationship between the SOM length and the timing error standard deviation for the payload symbols calculated from the modified Cramer Rao bound for an unbiased estimator.  The operating Es/N0 for the simulation results is selected as 0.2dB, which gives a noise margin of approximately 1.5dB from the lowest operating point of 1.7dB for coherent detection and allows the preamble to provide accurate estimates of the unknown parameters, prior to data demodulation.  In this example, with 3 reliability, approximately 58 preamble symbols for the SOM length are required.  Selecting a length NSOM = 63 symbols to accommodate maximal length sequences, we can now define the relationship between NCW and NSOM, based on the theoretical equations for the bound on the estimators.  It is important to note, the requirements for the length of the preamble SOM are determined by the operating noise tolerance.  The results in Figure 2 show that the selection of NSOM = 63 symbols exceeds the requirements for modes 2-4.  In particular, for 3 reliability and a length 63 symbol SOM, the timing error standard deviation is within T/22 for mode 4.
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Figure 2: Relationship between SOM Length and the Timing Error Standard Deviation.


Figure 3 shows the corresponding relationship when the phase drift over the SOM sequence is limited to  radians, which effectively reduces the degradation for the timing estimation algorithm.  In this case, the figure shows the required ratio of the CW and SOM lengths as a function of the phase drift to achieve acceptable frame synchronisation.  For 3 reliability, the ratio is approximately 13.4 which means that 30log10(NCW)-20log10(NSOM) = 13.4 and with NSOM = 63, results in NCW = 45 symbols.  Table 2 summarises the parameter design for the preamble and gives the overhead in terms of a 25ms burst packet duration.
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Figure 3: The Relationship of the Phase Standard Deviation 
to the Lengths of CW and SOM Sequences.


Table 2: Overhead for the Preamble Design, Based on a 25ms Slot Duration.

		Field

		Overhead %

		Duration (ms)

		Number of Symbols



		CW

		6%

		1.5

		45



		SOM

		8.4%

		2.1

		63



		Totals

		14.4%

		3.6

		108





3.0 Simulation results


Figure 4 plots the frequency offset error variance of a relatively simple iterative peak search algorithm with NCW = 45, NSOM = 63 compared to the modified Cramer Rao bound.  As expected, the results show that the frequency estimator meets the bound for the operating region of interest.  Similarly, Figure 5 shows the convergence of the phase estimation towards the modified Cramer Rao bound and illustrates the effectiveness of the phase estimation technique once the noise threshold is above -2 to -1dB Es/N0.  
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Figure 4: Frequency Offset Error Variance Showing the Performance 
of the Estimator Compared to the Modified Cramer Rao Bound.
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Figure 5: Phase Error Variance Showing the Performance of the 
Phase Estimator Compared to the Modified Cramer Rao Bound.


Finally, Figure 6 shows the performance of a correlation based estimator compared to the modified Cramer Rao bound.  The latter shows that the timing based estimator operates at approximately 1dB from the bound, with the discrepancy due to the assumption in the preamble design allowing a phase drift over the SOM sequence of radians.  Clearly, reducing the allowable phase drift or, in turn, tracking the phase over the SOM will effectively remove the discrepancy between the timing error variance and the bound.
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Figure 6: Normalised Timing Error Variance Showing the Performance of the 
Correlation Based Estimator Compared to the Modified Cramer Rao Bound.


Figures 4-6 have plotted the error variances for phase, frequency and timing errors.  The results, however, do not show the impact of residual parameter errors on the bit error rate performance of the various physical layer modes.  Therefore, to further verify the results for the preamble acquisition and synchronisation and to simplify the payload demodulation, Figure 7 shows the bit error rate of the payload data when demodulated with an iterative noncoherent detector.  Results are compared with those of perfect synchronisation for all of the CPM transmission modes and show a negligible increase in bit error rate for all modes considered.
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Figure 7: Bit Error Rate Performance of a Noncoherent Detector with Perfect Synchronisation Compared to the Estimation and Correction with NCW=45, NSOM=63.


4.0 Conclusions


An air interface waveform architecture for land tactical communications has been described, where range, throughputs and performance are significantly improved compared to legacy systems.  Simulation results show that a relatively simple preamble structure for burst data communications can be used that yields excellent performance in the presence of frequency, phase and timing errors.  Further, bit error rate results show little difference between perfect synchronisation and the simulated estimation and correction of the unknown parameters.  In general, using noncoherent detector avoids the complexity associated with phase and Doppler tracking loops whilst still maintaining excellent error rate performance.  Furthermore, after the initial timing estimate, further tracking of the timing is generally not required for burst data communications.  The design approach outlined in this paper has therefore been chosen to lend itself to a simple software-defined-radio implementation of the transceiver. 
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Abstract


Modern concepts of operations for multinational operations within NATO and partners require air-interface interoperability for VHF and UHF tactical communications.  This contrasts with the historical approach to interoperability of using wired gateways at the higher network levels.  As a result of the historical trends, national combat-net radios (CNR) have been procured from industry conforming to proprietary specifications.  This has made it difficult to achieve interoperability in recent deployments, and has been a barrier to implementing modern operational concepts.  


A Modern waveform providing interoperability for VHF and UHF tactical communications is under development by NATO, and this emerging standardized waveform specification is, importantly, free of intellectual property restrictions.  This networking waveform is tailored for vehicle, manpack, and tank communications, for mobile ground-to-ground links, and ground-to-helicopter for rotary-air support links, providing long range secure tactical MANET supporting voice and data communications beyond 10’s of kilometres distance.  In the future soldiers are expected to carry small radios with soldier systems waveforms, offering broadband WiFi-like MANET services, and covering only hundreds of meters.  So it should be clear that the new VHF/UHF standardization agreements (STANAGs) offer complementary capabilities to those promised in upcoming soldier radios.


1.0
Introduction


In recent military operational scenarios the need for air-interface interoperability at the tactical edge has been recognized [1] for systems commonly referred to as combat-net radios (CNRs).  Unfortunately, the existing CNR communications equipment used by nations for this, usually in the 30MHz – 108MHz VHF band has not been included in any international standards, and each nation operates using different proprietary equipment.  In the past, multinational interoperability has taken place at higher levels of command, and national forces operate their CNRs in national communications and cryptographic domains.  


In response to this unsatisfactory situation, in 2007 NATO released a set of technical requirements for a “Narrowband Waveform (NBWF)” [2] conveying the operational military requirements in terms of engineering requirements.  The NATO C3 Board’s ad-hoc working group for VHF and UHF communications has consequently produced a draft standardization agreement (STANAG) for the NBWF physical layer [3], for the APIs, and work is at an advanced stage for the access control layer and the other network elements.  This NATO waveform will provide multinational interoperable communications, complementing the national tactical waveforms.  The specification follows tradition within NATO in that it contains no intellectual property, which is possible because the technology has been developed primarily in government R&D laboratories.  The software for implementation will be made available to nations and manufacturers via the emerging NATO Software-Defined Radio Waveform Library.


Recent improvements in modulation and coding signal processing has improved the potential throughput and range of tactical waveforms.  These increased capabilities have resulted in a pull for a new generation of networked tactical radios.  Traditionally, the VHF tactical band has used 25KHz channelization and 16kbps uncoded FSK modulation, with all-informed communications and no dynamic networking.  The new NBWF draft STANAG provides 20kbps through 96kbps coded throughput with a fully constant envelope waveform, designed to operate at low SNR for long range networked communications at VHF and UHF.  Link encryption and communications security architecture have been incorporated from the earliest stages of design, and will be briefly described in this paper.


These interoperable waveforms have been designed to conform to the footprint of legacy waveforms as much as possible, to aid the implementation in the newest generations of procured radios and in many legacy radios that have appropriate internal architectures.  By using STANAG specifications, and by making available source software-defined radio (SDR) code to nations, NATO can help reduce the product development cost and development time in the deployment of this technology. 


In this paper the role of tactical communications interoperability is described.  The architecture of the narrowband waveform, and a summary of the main technical requirements are provided.  Progress of the waveform design and prototype activities to-date is reported, including the availability of SDR software.


2.0
Tactical Communications Interoperability


Effectiveness of modern military operations is enhanced by the ability of terrestrial-based communications to share information in a timely manner as needed between all forces in the area of deployment.  In a multinational operation, air-interface communications between forces of different nations is needed.  The depiction in Figure 1 is taken from an operational and systems architecture study [1] developed to describe requirements and solutions for modern waveforms, and shows that connectivity is provided by several types of waveforms.  
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Figure 1: Operational Context of the NBWF from the Architecture Document [1].

2.1
Waveform Families


Narrowband waveform communications are traditionally secure links used by vehicle-mounted, rotor, and fixed systems that operate at VHF where each connected group of users occupies 25KHz of bandwidth.  Narrowband waveform communications provides links up to 50 kilometres range due to the favourable propagation physics exhibited by the VHF band [6] and the narrow bandwidth, but with throughputs limited to about 96kbps.  Many national radios use a unique proprietary waveform and do not interoperate, especially in secure modes. There is a large installed base of national radios which must be a factor in considering the overall wireless architecture

Wideband waveforms are used by vehicle mounted, fixed, and possibly air systems that operate at UHF, and occupy significantly more than the 25KHz of VHF users.  Bandwidth of wideband waveforms is expected to be several MHz, following trends of commercial cellular systems.  Wideband waveform links will rarely exceed approximately 5km (depending on power amplifier properties) due to the poorer propagation at the higher frequencies and the wider bandwidth, but will provide several megabits per second throughput.  Wideband waveforms provide a tactical internet backbone.  Some nations have already introduced high data rate or wideband systems (UK Bowman HCDR-High capacity data radio), although there is no NATO standard yet to cover this requirement. 


Soldier systems communications are customized wide-bandwidth waveforms implemented on person-mounted radios that connect dismounted soldiers to each other and possibly to the wideband waveform via gateways.


Clearly the narrowband, wideband, and soldier communications systems offer complementary services.  The unique features of narrowband communications are inherent long range and coverage provided by the traditional use of the 30MHZ-108MHz VHF band, and the robust communications enabled by the use of FM waveform technologies such as FSK and CPM.  This standards activity described herein are specifically for modern narrowband waveforms. 

2.2 Tactical Waveform Interoperability


Figure 2 depicts a multinational force, a brigade, with contributions from two nations (A and B) and the need to network with maritime and air components of nations D and C respectively.  The diagram shows air interoperability points between nations where  a common standardized narrowband waveform is needed.  In principle, standardized waveforms can be used as the national waveform when architected to use a national cryptographic scheme.  In many cases, nations have their own legacy waveforms providing national communications, and NATO standard waveforms must be able to operate with gateways into the national systems, to preserve the significant investment in legacy systems.  This means that some platforms will need the NATO waveform and the national waveform, either realized on different radios or on the same radio e.g. an SDR.  In this way, a nation only needs to procure or port the NATO waveform onto a small number of SDR radios, which act as gateways to national networks.  Over time, new national radios may have both the national waveforms and the NATO waveforms.
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Figure 2: NBWF Pictorial Requirement, [7].

An important capability for NATO tactical waveforms is Radio Based Combat Identification (RBCI) [2]. Since the NATO NBWF will be widely deployed, it makes sense to incorporate a combat ID radio system aimed at reduce fratricide in Close Air Support (CAS) operations. This capability is intended as quick response “do not drop” to an interrogation from a friendly rotary air platform in proximity of the combat arena.  Specifications for RBCI waveform are not mature, however the provisions for RBCI are being architected into the TDMA MAC for the narrowband waveform to allow hailing and response.


3.0
Cooperative Multinational Approach in NATO for Waveform Development


The STANAG development effort for NBWF is described as a cooperative approach.  The networked waveform is specified in a set of STANAGs.  Different pieces of the radio architecture (the physical layer, MAC layer, network layer, …) are under development by different nations, and the technologies and waveform specifications are provided to NATO for standardization.  The coordination of the different technologies into a cohesive networked waveform (APIs, timing relationships, etc) is done during regular meetings of the NATO Communications and Networks Subcommittee (SC/6): Ad-hoc Working Group 2, which has responsibility for VHF and UHF tactical communications.  Overall architectural work, including network and security architecture is under development by the NATO C3 Agency (NC3A).  The inherently costly and technically demanding waveform development is therefore shared, and the resulting set of STANAGs benefits from the combined expertise of the participating NATO and partner nations, and of NATO technical staff.  The NATO SDR Users Group (SC/6 SDRUG) has initiated work to assess the impact of SDR waveforms on business models currently used by industry [7].

Figure 3 depicts the waveform sharing framework that is applicable to the definition, design and implementation of new waveforms, and is followed for the NBWF specifications. The waveform definition is where the contributions from each nations are consolidated together to produce the technical specifications.  From the specification, the waveform implementation involves producing a working prototype showing the full capabilities of the waveform (including all modes of operation) and giving confidence to manufactures that the waveform specifications are complete.  The initial implementation is the Base Waveform.
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Figure 3: WF Sharing Framework.

The Base Waveform (as a specification, or as actual software implementation) is used by manufacturers to produce optimized target implementations, with architecture influenced and optimized for their radio product hardware architecture.  The final product contains the target implementation of the standardized waveform, and may also contain proprietary or national waveforms.  Efficiencies result from reusing the radio, acquisition, and signal processing hardware for all waveforms.


The lower box in Figure 3 shows the phase of development where interoperability is demonstrated. The base waveform is configured for full functionality testing in the interoperable test-bed, so each target implementation is tested for conformance with the NBWF STANAG.  Conformance testing may be a requirement during the national procurement process to ensure interoperability.


4.0
Architecture of the Narrowband Waveform for Multinational Interoperability

Figure 4 depicts the protocol stack of the NBWF architecture for the case of a secure multicast voice call (or data), where at the top the voice application is the 2.4kbps MELPe vocoder (NATO STANAG 4591) which is encrypted by the applications COMSEC.  Successively lower levels in the diagram of Figure 4 show the network layer, logical link control (LLC), the medium access control (MAC) layer, the link encryption, and the physical layer (PHY).  Each layer is described by a separate STANAG, and the set of STANAGs for the different components of the waveform make up the full NBWF specification. 
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Figure 4: NBWF Notional Architecture.

The NBWF MAC layer utilizes a TDMA scheme, with no master nodes, and is specifically designed to operate within the limited on-air throughput offered by the 25KHz channels, and provide real-time voice with low latencies, including relay, taking into account latencies for radio propagation, AGC, TGC, Tx/Rx turn-around, etc.  Initial prototyping will use external slot synchronization for the network, but the basic levels of ambition in the NATO requirements [2] require no single point of failure due to external synchronization.   

The NBWF PHY [3] is a CPM-modulated burst waveform giving coded throughputs 20kbps, 31.5kbps, 64kbps and 96kbps in the 25KHz channels at low SNR, to maximize range.  These data rates are of the payload, and do not include the impact of the acquisition preamble.  In [3] there are also special short burst messages defined for network maintenance and setup.  The payload modulation scheme is a serial-concatenated CPM, and the receiver has the option of using iterative demodulation and decoding for improved performance [4].


The encrypted packets directly fit the Link Control Layer (LLC) Packet Data Unit (PDU). The Reservation protocol reserves the needed resources in the appropriate time slot and the proper MAC and PHY configuration parameters are created and distributed to the respective layers. The MAC layer receives the Packet Data Unit (PDU) and segments them in order to fit the PHY layer burst. A selective ARQ protocol is used to make sure only the non received segments are retransmitted when a packet loss occurs. This process is transparent to LLC. In order to manage latency, the acknowledgement function is not enabled for voice payloads.


The Link layer encryption block protects the routing information and the radio control parameters whilst the voice payload is confidentiality protected above layer 4, where the COMSEC block is depicted.  The two separate encryption functions reflect the proposed radio architecture for NATO tactical operations [1] where it is assumed that all contributing nations will be connected to a protected core network, and specific Community of Interest (CoI) with their own application confidentiality scheme are created on a needed basis. Therefore the link layer encryption keys and functionality shall be shared among all coalition partners to create the baseline network infrastructure.

5.0
Performance of the PHY


The main requirement of the PHY is to support robust communications for long range communications, properly exploiting the underlying strengths of favourable VHF propagation.  The secondary requirement is to maximize data rates at these long ranges.  This is achieved by using constant envelope waveforms with low SNR spectrally efficient operating modes.


The PHY [3] specification describes a parameterized modem utilizing a concatenation of convolutional code, interleaver, and CPM modulation to give spectrally efficient modulation [4], as depicted in Figure 5.   The properties of this arrangement allow a receiver to be constructed with a varying amount of complexity, and allows a receiver architecture with increased complexity to be rewarded with increased performance.  This is desirable, since it allows manufacturers to differentiate their implementations by way of performance ie. range of operation.  Figure 6 shows a block diagram of the radio receiver.  The signal processing approaches conducted in the “CPM Receiver,” specifically acquisition, parameter estimation and tracking, and demodulation and decoding, will determine the performance of the receiver. 
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Figure 5: Block Diagram of PHY Transmit Section.
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Figure 6: Block Diagram of PHY Receive Section.


In Figure 7 the Eb/No performance of the physical layer for low rate but long distance modes offering 20kbps and 31.5 kbps to the network is shown, and for high spectral efficiency modes offering 64kbps and 96kbps.  Results in Figure 7 show performance with non-coherent reception with perfect frequency and timing acquisition (solid lines), and with frequency and timing acquisition included in the results (diamond lines), for a preamble duration of 45 CW symbols followed by 64 random symbols [3].  The impact of acquisition causes a minimal degradation in performance, and the trend is towards more reliability for the higher data rate modes due to the increased Eb/No for those modes. All waveform modes have constant envelope to maximize the operating range, to reduce heat generation by minimizing amplifier backoff, and to maximize the efficient use of power amplifiers.
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Figure 7:  Simulated Performance of Four Primary PHY Modes (left-to-right 20kbps, 31.5kbps, 64kbps and 96kbps) all having 99% power in 25KHz bandwidth, and noncoherent receiver.  

Both simulator and modem implementation of the NBWF have been undertaken at CRC Canada.  Testing using RF channel simulator, noise source, for resilience to Doppler, channel propagation fading and multipath, noise, and Tx/Rx LO offset have been performed.


The CPM approach used in NBWF has the same envelope properties of the legacy VHF waveform, a 16kbps uncoded FSK with fully constant envelope defined in STANAG4204 [5], and improved throughput and performance.  One question arises is the relative performance of the new waveform with the legacy approach.  For comparison, it is important to understand the target application of the waveform.  The legacy FSK in STANAG4204 is targeted to carry CVSD voice only, which operates satisfactorally at a fairly high bit error rate (BER).  New networking waveforms such as NBWF are designed to carry data at low bit error rates, and utilize error correction codes as a result of this requirement.  With this in mind, Figure 8 shows the performance of the 20kbps mode of the NBWF (performance designated with square icons) against the 16kbps uncoded FSK (performance indicate by diamonds.) at 8.5dB lower SNR in favour of NBWF for 10-4 BER.  Keeping in mind that the legacy waveform is designed for an operating points at higher BERs, the SNR differential at 10^-2 BER is over 5dB in favour of the NBWF.
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Figure 8: Compare NBWF 20kbps (100ms interleaver, coherent receiver) User to Legacy 
16kbps FSK with Noncoherent Receiver (courtesy J. Nieto, Harris Corp., Rochester NY).

5.1
Prototype at NC3A in The Hague

The NATO C3 Agency has developed a MATLAB simulator environment to implement and independently assess some of the PHY STANAG functionalities in order to demonstrate its operations, as described in [8] where work has proceeded independently from the prototype work at CRC Canada [4]. The PHY layer is complemented with AES encryption algorithm and voice coding following MELPe STANAG 4591. The simulator architecture is sketched in Figure 9. It receives a voice stream coming from a microphone and samples it at 8 KHz with a resolution of 16 bits per sample. The stream is then analyzed by the MELPe encoder and passed to the AES encryption engine. From here the NBWF transmitter modulates the ciphered signal and transmits it on a VHF channel model. The NBWF receiver decodes the incoming signal and sends the estimated bit to the crypto engine which transforms it in plain text. The MELP synthesizer process the bit to eventually produce a good audible signal. The whole process is run in non real-time and uses vectors for sample transportation. Such software is available to nations contributing to the NBWF development process as means to see the capability of such radio and possibly integrate their own contribution.  This development has enabled the NC3A to proactively feedback comments to the standardization group and to suggest improvements to the standard. 
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Figure 9: NC3A Functional Reference SW.


The NBWF receiver implementation at NC3A is independent from all other implementations of the NBWF and offers comparable performance to other published results (for example with Figure 7, provided by CRC Canada). The aim of assessing performance using independently conceived receivers is to show the validity and reproducibility of the performance results.


6.0
Conclusions


In this paper an overview is made of the NATO initiative to develop tactical waveform specifications for VHF and UHF communications that are free of intellectual property.  Waveforms are for multinational interoperability between NATO nations and coalition users, and can be implemented on SDR platforms in tactical radios.  The security architecture has been included in the design from the beginning, and performance of the waveform is targeted to be vastly improved over legacy waveforms.  Capabilities of the narrowband waveform, and simulation and prototype results have been described.  DRAFT STANAGS are available, and prototype software is available to NATO nations from the NATO C3 Agency (NC3A).
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Overview

		Tactical communications interoperability and requirements

		Cooperative approach for waveform definition

		Architecture for Narrowband Waveform (NBWF)

		Performance of the physical layer

		Prototype
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Introduction

		The legacy VHF tactical waveform is the basic STANAG 4204 16kbps FSK/Voice.

		Modern waveforms used by nations are generally proprietary, often without networking capabilities.

		This is different from air operations, where NATO has a rich history of coalition waveforms yielding HAVEQUICK, HAVEQUICK II, SATURN A/G/A waveforms in 225-400MHz band.

		Modern NATO CONOPS have coalition troops operating in geographical proximity, and specifies the need for air interface VHF communications STANAG.

		Such a waveform operates alongside national waveforms on a SDR platform.







[image: image1.png]









Defence R&D Canada

Defence R&D Canada



NATO CONOPS Demonstrate VHF Interoperability Requirement

		Previously interoperability was achieved with wired gateways between nations.

		New concepts of interoperability described air-interface connectivity for land tactical radios between forces of NATO and coalition nations.
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Requirements for an 

Interoperable Waveform

		Requirements have been brought forward for networked communications with 

		Relay, supporting integrated voice and data,

		Support for modern voice codecs, 

		RBCI (Radio-based combat ID), 

		Spectral efficiency, 

		EPM, 

		MANET structure with no special nodes, 

		COMSEC.

		Others…

		Specification free of intellectual property, with a view towards SDR implementation and availability of waveforms.

		Increased data rate in the legacy 25KHz bandwidth, 30MHz-108MHz band.

		Increased robustness to interference and radio propagation impairments.
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SDR Approach to Waveform Implementation and Lifecycle

		An incremental approach is used for new feature insertion, where extra functionality will be introduced with new versions of the interoperable equipment.  

		Allows for gradual evolution of the technology.  

		SDR implementation software will be made available to nations via a NATO SDR library to facilitate “low risk” industry implementation.

		Details of this model under development in NATO.

		May not mean that implementation will be available at no cost.

		SDR architecture will, in principle, make it technically feasible to upgrade waveforms with low cost, since platforms are architected for regular software and firmware upgrades.

		Open architecture of platforms may mean that third parties can perform upgrades, add features.
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Cooperative Multinational Development of Waveform

		STANAG development is the coordinated effort of several nations working within the NATO SC/6 VHF/UHF AHWG/2 standards group.

		Efforts are provided by nations.

		A valuable IP-free narrowband waveform (“NBWF”) specification is being developed.

		Waveform is non-proprietary: contrasts with the existing commercial waveforms in use today by nations.



Figure depicts work process 

undertaken for waveform 

development by partner nations.

Multinational demo within a year or two…
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NBWF Architecture Block Diagram

		MAC is TDMA scheme

		PHY is Turbo-CPM modulation

		Voice uses 2.4kbps MELPe

		Security architecture not finalized

		Link encryption resides above PHY

		Payload encryption at application layer
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NBWF vs Legacy Modulation Approach

NBWF 20kbps (100ms interleaver, coherent receiver) 

ST4204 16kbps FSK with noncoherent receiver 

(courtesy J. Nieto, Harris Corp., Rochester NY).

		Relative performance of legacy ST4204 FSK with new CPM approach

		Legacy: 16kbps FSK uncoded (for voice)

		NBWF: Mode 20kbps CPM coded (for voice+data)

		NBWF is ~7.5dB lower SNR than legacy at BER 10-3(means greater range of communications) with more throughput



Legacy

New NBWF
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NBWF Data Modes: 20kbps, 

31.5kbps, 64kbps and 96kbps in 25KHz

		Spacing in SNR allows discrimination by SNR measurement.

		All modes 99% power within 25KHz bandwidth.

		Coherent and noncoherent iterative detection shown.

		Results shown for 25ms interleaver, 8 iterations.

		Reduced complexity receivers are practical.

		SNR calculated in relation to 99% power bandwidth.

		Constant Envelope.



N1

N2

N3

N4

Coherent results (squares)

Noncoherent results (diamonds)
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Prototype at NC3A

		An integrated non-realtime implementation has been developed at NC3A

		Voice remains a major requirement for VHF communications

		MELPe codec STANAG 4591

		Link encryption AES 

		Transmit/Receive

		Channel

		Platform to be integrated with MAC TDMA scheme

		Other prototypes exist in national labs.
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Conclusions

		An IP-free specification for VHF/UHF tactical communications developed in NATO.

		Provides multinational interoperability, to operate side-by-side with national waveforms in SDR platforms.

		Provides modern “turbo” waveform with networking.

		Work is progressing, contributions are from partner nations.

		Early goal is an integrated multinational demo.
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Abstract 


Software Defined Radios (SDR) offer the opportunity to load waveforms as software applications. Potential candidates for waveform application (WFA) range from existing low-complexity legacy WFAs to future wideband networking waveforms with high computational complexity demands. In our contribution, we propose, to exploit the high processing capabilities of SDR platforms also for legacy waveforms in order to improve bit error performance, e.g., by applying advanced signal processing algorithms. As a first step, the advancements will only be introduced at the receiver side to fulfil the interoperability constraints. As a second step, we will demonstrate that significantly higher performance improvements are possible, if we are allowed to introduce minor changes at the transmitter side as well. In some implementations only a single line of software code needs to be changed to realize considerable gains. Thus, defining an additional ''SDR-Mode'' is valuable, but evidently in this case interoperability to legacy systems can not be guaranteed. As an example, we apply the concept of bit interleaved coded modulation with iterative decoding (BICM-ID) to the MIL-STD-188-110B Serial Single Tone waveform.


1.0
IntroductioN

In the military domain, SDRs will significantly improve future tactical communications. This improvement mainly results from realizing wideband networking waveforms (WNW). Due to the need of high data rates, these waveform applications (WFAs) can only be loaded on SDRs which offer enough computing power to serve them. For that purpose, industry offers multiprocessor SDR platforms. Before those demanding WNW applications will be operating multinationally, at first legacy WFAs are ported on the national SDRs, since there are still many legacy handsets/platforms in service within the armed forces. 

Originally the US DoD published a list of 32 JTRS waveforms, which were designated to be ported on the US national SDR platform [1]. Since then, the number of waveforms has been reduced to nine [1], [2], of which the majority is classed as legacy WFA. Most of the legacy WFAs have been specified within the last 20 years, thus the demands on computing power are by far not as high as for the new wideband networking waveforms. However, nowadays there are platforms available on the market, which fulfil the demands of the upcoming WNW. Thus, we consider in this paper to not only port the legacy WFA on the SDR platform in a one-to-one manner, but also to modify the WFA PHY functionalities on the receiver side by applying novel signal processing elements. On the expense of higher computational complexity (while ensuring interoperability on the air interface) the new signal processing might allow improvements e.g. in bit error performance of the WFA. In the following sections, we will demonstrate that, e.g. applying the concept of BICM-ID to legacy waveforms permits already some gains in robustness. 

As an example, MIL-STD-188-110B Serial Single Tone (SST) waveform is chosen. This is still widely used and it is one of the JTRS legacy waveforms. If some little changes are introduced on the transmitter side as well, additional significant improvements can be achieved. Of course, by changing the transmitter, interoperability to legacy equipment cannot be guaranteed anymore. However, we will show that all the modifications, if a SISO (Soft-Input-Soft-Output) receiver architecture is used, can be realized within a single line of software code in the waveform application.


2.0
MIL-STD-188-100B SERIAL SINGLE TONE


A series of widely used U.S. military telecommunication standards have been named MIL-STD-188. This series has been divided into sub-series, where the MIL-STD-188-100 sub-series covers common standards for tactical and long haul communication. MIL-STD-188-110B is part of this sub-series which specifies Interoperability and Performance Standards for Data Modems [3]. 

In this specification several modes are described ranging from serial single tone waveforms up to parallel multi-tone waveforms. In our contribution, we focus on the serial single tone (SST) waveform, which divides in two different modes, a fixed frequency mode and a frequency hopping mode. In the following we will only refer to the fixed frequency mode of the waveform. The fixed frequency mode consists of seven transmission modes, each supporting another data rate. The data rates range from 4800 bps down to 75 bps as indicated in Table 1.


Table 1: Modes of MIL-STD-188-110B Serial Single-Tone.

		Data Rate [bps]

		Effective Code Rate

		Method for Archiving  the Code Rate

		Bit /Symbol



		4800

		1

		No coding

		3



		2400

		1/2

		Rate 1/2 convolutional Code

		3



		1200

		1/2

		Rate 1/2 convolutional Code

		2



		600

		1/2

		Rate 1/2 convolutional Code

		1



		300

		1/4

		Rate 1/2 convolutional Code
repeated 2 time

		1



		150

		1/8

		Rate 1/2 convolutional Code
repeated 4 time

		1



		75

		1/16

		Rate 1/2 convolutional Code
plus Walsh code of size 8

		1





Notice, from a modulation point of view there is a factor of 2/3 between the 2.4 kbps mode and the 1.2 kbps mode, but in data rate there is a factor of ½. The reason for this is the different portion of training data implied in the different modes which is not explicitly mentioned in Table 1.

As shown in Table 1 the modes with a data rate lower that 4800 bps employ Forward Error Correction (FEC) realized by a convolutional code with the generator polynomial G = {171, 133}Oct. Convolutional codes are vulnerable to burst errors, thus there is a block interleaving scheme employed, in order to break burst errors in single bit errors see Figure 1. 

The block size of the “short” interleaver is 2880 bit and 23040 bit respectively for the “long” interleaving scheme [3]. Furthermore, the different modes map a different amount of bits on the channel symbols as presented in Table 1. The modulation scheme ranges from BPSK over QPSK to 8-PSK modulation (1, 2 or 3 Bit/Symbol). The standard employs a modified Gray mapping [3]. Modified in the sense, that not a adjacent bit labels can differ in more than one position. The signal constellation diagram including the bit patterns for the 8-PSK modulation is illustrated in the left part of Figure 6 in Section 4.2.

The timing and synchronization structure of the waveform will remain unchanged in our contribution and can be found in [3], for reasons explained below, we focus on the fixed frequency 2400 bps mode. The transmitter of the considered system is depicted in Figure 1.


[image: image1.emf]

Figure 1: Transmitter Model for 2.4 kbps Mode.

3.0
Concept of BICM-ID


The concept of BICM-ID was first described in [5] and is based on a serial concatenation of a convolutional encoder, an interleaver and a mapper. On the receiver side, there is a feedback loop between the decoder and the demodulator, separated by an interleaver, namely a scheme with joint iterative decoding and demodulation is used. Extrinsic information generated in the decoder is interleaved and then fed back to the demodulator as a priori information of the received channel symbols.


3.1
The BICM-ID Receiver


The legacy receiver of MIL-STD-188-110B SST just inverts the processing elements of the transmitter, whereas the BICM-ID receiver introduces a feed back loop as indicated in Figure 2.


[image: image2.emf]

Figure 2: Receiver Model for BICM-ID.

The BICM-ID receiver employs a maximum a posteriori detection using a Soft Input Soft Output (SISO) metric in its components using Log Likelihood Ratio (LLR). The demodulator and the decoder generate so called extrinsic information, which is passed between the components. The demodulator receives channel values z=y+n, with n denoting the noise of the Additive White Gaussian Noise (AWGN) channel and additionally it processes a priori LLR [image: image3.emf] from the feed back loop generated by the channel decoder. For the first iteration, the interleaved values provided by the channel decoder are initialized with [image: image4.emf] =0. The output LLR[image: image5.png]Zerl P(zly)exp(3
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 of the demodulator can be computed as a function of [image: image6.emf] and zt by
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with t being symbol perspective time index, i and j denoting the ith resp. jth bit in the tth symbol and y denoting a possible and currently considered channel symbol. [image: image8.emf] , where b [image: image9.emf]{0,1},  is indicating the signal constellation set, with the ith bit being equal to b and zt being the tth received channel symbol  [image: image10.emf] and [image: image11.emf] the ith interleaved received encoded bit in the tth symbol. The output of the demodulator [image: image12.png]Zerl P(zly)exp(3
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 is then deinterleaved and serves as a priori input for the decoder [image: image13.png]apri/ g
Ly (xh




. 


Then the extrinsic output of the decoder [image: image14.emf] is generated from [image: image15.png]apri/ g
Ly (xh




 by an appropriate SISO decoding algorithm. In this paper we use the BCJR algorithm [4]. The LLR [image: image16.emf] are fed in the interleaver and the output is used as a priori knowledge [image: image17.emf] in the demodulator for the next iteration.

3.3
EXIT-Charts and Decoding Trajectory

To analyse the behaviour of concatenated iterative processes, in this paper demodulation and decoding, a widely used tool is the Extrinsic Information Transfer (EXIT) chart [6], which depicts the transfer of extrinsic information from the a priori input [image: image18.emf] of the component to its extrinsic output [image: image19.emf]. To do so, the bit-wise mutual information [image: image20.emf] between the originally sent bits [image: image21.emf] and the a priori information [image: image22.emf] is evaluated as well as in case of an extrinsic output, [image: image23.emf]. An EXIT –characteristic depicts [image: image24.emf] as a function of [image: image25.emf]. 

Since two processes are concatenated to one BICM-ID scheme, the two respective EXIT-characteristics are drawn into a common EXIT-chart, as exemplary illustrated in Figure 3. 

[image: image26.emf]

Figure 3: An Example of an EXIT Chart for BICM-ID.TC "4 EL-Mode: MIL-STD-188-110B SST, 8-PSK, short interleaver" \f f

Note that since the extrinsic output of the one component serves as a priori input for the other one, the axis must be swapped. Both EXIT-characteristics determine the bounds for the so-called decoding trajectory [6]. The decoding trajectory is a step-curve, which visualizes the increase of extrinsic information of the Turbo process within the iterations.


4.0
Applying BICM-ID to MIL-STD-188-110B SST


In this section, we focus on demonstrating the benefits of applying BICM-ID to MIL-STD-188-110B SST waveform by a simulation example. 


First, in Section 4.1, we will apply the concept of BICM-ID to MIL-STD-188-110B SST. Since this is realized on the receiver side only, interoperability on the air interface will be preserved. We call this approach “Enhanced Legacy (EL) Mode” . 


Afterwards, in Section 4.2 we will show that a little change in the transmitter allows considerable benefits, bearing in mind, that interoperability on the air interface can not be guaranteed, but to other SDRs employing the same changes. This change defines “SDR-Mode I”. 


Finally, in Section 4.3 we will outline some additional modifications in order to get even better Bit Error Rate (BER) performance by defining “SDR-Mode II”. 


The entire simulations in this section are carried out using the “long” interleaver, but similar results can be achieved for the “short” interleaver.

4.1
Enhanced Legacy Mode (EL-Mode)


The transmission chain of FEC, interleaving and modulation of the MIL-STD-118-110B SST waveform resembles a serially concatenated Turbo-scheme [7]. Thus, the basic concept of BICM-ID [5] exploits this structure to feed back the so-called extrinsic information from the outer FEC decoder to the inner demodulator as depicted in Figure 2. For each iteration the reliability of the decoded output bits increases. Thus, compared to classical legacy approaches there is a new receiver structure using soft information implemented realizing the feed back and utilization of extrinsic information.

In Figure 4 simulation results for the new receiver structure employing a BICM-ID scheme, using the MIL-STD-118-110B SST waveform parameters, are given.
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Figure 4: “EL-Mode”: MIL-STD-188-110B SST, 8-PSK, long interleaver 
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Figure 4: “EL-Mode”: MIL-STD-188-110B SST, 8-PSK, Long Interleaver.TC "4 EL-Mode: MIL-STD-188-110B SST, 8-PSK, short interleaver" \f f

Zero iterations means, that demodulation and decoding are executed once. No information is fed back (see Fig. 2); hence zero iterations illustrate the legacy performance. The Error Free Feedback (EFF) result simulates perfect a priori knowledge in the decoder. The EFF depicts the maximum possible gain and it shows that some small gains are possible; but these gains have to be considered as marginal. The according EXIT Chart is given in Figure 5. 
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Figure 5: EXIT-Chart for Enhanced legacy mode for  SNR=7 dB 
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Figure 5: EXIT-Chart for Enhanced Legacy Mode for SNR=7 Db.

The EXIT-characteristic of the demodulator has a very low slope, thus there is only a small possibility to step for the decoding trajectory, between the demodulator and the decoder characteristic, the only beneficial step is done in the legacy version of the waveform. Hence, the modified Gray mapping used by MIL-STD-118-110B SST is not a very beneficial, for the concept of BICM-ID.

4.2
SDR-Mode I


To increase the performance of the WFA, we introduce a minor change in both, transmitter and receiver. Changing the bit labels (mapping) of the signal constellation points (which is usually a change of a single line of software code in a WFA) from the modified Gray coding to Semi Set Partitioning (SSP) has an impact on the EXIT characteristic of the demodulator (see Figure 5). This modifies the demodulator EXIT-characteristic to a steeper slope compared to the characteristic of the Gray mapping [9]. The old and the new mapping of bits to signal states are given in Figure 6. 




[image: image29.emf][image: image30.emf]

Figure 6: Change of Mapping from Modified Gray to Semi Set Partitioning.

The simulation results for “SDR-Mode I” are given in Figure 7, where only the bit labelling was modified. 
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Figure 7: BER Performance of MIL-STD-188-110B SST (“SDR-Mode I”), 8-PSK, Long Interleaver.

In the initial iterations, the performance is quiet low if compared to the original modified Gray mapping schemes, but the EFF result is much lower than for the “EL-Mode”. However, after a certain number of iterations the BER curves labelled “SDR-Mode I” start to outperform the reference curves. For instance, for 10 iterations, the new mapping yields to a BER gain starting from SNR ≥ 5.6 dB. 


In the EXIT Chart analysis of this mode, given in Figure 8, the impact of the new bit labelling can be seen. The demodulator characteristic is a much steeper linear slope as compared to the modified gray labelling given in Figure 5. Since the convolutional code was not modified, the decoding EXIT-characteristic remains the same.
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Figure 8: EXIT-Chart for “SDR-Mopde I” for SNR = 7 dB  
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Figure 8: EXIT-Chart for “SDR-Mopde I” for SNR = 7 dB.

Thus, the decoding trajectory is now able to perform steps through the tunnel, between demodulator and decoder characteristic, for the iterations. Moreover, it can also be seen, that starting with the second step of the decoding trajectory does not reach the decoder characteristic, what would be desirable for even better BER performance. The reason for this result is the bad interleaver design, the independence of soft decoder and demodulator can not be guaranteed, for high number of iterations.


4.3
SDR-Mode II


In “SDR-Mode II” we introduce further changes in the transmitter and receiver. We modify the standard block interleaver [3] to a pseudo randomized interleaving scheme, in specific to a S-Random Interleaver, which will further increase the performance in the relevant BER regions, as illustrated in Figure 9. 
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Figure 9: BER Performance of MIL-STD-188-110B SST (“SDR-Mode II”), 8-PSK, Long Interleaver.TC "9 BER performance of MIL-STD-188-110B SST (SDR-Mode II), 8-PSK, short interleaver (2880bit)" \f f

The new interleaver can also be considered as a minor change, in terms of SDR, since it is realized through changes in a look-up table or the indexing computation in the software code

From [8] it is known, that random interleaver perform better than regular block interleavers in the area of lower BER, even though they are worst for higher BER. It is visible; that the results for 5 and 10 iterations are quite similar and 10 iterations don’t offer as many gains as compared to “SDR Mode I”. The EXIT Chart analysis of “SDR Mode II” is given in Figure 10. 
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Figure 10: EXIT-Chart for SDR-Mopde II for SNR = 7dB  
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Figure 10: EXIT-Chart for SDR-Mopde II for SNR = 7dB.

Both decoding trajectories are drawn into this EXIT-Chart, for the original interleaver (SDR-Mode I) and for the modified S-Random interleaver (SDR-Mode II). The S-Random interleaver performs longer steps than the original interleaver, especially for the second and third iteration (step). Also here, it can be observed, that even the S-Random interleaver does not reach the decoder characteristic for e.g. the third iteration. This is an issue of the interleaver length, it is commonly known from Turbo processes that they perform better for longer block lengths [8].


5.0
Conclusion


In this paper it was demonstrated, that applying novel signal processing algorithms to legacy waveforms allows increasing error robustness significantly. The computational complexity of these new algorithms is much higher than the straight forward implementation of the waveform, but today’s SDR-Platforms, with high processing capabilities, have to cope with new developed WNW, which also employ very demanding algorithms. 

Even by changing just the receiver architecture of a waveform, performance gains can be observed, while interoperability of the air interface is guaranteed. The gains in the “EL-Mode“ of MIL-STD-188-110B SST were rather small, compared to the further presented modes. 

Moreover, new SDR-Modes were presented; they contain changes not only in the receiver of a waveform, but also in the transmitter. When the transmitter is changed interoperability on the air interface can not be preserved. However, it was demonstrated, that these modes specially designed for SDR platforms, perform significantly better than legacy implementations, for negligible changes in the transmitter code of a waveform. In “SDR-Mode I” only the bit labelling of the signal constellation points was modified and with the BICM-ID receiver “SDR Mode I” outperforms the legacy implementation.

“SDR Mode II” introduces further changes to the waveform, additionally to the changes in “SDR Mode I”, the interleaver was modified, which is in terms of software also an insignificant change. It was demonstrated, that the performance further increased and the number of iterations could be reduced, since 5 iterations of “SDR-Mode II” outperform 10 iteration of “SDR Mode I” for SNR > 6.25 dB.


Form our perspective, before porting a legacy waveform onto a SDR, studies should be conducted, to identify the potential of increasing a waveform’s performance by applying advanced signal processing algorithms, to introduce EL-Modes and if communicating between SDRs, SDR-Modes can be used, which benefit even more from new algorithms.
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Proposed modification


 change mapping from Modified Gray-coding


 
to Semi-Set Partitioning


 neighboring signal constellation points are as dissimilar as possible 


 usually, only a single line of software code needs to be changed
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Conclusion





 
A waveforms error robustness can be increased significantly, 
if novel signal processing is applied



 


New SDR platforms are able to offer increased processing demands



 


Straight-forward implementation of BICM-ID offers only small gains



 


New SDR-Modes are not interoperable to the legacy WF 
on the air interface, but can perform significantly better


Yes, porting
 


the PHY-functionalities in a one-to-one 
manner is not always


 
appropriate, 


minor changes can reveal major performance gains!


Do recent advances in digital receiver design reveal benefits ? 
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Thanks for your Attention!


Questions or Comments?
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Abstract


The current US MIL-STD-188-110B [1] is being revised and will include an appendix defining a family of wideband HF data waveforms supporting bandwidths from 3 kHz to 24 kHz in increments of 3 kHz.  This family of waveforms, designed by engineers at Harris Corporation and Rockwell Collins, extends the high performance serial tone modem technology of the current MIL-STD-188-110B standard, which was designed primarily to operate in a 3 kHz sideband, to wider bandwidths and much higher data rates.  The waveforms can provide user bit rates up to 120,000 bps, and allow users the option of selecting the bandwidth and modulation to optimize modem performance based on the HF channel characteristics.  The NATO Beyond Line-Of-Sight Communications Ad Hoc Working Group (BLOS Comms AHWG) is currently monitoring this development and may include this wider-bandwidth capability in a future NATO STANAG.


This paper begins with a brief discussion of the HF data communications and networking requirements that led to a waveform design effort considering higher bandwidths. This is followed by a detailed discussion of the key design decision and tradeoffs involved in designing a family of waveforms for radio bandwidths of 3 to 24 kHz, where it is necessary to provide reliable communications connectivity under a wide range of expected channel impairments.  Next, the paper examines the system implications of these design decisions, considering how this new wideband capability can be best integrated and applied in a tactical military radio usage scenario, the implications of these wideband waveforms for Automated Link Establishment (ALE), and the potential applicability of cognitive radio techniques in areas such as intelligent selection of the communications bandwidth and other waveform parameters.  The paper concludes with a discussion of the results of preliminary on-air testing of the new waveforms.  Links tested include a relatively short east-west link in western New York State and a long north-south link between New York and Florida.


1.0
INTRODUCTION


The High Frequency (HF) band is used primarily for maritime, military and aeronautical systems and long distance AM broadcasting [2]. Military users are typically allocated channels with bandwidths of 3 kHz and occasionally of 1.24 kHz. Broadcast stations are typically allocated 12 kHz to allow for standard AM broadcasting. Over the last twenty years, several NATO standards [3]

 REF _Ref270951074 \r [4]

 REF _Ref270951075 \r [5]

 REF _Ref270951078 \r [6] and US military standards [1]

 REF _Ref270951095 \r [7] have been developed which provide very reliable communications over 3 kHz HF links. The highest data rate currently available in these standards with Forward Error Correction (FEC) and interleaving is 9600 bits per second (bps). 

In recent years, there has been a growing need from the user community for higher data rates and this has led to the revision of MIL-STD-188-110B (110B). The new appendix of the revised standard, MIL-STD-188-110C (110C) [8], defines a new family of wideband waveforms, which extends the high performance serial tone modem technology of the current MIL-STD-188-110B standard to wider bandwidths and much higher data rates.  The waveforms, designed by engineers at Harris Corporation and Rockwell Collins, can occupy bandwidths from 3 kHz up to 24 kHz in increments of 3 kHz, providing user bit rates up to 120,000 bps.  The various waveform designs included in the family allow users the option of selecting the bandwidth and modulation to optimize modem performance based on the HF channel characteristics.  The NATO Beyond Line-Of-Sight Communications Ad Hoc Working Group (BLOS Comms AHWG) is currently monitoring this development and may include this wider-bandwidth capability in a future NATO STANAG.


This paper begins with a brief discussion of the HF data communications and networking requirements that led to a waveform design effort considering higher bandwidths. 


This is followed by a detailed discussion of the design criteria and the tradeoffs involved in designing a family of waveforms for radio bandwidths of 3, 6, 9, 12, 15, 18, 21 and 24 kHz, where it is necessary to provide reliable communications connectivity under a wide range of expected channel impairments.  The details of waveform format, modulation, forward error correction coding, interleaving, and robust preamble design are all discussed. The achieved Bit Error Rate (BER) and Block Error Rate (BLER) performance of the designed waveforms is investigated via a calibrated HF channel simulation model, to better understand their performance in HF multipath fading environments.


Next, system implications are examined, with an emphasis on how to best integrate and use this new wideband capability in a tactical military radio usage scenario.  A discussion of the designed waveform’s parameters and how they may be optimally adjusted to improve throughput based on channel propagation, noise, and interference is provided.  Cognitive mechanisms that may be used to monitor channel conditions and to adapt the waveforms’ parameters accordingly are next discussed.  The role of Automatic Link Establishment (ALE) is addressed: existing ALE protocols – both 2G and 3G – are examined to determine how they may be enhanced to support the necessary cognitive capabilities required for reliable and efficient wideband HF data communications under real-world channel conditions.  This section concludes with an examination of the challenges of providing wideband HF capabilities in a flexible, usable form within the user interfaces of a tactical radio system. 


The paper concludes with a discussion of the results of preliminary on-air testing of the new waveforms.  Links tested include a relatively short east-west link in western New York state and a long north-south link between New York and Florida.


2.0
waveform DESIGN OBJECTIVES, design DECISIONS, AND PERFORMANCE IMPLICATIONS


2.1
Design Objectives


In order to establish the design goals of the new family of wideband waveforms, it is first necessary to understand the physical media in which they will be used (i.e. HF channel characteristics). The HF channel can be represented as a multi-path time-varying environment which produces both time and frequency spreads [9]. For mid-latitude HF circuits, the amount of multi-path (often called delay spread) can range up to 6 ms and the fade rate (often called Doppler spread) can be as high as 5 Hz. However, more typical values are 2 ms and 1 Hz, respectively, which are the basic parameters of the standardized CCIR Poor HF channel [10], or as it is now referred to in the latest ITU Recommendation [11], the Mid-Latitude Disturbed Channel condition. Besides the physical characteristics of HF, it is also important to understand the needs of the users and their applications. In recent years, HF systems have begun utilizing Automatic Repeat and Request (ARQ) protocols to provide error-free data delivery (i.e. STANAG 5066 [12] and the STANAG 4538 LDL and HDL protocols [13]). Thus, waveforms need to be designed to work well with these newer applications as well as the more traditional ones (such as broadcast and point-to-point message handling systems). 


In addition, one of the latest applications of HF has been to network together naval ships in close proximity to each other. This particular application is over surface wave links which present much more benign channel conditions and much higher signal-to-noise ratios (SNRs) than are commonly encountered on HF sky-wave links.


Based on all of the above, the following three sets of designs goals steered the design of the waveforms.


General Design Goals:


1) Bandwidths extending from 3 kHz up to 24 kHz, in increments of 3 kHz


2) As the data rate is decreased, the waveform becomes more robust


3) Variable length preamble (i.e. long for HF sky wave links, short for surface wave links)


4) Performance similar to that of the MIL-STD-188-110B 3 kHz waveforms


5) Broadcast capability without “autobaud” (i.e. receive modem must know all waveform parameters)


6) Tail-biting FEC codes (similar to 110B) to reduce coding overhead


7) “Nice” data rates


HF design goals:


1) Multipath tolerance of at least 6.45 msec


2) Long interleaver setting (approximately 7.68 seconds)


3) Doppler spread tolerance of at least 8.333 Hz (for the lowest data rate waveforms)


4) Robust low rate modulation format similar to that of STANAG 4415 [4]

Surface Wave design goals (i.e. highest data rate waveforms):


1) Multipath tolerance of at least 3.33 msec


2) Ultra Short interleaver setting (approximately 120 msec)


3) End of Transmission (EOT) marker


4) High FEC code rates (i.e. rate 8/9, 9/10) to achieve the highest possible data rates


2.2
Modulation Characteristics


The design of the new wideband HF waveforms is very similar to that of the 110B Appendix C waveforms [1]. A few modifications have been made to allow for greater flexibility. As in 110B, each transmission begins with a block referred to as the “transmit level control” (TLC) block. The TLC length can be tailored to match the radio characteristics. No information is carried by the TLC, and it is intended solely for the purpose of radio TGC (transmit gain control), ALC (automatic level control) and AGC (automatic gain control) settling before the actual preamble is sent/received. Following this, a variable length preamble (110B Appendix C has a fixed length) is transmitted which is used for reliable synchronization and “autobauding” at the start of a transmission. The variable length aspect of the preamble allows a user to select the preamble length based on expected channel conditions. For example, a maritime surface wave application may benefit from a very short preamble while a very challenging multipath fading channel may require a very long preamble. This variable length preamble is then followed by alternating blocks of known and unknown symbols. The known symbols are used to track the time-varying multipath channel and the unknown symbols carry the user data (after encoding and interleaving).


Eight bandwidths are available starting at 3 kHz and extending up to 24 kHz in increments of 3 kHz. Each bandwidth offers up to 13 different data rates. Modulations ranging from 2-ary phase shift keying (2-PSK) up to 256-ary quadrature amplitude modulation (256-QAM) are used. The lowest data rate in each bandwidth (i.e. waveform ID (WID) 0) is based on the very robust STANAG 4415 Walsh modulation format [4].  A brief summary of the data rates (in bits per second) is presented in Table 1. The entries with a “-” are not used. The green colored data rates are those of the surface wave waveforms.


Table 1: Modulation, Bandwidth and Data Rate.

		WID

		3 kHz

		6 kHz

		9 kHz

		12 kHz

		15 kHz

		18 kHz

		21 kHz

		24 kHz



		0 - Walsh

		75

		150

		225

		300

		375

		450

		525

		600



		1 – 2-PSK

		150

		300

		600

		600

		600

		1200

		600

		1200



		2 - 2-PSK

		300

		600

		1200

		1200

		1200

		2400

		1200

		2400



		3 - 2-PSK

		600

		1200

		2400

		2400

		2400

		4800

		2400

		4800



		4 – 2-PSK

		1200

		2400

		-

		4800

		4800

		-

		4800

		9600



		5 – 2-PSK

		1600

		3200

		4800

		6400

		8000

		9600

		9600

		12800



		6 - 4-PSK

		3200

		6400

		9600

		12800

		16000

		19200

		19200

		25600



		7 - 8-PSK

		4800

		9600

		14400

		19200

		24000

		28800

		28800

		38400



		8 - 16-QAM

		6400

		12800

		19200

		25600

		32000

		38400

		38400

		51200



		9 - 32-QAM

		8000

		16000

		24000

		32000

		40000

		48000

		48000

		64000



		10 - 64-QAM

		9600

		19200

		28800

		38400

		48000

		57600

		57600

		76800



		11 - 64-QAM

		12000

		24000

		36000

		48000

		57600

		72000

		76800

		96000



		12 - 256-QAM

		16000

		32000

		45000

		64000

		76800

		90000

		115200

		120000





2.3
Interleaving Options

Four interleaver sizes are available for all the waveforms in Table 1. The smallest interleaver size spans approximately 120 milliseconds and each larger interleaver is four times the length of the preceding interleaver.  Table 2 summarizes the four interleaver options.

Table 2: Interleaver Options.

		Interleaver

		length, secs



		UltraShort (US)

		~ 0.12



		Short (S)

		~ 0.48



		Medium (M)

		~ 1.92



		Long (L)

		~ 7.68





The block interleaver consists of a single dimension array starting at index 0 up to index N-1 (where N is the interleaver size in bits). Bit n is loaded into the interleaver by using the following equation


Load Location = (n * Interleaver_Increment_Value) Modulo (N)                     (1)


The “Interleaver_Increment_Value” in equation (1) is selected such that bit soft decisions at the input to the FEC decoder are fairly balanced (i.e. adjacent bits after deinterleaving are not the same bit location in M-PSK or M-QAM constellations). An additional constraint on the “Interleaver_Increment_Value” is that adjacent bits after deinterleaving must be separated by several alternating blocks of known/unknown frames over the air. The larger the interleaver size, the larger this separation can be made. This constraint helps improve performance on slow fading channels. 

2.4
Coding Options


Iterative codes were not considered for the new wideband HF waveforms due to the requirement that the standard be free of any ‘Intellectual Property’ (i.e., turbo codes are patented technology). Thus, the coding choice for the new wideband waveforms was to use the standard rate 1/2 constraint length 7 convolutional code that has been used for over two decades in 110A. In addition, repetition coding and puncturing was used to create a wide range of coding options which help the waveforms to achieve all of the ‘nice’ data rates shown in Table 1.


Recall from section 2.1 that very high code rates (i.e. 8/9, 9/10) will be used to attain the highest data rates for surface wave links. Very high puncturing of convolutional codes can result in very weak codes. Thus, an optional constraint length 9 code was added since it will be a much stronger code when highly punctured. So a user now has the option of selecting a k=7 or a k=9 code. A k=9 constraint length code is 4 times the computational complexity of the k=7 code, so care must be taken when selecting this option. A battery powered tactical radio may wish to conserve power by selecting the k=7 code while a strategic platform may benefit from the added performance of the k=9 code with only a small effect on its power budget. 


Table 3 provides the code rates that will be used for each modulation and bandwidth. Table 4 provides the puncturing and repetition patterns. Note that the puncturing patterns can be also found in [14]. The entries with a “-“ are once again not used.

Table 3: Modulation, Bandwidth and Code Rate.

		WID

		3 kHz

		6 kHz

		9 kHz

		12 kHz

		15 kHz

		18 kHz

		21 kHz

		24 kHz



		0 - Walsh

		1/2

		1/2

		1/2

		1/2

		1/2

		1/2

		1/2

		1/2



		1 - 2-PSK

		1/8

		1/8

		1/8

		1/8

		1/12

		1/8

		1/16

		1/8



		2 - 2-PSK

		1/4

		1/4

		1/4

		1/4

		1/6

		1/4

		1/8

		1/4



		3 - 2-PSK

		1/3

		1/3

		1/2

		1/3

		1/3

		1/2

		1/4

		1/3



		4 - 2-PSK

		2/3

		2/3

		-

		2/3

		2/3

		-

		1/2

		2/3



		5 - 2-PSK

		3/4

		3/4

		3/4

		3/4

		3/4

		3/4

		2/3

		3/4



		6 - 4-PSK

		3/4

		3/4

		3/4

		3/4

		3/4

		3/4

		2/3

		3/4



		7 - 8-PSK

		3/4

		3/4

		3/4

		3/4

		3/4

		3/4

		2/3

		3/4



		8 - 16-QAM

		3/4

		3/4

		3/4

		3/4

		3/4

		3/4

		2/3

		3/4



		9 - 32-QAM

		3/4

		3/4

		3/4

		3/4

		3/4

		3/4

		2/3

		3/4



		10 - 64-QAM

		3/4

		3/4

		3/4

		3/4

		3/4

		3/4

		2/3

		3/4



		11 - 64-QAM

		8/9

		8/9

		8/9

		8/9

		8/9

		8/9

		4/5

		8/9



		12 - 256-QAM

		8/9

		8/9

		5/6

		8/9

		8/9

		5/6

		9/10

		5/6





Table 4: Puncture and Repetition Patterns.

		Code Rate




		K=7 


Puncture Pattern

		K=9 


Puncture Pattern

		Number of Repeats






		9 / 10

		111101110


100010001

		111000101


100111010

		n/a



		8 / 9

		11110100


10001011

		11100000


10011111

		n/a



		5 / 6

		11010


10101

		10110


11001

		n/a



		4 / 5

		1111


1000

		1101


1010

		n/a



		3 / 4

		110


101

		111


100

		n/a



		2 / 3

		11


10

		11


10

		n/a



		1 / 2

		n/a

		n/a

		n/a



		1 / 3

		n/a

		n/a

		2/3 Repeated 2x



		1 / 4

		n/a

		n/a

		1/2 repeated 2x



		1 / 6

		n/a

		n/a

		1/2 repeated 3x



		1 / 8

		n/a

		n/a

		1/2 repeated 4x



		1 / 12

		n/a

		n/a

		1/2 repeated 6x



		1 / 16

		n/a

		n/a

		1/2 repeated 8x





2.5
Performance Under Simulated Channel Conditions


The new family of wideband waveforms presents quite a challenge for performance testing since there are almost 832 possible test choices. For this paper, only waveform IDs 5 through 10 using the Long interleaver setting will be evaluated for bandwidths of 3, 6, 12, and 24 kHz. Packet error rate (PER) for a 1000 bit packet will be the measure of performance. 


2.5.1
Additive White Gaussian Noise (AWGN) Channel


Figure 1 shows the performance of the 12 kHz waveforms on the AWGN channel [15].  Note that the performance of the 12 kHz waveforms with the k=7 code is very similar to the performance of the 110B Appendix C waveforms, if the SNR value used is in their respective bandwidth (i.e. SNR in 3 kHz bandwidth for 110B and in 12 kHz for Figure 1). In fact, all 4 bandwidths were tested and performance was within 0.5 dB when the same WID is compared. Also, the k=9 code provided up to 1 dB additional gain in performance. Note that although the absolute SNR is not provided, it should be very close to already published data [1]

 REF _Ref270951078 \r [6]. 
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Figure 1: AWGN Performance for 12 kHz Waveforms (k=7 and k=9).


2.5.2
Mid-Latitude Disturbed Channel (MLDC)


Figure 2 shows the performance of the 12 kHz waveforms on the MLDC [11].  Similar to 2.5.1, the performance of the 12 kHz waveforms with k=7 was very similar to the performance of the 110B Appendix C waveforms for the CCIR Poor channel [1]

 REF _Ref270951078 \r [6]. For the 4 bandwidths tested, performance was within 1 dB when same WID is compared. Similar to the AWGN channel, the k=9 code provided up to 1 dB additional gain in performance. For reference purposes, Figures 1 and 2 have the same starting and ending SNR value. 
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Figure 2: Mid-Latitude Disturbed Channel for 12 kHz Waveforms (k=7 and k=9).

2.5.3
Decoder-Aided Equalization and Decoding (DAED)


Decoder-aided equalization and decoding (DAED) has been shown to produce some significant performance gains on HF multipath fading channels [16]. Figure 3 provides the performance of the 12 kHz waveform for WID 10 on the Mid-Latitude Disturbed Channel for the standard demodulation and after one iteration of the DAED. Applying DAED to the k=7 code provided almost 2.5 dB improvement in performance while the k=9 code had less than 2 dB of improvement (for a PER of 10-3). The same experiment was performed on WID 8 and the gain of DAED after one iteration was roughly 1.5 dB for both the k=7 and k=9 codes. For WID 6, about 1 dB of improvement was measured for both constraint length codes after one iteration.
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Figure 3: DAED Performance for Mid-Latitude Disturbed Channel (WID=10, k=7 and k=9).


Figure 4 provides the performance on a channel with two equal power paths where the first path is not fading and the second path has a 2 Hz fade rate. This channel will be given the name “Rician” channel [6]. As can be seen, over 3 dB improvement in performance is gained after one iteration of the DAED for the k=7 code and a little over 2 dB for the k=9 code. For WID 8, the gain for both codes was about 1.7 dB. For WID 6, the gain of both codes was roughly 1 dB.
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Figure 4: DAED Performance for Rician Channel (WID=10, k=7 and k=9).

Supposing that a radio platform only had enough computational horsepower to demodulate the waveforms with DAED using a k=7 code or no DAED but with a k=9 code, it is clear from Figures 3 and 4 that DAED would be the better choice. In fact, for all multipath fading channels simulated to date, DAED with k=7 code provides better performance than no DAED with k=9 code. 


2.5.4
Spatial Diversity


A very powerful technique that can significantly improve performance on multipath fading channels is spatial diversity. Three important assumptions are typically made when simulating spatial diversity:  independent fading observed for each diversity path, independent noise for each diversity path and same channel conditions for each diversity path (i.e. same SNR, fading conditions). 


Figure 5 shows the performance of applying 2nd order spatial diversity to WID 10, long interleaver for 3, 6, 12, and 24 kHz bandwidths on a Mid-Latitude Disturbed channel. The solid lines are the performance with no diversity and the dotted lines are the performance with diversity. The x-axis is labelled “SNR in WBW” which means SNR in the waveform bandwidth. As can be seen, the benefits of spatial diversity are quite significant as over 6 dB improvement in performance is observed for all the bandwidths. This figure also confirms that the SNR performance for the same WID for different bandwidths will be close to the same, as long as the SNR is in the waveform’s respective bandwidth. Additional interleaver sizes were tested and even larger diversity gains were measured for the shorter interleavers.
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Figure 5: Spatial Diversity Results of WID 10 L for 3, 6, 12, and 24 kHz.

The main drawback of spatial diversity is that a second antenna and radio (at receive site) are required, in addition to a modem capable of combining the two receive paths. Furthermore, in order to obtain these large diversity gains, the three assumptions mentioned at the start of section must be true and only on-air testing can verify how valid these assumptions really are. Note that the spacing between the two receive antennas will be a key factor in meeting the previously mentioned assumptions. 


3.0
cognitive wideband ale concepts


The design of the wideband HF waveform family gives rise to some significant challenges in their use.  The possibilities to select from a variety of bandwidths, modulation formats, code rates, interleaver depths, and even code constraint lengths makes the application of some form of intelligence necessary in order to achieve the best possible communications performance (and quality of service) under variable HF channel conditions.  The advent of cognitive radio has given rise to new concepts and techniques applicable to these challenges [20]; this section of the paper explores the applicability of these techniques to Automatic Link Establishment and waveform parameter selection in systems employing the new wideband HF waveforms. 

3.1
Waveform Parameter Adaptation


One key requisite for effective use of the wideband HF waveforms will be selection of the waveform parameters offering the best possible quality of service under the prevailing channel conditions.  Since HF channel conditions vary over time, often unpredicatably, it is necessary that this selection be done adaptively, based on the best available estimates of channel conditions and an understanding of how these channel conditions affect the usability and performance of the various waveforms in the family.  This section considers the impact of channel conditions on waveform performance, and how a system can select waveform parameters so as to adaptively optimize performance. 

3.1.1
HF Channel Characteristics


The sky-wave HF channel is time and frequency dispersive, in addition to containing noise from natural and man-made sources.  Channel behaviour varies over time, making repeatable performance measurements difficult or impossible to obtain. For this reason, the Watterson Model [17] of HF sky-wave channel behaviour has been developed and used in characterizing HF system performance for some years [11]. This model consists of a complex tap delay line with variable complex signal gains that have Rayleigh distributed amplitudes and are low pass filtered to a Gaussian spectrum.  The fundamental parameters of the HF channel that dominate waveform performance are the Multi-path Spread (MS), Doppler Spread (DS) and Signal to Noise Ratio (SNR). The channel model represents these as elements of a channel profile consisting of the relative signal gains and delays of each multi-path component; the Doppler spread or fading bandwidth of each path component; and the overall average signal to noise ratio. The tap delay line of the Watterson model is the mechanism that implements and defines the multi-path power profile and the amount of Doppler spread occurring on each path. Calibrated Gaussian noise is added to the output of this tap delay line to establish a desired SNR.  Finally, a number of interferers may be implemented and added to the signal. The Watterson model was originally developed and validated for channels of approximately 10 kHz bandwidth or less.  The validity of this model at 24 kHz still needs to be evaluated.

3.1.2
Waveform Parameters and their Impact on Performance


The proposed suite of wideband HF modem waveforms described in section 2 of this paper have been designed to provide excellent performance over HF sky-wave channels as well as unprecedented very high data rate capabilities over benign surface-wave links.  The waveforms have been designed to increase in robustness, relative to SNR, multi-path spread and Doppler spread as the waveform selection is lowered from ID 12 to 0.  Table 5 identifies the waveform parameters that are user selectable and the impact of their selection on modem performance. 

Table 5: User Selectable Wideband HF Waveform Parameters.

		Waveform Parameter

		Comment



		Preamble Duration

		The low bit rate modulated preamble has a variable length (1-18 frames) as well as a variable number of repetitions as supported by an embedded count.  As the duration of the preamble is increased, its robustness to SNR, MS and DS increases.



		Waveform ID

		The lowest complexity modulation used, Walsh Orthogonal modulation, is extremely robust to SNR, MS, and DS.  As the modulation varies along the continuum from PSK-QPSK-8PSK-16QAM-32QAM-64QAM-256QAM, the robustness of the waveform to SNR, MS and DS diminishes. 



		Convolutional Code Constraint Length

		The proposed standard provides the option of a k=7 convolutional code or a more robust k=9 convolutional code, with the idea that systems will choose one constraint length or the other depending on radio platform computational capacities. The k=9 code provides somewhat better error correction performance at the price of significantly higher computational complexity.  Irrespective of which constraint length is selected, code rates as low as 1/16 and as high as 9/10 can be used, as determined by the combination of bandwidth and waveform ID. In general, the lower the code rate, the more robust the waveform performance will be relative to SNR, MS and DS.



		Interleaver Depth

		The interleaver is used to spread contiguous bursts of errors that occur on the channel over a larger period of time. The FEC of MIL-STD-188-110C performs better in correcting uniformly-distributed (non-bursty) errors; interleaving serves to make the error distribution more nearly uniform over time. As the duration of the interleaver in seconds is increased, longer fade durations can be accommodated at the cost of increased latency of the data transfer.





3.1.3
Waveform Characterization


One of the goals of an effective cognitive wideband ALE system would be to select values for the waveform parameters described above, adaptively, based on the observed or inferred characteristics of the available channels.  One input needed for this selection process is a full characterization of the performance of each of the possible combinations of transmission format and bandwidth, specifying the level of performance each format and bandwidth is predicted to achieve under the current estimated channel conditions.  An adaptive waveform selection algorithm would use this characterization to select the format and bandwidth providing the best trade-off of quality of service (data rate, bit or frame error rate, latency, overall reliability) vs. resource (channel) utilization. 


As was mentioned above, the three primary characteristics of an HF link responsible for determining waveform performance are the multi-path profile, the fading characteristics of each path, and the overall SNR.  The ITU-R F.1487 [11]  recommends one method of characterizing waveform performance.


Figure 6 displays an HF modem performance surface which was obtained by measurement.  The measurement assumes a two path Watterson channel model, varies the amount of delay between the paths MP and the Doppler Spread DS, and measures the SNR required to achieve a specified bit Error Rate (BER) or Packet Error Rate.  Ideally it would be preferable to collect these data for all combinations of the 13 transmission formats (Waveform IDs), eight possible bandwidths, four possible interleaver lengths, and the two possible constraint lengths: 832 combinations in all.  
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Figure 6: Example Performance Surface for a 300 bps 8-PSK Serial Tone Modem [4].

The time required to obtain the full suite of performance measurements for every one of these combinations may appear prohibitive.  In reality, SNR variation across the bandwidths should be less than a dB or so and therefore it may be possible to test at a single bandwidth, perhaps 12 kHz, and extrapolate.  Additionally, it may be possible to assume a fixed gain of one dB for the difference between constraint lengths, further reducing the size of the waveform characterization database and the time required to populate it. 


3.1.4
Waveform Optimization


Waveform optimization for HF radio systems has always been a multidimensional problem. The variation of propagation, dependent on time of day, month and year, interference, and system components such as antenna systems and transmit power all impact the ability to communicate at a given time over a given HF link. 


Today’s adaptive HF radio systems successfully address most of these issues through the use of propagation prediction, Automatic Link Establishment, and data link protocols.  The definition of a multi bandwidth HF data modem standard adds another dimension to the solution of how to best utilize HF frequency resources. The added dimensionality of bandwidth provides several different methods of optimizing the HF link.


In an HF radio system with fixed average and peak transmit power there is an immediate 3dB penalty each time the bandwidth is doubled. This arises because the transmit power has stayed the same but the increased bandwidth presents double the noise power resulting in an SNR in the new bandwidth that has decreased by 3 dB.  Optimization of wideband HF data modem parameters involve balancing this 3 dB penalty associated with doubling the bandwidth of the waveform with gains achieved by selecting different modulation schemes which may in fact require less SNR and provide acceptable throughput.


A first method of optimization can be achieved by increasing the waveform bandwidth. If this is done and the modulation and coding scheme is kept constant, the data modem will be able to convey user data at higher rates providing the user with increased throughput and shorter transmission times. These higher data rates come at the cost of a higher required SNR or transmit power. On HF data links that have some amount of SNR headroom this method provides a mechanism to increase throughput.


A second method of optimization, given a requirement of a fixed data rate, is to examine the waveform options at all available bandwidths and utilize the option which provides the required throughput at the minimum cost of received SNR or transmit power.  In this case the transmit power may be decreased to conserve battery power or alternatively a more robust data transfer will be achieved.


Both of these optimization approaches can be best illustrated by examining the following tables. Table 6 highlights the user bit rates available at bandwidths of 3, 6, 12, and 24 kHz. 


Table 6: User Bit Rates 3, 6, 12, 24 kHz.

		WID

		3 kHz

		6 kHz

		12 kHz

		24 kHz



		1 – 2-PSK

		150

		300

		600

		1200



		2 - 2-PSK

		300

		600

		1200

		2400



		3 - 2-PSK

		600

		1200

		2400

		4800



		4 – 2-PSK

		1200

		2400

		4800

		9600



		5 – 2-PSK

		1600

		3200

		6400

		12800



		6 - 4-PSK

		3200

		6400

		12800

		25600



		7 - 8-PSK

		4800

		9600

		19200

		38400



		8 - 16-QAM

		6400

		12800

		25600

		51200



		9 - 32-QAM

		8000

		16000

		32000

		64000



		10 - 64-QAM

		9600

		19200

		38400

		76800





Table 7 highlights the required Signal to Noise Density Ratio (SNDR) in order to achieve a bit error rate of 10-4 for each waveform in an ITU-R mid-latitude disturbed channel [11].  In general the expectation is that the required SNR would be the same for each bandwidth within each column assuming that the SNR was specified in the signal bandwidth. In actuality the SNR values are fairly close with minor variation introduced by different FEC code rates and waveform mini-probe overhead.  The data however is presented in terms of SNDR where the required SNDR would be expected to increase by 3dB with each doubling of bandwidth. The values in Table 7 are relative to the SNDR required by WID 1 in 3 kHz so that performance can easily be compared between waveform options at different bandwidths.


Table 7: Relative SNDR for 10-4 BER.

		WID

		3 kHz

		6 kHz

		12 kHz

		24 kHz



		1 – 2-PSK

		0

		3

		6

		9



		2 - 2-PSK

		2.5

		4.8

		7.5

		10.5



		3 - 2-PSK

		5.2

		8

		10.5

		13.5



		4 – 2-PSK

		8.2

		10.2

		13.2

		16.2



		5 – 2-PSK

		12

		14.5

		17.5

		20.5



		6 - 4-PSK

		16

		18

		21

		24



		7 - 8-PSK

		20

		22

		25.2

		28.2



		8 - 16-QAM

		23.2

		25.2

		28.5

		31.5



		9 - 32-QAM

		26.5

		28.5

		31.5

		34.5



		10 - 64-QAM

		30

		32

		35

		38





An example of the first optimization can be seen by examining Tables 6 and 7. If the data modem were performing well at 9600 bps in 3 kHz bandwidth, the bandwidth could be increased from 3 kHz to 24 kHz and an on-air bit rate of 38400 bps could be achieved.  If the relative SNDR were 38 dB, an on-air bit rate of 76800 bps could be achieved. In this example it is achievable because of excess SNDR. If this was not the case the higher bit rate would be achievable by increasing the transmit power by the required amount. An example of the second optimization can also be seen by examining Tables 6 and 7. If the data modem is performing marginally at 9600 bps in 3 kHz bandwidth with a relative SNDR of just under the required 30 dB, we have several options for improved performance at 9600 bps.   By adjusting the bandwidth to 6 kHz we can achieve 9600 bps by utilizing WID 7, which would only require a SNDR of 22 dB, providing an 8 dB advantage. The bandwidth could also be adjusted to 24 kHz, where the SNDR required would only be 16.2 dB, giving us an advantage of 13.8 dB.  This 13.8 dB advantage could be used to decrease the transmit power while maintaining better data performance.


In summary, two different methods for optimizing HF data link performance are now available due to the multi-bandwidth data modem that has been presented.  First, in the case of excess SNDR, the bandwidth can be increased to provide a higher user data throughput with correspondingly shorter on-air transmission times. Second, in the case of a fixed throughput requirement, the bandwidth can be increased in order to gain additional signal transmit power reserve. This reserve can be reduced through lower transmit power and corresponding longer battery life, utilized to increase the robustness of the data transfer, or a combination of both.


3.2 The Role of a Cognitive Wideband ALE System


3.2.1 Background


Furman and Koski [18] provide an overview of ALE and discuss areas for consideration in the fielding of a next generation ALE system. All ALE systems must perform four basic tasks: frequency management, channel selection, link establishment, and link maintenance. Frequency management includes establishing the number of stations to be deployed, their call signs or addresses, and the assignment of frequencies to channels and channels to channel groups. Inherent in this planning is the topology of the deployed network, defining which stations can communicate with which. This planning is generally supported by a separate computer system running a software application such as the Harris RF-6550H™ Radio Programming Application.  Once an ALE system is deployed and a link setup is requested, the next common step is channel selection. In this step, the calling station attempts to select a channel likely to be optimal or at least suitable for communications with the destination station.  Most ALE implementations keep some form of internal scoring of observed channel quality for each channel/destination pair for use in channel selection.  (Many also provide a way to call on a specified channel, independent of any score or quality metric.)  Once a channel has been selected, the link establishment process can begin with a linking attempt on the selected channel; however, linking attempts on other channels may also be necessary if the selected channel is found not to be suitable due to path degradation or channel occupancy not reflected in its channel score.  Once a link has been established and is being used for communications, link maintenance techniques can be employed to re-assess the quality of the link and, if the quality of the current channel has degraded relative to that of other channels, drop the current link and re-link on a higher-quality channel.  Wideband channel allocations have an impact on each of these functions.

3.2.1.1 Frequency Management


Bandwidth is now an additional parameter that must be factored into the frequency management process.  In the general case, the use of wider-bandwidth channels makes it possible to field a network of HF stations whose frequency allocation contains channels of  different bandwidths. The bandwidth of each channel needs to be considered when assigning channel resources to networks and links. For example, it may make more sense to assign wideband channels to the most heavily loaded links, such as backbone or upper-echelon links in a hierarchical network.  Alternatively, it may be desirable to use a wideband channel for links requiring more robust data transfer at a required bit rate.  In these cases, use of a wider-bandwidth channel allows the modulation complexity to be decreased for a given data rate, giving an overall SNR advantage to the wider-bandwidth solution and thereby providing more robust data delivery. The bandwidth modulation and bit rate tradeoffs of wideband HF systems are discussed more thoroughly in Furman, Nieto [19].  


A further level of complexity arises when the potential scarcity of frequency resources is considered.  It may be necessary to carefully analyze whether the assignment of a wider bandwidth to a particular link is desirable when the communications capacity of the entire network is considered, or whether it may be preferable to divide the wider bandwidth into narrower (e.g., 3 kHz) channels in order to increase channel availability. 


3.2.1.2 Channel Selection


Bandwidth must now also be factored into channel selection.  It may be desirable to select a wider-bandwidth channel for a link, but the channel must be propagating and also relatively free from friendly or hostile interference.  If interference is present on some significant portion of the band, it may still be desirable to link on the channel, but in such a way as to use the interference-free portion of the channel for subsequent communications.  In this approach, the channel selection process must, in addition to recommending a bit rate and modulation, also recommend the bandwidth and an offset from carrier frequency to fully define the channel to be used.


The fundamental task of channel selection is to select a propagating channel that provides some specified level or quality of service.  A secondary task of channel selection might be to provide a recommendation as to what waveform (modulation type, code rate, etc.) can be supported on the selected channel.  Usually, both of these tasks are accomplished by transmitting some sort of probe or link quality assessment waveform that supports the measurement of received signal characteristics such as SNR, multi-path and Doppler spread, and interference profile. These measurements may be made in real time, based on averaged observations and processing of signals received over some time interval, or a combination of both. 


3.2.1.3 Link Establishment


The link establishment handshake may be similar to that employed by either 2G or 3G ALE systems, but now must also convey the recommended bandwidth and offset of the selected best channel.  A good question is: in a wideband HF system, which bandwidth should be used for the link establishment signalling? 


3.2.1.4 Link Maintenance


Link maintenance involves the selection of new channel parameters, possibly some or all of frequency, waveform modulation, and bandwidth. This may be initiated from either side of the link as conditions degrade, or may be automatically scheduled to occur after a specified time period of channel use.

3.2.2
Cognitive ALE


Koski and Furman [20] have previously addressed the application of cognitive radio concepts to HF communications functions including ALE.  In one viewpoint, HF ALE has always been a cognitive radio function in that, by its nature, it is dealing with a highly variable propagation and interference environment and must learn which frequencies are propagating, share this information among nodes, and establish communication with other radio systems.  However, there is some controversy over whether this suffices to make ALE a cognitive capability or a merely adaptive capability. 


The SDR Forum is currently working on definitions of what constitutes a cognitive radio.  Their current definition is: “An approach to wireless engineering wherein the radio, radio network, or wireless system is endowed with the capacities to: (1) acquire, classify, and organize information (aware), (2) retain information (aware), (3) apply logic and analysis to information (reason), and (4) make and implement choices (agency) about operational aspects of the radio, network, or wireless system in a manner consistent with a purposeful goal  (intelligent)”[21].  By these criteria, ALE appears to be a bona fide cognitive capability.  However, this paper will follow [20] in not attempting to defend a position on this question. 


Currently deployed ALE systems must: (1) probe and measure channel characteristics, classifying channels as propagating, interfered, usable or unusable, (2) store channel quality information for each combination of channel and destination radio system, (3) decide which channels provide the most effective use of the available frequency resources, and (4) relay this information and co-ordinate the formation of useful links.  A wideband HF ALE system must perform all of these functions with the additional dimensions of allocated bandwidth, usable bandwidth, and usable bandwidth offset.  


3.3 Wideband ALE Approaches


3.3.1 Requirements


Summarizing Section 3.2, the requirements of a cognitive wideband ALE system are:


· Handle a set of HF channels that may be of different bandwidths, from 3 to 24 kHz referenced from a sideband carrier


· Determine which of these HF channels is propagating and the available bandwidth of each channel.  Note the available bandwidth may be less than the allocated bandwidth due to propagation and interference.


· Establish the desired link and prepare for data transfer.


· Provide a link maintenance function to update and reorganize the HF link as needed.


3.3.2 Suggested Approaches


3.3.2.1 Frequency Management


Maslin [22] defines frequency management as the process of selecting the best frequency according to the prevailing conditions.  Successful frequency management depends upon the ability to predict, measure and react to a range of parameters that characterize both the propagation path and noise.  Frequency management systems are primarily responsible for the pre deployment planning of an HF radio system or network.  In order to fully optimize wideband HF channels the following concepts should be considered:


· Channels should be managed with attributes of bandwidth and capacity


· Links should be managed with a capacity attribute that could be used to assign wider bandwidth channels where they can be best utilized


· Additionally, links requiring robust delivery of data under predicted difficult channel conditions may choose wider bandwidth channels to achieve a specified delivery rate utilizing a lower order / more robust modulation scheme. 


3.3.2.2 Channel Selection


Different ALE systems employ different methods of gathering measurements in order to perform channel selection.  Most systems include some form of propagation prediction (usually as part of the frequency assignment phase), passive reception of link establishment signalling, and some form of channel probing and scoring, generically referred to as Link Quality Analysis (LQA). 


Several different approaches could be considered for channel selection probe signalling. The selection of a single approach is complicated by the desire to be able to select a portion of an allocated wideband channel for use based on noise or interference. 


Approach 1: Probe bandwidth matched to allocated channel.  In this approach, the probe waveform is matched in bandwidth to the allocated bandwidth of each channel.  This provides a mechanism of detecting propagation and estimating the channel characteristics of SNR, multi-path and Doppler spread, and interference level.  This approach is not recommended because of its inability to easily partition and then select the largest contiguous subset of usable bandwidth from the channel under evaluation.


Approach 2: 3 kHz segmented probe.  In this approach the probe waveform is implemented in 3 kHz segments of the allocated channel. In a serial approach the waveform is transmitted sequentially on each 3 kHz segment of the allocated bandwidth in each channel. This method measures the channel characteristics of each 3 kHz segment and then uses that information to select the best channel as well as the best contiguous subset of usable bandwidth on that channel. The major disadvantage of this approach is the time required to probe each 3 kHz segment sequentially. An alternative to this approach is to utilize a transmit waveform containing 3 kHz waveform segments transmitted simultaneously, one for each 3 kHz portion of the band, and processed individually at the receiver.  This approach will limit the time required to probe the bandwidth but will suffer from a peak power limitation requiring the average transmitted power to be reduced by a factor greater than simple bandwidth expansion. These approaches are not recommended.


Approach 3: 3 kHz centred probe with LBT capability.  This approach assumes that under sky-wave propagation conditions, the channel characteristics will be similar enough across the entire specified channel bandwidth so that a single 3 kHz probe waveform in the centre of the bandwidth can be used to measure the channel propagation characteristics.  The notable exception to this will be during propagation transitions when the measured channel straddles the propagation boundary.  This centred waveform approach is coupled with a suite of Listen Before Transmit techniques that passively monitor the entire allocated channel during scanning or dwelling periods and estimate an interference profile. This approach can be further enhanced by not limiting the probe to the centre of the allocated bandwidth, but instead moving the probe alignment with each successive probe transmission so as to better sample the allocated bandwidth. This approach is recommended as a suitable approach for incorporating wideband ALE capabilities into an existing ALE standard.

3.3.2.3 Link Establishment


As was mentioned in section 3.2, the link establishment process must convey the selected channel, the selected bandwidth, and the offset of the selected bandwidth relative to the center of the allocated channel.  The called station does not know the selected bandwidth and offset and therefore a common bandwidth and offset should be used in link establishment signalling. Additionally, since robust delivery of this relatively small amount of data is desired, it is recommended that link establishment signalling be performed in the nominal 3 kHz bandwidth of each assigned channel, either centred or shifted based on TOD to allow passive receiver systems to sample more of the allocated bandwidth.  A similar approach can be used for the link maintenance signalling. 


3.3.3 Integration with Existing ALE Systems


There are several advantages to basing the design of a wideband ALE system on an existing 3 kHz bandwidth system.  This provides a ready framework, lower development cost and easy backward compatibility with existing 3 kHz systems.  A common approach for both 2G and 3G based systems would be to open up the receive bandwidth to the maximum of 24 kHz while maintaining the standard 3 kHz ALE signal detection and simultaneously processing the maximum bandwidth with various Listen Before Transmit (LBT) and interference detection techniques. 


3.3.3.1 A Second Generation ALE Based Approach


US MIL-STD-188-141B defines the second-generation or 2G ALE system. A 2G ALE system is fundamentally an asynchronous system in which each station, while not actively participating in communication, is scanning through a set of frequencies or channels at a rate of 2, 5 or 10 channels per second.  The standard allows for each station to have multiple call signs or addresses and to simultaneously scan multiple channel groups (sets of channels) associated with the station’s potentially multiple call signs or “self addresses”. A scanning station scans through the concatenated list of all channels associated with its multiple self addresses.  A 2G connection or link setup process consists of a three-way handshake executed on a single channel.  The channel is selected by the originating station which transmits the call.  This call is of sufficient duration to guarantee that the called station’s scanning receiver can detect the call, stop scanning, and dwell continuously on the channel on which it was received.  The called station replies with a response to signify that it correctly received and can accept the call addressed to it. The calling station completes the handshake by transmitting an acknowledge signal. 


In a simple implementation, the signal detection would still be performed by processing the assigned 3 kHz sub-section, but the entire observed bandwidth could simultaneously be processed with various (LBT) techniques to determine the levels, types, and spacing of any significant interferers.


MIL-STD-188-141B provides an already defined mechanism, the CMD (“command”) word,  for conveying additional data during the linking process [23].  Specific CMD words are defined in the standard to convey various kinds of information such as LQA scores.  A new CMD word could be defined to convey the required information for linking on wideband channels. For instance, the first character ‘L’ could be used to signify linking information and could include two 3-bit fields signifying the bandwidth to be used and the offset from carrier. 


3.3.3.2 A Third Generation ALE Based Approach


A Third Generation ALE system is fundamentally a synchronous system. All stations in a 3G net scan through a set of frequency channels in a lock-step fashion. While scanning, a 3G receiver will dwell on each frequency for 1.35 seconds (in STANAG 4538 FLSU)[13]. 3G ALE employs a two-way call/response handshake.  The on-air signalling of this handshake is based on a family of robust high performance burst serial tone waveforms and is covered in detail in the standard.  The third “confirm” step of the 2G ALE handshake is eliminated in 3G ALE since it is unnecessary if linking is successful; if the calling station fails to receive the response, it transmits a very robust TERM transmission to cause the called station to resume scanning.


In a simple implementation, the signal detection would still be performed by processing the assigned 3kHz sub-section but the entire observed bandwidth could be processed with various (LBT) techniques to determine the levels, types and spacing of any significant interferers.  The TrafficType field of the FLSU link set-up PDUs presently contains a sufficient number of unused field-values to permit a subset of them to be used to specify a suitable bandwidth for WBHF transmission. 


4.0
on-air performance testing


4.1
Summary


This section presents the goals of preliminary on-air tests of the wideband HF data modem, describes the tests performed, and summarizes and discusses their results. 


4.2
Performance Testing


4.2.1
Overview


Harris has implemented the wideband HF data modem standard as it exists in draft form as of early 2010. As this is a preliminary implementation, there are some deviations from the standard. For instance, only the bandwidths of 3, 6, 12 and 24 kHz have been implemented.  Additionally, the Harris implementation uses an earlier design of the waveform preamble that provides equivalent performance and functionality to that which is described in the standard. The Harris implementation has been developed on prototype hardware in a 20 Watt tactical radio package. 


Initial on-air testing of the wideband HF data modem was conducted in May and June of 2010 on an NVIS link of approximately 167 km from Rochester, NY, USA to Stockbridge (Munnsville), NY, USA. This is predominantly an east-west path. 


4.2.2
On-Air Test Goals


There were several goals to this preliminary on-air test of the new MIL-STD-188-110C Wideband HF Data Modem.  The main goal was to place a prototype wideband tactical HF man-pack on the air and verify operation before beginning a campaign of on-air testing.


· Deploy prototype wideband tactical military HF equipment


· Test over a challenging NVIS link


· Determine which bandwidths and corresponding bit rates could be supported over a tactical NVIS link. Examine the on-air performance relationships between different waveform options at different bandwidths


· Preliminary evaluation of STANAG 4538 – 3 kHz 3G ALE as a linking mechanism for wider bandwidth channels.


4.2.3
Test Setup


Table 8 provides a list of equipment utilized at the Rochester NY base station and at a remote facility in Stockbridge NY. 


Table 8: Equipment Utilized for On-Air Test.

		Rochester, New York

		Stockbridge, New York



		Harris RF-5800H  man-pack radio system

		Harris RF-5800H  man-pack radio system



		Harris RF-5834 400 Watt power amplifier

		Harris RF-5833 150 Watt power amplifier 


Harris RF-382 coupler


Harris RF-5245 pre / post selector



		Harris prototype wideband HF man-pack radio

		Harris prototype wideband HF man-pack radio



		Broadband terminated folded dipole antenna

		Harris RF-1912 antenna





The RF-5800H systems were used to perform 3G ALE LQA exchanges in order to select the best frequency. All 3G ALE signalling is limited to the 3 kHz currently defined in STANAG 4538.  Once the RF-5800H systems were linked on the best frequency the prototype wideband HF radios were enabled.  In Rochester the prototype radio was used as an exciter to drive the 400Watt power amplifier where an average transmitter power of approximately 170 Watts was achieved. In Stockbridge the prototype wideband radio was connected to the receive antenna.  At this point Bit Error Rate (BER), 1000 bit Packet Error Rate (PER), as well as channel characteristics could be measured. 


Tactical Military HF radio equipment was used specifically in order to see if wideband HF would be suitable for links where the equipment would have size, weight and power constraints and relatively modest transmit power. 


4.2.4
Propagation Prediction


VOACAP [24] was used to predict the propagation between Rochester New York and Stockbridge New York. This is a 167 km east – west link that supports Near Vertical Incidence Sky-wave (NVIS) propagation. Figure 1 displays the VOACAP output for Signal to Noise Ratio in 1 Hz bandwidth. This prediction utilizes models of the antennas deployed, the average transmit power of 170 Watts and the predicted Smoothed Sun Spot (SSN) number of 12 for June of 2010.  VOACAP predicts that during the daylight hours a relatively narrow frequency band of 4 to 6 MHz is propagating giving 3 kHz median SNR values of 20 to 25dB.


Harris obtained a Special Temporary Authorization (STA) from the FCC for several 24 kHz channels to test and evaluate the new wideband HF data modem standard.  Approximately ten channels in the above frequency range were available for use. 


4.2.5
Observations and Test Results

4.2.5.1
General Observations


Testing was performed during the daylight hours of approximately 10:00 to 15:00 hrs. local time consistent with the VOACAP prediction. A secondary receiver, connected to a second RF-1912 antenna, was used to monitor a 3 kHz segment of each transmission from Rochester. The propagating frequency band, determined via 3G ALE LQA, was in very close agreement with the VOACAP prediction between 4 and 6 MHz. All selected channels had significant single path fading, with an occasional low power secondary path at a delay of approximately 0.5 ms which could be discerned by the modem channel estimate. Received SNR variation in excess of 20 dB over a time period of several minutes was observed.  
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Figure 7: VOACAP Prediction.

4.2.5.2
Test Results


Each test segment would normally begin with a 3G ALE LQA being originated from Rochester. This allowed the radios to evaluate the link and rank each possible test frequency. The frequencies used were manually selected based on the LQA measurements. Once linked on a selected frequency the prototype wideband HF radios were used. 


Table 9 summarizes the test segments executed on June 9, 2010.  Each table entry identifies the bandwidth, modulation, bit rate, duration of the test, measured Bit Error Rate, measured packet Error Rate, the number of bytes transferred error free and the longest error free duration. Data was transferred error free in bandwidths of 3, 12, and 24 kHz.  


Table 9: Test Segment Summary.

		

		BW (kHz)

		MOD

		BPS 

		DUR.(s)

		BER

		PER

		#Error Free Bytes

		Longest EF Run(s)



		1

		24

		2PSK

		12800

		257

		1.6e-2

		5.72e-2

		387500

		102



		2

		24

		64QAM

		76800

		104

		8.86e-2

		5.67e-1

		432125

		10.2



		3

		3

		64QAM

		9600

		184

		0

		0

		221000

		184



		4

		6

		64QAM

		19200

		251

		2.52e-4

		1.41e-2

		594750

		154



		5

		12

		8PSK

		19200

		251

		0

		0

		603250

		251



		6

		24

		8PSK

		38400

		288

		2.88e-2

		5.8e-2

		1300000

		112



		7

		24

		4PSK

		25600

		298

		4.86E-6

		7.87e-4

		951875

		286



		8

		12

		16QAM

		25600

		290

		0

		0

		927250

		290



		9

		12

		64QAM

		38400

		290

		1.14e-4

		9.26e-3

		1378125

		86.4



		10

		24

		8PSK

		38400

		267

		0

		0

		1282125

		267



		11

		24

		8PSK

		38400

		165

		0

		0

		792500

		165



		12

		24

		16QAM

		51200

		4510

		7.86e-3

		5.31e-2

		27332750

		337



		13

		24

		64QAM

		76800

		370

		2.44e-2

		1.39e-1

		2039125

		81.6



		14

		24

		8PSK

		38400

		583

		1.79e-6

		1.79e-4

		2799375

		224



		15

		24

		16QAM

		51200

		634

		3.36e-5

		2.22e-3

		4050500

		255



		16

		24

		64QAM

		76800

		645

		2.09e-2

		1.63e-1

		5176750

		30.6



		17

		24

		32QAM

		64000

		634

		4.22e-4

		2.55e-2

		4944875

		91.8



		18

		24

		64QAM

		76800

		379

		5.88e-2

		4.49e-1

		2372000

		20.4



		19

		12

		64QAM

		38400

		299

		9.7e-3

		1.39e-1

		1237125

		67.2



		20

		24

		8PSK

		38400

		359

		8.36e-3

		1.05e-1

		1541125

		81.6



		21

		24

		8PSK

		38400

		2770

		5.86e-3

		4.15e-2

		12726625

		663





Some of the optimizations and tradeoffs discussed in section 3 were noted.  For example, tests 2, 3 and 4 highlight that decreasing the bandwidth for a common modulation improves the robustness of the data delivery at the cost of a lower user bit rate.  Tests 4, 5 and 9, 10 illustrate how the bandwidth can be increased and the modulation complexity decreased, maintaining the same user bit rate, but improving the robustness of the data transfer.


During the course of the test day two longer duration tests were executed.  Test 12 utilized the 24 kHz bandwidth 16 QAM waveform defined by the standard to achieve 51200 bps. Figure 8 displays the SNR measured by the Wideband HF data modem over the course of the test along with the error profile highlighting when modem errors were made relative to SNR variations. This test resulted in significant error free periods of 337 seconds, followed by another error free segment of 296 seconds. During this test 27 Mbytes was transferred error free, based on the number of error free packets.
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Figure 8: Received SNR versus Bit Error Events.

Figure 9 displays the SNR and error profile results for the second long duration test. This test utilized the 24 kHz 8PSK waveform defined by the standard to achieve 38400 bps. This test had two significant error free periods of 663 seconds followed by 632 seconds. During this test 12 Mbytes was transferred error free, based on the number of error free packets. 
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Figure 9: Received SNR versus Bit Error Events.


4.2.6 Performance Discussion


During the on-air test, documented in this paper, Harris has demonstrated a prototype wideband HF tactical man-pack radio and achieved viable operation over a tactical NVIS HF link.  During this test the optimizations and tradeoffs that can be made between bandwidth and modulation schemes were explored, illustrating the possible advantages of a multi-bandwidth HF system.


Significantly Harris was able to use STANAG 4538 3G ALE as a means of frequency assessment and selection for a wideband HF data system. STANAG 4538 operates in a 3 kHz bandwidth but was able to locate propagating frequencies for use by the wideband system. There may be some limitations to this approach but it demonstrates that a wideband ALE system may be easily built through simple modifications of the existing ALE standards.


In the course of this testing, the HF Data modem was operated at bandwidths of 3, 6, 12 and 24 kHz and over 87 Mbytes of data were transferred error free as determined by the packet error rate.



5.0
conclusions and future work


In this paper, we have presented the rationale for a new family of wideband HF waveforms, the design considerations that motivated their design, an overview of the design itself, and some examples of measured performance under simulated channel conditions.  We have considered the impact of this new waveform family on other elements of an HF communications system, including waveform parameter adaptation and ALE, observing that cognitive radio concepts and techniques may be applicable in these areas.  Finally, we described a series of on-air tests performed by Harris that demonstrate the performance achievable with the waveforms in a low-power radio system.  The results show that these waveforms have great promise in ground tactical as well as shipboard applications, yielding usable data rates far above what has been achievable in a 3 kHz bandwidth. 


Future work by Harris will include finalizing the modem implementation to match the final US MIL-STD-188-110C and additional on-air testing of this NVIS link as well as longer skywave links (Rochester to Melbourne Florida).  Concurrently, Harris will continue to participate in development and review of the new MIL-STD-188-110C standard.  Finally, Harris will be addressing the integration of ALE functionality into a wideband HF radio system.
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Abstract 


Software defined radios and especially the associated digital waveforms for tactical wireless communication systems feature a high degree of freedom and can be tailored to completely different operational needs. In case of the development of new digital waveforms which can not be adopted from existing ones, methods for technical parameter definition have to be found. In this paper a method based on ‘scenario based analysis’ is presented which allows a technical parameter definition in dependency on operational needs. Exemplary this method is demonstrated for the definition of channel models and waveform parameters, the physical OSI layer (open systems interconnection reference model) of a communication system. Possible extensions of the method, e.g., for defining parameter of higher OSI layer are indicated. The work for this paper was motivated by current activities in civil and military sector.

1.0 Introduction


1.1 Motivation


With the ever increasing performance of general purpose processors (GPP), digital signal processors (DSP) and field programmable gate arrays (FPGA) the software defined radios (SDR) became technically feasible [1], [2]. In opposition to old analogue radios, SDR can implement different standards, such as IEEE-802.11(WiFi-Alliance), IEEE-802.15 (Bluetooth), IEEE-802.16 (WiMAX-Worldwide Interoperability for Microwave Access) or DVB-H (Digital Video Broadcast-Handhelds). Moreover, the SDR are eligible to implement more powerful and more complex waveforms with a higher degree of freedom, for example wideband high data rate networking waveforms [3]. These are currently subject of civil and military development projects. In conjunction with the higher degree of freedom and complexity, the design process and definition of an increasing number of design parameters distributed over all OSI layers (open systems interconnection reference model) gets more challenging [2]. In this paper, the design process for the lower OSI layer, i.e. the physical layer and medium access sublayer will be addressed.


1.2 Challenge and Approach


The selection of a new wide band digital waveform, e.g., a wide band network waveform for tactical SDR, depends on a large number of parameters. Reducing the possible degrees of freedom in the best way for achieving the performance requirements demanded by the operator is therefore the key. A waveform can be optimized, e.g., towards long range operation, highly dynamic mobile environment (i.e. high delay and Doppler) or high data rate to work in different environments like urban, rural or hilly terrain [4]. Moreover, operation with various hardware equipment such as different antenna types (e.g. omni-directional, directive arrays), different transmitter powers and different frequency ranges may be required. All these requirements have to be translated into technical parameters such as modulation, forward error correction coding and MAC (medium access) schemes. The technical parameters can only be optimized on the basis of suitable propagation channel models [5], [6], [7]. A design method is proposed to derive channel models and subsequently the digital waveform parameter from user scenario based process. This approach will allow for reducing the degrees of freedom in the design in an early phase of the design process and at the same time is supposed provide the operator with optimum functionality for the given use case.

2.0 scenario based analysis


The ‘scenario based analysis’ itself is a method for strategic planning [8]. Beside contingency planning or sensitivity analysis, ‘scenario based analysis’ is a planning method for preparing decisions while a complex set of variables and dependencies has to be considered [8].


The following approach presents a framework for the development of the accurate scenarios as a basis for channel model and waveform development. It will help the operator first to ask the right questions and second the waveform developer to get an almost complete and consistent description (e.g. due to physics) of the desired waveform. As mentioned above, only the design process of the lower OSI layer, i.e. the physical layer and medium access sublayer only will be addressed. Nevertheless, the framework can easily be adopted for the development of higher OSI layer as well.


2.1 Design Flow in Principle


The principle of the design flow is shown in Figure 1 on next page. It comprises two iterative processes: 

The first process (depicted in Figure 1 on top, labelled “1”) develops a common view from a mission or user’s point of view and from a communication system’s point of view. This is the first step of the approach and allows a structured way of defining requirements involving both interest groups, the operators and communication systems engineers. The direct links (labelled in Figure 1: “2a”, “2b”) and the second iterative process (indicated in Figure 1 on the bottom: labelled “3”) are the second step of the approach and provide an estimation of the degrees of freedom for the required parameter. An optimum set of key performance parameter for the development of an OSI physical layer, including channel models and digital waveforms, can be found in fulfilment to requirements given by an operator.

The second step of the approach with the direct links and the second iterative process (labelled in Figure 1: “2a”,”2b”,”3”) is the specific of the design flow for the development of the lower OSI layer. It can be replaced or added by different models for other OSI-Layer. The direct link back (labelled in Figure 1: “4”) provide a feedback that necessarily impacts the definition of requirements within the first iterative process.
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Figure 1: Design Flow and General Dependencies as 
an Exemplary Result of Scenario Based Analysis.


2.2 First Iterative Process for Operational and Communication Scenarios


First step in design process (labelled “1” in Figure 1) is the definition of operational scenarios AND communication scenarios according to two different sets of requirements. Usually one set of requirements for one set of scenarios is developed without a separation in two kinds of scenarios [8]. 


The separation, as a part of the approach, seems necessary in this special case of channel model and waveform development for tactical software defined radio. The degrees of freedom and dependencies on the communication site are much higher compared to legacy communication devices and therefore in general can not be overseen by the operator site. 


The challenge for this separation is first a clear definition of two sets of requirements which allows two assessments of different operational and communication scenarios. Second, dependencies between the sets of requirements have to be determined which help to cluster operational scenarios and allocate communication scenarios to each cluster (compare Figure 1, resulting dependencies). The allocation only becomes possible, when the impact of one requirement set on the other is known. 


An optimization criterion at this stage could be to reach a minimum number of necessary communication scenarios. A merge of two communication scenarios into one communication scenario is possible, if the difference in scenarios does NOT lead to a change either in the channel model or in the waveform description. In the general case one communication scenario leads to one channel model. Nevertheless in case of increased complexity it might be possible that two channel models are suitable for one certain communication scenario in dependency of related operational scenario (depicted in Figure 1 with a dashed line). The same increased complexity in optimization might be possible concerning the waveform description and the communication scenario. 


In the following the two requirement sets for operational and communication scenarios including the mutual dependencies are presented, while the dependencies are additionally summarized tabulated additionally in a separate subchapter.


2.2.1 Operational Scenario


The operational scenario describes the deployment of personnel and communication devices from the operator’s or user’s point of view. Different variables which can be seen in Figure 2, have to be considered during the design process:
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Figure 2: Operational Scenario and Related Variables which 
Influence Definition from Operator’s Point of View.


· participants: 


The variable ‘participants’ describes who is taking part in the operational scenario. This includes single persons and certain organized groups as well. They all have in common that they are equipped with communication devices. 


· mobility:


The variable ‘mobility’ describes two different dimensions – mobility in space and mobility in time. Mobility in space means the relative velocity between the participants and mobility models in space are addressed. Mobility in time is linked to the total number of participants which at a certain time take or could take part at the communication. Effects on groups described with join, split, merge etc. and their behaviour over time are of interest.


· platform:


The variable ‘platform’ addresses both the different types of communication devices and the carrier platform as well. These might be stationary (e.g. antenna tower) or mobile (e.g. vehicle based, handheld).


· neighbourhood:


The variable ‘neighbourhood’ contains information on external communication groups (e.g. friendly or hostile; types of devices; transmit powers) which are spatially close arranged and are using comparable transmit frequencies. 


· content:


The variable ‘content’ is focused on communication purpose between different participants in general. Different communication purposes are, e.g., voice, data, video, identification friend or foe (IFF), blue force tracking or fire systems control.

· management:


The variable ‘management’ contains different types of prioritisations of the content towards different communication purposes (contents). Also, e.g., hierarchical voice communication structures (one participant dominates) are concerned. 

· network capability:


The variable ‘network capability’ describes the realizability of two or in general more participants to exchange content. The network capability often is limited by the number of participants or the amount of content which could be exchanged at a certain time.


· scalability:


The variable ‘scalability’ is closely connected to the number of participants and the network capability. It addresses the opportunity to increase or decrease the scenario while retaining the main characteristics.


· availability:


The variable ‘availability’ is associated with the different content types. There are dimensions of availability can be different, e.g., time, a certain area or a certain group of the participants.

· security:


The variable ‘security’ is focused on necessary protection for certain content transmission (e.g. transmission security (TRANSEC) like hopping) or communication security (COMSEC) like encryption). 


· interoperability:


The variable ‘interoperability’ stands for both exchange of content with friendly neighbourhood and the re-use of one waveform with different hardware communication devices.


· operational area:


The variable ‘operation area’ consists of different dimensions. The first dimension is the spatial area for the participants and the maximum distance between. The second dimension is the type of area (e.g. land, sea, air) and locations (e.g. indoor, outdoor) of the participants.


The process of definition of operational scenarios itself is exemplarily documented in [8]. The variables from Figure 2 shall help to ask the right questions and prepare an iterative process for the definition of related communication scenarios. 


There are more variables for operational scenario description. The presented variables here are an extract focusing on the exemplary application for development of the channel model and the waveform parameter. Focusing on a different application, e.g., development of the network OSI-layer, appropriate variables may differ or had to be added.


2.2.2 Communication Scenario

The communication scenario describes the deployment of communication devices and communication participants for wireless applications from the system engineer’s point of view.


In contrast to the operational scenarios different variables have to be concerned, as illustrated in Figure 3.
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Figure 3: Communication Scenario and Related Variables which 
Influence Definition from System Engineer's Point of View.

In detail:


· number of nodes:


The variable ‘number of nodes’ represents the number of communication devices which can transmit or receive electromagnetic waves. The number of nodes may differ from the number of participants (e.g. in case of relay stations).


· velocity:

The variable ‘velocity’ describes the maximum relative velocities between the nodes and allows together with the known centre frequency, the calculation of maximum Doppler frequencies. 

· hardware:


The variable ‘hardware’ covers the hardware performance parameter of the communication devices focusing on the processing unit and RF (radio frequency) frontend excluding the antenna. These parameter are e.g. transmit power, spurious free dynamic response (SFDR), memory or clock speed.

· antenna:


The variable ‘antenna’ represents the electromagnetic performance parameter of the antenna including different types of antenna (e.g. omni directional, directive arrays) and close surrounding (e.g. car roof). 


· range:


The variable ‘range’ describes the reachable spatial distances between the nodes. According to the distance often the desired throughput is added (e.g. short distance ↔ high throughput; long distance ↔ low throughput). 

· frequency:


The variable ‘frequency’ defines the radio frequency the nodes are using for wireless communication. The frequency is closely related e.g. to the variables range and throughput. Normally the range decreases and the throughput increases with rising frequency in wireless communication because of physical properties.

· bandwidth:


The variable ‘bandwidth’ is closely connected to the frequency and defines the reachable spectrum around the frequency for one or more modulation schemes. In general frequency spectrum use is regulated (e.g. centre frequency, bandwidth and signal strength) by government or official agencies.

· throughput:


The variable ‘throughput’ is connected to the data rate between the nodes which can differ. The reachable maximum throughput in general increases with rising frequency and rising bandwidth.

· latency:


The variable ‘latency’ describes the time for an information packet to get from one certain node to another. The minimum latency may be limited by e.g. the physical channel, signal coding or processing time in hardware.

· transmission behaviour:


The variable ‘transmission behaviour’ focuses on the type of RF signal behaviour (e.g. burst signal, continuous signal). Special RF signal behaviour might also be necessary or limited to special waveforms, if capabilities like anti-jam-resistance or low probability of detection are required.

· noise floor:


The variable ‘noise floor’ describes undesirable RF-signals in the air which might disturb or interfere the wanted signal. The source of the noise might be natural (e.g. cosmic radiation) or man-made (e.g. unintentional parallel frequency use).

· environment:


The variable ‘environment’ covers the different topologies (e.g. rural, hilly, urban) and morphologies (e.g. forest, water, desert) which impacts the electromagnetic wave propagation.


The scenario definition process itself is documented in [8]. The presented variables are also, like the variables for operational scenarios, an extract of all possible variables focused on the channel model and the waveform description. Therefore compare the feedback of the second iterative process on first iterative process in general design flow (Figure 1 on page 3: feedback labelled with “4”). The result of this feedback has a strong impact on the extract of the variables.


2.2.3 Summarized Dependencies of Operational and Communication Scenario

Following, in Table 1 the dependencies of the operational scenario and the communication scenario are summarized. In detail, the degree of dependency (strong, weak, none) of the communication scenario variables from the operational scenario variables are presented in the cross matrix.


Table 1: Dependency of Communication Scenario Variables from Operational Scenario Variables.
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These mutual dependencies help to cluster the operational scenarios and allocate them to a certain communication scenario. 


First, if two operational scenarios differ in a variable with no or weak dependency they can be allocated to one communication scenario. 


Second, if two operational scenarios differ in a variable with strong dependency, they can be allocated to one communication scenario too, if difference in the variable does NOT change either the channel model or the waveform description. The mutual dependencies from the communication scenario and the channel model/waveform description are presented in detail in next chapter.


2.3 Second Iterative Process for Channel Model and Waveform Description

While the first iterative process of the framework (Figure 1) is suitable for the development of tactical wireless software defined radios in general (e.g. different OSI layer), the following second iterative process is, as already mentioned, tailored to the development of the physical layer.


The physical layer of a software defined radio consists of a waveform description which is in contrast to legacy waveforms partly implemented in software. This allows a higher degree of freedom in implementing and selecting different waveforms while the radio hardware (e.g. RF-frontend) stays the same. Moreover, compared to legacy waveforms the new digital waveforms offer new features like error correction. This offers the developer the opportunity to tailor the digital waveform to a certain communication and operational scenario.


The challenge in digital waveform development is to set the different parameters (e.g. modulation scheme, coding length) correctly towards the scenario regarding the transmitter/receiver properties and the dependencies on physics (e.g. electromagnetic wave propagation). Therefore the digital waveform development goes along with RF frontend and channel modelling. Without loss of generality for the framework the imperfectness of the radio frontend (e.g. nonlinearities, amplifier noise) will be ignored in the following. It could be added in Figure 1 as a second model with mutual dependencies between the waveform description and the channel model.


Compared to the first iterative process sets of requirements for the channel model and the waveform description has to be set either. The amount of physical properties to be modelled in the channel model depends on the communication scenarios and the desired waveform needs. 


In contrast to the first iterative process the channel model fulfils two roles. One the one hand it is the development base and on the other hand the evaluation base for the digital waveform. In the following, the two required sets for channel model and waveform description including the mutual dependencies are presented while the dependencies are additionally summarized at the end of every subchapter.


2.3.1 Channel Model and Mutual Impact on Communication Scenarios

The channel model describes the electromagnetic (EM) wave propagation between two communication devices. Modelling is driven by different influences as presented in the following.
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Figure 4: Channel Model and Related Dependencies.

· modelling approach:


The wireless channel can be simulated using various approaches like geometry-based or stochastic models, for example the well known Tapped-Delay-Line-Model. Dependent on the communication scenario, especially the environment, different approaches may be more applicable.

path loss:


The decrease in signal strength at the receiver is probably the most obvious phenomenon of a wireless transmission which is to be simulated by the channel model. It not only depends noticeably on the distance between the communicating nodes but also on the type of surrounding environment.


shadow fading:


Shadow fading, sometimes referred to as slow fading, is introduced due to large obstacles like hills or buildings shadowing the signal at the receiver. Commonly modelled by a log-normal distribution, the shadow fading is dependent on the range and environment given in the communication scenario.


multipath fading:


The superposition of signal components arriving at the receiver trough different paths by the means of scattering, refraction or reflection causes a variation of the amplitude and phase of the signal. This phenomenon is called multipath fading, sometimes referred to as fast fading. A common way of simulating this kind of fading is by using a Tapped-Delay-Line-Model defined by a power delay profile and Doppler power density spectra. Those depend principally on the environment but also on the frequency and antenna.


interference:


Interference originating from man-made noise may simply be modelled by the AWGN approach. Nevertheless, interference through co-site emissions or signals in adjacent channels should not be neglected and modelled according to the specifications in the scenario. 


jamming:

The intended jamming of the signal through a hostile third party also has to be incorporated in the simulation of the wireless channel if the scenario is defined to that effect.


In the following Table 2 on next page the dependencies of channel model influences and communication scenario parameter are summarized again.


Table 2: Dependency of Channel Model Influences from Communication Scenario Variables.
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2.3.2 Waveform Description and Mutual Impact on Channel Model

The digital waveform that gives a software defined radio the “soul” or its main functionality, is driven during development process by different dependencies (Figure 5).
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Figure 5: Waveform Description and Related Dependencies.

source coding:


Dependent on the content of the transmission as stated in the operational scenario, source coding might be required. An example of this would be the coding of an audio input using CELP (Code-Excited Linear Prediction) in order to minimize the amount of data which has to be transmitted via the wireless link.


channel coding:

In order to overcome the impairments to the signal introduced by the wireless channel error correction schemes like Automatic Repeat reQuest (ARQ) or Forward Error Correction (FEC). In the event of a detected error ARQ usually initiates a retransmission of the affected packet whereas FEC attempts to correct the error using previously inserted redundant information. The selection of a suitable channel coding scheme is highly dependent on the properties of the wireless channel simulated by the channel model. 


channel access method:

The channel access method defines the way in which different users access the wireless channel as a common resource. Various types of channel access like Frequency Division Multiple Access (FDMA), Time Division Multiple Access (TDMA), Code Division Multiple Access (CDMA) or Space Division Multiple Access (SDMA) are viable and should be chosen dependent on the characteristics of the channel and the restrictions given by the scenario.


modulation:

The modulation scheme used by the waveform significantly influences the signal characteristics. When defining this essential waveform property it is important to incorporate not only the characteristics of the channel but also the restrictions given by the hardware. 


training sequence:

Dependent on the channel characteristics it might be necessary to insert an appropriate training sequence in the data stream. Doing this, the receiver is able to estimate the channel state information more accurate and reliable as in case fo using blind estimation. The estimated channel state information is necessary for the equalisation of the distorted signal in the receiver.


ECCM:

When offensive Electronic Counter Measures (ECM) in the form of jamming through a hostile third party are expected, Electronic Counter Counter Measures (ECCM) like frequency hopping or Direct Sequence Spread Spectrum (DSSS) have to be implemented in the waveform.


Following on the next page the dependencies of waveform description and channel model influences in Table 3 are presented as a summary for this chapter again. 


Table 3: Dependency of Waveform Description from Channel Model Influences.


		

		

		Channel model



		

		 

		modelling approach

		path loss

		shadow fading

		multipath fading

		interference

		jamming



		Waveform description

		source coding

		 

		 

		 

		 

		 

		 



		

		channel coding

		 

		 

		 

		 

		 

		 



		

		channel access method

		 

		 

		 

		 

		 

		 



		

		modulation

		 

		 

		 

		 

		 

		 



		

		training sequence

		 

		 

		 

		 

		 

		 



		

		ECCM

		 

		 

		 

		 

		 

		 



		

		

		

		

		

		

		

		



		

		Legend

		 

		strong dependency



		

		

		 

		weak dependency



		

		

		 

		no dependency





The large number of ‘strong dependencies’ figure out, as already mentioned, the close intermeshing between waveform description and channel model.


3.0 Conclusion 


A method based on ‘scenario based’ analysis was exemplarily presented in detail for the definition of the channel model and the waveform parameter for a wireless communication system for tactical software defined radios. The presented framework allows in general technical parameter setting tailored to operators needs while mutual dependencies of the parameter are considered. The decision process for the operator on the one hand and the given tailored specification for development engineer on the other hand could be optimized by the presented method and approach.
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Abstract


The objective of the WOLF project, funded by European Defense Agency (EDA) is to define a concept of a tactical wireless communication system for the dismounted soldier, suitable for EU forces engaged in the operations conducted in an urban environment, also known as Military Operations in Urban Terrain (MOUT). This difficult environment highlights new operational needs but also brings specific challenges to the communication system; this paper presents a general overview and the main technical insights related to the WOLF R&D project.


1
PROJECT FRAMEWORK

Among the technologies contributing to protection of forces engaged in military missions, particular attention is given to tactical communication, information processing and situational awareness capabilities. The project WOLF described in the present article, funded under the 2nd call for proposals of Joint Investment Program on Force Protection (JIP-FP), addresses this priority. The project is run by a consortium of 13 partners from 8 countries, that brings together major key European players in the domain of soldier radios, networking and software define radio technology.


The WOLF project, to be completed by the end of 2010, is expected to deliver the concept definition with a proposal of a harmonised scheme for a new radio transmission system suitable for tactical operations in an urban environment. As such, the aim is also to develop a consensual vision that could drive further work on a future European standard. 


Due to the increased population, urban areas are expected to be the future battlefield and combat in urban areas cannot be avoided. The operations in an urban environment represent a highly lethal low-intensity battle, requiring substantial technical support and, in particular, intensive use of ISTAR capabilities.


In order to meet those challenges, the tactical communication systems must be able to assure operational interoperability allowing to coordinate the geographical presence of the parties involved and to share a jointly maintained, accessible and reliable situation awareness picture based on human field observations or sensor data. Joint tactical operations in an urban environment need a wireless tactical communication system guaranteeing continuity of communications in highly mobile conditions, providing robust transmission despite some harsh propagation constraints and enabling real time transmission of tactical information.


For the soldier communication system, urban operations bring specific challenges, among these: 


· Most of the communication are short-range and out-of line of sight. In order to maintain the link with the chain of command, relaying with several hops is required; in return, increased delay may occur.    


· Intentional (adversary) and non-intentional (co-site, civil services) jamming brings a high level of interference on the communication system
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Figure 1 : ideal communication network for MOUT

· In dense urban operations, surrounding buildings can cut crucial communication lines; moreover indoors operations bring severe propagation effects that dramatically affect radio links and access to GNSS reference signals (for time synchronization and positioning).


·  In a non-friendly environment, GNSS (such as GPS, Galileo) that can be used for both positioning and radio network synchronisation is likely to be jammed by adversary forces.


· Autonomy of the dismounted soldier communication system has to fit his mission duration, at least 24 hours.


· Modern operations require a variety of services in addition to voice: live video feed, data for situation awareness, C2 and identification. Some of these services require high-bandwidth when spectrum and radiated power are limited.


More generally, a reliable, secure and robust communication solution should be provided to the lowest echelons in order to increase soldier survivability and mission success (see Figure 1).


As a consequence, the Wolf concept approach aims at anticipating future communication requirements, by analysing the end user requirements, identifying and tailoring the actual technologies that can be used for the specification of the future system.


Consistently with the objectives of the project WOLF, the advanced radio communication system that will aid the deployment and survivability of forces in an urban environment should primarily improve robust communication and situation awareness. 


Figure 2 depicts the organization of the project. First, operational needs were defined through end-user interviews and partner expertise in military communication. From this, system requirements and system decomposition were proposed. 
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Figure 2 : WOLF project organization


These requirements raise a number of technical concerns that are studied and analysed in the project, in the following technical areas: 


· Radio access: how to define the access layer - physical and medium access - that both enables robust communication (propagation, jamming, interception) in urban terrain and support the requested services? 


·  Networking: which topology and routing mechanisms can adapt to urban communication for end-to-end connectivity? 


· Situation awareness: which positioning and identification techniques are suited? How to build and share the common operational picture with efficiency?

The paper is organized in the following way : section 2 reviews the scenario used to derive the operational requirements that drive the system design; section 3 presents the high level system architecture; then a technical focus is made on networking (section 3.1), radio access (section 3.2), physical layers (section 3.3) and situation awareness techniques (section 3.4). Finally, the conclusions are presented in section 4.


2
Operational requirements 

The WOLF system is primarily aimed for dismounted soldiers in urban terrain. The first action for the project was to clarify the operational requirements. This was done by developing a scenario with three tactical vignettes and also by interviewing end-users from all participating countries. The operational requirements has been developed using the NATO Architecture Framework (NAF) methodology. 


2.1
WOLF scenario


The WOLF scenario is about an armed fraction causing tensions in a middle sized city. Regarding to the expression “three block war” the situation can be described as the second block. The armed fraction has strength of about 100 regular partisans, armed, trained and organized as a company-sized paramilitary unit. However, it claims support from another 50 sympathizers, of whom 20 hardliners can act on call or independently with little or no method – typical terrorist mode of action. An International Force is commissioned to disarm the armed fraction and provide humanitarian aid to the inhabitants. The size of the International Force is an Infantry battalion of three companies and support units including a reconnaissance platoon, a logistics company a UAV company and a medical company, all in all 1000 troops. The second block intensity operation is chosen because this situation supposes to require most from the communication system in terms of amount of traffic load and data rates. 
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Figure 3 : vignette1 "attack and clear a building". Two platoons (Red and Blue) investigate the three buildings, while a third platoon (Green) secures the surrounding area and the metro entries (yellow).

From the scenario three tactical vignettes has been developed to visualize the operational requirements. The first vignette attack and clear a building, Figure 3. The second vignette is used for patrol and convoy protection and the third vignette secure the harbour. The first vignette has influenced the operational requirements most. This vignette shows an operation having a lot of troops in a limited area, red, green and blue teams in the figure representing different platoons within the company. The vignette illustrates the need for a single network on company level. 


2.2
Capability requirements


The capability requirements were derived using the NATO Architecture Framework (NAF) methodology with inputs from the above vignettes and end-user interviews. End users from all participating countries have been interviewed.


The WOLF project aims at improving wireless and robust communication on a dismounted soldier level. The operational capability requirements have been focused on this level. Operational nodes were defined and their activities were visualized in an information exchange pattern. The operational nodes are: company commander, platoon commander, squad commander, team member, land platforms including UGV and unattended sensors, UAV and finally attack helicopters in a limited scope.


The information exchange in the three vignettes were analyzed and resulted in a capabilities list. The list has been prioritized based on the urban environment conditions and feedbacks from end-user interviews resulting in a final capabilities requirements list. Examples of the WOLF capability requirements are:

· Voice has highest priority but data transmission is catching up


· Transmission of video, images and plans requires a high data rate waveform


· Indoor positioning involve GNSS independency and dissemination of positioning data from inertial sub systems


· Robustness to jamming is required

3
system architecture 

This section briefly introduces the architecture of the WOLF system (the set of interconnected nodes) and


subsystem (an individual node). The architectural decomposition consists of a set of modules that each


represents a part of the required functionality. For the WOLF system and its subsystems, the following terminology is used:

· The WOLF system is the set of interconnected nodes forming a communication network. The WOLF system provides communication and situation awareness services to its users.


· A WOLF node consists of communication and situation awareness modules. Together the WOLF nodes can form a WOLF system; also, a node provides service access points to the users of the system. 


· A WOLF module is an integral part of a WOLF node. Several modules together can form a particular instantiation of a WOLF node. Particular attention is paid for the networking and situation awareness modules; detailed design of these modules has been performed in dedicated studies and is presented in the following sections.

· A WOLF application makes use of the services offered by the WOLF node in order to provide an end-user with wireless communication and situation awareness functionalities.
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Figure 4 : WOLF communication node


From end user interviews and system architecture studies, technical requirements for the WOLF system have been defined. Among those requirements, the following ones strongly drive the system design: 


· Lower echelons forces (section and bellow), that are likely to operate in non-light of sight (NLOS) conditions, should be able to reach higher echelons. Mobile ad-hoc network (MANET) are an attractive solution, but innovative routing solutions are required in order to (i) adapt to fast changing radio propagation conditions and (ii) keep the latency as small as possible (minimum number of relaying hops).         


· Several communication modes are required: high data rate (HDR), anti-jamming (AJ), Low Probability of Interception/Detection (LPI/LPD); and these modes should be interoperable on the set of a minimum number of services, such as voice and situation awareness. A common medium access control (MAC) layer, along with a cluster-based topology is proposed.

· Forces identification should be included in the waveform. The common MAC layer integrates Radio-Based Combat Identification (RBCI) as an additional physical layer, in order to enable seamless identification response from the dismounted soldier communication node.
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Figure 5 : OSI layers of the WOLF system


The proposed WOLF networking layer can be seen in term of OSI layer as a combination of: a service layer, a network layer that performs ad-hoc network transport and routing tasks, a MAC layer that manages access to the shared time-frequency resource, and several physical layers that adapt to the user need: high data rate, low probability of interception and detection, anti-jamming and radio-based identification.

3.1
Networking principles

In urban area, radio connectivity cannot rely only on direct links; rather, the communication system should provide multi-hop capabilities. A MANET (Mobile Ad-hoc Network) approach is therefore adopted. Dealing with nodes mobility, fast changing link quality, requirement for low NET overhead (for discovery, addressing, and updates), networking architecture and innovative mechanisms (including cross-layering) are proposed. To be able to save bandwidths first of all the following basic mechanisms are proposed.


· An adaptation layer is introduced in order to handle IP header compression and fragmentation. Internally, a WOLF network uses short MAC addresses instead of full IPv6 addresses. 


· Routing calculations is performed on NET level, while the packet forwarding is carried out on MAC level. 


· Through cross-layer exchange, we let only the MAC layer rather than both the MAC and NET layer (e.g., by OLSR type HELLO messages) handle and generate the local network discovery.


· Minimizing the number of packet transmissions required to support the different services is of course desirable. The focus in WOLF is on mechanisms doing that for broadcast/multicast traffic since in a WOLF network much traffic is of that type.


A TRL (Technology Readiness Level) analysis of routing protocols, based on the requirements identified in WOLF, showed that three protocols provide the best requirement coverage: OLSR, AODV and DYMO [1]

 REF _Ref262384793 \w \h 
[2]
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[3]. OLSR is selected as the main routing protocol for WOLF because of the good performance of its enhancement proposals mainly based on the Multi-Point Relay (MPR) mechanism (Figure 6). Each router selects a set of its neighbour routers (which cover all of its symmetrically connected 2-hop neighbour routers) as MPRs. MPRs are then used to achieve both flooding reduction and topology reduction. The mechanism behind this MPR concept also allowed the proposal of specific solution addressing QoS, energy optimization, data broadcasting. Moreover the proactive mechanism brought by OLSR provides a good global way to continuously handle topology changes and facilitate the introduction of new mechanisms. Both of these characteristics are crucial for soldier communication system survivability especially in the hard urban environment we are considering in WOLF project. The routing protocol defined for WOLF systems is based on OLSRv2 which is an update of OLSR, published in [4]. Compared to [1], OLSRv2 retains the same basic mechanisms and algorithms, while using a more flexible and efficient signalling framework, and includes some simplification of the messages being exchanged. The WOLF NET layer is in charge of calculating the routing tables by taking into account QoS and link state information while the data forwarding and neighbourhood discovery mechanisms are handled at the MAC layer. This give rise to several differences between WOLF-OLSRv2 and OLSRv2. As the neighbourhood discovery is performed at the MAC layer, WOLF-OLSRv2 does not require the use of HELLO messages. WOLF-OLSRv2 requires additional information compared to OLSRv2 in order to calculate appropriate routes: the QoS requirements of different flows and to the support of different PHY modes. To enable the calculation of routes based on QoS information, Topology Control (TC) messages in WOLF-OLSRv2 must be modified to include QoS. The QoS information are based on metrics such as link quality based metrics and traffic based metrics for instance and are mainly provided via cross layer message exchanges with the MAC layer.
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Figure 6 : Analysis of OLSR protocole and proposed enhancements.

     A large amount of the services in a WOLF network may generate multicast traffic, i.e. sensor data, positioning information, situational awareness, voice and data dissemination. A dynamic multicast group management must be supported in WOLF. Many multicast groups will be preconfigured, like a voice user group for a Squad Leader and his team members. But during a mission, a Commander may need to add or remove team members. The consequence is that the WOLF multicast group management should allow any authorized user to add or remove itself or other users from a multicast group. The simple solution is that all nodes in a WOLF network store information of all multicast groups together with all multicast members. A node can add or remove itself or another node from a multicast group by broadcasting a JOIN or LEAVE message to the WOLF network. We assess two WOLF multicast techniques that integrates well with OLSRv2. The first is a simple form of multicast: scooped flooding based on multipoint relays (MPRs). The second technique is to maintain multicast trees for the multicast groups. 


Many traffic types with different priorities and QoS requirements need to be supported in WOLF and a feasible but flexible QoS framework is required. The proposed QoS framework in WOLF includes a QoS model, a QoS resource reservation signalling, a QoS routing and a QoS MAC. The QoS model specifies the architecture in which different services are provided in WOLF systems. It describes the type of traffic handled in WOLF systems along with the different mechanisms used for QoS provisioning. The QoS resource reservation signalling is used to set up, maintain and release routes for different connections. The QoS routing calculates appropriate routes for different traffic based on their QoS requirements and routing metrics. Finally, the QoS MAC solves the problem of medium contention and provides resource reservation for real time traffic.  


In particular, the QoS model defines two approaches to manage services in the network: Hard QoS and Soft QoS. Hard QoS refers to connection oriented (CO) traffics such as voice and video which have strict throughput and delay constraints. QoS provisioning for traffic handled with Hard QoS is performed per flow and requires resource reservation mechanism and call admission control mechanism to ensure end-to-end QoS.  Soft QoS, on the other hand, refers to connection less (CL) traffics which have more flexible QoS constraints. In this approach, QoS provisioning is performed per traffic class locally by a queuing system in each node. Traffic flows with similar QoS constraints and priorities are grouped into classes where each class is given the part of the available resources at a node that is defined in the QoS model. However, there is no guarantee for satisfying the QoS constraints along a route for traffics handled with Soft QoS. For example, network control traffic is assumed to be handled by the soft QoS approach but is given the highest priority among the soft QoS classes. 


Clearly, the WOLF network has to be able to communicate with the outside world and it has been designed in order to facilitate multilateral interoperability and be able to communicate with other exterior networks and systems. Interconnection with external networks is managed by Mobile IPv6. Together with a mechanism called “Automatic configuration of IPv6 addresses for MANET with Multiple Gateways” (AMG) [5] is a solution proposed so that multiple gateways can be used for the communication with external networks. Communication between different networks and systems can be accomplished by supporting standard routing protocols like OSPF [6] and BGP [7].


3.2
Radio access


Considering the need for sometimes contradictory operational requirements such as LPI/LPD properties and high data-rate need, it is clear that communication waveform should exhibit flexibility as well as agility properties. A mission oriented PHY planning is seen as a possibility since the PHY layer can have predesigned parameters for the expected environment. For example, if interference is not seen as a concern, the minimum data rate could be higher than in environments where robustness is a concern. Similarly, if long ranges, with a low data rate, are not needed, the minimum data rate could be higher, etc. It follows that the medium access control (MAC) layer must support this flexibility too.

3.2.1
Medium Access Control


The medium access control (MAC) layer design has to address several challenges. It must provide a low overhead and support a variety of requirements. There is different type of data: voice, short (formatted) messages, large files and video. Voice is a high priority real time service with small payload content whereas real time video surveillance, e.g. in check points, needs much higher capacity. Some data (like high quality pictures) are huge files but also the size of usual formatted messages has been increased due to use of formats like XML. Some users may be more important than others (leaders), which causes demands for priority setting and transmission as well. In addition, some data, like fire commands etc., are more important than other data. Data is also generated at different rate at different phases of operations, i.e., system load is time varying.


A tremendous number of different versions of contention-based MAC schemes have been proposed for mobile ad hoc network [11]
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[12]. Basic contention-based procedure which can be combined with collision avoidance provided by CSMA and CSMA/CA are useful as a component in the WOLF MAC solution. In order to responds all above-mentioned needs a hybrid MAC frame is proposed. The frame consists of slots and each node may have a few or more slots. The frame is divided into control, TDMA and CSMA parts as shown in Figure 7. The durations of TDMA and CSMA parts vary depending on environment (load, data type, etc). The TDMA part quarantines real time traffic and provides allocated slots in high demand seasons whereas CDMA part is more flexible for non real time packets. 

The WOLF system supports different modes (high data rate, low data rate, anti jamming) at the same time. At the MAC level this means that different slots may be allocated to different modes. Furthermore, since the ranges at different mode may vary, mode based routing tables are needed. Range variability occurs also inside a mode since data rate varies.
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Figure 7: Proposed MAC frame structure.


The MAC network is clusterized under normal operations. There are centralized piconets with dynamic coordinators and interactions between piconets are managed by coordinators (in routing sense). Since neighbouring piconets disturb each other they do distributed slot allocation to establish links between the piconets. In addition to intercluster messaging inside the WOLF system there are also messaging to and from outside world. Indeed, in the future networked environment, these other networks (or systems) may be used as connection enablers between WOLF clusters if those are physically separated from each other. 


Furthermore, the MAC layer has to respond to the needs of RBCI. This is handled by reserving certain time periods from the frame for RBCI if it is activated. Since RBCI requirements are quite demanding (a few tens of per cent of time) this application should be activated only when needed.


Frequency hopping TDMA networks need rather precise network level time synchronization. Although GPS (or GNSS in general) is the main expected tool for time delivery it may fail, especially in indoor and underground. Furthermore, all units may not be equipped with time delivery capable GPS devices but instead with cheaper GPS units without such a capability.  Therefore, a GPS based network time synchronization algorithm that is operable if GPS timing nodes fail or are lost and if GPS timing nodes are not available is defined. The proposed scheme estimates time difference to GPS (UTC) time, tells if the network is GPS timed or not and does some integrity checks. Network wide timing provides coarse synchronization for the PHY layer, i.e., it keeps FH (frequency hopping) hop phases in different nodes aligned within the PHY layer search window.


3.2.2
Physical layers


The signal in space (SIS) must be adaptable. It must be adaptable to mission environments such as available frequencies, instantaneous bandwidth as well as needed HDR, LPI/LDP and AJ properties. In addition, it must be adaptable to environment and needed range. In demanding environments high data rates may not be quarantined and flexibility is needed to support messaging at some level. Data rate and range are controlled by choice of modulation, coding (incl. repetition), direct sequence part and transmission power.


Military operations in urban environments clearly put different demands on wireless communication systems than traditional terrain does; urban environment is difficult from the wave propagation point of view due to multipath propagation and high attenuation. Appropriate communication solution has to take into account the available spectrum and the associated propagation conditions. Available frequency bands are analysed, considering European and International regulations [8]
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[10]. From this, analytical models or Ray-tracing methods have been investigated, in order to provide reliable propagation models, that can be used for waveform simulation, or later for a future propagation prediction tool. In the future, mission planning should take advantage of geographical knowledge of the operation, in order to predict how the communication links will behave in such environment, and how the network architecture should be optimized to provide reliable communication links. To achieve more precise knowledge about propagation modelling in assumed frequency ranges, radio channel sounding campaigns were conducted. Sounding was performed using OFDM and CPM signals, in both indoor and outdoor environments. Received signals were used both for calculation of radio signal attenuation and channel impulse response. On this basis a selection of the best fitting propagation models, for specific propagation conditions, was made. Together with 3D digital model of the urban terrain, including also information on urban objects’ construction, these data can provide better accuracy for communication range prediction.      


Lower V/UHF band exhibits good propagation properties, but the spectrum is scarce. Therefore, one has to reach higher frequencies in order to find opportunities for high-bandwidth communication, at the cost of an increased propagation loss (decreased range). Two frequency bands are therefore proposed, to address both range and bandwidth needs: 225-400 MHz for long-range, low data rate (LDR) communications, and 1.3-1.7 GHz for short-range/HDR needs as well as for LDR. Figure 8 depicts the operational coverage of these two physical layers.
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Figure 8 : Physical layers and operational usage

LDR PHY in V/UHF (225-400 MHz) is perfect for long range applications between different platoons or with the WOLF command centre. Main disadvantage is the saturation of the spectrum, but the advantage is propagation characteristics. LPI/LPD mode as well as anti-jamming mode are supported at this band with low to medium data rates (25 kHZ up to 250 kHz) instantaneous bandwidth (BW). Low binary rate (25 kHz BW with FH, 5MHz with direct spreading DS) and medium binary rate (100 and 250 KHz BW with FH, 5 MHz with DS) are proposed. However, spectrum spreading in 5 MHz may require to reach the higher band (L band).   


HDR PHY in L band (1.3-1.7 GHz) will be used in applications which require less range but more bandwidth (e.g. video feed, image transmission). The disadvantage is the reduced range but the advantage is the increase in available bandwidth, and the possibility to exploit antenna diversity (SIMO/MIMO). The extended band goes from 2,1 GHz to 2,3 GHz. High bitrate services with anti-jamming (using FH) operational mode will be supported. FH will operate in 1.25MHz or 5 MHz instantaneous bandwidth. Because of spectrum limitation, HDR PHY could also operate in military UHF band with fixed frequency only capability.

The “synchronization in the PHY level must be more robust than data transmission” paradigm causes problems in flexible systems since synchronization design according to lowest data rate would yield excessive overhead at high data rates. Therefore, the selected design viewpoint is a mode, i.e., there are different synchronization structures for each mode. Since the modes are parameter designed, so are the synchronization structures.


Candidates for physical layers are multi-carrier modulation techniques (OFDM/A, FFH-OFDM, MC-SS), Single Carrier (CPM or SC-FDMA). 

3.2.2.1
Short range communication (high data rate)

For short range HDR links, OFDM and CPM are good candidates, for different reasons. Multi-carrier modulation enables a simple equalization process (each sub-channel can be considered of constant gain at the receiver), but exhibits a significant PAPR (Peak to Average Power Reduction); ways to reduce this effect are considered [13]
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[14]. To cope with Doppler shift, expected in battlefield scenario, number of carriers is less than 1024, and subcarrier modulation is limited to differential PSK schemes. These limitations are particularly important in frequency hopping mode, when carrier frequency changes from one OFDM symbol to another and estimation of propagation conditions for such short data is inefficient. SC-FDMA scheme is also considered as a candidate to relax requirements for linearity of radio power amplifier and limit PARP problem. 


Single carrier modulations, such as continuous phase modulation (CPM), allow a better power amplifier usage, at the cost of an increased equalizer complexity. Reduction of this complexity is being evaluated. 


Because of multi hop data retransmission, every node need to have a possibility to retransmit data associated to different link types, providing assumed QoS with acceptable delay. This requirement limits the length of proposed error correcting codes (low density parity check and Turbo codes) and interleaver to one packet of data however for low data rates it causes shortening of code length and decreasing codes performances.

3.2.2.2
Long range communication (medium and low data rate)

For longer communication ranges and worse propagation conditions lower data rates are available. For OFDM transmission both number of subcarriers and their modulation schemes can be adopted. Low data rates can be realized using DQPSK modulation. Change of carrier frequency to lower frequency range is also possible.      


For LPI-LPD mode, the most promising mode of transmission is MC-CDMA. Comparing to DS-SS  scheme it shows two main advantages: there is no need to implement computationally intense RAKE receiver and it enables reuse of OFDM modulator and demodulator, with additional spreading and dispreading procedures. Bandwidth of the LPI-LPD signal should be the same as for high data rate to match the same frequency mask and enable reuse of the RF front end. 


Additionally, an emergency mode is proposed. It will enable transmission of limited amount of data in most robust mode (MSK CPM), providing maximum achievable range of communications.

For each communication mode, the various physical layers (coding and modulation) behaviour will be evaluated through simulations, considering a typical urban scenario (see section 2). In addition to bit error-rate evaluation, it is important to take into account all the technical choices that will impact the future radio (i) design (silicium footprint), (ii) power consumption (e.g. class and usage of the power amplifier), and (iii) efficiency (frequency management); therefore receiver complexity as well as frequency occupation (adjacent channel) will be taken into account in the comparison, leading to a performance evaluation report and a recommendation on the best candidate, to be issued at the end of the project.


3.3
Situation awareness techniques


Joint operations in a urban environment involve the cooperation of forces in order to proceed with several types of actions, which most of the time requires coordination regarding to the geographical presence of parties involved.


Key to efficient and safe cooperation is to share a jointly maintained, accessible and reliable situation awareness picture. The operational approach to build it is for each party involved to provide its local situational data, have fusion of them and dissemination of the consolidated result to the parties involved in the area. The information involved can be either the outcome of human field observations or sensor data.


More precisely, soldiers squads (equipped with PDA, cameras …) should be able to provide to sensors and localization information. Tactical sensors equipments, for example micro-UAV, could detect snipers, tracks and bombs, or neutralize enemies’ communications.


Goals to cover in situation and awareness area are several. A first goal consists in adopting some innovative techniques and standards covering the range of ingredients to integrate in order to provide efficient situation awareness, namely sensor data fusion, positioning, and radio identification. A second goal consists in the specification of the architecture of the situation awareness service itself, involving the definition of a data model enabling interoperability, and the selection of some patterns targeting interaction with the user.


Figure 9 represents the Shared Situation Awareness approach deployed in WOLF and the need of a consistent communication framework, in order to be able to communicate all C2 relevant information.
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Figure 9 : Situation awareness for WOLF

To accomplish an enhanced situation awareness service for the urban operation in a difficult electromagnetic environment, positioning on an individual level is a necessary feature. In particular indoor positioning is an important component in order to increase safety, to achieve efficient command and control of operations and to avoid fratricide fire. WOLF proposes a position service solution that is common for both indoor and outdoor use as part of the situation awareness fulfilling all the operational needs. WOLF provides navigational capabilities by combining sensors (GPS, inertial sensor and RF-ranging) required to achieve desired 3D positioning accuracy and robustness. It has been demonstrated that cooperative navigation, using UWB-ranging between two soldiers equipped with GPS and inertial sensors, efficiently reduces positioning errors.

The generation of the Shared Real Time Situation Awareness Picture in the tactical environment has been solved. The fusion of primary importance consists in the correlation of the tactical Common Relevant Operational Picture (“Top Down”) with the real time sensor information generated by the sensors at the soldier. (“Bottom Up”). 


Another important WOLF project goal is to adopt some innovative techniques and standards covering sensor data fusion in order to provide efficient situation awareness. WOLF system provides robust sensor fusion with a distributed service oriented approach in most relevant scenarios. Several candidates for sensors at the soldier have been selected including remote “virtual sensors” which the soldier can access such as navigation, imaging, LASER remote sensors, etc. The result has been a proposal of an optimized Situation Awareness System for the dismounted soldier. Moreover, it has been proved that the application of Intelligent Agent Technology is one interesting approach in order to support the soldier and reduce network load.


Interoperability is also a very important issue for WOLF project. On the operational level, interoperability is the ability of a technical system, agency, or person to share information via voice and data signals to another system, agency, or person on demand, in real time, when needed, and as authorized. Regarding interoperability, one of the main WOLF achievements has been to achieve vertical and horizontal interoperability to ensure situational awareness knowledge spread. Vertical interoperability it is assured by means of MIP solution which involves the use of JC3IEDM as data model [15]
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[17]. Adopting this solution implies that WOLF system will communicate with most of the currently available command and control systems. Horizontal interoperability is guaranteed by using NFFI standard. Furthermore, a complete and reliable data mapping between NFFI and JC3IEDM has been proposed through the improvement, mapping and compression of selected standards. This data model has been developed flexible enough for future services and adapted to WOLF characteristics.


Finally, Radio-Based Combat Identification of friend or foe within MAC/PHY layers, in both HDR and LDR modes, in the most compatible way has been integrated. 


Using broadcast interrogations from land or airborne platforms RBCI can correlate their location with that of interrogators to identify themselves as “friendlies” in a target zone to increase survivability.


4
conclusion


Dismounted soldier communication and situation awareness in MOUT impose specific requirements and constraints that in turn require specific technical solutions. Current WOLF project, which main technical insights have been presented in the current paper, adopted a pragmatic approach, in order to identify (i) what the future system should be, and (ii) what are the best-promising techniques that can support current and future army needs. The project consortium, composed of major European communication industries, governmental and academic research centers, successfully takes advantage of its expertise and diversity, in order to address the numerous technical challenges brought by the operational requirements. Among those challenges: end to end connectivity in harsh propagation environment, positioning while GNSS signal is unreachable, limited bandwidth resource with an increasing number of required services, use of several modulations while maintaining  interoperability.       


Areas of research cover the system architecture, the definition of the communication layers (from physical layer to ad-hoc networking mechanisms), positioning techniques and data model for the situation awareness. At mid-life of the project, the current investigations are about the performance evaluation of the proposed solutions; in order to characterize what technical bricks should be put together when building the future system.


The authors of the paper would like to thank the European Defense Agency and the following partners: Sagem Defense and Security (Fr), Indra S.P.A, University of Valencia (Sp), Thales Italy, Selex Communications (It), Rohde & Schwarz, Thales Germany (Ge), TNO (NL).
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Framework ���� Joint Investment Programme on Force Protection


R&T Joint Investment Programme on Force Protection (JIP-FP)


� Launched by the European Defence Agency at the end of 2006


� 3-year programme


� Total € 54.9 million


� 20 European governments 


� Promotion of partnership and networking among the European 
defence R&T stakeholders
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Framework ���� MOUT : current situation


Military Operations in Urban Terrain


� Complex situation due to urban environment : civilians, ambushes � need for awareness


� Command and Control are difficult


� Combats usually at squad level with low coordination with higher echelons 


� Communication failures (indoors, urban canyons) with actual soldier radios


Dismounted soldier should not be isolated


Provide dismounted soldier with efficient communication system







4


Goals and roadmap ���� capabilities


Information processing & situation 
awareness


� Transmission of digitized information (maps, 
photo, videos, tracking and positioning data) 
that will permit to soldier squads to realize 
progression in an unknown environment,


� Exchange of shared situation awareness info 
between vehicular and soldier nodes.


� Connection with Command and Control.


Wireless secured & robust communication


� Based on MANET for connectivity


� Specific urban constraints : 


� physical characteristics of the 


building constructions, 


� Specific propagation environment


� Possible jamming or limited availability of 
frequencies, 


� Various countries, and situations, where 
frequency regulation may not be of concern


Detected 


threats


High data rate 


communication


To C2


sensors


Shared Real-time


Situation Awareness 


picture
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WOLF rodmap in 3 phases


Phase 1 (current contract) : concept definition


� Define the requirements


� Define the system architecture 


� Study and evaluate different possible technical solutions


� Identify the best suited techniques with unitary simulations based on relevant scenarios 


� Propose and promote an harmonized scheme for the future system


Phase 3


Product & system 


development


2008 2010 2012 2014 2016 2018


Standardization effort
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Project organization ���� partnership


WOLF consortium gathers 


European companies & 


entities with great expertise 


in defense & secure 


communication R&T
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Technical insights
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Technical insights ���� Operational Requirements


Analysis of end-user requirements in terms of secured tactical 


wireless communication in urban environment


� Perform end user interviews to refine operational needs


� Develop scenarios to identify the framework of the project


� Derive requirements from the soldier's point of view  (NATO Architecture 


Framework)


� Tune the project to focus on technical aspects derived from user


requirements


�High density 


�Indoor, indoor/outdoor and underground comm.


�Need of non-hierarchic communication


�Need for accurate positioning information 


�Need for image transfer


�Risk for jamming
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Technical insights ���� Operational capabilities : specific MOUT


Co-site


Indoors


propagation


NET split


(& merge)


Jamming


NO GNSS indoors


� GNSS survivability


� Positioning � self positioning


� NET synchronization     � self organizing NET


� Network split & merge  � self healing network


� Indoors operations         � robustness to harsh propagation


� Presence of jammers     � robust waveform (AJ)


� Dense deployment         � robustness to co-site







11


Technical insights ���� Operational Requirements
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Technical insights
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Objective : Define the general system architecture for the WOLF system, from 


operational requirements
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Technical insights ���� System Architecture


� System requirements defined


� Architecture utilizes concept of civil standards


� Cross-layer management from Communications 
Access for Land Mobiles (CALM)


� QoS aspects from IP and IEEE 802.11


� Use of NAF V3  for Architecture description


�Application oriented architecture concept 


� Different modes of operation share the same basic 
set of interoperable services
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Technical insights
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Objective:   specify and evaluate candidate schemes for MAC and physical layers, 


suitable for MOUT context
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� Identified frequency bands


� V/UHF [200-400] MHz : propagation  /  crowded spectrum � Low data rate


� L band [1.3-1.7] GHz    : short range   / bandwidth � High data rate


� Propagation analysis provides models for 


� Simulations of urban propagation 


� Future tool for propagation prediction (range estimation)


� Proposal for a MAC layer


� Management for interoperability of the PHY modes


� Ensuring QoS continuity � TDMA, queuing mechanisms


� Adaptation to operational needs (Split & Merge)


� Clusterized network


� Cross-layer mechanisms (relaying, link status, QoS,…)


Technical insights ����MAC & PHY layers 
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� Candidates for PHY layer


� LDR waveform � max. range + LPI/LPD or AJ properties
� Low data rate mode (in a 25kHz bandwidth for FH, 5MHz for DS),


� Medium data rate mode (in a 100kHz and 250kHz bandwidth for FH, 5MHz for DS)


� Emergency call mode (maximum robustness and elongation), but no MANET support.


� HDR waveform � high throughput 


� FH into 1.25MHz or 5 MHz


� Multi carriers (OFDM/A, FFH-OFDM, MC-SS), single carriers (CPM) or SC-FDMA 


� Candidates are being evaluated and selected through simulations (2010):
� Robustness of LPI/LPD and AJ waveforms ? 


� Performance and robustness to multipath of HDR waveforms (synchronization) ?


� Demo in Thales Communication, France, October 2010


Technical insights ����MAC & PHY layers 
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Objective: define network topology, strategies & mechanisms (addressing, 


routing) suitable for MOUT and in collaboration with MAC


Technical insights
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�Ad Hoc Networking guarantees survivability of 
WOLF communication


�Best capabilities coverage with AODV, DYMO and 
OLSR


�Focus on OLSR 


�Main functionalities


�Unicast routing considering several metrics (multi 
route computation)


� Multicast routing (predefined and dynamic 
multicast groups)


� Soft QoS routing (differentiation)


� Hard QoS routing (reservation)


� External connectivity based on Mobile IPv6 


� definition of the Wolf Adaptation Layer (WAL) 
for efficient cross-layering with the MAC


� Demo in SAGEM, France, October 2010


Technical insights ���� NET layer specification


Scalable up to 128 nodes 


Unicast  


Multicast 


Differentiation 


Priorization/dropping 


Delay constraint 


Radio silence 


RT net init 
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RT net merge 
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IPv6 capable 
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Energy optimization  
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Technical insights
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Objective: Identify suitable techniques for SA, and define the SA mechanisms 


(data model, aggregation, dissemination)







20


Technical insights ���� Situation Awareness


� Robust sensor fusion


� Use cases evaluation: sniper detection, close combat, CSAR, 


evacuation of hostages


� Intelligent sensor management is needed 


� Goal : virtual distributed cognitive sensor system


� Proposal for TDCSA


� Positioning techniques 


� combination of GNSS, inertial, RF-positioning techniques


� Integration of RBCI in the access scheme � Identification 


Methods


� Situation Awareness 


� Distribution, Interoperability, flexibility � Information data 


model proposal


� Demo in AmperLab, Madrid, in September 2010


450ms≈ 100...150ms 400...450ms
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November 17, 2010


European Defense Agency, Brussels


Objective


� Disseminate WOLF outcomes to operational & technical end-user


� Gather feedback on the proposed vision and technical solutions


Content
� General presentation focusing on operational rationales, expectations and impact of the 


proposed solutions


� Dedicated technical workshops on specific matters (flexible, according to the audience)


� Video replay and analysis of September/October demos (SITAWE, Net, Waveform)


Audience
� National representatives 


� End users interested in tactical communication : project countries (each entity) + contributing 
members


Technical insights ���� End User workshop
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WOLF : 1st step in the definition of a future European soldier waveform


� User needs and scenarios 


� System architecture has been defined 


� Best-suited techniques have been evaluated and compared


Next step :
� Investigate additional topics : frequency management, interference avoidance  


� Integrate all the technical concepts (layers) in one testbench


� Evaluate and tune the mechanisms 


���� base waveform


conclusion
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Thank you ! 







25


Additional slides 
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Networking : OLSR enhancements
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ABSTRACT


Recent progress by the North Atlantic Treaty Organisation (NATO) Consultation, Command and Control (C3) Agency (NC3A) Scientific and Technical Support (STS) team has achieved some significant results towards implementing a viable beyond line-of-sight internet protocol (IP) communications capability on board the NATO E-3A airborne warning and control system (AWACS) aircraft. The NATO Airborne Early Warning and Control (NAEW&C) Force Command (FC) sponsored this activity with the purpose of fulfilling mission critical requirements to support current and future NATO mission tasking. 


Following introduction and background material, our paper describes potential future missions that drive the pressing capability requirement. We describe next the communications system description with its deployable ground entry point (DGEP), and the IP network architecture for communicating with the NE3A aircraft. We discuss concept development tests and experiments used to verify system functionality and performance, including ground- and flight- testing, and results from the Multi-Sensor Aerospace-Ground Joint Intelligence, Surveillance, and Reconnaissance, (ISR) Interoperability Coalition (MAJIIC) - Technical Interoperability Experiment (TIE) (MAJIIC-TIE). We address a number of issues and challenges we discovered, some with operational impact, including limitations due to bandwidth and latency, Extensible Messaging and Presence Protocol (XMPP) "chattiness", link connectivity loss during refuelling and turns, and issues related to the fact that the aircraft has never before operated with an organic ground element. The next section proposes future enhancements to overcome these issues including, in order of increasing complexity and cost, strategies to optimise low bandwidth utilization and traffic management (such as load splitting over different carriers), and integrating alternative higher bandwidth bearers such as INMARSAT, UHF SATCOM, and broad band SATCOM. While offering significantly enhanced network connectivity, the last of these options, broad band SATCOM, if implemented similarly to the Joint Surveillance Target Attack Radar System (JSTARS), will require significant and costly modifications to the aircraft.

1
INTRODUCTION


Collaborative decision-making is playing an increasing role in the command and control (C2) of deployed forces. Forces engaged in joint operations and deployed over wider areas must rely increasingly on low-bandwidth beyond line-of-sight wireless communication systems and network-enabled capability for their support. This convergence of requirements and constraints – for a networked and collaborative decision-support system supported by a low-bandwidth network bearer service – has placed an increased emphasis on the use of chat systems and their operational utility. 

The North Atlantic Treaty Organisation (NATO) Airborne Early Warning and Control (NAEW&C) Airborne Warning and Control System (AWACS) aircraft are transforming to support emerging and future roles and missions. There is plenty of incentive to do so. As outlined in SACEUR’s 2009 Concept of Operations for the Employment of the NAEW&C Force (NAEW&CF), NAEW&CF assets are declared High Readiness Forces and Deployable Forces. [1] Additionally, NATO’s MC477 Military Concept for the NATO Response Force, identifies NAEW&CF’s standing commitment to the NATO Response Force (NRF). [2] In order to support these commitments within the NATO approved transformational framework and its objective NATO Network Enabled Capabilities (NNEC), NAEW&CF assets will be required to participate in Internet Protocol (IP) based networks while airborne. This will become increasingly important as more and more C2 user applications move from stove-piped fixed-format military systems to Commercial Off-the-Shelf (COTS) / Government Off-the-Shelf (GOTS) solutions. NATO's Allied Command Transformation (ACT) and the NATO Consultation, Command and Control Agency (NC3A), have selected IP as the basis for future data convergence and mobile networking.  Specifically for the NAEW&CF, NATO articulated the following key “desired outcome” for NNEC:


“Improved Information Accessibility – Ability of Users to access, manipulate and exchange relevant information of different classifications across functional, national and organizational boundaries.  This goal is supported by use of a converged, Internet Protocol-based ‘protected core’ network for voice, data and video traffic on static, deployable and mobile networks.”[3] 


As the ability to participate in NNEC operations is a specified Long Term Capability Requirement [4] for NAEW&CF, the ability to participate in IP-based deployable and mobile networks will be critical to its future success in supporting its mission commitments.

2
BACKGROUND


The NATO E-3A Component (NE3A), as NATO's only operational unit, has provided the Alliance with airborne surveillance capability since 1982. Initially intended to perform a defensive counter-air surveillance role against Warsaw Pact forces, the NE3A has provided an essential C2 capability over tactical air forces. The NE3A mission evolved to include a tactical air battle management role during Operation ALLIED FORCE over Kosovo, controlling friendly aircraft involved in offensive and defensive counter-air operations, close air support, battlefield air interdiction, combat search and rescue, reconnaissance, tactical air transport, and air–to-air refuelling missions.

Notably, in the aftermath of 9/11, NATO took measures to operationalise Article 5 of the North Atlantic Treaty
 for the first time in its history. The NE3A deployed to Operation EAGLE ASSIST to support operations in the continental United States. [6] Since then NE3As have supported a broad assortment of contingencies and crises in various capacities, including controlling air defences at NATO Summits, Baltic Air Policing, and other missions. 

Due to the nature of emerging missions, in particular the International Security Assistance Force mission in Afghanistan, it became apparent that, unlike in the past, it is operationally necessary for the NE3A to be able to communicate at length directly with ground headquarters (HQ) and operations centres. This implies a pressing need to realise an operationally viable secure air-to-ground beyond line-of-sight (BLOS) airborne ‘chat’ capability on board the NE3A aircraft. 

Air-to-ground communications capability on board the aircraft presents a challenge. Extant capability consists solely of low-bandwidth waveform carriers, including high frequency (HF) and ultra high frequency (UHF) radios.
 Interest from the NAEW&C FC in the development of a BLOS chat capability led to a focus on the merits of HF radio and satellite communication (SATCOM) systems, notably IRIDIUM, as the most readily available IP-bearer services. The NC3A Scientific and Technical Support (STS) team has subsequently carried out extensive concept development and experimentation (CD&E) since 2008. 


The NC3A STS Team rapidly designed, developed, and tested prototype rack configurations that could be carried in the NE3A to provide the necessary communications capability. They accomplished this within the limitations of the existing communications architecture and without requiring significant and costly aircraft modifications that might require time-consuming airworthiness recertification. In the event, ancillary low bandwidth Iridium SATCOM capability was eventually installed using an antenna that reaches through the aircraft's sextant port.


Within a few months, through innovative design and extensive experimentation with various configurations of hardware and software, the team developed a truly viable chat capability, which was first deployed in support of real world operations in 2009. Coincident with this deployment, NC3A produced five additional prototype racks for use by the NE3A and provided training for logisticians and operators in the configuration, maintenance, and employment of the racks. Progress continued into the fall of 2009 through pioneering ground and flight testing, research and development, and experimentation, and culminated in the Multi-Sensor Aerospace-Ground Joint Intelligence, Surveillance, and Reconnaissance, (ISR) Interoperability Coalition (MAJIIC) - Technical Interoperability Experiment (TIE) and the first ever demonstration of NE3A connectivity to a secure ISR database for query, download, and upload of ISR products from the MAJIIC network. 

3
POTENTIAL FUTURE MISSIONS


More recently, increased operations tempo in Afghanistan and counter-piracy operations in the vicinity of the Horn of Africa have motivated NATO to levy additional operational tasks against the NAEW&CF – some of which have extended the platform’s missions to encompass first-responder deployable C2 capability and operational "mission" management, counter-piracy, maritime surveillance and tracking (using the Automatic Identification System (AIS)), air traffic control, support to special operations and time sensitive targeting, as well as monitoring NATO friendly force information (FFI). The ultimate interest is in integration of a collaborative computer information system capability with multi-media support on-board the NE3A platform, and the evolution of the NE3A to become a multi-role, multi-mission platform. The following Figure 1 depicts the evolution of the NAEW&CF roles since 1978.


4
COMMUNICATIONS SYSTEM DESCRIPTION


In addition to the C2 link to the ground, the NE3A communicates air-to-air primarily using Link 11 and Link 16. Its communications systems also include HF, very high frequency (VHF), UHF, and limited SATCOM capabilities for secure and unsecure data and voice. Its air-to-ground data communications capability, however, is somewhat limited, traditionally using uncoded legacy Radio Teletype (RATT) for low-rate (75 bps) serial data exchange. As mentioned earlier, the development of a BLOS capability focused on HF radio and SATCOM systems, notably IRIDIUM, as the IP-bearer services. UHF has also been explored as a LOS adjunct for higher-throughput communications. An on-board local-area-network (LAN) provides flexible and common access to these external bearers by one or more user-end-systems. Figure 2 shows the resultant NATO System View (NSV-1) of the on-board systems. Capability to provide a secure real-time feed of unclassified maritime AIS track information into the secure network is further afforded using a data diode for accredited low-to-high information exchange.
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Figure 1: Evolution of the NAEW&CF since 1978. (NAEW&C FC)
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Figure 2: NATO System View (NSV-1) with HF/UHF, IRIDIUM, and AIS connections to NE3A.

High Frequency

Historically, the legacy NE3A possessed some basic E-Mail capabilities via the low bandwidth Data Terminal Airborne (DTA) and its STANAG 5066 [8] HF E-Mail system, available to the NE3A circa 2000. Physical reconfiguration of the aircraft’s mission system during the NATO Mid Term (NMT) upgrade, however, necessitated the removal of this system and an upgraded IP capability was necessary.

Pending development of an IP SATCOM capability as BLOS bearer, the NE3A DTA system was modified, adding a reference implementation of the STANAG 5066 Edition 3 secure IP-over-HF token-ring protocol. [9] This approach allowed re-use of the DTA rack configuration, its Harris 5710A HF modem, and KG-84 encryption unit. Modifications to the airframe were not required, as existing HF radio transceivers, antenna systems, and NMT controls were all used.


IRIDIUM SATCOM


Though the NE3A is equipped with a UHF-SATCOM terminal, its utility for IP-Chat operation has been limited by an on-going NATO transition to DAMA operation, restricted interoperability with on-orbit payloads, and the evolving use of Iridium SATCOM by other E3 platforms. An informal cost-benefit analysis in deploying a usable SATCOM BLOS capability focused on obtaining a usable demand-assigned capability anywhere in the world, and for current NE3A network communication projects this has favoured a focus on Iridium rather than UHF SATCOM. This focus is expected to change in near future however. The NE3A currently uses commercially available IRIDIUM satellite network phones or terminals as its primary means for IP communication, with other media as backup. A General Dynamics Sectera Wireline Terminal with Black Digital Interface provides encryption services for confidentiality. Point-to-point protocol (PPP) operation over the serial digital link provides IP-bearer services.


IRIDIUM Antenna


		The AWACS aircraft sextant port (formerly used for navigation) in the aircraft's fuselage just aft of the air-to-air refuelling receptacle greatly aids IRIDIUM integration with the airframe. Iridium antennas can be fitted through the sextant port for exterior communications without need for modification to the aircraft fuselage. Figure 3 shows one such antenna. The antenna extends approximately 8 cm above the skin of the airframe. For flight safety during refueling the antenna is removed from the sextant port and the port is sealed. This forces aircraft disconnect from ground networks and down time when no other media are available. 
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Figure 3: A Sextant Port IRIDIUM Antenna used in the NE3A (NC3A photo)





Integrated Radio-Router: Media-Access-Control and Router


An integrated radio router (an MPCX-47 general-purpose computer) provides the requisite services to interface the NE3A’s networked applications to the external bearers, including IP-datagram routing services, media-access-control services for HF/UHF radios (implementing STANAG 5066 Edition 3 token-ring protocol) and Iridium (implementing PPP dialup services). Static and dynamic routes amongst the router’s three IP interfaces (tap0 for HF/UHF, ppp0 for Iridium, and eth0 for the on-board LAN) may be configured. Dynamic routing, when used, is tuned with time-outs and update frequencies suitable for the low-bandwidth HF and Iridium links. Addition services are managed by the MPCX-IRR, including time-synchronization with ground-based server. The scope of these services is expanding to include on-board directory-service proxies and route-/gateway- servers, as a means of traffic reduction on the wireless bearers. 

Deployable Ground Entry Point (DGEP)


While IRIDIUM offers a conventional telephone service, the added complexity of using this service - with frequent satellite handovers - to support a secure IP connection to a ground station means that some system configuration is necessary in order to get a reliable and resilient IP connection from AWACS to operational HQ. A "plug and play" approach, i.e., attempting to dial directly into an operational HQ's network control centre with IRIDIUM, was reportedly unsatisfactory. [10] The AWACS was often unable to establish and maintain a connection, and as one of many customers, was unable to obtain the priority of service that was necessary. Re-connect times were lengthy, and often disrupted when the IRIDIUM connection failed unexpectedly. 

While the NE3A is not a full-fledged ISR platform, most, if not all, airborne ISR platforms have dedicated ground stations to provide tailored wireless connectivity as a prerequisite conduit for their products to their customers. As a focal point for traffic flows and interfaces between ground and air, such stations promote scalable network solutions by localizing unique tuning and configuration requirements for interfaces and servers. 


The NE3A, after years of communicating primarily air-to-air, now requires being able to communicate reliably and securely with the ground. Given wide variability in potential operational requirements, range limitations in most wireless IP-bearers, and connection-reliability requirements for applications, NATO has explored development of a DGEP as a prototype for long-term requirements capture. Figure 4 presents the NATO System View of the resultant DGEP design, which provides multi-bearer (HF/UHF/Iridium) capability, local servers as performance enhancing edge-proxies and self-sustainment, RADIUS-secured dial-in and dial-out services, and protected interconnection point(s) with local ground networks.
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Figure 4: NSV of the Deployable Ground Entry Point depicting HF/UHF and IRIDIUM connections to NE3A (NC3A)


NE3A IP-Chat Capability – NATO System and Technical Views


The NE3A IP-Chat capability combines a number of application, networking and communication protocols into the system-port profiles shown by Figure 5; matching profiles (not shown) are required for end-to-end interoperability and functionality. These profiles encompass a full range of capability and standardization sufficient for NE3A integration into an IP-network architecture.


More significantly, the profiles represent new configuration choices and management responsibility that must be maintained across the NE3A fleet and the ground entry points to which it connects. Management and use of such capability poses new challenges in training for NE3A operators that must be addressed in future for the full utility in use of the capability. As with any new system, performance testing and operational evaluation have shown a wide range of results depending on skill levels and system familiarity of the operators. While disconcerting, this has afforded opportunity for requirements capture in system development.   


[image: image5.jpg]L b ierface Seria-modem |

1P Router " panera®® inteface | IRC/XMPP (server, room)
IETF: TCP/UDP (port)
| —L ppp0 (port)
| IETF IP: OLSR (area), OSPF (area)
| simplified
etho | |« diagram - . IETF: Pointto-Point Protocol / PPP (IP address)
| | et e BHF-P NATO-SECAN: Link-Level-Crypto (type, keymat)
| P RouterCore EIA-RS232: data rate
HF MPCX-47 3
[ | (MPCX-47) IRIDIUM / PSTN: Telephone Number, SIM-card ID
| Client Server & | IRIDIUM Connection-Service
terf
o ‘"_i e | Airborne Wireless (IRID) Network Profile
CLANP subnetaddress | pppp subnetaddress | o o T
s PPPI/IP subnet address IRIDIUM: PTSN Telephone
PTSN Telephone Number Number, SIM-card unit ID

LAN MAC-address |

' data-rate

l'IRiD

\
NN ‘
\J 1 & IRIDIUM Phone or LBT v ]
| Chat Operator | m—" antenna
1 | Functionality =
\ keymat |
. | End-System
| ] (Chat) +
s & 880909 - 1P Router +
IRIDIUM Subnet
\ - -
PPPIHF-IP | Call-Sign or ALE-station-address | ¥ HF Subnet
| Router-Core C’Vlfm"y'ie/ T freqqtx / freqerx
| eymal Y, power ] sensitvty /
\ &‘E@f‘% 4 et audio-bandwidth |
| ; HF
 Chat Operator  HE.1p supnet address o :
odem
e ACumetadess ol Gz
P
IRC/XMPP (server, room) (R AP (A )
i IQ?E;\‘& ] L IETF: TCP/UDP (port)
ETF: TCPIUDP (port) ( HF) ] IETF IP: OLSR (area), OSPF (area)
e
STANAG 5066 HF-IP address, HF-1P subnel,
IETF: OSPF (area), BGP4 ESRRES

IP = LAN-IP address, LAN-IP
subnet address

TEEE 802.1QUp = VLAN, CoS
mark

NATO-SECAN: Link-Level-Crypto (type, keymat)

STANAG 4539: waveform, data-rate, interleaver

Call-Sign or STANAG 4538 ALE-station-address

IEEE 802.x = MAC address C1}—(ABN STANAG 4203: freq-Ix, power, freqx,

“Airborne-Platform Wired sensitivity, audio-bandwidth
Network Profile Airborne Wireless (HF) Network Profile

Fmmmm———q







Figure 5: NE3A IP-Chat Capability, System and Technical Views (NC3A)


Chat Protocols

NATO, Allied, and Coalition use of chat systems have focused initially on Internet Relay Chat (most often using the mIRC client implementation). Recent changes in security and interoperability requirements have led to the movement towards long-term use of systems based on the Extensible Messaging and Presence Protocol (XMPP), as used in the NC3A-developed JChat system.

JChat was successfully operated on a UHF Improved Data Modem network with MilStd 188-220 protocol in a lab test at NC3A and in a 2007 flight trial. The XMPP protocol’s inherent “chattiness” presented challenges as it consumes significant amounts of available bandwidth – not a desirable trait in a bandwidth-constrained half-duplex radio environment. Significant progress has been made at NC3A to tune JChat in order to reduce the number of transactions and handshakes. Past experiments in preparation for and during MAJIIC-TIE have used a combination of JChat, TRANSVERSE, K-LIVE, and other commercial protocols. Figure 6 depicts the variety of chat protocol clients, servers and gateways. Experiments in the near future will focus on the use of JChat.
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Figure 6: Chat systems: Clients, Servers and Gateways for IRC and XMPP systems (NC3A)

5
Concept Development and Experimentation (CD&E)


Ground Testing


NC3A uses its remote transceiver site at Staelduinen, NL, established in the late 1950’s and extensively renovated in 2005, for ground-to-ground and ground-to-air testing with HF and UHF radio. New site capabilities include flexible remote control of the site’s modem-transceiver-antenna connections, enabling configuration for ground-wave, line-of-sight, BLOS long-haul and near-vertical incidence (NVIS) short-haul coverage by switching the site’s 500 watt HF radio amongst the available rotatable log-periodic (RLP), inverted-Vee and horizontal-loop antennas. In-laboratory HF network and UHF point-to-point testing is accomplished in NC3A's CAVE laboratory using a wideband high-fidelity audio mixer to replicate the characteristics of air-to-ground and BLOS links, complete with ability to inject noise and jamming signals for circuit realism. NC3A’s SATIN laboratory is well-equipped with IRIDIUM SATCOM systems for dial-in by remote NE3A systems and for local loop-back testing. All these capabilities have proven invaluable in flight-test preparations and in the development of viable system configurations. 

Flight Testing


		Extensive flight trials have been used to evaluate different system configurations and chat formats, in and about the NE3A operations areas in Europe (as shown in Figure 7) and elsewhere. These have provided excellent opportunity to evaluate pre-mission planning and operator training requirements, as NE3A crew have provided the system operators for most of these flights.
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Figure 7: Ground and Flight test operations areas 2008/2009 (NC3A)





MAJIIC-TIE


The MAJIIC project is a multinational
2 effort to maximise the military utility of ISR resources through the development and evaluation of operational and technical means for interoperability of a wide range of ISR assets. The sensor data types addressed in MAJIIC include ground moving target indicator (GMTI) radar, synthetic aperture radar, electro-optical, and infra-red imaging and video sensors, electronic warfare support measures sensors, and artillery locating radar. In order to be adaptable to real-world deployed operations, where the availability of terrestrial and satellite bandwidth might be scarce, MAJIIC supports interoperability using any network type or bandwidth, as well as any combination of networks and interconnections. This approach includes dissemination of near-real time and archived data, the latter by using metadata-based access to and retrieval of archived data from any Coalition Shared Database (CSD) throughout the interconnected MAJIIC environment. These data servers are synchronised to provide full visibility into all archived data throughout the network independent of where the users are located. 

		During MAJIIC-TIE 2009, a Kongsberg Exploitation System (KES) located on an airborne NE3A was able to access the ground-based network CSD (depicted in Figure 8) and retrieve data and imagery for display, as well as, transfer files to the CSD, while maintaining continuous chat connectivity. Screenshots captured from the aircraft flight are depicted in the Figures 9 and 10.
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Figure 8: NE3A-MAJIIC-TIE 2009 Environment (NC3A)
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Figure 9: GMTI Data displayed on KES (NC3A)
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Figure 10: Full Motion Video Screen Capture displayed on KES (NC3A)





FUTURE CD&E

The NE3A and NC3A will continue to conduct experiments through 2010. The principal opportunities are the NATO Coalition Warrior Interoperability Exercise (CWIX) and Empire Challenge. 

6
ISSUES AND CHALLENGES


Latency poses technical and operational challenges in low-bandwidth systems. Network protocols and applications are developed on over-provisioned high-speed networks to expect and provide fast response. Client-server applications invoke lengthy and complex dialogs to provide enhanced capability in service-oriented architectures, but offer much higher traffic loads while doing so. With the delay on any link proportional to traffic volume and inversely proportional to link speed, low-bandwidth links are the dominant delay factor, which is compounded by half-duplex channel turnaround in legacy radio systems. The global network introduces additional delays, as aircraft traffic may circle the earth on paths through multiple IRIDIUM satellites and terrestrial gateways back to the ground-based operations centres. Such delays affect operational response and utility, particularly in mixed-network chat environments, as user responses in shared chat rooms may arrive out of sequence or be dropped entirely as lower-level processes (such as TCP-connection management) timeout and reset connections.


Analysis of these issues throughout the system has led to a wide range of mitigation strategies and configuration changes referred to collectively as ‘tuning’. Careful analysis of the XMPP chat-client logon sequence has introduced a set of bandwidth conserving options to the NATO JChat client. Changes in TCP-connection parameters, particularly in initial estimates of the round-trip delay and maximum number of retries, introduce greater system tolerance to round-trip delay. Static pre-configuration of directory and route servers off-loads their traffic from low-bandwidth links, but, as these changes are not broadly scalable in large networks, edge-proxies and XMPP server-to-server federation localize the tuning to the aircraft and DGEP. Further detailed analysis of the traffic flows has detected unwanted contributors (e.g., NETBIOS on end systems) that can be turned off, has established realistic traffic models of chat-room behaviour based on operational experience, and has pointed to unexpected timeout limitations lurking in software libraries that require further exploration and correction.

7
FUTURE ENHANCEMENTS


Future enhancements to the system cover a wide range. Figure 11 below depicts a potential path for future enhancements. In keeping with its initial guidelines for rapid prototyping, the current system is standalone, with its own end-systems to host IP-chat and C2ISR processes. Migration of these processes to the NE3A mission system will require its accreditation to connect to ground-based networks through the DGEP. As an intermediate step, the IP chat capability will be integrated with one or more standalone NE3A situation display consoles (SDC). With new on-orbit capabilities, INMARSAT capability may be added to the NE3A using sextant antennas. Use of bonded IRIDIUM antennae and channels to increase redundancy and bandwidth has been demonstrated in ground tests with the current kit, and awaits installation on the NE3A and flight evaluation. As noted earlier, NAEW&C FC will explore revamping the on board UHF SATCOM system and adding it as a bearer. Advanced IP routing and quality-of-service management regimes for multi-bearer operation are currently being evaluated and will be included in later versions of the prototype. 
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Figure 11: Depiction of Future Enhancements to NE3A (NC3A)


Ultimately, installation of stable high-speed air-to-ground communications system at Ku-band (e.g., TCDL or Ku-Band SATCOM) would provide ample bandwidth (> 10 Mbps) to meet new mission requirements; but these will require extensive analysis, airframe rework, and airworthiness recertification before they could bear fruit. Pending such development, the multi-bearer approach explored and described herein will be capable of meeting the initial goals for new C2ISR missions. The most significant future enhancements must also focus on training, logistics, and system management for improved operational performance. 


8
CONCLUSIONS


NATO now possesses a viable beyond line-of-sight IP communications capability on board the NE3A AWACS aircraft. This first step into the NNEC community provides the basis for future transformation of the platform, specifically from pure air/surface surveillance and air battle management to that of a multi-mission aircraft supporting the full range of NATO C2ISR requirements for joint commanders at all levels (operational to tactical) and across all components.
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� “The Parties agree that an armed attack against one… shall be considered an attack against them all and consequently they agree … [to] exercise … the right of … collective self-defence …”[5]


� The NE3A presently has limited organic UHF-SATCOM capabilities.


� MAJIIC Nations include: Canada, France, Germany, Italy, Netherlands, Norway, Spain, United Kingdom and the United States of America. NC3A is the facilitator for the project and provides overall technical management.
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Richard F. Bird
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Capability Area Team - 5 

Joint Intelligence, Surveillance & Reconnaissance

E-mail: richard.bird@nc3a.nato.int

Phone: + 31-70-374-3656
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Good Afternoon, Ladies and Gentlemen, Distinguished Colleagues,



I am Richard Bird and I come from the NC3A where I provide Scientific and Technical Support as the Future Capabilities Study Lead for the NATO Airborne Early Warning & Control Force.



What I am about to present to you are the results of exciting work conducted since 2008 by a cast of gifted individuals whom I regret are not with me today.  They are led by Matt Roper, the Program Manager, John Mahaffey, his Deputy, and by my Co-Author, the Technical Lead, Donald Kallgren, with whom some of you may be familiar.



As the title states, I will discuss how we have been able to install IP-based connectivity between the NATO AWACS and terrestrial networks, thereby “Extending” the technical capabilities of the aircraft to potentially perform additional “Missions” on behalf of NATO.
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Disclaimer
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Although NC3A collaborates with national governments and industries in the performance of its activities, any reference to national and/or corporate capabilities, systems, products or images in this presentation does not imply any official or formal NC3A endorsement.  
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		NAEW&C FC IP-Communications Capability Evolution

		Emerging Missions, Operational Requirements, Technology



		NAEW&C IP-Communications & Network Architectures

		Deployable Ground Entry Point

		Stage I & II IP-Communications Racks



		Concept Development & Experimentation



		Summary
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		NATO’s Operational & Technical Environment Changing 

		Emerging Missions Involve: 

		Information Intensive Defensive & Expeditionary Operations

		Expanded Commander’s Reach

		Constrained Timelines



		NAEW&C offers Opportunities to “Extend the Mission”

		Capability Integration Leverages Current & Emerging Technologies

		Innovative Capabilities’ Exploitation Blends C2 & Joint ISR

		Permits NAEW&C to evolve into a Joint C2ISR Platform & integrate into the wider Joint C2ISR system



Background
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Emerging Operational Requirements: The NATO Alliance has moved from a defensive force to an expeditionary force supporting the full range or operations from combat to disaster relief from defense against terrorism to force protection (ISAF, NRF, HVE). Execution of these operations, in out of area locations requires increased capabilities for collaboration, coordination and command and control.  These capabilities, designed to share information as well as direction and guidance require reliable access to large volumes of C2 and ISR data and information.  Currently, those products lie within the network enabled environment.



Emerging Network Enabled Capability: NAEW&C Development of onboard chat/IP capabilities using low bandwidth carriers provides options for network enabled collaboration and access to Joint ISR products via the MAJIIC network and the coalition shared data server (CSD)



Supporting the full range of Commanders, Operational to Tactical - Cross Component



		Information Intensive Operations:

		Time Sensitive Targeting (TST)

		Troops in Contact (TIC)

		Combat Search and Rescue (CSAR)

		Suppression of Enemy Air Defences (SEAD)

		Cross Component – Cross Coalition:

		Reach back – Reach Forward

		C2 Extension for the Battlespace

		 Leveraging other component systems

		ISR (Tactical UAV/SIGINT)

		Offensive (artillery, rockets, forces)

		C2 and ISR – ‘Blurring the Lines’:

		Non Traditional ISR (NTISR)

		E-3 sensor products

		E-3 relay of other sensor products

		JISR Coordinator 

		Relay of ad-hoc tasking

		Support to operations

		Force protection
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		2008: NAEW&C FC tasks NC3A to develop operationally viable “chat” capability for ISAF

		Three criteria: Operationally Fit for Purpose, No NMT system integration, No  E-3 modification



		2008/2009: NC3A develops, tests Prototype Stage I IP/Chat Rack & Ground Entry Point (GEP)

		HF, UHF, & Iridium Low-bandwidth Carriers

		IP/Chat Connectivity using mIRC -> XMPP

		Initial IP-Based C2ISR Applications - MAJIIC



		2009/10: NC3A expands IP-Communications capability

		Deployable Ground Entry Point (DGEP) 

		Stage II IP-Comms Rack (2G Rack)

		Enhanced IP-Based C2ISR Applications

		NAEW Test Reference Facility (NTRF)



NAEW IP-Communications Capability Evolution
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Iridium













ACC- CAOC

CJTF HQ

MCC

LCC

Secure WAN/LAN



GEP

Chat/IP data
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		NAEW&C IP/CHAT Originally designed to meet the requirements of a 2008 NAEW Force tasking to develop an operationally viable ‘chat’ capability to be used to support ISAF. 



		using HF, UHF & Iridium 



		Development of to support of NAEW Force tasking

		ISAF

		Counter-piracy

		NRF 

		Chat/IP Concept

		Temporary System

		Use Onboard Communications

		Antennas

		Within power, weight and cooling

		Low Bandwidth carriers

		Iridium

		HF

		UHF

		Access to Secure WAN/LAN

		Chat – mIRC/XMPP

		AIS

		Other C2ISR Related Capabilities

		C2IS – ICC

		Joint ISR - MAJIIC
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NAEW IP-Communications: 

Deployable Ground Entry Point (1)

		Red-Rack-CIS

		Secure-LAN/WAN access

		Local servers (Chat / AIS / CSD) 

		Multi-media wireless IP comms: 

		Dual-channel Iridium SATCOM

		HF / UHF  radio



		Red-Rack-Crypto

		Quad-channel Sectera/Line-crypto

		Secure fibre-optic media to outdoor / radio-room systems 
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NAEW IP-Communications: 

Deployable Ground Entry Point (2)

		Outdoor / Radio-Room Kit
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Empire Challenge 2010 (EC10)

NATO System View - DGEP







NAEW IP-Communications: 2G Rack

		Multiple laptop/SDC Interfaces

		On-board IP-routing / servers

		Secure multi-bearer IP comms

		dual-channel Iridium (w/ current or new antenna)

		dual HF / UHF radio

		growth for new bearers (e.g., UHF-SATCOM): 

2 available interfaces

		Info-assurance features

		data-diode for real-time secure AIS feed

		Modular-component install







over-wing install location

dual-channel Iridium SATCOM, wall-mount at sextant-port location







EC10: NATO System View – 

E3A Systems









EC10: Summary Outcome (1) -

XMPP Chat-directed ISR Management

		Successful EC10 Trial collaboration

		Secure XMPP chat

		Scan-Eagle FMV





ScanEagle GCS

TTNT 

L-band 

Mobile Comm Vehicle (MCV)





SE Full Motion Video + PPLI + UAV commands + mIRC 

SE Full Motion Video + PPLI + UAV commands + mIRC 

T1 Line

UAV commands + PPLI + SE Full Motion Video



ScanEagle











L-band 



HF / UHF 

Secure XMPP Chat Demo

SE FMV Demo

XMPP

Chat

FMV

HQ – JISR MGR







Building 2



HQ





Building 2



HQ







EC10: Summary Outcome (2) – 

Real-Time Maritime AIS Track Reporting

		AIS tracks reported in real-time routinely (EC10-provided and volunteers)

		track-forwarding: NIRIS

		track-display: ICC, TV32, or NAMESIS



		AIS-track-report capability operated concurrent with XMPP chat;

		XMPP chat used for SE tasking to investigate the track source



architecture views







		Low-bandwidth IP- comms support to concurrent Real-time AIS track-reporting, Still-Imagery Download, Chat-directed C2ISR-Management



EC10: Summary Outcome (3) – 

Operational Utility







Potential Future NE3A Enhancements
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1.  The graph above shows the capability required to move from a tactical air/surface surveillance and battle management platform to full participation as an extension of the operational level C2 capability.  Note that using low bandwidth capabilities, the E-3A has already provided a low level of connectivity for collaboration tools.  Limited capability to connect to databases is possible and could provide limited utility to JFC/CJTF commanders and staffs using low bandwidth carriers as long as products are kept small (<50 kb)Future enhancements to the system cover a wide range. Figure 11 below depicts a potential path for future enhancements. In keeping with its initial guidelines for rapid prototyping, the current system is standalone, with its own end-systems to host IP-chat and C2ISR processes. Migration of these processes to the NE3A mission system will require its accreditation to connect to ground-based networks through the DGEP. As an intermediate step, the IP chat capability will be integrated with one or more standalone NE3A situation display consoles (SDC). With new on-orbit capabilities, INMARSAT capability may be added to the NE3A using sextant antennas. Use of bonded IRIDIUM antennae and channels to increase redundancy and bandwidth has been demonstrated in ground tests with the current kit, and awaits installation on the NE3A and flight evaluation. As noted earlier, NAEW&C FC will explore revamping the on board UHF SATCOM system and adding it as a bearer. Advanced IP routing and quality-of-service management regimes for multi-bearer operation are currently being evaluated and will be included in later versions of the prototype. 

Figure 11: Depiction of Future Enhancements to NE3A (NC3A)

Ultimately, installation of stable high-speed air-to-ground communications system at Ku-band (e.g., TCDL or Ku-Band SATCOM) would provide ample bandwidth (> 10 Mbps) to meet new mission requirements; but these will require extensive analysis, airframe rework, and airworthiness recertification before they could bear fruit. Pending such development, the multi-bearer approach explored and described herein will be capable of meeting the initial goals for new C2ISR missions. The most significant future enhancements must also focus on training, logistics, and system management for improved operational performance. 
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		NATO’s Operational & Technical Environment Changing 

		Emerging Missions Involve: 

		Information Intensive Defensive & Expeditionary Operations

		Expanded Commander’s Reach

		Constrained Timelines

		NAEW&C offers Opportunities to “Extend the Mission”

		Capability Integration Leverages Current & Emerging Technologies

		Innovative Capabilities Exploitation Blends C2 & Joint ISR

		Permits NAEW&C to evolve into a Joint C2ISR Platform & integrate into the wider Joint C2ISR system

		Applicable to all platforms with access to HF, UHF, and/or Iridium

		MPA

		Air Transport

		Ground Systems



Summary
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CONTACTING NC3A

Mr. Richard Bird – NAEW&C Future Capabilities Study Lead (CAT 5 JISR, NAEW&C) Ext 3656 

Mr. Don Kallgren – NAEW&C Technical Lead (CAT 9 Communications Infrastructure Services) Ext 3442

 Mr. Matt Roper – NAEW&C Project Manager (CAT 5 JISR, NAEW&C) Ext 3697

Mr. John Mahaffey – Deputy NAEW&C Project Manager (CAT 5 JISR, NAEW&C) Ext 3782 

*

*
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Issues & Challenges

		Latency poses technical & operational challenges in low-bandwidth systems

		Delays affect operational response and utility, particularly in mixed-network chat environments

		Delay on any link proportional to traffic volume and inversely proportional to link speed

		Low-bandwidth links are the dominant delay factor, compounded by half-duplex channel turnaround in legacy radio systems

		Network protocols & applications developed on over-provisioned high-speed networks to expect and provide fast response 

		Client-server applications invoke lengthy and complex dialogs which offer high traffic loads  

		Global network introduces additional delays, as aircraft traffic may circle the earth on paths through multiple IRIDIUM satellites and terrestrial gateways back to the ground-based operations centres
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Latency poses technical and operational challenges in low-bandwidth systems. Network protocols and applications are developed on over-provisioned high-speed networks to expect and provide fast response. Client-server applications invoke lengthy and complex dialogs to provide enhanced capability in service-oriented architectures, but offer much higher traffic loads while doing so. With the delay on any link proportional to traffic volume and inversely proportional to link speed, low-bandwidth links are the dominant delay factor, which is compounded by half-duplex channel turnaround in legacy radio systems. The global network introduces additional delays, as aircraft traffic may circle the earth on paths through multiple IRIDIUM satellites and terrestrial gateways back to the ground-based operations centres. Such delays affect operational response and utility, particularly in mixed-network chat environments, as user responses in shared chat rooms may arrive out of sequence or be dropped entirely as lower-level processes (such as TCP-connection management) timeout and reset connections.



Analysis of these issues throughout the system has led to a wide range of mitigation strategies and configuration changes referred to collectively as ‘tuning’. Careful analysis of the XMPP chat-client logon sequence has introduced a set of bandwidth conserving options to the NATO JChat client. Changes in TCP-connection parameters, particularly in initial estimates of the round-trip delay and maximum number of retries, introduce greater system tolerance to round-trip delay. Static pre-configuration of directory and route servers off-loads their traffic from low-bandwidth links, but, as these changes are not broadly scalable in large networks, edge-proxies and XMPP server-to-server federation localize the tuning to the aircraft and DGEP. Further detailed analysis of the traffic flows has detected unwanted contributors (e.g., NETBIOS on end systems) that can be turned off, has established realistic traffic models of chat-room behaviour based on operational experience, and has pointed to unexpected timeout limitations lurking in software libraries that require further exploration and correction.
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Mitigation strategies and configuration changes – “tuning”

		Analysis of XMPP chat-client logon sequence has introduced bandwidth conserving options to NATO JChat client

		Changes in TCP-connection parameters, particularly in initial estimates of the round-trip delay and maximum number of retries, introduce greater system tolerance to round-trip delay

		Static pre-configuration of directory and route servers off-loads their traffic from low-bandwidth links

		These changes are not broadly scalable in large networks 

		Edge-proxies and XMPP server-to-server federation localize the tuning to the aircraft and DGEP

		Further detailed analysis of the traffic flows: 

		Has detected unwanted contributors (e.g., NETBIOS on end systems) that can be turned off 

		Has established realistic traffic models of chat-room behaviour based on operational experience

		Points to unexpected timeout limitations lurking in software libraries that require further exploration and correction
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Disclaimer

Although NC3A collaborates with national governments and industries in the performance of its activities, any reference to national and/or corporate capabilities, systems, products or images in this presentation does not imply any official or formal NC3A endorsement.  
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Emerging Operational Requirements: The NATO Alliance has moved from a defensive force to an expeditionary force supporting the full range or operations from combat to disaster relief from defense against terrorism to force protection (ISAF, NRF, HVE). Execution of these operations, in out of area locations requires increased capabilities for collaboration, coordination and command and control.  These capabilities, designed to share information as well as direction and guidance require reliable access to large volumes of C2 and ISR data and information.  Currently, those products lie within the network enabled environment.



Emerging Network Enabled Capability: NAEW&C Development of onboard chat/IP capabilities using low bandwidth carriers provides options for network enabled collaboration and access to Joint ISR products via the MAJIIC network and the coalition shared data server (CSD)



Supporting the full range of Commanders, Operational to Tactical - Cross Component





NC3A’s Mission
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NATO C3 Agency

Enable NATO’s success through the unbiased provision of comprehensive C4ISR (consultation, command, control, computers intelligence surveillance and reconnaissance) capabilities.

Capability Area Team 5 (CAT5) – Joint ISR Team

Provision of technical, scientific and operational subject matter expertise in the field of JISR.  Support customers with doctrinal and conceptual studies, scientific experimentation, prototype development, system interoperability and integration, and verification and validation activities.  
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‘Enable NATO’s success through the unbiased provision of comprehensive C4ISR capabilities’

 

This statement reflects the intent of the Agency to accept greater responsibility and accountability for our activities; we are not simply supporting NATO, our unifying purpose is to ‘enable NATO’s success’.  

 

We are creating the conditions through our work for NATO to be successful in the execution of its tasks.  We are not the only organisation to do so and we are not leading in all matters C4ISR related, but we should recognise we have a critical responsibility that goes beyond supporting the status quo.  We need to be forward leaning, proactive and anticipatory and where required, help catalyse the C4ISR community to achieve that success.  One manifestation of that responsibility is the ‘4 Pillars’ initiative.  

 

Our ‘unbiased’ stance is and must remain a cornerstone of all we do.    

 

The breadth and depth of our activities to provide C4ISR capability is truly comprehensive: technology, acquisition, architecture, R&D, scientific and engineering, defence planning, operational analysis, system integration and testing, coherence, consultation across the DOTMPLFI lifecycle from our fixed and operational locations.  It is seamless in its provision and multi-dimensional in character but must now also go beyond the clear bounds of Alliance C4ISR we have traditionally understood.  As the Alliance positions itself for the ‘Comprehensive Approach’ to operations so must we.

 







Scientific, technical, operational and conceptual support for NAEW&C FC to maintain an operationally relevant capability:

2009/10 Priority - Development of an operationally viable‘chat’ capability using HF, UHF & Iridium to support of NAEW Force tasking

ISAF

Counter-piracy

NRF 

Support urgent/mission critical requirements via applied CD&E:

NAEW Stage I & II IP/Chat Test Rack

Applicable to all platforms with access to HF, UHF and/or Iridium
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Emerging Operational Requirements: The NATO Alliance has moved from a defensive force to an expeditionary force supporting the full range or operations from combat to disaster relief from defense against terrorism to force protection (ISAF, NRF, HVE). Execution of these operations, in out of area locations requires increased capabilities for collaboration, coordination and command and control.  These capabilities, designed to share information as well as direction and guidance require reliable access to large volumes of C2 and ISR data and information.  Currently, those products lie within the network enabled environment.



Emerging Network Enabled Capability: NAEW&C Development of onboard chat/IP capabilities using low bandwidth carriers provides options for network enabled collaboration and access to Joint ISR products via the MAJIIC network and the coalition shared data server (CSD)



Supporting the full range of Commanders, Operational to Tactical - Cross Component





NATO AEW&C Evolution Since 1978
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Emerging Operational Requirements:

Defensive to Expeditionary Operations

ISAF, KFOR, NRF

Article V to CRO

Peace Keeping/Making (Allied Force)

Force Protection (HVE)

Disaster Relief

Environmental /Border Enforcement

Counter Terrorism, Piracy, Narcotics

Increased Requirements for Information:

Command and Control (C2)

Joint ISR (JISR)

Near Real Time – Archived

Expanding range of Commanders:

Operational to Tactical

Cross – Component

Non-traditional

Civil - Law Enforcement

Special Operations

NGO
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Emerging Operational Requirements: The NATO Alliance has moved from a defensive force to an expeditionary force supporting the full range or operations from combat to disaster relief from defense against terrorism to force protection (ISAF, NRF, HVE). Execution of these operations, in out of area locations requires increased capabilities for collaboration, coordination and command and control.  These capabilities, designed to share information as well as direction and guidance require reliable access to large volumes of C2 and ISR data and information.  Currently, those products lie within the network enabled environment.



Emerging Network Enabled Capability: NAEW&C Development of onboard chat/IP capabilities using low bandwidth carriers provides options for network enabled collaboration and access to Joint ISR products via the MAJIIC network and the coalition shared data server (CSD)



Supporting the full range of Commanders, Operational to Tactical - Cross Component







Information Intensive Operations:

Time Sensitive Targeting (TST)

Troops in Contact (TIC)

Combat Search and Rescue (CSAR)

Suppression of Enemy Air Defences (SEAD)

Cross Component – Cross Coalition:

Reach back – Reach Forward

C2 Extension for the Battlespace

Leveraging other component systems

ISR (Tactical UAV/SIGINT)

Offensive (artillery, rockets, forces)

C2 and ISR – ‘Blurring the Lines’:

Non Traditional ISR (NTISR)

E-3 sensor products

E-3 relay of other sensor products

JISR Coordinator 

Relay of ad-hoc tasking

Support to operations

Force protection
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Emerging Operational Requirements: The NATO Alliance has moved from a defensive force to an expeditionary force supporting the full range or operations from combat to disaster relief from defense against terrorism to force protection (ISAF, NRF, HVE). Execution of these operations, in out of area locations requires increased capabilities for collaboration, coordination and command and control.  These capabilities, designed to share information as well as direction and guidance require reliable access to large volumes of C2 and ISR data and information.  Currently, those products lie within the network enabled environment.



Emerging Network Enabled Capability: NAEW&C Development of onboard chat/IP capabilities using low bandwidth carriers provides options for network enabled collaboration and access to Joint ISR products via the MAJIIC network and the coalition shared data server (CSD)



Supporting the full range of Commanders, Operational to Tactical - Cross Component







Emerging Technologies:

NATO Network Enabled Capabilities (NNEC)

Collaboration, Analysis and Execution

Secure Wide and Local Area Networks

Distributed Operations

Web based applications (web services)

Secure multi-level access to information

Emerging C2& Joint ISR Systems:

NATO Owned and Operated Systems

NAEW&C – NATO Mid-term

Alliance Ground Surveillance (AGS)

NATO Air Command and Control System (ACCS)

National Systems - Air and Ground Based

C2 Systems

Joint ISR Systems
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Emerging Technologies

The decision to develop and integrate NATO Alliance Ground Surveillance (AGS) system as a UAV only system complicates a number of C2 and battle management requirements, especially in support of dynamic and time sensitive operations (e.g. TST, TIC, CSAR).  These functions need to be integrated into AGS ground station or be delegated to another node within the AOR.  It is likely that these functions may be integrated into platforms such as the NAEW&C E-3A.   In this role, the E-3A  could support ISR coordination for AGS as well as employment of AGS data, imagery and exploited products in support of dynamic coalition operations.  To do this, the E-3A needs access to the databases on which this C2 and ISTAR data, imagery and information is resident.  







HF/UHF, IRIDIUM & AIS
Connections to NE3A
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Deployable Ground Entry Point
With HF/UHF&IRIDIUM connections to NE3A
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NE3A IP-Chat Capability
System &Technical Views 
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Chat systems: Clients, Servers and Gateways for IRC&XMPP systems
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Ground&Flight Test Operations Areas 2008/2009 
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NE3A MAJIIC-TIE 2009 Environment
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GMTI Data on KES (MAJIIC-TIE) 
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FMV Capture on KES (MAJIIC-TIE)
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Issues & Challenges

Latency poses technical & operational challenges in low-bandwidth systems

Delays affect operational response and utility, particularly in mixed-network chat environments

Delay on any link proportional to traffic volume and inversely proportional to link speed

Low-bandwidth links are the dominant delay factor, compounded by half-duplex channel turnaround in legacy radio systems

Network protocols & applications developed on over-provisioned high-speed networks to expect and provide fast response 

Client-server applications invoke lengthy and complex dialogs which offer high traffic loads  

Global network introduces additional delays, as aircraft traffic may circle the earth on paths through multiple IRIDIUM satellites and terrestrial gateways back to the ground-based operations centres
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Latency poses technical and operational challenges in low-bandwidth systems. Network protocols and applications are developed on over-provisioned high-speed networks to expect and provide fast response. Client-server applications invoke lengthy and complex dialogs to provide enhanced capability in service-oriented architectures, but offer much higher traffic loads while doing so. With the delay on any link proportional to traffic volume and inversely proportional to link speed, low-bandwidth links are the dominant delay factor, which is compounded by half-duplex channel turnaround in legacy radio systems. The global network introduces additional delays, as aircraft traffic may circle the earth on paths through multiple IRIDIUM satellites and terrestrial gateways back to the ground-based operations centres. Such delays affect operational response and utility, particularly in mixed-network chat environments, as user responses in shared chat rooms may arrive out of sequence or be dropped entirely as lower-level processes (such as TCP-connection management) timeout and reset connections.



Analysis of these issues throughout the system has led to a wide range of mitigation strategies and configuration changes referred to collectively as ‘tuning’. Careful analysis of the XMPP chat-client logon sequence has introduced a set of bandwidth conserving options to the NATO JChat client. Changes in TCP-connection parameters, particularly in initial estimates of the round-trip delay and maximum number of retries, introduce greater system tolerance to round-trip delay. Static pre-configuration of directory and route servers off-loads their traffic from low-bandwidth links, but, as these changes are not broadly scalable in large networks, edge-proxies and XMPP server-to-server federation localize the tuning to the aircraft and DGEP. Further detailed analysis of the traffic flows has detected unwanted contributors (e.g., NETBIOS on end systems) that can be turned off, has established realistic traffic models of chat-room behaviour based on operational experience, and has pointed to unexpected timeout limitations lurking in software libraries that require further exploration and correction.
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Mitigation strategies and configuration changes – “tuning”

Analysis of XMPP chat-client logon sequence has introduced bandwidth conserving options to NATO JChat client

Changes in TCP-connection parameters, particularly in initial estimates of the round-trip delay and maximum number of retries, introduce greater system tolerance to round-trip delay

Static pre-configuration of directory and route servers off-loads their traffic from low-bandwidth links

These changes are not broadly scalable in large networks 

Edge-proxies and XMPP server-to-server federation localize the tuning to the aircraft and DGEP

Further detailed analysis of the traffic flows: 

Has detected unwanted contributors (e.g., NETBIOS on end systems) that can be turned off 

Has established realistic traffic models of chat-room behaviour based on operational experience

Points to unexpected timeout limitations lurking in software libraries that require further exploration and correction
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Potential Future NE3A Enhancements
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1.  The graph above shows the capability required to move from a tactical air/surface surveillance and battle management platform to full participation as an extension of the operational level C2 capability.  Note that using low bandwidth capabilities, the E-3A has already provided a low level of connectivity for collaboration tools.  Limited capability to connect to databases is possible and could provide limited utility to JFC/CJTF commanders and staffs using low bandwidth carriers as long as products are kept small (<50 kb)Future enhancements to the system cover a wide range. Figure 11 below depicts a potential path for future enhancements. In keeping with its initial guidelines for rapid prototyping, the current system is standalone, with its own end-systems to host IP-chat and C2ISR processes. Migration of these processes to the NE3A mission system will require its accreditation to connect to ground-based networks through the DGEP. As an intermediate step, the IP chat capability will be integrated with one or more standalone NE3A situation display consoles (SDC). With new on-orbit capabilities, INMARSAT capability may be added to the NE3A using sextant antennas. Use of bonded IRIDIUM antennae and channels to increase redundancy and bandwidth has been demonstrated in ground tests with the current kit, and awaits installation on the NE3A and flight evaluation. As noted earlier, NAEW&C FC will explore revamping the on board UHF SATCOM system and adding it as a bearer. Advanced IP routing and quality-of-service management regimes for multi-bearer operation are currently being evaluated and will be included in later versions of the prototype. 

Figure 11: Depiction of Future Enhancements to NE3A (NC3A)

Ultimately, installation of stable high-speed air-to-ground communications system at Ku-band (e.g., TCDL or Ku-Band SATCOM) would provide ample bandwidth (> 10 Mbps) to meet new mission requirements; but these will require extensive analysis, airframe rework, and airworthiness recertification before they could bear fruit. Pending such development, the multi-bearer approach explored and described herein will be capable of meeting the initial goals for new C2ISR missions. The most significant future enhancements must also focus on training, logistics, and system management for improved operational performance. 
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Summary

Changing NATO Operational & Technical Environment:

Defensive – Expeditionary Operations

Information Intensive Operations

Blurring of C2 and ISR mission requirements

Emerging Technical Capabilities/Requirements

NAEW&C offers opportunities to support the environment:

C2 - Reach Back/Reach Forward, Operational /Tactical

Joint ISR – Supplier, Consumer, Facilitator

Way Forward into the 21st Century:

Long and short term plans for integration of NAEW&C capabilities

Leverage, Exploit and Optimize emerging and current technologies

Allow the NAEW&C to evolve into a Joint C2ISR Capability
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CONTACTING NC3A













NC3A Brussels

Visiting address:

Bâtiment Z
Avenue du Bourget 140
B-1110 Brussels
Telephone +32 (0)2 7074111
Fax +32 (0)2 7078770

Postal address:
NATO C3 Agency
Boulevard Leopold III
B-1110 Brussels - Belgium













NC3A The Hague

Visiting address:

Oude Waalsdorperweg 61
2597 AK The Hague

Telephone +31 (0)70 3743000
Fax +31 (0)70 3743239

Postal address:
NATO C3 Agency
P.O. Box 174
2501 CD The Hague
The Netherlands

Mr. Richard Bird – NAEW&C Future Capabilities Study Lead (CAT 5 JISR, NAEW&C) Ext 3656 

Mr. Don Kallgren–NAEW&C Technical Lead (CAT 9 Communications Infrastructure Services) Ext 3442

Mr. Matt Roper – NAEW&C Project Manager (CAT 5 JISR, NAEW&C) Ext 3697

Mr. John Mahaffey – Deputy NAEW&C Project Manager (CAT 5 JISR, NAEW&C) Ext 3782 

9/7/2010
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Backups
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Abstract 


The need of a flexible radio interface Architecture has been identified as a mean of facilitating migration to the next coming Mobile Ad Hoc Wideband Waveform and the  integration of new waveform technologies. Future Ad Hoc networks will link together different elements on the battlefield (vehicles, foot soldiers, helicopters, etc.) and possibly connect them with naval forces. New generation waveforms will have to provide improved networkability between the forces and will support a wide variety of services.


The EDA ETARE project main objective is to develop advanced waveform technologies that could be included in these future national or coalitional radio interfaces and to elaborate a generic radio interface architecture, an adaptive  protocol stack with cross layer designs. This paper focuses on the generic architecture and presents some examples of behaviour adaptation to operational scenarios.


1.0
INTRODUCTION 


Ad Hoc tactical networks are evolving towards a variety of applications with different Quality of Services, from low to high data rate, with latency constraints from real time to relaxed latency. Services can be either packet oriented or connection oriented. 


One major challenge is to guarantee interoperability between fleets of mobile terminals made of equipments from many manufacturers, in networks deployed at national and/or coalitional level. For that purpose, future radio technologies should provide standardized interfaces.


Another challenge is to reduce the cost of development, production and maintenance while improving product confidence. 


Ad Hoc tactical networks that will shortly appear on the European level will be operated in a context of scarce frequency spectrum availability so that next generation radio interface will have to support bandwidth usage flexibility.


Those topics are addressed in the ETARE project. ETARE (Enabling Technology for Advanced Radio in Europe) is an EDA Ad Hoc type B R&T project funded by Italy (leader), France, Belgium, Finland, which aims to develop waveform technologies for introduction to future Wideband Waveform (WBWF) definition at national or coalition level. One of the goals of the project is to design a generic WBWF architecture. It addresses the challenges of inter-operability and scarce radio frequency spectrum usage, and draws up a framework for the standardisation of interfaces and protocols. The target equipment is Software Defined Radio (SDR) compliant platforms for operation in tactical networks. 

This article focuses on the ETARE generic architecture and presents some examples of behaviour adaptation to several operational scenarios.


Section 2 introduces the targeted operational scenarios and the ensuing WBWF requirements. Section 3 presents the WBWF architecture : its perimeter, the QoS structuring, the protocol stack and the features of each layer.


Section 4 illustrates how the ETARE WBWF architecture handles flat networks as well as clustered organization of the coverage area, and how it is possible to a terminal equipment to switch from one routing structure to another one.


ETARE WBWF architecture is compatible with several multiple access schemes (TDMA, OFDMA, CDMA, hybrid schemes). This is shown in section 5. Section 6 presents an example of cooperative MIMO handling.   


2.0 
OPERATIONAL SCENARIOS AND WBWF REQUIREMENTs


2.1 
Operational scenarios


ETARE addresses several operational scenarios :


· On The Move (OTM) : the network is a multi-hop mobile ad-hoc network. It handles self organization of mobile terminal equipment communications including high data rate services. Mobile terminals can be of several types e.g. portable, vehicular, aero-mobile.


· At The Halt (ATH) : the WBWF can be used with fixed or semi-fixed terminals that act as a backbone in order to interface with HW, logistic centre infrastructure, or other OTM network. This can be accomplished e.g. with a mobile terminal equipped with a gain mast antenna, the terminal waveform is then reconfigured to support enhanced communication capability associated with ATH services requirements (higher data rate, long range coverage).


· Naval and Land Interworking (NLI) : WBWF is designed to handle communication between maritime terminals (boat mounted equipment) and land OTM terminals.


Other operational scenarios are considered such as Weapon System Waveform including sensor networks and special operating modes like silent mode and LPI/LPD modes. The present paper focuses on OTM, ATH and NLI scenarios. 


These scenarios are associated to different system characteristics (non exhaustive list) :


· Types of missions and coalition configuration, which means different security levels,


· Types of terminals with different capabilities and behaviour (power management, support of classes for traffic and related Quality of Service (QoS), etc.) : vehicular, portable, aero-mobile, sensor,


· Types of operational theatre, thus different propagation environments, interference conditions and needs of signal discretion. Coverage areas can be densely as well as sparse deployed areas.


· Types of traffic with varying QoS requirements (IP services, connection oriented services, connectionless short messages, etc.),


· Types of network topology and densities,


· Frequency bands : although the NATO UHF band is considered in a first step as the core band for OTM scenarios, other frequency bands can easily be accommodated either in a static manner (at initial configuration) or in a dynamic way during operation depending on variations of frequency availability. The later point allows cognitive radio to be handled. In the same way, potential rescheduling of NATO UHF can be easily supported, 


· WBWF may have to face scarce radio resource availability, especially in a dense area (above 200 nodes) so that spectrum efficiency and signalling consumption must be optimized. 


2.2 
WBWF architecture requirements


The various scenarios supported by ETARE requires that the architecture should handle QoS and security adaptation and thus it should support :


· Several multiple access schemes TDMA OFDMA SC-OFDMA, Frequency Hopping and/or Direct Sequence CDMA (DS-CDMA FH-CDMA), and any combination i.e. hybrid access schemes and transitions between them.


· dynamic physical layer configuration for transport format adaptation, 


· QoS adaptation with radio resource management algorithms for link adaptation


· Optimization of spectrum efficiency and signalling consumption, through mechanisms such as clustering adapted to topology behaviour : Relaying radio flows through intermediate node in either a flat or clustered approach. This means supporting several routing strategies and protocols. Thus three degrees of topology are considered :


· Flat routing,


· Clustering of the management of radio resources i.e. one node, called the Cluster Head, allocates resources to its neighbours while the traffic remains distributed i.e. transit directly between nodes without passing through the Cluster Head. Cluster Gateways are nodes at interconnection between two clusters.


· Hierarchical clustering i.e. nodes are organised in a hierarchical tree topology and some of the nodes centralize traffic for their upper level.


· Security with the protection of :


· the intra-network protocol signalling (NETSEC), 


· traffic and signalling information that transit over the radio interface (COMSEC),


· the physical signal (TRANSEC). 


Another important point is that the generic ETARE WBWF architecture should motivate the future standardization of the interfaces for inter-operability. For that reason it takes into account relevant standards and developments that were accomplished in the civil telecommunication industry and  inherits a similar OSI and cross layer behaviour. 


ETARE architecture is flexible enough to accommodate progressive insertion of future technologies.


3.0 
ETARE WBWF ARCHITECTURE


3.1
WBWF perimeter


ETARE WBWF is in charge of protocols that are related to the physical medium i.e. to the radio interface so it handles all the features from the physical layer to radio ad-hoc networking. It is designed to be able to interconnect to other networks to establish an IP compatible tactical network through the notion of standardized (open) interfaces.


Using an analogy with the language used in civil 3G standards, the ETARE WBWF domain is the Access Stratum. Its perimeter is illustrated in Figure 1. The interfaces with Non Access Stratum are to be standardized through Classes of Services (CoS).
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Figure 1 – ETARE WBWF perimeter


At the top level, ETARE WBWF interfaces with traffic source (either IP or non IP traffic) and inter-network routing. ETARE WBWF takes charge of the multi-hop radio paths routing within a radio coverage area and of the QoS. At the bottom level, ETARE WBWF interfaces with the RF module through the DAC/ADC converter i.e. at the modulated symbol level. 


ETARE WBWF provides facilities for ciphering in addition to the one applied at the application level. This allows protection of intra-network protocol signaling. NETSEC, COMSEC and TRANSEC are supported. 


Interface with Operation Administration Maintenance (OAM) allows local and/or remote supervision (here remote means over the radio interface). As an option ETARE WBWF can be interfaced with a GNSS receiver for positioning and synchronization features.


3.2
QoS Architecture


The End-to-End  QoS is managed at the Non Access Stratum level with the support of the Access Stratum i.e. of the WBWF. As an example, for IP services, collaboration between Access and Non Access Stratum is done with the Differentiated Services Code Point (DSCP) field of the requested CoS. 


Within the Access Stratum, two levels of QoS are defined : at the radio link level between two neighbouring nodes and at the routing level between border nodes.


CoS is converted into WBWF QoS during the negotiation phase when the service is established. WBWF QoS is characterized by : minimum and/or maximum rate,  maximum transfer delay, delay jitter, error ratio, radio bearer priority, maximum number of radio hops, etc. Those QoS parameters are converted into routing parameters (for the routing algorithm) and transmission parameters (i.e. modulation, channel coding, …).
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Figure 2 – ETARE WBWF QoS Architecture


The ETARE has shown that QoS in radio networks must take interference into account.  Mechanisms to handle QoS in radio networks have been identified in ref. [5] and [6] and dedicated mechanisms to handle QoS in TDMA-based radio networks have been proposed in ref. [7]. 


3.3
Protocol stack


The WBWF protocol stack inherits an OSI layered structure and is enriched with a cross-layering approach. It also supports the structure of levels of information from 3G civil standards i.e. logical, transport and physical channels and the concepts of transport format.


WBWF is made up of four planes : the User, the Control, the Management and the Security planes. The User plane follows OSI rules while the Control, Security and Management planes carry out cross layering. 


The User plane takes charge of data and signalling exchanges over the radio interface. Communication between layers is handled with service primitives through Data Service Access Points (SAP).


The Control plane configures the User plane and handles radio resource allocation and routing algorithms. Communication between layers is handled through Control SAPs.


The Security plane takes charge of every security feature and is configured according to the security level of a particular mission. It secures protocol layers through Security SAPs.


The Management plane guarantees proper configuration and supervision of layers, and is compatible with SDR requirements. It accesses to the protocol layers through Management SAPs.


The protocol stack is illustrated in Figure 3. 
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Figure 3 – ETARE WBWF architecture


The Convergence Sublayer (CS) carries out the interface with different types of services and manages the sessions (IP, connection-oriented, connectionless short messages, etc.). It makes use of Ad Hoc Mobility Management (AHMM)  services to access a coverage area. AHMM is a complement to NAS Mobility Management and to routing. It handles mobility features between Location Areas. AHMM facilitates interoperability between several coalition or operational groups at waveform level i.e. sharing of the radio interface between several operation groups. In case of clustering, it handles mobility between clusters or groups of clusters that are belonging to different areas (attachment, registration, paging, etc.). In the case of hierarchical clustering, AHMM manages location areas (groups of coverage areas). AHMM is under the control of the Security Plane for peer entities authentication.AHMM makes use of Radio Sub Network (RSN) for access to routes. RSN provides Ad Hoc Radio Networking as a complement to NAS routing, i.e. all the routing processes such as presence detection, neighbour construction, route selection, etc. It can support both reactive and proactive protocols.  In the case of a clustered approach, RSN takes charge of cluster management (creation, modification, deletion). RSN makes use of Radio Resource Control (RRC) to adapt routing decisions to radio conditions and to effectively activate a radio link associated to a virtual route.


RRC controls the configuration for access to radio resources locally to a node in case of flat network. It is the one that decides the carrier frequency and the set of transmission modes (coding scheme, ARQ protection, etc.) that can satisfy the requested QoS (including MIMO configuration). In the case of clustering, the RRC instance located in the Cluster Head controls the radio resources of the nodes located in its clustered area and informs them of the parameters that it has allocated to them. It is able to collaborate with adjacent Clusters Heads. RRC monitors radio link state. For that purpose it collects and filters lower layers measurements as well as peer entities for the instance located in the Cluster Head, in the case of clustering, and reconfigures the radio resource accordingly. RRC also manages load balancing between radio link, long term (slow) power control and fast power control parameters. RRC implements algorithms that depend on the multiple access scheme. In the case of DS-CDMA, it handles macro-diversity (linked to cooperating routing). With TDMA and/or OFDMA, RRC handles sub network synchronisation and handling of timing advance protocol.


AHMM, RRC and RSN belong to the control plane. Their signalling PDUs are passed to Radio Link Control in the User Plane for transmission to their peer entity. 


SubNetwork Data Convergence (SNDC) adapts IP traffic flow to the WBWF radio interface. It supports both IPv4 and IPv6. Header compression can be activated and several protocols can be used (e.g. IETF RFC 2507, RFC 3095, RFC 4815). One instance of SNDC can be created per IP traffic flow.


Broadcast/Multicast Control (BMC) adaptats broadcasting/multicasting data flows to the coverage area. It also manages services notification to the target audience that allows it to schedule the reception of a desired service. 


Layer 2 Radio Tunnelling Protocol (L2RTP) provides tunnels for regenerative relaying where the transmission format is not necessarily identical between reception and re-transmission. Due to potential multipath routing, an information block may be duplicated at a relaying node. L2RTP handles mechanisms to avoid unnecessary duplications. 


SNDC, L2RTP and BMC belong to the User Plane.


All the layers that are described above make use of Radio Link Control (RLC) to transmit their PDUs to their peer entity.


RLC provides data transfer (either traffic or signalling) over one radio hop. It handles traditional Transparent, Unacknowledged and Acknowledged Modes. It thus manages several processes such as segmentation and reassembly, duplication detection and ARQ error correction. RLC support link re-establishment for temporary radio link suspension due to loss/recovery or Silent Mode. RLC can be configured to report transfer error rate to RRC. One RLC instance can be created per information flow.


Medium Access Control (MAC) schedules the physical medium in a real time manner and makes fast adaptation of the transmission format among the set of formats provided by RRC, on a frame per frame basis and according to several fluctuations such as source flow variations, discontinuous transmission (DTX) configuration, etc. MAC applies priority between flows from RLC. It also handles CSMA mechanisms or random access (depending on the scheme that is activated). MAC processes a survey of neighbouring signals and reports to RRC (it is then up to RRC to activate message decoding for cooperation with route discovery implemented in RSN). MAC can be configured by RRC to report traffic/signalling quality and volume measurements. MAC implements timing advance with TDMA and/or OFDMA.


In addition of ciphering that may be  done at the traffic source in the NAS, ciphering of signalling or data blocks can be done at the MAC/RLC level under control of the Security Plane.


The Physical layer (PHY) implements signal processing i.e. modulation, channel coding and interleaving, CRC, physical level processing of Hybrid ARQ if it as been activated, bit and symbols scrambling. With CDMA it implements spreading and macro-diversity. In the case of either CDMA or OFDM, it implements  fast power control and MIMO processing. TRANSEC can be either implemented in PHY or externalised depending on the security architecture that is adopted.


Each layer implements peer-to-peer protocol and Protocol Data Units (PDUs) with the counter part located either at the neighbouring node for the lower layers or at the multi-hop destinatory node for the upper layers, as illustrated in Figure 4 with the example of regenerative relaying in the user plane. Protocols and PDUs are potential candidates for standardisation for multi-equipment interoperability while decision algorithms that optimise WBWF performance can remain proprietary. Service primitives could be standardized depending on the granularity that will be decided for SDR standardization.
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Figure 4 – Example of regenerative relaying Peer to peer User Plane protocol end points


4.0 HANDLING FLAT AND/OR CLUSTERED NETWORKS


ETARE WBWF supports  both flat and clustered routing. Hierarchical organisation is also supported and a priori would be reserved for the ATH/NLI scenario. Dynamic transition between the flat mode and the clustered and hierarchical mode is ensured by reconfiguring of RRC and RSN without modifying the behaviour of the architecture. An example with OLSR (ref. [1] and [2]) and HOLSR ref. ([4]) is given below. We can notice that OLSR can handle very large networks by using the fisheye extension (ref. [3]) or by using the hierarchical version of OLSR : HOLSR. 


Depending on the current topology of the network, i.e. depending on the number of nodes in a given vicinity, nodes are able to take several roles :


· Member node i.e. an ordinary node whose RRC instance can be run in two modes : 


· In the absence of a Cluster Head within the vicinity : autonomous choice of radio resource in collaboration with MAC (flat configuration) 


· Else, slave mode i.e. radio resource usage is subservient to the Cluster Head it is attached to. RRC then implements the protocol messages for resource requests, allocation receipts and execution. 


· Cluster Head : the RRC instance located in the Cluster Head implements the protocol and the algorithm for control and allocate of radio resources to other nodes. This is typically matched to OTM scenarios with the increase of node density.


· Gateway Node : making the interface between two or more clusters (and belonging to them),


· Cluster Head and Gateway Node : combination of both roles. This means adopting a  hierarchical structure and is typically matched to ATH and NLI scenarios.


When the nodes switches from one role to another, RRC and RSN are dynamically reconfigured  so that related algorithms and protocols are activated/inhibited accordingly.
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Figure 5 Node's Roles state transitions


When a Node is switched on, it initially has the basic Member Node role. RRC is in autonomous mode and activates PHY for signal reception for neighbour sensing. PHY is configured by RRC to report  measurements associated to signal detection above a given threshold. If nothing is detected, this means that potential neighbouring nodes are transmitting at a too low a power level. Then RRC activates the sending of a signal with a power ramp up procedure (access probes procedure). The fact that transmission is made with power ramping is an alert to potential neighbour nodes that someone is trying to reach them, and  thus they also increase their Tx power in a ramp up manner until they can be heard.


When a neighbour signal is detected, RRC configures and activates PHY, MAC and RLC for message reception and decoding.


A marker in the received message(s) indicates the role of the transmitter. If the transmitter is a Cluster Head, the Member Node RRC instance switches to slave mode. If not, it remains in autonomous mode. RRC indicates its status to RSN. The latter case is illustrated in Figure 6.


RSN activates the OLSR protocol and configures its algorithm in flat mode. Thus neighbouring discovery is activated : HELLO messages are forwarded from PHY to RSN in the User Plane while measurements are reported from lower layers to RRC in the Control Plane. Branch messages are added to OLSR control messages as specified in ref. [3].


When a "number of neighbours"' threshold is reached (this threshold has been configured by OAM in the Management Plane, and has established minimum cluster size), this means that a procedure for clustering and Cluster Head election should be started by RSN. If the node is elected then RRC instance transits to control state and thus is reconfigured with the related protocol and algorithm. If not, RRC instance goes to slave mode and is reconfigured to process protocol messages for resource request, allocation receipt and execution.


In both cases, a slow power control procedure is started at RRC level in order to limit Tx power i.e. to limit the coverage to a "maximum number of neighbours"' threshold (this maximum threshold has been configured by OAM in the Management Plane and has established the maximum cluster size). 


The OLSR process for keeping neighbour knowledge up to date is continuously scheduled. PHY continues to report measurements to RRC for new signals detection. 


For TDMA and/or OFDMA, adjacent clusters may either implement frequency sharing (with radio resource coordination) if the traffic is limited or, more often, implement a frequency reuse pattern higher than 3 (then the receiver implements multi-carrier scanning).


In both cases, when a Node detects that several received messages contain a flag indicating the transmitters are Cluster Heads, this means the node is under the coverage of two (or more) clusters and thus is a candidate to become a Gateway Node. Then the RSN reconfiguration algorithm should operate in accordance with the OLSR MPR selection algorithm. 


Transition to hierarchical routing, i.e. centralization of the traffic flows to specific nodes, can be done in the same manner with the limitation that only authorised nodes such as ATH or naval nodes can be elected as root tree nodes. Reverting to non hierarchical clustered and flat modes is done according to a dedicated  method.


In order to control clustering dynamics, a fast moving aeronautical node can not take the role of CH or GW (nor can it be an MPR of OLSR). This prohibition is managed by the RSN protocol layer via a protocol marker which indicates the nature of the node (vehicular, portable, slow or fast aeronautical, ATH, naval). A slow moving aeronautical node such as a drone, due to its propagation conditions with ground terminals, is automatically selected as an MPR by OLSR (unless it would be configured by OAM as not eligible due to operational constraints). As such it is a natural candidate to GW between remote areas.
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Figure 6 – Example of simplified inter-layer messages exchanges for transitions from flat network to clustering and hierarchical organisation together with routing


5.0
hANDLING OF MULTIPLE ACCESS SCHEMES


ETARE WBWF architecture enables several access schemes to be activated depending on the operational scenario in place. An example is developed hereafter : one can consider that OTM equipments are limited on the point of view of power consumption and antenna gain, and data rate. On the other side ATH and NLI equipments can benefit from higher antenna gain and support enhanced communication capabilities. 


A typical use of multiple access schemes is as follows :


· OTM equipments transmit with hybrid TDMA/Single Carrier-(O)FDMA in low coverage conditions. An isolated and far away OTM equipment makes use of spreading to communicate with a Cluster Gateway i.e. DS-CDMA is applied over the TDMA/SC-(O)FDMA access scheme.


· ATH/NLI equipments communicate simultaneously with several OTM equipments. For a given TDMA slot they are able to receive from several FDMA 
carriers that have been synchronised at the OTM transmitter side in such a way that they are orthogonal at the ATH/NLI receiver (on the point of view of ATH/NLI, the received signal is TDMA/OFDMA like). Symmetrically, ATH/NLI transmitter is scheduled in a TDMA/OFDMA towards each TDMA/SC-(O)FDMA  OTM receiver.


In OTM equipments, RRC implements algorithms for radio resources management in TDMA/SC-(O)FDMA and DS-CDMA modes. When an OTM equipment goes to ATH mode, the node goes to Cluster Head & Cluster Gateway mode and RRC is reconfigured to activate multi-carrier resource allocation algorithm. In the downlink direction (from ATH Cluster Head Node to OTM Member Nodes) it implements OFDMA by allocation one sub-carrier or one group of sub-carriers to OTM Member Nodes. In the uplink direction, the Cluster Head collects all the  Single Carrier signals from OTM Member Nodes and combines them as OFDMA signal (on the point of view of Member nodes transmitters, signal is SC-OFDMA type while the ATH Cluster Head Node receiver has a view on multi sub carriers i.e. OFDMA).


RRC makes use of CPHY_CONFIG_REQ and CMAC_CONFIG_REQ inter-layer Control Plane primitives to reconfigure MAC and PHY accordingly. An NLI equipment does not switch from one mode to another thus its RRC entity is configured at initialisation (power on) (contrarily to mobile terminal equipped with a gain mast antenna that can switch from OTM to ATH mode and vice versa and for which ETARE WBWF architecture enables dynamic reconfiguration). 


6.0
hANDLING OF MIMO


ETARE WBWF architecture is compliant with the handling of MIMO for individual radio links as well as for cooperative multi-links MIMO (Multi-User MIMO).


Due to tight synchronisation and power control constraints, MU-MIMO may be reserved to those scenarios : 


· where the Cluster Head is stable and plays the roles of traffic concentrator as a Cluster Gateway i.e. ATH and/or NLI scenario or


· in high density areas, to unload Cluster Gateways (load balancing feature).


We take hereafter the example of portable terminals operated in the 225-400 MHz band (wavelength is 75 cm to 133 cm). Then OTM Member Nodes portable configurations are equipped with single antenna while ATH/NLI Node can be equipped with antenna array.


Cluster Head RRC entity is configured with MU-MIMO decision algorithm. It periodically receives quality measurements from lower layers as well as measurement reports from Member Nodes. This centralized RRC entity supervises power control of Member Nodes and thus has a knowledge of Member Nodes actual transmit power. When it detects received quality degradation and Member Nodes Tx power leakage, it can decide MU-MIMO activation i.e. ordering a set of Member Nodes to transmit a given information flow on the same radio resource. At the Cluster Head there is coordination between RSN and RRC for this cooperating transmission. The Cluster Head RRC configures its RLC, MAC and PHY layers and sends signalling RRC messages to the Member Nodes that are involved, including switching time to cooperative transmission. 
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Figure 7 – MU-MIMO for ATH/NLI scenarios or high density OTM clusters
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Rationale 


� Various applications, various QoS
� Low to high data rate : rate granularity


� Latency from real time to background 


� Block error rate (speech ≠ data)
� Packet or connection oriented


� Interoperability
� Nations/Coalitions


� Manufacturers
� Standardised interfaces and protocols


� Development, production, maintenance and deployment cost


� Product confidence


� Scarce frequency spectrum � bandwidth usage flexibility


� Facilities for future progressive insertion of new technologies 
(WBWF evolutivity)







Operational scenarios 


� OTM (On The Move)
� Multi-hop mobile Ad Hoc Network (self organisation of the network)


� Fleets of terminal types : portable, vehicular, aero-mobile


� ATH (At The Halt)
� Some of the terminals are fixed or semi-fixed, e.g. a mobile stops and 


deploys a mast mounted gain antenna


� Enhanced communication capability : data rate, coverage
� Can be used as backbone to infrastructure or other OTM parts


� NLI (Naval and Land Interworking)
� Communications between OTM terminals and boat mounted equipment


� (WSW - Weapon System Waveform)







Different scenarios – Different System characteristi cs 


� Types of missions/coalition configuration : different security levels


� Terminals behaviour : power management, transmission capabilities, 
support of Classes of Service, etc.


� Types of traffic with varying QoS requirements (IP services, 
connection oriented services, connectionless short messages, etc.)


� Types of operational theatre 
� Propagation environments, interference conditions and needs for signal 


discretion. 


� Coverage areas : densely (up to 200 nodes) as well as sparse


� Types of network topology


� Frequency bands "agnostic"
� NATO UHF band in a first step as the core band for OTM scenarios
� other frequency bands either static configuration (NATO UHF rescheduling 


easily supported, or dynamic during operation (cognitive radio).







WBWF Architecture Requirements 


� Several multiple access schemes TDMA OFDMA SC-OFDMA, FH-
CDMA, DS-CDMA, hybrid access schemes, transitions between them


� Dynamic physical layer configuration for transport format adaptation


� QoS adaptation with radio resource management algorithms for link 
adaptation


� Boost future standardization of the interfaces for inter-operability
� Inherits a similar OSI and cross layer behaviour than relevant standards 


and developments from the civil telecommunication domain, with 
adaptation to ad hoc and military constraints � fasten standardisation


� Flexible enough to accommodate 


� progressive insertion of future radio technologies


� Keeps encapsulated proprietary algorithms
� Keeps encapsulated proprietary strategic matters (security, …) 







WBWF Architecture Requirements (con't) 


� Optimization of spectrum efficiency and signalling consumption :
several resources management strategies and protocols
� Flat routing and radio resource management


� Clustering of the management of radio resources : 
� a node is Cluster Head and allocates resources to its neighbours


� but the traffic is not concentrated to it : traffic remains distributed. 


� Cluster Gateways at interconnections


� Hierarchical clustering : nodes are organised in a hierarchical tree 
topology, some of them centralize 
� traffic for their upper level 


� optionally radio resource management for their lower level


� Security with the protection of 
� intra-network protocol signalling (NETSEC)


� traffic and signalling information that transit over the radio interface 
(COMSEC)


� the physical signal (TRANSEC)







Architecture of the WBWF (perimeter) 
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Architecture of the WBWF (QoS Architecture) 
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Architecture of the WBWF (planes) 


� 3 levels of information : logical, transport and physical channels


� Support of the concept of transport format


� 4 planes
� User Plane : OTA data and signalling exchanges. Primitives at Data SAPs 
� Control Plane


� configures the User Plane through Control SAPs


� handles radio resource allocation and routing algorithms
� Security Plane : security feature


� configured according to the security level of the mission


� Secures protocol layers through Security SAPs
� Management Plane : 


� Local and remote management of equipment, radio interface, network


� guarantees proper configuration and supervision of layers
� compatible with SDR requirements


� accesses to the protocol layers through Management SAPs







Architecture of the WBWF - layers features 


� Convergence Sublayer (CS) : interface with different types of services
� manages the sessions (IP, connection-oriented, connectionless short 


messages, etc.) 


� makes use of AHMM  services to access a coverage area


� Ad Hoc Mobility Management (AHMM) : complement to NAS MM and 
routing
� If clustering, handling of mobility between clusters or groups of clusters that 


belong to different areas


� Attachment, registration, paging, etc.


� If hierarchical clustering, handling of Location areas


� Under control of SCM for peer entities authentication procedures


� Makes use of RSN for access to routes







Architecture of the WBWF - layers features (2) 


� Radio Sub Network (RSN): Ad Hoc Radio Networking complement NAS 
� Routing : presence detection, neighbour construction, route selection


� Support of reactive and proactive protocols


� If clustering, handling of clusters (creation modification, deletion)


� RSN makes use of RRC


� to adapt routing decisions to radio conditions 


� to effectively activate a radio link associated to a virtual route.


� Radio Resource Control (RRC)
� Configuration for access to radio resources according (carrier frequency, 


transmission mode : coding scheme, ARQ protection, etc.) / QoS


� locally to a node if flat network 
� If clustering, Cluster Head (CH) RRC instance manages resources of the 


nodes in its cluster, and can collaborate with its peer adjacent CHs
� Radio link state monitoring : collect and filter lower layers measurements 


and reconfigure radio link accordingly







Architecture of the WBWF - layers features (3) 


� If clustering : CH collects measurement from its cluster members and 
reconfigure radio links accordingly


� load balancing between radio link (linked to routing)


� long term (slow) power control and fast power control parameters


� algorithms depend on the multiple access scheme


� If DS-CDMA : handling of macro-diversity (linked to cooperative routing)


� TDMA and/of OFDMA : sub network synchronisation and timing advance


AHMM, RSN, RRC : belong to Control Plane


Control Plane signalling (protocols) injected in the User Plane for OTA transfer







Architecture of the WBWF - layers features (4) 


� Sub Network Data Convergence (SNDC)
� IP traffic flow adaptation to WBWF radio interface


� IPv4, IPv6, header compression


� Broadcast/Multicast Control (BMC)
� Broadcasting/Multicasting data flows adaptation to coverage area


� Service notification to the target audience


� Layer 2 Radio Tunnelling Protocol (L2RTP)
� Regenerative relaying (possibility of different transmission format between Tx 


and Rx)


� Possibility to avoid unnecessary duplications (cause multipath routing)


SNDC, BMC, L2RTP : belong to User Plane







Architecture of the WBWF - layers features (5) 


� Radio Link Control (RLC)
� Data transfer over 1 radio hop


� Transparent, Unack and Ack modes, Segmentation/reassembly, ARQ, etc.


� Link re-establishment for temporary link suspension (loss or Silent Mode)


� Medium Access Control (MAC)
� Real time scheduling of PHY, Survey of neighbouring signals


� Random Access/CSMA


� TDMA and/or OFDMA : Timing advance 


� Quality,Traffic volume measurements, Fast adaptation of Transport format


� Ciphering @MAC/RLC level : SCM


� Physical layer (PHY) : signal processing (mod, FEC, etc)


� CDMA : macro-diversity


� CDMA, OFDMA : fast power control MIMO processing


� TRANSEC : in PHY or externalised depending on security architecture







Handling of flat and/or clustered networks 


� Node's role state transition diagram


MemberNodeHeadElecti on


CH_Role


HeadElecti on


HeadDestitutionHeadDestitution
GW_Role


Bel2Clusters


BelOnly1Cluster BelNClusters


Bel2Clusters


BelOnly1Cluster BelNClusters


CH_GW_Role


Bel2Clusters HeadElection


HeadDes titut ion
BelOnly1Cluster


Bel2Clusters HeadElection


HeadDes titut ion
BelOnly1Cluster Bel2Clusters : belongs to 2 clusters


BelOnly1Cluster : belongs to only 1 cluster
BelNClusters : belongs to N clusters
GW role : Gateway role
CH role : Cluster role
CH_GW role : Gateway and Cluster Head role


Interface between
clusters


Manages cluster 
resources







Handling of flat and/or clustered networks, ex 


� Transition between flat, clustered and hierarchical mode
� reconfiguration of RRC and RSN internal algorithms


� Activation/inhibition of protocols


Neighbour 
sensing


Power on : 
Member Node


Neigbours increase their 
Tx power







Handling of flat and/or clustered networks, ex (con 't)


Flat mode


Clustered mode


Configured by 
OAM
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Properties of Mobile Tactical Radio Networks on VHF Bands – by Li Li and Phil Vigneron, CRC Canada (paper # 15)

Title slide/Slide 1: I’m Li. I’m from Communications Research Centre Canada. This presentation is about our work on VHF mobile tactical radio networks. Dr. Phil Vigneron is my co-author. Phil is hosting a NATO working group meeting on the standardization of NBWF back in Ottawa this week. This work is in fact a study on the networking requirements and strategies for the new NBWF VHF network. 


Slide 2: Here is the outline of this presentation. We’ll first talk about our motivation for this study. Then we will describe the mode we have established for the VHF mobile tactical network (VHF MTN). Using the model, we have generated the results that demonstrate the network characteristics of the VHF MTN. We will show some typical examples of the network scenario and the results. Then we’ll address some observations and the future work. 


Slide 3: Long range VHF radios are intended for the combat field to connect across commander posts, operational vehicles and dismounted soldiers in the dispersed operational theatre. For the vision of network enabled operations/network centric warfare, the VHF combat radio net can be one of the critical key components. VHF network however has very distinct characteristics, some making it tough to support but others may actually help to simplify the issues. 

VHF radios links have long robust signal range but very limited bandwidth.  Running from 30MHz to 300MHz with a scanty channel of, for example, 25 kHz, the VHF radio signal is robust and long range traversing complex terrains (a few kms in the urban area and 15 to 20 km or higher in semi-rural and rural area). The throughput is very limited. Legacy VHF radio links delivers 16kbps max. The next generation NATO NBWF VHF radios deliver a much improved capacity of from 20kbps to 64 kbps and to 96 kbps. Despite its very narrow bandwidth, the signal is very robust and has strong jamming resistance when employing simple anti-jamming techniques, for example, frequency hopping. Though we may be often tempted to use a generic Mobile Ad hoc Network (MANET) to describe an MTN, the MTN is not really “ad hoc”. It is very well planned with mostly organized, group based mobility patterns, rather than having nodes randomly moving to almost uniformly cover a network. The MTN is very agile and relatively small. Compared with general data networks with hundreds of nodes, a VHF MTN consists of only 20 to 60 nodes or even fewer for operations on the move. Instead of scalability, responsiveness, reliability and robustness are paramount here. The networking services and applications to be supported in a VHF MTN are firstly and most importantly, realtime voice communications and also data. Voice is all-informed, push to talk groups and may be in the future, one to one conversations, though the pt-to-pt unicast is probably a much small portion of the traffic. Data communications are mostly low throughput message exchanges of critical information, e.g., location information, small text file. Most of the traffic is broadcast and multicast. The key features that VHF radio nets have to bring for us include the multi-hop capabilities to extend coverage and to dynamically auto-configure and re-configure the network in response to varying radio link quality to maintain very robust and reliable network connectivity. 

Slide 4 (Background)

Then what we’ve already got for such a type of mobile tactical radio networks? Of course, one may say that VHF radio nets are always just one hop comms. without much to say about real networking capabilities. Actually, since from 1980s, the tactical radio nets have been investigated. For example, the packet-switching appliqué was proposed for the legacy VHF links of 16kbps. There were also SINCGARDS packet radio nets and later the NTDR (Near Term Data Radio) nets. The networking protocols applied in these early tactical networks were often evolved directly from the IP network, e.g., the improved distance vector based routing or the OSPF variations. A point here is that the IP network is a fixed network with very abundant link bandwidth and its fundamental network abstraction is pt-to-pt links for unicast. This paradigm where the networking protocols have come from is not coherent with the VHF MTN environment. So methods are applied to adapt the protocol to make it work. The routing table update timer was slowed down to curb the overhead. The HELLO protocol was shut down to keep the link alive. Let the packet carry multiple destination addresses to use unicast routing table for multicast delivery, etc. The NTDR network later explores the clustering structure to control overhead and  employs UHF links with high bandwidth (up to 1Mbps) to support the networking. These work have produced certain solutions from adaptation of IP protocols. However, no thorough studies on what the VHF network looks like, and how it behaves and what these would imply as how the protocol should be designed are available to guide the design of optimized networking strategy for the VHF MTN. 

Recently in the area of MANET (mobile ad hoc network) and VANET (vehicular Ad hoc Network), numerous networking protocol and algorithms have been proposed. Many new ideas are there coming from the perspective of mobile radio multihop networking. The analysis and simulation studies of these works however mostly assume the WiFi radio model, which is very different from the tactical radios. These studies thus do not provide either the guidance for assessing the applicability of the protocols and algorithms in the VHF MTN. 

Slide 5 (Motivation)

With the upcoming of new NATO VHF NBWF (Narrow Band Wave Form) combat radios, it is very desirable and very much required to devise, evaluate and optimize the networking strategies based on the fundamental physics of the VHF MTN. Any improvement the radio has made in big stride can be spoiled by the network layer quickly in a blink. The understanding of the basic properties of the VHF mobile network, the radio propagation and its resulted link properties, the network topology characteristics; How this network behaves in typical deployment scenarios. These are the questions that we’re looking at to establish an empirical foundation of VHF mobile tactical networks to assist the design, evaluation and optimization of networking protocols for the new generation of VHF mobile radio nets. 

Slide 6 (The network model)


We have thus developed a network model. It’s an analytical model based on the geometric random graph. The model applies the tactical radio signal measurement data as well as realistic tactical deployment mobility scenarios. For example, here we see in this model that a tactical network is deployed with several dispersed groups in an area. From the node mobility trajectories and the radio signal propagation characteristics, the network properties can be captured. For example, the connectivity and its updates of the network. 


Slides 7


The basic approaches of this model include first to take the radio propagation models derived from the measurement data done in typical different terrains including urban, semi-rural, suburban, etc. CRC has done extensive VHF radio measurement and has derived propagation models based on the measurement data. Then we apply the mobility scenario generator, e.g., Bonnmotion to generate realistic mobility scenarios for network deployment. This usually need to combine several different mobility patterns and groups. The node trajectory produce the node coordinates changing through time. Taking a small sampling interval which is small enough to capture the update of the network, the coordinates and distance matrices of nodes in the network are generated. Applying the radio signal path propagation models, the link probability matrices can be computed. Then the node degree, the network connectivity level, the path matrices can all be computed. As an example, a network is deployed in the semi-rural terrain. The radio frequency is at 57 MHz. From the measurement data, the derived path loss model has it loss exponent at 3.18, the intercept at 68.8dBm and the shadowing with a standard deviation of 4.11 dBm. 

Slide 8


This network then looks like this: it has 38 deployed radio nodes in a field of 400 km2 (20 km by 20 km), which is divided into four 10 km by 10 km non-overlapping quarters. Among all the nodes, 3 of them form a commander group positioned in the area of 5 km by 5 km at the center of the field. A group of 8 nodes is deployed in each of the four quarters. The commanders and the 4 groups are all running the reference point group mobility (RPGM) model [11]. We also have another three nodes which are individual nodes with specially assigned tasks such as reconnaissance or special operations. These three nodes move in the entire field of 20 km by 20 km according to a random waypoint model. Except the commander group, all the nodes travel in the speed range of 30 to 80 km/h with an average pause time of zero to 10 minutes. The commander group has an average pause time of 30 minutes and moves between the speed levels of 0 – 30km/h. Within each group, the maximum distance from any node to the group center varies between 3 km and 5 km. A total of 10 networks are generated to average the computation results. The modelling time for each network is 9000 sec and the sampling interval is chosen to be 3 sec, which is sufficient to capture the updates caused by the defined mobility in this type of terrain.

Slide 9


As explained before, we can calculate the link probability matrices. Then using the link probability matrices, the average node degree in the network at any given time can be computed, as shown here. We’ll not get into the math here. The details can be found in the paper, and mostly in our paper publish in MILCOM’09. The node degree is defined as the number of one hop neighbor nodes a node can hear, representing the size of the neighborhood. Given the different path loss margin, the node degree varies. The plot on the right hand side showing the distributions of the node degree in different network conditions of the path loss margin. It’s relatively high, averaged from about 17 when the path loss margin is 130 dB to around 33 when the path loss margin reaches 140 dB. A higher path loss margin means that stronger DSP technique is used to improve the radio receiving capability. We used 50watts battery power for vehicles and do not change the transmission power. Thus, the lower transmission rate can also give a higher path loss margin. 


Not only the node degree is relatively higher, it is also pretty much unbalanced. The commander node group in the middle of the network unsurprisingly has a higher node degree. Cutting a snap shot in the network with path loss margin of 140 dB, we can see that node number 33, 34 and 35, which are the commander nodes have a much higher node degree than other nodes. On one hand, this shows that the commander nodes are very well connected to the rest of the network. On the other hand, the commander nodes are also very congested. 


Slide 10


When the path loss margin goes down; or let’s say that we would increase the transmission rate and shorten the radio range, what’s the impact on the network connectivity? We can obtain this by calculate the network connectivity level, which is defined as the ratio of the connected paths (node pairs) over all the paths (node pairs) in the network. At path loss margin 140 dB, the network is fully connected through the entire running time of 2.5 hours. At 130 dB, the connectivity level fluctuates and may drop to below 85%. The fluctuation happens often quickly and sharply, related to the group mobility pattern and as well the terrain obstacles. Often the disconnections happen between the groups, such as one of the groups is having difficulties connecting to the rest of the network. We have also found that the fluctuation of the average network connectivity level is not really related to node degree but to the average path probability of the commander nodes, any of the three in the commander group. I’ll describe how the path probability is computed later. But when a commander node checks his overall path conditions to the rest of the network, assuming that he can do that, what he gets is quite equivalent to the current network connectivity level, i.e., the network connectedness or how well the entire network is connected.   

Slide 11


Another thing when the path loss margin goes down, or the network node degree goes down, is that the link stability changes. When we compute the probability of a link changing its state from one sampling interval to the next, we can generate the distribution of the percentage of links that change their states across each sampling interval, as shown here. We say that a link changes its state if the link exist at this interval but not the previous sampling interval, or the link does not exist at this interval but was there in the previous interval. When the network node degree goes down, more links will see state changes, which leads to updates on routes. 


Slide 12


When the network node degree changes, due to the change of the path loss margin, the path length or rather more precisely, the path cost in the network varies. Why the voice and data paths are shown differently here? The voice packets require low latency and can tolerate some loss. The packet is thus realtime and sent as soon as possible when it is received, without performing retransmission even if some errors occur in the reception, e.g., 4% of error can be tolerated. Data traffic on the other hand requires high reliability and will employ retransmission scheme such as ARQ with acknowledgement sent at each hop to ensure the reception. Retransmission thus needs to be counted as the path cost as each hop would not equivalent to one transmission. Each transmission is a cost in terms that it takes bandwidth, spectrum resources and also suppresses other nodes from sending. Thus, the path cost we see is the spectral cost, not just simple hop counts, though in the voice case, the spectral cost may be the same as the hop count. We use a shortest path algorithm which is a modified Floyd shorted path algorithm to select the maximum path probability to compute the path matrices for voice traffic. For data, the per hop cost uses the spectral cost and the Floyd algorithm is applied to select the path with the lowest cost. What we get is not how a routing protocol will select path, but how the best paths exist in the network between all the nodes. With path loss margin at 140 dB, for voice most of the nodes are connected through 1 hop with some nodes connected through 1 relay node forming two hop path and a very few nodes may occasionally need a three hop path.  At 130 dB, the average hop count for voice may reach to 3 with some path traversing higher number of hops. Though the data path tends to have fewer number of hops than the voice path, the real spectral cost of data path is higher than the voice path. When the path hop count goes beyond three, the end-to-end throughput delivered on the tactical links will be practically too small and the latency too high. This implies that to maintain the reasonable path cost in the network, the path los margin and thus the network node degree may not be very low. 

Slide 13


This network model established on the realistic tactical radio propagation and mobility models have showed us the basic characteristics of the VHF mobile tactical network. The network may have very dense radio neighbourhood to main the high network connectivity level and to curb the path cost. Traffic of different QoS classes may have different path requirements. Such a network often has hub nodes that are well connected to most of the network, in the example here, are the commander nodes deployed in the centre area of the network. These fundamental characteristics are important and should be considered in protocol design and optimization. For example, the high node degree and dense radio neighbourhood may generate very high protocol overhead for link and path information updates, which can be very intolerable in the VHF networks. Some results of this issue will be presented in this year’s IEEE MILCOM. The hub nodes may be well leveraged in network planning and management. 

Slide 14 


We’re current improving the model and as well using simulation platform to validate the results generated by the model. The results are guiding us in designing efficient networking protocols for new generation of VHF mobile networks. 
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ABSTRACT  


This work extends a network model that was developed for the study of mobile tactical scenarios employing 
VHF combat radios. The model uses VHF radio signal measurement data, integrating practical network 
deployment scenarios and node mobility models to evaluate network link probabilities, and to derive 
fundamental network properties including the average network node degree, network connectivity strength, 
network path hop count distribution and dynamics of network link updates. The results illustrate important 
network characteristics and provide insights for assessing applicability and optimization of network 
protocols for tactical radios operating in the VHF band.   


1.0 INTRODUCTION 


Mobile Tactical Networks (MTN) that use tactical radios operating in the VHF military bands [4-5] offer the 
potential for improved coverage and scalability through self-forming multi-hop capabilities. The MTN aims 
to deliver realtime integrated voice and data across command posts, vehicles and dismounted soldiers to 
provide enhanced C2 and situational awareness in the military operational theatre.   


To support the multi-hop networking functions required by the MTN, many recent protocols proposed for 
mobile ad hoc networks (MANET) [6-9] may be considered candidate solutions. However, most of these 
proposals assume WiFi (e.g., IEEE 802.11) radios when conducting protocol analysis and simulations. The 
communication properties exhibited by VHF tactical radios are very different from those of generic WiFi 
radios, e.g., limited bandwidth and different signal path loss properties. To establish effective network 
protocol design guidelines and to evaluate networking solution options pragmatically, it is important to 
understand the fundamental properties of MTN in typical operational scenarios.   


The purpose of this work is thus to investigate the network characteristics of MTNs in a practical 
deployment scenario. The approach taken combines an analytical network model [1], tactical VHF radio 
signal measurement data [2-3] and realistic mobility scenarios, taking into account different terrain types. In 
the model, numerical computations are applied to calculate the changing distance matrix of the network 
nodes through the duration of network simulation to capture the topology updates. The model computes the 
network link and path probability matrices, the network node degree, the link update ratio, the path length 
and cost distribution, etc. The results obtained illustrate the fundamental network properties of the MTN, 
which provide significant insights for assessing applicability and optimization of the mobile ad hoc network 
protocols and schemes in the MTN environment.  


The rest of the paper is organized as follows: section 2 briefly describes the network model; the network 
deployment scenario is presented in section 3; section 4 illustrates the network properties obtained and 
section 5 concludes the paper.  
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2.0 NETWORK MODEL FOR MOBILE VHF NETS 


The network model employed in this study is established for a mobile tactical network applying 
comprehensive radio signal measurement data [1-3]. As described in [1], the network model is based on an 
undirected geometric random graph where a tactical link is described using),( trp ij


, which is the probability 


of having a link between node i and j  at distance metric ijr  at time t [1, 10]. The mobility scenario generator 


BonnMotion [12] is employed to produce MTN deployment scenarios for the model. The output file of 
BonnMotion traces the trajectory of each node by logging positions of the node through time. Then given a 
time interval sampled at instants nT, i.e., =t { T, 2T,…, nT,…}, the 2-dimensional position coordinates of all 
nodes in the network at each sampling instant t are collected in the 2×N  position matrix 


))(),({()( 212 txtxtX iiN =×  },...2,1| Ni = , where N is the total number of radio nodes. A distance matrix is 


then formed for all nodes at each sampling instant as ,2,1,|)({)( ==× jitdtd ijNN  }..., N , where 


2


2,1


))()(()( txtxtd jk
k


ikij −= ∑
=


. Matrix NNtd ×)(  is then applied to calculate ),( trp ij
, using the radio signal 


measurement data taken in the terrain type of the deployment field [2, 3], as described in [1]. With T 
sufficiently small, the resulting ),( trp ij


 characterizes the network link status through the entire modelling 


duration. Given ),( trp ij , the average node degree, the probability that a link changes its state at any given 


time t, and the expected number of links that change states at any given node i at time t can all be derived as 
presented in [1].  


To gather the network connectivity information, path probability matrices of the network for both voice and 
data packets are computed at each sampling time t. Realtime voice traffic requires paths of high availability 
and low latency, without performing retransmissions even if errors occur in the reception. The path matrix 
for voice ][ tVP , with (i,j)th element ][ tvpij , is computed assuming that the transmission from source to 


destination prefers all the intermediate hops to be available simultaneously, and that the link probabilities are 
independent of each other. A modified Floyd shortest path algorithm is used selecting the maximum path 
probability [1] as: 


)];,([][ trptVP ij=  


for =k  1 to N do  


 for all i, j, do  


   If  )][( rij ptvp < , ])[][],[max(][ tvptvptvptvp kjikijij ×= ; where rp is the error threshold. 


Other auxiliary data structures are included in the path computation algorithm to capture the list of hops 
contained along each path; these are not shown here to keep the descriptions succinct.  


Denote the required delivery ratio of voice packets as drp . pL  is the length of the packet andbp is the BER. 


The error threshold is
pmL


b


dr
r


p


p
p


)1( −
=  for a path of m hops, assuming independent bit errors. Taking the 


NATO standard MELPe voice format of 7 bytes per frame and 4 frames packed into one voice packet to 
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enhance the transmission efficiency as in many common implementations, an example voice packet size is 
assumed containing 50 bytes, i.e., pL =400, including headers in compressed format. The voice paths are 


computed at each sampling time t using drp =95% and bp = 610− . 


The path for data communications differs from that for voice. Data communications tolerate end to end 
latency but not errors. Retransmissions will be used, such as in the per-hop ARQ scheme to ensure reliable 
delivery. In this case, the “hop cost” is formulated as the expected number of transmissions taken for the 
packet to traverse a hop. This hop cost represents the spectral cost in terms of “number of sends”, 
approximating the occupancy of timeslots in a TDMA network. As earlier, the link probability between 
nodes i and j at time t is ),( trp ij , hence the probability that a packet is successfully received is 


pL
bij ptrpp )1)(,( −= . The probability that node i receives the acknowledgement (ACK) from j after 


sending a packet is 2))1(1( ppp =−− , assuming only one ACK is sent for each received packet. Then the 


expected number of times that node i sends the packet is 
2


1


p
. At each time, the probability that a sent packet 


is received successfully at j is p . If received correctly, a single ACK is generated. The total expected number 


of ACKs sent by node j for this packet is then 
p


p
p


1
1


1
2


=×× . The total expected number of packet 


transmission attempts and acknowledgements sent across the hop between nodes i and j, which is the spectral 
cost of the hop, is thus: 


 
22


111
)(
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+=+= . 


The path matrix for data, ][ tDP  with its (i,j)th element ][ tdpij , is thus computed as: 


)];([][ twtDP ij=  


for =k  1 to N do  


 for all i, j, do  


   ])[][],[min(][ tdptdptdptdp kjikijij += ;  


The above two algorithms generate the path matrices for voice and data at each sampling instant during the 
modelling time of the network. The results will be illustrated in Section 4.  


3.0 NETWORK SCENARIO 


The network mobility traces are generated using the mobility scenario generator BonnMotion [12]. The 
semi-rural area is selected for network deployment, using the measurement data taken from this type of 
terrain [2-3]. The semi-rural environment measured has a significant amount of rural and forested areas, 
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some overgrown farm fields and a few two or three story brick buildings [3].  


The scenario has 38 deployed radio nodes in a field of 400 km2 (20 km by 20 km), which is divided into four 
10 km by 10 km non-overlapping quarters. Among all the nodes, 3 of them form a commander group 
positioned in the area of 5 km by 5 km at the center of the field. A group of 8 nodes is deployed in each of 
the four quarters. The commanders and the 4 groups are all running the reference point group mobility 
(RPGM) model [11]. The remaining three are individual nodes with assigned tasks such as reconnaissance or 
special operations. These three nodes move in the entire field of 20 km by 20 km according to a random 
waypoint model. Except the commander group, all the nodes travel in the speed range of 8.3 – 22.2 m/s with 
an average pause time of zero to 10 minutes. The commander group has an average pause time of 30 minutes 
and moves between the speed levels of 0 - 8 m/s. Within each group, the maximum distance from any node 
to the group center varies between 3 km and 5 km. A total of 10 networks are generated to average the 
computation results. The modelling time for each network is 9000 sec and the sampling interval is chosen to 
be 3 sec for semi-rural scenarios, which is sufficient to capture the updates caused by the defined mobility.  


Figure 1 below illustrates some snap shots of one of such networks generated in the model, at different 
sampling times.  
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Figure 1 Tactical network deployment scenario example  


4.0 NETWORK PROPERTIES 


The radio signal frequency is at 57.0 MHz with channel bandwidth of 25 kHz. The data rates range from 
20kbps to 96 kbps. The transmission power is 46 dBm for vehicle mounted unit. The reception noise floor in 
the field is -126 to -95 dBm. The required SNR for achieving the data rate, depending on the radio design, 
may range from 6 dBm to 23 dBm. From these parameters, the path loss margin is estimated to be around 
140 dB. Given the reference distance 1000 =d  m, the path loss parameters computed from the measurement 
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data have the exponent η =3.18, the intercept )( 0dα = 68.8 dBm, and the standard deviation of the 


shadowing δ = 4.11 dBm, for the selected terrain of semi-rural. Then applying the algorithms presented in 
the previous section and the formulas in [1], the link probability ),( trp ij


at each sampling instant t is obtained, 


which leads to the node degree distribution, as shown in Figure 2. 
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Figure 2 Distribution of network node degree 


The average node degree varies from about 17 nodes to 33 nodes when the path loss margin changes from 
130 dB to 140 dB, which is fairly high. To find out how the network connectivity is impacted under the 
different network conditions, the average network connectivity level )(tCl is defined as: 
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where ),,( tjiγ is the largest path probability between node i and j computed over all possible routes at time 


t. Note that )(tCl  is the ratio of the expected number of paths over the total number of routes (node pairs) in 


the network. The matrix )],,([)( tjit γ=Γ is obtained by applying the voice path computing algorithm with 


rp =1. The network )(tCl s for path loss margin of 130 dB and 140 dB are plotted in Figure 3 (a), showing 


the variation through the entire 9000 seconds of network modelling time. A network connectivity level of 
“1” indicates a fully connected network between all node pairs. It can be seen that when the average node 
degree decreases from 33 to 17, the network connectivity level moves from close to “1” all the time, to 
ranging between 85% and 99%.  


Taking any of the three commander nodes in the network, its average path probability to all the other nodes 
in the network, referred as the average “overall path probability”, can be computed at each sampling time t. It 
is found that the average overall path probability of any of the commander nodes is closely related to the 
network connectivity level )(tCl . In Figure 3 (b), the average overall path probability of one of the 


commander nodes is plotted together with the network connectivity level )(tCl , for path loss of 140 dB, to 
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illustrate this observation. The implication of this relationship is elaborated on later in the section.  
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Figure 3 (a) Average network connectivity levels  
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Figure 3 (b) Average overall path probabilities of commander nodes vs. network connectivity level 


The voice path matrix VP[t] is computed with drp =95%, yielding the distribution of the voice path length in 


the network, which is depicted in Figure 4, for networks with average node degree ranging from 17 to 32 
nodes, i.e., the path loss margin of 130 to 140 dB. When the path hop count is larger than three, the end-to-
end throughput delivered on the very low speed tactical links may be practically too small and the latency 
too high. When the average node degree is below 25, i.e., the path loss margin <135dB, certain voice path 
will extend to more than 3 hops, causing QoS concerns. A practical MTN is often connected with many 
nodes within 1 hop and others reachable through a single relay. A few nodes at certain times may 
temporarily require two relay nodes to connect when they are separated due to path obstacles. Such strong 
connectivity maintains the high reliability and low latency required by tactical communications. At a path 
loss margin of 140 dB, the network is connected with nodes mostly 1 and 2 hops apart, and only a few paths 
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traversing 3 hops. The average smallest best possible path probability found in matrices )(t  was then 
0.985, representing a strongly connected tactical network. 


2 4 6 8 10
Hop Count


0.4


0.6


0.8


1.0


cdf


paths loss margin 140dB


path loss margin 138dB


path loss margin 135dB


path loss margin 130dB


 


Figure 4 Distributions of voice path hop counts 


The data path matrix DP[t] is computed by applying the algorithm presented in the previous section. The 
distribution of data path hop counts is illustrated in Figure 5(a) for different path loss margins (denoted as 
“plm” in the figure). It can be seen that data paths have relatively shorter hop counts than voice paths. 
However, because of the required reliability and the ARQ transmission scheme, the real sending cost on a 
data path is different from its hop count. On a single hop, two sends or even more will be needed to deliver a 
single data packet successfully. Each send consumes bandwidth and power. Thus the real cost of data paths 
is calculated as the number of transmissions required for a successful packet delivery, as the “path spectral 
cost”, described in the algorithm presented in the previous section. The distribution of the data path spectral 
cost is illustrated in Figure 5 (b). The cost of data paths in the network is relatively higher than the voice 
path, because the send cost of voice traffic is the same as the hop count of its path.   
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Figure 5 Distributions of data path hop counts and costs 


The probability that a link changes its state from sampling instant t-1 to t can be calculated as [1]: 
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The link between node i and j incurs a state change from time instant t-1 to t, if there is a link between node i 
and j at time t while none existed at time t-1; or there is no link between node i and j at time t while there was 
one at time t-1. The distribution of the percentage of links that change their states across each sampling 
interval is depicted in Figure 6. In comparison, when the node degree is around 17, i.e., path loss margin is 
130 dB, on average more than 23% of the links in the network experience state changes in the 3 sec sampling 
interval. This amounts to about 150 links changing their state at a given time in the network.    
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Figure 6 Percentage of changing links per sampling interval  


The above results illustrate the basic structural and dynamic network properties of the selected typical VHF 
tactical deployment scenario. It can be seen that the network has a relatively dense neighbourhood with 
nodes having high average node degrees. When average network node degrees decrease, the path hop counts 
will increase. To maintain the useful voice paths in the network without too many traversing hops, the node 
degree may need to stay quite high, e.g., about 17 to 20 nodes on average. However, the increase in data path 
spectral cost is even faster than the increase of the hop counts. Hence to maintain a low cost for data 
communication paths, the average node degree may need to be even higher. For low node degrees, there may 
be an average of 6 sends for a data packet along the path. With a high node degree and very limited link 
bandwidth, e.g., 20 kbps to 96 kbps of shared link rates for the next generation NATO narrowband 
waveforms operating in the typical 25 kHz VHF channel, a protocol updating the two hop neighbourhood 
information, e.g., the popular HELLO protocol [6-10] may result in a fairly heavy traffic overhead in the 
shared neighbourhood, when node degrees are so high [13]. In general, the comprehensive exchange of link 
status information can be quite costly in such densely formed networks. Even when the node degree 
decreases, e.g., if the path loss margin is reduced to 130 or 135 dB, the number of links that need to report an 
update would increase, which produces more data in the update messages [1, 13].   


It should also be noted that this network configuration concentrates the highest node degrees on the 
commander nodes. As shown in Figure 7, which depicts the average node degrees of each of the 38 nodes in 
the network, the commander nodes, numbered as node 33, 34 and 35, have much higher average node degree 
compared to the other nodes. In fact, the commander nodes become the major relay nodes for network paths. 
On one hand, this fortifies the connections between the commander nodes and the rest of the network, which 
is desirable; but on the other hand, it leads to increased congestion and contention in the neighborhood of the 
commander nodes, and increases their vulnerability. This also explains the result illustrated in the Figure 
3(b). As major relay nodes, the average overall path probabilities observed by the commander nodes reflect 
the overall connectivity strength among all nodes at that time. This property may lead to a network route and 
topology control strategy for this type of network deployment scenario that exhibits a central area. The nodes 
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placed in the central area will not only become the hub/relay points, but also have visibilities on network 
connectivity situations. Such nodes can even be dedicated hub/central nodes if it is desirable to shield the 
commander nodes from the vulnerability and heavy traffic load entailed in being in the role of network hubs. 
Then the commander nodes may maintain a one hop strong connectivity to these central relay nodes to 
achieve their strong network reachability as well as network situational awareness.    


 


Figure 7 Average node degrees for all nodes in the network 


5.0 CONCLUDING REMARKS 


In this paper, real VHF radio signal measurement data are applied to study the network properties of mobile 
VHF radio networks in a typical deployment scenario. This is accomplished using a geometric random graph 
integrating tactical mobility scenarios with radio measurement data to establish a network model. The model 
is further extended to capture the important properties of the network such as the link probability, the path 
probability, the path hop counts and the network connectivity strength. These models have identified the 
fundamental structural and dynamic characteristics of the network formed. The results indicate the possible 
heavy overhead cost of popular networking protocols when updating two-hop neighbour information in the 
dense network neighbourhood. It has also demonstrated the critical role of the central/hub nodes in such 
deployment scenarios when network hop counts are small. The different path hop count distributions for 
voice and data traffic call for a suitable path selection mechanism to support their different QoS 
requirements. It is evident from this study that the network properties of mobile tactical radio networks need 
to be considered when designing and optimizing networking solutions.   
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Abstract

We are proposing a link layer for a new VHF/UHF narrowband (25 kHz) waveform (NBWF) to be standardised by NATO for combat net radio (CNR). The user requirements are for a networking waveform providing concurrent voice and IP data. The primary voice service is push-to-talk (PTT) multicast to reach all or a predefined group of users in a multi-hop network. The primary vocoder to be used is MELPe, but other vocoders are also required to be supported. We will try to serve multicast voice by reserving resources only when required, including any required automatic relays. Data transfer relies on a combination of contention and reservation. The paper will outline the proposed link layer, with focus on the most challenging services. A simulator is being developed, based on Omnet++. Some results for the performance (delay and probability of success) of multicast voice are presented, in addition to initial performance for data services. Simulation results are compared to analytical estimates.

1.0 Introduction

Currently, there is an action within NATO Sub-committee 6 Ad hoc working group 2 (SC/6-AHWG/2) to produce a networking waveform standard for VHF/UHF radio communications between coalition land forces, termed NarrowBand WaveForm (NBWF)[1]. The first level of ambition is to reach agreement on a 25 kHz non-EPM
 waveform that supports concurrent voice and IP data. Later levels of ambition include adding EPM capabilities and larger bandwidth.


There have been many similar attempts to standardize a common digital waveform for Combat Net Radio (CNR), both in EUROCOM and NATO. So far these attempts have stranded on protectionism. The Software Defined Radios of tomorrow may render the current standardisation attempt possible. Future radios will be able to run both proprietary and standardised waveforms and switch between these waveforms on the fly.


The physical layer (modulation and coding) has been the focus of the working group until recently. We (FFI) are currently working on a proposal for the link layer: MAC (Medium Access Control) and LLC (Logical Link Control).  It is designed to build upon a physical layer (PHY) proposal by CRC, Canada [5]. The PHY offers data rates from 20 to 96 kbps. Our initial work was reported in [2]. We will first revisit the requirements, discuss design priorities and trade-offs before presenting an outline of our proposed link layer. Finally, we present some initial simulation results.


2.0 Requirements and prerequisites


The requirements to the NBWF [1] were addressed in [2], but we will give an updated summary here. The operational requirements are for a CNR waveform to serve both voice and IP data services concurrently (unicast and multicast) in a coalition network. There is a requirement to address up to 250 nodes, but the typical number of active radios in a network is more likely to be less than 50, maybe even less than 25. The principal services to support will be multicast voice (push to talk - PTT), situation awareness (SA) and radio based combat ID (RBCI) [3]. In addition, the waveform must be able to support other services such as targeting, core services and functional services.


There is a requirement for multi-hop distribution of all services, but typically CNR networks are such that most radios are within a single radio hop at low data rates. This means that spatial slot reuse is not very feasible for our MAC protocol.


The following functional requirements and assumptions are used as a basis for designing the link layer protocol:


· A significant fraction of the traffic is radio-broadcast (single hop) or multicast, both voice and data.


· Traffic consists of a mixture of predictable or streaming type and more random type traffic.


· Voice is prioritized and must be served with short delay and small jitter.


· Voice is primarily coded as MELPe at 2.4 kbps [4], but other vocoders shall be supported.


· The primary PHY rate of 20 kbps
 is normally used for all signalling and multicast traffic, in order to achieve the best possible single-hop coverage.. 


· We assume that the network has been established and focus our study on an operational network. 


The structure of the physical layer waveform is as follows, with preliminary values indicated (see figure 1): 


· a synchronisation preamble (Tpre≈1.5 ms) and 


· a Start_Of_Message (TSOM≈2.1 ms), followed by


· a 12 bit parameter field Par (Tpar≈1.6 ms) with PHY protocol control information (PCI) (strongly coded), 


· an optional delay (TTR) is required to change modulation rate, 


· an optional midamble (Mid) for channel equalization, and finally 


· the higher layer PCI and payload in one or more interleaver blocks, optionally separated by new midambles. 


As the preamble and SOM are used by MAC to detect ongoing transmissions it must be strong enough (low signal to noise ratio – SNR) to be detected properly at any data rate. The same strength requirement applies to the Par. 
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Figure 1: The structure of the physical layer waveform


Information is transferred in interleaver blocks using serially concatenated continuous-phase coded modulation (CPM) [5], [6]. For this modulation, the SNR performance depends on the length of the interleaver block. The shortest useful block length is probably around 5 ms at the lowest rate without sacrificing too much noise resilience. 


The efficiency of a multiple access radio system depends on the time needed for signalling relative to the information transfer time. With strong delay requirements all information bursts will be short – thus short signalling time is vital. The minimum signalling time in a transmission is the sum of the preamble, SOM and Par, adding up to ≈ 5.2 ms in a system utilising the lowest data rate. A self-contained signalling message must contain some additional information. Using a 4-5 ms long interleaver, the shortest possible signalling transmission lasts approximately 10 ms. Using the lowest rate (30 ksymbols/s) and a ⅓ rate coder this gives 40-50 bits to the link layer. 


An efficient link protocol will use cross-layer design and adapt to the underlying physical layer constraints as well as the functional requirements.


3.0 Design priorities and trade-offs


Since the waveform (at least in the first level of ambition) is restricted to 25 kHz bandwidth, the channel capacity will be limited. Traditional CNRs have offered a maximum data rate of 16 kbps. Modern radios offer data rates up to approximately 50-100 kbps, and so should NBWF. But, we must be aware that the higher data rates require a larger signal to noise ratio and thus will have a sufficiently reduced range. It is thus anticipated that in many situations the lowest data rate will be used, giving a transmission range comparable to traditional CNRs. 


Much published work in recent years has focused on multi-hop networks. One might argue that instead of using low rate single hop it would be more efficient to use higher data rates in a multi-hop network. This might be true for unicast transmission under ideal conditions, but a dynamical (mobile) multi-hop network requires more signalling and leads to more erroneous routing than a single-hop network which is more static at the same level of mobility. It is shown in [7] that higher data rates (and thereby reduced transmission range) do not necessarily provide better performance in a multi-hop mobile network. 


Another aspect is that much of the traffic is radio-broadcast or multicast of nature. For such traffic it may be shown that for most topologies, a single long-range transmission at a low data rate is more efficient than the multiple transmissions required at a higher data rate (and shorter range) in order to reach the same set of destinations.


For these reasons we have optimised our link protocol based on using the lowest data rate of 20 kbps, since experience shows that a long range is usually required. In situations with geographically dense networks it may be possible to use a higher data rate and still maintain a more or less single hop network. For unicast traffic a rate adaptation algorithm should be used to obtain a higher throughput.


The significance of the multicast PTT voice application with its strong delay and jitter requirements simplifies the choice of class for the MAC protocol. These requirements will be difficult, if not impossible, to fulfil with any kind of random access protocol. For that reason we have chosen to use a type of TDMA protocol, enabling resource reservation for multicast voice. 

Although multicast voice is important, we see a growing number of applications requiring data transfer. As the required data capacity is highly variable and not very predictable for many applications, we need a MAC protocol that can support this. Due to the growing capacity demand compared to the available data rate, we have tried to minimise the required permanent resource allocation for voice. 


So, we have ended up designing a dynamic TDMA protocol that can support all types of services: voice, predictable data services, and services with a more unpredictable capacity requirement. We have focused our design on making the protocol very dynamic, with short and efficient signalling for reservation of resources. 

4.0 Outline of the MAC protocol


Our task is to provide an efficient solution for MAC to integrate voice, data and RBCI within 25 kHz bandwidth. This should work also at the lowest (and primary) data rate of 20 kbps. For multicast voice we prefer ≈ 200 ms transmit buffering as a compromise between the delay requirement and the protocol efficiency. This also becomes the TDMA frame length (or cycle time). The voice application could benefit from shorter buffering, but that would result in short and inefficient transmission lengths for data. 


We have chosen the TDMA frame length (202.5 ms) to be an integral multiple of the MELPe frame length since the voice application is the most important one for this kind of networks. A selection of 9 slots in a TDMA frame should give a sufficient flexibility in transmission length. In order to be able to allocate a small basic transmission capacity for each radio we propose a superframe structure on top of this. The number of frames in a superframe may be flexible, depending on the actual number of radios in the network and the required “static” capacity for each radio. Two or more slots in each frame are suggested to be allocated on a fixed basis to be shared between the radios through this superframe structure. The TDMA structure is shown in figure 2.
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Figure 2:  TDMA slot and frame structure


If we consider transmission in a single slot at a PHY rate of 20 kbps and subtract all PHY overhead
, we find that each data transmission lasts about 14 ms and contains a total of 280 bits for the link layer including PCI. If we allocate 150 bits of link PCI per transmission, this leaves us with only 130 bits of user data (including any higher layer PCI) in each transmission. A single slot per frame will give a data rate of only 640 bps. For this reason, we propose slot merging to be used whenever possible. Two merged slots per frame results in a link payload throughput of 2.8 kbps. Figure 3 shows the link layer throughput as a function of number of merged slots per frame, for all available channel rates.

A voice connection using MELPe at 2.4 kbps requires the allocation of 2 slots per frame for each radio hop at a PHY rate of 20 kbps. A multicast voice transmission that requires an additional relay ties up a total of 4 slots per frame. As MAC should be able to support more than one simultaneous voice transmission, e.g. due to relaying, this would normally require the reservation of many slots on a permanent basis in order to be able to support Push-to-talk without delay. In a network with a basic data rate of 20 kbps this would in practice leave only half or less for data applications. 


For this reason we have pursued a solution where channel resources for voice are primarily reserved on demand. This is done through a procedure that is designed to be rapid but not 100% fail proof. What makes it applicable is the predominantly single-hop nature of CNR networks, at least at the lowest transmission rate. 
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Figure 3: Link throughput as a function of number of merged slots.


Channel resources are reserved by the radios upon demand through a distributed algorithm. Reservation for multicast voice receives special treatment for two reasons: 1) due to the connection setup delay requirement and 2) due to the nature of PTT voice which generally implies only one user speaking at a given time. 


Some basic principles apply for slot usage:


· Unreserved slots are open for contention, regulated by type of service, priority and traffic load


· Multicast voice has priority over data (within certain limits). Reserved slots can not be accessed by other radios. Pre-emption must be signalled in other time slots.


Due to the multicast voice (MV) delay requirement we will have to reserve one slot on a permanent basis, in order to guarantee the necessary capacity for the signalling required to set up an MV channel. This slot is used to transmit voice whenever voice is active. One additional slot should be reserved for each relay. By not allocating the maximum required capacity on a permanent basis, we may not guarantee the setup delay or the successful set up of a PTT voice call when requested. But the alternative leads to a significantly reduced data capacity, especially when relaying is allowed.  


5.0 Outline of the LLC protocol


The main tasks for the Logical Link Control (LLC) layer are: resource reservation; segmentation of long packets onto a number of self-contained transmissions; and the ARQ protocol to ensure reliable link transport. In addition, LLC performs relaying of multicast voice. (Relaying of data is performed at the network level.)


5.1 Reservation and contention


MAC offers two basic transport services for data: access to reserved time slots and contention access to unreserved time slots. Through the superframe structure, each radio is allocated access to a few time slots, repeated with an interval of some frame lengths (depending on the number of radios sharing the channel). But this fixed capacity is not well suited for low latency services and dynamic capacity demand.


We propose a distributed resource reservation mechanism with efficient signalling for multicast voice. The initiator will transmit a connect request (CR) message, requesting its reservation to be confirmed by one or more selected neighbour(s). The selected neighbour(s) will respond by each transmitting a very short connect confirm (CC) message indicating whether resources are available or not. The purpose is to inform hidden nodes in multi-hop networks. This requires a lot of signalling to set up an MV connection. But we do not require reception of positive CCs in order to complete the MV setup, as packet loss then could reduce the success rate. 


The same mechanism is used to offer a reliable data service based on reservation. A radio is allowed to allocate all unreserved time slots for a limited time, typically the time required to transmit an IP packet. The reservation process must use already reserved (superframe) slots or contend with other radios in unreserved slots.


When transmitting data, LLC must determine which type of data service to use, depending on delay requirement and packet size: contention, superframe allocation or reservation. Signalling for reservation is shown in figure 5.

5.2 Segmentation


An IP packet received over the Ethernet connection typically has a maximum size of 1500 bytes. Even when transmitting at 96 kbps, 6 consecutive time slots are required to complete the radio transmission. This means that we need a segmentation function for all the other cases (lower rate or fewer slots available). A data transmission using 2 slots at 20 kbps contains a link payload of about 75 bytes. This means that a maximum length IP packet in such cases must be transmitted as more than 20 segments, which results in a total duration of more than 4 seconds.


There are two factors that influence the segment size: the transmission rate and the number of slots available for the data transmission. Both factors may change during the transmission of an IP packet. The rate may be reduced due to poor transmission conditions and the number of slots due to pre-emption by multicast voice (see figure 4). On this background we propose to use a fully flexible segmentation that can utilise any available combination of transmission time and rate. The resolution of the segment size will be 1 byte in order to achieve full flexibility (with some added cost for PCI).
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Figure 4: Dynamic segmentation is required due to MV pre-emption.


5.3 Selective repeat ARQ


We propose to use a selective repeat ARQ mechanism for the segments of an IP packet, as shown in figure 5. The source, which has reserved the time slots, determines when it expects an acknowledgement. It will then reserve some of its own capacity to be used by the destination for acknowledgement. In addition to handling packets consisting of a number of segments, the ARQ protocol must be able to handle the fact that when re-transmitting a segment, the transmission rate or the available transmission duration may have changed. One retransmission may actually consist of e.g. two shorter transmissions if the data reservation has been pre-empted by MV. This could also happen if the transmission conditions turn out to be poorer than estimated, resulting in a reduction in transmission rate at the time of re-transmission. The number of segments transmitted before acknowledgement is determined by the source, based on its expected channel quality.
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Figure 5: IP data; reservation signalling and the selective repeat ARQ protocol.


6.0 Protocol Performance


In this section, two simple simulation studies are presented. Simulations are carried out using an NBWF model based on the Omnet++ [8] network simulator. The model includes a simple representation of the proposed physical layer, as well as the link layer described in the previous sections. Refer to [9] and [10] for a detailed description of the simulator.


6.1 Multicast Voice


Since we have chosen a dynamic reservation mechanism for multicast voice, we have to pay a delay penalty. Figure 6 shows the signalling in different time slots and the associated voice delay, which is 200-400 ms longer than a system with fixed reservation. The setup delay is confirmed by simulations. 


In order to achieve protection against collisions with data transmissions, we propose to send MV CR and CC messages only in the pre-allocated signalling slots as described in figure 6. An alternative scheme would be to allow scheduling of CCs in the yellow and green slots if not in use, in order to reduce the connection setup delay. However, due to the dynamic and unpredictable nature of multi-hop radio networks, the nodes may have different view on the current slot usage. Specifically, the presence of hidden nodes
 will dramatically reduce the connection success probability if using the alternative method as shown in the following simulation study. 

Figure 7 shows the network topology used for our simulation study. The connection between two adjacent nodes denotes that they are within each other’s demodulation range (i.e. one-hop neighbours). For nodes within the demodulation range, the probability of successful reception of a transmission is a function of the SNR, which degradation is caused by path-loss (using the Egli [11] propagation model) and collisions. Thus, all collisions are not destructive.
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Figure 6: Case with relay; signalling for multicast voice and analytical estimation of setup delay.
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Figure 7: Network topology. Red node: MV relay. Dark green nodes: MV group members. Light green nodes: “hidden nodes”. The dashed circles illustrate the relay’s demodulation and carrier sense ranges.


A five second MV call is initiated deterministically each 8th second from one of the group members selected uniformly. All nodes generate background data traffic with negative exponentially distributed (n.e.d.) arrival distribution, and packet size of 1480 bytes (eight segments when 4 slots are available). The background traffic is transmitted only in the dual use (DU) and general use (GU) slots, using the contention based reservation access method for CR as described in section 6.2.  Both the proposed and the alternative schemes are simulated and the focus is on the performance of node 3 which is degraded by the hidden nodes 4 and 9.


Figure 8 clearly illustrates the advantage of only sending the CC messages in the pre-allocated signalling slots. When using the proposed scheme, the connection setup at node 3 is successful for all calls, while a significant performance reduction is seen when using the alternative method as the background traffic load increases. 

As expected, this gain in robustness comes with a MV delay cost. Figure 9 confirms that the delay difference between the two methods is approximately 200 ms. When using the proposed scheme, the voice transmission does not start until frame 3, while the alternative scheme allows voice transmissions in frame 2 (see figure 6). Note that the voice delay is independent of the traffic load, which is an important feature of the protocol. This is because ongoing data connections are pre-empted when a MV call is initiated. As a consequence, the delay for the background data traffic increases significantly with the load.
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Figure 8: MV connection success probability, defined as the probability that a group member receives the CR and one of the first two voice PDU.
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Figure 9: Mean MV delay (left axis): The time duration from the PTT event to the arrival of the first voice PDU at the receiver. Data delay (right axis): The mean layer 7 one-way delay.


6.2 Reservation access for data


In order to reserve time slots for the transfer of a data packet, a reservation protocol similar to MV is used. For data however, the signalling messages are sent in unreserved slots, thus requiring the use of a contention access scheme. In the following, we study a simple contention access method where the contention window consists of all DU and GU slots (see figure 4). 


At the start of the window, each node having a data packet for transmission draws a random delay from a continuous uniform distribution, ignoring the time slot boundaries. If no preamble is detected before this time, the node sends a CR message. The destination node (assuming unicast) responds with a negative or positive CC. If positive, the originator node sends one segment in each TDMA frame until all segments are transmitted. 


Both a multi-hop and a single-hop topology are studied. The multi-hop topology is identical to the one used in the previous simulation study. The data traffic generator is also the same, while the MV generator is omitted.  In the single-hop topology, all the 15 nodes are within each other’s demodulation (and carrier sense) range. A fundamental difference between the single and multi hop scenarios is the collision sensitivity period, which in the single-hop case only includes the length of the preamble. In the multi-hop case however, the sensitivity period starts when the CR is sent and ends when the destination replies with the CC. If the responder receives a preamble from a hidden node during this interval, the connection will fail. 
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Figure 10: Random access data performance.


Figure 10 shows the throughput as a function of offered traffic for both topologies. The horizontal line marks the expected theoretical throughput in the single-hop case when all nodes always have at least one queued packet. We observe that the access method performs well in the single-hop case, as the throughput follows the upper bound closely. In the multi-hop case, the protocol also performs near optimally when offered load is below 400B/s. Above this point; the increased sensitivity period due to hidden nodes unavoidably causes some reduction in the performance relative to the single-hop case. Further work will address this issue, presumably by adapting the contention window to the traffic load.


7.0 Conclusion


We are proposing a link layer (MAC and LLC) to be used in a new NATO Narrowband Waveform standard. Within 25 kHz the PHY supports data rates from 20 to 96 kbps. Based on a dynamic TDMA protocol, the link layer shall support concurrent IP data and multiple multicast voice connections, in addition to Radio Based Combat Identification (RBCI). Dynamic resource reservation is supported for both IP data and multicast voice. Our ambition is to support automatic relaying not only for IP data, but also for multicast voice. 


Our link layer proposal is designed to be dynamic and flexible. Compared to existing Voice+Data protocols that rely on a less dynamic reservation scheme, we achieve a higher average IP data throughput in a typical multi-hop scenario with fluctuating traffic load. The penalty is some extra delay for multicast voice, which in contrast to comparable systems relies on reservation and pre-emption. 


Simulation results for multicast voice confirm the added voice delay, and indicates that pre-emption of hidden nodes should receive extra attention in order to find the best solution. Some initial performance results for the IP data protocol are also available. The reservation protocol for IP data seems to perform reasonably well according to our theoretical expectations. In addition, it shows only a minor degradation in a multi-hop network compared to a single-hop network.


Future simulations will compare our reservation mechanism to a traditional contention mechanism for IP data transmission. The reservation mechanism should perform better than random access in a multihop environment. In a single-hop network we do not necessarily expect that to be true.


Our work is not yet complete. Even though the first results are promising, there are a number of details and parameters that need tuning for performance optimisation. The primary objective is to achieve an acceptable performance for multicast voice with regard to setup and voice quality. Reliable delivery and throughput for IP data is our second objective. One important aspect for further study is the MV pre-emption of IP connections. Successful pre-emption relies on the IP reserving node to be informed either by the MV reserving node directly or through one of the CC nodes. This may not work perfectly in a multi-hop network with packet loss due to external noise. We have to study this through simulations to determine how often it fails and find the best way of selecting the CC nodes for MV.
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� Electronic Protection Measures are usually obtained by frequency hopping to counter jammers.


� Using a symbol rate of 30 ksymbols/s and a 2/3 coder.


� This also includes time for synchronisation, propagation, rx/tx switching, amplifier ramp-up/ramp-down and receiver AGC.


� In order to achieve a high utilisation of the PHY rate with short burst transmissions.


� A node is hidden with respect to a given connection, if it is unable to receive any of the CRs for that connection, but is able to disturb any of the nodes that can receive the CR.
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Figure 1: The structure of the physical layer waveform
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Abstract

Tactical radio communication is crucial for command and control. The progress in C2 software demands higher and higher transmission rates, more employed radios and higher robustness. Interconnectivity between various participants of a tactical network is achieved by increased usage of the Internet Protocol. Structured overlay networks, so called peer-to-peer networks can help to increase the reliability of IP-connections. The principle of peer-to-peer networks is to use a broad number of peers to transmit and retrieve messages instead of a single connection to a server. The redundancy increases its suitability for disadvantaged networks. At the time peer-to-peer networks became widespread, dial-up users with very little available bandwidth were common. This scenario is comparable to tactical scenarios where a limited number of base communication facilities and a larger number of mobile tactical radios exist. The error rate of dial-up lines and radios are both comparatively high. Tactical communication is even more supposed to be prone to errors and presumably suffers from higher packet error rates. Not all tactical user terminals are equal in capabilities such as transmission quality or battery power. It would be desirable if a peer-to-peer system respects these facts or could adapt to the situation to increase the responsiveness of such a system.

This paper will describe changes made to a widespread peer-to-peer system. Measurements in a simulated environment show that the speed of the overlay network can be increased by a slight modification of the routing. We incorporate cross-layer information about the error rate and delay of a connection or remaining battery power of a node into the overlay network to improve the responsiveness or traffic distribution of an existing peer-to-peer system.


1.0
The KADEMLIA Peer-to-peer system

The Kademlia peer-to-peer routing algorithm was chosen as a basis for further improvement, as it is prepared better for tactical environments than many of its competitors [2]. All peer-to-peer systems can be seen as a combination of a routing layer, a distributed data structure and a graphical user interface (optional). The user interface layer is not in the scope of the paper. The routing layer constantly generates a small amount of maintenance traffic. This traffic is considered in the paper as well as user traffic generated by the usage of the peer-to-peer functionality. The routing layer is responsible for finding nodes inside the peer-to-peer network. The Kademlia routing algorithm is complete, which means a search conducted by the routing either finds the node searched for or - if the node is not in the network - the search terminates with an appropriate message. The routing is based on an algorithm working on a key space with a metric to define distances. Overlay networks which share this property are called structured peer-to-peer networks. As a unique feature the Kademlia routing algorithm uses incoming routing requests to learn about its surrounding nodes. This makes the algorithm more bandwidth efficient than other structured peer-to-peer overlay protocols.


The Kademlia peer-to-peer system was first described by Maymounkov and Mazieres [7]. It belongs to the class of prefix-based structured peer-to-peer overlay networks. In particular it is different from numerical distance systems such as Chord [3], unstructured overlay systems as Gnutella and super peer networks such as Skype [4].

1.1
Routing


A participant of the overlay network is called a node inside the overlay. The routing component in a peer-to-peer system is responsible for determining the location of a node in the overlay network. Every node has a unique identifier of fixed length. In Kademlia the length of the identifier is 160 bit. Nodes choose their identifier randomly and uniformly distributed at startup so the identifiers are unique with high probability, even with millions of participants.


Every structured peer-to-peer network has at least one metric to calculate a distance between two nodes. Kademlia uses the XOR metric. The distance between two nodes is calculated by bitwise applying the XOR operator to the two identifiers of the nodes. The resulting bit pattern is then treated as a number. As the XOR operation is commutative, the metric is symmetric. That means A has the same distance to B as B has to A. Also, A XOR A is 0.

Every node in Kademlia has a routing table. The table consists of buckets which hold a fixed number (k) of references to reach other nodes. Due to memory considerations the size of the table has to be limited. In Kademlia the memory requirement for the routing table is O(k∙b), with b as the number of bits of an identifier. The routing table is organized as a tree as shown in Figure 1. The buckets are shown in the figure as rectangles with references to the identifiers in it. A node carries a tag which defines which identifiers are contained in its subtree. In the figure, b and k are assumed to be 4 for simplification. A tag of 1xxx means that the highest value bit is 1 for the whole subtree and the other bits are unknown. The right subtree of the root carries this tag. The local node identifier is assumed to be 0000 in the depicted tree. The tree structure can be seen as a general structure, if the tags and bucket entries are assumed to be XORed by the local node’s identifier.
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Figure 1: Kademlia routing table with b=4

The two subtrees below the root separate the identifier space in two halves: One subtree contains references to nodes closer to the local node than half of the maximum distance (the left side) and the other one contains references to nodes further away (the right side). The rightmost bucket holds k references to nodes which differ in their most significant bit from the identifier of the local node. These nodes the references point have a maximum distance of half the distance to the destination nodes as the local node has. The left subtree is constructed recursively with increasing matching prefix length. This enables the node to store more references to closer nodes than to node which are far away. The leftmost bucket contains only the reference to the local node, its sibling bucket may hold exactly one node which differs only in the least significant bit. It is less and less likely that the buckets to the left are filled the farther left they are. That is due to the equal distribution of the identifiers.

When a node is called by another node to look up an identifier, the node starts looking for the nearest reference to that node it has in its table (Figure 2). To do so, the tree is traversed beginning from the root and that subtree which matches the most significant bit is chosen. If the traversal continues in the left branch the next bit is considered until a bucket is found. If the chosen bucket is empty, the bucket to the right is chosen. This approach is equivalent to XORing the destination identifier with the own node identifier and choosing the bucket corresponding to the leading zeros of the resulting bit pattern. The node returns the references of the bucket to the caller.

The caller collects all incoming contact references in a separate list named L. It then reissues lookup requests to the nodes closest to the destination. The closest nodes are most likely found in L but may also come from the routing table. The algorithm terminates if r closest references fail to return references closer than already known to the caller.
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Figure 2: The original algorithm always chooses the known nodes closest to the destination, k=4

This lookup scheme is guaranteed to terminate as it is monotonic and the distance to the destination node is at least cut in half in every routing hop. The number of hops to the destination is bound by O(log n) with n being the number of nodes in the network. Uniformly distributed identifiers and reasonably filled tables are assumed. The initial filling of a node’s routing table is achieved by contacting a node in the overlay and issuing a search for the own identifier.

The wording “close” and “distance” are in terms of the overlay metric. A node close to another from an overlay point of view may be very far away in terms of a lower layer metric. A hop in the overlay may include many hops in lower layers. From this fact arises the issue that lookups may take very long, as there is a discrepancy between the two metrics. The changes proposed in this paper address this issue.

1.2 Distributed Hash Table

The distributed hash table (DHT) provides two API calls: 


1. STORE a tuple of (key, value)


Before information may be stored it is assigned unique key. The key may be derived from a textual description, a file name or is a structured number such as an object identifier. Value means any kind of data. In existing peer-to-peer systems a reference to the storage location of the - possibly large - amount of data is stored.

2. GET a value associated with a key

This retrieves the value associated with a key which was stored previously.


To store a value, the DHT uses the overlay routing. The overlay network is used to find a node inside the overlay network with an identifier close to the key. There is an implicit mapping between the key of the data and the location of nodes in the network. Data is always stored at the nodes with identifiers closest to the key of the data. A redundancy factor defines how many nodes are chosen for storing a value to prevent the loss of data if nodes leave the network. In the Kademlia simulation we assume the data is stored at the k closest nodes.

2.0 Model of a tactical environment


We made some assumptions on what we expect a tactical network to contain. We expect 256 nodes to take part in a peacekeeping mission or disaster recovery operation. The nodes are interconnected with an IP connection in a fully meshed manner with a delay based on the distance of the nodes. The delay increases linearly with the distance. The maximum channel delay is 7 s. This roughly models the effect of a Layer 2 multi-hop ad-hoc routing protocol. Every node features a bit error rate of either 0 with a probability of 0.3 or a bit error rate of 10-3 which remains constant over the simulation time. This models heterogeneous node connectivity. Some nodes are connected by a wired connection and some feature an unreliable radio connection. A screenshot of the simulation model is shown in Figure 3. The simulated nodes remain static and do not move as a simplification.
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Figure 3: Screenshot of the simulation - the arrows indicate an overlay connection


The nodes report information about their internal state to the overlay routing. This feature could be offered e.g. by existing IEEE 802.11 WLAN hardware utilizing a mechanism called expected transmission count (ETX). The interface to the overlay is added to the OverSim framework [13] which was utilized for these measurements. We measure the effect of incorporating cross-layer information into a peer-to-peer system. The cross-layer information about packet error rate or any arbitrary lower layer metric is given to the overlay in form of a dimension-less preference value.


The preference value reflects the fact that some nodes should be preferred by the overlay as they have or lack special capabilities or limitations. A connection to a node with a low packet error rate is more likely to handle an overlay connection correctly than a connection with a higher bit error rate. The preference originates from the layers below the overlay, e.g. the operation system or from the hardware. The preference of a node is published to other nodes, which may combine these values with locally observed values. How the preference values may be transferred between nodes is out of scope. Attaching a preference value to node contact information may be an appropriate method to do so. A preference is derived from the tuple (s,d) of the local source node and a destination node. The preference may also be calculated from the preference of the remote node only. In our measurement we assume the reported preference values to be always correct.

3.0 MODIFICATION of the ROUTING

We incorporate cross-layer information about the error rate of a node into routing decisions of the overlay network and we show that this change makes the overlay routing more successful under difficult conditions. Several changes to the original Kademlia algorithm are proposed, many of them apply to other structured overlay networks as well. An overview is given in [6]. Our approach is not to modify any existing routing parameters but to use a different method of choosing contacts. Thought the method is also applicable to other peer-to-peer systems, the scope of this paper is limited to Kademlia. This additional cross-layer information is called preference value or simply the preference of a node.

The routing described in Section 2.1 is changed in the way the caller selects nodes to contact as it receives contact references from other nodes. The original Kademlia chooses contacts which are closest to the identifier to look up. In our setup we have a preference value available about every contact. So the order of the entries of the list L is changed to put contacts with a higher preference value closer to the head of the list.

We introduce a weight factor w, which determines the influence of cross-layer information. If the weight factor is 0 the routing behaves like an unchanged Kademlia routing as the preference has no influence on L. If the weight factor is 1, the decision is purely based on the preference metric and L is sorted according to the preference values. Intermediate values of the weight affect the order in a continuous manner. The new sorting order is defined by:
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where s denotes the local source node making the routing decision and d a remote destination node. The original position of d the in the list L is posd. The list L is then reordered in descending order according to md.

The change to the routing is fully compatible with existing clients in the network. Especially the correctness proof of the Kademlia routing algorithm is untouched, as still in every routing step the distance to the destination is cut at least by half. That comes from the fact that the bucket selection remains unchanged. The reordering of L may be useful in other prefix based routing peer-to-peer networks as well. The advantage of this scheme over e.g. Pastry’s inclusion of cross-layer information is that the metric remains the same during the routing process. Pastry [15] switches to a proximity based metric when approaching a node closely. This complicates the implementation.
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Figure 4: Another set of nodes is chosen due to higher preference

We test three methods to generate a preference value. The first method is to take the channel delay between the local node and the reference i of list L as preference value. After a normalization step the delay is used as preference. We call this modification modification 1. The second method is to take the bit error rate between the local node and the remote node BER(s,d) as a preference value, it is called modification 2. Modification 3 takes a value defined by the remote node only into consideration. The node may set a high value to attract routing traffic or a low value to avoid it.

4.0 measurement setup


Simulator


We use the OMNeT++ simulator version 4.1 [14] with INET framework and the OverSim-20090908 extension [13]. We added an extension to incorporate cross-layer information into the routing decision of Kademlia to the OverSim framework and added capabilities to measure the effect of our changes.

The simulation time of a single run was 4 hours and 40 minutes. The initial 40 minutes of simulation time are used for stabilization of the network and no measurements takes place. A measurement with the same set of parameters is repeated 50 times with different random number seeds. The random seed influences the position of the nodes and thereby the delay distribution in the simulation. To speed up simulation, we used 14 cores on different machines to conduct simulations in parallel.


Metrics


The effect of the changed routing is measured by the DHT GET success rate of routing requests. Every node in the simulation issues a STORE or GET request every 100 seconds. The key of the STORE request is drawn from a uniform distribution. The value has a payload size of 100 byte and contains random data. A GET command asks for a randomly chosen key previously stored to the DHT. It then compares the resulting value with the expected value. If an answer is received and the value matches, the GET request is counted as successful. A successful GET requests for a key is a request which delivers the value previously stored under that key. The GET success ratio is the number of successful requests divided by the number of all GET request. A success rate below 1 is the result of network errors such as timeouts or packet loss or the effect of members leaving the system. In our simulation we do not consider the leave of nodes for the moment. The GET success rate is a metric for the reliability of the system. In existing implementations values need to be republished periodically otherwise they are dropped by the storing nodes. The lifetime and the republish interval of the values were chosen to be infinite to exclude side effects from the measurement.


We measure the time it takes to get the response of a successful GET request. The GET delay is a metric for the speed of the system. We focus on lowering the delay in the described environment.

The amount of data a node sends is recorded to measure the network load introduced by the overlay. The traffic is partly maintenance traffic which includes responses to routing requests and routing requests by the local node and partly traffic is generated by storing and retrieving values. No other traffic was present in the simulated network. The amount of traffic generated by a node is a metric of the load caused by the upkeep of the overlay network. As network resources are scarce, the generated amount of traffic has to be kept low.


5.0 results


In this section we present the results of the three modifications and describe the effects of the changes to the overlay network. The DHT GET success ratio is shown in Figure 1. The success ratio is 0.6, meaning that nearly half of the accesses to the DHT may fail. This is a consequence of the difficult communication environment described in section 3. For low reliability traffic such as weather information a lower success rate may not matter. While other communication systems may fail because of the described conditions, a peer-to-peer system still makes sense. The success ratio is unaffected or slightly increased by modification 1 and modification 2. The success rate is nearly unaffected because the storage destination of a value is only defined by its key and is not affected by the modification. So if the nearest nodes close to the key suffer from heavy packet loss, the data is supposed to be lost regardless of the modification. The modifications may only affect the hops towards the final storing node. The measurements show that the modifications also do not have a negative effect on the success rate of the system.
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Figure 5: GET Success ratio with modification 1 (white) and 2 (grey)

The bars in Figure 6 show the GET latency of Kademlia in the described environment with modification 1 and 2. The mean latency of a lookup is 20 seconds in the unmodified Kademlia implementation. This value can be read at the two bars labeled with a weight of 0. The bars to the right show a stronger influence of the modification.
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Figure 6: GET latency with modification 1 (white) and 2 (grey)

Modification 1 is shown as white bars, modification 2 as grey bars. Both changes to the original algorithm have an effect on the delay of a lookup. Modification 1 reduces the lookup latency by 0.7 second at a weight of 0.572. The lookup latency increases when a higher weight is used and the latency even increases compared to the unmodified algorithm when the weight comes close to 1. Modification 2 performs better and reduces the lookup latency to 18.3 seconds (-8%) at a weight of 0.5. The lookup latency does not improve further as weight is increased.

The traffic generated by the nodes is shown in Figure 7. Modification 1 has no measurable influence on the traffic caused by the overlay while modification 2 comes with a cost. The traffic caused by a node increases from 100 byte/s to 116 byte/s.

[image: image8.emf]

Figure 7: Traffic per node, modification 1 (white) and 2 (grey)

The additional traffic is caused by the changes to the overlay routing. The original Kademlia routing prefers nodes close to the destination node in terms of the XOR metric. This scheme prefers the lowest overlay hop count. Any other scheme will increase the overlay hop count and thereby increase the traffic generated. The effect of modification 1 is so small that it may be argued it has no effect at all. In the existing scenario, modification 1 is not effective. Asking the fast nodes first has the same effect as asking normal nodes first and then - as soon as an answer comes - to proceed in routing. The existing parallelization already prefers fast nodes as the routing algorithm proceeds as soon an answer arrives. Modification 2 addresses a different fact. The routing algorithm tries to hold the number of packets “in flight” constant. So if a packet is lost due to packet errors, it is counted as “in flight” until the timeout (the default is 10s) expires. For this reason a packet loss prevents sending out new packets as long it remains undetected. So preferring nodes with a lower packet error rate pays off in terms of decreased GET latency.

In previous measurements the preference was calculated from the delay or the packet error rate of a connection between the source and destination. We now take a look at the results of modification 3. In this case a node makes a routing decision only based on information reported by the remote node. The preference value is therefore denoted pref(d) instead of pref(s,d). A scenario could involve two different kinds of nodes which differ in the type of power supply. One kind of node is self-powered. The other kind is battery-powered and tries to avoid routing traffic. A battery-powered node publishes a low preference value while the others publish a neutral value. We assume every 10th node to be battery-powered. The accumulated traffic generated by the battery-powered nodes is shown in Figure 8. The grey bars show the traffic sent by the unmodified Kademlia implementation, the black bars depict the results of modification 3. Nodes which arrive earlier (bars more to the left) encounter higher traffic. This is the result of Kademlia’s bucket eviction policy and is an expected behaviour not connected to the modification. Long lived nodes are preferred over new nodes as they are supposed to stay longer due to an assumed Poisson or Weibull arrival process. So old node referenced never get replaced by new learned ones if the bucket is already full. Old references get deleted only if a message to that node times out.


The amount of traffic of the battery-powered nodes can be reduced by 25% compared to the unmodified nodes. The accumulated traffic of all nodes over the whole simulation time remains nearly unchanged at 151.11 MB vs. 153.38 MB with modification 3 while the success rate does not differ significantly.

[image: image9.emf]

Figure 8: Accumulated traffic per node without (grey) and with (black) modification 3

Our changes to the Kademlia routing decrease the time it takes to retrieve a piece of data from the distributed peer-to-peer storage in a difficult network environment. The reduced delay is a trade-off between delay and the amount of transmission capacity needed to maintain the peer-to-peer overlay. A weight factor is used to optimize the overlay either with respect to delay or bandwidth. The routing modifications can be utilized to avoid excess traffic generation at special nodes, e.g. nodes with limited battery power.

conclusion and further steps

We described a simulation of a tactical network with peer-to-peer nodes. The nodes in our simulation constantly exchange data and the reliability, speed and load of the overlay network was measured. A change to the routing was made in a way that it does not affect the correctness of the system while offering to include arbitrary cross-layer information into the Kademlia peer-to-peer system. We proposed three modifications or possibilities to use the cross-layer information. The first two modifications increase the speed of the system. One modification reports the delay of channel links as cross-layer information, the other reports the bit error rate of a channel to the overlay. If the bit error rate in included by our mechanism into the overlay routing, we showed that the speed of the system may be increased. This modification also increased node traffic. A smooth trade-off between speed and traffic consumption is realized by a weight factor. As a third possibility we used the change to the Kademlia routing to avoid traffic at nodes which are battery powered. The rest of the system took the load of the weaker nodes and distributed it evenly with only a small increase of the overall load. How much influence the cross-layer information should have mainly relies on the environment the system is used in. Further steps may include the delivery of expected leave time or transmission capacity of a node through the cross-layer interface to the overlay.
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ABSTRACT 


The paper presents the mechanisms designed for automatic BGP-based routing configuration in a network 
composed of the mobile autonomous systems (domains). Each autonomous system can be attached to 
other automatons system using one or more links, detached or can be moved to other position and 
attached again. This situation is a typical for military multinational operations. The proposed mechanisms 
extend the network management system to exterior routing configuration in dynamically changed 
topology.       


1.0 INTRODUCTION 


Routing in the Internet in is mostly based on BGP protocol [1]. The Internet is in fact the composition of 
autonomous systems (AS), each of them is independently administrative. Routes are chosen based on the 
calculation of the shortest path given by the number of ASs that need to be traversed.  


From communication point of view, the tactical network is characterized by mobility often in a low 
bandwidth environment. All functions deployed in this environment should be adapted to be sustainable in 
mobile, link-impaired conditions. Applications and protocols that have been designed to work in static 
networks, do not necessarily behave as expected in the tactical domain. This is also valid for routing 
protocols between autonomous systems. Since BGP is mandatory for NATO Network and Information 
Infrastructure Services (NIIS) [2][3], especially in multinational operations, we have to propose the 
mobility support mechanisms that can be applied in multidomain IP network.  


It is important, because the BGP protocol have to be configured in advance in border routers, mostly by 
hand, knowing peering associations. It is because the BGP uses the TCP protocol in order to reliably carry 
the routing messages. To start TCP sessions it is necessary to statically configure peers in both border 
BGP routers. It is problem when BGP is used in military tactical networks, where connections between 
peers could be often changed because of AS movement or other reason of connection lost. It need to get 
involve administrative entities in both disconnected ASes and in AS where new connection is established. 
This could exclude BGP protocol in dynamic tactical environments. 


A problem also exists with long convergence time in the networks using BGP protocol. BGP was designed 
to be used in networks with stable inter-AS connections. Convergence problems were widely considered 
in the past and were summarised in [4], [5] and [6]. For example, in [4] the problem with inter AS 
connection in mobile military network is discussed. The BGP-based network mobility problem was also 
considered by Global Information Grid Routing Working Group and was discussed in [7] and [8]. Solution 
for IPv6 mobile networks connecting to the GIG using big address space and IPv6 multihoming, supported 
by DHCPv6 protocol was proposed in [9]. Also Dul in [10] and [11] presented implementation of the 
mobility method used for commercial aircraft to allow global IPv4 network mobility using BGP protocol 
and satellite network architecture. In [12] routing architecture for the future IP-based Airborne Network is 
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presented. BGP is used there as an internal and external routing protocol. 


The solution described in this paper is dedicated to the multidomain, multisystem mobile military 
networks based on the TCP/IP protocols stack with BGP as an exterior gateway protocol. 


Figure 1 shows an example of multidomain mobile network composed of many autonomous systems. Also 
three cases of autonomous system mobility are shown here. The thirst one represents the system that 
appears in the network and the border routers have to be configured to see their appropriate peers. 


 


Figure 1: Multidomain mobile network 


The second case represents a movement of the system to a new position. All current external BGP 
connections have to be terminated and the new peers have to be associated. The third case applies to the 
situation in which an AS leaves the network and the remaining routers have to clear their configuration. 
All these cases show that additional mechanisms should be applied in the network in order to configure an 
external routing automatically.  


The authors proposed distributed management layer that is responsible for exchanging routing policy 
messages between the external routing configurations managers located in each autonomous system.  
Configuration managers are also responsible for border routers configuration. Appropriate protocols were 
elaborated for AS interoperability points for internal configuration. 


2.0 REQUIREMENTS 


In order to support autonomous systems mobility, the border routers have to be able to automatically 
reconfigure their routing daemons depending on the mobility action. It is assumed that IP network 
domains can also be autonomous systems, and they have to be connected to other autonomous systems, 
disconnected from the network, move to another location and connect to the network again and finally 
they can organise more than one links to another autonomous systems.  All this actions have to be 
performed automatically. An autonomous system border router (ASBR), equipped with the BGP 
functionality, is responsible for appropriate traffic routing and routing policy.  


Typically, border routers with BGP are configured by hand or automatically, but with known peering and 
routing policy information in advance. On the contrary to the interior routing protocols (i.e. OLSR), the 
BGP is not equipped with the neighbour discovery mechanism. The peer router addresses and the peer 
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autonomous systems numbers have to be known in advance in order to configure the router. Also traffic 
management policy has to be agreed in advance. 


In order to elaborate the BGP-based routing configuration management mechanisms, following 
requirements have been assumed: 


1) Autonomous systems routing policy have to be managed centrally. Supervisor/manager is responsible 
for configuration of ASBRs using accessible network configuration protocol and appropriate 
manager’s application.  


2) Autonomous system border routers have to be equipped with at least one interface dedicated to 
communication with other autonomous systems. This interface should be based on the common data 
link technique with broadcast capabilities (i.e. the Ethernet).  


3) Each ASBR has to be equipped with a routing management agent that is able to communicate to the 
manager application.  


4) Appropriate configuration management protocol has to be used (elaborated) between the manager 
application and the agents.  


5) The ASBRs have to be able to detect exterior peering routers.  


6) The BGP-based routing configuration management mechanisms have to support: 


a. Exterior link detection and neighbor discovery. 


b. Automatic discovery of active routing configuration agents. 


c. Automatic exterior interface IP address configuration. 


d. Management communication between AS managers, managers and routing agents and 
between routing agents.  


We have also initially assumed that configuration management mechanisms will be used for BGPv4 
(IPv4). Nevertheless, they can be easily extended to the MP-BGP (IPv6).  


3.0 CONCEPT OF BGP-BASED ROUTING CONFIGURATION 
MANAGEMENT MECHANISMS  


We have assumed that each autonomous system has its own traffic management policy, handled by the 
central manager located in some element of the network. The manager is able to manage the border routers 
(ASBRs) via the agents located in the managed routers. The manager IP address is known by each agent, 
and then active agents can register themselves in the manager.  


Let us assume three basic autonomous system mobility scenarios depicted in Figure 2. The ASBR with 
BGP has to detect its exterior neighbor routers during new ASs attachment (a) or during attachment 
additional ASBR (b).  It is possible by the exterior link detection procedure described below. Also the 
agent located in the router has to inform its manager that new AS has been attached. After the link 
detection process the peer agents communicate each other in order to transfer information about the AS 
numbers (ASN) allocated to their ASs, and information about the IP addresses of the neighboring 
managers.  After that, each agent transfers this information to its home manager. Based on this information 
the managers elect the main manager, which is responsible for global addresses allocation to the common 
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link between the ASs.  The main manager selects the addresses from its address pool and informs its 
agent. The agent receiving the message with the new addresses, informs its peering agent from the new 
AS, and then the neighboring (slave) manager. Now both managers can start ASBR configuration 
procedure.  
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Figure 2: AS mobility scenarios 


The ASBR configuration procedure is responsible for: 


- Router addresses configuration.  


- BGP pearing configuration. 


- Security configuration (traffic management policy). 


The AS can also move to a new possession what enforce a need of ASBR reconfiguration (c). The agent 
located in the ASBR has to detect inaccessibility of the neighboring router and has to send information to 
the manager in order to reconfigure the ASBR.  


Each ASBR in autonomous system is responsible for detection of attached router belonging to the 
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neighboring AS. It than requires a link detection and neighbor discovery mechanism. Our solution was 
initially planned to be used in IPv6 networks and than the proposed mechanism is based on the IPv6 
Multicast Listener Discovery Protocol [15] run in the ASBR. Additionally, the exterior interfaces of the 
ASBR have to be appropriately configured in order to handle the IPv6 Neighbour Discovery Protocol [14]. 
Attaching a new border router to the ASBR each router starts sending the Multicast Listener Report 
(MLR) to the all nodes IPv6 multicast address (FF02::1). Even though the border router is not a part of 
some multicast group, it should send the MLRs from the router’s link-local addresses. These messages are 
next used by the remaining routers on the link for extracting the sender’s link-local address.  


Flow diagram of BGP-based routing configuration management mechanisms is presented in Figure 3. The 
diagram presents a set of messages flow in two scenarios: the ASs are not connected together before the 
link detection procedure (as in Figure 2a) and the ASs are already connected together via another link (as 
in Figure 2b).  All used messages are listed in Table 1.  


In first case, after agents activation in the border routers belonging to different ASs (ASN 100 and ASN 
200 in our example) each agent registers itself in the manager using message type 0 (Msg type 0). After 
mutual connection of the ASs, the border routers send the IPv6 MLR message in the exterior links. If the 
ASN100 border router receives this information it learns the IPv6 source link-local address and sends the 


message type 1 with the ASN100 manager address and the ASN (detailed format of the messages is shown 


in  


Figure 4).  


This address is then sent via the message type 2 to the ASN200 manager. In the mean time the ASN200 
border router receives the MLR messages from the ASN100 router. Similarly, it send the message type 2 
to the ASN100 manager, informing about the ASN200 IP address and the ASN.  Based on the information 
about the neighbouring ASN and comparing to its own ASN, each manager selects the maser manager as 
the manager with the lower ASN (ASN100 in our case). Then the ASN100 manager sends the message 
type 3 to its agent informing the agent about the network global IP address selected to the exterior link 
configuration. This information is then resend via the message type 4 to the neighbouring agent IPv6 link-
local address, and finally via the message type 5 to the ASN200 manager. After this sequence both 
managers start configuration their ASBRs (addresses and peering) using NETCONF SSH session [16].  


In the second case, when the systems have been already connected via another link, the managers already 
know the parameters of this connation (managers addresses and the ASNs). Then, after link detection 
procedure using MLR protocol and after sending of messages type 1 and 2, the master manager sends the 
message type 7 directly to the slave manager, informing about the selected network global IP address 
which should be allocated to the new exterior link. 


If the exterior link disconnection is detected by the border routers (as in Figure 2c), each ASBR sends the 
message type 8 to the managers. After this sequence both managers start reconfiguration their ASBRs 
(clearing the addresses and peering) using NETCONF SSH session.  
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Figure 3: Flow diagram of BGP-based routing configuration management mechanisms 
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Figure 4: Format of link detection and configuration messages 


Table 1: Link detection and configuration messages 


Message 
type # 


Message 
length [B] 


Message Message description 


0 4 Agent IP address Message sent by the agent to the 
manager. Message informs the manager 
about the IP addresses of its agents and 
border routers.  


1 4 Manager IP address Message sent by the agent to peer 
exterior router (agent) to inform its 
correspondent about the ASN and the 
manager IP address. 


2 4 Manager IP address Message sent by the agent to the 
manager. Message is sent after receiving 
message type # 1. It informs the manager 
about the ASN and the manager IP 
address of the exterior system 


3 4 Network address Message sent by the master manager to 
the agent in response to message type # 
2. It informs the agent about the network 
address delegated to the link between the 
autonomous systems. 


4 4 Network address Message sent by the agent to the exterior 
router (agent) after receiving the 
message type # 3 from the manager. It 
informs the exterior agent about the 
network address delegated to the link 
between the autonomous systems. 


5 4 Network address Message sent by the agent to the slave 
manager after receiving the message 
type # 4 from the exterior router (agent). 
It informs the exterior agent about the 
network address delegated to the link 
between the autonomous systems. 
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6 4 Agent IP address Message sent by the agent to the 
manager after disconnection detection 
between the systems. It informs about 
the agent IP address.  


7 4 Network address Message sent directly from the master to 
the slave manager, after correctly 
configured BGP parameters in border 
routers. This message is used to 
configure another link between the 
systems. The message informs the slave 
manager about the network address 
delegated to the new link configuration.  


8 2 N/A Message sent by the agent to the 
manager after detection of the exterior 
link disconnection.  


4.0 IMPLEMENTATION 


All the proposed mechanisms was implemented and tested in the network composed of the Linux-based 
routers with Quagga [17] routing software with BGPv4 daemon. The Ensuite (YencaP, YencaP-manager) 
open source application was used for quagga routers configuration. EnSuite is a network management 
platform prototype based on NetConf. It aims at providing to the network management community an 
open source environment not only to test the NetConf  configuration protocol, but also to test new features 
[16][18]. EnSuite is composed of two applications: Netconf Manager and Netconf Agent. Both 
applications was used to perform BGP protocol configuration in the ASBRs.  


The proposed in section 3 mechanisms was implemented in Python programming language. Following 
new modules was implemented:  


1) Management agent - located in the ASBR (besides the YencaP agent), responsible for neighbour 
detection and retransmission of the prepared messages. 


2) Manager – located in some device in the autonomous system, typically in the same device as the 
YencaP-manager. The manager is able to communicate with the YencaP-manager, in order to transfer the 
information about the parameters which have to be configured in the ASBR via the NETCONF protocol.  


The communications between the managers and the agents was secured using SSH protocols.  


5.0 VERIFICATION RESULTS 


Functional tests 


The mechanisms were verified in the lab testbed composed of two autonomous systems with interior and 
border router. A simplified scenario is shown in Figure 5. Two types of tests were used: functional and 
constraints tests. The goal of functional tests was to verify a correctness of the code, formats of messages 
and behaviour of the appropriate devices.  
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Figure 5: Simplified testbed for implemented applications verification 


For example in the network from Figure 5, at the beginning the agents located in the routers .151 and .152 
have to be registered in the managers (Figure 6 and Figure 7).  


 


Figure 6: Listing in the agent located in router .151 (Activation info sent) 


 


Figure 7: Listing in the manager (agent activation) 


Based on the MLR messages the border routers detect the IPv6 source link-local addresses of the MLR 
messages, and sends the message type 1 to their neighbours (Figure 8) and next to the neighbouring 
manager. 


 


Figure 8: Agent discovered a neighbouring router  


The neighbouring manager elect itself as the master manager and allocates the common network address 
between the systems, sending the message to its neighbouring manager via message type 3 (Figure 9).  


BGP-Based Routing Configuration 
Management for Multidomain Mobile Networks 


RTO-MP-IST-092 18 - 9 


 


 







 


 


 


Figure 9: Maser manager allocates the network address between the systems  


After these sequences, the managers configure the links and BGP protocol in the borders routers. Figure 
10 shows the routing table in the router (which is also the manager) inside the system with ASN 200. We 
can see that there are visible routes to the networks from the systems with ASN100. Pings confirm the 
correctness of the configuration.  


 


Figure 10: Routing table in the router (manager) inside the system with ASN 200 


Operation conditions 


Besides the functional test, additional tests were performed to check the conditions in which the proposed 
mechanisms can be applied in multisystem environment [13]. Especially we were interested in the impact 
of the narrowband links or part of the network (typical in military networks) on the configuration 
management procedures efficiency.  The tests were performed using testbed shown in Figure 11. The 
network is composed of two autonomous systems (ASN100 and ASN200). The systems are connected 
(disconnected) via the LanForge network emulator [19] used here in order to change the bandwidth 
between the systems. The network emulator is also located inside the AS (ASN200), but between the 
manager and the agent.  


Two main tests were performed in order to check:  


1) Time of neighbour discovery phase. 


2) Time of automatic BGP configuration in the ASBRs. 


Time of neighbour discovery phase was measured as the time between starting of connection of both 
systems together to the moment in which two workstations in each system (connected directly to the 
ASBR) can communicate each other. Time of automatic BGP configuration in the ASBRs is the time 
between receiving of the configuration request message by the manager and finishing the BGP 
configuration process (TCP connection is closed in NetConf session). In both cases, bandwidth was 
changed, affecting flow of messages (between the systems and between the manager and ASBR).  
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Figure 11: Testbed for validation tests 


Figure 12 present the time of neighbour discovery phase while bandwidth between the ASs (using 
LanForge emulator) was changed from 2Mbps to 5kbps.  We can observe that this time is drastically 
increased if bandwidth between the systems is lower than 30kbps. Below this level, the time of neighbour 
discovery phase does not exceed 2sec.  
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Figure 12: Time of neighbour discovery phase. 


Time of automatic BGP configuration in the ASBRs is shown in Figure 13. In this case bandwidth was 
changed between the manager and the agent, also from 2Mbps to 5kbps. This time is significantly greater 
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than the time of neighbour discovery phase, but it mostly depends on the used routers reconfiguration 
time. Also this time is significantly increased while the bandwidth is lower than 30kbps.   
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Figure 13: Time of automatic BGP configuration in the ASBRs 


6.0 SUMMERY 


The authors have proposed distributed management procedures that are responsible for exchanging routing 
policy messages between the external routing configurations managers located in each autonomous 
system.  Configuration managers are also responsible for border routers configuration. After new link 
detection, global IPv6 addresses have to be configured on the external interfaces of the both border 
routers. The first communication is possible based on the IPv6 link-local addresses, after neighbour 
discovery phase. It gives a possibility to agree the common network addresses and peering information. 
This information is then transferred to the configuration managers, which enforce appropriate peering 
configuration. 


The procedures were implemented and applied in the testbed composed of many autonomous systems 
(networks). A correctness of the implementations were checked by the functional tests. This paper 
presents only selected tests, but all tests confirm correctness of the implementation. Also tests performed 
to check the limitations of the network that can affect the procedures point out that it can be used in 
multidoamin network.  


Application of these procedures and implementations in military environment should be preceded by 
improvement of the configuration time of the BGP-based routers and by elaboration and improvement of 
the security mechanism.  
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Abstract


In this article, we propose an address autoconfiguration architecture and protocol for mobile ad-hoc
networks (MANETs) called AUTOLSR. It operates as an extension of the OLSRv2 [1] routing protocol,
and is primarily designed for IPv6 addressing.


The goal of AUTOLSR is threefold. Firstly, it aims to support the coexistence of several independent
MANETs in the same area. Secondly, it attributes automatically addresses to MANET nodes while
ensuring their uniqueness by detecting and resolving address conflicts. Lastly, it allows the existence of
gateways to external networks that simultaneously provide a prefix for constructing addresses with global
scope.


The AUTOLSR protocol was specified, implemented and experimented on a real testbed located at the
DGA/MI. In this article, we present the principles of the addressing architecture, the AUTOLSR proto-
col itself, and the results of experiments which were performed on the testbed in order to illustrate the
different protocol features and validate the implementation.


1 AUTOLSR: Principles


1.1 General Architecture


The general architecture of AUTOLSR networks is illustrated in Figure 1. Each node can pre-determine


1st MANET
(NPS-1)


2nd  MANET
(NPS-2)


Figure 1: Target Architecture
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a subset of nodes with which it desires to interoperate, denoted peer nodes, and hence such nodes form
independent subnets, denoted network partitions. An optional set of nodes is responsible for interconnecting
the MANET to other networks: these are the MANET border routers (MBR). Each network partition is
characterized by a network parameter set (NPS) which includes sufficient information, characterizing the
policy of one node with respect to its neighbors, e.g. whether it wishes to participate in the same network. A
network identifier is part of the NPS. Moreover, it is assumed that every node has a node identifier: it is an
arbitrary sequence of bits of fixed size which is unique for every node.


Such an architecture is appropriate for military environments, where different sub-networks may operate
independently at some point of time ; and depending on operative conditions, later may be joined. MBR
ware gateways for communication between tactical MANETs and command centers.


1.2 Addressing Scheme


Addressing scheme is the basis of the support for network partitioning. We define three types of addresses:
initial, MANET-wide and global. Each MANET interface is provided with one initial address, one MANET-
wide address, and optionally one or several global addresses. An interface address follows the template: (see
Figure 2)


MANET Initial Prefix


Initial address


Suffix


MANET Prefix SuffixSubnet


MANET-wide prefix


MANET-wide address


Global Prefix of MR #1


Global addresses


Suffix


Global Prefix of MR #2 Suffix


...


Figure 2: Addressing scheme


• A prefix of type initial, MANET-wide or global
• One single suffix for all interface addresses.


Each address meets a particular need:


• the initial address is used as originator address such that AUTOLSR can start with. It stays unique
within a network partition.


• the MANET-wide address: unlike the initial address, the MANET-wide address must be unique inside
and outside the network partition it belongs to and may change during runtime. Its prefix is composed
of a fixed part agreed and determined for all nodes implementing AUTOLSR and a dynamic part called
a subnet that allows nodes with differing peering policies to be in different subnets.


• global addresses: constructed from prefixes advertised by MANET border routers, and the interface
suffix. The global address allows access to external networks.


Network partitioning is performed by applying the following rule:


Peer nodes MUST have the same MANET-wide prefix and non peer nodes MUST have different MANET-
wide prefixes.
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It is enforced by having neighboring peer nodes agreeing on an identical MANET-wide prefix (and
merge), whereas non-peer nodes also adapt to their neighborhood by selecting different MANET-wide pre-
fixes.


1.3 Suffix generation


The suffix can be generated randomly. However one (network administrator) would prefer to an unclear
purely random IPv6 address (ex 1fec:56ab:0af6:980c) something like X::1 instead. For this reason,
we propose a new suffix selection paradigm described hereafter:


1. A list of predefined suffixes is given in the configuration file (for example for host name ”manet9”, a
given list could be: 0:0:0:9, 0:0:0:109, 0:0:0:209 ... etc).


2. The suffix takes the value of the next suffix in the list. When all the suffixes in the list have already
been applied, a random suffix is generated.


1.4 MANET border router


The MBR (MANET Border Router) has two roles: it serves as a gateway to external networks and provides
one ore several prefixes to the MANET nodes, that permits to construct globally routable addresses.


1.5 Duplicate Address detection(DAD)


Note that the suffix selection described above does not guarantee by itself address uniqueness. Indeed,
address conflicts may occur: by definition it is the situation where two nodes, have the same address on some
OLSRv2 interfaces. This is why AUTOLSR is equipped with a duplicate address detection (DAD) mechanism
(see section 2) which detects and resolves conflicts during runtime.


2 AUTOLSR PROTOCOL Functioning


Each node generates for each interface an initial as well as MANET-wide address and AUTOLSR starts on the
initial one. Merge and partitioning of the network is guaranteed by carrying out JOIN and AVOID operations.


• JOIN: describes the operation of joining a MANET by a node (or a set of nodes in which case we call
it merge) when starting AUTOLSR or returning to the network after having left it.


• AVOID: describes the fact that two MANETs with different NPS must avoid each other by making
sure they do not share the same MANET-wide prefix. If that is the case, a node which detects the
conflict in prefixes performs a AVOID operation, i.e generates a new MANET-wide prefix.


In practice, JOIN and AVOID operations consist in changing the subnet. The section below describes the
process of selecting and updating the subnet.
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2.1 Subnet management


Since the protocol operates in a distributed manner, consistency must be guaranteed when changing the
subnet. The subnet selection and update is done as follows:


1. when starting, a node generates a subnet using a hash function (SHA for instance) with the following
parameters: a network-id and a subnet sequence number.


H(Network id, subnet seq), (1)


2. If the node detects a neighbor which is not a peer node, it examines the MANET-wide prefix :


• if the advertized subnet is different from the local subnet, then the neighbor is ignored (its mes-
sage is silently skipped).


• if the advertized subnet is similar to the local subnet, an AVOID is performed. A next subnet
is generated by calling the H function after incrementing the sequence number. Note that this
operation is either carried out on both sides (border nodes in each MANET) or only one of them
(the first who processes the message). Consequently, both networks may change their MANET-
wide addresses or only one of them.


3. If the node detects a neighbor which is a peer node, it examines the MANET-wide prefix :


(a) If different MANET-wide prefixes are detected, a JOIN is performed by comparing subnet se-
quence numbers as follows:
if node − seqNumber < received − seqNumber than the node must upgrade its sequence
number and its subnet to the received sequence number and subnet values.


2.2 Duplicate Address Detection: DAD


In AUTOLSR, we propose a mechanism to detect address conflicts based on the following idea [2]: every
node has a unique identifier, and conflicts are detected when the same address is associated with two nodes
with different node identifiers. Unlike [2], no additional message is introduced since we are using packet
formats [3] which are extensible: the main idea is that every time an address is sent in the routing protocol
messages, the corresponding known node identifier is associated. This allows address conflict detection.


2.2.1 Conflict Detection Element (CDE)


The idea is to associate the node identifier with every address present in a protocol message. However the
size of node identifiers might too large in practice (up to hundreds of bytes); for instance, an implementation
might choose to use a public key (in some cryptosystem) of one node.


One idea of AUTOLSR is to sent only one part of the identifier with every known address. This part of
the identifier is denoted CDE (Conflict detection element).


The part of the identifier sent in different messages varies from message to message. As a result, by
collecting the different CDEs, receiving nodes will be able to reconstruct the whole node identifier after
some time. In the worst case, they will be able to detect conflicts at that point. Notice that, on average, the
conflict detection might occur much faster: for instance if CDEs include one byte of the identifier, and a
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node receives two CDEs from the same part of the node identifier, a conflict will be detected with probability
99.6 % (with randomly selected node identifiers).


In our implementation, a CDE has the following format:


+-------------------+-------------------+
|Id Subset Selector | Node Id-Based Info|
+-------------------+-------------------+


Where the NIBI(Node Id-Based Info), contains the ith part of the node identifier, where i changes with time,
and the ISS(Id Subset Selector) codes the value of i.


In short the content is: (i, ith byte of the node identifier). The performance of the conflict resolution
protocol is then determined by the algorithm deciding the successive values of i in successive messages.
There is a tradeoff between average detection delay (some values of i are very frequent) and worst case
detection delay.


2.2.2 Hello Message Generation


Every node includes its node identifier as well as the network identifier in the Hello message inside the
message TLVs.


Every address advertised inside the Hello message corresponds to the address of a neighbor, for which
a node identifier was necessarily received. If the Last Conflict Time of the Node Identifier Tuple has not
expired the node appends a special CDE indicating that the address is in conflict ; otherwise a normal CDE
is added.


2.2.3 Hello Message Processing


Upon receiving a Hello Message, the node performs the following steps:


1. It updates the Node Identifier Set with the node identifier of the sender ; if a conflict is detected, the
field Last Conflict Time is updated.


2. If in the message, any address is marked as “in conflict”, this information is copied to the Node Infor-
mation Set if not yet present.


3. All the CDEs are used to update the Node Identifier Set ; if any new conflict is detected, the field Last
Conflict Time is updated.


If one of the addresses of the receiving node was found to be in conflict, it resolves the conflict as specified
in section 2.2.7.
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2.2.4 TC Message Generation


The node includes a CDE (a part of its node identifier) as well as the network identifier in the TC message
inside the message TLVs. Every address advertised inside the TC message corresponds to an address of
a neighbor, for which a node identifier was necessarily received. If the Last Conflict Time of the Node
Identifier Tuple is not expired, the node appends a CDE indicating that the address is in conflict ; otherwise
a normal CDE is added.


2.2.5 TC Message Processing


Upon receiving a TC Message, the node performs the following steps:


1. If in the message, any address is marked as “in conflict”, and, this information is copied to the Node
Information Set if not yet present.


2. All the CDE are used to update the Node Identifier Set ; if any conflict is detected, the field Last
Conflict Time is updated.


If one of the addresses of the receiving node was found to be in conflict, it resolves the conflict as specified
in section 2.2.7.


2.2.6 MPR Calculation and Message Forwarding


If at least one of the addresses in the Node Identifier Set has a Last Conflict Time which is not expired, the
node changes its normal OLSR behavior as follows:


• Selects all of its neighbors as MPR


• Forwards all TC messages received from symmetric neighbors.


2.2.7 Conflicts resolution:


If a node detects that one of its addresses is in conflict (called local conflict), AUTOLSR is stopped and
restarted. If a node detects that one of its neighbors is in conflict, it associates a flag ”inConflict” to the
conflicting address when advertizing it in its routing messages.


2.3 AUTOLSR Message Format


AUTOLSR is fully compatible with the existing OLSRng protocol, as it benefits from the extensibility pro-
vided by the MANET Packet format [3]. As a result, it should be interoperable with standard-compliant
OLSRng networks, although without the added features of AUTOLSR (duplicate address detection, MBR,
. . . ). This section provides the proposed message format. Depending on final design and implementation,
the same information may later be encapsulated with different message formats, and they would be extended.
Three information sets are exchanged for AUTOLSR:
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• For MANET-wide prefix management, every node advertises a part of its network parameter set, and
also its current MANET-wide prefix. This information is included in Hello messages.


• For duplicate address detection, every node includes its node identifier in its Hello messages. Addition-
ally for every link advertised in Hello or TC messages, the node includes some information permitting
the detection of duplicate addresses (with a given probability).


• The MANET Border Routers propagate, in TC messages, “MANET Border Advertisement” informa-
tion: their global prefix (and optional additional information such as external networks).


Following features of the MANET Packet format called packetbb [3], these extensions are included as
additional TLVs for the message and the addresss. AUTOLSR new TLV types are summerized hereafter :


• Message TLVs:


– NODE ID : node identifier. It is a unique sequence of bits characterizing each node.


– NETWORK ID : network identifier. It represents a part of the network parameter set used to
identify peering nodes and non peering nodes.


– SUB SEQ : subnet sequence number. It represents the number of changes for the subnet.


– GLOBAL PREFIX : global prefix. It is delivered by the gateway to make it possible for the
MANET nodes to have access to the Internet.


• Address TLVs


– CDE : conflict detection element. It is a part of the node identifier which is advertized for each
neighbor. Note that a CDE is also used as a message TLV in TC messages.


– DAD : duplicate address detection. It indicates that a particular advertized address is in conflict.


 


HELLO Msg


NODE_ID


SUB_SEQ


NETWORK_ID


Address(es)


CDE


...


 Msg TLVs


TC Msg


...


MBR
information


NETWORK_ID


CDE


GLOBAL_PREFIX


DAD


 Msg TLVs


 Address Block


 Address TLVs


Address(es)


CDE


DAD


 Address Block


 Address TLVs


Figure 3: Proposed message extensions for AUTOLSR


The Figure 3 represents how the additional information could be exchanged by the different nodes.


3 Experiments


AUTOLSR was implemented and installed on the DGA/MI testbed composed of 9 wireless machines (called
manet1 to manet9) deployed as indicated in Figure 4. The topology obtained after running AUTOLSR is
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Figure 4: DGA/MI testbed
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Figure 5: Initial topology


depicted in Figure 5.


AUTOLSR uses several mechanisms to detect address duplication, and perform subnet management.
Several protocol elements (node identifier, network identifier, conflict detection element . . . ) and several
rules are added to the protocol OLSRv2.


For this reason, for the validation of the implementation, different scenarios were used, in order to test
each feature and explain AUTOLSR behavior. We grouped the scenarios into three sections:


1. Network partitioning : this section highlights the AVOID mechanism provided by AUTOLSR.


2. Network merge : in which we show different situations where the JOIN mechanism is applied.


3. Duplicate address detection : the final part is devoted to the varied number of cases of conflicting
addresses within a MANET.


Several experiments were run and for each we illustrate: the graph of the topology (corresponds to the final
topology and the final addresses) and/or some parts of trace files.
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3.1 Network partitioning


In this section, we aim to test proper partitioning of different networks, performed by AUTOLSR through
the AVOID operation. Two different MANETs with two different network identifiers NPS-1 and NPS-2 are
considered. Nodes manet3, manet4 and manet9 belong to NPS-2 while the remaining nodes are in MANET
NPS-1. Two scenarios are studied.


3.1.1 Scenario 1


In this scenario, each MANET is attributed a different subnet ( 1111:1111 to peer nodes in NPS-1 and
2222:2222 for NPS-2).


manet3


2010:3:802:2222:2222::3


fd43:2416:1010::3


manet4


2010:3:802:2222:2222::4


fd43:2416:1010::4


manet9


2010:3:802:2222:2222::9


fd43:2416:1010::9


manet2


2010:3:802:1111:1111::2


fd43:2416:1010::2


manet1


2010:3:802:1111:1111::1


fd43:2416:1010::1


manet5


2010:3:802:1111:1111::5


fd43:2416:1010::5


manet6


2010:3:802:1111:1111::6


fd43:2416:1010::6


manet7


2010:3:802:1111:1111::7


fd43:2416:1010::7


manet8


2010:3:802:1111:1111::8


fd43:2416:1010::8


Figure 6: Illustration of ”ignore” operation


• Results analysis: As expected, MANETs NPS-1 and NPS-2 ignore each other. This occurs because in
the AUTOLSR design, each MANET discards messages received from another MANET). This result
is depicted in Figure 6.


3.1.2 Scenario 2


This scenario considers the case where the same subnet 1111:1111 is given to the two MANETs. Here,
the AVOID operation is expected to be applied leading to a change in the subnet in at least one MANET.


• Results analysis: Different runs lead to three possibilities : NPS-1 takes the new subnet 1111:2222,
whereas NPS-2 remains unchanged or NPS-2 selects 1111:3333 while NPS-1 remains unchanged
or both networks change to the new value. Figure 7 illustrates the second possibility. The trace file
below describes when and what changes occur on manet3. The line 1 corresponds to the instant when
the MANET-wide-address :
2010:3:802:1111:1111:0:0:3 was created. After some tenths of a second, as depicted on
lines 2-3 (after receiving the first HELLO message from a non peer node), the subnet changes leading
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manet3


2010:3:802:1111:3333::3


fd43:2416:1010::3


manet4


2010:3:802:1111:3333::4


fd43:2416:1010::4


manet9


2010:3:802:1111:3333::9


fd43:2416:1010::9


manet2


2010:3:802:1111:1111::2


fd43:2416:1010::2


manet1


2010:3:802:1111:1111::1


fd43:2416:1010::1


manet5


2010:3:802:1111:1111::5


fd43:2416:1010::5


manet6


2010:3:802:1111:1111::6


fd43:2416:1010::6


manet7


2010:3:802:1111:1111::7


fd43:2416:1010::7


manet8


2010:3:802:1111:1111::8


fd43:2416:1010::8


Figure 7: Network partitioning through ”Avoid” operation.


to substitute the old address by a new one :
2010:3:802:1111:3333:0:0:3.


Trace file on manet3:
1. 1248356761.088309 Add 2010:3:802:1111:1111:0:0:3
2. 1248356761.326109 Add 2010:3:802:1111:3333:0:0:3
3. 1248356761.365097 Del 2010:3:802:1111:1111:0:0:3


The second value is the time in seconds since the (Unix) Epoch.


3.2 Merge in the network


The merge denotes the operation which consists in changing its own subnet address to be in accordance
with the JOIN rule (no partition is possible within a single MANET). For all the following experiments, we
consider one MANET identified as NPS-1 containing 9 nodes. The aim of these experiments is to show
different cases of JOIN operation ; a single or a multiple join.


3.2.1 Scenario 3


This scenario tests a simple JOIN in which a single node must join an existing network. The node manet9
starts running with a subnet 0:0 while the remaining nodes select the subnet 1:1.


• Result analysis : manet9 joins the MANET by upgrading its subnet to ”1:1” as shown in Figure 8.
Subnets in nodes manet1 to manet8 remain unchanged.


3.2.2 Scenario 4


In this scenario nodes manet3, manet4 and manet9 select an initial subnet 0:0 (which corresponds to a
sequence number equal to ”0”) while the remaining nodes start with a subnet 1:1 (which corresponds to a
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manet3


2010:3:802:1:1::3


fd43:2416:1010::3


manet2


2010:3:802:1:1::2


fd43:2416:1010::2


manet4


2010:3:802:1:1::4


fd43:2416:1010::4


manet9


2010:3:802:1:1::9


fd43:2416:1010::9


manet1


2010:3:802:1:1::1


fd43:2416:1010::1


manet5


2010:3:802:1:1::5


fd43:2416:1010::5


manet6


2010:3:802:1:1::6


fd43:2416:1010::6


manet7


2010:3:802:1:1::7


fd43:2416:1010::7


manet8


2010:3:802:1:1::8


fd43:2416:1010::8


Figure 8: Illustration of a simple merge


manet3


2010:3:802:1:1::3


fd43:2416:1010::3


manet2


2010:3:802:1:1::2


fd43:2416:1010::2


manet4


2010:3:802:1:1::4


fd43:2416:1010::4


manet9


2010:3:802:1:1::9


fd43:2416:1010::9


manet1


2010:3:802:1:1::1


fd43:2416:1010::1


manet5


2010:3:802:1:1::5


fd43:2416:1010::5


manet6


2010:3:802:1:1::6


fd43:2416:1010::6


manet7


2010:3:802:1:1::7


fd43:2416:1010::7


manet8


2010:3:802:1:1::8


fd43:2416:1010::8


Figure 9: Merge of 2 partitions


sequence number ”1”). Doing so, we form a kind of partition within the same MANET which is prohibited
by AUTOLSR. The two partitions must merge once the problem is detected.


• Result analysis : the partition with the smallest subnet sequence number ( manet3, manet4 and
manet9) joins the other one by upgrading its subnet, as illustrated in Figure 9.
The trace below describes MANET-wide address changes on manet3. As we can see, the JOIN was per-
formed on manet3 by replacing its first address 2010:3:802:0:0:0:0:3 by 2010:3:802:0:0:0:0:3.


Trace file on manet3 :
1. 1248356005.371918 Add 2010:3:802:0:0:0:0:3
2. 1248356005.669947 Add 2010:3:802:1:1:0:0:3
3. 1248356005.692048 Del 2010:3:802:0:0:0:0:3
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3.2.3 Scenario 5


The goal here is to test the merge of 3 partitions of the same network. Partition 1 is composed of nodes
manet1 and manet5 ; they start with a subnet ”0:0”. Partition 2 contains manet2, manet6, manet7 and manet8
; they select the subnet 1:1. Finally, partition 3 includes manet3, manet4 and manet9 ; they all start with a
subnet 2:2.


manet3


2010:3:802:2:2::3


fd43:2416:1010::3


manet2


2010:3:802:2:2::2


fd43:2416:1010::2


manet4


2010:3:802:2:2::4


fd43:2416:1010::4


manet9


2010:3:802:2:2::9


fd43:2416:1010::9


manet1


2010:3:802:2:2::1


fd43:2416:1010::1


manet5


2010:3:802:2:2::5


fd43:2416:1010::5


manet6


2010:3:802:2:2::6


fd43:2416:1010::6


manet7


2010:3:802:2:2::7


fd43:2416:1010::7


manet8


2010:3:802:2:2::8


fd43:2416:1010::8


Figure 10: Merge of 3 partitions


• Result analysis : the partition with the smallest subnet sequence number (partition1) first joins the
intermediate one (partition2), and both join the partition with the highest subnet sequence number i.e
partition3. The result is depicted in Figure 10.


The trace file below describes address changes on manet5. Line 1 corresponds to the instant when
the MANET-wide-address 2010:3:802:0:0:0:0:5 was configured. Lines 2-3 correspond to
the first JOIN where the subnet was replaced by 1:1. Finally, lines 4-5 correspond to the second
JOIN performed by manet5.


Trace file on manet5 :
1. 1248356127.416172 Add 2010:3:802:0:0:0:0:5
2. 1248356127.599141 Add 2010:3:802:1:1:0:0:5
3. 1248356127.677405 Del 2010:3:802:0:0:0:0:5
4. 1248356128.351932 Add 2010:3:802:2:2:0:0:5
5. 1248356128.367243 Del 2010:3:802:1:1:0:0:5


3.2.4 Scenario 6


This is a more advanced scenario in which we show a merge (through a JOIN) followed by a AVOID,
followed in turn by a JOIN. We consider two MANETs NPS-1 and NPS-2 -the same as above- except that we
switch off manet7. Nodes in NPS-2 select the subnet 1111:2222 while those in NPS-1 select 1111:1111
as a subnet except manet1 which starts with the same subnet as in NPS-2, namely ”1111:2222”.


• Result analysis : note that because manet1 is not a 1-hop neighbor of any non peering node in NPS-2,
no AVOID is applied immediatelty after starting. What happens here is that:
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manet3


2010:3:802:1111:2222::3


fd43:2416:1010::3


manet4


2010:3:802:1111:2222::4


fd43:2416:1010::4


manet9


2010:3:802:1111:2222::9


fd43:2416:1010::9


manet2


2010:3:802:1111:4444::2


fd43:2416:1010::2


manet1


2010:3:802:1111:4444::1


fd43:2416:1010::1


manet5


2010:3:802:1111:4444::5


fd43:2416:1010::5


manet6


2010:3:802:1111:4444::6


fd43:2416:1010::6


manet8


2010:3:802:1111:4444::8


fd43:2416:1010::8


Figure 11: Merge and partitioning


– First, the two partitions of NPS-1 merge to the subnet 1111:2222 according to the JOIN rule.


– Doing so, NPS-1 and NPS-2 share henceforth the same subnet which is not allowed by the
AVOID rule. NPS-1 processes the AVOID while NPS-2 does not change. Here the AVOID
is done by the border router manet2 since it is the only NPS-1 node with non peering nodes as
1-hop neighbors. Manet2 selects a new subnet 1111:4444.


– Doing so, the JOIN rule is violated again in NPS-1 where two subnets exist. Thus, the JOIN is
performed and the nodes manet1, manet5, manet6 and manet8 upgrade their subnet to 1111:4444.
The MANET-wide addresses on which AUTOLSR was finally configured in each node are shown
in Figure 11.


3.3 Duplicate Address Detection


In this section, we study different cases of duplicate addresses in a MANET and show the AUTOLSR be-
haviour for detecting and resolving conflicts. For the rest of the experiments, we consider the MANET
NPS-1 with the toplogy described above. Since all the nodes are in the same MANET and the JOIN rule is
respected, the MANET-wide prefix is the same, thus we speak interchangeably of duplicate address or suffix.


3.3.1 Scenario 7


In this scenario, two peer neighbors manet1 and manet2 starts with the same suffix 0:0:0:1.


• Result analysis : by examining the message TLV ”NODE-ID” present in each HELLO message, the
conflict is detected. As a result, at least one of the two nodes changes its address. Figure 12 corresponds
to an execution where manet1 changes its suffix from 0:0:1 to 0:0:101.


IPv6 Autoconfiguration for Mobile Ad-Hoc Networks: AUTOLSR 
 


RTO-MP-IST-092 19 - 13 


 


 







manet3


2010:3:802::3


fd43:2416:1010::3


manet2


2010:3:802::1


fd43:2416:1010::1


manet4


2010:3:802::4


fd43:2416:1010::4


manet9


2010:3:802::9


fd43:2416:1010::9


manet5


2010:3:802::5


fd43:2416:1010::5


manet6


2010:3:802::6


fd43:2416:1010::6


manet7


2010:3:802::7


fd43:2416:1010::7


manet8


2010:3:802::8


fd43:2416:1010::8


manet1


2010:3:802::101


fd43:2416:1010::101


Figure 12: DAD between two 1-hop nodes


3.3.2 Scenario 8


This scenario shows the case where 3 nodes manet1, manet2 and manet8 share the same initial address:
fd43:2416:1010::1


manet3


2010:3:802::3


fd43:2416:1010::3


manet4


2010:3:802::4


fd43:2416:1010::4


manet9


2010:3:802::9


fd43:2416:1010::9


manet2


2010:3:802::102


fd43:2416:1010::102


manet5


2010:3:802::5


fd43:2416:1010::5


manet6


2010:3:802::6


fd43:2416:1010::6


manet7


2010:3:802::7


fd43:2416:1010::7


manet1


2010:3:802::101


fd43:2416:1010::101


manet8


2010:3:802::108


fd43:2416:1010::108


Figure 13: DAD between three 1-hop nodes


• Result analysis : the three nodes change their initial address. The trace in manet8 is shown below. In
Figure 13, the final configured addresses are illustrated.


Trace file on manet8 :
1. 1248353815.0726171 suffix 0:0:1
2. 1248353817.286814 suffix 0:0:108
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3.3.3 Scenario 9


This scenario describes the case of a 2-hop conflict. Two 2-hop neighbors manet3 and manet5 start with the
same address (suffix equal to ”:3”).


manet3


2010:3:802::103


fd43:2416:1010::103


manet2


2010:3:802::2


fd43:2416:1010::2


manet4


2010:3:802::4


fd43:2416:1010::4


manet9


2010:3:802::9


fd43:2416:1010::9


manet1


2010:3:802::1


fd43:2416:1010::1


manet6


2010:3:802::6


fd43:2416:1010::6


manet7


2010:3:802::7


fd43:2416:1010::7


manet8


2010:3:802::8


fd43:2416:1010::8


manet5


2010:3:802::105


fd43:2416:1010::105


Figure 14: DAD between two 2-hop nodes


• Result analysis : as shown in Figure 14, both manet3 and manet5 replace their suffixes by 0:0:103
and 0:0:105 respectively. Here, the two nodes compare their own node identifiers with the address
TLV CDE present in the HELLO message sent by manet2. As we can notice on the trace file below on
line 2, manet3 takes about 2 seconds (which corresponds to the HELLO interval) to detect that it has
a duplicate address and resolve the conflict.


Trace file on manet3 :
1. 1248354038.620898 suffix 0:0:3
2. 1248354040.8321619 suffix 0:0:103


3.3.4 Scenario 10


In this scenario, two 3-hop nodes manet6 and manet9 start with the same suffix 0:0:0:6.


• Result analysis : manet9 replaces its suffix by :109 while manet6 suffix remains unchanged. To
detect the 3-hop conflict, CDE TLVs present in TC messages have been used. The trace file below
indicates the changes on manet9 and in Figure 15 the final configured addresses.


Trace file on manet9 :
1. 1248350835.3543489 suffix 0:0:6
2. 1248350837.9541709 suffix 0:0:109


3.3.5 Scenario 11


This scenario illustrates the case where different conflicts exist simultaneously in the MANET. Two addresses
fd43:2416:1010::3, fd43:2416:1010::1 are duplicated in two pairs of nodes (manet3, manet8)
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manet3


2010:3:802::3


fd43:2416:1010::3


manet2


2010:3:802::2


fd43:2416:1010::2


manet4


2010:3:802::4


fd43:2416:1010::4


manet9


2010:3:802::109


fd43:2416:1010::109


manet1


2010:3:802::1


fd43:2416:1010::1


manet5


2010:3:802::5


fd43:2416:1010::5


manet6


2010:3:802::6


fd43:2416:1010::6


manet7


2010:3:802::7


fd43:2416:1010::7


manet8


2010:3:802::8


fd43:2416:1010::8


Figure 15: DAD between two 3-hop nodes


and (manet1, manet9) respectively.


manet3


2010:3:802::3


fd43:2416:1010::3


manet9


2010:3:802::1


fd43:2416:1010::1


manet2


2010:3:802::2


fd43:2416:1010::2


manet4


2010:3:802::4


fd43:2416:1010::4


manet6


2010:3:802::6


fd43:2416:1010::6


manet7


2010:3:802::7


fd43:2416:1010::7


manet1


2010:3:802::101


fd43:2416:1010::101


manet8


2010:3:802::108


fd43:2416:1010::108


manet5


2010:3:802::5


fd43:2416:1010::5


Figure 16: DAD with multiple conflicts.


• Result analysis : the first pair conflict was resolved by manet8 as depicted on the trace below while
manet3 did not change its address. The second conflict was resolved by manet1. The final configured
addresses are shown in Figure 16.


Trace file on manet3 :
1. 1248355417.144783 suffix 0:0:3


Trace file on manet8 :
1. 1248355422.937125 suffix 0:0:3
2. 1248355424.7773869 suffix 0:0:108


IPv6 Autoconfiguration for Mobile Ad-Hoc Networks: AUTOLSR 
  


19 - 16 RTO-MP-IST-092 


 


 







3.3.6 Scenario 12


This scenario describes an extreme case where all the nodes start with the same suffix 0:0:0:1.


manet3


2010:3:802::103


fd43:2416:1010::103


manet2


2010:3:802::102


fd43:2416:1010::102


manet4


2010:3:802::104


fd43:2416:1010::104


manet9


2010:3:802::109


fd43:2416:1010::109


manet1


2010:3:802::101


fd43:2416:1010::101


manet5


2010:3:802::105


fd43:2416:1010::105


manet6


2010:3:802::106


fd43:2416:1010::106


manet7


2010:3:802::107


fd43:2416:1010::107


manet8


2010:3:802::108


fd43:2416:1010::108


Figure 17: DAD between all the nodes


• Result analysis : we expect that all the nodes (except maybe one) change their addresses. In fact,
Figure 17 shows that all the nodes replace their MANET-wide address.


3.3.7 Scenario 13


In this scenario, all the nodes start with the same suffix 0:0:0:1. After the conflict is detected and resolved,
3 nodes manet1, manet4 and manet9 select again the same suffix 0:0:0:101 leading to another pass of
conflict resolution.


• Result analysis : nodes manet1, manet2, manet3, manet5, manet7 and manet8 succeed in resolving
the conflict by selecting different suffixes respectivelly :101, :102, :103, :105, :106, :107,
:108. On the other hand, for nodes manet4 and manet9 two iterations were needed to allow them to
select different suffixes from manet1 namely :104, :109 respectively. The trace file below shows the
changes in manet4. Figure 18 illustrates the final configured addresses.


Trace file on manet4 :
1. 1248354715.8987679 suffix 0:0:1
2. 1248354717.9559021 suffix 0:0:101
3. 1248354720.1974671 suffix 0:0:204


3.3.8 Scenario 14


This scenario illustrates the most extreme case in which the 9 nodes are given a list of one hundred identical
suffixes. More precisely, that means that when a conflict is detected, all the nodes trying to resolve it are
bound to fall into conflict again and so on. The process stops until no conflict is detected or the 100 suffixes
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manet3


2010:3:802::103


fd43:2416:1010::103


manet9


2010:3:802::1


fd43:2416:1010::1


manet2


2010:3:802::102


fd43:2416:1010::102


manet4


2010:3:802::204


fd43:2416:1010::204


manet5


2010:3:802::105


fd43:2416:1010::105


manet6


2010:3:802::106


fd43:2416:1010::106


manet7


2010:3:802::107


fd43:2416:1010::107


manet8


2010:3:802::108


fd43:2416:1010::108


manet1


2010:3:802::201


fd43:2416:1010::201


Figure 18: DAD between all the nodes with two iterations.


have all been applied after what a random suffix is selected. When this is the case, the conflict should be very
quickly resovled (the probability of generating two identical random addresses is very low).


manet3


2010:3:802:e33f:a2fb::34


fd43:2416:1010::34


manet9


2010:3:802:e33f:a2fb::3


fd43:2416:1010::3


manet2


2010:3:802:e33f:a2fb::33


fd43:2416:1010::33


manet4


2010:3:802:e33f:a2fb::35


fd43:2416:1010::35


manet7


2010:3:802:e33f:a2fb::2


fd43:2416:1010::2


manet5


2010:3:802:e33f:a2fb::10


fd43:2416:1010::10


manet8


2010:3:802:e33f:a2fb::31


fd43:2416:1010::31


manet1


2010:3:802:e33f:a2fb::19


fd43:2416:1010::19


manet6


2010:3:802:e33f:a2fb::1a


fd43:2416:1010::1a


Figure 19: DAD between all the nodes with several iterations


• Result analysis : two trace files are illustrated below for manet7 and manet5. manet7 resolves the con-
flict after 2 iterations, since it was the fortunate node which did not change its address fd43:2416:1010::2
(the 8 remaining nodes must have done). On the other hand, it requires much more iterations to manet5
to resolve the conflict (16 iterations in 37 seconds). The slowest node to resolve the conflict was
manet4 which made 53 iterations in 148 seconds to resovle the conflict for good with the final address
fd43:2416:1010::35. The final configured addresses are shown in Figure 19.


Trace file on manet7 :
1. 1248354900.6071529 suffix 0:0:1
2. 1248354902.724221 suffix 0:0:2


Trace file on manet5 :
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1. 1248354896.448704 suffix 0:0:1
2. 1248354898.395314 suffix 0:0:2
3. 1248354900.4042649 suffix 0:0:3
4. 1248354902.3890231 suffix 0:0:4
5. 1248354904.364758 suffix 0:0:5
6. 1248354907.4034171 suffix 0:0:6
7. 1248354911.0068419 suffix 0:0:7
8. 1248354914.1976521 suffix 0:0:8
9. 1248354917.9001739 suffix 0:0:9
10. 1248354921.3381121 suffix 0:0:a
11. 1248354923.3512161 suffix 0:0:b
12. 1248354925.442136 suffix 0:0:c
13. 1248354927.4377971 suffix 0:0:d
14. 1248354929.4446959 suffix 0:0:e
15. 1248354931.406075 suffix 0:0:f
16. 1248354933.4206941 suffix 0:0:10


4 Conclusion


This article presents a specification and experiments of an autoconfiguration architecture for OLSRv2 net-
works called AUTOLSR. AUTOLSR is constructed form several modules: the address suffix and prefix man-
agement, the interfacing with external networks through MANET Border Routers and finally a duplicate
address detection mechanism. AUTOLSR was implemented and installed on the testbed on the DGA/MI.
Several scenarios were run to highlight the different features. We show that AUTOLSR is capable of resolv-
ing simple and multiple conflicts from two addresses to the extreme case i.e all the addresses. The JOIN
and AVOID were tested separately and in some advanced scenarios where they are combined. Finally, the
reactivity of the protocol is satisfying since it never exceeds some seconds for the most common scenarios.
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DGA Information Superiority center

created in 1968

located in Brittany

belongs to the French MoD 



Our main missions

		 To provide French Forces with reliable, seamless, secure, and cost optimized telecommunication systems

		 Transport services between tactical, operative and strategic level

		 Capabilities in the fields of :

		Secure networking architectures

		End to end seamless networks & services

		Interoperability

		Radio spectrum engineering

		Electromagnetic interoperability

		Protection against electronic warfare

		 To guarantee technical expertise in the information warfare domain and within the European framework 
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		Collaboration between

		DGA Information Superiority and INRIA Rocquencourt

		on MANET protocols

		INRIA Rocquencourt

		French National Institute for Research in Computer Science and Control

		A research institute at the heart of the Information Society



 Information and Communication Science and Technology

Researching

Experimenting

Sharing and transmitting

Creating points of reference



		 A public scientific and technological institute under the dual authority of the Ministry of Research and the Ministry of Industry
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Motivation for MANET 

		Mobile Ad-hoc NETwork

		Autonomous mobile nodes

		Communicating over radio medium

		Without pre-existing infrastructure 

		Very interesting properties for military uses

		Self-organizing

		Decentralized

		Supports mobility
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Motivation for OLSR 

		Optimized Link State Routing Protocol

		Multihop routing protocol

		Proactive protocol

		Create & update routing tables used by IP

		Standardized by IETF (RFC 3626)





		Useful extensions to study

		Quality of Service (QoS) support

		Security

		OSPF interconnection

		…

		Autoconfiguration



HIPERCOM
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Auto configuration

		OLSR RFC 3626

		Does not support autoconfiguration

		Military requirements

		To decrease operational impact of management

		To provide capabilities for merging and splitting adhoc networks

		Technical requirements



		The main purpose of the autoconfiguration is to standardize mechanisms to be used by ad hoc nodes for configuring unique local and/or globally routable IPv6 addresses. 



		Develop an IPv6 address autoconfiguration mechanism to be used by  ad hoc nodes for configuring unique local addresses as well as, in cases where Internet connectivity exists, globally routable unique addresses
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Auto configuration

		We propose in our studies  

		An address autoconfiguration architecture

		A protocol (AUTOLSR) for mobile ad-hoc networks (MANET)

		AUTOLSR

		Extension of OLSRv2 routing protocol

		Primarily designed for IPv6 addressing

		Goal for AUTOLSR

		To support coexistence of several independent MANET in same area

		To attribute automatically addresses to MANET nodes



While ensuring their uniqueness

By detecting and resolving address conflicts 

		To allow existence of gateways to external networks



Provide a prefix for constructing addresses with global scope
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AUTOLSR principles

		General architecture

		Illustrated in this figure



Peer nodes

Subset of nodes

Interoperate together

Network partitions

Independent subnets

MANET Border Router (MBR)
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AUTOLSR principles

		Addressing scheme

		Basis of support for network partitioning 

		We define 3 types of addresses



Initial address (fixed) = originator address

Must be unique only inside a network partition

MANET-wide address (for a network)

Must be unique inside and outside partition

May change during runtime

Dynamic following different subnets

Global address (internetworks routing) 

Prefixes advertised by MBR

		Combined with a suffix
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AUTOLSR
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AUTOLSR principles

		Suffix generation

		We propose this suffix selection paradigm



A list of predefined suffixes is given in a configuration file 

For example for host name “manet9”

The list could be : 0:0:0:9, 0:0:0:109, 0:0:0:209,…

The suffix takes the value of the next suffix in the list

When all suffixes from list applied => a random suffix is generated

Ex : 1fec:56ab:0af6:980c   

		MANET border router 

		Serve as a gateway to external networks

		Provide prefixes to MANET nodes



Construct globally routable addresses
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AUTOLSR principles

		Duplicate Address Detection (DAD)

		Suffix selection doesn’t guarantee address uniqueness

		Address conflicts may occur



2 nodes have the same address on some OLSRv2 interface

		AUTOLSR => DAD mechanism



Detects and resolves conflicts during time 

Functions

Conflict Detection Element (CDE)

Hello message generation and processing

TC message generation and processing

MPR calculation and message forwarding

Conflicts resolution
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AUTOLSR protocol functioning

		Subnet management

		Each node generates for each interface



Initial @ and MANET-wide @

		Merge and partitioning of network



Join operations

Joining a MANET by a node (or a set of nodes)

When starting AUTOLSR

When returning to network after having left it

Avoid operations

Two different MANETs must avoid each other

Must not share the same MANET-wide prefix

The Node that detects conflict generates new MANET-wide prefix

		In practice JOIN & AVOID operations



Consist in changing subnet

Selecting and updating subnet
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AUTOLSR protocol functioning

		Subnet management

		Protocol operates in a distributed manner



each node can calculate independently its prefix starting from the identifier of network

		Consistency must be guaranteed when changing subnet

		Subnet selection and update is done as follows



When starting, a node generates a subnet

Using a hash functions (ex : SHA)

With following parameters : H(network_id, subnet_seq) = H(NID, counter) 

If a neighbor which is not a peer is detected

Its MANET-wide prefix is examined

If advertized subnet is different from local subnet

then the neighbor is ignored

If advertized subnet is similar from local subnet

then an AVOID is performed

If a neighbor which is a peer is detected

Its MANET-wide prefix is examined

If different MANET-wide prefixes are detected

then a JOIN is performed

		Introduction

		AUTOLSR principles 

		AUTOLSR protocol functioning

		Experiments

		Conclusion





*

*









MINISTÈRE DE LA DÉFENSE

NATO / RTO / IST-092 2010 symposium

September 29, 2010

Slide * / 24



AUTOLSR protocol functioning

		Subnet management

		AVOID is performed



A next subnet is generated by calling the H function

after incrementing the sequence number

This operation is carried out

either on both sides (border nodes in each MANET)

both networks may change their MANET-wide @

or only one of them (the first that processes the message)

One of networks may change its MANET-wide @ 

		JOIN is performed



compare subnet sequence numbers as follows

if “node seqNumber” < “received seqNumber”

then the node must upgrade its sequence number and subnet

to the received sequence number and subnet values
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AUTOLSR protocol functioning

		Duplicate Address Detection (DAD)

		Every node has a unique identifier

		Conflicts are detected



when the same address is associated

with two nodes with different node identifiers

		No additional message is introduced



since we are using packet formats which are extensible 

		Address is sent in the routing protocol messages 



Corresponding known node identifier is associated

		This allows address conflict detection
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AUTOLSR protocol functioning

		AUTOLSR message format

		Fully compatible with the existing OLSRng protocol



benefit from extensibility provided by the MANET Packet format

		Should be interoperable with standard-compliant OLSRng networks



although without the added features of AUTOLSR (duplicate address detection, MBR, . . . )

		Depending on final design and implementation



the same information may later be encapsulated with different message formats, and they would be extended

		Three information sets are exchanged for AUTOLSR



MANET-wide prefix management

every node advertises a part of its network parameter set and current MANET-wide prefix

this information is included in Hello messages

Duplicate address detection

every node includes its node identifier in its Hello messages

additionally for every link advertised in Hello or TC messages, the node includes some information permitting the detection of duplicate addresses (with a given probability).

MANET Border Routers

propagate in TC messages, “MANET Border Advertisement" information

their global prefix (and optional additional information such as external networks)
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AUTOLSR protocol functioning

		AUTOLSR message format

		Proposed message extensions for AUTOLSR
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CDE : Conflict Detection Element 

DAD : Duplicate address detection 
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Experiments

		AUTOLSR was implemented and installed on the DGA/MI
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		AUTOLSR principles 

		AUTOLSR protocol functioning

		Experiments

		Conclusion



		Testbed composed of 9 wireless machines (called manet1 to manet9)



		Topology obtained after running AUTOLSR
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Experiments

		Introduction

		AUTOLSR principles 

		AUTOLSR protocol functioning

		Experiments

		Conclusion



		AUTOLSR uses several mechanisms

		To detect address duplication

		To perform subnet management

		Several protocol elements (node identifier, network identifier conflict detection element . . . ) and several rules are added to the protocol OLSRv2

		For the validation of the implementation, different scenarios were used, in order to test each feature and explain AUTOLSR behavior

		We grouped the scenarios into three types:



1. Network partitioning

this type highlights the AVOID mechanism provided by AUTOLSR

2. Network merge

in which we show different situations where the JOIN mechanism is applied

3. Duplicate Address Detection

This part is devoted to the varied number of cases of conflicting addresses within a MANET
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Experiments

		Merge in the Network

		The merge denotes the operation which consists in changing its own subnet address to be in accordance with the JOIN rule

		We consider one MANET identified as NPS-1 containing 9 nodes

		The aim of the following scenario is to show JOIN operation with a multiple join



nodes manet3, manet4 and manet9 select an initial subnet 0:0 (which corresponds to a sequence number equal to ”0”)

while the remaining nodes start with a subnet 1:1 (which corresponds to a sequence number ”1”)

Doing so, we form a kind of partition within the same MANET

The two partitions must merge once the problem is detected.
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Experiments

		Merge in the Network

		Result analysis



The partition with the smallest subnet sequence number (manet3, manet4 and manet9) join the other one by upgrading subnet

MANET-wide addresses change on manet3, 4, 9

The JOIN was performed on manet3, 4, 9 by replacing

first address 2010:3:802:0:0:0:0:3(,4,9)

by 2010:3:802:1:1:0:0:3(,4,9)

		Introduction

		AUTOLSR principles 
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		Conclusion





Initial subnet 1:1

2010:3:802:1:1::

Initial subnet 0:0

2010:3:802:0:0::

then subnet 1:1 

2010:3:802:1:1::
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Conclusion 

		Autoconfiguration architecture for OLSR networks called AUTOLSR was presented

		AUTOLSR is constructed from several modules

		the address suffix and prefix management

		the interfacing with external networks through MANET Border Routers

		a duplicate address detection mechanism

		AUTOLSR was implemented and installed on the DGA Information Superiority center testbed in Bruz

		Several scenarios were run to highlight the different features

		We show that AUTOLSR is capable of resolving simple and multiple conflicts from two addresses to the extreme case i.e all the addresses

		The JOIN and AVOID were tested separately and in some advanced scenarios where they are combined

		Finally, the reactivity of the protocol is satisfying since it never exceeds some seconds for the most common scenarios
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Abstract 


The future of tactical networks encompasses multi-hop digitised voice and data communications using VHF/UHF-band radios. While this radio band has excellent propagation properties, their relatively low bandwidth, high error rates and node mobility makes tactical radios less than ideal as a robust networking platform. Since networking is new to tactical communications, the security implications are not fully understood. Significant related research has been done for the network threats and vulnerabilities of commercial mobile ad-hoc networks (MANETs), however the threats in the literature are not always directly analogous because of the different communications characteristics. This paper takes a novel approach by reviewing known MANET security threats and then evaluating their potential impact on tactical networks. Though this analysis does not cover all possible security threats, it does leverage previous work and identify the most critical areas for further research. Based on this analysis, we propose the use of a cross-layer service framework to integrate security functions across all communication layers. A description of the framework and its application to several security areas are included.


1.0
INTRODUCTION


Tactical communications networks are limited by low bandwidth, high error rates and mobility. Existing protocols suffer degraded operations in the tactical environment to the point that very little useful operational information can be communicated, especially considering the additional bandwidth required for security. While there has been significant work in providing security for commercial mobile ad-hoc networks (MANETs) based on WiFi (IEEE 802.11 standards) [1,2], the security risks inherent in tactical networks are relatively unexplored in the open literature [3,4]. The critical differences between the two types of network are straightforward to enumerate. 


· Tactical radios operate in the military VHF/UHF bands and provide bandwidth up to a hundred kbps. Tactical radios also typically provide jamming resistance (e.g., by using channel frequency hopping). WiFi based radios offer a data bandwidth in the Mbps.


· Tactical radios support robust long range signals of 5 to 30 km through complex terrains [5].WiFi networks have limited range, up to several hundred meters under ideal conditions.


· Tactical mobility is also quite different from mobility assumed in the commercial environment. Tactical networks are directed instead of random, leading to a more coherent (grouped) movement pattern where nodes will be more concentrated instead of moving between random waypoints.


· Due to the short range of WiFi networks, information security is based on encryption while tactical networks must deal with muti-level security and strong authentication concerns.


· Tactical networks use TDMA for guaranteed QoS and to ensure MLPP. WiFi networks use a contention based MAC scheme, which provides fair access to the wireless medium.


· Finally, unique to tactical networks, nodes are preconfigured with set addresses and cryptographic keys for bootstrapping security. However, there is still a need for on-line key revocation and updating.


While the vulnerabilities of MANETs and tactical networks are similar, the threats and impacts are different. We have leveraged the research on MANET threats and analysed their impact on tactical networks. In this paper we explore the impact of tactical network characteristics on network security through two pieces of foundational work. First we take a closer look at the risk of MANET security threats specifically to tactical networks in a bid to better understand their security requirements. Second, we propose a framework to help improve security in this environment by dealing with the particular characteristics of tactical networks.


One typical solution for dealing with wireless network characteristics is to find cross-layer efficiencies by sharing information between protocol layers. Each layer can then optimise its performance based on a more complete picture of the state of communications locally and potentially within the rest of the network. There has been significant research in the use of this cross-layer design in MANETs. Indeed, John Stine proposes in [6] that cross layering is a requirement for efficient MANET design and operation since the current layered design prevents desirable interactions between layers that can be exploited for improved performance. For this reason, we propose the use of a cross layer framework to improve efficiency and coordinate security in tactical networks.


This paper continues in Section 2 with a threat classification system based on MANET security research. Using this classification, Section 3 provides a high level risk analysis of the identified threats in tactical networks and some controls (possible solutions) from the MANET literature are identified. Section 4 provides a description of the cross-layer framework. In Section 5 the potential impact of the cross-layer framework on three security services is discussed. Section 6 provides a more in depth investigation of the framework through a case study before the paper concludes in Section 7.


2.0
THREAT CLASSIFICATION

The key to information protection is maintenance of confidentiality, integrity and availability (CIA). Over time, a number of attacks on networks have been devised each attempting to compromise one or more of the CIA principles. These attacks can be grouped into different types of threats [7]. We consider two main types of threats for tactical networks. Passive threats are based on an attacker who does not emit energy while observing the energy transmitted from other sources. Active threats are based on an attacker who actively transmits energy. 


2.1 Passive Threats 


Two types of passive threats are considered here. While traffic analysis is of more critical to tactical networks security, both types of network are sensitive to eavesdropping.

Traffic Analysis: Involves an adversary who collects transmitted energy, traffic flows (protocol headers), sizes, and/or timings to gather insight into the network topology and traffic patterns. This is a serious threat in tactical networks due to their small size, wireless bandwidth and long range. Though message contents cannot be read, the relative importance of nodes and tempo of operation can be determined. Tactical networks are quite vulnerable to this threat as it is straightforward to accomplish with limited knowledge of the network being observed.


Eavesdropping: Involves an adversary who examines the content of messages to gather the information transmitted. Again tactical networks are at risk. In this case, the threat is to confidentiality. Tactical networks have a relatively low vulnerability to this threat due to the many layers of security that must be penetrated (up to the application level), but the loss of information privacy could have a significant impact. 

2.2
Active Threats


For active threats the adversary transmits at the frequency used by the tactical network. This makes it more dangerous for the adversary as it leaves them open to counter measures (which are not discussed here). 

Denial of Service: Involves an adversary who uses the transmission of packets or raw energy to deny or delay service to authorized participants. There is a wide spectrum of threats, basically one per network layer. At the physical layer, jamming raises the noise floor to the point that nodes in the vicinity cannot decode network traffic [8]. At the network layer the routing protocol might be compromised invalidating packet forwarding or spurious packets can be used to overload the available bandwidth (e.g. gray-hole and rushing [9]). All networks are vulnerable to and impacted by the loss of availability inherent in physical layer attacks. Attacks higher in the protocol stack are made difficult due to the multiple layers of security services.


Masquerade: Involves an adversary who emulates or acquires one or more valid nodes within a network in order to perform an attack (e.g. wormhole and sybil [2]). This threat is relatively unlikely in tactical networks where the possibility of creating or capturing (and then successfully using) a compatible platform is limited. There is however a significant impact on confidentiality and integrity if such an attack were successful as critical information transmitted could be collected, and potentially modified (see below).


Modification: Involves an adversary who alters the content (e.g. node exposure and route manipulation [9]) of an intercepted message and then passes it on. The adversary must be an authenticated member of the network in order to accomplish this. A masquerading node is capable of modification up to and including at the application level. Due to the multiple levels of security at each layer, tactical networks are unlikely to be compromised at a high enough level to interfere with the confidentiality and integrity of the network. Compromised availability is the mostly likely result of this type of threat.


3.0
Qualitative RISK ANALYSIS


Based on the threats described in the previous section, some preliminary analysis can be made about their impact based on which layer has been compromised. For our qualitative analysis, we determined risk based on the vulnerability of tactical networks to a threat (the weakness or lack of available controls that would allow or facilitate the threat), and impact of a threat (the value of the asset being attacked, related to the adverse affects if the attack were successful). Our analysis is focused primarily on the network and its ability to transfer information based on the CIA principles.


At the physical layer, a compromise requires knowledge of the physical medium being used (e.g. frequency for jamming or traffic analysis). The impact of jamming is serious, impacting availability (of information in the area jammed, and potential network wide if the network is partitioned). The impact for traffic analysis is a loss of confidentiality (e.g. of network topology).


At the MAC layer, a compromise requires knowledge of the protocols that negotiate access to the physical medium (e.g. hello signal for node exposure). Since tactical networks typically use TDMA as opposed to 802.11 based protocols the risks are different from MANETs. While node exposure (loss of confidentially) and replay attacks (loss of availability) are not significantly different in tactical networks, the nature of the MAC make them less of a vulnerability (see frequency hopping below). 


At the network layer, a compromise requires knowledge/participation in the routing mechanism used (e.g. route building sequence for black-hole). Since the physical and MAC layers must be compromised first, there is less of a threat. Non-cooperative nodes such as grey hole nodes effect the availability of information by interfering with traffic forwarding (a denial of service). Traffic analysis at the network layer impacts the confidentiality of all information that comes within range of the adversary. Finally route manipulation (modification) has a significant impact as this can deny communications across the entire network.


For higher layers, a compromise requires knowledge of the communicating applications (e.g. application layer formatting for traffic snooping) as well as compromising all lower layers. The impact of such attacks can be significant. Both flooding and sleep deprivation affect the availability of the attacked node as well as the intervening network. Snooping at the application layer should be noted for its impact as it is the only attack that affects the integrity of the message. If the attacker can read and modify packets in transit (masquerade) information security has been completely compromised.


An exact calculation of the impact of each of the attacks depends on the circumstances under which the attack was attempted and there is material available in this area for further research. Attacks at higher layers require greater expertise, deeper access into the network, and a greater outlay of resources compared to the attacks possible at lower layers. For tactical networks where access is limited due to mobility and rapid deployment and tear down, outsider attacks at the lower layers that require little knowledge are more likely though they have less impact in terms of information security. A summary is presented in Table 1. 


Table 1: Qualitative Risk Analysis for Tactical Networks

		Threat

		Vulnerability

		Impact

		Risk

		Primary Control



		Denial of Service

		Low-High

		High

		Low-High

		Layer specific mechanisms [1]



		Eavesdrop

		Low

		High

		Low

		Cryptography [10]



		Masquerade 

		Low

		Very High

		Medium

		Trust System [11] and Cryptography



		Modification 

		Low

		High

		Low

		Cryptography 



		Traffic Analysis

		High

		Low

		Medium

		Traffic Obfuscation [12]





Denial of service has a variable risk depending on the level at which the attack is made. At the physical level the risk can be considered high (even for MANETs) since there are limited controls. Frequency hopping in tactical networks mitigates this to some extent, as can power control [13].Eavesdropping has a low risk due to the low likelihood of gaining access to the application layer. The use of authentication and encryption at the higher protocol layers ensures information integrity while at lower layers can reduce or eliminate external attacker based vulnerabilities. Masquerade is also unlikely, but since nodes may be captured for this purpose, the risk may be considered medium. Besides cryptography, a trust system can add additional control where the suspicions of multiple nodes are combined, making better attack detection possible. Similarly packet and traffic modification at levels below the application level are unlikely due to cryptography giving low risk. Finally traffic analysis is of high vulnerability at the physical layer though it has a lesser impact. Little can be done to detect this type of attack, but traffic obfuscation, where the number and size of messages are changed by splitting and merging packets onto different routes, can make traffic analysis less valuable.


4.0
CROSS-LAYER SECURITY FRAMEWORK


Cross-layer design has been proposed for a number of reasons in the past. It has been argued that it provides an efficient solution through information sharing and coordination between layers [6]. This allows security services at the upper layer, such as authentication and intrusion detection to use information from secure sensing at Layer 1 (physical) and Layer 2 (data link) to improve operations. Security services are needed at different layers for different functions. The basic security functions including authentication and intrusion detection can be integrated as cross-layer security services and the results can be used by different communication layers. While this framework may increase some of the internal processing within a node, it can reduce the communication between nodes. This is critical to tactical networks where communication is the most expensive resource. Cross-layer design can also coordinate operations, improving response time and reducing the possibility of security mechanisms in specific layers working at cross-purposes to one another. For example, if jamming is detected a coordinated response might be for the physical layer to increase transmission power, the MAC layer to increase error correction coding and the application layer to notify the user of an attack currently underway and ask for help in determining an appropriate response. Without such coordination the MAC layer might increase retransmissions and the network layer begin a new round of routing queries, exacerbating congestion and further denying service in the area being jammed.


4.1
Proposed Framework


Our approach focuses on a cross-layer solution suited for security and management functions for tactical networks at all protocol layers. We have proposed the use of a publish-subscribe system as a vertical interface between the protocol layers [14]. This can be used as a messaging system available to all layers so that critical real-time operational metrics can be shared as desired. For this reason we called this messaging system the Metric Store. Each protocol layer that has been enhanced with access to the Metric Store is able to publish their internally calculated and derived operational metrics. These metrics can be subscribed to by any other enhanced layer or by an independent cross-layer service. Cross-layer services such as network security are concerned not with the operation of any particular layer, but can be considered as system services that provide additional guidance/metrics to be used by any interested enhanced layer. The complete architecture is shown in Figure 1.
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Figure 1: Cross Layer Architecture. 


Besides the network store, the protocol layers (including security interfaces between layers) can be enhanced to make use of information shared through the Metric Store. This information may be published by other layers or cross-layer services. Interoperability with un-enhanced layers is ensured since the standardised horizontal interface between layers remains unchanged. Enhanced layers will continue to operate even if cross-layer information they would like to use is not available. Care must be taken to ensure that protocol layers on each node remain consistent in the case where the node will need to communicate with remote nodes that are not cross-layer enhanced. Similarly, note that if a layer is not enhanced it will still be able to perform its normal function. Though it will not participate in cross-layer optimisations, the complete network stack will continue to operate correctly.


This architecture was designed to coordinate protocol operations (including security) across the various communication layers. Unlike previous recommendations for cross layer design, we consider the development of separate cross-layer services for the purpose of protocol stack wide enhancements such as network management and security. These services interact with the Metric Store in the same way as enhanced protocol layers. They have access to the complete set of metrics from all layers and at the same time are unburdened by layer-specific requirements. Each protocol layers can thus focus on their core functionality while subscribing to value-added metrics instead of calculating them locally. For example, per-layer information can be combined to build a security situational awareness picture that can aid the operator or an automated management system to determine an appropriate course of action to a network attack. This type of design can also mitigate the effect of individual security mechanisms operating at different protocol layers from working at cross-purposes to one another.  

In order to aid in the operation of the cross-layer service, a mechanism for directed automation and adaptation has been added to our architecture. Policy-based systems are well known for their support of network management functions, and can also be of use for directing other services such as security. In tactical networks coordination among nodes may be limited by bandwidth constraints. For this reason the use of policy directives (which are generally less resource intensive than configuration scripts) are desirable for tactical networks. 

4.2
Previous Work


There has been significant work in cross-layer optimisation for WiFi-based wireless networking [15], but relatively little in terms of tactical networks. One exception is [16] in which an architecture that proposes the use of a vertical management plane to coordinate the layers (similar to cross-layer services), but without a commonly accessible data store. This requires all cross-layer data to pass through a single controller so that only a single monolithic cross-layer service is possible (no independent per-layer enhancements). This research, like much in the field, focuses specifically on QoS requirements and little on other network management activities in the network. Another exception is [17] where Policy-based management (constraint satisfaction) is applied universally to solving problems in routing, network planning, mission planning and spectrum allocation for tactical networks. Our work is less all encompassing and focuses on an adaptive management solution which is suited for all communication layers.


Another interesting area of cross-layer related research is found in [18] where nodes with at least two radios speed up end to end transmission of critical traffic by re-transmitting packets on one channel as they are being received on the other. This requires end-to-end reservations on the channels affected with interactions between physical, MAC, and network layers. 


Significant work in cross-layer network design was completed in the MobileMAN project [19]. This research has a similar architecture including a vertical inter-layer message system. Again QoS is the focus of the work with a modified routing algorithm used to pass p2p service identifiers to all nodes in a system on top of existing routing transmissions. Though interesting, this is an example of a backchannel method of passing application information, not the kind of cross-layer based communication and security optimisations that we are pursuing in this work.


5.0
CROSS-LAYER Security SERVICES

There are advantages to using this cross-layer architecture for security in tactical networks. By taking metrics from the security services at one layer, such as from authentication systems and intrusion detection systems (IDS), operations at other layers can be made more secure or optimised. For example, authentication and intrusion detection systems operating at the application layer can provide real-time attack profiles into an integrated cross-layer security service. The results (metric or metrics) can then be used by the lower layers to improve their efficiency (they don’t have to calculate the security metric themselves) and robustness (security is derived from the multiple methods used across the various communication layers). While this framework may increase the complexity and internal processing within a node (in order to integrate multiple functions), it should reduce the communication requirements between nodes (since confirmation with neighbouring nodes is no longer as critical). This is especially beneficial to tactical networks where bandwidth is limited. Some potential security services that could be integrated using this framework are described below.


5.1
Intrusion Detection


Intrusion detection systems (IDS) are employed to determine when the network is being subjected to a network or application layer attack. Such systems are one of the more effective ways to counter, for example, masquerade threats [20]. An IDS can benefit from the establishment of a “trust model”, for example, to distinguish among friends, acquaintances and adversaries. An intrusion detection or similar behavioural analysis engine can be charged with monitoring neighbours. In tactical networks, the IDS will likely need to be distributed rather than centralised. This leads to a “watchdog” approach where nodes monitor and analyse the behaviour of their local neighbours.


Lessons can be drawn from existing work in the area of Byzantine routing, including consensus algorithms to eliminate falsified information, which can make the system more robust. There are also various methods of establishing trusted routes based on hash chains and digital signatures, but these methods may prove to have too much overhead and consume too much bandwidth to be applicable to tactical networks [21]. In fact, many of the security overlays proposed in the area of ad hoc networking suffer from overhead issues or complicate the communication protocols such that interoperability among coalition partners could be threatened if different security solutions are employed. Research is being conducted that allows for the provision of security services such as intrusion detection and authentication in mobile ad hoc networks without relying on additional messaging [18], however it is often the case that detection of an attack at one layer requires mitigation techniques be applied at another.  For example, if a Sybil attack), in which a node claims several identities (Masquerade), is detected at the application layer, the response may be to block all traffic coming from the attack’s location by eliminating the route from the routing table [22].


5.2
Frequency Hopping


Frequency hopping is a well known physical layer defence against frequency jamming. The radio transmits on a set of frequencies in a pre-determined sequence followed by all corresponding nodes in the tactical network. By using frequency hopping, a wider range of the spectrum is used making it more difficult for an adversary to transmit sufficient energy within that band to interrupt the demodulation at the receiver.


One of the potential benefits of cross-layer enabling the physical layer is the use of application level characteristics to understand when and to what extent jamming is expected to be a problem. In a time of transmission of critical information, or when the node is in a physical location known to be prone to jamming, the rate and range of frequency hopping can be tuned to the application level requirements based on a security policy.  That is, application layer analysis can be used to dynamically modify physical layer attributes.


5.3
Distributed Authentication


For security services in a distributed network, threshold cryptography is generally used to let some or all network nodes share a network master key and collaboratively provide security services such as issuing and refreshing private keys. In a network with N nodes, a group of n special nodes is capable of generating partial certificates using their shares of the certificate signing key. A valid certificate can be obtained by combining k such partial certificates, which is called (k, n)-threshold cryptography.


In MANETs, identity (ID)-based cryptography with threshold cryptography is a popular approach for the security design because key management is simpler than that of public key infrastructure (PKI). In threshold schemes, the network can tolerate the compromise of up to (k −1) shareholders. The security of the whole network is breached when a threshold number of shareholders (k) are compromised. Therefore, the optimal selection of nodes in threshold cryptography should be carefully investigated. However, most previous work for key management in this framework concentrates on the protocols and structures. Consequently, how to optimally conduct node selection in ID-based cryptography with threshold secret sharing is largely ignored. In [23], a distributed scheme based on the stochastic multi-arm bandit formulation is proposed. The proposed scheme can select the best nodes for reconstructing the full secret taking into account the security conditions to minimise the overall threat posed to the network. We can utilize the information obtained from the Metric Store for node selection. For example, we can assign a weight value for a node based on the information from Metric Store. If a node has high security, it may have higher weight. We then conduct the node selection process considering the weights to achieve higher security.


6.0
Case Study: Lightweight Integrated Authentication


In order to further validate our architecture, this section describes a security problem for tactical networks and details how a solution can be augmented using our cross-layer architecture. We base the case study on previous work on the lightweight integrated authentication (LIA) scheme in MANETs [24]. Authentication is an important element of network security because it is the first step toward prevention of, and guarding against, unauthorized access to network resources and sensitive information. We hope to efficiently utilize the authentication results for other security services such as secure routing through the cross-layer scheme. LIA is summarised below, followed by a discussion of how it could be adapted to and benefit from a cross-layer design such as the one detailed in this paper.


6.1
Overview of LIA


In the LIA scheme, each node maintains a trust table which is a fusion of security information of all the neighbouring network nodes. It is first established based on authentication and then kept updated based on any available intrusion detection systems (IDSs) and the key self-revocation mechanism of LIA. The value of the trust field can be thought of as raw data – its utilisation is application dependent [22].


The details of managing the trust table are provided as follows:


Step 1: Bootstrapping: As described by McGrath et. al. [25], LIA uses an off-line PKG that generates Identity Based Encryption (IBE) private keys for all devices based on their unique identities. This is feasible in tactical networks because before deployment, users with their devices have to report to a command post where the Private Key Generator (PKG) could be located.


Step 2: Pre-authentication: Using its private key and the public key of its recipient node, every node can compute its pairwise symmetric key for authentication with the recipient. This key is the same for both nodes because of the bilinearity property of IBE [26].


Step 3: Credential establishment: A pairwise symmetric key is communicated between the two nodes. The symmetric key is encrypted for confidentiality using the public key of the recipient, and signed for authentication using the private key of the sender.


Step 4: Authentication: Mutual authentication is performed when the two nodes compare their pair-wise symmetric keys. This key can also be used as session key for securing the data communications.  A trust table is then built to store the trust values of its neighbours. The value of the trust field can be either Boolean (e.g., zero or one) or multi-level (e.g., zero, low, medium, high). Once node i is authenticated by node j, the trust value of node i can be set to one in node j’s Trust Table. When the public key of node i is revoked, the trust value of node i can be set to zero in node j’s Trust Table. The Trusted routes could then be established through authenticated nodes with non-zero trust values. Security policy can define if a message can be routed through all available routes or only trusted routes


Step 5: Monitoring:  This is accomplished through continuous user-to-device authentication with IDS. User and device are assumed to be tightly coupled in a tactical operation. When user-to-device authentication fails, it implies that the device is not in the hands of a legitimate user. This event triggers revocation of the public key of the device. We recommend performing user-to-device authentication through wearable biometric sensors because they have the following properties: 1) direct user binding, 2) non-disruptive re-authentication, 3) inherent liveliness detection [27].


Step 6: Revocation: LIA introduces a self-revocation mechanism by leveraging the integration of user-to-device and device-to-network authentication. This concept is illustrated in Figure 2. Once the user-to-device authentication fails, which implies the compromise of the device, the device informs the neighbouring nodes using a GoodBye message. The node will then be excluded from the trusted routes of its neighbors. The GoodBye message is similar to a Hello message in a proactive routing protocol such as the Optimised Link State Routing protocol (OLSR) [28] but it performs a GoodBye-type operation, excluding the sender from its neighbours’ trusted routes. The existing message handlers in OLSR can be re-used to process this message to implement the Distributed Revocation Authority and to propagate the GoodBye message to neighbouring nodes’ Trust Tables. 
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Figure 2: LIA’s Self-revocation Mechanism.


In order to create a GoodBye message, LIA proposes adding a LinkType to the existing format of the Hello message indicating that the trust value of the sender should be changed to zero in the receivers’ trusted routing table. The GoodBye messages must be encrypted and sent to all the neighbours as adversaries may fabricate such messages to cause public keys of uncompromised nodes to be revoked – a denial of service attack.  


6.2
LIA within a Cross-layered Architecture


As mentioned in Section 5.1, the trust table can be viewed as the fusion of the security information of all network nodes. As such, it is a natural extension to allow the trust table to be a part of the Metric Store. The trust value can be set with the authentication and IDS results obtained in the application layer, results which can also be part of the Metric Store. Any layer that is interested in the trust values can subscribe to the service and access the trust table. In the following, we list 4 examples showing how 4 layers can enhance their security by utilizing the trust values.


1. At the session layer, a security policy can be defined to allow applications establish sessions with those nodes that have a minimum trust value. During a session establishment, in addition to session parameters such as IP address and port number, the trust value of a node is also communicated. The source node automatically decides whether to continue establishing a session to that destination node or not. The applications can range from e-mail, FTP, HTTP, VoIP or even a video or data session. Deploying this approach at session layer not only eliminate user intervention but also reduces the security risks while adaptively adjust to time varying security requirements.


2. At the routing layer, routing table can be built incorporating the trust values. The routing table is built based on certain routing algorithms such as OLSR [26]. The security of routing algorithms is usually addressed through cryptographic algorithms. If we could incorporate the trust values when we build the routing tables, we can more efficiently enforce certain security policies such as letting a message be routed through any available route or only through nodes with certain trust value. This feature is especially useful in coalition operations where multiple countries cooperate but with different security requirements. For example, certain encrypted messages like command and control messages for designated receivers must be routed through nodes with a minimum trust value. 


3. For MAC layer, longer medium access time may be allocated to the nodes that have higher trusted value; 


4. For physical layer, we can utilize the information obtained from the trust table for distributed spectrum sensing. We can increase the trustworthiness of the spectrum sensing results by assigning higher weights to the sensing results obtained from nodes with higher trust values.


There are two main advantages of using LIA within this scheme for tactical MANETs. It results in less communication overhead between nodes and it enhances the security at different layers, allowing greater flexibility in defining the security policy according to application needs.


7.0
CONCLUTIONS and Future work


Tactical networks and MANETs have many similarities, including a wide variety of security threats that take advantage of wireless communications and ad-hoc routing mechanism. Tactical networks differ in their extremely low bandwidth, long range, low mobility and the ability to configure all nodes with set addresses and cryptographic keys in advance. Threats from existing MANET research have been evaluated in this paper in light of the particular characteristics of tactical networks.


This paper proposes the use of a cross-layer framework to help solve network security issues in tactical networks. The proposed framework supports automation and efficiency well suited to tactical networks. As illustrated in a number of examples, the framework may promote improved efficiency and coordination of security services across communication layers. 


We are currently in the process of designing a cross-layer intrusion detection service which makes use of the proposed framework. We plan to use a simulation of tactical networks to gain quantitative measurements of the effectiveness of cross-layer controls compared to existing single layered controls.
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Tactical Networks vs. MANETs

		Tactical radios provide robust bandwidth up to one hundred kbps, and support robust long range signals of 5 to 30 km through complex terrains. 

		Tactical networks are directed instead of random, leading to a more coherent (grouped) movement pattern where nodes will be more concentrated.

		Tactical networks must deal with muti-level security and strong authentication concerns.

		Tactical networks use TDMA for guaranteed QoS and to ensure MLPP. 



		Nodes are preconfigured with set cryptographic keys.



		WiFi networks have limited range, up to several hundred meters under ideal conditions, and offer a data bandwidth in the Mbps.

		MANETs assume Random Waypoint or other symmetric mobility models





		Security is focused on information security (based on encryption)

		WiFi networks use a contention based MAC scheme, which provides fair access to the wireless medium.

		Assume no or little trusted key infrastructure.
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MANET Threat Classifications

		Passive Threats 

		No emissions so harder to detect

		Traffic Analysis

		Used to determine relative importance of time/location

		All networks vulnerable, but impact relatively low.

		Eavesdropping

		An attack on confidentiality

		Fairly low vulnerability, but difficult to perform consistently in mobile environment.
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MANET Threat Classifications (cont’d)

		Active Threats 

		Participate in the network so greater impact, but easier to detect

		Denial of Service

		Jamming at physical layer particularly effective

		More difficult at higher layers (black hole, 

		Masquerade

		Strong authentication required

		Traffic Modification

		Similar to masquerade, but more technically challenging
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Risk Analysis

		Physical Layer requires knowledge of the physical medium being used

		MAC Layer requires knowledge of the protocols that negotiate access

		Network Layer requires participation in the routing mechanism

		Higher Layers requires knowledge of the application details



		Threat		Vulnerability		Impact		Risk		Primary Control

		Denial of Service		Low-High		High		Low-High		Layer specific mechanisms [1]

		Eavesdrop		Low		High		Low		Cryptography [10]

		Masquerade 		Low		Very High		Medium		Trust System [11] and Cryptography

		Modification 		Low		High		Low		Cryptography 

		Traffic Analysis		High		Low		Medium		Traffic Obfuscation [12]































*

Note increasing difficulty in the attacks from physical layer going higher. Must compromise lower layer to compromise the next layer.
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Cross-Layer Framework

		Metric Store 

(publish – subscribe)

		Per-layer enhancements (network plane)

		Cross-Layer Services (management plane)

		Policy Engine (automation)
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Sample X-Layer Security Services

		For Intrusion Detection

		Suspicious activity detected at one layer can lead to a response at another layer. 

		For Frequency Hopping

		The rate and range of frequency hopping can be tuned to current conditions and application level requirements

		For Distributed Authentication

		The best nodes for authentication are chosen taking into account the current conditions (network and application) to minimise the overall threat posed to the network
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Case Study: Overview of 

Lightweight Integrated Authentication

Bootstrapping

Pre-authentication

Credential establishment

Authentication

Monitoring

		Includes gathering and integrating trust values



Revocation



*

Step 1: Bootstrapping: LIA generates private keys for all devices based on their unique identities. This is feasible in tactical networks because before deployment, users with their devices have to report to a command post.

Step 2: Pre-authentication: Using its private key and the public key of its recipient node, every node can compute its pairwise symmetric key for authentication with the recipient. 

Step 3: Credential establishment: A pairwise symmetric key is communicated between the two nodes. A trust system is also used for routing.

Step 4: Authentication: Mutual authentication is performed when the two nodes compare their pair-wise symmetric keys. 

Step 5: Monitoring: This is accomplished through continuous user-to-device authentication with IDS. 

Step 6: Revocation: LIA introduces a self-revocation mechanism by leveraging the integration of user-to-device and device-to-network authentication. (see next slide)
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Case Study: Cross Layering in 

Lightweight Integrated Authentication

		Session Layer

		Sessions from un- or low-trusted nodes can be refused or dropped in times of high traffic

		Network Layer

		Trusted routing can be created using input from other layers detecting mis-behaving nodes, ensuring only the most behaved nodes are used for forwarding sensitive packets

		MAC Layer

		longer medium access time may be allocated to the nodes that have higher trust values

		Physical Layer

		We can increase the trustworthiness of the spectrum sensing results by assigning higher weights to the sensing results obtained from nodes with higher trust values
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Conclusions and Future Work

		There are many similarities between MANET and tactical networks that suggest similar security risks.

		This paper proposes the use of a cross-layer framework to help solve network security issues in tactical networks. 

		We are currently in the process of designing a cross-layer intrusion detection service which makes use of the proposed framework. 

		We plan to use a simulation of tactical networks to gain quantitative measurements of the effectiveness of cross-layer controls compared to existing single layered controls.
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Abstract

Mobile ad hoc networks (MANETs) are a good fit to a number of military and public safety scenarios in which security and quality of service (QoS) are important. Optimised Link State Routing (OLSR) is a widely used proactive ad hoc routing protocol; a successor version 2 (OLSRv2) is being developed as a Standards Track protocol by the Internet Engineering Task Force (IETF). Improvements in OLSRv2 are detailed and matched to specific weaknesses of OLSRv1. How two of these improvements, a flexible packet/message format and the use of link metrics, enable improvements in security and quality of service in an OLSRv2-based MANET is described.

1.0
Introduction

Mobile ad hoc networks (MANETs) are self-organising, self-healing, networks in which wireless devices overcome range and other propagation issues by cooperating to relay information, typically IP (Internet Protocol) packets, from the source to the destination when they are out of direct contact.


MANETs are a good fit to a number of military, and public safety, scenarios, where the issues are of rapid deployment and maintaining connectivity even in difficult environments. Examples include:


· Soldiers on deployment, both in vehicles and dismounted.


· Extended range operation of UAVs (Unmanned Aerial Vehicles) and use of UAVs and other aerial platforms as communications relays.


· Use to provide communications coverage of aircraft hangars and flight decks.


· Emergency services deployed into unknown and complex radio propagation environments such as underground railway stations and tunnels.

· Sensor networks, and dual-purpose sensor and communications networks.


In such scenarios, two issues are of particular importance: security and quality of service (QoS). Specific features of each of these are addressed: for security the integrity of the cooperative routing and the confidentiality of information in the network, and for QoS routing using the most appropriate links, not just the fewest links, by taking account of relevant link properties (e.g. bandwidth or latency as required).

The Optimised Link State Routing (OLSR) is the most widely used proactive ad hoc routing protocol (AHRP). It is specified in [1], an Experimental RFC, developed by the MANET WG of the Internet Engineering Task Force (IETF).

The MANET WG is now developing version 2 of OLSR (OLSRv2) as a Standards Track Internet protocol, building on the success of OLSRv1 while improving on it. OLSRv2 can be used to create networks over a wide range of bearers, creating a single ad hoc network, which can be over a heterogeneous mixture of wireless, and wired, bearers. As an IETF standard, it will be possible to create interworking networks with mixed vendor products, avoiding supplier lock-in.

OLSRv2 is currently specified by the RFCs and Internet Drafts [2] to [6], with some additional material to be incorporated described in a further Internet Draft [7]. The relationships between these components are described below, but in particular they include a packet/message format specification [2] and a NeighbourHood Discovery Protocol (NHDP) [3].


Section 2 of this paper contains a summary of key aspects of the design rationale for OLSRv2. The rationale starts with a summary of what is now considered version 1 of OLSR (OLSRv1), its features and problems, and how OLSRv2 improves on OLSRv1. Section 3 of this paper then discusses the new capabilities available to an ad hoc network when using OLSRv2 rather than OLSRv1, with particular reference to security and QoS.

2.0
OLSRv1 and OLSRv2


2.1
Key Features of OLSRv1


The key features of OLSRv1, as defined by [1], are:


· It is a proactive routing protocol for use in mobile ad hoc networks, enabling decentralised, cooperative, multi-hop routing in what is typically a wireless network.


· It is intended for routing in IP networks, using control messages sent using UDP (User Datagram Protocol). It can be used with either IPv4 or IPv6 addresses.


· It is a link state protocol, in which link state information, determined locally by each router and its neighbours by an exchange of HELLO messages, is propagated through the network, so that all routers maintain routes to all other routers. Information on usable bidirectional links is propagated non-locally in Topology Control (TC) messages.


· Each router elects a subset of its one hop neighbours, which “cover” the router’s two hop neighbourhood, as MultiPoint Relays (MPRs). This two hop neighbourhood is determined directly from the one hop neighbourhood information in HELLO messages.


· MPRs are used to optimise the control message overhead. First they allow a reduction in the link state information that is required by routers, thus allowing a reduction in both the size and number of TC messages. Second they allow an optimised flooding of messages, including TC messages.


· The reduced link state information available to each router still allows minimum hop paths to be constructed to all destinations.


· A router can have multiple interfaces, each assumed to have a single, unique, address. Multiple interface information has to be flooded through the network using Multiple Interface Declaration (MID) messages.


· A router can advertise that it is a gateway to a network, which may be either hosted on the same device or externally attached. This information is included in a Host and Network Association (HNA) message, which is also flooded through the network.


· The protocol is extensible by the addition of new messages. New message types can be specified and may be flooded using MPRs in the same way that TC, MID and HNA messages are.

· Flooding may be range limited (number of hops). This allows, in principle, the use of techniques to reduce control traffic, such as variable range flooding, as used by Fisheye State Routing (FSR) [8] and Hazy Sighted Link State (HSLS) routing [9].


· Each router may be independently parameterised with regard to message intervals and other protocol parameters.


2.2
Limitations of OLSRv1


However there are some limitations of OLSRv1:


(a) Message formats are fixed. It is not possible to, for example, add information directly to a HELLO message to represent some other information about neighbours.


(b) Routing is only by minimum hop paths. It is not possible to, for example, prefer a path consisting of three good links over one consisting of two poor links. An optional link quality process may allow a local decision not to allow a poor link to be used at all, but this is a much more limited feature.

(c) No advantage is taken of commonalities in the addresses used. These happen when addresses belonging to the same subnet are used. In addition, IPv4 subnets are reported in HNA messages using a 32 bit address mask, rather than using a more efficient prefix length, and reporting of IPv6 subnets is not well specified.


(d) The addressing model may be inappropriate. This model is of a single, unique, address per interface. However a router may (especially using IPv6) want to configure more than one address on an interface. Alternatively a router may wish to use the same address on more than one interface, where this can be made to work.


(e) A router with multiple interfaces must send MID messages that flood the complete network. This is inefficient, even with OLSR’s optimised flooding. Single interface routers do not need to send flooded messages unless selected as an MPR, but multiple interface routers must send messages that are flooded through the network. If multiple addresses were allowed on an interface then even routers with a single interface, but with more than one address, would need to flood messages. The use of HNA messages to advertise locally hosted networks also requires additional flooded messages.

(f) External networks advertised using HNA messages have no associated hop count. They are thus assumed to be at the same distance from any advertising router. An example of the possible use of such a hop count is described in [10].


(g) HNA messages do not have the flexibility of TC messages. The latter have a “cancellation” option whereby reception of a later TC message that does not contain that link immediately stops the use of that link by the receiving router. This includes the option of an empty TC message to cancel all links from the sending router. HNA messages do not have this cancellation capability, they rely on information “timing out”.

(h) The TC message cancellation process is slightly flawed. As cancellation of all links by a router using an empty TC message is not recorded by a recipient router, a reordering of a TC message and a later empty TC message can result in incorrectly “resurrecting” a cancelled link.


(i) Problems can also occur when using TC message fragmentation. A single fragment cancels all older link information, even if that information is to be retained, but is reported in a separate fragment. At best this could result in a “glitch” between fragments, at worst a significant loss of connectivity, breaking the intent of the protocol to be robust against single message loss.


(j) The implementation of Fisheye/HSLS in OLSRv1 is imperfect. An OLSRv1 message has a single interval time, and a single validity time. However using the Fisheye/HSLS approach, messages are sent with different maximum ranges, which means that the apparent message interval is different at different ranges, and the required validity time should therefore also differ.


(k) The protocol does not specify if and how parameters may be dynamic. Whether a router should be allowed to change its parameters, and if it does how exactly message processing should accommodate this, is not described in [1]. Allowing a router to freely change parameters permits behaviour such as exponentially backing off message sending in static conditions.


(l) A router is forced to have the same parameters for all interfaces. Thus even if a router has, for example, a stable interface and an unstable interface, it must use a single HELLO message interval, and a single validity time for information in all HELLO messages.


(m) HELLO and TC messages should be re-sent whenever the local neighbourhood changes. There is no recommendation of a tradeoff between this and keeping the message sending rate bounded so as to manage message flow. This could be done by, for example, introducing a minimum message interval as well as the normal (maximum) message interval. This behaviour is compatible with OLSRv1, and has been used with it [11], but is not included in [1].


(n) Features useful for other protocols are not made easily available. Some of the features of OLSRv1, in particular its neighbourhood discovery, could be of value to other protocols. This is partly catered for in that OLSRv1 can be used to efficiently flood new messages. However that requires them to be formatted as OLSRv1 messages, and also does not allow other protocols to use information from OLSRv1.

2.3
New Features of OLSRv2


All of the limitations of OLSRv1 described in the previous section have inspired features of OLSRv2 that improve on OLSRv1. These improvements are summarised in the following points, each of which finishes with an indication of which of the limitations the improvement addresses. These improvements also do more than just improve on or remove the limitations.

· A new, flexible, packet and message format has been defined. It is sufficiently general that it has been separated from OLSRv2 into an additional specification, a Proposed Standard RFC [2]. As in OLSRv1, [2] allows multiple messages to be included in a single packet, which will typically form the body of a single UDP or IP datagram. Examples of the packet and message formats are shown in Figure 1:

 0                   1                   2                   3         0                   1                   2                   3


 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1       0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1


+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


|0|0|0|0|1|1|Rsv|    Packet Sequence Number     |               |     | Message Type  |1|1|1|1|  MAL  |         Message Size          |


+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               |     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


|                                                               |     |                      Originator Address                       |


|                       Packet TLV Block                        |     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


|                                                               |     |   Hop Limit   |   Hop Count   |    Message Sequence Number    |


|                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


|                               |                               |     |                                                               |


+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               |     |                       Message TLV Block                       |


|                                                               |     |                                               +-+-+-+-+-+-+-+-+


|                            Message                            |     |                                               |               |


|                                                               |     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               |


|                                               +-+-+-+-+-+-+-+-+     |                                                               |


|                                               |               |     |                         Address Block                         |


+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               |     |                                                               |


|                                                               |     |               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


:                              ...                              :     |               |                                               |


|                                                               |     +-+-+-+-+-+-+-+-+                                               |


|                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+     |                    Address Block TLV Block                    |


|                               |                               |     |                                                               |


+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               |     |                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


|                                                               |     |                               |                               |


|                            Message                            |     +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               |


|                                               +-+-+-+-+-+-+-+-+     |                                                               |


|                                               |                     :                              ...                              :


+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                     |                                                               |
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                                                                      |                                               |               |


                                                                      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+               |


                                                                      |                                                               |
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                                                                      |                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


                                                                      |                               |                               |


                                                                      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               |


                                                                      |                                                               |


                                                                      |                    Address Block TLV Block                    |


                                                                      |                                                               |


                                                                      |                               +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


                                                                      |                               |


                                                                      +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+


Figure 1: Example packet and message formats


These messages do not have to all be OLSRv2 messages, they can be from any protocol built on [2], which defines a multi-protocol multiplexing approach with additional details in [12]. Specific non-OLSRv2 examples using this format are the IETF MANET protocols DYMO [13] and SMF [14]. Limitations addressed: (a).

· The new message format permits efficient encoding of addresses. A message can include multiple addresses in one or more address blocks, which each permit compression of common address initial and/or final octets. This is done purely based on common values, without consideration as to any structural meaning of the common octets, such as a subnet. Addresses can have a specified length, which while typically 4 octets (for IPv4) or 16 octets (for IPv6) may be of any number of octets from 1 to 16. The address block also allows the specification of a prefix length (subnet masks are not used) so that IPv6 addresses, in particular, can be significantly more efficient. Limitations addressed: (c). 

· The new packet and message format allows flexible addition of attributes. These are encoded as TLVs (Type, Length, Value entities) applied to individual addresses or groups of addresses in a message, or to a message or a packet as a whole. This allows “internal extensibility” of a message, as new TLVs may be later defined and added to a message, but will be ignored by unextended instances of the protocol. A suggestion as to how to use a packet or message TLV for security purposes is described in an appendix to [2]. Limitations addressed: (a).

· Four reusable components have been separately published. This makes a total of five documents that define OLSRv2. [2] defines the packet/message format. [3] defines the NeighbourHood Discovery Protocol (NHDP), which contains the HELLO message driven part of OLSRv2, other than MPRs, through which a router identifies its one and two hop neighbours. [5] contains the definition of TLVs to include a hop count dependent time in a message. [6] describes the use of jitter, intentional random delays to avoid packet collisions, a codification and extension of the similar mechanism in OLSRv1. The overall specification of OLSRv2 is [4], which includes the other specifications by reference. These form five of the eight main IETF MANET WG documents that are based on [2], the others being [12] to [14]. Their relationships are shown in Figure 2:
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Figure 2: IETF MANET WG documents and OLSRv2

Limitations addressed: (a).

· A protocol can use NHDP and an alternative to MPRs. An example is the use of a Connected Dominating Set (CDS) rather than MPRs for flooding; a protocol that includes the option to do so is the Simplified Multicast Forwarding (SMF) protocol [14]. This is in part possible because NHDP has been specified as not just including the non-MPR HELLO message part of OLSRv2, but also in making information available to, and extensible by, other protocols that use NHDP. Limitations addressed: (n).

· All parameters are fully dynamic. Parameters can be changed at any time, thus allowing, for example, backing off message intervals if the network appears to be static. Parameters are divided between interface parameters, which can be independently set on each participating interface, and router parameters, which have a single value for that router, but may be different on different routers. Limitations addressed: (k), (l).

· Message flooding includes variable message hop limits. This allows full implementation of the Fisheye/HSLS concept. The hop count dependent multiple time TLV included in [5] allows the correct implementation without the faults in OLSRv1. Limitations addressed: (j).

· Routers have additional multiple address options. NHDP allows multiple addresses per interface which may be individually specified, use an address plus an address prefix length specification, or use a combination of these. This has allowed the abolition of the MID message, and also allowed some locally hosted networks to be reported in HELLO messages rather than HNA messages. Limitations addressed: (d), (e).

· A router is allowed to use the same address on more than one interface. This is if, and only if, there is no interface on another router that can hear and/or be heard by interfaces with a common address. Limitations addressed: (d).

· The HNA message has been removed. Network addresses that were previously reported in HNA messages are now either reported as non-participating interface addresses in HELLO messages or reported, with an added hop count, in TC messages, possibly by more than one router. Limitations addressed: (f), (g).

· TC messages are no longer fragmented. Instead a TC message may be incomplete, allowing an addition, but not removal, of some link state information. The problems associated with TC fragmentation are solved because information is only added, and the problems with empty TC message reordering have also been resolved. Limitations addressed: (h), (i).

· Minimum message sending intervals are specified. This is done for each message type (HELLO and TC), allowing better management of control message flow, as a tradeoff with keeping information up to date. Limitations addressed: (m).

· The use of link metrics will be included in OLSRv2. An Internet Draft [7] indicating how to do so has been published, and it has been agreed to add such link metrics to OLSRv2, using the TLV mechanism. Limitations addressed: (b).

3.0
New Capabilities using OLSRv2

3.1
Security


3.1.1
Overview


A recommended security framework is presented in the packet and message format specification [2]. This assumes that packets are one hop constructs and messages whose contents are unchanged when forwarded. These conditions are satisfied by OLSRv2, and thus the security framework applies to OLSRv2, but also has a wider applicability. The framework addresses both the issues of network integrity, by the authentication of packets or messages, and confidentiality. These are discussed in the following sections. Issues of availability, where OLSRv2 offers similar capabilities to OLSRv2, are not considered here.

3.1.2
Integrity


A straightforward capability that is suggested, but not fully specified, in [2] is the addition of a TLV including a cryptographic signature that will allow the authentication of the received information. The objective is to ensure the integrity of the ad hoc network, that only authorised routers can join the network because unauthorised routers will have their HELLO and TC messages rejected. Some key points are:


· There are two possible entities to which such a signature TLV could be added, the packet, or the message. In either case the signature (in the TLV value field) will need to be calculated based on the packet or message without this TLV, and verified after removal of this TLV from a received packet or message.


· The simpler option is to use a packet TLV to sign an entire packet. Packets are, according to the intended usage of [2], a single-hop construct. Thus the process is simply one of adding a signature packet TLV as the last action before sending the packet, and on reception removing it and verifying the packet, discarding the packet if it has no such TLV, or the signature does not match.


· Use of message TLVs is more complicated. The intended usage of [2] is that messages may travel multiple hops, being forwarded unchanged other than the hop limit and/or hop count fields in the message header. Messages could be re-signed each hop, but in that case packet signatures do what is wanted more efficiently. Messages are thus appropriately signed at the message originator, verified by each receiver, and forwarded with the signature unchanged. The signature cannot cover any hop count or hop limit fields (they must be set to zero to calculate the signature).

· There needs to be a security association between the packet or message originator and each router that verifies the signature. For TC messages this may mean every other router in the network. This also needs to be based on some pre-configuration of all such routers, as otherwise an unauthorised device trying to infiltrate the network could do exactly the same as an authorised device. The simplest form of pre-configuration is to install a single shared secret in all authorised routers. A possibly better approach is discussed later in this section.


There are advantages of each of the packet and message signature approaches, both theoretical (what chains of trust are relied on) and practical. Comparing their overheads depends on the network size and density, and on how aggressively messages are aggregated into packets.


One advantage of OLSRv2, directly due to the flexible packet/message format [2] that it uses, is that each signature can be combined with the entity that it is signing, so that the two can be guaranteed to arrive together. This was not the case for OLSRv1, where a message’s signature had to be in a separate message and there was no guarantee that the two could be kept together [15]. This was a motivating example in the development of [2] as part of OLSRv2, see [10].

As noted above, the security pre-configuration of the routers could be using a single shared secret. Ad hoc networks are however often deployed where they are vulnerable to capture of their routing devices. With a single shared secret, capture of one such device compromises all devices. An alternative is thus desirable. The alternative also should have the characteristics of not deploying an authority (for example a certificate authority) in the network, where it also would be vulnerable, and to make little impact on the characteristics that make an ad hoc network desirable, that of being a decentralised, minimally planned network.


A candidate for such an approach to authentication is using Identity Based Encryption (IBE). A use of IBE with OLSRv1 is described in [10]. As well as the change to OLSRv2, the specific details of the IBE described there can be improved on, but still having the following characteristics:


· There will be an IBE authority, which is maintained in a secure location, not part of the ad hoc network. Note that this authority could be, for example, simply a laptop computer.


· Each device, before being deployed in the ad hoc network, is configured by secure connection to the authority.


· Each device does not need to be informed of the identities, or even the existence of, other devices in the network. This also allows (provided the authority is maintained) devices to be added later to the network, without planning this addition.


· Compromise of a device only allows that device to be copied. This is where there is an advantage in message signatures, in that only an invalid neighbourhood around the compromised device can be forged.


· The simplest identity, and one that adds no identity overhead to packets or messages, is using the router’s originator IP address as its identity.


· That identity can however be extended. A useful extension is that when configured by the authority a router is also allocated an expiry time, which is added to its identity (it needs to be reported in the signature TLV, or in an accompanying identity TLV). This means that a captured device’s value is time-limited. However it also means that devices need to be re-connected to the authority before their expiry time. Devices also need a time source, but this can be of limited accuracy.


Of course no approach is perfect, and one limitation of this use of IBE is that the authority has complete information as to all routers’ private information, unlike a conventional public key cryptography (PKC) scheme where users can choose their own private keys. However the IBE approach may be suitable for a military network where such issues are less significant.


Another issue is that IBE is computationally expensive. With moderate processing power it can be implemented in real time for real key lengths (an advance on [10]) at the expected frequency of OLSRv2 packets or messages in a moderate sized network. However it opens the possibility of a denial of service (DoS) attack by an adversary that can create many packets or messages with correctly formatted, but invalid, signatures that have to be verified. However, in most ad hoc networks, rapid message sending can be used to create a jamming effect, without needing to overload the signature verification.

3.1.3
Confidentiality


A side-effect of the IBE process discussed in the previous section is that a router can create a secret specific to, and shared with, each other router, even if it is aware of that other router only due to it being reported in a third router’s TC messages. These shared secrets can be used as the basis on which to build a traffic confidentiality process. This can construct session keys for specific traffic flows, rather than use the shared secret key directly.

Confidentiality of the OLSRv2 signalling is however more difficult. While [2] discusses how to use encryption of packets or messages (essentially by replacing the whole packet or message by a single TLV whose value is the encrypted true packet or message) this relies on a security association between source and destination. OLSRv2 messages are however one to many, and except for a shared secret key (with its previously noted disadvantages) such a security association is difficult to set up. This is particularly so as authentication is required when the ad hoc network routing is not in place - the OLSRv2 messages that are to be encrypted are what sets up that routing. How to provide some measure of confidentiality of routing remains an open question. Routing signalling confidentiality is not essential, unlike routing signalling integrity and traffic confidentiality, but would prevent various forms of traffic analysis and leakage of other potentially useful information.

3.2
Quality of Service


The major improvement that will be added to OLSRv2 is the addition of link metrics. Link metrics are widely used in link state protocols, and have been used in non-standard extensions to OLSRv1.


Using link metrics, traffic can be sent using, for example, three good links rather than two poor links. OLSRv1, which relies on minimum hop routing, cannot do this, see Figure 3:
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Figure 3: QoS routing using link metrics


OLSRv1 can force the use of the preferred route using its “link quality” mechanism, removing links that a router assesses as below a certain quality threshold. However this prevents their use at all, even if there is no alternative. This mechanism is retained in NHDP, both because NHDP may be used outside OLSRv2, and because the mechanism has some specific applications. In particular the link quality mechanism may be used when creating ad hoc networks over IEEE 802.11 due to the physical differences between unicast and local broadcast characteristics, see [16] for details.


In some cases, a significant gain can be easily realised using metrics. One such case is a ground-based ad hoc network with an aerial relay, possibly a UAV. Minimum hop routing will result in most traffic being sent on a two hop route via the UAV. This would overload that link, and significantly degrade the general quality of service of communications, in particular available throughput, and probably also latency. Instead use of links via the UAV should be reserved for cases where it offers a substantial gain, especially when it links two otherwise disconnected components of the network. This is easily accomplished by giving the links via the UAV a larger metric value, as shown in Figure 4:
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Figure 4: Metric use with UAV relay


More generally, how to allocate metrics to links is a difficult problem. Metrics can be based on physical characteristics of links such as delay or bandwidth, or can be more dynamic, taking into account network use. Metrics can also be more abstract, possibly allocated by some optimisation process, although decentralising that to run in an ad hoc network is not a simple process. A poor choice of metric allocation process can however make matters worse, and an over-dynamic process may fail to provide the stability that is needed for routing, as each metric change has a similar effect to network topology changes due to mobility.


Decisions on how to set metric values are outside the scope of OLSRv2, which will, as described in [7], just specify the nature of metrics (directional and additive), the necessary TLVs to report metrics, how to record metric information, and how to use it to find routes.


The TLV mechanism will however allow the specification of particular metric types, the routers in a network selecting which metric type they are using. A fairly straightforward extension to OLSRv2 could be created to allow a multi-topology routing fabric to be created, routing different types of packet differently, where a likely interpretation of packet type would be DiffServ Code Point (DSCP) [17].


Link metrics are the main mechanism added to OLSRv2 that can be used for quality of service purposes. OLSRv2 is of course compatible with various other QoS mechanisms that are however outside it, for example the use of various class-based and/or active packet queue management techniques. If considering such, then note that OLSRv2’s own packets are essential to the operation of the network, and while they are likely to be both delay and loss tolerant, both of these are only up to a point. They also are likely to be a low proportion of all packets, and thus safe and proper candidates for being assigned a high priority.


3.3
Other Capabilities


The consequences of some of the new capabilities added to OLSRv2 as noted in Section 2.3 above may need some additional explanation in order to see some of the possibilities that they add when using OLSRv2.


· The Fisheye/HSLS concept can be used to improve network scalability, and hence to increase the sizes of networks that can be deployed. This has been demonstrated for OLSRv1 in [18].


· Dynamic parameters can be controlled by an intelligent process that, for example, recognises that the local neighbourhood is stable and backs off sending periodic messages by increasing interval parameters, or recognises an increase in vehicle speed and reduces its interval parameters. Dynamic parameters also help improve the scalability of OLSRv2 by not requiring worst case fixed message intervals.


· Further flexibility in management of message sending is provided by the specification of minimum intervals (although these are, in effect, optional, as they may be set to zero). Their main function is to allow setting a longer periodic interval while still being able to be sure that updates are sent when needed more frequently (by enabling messages responding to neighbourhood changes) but ensuring that message overheads are kept under control (due to the minimum interval). By setting a very long periodic interval, the neighbourhood discovery protocol can even be made to perform as a reactive protocol. 


· Per-interface parameters allow a router to operate efficiently even when it has interfaces with significantly different characteristics. An example is a router with an IEEE 802.11 interface and an Ethernet interface, the latter perhaps attaching to a similar router using a different wireless channel. A router need not send as frequent HELLO messages over the Ethernet link; it may suffice to send such messages only when it needs to report a change in its wireless neighbours.


· When a router has an Ethernet connection, it may not even be necessary to send an initial HELLO message to establish that link. NHDP, and hence OLSRv2, can handle this case because they permit a router to update the Information Bases maintained by NHDP/OLSRv2 directly. A router can use this freedom when other forms of cross-layer information are available. A complete freedom to update the Information Bases could however be dangerous, so both protocols specify constraints on what may be done to the Information Bases; if these are viewed in an object-oriented manner then the constraints are the class invariants. They include rules such as that if a router has a recorded neighbour (a Neighbour Tuple) then it must have at least one matching recorded link (a Link Tuple).


In all of these cases, OLSRv2 provides the capability, but how to get best value from the capability, and what extra intelligence to use, is up to the implementer or user. An important feature in all of these cases is that routers can fully interwork even when using different combinations of these capabilities, or none of them.

While they should interwork, not all OLSRv2 implementations will be equal. In order to allow the creation of more efficient messages, [2] contains various options for inclusion of data, in particular how to use TLVs. An implementation can, for example, use a simple heuristic that produces reasonable efficiency messages (usually more efficient than for OLSRv1 when using addresses that compress) or a more complicated analysis that produces the most efficient possible messages.


Another area where implementations can make a significant difference is in intelligent combination of the use of jittering [6] with the construction of multi-message packets, where as long as packets do not become too large, there are, for most systems, significant advantages in sending messages in as few packets as possible, saving repeated headers and other overheads from the packet/message format [2], and from UDP, IP, MAC and the physical layer.


4.0
CONCLUSIONS


This paper has described version 2 of the Optimised Link State Routing protocol (OLSRv2), the Standards Track successor to the widely-used proactive MANET routing protocol OLSR (now OLSRv1), and how features in OLSRv2 have been designed to improve on OLSRv1. In particular it has been noted how the flexible packet/message format designed for OLSRv2, but also used by other IETF MANET protocols, enables improved security functionality, and how the addition of link metrics to OLSRv2 allows better routing decisions, that can be used to improve the quality of service (QoS) in a OLSRv2-based MANET. These are both capabilities particularly required by military and public safety uses of MANETs.
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MANETs

Mobile ad hoc networks (MANETs):

		Connect wireless devices into a network.

		Cooperative, relays packets when out of



     direct contact.

		Self-organising and self-healing.



MANETs are a good fit to many military, and public safety, scenarios:

		Soldiers in vehicles and dismounted.

		Aerial platforms as communications relays.

		Communications coverage of aircraft hangars and flight decks.

		Emergency services in underground railway stations, tunnels, etc.

		Sensor networks, and dual-purpose sensor/communications networks.
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Optimized Link State Routing (OLSR)

OLSR is a widely used MANET routing protocol:

		Finds the relays to get packets to their destinations.

		Proactive link state routing protocol.



Discovers links, keeps a current topology graph, uses it to find routes.

		Optimisation based on definition and use of Multi-Point Relays (MPRs).



Minimises message flooding overheads, enables use of partial topology.

OLSR is good, but not perfect. The IETF (Internet Engineering Task Force) is working on standardising OLSR version 2 (OLSRv2).

		OLSRv2 retains the key features of OLSRv1, such as MPRs.

		Improvements from OLSRv1 to OLSRv2 are described in paper.
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Major New Features in OLSRv2

Modular protocol, with three major components:

		OLSRv2, including other components by reference.

		NeighbourHood Discovery Protocol (NHDP).

		Generalised packet and message format (RFC 5444):



Multi-message packet.

Message header enables fast decision whether to process and/or forward.

Message body contains addresses, e.g. of self or neighbour, compressed.

Packets, messages, and addresses can have attributes added.

Attributes use a Type-Length-Value (TLV) structure.

Attributes used by OLSRv2 for validity time, link status, MPR signalling, etc.

Links to have metrics, not just hop count

		Reported using TLVs.

		Shortest path routing using additive directional link metrics.





29 September 2010 NATO IST-092 Symposium

*

Sample text slide









*

29 September 2010 NATO IST-092 Symposium

Packet/Message Authentication Signatures

A major security issue in MANETs is network integrity.

		Hostile devices can impersonate legitimate devices.



Can use same protocols, copied or false identities, etc.

		Hostile devices can e.g. become relays, but not forward traffic packets.



Major step is to authenticate routing packets/messages.

		Can be achieved using packet/message cryptographic signatures.

		Reject packets/messages without valid signature.

		Hostile devices cannot become relays, etc.



OLSRv2 allows signatures to be attached as packet/message TLVs.

		OLSRv1 immutable packet/message format causes signature problems.



A

B

C
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Signature Key Management and Identity Based Encryption

Simplest approach is to pre-configure all devices with single shared secret.

		If one device is compromised, all are.



Better approach would be for each device to have a unique secret.

Can be done with conventional Public Key Cryptography (PKC):

		Needs pre-configuration about each device in all devices, vulnerable certificate authority, or certificates in messages.



Another solution is using Identity Based Encryption (IBE):

		Variant of PKC where public key is identity – can use IP address.

		Each device is uniquely pre-configured prior to deployment.



No knowledge of other devices. More can be added later, unplanned.

		Computationally expensive, but for routing can be done in real time.

		Can create shared secrets for traffic encryption with no extra signalling.

		Good fit to unplanned, decentralised, ad hoc network.
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Link Metrics

OLSRv1 only finds minimum hop routes.

		Often not best, e.g. three good links may be better than two poor links.



OLSRv2 will include link metrics, to allow use of better routes.













Meaning of metric (bandwidth, delay etc.) is outside scope of OLSRv2.

		Alternative metric types can be defined later without changing OLSRv2.



























Minimum hop route using OLSRv1

Route using OLSRv2

with suitable metric



Good link



Poor link
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Link Metrics and Quality of Service

Link metrics can be a critical feature to support Quality of Service (QoS) in a MANET:

		Wireless networks often have poor, and variable, links.

		Link metric is directional, as radio link properties may be.

		Network layer routing enables heterogeneous MANETs, which have greater need to use the most appropriate links.

		Link metric type may be chosen as appropriate to network and traffic.



Examples: bandwidth, delay, loss rate, preservation of limited resource (e.g. battery power).

		Link metric must be specified so as to be additive.



Examples: logarithm of loss rate, suggested approximations for bandwidth.

Use alongside other QoS mechanisms:

		 Reservation, prioritisation, queue management, flow control, etc.
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An Example









UAV relay

Partitioned

ad hoc network

Unwanted use

of UAV

Wanted use

of UAV

High value

metric links

to UAV

Low value links in

ground network
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Conclusions

OLSRv2

		Improves on OLSRv1:



Generalised packet/message format aids extensibility.

Link metrics.

Numerous other improvements.

		Major improvements directly facilitate improvements against key requirements for military application of MANETs:



Security (network integrity) using packet/message signatures.

Quality of service.

		Standards Track in IETF.
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Professor William G. Scanlon 


Professor of Wireless Communications, Institute of Electronics, Communications & 
Information Technology, Queen’s University, Belfast, UK 


 
Chair of Short Range Radio, Centre for Telematics and Information Technology, 


University of Twente, Enschede, NL  


Abstract: Recent innovations and research effort in mainstream wireless communications have focused 
on solutions for optimising our use of the available spectrum, improving energy efficiency and addressing 
security concerns. At the same time, niche applications such as body-centric communications and indoor 
localisation have acted as a catalyst for new ideas throughout the entire protocol stack. This talk will 
present some of the recent research work in the Radio Communications group at Queens University, 
Belfast and the Short Range Radio group at the University of Twente, including work on assessing the 
feasibility of using COTS mm-wave technology for high-bandwidth communications for dismounted 
combat personnel. Professor Scanlon will argue that we will be able to develop a new generation of 
dependable wireless applications through a thorough understanding and cognitive awareness of the 
radio propagation environment. This physical-layer starting point can both inform, and can be exploited 
by, all layers of the stack to deliver optimum communications performance for any given set of 
resources.  


 
Biography: William G. Scanlon (1969) received the B.Eng. degree in electrical engineering and the Ph.D. 
degree in electronics (specializing in wearable and implanted antennas) from the University of Ulster, UK 
in 1994 and 1997, respectively. He was appointed as Lecturer at the University of Ulster in 1998, Senior 
Lecturer and Full Professor at Queen’s University of Belfast (UK) in 2002 and 2008, respectively. He 
currently leads the Radio Communications research group at Queen’s and since 2009 he has held a part-
time Chair in Short Range Radio at the University of Twente, Netherlands. Prior to starting his academic 
career he had 10 years of industrial experience, having worked as a Senior RF Engineer for Nortel 
Networks, as a Project Engineer with Siemens and as a Lighting Engineer with GEC-Osram. His current 
research interests include personal and body-centric communications, wearable antennas, RF and 
microwave propagation, channel modelling and characterization, wireless networking and protocols and 
wireless networked control systems. He has published over 160 technical papers in major IEEE/IET 
journals and in refereed international conferences. He will be the Keynote speaker at BodyNets 2010, 
served as a keynote speaker for the European Workshop on Conformal Antennas (2007), Co-Chaired the 
2009 Loughborough Antennas and Propagation Conference and he has acted as invited speaker and 
session chair at numerous other national and international conferences. Prof. Scanlon received a Young 
Scientist award from URSI in 1999, he is a prolific reviewer for IEEE/IET journals and conferences and 
other major conferences. He is a Director of WirelessLAB (Ireland) and a member of the IEEE 
International Committee on Electromagnetic Safety (ICES) and the IASTED International Committee on 
Telecommunications. He recently founded ACT Wireless Ltd., a UK start-up company focused on 
developing assured communications technology for the personnel tracking and telematics markets. 
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http://www.ee.qub.ac.uk/radio/  


http://www.ewi.utwente.nl/te/index.html  
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Evolving Environment
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Global Perspective 

The World View in the 21st Century

The world is increasingly interdependent … 

		Global Warming

		Critical Infrastructure

		Population Health

		Financial Markets



Yet the world is increasingly fractured …

		Ideology

		Culture

		Values

		Wealth
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Security: a 21st Century Perspective?

Sovereignty

Health

Critical Infrastructure

Environment

Economy

Ideology

Institutions

National/ Societal Attributes

Inter-State Conflict

Terrorism

Radicalization

Crime

Natural Disasters

Accidents

Threats

Threat Multipliers

Climate Change

Energy Security

Strategic Resource Scarcity

Financial Crisis

Globalization of S&T

Interdependent

Effects









So we are factoring both these perspectives of global complexity and national-international interdependence into our positioning and our deployment of resources. 

Clearly what we need to develop is an increased sense of public appreciation for the realities and threats that the 21st century will exhibit.                                              
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Science and Technology:

Opportunities and Threats

		Radicalization

		Identity Theft

		Bio-Terrorism

		Environmental Degradation

		“Power to the Fringe/One”



Information Technology

Biotechnology

Nanotechnology 

S&T Enabled

Disruptions

		Connected Societies

		E-Commerce

		Improved Health Outcomes

		Renewal Energy

		Clean Technologies 



The Good

The Bad
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Evolving Environment

		Evolving Environment – Drivers

		The blurring of the boundaries between defence and security. The need for an integrated response to the threats faced both nationally and as part of the NATO alliance is acknowledged.

		The globalisation of Science and Technology. The network of global knowledge production has to be expanded beyond the traditional sources.

		Increasing complexity. The challenges that the Nations and NATO face require interdisciplinary approaches

		Speed matters.  Changes are occurring at an unprecedented speed. This demands an increasing level of responsiveness and agility in the cycle of knowledge and technology generation.

		Resources are constrained. This reality presents both opportunities and challenges for S&T in the NATO framework.



Innovation will be a key element of success for the Nations and NATO.  Hence the fundamental importance of Science and Technology which, appropriately harnessed, is a principal engine for innovation.
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NATO’s Science and Technology Enterprise 

for the 21st Century...

... a unifying framework for Science and Technology that brings NATO-wide coherence to fundamental issues of motivation, mission, means and measurement of value.

The NATO S&T Enterprise (NSTE) is a core recommendation of the NATO R&T Coordination Study, to be presented to NATO Leadership in the fall of 2010 
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Science and Technology is Important

S&T is a strategic enabler of the knowledge and technology advantage for the defence and security posture of NATO, the Nations and Partners.  

S&T is an engine of innovation, decreases the probability of exposure to technology shock and provides the art of the possible in future military capabilities to address a broadening conflict space from traditional military and irregular warfare into the complexities inherent in national and public security.

S&T is a force multiplier by facilitating knowledge exchange and collaboration between the Nations in a NATO context, thereby influencing, enabling and leveraging S&T investments to achieve a higher ambition at a reduced cost while helping to ensure operational success and to save lives.
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NATO Science and Technology Enterprise

		Immutable Core Principles

		Terminology

		Framework Elements

		Motivation

		Mission

		Means

		Measurement of Value

		Primary Opportunities for Improvement

		Additional Expression of Means



		A conceptual framework, providing a working definition of NATO Science and Technology







*



NSTE - Terminology

NATO Science and Technology:

		is the selective and rigorous generation and application of state-of-the-art, validated knowledge for practical defence and security purposes.  

		embraces scientific research, technology development and a range of related scientific activities that include operational research and analysis, synthesis, integration and validation of knowledge derived through the scientific method.  

		is broadly inclusive of the physical, engineering, information, human, medical and social sciences, and their inter-relationships.



		technology development

		development of equipment, systems and platforms

		Concept Development and Experimentation

		Research and Technology



NATO Science and Technology and ...
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Motivation for S&T in the NATO Framework

		helps ensure operational success while saving lives

		Helps achieve interoperability

		provides a trans-Atlantic platform for S&T cooperation

		alleviates disparity among Nations

		mitigates threats

		provides for more efficient use of national resources

		engages the international industrial base

		helps influence Nations’ S&T investments

		Improves exploitation of S&T expertise, products and advice



NATO participates in, and funds collaborative S&T because it:

The Nations and partners participate in, and fund collaborative S&T for these same reasons, plus it:

		informs the national defence and security S&T context

		accesses a large and credible peer scientific network

		develops national S&T experts

		helps socialize and disseminate important new ideas

		provides a launching pad for bilateral and multilateral S&T

		avoids issues surrounding proprietary information



		those that enable NATO owned capabilities, e.g. C4ISR

		operational research and analysis

		those where the use of NATO common funding is justified by the breadth of national defence and security capabilities that are positively impacted.



NATO invests in and sustains in-house S&T capabilities and programmes including:
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NSTE Mission 

	NATO S&T positions the Nations’ and NATO’s S&T investments to be a strategic enabler of the knowledge and technology advantage for the defence and security posture of the Nations, NATO and partners, by:

Conducting collaborative NATO S&T that augments and leverages the Nations’ and partners’ S&T capabilities and programmes in support of NATO’s objectives.

Contributing to NATO’s ability to enable and influence Nations’ and partners’ defence and security capability and equipment development and threat mitigation.

Informing and enabling the conception, validation, demonstration and development of NATO-owned and multi-national capabilities.





*



NSTE Measurement of Value

		The NSTE augments the Nations’ S&T investments.

		The NSTE should enable the Nations and partners to leverage their collective S&T programs and investments.  It should help develop the Nations’ S&T capabilities in areas critical to the nations and NATO, including their S&T people, their competencies, tools, ideas and networks.

		The NSTE helps NATO assist Nations’ capability-building efforts.

		The NSTE should help build coherence and synergy among the nations’ S&T investments with the Nations’ and with NATO needs.  It should couple the expertise, knowledge, technology and advice resident in the national S&T communities and programmes to NATO organizations to help conceive, build and sustain defence and security capabilities, to identify and mitigate emerging threats, to position strategic and operational thinking for the future and to meet partnership and consultation objectives. 

		The NSTE helps NATO develop NATO-owned capabilities.

		The NSTE should help with the conception, development, acquisition and through-life ownership of specific capabilities owned by NATO, through the pull-through of national S&T results.



The manner in which the Nations measure the value of their national S&T investments varies greatly across the NATO and partner nations.  Therefore, each Nation will derive value from the NSTE in a manner that is specific to the individual national context.
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NSTE Means: Roles





		Bring scientifically derived knowledge and technology to bear on the definition, development, improvement and/or evaluation of defence and security capabilities of the Nations, NATO and partners, from the short term to the long term.

		Contribute to NATO consultation and partnerships objectives through the conduct of cooperative S&T activities between the Alliance and partner Nations, enhancing the security dialogue and cooperation thus building confidence and mitigating threats.

		Provide evidence-based knowledge, analysis and advice to contribute to NATO strategic and operational thinking and decision making.
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NSTE Means: Deliverables

Contribute to interoperability solutions and standardization.

Assess, mature, demonstrate, position and transition technologies.

Anticipate, assess and give advice on the implications of emerging and potentially disruptive technologies.

Provide knowledge, operational analysis and advice to support strategic and operational decisions, and to contribute to strategy and policy development.

Inform force generation and employment (human factors, systems and policy).

Support capability development processes.

Contribute to confidence building and threat mitigation to address security needs. 





*



NSTE Means: Members and Linkages 

	The NSTE consists of a federation of networks, leveraging webs of expertise developed over many years and consisting of experts from NATO and, predominantly, the Nations with national and NATO customers. The NSTE brings together the following entities:

S&T Providers – RTO, SPSP, MAGs, COMEDS, NC3A, NIAG, VKI and NURC.

S&T Customers – ACT, MAGs, NSA, NIAG, COMEDS, ESCD, DI, PDD and NC3A. These are key stakeholders that exploit S&T results within the NATO framework. 



	... and with strong linkages to external S&T providers and with multiple feedback loops.
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NSTE Means: Enablers 

		NATO S&T Collaboration Infrastructure

		NATO suite of legal and policy instruments

		Knowledge brokers

		Executive Support
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NATO Research and Technology Board



Research and Technology Priorities
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Priorities for the RTB (2010 Release):

Research and Technology Priorities

NATO Long Term Capability Requirements

RTB R&T 

Hard Problems

RTB Emerged/Emerging Disruptive Technologies

RTB to Identify ... 

... RTO to exercise leadership 

RTB to Identify ... 

... RTO to exercise leadership 

... RTO to exercise leadership 

ACT to define, CNAD to assign ... 

RTB R&T Priorities 

2010 Release: 

13 RTHPs 

2010 Release:

19 E2DTs 

2010 Release: 

RTO leads 7 LTCRs
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RTB Priorities (2010 Release): NATO LTCRs

Enhanced Human Performance 

	Increasing the performance and endurance of personnel during operations.  HFM (Lead),  AVT, SET

Language Translation 

	Providing real-time audio and textual language translation. IST (Lead), HFM

Improved Modelling and Simulation 

	Realistic computer modeling and simulation to support military operations, training, experimentation, decision making and comprehensive planning. NMSG (Lead)

Planning and Decision Support

	Planning and decision support to improve feedback to decision-makers. SAS (Lead), HFM, NMSG, IST  

Systems Analysis and Knowledge Development

	Building a holistic knowledge base of the operational environment and identifying a potential adversary’s strengths, vulnerabilities and potential behavior. SAS (Lead), HFM, IST

Space Capability Preservation

	Preserving space as a sanctuary for NATO assets. SCI (Lead), AVT, SET

Counter Improvised Explosive Devices

	Countering IED threat at any point in the life cycle. SET (Lead), SAS, AVT, IST, SCI





IST Lead

IST Supporting
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RTB Priorities (2010 Release): RTHPs

Minimize fratricide and collateral damage in joint fires 

Achieve asymmetric advantage by small unit operations

Reduce the burden on the dismounted soldier

Enable Command Interoperability

Prepare and sustain the Force

Improve air assets survivability

Defeat the CBRNE terrorist threat

Protect Critical Information Infrastructure

Deliver persistent ISR in a Counter Insurgency/ Counter Terrorism context

Enable a comprehensive approach which minimizes use of force

Integrate autonomous intelligent systems into the battlespace

Find “greener” solutions to address environmental pressures

Mitigate energy scarcity





IST Lead

IST Supporting
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RTB Priorities (2010 Release): RTHPs

3.	Reduce the burden on the dismounted soldier

	Substantial reduction is needed not only to undertake missions effectively and quickly, but also to address the morale and recruitment impact of carrying heavy loads. HFM Lead, SCI, SET, IST, SAS

4.	Enable Command Interoperability 

	Identify the key barriers and propose approaches to augment interoperability in the command of NATO forces, particularly in the conduct of complex missions. IST Lead, HFM, NMSG, SAS, SCI, SET

8.	Protect Critical Information Infrastructure

	Enhance the Nations’ abilities to reduce the vulnerability and enhance resilience of information infrastructure, including cyber security, to both present and forecast future threats. IST Lead, SCI, SET 

9.	Deliver persistent ISR in a Counter Insurgency / Counter Terrorism context

	Improve understanding of the factors shaping effective, integrated ISR for maintaining Situational and Domain Awareness in complex COIN/CT operations. SCI Lead, IST, SET, SAS

11.	Integrate autonomous intelligent systems into the battle space

	Integration in the battlefield of systems with increased intelligent autonomy including unmanned systems. SCI Lead, AVT, HFM, IST, NMSG, SAS, SET
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RTB Priorities (2010 Release): E2DTs

Quantum  Capabilities 

Autonomous Intelligent Technologies

Ubiquitous Wireless Networking Technologies

Sensing Technologies (Hyper-Spectral, Tera-Hertz)

Low Cost Night Vision (Solid State Silicon Technology at Room Temperature)

Directed Energy Technologies

Micro-Satellites

Virtual and Augmented Reality and Cognitive Interfaces

Technologies for Non-Conventional Weapons

Smart Materials 

Nano-robotics (Molecular-Based Nanotechnology)

High-Temperature Super Conduction

Power Sources and Storage

Biology-Based Solutions (Biometrics, Biomimetics, Bio-Signatures)

Medical Advances from Biological Sciences

Internet-Enabled Social Networking

Hypersonic Vehicles and Propulsion

Miniaturization Enabled Electronic Technologies

Stealth/Counter Stealth Technologies





IST Lead

IST Supporting
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RTB Priorities (2010 Release): E2DTs

1.	Quantum  Capabilities 

	Includes basic quantum science as well as applied technology such as cryptography and computing). Emerging, highly disruptive, both positive and negative effects. IST Lead, SET 

3.	Ubiquitous Wireless Networking Technologies

	Rapidly evolving commercial/industrial community with dual use potential including internet exploitation. Ad hoc Mobile element is the important part. Emerging – technology may be ready but we cannot yet take advantage of it. Positive and negative effects (more so on the negative). IST Lead, SET 

7. 	Micro-Satellites 

	Universal access to space enabled by technologies that allow for inexpensive imaging satellites capable of 1-2 m resolution (includes both low cost low and high earth orbit launches). Spacecraft of a few centimetres in size and a few hundred grams in mass are on the horizon allowing for functional “clusters or swarms” as simple sensors, networks or persistent surveillance capabilities. Emerging – long term – next level of situational awareness. Requires Launch Capability - impacts whether it is positive or negative. Inexpensive and quick launch capability would make this disruptive. Probably more positive than negative depending on the capability. SCI Lead, AVT/IST/SET 

Continued ...
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RTB Priorities (2010 Release): E2DTs

8.	Virtual and Augmented Reality and Cognitive Interfaces 

	Virtual Reality: The use of simulation, serious gaming and virtual reality in training systems could reduce costs and provide more ‘realistic’ training.  Virtual reality provides possible venues for Intelligence exploitation. 

	Augmented Reality: Increasingly AR is being considered to enhance training and operations.  Combining the real out-of-the-window with digitized overlay can provide additional immersion in the training, planning and support to operations. 

	Cognitive Interfaces / Neuro Ergonomics / Neuro Interfaces: Use of cognitive neural science for human systems interface design training, leader development. 

	VR: Emerged. AR: Emerging. Positive and negative consequences. HFM Lead, NMSG, IST  

11.	Nano-robotics (Molecular-Based Nanotechnology)

	Development of molecular-based nano-elements will enhance ISR capabilities. SET, SCI, IST

14.	Biology-Based Solutions (Biometrics, Bio-mimetics, Bio-Signatures)

	Technologies that will match sensors with an ability to identify a person by unique physical or behavioural characteristics can increase ability for surveillance. Host of possibilities including broad spectrum gene-based therapies. Bio-behaviour-based autonomous identification of dynamical systems men/machines. Relates to security in general as well as defence. Emerged and emerging. Tracking of individuals could make this highly relevant and disruptive. More positive than negative. HFM Lead, IST, SET

Continued ...
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RTB Priorities (2010 Release): E2DTs

16.	Internet-Enabled Social Networking

	Networking based on information content created by people using highly accessible and scalable publishing technologies. The intention is to facilitate communications, influence and interaction with peers and with public audiences, typically via the Internet and mobile communications networks. Emerged. Potentially highly negative, already being used in a negative way. Also has strong positive impact. Command and control implications. A new use of an existing technology. Countermeasures are very important. Could be very positive if we can harness the negative aspects – prediction, pre-empting. HFM Lead, IMC, NMSG, IST, SAS 





*



Conclusions

		The world is increasingly interdependent, yet increasingly fractured. In this complex & uncertain global environment, S&T can play a key role in enabling the Nations’ Defence and Security posture to respond to rapidly changing circumstances.

		In addition to technology development, Defence & Security S&T must contribute to new concepts, doctrine, human centric issues and socio-economic objectives.

		The NATO S&T Enterprise is a new concept to strengthen the ability of S&T to be a strategic enabler of the knowledge and technology advantage for NATO and the Nations.

		The RTB R&T Priorities provide specific guidance for NATO and Nations’ Science and Technology efforts.
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The dynamic and critical nature of information flow in present and future military operations demands high capacity, reliability, and robustness in the information grid. Current and projected military communication infrastructures, especially at the lowest tactical levels, may not meet requirements due to highly dynamic missions and organizations; complex terrain and topology, high demand for complex services, interoperability, availability and quality. Typical tactical networks are characterized by low bandwidth, variable throughput, unreliable connectivity and energy constraints imposed by radio channels and mobile operations. Many research and standardization efforts have been undertaken in the commercial market aimed at delivering new capabilities to mobile users and improving performance of wireless communication networks. Direct implementation of these solutions in tactical environments is limited due to specific military requirements related to interoperability, accessibility, security, mobility, flexibility, and more. This situation calls for detailed examination of already existing and emerging technologies, ongoing research efforts, as well as development and documentation of effective tactics, techniques and procedures that fully support the deployment of tactical communication networks which operate in a fashion that enables Network Centric Operations.
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