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BACKGROUND

This report presents an
ethnographic analysis of a popular
virtual social environment, Second
Life, as the second part of a larger
effort to study the impact of
involvement in cyberculture on
personnel security and safety
outcomes. Research has shown
that traits and behaviors that
individuals take on online can spill
over into their offline lives, which
could be of concern to the extent
that their online behavior
demonstrates poor judgment
and/or undermines their
reliability. The current personnel
security vetting process focuses on
behaviors that occur in the real
world, without explicitly
addressing how cyber world
activities can be associated with
many national security concerns.
The present study contains
implications for how to address
the risks stemming from
problematic cyber involvement
during investigative, adjudicative,
and continuing evaluation phases.

HIGHLIGHTS

This study sought to identify and
describe behaviors of personnel
security concern that individuals
exhibit in Second Life and develop a
typology for distinguishing between
innocuous and problematic use of this
cyber environment. Several immersive
ethnographic methods were used,
including participation observation,
group discussions, and one-on-one
interviews with 148 Second Life users
who resembled the demographics of
clearance holders. The reported
findings include a description of
behaviors of potential concern per the
Adjudicative Guidelines for
Determining Eligibility for Access to
Classified Information, a set of case
studies that outline the behaviors of
actual users, and a framework of user
personas that attempts to distinguish
between innocuous use of no
apparent security concern from
problematic use that may pose risks
to national security. This information
contributes to the considerations
necessary for updating personnel
security policy.
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PREFACE

PREFACE

The present report is the second part of PERSEREC’s Cyberculture and Personnel
Security effort to study the impact of participation in cyber activities on outcomes of
relevance to personnel safety and security. Today society’s growing, and at times
exclusive, reliance on computer technology for communication, entertainment, and
business has created new risks that are left unaddressed by the current personnel
security clearance vetting process. What may not be well understood by the
personnel security community is that many online environments such as Second
Life offer an alternative context for the occurrence of nearly all disqualifying
behaviors described in the national Adjudicative Guidelines, yet in most situations,
prospective and current clearance holders’ cyber activities do not come to light
during background investigation, adjudication, and continuous evaluation phases.
Moreover, personnel’s activities in the cyber world may negatively affect their
judgment, day-to-day interactions, and relationships in the real world, though
these spillover effects are still poorly understood. This report stands out for its use
of immersive ethnographic methods to study the impact of cyber activities on day-
to-day personal and workplace lives of users who resemble clearance holders.
Although conclusions from this study are preliminary given the lack of rigorous
research in this area and small sample size, its findings suggest specific emerging
areas and outcomes of concern that need to be addressed through updated
investigative and adjudicative policy. These findings may be of particular interest to
members of the personnel security community involved with workforce training
about safe participation in cyber environments, as well as crafting new policies for
dealing with these major cultural changes.

James A. Riedel
Director






EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

PROJECT OVERVIEW

This report represents the second part of a larger effort to understand the effects of
active involvement in cyberculture on workplace behavior, reliability, security, and
personnel safety. Cyberculture involves the use and increased reliance on computer
networks for communication, entertainment, work, and business and has a very
strong presence in today’s society. Although the impact of cyberculture on
outcomes of personnel security has not been examined before empirically, research
has shown that behaviors and personality traits that individuals take on in
cyberspace can spill over and affect their behavior in the brick-and mortar-world,
and ultimately, their conduct in the workplace.

The first part of this effort, Report I, set the stage for the Cyber Culture and
Personnel Security Project, outlined reasons for concern, and described presently
actionable findings and strategies. The present report provides results from an
ethnographic investigation of the virtual social environment, Second Life, including
behaviors of security concern that occur there and a typology for distinguishing
between innocuous and problematic user participation. Future research will (1) use
quantitative survey methods to assess how frequently behaviors of security concern
actually occur in actual in potential clearance holders and whether these behaviors
are associated with reduced judgment, reliability, and trustworthiness in the
workplace, and (2) make actionable recommendations for how to address the risks
stemming from problematic cyber participation during investigative, adjudicative,
and continuing evaluation phases.

PROJECT GOALS AND METHODS

The present study of Second Life was conducted in collaboration with two
contracted research staff with expertise in ethnographic research methods and
virtual worlds. The primary goals of this work were to:

(1) Describe behaviors of personnel security concern that individuals exhibit in
Second Life using the Adjudicative Guidelines for Determining the Eligibility for
Access to Classified Information as a framework.

(2) Describe the nature, breadth, and severity of real-life behavioral consequences,
i.e., “spillover,” resulting from involvement in Second Life.

(3) Develop an initial typology framework for distinguishing between innocuous and
problematic forms of participation in Second Life.

Immersive ethnographic methods were used to directly interview 68 Second Life
users both inside this virtual environment and in real life regarding their
participation and its impact on their lives. The researchers interviewed another 80
respondents indirectly or through informal discussion groups. They also logged
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EXECUTIVE SUMMARY

approximately 800 hours of participant observation and observation data collection
time. All efforts were made to ensure that interviewed respondents were similar to
actual clearance holders in respect to vital demographics.

FINDINGS

Behaviors of Personnel Security Concern

A number of behaviors observed and reported by participants in Second Life raised
security concerns about the judgment, reliability, and trustworthiness of
individuals who participate in them. Not all of these behaviors dealt with personnel
security outcomes, and a number of them concerned broader suitability issues, as
well as health-related concerns which could affect personnel’s ability to perform
their day-to-day work tasks. These health-related issues are particularly salient for
personnel who occupy sensitive positions with additional requirements (e.g., DoD’s
Personnel Reliability Program positions). The identified behaviors can be grouped
into four categories, which are described below:

Behaviors That Can be Used to Negatively Influence Personnel

A core concern for personnel security is that individuals might become targets for
blackmail or influence by foreign or domestic agents who are trying to gather
intelligence about the United States. In many cases, it only takes a small amount of
detective work to figure out Second Life users’ real-life identities, which can be
pieced together from chats with them, user profiles, and information available via
the web (e.g., search engines, social media and professional websites, etc.). The
bulk of these behaviors concerns sexual and criminal activities, but they also
include contact with foreign individuals or organizations and associations with
extremist groups, which could open up avenues for foreign and ideological
influence. Although behaviors in this category are limited to the virtual realm and
lack direct physical contact, they can make individuals just as vulnerable to
blackmail as real-world behaviors. Also, sometimes the behaviors listed below can
translate into real-life encounters.

Behaviors That Compromise Performance and Reliability in the Workplace

Behaviors in this category concern the relationship between participation in Second
Life and workplace performance and reliability. Individuals who spend excessive
time in-world also reported having a poor sleep schedule, skipping work, having a
difficult time focusing on work tasks, and even attempting to access Second Life
while at work. These behaviors would be a security risk for jobs demanding a
superior ability to sustain cognitive focus on tasks (e.g., working with nuclear
materials or weapons). This category also includes behaviors that involve illegal
computer activities and violations of personal conduct in Second Life. It is plausible
that individuals who abuse Second Life’s Information Technology (IT) infrastructure
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in-world would also have a difficult time complying with IT rules and regulations in
the workplace.

Behaviors That Undermine Mental and Physical Health

Disturbed mental health could cause a significant deficit to an individual’s
psychological, social and occupational functioning. Compulsive cyber use surfaced
as one of the most prominent concerns in this category. This condition is
behaviorally similar to other forms of addiction (e.g., alcohol, drugs, etc.), and in the
present context involves such features as excessive use of Second Life, withdrawal
symptoms when the Second Life access is inaccessible, build-up of tolerance
including the need for more hours in-world, and negative social and occupational
consequences. It cannot be concluded that the participants in the present study
met the clinical criteria for compulsive cyber use, but they exhibited the symptoms
of this condition. This category also includes behaviors associated with undermined
physical health. While not a security risk, poor physical health may be a safety risk
for all personnel, and particularly, those who occupy positions affording assess to
certain critical materials, (i.e., nuclear materials, biological select agents, etc.)

Behaviors That Interfere with Real-World Functioning and Relationships

Many behaviors that exist in Second Life may not directly affect work performance
or health-related quality of life, but they can negatively affect users’ functioning in
the brick-and-mortar world and their relationships with friends, coworkers, and
family members. Findings from the present study show that problematic Second
Life involvement can break up relationships and marriages and result in neglect of
spouses, children, and friends. It is of potential concern that over time some
individuals may start replacing their real-world connections with virtual
connections and fully disconnect from society. Their real-life emotional safety net
may diminish in favor of one that exists in cyber space. Behaviors in this category
therefore focus on consequences of problematic Second Life use on real-world
functioning and relationships.

CASE STUDIES

A set of case studies was developed on the basis of extensive one-on-one interviews
with a subset of the participants. These case studies provide insight into the impact
of Second Life involvement on respondents’ real-world functioning, relationships,
work life, mental health, and physical health. They suggest that we may be able to
determine whether personnel are engaged in innocuous versus problematic use
based on the functional role that Second Life plays in their life. The three functional
roles that were identified included: (1) using Second Life as a tool for enhancing real
life, (2) using Second Life as a temporary escape from real life, and (3) using Second
Life as a replacement for real life.

ix
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PERSONAS

The present ethnography identified five original personas that best capture and
describe the wide range of Second Life users: Reckless Risk Takers, Escapists,
Substitutes, Explorers, and Enhancers. Reckless Risk Takers use Second Life to
partake in risky behaviors, both in terms of the potential harm of these behaviors to
their own health and functioning, and the potential damage to their image if others
find out about these behaviors. Escapists use Second Life to avoid their real-life
problems. They neglect themselves, their families, and jobs and use Second Life
much like a functional alcoholic uses alcohol. Substitutes use Second Life in place
of television, hobbies, or even participation in nonmainstream sexual activities that
may be difficult to satisfy in real life. Explorers use Second Life as a tool for
discovering new places and experiences that are not readily accessible in real life.
Finally, Enhancers fall into the group that is of least concern and seemingly the
least frequently encountered in Second Life. They use Second Life as a tool for being
more productive in real life.

IMPLICATIONS AND INITIAL RECOMMENDATIONS

The present ethnography contains implications for revising the personnel security
vetting and continuous evaluation process in three important ways.

(1) Update Definition of Contact in Adjudicative Guidelines. The national
Adjudicative Guidelines currently focus exclusively on behaviors that occur in
the real world, without recognizing that the cyber world involves activities
associated with nearly all of the concerns described in the guidelines. The lives
that individuals build and lead in virtual worlds such as Second Life have very
real consequences for their health, job performance, and real-world functioning.
It is time to reevaluate and expand the definitions of contact, outside experience
and activities for the purposes of defining a behavior as potentially adverse, and
also update both the investigative standards and the adjudicative guidelines to
reflect the changing security risks resulting from involvement in virtual realities.

(2) Educate Personnel How to Avoid Risks. The present findings can educate
personnel who desire to participate in virtual realities but do not understand
the potential risks for the workplace and real-life functioning. Personnel
education can be accomplished by providing informational materials or
developing an online training module on the potential risks to performance in
the workplace, physical and mental health, and real-life functioning. The
training materials should also provide strategies for how to avoid these risks
and participate in virtual realities in a safe and productive manner.

(3) Implement Peer Reporting Systems. Problematic cyber involvement may be
difficult to detect through self-reports or automated checks, so peer reporting
may play a vital role in its identification. Personnel should therefore be taught
how to distinguish signs of problematic cyber use from routine or healthy cyber
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involvement in their colleagues and how to appropriately report these
indicators. Previous research has shown that employees are reluctant to report
coworker behavior that isn’t directly associated with national security, and
without adequate education, cyber use may fall into this category. Personnel
education will therefore be a crucial first step before peer reporting can be
successfully implemented.
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INTRODUCTION

INTRODUCTION

PROJECT DESCRIPTION

This report describes the findings from an ethnographic investigation of the virtual
social environment, Second Life. It is the second part of the Defense Personnel
Security Research Center’s (PERSEREC) larger effort to investigate the effects of
active involvement in cyber activities on outcomes of high relevance to national
security, i.e., workplace behavior, reliability, security, and personnel safety. The
first report set the stage by outlining the goals of the project, presenting an
overview of how broader cyber security issues interact with the interests of
personnel security, and summarizing a wide range of literature on the potential
consequences participation in cyber environments. Building on the first two
projects, additional planned research will assess how frequently clearance holders
participate in cyber behaviors of potential security concern, and provide specific
recommendations on cyber environments for policy makers, investigators, and
adjudicators. This work is distinct from a separate PERSEREC research effort that
is seeking to determine appropriate policies and practices for vetting cyber behavior
of subjects who are under consideration for new or continued national security
positions (IACP, 2010). Taken together, these projects support PERSEREC’s
mission of strengthening Department of Defense’s (DoD) personnel security
clearance system by evaluating new threats introduced by cyber participation.

Ethnographies are a popular tool for exploring unknown cultures, and although
they have been used to study Second Life in the past (e.g., Boellstorff, 2008), none
have examined this cyber environment in the context of potential personnel security
risks. The ethnographic method involves examining the cultural norms,
perspectives, and characteristics of the culture in question through extensive
observations and interviews, and then formulating descriptive statements about the
lives of its natives. This approach was chosen in lieu of a more quantitative survey
method due to its appropriateness for the study of new cultures. It was reasoned
that once a qualitative description of potential risks endemic to Second Life and
other cyber environments is established, survey methods can be used, as the next
step, to understand how prevalent these behaviors are in clearance holders.

The present study of Second Life had three main goals:

(1) Describe behaviors of personnel security concern that individuals exhibit in
Second Life using the Adjudicative Guidelines for Determining the Eligibility for
Access to Classified Information as a framework.

(2) Describe the nature, breadth, and severity of real-life behavioral consequences,
i.e., “spillover,” resulting from involvement in Second Life.

(3) Develop an initial typology framework for distinguishing between innocuous and
problematic forms of participation in Second Life.
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THE ADJUDICATIVE GUIDELINES

The Adjudicative Guidelines for Determining the Eligibility for Access to Classified
Information, which will be referred to as Adjudicative Guidelines from here on, are
the guiding framework for understanding behaviors of security concern considered
during investigations, adjudications, and adverse actions (e.g., the approval or
revocation of a clearance). The Adjudicative Guidelines apply to any United States
government personnel or contractors requiring access to classified information.
They include 13 criteria that are considered during the adjudicative process, which
is an examination of a person of interest’s life in sufficient duration and depth to
understand the nuances of their behaviors, both positive and negative, and make a
decision regarding that individual’s continued or pending access to classified
information.

Second Life is a virtual social environment that parallels the real world in many
respects, and so it can be a new context for behaviors of potential concern
described in the Adjudicative Guidelines. The only key difference is that virtual
environments lack the physical contact present in real life. In order to maximize the
relevance of this research to the needs of personnel security community, the
researchers decided to use the guidelines as a framework for understanding
security risk in Second Life and organizing study results. Paraphrased descriptions
of the 13 guidelines are provided below:

Guideline A: Allegiance to the United States. An individual must have
unquestioned allegiance to the United States. Allegiance is compromised when
an individual uses force or violence in seeking to overthrow or influence the
United States government, prevent others from exercising their constitutional
rights, or deliberately harm the United States. Actions that could harm United
States national security include espionage, sabotage, sedition, terrorism, and
treason.

Guideline B: Foreign Influence. An individual’s foreign family members or
other individuals to whom he or she is bound by affection should not create the
potential for foreign influence. Foreign contacts may be a security concern if the
individual has divided loyalties or foreign financial interests, or is vulnerable to
pressure or coercion by a foreign person, group, organization, or government in
a manner inconsistent with United States interests.

Guideline C: Foreign Preference. An individual’s actions should not indicate a
preference for a foreign country over the United States. Individuals who display
foreign preference to another country may be prone to provide information or
make decisions that are harmful to the interests of the United States. Examples
of foreign preference include residence in a foreign country to meet citizenship
requirements, possession of a current foreign passport, military service in a
foreign country, and receipt of retirement benefits from a foreign country.

Guideline D: Sexual Behavior. An individual’s sexual behavior should not leave
him or her open to undue influence, exploitation, or duress. Sexual behavior
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that reflects a lack of judgment or discretion, involves criminal offenses, or
indicates a personality or emotional disorder can raise questions about an
individual’s reliability, trustworthiness and ability to protect classified
information. Additionally, sexual relationships with foreign nationals can be a
counterintelligence concern.

Guideline E: Personal Conduct. An individual’s conduct should not reflect
questionable judgment, untrustworthiness, unreliability, lack of candor,
dishonesty, or unwillingness to comply with rules and regulations. Failure to
cooperate with the security clearance process, including but not limited to
failure to meet with a security investigator for a subject interview, omitting,
concealing, or falsifying information on security forms, and providing inaccurate
and dishonest answers to security officials can constitute a violation of personal
conduct.

Guideline F: Financial Considerations. An individual should not place himself
or herself at risk for becoming financially overextended. Failure or inability to
live within one’s means, satisfy debts, and meet financial obligations may
indicate poor self-control, lack of judgment, or unwillingness to abide by rules
and regulations, all of which can raise concerns about an individual’s reliability,
trustworthiness and ability to protect classified information. Financial stress
can also make individuals more susceptible to outside influence.

Guideline G: Alcohol Consumption. An individual should not excessively
consume alcohol to the detriment of judgment, character, or activities, which
can lead to the exercise of questionable judgment or failure to control impulses,
and can raise questions about an individual’s ability to protect classified
information.

Guideline H: Drug Involvement: An individual should not be illegally or
improperly involved with drugs. Use of illegal drugs or misuse of prescription
drugs can raise questions about an individual’s ability or willingness to comply
with laws, rules, and regulations, as well as his or her social and occupational
functioning in the society.

Guideline I: Psychological Conditions. An individual should not suffer from
an emotional, mental, or personality condition that causes a significant deficit
in his or her psychological, social, and occupational functioning and creates a
risk for disclosing classified information. A formal diagnosis of a disorder is not
required for there to be a concern under this guideline. Abnormal or bizarre
behavior and failure to follow medical advice can both indicate the presence of a
psychological condition.

Guideline J: Criminal Conduct. An individual should not have a history or
pattern of criminal conduct that casts doubt on his or her judgment, reliability,
and trustworthiness. Criminal conduct calls into question a person’s ability or
willingness to comply with laws, rules and regulations, and may indicate that he
or she is likely to commit future criminal behavior. It is important to remember
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that a clean criminal record does not mean an absence of criminal behavior in
the individual’s past.

Guideline K: Handling Protected Information. An individual should not,
through neglect or premeditation, fail to comply with rules and regulations that
protect classified information. Deliberate or negligent failure to protect classified
or sensitive information raises doubts about an individual’s trustworthiness,
judgment, reliability or willingness and ability to safeguard such information,
and should be treated as a serious security concern.

Guideline L: Outside Activities. An individual should not be involved with
employment or volunteer activities that reflect a conflict of interest with security
responsibilities and could create an increased risk of unauthorized disclosure of
classified information. Of particular concern are outside activities with the
government of a foreign country or a foreign organization.

Guideline M: Use of Information Technology Systems. An individual should
not fail to comply with rules and regulations pertaining to Information
Technology (IT) systems. Noncompliance may raise security concerns about an
individual’s reliability and trustworthiness, questioning his or her willingness
and ability to properly protect sensitive systems, networks, and information. IT
systems include all related computer hardware, software, firmware, and data
used for the communication, transmission, processing, manipulation, storage,
or protection of information.

All of the Guidelines except for G (Alcohol Consumption) and H (Drug Involvement)
were considered in the present research, as it was determined that behaviors in the
virtual world cannot involve substance abuse. It should also be noted that at the
present moment the Office of the Director of National Intelligence is spearheading
an effort to revise the current framework of Adjudicative Guidelines. Interested
readers should refer to Kehoe’s (2009) report to learn more about the scope and
resultant recommendations from this project.

VIRTUAL ENVIRONMENTS AND THEIR PLACE IN CULTURE

Virtual environments are becoming an increasingly popular way for ordinary people
to spend their time. They have many uses beyond entertainment, including being a
popular tool for business, education, socialization, and even therapy (Mennecke et
al., 2008). A key feature of virtual environments is that they function as a
persistent universe that continues to exist even when users are offline. Other
individuals who are online are able to manipulate surroundings and develop
relationships, thereby changing the characteristics of the world while the users are
away from their computer. The persistent universe feature provides users with a
more immersive experience than the more static online games, stimulating in them
feelings of realism and intense engagement (Meadows, 2008). Another feature that
users particularly enjoy is the ability to construct their own virtual representation
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or avatar. Their avatar becomes a vital extension of their real-world persona and
can take on many different forms (Castronova, 2007).

There two primary types of virtual environments are online multiplayer games and
virtual social environments (Meadows, 2008). Even though many participants in
online multiplayer games use them for general social purposes, they have targeted
objectives that players must achieve to in order to progress to the next level, such
as finding an object or winning a war, and the game developer is the main driver
behind creating the rules, objectives, and the appearance of the world. Examples of
popular online multiplayer games include World of Warcraft, EVE Online, and
Everquest. In contrast, the rules, objectives, and appearance of virtual social
environments are largely defined by the users who reside within them. Often, the
developer merely provides the platform on which the social environment resides and
offers users tools for developing their avatars and physical content. Examples of
commonly inhabited virtual social environments include Second Life, Active Worlds,
and Kaneva. Second Life was chosen as the setting for the present ethnographic
investigation due to its diversity, mass appeal and popularity among users.

Second Life was developed in 2003 by Linden Lab as a virtual 3D social
environment, and its users are called residents. After downloading the Second Life
viewer and logging on to its software platform or grid, residents can interact with
each other using avatars that they create and customize based on their personal
preferences. Residents use the Second Life grid to interact, socialize, buy and sell
virtual property, participate in groups and activities, and use the platform’s
creativity tools to build or modify objects and create virtual art. Although some
casual observers perceive Second Life to be just a fantasy-filled game, it has a wide
range of real-world productivity activities (e.g., virtual meetings, virtual classrooms,
product design, etc.), and can be a very real part of some users’ daily existence,
involving activities that are inextricably intertwined with their real life, even if a
user attempts to keep the two separate (Boellstorff, 2008).

Second Life also supports its own virtual economy where the official currency, the
Linden Dollar or $L, can be traded for real-life money using the Linden Dollar
Exchange. The Linden market, which can be tracked at the LindeX™ Market Data,
handles currencies from all over the world including the United States Dollars,
Euros, British Pounds, Polish Zlotys, Swedish Kronas, Swiss Francs, Japanese
Yens, and others. What is essential to understand is that real-life money is
converted to a common currency to generate a world-wide economy that is specific
to Second Life and its users (Castronova, 2005; Taylor, 2006). Users can, however,
convert Linden Dollars they receive or earn in Second Life to real-world national
currencies. For additional background information on Second Life, please refer to
the first report in the present series entitled Cyberculture and Personnel Security:
Report I — Orientation, Concerns and Needs (Leggitt, Shechter, & Lang, 2011).
Furthermore, a glossary of common Second Life terms used throughout this report
can be found in Appendix A.



INTRODUCTION

Second Life presents three major concerns for personnel security. First, Second Life
may allow and enable various adverse or disqualifying behaviors specified in the
Adjudicative Guidelines, which at times may be illegal. Second, because these
behaviors are occurring in an anonymous and essentially untraceable domain, they
will likely not emerge during current background investigations, be detected during
automated checks, or be reported through listed or developed references. Third,
users’ behavior and activities that take place in a virtual world may ultimately affect
their job performance, physical and mental health, and real-world functioning by
spilling over into their thoughts, feelings, and behavior in the brick-and-mortar
world. Detriments to these key areas may undermine an individual’s judgment,
reliability, and trustworthiness and make him or her unfit to handle classified
information.

Of course, Second Life involvement may also lead to positive benefits and
experiences, which should not be ignored, but are not the primary focus of this
report. Second Life offers many exciting opportunities to its users that may not be
readily available in real life, including virtual travel to new countries, expansion of
their social circle, and exercise of their imagination to the fullest extent possible.
Residents can also use Second Life to make positive changes in how they relate to
others in the real world by practicing positive social behaviors in-world first before
trying them out in the real world. For example, introverted individuals who
experience anxiety during social interactions in the real world can practice starting
conversations and developing friendships in Second Life. After a while, they may
begin feeling less social anxiety about real-world interactions. Finally, Second Life
can be a great educational tool for distance learning, museum-style exhibits,
training, or simply as an interactive supplement to traditional classroom learning.

CONTENTS OF THE REPORT

This report presents the findings from a 5-month extensive ethnographic
investigation into (1) the behaviors of potential security concern that occur within
Second Life, and (2) the real-life behavioral spillover resulting from one’s
involvement in Second Life that may affect individuals’ job performance, physical
and mental health, and real-world functioning. The method overview section
provides full details regarding identification and recruitment of study participants
and the data collection techniques that were employed to learn about their
involvement in Second Life.

The report is organized into four major sections:

(1) Section 1: Behaviors of Personnel Security Concern — the first section identifies
the breadth of Second Life behaviors that may be of personnel security concern
for each of the relevant Adjudicative Guidelines, and then provides a summary
framework that organizes the identified behaviors into four descriptive
categories. A small number of the included behaviors raised questions about
personnel’s ability to function adaptively in the workplace and in the real world.
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(3)

(4)

INTRODUCTION

Although not viewed as security risks, these behaviors may undermine
employees’ ability to perform their job, and would be especially maladaptive for
individuals who occupy certain sensitive positions with additional requirements
(e.g., requiring superior physical health, sustained vigilance, etc).

Section 2: Case Studies — the second section presents 10 case studies that focus
on real-life effects of participation in Second Life. They are based on real-world
interviews with Second Life residents. These case studies illustrate the
experiences of regular Second Life users, and contribute to understanding of
both the antecedents and the real-life effects of potentially problematic Second
Life involvement.

Section 3: Personas — the third section provides a typology that classifies Second
Life residents into five personas. The persona categories are based on residents’
patterns of Second Life use and potential for personnel security concern.

Section 4: General Discussion and Recommendations — the fourth and final
section provides a summary of all study findings and contains preliminary
recommendations for revising the personnel security vetting process based on
the results of the present study.



METHOD OVERVIEW

METHOD OVERVIEW

INTRODUCTION TO ETHNOGRAPHIC FIELDWORK

The earliest example of an anthropologist helping DoD fulfill its mission was Ruth
Benedict’s contribution to the World War II effort. Benedict was a cultural
anthropologist who used her ethnographic skills to research both Japanese and
German cultures during the war and provide the United States government with
information that allowed military and diplomatic personnel to achieve their goals by
increasing their effectiveness within these cultures. In fact, it was Benedict’s
recommendation to President Franklin D. Roosevelt that allowed the Emperor of
Japan to retain his role after the country’s surrender, which was later recognized as
a key element in supporting United States interests in the region (Barfield, 1997).

One of anthropology’s guiding principles is the concept of cultural relativism. This
principle states that an individual or group’s behaviors and beliefs should be
interpreted through the lens of their own culture, and not from a biased viewpoint
of an outsider. Behaviors are examined in their own merit and from a perspective
untarnished by value judgments, stereotypes, and what we already know about
other cultures. A culturally relativistic approach is particularly essential for the
study of new or largely unfamiliar cultures, such as Second Life, as this
environment involves norms, beliefs, and behaviors that need to be understood in
their own right.

The purpose of utilizing ethnographic techniques is to understand the cultural
norms, perspectives, characteristics, and patterns of the cultural system in
question and to understand these factors from the perspective of a member of the
group. Ervin (2000) describes ethnographic fieldwork as an “omnibus strategy,”
where a variety of information-gathering techniques that are culturally appropriate
for the research objective and the culture in question are employed. Observational
methods in anthropology occur on a continuum, from passive observation to
immersive participation in a culture. A variety of interview strategies are utilized,
including lengthy, open-ended interviews with key respondents; informal
conversations with representative samples of informants; and more structured,
timed group discussions. In addition to the observation and interviews,
ethnographic fieldwork can include formal exercises, such as getting respondents’
individual feedback regarding representative photographs or quotes or collecting
data about their material culture, such as inventorying a respondent’s belongings
for a particular research objective.

Ethnographic fieldwork is extremely useful in the early phases of the research
process, when the objective is to explore a new culture and describe its prominent
behaviors. This approach can yield rich data that can complement the data
gathered through traditional survey methods. Anthropologists are trained observers
of human behavior, and although the samples they work with are not truly random
or representative, they typically try to observe and interview a broad cross-section
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of informants. Importantly, an anthropologist strives to remain as unbiased as
possible when making behavioral observations and drawing judgments, and has no
inherent motivation to sway the results in a particular direction. Ultimately, survey
methods also have an important place in the research cycle, and they are useful at
later stages for determining the quantitative prevalence of specific behaviors and
cultural patterns (e.g., how many hours a day a user spends in Second Life). In
contrast, ethnographic methods are useful in the early phases of the research
process, when the objective is to explore a new culture and develop a rich
understanding of the behaviors endemic to it.

RESEARCH PARTICIPANTS

Study participants were recruited from the general pool of Second Life users,
however all efforts were made to ensure that the final sample resembled cleared
personnel as closely as possible. This sampling strategy had one primary
advantage. Actual clearance holders might potentially be more dishonest about the
nature of their specific activities in Second Life despite being told that their
information will be kept confidential and anonymous. Individuals from the general
population, on the other hand, might be able to talk about compromising behaviors
more openly and honestly. A potential disadvantage of this sampling approach,
however, is that the study findings should be interpreted with caution, as there is
only evidence to say that they primarily apply to potential (versus actual) clearance
holders.

To recruit participants, signs advertising the study were placed in popular Second
Life locations including art galleries, dance clubs, shopping malls, the researchers’
virtual office, and Second Life classified advertisements. By clicking on the signs,
interested participants were able to obtain a copy of a screening questionnaire, fill it
out and return it to the researchers’ virtual representation in Second Life or avatar.
Residents could also obtain a copy of the screening questionnaire by sending an
instant message to the researchers.

The target objective of the screening questionnaire presented in Appendix B was to
determine if potential participants closely resembled the population of clearance
holders in respect to seven key criteria. These criteria included:

Resident had not participated in a Second Life research study in the past six
months.

Resident was 18 years of age or older.

Resident was a citizen of the United States and held no dual citizenship with
any other country.

Resident was either employed full-time, self-employed, unemployed and looking
for work, or a student.

Resident has held, currently holds, or would consider holding a job that
required a background investigation.
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Resident has been spending at least 5 hours a week in Second Life.

Resident has been active in Second Life for at least 3 months.

In addition to these requirements, efforts were made to recruit a diverse sample of
individuals in respect to socioeconomic status, gender, marital status, and
preference for spending in-world time alone vs. with other residents. After analyzing
the responses to the screening questionnaires, researchers contacted eligible
residents and invited them to participate in the study. Of the 166 residents who
applied to participate in the study, 71 met the selection criteria. The recruiting
process took approximately 2 weeks.

RESEARCH PLAN

Consistent with an ethnographic approach, this project used multiple fieldwork
methods of data collection chosen by contracted research staff with expertise in
both ethnographies and data collection in Second Life. Multiple, convergent
methods helped ensure that the gathered information was reliable, valid, and
objective. All data were collected and analyzed by two contracted researchers,
whereas the development of research and interview questions occurred in
collaboration with PERSEREC staff. No Personally Identifying Information (PII) was
collected from any respondent throughout the course of the study, and all avatar
names have been changed to protect their owners’ identities. Although deliberately
not collected, there were situations when participants unintentionally shared PII
with the contracted researchers. To address this issue, the researchers removed
any mention of accidentally shared PII from the data files, transcripts, final
analyses, and the final report that were delivered to the PERSEREC staff.

The ethnographic data collection methods used in this study included:

Participant Observation: Participant observation took place throughout the entire
4-month fieldwork period of the 5-month long project. Participant observation
represents the backbone of the data collection process, as it provides valuable
insight into topics for group discussion sessions and questions for one-on-one
interviews with respondents. The technique allows researchers to immerse
themselves in the culture, clothing, language, location, and behavior of residents
from distinct Second Life sub-cultures. The researchers learned about many
unexpected behaviors that they could not have known existed without participating
in them alongside other Second Life residents.

Observation: Observation is a much more passive data collection method than
participant observation. Observation is frequently employed by researchers who
wish to learn about a particular behavior but choose not to participate in the
behavior themselves. Examples of Second Life behaviors that were only observed
included in-world activities that are illegal in real life, development of romantic
relationships with Second Life residents, and partaking in simulated sexual
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activities in-world. The observation method was also used throughout the entire
study, and was valuable for discovering many unexpected behaviors.

Figure 1: A Group Discussion in Second Life Begins

Sponsored Group Discussions: Group discussion sessions (see Figure 1) allowed
researchers to see how avatars relate and communicate with each other in Second
Life, and how they talk about their real and second lives. In contrast with
observational methods, they provide evidence about levels of personal discomfort
that become evident when residents are probed for real-life information. Group
discussions laid the groundwork for one-on-one interviews by suggesting what
language and approach to use in order to elicit reliable information from the
respondents. Finally, they also serve as a recruitment method for selecting a group
of core respondents for the one-on-one interviews. Six sponsored group discussions
occurred early in the data collection process, each one consisting of three to six
residents who met the selection criteria of the screening questionnaire. A total of 28
residents participated in the group discussions.

All group discussions took place in a private skybox in Second Life to protect the
anonymity of participants. A skybox is a virtual room placed far away from other
users and above the virtual “ground,” so that communication and other activities
cannot be observed by other residents. A field guide was used to direct the flow of
questions asked during the group discussions (see Appendix C). This field guide
consisted of open-ended questions organized around the topical areas of
Adjudicative Guidelines (e.g., cultural identity, financial influences, psychological
conditions, etc.). Although the claims and information provided during group
discussions were not verified, researchers took extra care to substantiate and
double check the information provided by residents who were recruited for
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subsequent interviews. This was accomplished through informal conversations
during which information was double-checked and cross-referenced, and
conversations with residents’ in-world friends.

Full disclosure of project goals and informed consent were obtained from all
participants prior to the start of the group discussions, and participants were free
to leave at any time. The groups followed the text-chat mode of communication
because most Second Life users prefer this method, and all discussion logs were
transferred to a Microsoft Word document immediately after each discussion was
completed. Participants were fully aware that the text-chat was being recorded for
subsequent analyses. Finally, all sponsored group discussions participants were
compensated for their time in Linden dollars (L$), which were deposited into their
Second Life account. Each participant was paid an equivalent of $50 U.S.

Second Life Group Discussions: Researchers also attended 10 Second Life group
discussions that varied in the number of participants. These interactive sessions,
sponsored by Linden Lab, give residents an opportunity to discuss topics of mutual
interest, and they attract a diverse range of avatars. Researchers intentionally
attended discussions focused on real-life-Second Life overlap, which allowed them
to understand how spillover was affecting residents’ daily lives and what type of
information residents chose to freely share or not share about this topic. Finally,
the Second Life group discussions were an additional way for researchers to recruit
potential participants for the one-on-one interviews.

One-on-One Interviews: The purpose of the one-on-one interviews was to explore
specific issues brought up by residents during sponsored group discussions, as
well as to ask additional questions that were not addressed earlier. In contrast to
the group discussions, the interviews were conducted in private in order to create a
climate conducive to sharing personal information and telling life stories. Life
stories serve as an important ethnographic artifact that sheds light on the impact of
Second Life involvement on various facets of real life. Participants were assured
that all information they provided would remain anonymous and confidential. Two
types of one-on-one interviews were conducted:
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Figure 2: Voice Interview with “Gray”

Voice Interviews: A total of 30 individuals participated in voice interviews via
Second Life’s voice-chat feature, telephone, or Skype (See Figure 2). These
individuals were either recruited through group discussions or contacted based
on recommendations of their in-world friends. When asked for permission to
record the interviews for later transcription and analysis, all but three
respondents consented. Participants were paid in Linden Dollars the equivalent
of $75 U.S. for their time, and the payment was deposited directly into their
Second Life account.

The interviews were semistructured and relied on the same field guide that
directed the flow of sponsored group discussions (see Appendix C). Participants
responded to a series of open-ended questions about various topical areas of the
Adjudicative Guidelines. Each voice interview lasted 1.5 to 2 hours.

Real-world Interviews: A subset of individuals who participated in the
sponsored group discussions or voice interviews were also interviewed face-to-
face. The real-world format of the interviews, though not typical of traditional
ethnographies which occur in the subjects’ native environment, aka Second Life,
was deemed necessary for verifying salient information gathered with the other
methods in-world. A total of 10 respondents participated in these interviews.
They were selected based on several factors: (1) their willingness to openly and
honestly talk about their Second Life involvement and its influence on their real
life, (2) a researcher’s preliminary assessment of whether their story would
provide insight into the major research questions under investigation, and (3)
their demographic characteristics. It was the researchers’ intent to select a
broad sample in respect to gender, age, occupation, socioeconomic status, and
United States geographical region. Respondents were interviewed in public
locations not requiring the collection of personally identifiable information, such
as a coffee shop, in their town of residence.
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A separate field guide provided in Appendix D was developed for the real-world
interviews. The researchers had already learned about the respondents’ patterns
of activity in Second Life from the voice interviews, so their primary goal was to
understand how these patterns developed and whether they spilled over into
real life. To serve this objective, the interview field guide was organized around
various domains of personal functioning (e.g., early childhood, daily activities,
work life, family life, health issues, etc.). The interviews lasted approximately 2
hours and respondents were paid in Linden dollars the equivalent of $300 U.S.,
The payment was deposited directly into their Second Life account.
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SECTION 1: BEHAVIORS OF PERSONNEL SECURITY CONCERN

METHOD

Four ethnographic data collection methods (participant observation, observation,
group discussions, and one-on-one interviews) were used to identify behaviors of
personnel security concern within Second Life. The collected data included
handwritten field notes from informal conversations with residents, text chat logs
from sponsored and Second Life group discussions, and transcripts from recorded
voice and face-to-face interviews. This section describes the methods and specific
research activities used to identify behaviors of potential security concern. All
avatar names have been changed to protect their owners’ privacy.

Participant Observation

Participant observation is the act of learning about behaviors by directly engaging
in activities. Using this method, two researchers:

Spent 4 months immersed in Second Life for up to 10 hours a day. Participated
in activities such as shopping, building, renting and decorating a home,
exploring the various cultures of Second Life, and interacting with other
residents.

Interacted with residents in a variety of settings including strip clubs, role-play
areas, shopping malls and villages, coffee houses, bars, dance and live music
venues, informal and formal discussions, environmental displays, academic
settings, and their Second Life homes.

Employed two alternative avatar forms in order to gain entry into two popular
Second Life sub-cultures that segregate themselves in-world and follow different
cultural norms:

Gained entry into the anthropomorphic community of Second Life by
temporarily becoming a Boston terrier. In Second Life, this community
consists of residents, known colloquially as “furries,” who possess both
animal and human characteristics. This experience allowed researchers to
learn about the norms of this community, as well as the unique cultural
characteristics of furry residents who follow these norms.

Became a temporary, nonsexual slave-in-training to a Bondage, Discipline,
Sadism, & Masochism (BDSM) Master. The BDSM culture is based upon a
consensual, sexual tension that is derived from two intentionally unequal
sexual roles: the dominant role (also called tops, dominants, or dominatrix)
and the submissive role (also called bottoms or subs). In Second Life,
participants of the BDSM community construct and propagate an elaborate
BDSM culture through strictly enforced roles and virtual photographic
techniques (Bardzell, 2006). This experience was particularly useful for
understanding how virtual social influence can transfer into real life.
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Spent 4 months developing close relationships with key respondents by
associating with them in-world, learning about their real lives, jobs and
significant others, observing them react to their Second Life partnerships, and
learning about the effects of Second Life on their real-life marriages and other
life domains.

Observation

Passive observation was used to gather information about behaviors and activities
in which the researchers chose not to participate. Some of the passive observational
techniques included:

Monitoring resident conversations through the open text chat function while
exploring Second Life, including shops, dance and music venues, and other
public in-world locations.

Eavesdropping on the open voice chat among residents while exploring Second
Life.

Investigating web-based Second Life blogs and forums, both private and public.
Taking notes on the public profiles of other residents.

Using the Second Life search feature to identify groups (e.g., addiction support
groups) and locations (e.g., foreign embassies) that could shed light on
behaviors of potential personnel security concern.

Group Discussions and One-On-One Interviews

Group discussions and one-on-one interviews gave researchers an opportunity to
ask follow-up questions about specific behaviors identified through observation,
and to learn about new behaviors that respondents mentioned in response to
general questions.

RESULTS

Analysis

The following steps were undertaken to identify behaviors of potential security
concern.

All field notes and text transcripts were uploaded into ATLAS.ti 6, which is a
qualitative data analytic tool for synthesizing large bodies of textual, graphical,
audio and video information.

The field notes and transcripts were then coded into distinct behavioral
categories. The initial categories were generated using the Adjudicative
Guidelines as a topical guide, and as respondents revealed new behaviors of
potential concern, additional categories were added to the existing scheme. All
reported behaviors were cross-referenced against other available data sources
(e.g., other residents) to ensure their veracity.
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An iterative review of the data resulted in the expansion and evolution of the
behavioral categories. No reported or observed behaviors were eliminated at any
point during the data analysis process (see list of categories and their
explanations in Appendix E).

Upon completion of the comprehensive list of observed Second Life behaviors,
researchers identified a security-relevant subset of behaviors that raised questions
about residents’ loyalty, reliability, and trustworthiness. These behaviors are
described in detail below for each topical area of the Adjudicative Guidelines A-F
and I-M. An additional “lifestyle factors” category was created for behaviors raising
broader questions about users’ fitness and safety which did not fit under the
Adjudicative Guidelines.

Note, that for some of the guidelines, researchers did not obtain direct evidence
(i.e., first-hand verbal accounts or personal observations) of occurrence of
concerning behaviors, so they included theoretical discussions of what is possible
instead. This outcome is not surprising, because these specific disqualifying
behaviors (e.g., espionage) also have similarly low base rates in the real-world
(Herbig, 2008).

The sections below summarize the findings for each of the Adjudicative Guidelines.
Also, some sections are much longer and more detailed than others, which
coincides with the observed prevalence and diversity of specific behaviors in Second
Life. Subsequently, the length of discussion need not match the potential
seriousness of a particular security concern. For example, while Guideline A:
Allegiance to the United States is given little space compared to Guideline D: Sexual
Behavior, it simply means that evidence related to sexual behavior is much more
common and varied in Second Life. Behaviors related to Allegiance to the United
States, while not as common as sexual behaviors, are likely to have a much more
direct impact on national security when they do occur. Direct quotes from
respondents are inserted whenever possible to illustrate the potential security and
safety concerns associated with participation in Second Life.

Also, evidence of concerning behavior was not found for all of the Adjudicative
Guidelines

GUIDELINE A: ALLEGIANCE TO THE UNITED STATES

Although Second Life can compromise a resident’s feelings of national allegiance, it
does not allow for physical expression of force or violence in seeking to overthrow,
influence, or harm the United States government. Second Life participation, by
facilitating socializing across the world, is likely however to increase contact and
communication with foreign nationals. No evidence indicating espionage was
obtained during the present study, but several hypothetical scenarios are possible.
Clearance-holding Second Life residents might compromise classified or sensitive
information by unintentionally or intentionally sharing it with foreign agents who
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are targeting them. On one hand, foreign agents could use social engineering
tactics to elicit information or threaten to reveal incriminating details about
potentially embarrassing Second Life involvement to friends, coworkers, and
significant others. Conversely, cleared insiders seeking to sell information could use
Second Life to gain access to foreign individuals, organizations, and virtual
embassies. Lack of foreign language knowledge is not a barrier in Second Life,
because free language translation tools, available in virtually any language (e.g.,
Urdu, Farsi, Russian, etc.), make communication with foreigners accessible to all
users.

Contact with extremist organizations promoting violence and hostility can, however,
be a prevalent behavior in Second Life:

Residents reported knowing of individuals who participate in gang activities in-
world, and also engaging in Second Life gang activity themselves in the past.

Residents reported knowing of extremist organizations who commit hate crimes
directed against select ethnic groups. Several residents even reported being
former members of hate groups themselves.

GUIDELINE B: FOREIGN INFLUENCE

. “We've never met, but (m
The very nature of virtual worlds, where real-world (my

. . master) knows my first
boundaries and borders are nonexistent, allows users ) Y

to easily associate with anyone from around the name. [ know his first name.

world. This affects how the notion of foreign influence He has my phone number
should be understood, for there is no need to just because he texts me. I
physically travel to meet and develop relationships have his, obviously. But he
with foreign nationals. Second Life allows anonymous lives in another country,
participation and self-presentation as one wishes to which is fine.”

be seen. Each user controls what information is

~ “Beth,” suburban mom

revealed in his or her public profile or communicated
directly.

It is trivially easy in Second Life to contact people who

self-identify as being from European, Asian, and Middle Eastern countries, and
conversely, it is equally impossible to know the true identities of purported United
States citizens. Barring external identity proofing measures, users can never know
whether they are communicating with a member of Taliban versus a retired nurse
in Seattle. This ambiguity opens the door to foreign agents and other hostile parties
who wish to assess and recruit individuals with access to sensitive and/or
classified information. They may do so by using social engineering tactics to build
trust with the individual and by claiming to be from the same culture. In such a
scenario, a user could become less cautious about the kinds of information they
reveal.
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In sum, residents’ personal accounts of Second Life experiences led to the following
observations:

The perceived anonymity of Second Life can create a false sense of security and
make residents more susceptible to foreign influence from others. Individuals
who entered Second Life as a way to escape real-life problems may be especially
vulnerable to influence by those who wish to manipulate them. The anonymity
creates a false sense of protection, where residents feel safer revealing
vulnerable thoughts and feelings than they would in person, or if their real-life
identity and visage were exposed.

Enhanced emotional vulnerability can make Second Life residents who are
looking for acceptance, understanding, and love more susceptible to influence.
“Newbies,” which is a derogatory term used to identify new residents in Second
Life, are also more easily lead into compromising virtual sexual activities or
extramarital relationships that occur within Second Life. This influence, while
consensual, is a security risk because it opens up avenues for coercion and
pressure by foreign citizens, groups, and organizations.

Some residents intentionally avoid contact with individuals from foreign
countries. It is salient for these residents to be able to communicate with others
with ease, and it is important to them that their interlocutors have an excellent
command of English language, and understand the associated abstract
references and slang. This group of residents tends to be somewhat ethnocentric
and seeks out only those who come from similar cultural backgrounds.

Residents who engage with foreigners typically do so because of a preexisting
interest in cultures and languages that stems from real life. In fact, some of
these individuals also report having foreign pen pals in real life found through
such Internet websites as Penpal International, and some even report having
foreign spouses. Specifically:

Some residents develop relationships with individuals who reside in United
States-allied countries (e.g., Canada, France, etc.), but claim that those
relationships do not affect their loyalty to the United States. They report
perceiving a sense of common values from these interactions and engaging
in such in-world activities as watching music performances, talking about
movies, checking out art exhibits, etc.

Some residents befriend individuals from underprivileged countries and feel
that their loyalty to the United States has increased as a result of these
friendships. After learning about how difficult life can be in certain corners
of the world, many individuals reported feeling more appreciative of their
lives in the United States. In sum, finding out about challenges in housing,
medical care, finances, and lack of individual rights educates previously
uninformed residents about the benefits of being an American citizen.

Some residents interact with foreigners from countries hostile to the United
States, but they find themselves more strongly allied to the United States
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after these interactions. This occurs because individuals from hostile
countries sometimes attack residents from the United States verbally,
making them feel as though they were provoked without due cause.
Residents report that they approached hostile foreigners with good
intentions or by accident, and feel as though they did not deserve the attack
they received. In the end, they decided to remove themselves from such
situations because they did not want to experience any more hostility.

GUIDELINE C: FOREIGN PREFERENCE

Although Second Life does not provide a platform for direct exercise of foreign
preference (e.g., possessing a foreign passport, voting in a foreign election, etc.), it
provides easy access to foreign individuals, organizations, and embassies who can
influence residents to commit these acts. Residents can also engage in various
behaviors that may enhance their preference for other countries. Examples of these
behaviors include:

Residents sometimes create an avatar in the form of a citizen from an admired
country and then behave accordingly to this country’s cultural customs and
norms.

Some residents unintentionally or intentionally interact with residents from a
specific country, and then become highly interested in this country after
learning more about it. This can include an interest in the country’s language or
food choices, marriage and child-rearing customs, music, politics, etc. Second
Life provides opportunities for practicing foreign languages, marrying foreign
citizens in-world, finding foreign citizens in Second Life who agree to meet in
real life, visiting foreign embassies of various countries that exist in Second Life,
etc.

Some residents seek out cultures of choice that they had an affinity for before
getting involved in Second Life, and may enter the virtual world for the sole
purpose of increasing their exposure to that culture. Second Life allows them to
meet more people from the countries of interest and develop friendships or
romantic relationships with them. This can provide additional opportunities for
real-life meetings and visits to foreign countries.

Some residents’ interactions with other cultures have been so negative that
their preference for a specific culture actually diminished. Specifically, several
respondents reported being turned off to Italy after receiving overt sexual
advances from users claiming to be Italian men.

GUIDELINE D: SEXUAL BEHAVIOR

The anonymous nature of Second Life sets a comfortable stage for experimenting
with risky sexual behaviors that many individuals would not pursue in real life. To
the extent that a user feels the need to hide such fantasy behaviors from family,
friends, or colleagues, virtual sex may be a potential security risk through use of
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blackmail. While virtual sex without physical contact is generally legal in the United
States, as is viewing pornography and participating in video or phone sex, Second
Life provides another domain of potential concern. Virtual sexual behaviors and
extramarital relationships might alter residents’ real-life value systems and affect
their real-world relationships with romantic partners. As sexual behavior is
extremely common and diverse in Second Life, the discussions provided copious

evidence for many potentially risky behaviors. The [
details are described below:

“l can say that I have had
Virtual Sex Work special clients that I still

. entertained in-world that are
Second Life sex workers or escorts can be found )
: kind of, I don’t want to say
in many dance clubs, escort hubs, and other

. . high roll but I thei
locales. Each escort sets his or her boundaries 180 roflers, but L guess thelr

about the activities that will be permitted, to status is higher.”

almost always include in-world fantasy sex using ~ “Shannon,” suburban mom.
text chat, but sometimes also video sex,
voice /phone sex, or even real-world contact.
People who would never consider working in the sex industry in real life are
reported to be more willing to participate in simulated sex in Second Life. Some can
be the proverbial soccer mom in the real world, yet become an escort to earn extra

money. Escorts are extremely easy to find in Second Life, and work from their real-
life locations. Conversely, foreign agents could also pose as escorts, in an attempt
to manipulate Second Life users whom they wish to target and/or assess.

One example of a Second Life escort is respondent “Shannon.” She is a married
mother of a two-year-old daughter who works part-time in real life. Her husband
works and goes to school full-time, so he is rarely at home. Shannon has worked as
a stripper and an escort in Second Life and, and although she no longer seeks new
clients, she continues to provide regular services to at least two people. One is in
Italy, and the other is in Saudi Arabia. She admits to interacting with them using
both voice calls and webcam. Shannon’s behavior illustrates the ease through
which Second Life users can enter relationships with individuals claiming to be
foreigners.

Virtual Extramarital Sex

Virtual extramarital sex is widespread in Second
Life. Some residents are involved in Second Life
simply because they can participate in a wide range
for me to keep my sanity of sexual experiences unavailable through a real-
without feeling like I was life partner. As with virtual sex work, the emphasis

“My wife had breast cancer

and Second Life was a way

leaving her alone in the on fantasy and the lack of physical contact changes
house.” how many people view such behaviors. Residents
view cyber sexual relations as being less morally
compromising than real-life sex, because they lack

~ «Larry”
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physical contact. Furthermore, they feel that virtual sex is logistically easier to
coordinate than trying to meet someone in real life, and can even be conducted at
the keyboard while a real-life spouse is present nearby.

Second Life virtual sex takes on three main forms:

Sex is simulated in graphical, animated detail, akin to a modern 3D computer
or video game, between two or multiple avatars and observed by the
corresponding avatar owners on each computer. The participants narrate what
is going on, what each person is feeling, and what each person is doing, in a
way that extends beyond the capabilities of the on-screen animation. Written
text is universally available, and the integrated voice chat enables residents to
communicate in real time.

Sex occurs with written or verbal communication only, where the two avatars
may remain fully clothed on the computer screen and appear to other avatars as
just sitting or dancing.

Interest in sexual activity is expressed in Second Life, but both parties agree to
take the interaction to an outside webcam environment. In these instances
Second Life serves as merely a meeting ground.

Some residents state that they participate in Second Life virtual sex merely to meet
a biological sexual need. They see no overlap between their virtual sexual activities
and their relationships with real-life partners, and consider the two domains to be
separate categories because Second Life provides little emotional involvement and
the activities are not real. Others become emotionally invested in Second Life
relationships and view them as similar to their real-world relationships. Some
residents even report that their Second Life sexual encounters are more intense
than their real-life encounters because of the imagination and attentiveness
required on both parts to achieve what they see as a satisfying experience. In their
words, “Someone can’t just lay there and do nothing, like in real life.”

As with real-life, sexual involvement with Second Life partners can either be
pursued deliberately or it can happen unintentionally. Intentional virtual sex
involves purposefully seeking out sexual companionship in-world, while
unintentional relationships develop as a byproduct of other activities and social
experiences. Residents who report unintentional sexual encounters are more prone
to feelings of guilt about their actions than those who actively pursue cyber sex.
Both types of Second Life users may be at risk for discovery or blackmail if they are
hiding their behavior from spouses, friends, and co-workers.

Residents report several reasons for why they engage in virtual extramarital sex:

Boredom in their real-life marriage and a strong desire for excitement.

Pursuit of an emotional and physical connection that is lacking in their real-life
relationship.

Distraction during times of temporary stress or conflict in their marriage.
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Relief and companionship during times when a spouse is ill, such as from
cancer treatments.

Compromising Sexual Experimentation

Many Second Life residents report that they role play or experiment with issues
arising from sexuality (e.g., rape), homosexuality or bisexuality, and sexual fetishes
(e.g., BDSM). While these behaviors do not constitute a security risk when
conducted in a private, consensual, and discreet manner, the perceived anonymity
and accelerated nature of Second Life relationships may provide a false sense of
security and, therefore, increase the chances of malicious, intentional discovery
and real-life exposure of such activities. As discussed in Report I, anonymity can
lead to online disinhibition or greater comfort in revealing real-life information or
sharing personal details, and software security is always imperfect and breakable.
Subsequently, those participants who feel their anonymity in Second Life is
absolute and guaranteed, and who feel their experimental activities must be hidden
from friends, family, and associates, may have a limited understanding of the
security risks of participation.

Age-play

According to Second Life’s developer Linden Lab, age-play entails “real-life images,
avatar portrayals, and other depictions of sexual or lewd acts involving or appearing
to involve children or minors.” (Linden Lab, 2007). This definition includes avatars
that are child-sized, have child-like features, wear child-like clothing, or
communicate using child-like verbiage or actions. Although age-play has been
officially banned by Linden Lab, it is still present in a form that skirts the
boundaries or violates the policy.! Child avatar bodies and clothing can still be
purchased in numerous locations across Second Life. Child avatars were also
observed in public places with coquettish stances and using language that was
child-like and teasing. Not only is age-play against Linden Lab’s Terms of Service
Agreement (TSA; Linden Lab, 2010a), but it also may be illegal in a virtual cyber
context because of its close associations with child pornography. Moreover, it is a
potential security risk to the extent that is symptomatic of an underlying mental
health condition that may affect the individual’s judgment, reliability, and
trustworthiness.

Bestiality

Simulated sexual contact with animals or bestiality is another behavior of potential
security concern that occurs in Second Life. Residents who engage in this behavior
sometimes take steps to protect the locations where its members meet to engage in

1 Linden Lab has drawn a great deal of international attention due to age-play, and some
countries legally treat simulated pedophilia as real child pornography. In addition, there is
evidence that many age-play practitioners have moved to other virtual environments. See Report I
for additional detail.
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zoophytical acts. Interested individuals must either privately contact the owners of
zoophile groups to gain access to special playgrounds that exist for taking part in or
observing virtual sex with animals or they can find some of them through Second
Life’s search feature. Bestiality can become a security risk if it reflects an
underlying psychological condition that undermines the resident’s judgment and
reliability or of it leads to vulnerabilities such as blackmail.

From a potential blackmail standpoint, it may be important to differentiate the
bestiality culture from the furry culture. While bestiality followers simulate or
participate in sexual acts with animals, furries are humans wearing animal
costumes. Furries in Second Life choose this form for a variety of reasons, only
some of which are attributed to sexual desire.

GUIDELINE E: PERSONAL CONDUCT

Second Life has a large fantasy component for many users, and if real-world
standards are applied to its culture, violations of the personal conduct guideline
occur routinely. Different users approach Second Life with different expectations.
Some see it as a place for role-playing and games, others seek to conduct real-life
business, and some apparently perceive it to be an alternative dating site. Many lie,
misrepresent themselves, or exercise questionable judgment in social interactions
or relationships with other Second Life residents. Although these behaviors may
raise questions about trustworthiness, it is unclear whether those engaged in
fantasy activities would also fail to cooperate with the demands of the security
clearance process or fail to comply with security-relevant rules and regulations. The
following behaviors, potentially indicative of personal conduct violations, surfaced
during the discussions:

Lying

Lying takes several forms in Second Life, but must be clearly differentiated from
role-play behavior. Upon first joining Second Life, a user must choose one of a
handful of default male or female avatars to represent themselves in-world.
Immediately after joining, one can purchase or freely obtain a wide range of
alternative bodies, clothing, and accessories to create a character fitting a specific
role. The chosen role may be highly similar to the user’s real-life identity or it may
be completely different, to include the opposite gender, robots, animals, and more.
Those who focus on role play immerse themselves in a character as an actor does
on stage or film. Many users also explain the role-play function of a character in a
public profile (e.g., preference for companionship with a certain sex, the desire to
play a dominant or submissive role, interest in vampire fiction or science fiction,
etc.).

Fantasy role play meant to provide a rich depiction of a character must be
distinguished from lying with a deliberate intention to deceive others. Lying in
Second Life occurs when residents deliberately provide others with false
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information about themselves or their real lives while presenting this information as
being true. Lying is different than role-play in that liars deceive for their own gain,
and allow others to believe that this information is true. The anonymous nature of
the environment of lack of means to verify claims increases the potential for forms
of deception that would be impossible in the real world. Perhaps the most
ubiquitous example is that men in real life create highly attractive female avatars
and then seek cyber sex or relationships with either male or female avatars. This
practice is so common that many users present their views on real-life gender in
their public profiles. According to respondents, when real gender is systematically
concealed through lies, it has been noted to have particularly negative effects on
real-life lesbians in Second Life who seek real female companions.

Residents in Second Life lie for two main reasons:

Protection: Some residents wish to remain completely anonymous in Second Life
and go to great lengths to protect their real identity. As a result, they lie about
many of their real-life characteristics, such as gender, place of residence,
occupation, marital status, and other identifying information. A potential
security risk is present if these activities are hidden from family, friends, and
coworkers. Despite great efforts to conceal who they are in real life, they are not
immune to discovery and exposure by a malignant actor who figures out their
real-life identity.

Personal Gain: Some residents lie to obtain tangible services or information from
those around them. For example, men will pretend to be women to gain access
to virtual sexual experiences with real-life lesbians, or people will lie about their
health status to gain sympathy or entertainment from telling their story to
others. Individuals will also lie about their real-life marital status to make
themselves more appealing to potential partners.

Hacking, Manipulation, and Extortion

Hacking, manipulation, and extortion activities that occur in Second Life are meant
to intimidate and/or influence other residents. Individuals who instigate these
behaviors exhibit a lack of judgment and trustworthiness and their behavior raises
concerns about their ability to safeguard classified information. Examples of these
behaviors include:

Griefing or harassing other Second Life residents. The objective of griefing is to

cause annoyance to others for the purpose of personal enjoyment. Examples of
griefing include using third-party hacking programs, insulting and intimidating
other residents, trying to steal property belonging to others, etc.

Becoming a part of a Second Life intimidation gang that may even transcend the
virtual boundaries and extend into the real world.

Recruiting unsuspecting new members to become a part of communities that
practice alternative lifestyles (e.g., BDSM role-play) by using various deception
techniques.
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Using scripts to gain access to IP addresses and, through IP address
geolocation, real-life locations down to the city or general region.

Blackmailing other residents for personal gain by threatening to expose their
Second Life activities.

GUIDELINE F: FINANCIAL CONSIDERATIONS

Second Life can be used for business, hobbies, or social activities, and as with
other areas of life, people can sometimes experience money-related or financial
problems. Residents reported several behaviors of potential security concern that
bear on the ability to control personal spending and satisfy financial obligations.
The Linden dollar ($L) can be purchased using a credit card or a PayPal account,
and then converted into a variety of international currencies using the Linden
Dollar Exchange. Although Linden Lab outlawed official gambling in 2007,
residents report that it still exists and is easily accessible to those who seek it out.
Discussions with residents identified the following behaviors of potential security
concern:

Overspending

Some residents report heavy spending on Second Life goods and services, with
totals ranging between $150-2500 (U.S.) a month. The implications of overspending
on virtual goods and services are mixed. Some
individuals report that it has caused them real-
life financial hardships, while others say that

“I've spent so much more of

my money in this damn thin
their Second Life expenses are completely Y Y &

justified because they take the place of other
entertainment expenditures (e.g., going to the
movies or meeting up for lunch with real-life up-

friends). If overspending in Second Life materially ~ “Laura”

than I ever thought I was

going to when I first started

»

contributes to real-life financial hardship or
credit problems, then such behavior indicates a
clear lack of responsibility and participation may be especially risky for individuals

who are already financially overstretched.

Scams

Residents report being duped out of their money when individuals tell them of real-
life financial hardships that are not actually true. Stories of unpaid bills, disabilities
preventing real-life income, or abusive spouses who do not work have been
reported, and can be accompanied by requests for help. Although helping an
individual in need is admirable in some situations, giving a significant amount of
money to someone in cyberspace without any ability to verify his or her story may
indicate a lack of judgment.
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Blackmail

Some individuals reported being subject to blackmail when another resident, who
was aware of their real-life identity, threatened to expose their activities if they did
not provide them with some form of compensation. In one specific instance, a
neighbor, who had originally introduced a resident to Second Life, threatened to
expose her unless she gave up her sim or piece of Second Life land. The resident
ended up complying and giving up her sim, worth approximately $250 (U.S.).
Depending on the perceived costs associated with exposure and discovery, residents
might go to great lengths to satisfy the blackmailer’s demands.

GUIDELINE I: PSYCHOLOGICAL CONDITIONS

A serious concern for personnel security is that some individuals may become
clinically addicted to Second Life. Cyber addiction or compulsive cyber use is
behaviorally similar to other forms of addiction (e.g., alcohol, drugs, etc.), and it
may severely impair an employee’s judgment, reliability, and trustworthiness.
Unfortunately, there is very little awareness among both clinicians and laypeople
about the symptoms and consequences of compulsive cyber use, so this disorder
can often go untreated. In addition to addiction, residents also reported
experiencing a great amount of cognitive interference from Second Life to real life,
feelings of paranoia, feelings of reduced guard, and an increased desire to control
all aspects of one’s environment in real life.

Compulsive Cyber Use

“And Second Life was almost like

Second Life contains many addictive features

my new booze. I would log on that may induce some users to spend lengthy

without any reason to log on. The periods of time in-world. It offers residents a
visual stimulation alone was sort more enjoyable escape from real-life problems
of addicting, and then the illusion than television, by allowing them to write the
of being surrounded by friends, script that controls their life, rather than

you know, which generally are passively watch other actors read parts of the

people who don’t really know you script written by someone else. They talk of time

and you're able to put your best SPeedlng by in Se‘cond Life, where they 1‘ntend to
sit down for 20 minutes to complete a simple
task, only to realize later that 3 hours have

passed.

foot forward.”

~ “Luisa”

Because of its addictive potential, Second Life
might be particularly maladaptive for individuals with existing clinical addictions
(e.g., alcohol, drugs). Residents who have gone through rehab reported that they
feel as though Second Life takes the place of alcohol or drugs, allowing them to
forget about their real-life problems and, therefore, not address them. Instead of
being chemically altered they become digitally altered.
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Many residents reported that Second Life has become an addiction that they don'’t
want to live without, sometimes coming at the expense of real-life marriages, jobs,
and friends. Of the 166 Second Life residents who applied to be a part of the study,
104 (62.7%) reported being in Second Life for at least 20 hours a week or more. For
the subset of individuals selected for voice and real-world interviews, it was not
unusual to be in-world for closer to 30 or 40 hours a week. Interestingly, some of
the heavy users who participated in one-on-one interviews were much more candid
about the amount of time they spend in Second Life during the voice interviews
than during the real-world interviews. For example, individuals who reported
spending 6 or 7 hours a day in Second Life changed those numbers to 1 or 2 hours
a day during real-world interviews.

Cognitive Interference or “Split World” Effect

Residents also reported experiencing cognitive interference from Second Life to real
life that would occur after spending many hours in-world at a time. Images of
Second Life and real life would begin to blur together, and they would feel as
though they were experiencing their real life through a Second Life lens. They would
begin looking in their real-life closets for clothing they only own in Second Life, or
would experience sudden urges to edit a piece of real furniture by moving it or
changing its fabric. Some even reported beginning to emulate their Second Life
avatar’s posture and appearance in real life. The presence of cognitive interference
is a potential security concern, because it suggests that heavy Second Life users
may start confusing the rules of conduct in the brick-and-mortar world with the
rules of conduct in Second Life.

Paranoia and Reduced Guard

Second Life allows for anonymous participation, which

on one hand opens the door to exploration and

It felt sneaky, like if experimentation, but on the other hand creates doubts

someone comes to your about the identities of in-world contacts. Some people

frequently use alternate avatars or alts, and can
therefore purposefully befriend the same person under
multiple guises. This can lead to excessive worry that
others are being deceitful in both Second Life and real
life. Some users even reported feeling that their
romantic partners or friends in real life are purposefully

door and you don’t
answer, you hide. And I
felt like he was hiding that
way from me. So that
drama really hurt my
feelings.”

B Y deceiving them or cheating on them.
~ “Joanne

In contrast, other residents have reported that they have

become almost too trusting, and have lost the natural
wariness that typically prevents the disclosure of personal information to strangers.
The potential cause of this uninhibited disclosure may be explained by Second
Life’s emphasis on anonymity, fun activities, and a bias toward socialization, which
promotes opening up to others more quickly than in real life. For personnel security
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interests, the important question is whether extensive participation in such a
culture might lead individuals to become too trusting and inadvertently reveal
sensitive facts about themselves or their job to other Second Life residents.

Control

Second Life allows users to design, control, and manipulate most aspects of their
in-world lifestyle and environment, in this manner providing a heightened level of
control that is absent in real life. For many residents this is one of Second Life’s
most attractive features. Individuals can control not only their personal appearance
and the appearance of their surroundings, but also their level and content of
communication with other residents. The ability to remain anonymous gives them a
level of control over what others can find out about them, and gives them the option
to walk away from an avatar and create a new one, without notice to friends they
have in Second Life. Of course, the perceived sense of control and anonymity is not
absolute, because interested individuals can figure out someone’s real-life identity
through various hacking mechanisms, and Linden Lab and law enforcement
agencies have legal grounds for accessing personal details in certain contexts.

GUIDELINE J: CRIMINAL CONDUCT

Criminal conduct is a core personnel security concern because it raises questions
about individuals’ ability to make sound decisions and follow laws. Second Life
crime largely resembles that of the real world and other online environments. The
greatest potential difference is that what occurs in Second Life is unlikely to appear
on criminal records or surface during a background investigation. Per observation,
paid virtual sex work may be the most prevalent criminal activity in-world, but
there is no known data on how frequently virtual sex work that occurs in Second
Life results in illegal real-world sex work. Sex work was addressed under Guideline
D: Sexual Behavior, and other criminal behaviors reported by residents are
described below. All of the behaviors below are crimes in both real life and Second
Life.

lllegal Computer Activities

As with all commercial computer environments, certain activities such as hacking
the system to identify IP addresses, hacking into accounts, and using scripted
CopyBots or debugging tools to steal other residents’ copyrighted content, is illegal
in Second Life. Yet residents with technical knowledge and experience say that
such activities are not that difficult to accomplish despite the given constraints.
Linden Lab admits that there is at least one way that IP addresses can be accessed
in Second Life and recommends a fix to this problem, but the burden of protection
lies with each resident (Linden Lab, 2010b). Residents without the ability to
implement the security solution are subject to an elevated risk of having their real-
life identities discovered by cyber intruders.
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In addition, the Second Life Viewer 2.0 software released in 2010 includes a media
sharing option which allows cyber intruders even more access to individuals’
private IP addresses. This access leaves many Second Life residents concerned
about their privacy. IP-Geolocation allows others, with only an IP address, to
pinpoint an individual’s physical location at the time he or she is using the
computer. One company providing such services is MaxMind. According to
MaxMind’s website, their IP-Geolocation technology (MaxMind, 2008) provides
businesses with a noninvasive way to determine geographical and other information
about their Internet visitors in real-time. When a person visits their website,
geolocation technology can determine the visitor’s country, region, city, postal code,
and area code. Furthermore, this technology can also provide such information as
longitude/latitude, connection speed, Internet Service Provider (ISP), company
name, domain name, and whether the IP address is an anonymous proxy or a
satellite provider. Although MaxMind’s technology was designed for industry
purposes, individual cyber intruders can take

advantage of it just the same to assist in “4Chan has taken over people’s

figuring out a resident’s real-life identity. My Space, they've taken over

Gang Activities people’s Second Life. They've

taken over so many things if they
Concerns about gang activity in Second Life

have existed ever since its inception in 2003.
Second Life gangs (e.g., Patriotic Nigras, 4Chan,
etc.) have been associated with forcing residents
out of public areas and behaving as though they
own them, bullying and intimidating residents
who disagree with them, and stealing Second ~ “Kevin”
Life property of other residents (Reuters, 2008).

had the right amount of
information. For example, one of
my friends kept getting phone
calls saying that one of them was

going to kill them.”

For example, in 2008, a gang called Patriotic

Nigras raided the headquarters of John Edwards’s presidential election campaign
office in Second Life, causing a big media stir (Jenkins, 2010). Gangs who have
their roots in Second Life are also bleeding over into real life. These groups and
others get shut down by Linden Labs, but residents report that they soon reappear
under new names or host sites outside Second Life. The groups generally have
websites or chat rooms that members can access for instructions on how to join
them. Although only a fraction of residents reported direct personal involvement in
gang activities, there were many reports of being direct victims of gang crimes and
of hearing that others they know participate in gangs.

Hate Crimes

The Linden Lab TSA specifically prohibits hate-crime activity by stating that
individuals cannot “post, display or transmit content that is obscene, hateful, or
racially, ethnically or otherwise objectionable” (Linden Lab, 2010a). Unfortunately,
inflammatory hate-crime language and activities can still be observed in Second
Life, and various hate groups (e.g., white supremacists) use it to coordinate
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activities in-world and, possibly, in real life. Residents reported knowing about a
Nazi supremacist hate group called “Furzi,” which Linden Lab officially banned in
2007. Although Furzis were not formally related to the furry culture in Second Life,
they used furry avatars to openly campaign anti-Semitic messages and built gas
chambers within Second Life for role-play purposes. It is not clear if and how
residents participate in hate groups among residents, but a search for avatar
names revealed a large number of names reflecting anti-Semitic or racist
viewpoints. Several residents also reported direct involvement in Second Life hate
groups that occurred in their past.

Drug Trafficking “I was scared that they’d

Several residents reported first-hand knowledge of others be there in open voice

using Second Life to promote real-life drug trafficking.
Drug dealers meet at public sandboxes, which are areas

talking about selling and
trading (drugs) and other
dedicated to designing and building objects, or on private things. If they’d do that
lands to coordinate buying and selling of drugs in the
United States. Most of this activity likely takes place

through private instant messaging, but one resident

what else would they do?

So I got out of there.”

. . . . ~ “Evan”
reported hearing an open-voice chat conversation in a

public location between two drug dealers. Another
respondent, who in real life had been in trouble for criminal activity, knew of
friends who would set up real-life drug deals through Second Life. In these
instances, however, it is difficult to determine whether observed behaviors involved
actual plans to meet in real life or they were part of role-play.

GUIDELINE K: HANDLING PROTECTED INFORMATION

The perceived anonymity of Second Life, coupled

“... the fact that my email with a heightened sense of closeness to other
residents, often results in individuals revealing
personal information in-world that they would never
share in real life. Although most of the potentially
harmful information disclosure likely happens
unintentionally, residents seeking to make a profit or
satisfy the demands of someone who is threatening
to expose their Second Life activities could also be

address ends in pentagon.mil,
talk about being in a
regulated, controlled
environment. It’s just been
culture shock for me. It’s as

extreme as being taken out of

my city dwellings and thrown disclosing sensitive information deliberately and

into an aboriginal tribe and knowingly. From a personnel security perspective,
saying, ‘OK, you’re one of the virtual context of Second Life does not lend itself
them now.” to supervision and monitoring to the same degree as

the real-world context, and therefore may be an ideal

~ “Ken” . g . . . .
setting for transmitting sensitive information.

“ Residents report that several factors contribute to

31



SECTION 1: BEHAVIORS OF PERSONNEL SECURITY CONCERN

their willingness to share personal facts with strangers whose real-life identity is
unknown.

Anonymity

The perception of anonymity in Second Life provides residents with a false sense of
protection and freedom about sharing personal information in-world. They report
thinking that as long as they do not reveal their real name or location, any
information they share with others about their personal life or job cannot be traced
back to them. However, as discussed earlier, scripts exist that allow nefarious
individuals to obtain IP addresses and gain access to real-life identities (Linden Lab,
2010b), making the promise of anonymity in Second Life a false one. In addition,
IP-Geolocation allows individuals to immediately identify the country, region, city,
zip code, area code, ISP, company name, and other identifying parameters of any IP
address that is transmitted from the Second Life server to an active website.

Heightened Sense of Closeness

Residents report that they feel an extreme sense of emotional closeness to other
Second Life users, who can be more important to them than their real-world family
and friends. These strong bonds and perceptions of trust develop quickly and at
times without deliberate intent. For example, residents who joined Second Life for
work purposes never intended to also participate in its dynamic social culture. As
they spent more time in-world, made friends, and experienced a range of
unimaginable activities, Second Life became an integral part of their real lives.
Some business users also report starting emotional relationships with other
residents—a possibility they never imagined beforehand. The security risk is that
some individuals may become too comfortable sharing sensitive information with
their Second Life friends, lovers, and associates, when they have no way of
determining their motives or their national identity.

Self-Expression

Second Life facilitates and encourages behaviors that many participants would
never do in real life. This occurs both during fantasy role-play where the intent is to
take on the identity of one’s avatar, and also when trying out behaviors that may be
too risky or anxiety-provoking in real life. The wariness characteristic of face-to-face
interactions with strangers also decreases in Second Life, possibly increasing the
chances for confusion about when it is appropriate to discuss private or sensitive
information. For example, some residents report using Second Life to act flirtatious
in ways that are not socially acceptable in real life, while several others reported
using Second Life to practice being more open and conquer real-world shyness.
Increased openness resulting from participation raises questions about individuals’
ability to discern between when it is appropriate to share personal information and
when it is not.
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GUIDELINE L: OUTSIDE ACTIVITIES

Second Life in itself is an outside activity that may pose a conflict of interest to an
employee’s security responsibilities because it allows individuals to take part in
groups and visit Second Life locations that are openly and formally associated with
foreign embassies, international organizations, and hostile domestic groups.
However, due to the often anonymous and fantasy nature of participation, it is not
entirely clear whether such actions fall under traditional concerns about outside
activities per the Adjudicative Guidelines. Second Life offers numerous
opportunities for interacting with or volunteering for foreign groups, and one might
not even be able to determine the national origin of these organizations. In addition,
some groups claim to promote tourism and business for their home culture, while
their true objectives might be different.

Moreover, because subjects are not explicitly asked about their cyber involvement
at any point during the background investigation process, their Second Life
activities are highly likely to go undetected. Individuals may also use the lack of
real-world contact as justification for failing to report their Second Life involvement.
Discussions with residents provided direct support for the following outside
activities that may be of potential security concern:

Foreign Embassies: Residents can visit foreign embassies and interact with
their staff. Examples of Second Life foreign embassies include Sweden’s “Second
House of Sweden” and Estonia’s “Virtual Estonia.” Both locations offer cultural
information and facilitate social activities, while Estonia’s embassy provides a
kiosk to apply for a visa.

Foreign Groups: Residents can also belong to various foreign groups and
organizations, such as “Najd,” an unofficial Saudi Arabian group with over
1,500 members based at a Second Life location called “The Kingdom of Saudi
Arabia.” Notices provided by the group are in Arabic. Iran also has groups
dedicated to it, including “Iranians” with 93 members, designated as being for
“true Iranians who love Iran” and “Iran” with 288 members. Iraq also has a
group associated with it, but researchers’ request to review the group was
denied.

GUIDELINE M: USE OF INFORMATION TECHNOLOGY SYSTEMS

Second Life, by virtue of being computer software, inherently presents opportunities
for noncompliance with IT access rules. The entire virtual world is created through
code and scripts for objects, animations, poses, and movements. Individuals with
no real computer programming experience can participate in scripting and coding
in-world, thanks to Second Life’s online tutorials. Those with programming
knowledge can and do manipulate the Second Life technical infrastructure for a
variety of purposes, potentially raising concerns about their ability to follow IT rules
and procedures. Note that all of these behaviors are illegal in Second Life and are
against the Linden Lab TSA. It is of potential concern to personnel security that

33



SECTION 1: BEHAVIORS OF PERSONNEL SECURITY CONCERN

individuals who misuse IT systems in-world and take advantage of Second Life’s
open source environment, might also be at an increased risk for abusing IT rules in
the workplace.

Griefing

Griefing is a Second Life term for activities that resemble flaming or trolling in other
online environments. Griefers seek to irritate, harass, and assault other Second Life
residents, generally through subversive coding scripts. The typically engage in
disruptive behavior for attention and fame, tend to target public areas, and often
focus their efforts on naive newbies. Examples of Second Life griefing activities
include virtual bombs that litter areas with debris, scripts that burn buildings, and
scripts that rain sexual objects on attendees during business meetings. Although
Linden Lab sometimes suspends accounts of reported griefers, they often reappear
under a different avatar name only to continue their disruptive activities.

CopyBots

CopyBots are debugging tools that allow users to export embedded objects that are
copyrighted and intended to be sold for profit from Second Life into a computer file,
and then use them for personal gain. Using CopyBots in Second Life is the virtual
equivalent of stealing from an individual or a store in real life. This behavior angers
original owners of the objects, and in particular, business owners who create and
sell objects for profit. Although CopyBots undermine emerging property rights of
Second Life residents, no centralized or formal effort has been undertaken by
Linden Lab to eradicate their use.

Hacking

Computer savvy users can also use hacking techniques to discover other residents’
IP addresses and find out their real-life identities (e.g., through IP-Geolocation),
take control of their avatars, and steal their in-world currency. Hacking behavior
that occurs in-world raises potential security concerns about an individual’s ability
to properly use IT systems in the workplace.

OTHER: LIFESTYLE FACTORS

A number of frequently observed and reported behaviors did not directly fall under
the security considerations outlined in the Adjudicative Guidelines framework,
however, they could undermine employees’ ability to perform their duties effectively
and be productive in the workplace. All of the behaviors in this category relate to
the negative impact of excessive Second Life involvement on health, real-world
functioning and relationships, and job performance. In some contexts, they might
also also raise questions about individuals’ judgment, reliability, and
trustworthiness.
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Neglect of Family and Friends

ip . . “I've been in Second Life with
Second Life is a complex and engaging environment

for its users, as it provides many activities and chat on and heard people

yelling at their kids, telling

forms of entertainment that can replace many core

functions of television, films, books, social clubs, their two-year-old to go get
and bars. For those who have trouble managing them a drink because they
responsibilities, involvement can exert a heavy toll don’t want to get up from the

on users’ personal lives. Residents who report game, and it’s sad. It’s very
spending a lot of time in-world, often end up sad.”

neglecting their real-life family and friends. At
times, they replace a real-life significant other with
relationships and friendships formed in Second
Life. For example, it is not uncommon for individuals to have Second Life
“partners,” “brothers,

~ “Catherine”

» «

sisters” and “mothers,” or less commonly even go through
the Second Life pregnancy process to have a “baby.”

Some Second Life residents report that their family and friends complain to them
about the amount of time they spend in-world. Others adamantly deny neglecting
their own children, but readily tell stories of others they know who neglect their
children. Many marriages have been broken up over a spouse’s excessive
preoccupation with Second Life and complete withdrawal from the family. Similarly,
many friendships have been put on hold because residents who spend extensive
periods of time in-world have little time for real-world social interactions.

Neglect of Personal Health

Extended hours spent in-world may lead to the neglect of proper exercise, diet, and
self-care required for a balanced life. Residents report perceiving that time passes
more quickly in Second Life than in real life, resulting in missed exercise routines,
meals, showers, and sleep. They also report that extended time spent at the
computer causes such issues as anxiety attacks, back and neck strain, carpal
tunnel syndrome, and one resident even reported becoming disabled for 4 months
after falling asleep at the computer and waking up with a pinched nerve in her arm.
Individuals who occupy sensitive positions requiring superior health are at a
particular disadvantage because their compulsive Second Life participation may
cost them their job. Unfortunately, until their poor health status comes to the
attention of medical staff who routinely evaluates them for safety fitness, they are
at an increased risk for committing a security incident on the job.

Neglect of Work Responsibilities

Another concern is that Second Life involvement may interfere with employees’
work responsibilities. Residents report experiencing addiction urges while at work,
accessing the Second Life instant messaging client from work to interact with their
in-world friends, being late for work, or simply not going to work because they are
too tired from being in-world for 5 or more hours the night before. Residents who
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work from home may also experience some of these adverse consequences, because
they often have Second Life running in the background when they are working. In
sum, preoccupation with Second Life may serve as a major distraction for some
individuals while they are trying to complete work tasks.

DISCUSSION

Behaviors of Personnel Security Concern

The results from this ethnographic study indicate that a wide range of behaviors of
potential security concern occur in Second Life. In addition, several identified
behaviors raised safety and job performance concerns for all personnel, and
especially for those individuals who occupy sensitive positions with health-related
fitness requirements. Although the present findings describe the scope of security-
relevant behaviors in Second Life, they do not indicate how often these activities
occur. Planned follow-up research, as outlined in Report I, will use quantitative
survey methods to assess these behaviors among users similar to security
clearance holders.

Importantly, the present study found evidence that behaviors occurring in Second
Life do spill over into the brick-and-mortar world. Without this connection, many of
the behaviors could be dismissed as merely role-play or fantasy. Although the
identified behaviors can be aligned against the Adjudicative Guidelines, they can
also be understood and summarized in terms of their effects on various life
domains. The behaviors that were identified can be grouped into four categories
described below.

Behaviors That Can Be Used to Negatively Influence Personnel

A core concern for personnel security is that individuals might become targets for
assessment, blackmail or influence by foreign or domestic agents who are trying to
gather intelligence about the United States. With a small amount of detective work,
they can deduce residents’ real-life identities by piecing together bits of information
from user profiles with information gathered through chats with them, and
information from search engines such as Google. In exchange for not exposing the
compromising nature of residents’ behavior in Second Life, foreign agents might ask
for classified information or they may try to exert influence through offers of
financial rewards. The bulk of the behaviors of potential security concern either
observed or reported by residents occur in this category. For the most part, they
concern sexual or criminal activities, but also include contact with foreign
individuals or organizations and associations with extremist groups.

An additional consideration is that extremist groups involved in hate crimes and
gang activities may use Second Life to shape ideologies or recruit people to commit
antigovernment or domestic terrorism actions. The atmosphere of Second Life
raises long-term questions about how virtual environments will affect the ease of
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associations with these groups. Many residents report that the perceived anonymity
of Second Life, coupled with a heightened sense of closeness to other residents and
desire for self-expression, makes them feel comfortable trying out new risky
behaviors and developing friendships with strangers. The most notable
compromising behaviors that might expose users to influence include:

Virtual extramarital sex.

Age-play.

Bestiality.

Compromising sexual experimentation.

Virtual sex work.

Financial overspending.

Contact with foreign individuals, organizations, and embassies.
Involvement in romantic relationships with foreigners.
Involvement in gangs or hate groups.

Involvement in extremist groups.

Behaviors That Compromise Performance and Reliability in the
Workplace

Behaviors in this category concern the relationship between participation in Second
Life and workplace performance and reliability. Individuals who spend excessive
time in-world, also report having a poor sleep schedule, skipping work, having a
difficult time focusing on work tasks, and even attempting to access Second Life
while at work. These behaviors would be a security risk for most jobs, and
particularly ones demanding a superior ability to sustain cognitive focus on tasks
(e.g., working with nuclear materials or weapons).

This category also includes behaviors that involve illegal computer activities and
violations of personal conduct. Linden Lab’s TSA clearly prohibits such behaviors
as griefing, hacking, and theft of intellectual property that belongs to other
residents, so individuals who abuse Second Life’s IT infrastructure in-world are
breaking the official rules. Per existing reporting requirements, these sorts of
behaviors require investigation and adjudicative review. It is plausible that these
individuals would also have a difficult time complying with IT rules and regulations
in the workplace, even though the present study did not examine this question
empirically. Lying is another behavior that could potentially spill over into the
workplace if it becomes overly prevalent in-world, especially if individuals are poor
at separating their Second Life identity from the one they uphold in real life. The
major types of behaviors that may compromise performance and reliability in the
workplace include:

Absenteeism.

Addiction urges while at work.
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Cognitive interference or “split world” effect.
Sleep deprivation.

Accessing Second Life or its features while at work when this behavior is
prohibited.

Hacking.
Harassment of other Second Life residents.
Use of illegal scripts.

Lying.
Behaviors That Undermine Mental and Physical Health

Disturbed mental health, which falls under psychological conditions in the
Adjudicative Guidelines, could cause a significant deficit to an individual’s
psychological, social and occupational functioning. Compulsive cyber use surfaced
as one of the most prominent concerns in this category. This condition is
behaviorally similar to other forms of addiction (e.g., alcohol, drugs, etc.), and in the
present context involves such features as excessive use of Second Life, withdrawal
symptoms when the Second Life access is inaccessible, build-up of tolerance
including the need for more hours in-world, and negative social and occupational
consequences. It cannot be concluded that Second Life residents in the present
study met the clinical criteria for an impulse control disorder, but they certainly
exhibited the symptoms of this condition.

Behaviors associated with undermined physical health are also grouped into this
category. While not a security risk, poor physical health may be a safety risk for
certain sensitive positions with additional requirements. Also, neglect of physical
health indicates poor judgment on the part of individuals who spend extended
periods of time in-world, despite experiencing strain on their back, neck, and
hands, and neglecting a proper diet, exercise, and maintenance of personal hygiene.
The primary types of behaviors that undermine mental and physical health include:

Anxiety attacks.
Compulsive cyber use.
Paranoia.

Reduced guard.

Back and neck strain.
Carpal tunnel syndrome.
Neglect of diet.

Neglect of exercise.

Neglect of personal hygiene.
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Behaviors That Interfere with Real-world Functioning and Relationships

The final category of concerns addresses relationships with friends, coworkers, and
family members. Findings from the present study show that problematic Second
Life involvement can break up relationships and marriages and result in neglect of
spouses, children, and friends. It is of potential concern that over time some
individuals may start replacing their real-world connections with virtual
connections and fully disconnect from society. Their real-life emotional safety net
may diminish in favor of one that is not reliable.

Moreover, replacement of real-world connections with virtual connections will likely
result in increased amounts of time spent in-world, which introduces additional
security risks such as cyber addiction and involvement in behaviors that could
make individuals vulnerable to outside influence. The list of behaviors that interfere
with real-world functioning and relationships is presented below:

Replacing real-world families with Second Life families.

Betraying real-world romantic partners by forming cyber relationships.
Neglecting real-world children.

Disconnecting from real-world friends.

Using Second Life as an escape from real-world problems.

Forming unrealistic expectations regarding real emotional connections.

CONCLUSIONS AND IMPLICATIONS

The relative newness of Second Life and similar environments, along with the
general focus of the personnel security culture on managing threats, may leave the
impression that Second Life participation only has negative effects. However, a
great many of in-world activities encourage social awareness, acceptance of other
cultures, and development of real-world interpersonal skills. Per residents’
feedback, the social skills acquired in Second Life may even transfer into real-world
situations, such as in the case of shy individuals who start practicing being
extroverted in real life. Finally, regardless of potential personnel security concerns,
trying risky behaviors in a fantasy context may be preferable to acting them out in
real life.

Importantly, Second Life participation is likely to have a different impact on
ordinary users versus those who are eligible for access to classified information
Non-clearance holders need not be concerned with the potential security risks of
their in-world activities, only how they might undermine realistic human
relationships and lead to poor personal or employment outcomes. On the whole,
Second Life is an alternative to other forms of entertainment or creative expression,
and can provide an escape from the mundane reality, pressures, and obligations of
real life (Boellstorff, 2008). Clearance holders, on the other hand, may be placing
themselves at risk when they engage in various behaviors that surfaced in the
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present ethnography. For them, the prospective benefits may not necessarily
outweigh the costs, at least from a risk management perspective. Of course, the
level of risk would be determined by the precise nature of their Second Life
activities and the surrounding circumstances, and will vary on case by case basis.

A long-term goal, in conjunction with the forthcoming additional research, is to
generate clear guidance for the patterns of cyber participation and specific activities
that may be of concern during background investigations and continuing
evaluation of current employees, and patterns of behavior viewed as safe and
acceptable. Such a document would be valuable to prospective clearance
applicants, current clearance holders, investigators, and adjudicators. Before any
form of adverse actions related to participation are taken, it is necessary to have
clear and complete training materials that detail which behaviors must be avoided,
and how people can recognize warning signs in themselves and in their co-workers.
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SECTION 2: CASE STUDIES

METHOD

Overview

The case studies presented below are based on a series of one-on-one interviews
with 10 respondents who consented to being interviewed in real life. Roughly half of
these individuals also participated in voice interviews and were then selected for the
case studies because they reported behaviors that warranted a deeper
understanding due to being potential security risks. The other respondents
participated in discussion groups and numerous prior conversations with the
researchers and were selected for their willingness to openly and honestly talk
about their Second Life involvement and its influence on their real life. Researchers
took great care to ensure that the final sample of participants was diverse regarding
gender, age, occupation, socio-economic status, and United States geographical
region.

The respondents were interviewed in public locations with low levels of noise
located in their own towns of residence (e.g., coffee shop, public library, etc.).
Researchers used an open-ended, semistructured field guide to direct the flow of
the interviews (see Appendix D). This format was chosen because it provides a way
for participants to describe the influence of Second Life on various aspects of their
life in their own words, while at the same time covering all topics of interest. The
topics included many domains of personal functioning, such as early childhood,
daily activities, work life, family life, health issues, etc. The primary objectives of the
face-to-face interviews were to understand how the respondents came to engage in
potentially risky in-world behaviors and what impact these behaviors had on
various aspects of their life. The interviews lasted approximately two hours and
each respondent was paid $300 U.S. for participation.

Participants
Ten individuals were interviewed for the present study. Respondents’ demographic
characteristics are listed below:

Gender: Six males and four females.

Age Range: 22 to 62 years old.

Geographic Location: The West Coast, Great Plains, Midwest, Northeast, and
Southwest.

Area of Residence: Rural, small city, suburban, and metropolitan areas.
Employment: Seven full-time employees, three self-employed.

Occupation: IT services for federal government, program manager for state
government, teacher, customer service representative, computer programmer,

41



SECTION 2: CASE STUDIES

graphic artist, social worker, public policy activist, green services installer,
education team member for a technology company.

Economic Strata: Lower class to upper-middle class.

Marital Status: Three single and never married, five married, two divorced and
engaged to someone else.

Interviews

Each interview consisted of three phases that occurred in the following order:

(1)

(2)

(3)

Main interview: A semi-structured interview was conducted, whereby the field
guide was used to focus on topics of concern for each participant and skip over
those that were irrelevant. They researcher introduced probing open-ended
questions, and then allowed the respondent to talk freely without interruption.
Follow-up questions were asked if needed for clarification. The main interview
took up the majority of the 2 hour period.

Quote response: When the main interview was complete, the researcher read
20 particularly salient quotes gathered during the earlier group discussions and
voice interviews (e.g., “It is very easy for me to lose time in Second Life,” “I am
totally ashamed of Second Life,” “ I don’t trust anyone, but nowadays it isn’t
keeping me from communicating with people”). Each participant was asked to
respond to each quote, first for personal relevance, or if it did not apply, then for
general thoughts on the topic. Participants’ responses to the quotes were then
used in the analysis as an indicator of comfort level with talking about personal
experiences versus distancing themselves by talking about generalities or the
experiences of other residents.

Written exercise: The third and final component of the interview consisted of a
written exercise. Respondents were given a blank sheet of paper and asked to
write a brief description of how they perceived themselves. The instructions were
intentionally left fairly open to encourage self-expression. They were also
informed that their responses would not be read until a later time.

SUMMARY OF RESULTS

Overview

This section presents an abbreviated version of each case study and an overview of
all major findings and conclusions. Although no PII was intentionally collected from
any of the respondents, in order to protect their anonymity and confidentiality, only
the For Official Use Only (FOUO) version of this report contains the full-length case
studies. The present general release version contains only the summaries that
reflect the most essential facts and an overview of the conclusions. The FOUO
version of the report also contains a more nuanced discussion section that
references specific case studies where deemed appropriate. All conclusions about
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the impact of Second Life involvement on respondents’ lives are based solely on
researchers’ qualitative data analyses. No attempt was made to verify these
conclusions by conducting additional interviews with family members, friends, and
co-workers. When reviewing the case studies, the reader may find it helpful to refer
to the glossary of common Second Life terms provided in Appendix A.

Case Study # 1: “Jack”

Jack experienced a rough childhood and adolescence, followed by a series of jobs in
various industries, and then eventually a career in IT services. He is very
dissatisfied with his current job however, because of how little it pays. He blames
the economic downturn for having to take a low paying job with the federal
government. He admits to experiencing anger problems at work, and at times even
intimidating personnel by threatening that he will disable their accounts if they
don’t strictly abide by the rules.

Jack spends his time in Second Life interacting with individuals who work at
mainstream defense and technology-oriented organizations and other places that he
respects. Jack has used alts for social experiments to see if he can manipulate
other Second Life users and has also experimented with female avatars. He loves
the fact that he can try out different personalities in Second Life and disguise his
real-life introversion. Jack has a strained relationship with his wife and feels little
emotional connection with others both in-world and in real life. He shares a wealth
of personal information about himself in his profile, such that his real-life identity
can be easily deduced.

Case Study # 2: “William”

William describes himself as utterly miserable in his real life. He has grown bored

with his predictable life at home, so he turns to Second Life for added excitement.

He is also unhappy at work and feels that his manager makes his life a nightmare.
In addition to being an avid Second Life user, William has several real-life hobbies
that he regularly pursues.

Second Life serves a highly social function for William. When in-world, he focuses
on friendships and relationships he’s developed there. His loves the anonymity
aspect, because it allows him to open up to others in-world and escape from his
unhappy real life. In Second Life, he is engaged to a woman whom he describes as
“a very nice lady.” He admits to having a lot of virtual sex with her and says that
they are going to get married in-world. William’s wife does not know about her
existence, and he does his best to keep his Second Life involvement a secret from
everyone in his real life. He has a good reason to do so, because his job demands a
high level of conscientiousness from him, and his career would be compromised
had others found out about his specific activities in Second Life.
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Case Study # 3: “Robert”

Robert had a rough childhood and adolescence, which included drugs, criminal
activities, and run-ins with the law. He credits prison with saving his life and
inspiring him to earn a Master’s degree. Right now he has a stable and well-paying
job. Robert is a big fan of gaming and computing and recalls joining Second Life
shortly after its initial launch. He makes his real-life identity transparent in-world
and is only interested in befriending those who adhere to the same policy. His pet
peeve is when other users try to deceive him, so he goes to great lengths to verify
the information they share with him. Second Life is very much a social community
for Robert, and he is engaged to be married to someone in-world.

Robert has tried his hand at various Second Life activities, some involving large
amounts of money spent on goods and services or on financial assistance given to
his in-world friends—all of which he dismisses as discretionary spending. He has
also tried out alternative sexual practices such as BDSM, but didn’t find them
fulfilling. Eventually, he turned to building and writing scripts allowing him to
monitor the movements of other avatars, discover IP addresses, and design his own
sims. He finds building and scripting gratifying because it gives him complete
control over his Second Life environment. He has been suspended from Second Life
before for rule breaking, but his account was subsequently reactivated by Linden
Lab. Robert perceives his real-life self as unattractive and unappealing to others, so
he credits Second Life with allowing him to enjoy a perfectly crafted life, filled with
attention from others, especially attractive women.

Case Study # 4: “Maria”

Maria experienced a lot of emotional trauma as a child and teenager, which taught
her to be distrustful of other people. She has also experienced physical problems
that made her feel insecure about her appearance. After a number of years, she has
finally pulled her personal life and career together and feels content with her life.
Maria’s initial experience with Second Life involved shadowing a friend who was
engaged in age-play, but she made a conscious decision to disconnect from him
and his group of friends and re-enter in the form of an avatar closely resembling
her real-life self. Maria’s current activities in Second Life are laid back and “clean
fun,” as she describes them.

Maria was previously involved in a long-term romantic relationship with a man
from another country who ended up lying to her frequently while they were together
and in the end showed no interest in moving the relationship into real life. Maria’s
current relationship, also with a man she met online, has bled over into real life,
which makes her very happy. Despite her disappointing online experiences from the
past, Maria likes Second Life because it protects her emotions by giving her the
option to withdraw from relationships and friendships if somebody breaks her
trust. She feels in complete control of her environment and her associates, and she
is able to try out behaviors that run counter to her real-life personality, such as
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being extroverted and confident. She does admit to being overly trusting of others in
Second Life in the past, but claims she has learned from those mistakes.

Case Study # 5: “Joanne”

Joanne is in a stable marriage, but she and her husband have their own hobbies
and schedules. Joanne is quite passionate about Second Life where she spends
nearly every evening after her husband goes to bed. She is not ashamed of her
Second Life involvement, and her friends and family know about it. Joanne has
even tried educating her friends, family, and co-workers about unique opportunities
available in Second Life. She also doesn’t hide her real-life identity from others in-
world, but says that people first have to earn her trust before she decides to share
it with them.

Joanne spends the majority of her time in Second Life, which can amount to 30
hours a week, engaged in activities that are an extension of her real-life career or a
substitute for her real-life hobbies. She has developed a large number of in-world
friendships with individuals from all over the world, including the Middle East. She
enjoys helping people, which explains the counseling role she has taken in many of
these relationships. Joanne is quick to point out that she likes to be in control and
this is something she’s been struggling with her whole life. Second Life appeals to
her because it allows her to be in full control of her environment and friendships.

Case Study # 6: “George”

George is a conservative man who is plagued by conflicts between his ideological
beliefs and impulsive actions in both real life and Second Life. He credits Second
Life with inspiring him to get involved with other forms of social media, including
Facebook and Twitter. While in Second Life, George only communicates with
complete strangers who he has met online. George’s cyber involvement has put
great strains on his marriage, and he is finding it increasingly difficult to separate
between his real life and his cyber life, although he does his best to keep his cyber
life a secret from his friends, extended family, and co-workers.

At one time George has experimented with certain Second Life behaviors of sexual
nature that he never felt free to explore in real life. In the aftermath, he stopped
doing them because he became concerned that his life would be ruined if these
experiments became public. George is also not a stranger to Second Life romantic
relationships, which have created much animosity and strain within his real-life
marriage. He states that his current Second Life relationship is no longer sexual,
and that he came to a strained understanding regarding it with his wife. He admits
that he is in love with his Second Life partner, but that he is only cheating on his
real-life wife “in fantasy.”
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Case Study # 7: “Andrew”

Andrew experienced a rocky adolescence and young adulthood filled with lack of
parenting and persistent bullying in school. Because of feelings of powerlessness
during his formative years, Andrew is trying to exert as much control as possible
over his current life. He has always loved gaming, because it allowed him to escape
a stressful family life and school abuse, which could not be controlled otherwise. He
similarly loves Second Life because of the control it affords over his in-world
environment.

In Second Life, Andrew is heavily involved in a sexual role-play community, and he
also runs a small in-world business to fund his Second Life experience. He views
Second Life as merely a game and states that he can easily separate it from his real
life. In the past, Andrew has used Second Life to enhance his real-life romantic
partnerships. His primary relationship dissolved, however, because his partner
cheated on him. Andrew feels that in order to have a decent Second Life experience
and receive the full benefits of participation, one must be willing to invest at least
three hours a day to being in-world, which he consistently does himself.

Case Study # 8: “Catherine”

Having experienced a rough childhood and a tumultuous marriage, Catherine is not
a stranger to verbal and physical abuse. She has made a conscious decision,
however, to get her life back on track. Catherine does not separate between her real
life and Second Life, although there was a time in the past when Second Life felt
more real and important than her real life. She would go there to escape real-world
problems in her marriage, viewing the virtual space as an outlet for forgetting about
her troubles and as an apparatus for boosting her self-esteem.

Catherine’s past activities in Second Life have largely involved socializing with other
users, both romantic interests and friends, but she is now finding herself doing it
increasingly less. A stint with romantic relationships in Second Life prompted
Catherine to seek relationships in the real world through an ordinary dating
website, where she met her fiancé. She felt that people in Second Life were never
what they appeared to be in-world, and they were always hiding something about
themselves. Although in the past Catherine felt an increased need to be in Second
Life and seek out affirmation from her virtual friends, she is now more satisfied
with her real-life self, and no longer turns to Second Life for reassurance.

Case Study # 9: “Laura”

Laura is a career-oriented woman who has been interested in computers, gaming,
and cyber interaction for quite some time now. Her boyfriend introduced her to
Second Life, which she prefers to multiplayer online games due to its greater
elasticity for crafting a personalized world. Laura views Second Life as the latest
tool for her to use in the evolution of computer technology to assist with personal
and work projects.
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Laura makes her identity transparent in-world because she says her interest in
Second Life is for work-related purposes. She admits, however, to having created
alts in order to escape the confines of her work-related avatar, and she takes great
pains to hide these identities from her Second Life friends. Laura also says that her
preoccupation with Second Life has caused some problems in her life. She has
found it difficult to control the amount of money and time she spends in-world,
even despite realizing that her real-life interests and priorities are getting put on the
back burner.

Case Study # 10: “Edward”

Edward is a small business owner in real life. Although he started out using Second
Life for work-related purposes, currently the majority of his time in-world is spent
creating friendships and developing intense romantic partnerships with women. He
is married in real life and does not hide his Second Life involvement from his wife.
Edward uses Second Life as a tool for exploration, understanding his own
personality, and finding an emotional connection that is missing from his real-life
marriage. He has spent a considerable amount of money in-world at the expense of
his real-life financial obligations.

Edward’s real-world identity is completely transparent in Second Life. He is also
very open about his romantic partnerships in and out of Second Life, and has little
concern about negative repercussions from mixing the two worlds. However,
Edward does have an alt for times when he feels burdened with official
communication in-world and wants to behave without any inhibitions.

Conclusions and Discussion

The case studies presented in this report provide insight into the impact of Second
Life involvement on respondents’ real-world functioning, relationships, work life,
mental health, and physical health. When drawing inferences from these findings, it
is important to understand that they are intended to be rich examples of different
types of Second Life users, and not all of these respondents show evidence of
problematic behavior or adverse spillover. Although, half of the participants were
selected for the real-world interviews precisely because their stories could shed light
on spillover and other themes associated with security risk. Also, while all
respondents were employed and were United States citizens, and they spanned
genders, ages, income levels, and geographical regions, only one held a security
clearance. There is no evidence about whether these individuals are similar to the
population of active clearance holders overall. However, as the number of clearance
holders and Second Life participants range into the millions, it stands to reason
that some do resemble the individuals presented here.

Three key themes emerged from the case studies: (1) compulsive use, (2) diminished
quality of life, and (3) preference for control. Each theme is described in detail below
with particular attention devoted to its importance and relevance to personnel
security.
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Compulsive Use

The real-world interviews allowed researchers to gain a deeper understanding of
compulsive Second Life use, which can be a security concern to the extent that it
impairs individuals’ judgment, reliability, and trustworthiness to handle classified
information or affects their capability to perform work duties. It must be noted that
the term compulsive use in this report refers to observed and reported symptoms of
excessive or somehow problematic use of Second Life rather than a clinical
diagnosis. In fact, in discussions of this topic below, the term compulsive use is
used in place of cyber addiction, to ensure that the reader does not presume that
interviewed respondents were clinically addicted to Second Life. The present
findings show that compulsive use of Second Life is not always directly proportional
to the number of hours spent in-world. Instead, it’s more of a qualitative
phenomenon, the impact of which is best measured by examining the individual’s
ability to sustain proper functioning in the brick-and-mortar world, namely in the
personal and workplace domains. Therefore, someone who spends five hours a
week in Second Life can be just as troubled as an individual who spends 40 hours
a week in-world, if the former person has suffered equal psychosocial impairments
to his or her real life. All of the respondents selected for the case studies reported at
some point experiencing difficulties staying away from Second Life and/or feeling
preoccupied with it when offline.

Analysis of the case study findings also identified three distinct functional roles
that Second Life may play in the respondents’ lives. These functional roles illustrate
that individuals are attracted to Second Life for distinct reasons, some of which
may be more adaptive than others. Note that the resultant framework of functional
roles is based on 10 case studies, so it will require further testing and validation
before it can be extrapolated to a larger population of individuals. The proposed
functional roles focus on the purpose behind the individual’s sustained
participation in Second Life, which can fall into one of three categories: (1) using
Second Life as a tool for enhancing real life, (2) using Second Life as a temporary
escape from real life, and (3) using Second Life as a replacement for real life. The
categories are neither orthogonal nor static. An individual can fall into more than
one category at the same time (e.g., using Second Life as both a tool and as a
temporary escape), and they can transition from one category into another (e.g.,
using Second Life as a temporary escape at first because of an illness in the family
and then becoming a heavy addict and having it replace one’s real life). Future
research is necessary to delineate how the three groups compare in the adverse
psychosocial consequences that they experience as a result of their use.

Second Life can be used as a tool for enhancing real life in order to supplement
networking, education, and career opportunities that are available there.
Examples include taking a foreign language class in-world because it’s free and
taught by a native speaker or fulfilling a work obligation in response to a
supervisor’s request to advertise company products in Second Life. These
individuals do not conceal their Second Life involvement from their real-life
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family and friends and they also make their real-life activities transparent in-
world. However, there are still potential security concerns. Leakage of sensitive
information can occur if individuals unintentionally share it with others in-
world or if they become a target of assessment or recruitment by foreign
intelligence organizations.

Second Life can be used as a temporary escape from real life in the same way
that television or a hobby provides respite from the mundane realities of
everyday life. Individuals use it to alleviate boredom and many of the case study
respondents felt that Second Life is much more fun and interactive than other
forms of entertainment. In contrast to television watching, which is a rather
passive experience, being in Second Life allows individuals to design an
idealized lifestyle that they would never be able to pursue in real life. Second
Life offers them an opportunity to be a part of the action and to have a hand at
writing the plot. In respect to implications for compulsive use, although using
Second Life as a temporary escape sounds quite benign, it can be dangerous
precisely because it makes for a much more involving and captivating
experience than other forms of entertainment. What starts out as a temporary
escape from real life can evolve into a permanent escape mechanism and
ultimately a replacement for real life.

Second Life can be used as a replacement for real life, or a specific aspect of it,
such as fulfillment of emotional or sexual needs that are missing in a real-life
marriage. In this manner, some individuals create vibrant lifestyles in Second
Life in order to fill a hole that exists in real life. By doing so, they manage to
temporarily avoid real-life problems and issues. Unfortunately, they often
remain blind to the fact that they are only exacerbating their problems further
by completely withdrawing from real-life social interactions and activities.
Divorces and relationship break-ups are very common outcomes for this group
of individuals whose significant others often turn to various support sources for
help (e.g., Online Gamers Anonymous) only to find out that their partner is
hopelessly addicted to the game and isn’t willing to change his or her usage
patterns. This group of individuals is most likely to spend extended hours in-
world and experience psychosocial symptoms of compulsive cyber use, which
may include impairments to health, performance in the workplace, and personal
functioning and relationships in the real world.

Diminished Quality of Life

A second prominent theme that emerged from the case studies pertains to users’
quality of life. For most of the interviewed respondents, Second Life involvement
actually exerted a diminishing effect on their quality of life, although hardly anyone
chose to admit this was true. In contrast, interviewed respondents stated that
Second Life improved their quality of life, even when it was having negative effects
on their marriage, relationships with family members and friends, financial well-
being, and other life domains. The best way to understand these quality of life
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effects is to examine not what the respondents were saying but how they were
saying it and what they were not saying. Many individuals may simply be in denial
about the opportunity costs of Second Life involvement and refuse to acknowledge
them at all costs. Not surprisingly, residents whose quality of life has suffered
because of their Second Life involvement also spend the largest amount of time in-
world, ranging from 20 hours to 60 hours a week. Again, however, the number of
hours alone should not be used as a definitive indicator of compulsive use and
spillover, but only as a potential red flag.

The primary mechanism through which Second Life affects residents’ quality of life
is replacement of real-world social interactions with virtual ones. This is true for
both romantic and platonic relationships. Individuals replace real-world spouses
with Second Life spouses (and at times even children) and real-world friends with
Second Life friends. As a result, one of two things may happen. Residents either
tend to abandon real-life relationships or find ways to integrate Second Life
interactions with real-life relationships, still and all resulting in decreased amounts
of time spent with real-life family and friends. Of course, there are also individuals
who use Second Life to merely expand their real-life friendships and make
connections that extend beyond the boundaries of geography. In this case, one
should not expect to see diminished quality of life effects, especially if the person is
finding it difficult to meet friends in real life.

Preference for Control

The ability of users to control all aspects of the experience afforded by Second Life
was a topic that surfaced early on in the group discussions and voice interviews, as
well as the one-on-one interviews. Nearly all respondents remarked over and over
that they favored Second Life because it affords great control over the in-world
lifestyle, which is impossible to do in real life. This strong preference for control
may be explained by another common factor that surfaced in case study
respondents’ backgrounds. Nearly all of the respondents reported experiencing
highly stressful events during their early childhood, albeit to varying degrees. These
events included divorce, adoption, physical abuse, sexual abuse, and bullying in
school. Perhaps, the respondents’ desire to control every aspect of their in-world
lifestyle, including physical appearance, social interactions, and activities, stems
from a complete lack of control they experienced in their childhood years. Future
research needs to address whether in fact there is a relationship between stressful
childhood experiences and subsequent problematic use of cyber environments.

Respondents found it particularly appealing that Second Life allows them to control
six aspects of their Second Life lifestyle that are listed and described below. Perhaps
these domains will help researchers understand why Second Life can be so
addictive and appealing to individuals.

Communication: Second Life offers residents the opportunity to manage their
communication with others, which according to their accounts, may be the
most important element of control Second Life provides. Not only can they mute
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residents they don’t wish to talk to, but they can also ponder and edit exactly
what they choose to write to other residents. They are able to mask their true
feelings and send messages that reflect only the point they wish to
communicate, carefully calculating the emotional implications.

Anonymity: Residents can choose to reveal as little or as much about their
real-life identity as they wish. They rated control of anonymity as the second
most important element of control that Second Life provides. They sometimes
see this anonymity as free rein to act in ways they would never consider acting
in real life, and the anonymity gives them unspoken permission to reveal
emotions and events that they would never share in real life.

Secrecy: Residents also enjoy the ability to create secret alts and in this
manner hide their primary Second Life identity from their Second Life friends
and associates, or just control their accessibility to others in-world. They often
use alts to experiment with risky behaviors and to cheat on their Second Life
partners. Residents can also manipulate who is able to see they are presently
online, creating a level of control over their visibility to others in-world.

Environment: The ability to control everything about one’s environment in-
world also appeals to residents. They can change their surroundings whenever
they wish, or refine one location over and over until their idea of perfection is
reached. Housing is also easily manipulated, designed, changed, and built again
at will, which would be challenging to do in real life.

Appearance: Residents greatly enjoy manipulating all aspects of their physical
appearance in Second Life, something that would be much more difficult to
accomplish in real life. Many residents report not being happy with their real-life
physical form because of challenges such as obesity, stutter, etc. Second Life
allows them to have their idealized appearance. Residents also feel that others
in Second Life tend to judge them based on their personality and not their
looks.

Personality: Finally, residents enjoy being able to manipulate the perceptions
that others hold of their personality. Many report being introverted in real life,
but frequently practicing extroverted behaviors in-world. Others report being
more sexually open in-world than in real life. A resident can experiment with as
many different personalities as the number of alts they have. Although this
behavior cannot be called explicit lying, it certainly involves deception.
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METHOD

The contracted researchers also created a typology of personas as a final and third
way to synthesize the findings from the present ethnography. Others, e.g., Meadows
(2008), have in the past employed similar approaches to synthesizing their
observations of Second Life users. This typology assigns Second Life residents into
prototypical categories based on their pattern of Second Life use and how that
participation might pose a security risk. The personas were created using the data
from 35 distinct voice and real-world interviews, and must be considered
preliminary at best.

First, the data from the interviews were inserted into a matrix of variables. The rows
in the matrix included Second Life behaviors reported by residents and the columns
included all of the Adjudicative Guidelines, except for Alcohol Consumption and
Drug Involvement. The columns also included three additional variables that were
judged important to the persona development process: (1) hours a week spent in-
world, (2) unusual behaviors or traits observed by the researchers during the data
collection process, and (3) the resident’s reasons for entering Second Life.

The second step was to rate each interview respondent’s Second Life behaviors in
the rows of the matrix as low, medium, or high for each of the column variables. An
example of the rating process is presented here. “Beth” is married with children,
holds a prestigious job as an executive of a large corporation, but also is a
submissive sex slave in Second Life. She spends more than 40 hours a week in-
world and her Second Life master, who lives in a foreign country, sends her
messages throughout the day telling her what to do when she returns to Second
Life that evening. He also provides input into her real-life activities. Beth gets about
four or five hours of sleep each night because she goes to bed late participating in
BDSM role-play, and although her husband knows she spends a lot of time in-
world, he knows very little about her specific activities.

Beth was rated as high on the Personal Conduct guideline because of her sexual
activities in Second Life and because these activities would pose a great risk to her
marriage, job, and social standing if discovered. She was rated as high on the
Foreign Influence guideline, because she abides the requests of an apparent foreign
individual who she has never met in real life. She was also rated as high on the
Personal Conduct guideline because she systematically hides her Second Life
sexual activities from her husband, which increases the apparent risks of blackmail
or exploitation. Beth admits that her husband would not like her behavior if he
became aware of it. She was rated as a low risk on the remaining guidelines. The
rating process was in some ways similar to the approach that adjudicators use to
determine whether a subject’s behavior violates specific adjudicative guidelines.
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Finally, the researchers clustered the 35 interviewed respondents into groups based
on the number of low, medium, and high ratings they received, in this manner
deriving five personas. The personas vary on two key dimensions: (1) the functional
role that Second Life serves in the individual’s life and (2) the apparent security risk
posed by an individual’s Second Life activities. Note that the resulting categories are
abstractions and do not pertain to any specific individual contacted during the
course of the study.

RESULTS

Five personas were identified during the typology development process: Reckless
Risk Takers, Escapists, Substitutes, Explorers, and Enhancers. This categorization
of personas complements the functional role framework derived from the case
studies in that it provides a more nuanced understanding of the specific behaviors
of security concern in which individuals engage in-world. While the personas
describe five general types of Second Life users observed in the present study, they
do not speak to how common each type is in-world. Future planned research will
address the relative frequencies of user types in Second Life and also examine user
types in other cyber environments. The personas are listed in descending order
from highest level of potential security risk to lowest as per the concerns outlined in
the Adjudicative Guidelines.

Reckless Risk Takers

Reckless Risk Takers take risks in Second Life, both in terms of the potential harm
to their own health and functioning, and the potential damage to their outside lives
if others find out about their activities. The signs of their Second Life involvement
may not be directly visible to those around them, because Reckless Risk Takers are
good at keeping secrets from families and coworkers regarding their Second Life
activities. They also spend the greatest amount of time in-world compared to other
personas. Due to the nature and extent of their participation, Reckless Risk Takers
have a high apparent risk for blackmail or coercion.

Reckless Risk Takers easily fall prey to outside influence, as they sometimes
allow others not only to direct their lives in-world, but also at work and at
home. They may also let their Second Life activities spill over into their real life,
without realizing the harmful impact on their health, well-being, and
relationships with family members and friends.

Reckless Risk Takers frequently participate in explicit and non-mainstream
sexual behaviors in Second Life, potentially increasing the risk of blackmail and
putting their real-life image at risk if these activities were discovered.

Reckless Risk Takers are highly likely to overextend themselves financially in
Second Life either by overspending on their Second Life lifestyle or by providing
monetary assistance to other residents who claim they are in need of help.
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Reckless Risk Takers may exhibit symptoms of compulsive use by becoming
increasingly dependent on Second Life over time and needing more and more
time in-world to satisfy their cravings. They may deny this addiction by saying
that Second Life is just a game, contradicting earlier statements that the
emotions and feelings they experience in Second Life are very real.

Reckless Risk Takers are at an increased risk for trusting other anonymous
Second Life residents and sharing with them real-life personally identifying
information, at times without awareness.

If Reckless Risk Takers possess computer programming knowledge, they are at
an increased risk for abusing the Linden Lab TSA and engaging in prohibited
computer activities, including abuse of other residents.

Reckless Risk Takers spend the greatest amount of time in Second Life,
averaging between 30 to 60 hours per week.

Escapists

Escapists use Second Life to avoid their real-life problems. They neglect themselves,
their families, and jobs and use Second Life much like a functional alcoholic uses
alcohol. They may be seeking escape from a bad marriage, a meaningless social life,
or a miserable job. Escapists may be most easily influenced by others when they
are more emotionally vulnerable.

Escapists are less likely to fall prey to outside influence than Reckless Risk
Takers and to allow their Second Life activities to bleed over into real life. They
realize that Second Life provides only a relative sense of anonymity, so they are
somewhat more cautious about sharing their real-life personal information with
other residents.

Although Escapists also partake in experimental sexual behaviors, they are
more likely than Reckless Risk Takers to have other interests in Second Life,
including friendships with other residents and active involvement in interest
groups. They tend to be somewhat more open about Second Life with their real-
life family, friends, and coworkers.

Escapists also overextend themselves financially in-world, but only to purchase
Linden dollars in support of their Second Life lifestyle. They do not give real-life
money to other Second Life residents.

Escapists are better able to balance Second Life and real life than Reckless Risk
Takers, for while they develop emotional ties in-world, they are motivated to
protect and preserve their real-life relationships too.

Escapists only share personal information with those they trust. The inability to
verify identities within Second Life may increase their vulnerability for disclosing
sensitive information, however, as social engineering may be used to gain trust.

Escapists with computer knowledge have a medium risk of engaging in
prohibited computer activities.
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Escapists spend an average of 30 hours a week in Second Life.

Substitutes

Substitutes use Second Life as a substitute for hobbies, television, or even sexual
“kinks” that are not being satisfied in real life. For them, Second Life simply
replaces other forms of entertainment. They are not trying to avoid real-life
problems, time schedules, or obligations. A potential security risk may emerge if a
Substitute replaces real-life emotional connections with unrealistic virtual
relationships or if another party is a foreign national.

Substitutes are not as easily influenced in-world and, because their real lives
tend to be basically satisfying, they tend to separate Second Life from real life
more than Reckless Risk Takers or Escapists.

Substitutes experiment with sexual behaviors, but much more discreetly, and
they often create an alt just for that purpose. Substitutes also frequently
abandon their alts because they don’t find them satisfying, or because they are
busy with their other Second Life pursuits.

Substitutes are at a moderate risk for spending excessively in-world, but tend to
eliminate real-world costs (e.g., buying coffee) to offset the expenditures.

Substitutes sometimes become immersed in Second Life at the expense of real-
life friendships, and can be dishonest through alts and lies in their profiles.
They are, however, less likely than Reckless Risk Takers and Escapists to
abandon their family and friends. They say they lie to protect their real-life
identity rather than for personal gain or deceit.

Substitutes are at a moderate risk for sharing sensitive information, particularly
if they are trying to fill a void in real-life emotional ties, such as with a loveless
marriage. If they are using Second Life as a substitute for entertainment, then
the risk for exposing information is low.

Substitutes with computer knowledge have a low risk of engaging in prohibited
computer activities.

Substitutes tend to spend an average of 25 hours a week in-world.

Explorers

Explorers use Second Life to discover and participate in experiences that are not
readily accessible in real life. They are less likely to fall prey to outside influence
because they primarily focus on exploring an immediate interest (e.g., building
objects, listening to music, learning about other countries, finding a real-life
romantic partner, etc.). They perceive Second Life as a tool for exploratory goals.

Explorers are not likely to fall prey to outside influence. Their focus is on the
task at hand.

Explorers may try out new sexual behaviors in-world, but it is either fleeting
experimentation or not something hidden from others in the real world.
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Explorers are at a moderate risk for spending excessively, but as with
Substitutes, they control their entertainment budget by cutting back in other
areas.

Explorers are in-world for discovering new experiences and exploring aspects of
their identity. The potential for compulsive use will therefore depend on the
nature of their specific activities. They are, however, unlikely to abandon real-
life relationships in favor of ones developed in Second Life, unless their level of
use

Explorers are at a low risk for revealing personal information, and are less likely
to have many social contacts in-world. They understand that others in Second
Life are not honest for a variety of reasons, and are vigilant about keeping
themselves protected from possible harm.

Explorers with computer knowledge may break rules (e.g., exploring the
possibilities of hacking into IT systems). They are primarily interested, however,
in learning the “hows” behind such activities than actually engaging in them.

Explorers tend to average 15 to 20 hours a week in-world.

Enhancers

Enhancers use Second Life as a tool for work, business, and hobbies. They are the
least likely of all residents to engage in compulsive use of Second Life or engage in
behaviors that could be somehow used against them. They use Second Life because
it helps them perform real-life activities more efficiently, and are primarily focused
on that purpose. They also spend the least amount of time in Second Life relative to
other personas.

Enhancers are not likely be influenced by others, and will avoid those who try to
manipulate them. They do not like to be distracted from their goals.

Enhancers do not engage in sexual experimentation in Second Life.

Enhancers have a very low risk for excessive spending in Second Life, as many
have chosen it as a cheaper alternative to other methods of completing real-
world tasks.

Enhancers are at a low risk for becoming compulsive users of Second Life, and
their outside relationships are largely unaffected by their involvement in Second
Life.

Enhancers are unlikely to share personal or sensitive information with anyone
they meet in Second Life.

Whether or not they possess computer knowledge, Enhancers are unlikely to
violate the Linden Lab TSA.

Enhancers tend to spend the least amount of time in Second Life, averaging 5 to
10 hours a week. This estimate excludes those who are required to use Second
Life to complete job tasks, and only refers to usage as a productivity tool for
hobbies and personal interests.
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DISCUSSION

These personas are meant to provide initial insight into differentiating between
innocuous and problematic use of Second Life among current and potential
clearance holders. This classification framework represents the first known attempt
to evaluate participation in the context of the Adjudicative Guidelines.
Subsequently, alternative analytical frameworks are worth exploring and may
provide more clear and actionable guidance. There are many parallels between
virtual social environments such as Second Life and other cyber contexts (e.g.,
multiplayer online games, social networks, etc.) so it would be advisable to examine
whether the same or different classification schemes apply to each one.

Reckless Risk Takers pose the highest level of security risk due to their involvement
in sexual activities and susceptibility to outside influence. As they are typically
secretive about their Second Life activities, they may be undetectable during
investigations. Escapists present a moderate security risk. While their behavior
resembles that of Reckless Risk Takers, their participation may be temporary and
dependent on real-life satisfaction. Substitutes represent some degree of security
concern, depending on their specific activities and relationships. Explorers and
Enhancers provide little reason for security concern. Enhancers, in particular, are
in-world to use Second Life as a tool for being more productive in their real life and
are unlikely to be distracted by many of the behaviors associated with high levels of
security risk.

The developed typology of personas only describes the different types of Second Life
users who were interviewed for the purposes of the present ethnography. No
information is currently available on the frequency of each user type in the
population of all Second Life users or in the population of all potential and current
clearance holders. Also, it is impossible to firmly assess the security risk associated
with each persona with the methods used in this study, and further research is
necessary. Two other interesting research areas need to be examined further: (1)
the relative stability of each persona, and (2) the situational factors (e.g., goals, life
circumstances, and personality factors) that predict which persona a Second Life
user will adopt. Both of these topics are important because Second Life personas
are not static. Participation ebbs and flows for individual Second Life residents and
someone can start out as one persona and evolve into another depending upon
multiple factors in their real lives. That is because certain real-life challenges and
personality characteristics can make individuals more susceptible to behaviors of
concern in Second Life, and they can compel them to progress from one persona to
another. Interviews with study participants show that these factors may include:

Death of a spouse or a loved one, where involvement in Second Life is a way to
distract oneself from the grieving process and replace the emotional connection
that is no longer present.

Taking care of a sick spouse or parent can leave individuals feeling
unappreciated, alone, and stressed out. Second Life provides them with a
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temporary relief without making them feel guilty for leaving the person alone at
home.

Divorce can cause low self-esteem, compelling the individual to either hide
behind the computer screen or to seek out reassurance online in an attempt to
prevent being hurt again by keeping romantic partners at a distance.

Low self-esteem, in particular as it relates to self-perceptions of attractiveness
can prompt someone to create an unrealistically attractive avatar and hide
behind him or her. Individuals report choosing this route because they are
hoping that someone will become so attracted to their personality that their
real-life physical appearance will not matter.

Personality traits such as introversion can make individuals feel more
comfortable developing friendships and romantic partnerships in Second Life as
opposed to in the real world.

The framework of personas can also be understood in the context of the functional
roles that Second Life serves for its users. Recall that individuals can use Second
Life as a tool for enhancing real life, as a temporary escape from real life, or
replacement for their real life. Figure 3 illustrates how personas fit into this
functional role framework. Specifically, Reckless Risk Takers and Escapists use
Second Life either as an escape from their real life or as a replacement for it. The
nature of their risky behavior in-world puts them at a risk for becoming unfit for
safeguarding classified information. For Substitutes, Second Life fulfills the role of
an escape from their real life, in the form of a thrilling entertainment tool analogous
to the television, but much more captivating. Explorers use Second Life to either
escape their real life or as a tool to enhance it. It is important to examine the nature
of their specific activities in-world to understand whether they are a security risk.
Finally, Enhancers use Second Life exclusively as a tool for enhancing their real life
and they are at a very low risk for engaging in behaviors that will make them
unreliable or somehow undermine their judgment.

In conclusion, it is always vital to examine (1) the situational factors prevalent in
the individual’s life, (2) personality characteristics, and (3) the specific nature of
Second Life activities when trying to estimate the degree of security risk stemming
from the individual’s Second Life involvement. These characteristics should be
examined in conjunction with the functional role that Second Life fulfills for the
individual and the persona that best characterizes his or her behavior in-world.
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OVERVIEW

This report, as the second in an ongoing series of PERSEREC’s Cyber Culture and
Personnel Security projects, provides initial information about behaviors of
personnel security concern occurring in Second Life and outlines their apparent
impact on users’ physical and mental health, work life, relationships, and
functioning in the real world. Although Second Life lacks the physical contact of
real life, it provides an alternative environment for the occurrence of nearly all
concerns outlined in the Adjudicative Guidelines. Importantly for the personnel
security community, virtual behaviors are unlikely to emerge during a background
investigation as many users tend to be secretive about their Second Life activities
and the Standard Form 86 (SF-86) does not ask about cyber involvement.

The real challenge is that behavior in virtual environments can spill over into the
brick-and-mortar world and impact an employee’s reliability, judgment, and
trustworthiness in the workplace. Unfortunately, individuals are often unaware of
the changes to their normal behavior introduced by cyber participation
(Aboujaoude, 2011). The present research is a first attempt at understanding
virtual social environments, in the form of (1) which behaviors of potential
personnel security concern occur, (2) detailed case studies that illustrate the
motivations of users and the real-world impact of participation, and (3) initial
personas that describe patterns of innocuous versus problematic use. The
remaining portion of this report summarizes the key findings from the present
ethnography and provides initial recommendations for personnel security
professionals and policy makers. Subsequent Cyber Culture and Personnel Security
reports will provide actionable recommendations for how to address participation in
virtual social environments during investigative, adjudicative, and continuous
evaluation phases.

SUMMARY OF MAIN FINDINGS

A number of Second Life behaviors raised security concerns about the judgment,
reliability, and trustworthiness of individuals who participate in them. In addition,
a number of the identified behaviors dealt with personnel’s overall job performance
and fitness to occupy sensitive positions with additional physical and cognitive
health requirements (e.g., Department of Energy’s Human Reliability Program
positions). The prevalence rate of these behaviors is presently unknown and will be
examined in a quantitative study summarized in future research. The behaviors
that were identified can (1) be used to negatively influence personnel, (2)
compromise performance and reliability in the workplace, (3) undermine mental
and physical health, and (4) interfere with real-world functioning and relationships.

A set of case studies was developed on the basis of extensive one-on-one interviews
with a subset of the participants who met with researchers in real life. These case
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studies provide insight into the impact of Second Life involvement on respondents’
real-world functioning, relationships, work life, mental health, and physical health.
Specifically, they suggest that individuals can use Second Life as (1) a tool for
enhancing their real life, (2) a temporary escape from real life, and (3) a replacement
for real life. Generally, only the third type of usage might generate concerns about
potential clinical addiction, withdrawal from real-life social interactions and
activities, and undermined health. Interviews with case study respondents also
revealed that problematic use should not be measured in strictly quantitative terms
(i.e., the number of hours), but rather understood in terms of the broader impact of
cyber involvement on the person’s functioning in the brick-and-mortar world.
Finally, the majority of interviewed respondents exhibited a strong preference for
control, which they felt Second Life allowed them to satisfy.

The present ethnography also resulted in development of an initial framework for
distinguishing between innocuous use of no apparent security concern from
problematic use that may pose risks to national security. Specifically, it identified
five unique personas that best capture and describe the wide range of Second Life
users: Reckless Risk Takers, Escapists, Substitutes, Explorers, and Enhancers.
Reckless Risk Takers pose the highest level of security risk due to their involvement
in sexual activities and susceptibility to outside influence. As they are typically
secretive about their Second Life activities, they may be undetectable during
investigations, especially since SF-86 does not ask questions about cyber
involvement. Future testing and validation of this framework is necessary, as it
does not speak to the relative frequencies of each persona type or to whether it
applies to other cyber environments.

RECOMMENDATIONS

This research contains implications for revising the personnel security vetting and
continuous evaluation process in three important ways:

(1) Update Definition of Contact in Adjudicative Guidelines. The national
Adjudicative Guidelines currently focus exclusively on behaviors that occur in
the real world, without recognizing that the cyber world is a ripe context for
nearly all of the adverse behaviors described in the guidelines. The cyber world
may lack the physical contact component present in real life, but the lives that
individuals build and lead in virtual worlds such as Second Life have very real
consequences for their health, job performance, and real-world functioning. It is
time to reevaluate the importance of physical contact for the purposes of
defining a behavior as adverse, and also update the SF-86, the investigative
standards, and the adjudicative guidelines to reflect the most up to date
understanding of security risk that stems from involvement in virtual realities.

(2) Educate Personnel How to Avoid Risks. The findings from this research can
also serve as an educational tool for personnel who desire to participate in
virtual realities, but do not understand the potential risks of these
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environments for their workplace and real-life functioning. Personnel education
can be accomplished by providing informational materials or developing an
online training module that will describe the potential risks of virtual
involvement for employees’ performance in the workplace, physical and mental
health, and real-life functioning. The training materials should also provide
strategies for how to avoid these risks and participate in virtual realities in a
safe and productive manner.

(3) Implement Peer Reporting Systems. Problematic cyber involvement in virtual
realities may be difficult to detect through self-report or automated cyber
vetting, so peer reporting may play a vital role in bringing it to light. Personnel
should therefore be taught how to distinguish signs of maladaptive cyber use
from routine or healthy cyber involvement in their colleagues and how to
appropriately report these indicators. Previous research has shown that
employees are reluctant to report coworker behavior that isn’t directly
associated with national security (Wood & Marshall-Mies, 2003), and without
adequate education, cyber use may fall into this category. Personnel education
will therefore be a crucial first step before peer reporting can be successfully
implemented.

These three initial recommendations are based on the findings from the present
ethnography, and additional actionable recommendations for policymakers,
investigators, and adjudicators will be provided in forthcoming Cyber Culture and
Personnel Security reports. This planned research will use quantitative survey
methods to assess how frequently behaviors of security concern actually occur in
the workforce similar to clearance holders in both Second Life and in the other
major categories of cyber environments (e.g., online multiplayer games, social
networks, etc.).
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GLOSSARY OF SECOND LIFE TERMS

Alt: An alternate or additional avatar that complements a Second Life resident’s
primary avatar. An alt is often created for the purpose of trying out taboo behaviors
not wanted to be associated with the user’s primary avatar.

Avatar: A moveable, three-dimensional visual representation of the user’s identity
in cyberspace. In Second Life, most avatars are male or female humans, but any
sort of object can be used. They are also sometimes called a “character.”

Avie: Abbreviated form of the term “avatar” frequently used in Second Life.

BDSM: The compound acronym of several sexual references that stands for
Bondage, Discipline, Domination, & Submission (BDSM). The BDSM culture is
based upon a consensual, sexual tension that is derived from intentionally unequal
sexual roles: The dominant role (also called tops, dominants, or dominatrix) and the
submissive role (also called bottoms or subs).

Bestiality: A behavior that involves attraction and/or sexual contact with animals.
In cyber environments, such as Second Life, the sexual contact is simulated.
Second Life members who are a part of this culture take steps to protect the
locations where they meet to engage in zoophytical acts.

Dom: Abbreviated form of the term “dominant.”

Dominant: An individual in a BDSM relationship that assumes the commanding
position.

Furry Culture: A real life and Second Life culture that consists of people, known
colloquially as “furries,” who possess both animal and human characteristics.
Furries generally most closely resemble humans wearing animal costumes rather
than animals. Members of this culture interact for both sexual and nonsexual
purposes.

Griefer: Someone who partakes in griefing.

Griefing: A Second Life term for harassment or pulling pranks on others. Griefing
can often be malicious or systematic and certain forms are banned in Second Life.
Examples of griefing include using third-party hacking programs, insulting and
intimidating other residents, trying to steal property belonging to others, etc.

In-world: Occurring in Second Life.

IM: An acronym referring to the act of receiving and sending instant messages and
communicating via instant messenger online chat. Instant messaging involves the
act of text-based communication between two or more people using personal
computers or other devices.

Newb: Abbreviated form of the term “newbie.”
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Newbie: An often derogatory term used to identify new residents in Second Life who
are perceived to be ignorant about the rules, customs, culture, and inner workings
of the virtual world. Newbies are often duped and preyed on by griefers or others
with a specific agenda.

Persona: An archetypal category label that describes a Second Life resident’s
personality and behavior in-world by placing him or her in a typology of
representative users.

Resident: A culturally preferred alternative term of reference for a user of Second
Life.

Second Life: Generally accepted to be the most popular, diverse, and well-known
3D virtual environment that allows its users or residents to communicate, share
experiences, and build user-created content.

Sim: A term used by Second Life residents to refer to a specific location or region
in-world.

Sub: Abbreviated form of the term “submissive.”

Submissive: A person in a BDSM relationship that assumes the obedient role.
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PARTICIPANT SCREENING QUESTIONNAIRE

1. Have you participated in any research studies in the last six months?

[] No
[]Yes

2. What is your age?

[ ] under 18
[] 18 or older

3. Of what countries or country are you a citizen?

[ ] United States
[ ] Multiple countries
[ ] Any other country

4. What is your current employment status?

[ ] Student

[ ] Self-employed

[ ] Employed full-time

[ ] Looking for work

[ ] Stay-at-home mom or dad

[ ] Unemployed and not seeking work

[ ] I make most of my real-life income in Second Life

S. Have you held, currently hold, or would you consider holding a job that
requires a background investigation (this includes jobs like teachers,
government employees, pilots, bank tellers, and more)?

[]No
[]Yes

6. On a scale of 1 to 10, how would you rate your real-life socioeconomic status
from 1 being poor to 10 being wealthy?

(POOR) 1 2 3 4 5 6 7 8 9 10 (RICH)
(MIDDLE CLASS)

7. What is your real-life gender?

[ ] Female
[ ] Male
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8. What is your real-life marital status?

[ ] Married
[ ] Single

[ ] Divorced
[ ] Widowed

9. How often are you in Second Life?
[] 5 hours a month or less

[ ] At least 5 hours week
[
[

] About 10 to 20 hours a week
| About 20 hours a week or more

10. How long have you been a resident of Second Life?

[ ] Less than three months
[ ] About three months or more

11. Where do you most often spend your Second Life time?

[ ] Hanging out by myself in crowded places
[ ] In group activities like role-playing, classes, or formal groups
[ ] Hanging out with friends I've made in Second Life

[ ] Exploring Second Life by myself
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SPONSORED GROUP DISCUSSIONS AND VOICE INTERVIEWS FIELD
GUIDE

This field guide was used to direct the flow of questions asked during sponsored
group discussions and voice interviews. It consists of open-ended question probes
organized around the topical areas of Adjudicative Guidelines A-F and I-M (e.g.,
cultural identity, financial influences, psychological conditions, etc.). Note that the
questions in the field guide are organized around cultural focus areas instead of
specific guidelines. This structure is necessary in order to create a more natural
flow of questions and to elicit respondents’ trust. A positive rapport was highly
salient because some of the questions concerned sensitive topics of inquiry (e.g.,
sexual behavior) and getting individuals to speak honestly about these topics
required first obtaining their trust. Each cultural focus area taps into one or more
of the guidelines; a letter code appearing in parentheses specifies which guideline(s)
are being probed.

Use of Cyber Environments (A, B, C, E, I, K, L)

Are you or have you been a member of There.com, IMVU, World of Warcraft or
other similar virtual environments in addition to Second Life? How did that
work?

How active are you with texting, Twitter, or instant messaging? Has Second Life
changed your involvement with any of these? If so, how?

What role does Facebook or MySpace have in your life? Has that changed with
your involvement in Second Life?

How do these platforms compare to Second Life? In what ways?

Do people you don’t know sometimes try to add you on Facebook or MySpace?
Do you accept them as friends?

Have you met friends on Facebook or MySpace who then became friends in real
life?

Are all of your friends on Facebook in the United States?

Do you have Facebook or MySpace friends that you don’t know personally? How
does that work?

Do you feel comfortable sharing personal info on Facebook and MySpace?

Do you try to censor the info you put in your profile, including things like
updates or photos?

What do you think your boss would think of your profile? Would you want them
to see it? If you knew it was going to be seen, what would you change?

How much time do you spend in Second Life compared to other social
networking sites or role-playing games like World of Warcraft?
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Organizations and Group Involvement (A, B, C, E, J, L)

What kinds of groups or organizations are you a member of in real life?

How about Second Life? What groups or organizations are you a part of in
Second Life?

Are you active in groups in Second Life that you are involved with in real life?
How does that work?

How do you parse out your time in Second Life when it comes to balancing your
“private” time versus your involvement in organizations?

Do you find the Second Life limit of 25 group memberships to be limiting? How
so?

What kinds of organizations or groups exist in real life that you wished existed
in Second Life? How about the inverse?

Do you find that group involvement impacts your real-life responsibilities? How
so?

How does your involvement in groups or organizations in Second Life impact
your friendships/relationships in either Second Life or real life?

Cultural Identity and Influence (A, B, C, D, E, K, L)

Do you see yourself as having a cultural or national identity in Second Life? If
so, what is it?

What about your cultural/national identity in real life? How do you recognize it?

In what ways do you identify yourself? Based upon your
religion/country/gender, etc?

Does being an American impact your involvement in Second Life? Why or why
not?

Have you ever felt that you were either disadvantaged or advantaged by being an
American in Second Life? Does it even come up?

Have you developed relationships with people from foreign countries through
Second Life?

Do you feel more culturally akin to other countries since you joined Second
Life?

How do you see real life culture /nationality manifesting itself in Second Life?

Have you explored other real-life cultures in Second Life? In what ways did this
impact you?

Have you overlapped with people from other countries in Second Life? How so?
Has Second Life allowed you to deepen your understanding of other cultures?

Have you become more sympathetic to other nations since you joined Second
Life?
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Do you partake in role-playing areas? Does culture play a part in role-play?

Do you see role-play involvement as being distinct from your identity/activities
when you are not role-playing?

What part do alts play when it comes to cultural identity? Do you find one alt
having a greater concern for cultural loyalties over another alt? Why or why not?

Time Management (E, I)

How many hours a day/week do you spend in Second Life?

How does this compare to when you first started with Second Life?

Does your time in-world fluctuate from one day/week/month to the next?
Have you ever taken a “break” from Second Life? Tell me about that.

What’s the longest time you've ever spent in-world at one time? What reasons
were there for this?

Describe a time when you have gone in-world for “a few minutes” only to find
that hours had gone by?

Have you ever missed meals, chores, social engagements, or meetings because
of Second Life?

Has Second Life taken precedence over real-life meetings or engagements?

Have you ever put off things like taking showers or eating meals because of
Second Life?

Have you ever felt compelled to log on to Second Life?

Have you ever thought or daydreamed about Second Life when at work or doing
another activity?

Has your real-life partner or close friends ever scolded you for spending too
much time in Second Life?

Financial Influences (E, F, K, L)
How much real-life money do you spend in Second Life a week? How about in
the total time you've spent in Second Life?

Have you ever been surprised at the amount of money you spend in Second
Life? In what ways is spending money in Second Life different than real life?

In what ways have you made money in Second Life?

How does your money-making in Second Life overlap your real-life money
management?

Has your real-life partner ever scolded you for spending too much money on
Second Life?

Have you ever had a job in Second Life? Doing what? How long did you have the
job?
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Have you ever made money in Second Life doing things that you’d never do in
real life?

Work Impacts (E, I, K, L)

Has Second Life ever made you late for work, or deprived you of sleep?
Do you ever think about Second Life at work? How often?

Have you ever tried accessing Second Life at work?

Have you ever accessed Second Life instant messenger while at work?

Have you ever checked to see if your Second Life friends are online while at
work?

Tell me about a time when Second Life affected your real-life job in some way?
Do you ever talk about Second Life at work?

Do you ever tell your Second Life friends about work? Give me some examples of
what kind of stuff you tell them.

What do you think your boss would think of your Second Life involvement?

Would you feel comfortable telling your coworkers about your Second Life avatar
and describing the things you do in Second Life?

Do you know coworkers who are also in Second Life? Do you socialize with them
in Second Life?

Has your involvement in Second Life ever impacted your job performance?

Personal Relationships and Life Impacts (A, B, C, D, E, F, I, K, L)
Talk about how Second Life impacts your relationships with your real-life
partner(s). How about your friends?

Do you tell your partner about how you spend your time in Second Life? Why or
why not?

Do you feel as though you can open up to your Second Life friends more than
you can to your real-life friends?

Do your friends and family know about your involvement in Second Life? Do
they know the extent and the types of activities? What are your thoughts about
them knowing?

Do you or does society consider the activities that take place in Second Life to
be taboo or embarrassing? How about things you personally do?

In what ways does Second Life impact your parenting if you have children, or
vice versa?

What do you think about someone in real life finding out about your Second Life
involvement?

Has anyone ridiculed you for your involvement in Second Life? What happened?
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Do you know people in Second Life that you also know in real life?
Have you ever recruited anyone else to join Second Life?
How has your involvement in Second Life affected your real life?

Do you view Second Life as a way to meet a potential real-life partner?

Behavior Changes and Influences (B, D, E, I, K, L)

Do you express behaviors in Second Life that you would never express in real
life? Can you describe in general?

How do you think your emotional safety differs in Second Life vs. real life?

How secure do you feel in Second Life? How about compared to real life? Are
there ways you feel less secure in Second Life than real life?

Have you ever told someone something in Second Life that you would never say
in real life?

Have you ever had anyone influence you to do things in Second Life that you
would never do in real life?

How do your emotional relationships in Second Life impact your real-life
emotions?

Have you ever felt sad in connection to something that happened in Second
Life? Tell me about it.

Have you ever “tracked” the online activities of another avie? Tell me about this.
What role do alts play in your relationships in Second Life? Describe.

Have you ever felt guilt picking Second Life over real life? How about the
reverse?

Have you ever used a real-life service through Second Life, such as law advice,
website design, education, business meetings, etc?

Have you ever sought out counseling in Second Life? Do you belong to support
groups? Which ones?

Psychological Conditions (E, 1)
Do you use Second Life regularly?

Do you feel that your personal relationships have suffered as a result of
excessive Second Life use?

Do you conceal your Second Life use from others?

Do you feel preoccupied by Second Life when offline?

Do you find it difficult to stay away from Second Life for several days at a time?
Do you visit Second Life to escape problems or relieve a negative mood?

Have you tried to cut back on Second Life use? If yes, did you succeed?

Are you sometimes in Second Life longer than intended? How often?
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Misuse of Information Technology (A, B, C, E, F, J, K, L)
Have you ever partaken in griefing or other self-policing activities in Second Life,

or have known anyone who has? What happened?

Do you know of any instances of using Second Life for illegal activities such as
sexual crimes, prostitution, money laundering, or gang/terrorist recruiting?

What kinds of manipulation do you know of to alter the Second Life software, or
manipulate operating system code for personal use?

Do you know if someone has figured out a way of making a restricted life viewer
or bondage implements nonconsensual?

Have you heard or read about people hacking into the accounts of other
residents? For what purpose?

Have you heard or been impacted by any illegal uses of or in Second Life?
Do you think there are things that happen in Second Life that should be illegal?
What do you think about Linden Lab’s rule enforcement policies or powers?

Have you ever experienced or heard of harassment of other residents for deceit
or profit?
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REAL-WORLD INTERVIEWS FIELD GUIDE

The field guide questions below were used to direct the course of real-world
interviews with 10 Second Life residents. Their content is organized around specific
topical areas that emerged during group discussions and voice interviews. These
topics focus on various domains of personal functioning (e.g., early childhood, daily
activities, work life, family life, health issues, etc.) and are distinct from the topics
covered during the early phases of data collection. The researchers’ primary
objective was to understand how respondents came to engage in potentially risky
in-world behaviors and what impact these behaviors had on various aspects of their
life.

The format of the interviews was semistructured and all questions were worded in
an open-ended manner. The researchers, however, tailored the field guide to each
respondent, by focusing on areas that were most salient to his or her unique
situation, For example, if one respondent practiced a high level of illegal computer
activity in-world, researchers focused on learning more about the reasons behind
his illegal activities, his childhood and adolescent history with computers, his use
of computers in the workplace, etc. If another respondent was favoring his Second
Life romantic partnerships in lieu of his own marriage, he was asked numerous
follow-up questions about this area of concern. The open-ended, tailored format of
questioning resulted in a wealth of information about the respondents. In some
cases, however, this information was inconsistent with earlier answers provided
during voice interviews and group discussions. These discrepancies are highlighted
in the individual case studies for each respondent.

Day-to-Day Activities

What does a typical weekday look like to you? How about a typical weekend
day?

Tell me what you do in a typical day from the time you get up to the time you go
to sleep. Try to be specific about the times that you generally do things.

Do you take any medications? What are they for?
What do you think of television? What role does it play in your life?

How about books? Do you prefer fiction or non-fiction? What was the last book
you read?

Work Life

Describe what it takes to do your job well. What skills do you think you bring to
your job that make you stand out from other people?

What kind of training did you undergo to get your job?

Tell me about your boss. What is he/she like? How does he/she treat you?
What would you want to change about how you’re treated?
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What do you think of your coworkers/people you work for?

Evolution of Computer Use

What were your first experiences with the Internet?

In what other ways do you use the Internet besides Second Life involvement?
Describe the other communication avenues the Internet provides for you.

Describe the “evolution” of your Internet use when it comes to things like
blogging, instant messaging, games, and other platforms. What came first? Did
one interest evolve into another?

Life and Family

Tell me about your education.

Describe your childhood. What was it like?

Tell me about some of your past jobs.

Have you ever been in the military? In what capacity?

How about your family? Do you get along with them?

Compare your Second Life family to your real-life family.

What was your real-life social life like before Second Life? Describe it now.

What is your relationship with your children like?

Relationships

Describe Second Life relationships that you’ve had.

Describe your current marriage/relationship in real life and Second Life.
In what ways does Second Life enhance your sex life?

What have your past relationships been like?

Describe who your avatar is and what it represents to you.

Entry into Second Life
How did you discover Second Life?
What about it interested you?

What was your first experience as a newbie? Did anyone “show you the ropes”
or did you feel it out on your own?

Did you know what you were interested in finding when you first entered
Second Life or did others show you things they liked?

What did you think of Second Life when you first joined? Did it “hook” you
immediately or did it take you a while to warm up to it?

Did anyone try to recruit you as a newbie into any specific area or interest in
Second Life?

Do you find yourself ever helping newbies? In what ways?
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Integration of Second Life and Real Life

Tell me about the last time you took a “break” from Second Life. How long was
the break? What precipitated the break? What did you do during the break in
your real life? What made you decide to return to Second Life? How did rejoining
the Second Life community affect you? Did you find being away from Second
Life afforded any benefits in real life?

In what ways does Second Life become part of who you are in real life?

Would you recommend that someone you cared about become as involved in
Second Life as you are now?

How would you feel if your child/children were in Second Life? How about your
husband or wife?

How would you describe the affects Second Life has had on your real life? What
are three benefits? How about three detriments?

Separation of Second Life and Real Life
In what ways do you ensure that your Second Life and real life remain separate?

What is your relationship to your anonymity in Second Life? In what ways do
you value it? How does it benefit you?

Describe several ways that Second Life makes it easier or harder for you to
connect with people in real life.

Personality

How would you describe your personality? How would you describe your
avatar’s personality?

In what ways do you think your behavior creates obstacles in your life?

I'm going to give you an index card and I'd like for you to take a few moments to
write a sentence or two describing both your personality and your perceptions of
yourself. I won’t look at it now, so please be as honest as possible.

Personal/Psychological Issues
Describe a time when you were not in control of a situation and what happened.
Do you ever have problems getting to sleep at night or staying asleep?

Are you ever edgy, restless, or have feelings of unease? How does Second Life
help/exacerbate these feelings?

What kinds of things do you worry about in your day-to-day life? How about in
Second Life?

Do you ever feel any physical issues that are bothersome, but that you don’t
think are big enough a deal to see a doctor about? Things like dizzy spells, neck
or backaches, or frequent headaches?

Tell me what your future will look like.
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Do you ever feel like you have lost confidence in yourself or feel critical of your
life?

Has anyone ever told you that you have to be in control of everything?

Describe some of your “pet peeves” around your home. What irritates you when
it comes to housekeeping issues?

Describe three things that you just have to have your way? What happens when
they change?

How have you changed as a person since entering Second Life?

Now I’m going to quote what other residents have said about SECOND
LIFE and I’d like you to respond to each quote:

I'm totally ashamed of Second Life.
Sometimes I have to "make" myself go be real.

I think having some "me" time in Second Life has made me a better parent. I
was too "focused" on being just a mommy before, now that I have a social life in
Second Life, so I have a better perspective on my kids’ problems.

I don’t trust anyone, but nowadays it isn’t keeping me from communicating with
people.

I find it less stressful to talk to people in Second Life, so I've chosen Second Life
over real life for social things.

Second Life helps me tackle some real-life problems better. I can talk to a friend
or someone on Second Life that might have went through what I'm going
through at the moment.

This place is kind of sickening to normal people.

I don't think Second Life changes people, I think, like adversity, Second Life just
reveals who they really are and sometimes that is not very pretty.

You have people trapped in their homes who are often afraid to interact socially
because of low or no self esteem and you promise them the moon and all the
stars and they never have to bleed at first.

I schedule to be in Second Life when my partner is here.

There are always people who want to create drama and make things harder for
you. Just like in real life.

It’s very easy for me to lose time in Second Life.
If you're not part of Second Life you just can't understand.

It’s a trial by error sort of thing, you grant people the right to know things about
your Second Life in hopes that they will keep it confidential.

I think the relative anonymity that Second Life provides encourages people to be
more adventurous than they perhaps might be if their real identities were at
stake.
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My dream job is where I can spend time in Second Life without getting in
trouble for it.

My Second Life is a big part of my real life. If I need a recipe, I ask a friend. If my
friend likes a band, I look them up. Second Life is part of my day-to-day life.

In Second Life I feel more jealous; chances of cheating are greater, reading the
ex's profile, etc.

I feel I'm a better person in real life because Second Life allowed me to practice
healthier behaviors that I was too scared to try out in real life.

I am better in real life because of Second Life, not in spite of it.
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LIST OF BEHAVIORAL CATEGORIES

Addiction: Discussions about addiction to Second Life or addiction to substances
or activities.

Alts: Discussions of use, benefits, and disadvantages of alternate avatars.
Anonymity: Meaning, use, benefits, and disadvantages of anonymity to residents.
Background: Real-life demographics and lifestyle characteristics of residents.
Blogging: Writing or reading of blogs.

Control: The desire for control in real life or in Second Life.

Creation: Appreciation or creation of art and objects in Second Life.

Criminal Behavior: Descriptions of illegal real-life behaviors.

Emotion: Experience of real-life emotions in Second Life and effect of Second Life
on emotional well-being.

Entry into Second Life: Experience of first learning about Second Life and
subsequently entering it.

Facebook/My Space: Differences and similarities between Facebook/MySpace and
Second Life.

Foreign: Discussions about seeking out and/or meeting foreign residents and
issues of nationality and cultural identity.

Groups: Involvement in Second Life groups and opinions regarding their differences
from real-life groups.

Honesty: [llustrations of what honesty means in Second Life and stories of
honesty/dishonesty encountered in-world.

Identity: Differences and similarities between residents’ identity in real life vs.
Second Life.

Illegal: Descriptions of illegal activities in Second Life either committed by residents
or others they know.

Influence: Stories of avatars influencing others or being influenced by someone
else.

Information Technology (IT): Computer knowledge, scripting, coding, and
manipulation of others in-world through IT.

Life: Reflections on real-life habits and behaviors.

Money: Discussions about real-life finances and Second Life expenditures.
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Neglect of Family: Stories of neglecting family members or family members
complaining about neglect.

Neglect of Friends: Stories of neglecting friends or having friends complain about
neglect and withdrawal.

Neglect of Work: Stories and examples of when Second Life has negatively affected
residents’ real-life work.

Pedophilia: Rumors and stories of pedophilia and reflections on child avatars and
age-play.

Psychological Concerns: Illustrations of concerning behaviors of psychological
nature.

Real Life/Second Life Overlap: Specific stories of the impact of Second Life on real
life.

Recruitment: Stories of being recruited as a newbie into specific subcultures of
Second Life.

Relationships: Discussions about real-life and Second Life relationships, including
similarities and differences between them.

Role-Play: Examples of residents’ experience with role-play in Second Life.

Rules: Discussions about Second Life rules, their perceptions, and stories on
keeping or breaking the rules.

Sex: Discussions and stories about cyber sex.

Second Life Benefits: Residents’ examples of positive benefits of Second Life for
their real life.

Second Life Breaks: Accounts of taking a break from Second Life, including why
the break occurred and why the individual chose to come back.

Seconds Life Negatives: Resident-identified disadvantages of Second Life for real-
life outcomes.

Self-Neglect: Stories about poor self-care and neglect of basic needs and health.
Social Networking: General discussions about social networking via the Internet.

Substitute: Stories of when and why Second Life becomes a substitute for real-life
activities.

Time: Discussions about amount of time spent in Second Life relative to time spent
in real-life activities.

Virtual Environments: General discussions about virtual realities and their role in
today’s world.

Work: Accounts of Second Life’s impact on residents’ real-life jobs.
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