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Abstract

The rapid expansion of cyberspace presents unprecedented challenges for operational
commanders going forward. Responding to the increasing role and importance of this
domain, U.S. Cyber Command (CYBERCOM) recently began establishing Cyber Support
Elements (CSE) at the combatant commands. Given this, the question arises as to how
CYBERCOM and its supported operational commanders should prioritize cyberspace
operations to best support full spectrum operations. This paper argues that operational
commanders should focus predominantly on cyber defense for three reasons. First, cyber
threats to the military are at an all-time high and increasing at an extraordinary rate, so
operational commanders cannot afford to let their guards down. Second, the military’s cyber
dependence is a critical vulnerability; a strong cyber defense protects essential networks and
enables operational commanders to effectively employ their vast arsenal of cyber-dependent
weapons and systems. Third, cyber defense is the best deterrent; denying the benefits and
reducing the value of attacks is the most effective way to deter adversaries from attacking the

U.S. in cyberspace.



INTRODUCTION

In cyber, we have not yet solved the defensive portion. From my perspective,
there is a lot we can do to face that before we take offensive actions.

— General Keith B. Alexander, USA, U.S. Cyber Command

Since 2001, operational commanders from across the military services have
relentlessly engaged in full spectrum operations (offense, defense, and stability operations) to
defeat the insurgencies and promote democracy in Afghanistan and Irag and to eliminate or
neutralize the threats presented by al-Qaeda and other terrorist organizations around the
world. With much work ahead and the long term success of these efforts hanging in the
balance, operational commanders will continue to face a myriad of challenges as the Nation,
the Department of Defense (DoD), and the military prepare to transition from more than a
decade of war to a post-war period ripe with uncertainty.

One such challenge is the rapid expansion of cyberspace and what it means for
operational commanders going forward. The military, as a whole, is well trained and highly
experienced in conducting full spectrum operations across the land, maritime, air, and space
domains, but much less so with regard to cyberspace. The proliferation of cyber-dependent
weapons and systems along with an exponential increase in cyber threats in recent years,
however, will require operational commanders to focus more of their time and resources on
cyberspace operations. As Vice Admiral Carl V. Mauney, who helps oversee DoD’s cyber
efforts as Deputy Commander of U.S. Strategic Command (STRATCOM), aptly remarked in
2010, “We can no longer approach this as an IT issue...Our networks are the commanders’
business, just as they are a CEO’s business.” DoD’s inaugural Joint Operational Access
Concept, published in January 2012, further echoes this by calling for greater inclusion and

integration of cyberspace operations into the traditional air-sea-land operating environment.?
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Responding to the increasing role and importance of cyberspace at the operational
level, U.S. Cyber Command (CYBERCOM) recently began establishing highly specialized
Cyber Support Elements (CSE) at the combatant commands tailored to each command’s
mission support requirements for cyberspace operations.® To date, CYBERCOM has
deployed a full CSE to U.S. Central Command (CENTCOM), a partial CSE to U.S. Pacific
Command (PACOM), and is planning to deploy CSEs to both U.S. Africa Command
(AFRICOM) and U.S. Special Operations Command (SOCOM) by September 2012.*

Given this, the question arises as to how CYBERCOM and its supported operational
commanders should prioritize cyberspace operations to best support full spectrum operations.
Specifically, which cyber capabilities are more essential in achieving operational objectives:
offensive or defensive? This paper argues that operational commanders should focus
predominantly on defensive cyberspace operations, limit their offensive capabilities for
dynamic cyber defense and counterattack measures only, and should not aggress, or strike
preemptively, in cyberspace. In essence, this paper contends that when it comes to cyber,
operational commanders need a good defense more than a good offense to get the job done.

There are three primary reasons for this. First, cyber threats to the military are at an
all-time high and increasing at an extraordinary rate; therefore, operational commanders
cannot afford to let their guards down and should focus their cyber efforts on defending
against these threats. Second, the military’s cyber dependence is a critical vulnerability; a
strong cyber defense protects essential networks and enables operational commanders to
effectively employ their vast arsenal of cyber-dependent weapons and systems across all
domains during full spectrum operations. Third, cyber defense is the best deterrent; denying
the benefits and reducing the value of attacks is the most effective way to deter adversaries

from attacking the U.S. in cyberspace.



BACKGROUND

CSEs provide combatant commanders with new capabilities for conducting
cyberspace operations. To understand the operational framework for employing these
capabilities, a discussion of the origin, organization, and mission of CYBERCOM and an
overview of current cyber doctrine and terminology are necessary. In 2008, an unknown
foreign intelligence agency dealt a painful blow to DoD when they successfully penetrated
and exploited CENTCOM’s classified computer networks. The breach, considered the most
significant in U.S. history, occurred at a base in the Middle East where malicious code
embedded on a removable flash drive made its way onto the military’s secure network.
William J. Lynn, former Deputy Secretary of Defense, later referred to the breach as a
“digital beachhead” for which the malicious code, having spread rapidly throughout
CENTCOM’s classified and unclassified networks and systems, was “poised to deliver
operational plans into the hands of an unknown adversary.”

DoD’s 14-month operation to eradicate the malicious code from its networks, dubbed
“Operation Buckshot Yankee”, proved to be an arduous process that highlighted the
military’s inability to deal with cyber threats, big or small.° The incident, which remained
classified until 2010, also exposed the critical vulnerability of DoD’s computer networks and
precipitated significant U.S. and defense-wide emphasis on cyberspace, the newest
warfighting domain, and a major reorganization of cyber assets and capabilities to better
execute cyberspace operations.” In June 2009, in direct response to the issues exposed by the
CENTCOM breach, former Secretary of Defense Robert M. Gates announced the
establishment of CYBERCOM, a subordinate unified command under STRATCOM.® The
command achieved initial operating capability in May 2010 and full operational capability in

November 2010.°



CYBERCOM consists of four operational service elements: Army Cyber Command
(ARCYBER)/2nd Army, Air Force Cyber Command (AFCYBER)/24th Air Force, Fleet
Cyber Command (FLTCYBERCOM)/10th Fleet, and Marine Forces Cyber Command
(MARFORCYBER). The commander of CYBERCOM also serves as the director of the
National Security Agency (NSA). CYBERCOM’s mission is to “[plan, coordinate, integrate,
synchronize, and direct] activities to operate and defend the Department of Defense
information networks and when directed, [conduct] full-spectrum military cyberspace
operations (in accordance with all applicable laws and regulations) in order to ensure U.S.
and allied freedom of action in cyberspace, while denying the same to our adversaries.”*
Since its inception, CYBERCOM and its four service components, totaling nearly 13,000
people™, have worked diligently to improve DoD’s cyber posture and better enable
operational commanders. The establishment of the CSEs at the combatant commands is just
one example of CYBERCOM’s tremendous efforts.

While DoD established CYBERCOM relatively quickly, comprehensive joint
doctrine for conducting cyberspace operations is still catching up. First, several joint
publications (JP) released in 2010 or later define the cyberspace domain itself, but only one
addresses the concept of cyberspace operations. JP 3-0, Joint Operations, defines cyberspace
operations as “the employment of cyberspace capabilities where the primary purpose is to
achieve military objectives or effects in or through cyberspace.”? JP 3-0, however, fails to
provide any depth or doctrinal framework for how operational commanders should fight in
this domain.

Second, JP 3-13, Information Operations, which is the primary joint doctrine for
conducting computer network operations (CNO), was last updated in 2006 and inadequately

defines cyberspace as “the notional environment in which digitized information is
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communicated over computer networks.”*® JP 3-13s description of CNO, however, provides
a good starting point for fighting in cyberspace. CNO, or cyberspace operations in today’s
terminology, is one of five core capabilities of information operations (10) and consists of
computer network attack (CNA), computer network defense (CND), and computer network
exploitation (CNE).** CNA, or cyber offense, includes network operations to disrupt, deny,
degrade, or destroy information, computers, or the networks themselves.”> CND, or cyber
defense, includes network operations to protect, monitor, analyze, detect and respond to
unauthorized activity.’® CNE supports both offensive and defensive cyberspace operations
and enables intelligence, surveillance, and reconnaissance (ISR) of adversary networks and
systems.*’

Finally, both the U.S. Army and U.S. Air Force have published cyberspace
documents since 2010 that provide more comprehensive operational frameworks for cyber
than any joint publication to date. The U.S. Army’s Cyberspace Operations Concept
Capability Plan 2016-2028, for example, delves deeper by dividing cyberspace operations
into four components: Cyber Situational Awareness, Cyber Network Operations, Cyber
Warfare, and Cyber Support.’® The plan further identifies the specific elements, functions,
and enabling capabilities unique to each component'® and provides several operational
vignettes to help bridge the conceptual gap between new cyber terminology and conducting
joint cyberspace operations throughout the six phases of major combat operations.”> The
U.S. Air Force’s Doctrine Document 3-12, Cyberspace Operations, to that same end,
provides practical examples of applying cyberspace operations to each of the 10 principles of
joint operations.?* Both of these publications provide useful frameworks for operational

commanders while joint doctrine catches up.



DISCUSSION AND ANALYSIS

Cyber Dangers: A Significant Risk to Operations

Cyberspace is becoming a more dangerous domain. Global cyber threats are rapidly
increasing in both quantity and complexity and present a significant risk to military
operations. In his February 2012 Worldwide Threat Assessment brief to Congress, James R.
Clapper, Director of National Intelligence, classified the overall cyber threat as the third
biggest threat facing the U.S., behind terrorism and proliferation of weapons of mass
destruction.”? To fully appreciate the current situation and the criticality of cyber defense to
operational commanders, an overview and discussion of the current threat environment is
necessary. Considering the increasingly hostile cyber environment, operational commanders
cannot afford to let their guards down and should focus their cyber efforts on defending
against the threats.

As the number of Internet users worldwide has risen 528 percent since 2000, not
surprisingly, cyber threats and vulnerabilities have also increased exponentially.”® According
to Symantec Corporation, a global leader in software security and threat monitoring, the
average daily volume of web-based attacks increased 93 percent and “high severity”
vulnerabilities increased 591 percent in one year alone from 2009 to 2010.>* Attacks against
DoD are occurring at an especially alarming rate. According to General Keith B. Alexander,
Commander of CYBERCOM, DoD experiences “250,000 attacks an hour, 6 million a day, or
2.19 billion a year.”® Regarding severity, according to the U.S. based Center for Strategic
and International Studies (CSIS), approximately 10 percent of the most significant and costly
cyber incidents that occurred worldwide since 2006 involved U.S. military and defense
systems.?® Cyber attacks have resulted in the exfiltration of thousands of files from U.S. and

partner networks, including weapons blueprints, operational plans, and surveillance data®’
6



and every year, adversaries steal intellectual property that exceeds the amount of data stored
in the Library of Congress from U.S. networks.?

Today’s cyber threats are ubiquitous and perpetrators are often difficult to
determine.”® Cyber attacks originate externally from both state and non-state actors as well
as internally from malicious insiders with authorized access to networks and systems.
External threats include nation-states, individuals, hacktivists, corporations, cyber terrorists,
organized cyber criminals, and autonomous actors.*® They range from relatively low threat
entities with basic skills, often referred to as scammers and script kiddies, to malware authors
with highly advanced skills.** These state and non-state actors continually scan DoD
networks seeking to exploit weaknesses in cyber defenses. Malicious insiders, on the other
hand, exploit their legitimate access to carry out potentially devastating acts like espionage or
promulgating anti-government political statements.*> At least 120 nations around the world
are developing formidable cyber capabilities and some target the U.S. more than others.*
Clapper specifically named China and Russia as his biggest concerns in the Worldwide
Threat Assessment brief because entities within these countries perpetrate the majority of
network intrusions and data theft against the U.S.**

State and non-state actors employ an arsenal of cyber tools and methods to exploit
and attack U.S. networks. These cyber weapons, so to speak, include numerous
reconnaissance, scanning, access and escalation, exfiltration, sustainment, assault, and
obfuscation tools, many of which are free, open source, or commercially available.*® The
tools enable adversaries to gather information, locate systems and detect vulnerabilities, gain
entry to and smuggle data from systems, establish multiple undetectable backdoors, damage
and disrupt compromised systems, and mask their own identity.*® The commercially

available Metasploit Project, for example, offers a comprehensive framework of tools that
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adversaries employ for penetrating, exploiting, and attacking U.S. and DoD networks.*” Of
course, network security professionals can also use Metasploit to help identify vulnerabilities
before attackers do. Still, this is just one of many tools that adversaries rely on to gain an
advantage in cyberspace.

Cyber attacks often involve malicious code, or malware, and denial of service attacks.
Viruses, worms, Trojan horses, and logic bombs are types of malware that enable attackers to
gain access and wreak havoc to networks and systems from the inside out. The
aforementioned CENTCOM incident in 2008, for example, involved a self-propagating
worm, named agent.btz, capable of scanning computers for specific data, opening backdoors,
and copying that data to remote command and control servers.®® Every day, some 55,000
new pieces of malware enter cyberspace.®® Denial of service attacks, on the other hand,
exploit preexisting weaknesses in operating systems and networking protocols to overwhelm
and deny the use of systems, but do not provide access or information to the attackers.*’

Also in 2008, for example, an unknown adversary launched coordinated denial of service
attacks against the U.S. and South Korea, disrupting a number of government websites for
several days*' and highlighting the potential for these types of attacks to impact operations.
The breadth of cyber threats today make it abundantly clear that cyberspace is becoming
increasingly dangerous, that military operations are at risk, and that cyber defense is

absolutely critical.

Cyber Dependence: A Critical Vulnerability

Cyberspace is a critical vulnerability for operational commanders. Despite the
number and severity of the threats, the military is becoming increasingly dependent on this
domain to conduct full spectrum operations. A brief center of gravity (COG) analysis

illustrates this fact and further underscores the criticality of cyber defense to operational
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commanders. JP 5-0, Joint Operation Planning, defines COG as “a source of power that
provides moral or physical strength, freedom of action, or will to act.”** Commanders and
staffs conduct COG analysis during military planning to identify the critical capabilities,
critical requirements, and critical vulnerabilities of both friendly and enemy forces.”® A
COG, for example, is often the ground, naval, or air forces considered most essential to
accomplishing operational objectives.

Critical capabilities, according to JP 5-0, “are those that are considered crucial

enablers for a COG to function.”**

In today’s networked force, the ability to operate in
cyberspace is a critical capability and is absolutely essential for forces to shoot, move, and
communicate effectively. The integration and reliance of software and networking into
modern military aircrafts is a compelling example of this. Today, at least 75 percent of an
aircraft’s performance and capability is software dependent and the F-22 Raptor, for instance,
is networked to external information systems that track, update, and integrate F-22 combat
operations in real-time.* A strong cyber defense protects this capability and enables
operational commanders to effectively employ their vast arsenal of cyber-dependent weapons
and systems across all domains during full spectrum operations.

Critical requirements, according to JP 5-0, “are the conditions, resources, and means
that enable a critical capability to become fully operational.”*® Operating in cyberspace, for
example, requires reliable information technology infrastructures, telecommunications
networks, computer systems, Internet access, and countless embedded processors and
controllers in major weapon systems and battlefield sensors.*’ Today, the military’s vast
cyber footprint, known as the Global Information Grid (GIG), encompasses approximately

15,000 networks, 21 satellite communications gateways, more than 7 million machines, and

some 20,000 commercial circuits across the globe.*® Without question, a reliable, robust, and
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secure GIG is a critical requirement to operate effectively in cyberspace.

Critical vulnerabilities, according to JP 5-0, “are those aspects or components of
critical requirements that are deficient or vulnerable to direct or indirect attack in a manner
achieving decisive or significant results.”*® Broadly speaking, the military’s array of cyber
capable technologies and its increased cyber dependence represent a significant critical
vulnerability. Published in July 2011, the Department of Defense Strategy for Operating in
Cyberspace acknowledges “the global scope of DoD networks and systems” and recognizes
that adversaries have “broad opportunities for exploitation and attack.”®® Several incidents
from the past few years highlight this. First, during Operation Iraqi Freedom in 2009, Iraqi
militants regularly intercepted live video feeds from U.S. Predator drones using a cheap
program called SkyGrabber and likely evaded U.S. forces as a result.”® Second, also in 2009,
unknown adversaries hacked DoD’s F-35 Joint Strike Fighter project and copied several
terabytes of design and electronic systems data.>® Third, in 2011, a virus capable of copying
every pilot keystroke infected Creech Air Force Base Predator and Reaper drones conducting
ISR operations over Afghanistan.>®

This COG analysis identifies the critical capabilities, critical requirements, and
critical vulnerabilities associated with the cyberspace domain. Because the military’s
increased cyber dependence is a critical vulnerability, operational commanders should focus
their efforts on cyber defense to protect essential networks and enable the effective

employment of their cyber-dependent weapons and systems during full spectrum operations.

Cyber Deterrence: Best Achieved through Defense
Operational commanders should consider the criticality of defense in deterring
adversaries from attacking their networks. DoD’s top concerns for cyberspace, according to

the Department of Defense Strategy for Operating in Cyberspace, are data theft and
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exploitation, network disruptions and denial of service attacks, and destructive actions that
destroy or degrade networks and systems.>* In each of these increasingly hostile attacks,
resilient cyber defenses can mitigate the risks, minimize the impacts, and as a result, reduce
the value of attacking the U.S. in cyberspace.® This is especially true for unknown
adversaries where attribution is extremely difficult and effectively disarming them through
counterattack measures is difficult in this age of inexpensive computing power. > As former
Deputy Secretary of Defense Lynn said, “Deterrence will necessarily be based more on
denying any benefit to attackers than on imposing costs through retaliation. The challenge is
to make the defenses effective enough to deny an adversary the benefit of an attack despite
the strength of offensive tools in cyberspace.”’

The U.S. Army’s Cyberspace Operations Concept Capability Plan 2016-2028
introduces a number of cyber functions to defend against adversary exploitation, disruption,
and destruction of military networks. First, Cyber Network Operations functions include
protecting network services, defending the network, and maintaining cyber situational
awareness. Second, Cyber Warfare functions include studying and characterizing threats,
providing trends, indications and warnings, and conducting dynamic cyber defense.

Dynamic cyber defense integrates policy, intelligence, sensors, and automated processes to
identify threat activity in real time and enables immediate offensive action to defeat attacks.?®
These systems, for example, continuously monitor the interfaces and protect all networks in
the “.mil” domain.>® Finally, Cyber Support functions include vulnerability assessments,
threat-based security assessments, and vulnerability and security remediation.®® If CSEs at
combatant commands employ a multipronged defensive approach like this, adversaries are

likely to attack softer targets with higher payoffs.
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DoD possesses considerable offensive cyber capabilities. Adversaries “would be
taking a grave risk” if they considered a “crippling cyber attack’ against the U.S., according
to General Alexander in his recent congressional testimony regarding emerging threats and
capabilities.®* The rapid expansion and dependency of cyberspace, the increasing cyber
threats, and the military’s critical vulnerabilities in this domain have triggered leaders at
many levels to consider more liberal employment of these capabilities to step up deterrence
measures. The Senate Arms Services Committee, for example, raised a number of concerns
to DoD during the 2011 defense budgeting process regarding this.®> While many are
strategic policy issues that are outside the scope of this paper, several are central to the
conduct of cyberspace operations at the operational level and highlight the complicated
nature of going on the offensive in cyberspace. They include the challenge of retaliating
against cyber attacks when attribution cannot be determined;®® how to manage the danger of
escalation in cyberspace where state and non-state actors have widespread capabilities for
attack; the development of cyberspace rules of engagement for commanders;®® determining
what constitutes an act of war in cyberspace;® and determining what constitutes the use of
force in cyberspace in accordance with the War Powers Act.®” While DoD is thoroughly
addressing each concern, much work remains in establishing the legal, policy, and
operational frameworks that direct how operational commanders can fight in this domain.
Therefore, in the meantime, operational commanders should focus predominantly on cyber
defense and should not look to aggress, or strike preemptively, in cyberspace.

COUNTERARGUMENT

While there is a clear case for cyber defense, some might argue that cyber offense is

just as critical to conducting full spectrum operations. They might further argue that

operational commanders should fully leverage offensive cyber capabilities and actively plan
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to bring them to bear during operational design. There are three primary reasons for doing
so. First, demonstrating the willingness and ability to employ offensive cyber capabilities
could serve as a credible deterrent against potential threats. While resilient cyber defenses
serve as the best deterrent against unknown adversaries and non-state actors, major nation-
states are more likely to be deterred by the threat of retaliation. As such, operational
commanders should be willing and able to employ their arsenal of cyber weapons if need be.
Colonel Charles W. Williamson, former Judge Advocate for the U.S. Air Force Intelligence,
Surveillance, and Reconnaissance Agency, believes the U.S. “needs the ability to carpet
bomb in cyberspace” to serve as a “powerful, flexible deterrent that can reach far outside our
fortresses and strike the enemy while he is still on the move.”®®

Second, in addition to employing conventional weapons, operational commanders
could achieve significant effects by employing offensive cyber capabilities as nonlethal
operational fires. Military theorist Milan N. Vego describes operational fires as “the
application of one’s lethal and/or nonlethal firepower for generating a decisive impact on the
course and outcome of a campaign or major operation.”® Nonlethal fires, according to
Vego, serve to “impair, disrupt, or delay the employment of enemy combat forces and
operational functions.”’® The 2008 Russia-Georgia War provides a well-documented
example of this. Throughout the war, Russian entities conducted synchronized denial of
service attacks against 38 total Georgian and western websites to disrupt the Georgian
government and military and promulgate Russia’s narrative for the war. The targeted
websites included the Georgian President, Ministry of Foreign Affairs, National Bank,
Parliament, and Supreme Court, as well as the U.S. and British embassies in Georgia.”

Third, operational commanders could employ offensive cyber capabilities to deal

with increasing anti-access and area-denial issues. The Joint Operational Access Concept
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states that as a general principle, future joint forces could “protect space and cyber assets
while attacking the enemy’s cyber and space capabilities” to overcome some of the
challenges and achieve operational access to contested theaters when required.”

While these are all valid reasons for wielding offensive cyber capabilities, none
alleviate the need for operational commanders to focus predominantly on cyber defense. The
U.S. can employ diplomatic, informational, military, and economic means to help deter
major nation-states from attacking in cyberspace, but must still defend against the more
persistent threats posed by non-state actors that cannot be deterred otherwise. Additionally,
DoD possesses other effective options for employing non-lethal operational fires, such as
electronic warfare and military information support operations, as well as robust ISR
capabilities for overcoming anti-access and area-denial issues, but there is no substitute for
resilient cyber defenses in today’s operating environment.

CONCLUDING REMARKS

The cyberspace domain presents unprecedented challenges for operational
commanders going forward. Three particular points are worth reiterating: cyberspace is
becoming more and more dangerous as the threats continue to rise; the military is becoming
increasingly dependent on it; and deterrence will be essential to mitigating and minimizing
the threats today and in the future. Itis clear that military operations are at risk in
cyberspace. To effectively deal with these issues, operational commanders will have to focus
on cyber defense. As the CSEs stand up at the combatant commands, they must be fully
integrated into the staff planning process; they must get a seat at the table and a legitimate
vote during steady state and full spectrum operations. Combatant commanders must

maintain a high level of vigilance and keep cyber somewhere near the top of their long list of
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priorities. While it has not been a major factor in the past, cyberspace will be one of the
biggest factors going forward.

Defending cyberspace is a team effort. While operational commanders have a critical
piece, military networks transcend the operational level. They extend from national leaders
at the strategic level down to troops at the tactical level. In the past few years, U.S. and DoD
leaders have rightfully begun to prioritize cyberspace to ensure national security and freedom
of action in the future. Recent strategic guidance documents published by the President,
Secretary of Defense, and each of the military services have addressed the emerging threats
and opportunities in cyberspace. However, comprehensive joint doctrine for conducting
cyberspace operations will be required to better synchronize the team effort. Compared to
the other warfighting domains, cyberspace is in its infancy; without question, the future is

bright...as long as we defend it.
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