TECHNOLOG

. - -
Dffice of the US Air Force by ol B v
® Chief Scientist * =, " ) '
. . b v =
w L



Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 3. DATES COVERED
SEP 2011 2 REPORTTYPE 00-00-2011 to 00-00-2011
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER
Technology Horizons. A Vision for Air Force Science and Technology £b. GRANT NUMBER
2010-30

5c. PROGRAM ELEMENT NUMBER
6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER
7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
Air Force Resear ch I nstitute,155 North Twining Street,M axwell REPORT NUMBER

AFB,AL,36112-6026

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release; distribution unlimited

13. SUPPLEMENTARY NOTES

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF 18. NUMBER 19a. NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE Sa_me as 238
unclassified unclassified unclassified Report (SAR)

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18






Technology Horizons

A Vision for Air Force Science and Technology
2010-30

Key science and technology focus areas for the US Air Force
over the next two decades that will provide technologically
achievable capabilities enabling the Air Force to gain the
greatest US joint force effectiveness in 2030 and beyond

OFFICE OF THE US AIR FORCE CHIEF SCIENTIST

Originally released 15 May 2010 by the
United States Air Force Chief Scientist (AF/ST) as
Report on Technology Horizons: A Vision for Air Force
Science & Technology during 2010-2030
Volume 1
AF/ST-TR-10-01-PR

September 2011



Library of Congress Cataloging-in-Publication Data

Technology horizons : a vision for Air Force science and technology 2010-30.
p. cm.

Includes bibliographical references.

ISBN 978-1-58566-217-3

1. Aeronautics, Military—Research— United States. 2. Astronautics, Military—Research—
United States—History. 3. Aeronautics, Military—Technological innovations—United States.
4. Military research—United States—Planning. I. United States. Air Force. Office of the Chief
Scientist. II. Title: Vision for Air Force science and technology 2010-30.

UG643.T43 2011

358.4°070973—dc23

2011037300

Disclaimer

Technology Horizons is a product of the Office of the US Air Force Chief Scientist (AF/ST).
Opinions, conclusions, and recommendations expressed or implied within are solely those of the
author and do not necessarily represent the views of Air University, the United States Air Force,
the Department of Defense, or any other US government agency. Cleared for public release;
distribution unlimited.

AFRL Z30Rxss

AIR FORCE RESEARCH INSTITUTE

Air University Press
Air Force Research Institute
155 North Twining Street
Maxwell AFB, AL 36112-6026
http://aupress.au.af.mil



Chapter

Contents

LIST OF ILLUSTRATIONS ... ...t

FOREWORD BY THE SECRETARY OF
THE AIR FORCE AND CHIEF OF STAFF

OFTHEAIRFORCE ....... ... ..,

PREFACE BY THE CHIEF SCIENTIST

OFTHEAIRFORCE ....... ... ..,
ACKNOWLEDGMENTS ...t
EXECUTIVE SUMMARY ...
INTRODUCTION ...

A Vision for Air Force Science and

Technology 2010-30 .......................

Lessons Learned from Prior Air Force

Science and Technology Visions..............

Organization and Conduct of Technology

Horizons . ...... ...

Organization of Results from Technology

Horizons . ...
Caveats ..ot

STRATEGIC CONTEXT FOR AIR FORCE

S&T 2010-30 . .ovveee e
Relation to National Security Objectives.........

Technology-Derived Challenges to Air

Force Capabilities ..........................
Strategic Implications of S&T Globalization .....

Federal Budget Implications for Air Force

S&T Strategy ...,

ENDURING REALITIES FOR THE AIR

FORCE2010-30 ...ttt
Ensuring Interoperability with Legacy Systems . ..
Sustainment Costs for Legacy Systems ..........

Page

Vii

ix

14
16

19
21

22
38

41
43

43
43



iv | TECHNOLOGY HORIZONS

Chapter

4

5

6

KEY TECHNOLOGY AREAS 2010-30
Key Technology Areas Supporting Potential
Capability Areas .....................

Importance of Low-Observable Systems . . .
Energy Costs and Availability ............
Growing Role of the Cyber Domain ......
Need for “Soft Power” Capabilities . . . ... ..
Manpower Costs . ...,
Budget Constraints .....................
Effective National S&T Partnerships ......

Continued International S&T Cooperation
Science, Technology, Engineering, and

Mathematics Workforce...............

OVERARCHING THEMES FOR AIR
FORCE S&T 2010-30
From Platforms to Capabilities ...........
From Manned to Remotely Piloted. . ... ...
From Fixed to Agile ....................
From Control to Autonomy .............
From Integrated to Fractionated .........
From Preplanned to Composable ........
From Single Domain to Cross Domain . . ..
From Permissive to Contested ...........
From Sensor to Information .............
From Strike to Dissuasion/Deterrence .. ..
From Cyber Defense to Cyber Resilience . .
From Long System Life to Faster Refresh ..

TECHNOLOGY-ENABLED CAPABILITIES
FOR THE AIR FORCE 2010-30

Alignment of Capability Areas with Air

Force Core Functions.................

Brief Descriptions of Technology-Enabled

Capabilities .........................
Key Potential Capability Areas ...........

From Potential Capability Areas to Key

Technology Areas ....................

47

49
50
51
52
53
54
56
57
58
59
60
61
62

65

67

69
97



Chapter

Alignment of Key Technology Areas with
Overarching Themes ...................
Summary of Key Technology Areas .........

7 GRAND CHALLENGES FOR AIR FORCE
S&T2010-30 .....ooviiiiiiiii
Challenge #1: Inherently Intrusion-Resilient
Cyber Networks .......................
Challenge #2: Trusted, Highly Autonomous
Decision-Making Systems . ..............
Challenge #3: Fractionated, Composable,
Survivable, Autonomous Systems ........
Challenge #4: Hyperprecision Aerial Delivery
in Difficult Environments ...............

8 SUMMARY OF TECHNOLOGY HORIZONS
VISION . ...

Broad Range of Inputs to Technology Horizons . ..

Elements of the S&T Vision ...............
Essential Focus Areas for Air Force S&T
Investment .............. ... ..

9 IMPLEMENTATION PLAN AND
RECOMMENDATIONS ....................
Recommendation #1: Communicate Results
from Technology Horizons ...............
Recommendation #2: Assess Alignment of
S&T Portfolio with Technology Horizons ..
Recommendation #3: Adjust S&T Portfolio
Balance AsNeeded .....................

CONTENTS | v
Page

113
118

121
122
123
124

125

127
127
128

129

137
137
138

139

Recommendation #4: Initiate Focused Research

on “Grand Challenge” Problems .........
Recommendation #5: Improve Aspects of the
Air Force S&T Management Process . ... ..

141

142



vi | TECHNOLOGY HORIZONS

Appendix
A

m g O &

Proposed Study for SECAF/CSAF Approval ........

SECAF/CSAF Tasking Letter ..........

Chief Scientist of the Air Force Transmittal Letter. . .

SECAF/CSAF Cover Letter ...........

Working Groups ....................
Role of the Working Groups . .......

Composition of the Working Groups

Air Domain Working Group .........
Space Domain Working Group .....
Cyber Domain Working Group .....
Cross-Domain Working Group .....

Working Group Participant Biographies .........

ABBREVIATIONS ..................
BIBLIOGRAPHY ...................

Studies, Reports, and Other Documents . ........

Site Visits, Briefings, and Discussions

Page
145
149
153
159

163
165
166
166
167
168
168
169

189

193
193
206



Figure

N Y G A N

o]

10
11
12
13
14

15

16
17

18

Illustrations

Headquarters Air Force studies to produce Air

Force S&T visions .....................ooooo.t.
10+10 Technology-to-Capability process ..........
Technology Horizons phases . .....................
Major elements of vision for Air Force S&T ........
Supporting US joint force operations..............

F-22 supports Air Force air dominance ............

Russian/Indian T-50 PAK FA could pose

challenges ........ ... .. ... i il
MDNA Meteor .........coviiiiiiiiiiinnennnn..
Python-5AAM ... ... i
SPYDER advanced SAM system ..................
B-52sandB-2s.......... ...
AGM-129A advanced nuclear cruise missile .......

Aerial refueling and airdrop .....................

Remotely piloted aircraft and directed-energy

SYStems . ... ..

World regional research and development

expenditures ............. ...

Overarching themes for Air Force S&T 2010-30 .. ..

Notional process for identifying PCAs and KTAs

for air, space,and cyber ........... ... oo L

Mapping of potential capability areas across Air

Force service core functions. .. ..........cooouon...

12
14
21
23

24
26
28
28
30
31
33

35

40
50

66

70



viii | TECHNOLOGY HORIZONS

Figure
19

20
21

22
23
24

25

26
27
28
29
30
31
32
33

34
35

Page
Technologies to augment human performance
and cognition ......... .. ... .o i 73
Virtual and constructive technologies ............. 74
Manpower-intensive Air Force functions using
trusted autonomous systems ..................... 76
Chip-scale atomicclocks ..................... ... 78
Cold-atom devices ...........ccviiiiiiinnn... 79
Persistent near-space systems in the form of
ultra-long-endurance airships or autonomous
flight vehicles ........... ... ... o il 81
High-altitude, long-endurance intelligence,
surveillance, and reconnaissance airship ........... 82
Single-stage ISR/strike vehicle ................... 84
Hybrid airship .......... ... i 86
Hybrid wing-body aircraft ....................... 87
Highly efficient embedded turbine engine. ......... 88
X-51 demonstrator ..., 90
BrahMos supersonic cruise missile ............... 90
Laser directed-energy systems ................... 92
Small satellites composed from standardized
modular elements ............ ... ... oL 94
Improved space surveillance capability ............ 96

Superconducting artificial atom structures
visualized via amplitude spectroscopy and
metamaterials......... ... ... oo 100



Foreword

Technology Horizons is our vision for key Air Force science and tech-
nology investments over the next decade that will provide us with truly
game-changing capabilities to meet our strategic and joint force re-
sponsibilities. The coming decades hold high promise for amazing new
capabilities across the air, space, and cyber domains. Yet the Air Force
and our nation will also be confronted with substantial strategic, tech-
nology, and budget challenges. Our greatest advances will come with a
focused investment of resources in the most promising technologies.
The vision in Technology Horizons provides the shared awareness of the
challenges and opportunities that will enable us to achieve this focus.

Technology Horizons presents a clearly articulated and credible as-
sessment of the strategic environment and enduring realities we face. It
outlines a set of overarching themes that defines attributes our future
Air Force systems will need to prevail. New technology-enabled capa-
bilities are envisioned that meet key needs, including long-range strike,
deterrence tools, cyber resilience, energy efficiency, and automation
and enhanced human-machine interfaces, to help our most valuable
asset—our Airmen—be even more effective than today. We believe the
Air Force must boldly move forward to advance these technologies
through the dedicated, creative, and focused efforts of our science,
technology, engineering, and mathematics workforce. The future is
ours to shape.

To implement this vision, we are concentrating a meaningful por-
tion of our Air Force Research Laboratory effort on the identified key
technologies. We will move forward in pursuing “grand challenges”
that will help achieve militarily useful capabilities. We will work
closely with our partners across the Department of Defense, govern-
ment, industry, academia, and allied nations to leverage the best in-
tellectual capital and facilities in pursuit of the most promising ideas.
And we will sustain our focus on these science and technology efforts
to maximize their likelihood of being transitioned into operational
capabilities meeting Air Force needs. We firmly believe that main-
taining our technical and operational superiority in this manner is
both necessary and attainable.
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Therefore, we encourage all Airmen—indeed all warriors and our
other national and international partners—to read Technology Hori-
zons and seriously contemplate the transformative opportunities that
technology can enable in the coming decades. We call on you as Air-
men to contribute your intellectual energy to developing new frame-
works and novel concepts of operations to take maximum advantage
of these coming technologies. These are challenging times, but we
have no doubt that America’s Airmen will overcome the challenges
we face to provide the critical capability advances needed to ensure
the United States Air Force remains the world’s premier air force
through 2030 and beyond.

Yhikeo 73D

Michael B. Donley Norton A. Schwartz
Secretary of the Air Force General, USAF
Chief of Staff




Preface

The proud heritage of the United States Air Force is closely inter-
twined with the advancement of science and technology (S&T), begin-
ning with the invention of mechanical flight. In 1945, two years before
the Air Force became a separate service, the world-renowned aero-
dynamicist Theodore von Karman led our very first S&T vision, “To-
wards New Horizons,” for Army Air Force general Henry “Hap” Arnold.
Hap Arnold knew that “any air force which does not keep its doctrines
ahead of its equipment, and its vision far into the future, can only de-
lude the nation into a false sense of security” Von Karman noted that
“only a constant inquisitive attitude toward science and a ceaseless and
swift adaptation to new developments can maintain the security of this
nation.” In “Towards New Horizons” he advocated new developments
such as supersonic aircraft, air defense systems, and unpiloted vehicles,
better known as the ballistic missiles that helped win the Cold War.
Moreover, this groundbreaking work was the impetus for building the
Air Force scientific laboratory system and test infrastructure without
which today’s capabilities could not have been realized. Compared to
our adversaries at the start of World War II, the Air Force was trans-
formed from a technologically inferior force to the world’s most tech-
nologically advanced and formidable airpower within merely a decade.

Over a half century later, during the Gulf War, the Department of
Defense (DOD) and the Air Force experienced the benefits of contin-
ued shaping of the future through applied S&T developments. A swift
victory for the allied force with very limited civilian and coalition casu-
alties was made possible by precision-guided munitions (“smart bombs”)
enabled by the satellite-based Global Positioning System (GPS), en-
hanced situational awareness enabled by the Joint Surveillance and
Target Attack Radar System (JSTARS), superior command and control
enabled by the Airborne Warning and Control System (AWACS), air
superiority provided by F-117A Stealth aircraft, and air defense pro-
vided by Patriot missiles.

Today, in America’s efforts to provide stability, security, and pros-
perity to weakened or failing states, the center of gravity has transi-
tioned from military systems to civilian populations. Operational success
is once again enabled by previous S&T investments and innovations.
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These include remotely piloted aircraft (RPA), air/spaceborne multi-
intelligence sensing (radar, infrared, signals intelligence), distributed
command, control, and intelligence (e.g., distributed common ground
system), micromunitions, directed energy, and human terrain model-
ing. Collectively, these have enabled conducting persistent surveillance
(and thus have led to tactical patience), novel sensing of improvised
explosive devices, tracking of deceptive adversaries who hide in plain
sight, and protecting civilian populations, crucial in the battle for hearts
and minds.

In spite of these breathtaking advances, change continues to acceler-
ate. Last year alone, the Air Force added new career fields for cyber and
RPA operators, driving new requirements for technology advances.
What will determine success in future operational engagements re-
mains unknown, but it will most certainly involve S&T. In the words of
Air Force chief of staff Gen Norton A. Schwartz, “We cannot know
what the future holds, so in order to realize my vision of a consistently
powerful, capable Air Force, we will almost certainly need to pursue
initiatives not yet fully imagined.”

Today’s multipolar, fiscally constrained, and technology-filled world
demands vigorous and properly focused S&T investments to advance
the capabilities that the Air Force will need to fulfill its mission in an
uncertain future. Accordingly, the secretary of the Air Force and chief
of staff of the Air Force requested that the Office of the Chief Scientist
craft Technology Horizons. The former chief scientist of the US Air
Force, Dr. Werner J. A. Dahm (October 2008 to September 2010), skill-
fully responded by orchestrating expert insights from a wide range of
organizations, including the Air Force Research Laboratory, MAJCOMs,
Air Staff, operational squadrons, sister services, DOD agencies, other
tederal agencies, federally funded research and development centers,
national laboratories, industry, and academia.

Technology Horizons begins by characterizing the strategic context,
noting today’s contested, congested, and competitive multipolar environ-
ment and underscoring technology-derived challenges to Air Force ca-
pabilities in air, space, and cyber, including new threats in areas such as
electronic warfare, directed energy, and GPS denial. Several enduring re-
alities that shape what we can do as an Air Force are then expressed.
These include not only budgetary constraints driven by growing human,



PREFACE | xiii

sustainment, and energy costs but also opportunities to build upon
legacy systems as well as strong partnerships with our sister services,
DOD agencies, national laboratories, industry, and international part-
ners. Technology Horizons next presents key overarching themes to help
guide and focus S&T efforts. These include, for example, fundamental
shifts toward agile, fractionated, and cross-domain systems operating in
increasingly autonomous fashion in contested environments.

Recognizing the intimate link between capability and technology,
Technology Horizons employed a unique methodology to chart the
most productive technology pathways toward the highest value capa-
bilities, including a focus on Air Force service core functions. The re-
sulting potential capability and key technology areas allow both our
operators and technologists to glimpse the art of the possible. More-
over, Technology Horizons provides an actionable plan to move forward
toward that future. Technologists have in hand an expert assessment of
those most promising areas in which to concentrate effort and a num-
ber of grand challenges that provide a context for beginning to inte-
grate diverse technologies. Operators have a roadmap with which to
begin considering future strategy, organization, and employment of
these advanced capabilities and to influence the direction of technology
development as it unfolds. For example, Technology Horizons identifies
“disproportionately valuable” technology areas suited to the strategic,
technological, and budget environments of 2010-30, such as flexible
autonomy, human cognitive augmentation, cyber and spectrum resiliency,
energy efficiency, and long-range strike.

The Air Force is at a pivotal time in its history. The confluence of stra-
tegic change, global technological advancement, and fiscal and natural
resource constraints causes some to wonder how we will maintain our
technological advantage. The importance of our technological advantage
goes well beyond national security, as noted recently by Pres. Barack
Obama: “Science is more essential for our prosperity, our security, our
health, our environment, and our quality of life than it has ever been”
The Technology Horizons vision enables the Air Force to vector its S&T
investments over the coming decade to enable technologically achievable
capabilities that can provide it with the greatest US joint force effective-
ness by 2030. As Air Force secretary Michael B. Donley observes, “Tech-
nology Horizons will shape our future Air Force research and develop-
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ment priorities.” Because of its clarity and focus, Technology Horizons will
enable the Air Force to support the current fight and be responsive to Air
Force service core functions while at the same time advancing break-
through S&T for tomorrow’s dominant war-fighting capabilities.

Our potential adversaries have not missed the powerful lessons of
technological transformation and the advantages that accrue to an air
force that embraces this mind-set. We must remain as committed as we
were in 1945 to pursuing the most promising technological opportuni-
ties for our times, to employing the scientific and engineering savvy to
bring them to reality, and to having the wisdom to transition them into
the next generation of capabilities that will allow us to maintain our
edge. In the words of General Schwartz, “Even as we focus on winning
today’s war, we should also keep a watchful eye on the evolving 21st
century security environment. We must take steps today that will allow
future generations to meet—and shape—the challenges of tomorrow.
That will not be easy” While we face substantial strategic, operational,
and economic challenges in the coming decade, Technology Horizons
has laid out a perspicuous vision to guide the scientific and technological
advancements necessary to sustain the operational superiority of our
Air Force into the horizon and beyond.

Dr. Yark T. Maybl:r})?7

Chief Scientist of the US rce
Pentagon
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Executive Summary

From its inception, the Air Force has conducted a major effort
roughly once every decade to articulate a vision for the science and
technology (S&T) advancements that it should undertake to achieve
over the following decade to enable the capabilities it will need to pre-
vail. Six such S&T visions have been developed, beginning with Toward
New Horizons in 1945 led by Theodore von Karman for Gen Hap Arnold,
through New World Vistas conducted in 1995.

Since completion of the latter, 15 years have passed without an up-
dated Air Force S&T vision. Technology Horizons represents the next in
this succession of major vision efforts conducted at the Headquarters
Air Force (HAF) level. In view of the far-reaching strategic changes,
rapid global technological advances, and growing resource constraints
over the next decade, this is an overdue effort that can help guide S&T
investments to maximize their impact for maintaining Air Force tech-
nological superiority over potential adversaries.

What Is Technology Horizons?

Technology Horizons is neither a prediction of the future nor a fore-
cast of a set of likely future scenarios. It is a rational assessment of what
is credibly achievable from a technical perspective to give the Air Force
capabilities that are suited for the strategic, technology, and budget en-
vironments of 2010-30. It is visionary, but its view is informed by the
strategic context in which these technology-derived capabilities will be
used. It is an articulation of the “art of the possible” but is grounded in
the knowledge that merely being possible is only a prerequisite to being
practically useful. It considers the spectrum of technical possibilities
but acknowledges that budget constraints will limit the set of these that
can be pursued.

It recognizes that increasingly more of the science and technology
that provides the basis for future Air Force capabilities is available
worldwide to be translated into potential adversary capabilities. It thus
has sought to envision not only US joint and allied opportunities for
using technologies, but also ways that adversary capabilities could be
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derived from them using entirely different concepts of operations or on
the basis of entirely different war-fighting constructs. It acknowledges
that capabilities enabled by new technologies and associated operating
concepts often introduce new vulnerabilities not envisioned in the
original capability. It thus has also considered potential vulnerabilities
and cross-domain interdependences that may be created by second-
and third-order effects of these technology-derived capabilities.

Sources of Inputs

Technology Horizons received inputs from a wide range of organiza-
tions and sources. These included four working groups—one each in
the air, space, and cyber domains and another that focused on cross-
domain insights—that gave a broad range of subject matter expertise to
this effort. Working group members were drawn from the Air Force
S&T community, intelligence community, MAJCOMs, product cent-
ers, federally funded research and development centers (FFRDC), de-
fense industry, and academia. Further inputs were obtained from site
visits, briefings, and discussions with organizations across the Air
Force, the Department of Defense, federal agencies, FFRDCs, national
laboratories, and industry, including Air Staff and Air Force Secretariat
offices. Additional use was made of perspectives in several hundred
papers, reports, briefings, and other sources.

Elements of the Resulting S&T Vision

The vision from Technology Horizons to help guide Air Force S&T
over the next decade and beyond consists of the following elements:

1. Strategic Context

Enduring Realities

Overarching Themes

Potential Capability Areas

Key Technology Areas

Grand Challenges

Summary of S&T Vision

Implementation Plan & Recommendations

© N QU R W



EXECUTIVE SUMMARY

Overarching Themes for Air Force S&T

Xix

The strategic context and enduring realities identified in Technology
Horizons lead to a set of 12 overarching themes to vector S&T in direc-
tions that can maximize capability superiority. These shifts in research

emphases should be applied judiciously to guide each research area.

$ ®© N w =
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Potential Capability Areas, Key Technology Areas,
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Long system life To ...

. Capabilities

Remotely piloted

. Agile

Autonomy
Fractionated
Composable
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Contested

Information
Dissuasion/Deterrence
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and Grand Challenges for Air Force S&T

Based on the strategic environment, enduring realities, and over-
arching themes, the remaining elements of the vision from Technology
Horizons are presented as follows to help guide the Air Force in making
choices about the most essential S&T efforts that must be pursued to pre-
pare for the environment of 2010-30. It identifies potential capability
areas (PCA) and maps these PCAs across the Air Force service core
functions to assess the range of impact they can have.

= It uses this set of PCAs to identify key technology areas (KTA)
that are most essential for the Air Force to invest in over the next

decade to obtain capabilities aligned with the strategic, technology,

and budget environments.
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» Jtadditionally defines four “grand challenge” problems to advance
KTAs and integrate them in system-level demonstrations of sig-
nificant new capabilities.

= It presents an implementation plan that enables the elements of
this vision to be put into practice for guiding Air Force S&T ef-
forts to maximize resulting capabilities in 2030.

Major Findings

The single greatest theme to emerge from Technology Horizons is the
need, opportunity, and potential to dramatically advance technologies
that can allow the Air Force to gain the capability increases, manpower
efficiencies, and cost reductions available through far greater use of au-
tonomous systems in essentially all aspects of Air Force operations. In-
creased use of autonomy—not only in the number of systems and pro-
cesses to which autonomous control and reasoning can be applied but
especially in the degree of autonomy that is reflected in these—can pro-
vide the Air Force with potentially enormous increases in its capabili-
ties and, if implemented correctly, can do so in ways that enable man-
power efficiencies and cost reductions.

Achieving these gains will depend on development of entirely new
methods for enabling “trust in autonomy” through verification and
validation (V&V) of the near-infinite state systems that result from
high levels of adaptibility and autonomy. In effect, the number of pos-
sible input states that such systems can be presented with is so large
that not only is it impossible to test all of them directly, it is not even
feasible to test more than an insignificantly small fraction of them.
Development of such systems is thus inherently unverifiable by today’s
methods, and as a result their operation in all but comparatively trivial
applications is uncertifiable.

It is possible to develop systems having high levels of autonomy, but
it is the lack of suitable V&V methods that prevents all but relatively
low levels of autonomy from being certified for use. Potential adversar-
ies, however, may be willing to field systems with far higher levels of
autonomy without any need for certifiable V&V and could gain signifi-
cant capability advantages over the Air Force by doing so. Countering
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this asymmetric advantage will require as-yet-undeveloped methods
for achieving certifiably reliable V&V. The Air Force, as one the greatest
potential beneficiaries of more highly adaptive and autonomous sys-
tems, must be a leader in the development of the underlying S&T prin-
ciples for V&V.

A second key finding to emerge from Technology Horizons is that
natural human capacities are becoming increasingly mismatched to the
enormous data volumes, processing capabilities, and decision speeds
that technologies either offer or demand. Although humans today re-
main more capable than machines for many tasks, by 2030 machine
capabilities will have increased to the point that humans will have be-
come the weakest component in a wide array of systems and processes.
Humans and machines will need to become far more closely coupled
through improved human-machine interfaces and by direct augmenta-
tion of human performance.

Focused research efforts over the next decade will permit significant
practical instantiations of augmented human performance. These may
come from increased use of autonomous systems as noted above, from
improved man-machine interfaces to couple humans more closely and
more intuitively with automated systems, or from direct augmentation
of humans themselves. The latter includes drugs or implants to improve
memory, alertness, cognition, or visual/aural acuity, as well as screen-
ing of individuals for speciality codes based on brainwave patterns or
genetic correlators, or even genetic modification itself. While some
such methods may appear inherently distasteful, potential adversaries
may be entirely willing to make use of them.

Developing ways of using science and technology to augment hu-
man performance will become increasingly essential for gaining the
benefits that many technologies can bring. Significant advances and
early implementations are possible over the next decade. Such augmen-
tation is a further means for increasing human efficiencies, allowing
reduced manpower needs for the same capabilities or increased capa-
bilities with given manpower.

A further key theme is the need to focus a greater fraction of S&T
investments on research to support increased freedom of operations
in contested or denied environments. Three main research areas are
of particular importance: (1) cyber resilience, (2) precision naviga-



Xxii | TECHNOLOGY HORIZONS

tion and timing in Global Positioning System (GPS)-denied environ-
ments, and (3) electromagnetic spectrum warfare. Additionally, the
study identifies further key priority areas where S&T investment will
be needed over the next decade to enable essential capabilities, in-
cluding processing-enabled intelligent sensors, directed energy for
tactical strike/defense, persistent space situational awareness, rapidly
composable small satellites, and next-generation high-efficiency gas
turbine engines.

Recommendations

Technology Horizons makes five major recommendations for guiding
Air Force S&T efforts to meet the strategy, technology, and budget
challenges over the next decade and beyond:

Recommendation #1: Communicate Results from Technology Horizons.

» Communicate the rationale, objectives, process, and key elements
from Technology Horizons via briefings offered to all HAF offices,
MAJCOMs, product centers, and the Air Force Research Labora-
tory (AFRL).

» Build broad awareness, understanding, and support for the Air
Force S&T vision from Technology Horizons.

» Disseminate Technology Horizons across all relevant organizations
beyond those that provided inputs to this effort.

Recommendation #2: Assess Alignment of the S&T Portfolio with
Technology Horizons.

» Assess alignment of AFRLs current S&T portfolio with the broad
research directions and technology focus areas outlined in Tech-
nology Horizons.

» Identify the target fraction of the total Air Force S&T portfolio to
be aligned with the research directions and technology focus areas
identified in Technology Horizons.
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Recommendation #3: Adjust the S&T Portfolio Balance As Needed.

» Identify research efforts in the current S&T portfolio that must be
redirected or realigned with the research directions and tech-
nology focus areas in Technology Horizons.

» Determine which of these efforts should be realigned, redirected,
or terminated to accommodate new research efforts that achieve
the needed direction and emphasis.

» Define new research efforts that will be started to allow broad re-
search directions and technology areas identified in Technology
Horizons to be effectively achieved.

» Implement changes in the AFRL S&T portfolio to initiate new re-
search efforts identified above and to realign, redirect, and termi-
nate existing efforts identified above.

Recommendation #4: Initiate Focused Research on “Grand Challenge”
Problems.

» Evaluate, define, and focus a set of grand-challenge problems of
sufficient scale and scope to drive major technology development
efforts in key areas identified here.

» Structure each grand challenge to drive advances in research di-
rections identified in Technology Horizons as being essential for
meeting Air Force needs in 2030.

» Define specific demonstration goals for each challenge that re-
quire sets of individual technology areas to be integrated and
demonstrated at the whole-system level.

» Initiate sustained research efforts in the AFRL S&T portfolio as nec-
essary to achieve each of the grand-challenge demonstration goals.

Recommendation #5: Improve Aspects of the Air Force S&T Manage-
ment Process.

» Obtain HAF-level endorsement of an AFRL planning construct
for S&T to provide the stability needed for effective mid- and
long-range development of technologies.
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» Define and implement a formal process for obtaining high-level
inputs from MAJCOMs and product centers in periodic adjust-
ments within the AFRL S&T planning construct.

» Develop and implement an informal process to obtain more fre-
quent inputs from MAJCOMs and product centers for lower levels
of the AFRL S&T planning construct.



Chapter 1

Introduction

Technology Horizons was conducted over a nine-month period
to provide a vision for science and technology (S&T) in the Air
Force over the next decade and beyond. This chapter summarizes
the goals, organization, and execution of this effort and describes
how the results are presented.

The US Air Force today finds itself at an undeniably pivotal time in its his-
tory. It is without question the most effective and powerful air force in the
world, and the only air force that can truly project global power. That posi-
tion of strength was attained by organizing, training, and equipping a profes-
sional workforce for the entire range of functions essential to joint combat
and combat support, as well as for noncombat missions that the service is
increasingly called on to perform. Yet perhaps the single most important fac-
tor in achieving this position has been the unmatched technological advan-
tage that the US Air Force has attained over any of its competitors.

Today, however, the confluence of strategic changes, worldwide techno-
logical advancements, and looming resource constraints cause some to
wonder how the Air Force will maintain this position of superiority. As the
spectrum of conflict has grown, so too have the demands for a wider range
of capabilities across all facets of conflict. Unprecedented worldwide diffu-
sion of technologies is giving competitors access to capabilities that may
have the potential to offset important parts of USAF technological advan-
tages. At the same time, indications are that defense budgets in the coming
decade may make it increasingly difficult to achieve the pace of S&T in-
vestment that has provided the foundation for US Air Force superiority.

A Vision for Air Force Science
and Technology 2010-30

It is against this background that the secretary of the Air Force and
the Air Force chief of staff called for the chief scientist of the Air Force
to conduct the Technology Horizons study (see app. B). The study exam-
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ines technologies across the air, space, and cyber domains to develop a
forward-looking assessment, on a 20-year horizon, of possible offen-
sive and defensive capabilities and countercapabilities of the Air Force
and its potential future adversaries that could substantially alter future
war-fighting environments and affect future US joint capability domi-
nance. In doing so, Technology Horizons provides a vision for where Air
Force S&T should be focused over the next decade to maximize the
technology superiority of the US Air Force.

A Rational Technical Assessment, Not a Forecast or Prediction

Technology Horizons is neither a prediction of the future nor a fore-
cast of a set of likely future scenarios. Such efforts play a useful role, but
forecasts or predictions tend in most cases to overestimate the pace of
progress, even when technology overall is advancing at an undeniably
rapid pace. Equally important, efforts to forecast or predict the future
invariably miss one or more trivial events that can have a determinative
effect on the future that actually occurs. Chaos theory indicates that the
particular future that will occur be-
yond a short time horizon is the result

Our Air Force is at an-
other inflection point in
its history, where changes
in the strategic environ-
ment, new technologies,
and changes in resources
combine to reshape our
capabilities and to set us
in new directions.

—The Honorable Michael B. Donley
Secretary of the Air Force

of a confluence of many events, the
product of which can be inherently
unpredictable with any useful cer-
tainty and can be influenced to leading
order by seemingly incidental events.
Neither is Technology Horizons a
fantasy from technologists describing
a future in which technology will
achieve seemingly boundless wonders.
The inaccuracy of such descriptions
has over time served more to reveal
how difficult it in fact is to translate
technological possibilities into practi-

cally achievable systems while satisfying numerous operational con-
straints that may have nothing to do with the technologies themselves.

Rather, Technology Horizons is a rational assessment of what is credibly
achievable from a technical perspective to give the Air Force a set of
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capabilities that is suited for the strategic environment of 2010-30. It
identifies the key technology areas (KTA) where Air Force S&T invest-
ment is most critical for providing the service with the ability to adapt
and prevail across the spectrum of conflict in the air, space, and cyber
domains. It further addresses emerging cross-domain areas where en-
tirely new threats and opportunities exist.

While this study is visionary, its view is informed by the strategic
context in which these technology-derived capabilities will be used. It
is an articulation of the “art of the possible” but is grounded in the sci-
entific and engineering knowledge that merely being possible is only a
prerequisite to being practically useful. It not only considers the spec-
trum of technical possibilities but also acknowledges that budget con-
straints will limit the set of these that can be pursued.

Science and Technology for Materiel and Nonmateriel Solutions

Air Force capabilities and costs are closely interdependent. The costs
of normal operations consume resources that otherwise might be avail-
able to develop greater capabilities. Man-
power costs, for example, are consum-
ing an increasingly larger fraction of ~ While we remain reso-

the overall Air Force budget. Tech- lute about the issues that
nology solutions that can reduce man- remain, we can, and we
power requirements or increase man- must, raise our sights to
power efficiencies via nonmateriel means focus on the longer-term
can thus have as much impact on fu- vision—an Airman’s vision

ture capabilities as can direct materiel

solutions. The S&T vision articulated

in Technology Horizons thus seeks to tion of air, space, and

identify “disproportionately valuable” » Space,

materiel and nonmateriel solutions over cyberspace.

the 2010-30 time frame. —Gen Norton B. Schwartz
Technology Horizons looks at capa- US Air Force Chief of Staff

of constant innovation in
the control and exploita-

bilities on a 20-year time horizon but
recognizes that it can take a decade to
translate technologies from maturity into fielded systems. It therefore
is based on an approach that considers technology developments over
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the next decade that can provide the basis for technology-enabled
capabilities over the following decade.

This effort also recognizes that increasingly more of the S&T that
provides the basis for future Air Force capabilities is available world-
wide to be translated into potential adversary capabilities. It consequently
has sought to envision not only US joint and allied opportunities for
using these technologies, but also ways that adversary capabilities and
“technology surprise” could be derived from them using entirely differ-
ent concepts of operations or on the basis of entirely different war-
fighting constructs.

Technology Horizons further recognizes that capabilities enabled by
new technologies and associated operating concepts often introduce
new vulnerabilities not envisioned in the original capability. It thus has
sought to consider potential vulnerabilities and cross-domain inter-
dependences that may conceivably be created by second- and third-
order effects of these technology-derived capabilities.

Can We Even Afford to Do Any of These Things?

With factors such as manpower, sustainment, and energy costs con-
suming increasingly more of the Air Force budget, and the outlook for
defense budgets suggesting little or no real growth over the next de-
cade, some may rightly ask whether a study such as this is even useful.
If the Air Force does not have the resources to put behind the S&T fo-
cus areas emerging from this effort, then what sense does it make to
identify these and develop an Air Force S&T vision around them?

At a minimum, such a view would overlook the fact that tech-
nologies themselves can help offset many of the costs noted above.
For instance:

= New technologies for increased cyber resilience of Air Force net-
works and systems can potentially free up manpower otherwise
consumed by additional cyber specialists and their training that
would be needed to defend these systems.

» Technologies can provide increased trust in autonomy to enable
reduced manpower requirements via flexibly autonomous sys-
tems, or equivalently autonomous systems can enable greater
war-fighter capabilities for the same manpower requirements.
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» Technologies can enable fuel cost savings by increases in turbine
engine efficiency, advances in lightweight materials and multi-
functional structures, advanced aerodynamic concepts and tech-
nologies, and adaptive control technologies.

» Technologies could potentially reduce manpower needs through
augmentation of human performance via implants that improve
memory, alertness, cognition, and visual/aural acuity; brainwave-
coupled human-machine pairings; or even screening of indi-
viduals for specialty codes based on brainwave patterns or ge-
netic correlators.

Such examples show how an Air Force S&T vision that properly ac-
counts for the role that budget constraints will play in the strategic en-
vironment can enable materiel and nonmateriel solutions to reduce Air
Force costs while expanding capabilities.

It should be further apparent that in a budget-constrained environ-
ment it is all the more essential to have a clear vision for where S&T
investments should be focused. It is precisely when resources are too
constrained to allow as broad a set of S&T investments as might be
desirable that the Air Force needs a vision for which technology areas
are most essential for it to invest in. While broader investment will be
needed to provide an appropriately hedged strategy, a substantial frac-
tion of total S&T efforts should be aligned with a vision that identifies
technology areas for enabling among the greatest Air Force capabilities.

Technology Horizons provides a vision for where a substantial fraction of Air
Force S&T investment should be focused to provide the greatest possible capabilities
in the strategic environment, budget environment, and technology environment
during 2010-30.

Lessons Learned from Prior Air Force
Science and Technology Visions

Throughout its history, beginning shortly before it became a separate
service, the Air Force has conducted a major study roughly once every
10 years to develop a vision for the role that S&T would seek to fill over
the following decade. As shown by the timeline in figure 1, six such
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studies have previously been conducted, beginning with Toward New
Horizons in 1945 led by Theodore von Karman for Gen Hap Arnold,
and continuing through New World Vistas conducted in 1995 by the
Scientific Advisory Board for secretary of the Air Force Dr. Sheila
Widnall and Air Force chief of staff Gen Ronald Fogleman.

1 3 6 7
Toward New Project New World Technology
Horizons Forecast Vistas Horizons
(1945) (1964) (1995) (2010)
High-impact studies 5

Woods Hole New Project
Summer Study Horizons I Forecast Il
(1958) (1975) (1986)
Low-impact studies
1940s 1950s 1960s 1970s 1980s 1990s 2000s 2010+
AN JANIWAN AN JANNERVAN
1 2 3 4 5 6 7

Figure 1. Summary of Headquarters Air Force-level studies to produce
Air Force S&T visions. Technology Horizons is an overdue effort to pro-
duce an S&T vision appropriate for the strategic environment during
2010-30. (Courtesy of the Office of the Chief Scientist of the Air Force.)

Since completion of the latter, over 15 years have passed without a
major study to develop an updated S&T vision for the Air Force. Tech-
nology Horizons is the next in this succession of major S&T visions
conducted at the Headquarters Air Force (HAF) level. Particularly in
view of the fundamental strategic changes, rapid global technological
advancements, and forseeable resource constraints that define the envi-
ronment over the next decade, Technology Horizons is an overdue effort
to help guide Air Force S&T investments to include areas that will have
disproportionately valuable impacts on reducing costs and maintain-
ing capability advantage.

Technology Horizons seeks to help guide the S&T efforts of the Air Force over
the next decade to maximize their impact in the substantially different environ-
ment that the Air Force is now facing.
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Previous Air Force Science and Technology Visions

Figure 1 shows the six previous Air Force S&T vision studies that
have been conducted at the HAF level. The duration, size, composition,
organization, output, and impact of these have varied widely. The fol-
lowing observations can be made:

» These studies have been conducted over durations ranging from
nine months to, in one case, nearly two years.

» The numbers of participants involved has ranged from as few as
25 to nearly 500.

» Contributors have ranged from academia to the military, the gov-
ernment, and industry.

» Panels have in some cases been organized around technical dis-
ciplines, and in others around capability topics, as well as other
arrangements.

» Reports have ranged from concise summaries to more than a
dozen volumes and total lengths in excess of 1,300 pages.

» Impacts on technical directions, organization, and other aspects
of Air Force S&T have ranged widely, in part depending on how
responsive the studies were to the central issues of their time.

Michael Gorn gives detailed descriptions of the first five of these prior
Air Force S&T vision studies in his book Harnessing the Genie: Science
and Technology Forecasting for the Air Force 1944-1986.

Key Factors That Have Produced Successful S&T Visions

As the above summary suggests, and as detailed in the reference
noted, there is no correlation of the impact of these studies with either
the number of participants or the length of the reports they have pro-
duced. What correlations there are have principally to do with the types
of participants and the way that working panels have been organized.

Studies without representation in substantial numbers from the re-
search community have generally not been successful, though suffi-
cient operational inputs are essential to ground the discussions. Panels
organized along relatively narrow system themes appear, as might be
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expected, to restrict the range of ideas for discussion, and essentially
preclude cross-domain insights created by interdependences among
systems. Studies with panels organized around broader themes have
generally proven to be more successful.

been the extent to which Air Force senior leadership has embraced them as a

The principal factor that has determined the impact of prior S&T visions has
means for helping to vector the direction of future Air Force research.

Organization and Conduct of Technology Horizons

Technology Horizons formally began in June 2009 and was completed
in February 2010. Organization of the study and the working groups
preceded the formal start of the effort.

Strategic Perspective as the Foundation
for an Effective S&T Vision

The Air Force S&T vision from Technology Horizons is predicated in
part on the principle that S&T can only be usefully guided in a study
like this by placing it in context with the strategic environment in which
the Air Force will be operating during the 2010-30 time frame it ad-
dresses. The technology areas that are recommended for Air Force S&T
to put special emphasis on are those that meet key needs dictated by
this strategic environment. Technology Horizons thus is not simply an
opportunity-driven technology vision but matches the demand-side
pull of the Air Force during 2010-30 with the opportunity-side push
that realistically achievable technologies can enable.

Technology Horizons “10+10 Technology-to-Capability” Process

To match technology opportunities with the needs of this strategic
environment, the study used a 10+10 Technology-to-Capability pro-
cess, shown in figure 2.

This recognizes that even if it were possible to project the state of
technologies 20 years into the future to the 2030 horizon date of the
study, this effort is instead designed to help the Air Force envision what
technology-enabled capabilities it could credibly have to meet its key
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Cross-Domain

STEP 1 STEP 2 Air
10-Years-Forward 10-Years-Forward CFUtulﬁ'lt{s Space
Science & Technology Capabilities apabilities
Projection Projection Cyber
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Capabilities Advances Capabilities A: entia
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Capabilities
(2010) (2020) (2030)
10-Years-Back 10-Years-Back us Cyber
Science & Technology Countercapability T Space
Investment Need Technology Need capabilites
STEP 4 STEP 3 Air

Cross-Domain

Figure 2. Schematic of the 10+10 Technology-to-Capability process
used in Technology Horizons. (Courtesy of the Office of the Chief Sci-

entist of the Air Force.)

needs in 2030. Thus, the study must determine the state to which the
necessary supporting technologies can be brought in time to enable

those capabilities by 2030.

Owing to the 10 years or so that it typically takes to transition tech-
nology readiness level (TRL) 6 technologies into fielded capabilities,
this means that the underlying date to which technologies must be pro-

jected is 2020. That, in turn, allows a
determination of the technology in-
vestments that need to be under way
today to enable these Air Force capa-
bilities in 2030.

The required 10-year projection
from today’s state of technology can be
credibly made with acceptable uncer-
tainties, even under the rapid pace at
which technologies are advancing. By
contrast, the uncertainties if a 20-year
projection of technologies were needed

Technology Horizons will
help the Air Force obtain
the greatest effectiveness
in a budget-constrained
environment; if we invest
in the right technology
areas we can have un-
beatable capabilities.
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from today’s state would be far greater than twice as large. Thus, the
2030 time horizon of Technology Horizons requires only a credible pro-
jection from 2010 to 2020 of the technologies needed to enable a set of
capabilities that could be fielded in 2030 to meet key needs of the Air
Force in the strategic environment.

A further foundation of this study is that potential adversaries will
have access to much of the same S&T as the Air Force does over this
period and thus can develop red force capabilities from these technolo-
gies that—driven by entirely different concepts of operations—may be
entirely different from blue force capabilities developed from them. It
thus becomes essential to envision not only credible US technology-
derived capabilities in 2030, as shown on the right in figure 2, but also
potential adversary capabilities along with appropriate US counter-
capabilities, as also shown on the right in the figure.

Developing the technologies needed to enable these counter-
capabilities then involves another pair of 10-year steps, in this case
shown in red in figure 2. The first of these steps begins with the needed
countercapabilities in 2030 and projects back to the required state of
the underlying enabling technologies in 2020. The second of these then
does a further 10-year projection back to 2010 to determine what S&T
investments would need to be under way today to thereby enable these
countercapabilities in 2030.

The result is the four-step 10+10 Technology-to-Capability process
in figure 2:

= Step 1: Beginning with the state of technologies today, a 10-year
forward projection is made of the state to which these technolo-
gies, or ones derived from them, can be brought in 2020.

= Step 2: From the state to which technologies can be brought in
2020, a further 10-year forward assessment is made of the US ca-
pabilities that could be enabled by them to meet key needs of the
strategic environment in 2030.

» Step 3: Potential adversary capabilities and needed US counter-
capabilities are envisioned in 2030, and a 10-year backward pro-
jection is made of the state to which technologies needed to en-
able these countercapabilities must be brought by 2020.
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» Step 4: From the required state of technologies for US capabilities
and countercapabilities in 2020, a further 10-year backward pro-
jection is made to identify the needed S&T activities that must be
under way today to enable these.

In practice the precise dates must necessarily be interpreted some-
what notionally. In the cyber domain, for instance, it is essentially im-
possible to project technology 10 years into the future, and in that case
the process was instead applied in a “5+5” framework.

Similarly, while this process has formed the foundation of the study,
its implementation has been as much qualitative as quantitative. A fully
quantitative assessment for each of the technologies considered here
would have been beyond the scope even of this effort. Moreover, by
ensuring that working groups and other sources of inputs to this effort
included subject matter experts with technical and operational knowl-
edge, quantitative aspects of this process could be addressed in part by
assessments of these 10-year projections based on technical and opera-
tional judgment.

Identifying technology focus areas that will be most essential over
this period has as much to do with technical and operational judg-
ment as with direct quantitative analysis. As with any vision, the na-
ture of S&T forecasting prevents it from being reducible to an algo-
rithm that might seek to obtain similar insights. An articulation of
the S&T that will be most valuable for the Air Force over the next two
decades is ultimately the result of a set of reasoned, technically rooted,
and objective judgments informed by an understanding of their stra-
tegic context.

Broad Range of Inputs to Technology Horizons

As figure 3 shows, Technology Horizons consists of five phases, in-
cluding three working phases designed to obtain a broad range of sub-
ject matter expertise in the implementation of the underlying process
summarized above. Phases 2 and 3 included working groups, one each
in the air, space, and cyber domains, and a fourth group that focused
on cross-domain insights. The functions of these groups, their compo-
sitions, and their participants’ backgrounds are summarized in appen-
dix E. The working groups included representation from the



12 | TECHNOLOGY HORIZONS

March 2009 June 2009 October 2009 December 2009 March 2010

Technology Horizons 2010+
1

1 1 1
: Planning : Working : Working : Working : Implementation
: Phase 1 : Phase 2 : Phase 3 : Phase 4 : Phase 4
: Objectives, : Air, Space, Cyber : Cross-Domain : Findings, : Dissemination of
g Tasking,and y DomainWorking § Working 1 Conclusions, and § Results and
: Organization : Groups : Group : Recommendations : Implementation
1 1 1 2

n ™

5

d

DO

7

Report and Outbrief

Figure 3. Organization of Technology Horizons into planning, working,
and implementation phases to provide an S&T vision that supports Air
Force capability needs in the 2010-30 strategic environment. (Cour-
tesy of the Office of the Chief Scientist of the Air Force.)

= Air Force S&T community,

= intelligence community,

= MAJCOMs,

» product centers,

» federally funded research and development centers (FFRDC),
» defense industry, and

» academia.

In addition to inputs from these groups, Technology Horizons ob-
tained a broad range of further inputs from site visits, briefings, and
discussions involving organizations across the Air Force and elsewhere
in the Department of Defense (DOD), federal agencies, FFRDCs, na-
tional laboratories, and industry. These included inputs from Air Staft
and Air Force secretariat offices, MAJCOMs and product centers, di-
rect reporting units, and field units. A list of these additional sources of
inputs is given in the bibliography.
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Additional operational perspectives were gained from briefings, vis-
its, and discussions with

= Air Combat Command (ACC),

» Air Force Special Operations Command (AFSOC),
» Air Force Space Command (AFSPC), and

» Air Mobility Command (AMC).

The effort further made use of a wide range of perspectives in nearly
200 reports and technical papers from the Air Force Scientific Advisory
Board, the Defense Science Board, and other organizations. A partial
list of these additional sources is given in the bibliography.

This exceedingly broad range of inputs to Technology Horizons has allowed
development of a forward-looking, balanced, and effective S&T vision for the
Air Force in 2010-30.

A Focus on Cross-Domain Insights

While the working group phases were organized along the air, space,
and cyber domains, it was recognized that some of the most important
results from Technology Horizons would deal with cross-domain in-
sights. A further working group was thus formed to address cross-
domain effects, defined here to include the following:

= A technology in one domain that can produce unexpected effects
in another domain; the effects could be beneficial or detrimental.

» A technology in one domain that requires supporting functions in
another domain and thus creates interdependencies between two
or more domains.

= A technology that falls “between” the classical domains but has
implications in one or more of them.

Given the emphasis on cross-domain insights in this effort, the results
from Technology Horizons are intentionally not presented along tradi-
tional domain boundaries.
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The understanding and exploitation of cross-domain effects will grow in
importance in the next decade and beyond, and the organization and
execution of Air Force S&T will need to ensure access to such cross-domain

insights and capabilities.

Organization of Results from
Technology Horizons

Strategic Context

Enduring Realities

Overarching Themes

'K'Iid‘ "it.llf-.loc.l'o'""i‘-ﬂ

S il

Principal Findings

Implementation Plan

Figure 4. Major elements of the
Technology Horizons vision for Air
Force S&T over the next decade.
(Courtesy of the Office of the Chief
Scientist of the Air Force.)

Chapter 1: Introduction. Sum-
marizes the Air Force vision for
S&T, lessons learned from its
prior S&T visions, organization
and conduct of the study, organi-
zation of results, and caveats for
the study.

Chapter 2: Strategic Context
for Air Force S&T 2010-30. Sum-
marizes the principal strategic
factors that will drive needed Air
Force capabilities during this
time and factors relevant to the
worldwide S&T arena that will
impact the Air Force’s ability to
maintain superior technological
capabilities over this time frame.

Chapter 3: Enduring Reali-
ties for the Air Force 2010-30.
Recognizes key drivers that will
remain largely unchanged during
this time and that will constrain
the Air Force’s ability to shape it-
self for the future using S&T in
ways it might in an otherwise un-
constrained environment.
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Chapter 4: Overarching Themes for Air Force S&T 2010-30. Iden-
tifies specific overarching themes that will be central for meeting Air
Force needs dictated by the above strategic context and enduring reali-

ties; these themes form the essential foundation for the most important
Air Force S&T during 2010-30.

Chapter 5: Technology-Enabled Capabilities for the Air Force
2010-30. Defines a set of technologically achievable capability areas
that are well aligned with the overarching themes identified above and
then uses these notional capabilities to identify key enabling technolo-
gies that are most impactful across this set.

Chapter 6: Key Technology Areas 2010-30. Determines a cross-
cutting set of enabling technology areas that are most determinative
over the notional capabilities identified above and identifies them as
being among the most important areas to emphasize in Air Force S&T
over the next decade and beyond.

Chapter 7: Grand Challenges for Air Force S&T 2010-30. Lists a
set of challenge problems that will help focus Air Force S&T over the
next decade on the KTAs identified above through technology devel-
opment efforts followed by systems-level integrated technology dem-
onstrations to achieve stretch goals.

Chapter 8: Summary of Technology Horizons Vision. Describes
the major S&T focus areas that the Air Force should emphasize during
the next decade and beyond to enable technologically achievable capa-
bilities that will give it the greatest joint force effectiveness by 2030.

Chapter 9: Implementation Plan and Recommendations. Outlines
the proposed plan for implementing the S&T vision from Technology
Horizons, provides actionable recommendations to vector Air Force
S&T over the next decade, and identifies corresponding primary and
supporting organizations to implement these.

The above chapters of Technology Horizons give the results of a rational
approach for determining—from the enormous range of technologies that
could benefit the Air Force—a set of guiding principles for the most important
S&T to be conducted over the next decade.
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Caveats

Value of Technologies Not Specified in Technology Horizons

No effort such as this can usefully list all S&T that is important for
the Air Force to pursue, nor has it been an objective of Technology Hori-
zons to do so. Instead, this effort has sought to identify some of the
most valuable technology areas for Air Force S&T—ones that the Air
Force must pursue to enable key capabilities that it will need to be as
effective as possible in the strategic environment during 2010-30. The
KTAs identified herein thus necessarily represent only the most essential
fraction of the overall research portfolio that should be pursued by the
Air Force.

Focus on Key Technology Areas versus Broad
Technical Domain Areas

Technology Horizons was designed to identify KTAs that are among
the most essential for Air Force S&T to focus on over the next decade
and beyond. These technology areas aggregate individual narrow re-
search topics into usefully defined focus areas that Air Force S&T
should emphasize but avoid dictating the individual lines of research
within these areas that might prove to be most productive. Focusing on
such KTAs is the appropriate level of specificity for an S&T vision.

At the other extreme, overly broad domain area descriptors such as
“material science,” or even broad technical domains within these such
as “nanotechnologies,” do not provide a comparable level of specificity
needed to usefully serve as a guide for Air Force S&T. KTAs identified
as most essential for the Air Force to pursue are sufficiently specific to
usefully guide S&T investment choices but are not so narrow as to dic-
tate individual research projects to be pursued.

Connection between Air Force S&T and
the Acquisition Process

Air Force S&T is the initial phase of the process by which technolo-
gies are matured and, where appropriate, are transitioned for acquisi-
tion by the Air Force. As a consequence, often-discussed improvements
to the defense acquisition process could potentially improve the transi-
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tion of technologies from S&T into systems for acquisition. At least
some of the elements of the S&T vision identified in Technology Hori-
zons could potentially achieve greater likelihood of practical impact
from improvements to the defense acquisition process. However, at-
tempts to suggest such improvements to the acquisition process were
outside the scope of this effort.






Chapter 2

Strategic Context for
Air Force S&T 2010-30

Air Force S&'T can be prudently vectored only when placed in
the context of the strategic environment in which the Air Force
will be operating during this period. This chapter summarizes
key elements of this environment that will drive needed Air
Force capabilities over the next two decades.

The strategic environment that the Air Force faces over the next two
decades is substantially different from that which has dominated
throughout most of its history. Since the end of the Cold War, long-
standing paradigms that had ordered thinking and policy with respect
to conflict have been replaced by a far broader range of threats and a
less predictable set of challenges. Potential conflict scenarios now in-
clude not only major powers and regional players, but also failed and
failing states, radical extremists, and a range of nonstate actors that
spans from organized militias, informal paramilitary organizations,
warlords, and warring ethnic groups to pirates, organized criminals,
terrorists, and even individuals who may come from around the globe
or across the street. Potential drivers of conflict range from religious
extremism and ethnic disputes to resurging nationalism and aspira-
tions for regional influence, and from competition over energy and
natural resources to the need to contain nuclear proliferation and the
spread of chemical, biological, and radiological weapons.

Unable to compete in direct engagements with US joint forces, ad-
versaries have learned to exploit newfound asymmetric advantages.
Some have sought to shift the battle into the media, exploiting public
intolerance for real or contrived collateral damage—strikes that by his-
torical standards are being conducted with near surgical accuracy are
now often deemed unacceptable. Others have learned to exploit US de-
pendence on the space and cyber domains, developing ways to disrupt
or deny these to achieve potentially far-reaching cross-domain effects.
Some are seeking access to nuclear capabilities. The Cold War, by com-
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parison, seemed remarkably simpler, and the set of capabilities that the
Air Force needs to be effective in the foreseeable strategic landscape is
substantially different and appears less certain than ever before.

To aid in deterring conflict with major world powers, the United
States must correctly understand their potential capabilities in the 2030
time frame, many of which are derived from investments in technolo-
gies that support development of military systems. China, for example,
has focused much of its recent military modernization on investments
in high-end asymmetric capabilities, emphasizing electronic warfare
(EW), cyber warfare, counterspace operations, ballistic and cruise mis-
siles, advanced integrated air defense systems (IADS), and theater un-
manned air vehicles. By combining imported technologies, reverse en-
gineering, and indigenous development, it is seeking to rapidly narrow
the technology and capability gap between the People’s Liberation
Army Air Force (PLAAF) and the US Air Force. China is also using
“military diplomacy” to expand security cooperation activities with
Asian states and engage foreign militaries in a range of cooperative ac-
tivities. Russia as well is developing and fielding new technology-derived
military systems, including advanced fighter aircraft such as the T-50
PAK FA and advanced IADSs such as the SA-21. Global diffusion of
advanced military systems through arms transfers, not only by Russia
and China but also by France, Israel, and many others, is making sub-
stantial technology-derived capabilities available around the world.

Among these, China in particular is widely regarded as having
both the economic resources to devote to such advanced technology-
development programs and the national desire to achieve the resulting
regional and global influence that such systems may bring. Its grow-
ing economy has helped pay for a massive military modernization
program that includes not only new fighter aircraft but also naval
vessels and missiles.

Yet at the same time, China’s one-child policy has created serious
demographic imbalances in gender and age distributions, which are
requiring it to direct resources toward social programs that could po-
tentially constrain these ambitions. As a result, carefully chosen cost-
imposing strategies developed through appropriate US technology-
enabled capabilities can provide an opportunity to slow the potential
threat that this military buildup creates. If we understand the strategic
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environment that the Air Force faces over the next two decades, we can
make the right choices to obtain the mix of capabilities that will best
meet US national security objectives.

Relation to National Security Objectives

Military forces exist to develop and offer a range of operational and
strategic options to the president for meeting national security objec-
tives and to joint force commanders for meeting military objectives.
Throughout its history, the US military’s consistent dual purpose has
been not only to fight and win the nation’s wars but also to protect the
nation and its global interests in ways that extend beyond direct com-
bat operations. The latter acknowledges that military forces are as much
an instrument employed for shaping the global environment, for deter-
ring those who might otherwise harm the nation’s interests, and for
providing regional stability where needed to advance the nation’s
broader interests as they are for warfare itself.

At the broadest level these functions include the following:

» Protecting and defending the homeland from external attack.

» Deterring conflict with major global powers and encouraging re-
gional stability through use of Air Force global vigilance, global
reach, and global power.

Figure 5. Supporting US joint force operations in so-called irregular or
hybrid warfare while preparing for possible larger conflicts with a
near-peer adversary is among the Air Force’s greatest challenges.
(Courtesy US Air Force.)
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» Preparing to fight and win the nation’s wars as part of the joint
force.

» Providing military assistance to civilian authorities.

» Enabling national and partner instruments of power to prevent or
contain local or regional instabilities.

» Supporting the nations cooperative relationships with interna-
tional partners and its interactions with competitors.

In fulfilling these objectives to protect the nation and advance its
global interests in times of peace, crisis, and combat, the Air Force is
distinct among the joint services in its ability to use the speed, range,
flexibility, precision, and lethality of aerospace forces to provide global
vigilance, global reach, and global power. Its mission requires it to look
at the world from an inherently strategic perspective as it conducts
global, regional, and tactical operations in the domains of air, space,
and cyberspace in concert with the other services, with other national
instruments of power, and with US international partners. This re-
quires capabilities for the full spectrum of nonconflict and conflict op-
erations, ranging from emergency response and humanitarian relief to
counterinsurgency operations, major warfare, and homeland defense.

Technology-Derived Challenges
to Air Force Capabilities

The immense asymmetric advantage that the Air Force’s air domi-
nance has for much of the past 50 years provided for US and partner
forces could be potentially put at risk by worldwide development and
proliferation of numerous advanced-technology-derived threats, in-
cluding integrated air defenses, long-range ballistic missiles, and ad-
vanced air combat capabilities. There have been equally important ad-
vances in counterspace technologies, in cyber warfare technologies,
and in understanding the cross-domain effects that these technologies
can produce on the US ability to conduct effective air, space, and cyber
domain operations. The combined effects of these and yet further tech-
nology advances that will occur over the next decade, and their transi-
tion into worldwide military systems, are essential elements of the stra-
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Figure 6. High-end systems such as the F-22 support Air Force air domi-
nance over the near term to midterm. Technology Horizons seeks to
define the S&T that will enable the next generation of Air Force capa-
bilities that are suited to the needs of the 2010-30 strategic environ-
ment. (Courtesy US Air Force.)

tegic context that determines the most essential Air Force S&T over
this period.

Advanced Electronic Systems

Land-based air defenses and air combat systems in particular are
benefitting from increasingly widespread use of advanced electronics,
including active electronically scanned array (AESA) radar technolo-
gies to enable more capable detection and targeting capabilities. These
have evolved to counter nontraditional threats such as remotely piloted
aircraft (RPA) and cruise missiles. Advanced EW systems, including
approaches based on digital radio frequency memory (DRFM) sys-
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Figure 7. Advanced fighter development efforts, such as the fifth-generation
Russian/Indian T-50 PAK FA, could pose a significant mid- to long-term
challenge to US joint air dominance. (Reprinted from Wikipedia, s.v.
“Sukhoi PAK FA,” accessed 20 June 2011, http://en.wikipedia.org
/wiki/Sukhoi_PAK_FA.)

tems, that are being developed and proliferated today have shown sig-
nificant abilities even against advanced AESA radars. Further advances
in miniaturization and speed of electronics—and the massive process-
ing capabilities that these are enabling—are likely to yield further sub-
stantial increases in the capabilities of EW systems over the next de-
cade and beyond.

Advanced Missile Seekers

Advances in electro-optical tracking, such as dual-band electro-
optical-infrared (EO-IR) imaging arrays with wide fields of view and
advanced digital tracking filters, can be expected to significantly in-
crease over the next decade. Early implementations of combined
EO-IR imaging seekers in systems such as the highly maneuverable
beyond-visual-range Python 5 air-to-air missile (AAM) have shown
the effectiveness of these technologies. Corresponding implementa-
tions of these advanced technologies in surface-to-air missiles (SAM),
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such as the SPYDER antiaircraft missile system based on the Python 5,
are extending these technology advances to area defense systems. Such
lethal systems are already beginning to be proliferated via international
sales. Their capabilities will appear even more broadly over time, both
through indigenous developments that use these technologies and
through subsequent global sales of such systems.

High-Speed Air-Breathing Missile Propulsion

High-speed air-breathing missile propulsion technologies have steadily
advanced over the past two decades and are now enabling substantially
more capable supersonic AAMs, SAMs, and cruise missiles. Such a
ramjet-derived propulsion system is used in the MBDA-developed Me-
teor, a Mach 4+ AAM that is likely to enter service in 2013. A ramjet-
derivative propulsion system is also being used in the Russian/Indian
BrahMos Mach 2.5+ cruise missile, brought into service in 2007, and a
related ramjet-based air-breathing propulsion system is used in the In-
dian Mach 2.8+ Akash SAM, first fielded in 2009. The speed, range, and
terminal maneuverability benefits of such air-breathing supersonic
propulsion technologies will likely accelerate development of missile
systems to exploit these advantages.

Advanced Integrated Air Defense Systems

Development and proliferation of advanced IADSs have progressed
substantially. Longer-range mobile SAMs in the Russian S-300 family,
such as SA-10s/20s, which have been exported widely, and corre-
sponding Chinese-manufactured derivatives of “double-digit SAMS,”
such as the HQ-10/15/18, represent significant challenges. These sys-
tems can potentially engage legacy fighters at ranges beyond their
own ability to hold such targets at risk. More advanced Russian sys-
tems, such as the S-400, have advanced tracking and longer-range ca-
pabilities and could potentially be sold internationally. Modern inte-
grated systems such as these are enabling a fundamental change in air
defense strategy, from traditional point defense of key targets to
broader antiaccess/area-denial (A2/AD) approaches based on offen-
sive and defensive counterair operations.
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Passive Sensors and Electronic Warfare

Further development of passive sensor technologies such as infrared
search and track (IRST) systems over the next decade or more will
make air defense systems increasingly resistant to electronic suppres-
sion. Potential adversaries are also upgrading to networked air defense
systems with advanced electronics and signal processing capabilities
that can make jamming far more difficult. AESA radars are allowing
active electronic beam forming and steering. EW capabilities of potential
adversaries are increasingly shifting from jamming to sophisticated
spoofing, made possible largely by the continuing miniaturization of
commercial electronics. Availability of inexpensive yet massively
capable electronic processing and storage not only allows the number
and sophistication of such devices to grow rapidly but also to be fielded
in relatively low-cost EW pods and decoys. Software changes allow
these threat systems to be readily adapted to new countermeasures.

Figure 8. Technologies such as the ramjet-derivative propulsion system
on the MDNA Meteor are beginning to enable high-speed AAMs with
greater range and terminal maneuverability. (Courtesy MBDA-Th Wurtz.)
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At the same time, an overlap has developed between electronic and
cyber warfare, especially in the wireless radio-frequency (RF) domain.
The technological sophistication, diversity, and proliferation of ad-
vanced EW systems present a substantial challenge to US air domi-
nance. New technology-derived approaches will be needed across the
spectrum of standoff and close-in EW capabilities, including electronic
attack, protection, and support techniques suited to permissive, con-
tested, and highly contested environments.

Shoulder-Fired Surface-to-Air Missiles

Next-generation shoulder-launched SAM systems can be expected
to further add to the threats that advanced technologies pose. Current
“low end” man-portable air defense systems (MANPADS) are afford-
able enough to buy in large quantities and can be readily dispersed,
hidden, and employed for close-in air defense. Further advances in
miniaturization of electronics and processing are likely to produce sub-
stantially more capable systems at price points that may permit compa-
rably widespread global diffusion.

Ballistic and Cruise Missiles

The emergent long-range air defense capabilities of several potential
adversaries have serious implications for US airpower. Additionally,
ballistic and cruise missiles with growing mobility, range, maneuver-
ability, and precision pose further threats to Air Force systems and
their ability to deliver the power projection on which much of US
strategy is based. This is especially the case in the western Pacific, where
China has fielded conventional ballistic missiles and cruise missiles
with significant reach. By 2015 China is expected to have hundreds of
DEF-15 ballistic missiles and DH-10 cruise missiles capable of reaching
much of the western Pacific. Advanced medium-range ballistic missiles
such as the DF-21, DF-25, and the intercontinental-range DF-31 may
be in service in significant numbers, and a DF-41 advanced inter-
continental ballistic missile (ICBM) may be under development.

The threats posed to US air bases in the Pacific by ballistic missiles
create significant technology challenges for maintaining airpower pro-
jection in this region. The long ranges required for operations in the
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Pacific entail substantial tanking requirements that put a premium on
long-range strike capabilities and fuel-efficient propulsion systems. The
air-sea battle concept based on synchr