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Executive Summary

The Department of Defense (DOD) operates in an interconnected world, where operations
routinely involve a wide variety of participating organizations operating outside of the military
domain. This context has established a clear need for sustained and habitual information sharing
and collaboration among military and non-military stakeholders. Responding to a high priority
warfighting challenge submitted by United States Africa Command (USAFRICOM) and United
States European Command (USEUCOM), the Interagency and Multinational Information
Sharing Architecture and Solutions (IMISAS) project was undertaken in September 2010.

The IMISAS project through experimentation and analysis, focused on developing proposed
solutions with potential to overcome challenges in unclassified information sharing (UIS) and
collaboration with non-military mission partners. The project community of interest included
DOD and other U.S. Government agencies, multinational and coalition, international
organizations and non-governmental organizations. The project design and analytic framework
included gap identification and prioritization; potential solution identification and development;
and experimentation on potential solutions with opportunities for discovery. Both quantitative
and qualitative content analysis techniques were used to generate relevant findings and
recommendations. Project events included site visits, planning conferences, and technical spirals
that culminated in a scenario-driven Analytic Seminar in August 2011. Participants in the
Seminar included USAFRICOM and USEUCOM staff officers, United States Agency for
International Development (USAID) and Department of Commerce (DOC) representatives
assigned to USAFRICOM and USEUCOM, representatives from Department of State (DOS),
DOD Chief Information Office (DOD CIO), NATO’s Civil-Military Fusion Centre (NATO
CFC), United Nations Satellite Imagery Office, UN Office for the Coordination of Humanitarian
Affairs (UNOCHA), UN High Commissioner for Refugees (UNHCR), UN World Health
Organization (WHO), the Assessment Capacities Project (ACAP) and the Bundeswehr
Transformation Centre (BTC).

Using the existing All Partners Access Network (APAN) portal as the DOD unclassified
information sharing capability (UISC) proxy, the Analytic Seminar event allowed participants to
explore, discuss and evaluate potential solutions in a simulated humanitarian assistance/disaster
relief (HA/DR) scenario. Five non-materiel and ten materiel solutions were examined through
experimentation.

Non-Materiel Solutions: The non-materiel solutions examined ranged from a pre-planned
unclassified information decision release matrix to a quick reference staff guide detailing non-
military organizational roles, responsibilities, and information requirements. These were
aggregated into an Operational Guide for Unclassified Information Sharing (OGUIS). The draft
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Guide with the proposed solutions in the form of processes, techniques and procedures was used
by the experimental audience during the Analytic Seminar.

Non-materiel findings included:

e  Operators indicated confusion about the policies, procedures, and mechanisms for releasing
information to mission partners despite a strong desire to share information.

e  Operator habit patterns formed through training and a fear of reprimand or the breaking of
legal barriers contribute to a culture of withholding information.

e  Participants noted the importance of building relationships among prospective mission
partners in order to set conditions for information sharing during subsequent crisis
operations.

e  Operators noted that leveraging the early engagement of non-military partners was seen as
an important step for effective and efficient use of military planning time and resources.

Non-materiel recommendations and best practices:

e  Staffs should use the Operational Guide for Unclassified Information Sharing to
supplement training and provide reinforcement of command information management
procedures to establish habit and behavior patterns.

Commanders should implement a pre-planned release matrix to clearly define criteria for
release of sharable unclassified information.

Organization work site design should include unclassified information sharing storage sites
that more closely resemble flatter and collaborative methods used by external partners.
Staffs should establish and maintain a mission partner’s guide to include comprehensive
descriptions of likely partner organizations.

Commanders should encourage the establishment of relationships with mission partners
during in Phase 0.

Along with local policy changes, training, and exercises, the day to day mechanisms
recommended in the Guide can be an important catalyst for inculcating a culture of risk
management and enabling more active unclassified information sharing behaviors.

Materiel Solutions:

The ten materiel solutions examined focused primarily on platform capability. They represented
a broad spectrum of unclassified information sharing (UIS) features and approaches to improve
user familiarity and leverage existing DOD and commercial capabilities. Solutions included
integration with commercially available social networking applications and other websites used
by non-DOD partners as a means for improving unclassified information sharing and
collaboration with external partners.
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Materiel findings:

o Potentially large volumes of information and requests for information during crisis
response operations dictated the need for dedicated Knowledge Management support.

o Unclassified information sharing tools most frequently used throughout the experiment
periods were request for information (RFI)/request for assistance (RFA) forum, media
galleries, and Adobe® Connect Online™.

o Participants recognized the positive value of mapping capabilities such as MapView and
GeoCommons.

e A “learning curve” is associated with any suite of centralized and integrated collaborative
tools.

e  The experimental audience stated clear benefits to pushing information to social media
sites, particularly as part of the humanitarian assistance and disaster relief scenario.

Materiel recommendations:

e  The DOD unclassified information sharing service (UISS) must include:

o A continued development process for an integrated template of multimedia
collaboration tools to serve the needs military and non-military partners.
Tool definitions and descriptions eliminating military specific terminology.
Provision for robust knowledge management (KM) support.
A web-based collaboration venue accommodating active moderation.
A dedicated question and answer (RFI or “query”) tool with features such as
filterability, topic group, easily searchable and capable of organizing and linking
RFls.
o  Arobust, easy to use mapping utility.

o O O O

The sheer number of recommendations for future unclassified information sharing technical
capabilities attests to the interest in this area. The entire list of recommendations is found in
Section 4.2 of this report, and includes a recommendation for DOD CIO and Joint Staff J8 to
create a configuration management governance body to maintain configuration management of
the unclassified information sharing service tools and capabilities.

This report is comprehensive of the entire project and is separated into six sections and 18
annexes. Section 1 introduces the project background. Section 2 outlines the project design,
including the research questions, hypotheses, and data collection methodologies. Section 3
outlines the project execution with associated lines of operation for research and analysis,
solutions development, experimentation, and transition. Section 4 offers descriptions of the
proposed non-materiel and materiel solutions evaluated during experimentation, with findings,
and recommendations. Section 5 outlines transition approaches for products developed through
this project: the Operational Guide for Unclassified Information Sharing (OGUIS), Unclassified
Information Sharing (UIS) Architecture, the White Paper on Unclassified Information Sharing,

iv
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and materiel recommendations. Section 6 offers a conclusion and the proposed way ahead. The
Annexes contain acronyms, terms and definitions and references, as well as project
documentation.

Analysis of observations and findings throughout the course of the project affirmed that aligning
potentially conflicting aspects of technology, policy, processes, procedures, and organizational
cultures may prove to be the largest challenge in developing DOD’s future information sharing
capabilities. An aspect of that challenge will involve achieving balance between the need to
share and the need to protect information, both of which can addressed through active risk
management. Current information sharing capabilities remain underutilized due to local policies,
staff procedures, and the need for additional training and education in organizational
engagement. Further exploration of the organizational culture aspects of information sharing
will likely yield the greatest return on investment.

The IMISAS project addressed elements of real operational problems and provided the
foundation for addressing the larger information sharing challenges expressed in the initial
problem statement. The findings and products from the project will be used to inform the DOD
Unclassified Information Sharing Enterprise. Joint Requirements Oversight Council
Memorandum (JROCM) 109-11 tasked the Defense Information Systems Agency (DISA) to
study and provide recommendations to the Command, Control, Communications/ Cyberspace
(C4/Cyber) Functional Control Board (FCB) based on the findings from the IMISAS project.
The DISA brief to the C4 Cyber FCB on 3 November 2011 incorporated the recommendations
found in this report.

JROCM 109-11 also tasked DOD Chief Information Office to study the findings and
recommendations from the project to inform Program Objective Management (POM) 14
submissions. DOD CIO and JS J8 have further acted on an IMISAS project recommendation to
create a configuration management governance body and co-hosted along with JS J8 the initial
Unclassified Information Sharing Governance Working Group in late November 2011.

In the near term, many of the procedures and solutions identified can be implemented
immediately, used in training and other joint force development events and activities.

Vv
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1. Introduction

“One would think we can share information by now. But Katrina

. 1
again proved we cannot.”

In a 2009 report to the U.S. Congress, the Government Accountability Office (GAO) identified
significant challenges to sharing and integrating information across agencies due to: “1) lack of
standards for data collection, usage, storage, protection, or a combination of these; 2) cultural or
political barriers that inhibit information sharing; 3) lack of interagency agreements on
procedures for sharing information; and 4) security clearance requirements that are not
harmonized.””

In September 2010, the Interagency and Multinational Information Sharing Architecture and
Solutions (IMISAS) project was launched as a twelve-month effort approved as part of the fiscal
year (FY) 10/11 Program of Work by the Joint Concept and Development Experimentation
Executive Council, representing primary stakeholders from the operational community. The
project was designed to identify and experimentally validate processes, policy changes,
procedures, technologies and other modifications needed to address barriers to effective
information sharing and collaboration in operational military environments. The project
employed a scenario focused on Humanitarian Assistance/Disaster Relief (HA/DR) mission
planning and execution activities to give a broad representation of real-world information sharing
and collaboration challenges that face combatant commanders (CCDRs) and their staffs working
with non-Department of Defense (DOD) mission partners.

Using a mix of face-to-face planning conferences, virtual collaborative planning sessions,
technology spirals, and other experimentation activities, the community of interest (COI)
identified and developed proposed solutions and recommendations for improving unclassified
information sharing and collaboration.

For clarification of terminology used in this report, Annex A contains the document acronyms,
Annex B contains terms and definitions, and Annex C contains the document references.

! Congressional reports: H Rpt. 109-377 — A Failure of Initiative: Final Report of the Select Bipartisan Committee
to Investigate the Preparation for and Response to Hurricane Katrina, February 15, 2006.

2 U.S. Government Accountability Office Report, Interagency Collaboration: Key Issues for Congressional
Oversight of National Security Strategies, Organizations, Workforce, and Information Sharing, GAO-09-904SP
(Washington, D.C.: September 25, 2009).

1

UNCLASSIFIED



UNCLASSIFIED

1.1. Background and Context

“In the aftermath of the Indian Ocean Basin Tsunami in 2004, it
became quite evident that the U.S. Department of Defense was in
need of a mechanism to share unclassified information amongst a
wide variety of non-traditional mission partners including
international organizations, non-governmental organizations
(NGO's), coalition militaries, and with multiple nations. It was not
precisely known exactly what type of system, capability, or
mechanism was required. "

In the past decade, the U.S. and the international community have witnessed and responded to
human rights abuses, massive refugee movements and the endangerment and death of hundreds
of thousands of civilians as a result of natural disasters, civil wars and major conflicts in
countries like Somalia, the former Yugoslavia, Indonesia, Haiti, Irag and Afghanistan. Bringing
this global context home to the U.S., the experiences of September 11, 2001 and Hurricane
Katrina resulted in a similar set of responses among DOD, other government agencies, non-
governmental organizations (NGQO), and private sector actors. The 2011 Tohoku earthquake and
tsunami as well as the erupting civil conflict in Libya saw a vast international response in the
coordination of relief efforts. Each of these incidents reinforced and highlighted the need to
embrace unclassified information sharing and collaboration.

In today’s interconnected world, contingency operations routinely involve a wide variety of
actors and participating organizations operating outside the military domain throughout the
phases of an operation, including Phase 0.* Current USG organization, policies, and procedures
and host nation cultural considerations generally point toward non-DOD actors as having the
lead role in today’s theater cooperation, stabilization, and HA/DR mission areas. The HA/DR
mission environments generally involve a wide variety of historically independent and non-
aligned NGOs as highly-capable responders who are generally trusted by the indigenous
populations.”> These organizations are generally actively engaged in the crisis before DOD
organizations begin formal planning and operations. Current USG policy identifies the “United
States Agency for International Development (USAID) as the ‘lead agency’ for development
where it carries out programs complemented by DOD efforts in stabilization, disaster response,

% Chlebo, Christman, and Johnson. Enhancing Collective Command and Control (C2) in the International
Environment: Leveraging the Unclassified Information Sharing Enterprise Service, June 2011.

* Phase 0 (shaping) involves pre-crisis and/or pre-contingency activities in order to “enhance bonds between future
coalition partners.” Reference Joint Pub 3-0, Joint Operations, page Xix.

> Joint Publication 3-08, Interorganizational Coordination During Joint Operations, June 24, 2011, xiv.

2
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foreign internal defense, and security force assistance.”® Apart from these facts, recent events

show an increasing use of technologically enabled capabilities, i.e., crowdsourcing, open-source
social networks, and mobile technology among these non-DOD actors.” Taken together, these
and other considerations indicate that CCDRs and their staffs require similar capabilities to be
effective in their supporting role in HA/DR missions.

Over the past decade DOD has worked toward improving civil-military coordination and
cooperation with a wide range of programs and initiatives. The 2006 Quadrennial Defense
Review (QDR) called upon DOD to broadly improve “information sharing with other agencies
and with international allies and partners” and develop a strategy guiding “operations with
Federal, State, local and coalition partners”.® Responding to the QDR, the DOD Chief
Information Officer (CIO) on May 4, 2007 signed the Department of Defense Information
Sharing Strategy, and in April 2009 promulgated the Department of Defense Information
Sharing Implementation Plan, which established a set of near-term tasks to position DOD to
progress toward implementation of the broader strategy. On November 15, 2010 the Director
Joint Staff for Operations (J3) released the Unclassified Information Sharing Capability (UISC)
Concept of Operations (CONOPS), which “outlines the capability designed to assist joint,
coalition and military organizations in their efforts to collaborate, plan and coordinate operations,
exchange information and build situational awareness with both traditional and non-traditional
mission partners across various mission sets.”

In concert with efforts to modernize DOD policy and approaches, a broad range of joint studies,
experiments, advanced technology development efforts and joint tests filled the collective trade
space for exploring information sharing and collaboration capability gaps and framing proposed
solutions.™® These efforts began in the early 2000s, with the United States Pacific Command’s
(USPACOM) use of a common website for sharing information with its multinational partners as
a part of its Multinational Planning Augmentation Team (MPAT). Beginning as the Asia-Pacific
Area Network in 2000 (later renamed the All Partner Access Network), it was an unclassified
portal, including log-in and “password for access” control, reserving more operationally
sensitive, yet still unclassified information, for trusted MPAT members. This portal was

® Joint Publication 3-08, Interorganizational Coordination During Joint Operations, June 24, 2011, xix. Also, see
U.S. Agency for International Development (USAID), Bureau for Democracy, Conflict and Humanitarian
Assistance (DCHA), Office of U.S. Foreign Disaster Assistance (OFDA) Guidance for Disaster Planning and
Response- FY 2011.

"U.S. Southern Command Science and Technology Office, Transnational Information-Sharing Cooperation (TISC)
Concept of Operations, version 2.1.2, 10, June 2010.

 QDR, 2006.

° U.S. Joint Chiefs of Staff, J36, Unclassified Information Sharing Capability (UISC) Concept of Operations,
November 15, 2010.

19 The IMISAS Baseline Assessment Report, Annex E of this report, provides further discussion of individual
programs.

3
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originally envisioned as a file sharing and military exercise tracking tool and publicly releasable
information was published to keep exercise participants up-to-date on the current exercise status.
In 2010, The Transnational Information Sharing Capability (TISC) Joint Concept Technology
Demonstration (JCTD) successfully used the All Partners Access Network (APAN) to
demonstrate its utility as an unclassified information sharing capability in support of three
geographic COCOMs. In 2010, the communications system directorate of the Joint Staff (J6)
concluded that “APAN's capability is operationally acceptable for implementation as the initial
capability for unclassified information sharing” and APAN was designated as the Shared
Enterprise Service.!!

Related to information sharing, and with a civil-military information gathering focus, the Joint-
Civil Information Management (J-CIM) Joint Test and Evaluation event produced a Tactics,
Techniques and Procedures (TTP) Handbook for Civil Information Management (CIM) to
standardize assessment methods and information management business processes. The Civil
Information Fusion Concept (CIFC) “was designed to capture lessons learned from the various
non-doctrinal organizations that most successfully prioritize civil information, to distill those best
practices, and to address these emerging requirements and tasks against any joint task force
(JTF) mission and proposed a new framework to fuse and integrate Civil/Military information and
intelligence.’* The United States Special Operations Command (USSOCOM) established the
CIM Data Processing System (DPS) as a program of record to aid in collection, management,
and analysis in this domain. Further, the Mapping Human Terrain Quick Reaction Capability
added analytical tools to aid in the in-depth examination of socio-cultural link analysis among
key actors in social networks.*®

In the context of further developing a comprehensive approach, the Interagency Shared
Situational Awareness (IA SSA) limited objective experiment conducted in 2009 was designed
to provide “joint force commanders with a better capability to share information with
interagency, multinational and non-government agencies during crisis operations.”* In concert
with Multinational Experiment 6 (MNE 6), the Adaptive Logistics Network (ALN) project
examined “potential solutions of how best to improve planning and coordination of international

' Joint Chiefs of Staff J-6 Memorandum for Acting Assistant Secretary of Defense for Networks and Information
Integration. Department of Defense (DOD) Enterprise Unclassified Information Sharing Service, August 10, 2010
12 Lindenmayer, Martin J. Civil Information and Intelligence Fusion: Making “Non-Traditional” into “New
Traditional” for the JTF Commander. Small Wars Journal, June 22, 2011.

13 Chlebo, Paul, Gerard J. Christman, and Roy A. Johnson. Enhancing Collective C2 in the International
Environment: Leveraging the Unclassified Information Sharing Enterprise Service. Paper presented at 16"
International Command and Control Research and Technology Symposium: Collective C2 in Multinational Civil-
Military Operations, Quebec City, Canada: June 21-23, 2011.

 parker, Katrina. Situational awareness experiment prepares for real world crises. USIFCOM Public Affairs news
release, July 29, 2009.

4
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logistic responses [toward] reducing inefficiencies and eliminating redundancies arising when
multiple agencies and organizations respond simultaneously to crises.”*®

In studying these and other complementary efforts, the IMISAS project leveraged foundational
and supporting work previously produced in order to scope this effort and optimize the project
resources.

1.2. Problem Statement

“USEUCOM and USAFRICOM require the capability to share
essential information with interagency partners, Coalition and
Alliance partners, or emerging partner nations in bi-lateral or
multinational efforts. The capability gap is the result of:
restrictive network access and information sharing policies;
restrictive and cumbersome accreditation procedures for coalition
networks and systems; lack of a coherent/unified strategy for a
whole-of-government (to include foreign government) approach to
an information sharing/collaborative environment; and resourcing
to support that environment and its associated network enterprise

. }’16
services.

Derived from the combined USEUCOM/USAFRICOM Warfighter Challenge submission
(above), the IMISAS project problem statement was developed early, coordinated with the
partners, and remained relatively unchanged throughout the project.

IMISAS Project Problem Statement

“COCOMs lack a coherent framework/capability to share information and collaborate
across multiple domains with a broad range of mission partners (government /

interagency, multinational, multilateral and private sector) due primarily to restrictive
policies, conflicting authorities, ad hoc / non-existent procedures, business rules and non-
interoperable networks and systems.”

> USJIFCOM J9, Final Report, Adaptive Logistics Network/Multinational Experiment 6, Objective 4.5, April 29,
2011.
18 Warfighter Challenge Submittal, 2010

5
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In its simplest form, information sharing between two parties is not without difficulties. Ina
comprehensive approach, with multiple partners, the challenges are formidable and involve
dimensions of organizational, cultural, policy, process, procedural, and technological
impediments. Information sharing is impeded by sensitivities associated with military security
concerns, as well as the neutrality and independent policies of international organizations (10s)
and non-governmental organizations (NGOs). A lack of cultural and social situational
awareness, the “political will” of participants and organizations, or differences in communication
and authority structures complicates efforts to build trust and a shared understanding of
expectations. Conflicts and shortfalls in policy, doctrine and tactics, techniques and procedures
further complicate the situation.

Policy restrictions on information release, management and assurance requirements, and
organizational authorities and resources for network and spectrum management also complicate
the issues. Technical challenges include the necessity of integrating ad hoc, stove-piped
capabilities, lack of a unifying architecture and concept of operations, large and complex
problems in data management, the need to accommodate the disadvantaged user, and the need to
address the problems of linguistic differences over a potentially vast set of languages and
dialects.

Several compounding factors informed the project objectives, desired outcomes, project design
and execution. These factors included:

. Outdated, conflicting and restrictive policies and authorities which impede efforts to
establish habitual information sharing and collaboration.

o Ineffective information sharing procedures and business rules.

. Non-interoperable networks and a proliferation of specialized systems diffuse integrated
information sharing and hinder collaboration.

o Exclusion of low technology users in favor of more advanced technology; current
solutions, implemented in crisis response accommodate current users, are not designed to
accommodate low technology users.

. Inadequate practices that do not foster the development of habitual relations for building
trust and enabling enduring information sharing and collaboration.

1.3. Objectives and Desired Outcomes

The project objectives and outcomes were derived from planning conferences, virtual
collaborative sessions, and supported by technology spirals, and experimentation activities. The
project objectives were:

o Examine how DOD can share information with a range of global partners, including
international organizations, NGOs, and private organizations, for HA/DR operations.
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o Examine policy and recommend changes to facilitate information sharing with a range of
partners in an HA/DR environment.

. Examine potential security and cross domain solutions for unclassified information sharing
during the period of the project.

o Using APAN as the technical proxy, conduct technical spirals and an experiment to
examine enhancement recommendations previously identified, focusing on those aligning
with the capability gaps expressed in the warfighter challenge.

The desired project outcomes were:

. Project findings and observations increase participants’ collective understanding of policies
and procedures governing information sharing and collaboration.

. Consensus recommendations among participants on policy and procedure interpretations
and/or changes improving information sharing and collaboration in the HA/DR mission
environment (as appropriate, extending to other mission area domains).

e  Project findings, observations, and recommendations contributing to a handbook of best
practices, pitfalls to avoid, tactics, techniques, and procedures for optimizing information
sharing and collaboration among the full range of partners in the HA/DR mission
environment (as appropriate, extending to other mission area domains).

e  Technological assessment of the UIS capabilities to reveal gaps to inform modernization
requirements for unclassified information sharing and collaboration systems.

1.4. Community of Interest

Operational military forces routinely carry out missions in a complex, multi-actor operating
environment characterized by a broad diversity of perspectives, interests, approaches, and
objectives among participants. The COCOM participants and core project team cast a wide net
to solicit participant organizations, and the effort generated an active Community of Interest
(COI) comprised of core team partners, engaged actors, and generally interested participants:

. Bundeswehr Transformation Centre (BTC)

. Defense Information Systems Agency (DISA)

o Department of Defense Executive Agent for Maritime Domain Awareness

. Joint Irregular Warfare Center (JIWC)

e  Joint Staff Force Structure, Resources, and Assessment Directorate, J8 (JCS J8)
. Joint Staff Joint Force Development Directorate, J7 (JCS J7)

e  Joint Staff Force Structure, Resources and Capabilities Directorate, J8 (JCS J8)
. National Defense University (NDU)

o National Security Agency (NSA)
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o North Atlantic Treaty Organization Civil-Military Centre of Excellence (NATO CCE)

. North Atlantic Treaty Organization Civil-Military Fusion Centre (NATO CFC)

o Office of the Assistant Secretary of Defense Networks and Information Integration/CIO
(Now DOD Chief Information Office)

. United Nations (UN) Office for Coordination of Humanitarian Affairs (OCHA)

. UN High Commissioner for Refugees (HCR)

° UN World Health Organization (WHO)

. United States Agency for International Development (USAID)

o United States Department of Commerce (DOC)

. United States Department of State (DOS), Humanitarian Information Unit (HIU)

o United States Africa Command (USAFRICOM)

o United States European Command (USEUCOM)

. United States Northern Command (USNORTHCOM)

o United States Pacific Command (USPACOM), Pacific Warfighter Center APAN Team

. United States Special Operations Command (USSOCOM)

. United States Southern Command (USSOUTHCOM)

2.  Project Design

The project examined concept and capability solutions at various levels of maturity using the
general project design and analytic framework illustrated in Figure 1. It consisted of baseline
research, gap identification and alignment, gap prioritization, identification of potential solutions
and feasibility of experimentation and associated risk assessment, experiment design and
execution, and recommendations resulting from the analysis of experimentation results. Details
of the project design can be found in the Experiment Plan, Annex D and Analytic Framework,
Annex G.

8

UNCLASSIFIED



UNCLASSIFIED

Schedule Key Events —
Problem USEUCOM / Baseline Assessment I Project Definition
; USAFRICOM
frommuiation Site Visit Treatment
Stakeholders / Gap DOTMLPF'P /
Validation Conference Solutions
IMISAS SDW / IPC I Hypotheses Dev
Experiment Process Documentation Event
i Metric Dev Analytic
Design IMISAS MPC _ L Eramework
Data Collection and Development
IMISAS FPC Analysis Plan
Technical Solution Spirals Refinement
Experiment
Execution
Data Collection
Analytic Seminar -
Analysis Data Analysis
Transition Conference
Reporting
Final Report

Figure 1 — Project Framework

2.1. Research Questions

The project design was grounded in the following research questions:

. What is the current state of primary HA/DR participants’ collective understanding of
policies and procedures governing information sharing and collaboration in the HA/DR
mission environment?

e  What system enhancements should be integrated into unclassified information sharing
technologies and systems to maximize information sharing and collaboration among
HA/DR participant organizations?

. What policy and procedure interpretations and/or changes would improve participants’
information sharing and collaboration in the HA/DR mission environment?

e  What best practices, pitfalls to avoid, tactics, techniques, and procedures optimize
information sharing and collaboration among the full range of partners in the HA/DR
mission environment?
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2.2. Project Hypotheses

Three high level hypotheses were developed for the project.

3.

If the unclassified information sharing capability combines knowledge management
methodologies with a minimum-demand user interface and carefully designed software
composition including social media interfaces, then accessibility, completeness,
responsiveness, and timeliness of information will increase, with attendant increases in
relevance to the activity of responders and their situational understanding.

If COCOM s foster coordination with, outreach to, and holistic comprehension of the span
of HA/DR responders, then the coherence, agility, responsiveness, robustness, and speed of
combined HA/DR responses will increase.

If a risk-managed approach to information sharing is adopted, to include information
release policy, mechanisms for identity establishment and source vetting, and methods for
assuring confidentiality and anonymity, then within acceptable limits of information
accuracy and security, improvements will be garnered in information accessibility and the
agility, flexibility, responsiveness, speed, and timeliness of an HA/DR response.

Project Execution

The project incorporated four distinct but interrelated lines of operation (Figure 2). Research and
analysis focused on developing a full and complete understanding of the unclassified information
sharing operating environment and its inherent challenges. Solutions development built on these
research findings to identify areas for further exploration in the experimental context.
Experimentation focused on the generation of empirical data, observations, and findings in the
context of real-world operations and hypothetical HA/DR scenarios. Transition planning began
at the outset of the project, after prioritization of gaps and potential solutions, in order to identify
potential change agents for implementing project recommendations.
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LANED DO S

Figure 2 — The IMISAS Project Campaign Lines of Operation

3.1. Research and Analysis

Research and analysis included review of findings from earlier information sharing studies and
reports, engagement with related ongoing efforts, as well as site visits, and conference activities
to inform the baseline for the information sharing environment, inclusive of current
USAFRICOM and USEUCOM unclassified information sharing procedures. During the
November 2010 site survey visit, members of the project team interviewed staff representatives
at USEUCOM and USAFRICOM. The site visit allowed for an in-depth discussion on the
current processes, practices and local policies in place for unclassified information sharing with a
range of military and non-military actors. In December 2010, gaps and initial potential solutions
were validated and prioritized at the Stakeholder/Gap Validation Conference. The results of
these efforts and the conference were incorporated into the IMISAS Baseline Assessment Report
(BAR). (See Annex E for further details.)

3.2. Solutions Development

Solutions development incorporated major process documentation and informed the
development of a draft Operational Guide for Unclassified Information Sharing. In February
2011, a Solutions Development Workshop (SDW) and experiment Initial Planning Conference
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(IPC) was held at USEUCOM. These events served to validate and prioritize capability gaps,
and evaluate potential solutions for further development and to shape planning for the project
experiment. The SDW/IPC marked a shift from research to solution refinement and focused
planning for the scheduled August 2011 Analytic Seminar. Annex F, Appendix 1 contains the
details of this workshop and conference.

Based on the research, analysis and the initial set of potential solutions, the drafting of a White
Paper on Unclassified Information Sharing (UIS) was initiated. This paper was intended to
further define the environment and provide context for the experiment. The White Paper was
iteratively developed in concert with the project.

A Process Documentation Event was conducted at USAFRICOM and USEUCOM, 28-31 March
2010. The objective of the event was to further examine existing processes and potential
solutions in support of continued event design and planning, and set the conditions for further
refinement during the Mid-Planning Conference (MPC). Annex F, Appendix 2 contains the
details of this event.

The MPC was held 19-22 April 2011 in Suffolk, VA. Participants validated the high-level
potential solutions for examination, agreed on the foreign humanitarian assistance scenario
focused on multi-organizational information sharing, and further refined planning of the key
experiment design elements. Annex F, Appendix 3 contains the details of this planning
conference.

At the Final Planning Conference (FPC), 14-17 June 2011 in Suffolk, VA, participants agreed to
the solution elements to be examined during experimentation in the Analytic Seminar. The FPC
provided the primary forum to finalize all planning and execution requirements for the Analytic
Seminar. Annex F, Appendix 4 contains the details of this planning conference.

3.3. Experimentation

Experimentation began in May 2011, with a series of five technical spirals, using APAN as a
UISC proxy to accomplish limited explorations and analysis. Technical spiral participants
included representatives from the project team, the BTC, NATO CFC and anticipated Analytic
Seminar experimentation audience participants, including representatives from USEUCOM and
USAFRICOM. The group explored APAN capabilities collaboratively, using Adobe®
Connect™ Online (ACO™) sessions to conduct each spiral.

In August 2010, the Analytic Seminar focused on information sharing procedures in the context
of USAFRICOM support to a notional multinational, civilian-led humanitarian assistance/
disaster relief operation in Central Africa. The Analytic Seminar Experiment Audience
represented a notional COCOM level Operational Planning Team (OPT) and various mission
partners serving as experiment role players in the scenario. Participants included USAFRICOM
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and USEUCOM staff officers, USAID and Department of Commerce representatives assigned to
USAFRICOM and USEUCOM, representatives from the Department of State, DOD Chief
Information Office, NATO’s Civil-Military Fusion Centre, UN Satellite Imagery Office, UN
Office for the Coordinator of Human Affairs, UN High Commissioner for Refugees, UN World
Health Organizations, the Assessment Capacities Project, and the Bundeswehr Transformation
Centre.

The Analytic Seminar presented the experiment participants with four vignettes developed to
provide operationally relevant context for examining the potential solutions addressing
information sharing issues among mission partners. Annex F, Appendix 5 contains further
details.

By partnering directly with the stakeholders (USEUCOM and USAFRICOM), integrating a
multinational experimentation partner (Germany), and inviting international organization (10)
and non-governmental organization (NGO) representatives for the execution phase, the potential
solutions were evaluated in a more realistic environment.

3.3.1. Experimentation Data Collection and Analysis

To support the analysis of proposed solutions, data collection for the project was conducted
primarily during the five technical spirals and in the culminating Analytic Seminar. The details
of the data collection schemes and analysis plans are contained in the Analytical Framework
found in Annex G, in the Data Collection and Analysis Plan (DCAP) for the Technical Spirals
found in Annex H, and in the DCAP for the Analytical Seminar found in Annex |.

Both qualitative and quantitative data were collected using a variety of methods and tools to
provide a balanced evaluation of the solutions. These methods included:

. Structured interviews with experiment participants.

. Direct observations of experiment participants.

. Responses to research questions.

. Responses to directed survey questions.

e  Automated or instrumented time-stamped data collected from various tools and
applications.
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Survey questions to solicit participant responses for subsequent comparative and distribution
analysis were generally administered either in the form of five-response Likert Scale’” questions
or in open-ended essay questions. Some of the Likert Scale questions included an option for the
respondents to indicate that they did not have enough information to answer the question.

The primary data analysis method was intended to compare information sharing effectiveness
between cases, i.e., simulated situations without using recommended solutions versus simulated
situations using recommended solutions. Time constraints imposed on the event due to real-
world mission requirements prevented the execution of a repetitive trials approach. These
limitations, as well as significant differences between information sharing practices and equities
at USEUCOM and USAFRICOM, rendered direct comparisons between the “as-is” and “to-be”
information sharing architectures as infeasible.

For some solutions, by treating the Operational Planning Team (OPT) and Response Cell as
independent entities, the analysts could draw significant conclusions by comparing the response
of the two groups. In other cases, by treating participant responses as the binomial objects of
analysis, the analysts were able to statistically evaluate the significance of responses and infer
meaningful experimental findings.

Blending survey responses with amplifying data from open-format comments and direct
observations, the analysts generated inferential findings and conclusions from the available data.
These findings and recommendations are reported in Section 4 below, with the detailed
observations and data included in Annex J (Analysis).

3.3.2. Bundeswehr Transformation Centre Human
Factors Analysis

In addition to the primary data collection and analysis focused on the effectiveness of
information sharing using the potential solutions, the BTC as partners in the experiment provided
human factors analysts focused on quality aspects of the information sharing. The general
objective of Human Factors Analysis is to observe the impact of work and organizational design
on human performance and well being. The BTC team looked for related factors such as
usefulness and relevance of information, deemed extremely important for mission partners. The
human factors analysts had two research issues related to the IMISAS project:

7 When responding to a Likert questionnaire item, respondents specify their level of agreement or disagreement on
a symmetric scale for a series of statements. The scale range captures the intensity of the respondents’ feelings for a
given item.
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o Exploring the impact of motivation and attitudes towards civil-military / interagency
cooperation on information sharing requirements using web-based platforms / tools.

. Building and developing intra-group and inter-organizational shared situational awareness
(SSA).

This approach complemented the U.S. solution evaluation. The human factors analysts
interviewed and surveyed a majority of the experimental audience, and their findings principally
supported general findings and observations of the primary analysis team. The Bundeswehr
Transformation Centre Report is found at Annex K.

3.4. Transition

Transition planning commenced at the outset of the project and included the iterative
development of a transition plan consistent with projected outcomes and anticipated non-materiel
doctrinal, training, leadership and education, and policy solutions and recommendations.
Materiel recommendations were focused on enhancements to the APAN platform and
recommendations for consideration of requirements for the future DOD unclassified information
sharing capability. A Transition Conference was held on 7-8 September 2011 in Washington,
DC. Annex F, Appendix 6 contains details of the conference.

The Transition Conference brought together partner and key COI representatives to review
findings from the experiment, the proposed recommendations, and to establish consensus for
future implementation of products and recommendations as presented in the Transition Plan
found in Annex L.

4.  Solution-based Findings and Recommendations

The findings and recommendations resulting from experimentation can be traced to the initial
gap analysis, which generated 138 potential solutions for consideration. When assessed against
anticipated resource and scheduling constraints for experimentation, this list was further reduced
to 56 potential solutions. The consolidated list was vetted with the USEUCOM and
USAFRICOM staffs for prioritization, resulting in 22 potential solutions arranged into four
categories:

. Standard operating procedures supporting tactics, techniques and procedures
o Knowledge, skills and abilities and training

o Data standards

. Unclassified information sharing capability enhancements
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After further examination, five solutions were deferred as not experimentally verifiable within
the scope of the project. Two solutions were combined with others, leaving five non-materiel
and ten materiel (technical enhancement) solutions for analysis (Tables 1 and 2). This section of
the Final Report outlines the non-materiel and materiel (technical enhancement) solution-based
and findings and recommendations. Annex J contains additional details.

4.1. Non-Materiel Solutions, Findings and Recommendations

The five solutions focused on policy, process and procedures outlined in the Operational Guide
for Unclassified Information Sharing (UIS), found in Annex M, were evaluated (Table 1).
Unless noted otherwise, the majority of findings were generated during the August 2011
Analytic Seminar.

Table 1 — IMISAS Project Non-Materiel Solutions

Solution Elements

Pre-planned release matrix
* Linked to Commander’s release guidance

Procegs and procedures for the Ida |, Release matrix applies risk management
1-1 expedited release of controlled  Additional release authorities
unclassified information (CUI) in a
crisis response situation Unclassified information storage — UISC
1-1b | + Business rules for storage of unclassified information on
the UISC
Business rules governing the
1-2 N IR A OIS I 1-2a | Business rules for manual cross domain transfer

information from classified networks
to non-classified networks.

Processes and procedures to effectively engage mission

partners for information sharing

Guides to enable UIS with mission * U.S. Interagency, Host Nation (HN),

1-5 partners via a UISC 1-5a multln_athnallcoalltlon partners, Intergovernmental
Organizations (IGOs) and NGOs

* Use of staff embeds/liaison officers (LNOs)

* Address all UIS capabilities (portal, e-mail, phone, etc.)

Guides for staff use of UISC in Best practices to maximize use of UISC

1-7 support of operations 1-7a | Informat'lon Management (IM)/Knowledge Management
(KM) business rules
. . Reference guide for mission partners
glsjI%ﬁ;fgflﬁir;eaagldza:?;the roles, » U.S. Interagency, HN, IGOs and NGOs
1-8 P g 1-8a | * Roles, responsibilities and general information

information requirements of

potential non-DOD mission partners requirements

* Electronically searchable
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4.1.1. Pre-planned UIS Release Matrix (1-1a)

This solution involved processes and procedures for the expedited release of controlled
unclassified information in a crisis response situation. This element of the solution entailed a
pre-planned release matrix linked to Commander’s release guidance and applied risk
management in the context of additional release authorities.

Findings:

o OPT members exhibited a strong desire to share information. This finding was supported
by the German Human Factors Analysis findings.

. OPT members were confused about the requirements for releasing information to mission
partners. As a course of habit and due to this confusion, unclassified information is often
withheld.

o Fear of reprimand or breaking legal barriers may significantly contribute to a “culture” of
withholding information.

Recommendations:

. Staff use of the Operational Guide for Unclassified Information Sharing (UIS) to
supplement reinforcement and training of command information management procedures
to establish habit and behavior patterns.

o Commanders implement a pre-planned release matrix clearly defining review criteria for
controlled unclassified information and distinguish between unclassified information
having sensitivities defined by law and information “not for public release.”

. Commanders implement guidance outlining review authorities for controlled unclassified
information with clear definition of the roles and responsibilities of the Public Affairs
Officer (PAO) and Foreign Disclosure Officer (FDO).

. Commanders and staffs use a pre-planned release matrix in training and exercises to
encourage and develop a risk managed information sharing culture.

Note: During the Transition Conference, senior organizational representatives recommended
OPT members tailor the release matrix to address the unique needs of the operational situation
and release matrix authorities be documented in the Commanders’ intent sections of the
operations order and supporting organizations’ planning documentation.

4.1.2. Unclassified Information Storage (1-1b)

This solution included processes and procedures for expedited release of controlled unclassified
information in a crisis response situation. This solution element focused on information storage
on an unclassified information sharing capability (UISC) and included associated business rules.
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Findings:

Non-military participants were more satisfied than military participants with their
organization’s information storage mechanisms, to include storage locations, management
of the locations, and organization of the information.

Military participants identified a lack of unclassified information storage for sharing with
non-military partners.

Military participants displayed inconsistent knowledge of command unclassified
information storage locations.

A need to selectively share stored information with a smaller sub-set of non-military
partners.

OPT members indicated that complex operations place a premium on tools with a more
open approach to information storage and effective content organization.

Recommendations:

DOD design and provide unclassified information storage sites that more closely resemble
flatter and collaborative methods used by external partners.

DOD ensure that information storage sites include a location for sharing information with a
set of trusted partners.

DOD consider that in the absence of a dedicated DOD information storage site, use of
commercially available file sharing vehicles on the open internet as a potential means to
accommodate users.

4.1.3. Business Rules for Manual Cross Domain Transfer
(1-2)

This solution focused on business rules governing the expedited transfer of unclassified
information from classified networks to non-classified networks, primarily via manual cross
domain transfer processes. Due to security policy constraints at the site, this solution was not
formally evaluated in the Analytic Seminar.

Findings:

Many military organizations conduct day-to-day operations on classified networks, even
when the information is unclassified or non-classified in nature.

Participant survey responses during site visits and the Analytic Seminar indicated current
processes are time consuming and can range from hours to weeks, depending on FDO work
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flow priorities. A significant variance was noted among experiment participants when
discussing administrative ownership of the cross domain transfer process.

Participants moderately agreed the draft Operational Guide for Unclassified Information
Sharing manual cross domain transfer procedure offered a method for accelerating the
movement of information to unclassified networks while minimizing risk.

Recommendations:

Staff use of the Operational Guide for Unclassified Information Sharing to supplement
training and reinforcement of command information management procedures to establish
habit and behavior patterns.

Commanders implement centralized and standardized cross domain transfer policy and
procedures, with training for reviewers.

Commanders provide guidance encouraging the maximum use of unclassified networks in
the conduct of unclassified work to improve information sharing.

The DOD Unclassified Information Sharing Enterprise continue with further examination
in determining specific methods for information sharing involving cross domain transfer.

4.1.4. Guide to Enable Information Sharing with Mission
Partners via the Unclassified Information Sharing
Capability (1-5)

This solution focused on the processes and procedures to effectively share information and
collaborate with non-military mission partners (e.g., U.S. interagency, HN,
multinational/coalition partners, IGOs and NGOs) as well as non-DOD staff and liaison
personnel. Although similar in some degree to solution 1-8, this solution focused on the “how”
of sharing information with partners.

Findings:

During the experiment, participants saw the need for a guide to address the span of mission
partners, type of information to be shared, and the rationale for sharing.

During the Analytic Seminar, participants noted the importance of military organizations
establishing relationships among prospective mission partners, especially during theater
engagement and shaping (i.e., Phase 0) activities, in order to set conditions for
collaboration and information sharing.

Planning styles differ between the military and its non-military partners. While the military
tends to organize and interact hierarchically and focus internally during the initial stages of
planning, non-military organizations generally approach the problem through outreach.
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Leveraging the early engagement of non-military partners was seen as an important step for
effective and efficient use of military planning time and resources.

Recommendations and best practices:

Staff use of the Operational Guide for Unclassified Information Sharing (UIS) to
supplement reinforcement and training of command information management procedures
to establish habit and behavior patterns.

Commanders implement and staff use of a mission partners guide that includes
comprehensive partner organization descriptions, and a section that addresses DOD
restrictions to information sharing, including access to non military websites.
Commanders provide guidance to establish and develop relationships recognizing
organizational differences in planning styles, the need to accommodate preferences for
engagement timing and seek common partner goals and objectives.

Commanders implement military training to include organizational differences in planning
styles, preferences in engagement timing, and reinforcement of the importance of
collaboration and reciprocation in information sharing.

4.1.5. Information Management and Knowledge
Management Business Rules for Unclassified
Information Sharing (1-7)

This solution involved staff procedures and best practices focusing on information management
and knowledge management (IM/KM) business rules while working with partners in non-DOD
collaboration environments.

Findings:

Consistent application and constant reinforcement of information management plans are
paramount.

Each organization in the experimental audience had some form of information management
plan.

Using mission partner information sharing venues and tools may improve effective
collaboration.

Overuse and misuse of military jargon complicates even the most basic communications
between partners.
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Recommendations:

o Staff use of the Operational Guide for Unclassified Information Sharing (UIS) to
supplement reinforcement and training of command information management procedures
to establish habit and behavior patterns.

. DOD and Commanders establish policies to ensure access to and encourage use of mission
partner information sharing venues.

. Commanders implement military training focusing on underlying organizational cultures in
order to improve collaboration and information sharing.

4.1.6. Quick-Reference Guide to Potential Non-DOD Mission
Partners (1-8)

This solution involves quick reference guides for the roles, responsibilities and general
information requirements of potential non-DOD mission partners (e.g., U.S. interagency, HN,
IGOs, NGOs). Although similar in some degree to Solution 1-5, this solution focused on
detailed descriptions of non-military organizational roles, responsibilities and information
requirements. During the experiment, perspectives on the “who, what, why, when, and where”
of effective information sharing with external partners included the discussion of information
exchange requirements.

Findings:

e  Participants saw the need for a guide to address the span of mission partners, type of
information to be shared, and the rationale for sharing.

o During the experiment, participants viewed the quality of current command reference
material on potential mission partners as needing improvement,

. The Quick Reference Guide was viewed as an improvement that requires additional
refinement.

e A Quick Reference Guide would serve to reduce the risk associated with high turnover on
military staffs and the loss of corporate memory for partnering in particular mission areas,
i.e., humanitarian assistance and disaster relief.

Recommendations:

. Commanders implement and staff use of a mission partners guide (electronically
searchable) that includes comprehensive partner organization descriptions.
. Commanders implement a feedback and review process to maintain currency.
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Materiel Solutions

Although not sufficiently explored during the Analytic Seminar, an information exchange
requirement matrix is worthy of further study as a potential mechanism for integrating into
the larger DOD Architectural Framework.

The IMISAS project team explored ten materiel solutions (Table 2) during the technical spirals
and Analytic Seminar.

Table 2 — IMISAS Project Materiel Solutions

Solution

Elements

*1-3

Pre-defined template and business rules
for the establishment of UISC work
sites

UISC work site template
1-3a | * UISC collaboration tools (e.g., wikis, blogs and
widgets)

Business rules to support UISC work site
1-3b | « Portal establishment
» Work site management

Business Rules to define data types,
standards, metadata requirements that

* Standardized metatags

3-1 facilitate posting, transfer and use of * Business rules to standardize the tagging of documents, blogs,
and forums

data

UISC to make automatic bandwidth » Redirect mobile or low bandwidth device users to site with
4-1 | recommendations in a restricted limited rich content

communications environment * Develop appropriate business rules and procedures

Graduated user account permissions

and proc edures for anump_a_ted and * Emulate a granular permission structure from within APAN
4-6 | unanticipated users to facilitate )

. . * Develop business rules and procedures

allocating access to different levels of

unclassified information based on trust

A rapid user registration system with
4.7 the capability and capacity to support * Scaled down UISC registration process to limit the use of

expansion of the UISC COl in crisis personally identifiable information (PII)

response

UIS capability to push or post * UISC to push and receive really simple syndication (RSS) feed
4-8 | aggregated data from dynamic sources | ¢ Business rules and procedures for the tagging of RSS feed data

to mission partners « Social media, hotlines, news

UIS capability to capture, sort, . . . .
4-9 | categorize, filter information in the Business rules for data tagging to support filtering and

public domain

categorizing public domain data that is brought into UISC
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Table 2 — IMISAS Project Materiel Solutions

Solution Elements
Busmes§ rules to maximize current « APAN “Star” rating system
automatic trust center capability . L .
4-10 | . ST . * Telligent “points” system potential use
including: rating, recommendations, .
. * Business rules
and level of confidence
Source authenticity and information
reliability capability for UISC use in * Source authenticity and information reliability capability (e.g.,
411 filtering and verification of real-time SwiftRiver)
data from channels such as Twitter, * Business rules and a set of protocols for determining the
short message service (SMS), e-mail source authenticity and information reliability
and RSS feeds
* Currently APAN has capability to search blogs, wikis, forums
4-12 UIS search capabilities (federated or * Use of filters (e.g., Ifilter) to search Office 2003/2007 products
integrated) and PDF files within the media gallery(if functional)
* Standardized metatags

* Note — Solution 1-3 is both a materiel and non-materiel related.

4.2.1. Work Site Template (1-3a)

This broad solution focused on defined templates and business rules for the establishment of
work sites on unclassified information sharing capability platform. This solution element
identified collaboration tools (e.g., wikis, blogs and widgets) and other key features that should
be included in any unclassified information sharing capability (UISC) work site. While the
format of the template used during the experiment was specific to APAN, the content
recommendations are applicable to other information sharing portals.

Note: Throughout the course of the IMISAS project, the term “Unclassified Information Sharing
Capability” (UISC) was used to describe the future DOD information sharing platform and
service. In September 2011, DOD CIO and DISA officially adopted the term “Unclassified
Information Sharing Service” (UISS). All previously documented references to the UISC in this
report would refer to what is now termed the UISS.

Findings:
. The capability package demonstrated by APAN generated widely mixed responses with

respect to usefulness and applicability in crisis response situations. The Human Factors
Analysis corroborated this finding.

. APAN provided somewhat easy access to information although there were some instances
of system latencies.

. Potentially large volumes of information and requests for information during crisis
response operations dictated the need for dedicated KM support.
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UISC tools used most frequently used throughout the experiment periods were request for
information (RFI1)/request for assistance (RFA) forum, media galleries, and ACO.
Document posting and collaboration functions were easy to use and useful in a crisis
response environment, but additional capabilities are necessary to make them more useful
to the operators.

The chat capability was regularly used. Criticisms of the chat utilities were related to the
user interface.

Participants recognized the positive value of mapping capabilities such as MapView and
GeoCommons.

A “learning curve” is associated with any suite of centralized and integrated collaborative
tools.

The experiment audience used e-mail on a regular basis as a method for unclassified
information sharing among mission partners.

Recommendations:

The UISC/UISS must include:
o A stable platform with a simplified user interface, optimized for speed.
o A continued development process for an integrated template of multimedia
collaboration tools to serve the needs of both military and non-military partners.
Ability to send alerts to users who subscribe to automated information feeds.
Tool definitions and descriptions that eliminate military specific terminology.
Provision for robust KM support to include active moderation of user roles and inputs.
A web-based collaboration venue (such as ACO™ ) that accommodates active
moderation using rules of order.
o A dedicated question and answer (RFI or “query”) tool with the following features:

= Filterable

= Grouping by topic and easily searchable

= Capable of organizing and linking RFIs

A forum tool allowing multiple instantiations for segregating discussion areas.

A file management capability with the following features:

= A multi-tiered folder structure for the storage of data or files

= A user friendly means to upload files

= Version control with the capability to check-out, revert, and compare previous

versions in history

= Drag and drop functionality

= A simple sort, search, and retrieval utility

= Support for simple standard tagging and naming conventions

o O O O
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A means of designating a single source point for authoritative documents (with
links to other areas if required)

A document collaboration capability enabling simultaneous, multi-user contributions
with the following features:

Version control

History comparison

Moderation (as required)

Draft document work area and publish control capability
Publish capability

Graduated access

Subscription/alerts when content is updated/changed
Rich text editor with spell check

An extensible markup and presence protocol (XMPP) chat capability with the
following features:

Ability to run a chat process independently of the active UISC window
Automatic logging, archiving, and exporting of chat for historical use
Automatic alerts to annunciate when other participants are away, idle, and active
Automatic alerts for users of new messages via a visual and/or audible cue
Notification of user’s “log-on” status

Ability to converse with an entire group or privately with an individual

Ability to create and use multiple chat rooms

Ability to restrict access to different chat rooms

A robust, easy to use mapping utility with the following features:

Ability to pull and push data among other sites in a variety of formats (e.g.,
Keyhole Markup Language (KML), Really Simple Syndication (RSS), Geographic
RSS (GeoRSS), Web Map Service (WMS))

Ability to activate and deactivate layers, change base maps, modify zoom levels,
drill down into map elements, and attach time, date, imagery and video to map
elements

Ability to sequence content in time

Compatible with current “.mil” security requirements

Policies, processes and procedures to enable crisis responders to access resources on
the open internet by facilitating the following:

A relaxed security environment

The capability to install required applications and browser plug-ins used to work
with partners

Provision of commercial-off-the-shelf clients and commercial internet as an
alternative to configurable clients and connectivity via the NIPRNet
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o Training interfaces to accelerate user familiarity.

o The UISC/UISS does not need an embedded e-mail capability, but must have the ability to
send out e-mail alerts to users who subscribe to a UISC feed.

. Commanders implement procedures to limit “point-to-point” e-mails and encourage
posting information to locations that are searchable by and available to the larger
community.

o DOD CIO and JS J8 create a configuration management governance body to:

Maintain configuration management of the UISC/UISS tools and capabilities

Develop a continuous, feedback-based program of user training on provided tools

Implement business rules

Charter a user / operating system group forum

Establish enterprise control to include future planning and an international consortium

or steering group

O O O

4.2.2. Business Rules for UISC Work Site (1-3b)

This solution involved business rules for the implementation and use of the unclassified
information sharing site template. During the Analytic Seminar, participants primarily used the
business rules when posting requests for information (RFISs).

Findings:

e  The magnitude of the information management challenge quickly became apparent as
experiment play progressed and emphasized the need for business rules to use the UISC
tool suite.

e  The business rules for use of the UISC require updating or adaption to meet the needs of
each operation.

Recommendation:

. The UISC/UISS must include business rules:

Adaptable for the range of operations

Reinforced through training

That address the adjudication, managing or moderating of site transactions
Standardized naming conventions and other processes

That are continually reviewed to ensure both the warfighter and the mission partners’
benefit from the information and collaboration practices on the UISC

o O O O
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4.2.3. Business Rules for Data and Metadata Standards and
Tags (3-1)
This solution proposed business rules to define data types, standards, and metadata requirements

facilitating posting, transfer and use of data (e.g., documents, blogs, and forums) through
standardized content tags and search capabilities.

Finding:
e  Accurate and standardized tagging of information is of great importance to those

researching information as a method of categorizing data and arranging thematically
related materiel.

Recommendations:

e  The UISC/UISS must employ a tagging process to enable different organizations to locate
information hosted at partner sites.

e  The UISC/UISS must employ a robust tagging mechanism for all content, based upon a
standard tag library, configurable at the group or site level at a minimum, and automatically
available to every module or capability.

e  Commanders provide military training focused on standardized tagging practices.

4.2.4. Accommodating Disadvantaged Users (4-1)

This solution focused on the disadvantaged (low bandwidth / technology) users, by making
automatic bandwidth recommendations in a restricted communications environment and
redirecting mobile or low bandwidth device users to a site with limited rich content.®® This
solution was evaluated only during the technical spirals.

Findings:
e  Participants found the disadvantaged and low bandwidth site easy to access for posting

information.

. Response time was adequate and users generally felt comfortable using the site, despite
some concerns with limited functionality.
e  The system worked well with multiple mobile platforms.

'8 «Limited Rich Content” can be defined as a subset of online information that contains text and non-text
information (graphics, audio, video and animation) that has been taken from a larger, more comprehensive site and
bounded to accommodate user bandwidth and technology limitations.
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e  The current capability does not support site searching and the ability to join a new group.

Recommendations:

e  The UISC/UISS must include a disadvantaged, limited rich content user site, with:
o The capability of searching and joining new groups/sites of interest
o The capability to work with the latest internet browsers and client operating systems
o SMS/MMS messaging capability
o Continual site review for optimized speed and user experience

4.2.5. Graduated User Accounts (4-6)

This solution involved graduated user account permissions and procedures to facilitate allocating
access to different levels of unclassified information based on trust. All users initially had “read-
only” access to the site and after being granted full-site membership, participants were able to
post information as well.

Finding:

e  The experimental audience cited the need for a "fenced" area to allow limited access for
work on documents in preparatory stages of development.

Recommendation:

e  The UISC/UISS must have a graduated user access capability.

4.2.6. Rapid User Account Registration (4-7)

This solution explored a revised, rapid user registration system during one technical spiral with
the capability and capacity to support expansion of the UISC COl in crisis response situations.
This capability was identified during the early stages of the project and a revised registration
system was put in place and tested during a technical spiral.

Finding:

. The user account registration was straightforward, asked appropriate questions requisite to
access, and required minimal information.

Recommendation:

e  The UISC/UISS must have streamlined registration.
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4.2.7. Pushing and Posting Data from Dynamic Sources (4-8)

This solution involved the capability to push or post aggregated data from dynamic sources such
as Facebook and Twitter to mission partners, using business rules and procedures for pushing
content to social media sources.

Findings:

e  The experimental audience stated clear benefits to pushing information to social media
sites, particularly as part of the humanitarian assistance and disaster relief scenario.

e  Some concerns about posting of information to social media sites, including the potential:
o To confuse the public over DOD’s role in crisis
o For misinterpretation of information causing friction with mission partners.

Recommendations:

e  The UISC/UISS must have the capability and associated procedures to push and post
information to external social media sites in real-time.

. Commands and organizations use standardized, common disclaimers as a means for
message shaping.

4.2.8. Capturing, Sorting, and Categorizing Information
(4-9)

This solution involved the capability to capture, sort, categorize, and filter information in the
public domain from social media sources.

Findings:

. Participants noted the potential utility of social media information sources.

e  The current presentation of social media information does not support developing mission
analysis and planning.

. There are currently no mechanisms to assess the validity of the information presented.

. Raw data from social media can help focus initial inquiries in order to gain verifiable
information.

Recommendation:

. The UISC/UISS requires the capability to:
o Subscribe, filter and present social media feeds
o Generate alert notifications when external content is posted
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o Improve confidence in social media information sources. Refer to Section 4.2.10
(Source Authenticity and Reliability).

4.2.9. Business Rules for Automatic Trust Center Capability
(4-10)

This solution involved business rules to maximize an automatic trust center capability (e.g.,
rating, and a level of confidence).

Findings:
. The “star” rating capability available on the existing APAN platform was easy to use but
was not universally trusted for attaining source reliability and trustworthiness.

o Participants found source attribution was the most accepted reliability mechanism for
generating confidence level ratings.

Recommendation:

e  The UISC/UISS requires a content rating capability that provides descriptions of how
ratings are obtained, the number of ratings applied to content, and visibility into the profiles
of content raters.

4.2.10. Source Authenticity and Reliability Rating (4-11)

This solution involved source authenticity, including a reliable information capability for the
UISC to use in filtering and the verification of real-time social networking data. The source
identification solution was not fully examined due to limited access to the “SwiftRiver” tool.

Finding:

. Data was collected for other technical solutions referencing the need for a source reliability
mechanism.

Recommendation:

. Although the source reliability and verification system concept is promising, further
research is needed in this area.

4.2.11. UISC Search Capabilities (4-12)

This solution involved searching across all UISC tools to include content and standard tags
searches.
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Findings:

o No single search capability may be able to satisfy the requirements of an OPT or other
organizations.

. Guidelines, business rules and training could enhance the use of the search capability.

e  The search capability was found to be easy to use during the technical spiral but was
problematic during the Analytic Seminar.

Recommendations:

e  The UISC/UISS requires a robust search capability that is capable of fixed, exact,
approximate, and partial logic queries.

5. Solutions to Product - Transition

The overall transition strategy focused on solutions that hold the potential for improvements to
existing capabilities and concepts. The primary transition pathway would use informal processes
described in the Manual for Joint Concept Development and Experimentation (CJCSM 3010.02)
to effect changes in the areas of doctrine, training, materiel, leadership and education, and policy.
Although the project focused on operational requirements for the warfighter challenge sponsors,
USEUCOM and USAFRICOM, the products are intended to inform the joint force as a whole.

The potential solutions identified and evaluated through experimentation and described in
Section 4 of this report are incorporated in the below listed project products.

Operational Guide for Unclassified Information Sharing (Annex M). This pre-doctrinal
document provides fundamental guidance, planning considerations, techniques and procedures
for implementing an effective, information sharing environment during military operations in
support of a wide variety of civilian and other non-DOD partners, regardless of the particular
mission.

During the Transition Conference, participants supported Joint Staff publication of the
Operational Guide for Unclassified Information Sharing and its continued use and refinement
during exercises and other training events. Participants supported the publication and broad
distribution of the Guide as a potential catalyst for formal doctrine development activities.

A Joint Knowledge On-Line (JKO) course was developed based on the Guide. The course title
is “J30P-US1108 Operational Guide for Unclassified Information Sharing” and it was released
in January 2012.

Unclassified Information Sharing (UIS) Architecture Products (Annex N). DOD Architecture
Framework (DODAF) views identify the architecture and provide general information describing
the scope, purpose and perspective. The documents also identify the tools and file formats used
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for the architecture description, including representative views. The UIS “as-is” architecture
provides the context for the architecture in the 2011 time frame. The UIS “to-be” architecture
provides general information describing the scope, purpose and perspective while providing the
context for the architecture through the 2015 time frame.

During the Transition Conference, participants approved using the architecture products to
inform the development of a DOD unclassified information sharing enterprise. In October 2011,
the architecture products were provided to DISA and DOD CIO for that purpose. The
architecture products have also been provided to the Joint Staff J8, Deputy Director for
Command, Control, Communications, Computers (DDC4), Combat Capability Developer
Division to inform efforts in developing the Future Mission Network (FMN).

White Paper on Unclassified Information Sharing (UIS) (Annex O). This document describes
an anticipated environment informing a vision for unclassified information sharing among
mission partners and participant organizations. The document will serve to generate effective
discourse, collectively explore tomorrow’s “realm of the possible,” and provide a conceptual
foundation for subsequent capability development activities and joint experimentation.

During the Transition Conference, participants supported broad distribution of the document as a
potential catalyst for formal concept development activities. This document has been released
for distribution among the Community of Interest.

Materiel Recommendations. While materiel solutions were not the primary focus of this
project, APAN (as proxy for a DOD unclassified information sharing platform) was used
extensively for training, collaboration, conference facilitation, preparation for and in the
execution of the Analytic Seminar. Through usage over a nine-month period, the project team
and participants identified recommended changes to enhance the existing APAN platform.
Experimentation and analysis activities provided recommendations for the DOD “to-be”
unclassified information sharing service. Joint Requirement Oversight Council Memorandum
(JROCM) 109-11 tasked DISA to study and provide recommendations to the Command, Control,
Communications/ Cyberspace (C4/Cyber) Functional Control Board (FCB) based on the findings
from the IMISAS project. JROCM 109-11 tasks DOD Chief Information Office to study the
findings and recommendations from the project to inform Program Objective Management
(POM) 14 submissions. Recommended capabilities for the future UISS are outlined in Section
4.2.1 through 4.2.11 of this report. Those recommendations specific to the existing APAN
platform were also summarized and provided to the APAN development team under separate
cover.
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6. Conclusion

The IMISAS project explored the current unclassified information sharing environment to
include existing policies, processes, procedures, local authorities and business rules, and
available tools at several COCOMSs. Through analysis of capability gaps, potential solutions
were conceived, and developed to enable improve interorganizational information sharing and
collaboration and then evaluated during experimentation. The APAN tool was used as a proxy
for DOD’s unclassified information sharing capability throughout the experiment. Through
analysis of the experiment results, recommendations for changes in the areas of doctrine,
training, materiel, leadership and education, and policy were developed.

Many of the procedures and recommendations from this project can be implemented now and
will have immediate impact on improving unclassified information sharing between DOD and
non-DOD partners. It is well recognized that inter-organizational information sharing is a highly
complex issue; this effort should be seen as a positive step in providing immediate capability
enhancement and informing the ongoing work on other contributing issues.

Aligning potentially conflicting aspects of technology, policy, processes, procedures, and
organizational cultures may prove to be the largest challenge in developing DOD’s future
information sharing capabilities. The speed of technology predicates more frequent review of
policies guiding use of this technology. Another challenge will be achieving balance between
the “need to share” imperative and the “need to protect” information, but this balance can be
addressed through active risk management. Current information sharing capabilities remain
underutilized due to local policies, internal staff procedures, and the need for additional training
and education in Interorganizational engagement. Further exploration of the cultural aspects of
information sharing will likely yield the greatest return on investment. The proposed
recommendations from Section 4, particularly the non-materiel solutions of Section 4.1, offer
straightforward first steps to help the joint force adjust to the realities of the increasingly growing
unclassified information sharing environment.

The IMISAS project provided a foundation for addressing the larger information sharing
challenge expressed in the initial problem statement. The findings and products from the project
will be used to inform the DOD Unclassified Information Sharing Service. The DISA brief to the
C4 Cyber FCB on 3 November 2011 incorporated the recommendations found in this report.
DOD CIO and JS J8 to have further acted on an IMISAS project recommendation to create a
configuration management governance body and are co-hosting an Unclassified Information
Sharing Governance Working Group in late November 2011.

In the near term, solutions identified can be implemented immediately, used in training and other
joint force development events and activities.
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Annex O — White Paper on Unclassified Information Sharing (UIS)
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United States Joint Staff
Joint and Coalition Warfighting (JCW)

Interagency and Multinational Information Sharing
Architecture and Solutions Project

(IMISAS)

Annex A - Acronyms
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AC10 Austere Challenge 2010 (exercise)
ACO Adobe® Connect™ online
ACT Allied Command Transformation
ALN Adaptive Logistics Network
AMB ambassador
APAN All Partners Access Network (formerly Asia-Pacific Area Network)
APEX Adaptive Planning and Execution
ATL acquisition, technology and logistics
AV all viewpoint
BAR baseline assessment report
BICES Battlefield Information, Collection and Exploitation System
BP building partnerships
BTC Bundeswehr Transformation Centre
Cc2 command and control
C4 command, control, communications and computers
C4l command, control, communications, computers and intelligence
CAP crisis action planning
CARE Cooperative for Assistance and Relief Everywhere
CARS Collaborative Alert and Respond System
CCDD combat capability developer division
CCDR combatant commander
CCJO Capstone Concept for Joint Operations
CCOE CIMIC Center of Excellence
CDC cross domain cell
CDCIE Cross Domain Collaborative Information Environment
CD&E concept development and experimentation
CDP capability development package
A-2
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CFBL
CFD
CIE
CIFC
CIL
CIM
CIMIC
CIO
CJCSI
CJOS
CMOC
COA
COCOM
COE
COl
CONOPS
COOP
COP
CPM
C-PORTS
CPX
CRS

CS

CUl
CWID
CWIP

DAA
DART
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Combined Federated Battle Labs
Canadian First Defense

collaborative information environment
Civil Information Fusion Concept

critical information list

civil information management
civil-military cooperation

chief information officer

Chairman of the Joint Chiefs of Staff Instruction
combined joint operations from the sea
civil-military operations center

course of action

combatant command

center of excellence

community of interest

concept of operations

continuity of operations

common operational picture

capability portfolio manager

Coalition Portal for Situational Awareness
command post exercise

Catholic Relief Services

civil support

controlled unclassified information
Coalition Warfighter Interoperability Demonstration

Coalition Warrior Information Portal

designated approving authority

disaster assistance response team (USAID)
A-3
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DCAP data collection and analysis plan

DCHA Bureau for Democracy, Conflict, and Humanitarian Assistance (USAID)

DCO Defense Connect Online

DCR DOTMLPF-P change recommendation

DD deputy director

DECC Defense Enterprise Computing Center

DEU Deutschland (Federal Republic of Germany)

DG director general

DIACAP Department of Defense Information Assurance Certification and Accreditation
Process

DIL disconnected, interrupted, and low-bandwidth

DISA Defense Information Systems Agency

DMS Defense Message System

DNI Director of National Intelligence

DNS domain name services

DOC Department of Commerce

DOD Department of Defense

DODAF Department of Defense Architecture Framework

DOS Department of State

DOTMLPF-P doctrine, organization, training, materiel, leadership and education, personnel,
facilities and policy

DPS data processing system

DR disaster relief

DSCA Defense Support of Civil Authorities
DTRA Defense Threat Reduction Agency

EA executive agent

ECA Economic Commission for Africa (UN)
ECHO European Community Humanitarian Office

A-4
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ED
EEA
EMD
ESB

EuroControl

EWTGLANT

FAO
FCB
FDO
FHA
FLO
FOIA
FOUO
FPC
FY

GAO

GCC
GeoRSS
GES

GIG

GIS
G-TSCMIS

HA
HD
HN
HIC

UNCLASSIFIED

event directive

essential elements of analysis

experiment manning document

enterprise service bus

European Organisation for the Safety of Air Navigation

Expeditionary Warfare Training Group, Atlantic

Food and Agriculture Organization (UN)
functional capability board

foreign disclosure officer

foreign humanitarian assistance

foreign liaison officer

Freedom of Information Act

for official use only

final planning conference

fiscal year

Government Accountability Office
geographic combatant commander
geographic really simple syndication

Global Information Grid Enterprise Services
Global Information Grid

geospatial information systems

Global Theater Security Cooperation Management Information System

humanitarian assistance
homeland defense
host nation

humanitarian information center

A-5
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HITL
HIU
HOC
HQ
HSIN
HSPD
HTTP

IMISAS
IMP
InterAction
I0C

IP

IPC
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human-in-the-loop

humanitarian information unit (DOS)
humanitarian operations center
headquarters

Homeland Security Information Network
homeland security Presidential directive

hypertext transfer protocol

interagency

information assurance platform

Interagency Shared Situational Awareness

interim authority to operate

initial capabilities document

International Committee of the Red Cross

information and communications technology

Institute for Defense Analysis

Information Exchange Architecture and Technology

information exchange requirement

International Federation of Red Cross and Red Crescent Societies
intergovernmental organization

interoperability and integration division

international organization

information management

Interagency and Multinational Information Sharing Architecture and Solutions
information management plan

The American Council for Voluntary International Action

initial operational capability

internet protocol

initial planning conference
A-6
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IPR
IRIN
ISAF
ISIP
ISR

JAPCC
JCA
JCD&E
J-CIM
JCTD
JCW
JFC
JFEC
JIMDA
JKO
JOC
JOT

JP
JROCM
JS

JS J6

JTF

KM
KM L
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in-process review

Integrated Regional Information Networks (UN)
International Security Assistance Force
Information Sharing Implementation Plan (DOD)

intelligence, surveillance and reconnaissance

information technology

Joint Air Power Competence Center

joint capability area

joint concept development and experimentation
Joint-Civil Information Management

joint capability technology demonstration

Joint and Coalition Warfighting

joint force commander

Joint Faculty Education Conference

Joint Integration of Maritime Domain Awareness
Joint Knowledge Online

joint operating concept, joint operations center
JCW Observation Tool

joint publication

Joint Requirements Oversight Council Memorandum
The Joint Staff

Communications System Directorate of a Joint Staff; Command, Control,
Communications, and Computer Systems Staff Section

joint task force

knowledge management

keyhole markup language
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KSA knowledge, skills and abilities

LAN local area network

LMR land mobile radios

LNO liaison officer

LOE limited objective experiment

MDA maritime domain awareness

MEU Marine expeditionary unit

MINUSTAH United Nations Stabilization Mission in Haiti

MMS multimedia messaging service

MN multinational

MNCC multinational forces coordination center

MNE multinational experiment

MNF multinational forces

MNIS Multinational Information Sharing

MNMP Multinational and other Mission Partners

MPAT multinational planning augmentation team

MPC mid-planning conference

MRX mission rehearsal exercise

MSEL master scenario events list

MSF Médecins Sans Frontiéres (Doctors Without Borders)

NATO North Atlantic Treaty Organization

NECC Net-Enabled Command Capability

NEIC National Earthquake Information Center

NEPAD New Partnership for Africa’s Development

NGDC National Geophysical Data Center

NGA National Geospatial-Intelligence Agency
A-8
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NGO

NII
NIPRNet
NJOIC
NMCC
NOAA
NOFORN
NORAD
NR
NSPD
NTCI

OBMEP
OFDA
OMA
OPCON
OPORD
OPSEC
OPT
OSAA
OSD
ov

Oxfam

PAO
POA&M
PBO
PBWS
PCCIP
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non-governmental organization

networks and information integration

Non-secure Internet Protocol Router Network

National Joint Operations Intelligence Center

National Military Command Center

National Oceanographic and Atmospheric Administration
not releasable to foreign nationals

North American Aerospace Defense Command

Noble Resolve (exercise)

national security Presidential directive

nontraditional community of interest

Officer Professional Military Education Policy
Office of U.S. Foreign Disaster Assistance (USAID)
Office of Military Affairs

operational control

operation order

operations security

Operational Planning Team

Office of the Special Adviser on Africa

Office of the Secretary of Defense

operational viewpoint

Oxford Committee for Famine Relief

public affairs officer

Plan of Actions and Milestones
post-bureaucratic organization
performance based work statement

President's Commission on Critical Infrastructure
A-9
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PDE process documentation event
pdf portable document format
PEI partnership and emerging issues
Pl personally identifiable information
PIV personal identity verification
PKI public key infrastructure
PME professional military education
POM program objective memorandum
POTUS President of the United States
POW program of work
PRM Bureau of Population, Resources and Migration (DOS)
PRT provincial reconstruction team
pPSI™ Portable Systems Interconnect™
PSO private sector organization
PVO private voluntary organization
PWC Pacific Warfighting Center
QDR quadrennial defense review
QoS quality of service
QRC quick reaction capability
RDA regional domain awareness
RFA request for assistance
RFI request for information
ROI return on investment
RSS really simple syndication
SA situational awareness
SBU sensitive but unclassified

A-10

UNCLASSIFIED



SDW
SecDef
SHAPE
SHIFT
SIP
SIPRNET
SITREP
SLA
SLM
SME
SMS
SMTP
SNS
SOA
SO0
SOP
SPAWAR
SSL
SSTR
SV
SveVv

TCO

TISC

TLS
TRADOC
TRANSLI™
TSC

TTP

UNCLASSIFIED

solutions development workshop

Secretary of Defense

Supreme Headquarters Allied Powers Europe
Shared Information Framework and Technology
Service Improvement Plan

SECRET Internet Protocol Router Network
situation report

service level agreement

service level management

subject matter expert

short message service

simple mail transfer protocol

social network site

services oriented architecture

statement of objectives

standard operating procedure

Space and Naval Warfare Systems Command
secure sockets layer

stability, security, transition and reconstruction
systems viewpoint

services viewpoint

total cost of ownership

Transnational Information Sharing Cooperation
transport layer security

Training and Development Command
Translation of Information™

theater security cooperation

tactics, techniques, and procedures
A-11
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TV

UDOP

ulS

UISC
UJTL

UN
UNDAC
UNDHA
UNDP
UNHCR
UNICEF
UNOCHA
UNODIR
USA

USAF
USAFRICOM
USAID
USCENTCOM
USEUCOM
USFOR-A
USG

USIP
USJFCOM
USMC

USNORTHCOM

USPACOM
USSOCOM
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technical standards viewpoints

user defined operational picture

unclassified information sharing

unclassified information sharing capability
Universal Joint Task List

United Nations

United Nations disaster assessment and coordination
United Nations Department of Humanitarian Affairs
United Nations development programme

United Nations Office of the High Commissioner for Refugees
United Nations Children’s Fund

United Nations Office for the Coordination of Humanitarian Affairs
unless otherwise directed

United States Army

United States Air Force

United States Africa Command

United States Agency for International Development
United States Central Command

United States European Command

United States Forces Afghanistan

United States Government

United States Institute for Peace

United States Joint Forces Command

United State Marine Corps

United States Northern Command

United States Pacific Command

United States Special Operations Command

USSOUTHCOM United States Southern Command
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VICOM
VolP

WFC
WFP
WHO
WJTSC

X24
XML
XMPP

UNCLASSIFIED

virtual intercom system

voice over internet protocol

warfighter challenge
World Food Programme (UN)
World Health Organization (UN)

Worldwide Joint Training and Scheduling Conference

Exercise 24
extensible markup language

extensible markup and presence protocol
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United States Joint Staff
Joint and Coalition Warfighting (JCW)

Interagency and Multinational Information Sharing
Architecture and Solutions Project

(IMISAS)

Annex B — Terms and Definitions
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agility: The synergistic combination of robustness, resilience, responsiveness, flexibility,
innovation, and adaptation. (Source: Alberts, David S. and Hayes, Richard E. Code of Best
Practice Experimentation. Third Printing. Washington, DC: CCRP, 2005. See
www.dodccrp.org)

alliance: The relationship that results from a formal agreement between two or more nations for
broad, long-term objectives that further the common interests of the members. (Source: Joint
Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, 8 Nov
2010, as amended through 15 Aug 2011.)

assumption: A statement related to the study that is taken as true in the absence of facts, often
to accommodate a limitation. (Source: Department of the Army, FM 101-5, Staff Organization
and Operations, 31 May 1997)

blog: A blog (a blend of the term web log) is a type of website or part of a website. Blogs are
usually maintained by an individual with regular entries of commentary, descriptions of events,
or other material such as graphics or video. Entries are commonly displayed in reverse-
chronological order. Blog can also be used as a verb, meaning to maintain or add content to a
blog. (Source: Wikipedia)

capability: The ability to achieve a desired effect under specified standards and conditions
through combinations of means. (Source: Adapted from definitions provided in Department of
the Army, FM 101-5, Staff Organization and Operations, 31 May 1997, and Department of the
Army/ U.S. Marine Corps Headquarters, FM 101-5-1/MCRP 5-2A, Operational Terms and
Graphics, 30 September 1997)

capacity: The combination of all the strengths, attributes and resources available within a
community, society or organization that can be used to achieve agreed goals. Capacity may
include infrastructure and physical means, institutions, societal coping abilities, as well as human
knowledge, skills and collective attributes such as social relationships, leadership and
management. Capacity also may be described as capability. (Source: United Nations
International Strategy for Disaster Reduction (UNISDR), 2009 UNISDR Terminology on Risk
Reduction, May 2009.)

capability gap: The inability to achieve a desired effect under specified standards and
conditions through combinations of means and ways to perform a set of tasks. The gap may be
the result of no existing capability, lack of proficiency or sufficiency in an existing capability, or
the need to replace an existing capability. (Source: Adapted from definitions provided in
Department of the Army, FM 101-5, Staff Organization and Operations, 31 May 1997, and
Department of the Army/ U.S. Marine Corps Headquarters, FM 101-5-1/MCRP 5-2A,
Operational Terms and Graphics, 30 September 1997)

civil-military operations center: An organization normally comprised of civil affairs,
established to plan and facilitate coordination of activities of the Armed Forces of the United
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States with indigenous populations and institutions, the private sector, intergovernmental
organizations, non-governmental organizations, multinational forces, and other governmental
agencies in support of the joint force commander. (Source: Joint Publication 1-02, Department
of Defense Dictionary of Military and Associated Terms, 8 Nov 2010, as amended through 15
Aug 2011.)

coalition: An arrangement between two or more nations for common action. (Source: Joint
Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, 8 Nov
2010, as amended through 15 Aug 2011.)

collaboration: Collaboration can be described as a process where organizations work together
to attain common goals by sharing knowledge, learning, and building consensus. (Source: Joint
Publication 3-08, Interorganizational Coordination During Joint Operations, 24 Jun 11.)

collaborative information environment (CIE): The virtual aggregation of people and
organizations, infrastructure, and policy and procedures to create and share the data, information,
and knowledge needed to plan, execute, and assess operations and to enable a commander to
make decisions better and faster than the adversary. (Source: U.S. Joint Staff, J-3, Unclassified
Information Sharing Capability (UISC) Concept of Operations, 15 November 2010.)

combatant command: A unified or specified command with a broad continuing mission under
a single commander established and so designated by the President, through the Secretary of
Defense and with the advice and assistance of the Chairman of the Joint Chiefs of Staff.
Combatant commands typically have geographic or functional responsibilities. (Source: Joint
Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, 8 Nov
2010, as amended through 15 Aug 2011.)

combatant commander: A commander of one of the unified or specified combatant commands
established by the President. (Source: Joint Publication 1-02, Department of Defense Dictionary
of Military and Associated Terms, 8 Nov 2010, as amended through 15 Aug 2011.)

community of interest: COls is the inclusive term used to describe collaborative groups of
users who must exchange information in pursuit of their shared goals, interests, missions, or
business processes and who therefore must have shared vocabulary for the information they
exchange. (Source: DOD CIO, Department of Defense Net-Centric Data Strategy, 9 May 2003.)

conceptual model: A graphical representation of the phenomenon that is being studied; assists
in visualizing the requirements for the experimentation environment. (Source: Alberts, David S.
and Hayes, Richard E. Code of Best Practice Experimentation. Third Printing. Washington,
DC: CCRP, 2005.)

constraint: A restriction imposed by the study sponsor that limits the study team’s options in
conducting the study. (Source: U.S. Army Training and Doctrine Command (TRADOC)
Analysis Center, The TRADOC Analysis Center’s Definitions for Analysts, May 2005.)
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crowd sourcing: Crowd Sourcing is a term that has has been used recently with businesses,
authors, and journalists as shorthand for the trend of leveraging the mass collaboration enabled
by Web 2.0 technologies to achieve business goals. (Source: Wikipedia)

Department of Defense Architecture Framework (DODAF): The DODAF defines a set of
products that act as mechanisms for visualizing, understanding, and assimilating the broad scope
and complexities of an architecture description through graphic, tabular, or textual means. These
products are organized under the following views; each viewpoint depicts certain perspectives of
the architecture.

e  Overarching All Viewpoint (AV)

e  Operational Viewpoint (OV)

e  Services Viewpoint (SvcV)

e  Systems Viewpoint (SV)

e  Technical Standards Viewpoint (TV)

(Source: DOD CIO, Department of Defense Architecture Framework (DODAF) Version 2.0,
Manager’s Guide, 28 May 2009)

disaster: A serious disruption of the functioning of a community or a society involving
widespread human, material, economic or environmental losses and impacts, which exceeds the
ability of the affected community or society to cope using its own resources. Disasters are often
described as a result of the combination of: the exposure to a hazard; the conditions of
vulnerability that are present; and insufficient capacity or measures to reduce or cope with the
potential negative consequences. Disaster impacts may include loss of life, injury, disease and
other negative effects on human physical, mental and social well-being, together with damage to
property, destruction of assets, loss of services, social and economic disruption and
environmental degradation. (Source: United Nations International Strategy for Disaster
Reduction (UNISDR), 2009 UNISDR Terminology on Risk Reduction, May 2009.)

disaster assistance response team: A team of specialists, trained in a variety of disaster relief
skills, rapidly deployed to assist U.S. embassies and United States Agency for International
Development missions with the management of U.S. Government response to disasters. (Source:
Joint Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, 8
Nov 2010, as amended through 15 Aug 2011.)

extended enterprise: All internal and external participants required to ensure mission success.
Extended enterprise includes Federal, State, local, tribal, coalition partners, foreign governments
and security forces, international organizations, non-governmental organizations, and the private
sector. (Source: Office of the Assistant Secretary of Defense for Networks and Information
Integration/DoD Chief Information Officer, Department of Defense Information Sharing
Implementation Plan, April 2009.)
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federation: The process of associating separated organizational servers into one operational
domain. (Source: U.S. Joint Staff, J-3, Unclassified Information Sharing Capability (UISC)
Concept of Operations, 15 November 2010.)

foreign humanitarian assistance: Department of Defense activities, normally in support of the
United States Agency for International Development or Department of State, conducted outside
the United States, its territories, and possessions to relieve or reduce human suffering, disease,
hunger, or privation. (Source: Joint Publication 1-02, Department of Defense Dictionary of
Military and Associated Terms, 8 Nov 2010, as amended through 15 Aug 2011.)

group administrator: Technical facilitator who enables through basic access control the ability
of individuals to interact through specific media, potentially crossing many boundaries
(geographical, national, political, economic, social, financial, and linguistic, etc.) in order to
pursue mutual interests or goals. (Source: U.S. Joint Staff, J-3, Unclassified Information
Sharing Capability (UISC) Concept of Operations, 15 November 2010.)

group owner: Administrative lead of a group of individuals who interact through specific
media, potentially crossing many boundaries (geographical, national, political, economic, social,
financial, and linguistic, etc.) in order to pursue mutual interests or goals. (Source: U.S. Joint
Staff, J-3, Unclassified Information Sharing Capability (UISC) Concept of Operations, 15
November 2010.)

high-level operational concept graphic: High level graphical and textual description of an
operational concept (high level organizations, missions, geographic configuration, connectivity,
etc). The DODAF defines a set of products that act as mechanisms for visualizing,
understanding, and assimilating the broad scope and complexities of an architecture description
through graphic, tabular, or textual means. These products are organized under four views:
overarching all view (AV), operational view (OV), systems view, and the technical standards
view. Each view depicts certain perspectives of an architecture.

host nation: A nation which receives the forces and/or supplies of allied nations and/or NATO
organizations to be located on, to operate in, or to transit through its territory. (Source: Joint
Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, 8 Nov
2010, as amended through 15 Aug 2011.)

humanitarian assistance coordination center: A temporary center established by a geographic
combatant commander to assist with interagency coordination and planning. A humanitarian
assistance coordination center operates during the early planning and coordination stages of
foreign humanitarian assistance operations by providing the link between the geographic
combatant commander and other United States Government agencies, non-governmental
organizations, and international and regional organizations at the strategic level. (Source: Joint
Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, 8 Nov
2010, as amended through 15 Aug 2011.)
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humanitarian operations center: An international and interagency body that coordinates the
overall relief strategy and unity of effort among all participants in a large foreign humanitarian
assistance operation. It normally is established under the direction of the government of the
affected country or the United Nations, or a U.S. Government agency during a U.S. unilateral
operation. Because the humanitarian operations center operates at the national level, it will
normally consist of senior representatives from the affected country, assisting countries, the
United Nations, non-governmental organizations, intergovernmental organizations, and other
major organizations involved in the operation. (Source: Joint Publication 1-02, Department of
Defense Dictionary of Military and Associated Terms, 8 Nov 2010, as amended through 15 Aug
2011))

interagency: Of or pertaining to United States Government agencies and departments, including
the Department of Defense. (Source: Joint Publication 1-02, Department of Defense Dictionary
of Military and Associated Terms, 8 Nov 2010, as amended through 15 Aug 2011.)

information environment: The aggregate of individuals, organizations, and systems that
collect, process disseminate, or act on information. (Source: U.S. Joint Staff, J-3, Unclassified
Information Sharing Capability (UISC) Concept of Operations, 15 November 2010.)

information sharing: Making information available to participants (people, processes, or
systems). Information sharing includes the cultural, managerial, and technical behaviors by
which one participant leverages information held or created by another participant. (Source:
Department of Defense Information Sharing Executive, Office of the Chief Information Officer,
Department of Defense Information Sharing Strategy, 4 May 2007.)

intergovernmental organization: An organization created by a formal agreement between two
or more governments on a global, regional, or functional basis to protect and promote national
interests shared by member states. (Source: Joint Publication 1-02, Department of Defense
Dictionary of Military and Associated Terms, 8 Nov 2010, as amended through 15 Aug 2011.)

joint capability area: Collection of “like” DOD capabilities functionally grouped to support
capability analysis, strategy development, investment decision making, capability portfolio
management, and capabilities-based force development and operational planning. (Source
Chairman Joint Chiefs of Staff Manual (CJCSM) 3010.02, Manual for Joint Concept
Development and Experimentation, 25 June 2010.)

joint concept: Links strategic guidance to the development and employment of future joint
force capabilities and serve as “engines for transformation” that may ultimately lead to doctrine,
organization, training, materiel, leadership and education, personnel and facilities (DOTMLPF)
and policy changes. (Source: Joint Publication 1-02, Department of Defense Dictionary of
Military and Associated Terms, 8 Nov 2010, as amended through 15 Aug 2011.)

joint force commander: A general term applied to a combatant commander, sub-unified
commander, or joint task force commander authorized to exercise combatant command
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(command authority) or operational control over a joint force. (Source: Joint Publication 1-02,
Department of Defense Dictionary of Military and Associated Terms, 8 Nov 2010, as amended
through 15 Aug 2011.)

joint task force: A joint force that is constituted and so designated by the Secretary of Defense,
a combatant commander, a sub-unified commander, or an existing joint task force commander.
(Source: Joint Publication 1-02, Department of Defense Dictionary of Military and Associated
Terms, 8 Nov 2010, as amended through 15 Aug 2011.)

limitation: An inability of the study team to fully meet the study objectives or fully investigate
the study issues. (Source: Adapted from definitions provided in Department of the Army, FM
101-5, Staff Organization and Operations, 31 May 1997, and Department of the Army/ U.S.
Marine Corps Headquarters, FM 101-5-1/MCRP 5-2A, Operational Terms and Graphics, 30
September 1997)

master scenario event list: A chronological timeline of expected actions and scripted events
that controllers inject into exercise (or experiment) conduct to generate or prompt participant
activity. It ensures that necessary events happen so that all objectives are met. Each MSEL
record contains a designated scenario time; an event synopsis; the name of the controller
responsible for delivering the MSEL record; and, if applicable, special delivery instructions, the
task and objective to be demonstrated, the expected action, the intended player, and a note-taking
section. (Sources: DOD Instruction 3020.47, DOD Participation in the National Exercise
Program (NEP), January 29, 2009. The Technical Cooperation Program, Guide for
Understanding and Implementing Defense Experimentation (GUIDEX), ver. 1.1, February 2006.

mission partners: External partners as defined in the DOD Information Sharing Strategy:
Federal, State, local, tribal, coalition partners, foreign governments and security forces,
international organizations, non-governmental organizations, and the private sector. (Source:
Office of the Assistant Secretary of Defense for Networks and Information Integration/DoD
Chief Information Officer, Department of Defense Information Sharing Implementation Plan,
April 2009.)

multinational coordination center: A multinational coordination center that facilitates
coordination and cooperation of foreign military forces with the affected nation to support
humanitarian assistance and disaster relief (HA/DR) missions. (Source: U.S. Pacific Command,
Multinational Force Standard Operating Procedure, HA/DR Mission Extract, ver. 2.5, January
2010.)

non-governmental organization: A private, self-governing, not-for-profit organization
dedicated to alleviating human suffering; and/or promoting education, health care, economic
development, environmental protection, human rights, and conflict resolution; and/or
encouraging the establishment of democratic institutions and civil society. (Source: Joint
Publication 1-02, Department of Defense Dictionary of Military and Associated Terms, 8 Nov
2010, as amended through 15 Aug 2011.)
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operational viewpoint: The operational viewpoint (OV) captures the organizations, tasks, or
activities performed, and information that must be exchanged between them to accomplish DOD
missions. It conveys the types of information exchanged, the frequency of exchange, which
tasks and activities are supported by the information exchanges, and the nature of information
exchanges. (Source: DOD CIlO, Department of Defense Architecture Framework (DODAF)
Version 2.0, Manager’s Guide, 28 May 2009)

operations security (OPSEC): A process of identifying critical information and subsequently
analyzing friendly actions attendant to military operations and other activities including:

. Identifying those actions that can be observed by adversary intelligence systems.

. Determining indicators that hostile adversary intelligence systems might obtain that could
be interpreted or pieced together to derive critical intelligence information in time to be
useful to adversaries.

e  Selecting and executing measures that eliminate or reduce, to an acceptable level, the
vulnerabilities of friendly actions to adversary exploitation.

(Source: U.S. Joint Staff, J-3, Unclassified Information Sharing Capability (UISC) Concept of
Operations, 15 November 2010.)

organizational culture: what a group learns over a period of time as that group solves its
problems of survival in an external environment and its problems of internal integration.
(Source: Schein, Edgar H. Organizational Culture & Leadership, Oct 1997)

portal: A portion of an asynchronous collaborative environment which provides web-based,
single point of access to a variety of information and application tools. (Source: U.S. Joint
Staff, J-3, Unclassified Information Sharing Capability (UISC) Concept of Operations, 15
November 2010.)

peace operations: A broad term that encompasses multiagency and multinational crisis
response and limited contingency operations involving all instruments of national power with
military missions to contain conflict, redress the peace, and shape the environment to support
reconciliation and rebuilding and facilitate the transition to legitimate governance. Peace
operations include peacekeeping, peace enforcement, peacemaking, peace building, and conflict
prevention efforts. (Source: Joint Publication 1-02, Department of Defense Dictionary of
Military and Associated Terms, 8 Nov 2010, as amended through 15 Aug 2011.)

private sector: An umbrella term that may be applied in the United States and in foreign
countries to any or all of the nonpublic or commercial individuals and businesses specified
nonprofit organizations, most of academia and other scholastic institutions, and selected non-
governmental organizations. (Source: Joint Publication 1-02, Department of Defense Dictionary
of Military and Associated Terms, 8 Nov 2010, as amended through 15 Aug 2011.)
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services viewpoint: The services viewpoint (SvcV) captures system, service, and
interconnection functionality providing for, or supporting, operational activities. DOD processes
include warfighting, business, intelligence, and infrastructure functions. The SvcV functions and
service resources and components may be linked to the architectural data in the OV. These
system functions and service resources support the operational activities and facilitate the
exchange of information. (Source: DOD CIO, Department of Defense Architecture Framework
(DODAF) Version 2.0, Manager’s Guide, 28 May 2009)

social network sites (SNSs): Collaborative networked environments such as MySpace,
Facebook, LinkedIn that have attracted millions of users, many of whom have integrated these
sites into their daily practices. There are thousands of SNSs, with various capabilities and
attributes, supporting a wide range of interests and practices. While their key technological
features are fairly consistent, the cultures that emerge around SNSs are varied. Most sites
support the maintenance of pre-existing social networks, but others help strangers connect based
on shared interests, views, activities, goals and objectives. (Source: U.S. Joint Staff, J-3,
Unclassified Information Sharing Capability (UISC) Concept of Operations, 15 November
2010.)

sponsoring agency: The U.S. Government entity that has responsibility for area where the
UISC is being implemented. This organization may provide the group administrator and/or
technical support for UISC users/groups. (Source: U.S. Joint Staff, J-3, Unclassified
Information Sharing Capability (UISC) Concept of Operations, 15 November 2010.)

stakeholder participant organizations: NGOs and members of the public and private sectors
involved with the same community of interest (COI) or issue who would reject affiliation as a
DOD mission partner. (Proposed new term)

systems viewpoint: systems viewpoint (SV) captures the information on supporting automated
systems, interconnectivity, and other systems functionality in support of operating activities.
(Source: DOD CIO, Department of Defense Architecture Framework (DODAF) Version 2.0,
Manager’s Guide, 28 May 2009)

unclassified information sharing capability (UISC): A "community of communities"
capability that combines the benefits of unstructured collaboration (wikis, blogs, forums) and
structured collaboration (file sharing, calendar) with the personalization of social networking to
facilitate unclassified