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16 July 2010

based on a body of knowledge that represents the complete set of concepts, terms
and activities that make up a professional domain. And absent such a body of
knowledge there is little basis for supporting a certification program. Indeed it
would be dangerous and misleading.

/ A complete body of knowledge covering the entire field of software engineering may
be years away. However, the body of knowledge needed by professionals to create
software free of common and critical security flaws has been developed, vetted
widely and kept up to date. That is the foundation for a certification programin
software assurance that can gain wide adoption. It was created in late 2008 by a
consortium of national experts, sponsored by DHS and NSA, and was updated in late

2009. It contains ranked lists of the most common errors, explanations of why the
errors are dangerous, examples of those errors in multiple languages, and ways of

eliminating those errors. It can be found at http://cwemitre.org/top23.

Any programmer who writes code without being aware of those problems and is not
capable of writing code free of those errors is a threat to his or her employers and to
others who use computers connected to systems running his or her software.

A complete body of knowledge covering the entire field of software engineering may
be years away. However, the body of knowledge needed by professionals to create
software free of common and critical security flaws has been developed, vetted
widely and kept up to date. That is the foundation for a certification program in
software assurance that can gain wide adoption. It was created in late 2008 by a
consortium of national experts, sponsored by DHS and NSA, and was updated in late
2009. It contains ranked lists of the most common errors, explanations of why the
. errors are dangerous, examples of those errors in multiple languages, and ways of
eliminating those errors. It can be found at http://cwe.mitre.org/top25.

Any programmer who writes code without being aware of those problems and is not
capable of writing code free of those errors is a threat to his or her employers and to
Makir

secriy  Others who use computers connected to systems running his or her software.
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Manual code review, especially review of high-risk code, such as cade that faces the
Internet or parses data from the Internet, is eritical, but enly if the people perform-
ing the code review know what te look for and how te fix any code vulnarabilities
they find. The best way to help understand classes of security bugs and remedies
Is education, which sheuld minimally include the following areas

s C and C++ vulnerabllities and remedies, most notably buffer runs and

Integer arithmetic issues.
» Web-specific vulnerabilities and remedies, such as cross-site scripting (X55)

» Database-specific vulnerabilities and remedies, such as SQL injection.
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a time-of-check-time-of-use (TOCTOU) buxg that led to code callimg into a freed memory block. The
on Weakness Enumeration {({OWE) classification for this vulnerability is CWE-367.
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OWASP Top Ten 2007 & 2010 use CWE refs
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Some High-Level CWEs Are Now
Part of the NVD CVE Information

NVD XML feeds
also include CWE
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NIST Special Publications:
SP500-268 CWE
SP500-269 CWE
SP800-53a CVE, OVAL, CWE
SP800-115 CVE, CCE, CVSS, CWE

NIST Interagency Reports:
NISTIR-7435 CVE, CVSS, CWE

NISTIR-7628 CVE, CWE




ldaho National Labs SCADA Report
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I
CWE Title Education? Manual Process? Tools? Threat Model?

116  Improper Encoding or Escaping of Output Y Y Y

79 Failure to Preserve Web Page Structure (aka Cross-Site Scripting) Y Y Y

=<

319  Cleartext Transmission of Sensitive Information Y

362 Race Condition Y

110  Failure to Constrain Memory Operations within the Bounds of a Memory Buffer Y Y ¥

73 External Control of File Name or Path Y Y Y

94 Failure to Control Generation of Code (aka 'Code Injection’) Y Y

404  Improper Resource Shutdown or Release Y Y

682  Incorrect Calculation Y Y

327  Use of a Broken or Risky Cryptographic Algorithm Y Y Y

732  Insecure Permission Assignment for Critical Resource Y Y

250  Execution with Unnecessary Privileges Y Y Y




CWE Outreach: A Team Sport

May/June Issue of IEEE Security & Privacy...
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Linkage with Fundamental Changes in Enterprise Security Initiatives

CWE and CAPEC included in Control
7 of the “Twenty Critical Controls for
Effective Cyber Defense: Consensus
Audit Guidelines”
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Linkage with Fundamental Changes in Enterprise Security Initiatives

Vendors
indude CVE, Uidlers tand theveason | cradit card i

Enabling Distributed . ‘wuzr | Siel wh
Security in Cyberspace

Bnildinoe a Haalthv and Raciliant Cvhar

CWE and CAPEC included in U N
“Enabling Distributed Security in
Cyberspace: Building a Healthy
and Resilient Cyber Ecosystem
Wlth Automated Collective Action” ® Ser the Glossary at the Endlof this paper for the full namk af the various named standards.
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