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Cyb~ ~e ec ity 
cJ 1 • ca Pr ofici cy , a tt ~ · s 

A h ite ~ pe r of the 
CSIS Commission on Cybersecurity ·for the th Presidency 

A compl·ete bo·dy ~of kno~wledge coverin.g th.e entire field of softwar~e enginee~ri.ng may 
be years away. Ho:wever, tl1e body of knowledge ne~eded by professionals to cr~eate 
software free of common and critica s~ecurity flaws has been d.~eveloped, vetted 
W'id.ely and kept up to date. That is the foundatio~n for a certification program in 
software assurance that can gai'n wide .adoptiont It was created in. late 2008 by a 
conso·rtium ofn.,ational exp~erts., sp~o~nsored by DHS and NSA, .a.nd was updated in late 
20 09. It contains r,anked lists of the most com:mon errors, e~xplanations of why the 

~errors are dangerous, example·s of those errors in multi.ple lan.guages, and ways of 
~eliminating those erro~rs. It can be found at http:ffcwe.mitre.org/top25. 

Any programmer who writes C'Ode \r-Vith~out betng aware of those proble~ms a·nd is not 
capable ~of writing· c·od.e free of those errors is a threat to hi.s or her employers and to 
others who use computers con,necte·d to systems running his or her software. 



© 2011 MITRE

The Celtlfled Secure Software Llfecycle Professfonal (CSSLP) Certfficabon Program 
Vv'l ll show software llfecycle stakeholders not only how to Implement security, but how to 
gJean security requirements, design. architect, test and deploy secure software. 

An Overview of the Steps: 

(IS C)' ® 5-day CSSLP CB~ Education Program 
Educate yourself and leam security best practices and Industry standards for the software llfecycle through the CSSLP Education 
Program.(lscr provides education your way to fit your life and schedule.Completlng this course will, not only teach all of the 

u ...... , ...... , a security plan across your 



~bnps://Wftw.I!Cllr!codl~.c!rt.org/connu!IK!/dlsp~y/cplusplus/MSCOO-<:PP.;Com~l!+d!in~titthlgbfltimkl;tl!'l!k 

c 1'.1"1"-' 

IISCGOtPP. Com~ it dtMiy Ill high Wlllllng I Mit 

THE CERT®C 
SECURE CODING 

=~~010tt0t,IOOI~IIICWCOH~ll1 

~·COiillllijltoi~9'*11lfiii!IMIMiiilir!Mit'illitlliMWoi'IIJO!trmli!JIIII"'IIil, 

ittntlltiCII U!Oij!C!m tmii«<OIIIIJ 

I A~~..,lhil~~~~~ .. ~"'""'<-l/lrlllii~.,-$..1P.ft-II•,...-.:•"''~MI"'II!II"""'"'"'""'-'....,r/llfl"""'"'""''liii!II,Mti!NM!Mrl* 
~,.-~ .. ~-~iliiiiiiii(.!WUI'I.-1«11 ~ ~ -

• • 
• 

•• 

• 
• • 

• 

STANDARD liilllfli'41Wo1J"'lll!i'INI!MOI, Milllt4 daj'IOitC l"ii~itti ol ;i!\ill(lllfl I filiCic • <0\llrlN liOIIIOil 

R OBERT 

(ISOIIEC 9899:1999] Section 5.1.1.3, "Diagnostics'' 
[MITRE 07] CWE ID 563, "Unused Variable"; CWE ID 5ZQ, "Expression is Always Fa lse"; ewE ID 571, "Expression is Always True" 
[Sutter Q5] Item 1 
(Seac.ord 05a) Chapter 8, "Recommended Practices" 
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Bwery bug is an ~ty to lea"'- and the security update that Fooed the dlat:a binding bug ·lhart a ffected 
Internet: ~r lll5ei'S is no eJGCe:pt:ion.. 

·n.e Conwnon V u lnerabilities and Exposur'cs (CVE) entry fo.- t hois bug i s CYE-2~-

~ore I ~ started.,. I want: t:o e:Mplain the goa Is OJf l.1'le 'SDtL i!llnd tfle sec:JL..W'ity ........::>rk hel'le at MCI"'OSSft:. Tbe: SDL. is 
desig:ned as a rnulti>-laryerred proces.:s.to hel p ~IIY reduce: seourity<tJUIInerabili ties; i f one: con-tpOnent ot 
the SOLpcooess fai l.s to~ o.r e21td> a bug. tnen SOf"I"W> other~ shoutld ~ o.- e21td> ll:he bug. 
""J"h.e SOL. also ma::nda.t:e:s l:he I!.JtSe of" :sea...-ity defenses .....nose i r.npad .....,;u be: reflec:tect in the '"n"ti:tigat:ions• 
section of a sea."ity bulletin, because w.e knotN tbat no ~re devel~ pn:x:e:ss 'tol'Wi ll catch a ll sea..rrity 
bugs_ .As rw.oe- ha·~ sai d lf'Tlar'Jflytirne:s ... Hlegoal of. the SOL is ·to ""R.ed':uoe vulne:.-a'bilit::ie:s., a nd ..-eduoet:Jh.e ~rity 
of .......t-.i>t"s missed.-

I n this post, I 'Milant. t:of'OCI.JIS on the SOL- required code· analysis., code revieYhr., fuz:zing and CltCXTlpiler and 
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i mportant to point: out: ;that ·ttlere ios no heap ~jon andl l:he.re i s no heap-based buff erovern.Jn.fl 

When data binding i s . used., .IE creates a n object 'Yot'hich contains a n array ol da·ta binding ~~ In the c:xxie 
in question,. 'When a data bindi ng object: i s released., t:he a r ray l e.ngt:!h i.s nol:: C'OIT'ectly updated leadi ng to a 
f'unction call into f reed IJ"llleennrV-

'The ....,.._,..nera~e code llooks..a little l i lloe: 'this (by the wary. t lhe real array name: is _ar,P'Xfe~ ... but. !I r .g:ured 
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1-ite:ft!:~ ~ lthe:Vl.lllne:r.a'bility manifests itself: i"f there are ·tv«> data 'l:ransl"ers 'Wi"t:h thc: same: i denl::ifier ( so 
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the code. 
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OWASP TOP 10 
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Contents (hid~] 

1 Introduction 

1.1 Why Does Code Have Vulnerabilities? 

1.2 What is Security Code Review? 

Introduction 

Page Discussion VIew source History 

Main 
(Table of Contents) ••Preparation»> 

Code review is probably the single·most effective technique for identifying security flaws. When used together with automated tools and manual penetration testing, code review can significantly increase 
the cost effectiveness of an application security verification effort. 

This guide does not prescribe a process for performing a security code review. Rather, this guide focuses on the mechanics of rev•ewlng code for certain vulnerabilities, and provides limited guidance on 
how the effort should be structured and executed. OW ASP intends to develop a more detailed process in a future version of this guide. 

Manual security code review provides insight into the "real risk" associated with insecure code. This is the single most important value from a manual approach. A human reviewer can understand the 

context for certain coding practices, and make a serious risk estimate that accounts for both the likelihood of attack and the business impact of a breach. 

Why Does Code Have Vulnerabilities? 
MITRE has catalogued almost 700 different kinds of software weaknesses in their CWE project. These are all different ways that software developers can make mistakes that lead to insecurity. Every one 

of these weaknesses is subtle and many are seriously tricky. Software developers are not taught about these weaknesses in school and most do not receive any training on the job about these problems. 

These problems have become so important in recent years because we continue to increase connectivity and to add technologies and protocols at a shocking rate. Our ability to invent technology has 
seriously outstripped our ability to secure it. Many of the technologies in use today simply have not received any security scrutiny. 

Ther~ are many reasons why busin~ss~s are not spending the appropriate amount of time on security. Ultimately, these reasons stem from an underlying problem in the software market. B~cause 

software is essentially a black·box, it is extremely difficult to tell the difference between ~ood code and insecure code. Without this visibility, buyers won't pay more for secure code, and vendors would be 
foolish to spend extra effort to produce secure code. 

One goal for this project is to help software buyers gain visibility into the security of software and start to effect change in the software market. 

Nevertheless, we still frequently get pushback when we advocate for security code revieV\, Here are some of the (unjustified) excuses that we hear for not putting more effort into security : 

•we never get hacked (that I know of), we don't need security• 

0 

• 
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NIST Special Publications:
SP500-268 CWE
SP500-269 CWESP500 269 CWE
SP800-53a CVE, OVAL, CWE
SP800-115 CVE, CCE, CVSS, CWE

NIST I t R tNIST Interagency Reports:
NISTIR-7435 CVE, CVSS, CWE
NISTIR-7628 CVE, CWE
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Table 27. Most common pro 1in Y errors found in ICS code. 

Weakness Classification Vulnerability Type 

CWE-il9: Data Handling CWE-228: Im¥ ... "'Y'"'r Handling of Syntactically ilnvalid Structure 
CWE-229: Improper Handling ofValues 

CWE-230: lmDroDer Handling ofMissine: Values 
CWE-20: l.rnpro~>er Input Validation 

CWE-116: Improper Encoding or Escaping ol Output 

CWE-195: Signed to Unsigned Conversion Error 
CWE-198: Use oflncorrect Byte Ordering 

CWE-il 19: Failure to Constrain CWE- 120: Buffer Copy without Ch.eck:ing Size of Input c·classic 
Operations within the Bounds of a Buffer Overflow") 
Memory Buffer CWE-121: Stack-based Buffer Overflow 

CWE- 122: Heap-based Buffer Overflow 

CWE-125: Out-of-bounds Read 

CWE-129: er Validation of Array Index 
CWE-131: Incorrect Calculation of Buffer Size 
CWE-170: .LUJV.&.u..,er Null Termination 

CWE-190: Integer Overflow or Wraparound 
CWE-680: Integer Overflow to Buffer Overflow 

CWE-398: Indicator of Poor Code CWE-454: External Initialization of Trusted Variables or Data Stores 
Quality CWE456: MissinJ;?; Initialization 

CWE457: Use ofUninitialized Variable 

CWE-476: NULL Pointer Dereference 
CWE-400: Uncontrolled Resource Consun:tption ("~Resource 
Exhaustion·~ 

CWE-252: Unchecked Return Value 

CWE-690: Unchecked Return Value to NULL Pointer Dereference 

CWE-772: Missing Release of Resource after Effective Lifetime 

CWE442: Web Problems CWE-22: Improper Limitation of a Pathname to a Restricted Directory 
( .. Path Traversal") 

CWE-79: Failure to Preserve Web Page Structure ( .. Cross-site 
Scripting'"") 

CWE-89: Failure to Preserve SOL Ouerv Structure ("~QL Injection•") 

CWE-703: Failure to Handle CWE-43 1 : Missing Handler 
Exceptional Conditions CWE-248: Uncaught Exception 

CWE-755: .uL>v.a.v..,er Handling of Exceptional Conditions 

CWE-390: Detection of Error Condition Without Action 
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Top25 I AppSec Street Fighter- SANS Institute 

~ @ @ @ ( mJ 1 http://blogs.sans.org/appsecstreetfighter/ category/ rop25 / 

Top 25 Series - Summary and Links 
Posted by Frank Kim on April 6, 20 I 0 - 3:4 I pm 
Rled under Top25 ··········-·········-············-·········-··········-· 

As requested here are the links to al l the posts on the Top 25 Most Dangerous Programming Errors. Please let us know if you 

have any suggestions o r comments. 

I - Cross-Site Scriptin1: (XSS) 

2- SOL lniection 

3 - Classic Buffer Overflow 

4 - Cross-Site Request Forgery (CSRF) 

5 - Improper Access Control (Authorization) 

6 - Reliance on Untrusted Inputs in a Security Decision 

7 - Path Traversal 

8 - Unrestricted Upload of Dangerous File Type 

9 - OS Command Injection 

I 0 - Missing Encryption of Sensitive Data 

I I - Hardcoded Credentials 

12 - Buffer Access with Incorrect Leng.th Value 

13 - PHP File Inclusion 

14- Improper Validation of Array Index 

15 - Improper Check for Unusual or Exceptional Conditions 

16 - Information Exposure Through an Error Message 

17- Integer Overflow Or Wraparound 

18 - Incorrect Calculation of Buffer Size 

19 - Missing Authentication for Critical Function 

20 - Download of Code Without lntegrit;y Check 

2 1 - Incorrect Permission Assignment for Critical Response 

22 - Allocation of Resources Without Limits or Throttl ing 

23- Open Redirect 

24 - Use of a Broken or Risky Cryptographic Algorithm 

25- Race Conditions 

Passwords 

Jim on Seven Security 
(Mis)Configurations in java 
web.xml files 

0 

Nick Owen on Some Thoughts 

About Puowonl• ~ 
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( Select Month 

META 

Login 

Entries RSS 

Comments RSS 

WordPress.org 
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The Security 
Development 

Lifecyde 

Recent Posts 

SOL Threat Modeling Tool 3.1.4 
shlpsl 

Ear1y Days of the SOL, Part Four 

Eilrly ~ of the SOL, Pilrt 
Three 

Ear1y Days of the SOL, Part Two 

Ear1y Days of the SOL, Part One 

Tags 

Common Cntena Crawl Walk 

Run Privacy SDL SOL Pro 

Network Security Assurance 

Secunty Blackhat SOL threat 
modeling 

News 

About Us 

Adam Shostack 

Bryan Sullivan 

David Ladd 

Jeremy Dallman 

Michael Howard 

Steve Llpner 

Blogroll 

BlueHat Security Briefings 

SOL and the CWE/SANS Top 25 

Bryan here. The security community has been buzzing since SANS and MITRE's 
joint announcement ear lier this month of their list of the Top 25 Most Dangerous 
Programming Errors. Now, I don' t want to get into a debate in this blog about 
whether this new list will become the new de facto standard for analyzing 
security vulnerabilities (or indeed, whether it already has become the new 
standard). Instead, I'd like to esent an overview of how the Microsoft SOL 
to the CWE/SANS list, 
May. 

Michael and I have wr; ..... l~;.:;........;;;~=~=;;.;.o.,~~=o:=-.:-=~--:--=..,....,......,.,.-:--------~----~---~-------. 

y 

25weredeveloped ·~~:~:~C:~~~~~~~~~~~t:~~::::::::::::::::::::::~::::::::::::::::JC:::::::v::::J root them out of the s1 

ana lysis white paper a n~d,I.J!!.._J~!.Mlli!li!l!!!!!!.!!!!!i!2!!...!!!!l-__ -:-~---:--:------:-:---__:L ___ ...J~--~L----_J 
guidance around every"' 

made manyof thesame ~~~~~~~~~~~~~~~--------------------------~~----------------------~--~ 
for you to download and 

CWE Title 

20 Improper 
116 Improper Fnr·nrl iir1 Execution with Unnecessary Privileges 

Escapingofuutpl~====c'=~="t=-s=~=e=E=n=fo=rre==m=e=nt=o=f=~=N=e=~=s=~=e========================================================~ 
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The Web Application Security Consortium I Threat Classification Taxonomy Cross Reference View 

@:::8 .. @) @ (!) @ http:f/proj ects.webappsec.orgtw/page/ 13246975/Threat-Ciassification-Taxonomy-Cross-Reference-View Q ,. ) (,t• { Google 

The Web Application Security Consortium 

Q wiki Pages & Files Search this worts pace 

VIEW 

Threat Classification Taxonomy Cross Reference View 
0 Tags: Threat Classification 

last ed~ed by 8 Robert Auger 10 months, 3 weeks ago u Page hlstol'f ~ Check for plagiarism 

Threat Classification 'Taxonomy Cross Reference View' 

This view contains a mapping of the WASC Threat Classification's Attacks and Weaknesses with MITRE's Common Weakness Enumeration, MITRE's Common Attack Pattern Enumeration and 

Classification, OW ASP Top Ten 2010 RCl (original mapping with OW ASP Top Ten from Jeremiah Grossman & Bill Corry) and SANS/CWE and OW ASP Top Ten 2007 and 2004 (original mapping 

from Dan Cornell, Denim Group) 

-
WASC ID Name CWE ID CAPEC SANS/CWE Top 25 OWASP Top Ten 2010 OW ASP Top Ten 2007 OWASPTop 

ID 2009 Ten 2004 
-
WASC-01 Insufficient Authentication 287 642 A3 -Broken A7- Broken A3- Broken 

Authentication and Authentication and Authentication 
Session Wanagement, Session Management, and Session 

A4 - Insecure Direct A4 - Insecure Direct management, 

Object References Object Reference A2- Broken 

Access Control 
-
WASC-02 Insufficient Authorization 284 28S A4 - Insecure Direct A10- Failure to A2- Broken 

Object References, A7 Restrict URL Access, A4 Access Control 
- Failure to Restrict - Insecure Direct 

URL Access Object Reference 
-
WASC-03 Integer Overflows 190 128 682 

WASC- 04 Insufficient Transport La~er Protection 311 523 319 AlO - Insufficient A9 - Insecure 
Transport Layer Communications 

Protection 
-
WASC-OS Remote File Inclusion ~ 193 2S3 426 A3 - Malicious File 

Execution 
- --
WASC-06 Format String 134 §l 

WASC- 07 Buffer Overflow 119 120 !Q 100 119 AS - Buffer 
Overflows 

WASC- 08 Cross- site Scrl ptinq Z2 1UH1 Z2 A2 - Cross-Site A1 - Cross Site A4 - Cross Site 
Scripting Scripting ()(55) Scripting ()(55) 

WASC-09 Cross- site Req uest Forger:t 3S2 §I 3S2 AS - Cross-Site AS - Cross Site Request 
Request Forgery Forgery (CSRF) 

·"· ·' I Done 

SideBar 

WASC Projetts 
• Distributed Open Proxy Honeypots 
• S<ript Mapping 
• The Web Securitv Glossarv 
• Web Application Firewall Evaluation 

Criteria 
• Web Application Security Scanner 

Evaluation Criteria 
• Web Application Securi!Y Statistics 
• Web Hacking Incidents Database 
• WASC Threat Classification 

WASC Project Leaders 
• Robert Auger 
• Ryan Barnett 
• Romain Gaucher 
• Sergey Gordeychik 
• Ofer Shezaf 
• Brian Shura 

WASC Main Website 
• http:Uwww.webappsec.orgl 

WASC Mailing Lists 
• http: l/lists.webappsec.org/ 

IYASC on Twitter 
• http: l/twitter.com/wascupdates 

Join us on Unkedln! 
• http: uwww.linkedin.com 

/grouos?gid=83336 

Recent Activity 

) Insufficient Data Protection Working 

0 

,. 
~ 
• 
• 
.AI 
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IBM Software 
Technical White Paper 

Test and vulnerability assessment 

One way to improve software security is to gain a better 
understanding of the most common weaknesses dm can 
affect software security. 'V\r.th that in mind, there are many 
resources available online to help organizations learn about 

Testing applications for security defects should be an integral and organic part of any 
software testing process. During security testing, organizations should test to help ensure 
that the security requirements have been implemented and the product is free of 
vulnerabilities. 

Resources available to help organizations protect systems 

Resource 

DoD lnformaoon AsSI.tance 
Certification and Accreditation 
Process (DIACAP) 

Oe~ense ln!ormatk>n Systems 
Agency (DISA) 

U.S. Dep~nt of Homeland 
Secumy (DHSl 

The Common Weaknesses 
Erl.Jmeraoon pro!ect, a 
comrrl.Jnity·based program 
sponsored by the MITRE 
C01poration, an IBM 8usi1ess 
Partner 

The Open woo AppfiCatlon 
Secumy Pro!ect (ONASP) 

Cighal BuiX:Mg Security In 
Maturity Model (BSIMM) 

IBM X-Foroellol research and 
development team 

IBM lnsthiAe for Advanced 
Security (lAS) 

Focus 

The DIACAP defllles the ffilrlilllllll 
accredited by the DoD and authorized 
application-level security controls, rut it 
activities, geoer~ tasks, and a ma~>aoetnl 

The DISA provides a security technical 
10 

devek>pment that offer more granular inld!'l'l'lll'~'el"'"!~!emlel'l""~le!'l'l'l'lll'll'"!!m~ll"'mm 
tliity assessment techniques. The Checklist IS the 

The DHS offere lllforma!lOn on secLtity best practices and toots for application· and 
part of its 'Butld Security In" initative. 

The MITRE Corporaoon mailta.ns the online common vulnerabilities and exposures 
enumerallon (C'M) knowledge bases aboiA cLtrently known vulnerabi~ies and types 
knowledge base focuses on packaged software and deals with patches <Wld known 
knowledge base focuses on code \'\Jinerabilities. 

one or the best sources for l'lloonatlon on web afl)lcallon security Issues, the ONN:R 
1 o list of the most dangerous and most commonty !oltld and ccmmonty exptlited 
how to iden!dy, r.x and avoid them. 

Created by Ogital, M IBM Business Partner. the BSIMM is designed to he'p OI'Q<lniZlUIOt 
and plan a software security 111illative. The fccus is on makng applca!lOns more 
process and at later stages 111 the software ife cycle. 

A global cyberthreat and risk analys;s team that monhors traffiC and attacka around the 
IB'vl X·Force team is an exce ent resoLtCe lor trend analysis and answ·ers to questions 
a!tacka are most common, where they are ccmilg !rom and what organizations can do 
the risks. 

This cc~arly'Mde cybersecurity initiative applies IB'vl research, seno!ces, software and 
he'p governments and other crents i'llprove the security and resi ency of their IT and 

Common 

--------- ----= = =---= - -- ---==-=·= 

Security in Development: The IBM Secure 
Engineering Framework 

• Investigating common development processes and 
the IBM Integrated Product Development ptocoss 

• Emphasizing security uworonoss and roquiromonts 
In tho sottwnro dovOiopmont procoss 

• Discussing test and vulnerability 
assessments 

Li/JI Redbooks 
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Security 
Measurable· 

Making the Business Case for 
Software Assurance 

NaneyRMea.d 
Julia H. Allen 
W. Althi.U Conklin 
Antonio Orornmi 
John Hamson 
Jeff Ingalsbe 
James Raney 
Oan Shoemaker 

April 2009 

SPECIAL REPORT 
CMUISEI-2009-SR.()O 1 

CERT P-rogram 
.Un1mtled distribuclor 'ubject » :Jle a:~~ht.. 

C.1rn•-giel\lcllon 

OVM: An Ontology for Vulnerability Management 
JuAn Wang & Minzhe Guo 

SoUlhom Polytoctwc Slato Unlvorsity 
1100 South Mariclta Parl<way 

Marietta. GA 30060 
(01) 578-915-3718 

jwang@spsu.edu 
ABSTRACT 
ln. order lO l't'Mb lbe goals ()( llle lnforma.tioo Sett~ri.ty Au:tc.natioa 
Progra.o (JSAI') ( I). we propose .., O<l»>OSi<>l 'l'proach to 
~pLurin& and us.ifu-jng tbc fw'lda:mcAtaJ conttptS in infomwioa 
security ~d their rtlahottS!up, t't'trievuli V\.ol ttctabit t~)' dau a.11d 
rtuaning oltoot the tlust a:nd irnpfiC'l oJ \1lloerabilitieJ. Ou 
ontOk>ai for wlneral:uhty mac~ageoent (OVM) bai been 
popUa!Cd will! aU \'Uioet:l.bilities in ~'VO [2] wilh adc!itioaal 
it~fttt"GOC rules.. ktiO\\ ledge ttpc"eSC'c.tatiOC'L atJd dat.a·minang 
elcd!Mist:1&. \\'itlt l~ seruniCM inttfllt.ioft of co1~~ 
\"\l!ncrabtlrtitli a:nd thcu- rel2:1ed cooocpts s:ueh a.-1 ~tacks a.11d 
countet1'001su.rtt.. OVM pnwidet a proe~.iii!t& pa!hway to makit~ 
I SAP Si.JCQtSSful 

Categories and Subject Descriptors 
C.2.0 [Computtr<ClmmuniCidGn :litf\'l-ot'ICJ~ GtneraJ [Seturity 
and protect.lon), K.6.S [Mana;t1ntnt of Cotuputtnc u d 
Lnforma.tlon SyJttnu): Sccuri1y end Prott'Ction; 

General Ter ms 
On:~>logy, Sceuril)', Vu.lnernhfl ity Ana.l)-sl:s ~~ld ~a088ez~t 

Ke)'words 
Stturi1y \'\lltlm:bility. 
Vulecral:ullty tnai)'SU 

1. INTRODUCfi ON 

~tthooiOf!Y. 

'lbe lnformMion: Sccw-iry AUitlrnltioD Progr&~n ((SAP) Li a t:.S. 
~·ttn~neat multi-ag.mcy uuli:!.twe to enable tLtomation tjld 
Star'ldanhzi:tioa of toch.Utal stcumy optraUOilS ( I). h.s blgh-!1!'\'t! 
p)s include S:ltnch:tb M:!ed ac10f~tian or stl!tlnl)' ~~ing and 
rtmcdra.OOtl u well ti a.utOrn&tioo of uxbrlical ~baoct 
acth tlics. Its low·k\el objtetl\ ts u)CI.Jde enabJi.a& sta!ld!.!ds 
baud Mml!'lunicalicon. of wln~lit)• &:lUI, ~uw•rmi~ina and 
t:'lanagifti CC)ftfigurttioa basclii)('S for '-'li!'io~ IT product&. 
tiSC:'Uing tnfCWI':'!alM)It S)'Rtlns and rtpoc1u~.g eornplia:ux 'lalllS.. 
tl5iJ~.& stMda.-d. t!'le'Lriet to wdsltt at:~d aggrt£Mt potential 
\'\I!I.C1'11bibty i.mpatt. .. ~ rtmediancg ide:Dtifitd \'Ulnttabtbtics (t ], 
Seeurc cocnputer !)'~tC!!:\5 ~l::$tn that ocmlide1Uial11y. intcsrity, 
-~ availablbty an: rua.inta:intd for wm. da&a. a.t~d ocho' 
l!lf<lm!:3Uon ti..iets.. C>vc:r tbe. pa.'it a ! I!'IA' d«adcs, 2. !lattifi-eanlly 
lar£c amouR!. of kno'll'locli.e bas bttl1 attusnu.latcd ic me lrta of 
infamttuon !ecutily. How~. a. lot of conee-p~S irt infon~tiot1 
IC'CUrity art \'lguc.ly detioed aDd JOC'Itci:rtlts they ba\"C dJ.fferun 

Per:n:11:c:a ta rrde dis:-t:l a r h-.""1! Cllpie:s; or :~f) D:" ~~~ of tb:ll -.--c:& illlr 
pcrMXll) or (":U.roQ!ID me is gnm!CU 11.11ixnu fcc pwndcd t:lz: ~ ~ 
11101 !Ia& cc- tinrillt:ttd few Jftll11 « commrtrial ~~c.h-ar.:gp W dill 
c~~ bt:::t tlu Mt!e~ 11~:~d ~he full d~uo an. t!!c l"a:K pa4tc. To CO;'I)' 
O'Jiawi sc, 11:t :cp;~bbb. w po:s; oc I'C\~ ar XI redislribi;;".C' 10 li~"' 
rtqlaftJ prior 9«ifk pcnt'li1llioa.tmd'or a ire.. 
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.sema.ntie:s in difftmll C()(ltclO.tl. eau:ting mdundc:ri1andiDg among 
stale holdm due to lite lart~ ~tbi~t)". 0!1 tlx Ollter llatld, 
the standardil.ation. desi&n and dc"-clopelC'tlt of security tools ( I · 
S] requue a S:)-stetna.tic classa(!Cflt.IOO attd dtti::ubQitl of Sffi.lt'ltY 

coneeplJ and t:ecbuiques. Jt is i:mpo1tan1 to ha\'C a dcatly dcfutrd 
''OCibvlaty attd i t&lldatciizcd lattguage as means 10 accurately 
comnw!tiell!c !I)'Uttn ''t..lncrUility information lt!ld their 
c:oorttttmeasll:les amona all the people b"olved. We bdi-e~-e that 
semuti-e tecb2101og:y i" gcec.r:ll!. and oetology in pa.·•'tict.1at. couJd 
bt a useful tOOl (Of S)"Stt~ 5C<'IU11)'. Our rtS~b wort ll&i 
(:Qilfl.nncd d 1.i,. bd.ic f aud llti• ~""ill tC!)Cnl 310nlC Of Ot.il .,."Od,. 

u1 lhis area. 

Aa ontology lS 1 spec'ificalioll of eooctplS Wtd their n:lauooship. 
Or.tology tq~ts kDOYA-cdgc in a fomtal &tid s.tructiJ:Ied foro. 
Tbtrtfort~ ontology pr<widcs a bcncr [001 for tocnl'ml.nie.atiort 
tct.tsabihty, and ot~l'!.iU"!l.O!I or k.M'Iili leqc. OtuoiOB)' IS a 
k.....t~ reprcscnO>tioo (KR) S)'lltm bosod oo D<scnplion 
Log,cs (DL.s) (6]. wrucll ;, .., ""'!><ella •• ,.., for. r.,.l)' of I(J( 

forma.Jis.tn!l ~ tnowkdg,c in \'lriOtJ! domJ.im. The Dt 
formal iant spec~racs a knowkdge do.na1n ai !he ~-orld .. by first 
defmin& dte rel~'D!lt eooecpts o f lltc dotnail'!... and men it IJl.C'i 

these: concept~ to specify ~ties of obJociS and 1ndlvidl:!a!s 
oct~.~;rri~ in d~.e domain (10· 12~ Semantic &c~h.notogies DOC onJy 
provide a 1.001 f01 C«''rnurtlcatjc,a, b~.:l a.lso a fOUttd:u.ton for ~­
Je\,'cl n:;a§()(litlg aDd dtcision .. ma};jng_ Ontology. in pcl1licular. 
provides &he polezn iaJ of f<1nnal logic infcrtoec: ba.ied oc• well· 
deftned data and lrru!O'Witd.ge bouts. Ontology Ctpi.U."'Ci lhc 
n:lationships bnv.'tt!l colk«ed ciata and tast lbt tApiiC'It 

ki)()Y.'led~ of ooneepa and rclatiom.h.i!)l to deduce d~e impli-cit 
and inbci"(''t ktl~ ledge~ As a maatr of fact. a hea"y-we1gln 
oetology roWd bt defined a& a fetm,al1ogte t) stem. as it i!lelcdts 
facu and tuJcs. tooXp1&. <"OIICc:pt: w:onomies. rdatio!tsl'tip8. 
propertjes. uiotns and eo.!tStra!!lts. 

A \'UI:lerability IS a secunty na.w. which. anscs froo OOI~I)alttt 
S)'Sttm dni~ imp1mltnta.t.ibrl. •naintccanet'. and opcratioo. 
R~ 11t tbe a..-ea of vuloerabiLty a•~l)'s.ts focus.es on d:SCO\-Ct')' 
of prt:Viously W\kl1i()'liVn ' 'WDC:tthititici and q.ul:ntif.catic:m o f the 
SC('wtty of S)'filt::ns aocotdin,g tO SOI:'IC C'IC'IncJ. Rc:scarehtrJ at 
.Mint.E ha\'C ptO\'ided a. i!lltld!n! fomw fllr na:ni.ng • seturit.y 
\'L.Jneratuhty. e~lod Com!~ \'ulntrab1h~ies and Ex:poiUteS 
(CVE) ( 14}. \\1lich asi.igns eteb vulnei'Ollility a Wl!.qtJC 
.dtnttfication n;.~mbtt . We havedcsiSI~ a vuh'ltrabtlii> OOt(>loG)" 

OVM (oi\Ullosy Ill< \-ulncrobilily lllll!lll!l<"""') populated""" Ill 
tx:~.Stiag ,'11JOO"&b11ititi in t\ VD (2). Jt suppons resc:arch Olt 
J'C'tiOning abot4 vutnc.rabilities and eb!lt9CICJiza:tion of 
\'ioJI."»Ct'abbliCS and tbc1t u:'lpa~ OQ COC'l'lt~Uti::IS: S)'SIC'I~~. Vendots 
and tHen tan !lie Obt ontOlogy in i"'potl of ~~!J!CI'Ibility 
ana~is.. tOOl de.,.elo,)l:nent and \'Ulncrabtlity rnarta~C;:'I\t'l'lt. 

Tbt rest of this pipet • ~c:d 111 foll~11: Seccion 2 pmcrm 
tl~e vci'-Jteccw-e or ow OVM. Scetion 3 di~ecsses bO!.O.• to popUa!e­
lhe OVM "'""th vulnerability i.z:.stlnoti from NVD ltld ocbtr 
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Malware 

SwA Mitrtl:et Pl~e 

SwA Ecosyst em 
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The Software Assurance Progr.lm of the Department of Homeland 
cyt>er seru~ty Divis'on co-sponsors SwA Foru~ semi-annually 
Department of Oc'cnse a.nd the National [nsbtut c for Standards and 
purpose of the forums: is t o bring together members of government, 
a~demLa with vested itlterests In software assurance to diSCuss and 
se<:t.ui ty, and rellab lity In software. 

FORUM PRfSENTATIONS 

SwA Forum presentations: that arc relcas<.'d for publicat ion are posted 

~}_t;!I,.,~.'!I-1.:~~~~!! .. ~~~~--~-L!.~-~-~-~~- - september 27-0Ctobcr 

~-~-t-~---~-~-1::.~~~~~~--~~~~~--~!.~.~-~--~-~~- • Marcf1 9·12, 2010 

~}_t_~---~-~-1.:~~~~~~--~~~~--~!.~.~-~--~-~~- · Novcm~r 3·5, 2009 

~-~---~-~-~.:~~~~~~ .. :?.~~~~~~--~-~-~-~-~-~~- · March 10· 12, 2009 

~-~~~~~~.~.u.a.l .s.o.":~~r,~ ,A,S~~:a~ .. ~~-~ • october 14· 16# 2008 

SWA WORKING GROUPS 

Jn between SwA Forums, the DHS SwA ~rogram hOst s SwA Worl<:lng 
provide venues for publ~c-prlvate collaboration in advandng 
init iatives. and status updat es rram the SwA Wor1dng G rOups are 
Forums and to other relevant stakei\Oidcr grOups. For tnOre lnrormat!on 

SwA Communities 

SwA Forums & Working Groups 

Workforce Education & Training 

Processes & Practices 

Technology, Tools & Product Eval. 

• Activities 

· Resources 

• Collaborations 

·Research 

Acquisition & Outsourcing 

Measurement 

Business case 

Technology, Tools and Product Evaluation Working Group 

Resources 

SwA Tools Overview 

Common Attack Pattern Enumeration and Classification 

Federal Plan for Cyber Security and Information Assurance Research and Development: 

Available for download on the ~~~i~~~ l ~e~t~ i~~~i~~Qffi~~f~~ ~~~'lle~~i~g ~~~ 
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