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ABSTRACT

U.S. strategy in current conflicts (Iraq, Afghanistan, and against al-Qaeda) has focused
predominantly on heavy U.S. military involvement (mostly kinetic operations), while
using influence components, for the most part, in a reactive manner. There seems to be
no grand influence strategy that informs U.S. policy and current military operations.
There are multiple descriptive formulations, but no prescriptive formulations on
developing an effective influence strategy using influence principles. There is also a lack
of systematic studies analyzing the impact and effectiveness of influence strategy in
conflicts. This thesis explores strategy and influence theory to identify key components
of an effective influence strategy and how one should modify these components to
increase strategic effectiveness. Using five levels of network analysis we propose six
hypotheses and test them using comparative studies of five major strategic conflicts of
the past century: the Boer War, WWI, WWII, the Cold War, and U.S. versus trans-
national jihadi terrorists. Analysis indicates that: 1) the quality of the competing
narratives will prove of decisive importance and 2) any communication strategy will need
to address inconsistencies to be effective. The ultimate goal is not to control and guide

the message, but to let the message guide and control our actions.
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l. STRATEGY AND INFLUENCE

A. INTRODUCTION

The purpose of this thesis is to explore influence strategy and theory to identify
what the key components of an effective influence strategy are and how to modify these
components, when necessary, to increase strategic effectiveness. “In a basic sense,
strategy is the methodical art of relating ends and means to deal with other actors”
(Arquilla & Ronfeldt, 2001, p. 348). The “QDR acknowledges that victory...depends on
information, perception, and how and what we communicate as much as application of
kinetic effects” (United States, 2006b, pp. A-4-A-5). Yet, the U.S. strategy in the current
conflicts in Irag and Afghanistan as well as with al-Qaeda globally has focused
predominantly on heavy U.S. military involvement (with a high proportion of kinetic
operations), while using influence components (media, public diplomacy, CA, MISO,
and PA), for the most part, in a reactive manner. There seems to be no grand influence

strategy by the U.S. to inform U.S. policy and current military operations.

In this thesis, we will begin by examining the relationship of influence strategy
with grand strategy, then progress to examining several key influence theories as
proposed by Cialdini, Ellul, Pratkanis and Aronson, Tugwell, McLuhan, and Reilly.
From our review, it appears that there are multiple descriptive formulations of the
components of influence, but no specific formulations on how to develop an effective
influence strategy using these principles. There is also a lack of systematic studies
analyzing the impact and effectiveness of influence strategy in conflicts. Arquilla and
Ronfeldt (2001) proposed five levels of analysis (or practice) to assess the design and
performance of networks. In Chapter I1l, we propose to expand this concept to apply to
any organization (whether network, nation-state, or non-state actor) in conflict with
another organization. In Chapter IV, we propose key variables that need to be present in
an influence strategy as well as the relative importance of each to determine the level of

effort or changes that would be more likely to help achieve the desired political end-state.



For our methodology, we will use comparative studies and adopt a comparative
case methodology with standard focus questions to apply to each case study in order to
provide structure and focus to the design. To choose the case studies for structured
comparison, we selected the five major strategic conflicts since the beginning of the 20th
century that have had a major impact on how influence operations are conducted, namely:
the Boer War, WWI, WWII, the Cold War, and the current conflict of U.S. versus trans-
national Jihadi terrorists.

B. STRATEGY AND INFLUENCE

B.H. Liddell Hart (1975) stated that “nations do not wage war for war’s sake, but
in pursuance of policy. The military objective is only the means to a political end”
(Lykke, 1989, p. 351). Thus, military strategy in all cases is the “art and science of
employing the armed forces of a nation to secure the objectives of national policy by the
application of force or the threat of force” (JCS Pub 1, 1987, p. 232). Now if “[s]trategy
equals ends (objectives toward which one strives) plus ways (courses of action plus
means (instruments by which some end can be achieved)” then what are the optimal
military ways and means for achieving political ends (Lykke, 1989, p. 9)? In the past,
military strategy often focused on the destruction of forces; however, this was required
only as a necessary step to ultimately reach the decision maker to achieve the political
concession of those who controlled the military. The “QDR acknowledges that
victory...depends on information, perception, and how and what we communicate as
much as application of kinetic effects” (United States, 2006b, p. 230). This end is the
same for the full spectrum of war, from potential conflict with nuclear powers to low-
intensity conflicts: “Countering the ideological appeal of the terrorist network of
networks is an important means to stem the flow of recruits into the ranks of terrorist
organizations. As in the Cold War, victory will come only when the ideological
motivation for the terrorists’ activities has been discredited and no longer holds the power
to motivate streams of individuals” (United States, 2005, p. 244).

Many believe that the goal is always the opposing political leader, the adversary’s

decision-making network, or war-making network; hence the debate during the birth of
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airpower over the concept of strategic paralysis. Strategic paralysis was conceived of as
a third type of warfare which did not seek the destruction of enemy armed forces in battle
via annihilation or attrition, but rather sought a strategy of bypassing battle with enemy
forces in favor of attack upon the sustainment and control of those armed forces (c.f.
Giulio Douhet, J.F.C. Fuller, Hans Delbruck, B.H. Liddell Hart, Lord Trenchard, & Billy
Mitchell for more details both for and against this concept). This ultimately gave rise to
the concept of strategic attack or strategic strike which is used to destroy the enemy’s
center of gravity. Colonel John Warden proposed the existence of five rings or centers of
gravity, with the most important one being leadership, followed by organic essentials,
infrastructure, population, and finally the warfighting capability itself (Carlino, 2002).
However, the true strategic center of gravity is the support (explicit or implicit) of any
movement or political entity by the domestic population: “in the final analysis, the
exercise of political power depends on the tacit or explicit agreement of the population

or, at worst, on its submissiveness” (Galula, 1964, p. 7-8 as cited by Gregg, 2009, p. 19).

The support of the people is not only physical but ideological; the population
either believes that the movement or political entity is the best choice to provide a safe,
secure, stable environment or is the best choice to help them achieve their goals.
Sometimes, however, it is merely the absence of a competing movement, or political
entity that engenders their reluctant support for the current situation. This can be seen in
the modern conflict where “Countering Ideological Support for Terrorism attacks the
enemy’s strategic center of gravity—extremist ideology” (United States, 2006a, p. 289).
Although there may not be a single, identifiable physical center of gravity (i.e., a person,
leader, or nodes in a network); the “glue” that holds the adversary together is the
narrative that binds that organization. So, the “way we conduct operations...can affect
ideological support for terrorism. The conduct of military operations should avoid
cutting the credibility and legitimacy of moderate authorities...Key to this is Muslims
populations’ belief that terrorism is not a legitimate means to pursue political goals”
(United States, 2006a, p. 301). Although the Muslim population may not believe



terrorism is a legitimate means if it is not consistent with their religion, the population
may still support an insurgency; but, as argued above, only implicitly if there is no valid

alternative.

If we assume that the strategic end is to achieve political concession via influence
over the populace, what are the best means to achieve this end? The “erosion of
traditional boundaries between foreign and domestic, civilian and combatant, state and
non-state actors, and war and peace is but one indication of” a “rapidly changing strategic
initiative...In response, the President has heightened U.S. Government strategic emphasis
on countering violent extremism through effective strategic communication (SC) and
information operations [IO]” (United States, 2011, p. 1). Accordingly, the government
and military services have continued to invest in multiple studies and assessments, and
have recently realigned responsibilities for 10 and individual capabilities, as well as
proposed a new definition for 10. The new definition will be “the integrated
employment, during military operations, of information-related capabilities in concert
with other lines of operation to influence, disrupt, corrupt, or usurp the decision-making
of adversaries and potential adversaries while protecting our own” (United States, 2011,
p. 2). The key change between the previous definition and the proposed current
definition is the elimination to any explicit references to key capabilities such as OPSEC,
MILDEC, MISO, EW, and CNO. The reason for this change is to eliminate the
distinction between the capabilities and 10 as an integrating function. “Successful 10
requires the identification of information-related capabilities most likely to achieve
desired effects and not simply the employment of a capability” (United States, 2011, p.
2). ltis clear that 10 and SC are important to achieve strategic military and political ends
in ideological conflicts in the information age, but the hardest concept is how to employ
these means in the appropriate ways. “In addition to military information operations, this
strategic communication plan ensures unity of themes and messages, emphasizes success,
...and reinforces the legitimacy of US goals” (United States, 2004, p. 280). As stated
above, the ultimate goal of 10 is to influence the decision maker, often via influence over

the masses or public along the way, which implies the need for a theory of influence.



C. INFLUENCE: MEDIA OR MESSAGE

Within influence theory, there is a debate as to whether the means should focus
more on the content of the message or on the media used to deliver the message.

Marshall McLuhan (1965), a proponent of the latter view, states that the “‘hot” wars of
the past used weapons that knocked off the enemy, one by one. Even ideological warfare
in the eighteenth and nineteenth centuries proceeded by persuading individuals to accept
new points of view, one at a time. Electric persuasion...works, instead, by dunking entire
populations in new imagery” (p. 339). He also argues that too much focus has been put
into the “content” of the media. McLuhan states that the “medium is the message”;
therefore, we need to pay attention to the media in contrast to the traditional focus on the
“content.” “Political scientists have been quite unaware of the effects of media anywhere
at any time, simply because nobody has been willing to study the personal and social
effects of media apart from their ‘content’ (p. 323). We are completely immersed in
media everyday which alters our viewpoints. For McLuhan, media does not stop at radio,
T.V., movies, and print; but also includes money, clothing, architecture, telephone,
telegraph, etc. In other words, “‘the medium is the message’ because it is the medium
that shapes and controls the scale and form of human association and action...the
‘content’ of any medium blinds us to the character of the medium” (p. 9). Therefore, “the
use of technology, conforms men to them...It is this continuous embrace of our own
technology in daily use that...is why we must, to use them at all, serve these objects” (pp.

45-46).

However, McLuhan also admits that each “mother tongue teaches its users a way
of seeing and feeling the world, and of acting in the world, that is quite unique” (p. 80).
Although he believes that the medium is the key factor, McLuhan is still forced to argue
that different cultures approach different media in different ways, which may make a
difference in how things are perceived as seen in the following sets of quotes:
“technological media are staples or natural resources...this pervasive fact creates the
unique cultural flavor of any society” (p. 21). “The meaning of a message is the change

which it produces in the image” (p. 26). “As we move out of the Gutenberg era of our
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own culture, we can more readily discern its primary features of homogeneity,
uniformity, and continuity” (p. 87). In other words, despite his focus on the power of the
media, ultimately we can conclude that the underlying content itself is unchanging, but
simply perceived differently based on culture and the type of media used which he
inadvertently admits when he states that the “current assumption that content or
programming is the factor that influences outlook and action is derived from the book
medium, with its sharp cleavage between form and content” (p. 314). If there is a sharp
cleavage between the content (message) and the form (medium); then the message is not
the medium but alters the way the content is formed and received. In other words, if
radio “changed the form of the news story as much as it altered the film image” (p. 53),
then there was content present that was modified by changing media. This does not
discount the effect that media have on the message. Although ultimately, it is the
message content that is important, the persuasion practitioner must take into account how
that message will be changed and perceived by other cultures based upon the media used

and the presence of countervailing media in the society.

While McLuhan (1965) focused on the media, Robert Reilly (2009) focuses more
on the message itself. Reilly makes the case that the proper job for U.S. public
diplomacy is to explain, promote, and defend American principles to audiences abroad.
However he states that since 9/11, “U.S. public diplomacy is generally acknowledged as
a failure” and that those whose job it is to influence “will not even admit that it is their
mission” (p. 9). Reilly points out the main reasons for failure stem from confusion
regarding what it is we are defending, and against whom we are defending it. The
problem is one of message content. Reilly criticizes the heavy use of advertising models
in the promotion of democracy. He argues that promoting, practicing, and defending
democracy requires the primacy of reason over passion but advertising is a form of
manipulation that does not appeal to reason and relies on emotional impulse. While the
US tends to focus on technology over content, our adversaries have been able to
overcome technological disadvantage through the content of their message by staking a
claim on ultimate legitimacy (p. 10). Reilly describes it as the most powerful form of

narrative. The heart of the problem is that the U.S. has failed to address the war of ideas
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“in order to fight a war of ideas, one has to have an idea” (p. 14). However, this “is not
as simple as it may sound. A war of ideas is a struggle over the very nature of reality for
which people are willing to die. Therefore, the first thing one must do is formulate the
ideas that are so central to one’s life that one is not willing to live without them. For a
nation to successfully project such ideas, there must be a broad consensus within it as to
what those ideas are” (p. 14). So what are the key principles of influence (how we should
formulate and transmit these critical ideas) that inform our strategy? In Chapter 2, we
will further explore influence strategy and theory to identify the key components of an

effective influence strategy.
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Il.  PRINCIPLES OF INFLUENCE

So, what principles are most important in order to influence people to join specific
social movements? There is a large literature on influence, its various characteristics,
tactics, and components. Below we will briefly summarize some of the schools of
thought as exposited by Ellul, Cialdini, Tugwell, and Pratkanis and Aronson to see if

there is any commonality about how best to craft an influence strategy.

In Propaganda, Jacques Ellul (1965) defined five external and five internal
characteristics of propaganda (or the messages that influence people). The external
characteristics determine how propaganda relates to the outside world and how to best set
up its use to achieve its goals. Meanwhile, the internal characteristics determine what
should be known about the target and environment for propaganda to be most effective.
We’ll summarize the external characteristics first. The first is that propaganda is
targeting both the individual and the masses at the same time. “The most favourable
moment to seize a man and influence him is when he is alone in the mass: it is at this
point that propaganda can be most effective” (p. 9). The second characteristic is that
propaganda must be total, to include “the press, radio, TV, movies, posters, meetings,
door-to-door canvassing. Modern propaganda must utilize all of these media” (p. 9). Itis
at this point that Ellul differentiates between propaganda and pre-propaganda. “Direct
propaganda, aimed at modifying opinions and attitudes, must be preceded by propaganda
that is sociological in character, slow, general, seeking to create a climate, an atmosphere
of favorable preliminary attitudes. No direct propaganda can be effective without pre-
propaganda” (p. 15). Additionally, “[o]ral or written propaganda, which plays on
opinions or sentiments, must be reinforced by propaganda of action, which produces new

attitudes and thus joins the individual firmly to a certain movement” (p. 15).

The third characteristic is that propaganda must be continuous and long in
duration “continuous in that it must not leave any gaps...lasting in that it must function
over a very long period of time” (p. 17). The fourth characteristic is that an organization

IS required that controls the mass media, uses them correctly, and calculates the effects of
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one slogan or campaign over another as well as the interaction between them. *“We can
hardly expect great results from a simple dissemination of words unless we prepare for it
by education (pre-propaganda) and sustain it by organization and action” (p. 22).
Additionally, the “manipulation of symbols is necessary for three reasons...it persuades
the individual to enter the framework of an organization...it furnishes him with reasons,
justifications, motivations for action...it obtains his total allegiance” (p. 23). The fifth
external characteristic of propaganda is orthopraxy (from thought to action), which states
that “the aim of modern propaganda is no longer to modify ideas, but to provoke
action...its aim is to precipitate an individual’s action, with maximum effectiveness and
economy” (p. 25). The *action exactly suited to its ends must be obtained...orthopraxy-
an action that in itself, and not because of the value judgments of the person who is
acting, leads directly to a goal...[this]...action makes propaganda’s effect
irreversible...he is now obliged to believe in that propaganda because of his past action”
(pp. 27-29).

Ellul (1965) also defined five internal characteristics of propaganda, the first of
which is knowledge of the psychological terrain. Propaganda must be tailored to fit the
terrain and never make a direct attack on an established, reasoned opinion or an accepted
cliché. “We frequently find that psychological manipulations do not appreciably change
an individual’s firmly established opinion, a Communist or a Christian with strong beliefs
is very little, if at all, shaken by adverse propaganda” (p. 33). “Attacking an established
opinion or stereotype head on would make the propagandee aware of basic
inconsistencies and would produce unexpected results. The skillful propagandist will
seek to obtain action without demanding consistency, without fighting prejudices and
image, by taking his stance deliberately on inconsistencies” (p. 35). Additionally,
“propaganda is confined to utilizing existing material...above all...the needs of those he
wishes to reach. All propaganda must respond to a need, whether it be a concrete need

(bread, peace, security, work) or a psychological need” (pp. 36-37).
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The second characteristic covers the fundamental currents in society.
“Propaganda must be familiar with collective sociological presuppositions, spontaneous
myths, and broad ideologies. By this we do not mean political currents or temporary
opinions that will change in a few months, but the fundamental psycho-social bases on
which a whole society rest” (p. 38). The third internal characteristic is timeliness. Man
will be “moved to action only if the propaganda pushes him toward a timely action” (p.
43). Additionally, propaganda “can succeed only when man feels challenged. It can
have no influence when the individual is stabilized, relaxing in his slippers in the midst of

total security” (p. 44).

The fourth characteristic is the effect of propaganda on the undecided, “those
people whose opinions are vague, who form the great mass of citizens, and who
constitute the most fertile public for the propagandist” (p. 48). The final internal
characteristic is the relationship between propaganda and truth. Propaganda must be
based on truth and facts, while the falsehoods are the moral elements in the realm of
intentions and interpretations. Facts must remain facts (or else the public can discover
and be dissatisfied with the inconsistencies), but they can be hidden or presented out of
context. However, intentions cannot be definitively disproven. “The propagandist must
insist on the purity of his own intentions and, at the same time, hurl accusations at his
enemy...the mechanism used here is to slip from the facts...to moral terrain and to
ethical judgment” (p. 58).

A couple of other key points by Ellul (1965) include the idea that people in
society need propaganda, especially so in the modern era, when a person is cast out of the
microgroups of the past (family, church, village) and plunged into mass society (thereby
highlighting his own inadequate resources, his isolation, his loneliness, and his
ineffectuality). Propaganda hands him what he needs: a raison d’étre, personal
involvement and participation in important events. Ellul also states that mass media, an
average standard of living, education, and information are required for propaganda and

manipulation.
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The next major influence theorist is Robert Cialdini (1993), who presents six
different categories of fundamental psychological principles that encompass virtually all
of the different tactics that compliance professionals (primarily in the marketing world)
use to influence people. The principles are consistency, recipr