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Director’s Forum

The Value of Lessons Learned in Multinational

Force Operations

The United States continues to reinforce its commitment to multinational coalition

partnerships and alliances as the means to address military conflicts, as well as peace-

keeping and humanitarian missions around the world.

Let’s face it, it’s too expensive to go it alone.
However, as the number of coalition partners
and alliance members increases, it is more in-
portant than ever to ensure interoperability
through standardization solutions. The ability of
two or more nations to work effectively to-
gether requires them to create a common
ground or to have agreed-upon standardized
doctrine, tactics, equipmient, comimunication
mechanisnis, practices, and procedures. Funda-
mentally, standardization is one of the key en-
ablers to mteroperability among coalition
partners and allies. But 1 also believe that inter-
operability requires more than agreed-upon

standardization documents.

In general, mteroperability requirements
should be established prior to the development
of any standardization document—ifrom the
leadership (top down) or field level (bottom
up)—and should be provided to a team of
subject matter experts to begin working on an
operational or materiel solution. Once the stan-
dardization document has been developed and
distributed for use, care must be taken in fol-
lowing its implementation. We must realize that
not every standardization solution will provide
its intended users with the desired capability,
and there may be times when a new require-
nient must be accommodated quickly, making
it difficult to gather a team of subject matter

experts to address the shortfall. There also are

times when a standardization solution is devel-
oped and has all the markers for success, but
when it’s used during an actual multinational
force operation, it may not deliver what the
warfighter needs. Therefore, it is important that
we take the necessary steps to send and receive
feedback to ensure standardization successes are
recorded and interoperability shortfalls are ac-
commodated. Achieving the highest level of in-
teroperability requires materiel and operational
standardization solutions. But, let’s not forget
the importance of feedback. Objective and
frequent feedback allows for sharing lessons

learned.

If you ask five people how they view lessons
learned, you may get a variety of responses, but
at least one may 1mply something along the

lines of “learning from past mistakes.” The term

Gregory E. Saunders
Director
Defense Standardization Program Office



“lessons learned” tends to yield a negative con-
notation, because some people may believe
that a mistake or failure has occurred. But, in
fact, lessons learned are valuable, as experience
provides the required feedback to assess our
capabilities. As noted by Henry Brook Adams,
“all experience is an arch to build upon.” If
history has taught us anything, it has empha-
sized the importance of and challenges associ-
ated with preparing for unexpected multi-
national force operations. Also, it has taught us
that our successes are closely tied with the
ability of our coalition partners and allies to
change and to shape lessons learned into inter-

operability solutions.

Documenting lessons learned and forwarding
them as feedback for appropriate action provide
us with an opportunity to pause and evaluate
our experiences. Efforts to document lessons
learned must be more than an act of recording
an outcome, but should be focused more on the
value of the lesson itself. Whether the outcome
of an operation or exercise is successful or not,
there is great value in knowing what happened
and in relaying the information back to leaders
and subject matter experts so that something
can be done to further refine processes or pro-
cedures. In order for coalition partners and al-
lies to meet the demands of a changing global
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environment, there must be adequate standardi-
zation solutions to interoperability requirements,
and most important, nations participating in
multinational force operations on the ground
must provide feedback that is essential to refin-

ing standardization solutions.

An admiral speaking at a conference I attended
years ago used two slides that have stuck in my
mind. The first said, “There are nc permanent
victories; to win one must stay alert and ma-
neuver.” The second said, “If we don’t change
direction we’ll end up where we’re headed.”
Gathering, studying, analyzing, and acting on
lessons learned both from failure and success is
the “stay alert” part of the equation. Being
ready, able, and willing to actually learn and
change behavior based on the lessons is the
“maneuver” part of the equation. We don’t do
as well as we could in acting on the lessons
we've learned, and that is symptromatic of the
second slide. This edition of the journal outlines
several approaches used by coalition partners and
allies to satisty interoperability requirements, as
well as to capture lessons learned and to apply
them to develop best practices and further re-
fine standardization solutions. Doing so will
enable them to continue meeting their interop-
erability requirements in the future. We must, as

the admiral said, stay alert and maneuver.



The NATO Standardization Agency—

A Continuing Success Story

*— ihangir Aksi




This year is the 60th anniversary of the establishment of the NATO Standardization
Agency (NSA). The creation of the NSA (originally named the Military Agency for
Standardization) just 2 years after the North Atlantic Treaty was signed in 1949 indi-
cates the fundamental importance of multinational standardization to NATO’s ability

to conduct operations. The NSA is a continuing success story.

Effect of Standardization on Operations

On May 13,2010, 14 American soldiers made history by becoming the first foreigners
to receive Germany’s Gold Cross medal, one of its highest awards for valor. They were
medical evacuation crewmen honored for risking their lives to rescue critically in-
jured German soldiers ambushed during a patrol north of Kunduz, Afghanistan. A true
success story, but what impact did standardization make? As usual, when things go
well, standardization 1s taken for granted. However, it is only because of 1 number of
NATO standardization agreements (STANAGsS) that troops of different nations could
work together at all. In this instance, three STANAGs were key: one covering the
medical evacuation message, another (Allied Joint Medical Support Doctrine) de-
scribing how to conduct medical evaluations, and the third addressing the procedures

for classifying injuries and transporting patients to medical installations.

Standardization also facilitates radical changes. For example, Turkey, which entered
NATO together with Greece in 1953, changed its 630-year-old military map symbols
and the colors used to denote friendly and opposing forces through the implementa-
tion of STANAG:S. Indeed, many nations use only NATO operational STANAGSs and

no longer produce their own.

Examples of the contribution of standardization to military operations are innumer-
able. In fact, without standardization, multinational interoperability could not be

achieved, and NATO operations would not be possible.

NATOQ’s Standardization Structure and Process

The NSA is the key element in the NATO Standardization Organization (NSO),
which has overall responsibility for NATO standardization activities. The NSO is led
by the Committee for Standardization (CS). As shown in Figure 1, the CS is one of
several senior committees reporting to the North Atlantic Council (NAC), the high-
est committee in NATO. Those committees are the Civil Emergency Planning Com-
mittee, Logistics Committee (including the Petroleum Committee), Air Defense
Committee, Military Committee, Conference of National Armament Directors, and
Consultation, Command and Control Board. The senior committees are the tasking

authorities authorized to develop standards in their respective domains.
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Figure 1. Structure of the NATO Standardization Organization

Civil Operational

NSSG | _
Notes: ADC = Air Defense Committee, C3 = Command, Control, and Communications, C3B = Consultation, Command and Control Board, CEPC =

Civil Emergency Planning Committee, CNAD = Conference of National Armament Directors, CSREPs = CS Representatives, LC = Logistics Committee,
MC = Military Committee, NSSG = NATO Standardization Staff Group, and PC = Petroleum Committee.

The role of the CS is to determine how nations can realize standardization. The
INSA is the executive body supporting the CS and managing the process of develop-
ing standards and then promulgating them. NSA’s primary focus is on standards af-
fecting military operations. The NSA is supported by the NATO Standardization Staff
Group, which addresses the operational, materiel, and administrative aspects of stan-

dardization.

As can be seen in Figure 2, the NSA comprises the Policy and Coordination Branch
and four military branches. The Policy and Coordination Branch addresses terminol-
ogy and partner cooperation, as well as crucial areas of operational standardization

within NSA’s military branches.

The NSO continues to follow standardized processes and procedures to develop

standards. Standardization requirements are established in one of two ways:

B Top-down process, in which standardization issues are addressed through the NATO
Defense Planning Process (NDPP). The process is initiated when the strategic com-
mands identify standardization requirements, along with interoperability require-
ments that are part of the capability requirements for nations. The NSO then staffs

the so-called “targets” to be refined into concrete standardization tasks to be fulfilled.
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Figure 2. Current NSA Structure
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Notes: MA/PA = Military/Personal Assistant, MCASB = Military Committee Air Standardization Board, MCJSB = Military Committee Joint
Standardization Board, MCLSB = Military Committee Land Standardization Board, MCMEDSB = Military Committee: Medical Standardi-
zation Board, MCMSB = Military Committee Maritime Standardization Board, and MCTC = Military Committee Terminology Conference.
I Bottom-up process, in which nations or NATO commands report a standardization
need that 1s validated by the appropriate tasking authority. Historically, most NATO

standardization has been, and continues to be, through the bottom-up process.

The resulting standards are produced at the lowest classification possible by national
subject matter experts who attend the subordinate working groups. These are then

agreed to by nations’ ministries of defense.

The NSA provides the framework for facilitation and coordination and, crucially, the
focal point for the promulgation of agreed-to standards. The NATO Standardization
Documents Database is the most significant element in making 2,000+ STANAGsS plus
supporting Allied Publications (8,000+ documents) available for all NATO nations and
partners. An unclassified mirror of the database provides many standards openly on the
Internet or through a password-protected website. The website also has 10,000+ defini-
tions of NATO terminology and 13,000 members who, on an average day, download

800 documents and send 600 e-mails.

NATO Standardization Challenges

Winston Churchill commented: “It has been said that democracy is the worst form of
government except all the others that have been tried.” NATO was established on the
democratic fundamentals of its founding nations. This approach is naturally reflected in
the decision-making processes within the organization, including standardization. There-

fore, making decisions about standardization takes longer than many would like and
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often requires compromises. However, the process delivers an important result—endur-

ing interoperability among the 28 NATO member nations (and many partners).

Because standardization is the main enabler for interoperability, NATO determined that
the interoperability requirements need to be identified. The process for doing so is being
developed as part of the implementation of the NDPP. Identifying sound mteroperability
requirements is going to be challenging and will make new demands of the NSO and
NSA.To address the challenge, the NSA and the strategic commands are forming a new

Interoperability Task Force to ensure effective coordination,

For most of NATO?s history, military forces have been largely concerned with cooper-
ation at the Army group level. NATO's more recent deployed operations, particularly i
Afghanistan, have required interoperability at far lower levels than had previously been
envisioned. Many issues have been reported and solved through standardization, for ex-
ample, through the use of the “fast-track™ process to produce allied joint doctrines on
countering improvised explosive devices and on counter-insurgency. Nevertheless, oper-
ational commanders often are not able to find the time to report lessons learned on stan-
dardization shortfalls. The failure to report such lessons remains a key problem beyond
the NSO control. Therefore, individual nations must make the eftort to raise standardi-

zation issues for the NSO to address.

NATO standardization continually faces new challenges such as the speed of technical
innovations. The military needs to keep up with developments in technical fields, for ex-

ample, the recent new high-priority field of cyberdefense.

Interoperability and, therefore, standardization become even more important as nations
seck to reduce their armed forces due to the current economic climate. However, unless
nations take the importance of interoperability into account when deciding whether to
fill their standardization posts at home or in the NSA, NATO' ability to support the ex-

isting, let alone additional, standardization work may present insuperable challenges.

NSA Reform

In keeping with decisions made at the June 2011 ministerial meeting, the NSA is devel-
oping a plan to mmprove its cost-effectiveness. The plan is based on the methods of
change management. As shown in Figure 3, the NSA staff, subject matter experts, and
others involved in NATO standardization are analyzing options to improve their job efhi-
ciency. Among other things, those stakeholders conducted a SWOT (strengths, weak-
nesses, opportunities, threats) analysis to help identity practicable options. The selected
options will constitute a consolidated view of NSA’s short-term reform future. The NSA

will provide that information to the CS and the Defense Policy and Planning Committee
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Figure 3. Way Ahead for Agency Reform

June 2011 Ministerial

DPPC(R) NSA Change Management (CM)
Work Plan
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*System Analysis
NSA CM Plan -Review/Update
»New Strategic Plan?
« Staff Mentality?

»Structure?

Approval
DPPC(R)

Notes: DPPC(R) = Defense Policy and Planning Committee (Reinforced), and SME = subject matter expert.

for review. If the two commiittees agree, the results could be integral to shaping the future

of the NSA and standardization management in NATO.

The NSA planned to deliver a final short-term product (quick wins) to the senior com-
mittees by November 2011. The long-term change management plan will follow and

should be implemented at the beginning of 2014.

What will reform mean for NATO standardization and the NSA? It will enable NSA to
realize its vision, which is twofold: be a “one-stop shop” for standardization support man-
agement for all ongoing NATO operations and be the point of contact for standardiza-
tion entities within and outside NATO through increased cooperation with other civil

standard developing organizations, thus enhancing overall interoperability.

For the last 60 years, collaboration among NATO nations and partners has been sup-
ported by the low-key but effective endeavors of the NSA, fostering interoperability
with the aim to deliver readiness to our military forces through common standards. With
this in mind, and looking forward to new challenges, there’s no better opportunity to

emphasize this point: “Be wise, standardize.”

About the Author

Cihangir Aksit has been director of the NSA since June 2010. Previously, he was assigned to the
President’s Defense Consultant in 2010 and then to the Consultant Expert at the permanent Mis-
sion of Turkey to NATO in Brussels. Mr. Aksit spent most of his career in the Turkish Armed Forces
where, among other things, he played a major role in the establishment of total quality manage-
ment and change management. He retired in 2008 as a Turkish Army Major General 3§
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The American, British, Canadian, Australian, and New Zealand Armies’ Program
(ABCA) addresses interoperability—the ability to train, exercise, and operate to-
gether—of all its members’ land forces. ABCA seeks to achieve the highest possible
degree of interoperability through materiel and non-materiel standardization. Es-
tablished in 1947, ABCA continues building on its legacy of cooperation during
World War II and remains a dynamic and proactive program addressing coalition

interoperability gaps.

ABCA demonstrates relevance 1n its current program plan, products, and exercises
by identifying and mitigating interoperability gaps and promoting mutual under-
standing. These efforts underscore the commitment of member nations to coali-
tion interoperability as well as the importance of interoperability to the member
nations. The U.S. Army leadership is committed to ABCA, because the benefits de-
rived from these international programs have proved invaluable. ABCA, a major

U.S. Army security cooperation activity, is mature, cost-effective, and enduring.

Program Plan

In April 2011, ABCA delegates developed the annual work plan, called the Pro-
gram Plan 2011, considering key recommendations from 2010 activities and na-
tional inputs for interoperability gap analysis. The plan to close identified gaps,
approved by the ABCA National Directors (one-star level), is an aggressive effort
designed to meet the prioritized needs of arnies in accordance with Executive

Council (Vice Chief of Staff of the Army equivalents) strategic direction.

The sample of tasks designed to address interoperability gaps and the associated
ABCA products or deliverables are current and important. Among the many issues
identified, two—transition planning guidance and stabilization support to achieve
civil effect—are especially relevant, particularly as the NATO/International Secu-
rity Assistance Force mission in Afghanistan winds down and responsibility for se-
curity is transferred to the Afghan security forces. Although interoperability at
senior levels is considered adequate, it becomes more critical and problematic at
the two-star Combined Joint Task Force level and below. Recognizing this, ABCA
Capability Groups are examining interoperability gaps and methods on how best

to mitigate them across full-spectrum operations.

ABCA History: ABCA Armies’ Program Resulted from Close Allied Cooperation on Operations

1947 19 1964 19 004
American, British,  Australian Army Basic Standardization New Zealand Army U.S. Marine Corps New Zealand Army
and Canadian Armies joins (ABCA Armies) Agreement (BSA 64) granted observer  participation granted full member-

(ABC Armies) reach ratified status formalized asan  ship (but ABCA
formal agreement associate member acronym maintained)
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ABCA Program Plan 2011

Capability/support group Lead nation Topic areas Products
Command United States Design and operations | Report
of two-star-level Com- | Multiyear campaign
bined Joint Task Force | plan
ABCA communications | Report
and information Database
systems interoperability
strategy
Information manage- | standard
ment standard
Act United Kingdom Transition planning Handbook (companion
guidance to ABCA Security Force
Capacity Building
Handbook)
Stabilization support to | Report
achieve civilian effect
Sense Canada Human terrain coordina- | Report
tion and integration
Electronic warfare Report
operations Section for Coalition
Operations Handbook
Chapter for ABCA
Coalition Intelligence
Handbook
Shield United States Incident site exploitation | Standard
data template and
exchange
Chemical, biological, Report
radiological, and nuclear
campaign plan
Sustain New Zealand Transition to host nation | Update to the ABCA
of combat service and | Coalition Logistics
health service support | Hanabook
Exercise and Experimentation | Australia Lessons collection— Report
Afghanistan
Coalition Lessons Report
Analysis Workshop 2011| Database
ABCA Activity Allied Report
Auroras 2011
Futures United Kingdom ABCA strategic assess- | Report
ment ABCA future concept
development
Deterrence, prevention, | Report
and capacity building— | ABCA future concept
implications for land development
forces
Science and Technology Canada ABCA S&T priorities -
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Coalition Operations Handbook

The Coalition Operations Handbook (COH), updated in 2010, illustrates the quality and
durability of ABCA products. The COH addresses topics such as forming effective coali-
tions, logistics, communications, and full-spectrum operations. It mitigates the ABCA na-
tions’ interoperability gaps, identified and addressed by all Capability Groups, by
providing planning questions and integrating standard operating procedures (SOPs) to
achieve interoperability. The U.S. Army has incorporated the COH and other ABCA
findings into its doctrine and pushed ABCA recommendations into its curricula and unit
SOPs:!

B In 2002,ABCA assembled a group of urban operations experts to draft coalition pro-
cedures prior to entering combat in Iraq. These procedures became a chapter in the
COH.

B In 2004, NATO used the COH as the base document to produce the NATO Hand-
book for Coalition Operations.

B The US. Army’s Battle Command Training Program uses the COH for mission
rehearsal exercises, preparing units for deployments to Bosnia, Iraq, and Afghanistan.

R U.S.Army Field Manual 3-16, The Army in Multinational Operations, acknowledges that
“much of the information in this manual is based on the ABCA Coalition Operations
Handbook.”

B The U.S.Army Command and General Staff College has incorporated the COH into

its elective course curricula.

The ABCA library includes publications to assist with planning and preparation for
coalition operations. For example, in addition to the COH, other ABCA products used
by land force staffs in current operations include the Coalition Logistics Handbook, a guide
to the planning and conduct of logistics support in an ABCA coalition, and the ABCA
Secutrity Force Capacity Building Handbook, a compendium of approaches—to operational-
level design through to tactical-level execution—to assist coalition commanders and staff

members with understanding and developing solution to building security force capacity.

Exercises and Workshops

ABCA strives to be forward looking in exercises and experimentation. The recently
completed ABCA Activity Allied Auroras 2011 (AA11) and the Coalition Lessons Analy-
sis Workshop (CLAW) 2011 indicate ABCA’s proactive approach.

ALLIED AURCRAS 11 AND MULTILATERAL INTEROPERABILITY PROGRAMME

AAT1, a technical test, successfully evaluated a proof-of-concept of an ABCA distributed
synthetic environment (DSE). A DSE is a network of remote locations of various mem-

ber nations connected using a simulated scenario and linked together via the Multlateral
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Interoperability Programme (MIP). The Allied Auroras DSE was designed to support pre-
mission training by an ABCA brigade headquarters, identify ABCA simulation interoper-

ability gaps, and inform national simulation programs.

The MIP is an information exchange requirement standard developed by a forum of 27
nations and NATO that was adopted by ABCA.The MIP protocol enables the exchange,
between MIP-conipliant nations, of graphics showing the common operational picture
to enhance command and control (C2) interoperability. As a direct result of ABCA,
Block 2 of MIP is being successfully used by coalition partners in Afghanistan to ex-
change position reports, graphics, tracks, and certain significant C2 activities. The recently
developed Block 3 version of the MIP was used in AA11 to provide maneuver graphics

and position location reports between national C2 systems.

AA11 demonstrated the ability to develop, build, and test a muttilateral DSE, resulting
in savings in both manpower and fiscal resources. More important, such modeling and
simulation applications will allow leaders, without deploying to a common location, to
become immersed in anticipated environments, analyze decision alternatives, prepare for
operations throughout the spectrum of conflict, and develop a common understanding
and coalition knowledge base. The way ahead is to further advance the DSE for future

multinational command post activities and mission rehearsal exercises.

COALITION LESSONS ANALYSIS WORKSHOP 2011

The CLAW, first held in 2004, 1s now a biennial activity for the collection and analysis of
coalition lessons learned m current contlicts and exercises. CLAW 2011, recently con-
ducted at Fort Leavenworth by the Center for Army Lessons Learned, also included a les-
sons—collection deployment to Afghanistan in July 2011, CLAW confirmed such key
issues as the need for the following: a doctrine and planning handbook on transition of
responsibility from coalition military forces to host nation security forces; more coalition
training at the division (two-star) headquarters and below; accelerated, timely, and fo-
cused distribution of ABCA products and lessons learned; increased information sharing;

and more compatible comniunications and information systems.

The CLAW enables ABCA to identify and confirm current interoperability issues and
focus efforts where most needed. A biennial CLAW report will be published to inform
the ABCA National Directors and Executive Council in support of interoperability gap

analyses and strategic direction.

Summary

Close allied cooperation and collaboration contribute immeasurably to ABCA’s suc-

cesses. The end of the Cold War and 9/11 were national watersheds and resulted in coali-
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tion and ABCA transformation. Just as the U.S. Army and its coalition partners began a
decade-long period of demanding combat operations and transformation, so too did
ABCA, strategically transforming itself in 2002-2004 to focus on coalition interoperabil-
ity. The resulting program transformation to a centralized, top-down approach to inter-
operability has proved remarkably effective and evolutionary. ABCA’s approach promotes
interoperability and understanding of each nation’s approaches, allowing the members to
work more effectively with ever-decreasing resources. Such a transformation within
ABCA resulted in responsive, timely, and relevant research and products, and it also en-
couraged adaptation to maintain relevancy as evidenced by this year’s program plan,

products, activities, and exercises.

Is ABCA effective? The program is effective, as evidenced by the continued interest
shown by the members and relevance of various products produced and periodically up-
dated, such as the COH, which have been incorporated by the U.S. Army. ABCA will
continue to prove its effectiveness and relevance as it addresses interoperability in an era

of reduced defense funding and capacity.

Is interoperability still important? Although the nature of war and the methods of
warfighting may change, the need for interoperable forces will remain high. Interoperabil-
ity is enhanced through understanding, cooperation, and standardization. ABCA is not a
relic of the 20th century; it remains an effective and relevant organization for the needs of
21st century military operations. The information and products are available and relevant.

Increased awareness of these at all levels will further prevent reinventing the wheel.

Conclusion

ABCA promotes coalition interoperability, understanding, predictability, and cooperation
and is one of the most effective U.S. Army security cooperation activities. As Winston
Churchill pragmatically noted, “There is only one thing worse than fighting with allies;
and that is fighting without them.”” The U.S. Army is more than ever likely to prosecute

conflicts with allies and partners. That approach saves lives and money.

'Richard A. Cody and Robert L. Maginnis, “Coalition Interoperability: ABCA’s New Focus,” Military
Review (http://findarticles.com/p/articles/mi_mOPBZ/is_6_86/ai_n17093422/).

*See http://www.military-quotes.com/Churchillhtm.

About the Author

Richard Kurasiewicz, a U.S. Army civilian and retired officer, is a program analyst for the Deputy
Chief of Staff, G-3, Pentagon, and the ABCA Deputy U.S. National Coordinator. While on active duty,
he served as a field artillery and foreign area officer in a variety of command and staff positions
and later worked as a contractor on the international affairs staffs in Army G-3 and then the Joint
Improvised Explosive Device Defeat Organization.*
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Standardization Management *
Cooperation A
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In these days of shrinking resources, it is important to maximize defense standardiza-
tion management cooperation wherever possible. Such cooperation by ministries of
defense (MODs), civil standards bodies, and industry can provide benefits on a na-
tional, regional, and international scale. Among those benefits are improved interfac-
ing among stakeholders; defense standards development and application; greater use
of civil standards; access to standards; and sharing of knowledge, expertise, and labo-

ratory resources.

One body at the forefront of this cooperation is the Materiel Standardization Har-
monization Team (MSHT), primarily a body of governmental defense standardization
management experts. The MSHT originally consisted of experts who participated in
the Western European Armaments Group before the creation of the European De-
fense Agency (EDA). However, the team’s membership is not restricted to European
Union nations. Participating nations include Austria, Belgium, Bulgaria, Croatia,
Cyprus, Czech Republic, Estonia, Finland, France, Germany, Hungary, ltaly, Latvia,
Netherlands, Poland, Portugal, Romania, Slovakia, Slovenia, Spain, Sweden, Turkey,
United Kingdom (UK), and United States. The team’s membership is supplemented
by regional organizations that have a vested interest in defense standardization, such as
the European Commission (EC), EDA, NATO, and European Committees for Stan-
dardization and Electrotechnical Standardization (CEN-CENELEC). Other stake-

holders are invited to some meetings as needed to contribute to the MSHTs efforts.

Possibly the only defense group of its size and type, the MSHT focuses on nations
assisting each other with standardization problems and standardization management.
The willingness of the members to share knowledge, expertise, resources, and so on,

has led to many successes.

Development of Tools

MSHT successes include the development, by a minimum of two nations for use by
many nations, of bilateral standards considered as best practice standards and open to
adoption by the European Committee for Standardization (CEN) or NATO. Each
standard is published in the format used by the nation leading the development of
the standard; for example, when the United Kingdom is the lead, the standard is is-
sued as a UK Defense Standard. A prime example is Defense Standard 61-23,
“Generic Fuel Cells,” which has been published through extensive cooperation be-

tween Germany and the UK.

The MSHT’s Best Practice Defense Standardization Management Model is an-

other important tool with many benefits. For example, the model provides nations

B a catalyst for rethinking their standardization management strategy,
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B a framework for developing their standardization management organizations,

B an incentive to explore standardization management best practices in greater
depth,

B opportunities to consider centralizing standardization functions on an interna-
tional basis, and

B asource of reference for taking best practices a step further through international

cooperation.

The model, shown in Figure 1, addresses seven areas of standardization manage-
nment: defense standards management, stakeholder management strategy and repre-
sentation, advice and guidance, standardization management training, civil and
defense standardization cooperation, communication management, and NATO stan-
dardization agreement (STANAG) ratification and implementation management.
Each of these areas has been thoroughly investigated, and a number of key best prac-

tice processes have been identified.

Figure 1. Best Practice Defense Standardization Management Model
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Another success story is EDA’s European Defense Standardization Management Infor-
mation System (EDSIS), the brainchild of the MSHT, which is advising on its structure
and information population. EDSIS is still under development but already contains lists
of defense standards projects that nations are oftering up as candidate bilateral standards.
Other EDSIS areas under consideration or development include the listing of standardi-

zation management problems, experts, policies, procedures, publications, and training.

Implementation of Best Practices

The MSHT recently undertook a health check by evaluating nations’ current status with
regard to implementing best practices as identified in the Best Practice Defense Standard-
ization Management Model. The following are among the strengths identified: commu-
nication of national standardization management positions, formalized delegation of
NATO ratification authority, development and maintenance of stakeholder networks, de-
fense standard feedback mechanisms, easy access to defense standards, and stakeholder in-
volvement in defense standards development. These strengths are not true for all nations

but apply to many.

The health check also highlighted activities resulting from the identification, develop-

ment, and implementation of best practices. The following are examples:

1 Inclusion, on EDSIS, of information about proposed CEN-CENELEC standards that
could affect the defense environment

i Consideration of the establishment of processes that provide visibility of STANAG
implementation

I Development of standardization management communication strategies and plans, or
reviews of the effectiveness of current strategies and plans

I Use of fuel cells in battlefield operations

§ An ongoing study by EDA on the provision of central access to standards used in de-
fense acquisition

1 Further development of the European Defence Standards Reference System, referred
to as EDSTAR, which provides project managers with a list of MOD and industry best
practice standards and advice on their application

1 Improved standardization training by some nations, with an ongoing MSHT activity
to compile and review available standardization training and the decision to develop

a training element on EDSIS

I Further development and population of EDSIS.

In addition to identifying strengths and best practices, the health check identified im-
provement opportunities. MSHT plans to concentrate its effort on three such opportuni-

ties: development and modification of civil standards to meet defense requirements,
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standardization communication strategy, and prevention of the use of canceled and obso-
lete standards. MSHT chose those particular standards because they were also raised by
industry during a recent EDA study. Among the other improvement opportunities iden-
tified in the health check are cooperation, at a senior level, among MOD, industry, and
civil standards organizations; adoption of defense standards as civil standards; coordina-
tion of MOD inputs to civil standards; and provision of dedicated help-desk services and

standardization management advice to project managers.

Cooperation with Regional Organizations

MSHT regularly works with EC, EDA, NATO, and CEN-CENELEC to assist with and

advance standardization management. Below are some examples:

B Assisted EC and EDA with reviewing the 1999 Sussex Study report, Standardization
Systems it the Defersse Industries of the Enropean Union and tlie United States. As a conse-
quence of that review, MSHT introduced a number of standardization management
initiatives. All of the study’s recommendations that could be pursued by MSHT are
ongoing, completed, or surpassed by standardization management tools such as EDSIS,
EDSTAR, bilateral defense standards, and greater standardization management coop-
eration with NATOQ, defense standardization bodies, civil standards bodies, etc.

B Worked with EDA and its contractor on assessing The Role of Enropean Industry in the
Developutenst annd Application of Standards. MSHT scoped the study, evaluated the con-
tractor’s 85 recommendations, and identified mitigating actions along with action
owners. Much of MSHT’s output satisfied many of the concerns expressed by in-
dustry.

I Helped EDA and its contractor identify potential solutions to problems experienced
by nations in accessing standards.

I Worked with NATO to provide solutions to problems experienced by nations mon-

itoring the implementation of NATO STANAG:.

B Assisted CEN-CENELEC with developing the Stakeholder Forum for Defense Pro-
curement Standardization and with pursuing a fast-track procedure for preparing a
European standard for “selection of standards and standard-like documents for de-

fense products and services—order of preference.”’

The Way Forward

It makes good business sense for nations to continue to work collectively toward im-
proving standardization management internationally and projecting those improvenients
mto national processes. Therefore, it is anticipated that mululateral cooperation will con-
tinue in key areas such as the development of EDSTAR, EDSIS, and bilateral defense
standards and the improvement of working relationships with industry and civil stan-

dards bodies. The MSHT is uniquely positioned to play a major part in this cooperation.
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Through standardization management cooperation, nations will reap many benefits:
cost savings; higher quality standards; enhanced standards selection guidance for project
managers; greater awareness, visibility, and resolution of standardization problems, some
of which affect battlefield operations; greater use of civil standards, with a resulting re-
duction in defense standards; improved MOD/industry partnerships in the development
and application of standards; joint equipment collaboration; reduction of barriers to trade;
enhanced battlefield interoperability; and reduced risks to the battlefield operatives and

the sustainability of their equipment.

About the Author

Dave Wilkinson is the UK MOD’s international standardization manager and represents the UK at
the senior NATO and EDA standardization committees for whom standardization in support of inter-
operability is of prime importance. He also chairs the MSHT and has a leading role in the develop-
ment of bilateral defense standards and the EDSIS, whose long-term aim is to provide a portal for
all defense standardization management issues. &
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J Defense Procuremes
Directive ’
27 Teams Under One League

By Isabelle Maelcamp




How can the European Union (EU) teach 27 teams to play together? New, innovative

rules for armaments acquisition sets a challenging tone across the EU.

The 27 member countries of the EU are taking steps to improve the European de-
fense marketplace, which is currently fragmented into a patchwork of 27 national
rules and regulations and marked by difterent procurement practices. In 2009, the EU
member states approved a new law (Directive 2009/81 on defense procurement')
aimed at providing more transparency and competitiveness in supplies, services, and
works contracts for the procurement of defense and security items. As guardian of the
EU Treaty, the European Commission is now enjoying an enhanced enforcement role
in supervising the defense contracts of mentber states. The provisions related to the
choice of defense standards have raised concern among industry and non-European
government stakeholders. The rationale behind the European acquisition reform
process is linked to the desire by European institution authorities to extend to the de-
fense area the aspects of the EU single market and, in this way, to bring defense prod-

ucts under EU Community law.

EU Defense Procurement Law

Directive 2009/81 will regulate how contracting authorities in EU member states
purchase defense and security equipment. The directive, proposed by the European
Commission in 2007, was debated in the parliaments and administrations of the 27
member states and was finally approved in 2009. The deadline for transposition of the
directive into national law was August 21, 2011. All EU defense and interior ministries
will have to abide by the new law, even if they missed the August 21 deadline. Bidding
procedures will be harmonized throughout the EU, and national preferences should
be strongly reduced as a result of the EU directive. The directive addresses procure-
ment procedures for armaments acquisition, as well as sensitive non-military security
equipment. The directive sets specific rules for the defense and security sectors, an area
that was, until recently, considered politically taboo and excluded from European in-
tegration. Directive 2009/81 is also expected to increase transparency by requiring
publication of defense contracts in the EU official journal.” The aim of this directive is
to increase competition and to prevent systematic sole-source procurement or non-
competitive procurement from preferred national suppliers. With this new regulation,
the European Commission intends to address protectionist trends in the European de-
fense marketplace: most defense procurement contracts were excluded “almost auto-

3

matically”” from EU law because the member states usually invoked an article in the
EU Treaty to award contracts domestically. The exemiption from EU Community law
was based on the assumption that the use of EU procurement law would undermine
their essential national security interests, a right enshrined in the EU Treaty under Ar-

ticle 346.
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Although the EU directive does not include specific rules on industrial compensa-
tion schemes (oftsets), it is actually making illegal, under EU law, all indirect oftsets
arrangements that do not pertain strictly to a specific defense contract. Industry and
awarding authorities are still struggling to understand the limits between allowed and
prohibited offsets under the new rules, but this area is certainly one of the most im-
portant consequences of Directive 2009/81. Through a series of innovative provisions,
the European Commission intends to open up defense markets down the supply

chain by boosting competition at the level of subcontractors.

No “Buy European” Preference

The directive does not contain a “Buy European” clause, and it leaves open to EU
member states the decision to invite non-EU bidders into the procurement process.
Fourteen EU member states (all major arms-producing and -purchasing countries)
enjoy a bilateral Reciprocal Defense Procurement agreement with the U.S. govern-
ment, ensuring that bidders will be treated equally in cach other’s procurement

processes, without favoring domestic supphiers.

Decisions on the choice of the right standard are an important w

aspect of the procurement process, because there is no capab;apy
without interoperability and standardization is the main t00 10

achieve interoperability.

Contesting Award Decisions

Directive 2009/81 includes provisions for bidders to contest contract award decisions,
providing U.S. companies a way to ofticially lodge a complaint to the European Com-
mission if they believe the directive has been violated during the procurement proce-
dure. The European Commiission can launch investigations in defense contracts either
on its own initiative or based on a complaint from an aggrieved bidder. The main legal
challenge procedure can still be undertaken at the national court level, but defense
contracts covered by the directive will come under the jurisdiction of the European
Court of Justice. Decisions by the European Court supersede all national court judg-
ments. This aspect will prove to be a reliable recourse if U.S. suppliers experience
problems with proposing U.S. products with U.S. technical specifications when they

bid on European contracts requiring European standards.

dsp.dla.mit [



Standards Provisions in the EU Directive

Decisions on the choice of the right standard are an important aspect of the procurement
process, because there is no capability without interoperability and standardization is the
main tool to achieve interoperability. In the directive, the proposed order of preference’
for the selection and use of standards is linked to the origin of the standard: national civil
standards transposing European standards, then European technical approvals, followed by
common civil technical specifications, national civil standards transposing international
standards, and finally, other international civil standards. At first sight, this may seem in
contradiction to the “NATO Framework for Civil Standards,” which focuses on selec-
tion criteria based on transparency, accessibility, effectiveness, relevance, market accept-
ance, and development process, as opposed to geographic origin. But this order of
preference has not been specifically designed for the defense sector; it is, in fact, derived
from the EU directive that governs public procurement contracts in the general (civil)
sector (EU Directive 2004/18) and utilizes the same language in its article on technical

speciﬁcations.5

Equivalence?

Directive 2009/81 obliges each reference to be followed by the term “or equivalent” and
states that in order to guarantee interoperability, technical requirements should be drawn
up cither by a reference to such technical specification or in terms of performance or
tunctional requirements. In practice, it means that bidders can propose a product with a
standard they can present as being equivalent to the one required by the contracting au-
thority. The directive includes a safeguard clause, which states that “the technical specifi-
cations cannot refer to a specific mark or source, a particular process, or trademarks,
patents, types or a specific origin with the effect of favoring or eliminating certain under-
takings or certain products.” The language of this clause was also copied from the civil
procurement Directive 2004/18 and, in the past, has successfully served as the basis for a
number of contract award challenges. Directive 2009/81 further underlines that a con-
tracting authority cannot reject a bid on the grounds that it does not comply with the

technical specifications if the bidder offers an equivalent solution.

This order of preference has caused concern among American stakeholders, who feared
their bids may not be considered. But once the transposition of the EU directive into
each national law is completed, it will remain to be seen how, in practice, those provisions
will be implemented and applied, because EU directives offer some relative flexibility of

interpretation.
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The success of the European Commission’s iitiative will greatly depend on its political
willingness to challenge the practices of member states that will be considered incompat-
ible with Directive 2009/81. Ultimately, it will be up to the European Court of Justice to

determine the boundaries of what is acceptable under “essential security interests.”

"Directive 2009/81 of the European Parliament and of the Council (on the coordination of proce-
dures for the award of certain works contracts, supply contracts and service contracts by contracting
authorities or entities in the fields of defense and security), July 13, 2009, http://ec.curopa.eu/
internal_market/publicprocurement/rules/defence_procurement/index_en.hom.

“Tenders Electronic Daily (online version of Supplement to the Official Journal of the European Union),
http://ted.europa.eu.

3 ~ . . . s
EC Staft Working Document,“Annex to the Proposal for a Directive,” p.13, http://ec.europa.cu/
internal_market/publicprocurement/docs/defence/impact_assessment_en.pdf.

*See Article 18 of Directive 2009/81.

*See Article 23 of Directive 2004/18 (on the coordination of procedures for the award of public
works, supply and services contracts), http://eur-lex.curopa.eu/LexUriServ/LexUrniServ.do?
uri=0]J:L:2004:134:0114:0240:EN:PDE
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sels, Belgium. She is the U.S. Department of Commerce’s expert on EU public procurement issues
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focused on Directive 2009/81 and European reforms in arms transfer licensing processes.*

dsp.dia.mil [



+

26 DSP JOURNAL October/December 2011

[ [ 1 [] 3 S | e R R I e |



“I am very glad to establish this new relationship with IEEE, which constitutes the basis
for the very first transfer of a NATO STANAG to a civil Standards Developing Organi-
zation. ...For the first time in NATO’s 60 year-old history,a STANAG will be converted

mto a civil standard that will meet civil and military requirements.”

—Vice Admiral Juan A. Moreno, Director, NSA

“It will benefit the international community through the use of our proven and trusted

development methodology that is open to participation from all corners of the globe.”

—Judith Gorman, Managing Director, [IEEE-SA

Readers of the Defense Standardization Program Journal are familiar with the standardiza-
tion of operational policies, materiel, systems specifications, and performance measures.
Another important area is standardization of safety and occupational health (SOH) prac-
tices. Standards for protecting personnel from hazards due to overexposure to chemical,
biological, or physical agents are key elements of military force protection and should be
key elements of any acquisition. SOH standards enable safe fielding of new technologies
and are essential to interoperability. This article describes the evolutionary process that
led to the first-ever transition of responsibility for a NATO SOH standard covered by a
standardization agreement (STANAG) to a civil standards developing organization
(SDO). That standard addresses the protection of personnel from the hazards of electro-

magnetic (EM) energy.

Limiting Exposure to Electromagnetic Energy

One would be hard pressed to find military equipment that does not use some form of
EM energy. Standardization of personnel exposure limits to EM energy within Do has
been a tri-services effort for over 50 years. The services combine research, medical, opera-
tional, and standardization expertise at the Transmitted Electromagnetic Radiation Pro-
tection (TERP) Working Group (WG), which reports to the Deputy Under Secretary of’
Defense for Installations and Environment through the DoDD SOH Committee. Although
some standards define individual characteristics of single parts, the EM SOH standards
span the entire EM spectrum. Essentially, within the overarching safety standard are multi-
ple standards limits differentiated by characteristics of frequency. emitted and absorbed
power, pulse shape, and duration of personnel exposure. Each of the exposure limits is
continually reassessed and revised as new bioeffects data become available. EM exposure
standards are living documents and, in a sense, the “size, shape, and substance” of EM
safety standard components evolve as science and technology advance. Revisions are
major actions taking several years to evaluate hundreds of new peer-reviewed scientific ar-

ticles. New review committees are at work well before the last edition is published.
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Transitioning a DoD Standard to an International Civil Standard

One of the TERP WG’s products was DoD Instruction (DoDI) 6055.11, “Protecting
Personnel from Electromagnetic Fields” (August 2009). When the previous editions of
the instruction had been developed, the TERP WG relied heavily on the C95.1 series of
standards developed by the Institute of Electrical and Electronics Engineers (IEEE) Inter-
national Committee on Electromagnetic Safety (ICES). Similarly, for the 2009 edition of
the instruction, the TERP WG recognized that the increased complexity of bioeftects
data required the participation of subject matter experts (SMEs) beyond DoD. Multi-
national involvement was critical to acceptance and harmonization with allied nations.
The 2009 edition of DoDI 6055.11 adopted, by reference, the IEEE/ICES CY5 series of
non-government standards (NGSs). This first-time use of an NGS for DoDI 6055.11
conforms to the Office of Management and Budget Circular A-119 revised guideline for
federal agency implementation of the National Technology Transfer and Advancement
Act of 1995 (Public Law 104-113).The act directs all federal governiment agencies to use,
wherever feasible, standards and conformity assessment solutions developed or adopted
by voluntary consensus standards bodies in lieu of developing government-unique stan-

dards or regulations.

The IEEE/ICES is an international SDO within more than 125 participants—from
government agencies, universities, industry, and the public and from 14 disciplines, in-
cluding medicine, epidemiology, biology, biophysics, physics, electrical engineering, and
risk management—from 25 countries. IEEE/ICES leverages international resources,
bringing the world’s Ieading EM research, technical, and standardization experts into the
development process. Furthermore, the [EEE C95 series of standards have been approved
by the American National Standards Institute, which accredits SDOs that follow the
principles of balance, openness, due process, and consensus among a diverse range of

stakeholders.

Setting the Stage for a NATO Transition to Civil Standards
DoD’s adoption of the IEEE standard for DoDI 6055.11 set the stage for several far-

reaching steps in international standardization through the NATO Standardization
Agency (NSA). NATO STANAGs are to be reviewed every 3 years and revised, reaf-
firmed, or canceled. Usually the revision/update is a relatively uncomplicated endeavor
bringing SMEs together for no more than four drafting meetings. STANAG 2345 Edi-
tion 3, “Evaluation and Control of Personnel Exposure to Radio Frequency Fields—
3 kHz to 300 GHz,” was last promulgated in February 2003 and should have been re-
assessed by 2006. However, the review of STANAG 2345 was delayed due to the publica-
tion, by the European Commission (EC) on Worker Safety, of “Proposed Directive of the

European Parliament and of the Council on the minimum health and safety require-
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ments regarding the exposure of workers to the risks arising from physical agents (elec-
tromagnetic fields) (XXth individual Directive within the meaning of Article 16(1) of
Directive 89/391/EEC).” That directive was slated to become European Union (EU)
law in April 2008.

EU member nations of the NATO Electromagnetic Environmental Effects Radiation
Hazards Working Group (E3-RADHAZ WG) noted that their militaries would be re-
quired to follow the new directive instead of NATO STANAG 2345. Non-EU NATO
members indicated that they would not adopt the proposed directive due to several oper-
ational impacts of the overly restrictive limits. Other stakeholders such as NATO opera-
tional experts, SOH standards setters, industry, and the medical community (with regard
to magnetic resonance imaging) also expressed concern that several exposure limit values
proposed in the directive were unnecessarily restrictive and would have a negative eftect
on operations and mteroperability, curtail use of valued medical procedures, and poten-
tially create other safety risks. In response to stakeholders’” concerns, the deadline for

transposing the directive into EU legislation was delayed from April 2008 to April 2012.

Opening the Door to the European Commission

The 4-year delay in transposing the EC directive opened a window of opportunity for
NATO to gain access to the EC on Worker Safety as a stakeholder in the ongoing review.
The NSA director gained that access by contacting the director of the EC Directorate-
General for Employment, Social Affairs and Equal Opportunities. The SME designated to
serve as the NATO stakeholder representative has participated in numerous meetings of
the advisory group briefing the EC on the effects on military operations of several expo-
sure limiuts proposed in the directive. Several operational experts from NATO nattons
have shown that unnecessarily restrictive limits will increase risk to personnel due to
degradation or shutdown of necessary systems. For example, the Netherlands Head of
Delegation to the E3-RADHAZ WG demonstrated that one proposed reduction in al-
lowed limits would put the entire deck of a frigate oft limits. That, of course, would have

been a huge new risk to safety.

Eventually, the issue had to be elevated. At a meeting between the NSA deputy director
and the EC director of Employment, Social Affairs and Inclusion, the custodian of
STANAG 2345 explained the problem and the proposed solutions. Ultimately, the EC

director agreed to include a derogation (waiver) stating that the directive

shall not apply to the armed forces in Member States where an equivalent and
more specific protection system such as NATO standard STANAG 2345 is already
in place and implemented. Member States shall inform the Commission of the ex-

istence and effective implementation of such protection systems when notifying the
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transposition of the provisions of this Directive into national legislation in accor-

dance with Article 14.

The waiver is expected to remove the legal obstacle to acceptance of a NATO

STANAG and facilitate ratification and continued interoperability.

Transitioning NATO Standards to Civil SDOs

NSA had begun a formalized effort to coordinate with civil SDOs, and the NSA Civil
Standards (CS) Coordinator was looking for a suitable STANAG to transition from
NATO to a civil SDO. STANAG 2345 was selected. The next step was obtaining ap-
proval for the transfer from the NSA Medical Standardization Working Group (MedSTD
WG@G), which had responsibility for the STANAG. After being briefed on the planned
process for the transfer (now part of Allied Administrative Publication 3-J, “Production,
Maintenance and Management of NATO Standardization Documents”) and discussing
concerns about the loss of NATO control, the working group was assured that final ap-
proval for adoption of the civil standards would be with NATO and that the STANAG
2345 custodian and any interested NATO EM SMEs could participate in the standard’s

development.

NATO Framework for Civil Standards Requirements

B Develop standards that are widely recognized and used in NATO and Partnership for Peace nations.

B Use open, transparent consensus procedures in development of standards and due process in
adjudication of comments or Eomplaints from materially aftfected parties.

I Develop standards that are relevant to NATO standardization requirements.

I Be recognized as developing standards of high technical quality and global relevance.

The European Commiittee for Standardization (CEN) contacted the NSA Civil Stan-
dards Management Working Group in October 2007 and recommended that the Euro-
pean Committee for Electrotechnical Standardization (CENELEC) function as the NGS
body to receive STANAG 2345 and take responsibility for updates. However, in a mar-
keting survey to identify European SDOs that could set voluntary consensus-based EM
exposure standards and meet NATO CS requirements, CENELEC responded that under
current parliamentary law, it was prohibited from setting exposure standards. This setback
required a second marketing survey, which included the IEEE. The only SDOs that re-
sponded affirmatively were the International Electrotechnical Commission (IEC) and
IEEE. However, IEC functions under the same prohibition against setting exposure lim-
its that blocked CENELEC from responding and, therefore, was eliminated from consid-
cration. The only responding SDO able to set voluntary, consensus-based EM exposure
standards and meet NATO CS requirements was the IEEE.
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An added benefit of working with IEEE was that members of ICES had participated in
drafting previous editions of STANAG 2345 as well as in NATO Advanced Research
Workshops on radio frequency safety standards. The STANAG 2345 custodian and the
NATO CS Coordinator prepared a technical cooperation agreement between NATO
and IEEE, which was signed on May 14, 2009. This was followed by a specific agreement
between IEEE and NATO for IEEE/ICES to assume responsibility for and ownership of
the development of a military workplace-specific SOH standard limiting personnel expo-

sure to electromagnetic fields. The standard will be covered by NATO STANAG 2345.

Managing the Cost of Doing Business with Civil SDOs

Adopting civil standards comes with a price. Unlike the freely available DoD standards,
civil standards must be purchased. This was problematic for NATO nations that would
now be required to buy multiple IEEE-NATO C95 standards. STANAG 2345 was one
of the first STANAGsS to be placed on the NATO public access site, but that would end
with the publication of the new IEEE-NATO standard, which would carry the regular
IEEE prices. European developers and users of EM exposure standards indicated that
they would not consider using the costly IEEE standards. Leaders of the TERP WG ne-
gotiated for, and the services funded sponsorship of, the first-ever release of the ICES
C95 standards on the IEEE “Get Program” public website (http://standards.ieee.org/
about/get/). The IEEE/ICES chair estimated that making the standards freely available
worldwide will save military, industry, commercial, and public users an estimated $4.5
million during the 5-year performance period (May 2011-May 2016). The potential for
unlimited access facilitating harmonization toward a global standard is expected to en-

hance intcroperability.

Summary

Going civil in an international standardization environment requires agreements to be
drawn, competing regulations and standards to be addressed, costs to be managed, and ac-
cessibility to be assured. Entrusting the development of EM safety standards to the lead-
ing SDO leverages the expertise of the standards setters, maintains currency, reduces costs,
and ensures force readiness and force protection. These actions will ensure safe operations
guidance that minimize operational impacts, advance international harmonization, and

facilitate ratification of NATO STANAG 2345 under revision by the IEEE.
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NATO Revises Configuration

Management Guidelines

By NATO Configuration Management Action Team
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Smart defense is about building security for less money by working together and being
more flexible. In NATO, it applies also to configuration management (CM), one of the
key management processes during the life cycle of all systems. CM is also one of the old-
est management processes known to man. After all, the pyrannds could not have been
built without the five pillars of CM: planning, identification, change control, status ac-
counting, and audit. All those blocks of stones, cut upstream and brought down the Nile,
had to fit. CM had to be used to make them fit.

Because CM is such an ancient process, almost everything smart that is to be said about
CM has already been said many times, in many languages, and in many ways, but always
covering the same core process attributes. In the United States, we have had MIL-STD-
973, “Configuration Management,” and MIL-HBK-61, Configuration Management Guide,
and we currently have GEIA-649, “National Consensus Standard for Configuration
Management.” In NATO, CM regulatory documents consist of two standardization
agreements (STANAGs) and seven Allied Configuration Management Publications
(ACMPs), which contain CM requirements for multinational joint contracts. The over-
lap in the content of these and other documents is huge; the differences often verge on

“angels dancing on the head of a pin.”’

In 2010, the NATO Lite Cycle Management Group, Allied Committee 327 (AC/327)
assembled a group of CM subject matter experts from nations and NATO organizations
to review and revise the STANAGs and ACMPs. The group—the Configuration Man-
agement Action Team (CMAT)—was given two major assignments: make the NATO

guidance useful and extend the guidance through the full project life cycle.

The seven ACMPs were imntended to be invoked in contracts and, like MIL-STID-973
in DoD, were expected to ensure that suppliers executed CM in a standard way. When
the CMAT surveyed the nations about their use of the ACMPs in contracts, the results
were disappointing. But in essence, the results also mirrored the current post-acquisition
reform pattern in Dol), a pattern that allows programs to do “what made sense” rather

than mandating one-size-fits-all boilerplate in contracts.

The CMAT undertook a lengthy, challenging effort to compare the ACMPs to the
major CM publications, both civil and military. In the significant discussions, and even
heated debates, that followed this foundational work, the team hammered out several key
concepts. The first, and most critical, was that the current emphasis on “contractual CM”
was wrong. The emphasis needs to be on enterprise-wide life-cycle CM—which is the
acquirer’s job. In essence, the most important step is for a program to define its own
through-life CM process. This notion quickly got named the life-cycle configuration
management plan, or LCMP. (Figure 1 depicts the NATO business model for configura-

tion management.) Without an LCMP, suppliers, who come and go over time, need not
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Figure 1. NATO Business Model for Configuration Management

(No different for NATO than for any commercial products.)
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conform to any restrictive contract requirements. Compliance to boilerplate require-
ments, which are disconnected from the program, would add zero value, at a huge cost.
The team agreed that absent an LCMUP, the contractual requirements should come from
the simplest, most concise guidance on CM that would apply to any player through the
life cycle. The team also agreed that contractual requirements should be built up, on the
basis of program-specific life-cycle needs, rather than following the old, and failed, style

of tailoring massive sets of boilerplate.

The second key concept was that CM is the process of managing blocks of information
that define the system of interest at any given time in the life cycle. This is crucial in un-
derstanding the way the CMAT now looks at such topics as software, electronic data in-
terchange, and even status accounting. Every additional constraint on a supplier that
needs to be in the contract is, essentially, program specific. For example, the CM process
itself need not care whether something is a computer software configuration item

(CSCI), only that it is a configuration item (CI). The program, in its architecture, realiza-
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Major CM Publications

Defense Standard 05-57,”Configuration Management of Defense Material”
ECSS-M-40C, “Space Project Management Configuration and Information Management”
GEIA-649, “National Consensus Standard for Configuration Management”

GEIA-836-A, “Configuration Management Data Exchange and Interoperability”
GEIA-859, “Data Management”

GEIA-927, “Common Data Schema for Complex Systems”

GEIA-HB-649, Implementation Guide for Configuration Management

MIL-HDBK-61, “Configuration Management Guide”

MIL-STD-973, Configuration Management

tion, and subsequent life-cycle management steps, may need to differentiate CSClIs. It
may even need certain specific ways of recording CSClIs for future in-service upgrades.
But all of those reasons, and all of those specific requirements, are driven by the LCMP
and should be based on LCMP specifics, Data exchange protocols should similarly be
driven by the hfe-cycle product data environment defined in the LCMP, as should
change control, status accounting, and other traceability functions. The generic, univer-

sally needed CM process is not about the contents of the information blocks.

The third key concept agreed to was that NATO’s singularly most important message
to the supplier, and needed in the clearest contract language, was about delegation of au-
thorities. The team’s review of current standards revealed a consistent confusion of roles
in the CM process. With the exception of GEIA-649, most standards are weak on sepa-
rating acquirer and supplier functions. For example, a functional configuration audit must
be the responsibility of the acquirer, because only the acquirer can validate the design
against the end user’s requirements. A supplier can be asked only to provide support (re-

sources/facilities); it cannot be held responsible for the audit.

Other examples abound, such as in “rules” for the selection of Cls, when in fact, in real
life, the supplier 1s generally asked to propose Cls, but the acquirer makes the decision on
the basis of the system life-cycle needs (which may or may not always be reflected in the

dozen rules of thumb listed in most standards).

With this foundation, the team proceeded to consider the path forward. One constraint
was the NATO policy to use civil standards whenever possible. Another was that the “so-
lution” needed to be applicable m all life-cycle stages and to all types of contracts. Finally,
the architecture of any new NATO STANAG on CM needed to be consistent with the

key concepts developed earlier.
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To carry out its charge, the CMAT determined that it needed to develop two new
ACMPs: ACMP 2100, to make the NATO guidance useful, and ACMP 2009, to provide
guidance for government program/project managers on life-cycle CM and on building
the contractual requirements for a project on the basis of the LCMP. Both ACMPs will
clearly separate the roles of the acquirer and the supplier. In addition, in accordance with
the newest NATO procedures for publications, the team needed to prepare a new

STANAG to record the agreement by nations to use the new ACMPs.

For ACMP 2100, the CMAT selected ISO 10007 as the civil standard that would be the
“platform” for contractual language. The team chose that standard for several reasons.
First, ISO 10007 describes the CM process in basic, universal terms, without any embed-
ded project-specific details or subject matter expert biases. To put it another way, the CM
functions and roles defined in ISO 10007 are independent of life-cycle phase or role.
Second, ISO 10007 describes the CM process in a way that any player—regardless of life-
cycle stage, industry sector, or contract size—can carry out. Third, ISO is a best practices
source in the global marketplace and is automatically available in the native languages of

member nations.

The team faced a minor challenge in the way ISO 10007 is worded, but a global change
in ACMP 2100 makes the advisory “should and could” into contractual “shall and must.”
In addition, the team replaced the ISO 10007 references to “life cycle of the product”
with “contract.” The logic is simple enough. The supplier cannot be held responsible for
the indeterminate lifetime of the product, only for outcomes during the period of the

contract.

Revision of the NATO CM guidelines has been, and continues to be, a challenging, se-
rious eftort. The rationale that the CMAT used to develop the architecture and the

planned products can be summed up in a few words:

B ISO 10007 is the global language for CM in a global market.

I The CM problem is organic to defense organizations, not industry. If standardization
is lacking, it is in defense, not individual contractors. Defense organizations drive or-
ganic costs via the program-to-program variability in our own CM process and via too
many contractual requirements.

1 Tailoring boilerplate requirements has been tried, and failed. If we do not know what
we want, we cannot tailor the requirements. If we do not have our own house in order,

we cannot expect results through contract compliance.

EX] DSP JOURNAL October/December 2011



I In the absence of “smarts,” acquirers should require only the mimimum from suppli-
ers to avoid wasting resources.

1 CM is the management and control of information. A configuration is defined by in-
formation (not by forms).

I CM is not system engineering, logistics, testing, or quality assurance.

B The LCMP must form the basis of what is needed (to be given to the supplier at the
beginning of the contract) and to be returned to the acquirer (at the end of the con-

tract).

ACMP 2100 is in its 7th draft revision and nearing completion. Copies are available

from the CMAT, and requests and comnients are welcome.

The dithicule task of compiling ACMP 2009, the guidance to government program/
project managers, will be started soon. Our work also will include, of course, formal co-
ordination and approval of the STANAG and the two ACMPs throughout NATO. Com-

pletion 1s planned for December 2012.

The team has made every effort to stay connected to other CM initiatives, such as a
possible TechAmerica resurrection of MIL-STD-973 and a CM survey in cooperation
with the P3 Ingenieurgesellschaft (Technische Hochschule Aachen and Fraunhofer Insti-
tut), and has even established a LinkedIn group forum on the web. Interested experts are
invited to contact the CMAT chairman, their National Delegates to AC/327, or their

representatives to the NATO Industrial Advisory Group.

About the Authors
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NATO Adopts ISO/IEC 15288

By Steve Platovskiy
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With the economic crisis affecting almost all nations, it is becoming more and more im-
portant to eftectively and efticiently execute NATO, multinational, and bilateral pro-
grams in developing defense capabilities. Defense budgets are shrinking, yet NATO
operations are expanding, forcing NATO to explore innovative and creative solutions to
field reliable equipment in a timely manner within budgetary constraints. This environ-
ment prompted the reduction of NATO armament groups by 60 percent, which neces-
sitated a restructuring and creation of the NATO Life Cycle Management Group, Allied
Committee 327 (AC/327). The committee was specifically chartered to address life-

cyele management issues within NATO and NATO nations.

In 2006, NATO approved the policy for systems life-cycle management (SLCM) to
achieve an integrated approach of delivering defense capabilities for NATO operations.
The aim of the policy is to optimize defense capabilities over the life cycle of a system by
taking into account performance, cost, schedule, quality, operational environments, inte-
grated logisties support, and obsolescence. It ensures that all of the through-life require-
ments of a systern are formulated and taken into account at the outset to avoid surprises
later in the life cycle. In addition, the NATO policy for standardization calls for the use

of civil standards to the maximum practicable extent.

In accordance with the SLCM policy and the policy to use civil standards, NATO de-
cided to use ISO/IEC 15288, “Systems and Software Engineering—System Life Cycle
Processes,” as the basis for implementing SLCM in the realization of NATO capabilities.
NATO’s way of implementing the policy was to adopt ISO/IEC 15288 using Allied Ad-
ministrative Publication (AAP) 48, NATO System Life Cycle Stages and Processes. AAP-48
Version 1.0 was a NATO rewrite of ISO/IEC 15288:2002 and contained the 1ISO/1EC
15288 discussions about processes (agreement, organizational project-enabling, project,
and techmical), life-cycle stages, and system life-cycle models. The rewrite, however, was

very time-consuming and did not add significant value over the original standard.

AAP-48 Version 2.0 will fully adopt ISO/IEC 15288:2008 as is, describing all of the
processes, while adding applicable NATO-specific processes, notes, or reference docu-
nients to enhance the application of SLCM on NATO, multinational, and bilateral pro-
grams. One of the most essential additions to AAP-48 are the NATO publications,
guidance, and tools to help armaments systems, services, and equipment meet NATO
life-cycle, quality, and interoperability requirements. These documents have been devel-
oped by AC/327 working groups and represent lessons learned and best practices of
NATO national experts in their specific fields. Currently, the two NATO processes that
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