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PHOTO:  Iraqis crowd around U.S. 
Army Soldiers in a market in the 
Rashid District of Baghdad, Iraq, 
24 September 2007. The Soldiers 
distributed Iraqi memorabilia and 
gathered information about the area. 
(U.S. Navy, Petty Officer 3d Class 
David Quillen)

In this type of war . . . the task is to destroy the effectiveness of the insur-
gents’ efforts and his ability to use the population for his own ends.

—air Force General Curtis e. lemay1

Operation iraqi Freedom (oiF) and operation enduring Free-
dom (oeF) do not qualify as conventional or unconventional warfare, 

but lie somewhere in between the two. Conventional U.S. military units in 
iraq and afghanistan find themselves engaged in operations best described 
as “special” rather than conventional or irregular. Labeled as irregular war-
fare, these conflicts actually have little resemblance to familiar doctrinal 
concepts. once in theater, forces are required to engage using unfamiliar 
skills in political, economic, and social networking to complement military 
operations. We should not overlook the complexity of the enemy we face: 
a nexus of terrorism, insurgency, criminality, and negative transnational 
factors—a collective threat that does not always adhere to conventional ethics 
and rules.2 nor should we overlook the critical fact that all actors, state and 
non-state, are competing for the same objective: the people. 

this set of circumstances requires information operations (io) markedly 
different from those used in traditional conventional warfare. in irregular 
warfare, non-lethal capabilities have a more prominent and necessary role 
than in conventional warfare. information operations directly influence the 
irregular warfare operational focus—the relevant populations. Current joint 
and army io doctrines do not adequately address the challenges long-term 
stability operations confront—irregular adversaries and asymmetric conflict. 
the doctrine still emphasizes the adversary decision-maker while minimizing 
the importance of the projection of public information to key non-adversarial 
audiences, especially foreign populations within the area of operations. 
these are critical tasks requiring greater expertise and an understanding 
of the irregular warfare information environment. to succeed in irregular 
warfare, io officers need to understand how irregular warfare compares to 
conventional and counterinsurgency (Coin) warfare, the importance the 
population plays, how various adversaries project their information, and the 
importance for proficiency in cultural studies and studies of human behavior. 
information operations planning must consider actions to support the tactical 
operation and the hierarchy of effects in the information environment that 
affect a unit’s area of operations and influence. 

We must reexamine io officers’ roles and education, proposed operations, 
and current io doctrine, so that we do not continue to prepare Soldiers to 
fight today’s war with yesterday’s io tactics, techniques, and procedures. an 
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examination of irregular warfare io must not just 
impart vignettes, lessons learned, and professional 
opinions: it must consider how io challenges in 
current combat zones necessitate adjustments and 
adaptations. the current complex war environment 
indisputably requires this change. 

Irregular Warfare and  
Relevant Populations

the U.S. department of defense (dod) has 
developed an irregular warfare joint operating con-
cept to define and develop key elements and strat-
egy for current and future conflicts that reside on 
the spectrum between conventional and unconven-
tional warfare. the joint operating concept defines 
irregular warfare as “a violent struggle among state 
and non-state actors for legitmacy and influence 
over the relevant population.”3 irregular warfare is 
a form of armed conflict, as well as a form of war-
fare encompassing insurgency, counterinsurgency, 
terrorism, and counter-terrorism. Coin, a spectrum 
of actions taken by a government to defeat insur-
gencies, is a component of irregular warfare, and 
therefore most Coin principles and models apply 
to irregular warfare, which is a different, but not a 
lesser form of conflict than conventional warfare.4 
While conventional warfare is direct military con-
frontation between states, irregular warfare focuses 
on the control and influence of populations, rather 
than the control of an adversary’s forces or terri-
tory.5 With irregular warfare, the problem is one 
of balancing operations against the enemy with 
operations to influence the population. 

in conducting irregular warfare, one can neither 
ignore the enemy nor the population, and addressing 
them with equal energy and focus is difficult. the 
challenge in irregular warfare is that the adversary 
is not a single, easily characterized entity. in iraq 
and afghanistan, the insurgencies are not united 
monoliths; the “enemy” includes nationalists, pro-
tectionists, extremists, rejectionists, criminals, and 
terrorists—or any combination thereof. Separating  
the populace from the insurgents is a basic objective 
of Coin strategy. However, separating the terrorists 

from the insurgents in irregular warfare is another 
matter entirely.6 

For simplicity’s sake, the term anti-government 
forces here refers to all groups, regardless of motiva-
tion, collectively engaged in armed conflict against 
either coalition forces or a state’s legitimate security 
forces or both. no single term can properly categorize 
disaggregated groups that share common goals but 
have competing objectives. this lack of congruity 
among objectives makes the collective groups vulner-
able to effective io that can drive a wedge between 
tenuous relationships and convenient partners. 

The human terrain. neither our enemies in 
irregular warfare nor the relevant population are 
monolithic. Lieutenant General peter Chiarelli dem-
onstrated an understanding of this fact when he com-
manded the 1st Cavalry division in Baghdad in 2004. 
He emphasized the need for coordinating combat, 
stability, and information operations to create a 
stable and secure environment in Sadr City. Key to 
ensuring focused efforts was an understanding of 
anti-government forces’ competition for the popula-
tion and approaching the population as three distinct 
constituencies—opposed, unopposed, and undecided 
(figure 1).7 Understanding these groups can help us 
better determine appropriate operations (e.g., lethal 
or non-lethal) and the messages to deliver. 

opposed audiences are active anti-government 
forces members or actively support the various 
enemy groups, and therefore are opposed to the 
state or ruling authority. the unopposed simply sup-
port the government. While the two sides struggle 
to dislodge each other, the true battleground is the 
constituency of the undecided, the “fence-sitters.”8 
the undecided are generally waiting out progress 
and security concerns to determine who they will 
support; the victor will be the one who gets them 
off the fence. it becomes a zero-sum game for the 
state, the military, and the anti-government forces 
as they each compete for the bulk of the population 
that has yet to commit and can be swayed with the 
promise of hope or the threat of violence.9 

the U.S. military should accept that instead of 
winning over these people, “victory” may consist 

In conducting irregular warfare, one can neither ignore the enemy nor the 
population, and addressing them with equal energy and focus is difficult.
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of simply not losing them to the enemy. a mantra 
the U.S. military often uses to describe its efforts to 
maintain the unopposed and sway the “fence-sitters” 
is “winning the hearts and minds.” too often a hearts- 
and-minds campaign is interpreted as making the 
population “like” us, but it really means reaching a 
population through emotive and cognitive means.10 
it is more than noble efforts in building infrastruc-
ture, holding elections, and creating jobs. occupi-
ers have to leverage existing social and political 
networks and build support within these networks 
to separate the insurgency from the population.11

Irregular warfare conflict model. Several con-
flict theory models have addressed the population’s 
role in warfare, the most well-known being prussian 
strategist Carl von Clausewitz’s, which addresses 
warfare’s trinity: military, government, and people. 
according to Clausewitz, military operations focus 
on an opposing state’s armed 
forces as a means to control the 
government in the belief that the 
population will follow the lead 
of the government and accept the 
political outcome. an example 
would be Japan’s surrender in 
World War ii. the only military 
objective involving the popula-
tion was minimizing civilian 
interference with operations. 
the trinitarian conflict model, a 
variation of Clausewitz’s trinity 
and a principle of Coin theory, 
portrays non-state actors pursu-
ing the Clausewitz paradigm in 
reverse order by confronting 
the people first to influence the 
government and avoid directly 
confronting the military.12 the 

non-state actor has a greater chance of defeating the 
government if it gains the majority support of the 
population; if the government falls or compromises, 
that negates the non-state actor’s need to attempt to 
decisively engage the military.13 

Figure 2 depicts the Clausewitzian trinity adapted 
for irregular warfare and portrays the critical and 
common element to both the state’s and insurgents’ 
success: the people. this model, a variation of one 
developed by a retired Special Forces officer with 
significant Coin experience, portrays how the 
population is coveted by the state and its military to 
remain supportive of the legitimate government.14 
the mirrored model illustrates the military’s and 
insurgents’ preferred approach to engaging and win-
ning the population rather than pursuing exclusive 
armed engagements. in a basic Coin model, the 
U.S. provides limited assistance, such as the current 
support in the philippines. 

the irregular warfare model in figure 2 depicts 
direct U.S involvement with a cooperative state, the 
population, and the insurgents and represents cur-
rent operations in iraq and afghanistan. essentially, 
because irregular warfare is a social-political crisis, 
this type of warfare requires more than a pure military 
solution.15 the political and psychological aspects of 
irregular warfare are just as important as the physical 
actions. With the people the center of focus, informa-
tion operations play a very significant role. 

UNDECIDED UNOPPOSEDOPPOSED

Anti-Government
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P E O P L E

Support  the
Legitimate Government 

Figure 1. The three population constituencies  
in irregular warfare.
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Figure 2. Clausewitz’s “trinity” (military, government, people) 
adapted for irregular warfare with U.S. military direct involvement.
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IO Challenges in  
Irregular Warfare

“Irregular warfare is about people, not plat-
forms.”16

the key military objective in irregular warfare—
the relevant population—is also important for io 
because this is our target audience. How an audience 
directly and indirectly reacts to messages affects 
how and when the United States achieves its cam-
paign objectives. it is important to understand our 
primary audience, and remember how easy it is to 
lose focus by pursuing tomorrow’s or reacting to 
yesterday’s headlines, instead of sticking to a uni-
form message in support of a long-term strategy. 

We should seek to shape the information environ-
ment for long-term success, and not bog ourselves 
down in point/counterpoint with adversaries striv-
ing for notoriety. public affairs can counter specific 
adversary actions, but io collectively should counter 
adversary strategies.17 to achieve their goals, com-
manders and io officers have to understand the infor-
mation environment. the information environment 
is part of the operating environment and grounded 
in the physical domain. it consists of three dimen-
sions: physical, informational, and cognitive.18 all 
communication systems, including human informa-
tion networks, reside in the physical dimension. the 
informational dimension “consists of the content and 
flow of information.”19 the cognitive dimension is 
the most important; in this realm, the decision-makers 
and target audiences think, perceive, visualize, and 
decide.20 Simply put, if you were at a computer ter-
minal, the computer is the physical dimension, the 
informational dimension is the data flowing through 
the computer, and viewing and processing that data 
is the cognitive dimension.

Know your audience. a shortcoming of io 
doctrine is that its primary focus is on influencing 
critical adversarial decision-makers. this approach 
neglects a key target of irregular warfare: the rel-
evant population not categorized as adversarial. 
the dod io roadmap, produced 7 months after 
the invasion of iraq and 25 months after entering 
afghanistan, asserts that io “must be refocused on 
adversary decision-making.”21 it fails to acknowl-
edge a necessity, let alone a role for io, in building 
relationships with civilian populations. it fails to 
grasp that effectively communicating the U.S. mili-
tary’s message to local, regional, and international 

populations is a means of helping to achieve tactical 
and operational military objectives.22 

By failing to understand the various audiences, 
we pursue or react to information or incidents with 
actions that seek to blanket all the audiences, making 
it costly and not fully effective. a common mistake 
in irregular warfare is to develop and disseminate a 
one-solution/message-for-all approach. it is ineffi-
cient to expend resources trying to convince an audi-
ence already committed to us. We should therefore 
avoid blanket messaging and instead, using minimal 
resources, make “maintenance” or reinforcement 
efforts toward the unopposed audiences, and put 
full effort toward the undecided audience. this is a 
strategy U.S. politicians employ during national elec-
tions. thus, within one theme/message/information 
goal, there could be variations targeting adversary 
decision-makers as well as the three constituencies 
and their key non-adversarial leaders, such as tribal 
leaders, imams, and civic and political leaders.

in irregular warfare, not every possible audi-
ence or adversary can be persuaded to reconcile, 
and therefore, combat operations are required to 
destroy these groups. information operations plan-
ning must consider not only actions to support the 
tactical operation, but also the hierarchy of effects 
in the information environment that affects a unit’s 
operational area. a commander engaging physical, 
informational, and cognitive dimensions at the tacti-
cal level can gain exposure at national, regional, and 
international levels, and the impact in the cognitive 
dimension can have positive or negative effects on 
future operations for all commanders in theater. Joint 
doctrine dictates that at key points in time and space 
during conflict, the U.S. military should achieve and 
maintain information superiority, i.e., “the opera-
tional advantage derived from the ability to collect, 
process, and disseminate an uninterrupted flow of 
information while exploiting or denying an adver-
sary’s ability to do the same.”23 in irregular warfare, 

A shortcoming of IO doctrine 
is that it…neglects a key 

target of irregular warfare: 
the relevant population not 
categorized as adversarial. 
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the military, despite its technology, will rarely, if 
ever, gain information supremacy, while achieving 
information superiority may be temporary with 
unpredictable fluctuations. We cannot prevent an 
adversary from putting out a message or information. 
What we can and should do is to set conditions in 
the information environment with the key audiences 
(unopposed, opposed, undecided), so when opposing 
messages come out, they do not resonate. 

our adversaries’ information goal is to be first. 
a rumor-centric society rewards this achievement. 
However, being the first with a message is not neces-
sarily a victory, and being second is not necessarily 
a loss. our goal should be to be first with the truth. 
Sometimes the enemy gets out the first word, but we 
can render it irrelevant by staying on message and by 
consistently repeating mutually supporting themes. 
in the end, our adversary has not necessarily gained 
success by delivering his message, nor has he dealt 
a defeat to us, just as our delivery of a message is 
not in itself a success. the issue is how the message 
resonates with target audiences. a global informa-
tion environment in which most people believe the 
first story out tempts us to respond with a strategy 
of short engagement actions instead of adhering 
to enduring actions. insurgencies have historically 
lasted 9 to 12 years, so one should not view irregular 
warfare io efforts as short-term.  

there are no well-codified rules in irregular war-
fare, but in competing for the population, terrorist 
and insurgency groups must at least abide by the rule 
of understanding their audience. the descent into 
barbarity (beheadings, deadly bombings) by such 
groups as al-qaeda in iraq does not persuade the 
fence-sitters, and may cause the terrorists to lose the 
support of their constituents. adversaries competing 
within a state (such as in iraq, home to numerous 

Sunni insurgents, moderate and extremist) can lose 
audiences by bombarding the populace with conflict-
ing messages. this is to the coalition’s advantage. it 
is critical to develop and reinforce themes and mes-
sages that are consistent over time and coordinated 
with iraqi and afghan governments. 

Good news stories and U.S. popular support. 
Since information is central to the ability to shape 
battlefields, unity of effort and purpose in the 
information environment is vital.24 While there 
must also be unity of information for indigenous 
and global audiences, if we concentrate on win-
ning the local audience first, U.S. and global audi-
ences will follow.25 information operations and 
public affairs officers at the operational level face 
a dilemma when they encounter military leaders 
who believe there is a need to push “good news” 
stories to counter the perception that only tragedy, 
hardship, and failure occur in combat zones. this 
tactic clearly aims at U.S. audiences, as iraqis want 
proof and perception of physical security, not sto-
ries of school openings. Unfortunately, the “good 
news story” became a misguided sprint strategy, as 
some military leaders perhaps believed they had a 
responsibility to balance, if not counter, the output 
of  U.S. news channels and newspapers to maintain 
U.S. domestic support. any serving member knows 
of positive successes, but relating such stories can 
be a challenge, even with supportive media. in a 
2006 article, journalist Lara Logan wrote of her 
frustration in getting relevant data from a general 
officer who wanted to share a “good news story” 
with her.26 She tried to get the “good news” facts, but 
the officer could only assert such things as security 
was “better,” great “progress” was being made. 
they had removed 100,000 cubic feet of trash from 
neighborhoods and operations were moving toward 
the goal of improving electricity for 3,000 homes.27 
any leader who attempts to portray national level 
progress with the results of tactical projects would 
understandably receive a tepid response. progress 
is the sum of achievements and atmospherics and is 
difficult to articulate; nevertheless, those operating 
in the combat environment can “sense” it, and it is 
a nuance of the information environment. 

our leaders must recognize that a single achieve-
ment can seem insignificant when taken out of 
the context of overall progress or buried amid the 
reporting of turmoil. as the military relies more 

The descent into barbarity 
(beheadings, deadly bombings) 
by such groups as Al-Qaeda in 
Iraq do not persuade the fence-

sitters, and may cause the  
terrorists to lose the support  

of their constituents. 
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on commanders to convey progress, public affairs 
officers (paos) are doing far fewer visual and print 
interviews than might be expected. this shift in com-
munication requires that leaders understand the trap 
of relaying empirical tactical progress to U.S. audi-
ences who do not view the conflict in terms of city 
sectors. these leaders must better articulate progress 
so that it does not sound hollow. one method is to 
relate success that has or will occur over  time using 
objective and empirical metrics. an example: “a 
new power plant opening in town X will provide reli-
able electricity to several hundred homes and create 
70 new jobs in a region where men have resorted to 
insurgent activity to provide for their families. this 
will likely result in a vastly improved security situa-
tion in the coming months, and is a model of progress 
that is proving successful in this region.” 

the enemy has no rules. the non-state actor 
reigns supreme in the information environment. 
information is the commodity with which it pur-
chases cooperation, survivability, the perception 
of victory, and silence amongst supporters. the 
terrorist and insurgent do not have an io doctrine. 
according to Jim mcnieve, 1st io Command 
(Land), non-state actors commonly use three broad 
methods in their information effects strategy: 

projection of their message to various target  ●
audiences.

protection of vital information to enhance  ●
survivability and decision-making.

Collection of information on their enemies. ● 28 
our adversaries understand how to leverage the 

information environment, and the U.S. military 
should not abdicate that battlespace in pursuit of 
perpetual raids and kill-or-capture operations. 
Because the anti-government forces do not have 
military parity with the U.S., they do not seek suc-
cess on the streets but in the information environ-
ment. they are not bound by the rules and ethics 
of responsibly releasing truthful information. the 
enemy has no rules. it can exaggerate claims, sen-
sationalize events, omit facts, purposely mislead, 
and release information quickly without extensive 
staffing. in past decades, the way to reach audiences 
was the traditional media,29 but now it is the inter-
net, where “the keyboard equals the Kalashnikov.”30 
in irregular warfare, the gap between U.S. and 
adversary io capabilities and use of the media and 
the internet is much smaller than the gap between 

their respective military force capabilities. islamic 
terrorist and insurgent groups we once considered 
ignorant and primitive are making effective use 
of cyberspace as a communication medium. this 
includes not just command and control via the inter-
net, which we expect in the 21st century, but the 
proliferation of messaging and propaganda directly 
connected to anti-government forces engagements 
in iraq and afghanistan, especially those causing 
or exploiting U.S. and allied casualties. Groups 
increasing video output include iraq’s predomi-
nately Sunni arab insurgency, as well as the taliban, 
who ironically opposed the use of cameras when 
they ruled afghanistan.31 

inevitably, other extremist groups will adopt this 
practice before long. Libyan firebrand abu Laith al-
Libi recently urged islamic insurgents in Somalia, 
who have mostly ignored the medium, to begin 
using videos to foster awareness of their fight.”32 
information operations not only project messages, 
but also seek to deny and degrade the adversary’s 
messages and deny his access to and effectiveness 
on the internet. Countering these videos is of urgent 
importance, because research shows that “internet 
chat rooms and forums are replacing mosques as 
venues for recruitment and radicalization.”33 this 
course of action requires the U.S. military to engage 
adversarial operations and propaganda directly and 
indirectly on the internet.

Leveraging Information 
Engagement Capabilities 

information operations are a key Coin logical 
line of operation to win the war of ideas and destroy 
the will and legitimacy of the insurgency, and io 
have the same, if not greater, relevance in irregular 
warfare.34 We should seek solutions to irregular 
warfare’s io challenges by closely coordinating 
of efforts among the array of capabilities that 

Our adversaries understand how  
to leverage the information  
environment, and the U.S.  

military should not abdicate that 
battlespace in pursuit of perpetual 

raids and kill-or-capture operations.
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engage the public. We should set aside the current 
io doctrine of “core,” “related,” and “supporting” 
capabilities. Such artificial categories create false 
barriers to planning, coordinating, and executing io 
in irregular warfare. the io core capabilities listed 
in current doctrine—“psychological operations” 
(pSYop), “electronic warfare” (eW), “computer 
network operations” (Cno), “operations security” 
(opSeC), and “deception”—have a logical but 
unnatural grouping, and constrain leaders’ views 
of io—by portraying it as five capabilities. 

While an important guide, doctrine should be 
just a point of departure in the constantly evolving 
irregular warfare environment. information opera-
tions is not a grouping of capabilities that comprise 
information. information operations is a grouping 
of capabilities that affect information. more impor-
tantly, io have a specific purpose and emphasis 
within an overall plan of action, operate under the 
same dynamics, and are inseparable from kinetic 
combat operations.35 information operations are 
more than just public affairs and pSYop releases 
after a mission. tactical commanders in iraq and 
afghanistan have had success with public informa-
tion engagement as a main effort. public information 
should consist of the coordinated, combined efforts 
of public affairs, pSYop, civil affairs, combat 
camera, and face-to-face engagement. these capa-
bilities are critical because irregular warfare requires 
a de-emphasis on information technology.

Holding your enemy close: making PA, 
PSYOP, and IO work. Unity of information effort 
is vital in irregular warfare. the two key special-
ties of pSYop and public affairs (by doctrine, a 
“related” capability) support each other in today’s 
combat environments. Still, they differ in coordi-
nation and execution. many who work in public 
affairs think of pSYop, and by extension io, as 
nonfactual or even subterfuge—as manipulative 
and potentially mendacious marketing campaigns. 
Leaders can dilute the value of io by thinking of it 
merely as an equivalent of public affairs or pSYop. 
However, it is not heresy to group public affairs 
and pSYop into a coordinated public informa-
tion construct. Both use similar means (relaying a 
truthful message to specific audiences) to achieve 
different objectives (public affairs informs and 
pSYop influences). a coordinated effort maxi-
mizes message effectiveness. 

Brigade or regimental combat teams must 
develop the capability to influence and inform key 
target audiences at the local level. one commander 
even reported that his brigade’s main targets were 
iraqi and arab media, “because they informed the 
population in my area.”36 We should influence and 
inform key target audiences through the local media 
or face-to-face means, because a national release 
by a theater pao is insufficient to reach the fence-
sitters and the uncommitted. in many ways, we do 
not use public affairs enough in irregular warfare 
foreign media operations. We have to reach a unit’s 
tactical target audience population. public affairs in 
support of irregular warfare should be more than 
just informing the U.S. public. 

However, the joint definition of information 
operations, the integrated employment of capabilities 
“to influence, disrupt, corrupt, or usurp adversarial 
human and automated while protecting our own,” 
limits public affairs application in irregular warfare.37 
the definition does not address non-adversarial 
populations, and does not include “inform,” thereby 
blocking public affairs involvement, in coordination 
with io, to reach specific foreign audiences. Com-
manders cannot succeed without public affairs and 
pSYop capabilities to disseminate one-voice mes-
sages that engage tactical audiences, foreign media, 
and foreign populations, and coordinate counter-
propaganda efforts. this issue is not one of public 
communication, but one of foreign communication.38 
public affairs (inform using unclassified messaging) 
and pSYop (influence using classified messaging) 
converge with respect to foreign media operations; 
pSYop can extend the message’s momentum as 
the public affairs-driven news cycle winds down.39 
engaging foreign audiences with one capability 
without coordinating with the others increases the 
likelihood that pSYop will encroach into public 
affairs’s lane. ironically, for public affairs to protect 
its contribution to the mission, it must work closely 
with pSYop and io planners. 

public affairs and pSYop should cooperate in 
influence operations because the military has too 
few trained communicators to deal adequately 
with the overwhelming information demands of 
irregular warfare.40 the pao is an invaluable 
information battlespace advisor to the commander. 
He or she naturally understands the information 
environment as a whole. if the pao excuses 
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himself from a process in which he is encouraged 
to participate, the commander will have to make 
information decisions without public affairs advice, 
even though the pao is the best-qualified officer 
to give such advice. if public affairs is committed 
to success of the command, it will be part of the 
staff io planning.

By doctrine, combat camera and face-to-face 
engagement are not io, but they fall within infor-
mation engagement capabilities. they therefore 
reinforce io as part of operations, not a grouping of 
capabilities that various staffs “own.” Face-to-face 
engagement is relevant and valuable at the tactical 
and operational level. it is a delivery platform to 
achieve information effects that inform, influence, 
or co-opt. Face-to-face engagement is a technique 
to engage influential leaders (municipal, national, 
civic, and tribal) before and after operations. imple-
mentation by a commander instead of an io officer 
does not mean it is not an io function. information 
operations strives to achieve specific results in the 
information and cognitive domains; the executing 
agents vary depending on which is the most appro-
priate. the combat camera capability supports io 
by documenting events and operations to exploit 
successes, mitigate post-mission misperceptions, or 
counter accusations. We should view face-to-face 
engagement and combat camera as a valuable part 
of a strategy to integrate key public information 
elements and tools to achieve effects. 

the final capability that plays a significant role 
in irregular warfare io is civil-military operations, 
usually coordinated by civil affairs personnel.41 Civil 
affairs is an io-related capability and has a valuable 
role in achieving tactical cognitive effects. infor-
mation operations does more than just synchronize 
pSYop with civil-military operations. Civil-military 
operations can affect social and political change in 
communities and regions through infrastructure work 
and social services, which have an important affect on 
target populations. although some say “civil-military 
operations is not io,” they fail to recognize that civil-
military operations is an important irregular warfare 
tool the commander can use to achieve informational 
and cognitive objectives in a target audience. While 
civil affairs can be altruistic, its function is to help 
the commander affect information environments 
and his operations. purposeful philanthropy is for 
non-governmental organizations. 

public affairs, civil affairs, and pSYop officers 
are effective in executing their respective functions 
in support of commander’s guidance regardless of 
an io officer’s presence on staff. and the presence 
of an io officer in centrally coordinated informa-
tion operations does not necessarily subordinate 
those fields or erode their status with a commander. 
a public affairs officer can always say “no” to the 
recommendations of an io officer. Centrally coor-
dinated io in irregular warfare does offer a method 
to eliminate seams between areas of expertise and 
capabilities. ideally, the io officer is in a position 
to have wide conceptual visibility. Such visibility 
enables an ability to coordinate and synchronize 
public affairs, civil affairs, pSYop, face-to-face, and 
combat camera actions and information with respect 
to timing and effect within the area of operations. 

the io staff officer might suggest the timing or 
development of a pSYop or public affairs product; 
recommend civil-military operations in support of 
non-lethal objectives to persuade non-military (tribal, 
religious, government) leaders; recommend combat 
camera document a certain operation; or suggest a 
face-to-face engagement before or after an opera-
tion. these suggestions or recommendations to the 
commander or chief of staff should diminish seams 
and achieve a greater effect. one of the io officer’s 
greater contributions in irregular warfare can be to 
eliminate seams and maximize effectiveness.

Understanding Effects in IW
“An effect is the power to bring about a result, 

i.e., influence.”42

measures of effectiveness are difficult to design 
and judge in a Coin campaign because, by nature, 
insurgencies are politically volatile and asymmet-
ric.43 this intractability prevails in irregular warfare 
for a number of reasons. the population’s diversity 
and antagonisms, the presence of hidden enemies, 
the complexities of time and space, and the dif-
ficulty of observing and measuring the success of 
actions, or even knowing if they are successful, all 
contribute to eluding any meaningful gauge. 

in irregular warfare, measuring effectiveness 
involves more than just simply observing imagined 
cause and effect relationships or having immedi-
ate or timely feedback. it requires subjective and 
abstract metrics. We often apply empirical data 
awkwardly to measure subjective effects, and the 
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resulting information can have little significance 
if we do not properly define success. We should 
remain cognizant of the difference between mea-
suring effectiveness and measuring success, which 
may be quite different entities. empirical data best 
measures the success of tasks over time or helps 
analyze trends. 

The hierarchy of effects. information operations 
officers must understand first-, second-, and third-
order effects and apply this knowledge to tactical 
planning in irregular warfare. they can best advise 
the commander on assessing information environ-
ment risk to daily combat operations by addressing 
first-, second-, and third-order effects to identify 
potential collateral effects that result in positive or 
negative outcomes.44 First-order effects are associ-
ated with the physical dimension of the information 
environment, while second- and third-order effects 
are associated with the information environment’s 
information and cognitive dimensions. there are 
few clear lines of demarcation beyond third-order 
effects.45 a first-order effect is a direct effect, a 
result of actions with no intervening effect or 
mechanism between the act and outcome. Such an 
effect can trigger additional outcomes, which are 
indirect (second- and third-order) effects.46 Given 
the complex irregular warfare environment, the 
io officer must not only take into account prob-
able adversary reactions to friendly operations and 
events, but also their impact on the population and 
its actions and reactions in response to them. Some 
examples of io that support or mitigate each level 
of effects follow.

First-order effect—an immediate physical action 
or reaction. the io goal is to enable force protec-
tion or unit success in executing the mission, limit 
adversary response, perhaps using eW and tactical 
pSYop supported by tactical deception and strin-
gent opSeC countermeasures. 

Second-order effect—the quality and integrity 
of information and information flow, eW, and 
tactical pSYop actions limits disinformation reso-
nating with the population. this could include an 
face-to-face meeting with an influential municipal 
or religious leader and coordinated civil-military 
operations to shape perceptions. 

third-order effect—decision-making and per-
ceptions. the io officer coordinates various io 
capabilities and other actions to support gaining 

the desired effect or preempting, countering, or 
mitigating an effect, using public affairs, pSYop, 
and face-to-face to disseminate information.

Figure 3 depicts how io officers can assess an 
operation’s risk and effects by applying certain 
actions. the figure illustrates a raid to capture an 
individual wanted for suspected terrorism or violent 
crimes. Understanding first-, second-, and third- 
order effects is necessary for planning to achieve 
desired io objectives. an io objective should be 
effects-based, describing a condition or state in 
the information environment that io elements will 
attempt to achieve.47 the irregular warfare challenge 
is that intelligence systems cannot always detect the 
disposition of a population or the response of insur-
gent forces to coalition efforts. Such responses are 
not quantifiable by empirical data anyway. therein 
lies the flaw: trying to produce effects as though 
doing so were a science. assessing the situation 
requires atmospherics and information that some-
times is not personally gathered or observed by 
U.S. forces, and not easily or best expressed with 
numeric data. the reasons can be the permissive-
ness of the environment and the availability, access, 
and cooperation of citizens for polling. 

Applying an effects-based process. determin-
ing desired hierarchy of effects and supporting 
actions to achieve information objectives is just as 
important as evaluating the hierarchy of effects for 
planned tactical operations. there is a difference 
in planning operations with effects and planning 
effects-based operations, and this difference is 
important in irregular warfare. “effects are linked 
to desired objectives, exert influence, cause a result, 
or trigger additional outcomes.”48 the io officer 
can use an effects-based relationship model to 
validate effect objectives and military operations 
that support them. the model helps the io officer 
verify if he is truly gauging and calculating effects 
rather than performance. an effects-based plan-
ning approach will address “the mind perceptions 
and cognitive dimensions of an adversary’s reality, 
regardless of any physical or military inferiority 
or superiority.”49 effects-based planning is very 
much relevant in irregular warfare because it is 
centered on the conditions of that reality necessary 
to achieve success, which may not exclusively relate 
to an adversary.50 this is essential when political 
and social factors are inseparable from military 
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1st Order Effects
(Direct)

3rd Order Effects
(Indirect)

2nd Order Effects
(Indirect)

EFFECTS

AGF/supporters on and
vicinity target respond

directly to raid 

U.S. Military Action

Coalition and Iraqi
Security Forces

 conduct raid to detain
High Value Individual

Targeted group spreads
misperceptions and

misinformation via normal
communications, rumor,
mosques, public forums,

web/press releases

Organized protests;
positive or negative

comments from elected
officials, religious leaders

at various levels, decreased 
support to CF/ISF, increased

support to insurgents

PSYOP dissemination
(media vic. target area),
PA dissemination (national),
F2F with influential leaders,
COMCAM documentation
from operation to counter 
claims of abuse and destruction,
CMO to reinforce relationships.

PSYOP/CMO shaping prior
to operation for population
to understand CF are after
criminals and terrorists;
OPSEC and EW disrupts
AGF ability to C2; also
post-op F2F, CMO, 
tactical PSYOP.

IO Capabilities
Mitigation

EW, tactical deception,
tactical PSYOP, OPSEC
countermeasures for
force protection and
mission success

Figure 3. Evaluating hierarchy of effects for planned tactical operation.

operations to achieve campaign objectives. and 
it requires io officers to think beyond the initial 
operation or io action and prepare to address col-
lateral or unintended effects.

Figure 3 illustrated the hierarchy of effects 
applied to a tactical operation focused on the adver-
sary. Figure 4 is an effects-based model adapted as 
an io or effects planning tool; its original purpose 
was to show the relationship of objectives, effects, 
and targets.51 the intent is to easily identify required 
io-related actions to support achieving irregular 
warfare objectives. the example uses a scenario of a 
commander’s intent to reduce ied network activity 
in order to decrease lethal attacks against the popu-
lation and U.S. Forces. the identified objectives 
are “reduce anti-government forces Leader X net-
work activity” and “isolate anti-government forces 
Leader X from external support.” this results in 
planners identifying initial targets and actions, both 
lethal and non-lethal, and the resulting direct and 

indirect effects. From the target, select likely first-, 
second-, then third-order effects, ending with the 
stated objective. this process is to ensure the target/
action will likely produce the desired outcome. the 
io officer evaluates if these likely effects (it is not 
possible to precisely predict or measure outcomes) 
are acceptable and makes necessary recommenda-
tions to the staff as needed. the io officer is focused 
on getting the third-order effect to occur. 

information operations officers should have this 
breadth of understanding of operational risk and 
potential order of effects, although these are not 
exclusively io functions to develop or gauge. 

Conclusion
in the last seven years, prolonged U.S. engage-

ments in iraq and afghanistan have had a major 
impact on military operations, as well as the role 
general forces play. the methods and processes 
proposed here are not definitive, but may expand 

leGeND:  AGF, anti-government forces; C2, command and control; CF, coalition forces; CMO, civil-military operations; COMCAM, combat camera; EW, electronic warfare; F2F, face-to-face;  
ISF, Iraqi Security Forces; OPSEC, operations security; PA, public affairs; PSYOP, psychological operations.
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io officer knowledge and thought processes for 
irregular warfare. my purpose is to share ideas 
and concepts with my peers, the io proponent, 
and others responsible for training, educating, and 
preparing io officers for oiF and oeF. despite 
my ten years of army and joint io experience at 
tactical, operational, and theater levels, i continue 
to experience hard and sharp learning curves with 
each successive deployment. 

an examination of warfare and io doctrine is not 
only required of senior leaders, but also of those 
responsible for executing and coordinating operations 
in irregular warfare, and in the military education and 
training system responsible for preparing those indi-
viduals and forces.52 in irregular warfare, the role of 
io is significantly greater than during major combat 
operations. the people among the populations and 
the roles they play in society, government, the mili-
tary, and the insurgency are the foremost focus of io 
methods in support of irregular warfare.

if all one has is a hammer, then the entire world 
begins to look like nails.53 this observation also 
applies to what commanders and staffs believe 
io represents, However, io are more than just 
public affairs and pSYop releases after a mission. 
although the population’s role in irregular warfare 
requires emphasis on io public engagement, an 
enemy we once underestimated is demonstrating a 
more effective use of cyberspace as an internal and 
external communication tool, and this requires spe-
cial “technical” io attention and efforts. moreover, 
at the tactical and theater levels in afghanistan and 
iraq, it is time for public affairs and pSYop officers 
to define how they will cooperate and coordinate in 
support of the commander’s information objectives, 
rather than continue to itemize the reasons they stay 
at arm’s length. Continued friction only serves the 
adversary. We cannot prevent our adversaries from 
disseminating their messages, but we can affect how 
that message resonates with our target audiences. 

Objective 3rd Order Effect
(indirect)

INFORMATION

2nd Order Effect
(indirect)
SYSTEM

1st Order Effect
(direct)

PHYSICAL

Targets

Reduce AGF 
Leader X’s 
network activity

AGF Leader X 
decides to temporarily 
reduce ops to 
determine who/how 
provided CF/GOI info

Information on raid 
relayed  to Leader X

Raid to detain HPT 
#1 and 7 

HPT #1 and 7

Reduce AGF 
Leader X’s 
network activity

Network members are 
paranoid and 
distrustful of each 
other 

Network members 
learn detained network 
member gave info to 
detain HPT #7

Conduct rumor 
campaign

AGF Leader 
X, region
population

Isolate AGF 
Leader X from 
external support 

Leader X supporters 
in government  
supporters do not 
publicly condemn 
detention of HPT #7

Public informed of 
crimes of HPT #7 and 
relation to Leader X

Press release on 
detention of HPT #7 

AGF Leader 
X, region
population

Isolate AGF 
Leader X from 
external support 

Population vicinity 
town Z more reluctant 
to provide network 
smuggling support

Target audience learns 
information on capture 
and cooperation of 
detainees

Handbills in town Z , 
local or satellite TV 
commercial 

Local 
population, 
network 
members

Objectives Effects  Targets/Actions

Desired Outcomes (Trigger           Cause) Targets/Actions

IO Officer’s focus

Figure 4. Effect-based relationship model adapted for IO planning in irregular warfare.
(Relationship of objectives, effects, and targets) 

leGeND:  AGF, anti-government forces; CF, coalition forces; GOI, government of Iraq; HPT, high priority targets
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Words alone will not have a tipping-point effect. 
information operations is not a golden arrow or a 
silver bullet to counter and destroy enemy propaganda 
and quickly cause whole populations to change dispo-
sition. doing so requires coordinated military opera-
tions. information operations officers should be able 
to advise their commanders of the risks and potential 
direct, indirect, and collateral effects that physical 
domain operations will have on the information envi-
ronment. in measuring the effects of operations, let us 
not make the process to evaluate them too hard. 

NOTES

although force levels may decrease during 
the next few years, our commitment to victory 
will not. our forces in iraq and afghanistan must 
understand and prepare for changing threat envi-
ronments and their impact on the irregular warfare 
environment as our adversaries adapt and other 
opportunists surface when rivals are defeated. a 
rule to heed: do not underestimate these challenges 
just because you understood the information and 
threat environment during your last deployment. 
MR 
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