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Presenter
Presentation Notes
Co-chairs good mix of R&D. OR and Operational
Thanks to synthesis members who both participated and helped facilitate
Special thanks to Steve Stephens and Julie Seton
We tried to focus our discussion on the international littoral but much discussion around generic MDA and the other regions for MDA
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Presenter
Presentation Notes
This is the whole team who contributed
People drifted in and out but we usually had at least 10-12 people participating at any one time
Pleased with the level of discussion and participation
Navy input
Air Force input from Maritime Air
Space input from DAR and exact Earth
Shore-based view from NavAir (interesting that shore-based RMAC comes from NavAir)
My observation is that we have many participants with either current military experience or string past military flavor
There weren’t many people with interagency view and/or experience although Julie did seems to have that view
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| WG 3 Purpose
EEEEE - B'D?

* The purpose of Working Group 3 Is to explore
and identify ways in which operational research
and analysis can support the activities related to
the generation and maintenance of MDA In
International littoral areas
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Presenter
Presentation Notes
Purpose of the workshop but focused on international littoral (whatever that is)
Reminder from the chair that I do not have an OR background so I will be relying heavily on others in the group to make the links with OR capabilities
This will be an OR  education for me 
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. WG 3 Focus
EEEEE B’*’J —

 What are the questions that need to be
answered by the analysis community related to
MDA In International littoral zones and how do
these issues differ from national MDA and open-
ocean MDA?

 What types of analysis tools and models are
required to help the operational community
answer the operational questions?
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Presenter
Presentation Notes

Two focal topics to be addressed as per the workshop TOR
However, we spent more of our time on the first focal topic than the second
We did visit the OR tools and techniques questions regularly as our discussion progressed-
But we had some difficulty being concrete about solutions 
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Why this Breakdown?

e
DEFENCE B § J perenss
e Physical
* Physical makeup of the
maritime domain and how
can we physically sense it
e Information
;U'$ « Together with effective
E \l v sharing mechanisms
o 3  Leads to federated
(o ' $ intelligence and knowledge
() Q" bases upon which...
%, 64,” e Human
"'QW « Effective understanding...

e Teams and individuals
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Presenter
Presentation Notes
The diagram illustrates the proposed breakdown of the MDA issue into physical aspects of the maritime domain, the human and organization aspects of awareness of that domain and the information and communication mechanisms that allow us to build that awareness 
The Venn diagram is one we often use in DRDC to characterize various aspects of our work in support of both defence and security
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Session |

BD? Tuesday, 27 Oct 1350-1745

B
* Focal Topic: Physical aspects of the maritime
domain in international littoral areas

e Presentations:

1. LCol Robh Zellerer, DAR - The Contribution of Airborne Collection
Platforms in Support of Maritime Domain Awareness

Future A/C will be capable of collecting huge volumes of maritime, land
and air information — where will it go??
2. Mr. Mark Stoddard, DRDC - Decision Aids to Support Surveillance
Planning in the International Littoral: What are the critical attributes,
constraints, and objectives that influence surveillance planning in the
International littoral and how do we manage them in an evolving operating
environment.
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Presenter
Presentation Notes
Session 1 was focused on the physical aspects and we tried to set the stage for this with two presentations
LCol Rob Zellerer gave us a view of the current and future sensor and information collection capabilities on both fixed and rotary wing maritime A/C 
The focus was on planned capabilities on the Aurora MPA, the Cyclone MH and the UAV under procurement now
An interesting point he made is that the drivers for A/C capability are more from the land side and the air side than from the maritime side
This agrees with the view we’ve been given from others that the perception of threat in the Maritime domain is not high – the air and land domain continue to be viewed as more important from a security threat point of view
The A/C will have a full suite of military sensors including an undersea suite (which they were originally designed for)
They will have an overland mission suite including EO/IR and they are trying to address the issues of getting the information off-board
Rob is concerned that no one is looking at the information collection, aggregation and analysis issue
The will be capable of generating  gigabytes of data and information with no place to send it for post flight uses (or while  in-flight if real-time links
Mentioned that AIS is a relatively new source and can be difficult to get the systems aboard a military platform – even if it is still in procurement.
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Canadian Maritime Air
EEEEE e JRG Y wiren Capabillities for ISR

* Presentation by LCol Rob Zellerer
o Air System of systems for ISR&C
* Looking at North
e Long range patrol, UAVs, helicopters and satellites

« Matrix of capabilities and needs across various
domains (air, land, sea)

« Air assets globally —ie. Horn of Africa, Afghanistan

« Getting the information and processing the
iInformation are different challenges

 New sensor packaging getting ready to be fielded —
will generate lots of data —what to do with it?
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Presenter
Presentation Notes
Interesting to see that they are focused on the north now
As mentioned earlier an overland focus (over ice focus)
MPA is our most flexible asset for long-range surveillance
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Canadian Maritime Air
serence [RE Y trene Capabillities for ISR (2)

« Long range capabilities
« (OEMS) Live stream data

o AIS
« CMA (Canadian Multi-mission Aircraft)

 UAV capabillities
 Remote data gathering
* ISTAR and weather precision strike capabilities
« JUSTAS
 Phase 1 — land and overseas operations — 4 payloads
* Phase 2 — move to MDA and Arctic awareness

* Challenges: Northern commands, maritime, flight in non-seg
airspace, etc.

Unclassified 8


Presenter
Presentation Notes
Dealing with northern command is something new
Will be interesting to see whether CMA will have a US role (I suspect it will but will be different!!)
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Canadian Maritime Air
EEEEEEE RE ) wirene Capabillities for ISR (3)

« Maritime Helicopters (28 new ones on the way)
« Anti-sub capability
¢ SAR
« ESM kit
 EO/IR kit

 Future should have
e AIS
e Multi-lin (16/22)
 |FF mode
« Enhanced ESM

Unclassified 9


Presenter
Presentation Notes
Not sure about ship / ops centre links and what the MH will have
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Canadian Maritime Air
EEEEE R Y vt Capabillities for ISR (4)

o Satellites
e Polar Epsilon
« Polar Epsilon 2 —cuing capability commercially
e Challenges
 What to do with the data
« Getting data to the right people in a timely manner
e |s the data useful
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Presenter
Presentation Notes
We didn’t deal a lot with space since that tends to be dealt with separately within DND
UAVs were discussed and the big information management challenge is more pressing here since there is no person on board to make decisions
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Decision Aids to Support
EEEEE e JRE Y v Maritime Surveillance

e ——
e By Mark Stoddard

 |dentify critical information requirements
* Types of decisions
e Tools used (technology, medium)
e Constraints (i.e. environmental, political, economical)
* In the international littoral

e Surveillance activities (frequency, restrictions,
etc)

e Decision aid must be able to address various
objectives, new information, changes, timing,
policy (and policy evolution)

Unclassified 11


Presenter
Presentation Notes
I think the slides here are fairly self explanatory
Good paper associated with this slide deck (need to mention this to Jack Keane – or to whom??)
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Decision Aids to Support

R Yo Maritime Surveillance (2)
A

Question regarding the definition of the littoral

Consider coastal objectives and many other factors to

determine the asset distribution

* |s it reasonable to consider expansion based on the new
Information? Needs decision aids

Multi-period surveillance modeling is Mark’s answer —

need to know that surveillance assets, economics and

consideration of more constraints

Operating area attributes

» Critical infrastructure, shipping lanes, maritime zones,
commercial activity, historical considerations, season

Unclassified 12


Presenter
Presentation Notes
An important point here is the variety of types of constraints that need to be dealt with
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Physical characteristics of
onremc [RE Y oerve the International littoral?

o Geographic Definition
e« 100nm inland to 200nm out where many nations’ (and their

associated infrastructures) interests intersect outside of
continental North America

 We considered the continental shelf definition
* We consider the Arctic to be part of the International littoral

« MDA (need for awareness)
« Strategic national interests (CIP)
e vessel, cargo, people, infrastructure
e Economic, environmental, & safety concerns
» Traffic density
» Lack of in-house data, information, & knowledge
» Potentially denied areas (anti-access areas)

Unclassified 13


Presenter
Presentation Notes
The discussion during our first session was wide ranging and but the question of defining the Int’l littoral was one of the first
 The 200nm corresponds with the normal definition of the EEZ
It was good to include 100nm inland because many at first glance assume the maritime domain end a at the waterline
It needs to extend ashore for marine/maritime infrastructure and the argument can be made that tracking of goods and people needs to start before they hit a vessel which is essentially just a conveyance for the threat
(Post workshop comment: The discussion pf the international littoral has made me realize that  this is the area where we will most likely see indications and warning leading to detection of real threats )
Operational aspects lead to continental shelf considerations and this is particularly relevant in the Arctic with all the UNCLOS activity in redefining national boundaries in the arctic.
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What characterizes the
sessncs [RG Y wsre International littoral?

e 3-dimensional view in which

 Number and type of potential “things” increases (vessels and
other assets )

 Number and type of threats increases - Tactical risk tolerance
level is lower than domestic

« OQOverlapping international legal issues

e Information “clients” for the International littoral
* Military, commerce, adversaries, & researchers

e Getinformation from

 Law enforcement, intelligence, maritime assets, border security,
commercial info, and other nations

* Reliance on a third party (i.e. other country)
e Constrained by host nations

Unclassified 14


Presenter
Presentation Notes
Briefly discussed subsurface, surface and air awareness but we primarily dealt with awareness of surface traffic
Agreed the the density and variety of traffic will be larger in the international littoral
The slide says that our tactical risk tolerance will be lower but I think we meant that the perception of risk/threat will be higher (maybe that is the same thing)
We also discussed the fact that information collection in other national waters (i.e. inside 12nm will be constrained and we will likely rely on a wide variety of sources for information including police, military and national agencies of the littoral country
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Structure to think through:
- ; T — TCPED

e Tasking / Request for Information
* We can ask others for information
« We can provide information to others
« Standing areas of interest/Spontaneous areas of interest
* Prioritization considerations
» Tactical/operational/strategic objectives

« Broader than strictly military —Whole of Government and International
Non-Government Organizations

 Collection

* Need for in-situ collection (see list from need of awareness on definition
slide)

 Constraint: legal and policy and political considerations with nations
sharing operations area

» Constraint: Spatial/temporal considerations
* More opportunities for threat identification (people & cargo)
 Where do we find it?

« How smart do the sensors need to be to minimize the processing to
exploitation

Unclassified 15


Presenter
Presentation Notes
The TCPED cycle (procedure, protocol??) common in the intelligence community was suggested as a way to organize our thoughts
We spent quite  bit if time discussing international littoral MDA within the TCPED structure and it was clear we were in a comfortable  place for most in the group
Notes on the slides are fairly complete
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Structure to think through:
asunca [ R ) osranes TCPED (2)

* Processing
» Lots of data to process from many sources
* Fewer resources to process in theater (necessitates reach back)
* Incompatibilities of data formats (language)
 Who is responsible for processing it?

NOT I GBEEE apistsEch

« Spatial/temporal constraints

* Resource constrai
e Optimization of sy t g as best we can)

e Dissemination of information

« Various layers of information
» Raw data versus processed data
« Legal requirements
« Memoranda of Agreements/Understanding
* Rules of Engagement

 Prioritization of need

» Subscription

Unclassified 16


Presenter
Presentation Notes
The overlay on this slide was meant to bring attention to the fact that TCPED is a linear, hierarchical way of thinking in contrast to the more networked way of thinking that Dana Goward highlighted in his presentation
SVEMS stands for Share, Visualize, Explore, Mash-up and Share some more which indicates the spirit of information sharing espoused by Google
(This is a term I made up in case you’re wondering) 
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Session |l

EEEEE BD? Wednesday, 28 Oct 0930-1200

* Focal Topic: What types of information are
required to develop MDA In international littoral
regions and how do we acquire It?

e Presentations

Dr. Swapan Sarkar, Booz Allen Hamilton - ISR Fusion Processor for
Maritime Domain Awareness & Counter Piracy

How do we effectively integrate MDA information produced by a variety
of active, passive and intercept sensors & sources

Mr. Peter Mabson, exactEarth - Satellite AlS & International Littoral MDA

Reception of AIS transmissions on polar-orbiting LEO microsats will
provide a worldwide view of self-reporting vessels (but not a panacea)

Unclassified 17


Presenter
Presentation Notes
Dr Sarkar from BAH gave us an overview of some ISR fusion concepts used to aggregate a variety of traditional sensors and info d sources
It was difficult for him to discuss much if his work in detail so there was a lack of clarity (in my mind) as to what the distinguishing aspects of his processing system are
Pater Mabson is with a new company exactEarth set up to distribute commercial satellite AIS information collected with a soon to be launched constellation of polar orbiting microsats
He showed us the information collected form their experimental mircosat that they have up there now
He discusses their plans as well as some of the technical and policy issues they are dealing with re AIS information collection and aggregation
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classified Trustworthiness for various types of

_, MDA information in the International
asunca [ R ) osranes littoral?
I

o Vessel /Platform information
* Lloyd’s of London databases
e Other in-situ platforms
* National databases
* Open sources, Social networks
* Info sources: AIS, LRIT, AMVER, OSWEX etc
* |n-situ sensors —radar, satellite, sonar

 People
* Intel databases
* Licensing authorities
» Ship owners and operators
* Manifest/ Crew list /passenger list / Supercargo
» Social networks

Unclassified 18


Presenter
Presentation Notes
Here we went back to the Vessels, people, Cargo, infrastructure and natural environment physical characterization of the the maritime domain and discussed the sources and sensors that could be used in the International littoral
The question of quality, reliability, trust etc, of the information depended on  the source
I found it interesting that people seemed to assume that Lloyds is the authoritative source (probably is very good but there are exceptions and they don’t care about smaller vessels typically)



Dhnclassified Trustworthiness for various

types of MDA information in the

EEEEE BD’ International littoral?
-

e Cargo

e Bill of Lading, licensing authorities, intel databases,
shippers, sensors, self-reporting (Haz Goods), Social
networks

e Maritime Infrastructure (Cables, oil platforms, fiber optics,
hazards)

» Ports, harbors, charts, maps, coastal states
 Environment (weather, ice bergs, other hazards)

 Google Earth, weather channel, national weather
services, Social networks
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Presenter
Presentation Notes
Continuing with the discussion on the physical aspects 
However these are traditionally not the important components of the Maritime Domain that the operational military have dealt with
People issues are often police or internationally related and cargo is customs or internationally related but not military
This information is fenced for normal use in Canada
With some exceptions, environmental information is shared relatively freely
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Information issues

DEFENCE R@?DEFEN SE
B

* Information sharing
 What information is needed?
 Raw versus processed data
» Classification levels
» Vocabulary/definition/ontologies (semantic interoperability)
« standard formats (syntactic interoperability)
» Linking data with user’s intent (right information for good decisions)

 Timeliness of data—How quickly do you need to action the data?
» User and context dependent
* |Immediate versus analytic or forensic use of data

« Data and information storage
» Exponentially growing amounts

« Scalable analysis methods?
» Information and cognitive overload

Unclassified 20


Presenter
Presentation Notes
Here we started talk about information issues of collection aggregation and sharing 
Much of this discussion was not focused on the  International littoral but on MDA in general
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When does info become
senence [RE Y wiren more difficult to share?

 When data Is processed, fused, analyzed
« (Government regulations
* Processed data
« Commercial concerns
« Economic concerns (cost of piping)
 Intelligence concerns

e Can we desensitize information for sharing?

 Don’t make information classified just by putting it in a
classified network

« Natural disasters and emergencies may lead to better
data, information and knowledge sharing

Unclassified 21


Presenter
Presentation Notes
Here the discussion focused on sensitive/classified information and understanding why information becomes sensitive
As we rely on commercial surveillance information more, commercial sensitivities will become more interesting the MDA problem space
Someone made the suggestion that we could learn MDA info sharing lessons from the organizations and agencies that are required to respond to natural disasters such as tsunamis
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Session Il

EEEEE BD? Wednesday, 28 Oct 1330-1730

EElSaaSaaSaSaSaSaSSS -

e Focal Topic: What are the human and
organizational aspects that need to be
considered in developing MDA In the
International littoral?

* Presentations

Mr. Eduardo Danganan, NAVAIR - Regional Maritime Domain Awareness
Capability (RMAC) Demonstration Results

Experience developing and deploying a coastal MDA capability in
areas with little or no existing MDA?

Unclassified 22


Presenter
Presentation Notes
Eduardo Danganan from NAVAIR gave a presentation on the shore-based radar/AIS/EO/IR system that they have deployed in western Africa as an experiment in providing a basic coastal MDA capability to countries who have limited or not existing capability
FYI the acronym MDA2 stands fro MD Awareness Awareness (i.e. awareness of the concept and basic issues)
Eduardo mentioned they need to start at a very low level explaining and demonstrating how an active sensor like radar works
The original concept included setting up both national centers on larger regional centers but the larger (multinational ) centers are running into political/policy issues
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Human and Organizational

serence [RE Y oirene (Additional Questions)
A

Who needs MDA to accomplish their missions? (organizationally)

Is this naturally a hierarchical or collaborative process?

 The hierarchical nature of each stakeholders realm interferes with the
amount and types of data that is acquired through the network

Which aspects of MDA must be developed with the aid of a human?

Which aspects of MDA can and should be automated?

What are key tools and technigues to provide operators and
analysts to allow them to do their jobs?

|s it reasonable to expect countries to share their coastal MDA
iInformation?

What organizations need to have a capability to generate and
maintain MDA in the international littoral?

Unclassified 23


Presenter
Presentation Notes
I think this is fairly self explanatory
The focus here is at the organizational level rather than at the roles within organizations
There is difference between the organization that need MDA vice the organizations that need to maintain a capability to generate it (i.e. ship vs. ops centre)
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Who needs MDA?

T (Organizational)
R

“Whoever has the C2”

Whomever has a mandate, stake, or responsibility in the
region

Corporations with operations in the International littoral
Growing group of nations wanting to protect themselves
Ops centers (interdisciplinary and internal)

State, Commerce, Defense, Homeland Security, Justice,
Transportation departments

International law enforcement

Search and rescue centers

Fisheries enforcement

Unclassified 24
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Who needs MDA? Orgs
EEEEEEE IRE Y i (continued)

 Regional Information sharing groups exist
 Baltic region
« Straits of Malacca

Unclassified 25
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Organizational capability for

serence R v maintaining MDA?
A

Host country and stakeholders
Operations Centers (spring up like mushrooms)
US — Coast Guard (DHS) & Navy (DoD) co-Lead
* Vessels
* People
e Cargo
 Infrastructure
* Enterprise
Canada
* Vessels —Trinity and sister org for Canadian coast
e People — intel community (non-military)
« Cargo — Transport Canada or RCMP
* Environment — Fisheries or local assets
Australia’s model seems to be a good one to follow
Norway — cross-disciplinary responsibilities due to the small size of
the country
The hierarchical nature of many organizations interferes with the
amount and types of data that is acquired through the network

Unclassified 26
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. WG 3 Focus
EEEEE B’*’J —

 What are the questions that need to be
answered by the analysis community related to
MDA In International littoral zones and how do
these issues differ from national MDA and open-
ocean MDA?

 What types of analysis tools and models are
required to help the operational community
answer the operational questions?

Unclassified 27


Presenter
Presentation Notes
Working Group 3 had a dual focus.  The second goal was to examine where operations research methodologies could aid and assist MDA decision makers.  MDA, however, has a myriad of decision makers facing many different problems in many different areas.  Working Group 3 noted that MDA decision makers include all who have a mandate, stake, or responsibility in the region.  It stands to reason, then, that the appropriate operational research methodology to support an MDA decision maker will depend on who the decision maker is, where he or she is located, and what are the challenges facing the decision maker.

An amphibious task force commander has to put men, equipment, and supplies across a foreign shore.  It could be a benign or malicious environment.  There are different beaches that can be used, each with its own hydrographic characteristics.  The commander has several types of conveyances, each with different payload, speed, and hydrographical capabilities.  As the staff develops and assesses alternative courses of action, supporting operations research analysts on the staff - using hydrographic data, conveyance attribute data, and offshore traffic density data – could optimize combinations of conveyances, payloads, and beaches.  Moreover, given weather data and intelligence data on belligerents, the analysts could analyze the risks involved with the various courses of action.  

A shipping company transports critical cargo through International littoral areas.  An accident or mishap aboard one of their ships while transiting these areas would have serious environmental and political repercussions.  Mitigating accidents or mishaps depends upon the nature of the incident and the amount of time it takes to bring alleviating equipment to the scene.  The ships themselves could carry alleviating equipment.  There is a price to pay, however.  A ship would have to give up stowage space that could be used for profitable cargo to carry equipment that will probably not be needed.  If they carry equipment, what type of equipment and how much should they carry?  The equipment could be stationed ashore at various locations in these International littoral areas. The equipment could be flown or sailed to an incident.  If shore stations are established, where should they be located?  Special vessels, with the equipment aboard could patrol these International littoral waters.  If response vessels are used, what should their patrol routes be?  A combination of any two or all three of the approaches could be used.  Each will have costs and potential benefits.  Stochastic modeling and simulation along with risk analysis within an optimizing design of experiment is one operational analysis approach that could support this MDA decision maker facing a difficult challenge. 

A commander has a surveillance mission in the International littoral.  The commander has an operating area, surveillance equipment, and platforms to carry them.  In addition to the physical characteristics of the operating area, constraints facing the commander can come from a variety of political and regulatory sources as well as surveillance equipment and platform attributes.  A operational analysis approach in this situation could involve a linear programming scheduling algorithm.  This is the situation described by Mark A. Stoddard, DRDC Atlantic, in his presentation to Working Group 3, “Decision Aids to Support Maritime Surveillance Planning in the International Littoral.”

These are examples of three MDA decision makers and three operations research methodology approaches that could assist them.  There are many MDA decision makers.  MDA decision problems are varied and sometimes unique.  The analysis tools and models needed to help MDA decision makers should be tailored to the specific needs of the specific MDA decision maker. 
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Framing The Problem

DEFENCE R@?DEFEN SE
B

e Decision Support (OR) considerations
e Understand the decision maker’s need and intent

* OR technique used will depend upon where in the
MDA network the decision problem is addressed

e Talilor the solution to the needs of the decision maker

 Understand the littoral issues across
disciplines/nations

* Provide feasible (not necessarily optimal) solutions
» Applicable metrics

Unclassified 28


Presenter
Presentation Notes
Operations research techniques have been successfully employed in several domain areas.  In each case, the first step is to define and understand the decision maker’s problem.  This is just as true with MDA in the International littoral as in any other domain.  A complicating factor the International littoral brings to the table is a complex physical and political operating environment.  Data tends to be either sparse and difficult to obtain or overwhelming.  MDA is not a linear, hierarchical type concept.  Neither is it a networked concept although it may eventually develop into one.  Right now, it is unstructured, especially in the International littoral.  
Given that, the operations research practitioner will have to understand the decision maker’s need and intent within a complex environment.  Collecting, managing, and distributing data is part of that complex environment.  Obtaining data to support the decision maker will invariably affect the flow of information in the MDA arena when governmental, organizational, and regulatory obstacles exist.  Decision making in the International littoral involves customs and cultures of different natures.  These considerations may affect the decision and should not be ignored or assumed away by the operations research practitioner. Nevertheless, the first step is still to define and understand the decision maker’s problem.   
It is not likely that an operations research practitioner will be able to apply a standard or packaged operations research process to any MDA decision problem in the International littoral.  It will require as much of the creative “art” of operations research as well as the “science.”  The operations research practitioner has to tailor the solution to the needs of the decision maker.  A feasible, suboptimal, ‘good enough’ solution in a timely manner may be more valuable to the decision maker than an elegant optimized solution that takes a longer time to obtain (or takes a longer time to determine that an optimal solution is unobtainable).     
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| Employing OR
EElSaaSaaSaSaSaSaSSS -

« Data Exploitation
» EXxploit data producing capabilities of new technology
« Statistical analysis
« Data mining, Meta-data
« Knowledge integration
« Anomaly/Pattern recognition
o Spatial/temporal analysis
* Resource allocation
e Scheduling
* Risk analysis
* Network analysis
« Social networks
* Transportation networks
« Communication networks
 Modeling & simulation
« Gaming/Exercising
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Presenter
Presentation Notes
Although any specific application of operations research to MDA problems in the International littoral will depend upon where within the MDA web the problem exists, Working Group 3 has identified some overarching characteristics that offer insight as to which operations research approach would be applicable.  It is important to note that, in any case, the first step is to define the problem and adapt the technique to fit the problem.  
One of those characteristics is that, in many cases, the decision maker has to deal with massive volumes of data.  Sometimes the data is raw; sometimes the data is processed to some degree.  When lots of data is the case, data exploitation methodologies are applicable.
Many decision makers face classic resource allocation or scheduling problems and there are several operations research techniques that could be applied.  In fact, many decision makers may not realize that, at the core, the problem they are facing is a resource allocation or scheduling problem.  
Uncertainty is yet another characteristic that seems pervasive within MDA and especially within the International littoral.  There are many risk analysis approaches but whichever technique is chosen should depend upon the data available - overwhelming data versus sparse data, the reliability of the data, and whether historical data is available.  The analyst should pay particular attention to the statistical and distribution assumptions to ensure they are appropriate to the problem at hand.
Several MDA problems in the International littoral involve networks of some sort.  Network analysis techniques tend to be elegant but they also tend to require lots of data.  Even if the data exists, at the outset of the analysis the operations research practitioner needs to identify the time and expense it will take to acquire, scrub, and format the required data.  
At the higher end, as the area involved becomes larger yet the detail of the problem solution must be maintained, closed form solution approaches become unwieldy or intractable.  Modeling and simulation approaches are traditionally used to examine problems not amenable to closed form solutions as many problems in the International littoral seem to be.  Modeling and simulation approaches also require a large amount of data and two cautions bear repeating.  One caution is the need to identify the time and expense it will take to acquire, scrub, and format the required data.  The other caution, pertaining to stochastic simulations, is to pay particular attention to the statistical and distribution assumptions to ensure they are appropriate to the problem at hand.
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