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ABETRACT

The military has an increasing nced for a data base
ranagement system ("oNS) supperting many uscrs of
differing clearances and a large collection of Adate having
differing classifications. Such a multilevel access DOMS
vould allow maximurr utilizatior of cormputer resources
vk ile avoiding the maintenance of rultiple copies of the
sorme data or rultiple data base manapement systers for

restricted user sroups. 'lowever, the 1lack of effective
cecurity controls in today's computer systems preclude a
truly secure, multilevel acccess [RE] This paper

discusses the urderlying problem in corstructips a DNMS
which provides for sccurity and multilevel access and then
outlires a promising approact which the *ir Force s
pursuing to solve the prohler,




FORWARD

This paper was produced for and presented to the Alr
Force Academy's Fourth Annual Vorld Wide Data Base
Management System Syrposium held 29-30 January 1974 at the
Air Force Academy. Althoush the paper addresses security
considerations within data base manarement systems, thesec
considerations apply to a broader class of computer
systems Including operating systems,



| Introduction

v'ith the current state-of-the-art, - data “ase
manarement system (NRM'S) cannot provide effective security
controls over access to the Inforratior in the system,
Y"eanwhile, the military urgertly reaunires a secure
"multllevel" NRME —- canable nf supperting data and users
havinrg multiple classificatiors and clearances
respectively., Unfortunately, the incffective security of
current systers frequently prohibits the militarv from
effictently utilizing its computer resources and prevents
aclhicvement of operational capabilities requiring
controlled sharing of data, ltowever, the reoquircd
technolory is row being developed te overcorne these

defliciencies.

Cycrviewv

This paper exarines the existirre ipadequacies and hewy
tno provide 2 selutior, Part Il expleins vhy current data
hase ranaserent systerms do not bave effective multilevel
access ceortrols, vwhile Part 111 describes the need for
Aato hase managserreprt systemrs that combhipe securlty and
rultilevel access, Part 1V identifies arsl describes three
creas of corsiderotion in providing secure cormpitter

systems, Part V outlines the technology currently belrg




developed by the Alr Force which will lead to secure

computer systems which will support a DBMS with effectlve

information protection,

11. by furrent "PMS Securltv fontrols are Ineffective

The current laclk of effective NPMT gsecurlty contrnls
for multllevel access computer svstemrs is prirarily due

to:

1) The tnability of hurans to understand the
progranms whlch they write, Paradoxically we cannot
determline exbaustively all the possihle states attainable
by praograms of conscquence, despite the fact that thesc
prorrams operate on a determinlstic automaton -- the
computer, In partlicular, we are nrable to establisk that
access contrel programs will not In fact nermit
unauntherlzed access. Because of onur lack of fundamental
techniques far Insuring the correct operation of
substantl!lal nroagsrarms, we have heen urahle to develen a
PAMS (or any other programmed syster) that enfarces anv
meanlngful securlity ponllay, ecven the sipplast, This lack
of fundamental controls is not just a thcoretical
weakness, but past attempts (at mojor expense) <A72> have
repeatedly and consistently deronstrated the futillty of

the current ad hoc techniques.



2)Y The fact that the security practices and
policy Tor computer svstems do not hove & sourd teclhnical
hasis, They are adaptions of practices and svidance
desirped for marnal cysters; the resulting techniques are
inappropriate, norfunctional or ever counterproductive,
Ps a2 result, recting 211 the =security rerulations provides
little assnrance theot o cemputer system in fact bkos
meanincful sccuritvy, There is o precd for preoctices ond!
rpalicy that recosnize the Inlerent inadeauacies of
corterporary systers, “ut at the sarme time provide for
aprlicatior of technolorv that provides the fnrms of
scecurity that are necessary within data hase mapagencent

systems,

ttlt., The Meed Tor a Secure Multilevel Access fCapability

In spite of the weaknesses of currcent systems, therc
is an urrgent nced for cffective security in military
compiters, Tle militery can derive sionificant economic
hepefits from a secure multilevel access capahility and,
additiorallv, obhtelr major Improvements in nperatieral
capability throurh the attendant cortralled data cktaripr

capabillity.

v




rconomic Penefits

The liritations of current systems result in major
additional costs that could be avoided hy use of systems
with effective ITnternal controls. In order te provide
security for a N3MS (and other applicaotions), currently
the military must insure that all users are zleared to a
level that authorizes each user to access any rlata in the

NBRMS., This single level access capabhilitvy can bhe achieved

by:

1) l1imiting the users to those who have
sufficient clearence to access ary data in the PRMNS == in

particular, the most highly classiflied irformation,

2) limiting the data to thet classification
which all users are permittecd to access -- deterrined by

the individual(s) with the least clearance.

Some of the wasteful conscquences of using ore or

hoth of the above methods to provide security are:

1) The military must ohtain urnecessarfly high
clearances for the NNMS ysers. Mot only is this
expensive, hut alse It increases the risk of comprorise
through subversior of personnel wheese duties do rot

actually requirc access to the highly classified



infarmaticn ir the NO'C,

2)  The PMMS requires a dedicated computcer
system. 1f the user cormunity is srall and the data basc
large and hirhly classified, computer resources arc
vasted, Tver when several groups share a computer system
Yy maling the syster available to ecach rreup faor a 1imiterl
period of time, waste of corputer rescurces results

Lecause of the tire and the "saritizirne" precedures to

<yitech the computer svstem from one nser ~roup to anothker.

3Y PNi~id controls are placed or the envirerrent
of the cormpnter syster including rerote termipals, A
computer system maiptainiry hirshly classified data
rcquires heavy guardirg, All rerote perinherals require
dedicated and protected commurnication lires to the central
site or cryptographic techniques or Loth; this is
ahsolutely essentiaol even for terminal “levices used only

for nominally unclassified processing.

‘tajor ecoromic benefits can be chtaired by avoiding
these brute force approaches. 1t has been estimated that
use o thesec rmethods to provide secure computer systers
currently cnsts the Air Force alore, *100,000,000 arnually

<A




Controlled Data Sharing

In addition to economic considerations, a PBMS having
a secure rultilevel access capability provides the data
sharing capability necessary to satisfy important
operational requirements. A DBMS may support many uscrs
involved in many tasks., Although two users may require
access to two different sets of data (with information of
various classifications), the intersection of the two sets
of data may be non=-null, even though the nsers have

different clearances,

As an example consider an inventnry contral system,
One item of information on this system may rceflect that an
order has been placed for jet fuel., Murmerous procuremnent
and financial management personnel may have access to this
information to prepare various accountirg entries to pay
the supplicr and charge the cost agalinst the appropriate
funds citatlion, Typically, thesc functions would be in
non=secure areas and some of the personnel wouid he

unclearable,

In this example a cleared supply offizer nceds
current access to the same orcder to know that the fuel has
been ordered and its scheduled Adelivery date so0 that he

may determine the available supply and plan the deployment



nf the fuel to varinus corbat orparizatiane, The supply
nfficer must alsn put irto the system the derployrmept
information which will be reflected os a copsumption of a
portion of the supply. This deployrmert inforration is
much more sensitive than the procurerent irformation,
since ar cnermy counld a%sign priorities to tarset
installatiors Yased on the deployment of the fucl to the
installatiens an- irn comhat situations ceculd forecast

attacks 1f he hod access to the distribution irformation,

b coptermporary DPMC vithout effective security
conalkhtlities could peot satisfv an crerational requircmert
for the exarple systerm, "n the ntker hand, if the
inventory contrnl sycstem ir the above exarple previded
secure rultilevel access, the syster could reoet the

fallewing eoperatinral reeds:

1Y Oprly the supply officer would need @ bish level
cleararce., The procurevent and fincncial persenrel have
rn need=-to~know (ner clearance) (or the classiflioed fuel

listriltution information,

2) rach rcmote access peripheral could have an
assoclated classiflcation which 1irtts the data thaot may
he entered or retrieved o thke perinberal, The supply

officer vienld recuire csecured commupication lines,




owwvever, the precurerment and financial personnel In the

non=-secure area could access the system nver cormmercial

telephore lines,

In summary, the benefits of a rmultilevel access DBM®
are economy of operatinr and the ability to have

controlled data sharing armong users.
1V, Considerations in Providing [Cffective Securlty

To provide effective security in a multilevel access

cormputer system, there dre three areas of consideration:

1. hardware security
2. procedural security

3. prorrammerl security,

Hardwyare Securlity

The cormputer hardware 1s the fourdatier of any
computer system and is also the hasis for sccurity within
the system, The prorsrarmed sccurlty controls will rely on
the integrity of the hardware design (the ability of the
hardwiare to perforn as specificd) and the ha(duare
reliability (affected by the rellability of the Irdividual

electronic components).

The currently available technolepy for secure systems

19



(discussed in Part V helow) require securitv cortrols
that would he prahibitively costly ta Irplerent ir
software., [xamples of hardware needed for securitv are
address mapning (sesmented virtnal merory hardware),
rmltiple protection states (e,p. protection rings <S72>),
and privilerged instructions, The corrcct operation of

these furctions is essential to sccurity.

"mpirical ohservations incdicate that relative to the
nther corsiderations of security, bardwarc design

interrity and reliability are within acceptable Vimits.

Procedural Security

Pracedural security consideratinns are concerned with
threats tn security perretrated from cutside the computer

system, "rncedural security issues includc:

1) protectineg the coamputer <ite.

2) sccuring communication lipes and avolding

other tvpes of rlectronic eavesdropping.

3) protecting data retaired on removable media,
such as cards, tapes, printer listirgs, and possibly

disks,

) identifying the user of the system.

11



Many of the issues nf procedural security do not
directly involve the NBMS designer (e.g., 1 ard 2 above).
VYowever, the NMBMS designer should he aware of procedural
security aspects because the NBMS could facilitate some
Issues of procedural security (e.g., 3 and I above). The
NBIS should insure that data stored on the removable media
retain their classification. For example, perhaps each
page of a line printer listing should contair a
classification heading appropriate for the data appearing
on that page. !lowever, the DBMS designer canrot control

who will receive that listing.

rorrammed Security

Prorrammed security Is corcernecd with the cortrols
provided by the NPRMS programs to prevent urautprorized
access to the information maintained by the PRMS, The
Inadequacy of progsrarmmed security contrels is the primary
reason that existing data base management syslems arc
insecure. Penetrationr studies have demonstrated that
circumventing programmed security controls is a most
viable method for unauthorized access -- successful
attacks are repeatable and nearly always undet=ctable
<A72, K74>, Progsrammed security controls are of the

utmost concern to the DBMS designer.

12



I'r providirg security within the DOMS proeram, the

roal is tr provide certifiable securitv., For certifiable

security, one must provide a convircinreg deductive
demonstration which guarantees that (ever with the aid of
the complete DBI'S program listing and documentation) no
user can obtain access to data for which he does net have
sufficient authorization, Without this demcnstraticn of
security, a DBMS canrot be judged to providc effective
security, The next sectior will outline an approach for
providing certifiable security for military computer

systems,

V., Toward A Secure Computer System

The Plrectorate of Infarmation Systems Technolory of
the Tlectranic “ystems NDivisinn (FSP)Y at 1. 0. 'lanscom
Field has embharled on a developrent prorram (73> leading
to a prototype, secure multilevel access comrpiter system,
Althousgh the plan considers all three espects of security
{B73, I'74> dlscussed above, orosrammed security will

rcceive major cnnslideratlors,

Approach

The FSD development program recognizes that security
must be an Important initlal conslideration of any of

computer system desirsn., |In order to provide & secure

13



deslign one must:

1) precisely define security in a wav
meaningful for computer operatlions and consistent with
milltary security directives <N72>, This results in a
model of security requirements., This Is a very important
step since this model preciscly defines what "secure"
means, In particular for purposcs of certifying that the

system Is '"secure".

2) specify a set of rules, based or the model,
which determine whether a request by a program to access
data will be allowed., Since these rules are derived
directly from the model, they will maintain security; they

are erhodied In what has been called a "reference ronitor"

ey o

3) establish a set of rules, aralp based on the
model, for sranting and possibly retractiny permission for
users to access certain data. Again these ruies will
maintain security according to the definition, and arec

part of the refcrence monltor,

L)Y establish a methodolory for proving that a
DBMS using the resulting reference monitor precisely
implements the above definition and rules. This is the

certification procedure,

14




The most difficult of the above four tasks is the
last. In order to simplify the task of certifying the
design, Schell et al <S73> advocate centralizing all the
primitive security controls of the system inte a
well=definred "security kernel", This security kernel is
hased on application of the followlng principles In the
desiern and Implementation of the security controls, (viz,.

the reference monitor):

1) complete mediation - The security controls
must be invoked on each attempted access to the data
ohjects of the system. The syster must provide the
securlty controls with a non=-forgeable identity of the

user attempting the access (see Figure 1),

2) isclation = The proprams and data needed to
Irplement the security controls must he tamper-proof,
Nther programs mitst not bhe able to alter the prorrams and

data which Implerment the security controls,

3) sirplicity = The prograrms Iimplerenting the
security contrnls must he simple and easily understeod in
order to certify that ttey implement the security
functions derived from the formal rodel. The degree of
difficulty in proving programs Increases rapldly (perhaps

exponentially) with the complexity of the program,

S
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Techniques such as block-oriented higher levei languares
and structured programming can be used to reduce

complexity.

Current Status

For about two years FSD bhas heen pursuins the above
opproach, altheousrh the Alr Force has cormitted oply
1imited resources to this program, Specific efforts of

the development prorrom now under wav I nclude:

1) Formal Models, This effort involves the
development of a mathemetical rodel of the Departrent of
Nefense information security requirements which can apply
to computer systems. This model <BI'73, 1B73, WU74>
preclisely defines sccurity and presents a set of rules fcr
both gsranting occess to deta and passinyg authority to
access data, The model is accompanied by formal

nathematical proofs that these ritiles malintalr securlty.

2) Technical Feasibility Demeanstration. This
demonstration is based on the implerentation of a
rini-computer based, secure multi-access computer syster
{§73>. The anproach taken in the Iimplementatior of the
reference monitor for this system Is the security kernel
approach, The security lernel monitore and passes

judrpement orn all atterpted accersses to data, and the

17



mathematical model Is the basis for the security controls
provided, The security kernel provides all security

related functlons and only those functions,

Under the security kernel approach, the security
functions are Isolated from application programs, the
PBMS, and much of what Is typlcally the operating syster,
The securlity kernel Is distinct from the operating system
and the operating system cannot affect the security of the

system (see Flgure 2).

Potentlal direct applications of this wlnl-cgmputer
hased securlty kernel Implementation Include a front=-end
processor for a large computer system and a feundatlon for
a secure DBMS,

3) Prototype Secure DBMS, The feasibillity
demonstration minli-computer Is belng used to Implement a
set of tools for constructling a secure speclal=purpose
NPBHS., The securlty of this DRMS Implementation Is
dependent on the use of the security kernel as a
foundation. Fxtenslons to the mathematical model and the
securlty kernel will provide tools to algoritimically
downgrade and extract selective data from a classifled

data base <{M74>,

18
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Vi. Summary

The purpose of thls paper was teo glve the reader on
awareness of the fundamental Inadequacy of current data
base management systems (and computer systens in general)
for effective security controls, and to briefly describe
the approach and progress of the Alir Forcc program for

applying advanced technology to provide adequate security,
The major consliderations of this program are:

1) Total system securlty requires the

consideration of hardware, program, and procedural lssues,

2) Security must bhe desigrned inte any computer

system ‘rom the outsect.

3) Computer system security contre’s must be
based on a preclise model of military security

requirements,

4) Preogrammed security controls must be

demonstrably complete and tamperproof a prioil.

20
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