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EXECUTIVE SUMMARY

The Office of Naval Research (ONR) has established an Innovative Naval Prototype (INP) program
— Integrated Topside (InTop) — to address the current condition in which U.S. Navy surface combatants
are increasingly employing large numbers of federated radio frequency (RF) apertures to perform
electronic warfare, communication, and radar functions. Each of these functions (and hence individual
systems) historically has its own aperture, electronics, operator, and logistics/maintenance tail. This
classic stand-alone RF systems approach results in electromagnetic interference/compatibility
(EMI/EMC) problems that degrade system performance and increase life-cycle cost for the combatant.
Additionally, ship RF signature and radar cross section are difficult to reduce when restricted to stand-
alone RF aperture/antenna approaches. Most importantly, new communications and sensor requirements
are increasing space, weight, and power demands on the topsides and masts of new platforms, which
consequently leads to larger ships requiring increased generating capacity and incurring significantly
higher cost.

ONR’s vision for InTop is to provide Navy platforms with adaptable RF capabilities at reduced cost,
manning, and hull size by developing integrated sensor and communication solutions that are affordable,
open, modular, and scalable; seamlessly incorporated into new platform designs and structures; and
architected to efficiently grow with future operational requirements. InTop focuses primarily on new
construction and Ship Life Extension Programs, but, where appropriate, will also integrate with or replace
existing systems on legacy platforms.

Initial tasks assigned under the InTop program were for the Navy to study ship RF systems
requirements, and jointly with industry to investigate the critical aspects of open architecture (OA) within
an InTop® system of systems which will be developed in a spiral approach over a period of several years.
In general this report addresses the potential benefits and challenges of realizing the vision of RF systems
based on OA. In particular, it provides guidance and a starting point for InTop and other future efforts on
an appropriate level of “granularity” in dividing an open RF system architecture into a reasonable set of
constituent hardware and software components.

Open architecture is the confluence of business and technical practices yielding modular,
interoperable systems that adhere to open standards with published interfaces. The critical features of OA
as addressed in this study include the following:

¢ Modular system architectures consisting of well-defined hardware and software components with
standard and/or government-owned hardware and software interfaces. Hardware components

! The term “InTop” refers to the overarching InTop System of Systems; references to “InTop systems” refer to
individual systems that are considered to be one (or more) of the overarching InTop System of Systems.
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include Ship Replaceable Units (SRUs) and Shop Replaceable/Repairable Assemblies (SRAS);
software components include Computer Software Configuration ltems (CSCls).?
e The ability to develop new modular components/building blocks that can be adapted to interface
with or replace units in previously developed systems. This feature allows developers to:
o improve performance of the base system by adding or replacing components with
enhanced capability from multiple sources;
o extend the life of the base system by replacing unsupported units with new, more reliable
and repairable units; and
e spirally integrate new InTop systems into previously developed InTop suites of systems
and associated resource allocation management software.
e The ability to scale InTop systems to accommodate variable platform size, system, and
operational performance requirements.

A common misconception of OA is that it is a process to allow the Navy during initial system
development to compete and procure individual SRUs/SRAs and CSCls that may then be integrated as a
system in a manner similar to buying individual commercial off-the-shelf computer components and tying
them together on a common backplane. While this might be possible in the future if Navy acquisition
offices elect to take on the responsibility of the system integrator and ultimate system performance, we
did not consider this to be the typical acquisition strategy for the initial development of new systems. The
process during the initial development must focus instead on identifying the modular building blocks and
their interfaces so that the Navy may in the future compete, procure, and integrate individual hardware
and software components (or previously developed InTop systems) during subsequent iterations for
improvements in both performance and/or life-cycle cost.

For this study, four joint Navy/industry teams were established based on the broad architectural
subsystems of a general RF system for Navy platforms:

o the Receive/Transmit Aperture Subsystem Study Group;
¢ the Radio Frequency/Intermediate Frequency (RF/IF) Subsystem Study Group;

o the Digital Signal Processor (DSP) and Data Processing/Software (DP/SW) Subsystems
Study Group; and

o the Resource Allocation Manager/Software/Combat System (RAM/SW/CS) Subsystems
Study Group.

A fifth team, the Integrated Topside Oversight Board (ITOB), addressed system engineering
issues and provided technical and management oversight to the four functional teams.

These teams were tasked to consider how these four generic architecture blocks might be further
divided into modular hardware and/or software components suitable for an open architecture. An OA
component may generally be considered to be an SRU/SRA or CSCI that performs a specific function to
accomplish a well-defined requirement, and has non-proprietary/open interfaces (preferably to an industry
standard); the internal design of an OA component, however, may be proprietary to one or more

2 An open architecture “component” is one of the parts that make up a system. A component may be hardware or
software and may be subdivided into other components; cf. Institute of Electrical and Electronics Engineers (IEEE)
Std 610.12-1990. In this study, we considered SRUs and CSClIs to be primary components (i.e., architecture
“building blocks”) and SRAs to be secondary components, as applicable, within SRUSs.
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providers. The teams then analyzed the resulting modular architectures as they related to communications
and sensor systems.

The conduct of this Open Architecture Study and the development of notional InTop architectures
and interfaces by joint teams of Navy and industry program and technical personnel provided a significant
benefit to the InTop program. It both reinforced among all participants the reasons and requirements for a
modular open systems approach to the development of an integrated system of systems, and concentrated
attention on how InTop and its subsidiary systems might best be architected to benefit from the OA
concept.

The primary technical benefit of the OA study was to identify and define functional/generic
components and their related interfaces that can be expected to be non-proprietary and relevant to most
InTop systems. Subsequent InTop efforts will focus on architectures based on these component building
blocks, and develop open interfaces as the core of a modular open systems approach.

The primary program benefit of this OA study was a mutual recognition by InTop participants of
recent Navy difficulties with updating and integrating both legacy and new systems encumbered with
proprietary hardware and software. Future InTop development must, therefore, incorporate the principles
of open architecture to effectively adapt to existing communications and sensor systems, new platform
operational and design requirements, and associated new and legacy combat control systems.

The primary business impact on industry of adopting an OA approach involves intellectual property
(IP) and broader open competition. While it is recommended that new OA systems be developed,
integrated, and delivered by a single prime contractor responsible for all aspects of cost, schedule, and
performance, IP should be limited to well-defined components — SRUs/SRAs and CSCls. In turn,
however, the competition for future enhancements should be open to all and not restricted to the original
prime contractor. This widening and leveling of the “playing field” increases new business opportunities
for all without restricting companies to their past legacy systems. Additionally, OA increases the prime
contractor’s make-buy opportunities and its ability to deliver a better product at lower cost by providing
greater incentive for outside/niche development of OA components. The OA modular approach also
increases the domestic and foreign market by providing additional flexibility to support new platforms
with varying configurations and operational requirements.

In summary, there was general consensus on both the benefits and concerns of OA-based system
development. Potential business/acquisition benefits include

enabling increased industry competition and/or collaboration;

leveraging commercial investment and commercial innovation;

realizing cost advantages of larger supplier and customer bases;

enhancing access to cutting-edge technologies and products from multiple suppliers;
mitigating the risks associated with technology obsolescence;

mitigating the risk of a single source of supply over the life of a system;

enhancing commonality and reuse of components among systems; and

enhancing life-cycle supportability, reducing maintenance costs.

Potential benefits to operational performance for OA-based topside systems include

¢ the ability to adapt to evolving requirements and threats;

e accelerating the transition from science and technology into acquisition and deployment (make
technology refresh an asset, not a liability);

e ensuring that the system will be interoperable with all the systems which it must interface,
without major modification of existing components; and

e improving the extensibility for meeting new requirements and for introducing new capabilities.
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Along with these benefits, however, come challenges, risks, and implications that may affect both
the Government and industry on several fronts. These include the following:

e “Open” information — interfaces and specifications — developed by the prime contractor must
be confirmed to be sufficient and accurate before initiating component procurement from an
alternate source and subsequent integration into a fielded system.

o The price for lower total life-cycle costs could be higher initial acquisition cost.

o Commercial product lifetimes are generally much shorter than that of the weapon system,
creating challenges to logistical support functions.

e To maintain a healthy supplier base, the contract community (large defense contractors,
commercial product houses, and niche system element developers) must see a sustainable, long-
term business case. The Navy must provide protection of contractor intellectual property within
the SRUSs, even as it demands compliance to open, non-proprietary interfaces.

¢ Standards selection can be risky and problematic. It will require that the Government have more
knowledge of the current state of the art and the marketplace.

o Interface standards evolve with time. It is difficult to project the extent to which a given standard
will endure. It is also challenging to determine when to change from one standard to the next.

o Standards-based architectures tend to change the focus of systems engineering from design to
integration. The challenge is to achieve performance requirements without detailed control over
the component design specification.

The Navy needs to weigh these benefits and concerns to prove to itself that implementing its concept
for a multifunction RF integrated topside incorporating OA principles is cost-effective and mission-
compliant over the long term. To do this will require accurate and credible cost models, a sustainable
technology and engineering base, and a willingness by the Navy to alter its own cultural and acquisition
processes.
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INTEGRATED TOPSIDE (INTOP)
JOINT NAVY-INDUSTRY
OPEN ARCHITECTURE STUDY

1. INTRODUCTION

Integrated Topside (InTop) is an Innovative Naval Prototype (INP) program established by the
Office of Naval Research (ONR) to develop an integrated, multifunctional system of electronic warfare
(EW), information operations (10), radar, and communications capabilities that can be scaled and adapted
to multiple classes of Navy ships and submarines. At the heart of the InTop program is the development
of a modular, open architecture (OA) that allows for growth and change as technologies and Navy needs
evolve. This report discusses the initial development by a joint Navy/industry team of a generic open
architecture for the InTop program. It defines the architecture components (building blocks and
interfaces) and discusses insights gained into the design and acquisition challenges associated with
implementing an integrated topside using a modular open systems approach.

This report is organized into eight sections. The Introduction (Section 1) defines the broad objectives
of the study and the study organization and membership. Sections 2 and 3 describe an initial high-level
architecture and the types of system requirements for communications, electronic warfare, and radar
functions. Section 4 describes the primary work of each of the study’s subgroups: a more detailed
breakdown of the high-level architecture. This section forms the heart of the report. It provides guidance
and a starting point for InTop and future efforts on an appropriate level of “granularity” in dividing an
open radio frequency (RF) system architecture into a reasonable set of constituent hardware, firmware,
and software components. Section 5 highlights issues that must be considered when developing a new
open architecture system that must interface with legacy equipment which may or may not be open.
Sections 6 and 7 conclude the report with a discussion of the benefits and challenges to realizing the
vision of OA from both a technical and a business model point of view. Section 8 provides a list of
acronyms used throughout the report. The appendix lists study personnel.

1.1 The InTop Program

ONR’s InTop program addresses the current condition in which U.S. Navy surface combatants are
increasingly employing large numbers of federated RF apertures to perform electronic warfare,
communication, and radar functions. Each of these functions (and hence individual systems) historically
has its own aperture, electronics, operator, and logistics/maintenance tail. This classic stand-alone RF
systems approach results in electromagnetic interference/compatibility (EMI/EMC) problems that
degrade system performance and increase life-cycle cost for the combatant. Additionally, ship RF
signature and radar cross section (RCS) are difficult to reduce when restricted to stand-alone RF
aperture/antenna approaches. Most importantly, new communications and sensor requirements are
increasing space, weight, and power demands on the topsides and masts of new platforms, which
consequently leads to larger ships requiring increased generating capacity and incurring significantly
higher cost.

ONR’s vision for InTop is to provide Navy platforms with adaptable RF capabilities at reduced cost,
manning, and hull size by developing integrated sensor and communication solutions that are affordable,
open, modular, and scalable; seamlessly incorporated into new platform designs and structures; and



2 Tavik et al.

architected to efficiently grow with future operational requirements. InTop is geared primarily toward
new construction and Ship Life Extension Programs, but where appropriate will also integrate with or
replace existing systems on legacy platforms.

The InTop program objectives include the following:

o Develop, integrate, and demonstrate new apertures and subsystems that will support RF
multifunctionality and that are based on modular, scalable, open architecture, in order to enable
greater flexibility to adapt platform capabilities to rapidly changing tactical and strategic
environments.

o Demonstrate the integration and coordinated control of many critical shipboard RF functions
implemented across a multitude of systems and subsystems, via a common resource allocation
manager (RAM), in order to optimize the use of available RF spectrum and hardware.

o Develop, with the Naval Sea Systems Command (NAVSEA), ship design initiatives to
incorporate InTop integrated communications/sensor systems to optimize ship size and
performance factors.

The goal of the InTop program is to evolve to an integrated Navy capability 10 to 12 years in the
future that has the following characteristics:

Modular, open RF architecture

Software-defined functionality

Synchronized RF functions for mission support and EMI mitigation

Reduced size, weight, and power requirements relative to a federated topside

Reduced cost (acquisition and total ownership) relative to a federation of systems
Scalability in order to derive systems of appropriate capability to match each particular platform’s
requirements

Reduced life-cycle costs

More RF functions optimally sited topside

Rapid adaptability to new threats/requirements through software upgrades

Integrated antenna/array topside designs that are seamlessly compatible with the associated
platform architecture and design

ONR developed and tested the integrated topside concept during the Advanced Multifunction Radio
Frequency Concept (AMRFC) Program® initiated in 1999. The Naval Research Laboratory (NRL), with
multiple industry partners, integrated multifunction transmit and receive arrays with generic
exciter/receivers and a Navy-developed resource allocation manager at the AMRFC test bed in 2004. Full
demonstrations of multifunction, simultaneous operation of electronic warfare (active and passive),
communications, and radar were then conducted for Navy research and acquisition executives.

AMRFC was followed by the Multifunction EW (MFEW) program,® which developed and
demonstrated the ability to perform multiple electronic support (ES) functions and to incorporate the

1 G. Tavik et al., “Advanced Multifunction Radio Frequency Concept (AMRFC) Program Final Report,” Naval
Research Laboratory Report NRL/FR/5303--07-10,144, Washington, DC, June 2007.

2 G.C. Tavik and N.M. Thomas 111, “The Multifunction Electronic Warfare (MFEW) Advanced Development
Model,” 2009 NRL Review (Naval Research Laboratory, Washington, DC, 2010), 157-159.
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ability to integrate with RAM and other RF systems. MFEW represents the initial system in developing
the InTop system of systems.

Initial tasks under the InTop program were for the Navy to study ship systems requirements, and
jointly with industry to investigate the critical aspects of open architecture within an InTop system of
systems® which will be developed in a spiral approach over a period of several years. This report
addresses the open architecture issues.

1.2 Open Architecture

Open architecture is considered critical to the success of the InTop system of systems concept. Open
architecture is the confluence of business and technical practices yielding modular, interoperable systems
that adhere to open standards with published interfaces.” The critical features of OA® as addressed in this
study include the following:

¢ Modular system architectures consisting of well-defined hardware and software components with
standard and/or government-owned hardware and software interfaces. Hardware components
include Ship Replaceable Units (SRUs) and Shop Replaceable/Repairable Assemblies (SRAS);
software components include Computer Software Configuration Items (CSCls).°®
¢ The ability to develop new modular building blocks that can be adapted to interface with or
replace units in previously developed systems. This feature allows developers to:
o improve performance of the base system by adding or replacing components with
enhanced capability from multiple sources;
o extend the life of the base system by replacing unsupported units with new, more reliable
and repairable units; and
o spirally integrate new InTop systems into previously developed InTop suites of systems
and associated resource allocation managers.
¢ The ability to scale InTop systems to accommodate variable platform size, system, and
operational performance requirements.

A common misconception of OA is that it is a process to allow the Navy during initial system
development to compete and procure individual SRUs/SRAs and CSCls that may then be integrated as a
system in a manner similar to buying individual commercial off-the-shelf (COTS) computer components
and tying them together on a common backplane. While this might be possible in th