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PREFACE

This document reports the work performed by the Institute for Defense Analyses
in partial fulfillment of the task order titled “Open Scenarios for Defense Planning.” The
work was sponsored by the Modeling and Simulation Coordination Office (MSCO),
Office of the Deputy Under Secretary of Defense for Science and Technology with
additional oversight by the Office of the Director Cost Assessment and Program
Evaluation and the Force Structure, Resources, and Assessment Directorate (Joint Staff,
J8). The authors wish to thank the reviewers, Dr. Michael Fitzsimmons, Dr. Vance
Gordon, and Mr. Fred Hartman of the Institute for Defense Analyses, and Ms. ElizaBeth
Johnson for editing the document. All trademarks are the property of their respective
owners.
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SUMMARY

The Department of Defense (DoD) requested the Institute for Defense Analyses
(IDA) assess the national security community’s needs for unclassified (or “open”)
scenarios and evaluate approaches for satisfying those needs. For this reason, IDA
initiated the Open Scenario Study. Phase One of the study found that a significant
demand for unclassified scenarios exists, that there are large recurring costs associated
with scenario development, and that options for major cost-savings exist.*

In Phase One of the Open Scenario Study, IDA identified methods DoD might use
to address the demand for unclassified scenarios. These methods can be translated into
four major “elements” that any DoD approach to meeting unclassified scenario demand
could include:

Element One — an online open scenario repository,

Element Two - the certification of existing unclassified scenarios,
Element Three — development of new unclassified scenarios, and
Element Four - the declassification of classified scenarios.

In Phase Two of the study, IDA examined these four elements independently and
in combination. Ultimately, IDA determined the national security community’s demand
for unclassified scenarios could best be met by using a combination of several of the
elements. This report highlights major findings from Phase Two and offers IDA’s
recommended approach for better addressing DoD’s need for unclassified scenarios.

BACKGROUND

Phase One of the Open Scenario Study showed that unclassified scenarios are
used throughout DoD and serve a variety of functions. While DoD has a codified and
institutionalized process for the development of a common set of classified scenarios, no

1 A detailed summary of Phase One and its major findings appear in Appendix A of this report. The
complete results of Phase One are documented in Open Scenario Study, Phase I: Assessment Overview
and Results, (IDA Paper P-4326), by Jason A. Dechant and James S. Thomason et al., Institute for
Defense Analyses, March 2008.
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such process exists for the development of unclassified scenarios.” Consequently, those
who develop and use unclassified scenarios have undertaken disparate efforts that have
frequently produced redundant unclassified scenarios. To offer potential solutions to
better address the need for unclassified scenarios and reduce associated development
costs, DoD asked IDA to design an approach that may be used in the Department and
with its partners.

PHASE TWO METHODOLOGY

The overall Open Scenario Study design includes two phases: Phase One-
assessment of unclassified scenario demand and Phase Two, development and assessment
of approaches for satisfying the demand, and recommendations for implementation. This
report conveys the results of Phase Two.

During IDA’s assessment of the demand for unclassified scenarios in Phase One,
the unclassified scenario user community provided perspectives on how it uses scenarios
and how the processes for developing and sharing unclassified scenarios might be
improved. These perspectives highlighted how unclassified scenario “user communities”
can be loosely aggregated according to their organization’s functions.®

In Phase Two of the study, IDA translated methods, identified in Phase One, that
could potentially satisfy the existing demand for unclassified scenarios into four distinct
“elements.” Furthermore, Phase Two evaluated these elements, both independent of one
another and in combination.

The first part of Phase Two involved scrutinizing each of the elements
individually, exploring potential variations in their design as well as detailed descriptions
of what each element would entail. Additionally, this part included analyzing each of
these elements to determine their potential benefits and limitations and assessing their
likely effectiveness in helping satisfy existing and future demand for unclassified
scenarios. In the second part of Phase Two, the IDA study team considered combinations

2 DoD maintains a library of Defense Planning Scenarios (DPS) which make up its official classified
scenario set. DPSs are developed through a codified, institutionalized process within the Department’s
Analytic Agenda framework. For additional discussion on DPSs and the Analytic Agenda, see
Appendix B of this report.

3 In the Phase One report, each of the following functions also loosely represents a scenario user
community: force structure and capability mix analysis; acquisition; concept development and
experimentation; wargaming; training and education; testing; intelligence and threat assessment; and
operational planning. See Open Scenario Study, Phase I: Assessment Overview and Results (IDA
Paper P-4326), p. 26.
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of the elements that might be used to construct an approach. Approaches were assessed
with careful consideration of three selection criteria. Selection criteria included:

e Auvailability: availability of the approach, and its contents, to the largest
possible audience of unclassified scenario users,

e Flexibility: ease with which changes in scenario content can be made
available to the community of unclassified scenario users, and

e Responsiveness: responsiveness to the varying aspects of unclassified
scenario users’ demand for unclassified scenarios.

MAJOR FINDINGS
Phase Two analysis yielded several major findings:

1. Few, if any, organizations have awareness of and access to the universe of
unclassified scenarios developed and used by DoD and its interagency
partners. One of the main impediments in meeting the demand for
unclassified scenarios is awareness and accessibility. The development and
employment of a new approach would make existing unclassified scenarios
available to those who need them, and help to meet unclassified scenario
demand.

2. DOD would benefit from promoting the reusability of unclassified
scenarios. Today, the development of unclassified scenarios is not based on
integrated, DoD-wide processes, is not widely shared or coordinated among
the Department’s diverse base of users and interagency partners, and does not
encourage the widespread distribution of the final scenario product, all
resulting in redundancy. The reuse and greater sharing of existing scenarios
could reduce unnecessary duplication of effort, help save costs, increase DoD-
wide knowledge sharing and develop best practices, and improve interagency
collaboration and coordination.

3. The U.S. Army’s unclassified Multi-Level Scenario (MLS) framework
provides a potential foundation for joint unclassified scenarios
development and use. Within DoD, the U.S. Army’s Multi-Level Scenario
(MLS) provides an example of an existing codified and institutionalized
process that could be utilized and leveraged while developing a new
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approach.* The MLS is used for modeling and simulation and is tailored to
meet customers’ needs.

Unclassified scenario development and use provide a unique opportunity
to strengthen interagency collaboration and coordination. Both civilian
and military agencies use scenarios for exercises and planning efforts, but
there are few common platforms that create appropriate and open linkages.
The development and employment of an approach that provides unclassified
scenarios to disparate government agencies would encourage interagency
collaboration and “whole-of-government” coordination.

IDA’S RECOMMENDED APPROACH

Based on the significant demand for unclassified scenarios that was identified in

Phase One of the Open Scenario Study and the major findings of Phase Two, IDA
proposes that DoD adopt the following approach:

Certify selected existing unclassified scenarios (for example the Army’s MLS 1.0
and 2.0) (Element Two) based on the preferences of the individual unclassified
scenario user communities identified in Phase One, and develop new unclassified
scenarios as needed through a distributed development model (Element Three) to
create an official set(s) of unclassified scenarios. These scenarios and other
existing unclassified scenarios should be housed in an online repository (Element
One). (Details of the online repository are provided in Chapter 11.)

IDA recommends the online open scenario repository include the following key
features:

1. The repository should be a summary database with basic query capability that

enables keyword and Boolean search queries and is equipped with an
“advanced search” function that allows users to type in more than one specific
search term and search within specific fields.

Equip the repository with a wiki engine that would allow users to post new or
edited scenarios to the repository, provide feedback on scenarios, and rate
scenarios according to their utility for a given function.

4

A detailed summary and major findings appear in Appendix E of this report. For a more complete
description of the U.S. Army’s MLS, see Open Scenario Study: U.S. Army’s Multi-Level Scenario Sub-
Task (IDA Paper P-4466), by Jason A. Dechant and James S. Thomason et al., Institute for Defense
Analyses, July 2009.
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3. Include a blog that allows the repository’s managers to post news and updates,
a feedback form that allows repository users to comment directly and
anonymously to the repository managers, and a message board that enables
discussion between repository wusers and possibly stimulate future
collaboration among users.

4. Grant access to the repository’s content by grouping scenarios into different
categories based on each scenario’s classification. The first category of
scenarios would include scenarios that are unclassified and approved for
public release. The second category of scenarios would require users to
demonstrate a “need-to-know” their content. The third category of scenarios
would include scenarios that have specific developer/owner-defined special
restrictions and access.

5. As information to users, the repository should note which, if any, scenario
components a given scenario has and its level of detail.”

6. The online repository should be housed on an official DoD website and owned
by a joint organization that is expanded to include the DoD’s key interagency
partners who have a demonstrated interest in the direction and content of the
repository. The organization would provide top-level strategic guidance to the
repository’s day-to-day managers and have control over its budget.

7. Communities of unclassified scenario users should be required to define their
community’s overall scenario needs and preferences. They should advise the
designated joint parent organization regarding scenarios important to their
activities that must be promulgated, either through the certification of existing
scenarios or the development of new unclassified scenarios, and that should
also be included in the repository.

IDA’s recommended approach is derived from a combination of three (of four)
individual elements described and evaluated in Chapters Il. through V. of this report:

Element One — an online repository that houses official sets of unclassified
scenarios;

Element Two — the certification of existing unclassified scenarios;

5 Example components include: assumptions, context/road to war, threat/challenge, objectives, strategic
concept, concept of operations, and forces data.
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Element Three — the development of new unclassified scenarios, as needed.

Element Four — the declassification of the classified scenarios was considered, but
this element was excluded from the recommended approach because declassified
scenarios may lose their value after being sanitized of classified information and the
identification of appropriate replacement information and sources would be difficult.®

IDA also examined the possibility of each of the elements serving as a standalone
approach for meeting existing demand for unclassified scenarios. However, none of the
elements performed well enough against the selection criteria to serve as a standalone
component of an approach.

The success of this approach is highly contingent upon the involvement of
relevant senior managers in DoD and their willingness to incur real costs, both financial
and human, in the implementation, construction, and maintenance of IDA’s
recommended approach.” Absent strong support from DoD’s leadership and the
allocation of appropriate resources, the effectiveness of the approach would be hindered
and the demand for unclassified scenarios unmet.

This report also includes seven appendices, which contain summaries,
methodologies, and research methods that IDA relied on to prepare the report. These
appendices will provide greater insight regarding IDA’s recommended approach.

Appendix A summarizes the Open Scenario Phase One’s major findings.
Appendix B summarizes DoD’s Analytic Agenda process.

Appendix C is a taxonomy of potential fields that may be used to search/browse
an online open scenario repository.

Appendix D highlights IDA’s dialogue with Allied and Interagency organizations
regarding Phase Two of the Open Scenario Study.

Appendix E summarizes the U.S. Army’s Multi-Level Scenario (MLS) Sub-Task
report.

Appendix F provides a graphic depiction of the approaches evaluated by IDA in
Phase Two and IDA’s recommended approach.

6 IDA’s government sponsors also eliminated declassification as a potential element of an approach.

7 The offices of relevant senior managers are identified in subsequent chapters of this report.
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Appendix G highlights several major technical considerations for building an
online open scenario repository.

Additionally, the accompanying compact disc (CD) includes VVolumes I-111 of the
Phase One Report, titled Open Scenario Study: Phase I: Assessment Overview and
Results, (IDA Paper P-4326), and the most current beta version of IDA’s Open Scenario
Repository.®

8  Use of the beta repository requires Microsoft Access®. The IDA Open Repository Beta Site can be
accessed at http://openscenarios.ida.org/. IDA does not make a recommendation regarding specific
software to be used for the repository, but rather uses Microsoft Access® for demonstrative purposes.
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l. INTRODUCTION

The Department of Defense (DoD) asked the Institute for Defense Analyses
(IDA) to assess the national security community’s need for unclassified scenarios and
develop approaches for satisfying the identified need. Phase One of the Open Scenario
Study found that a significant demand exists.> DA also found that the recurring costs for
scenario development are excessive but potential options for major cost-savings exist and
should be further explored.

Additionally, Phase One of the Open Scenario Study revealed a number of user
preferences and insights into the characteristics of an approach for satisfying the
community’s need for unclassified scenarios. These preferences were not always
consistent and they were often specific to particular user groups. However, they could be
collectively aggregated and characterized by four basic elements of an approach to better
satisfy the need for unclassified scenarios:

Element One - Online Repository — An online, searchable database of
unclassified scenarios developed by any available sources.

Element Two - Certification of Existing Scenarios — Designation of a pre-
existing set of unclassified scenarios, developed by any source, as “preferred” for
use throughout the national security community.

Element Three - Development of a New Unclassified Scenario Set —
Development and maintenance of a new set of unclassified scenarios akin to
classified Defense Planning Scenarios (DPSs).

1 The complete results of Phase One are documented in Open Scenario Study, Phase I: Assessment
Overview and Results (IDA Paper P-4326), by Jason A. Dechant and James S. Thomason et al.,
Institute for Defense Analyses, March 2008.

2 The Defense Planning Scenarios (DPS) are part of the Secretary’s guidance to DoD on capabilities
development planning and programming. Each DPS depicts a specific hypothetical operational
challenge that might be faced by the future force. Together, all DPSs are meant to address a full range
of major military operations. DPS are produced for two future timeframes, nominally the “mid-term”
(Future Year Defense Program +1) and the “long-range” (Future Year Defense Program +13). See
Appendix B of this report and Improving Integration of Department of Defense Processes for
Capabilities Development Planning (IDA Paper P-4154), by Daniel Cuda, et al., September 2006, C-1.



Element Four - Declassification of Classified Scenarios — Identification and
removal of sensitive material in classified scenarios to produce an official,
unclassified set.

A. PHASE TWO METHODOLOGY

IDA pursued a two-part methodology to systematically examine each of the four
elements that could be used to meet the national security community’s demand for
unclassified scenarios. First, the IDA study team scrutinized each of the elements
individually and independent of one another and prepared four white papers that are
featured in Chapters Il. through V. of this report.

Selection Criteria

The second part of the Phase Two methodology involved examining approaches
that used each of the four elements as a stand-alone solution and in combination with one
another. These approaches were evaluated by members of the IDA study team with
careful consideration of three selection criteria:

e Auvailability: availability of the approach, and its contents, to the largest
possible audience of unclassified scenario users,

e Flexibility: ease with which changes in scenario content can be made
available to the community of unclassified scenario users, and

e Responsiveness: responsiveness to the varying aspects of unclassified scenario
users’ demand for unclassified scenarios.

These criteria were chosen for several reasons. First, it is logical to assume that
any approach that can be made available to the largest audience of unclassified scenarios
users as attainable is most likely to satisfy the largest possible amount of the identified
demand for unclassified scenarios.

Second, during Phase One, IDA became aware of the fact that many
organizations, both inside and outside DoD, develop unclassified scenarios on an ad hoc
basis, for example the Army’s MLS 1.0 and 2.0. The scenarios developed in
decentralized, intra-organizational processes may be useful to other organizations in the
broader community of unclassified scenario users, but may not be accessible to those who
would use them. Therefore, an approach should also be conducive to sharing dynamic
scenario content throughout the community of unclassified scenario users.



Finally, in Phase One IDA learned that unclassified scenario users had different
types of demand for unclassified scenarios. While some users’ demand may be satisfied
by using any number of unclassified scenarios, others may require scenarios with official
standing in their user community. Therefore, any deployed approach must also be
responsive to the varying aspects of unclassified scenario users’ demand for scenarios.

Through interactions with the project’s government sponsors IDA determined that
there is a strong preference in both the unclassified scenario developer and user
communities for an open online repository of unclassified scenarios. In large part this
preference was based on the assessment that a repository would be available to the widest
audience of unclassified scenario users, and would satisfy a great deal of unclassified
scenario demand

IDA also discerned that the declassification of classified DPSs and vignettes
should not be included in an approach aimed at meeting the national security
community’s demand for unclassified scenarios.®

Potential Approaches

In response to these preferences, IDA specifically designed, analyzed, and
evaluated four different approaches, all of which include “Element One” (the repository)
and none of which include “Element Four” (declassification):

1. Create Open Scenario Repository — House or link existing unclassified
scenarios, developed by any available sources, in a searchable, online virtual
space (Element One only).

2. Certify and House Existing Unclassified Scenarios in a Repository —
Certify existing unclassified scenarios to create an official set of unclassified
scenarios that is housed in an online repository (Elements One and Two).

3. House Newly Developed Scenarios in a Repository — Develop a new,
official set of unclassified scenarios and house them in an online repository
(Elements One and Three).

4. Certify Existing and Develop New Unclassified Scenarios and House in a
Repository — Certify existing unclassified scenarios and develop new
unclassified scenarios to create an official set of unclassified scenarios that is
housed in an online repository (Elements One, Two, and Three).

3 For further explanation, see Chapter V of this report.



Each of the elements was also considered as a standalone approach but for
reasons discussed in Chapters Il. through V. the standalone approach was not viable.

B. U.S. ARMY’S MULTI-LEVEL SCENARIO SUB-STUDY

In reviewing the universe of existing unclassified scenarios sets and development
processes that could be used, IDA became aware of the U.S. Army’s unclassified Multi-
Level Scenarios (MLS) approach. The primary purpose of the MLS is to provide a set of
unclassified scenarios that supplement DoD’s classified scenarios and provide an
unclassified analytic space for assessing Joint Land Operations across a range of military
operations and with the participation of civilian agencies and foreign partners.
Subsequently, members of the IDA study team performed a sub-study that examined the
Army’s need for, development, and use of the MLSs. Ultimately, IDA concluded the
Army’s MLS development process could serve a number of DoD/Joint purposes if other
Service and defense organizations are included in the MLS development process and the
scenarios should be made more widely available for use by the universe of unclassified
scenario users.” Included in Chapter Il1. is a more detailed discussion regarding the
Army’s MLS scenario suite, development process, and its potential application towards
an approach for meeting existing demand for unclassified scenarios.

C. ALLIED AND INTERAGENCY COLLABORATION

In Phase One of the study IDA analyzed reasons why DoD might have a demand
for unclassified scenarios. During this effort the study team determined that a significant
driver behind the demand for unclassified scenarios was the Department’s necessity to
include its interagency partners and foreign allies in a variety of functions that use
scenarios. In large part, the necessity of “whole-of-government” collaboration, which
includes DoD and its interagency partners, is driven by an increasingly common civil-
military challenge space. Success in this challenge space is often defined by collaboration
and cooperation between civilian and military organizations, both foreign and domestic,
across a broad range of contingency and planning efforts, to include conventional,
irregular warfare, counterinsurgency operations (e.g., Operation Enduring Freedom in
Afghanistan), and domestic disaster relief (e.g., Hurricane Katrina). To avoid difficulties
that arise from the use of classified scenarios, such as prohibiting participation of those

4 For a more complete description of the Army’s MLS, see Open Scenario Study: U.S. Army’s Multi-
Level Scenario Sub-Task (IDA Paper P-4466), by Jason A. Dechant and James S. Thomason et al.,
Institute for Defense Analyses, July 2009.



without a security clearance, often unclassified scenarios are the preferred modus
operandi.

In order to ensure a consistent and holistic approach to Phase Two of the study,
IDA continued to expand its dialogue with various DoD partner organizations including
the Department of State (DoS) and the Department of Homeland Security (DHS). IDA
solicited feedback from these organizations throughout Phase Two in order to gain a
broader perspective on how an approach might serve as a platform that could help foster
collaboration between DoD and its partner organizations, as well as expose both military
and civilian stakeholders to a collection of challenging and new unclassified scenario
sets.”

D. ORGANIZATION OF PHASE TWO REPORT

Chapters Il. through V. introduce each of the aforementioned four individual
elements of an approach and examine them independent of one another.

Chapter VI. details IDA’s recommended approach and describe its functional
design, management, and ownership processes.

Chapter VII. summarizes the major Phase Two findings and highlights future
considerations that must be addressed before the recommended approach is implemented.

Also included in this report are seven appendices, which contain summaries,
methodologies, and research methods that IDA relied on to prepare this report. These
appendices will provide greater insight regarding IDA’s recommended approach.

Appendix A summarizes the Open Scenario Phase One’s major findings.
Appendix B summarizes the Analytic Agenda process.

Appendix C is a taxonomy of potential fields that may be used to search/browse
an online open scenario repository.

Appendix D highlights IDA’s dialogue with Allied and Interagency organizations
regarding Phase Two of the Open Scenario Study.

Appendix E summarizes the U.S. Army’s Multi-Level Scenario (MLS) Sub-Task
report.

5 For a more descriptive account of IDA’s interaction with non-DoD organizations during Phase Two,
see Appendix D of this report.



Appendix F provides a graphic depiction of the approaches evaluated by IDA in
Phase Two and IDA’s recommended approach.

Appendix G highlights several major technical considerations for building an
online open scenario repository.



1. ELEMENT ONE: ONLINE OPEN SCENARIO
REPOSITORY

As indicated earlier in this report, the central feature of the repository will be its
open online functionality (Element One). The main purpose of this element is to provide
a library of unclassified scenarios in a widely accessible virtual space to those who need
them. This chapter outlines some of the key considerations and features that could be
included in an online open scenario repository.

A. DESCRIPTION OF THE ELEMENT

There are many different considerations relevant to building an online open
scenario repository.

1. What are the standards for access by users?
2. What standards must a scenario meet in order to be included in the repository?

3. What organization structure and management scheme is used to operate the
repository?

How do users locate scenarios within the repository?
How does the repository direct users to unclassified scenarios?

Is there a rating system that determines how useful scenarios are?

N o &

How do the repository’s owners/managers and users communicate and
collaborate with one another (e.g., announcements, updates, questions, etc.)?

The purpose of this chapter is to explore answers to these questions and discuss
variables that could be used to structure an online open scenario repository.

1. What are the standards for access by users?
a. Degrees of Access

A repository would have a relationship with three groups of people: owners (those
who are responsible for the repository), managers (those who run the repository on a day-
to-day basis), and users (those who use the repository’s resources). The owners and



managers of the repository would be responsible for many key functions, such as granting
users access to the repository. While an online open scenario repository may have
varying degrees of access, the repository’s owners and/or managers would be responsible
for developing standards for gaining access to the repository’s scenarios. (See Section b
for more discussion on standards for access.) Across the spectrum, each degree of access
has a different level of exclusivity regarding who may and may not have access to the
repository, with “open” being the degree that is least exclusive and “restricted” being the
degree that is most exclusive (See Figure 1. below).

Moderately Exclusive .
Most Exclusive

Limited Restricted
Access Access

Figure 1. Different Level of Access

The least exclusive degree of access for an online open scenario repository is
“open” access. An open access repository would allow virtually anyone, including the
entire community of unclassified scenario developers and users, to use the scenarios
housed in the repository regardless of their affiliation to DoD. An example of a virtual
DoD entity with open access is the website www.Defenselink.mil/pubs/, which makes
current unclassified DoD publications available to any individual or organization with
Internet access.

The moderately exclusive degree of access for an online open scenario repository
would be a repository with “limited” access. A limited access repository would grant
more access than a “restricted” repository, but would not be entirely open to the
community of unclassified scenario developers and users or any individual or
organization with internet access. A limited access repository would require the
development of access standards that can be applied to a screening process for granting
access. Examples of limited access online DoD resources are the Modeling and
Simulation Resource Repository (MSRR) and Defense Technical Information Center


http://www.defenselink.mil/pubs/�

(DTIC) library which, despite being available on the internet, require potential users to
meet the standards of a screening process before becoming a user of either repository.

The most exclusive degree of access for an online open scenario repository would
be a “restricted” access repository that would grant access to a select group of individuals
or organizations within or closely associated with DoD. A restricted access repository
would require the rigorous application of access standards in a screening process and
could potentially exclude a large portion of the community of unclassified scenario
developers and users. An example of a restricted access online DoD resource is E-Room,
which requires a Common Access Card (CAC) and is not available in the public domain.

Despite the differing exclusivity each degree of access implies, they are not
mutually exclusive in that they could all be used within the same overall repository. It is
possible that an online open scenario repository has “layered” access, in which certain
unclassified scenarios are available to the entire community of unclassified scenario
developers and users (open access), while other scenarios (for example, those classified
as For Official Use Only (FOUQ)) are available to only a select few. Therefore, an
online open scenario repository with layered access would be largely contingent upon the
classifications and types of scenarios it houses.

b. Standards for Access

The judgment of how accessible an online open scenario repository should be is a
decision that would be made by the repository’s owners. The repository’s owners would
first have to decide how much of the demand for unclassified scenarios they wish to meet
and how secure they wish the repository’s scenarios to remain, both of which would
determine how much access is granted. Subsequently, they would develop a set of
standards to fit the desired level of access. Some potential standards for access include:

o affiliation with DoD (e.g., employee, government partner, contractor, anyone,
etc.)

e intended use of scenarios (e.g., providing a task number or statement of
purpose)
e “need-to-know”
With each additional standard for access, and the degree of intensity with which
they are applied, the repository’s owners would be making a judgment on how exclusive

the repository is. For example, if the owners decided to grant open access to the
repository, they may have no standards for access, or simply have a few (e.g., name,



organization, contact information, etc.) for administrative, demographic, and
identification purposes. If the owners want a highly restricted repository, they may
rigidly apply numerous standards of access to potential users, which limits who gains
access to the repository’s resources.

2. What standards must a scenario meet in order to be included in the repository?

Similar to developing standards for user access, the repository’s owners will also
need to develop a list of criteria that determine which scenarios are included in the
repository’s set, so as not to include documents that are not scenarios. Several criteria
that could be used to determine a scenario’s inclusion are:

e the document must be written in English;

e A common, agreed-upon definition is used to screen whether documents are
scenarios and thus warrant inclusion;®

e the decision that only scenarios with certain components will be included in
the repository;’

e the developer or sponsor of the scenario is approved (e.g. an official DoD
scenario vs. John Doe’s scenarios);

e military vs. non-military orientation (e.g., scenarios that depict major combat
operations vs. scenarios that depict famine).

There are also varying degrees of scrutiny that can be applied to these standards.
Since the standards for including a scenario in the repository are likely to be subjective,
they can be applied loosely or strictly, which will determine how many scenarios are

6 Phase One of the Open Scenario study found that no official definition of scenario exists within DoD.
However, the questionnaire indicated that seventy-eight percent of respondents agreed that a scenario
could generally be defined as “depictions of a threat to international security, a corresponding mission
for U.S. and allied capabilities, and a strategic concept for carrying out that mission.” This paper does
not advocate that this specific definition be used as a screening mechanism for scenario inclusion;
instead, the paper offers the definition as an example of one that could be used to determine a
scenario’s inclusion. See Open Scenario Study, Phase I: Assessment Overview and Results (IDA Paper
P-4326).

7 Ibid. Phase One of the Open Scenario study found that nearly all questionnaire respondents agreed that
the following components were important to the structure of a scenario: assumptions, context/road to
war, threat/challenge, objectives, strategic concept, concept of operations, and forces data. This paper
does not advocate that all of these specific components be used as a screening mechanism for scenario
inclusion; instead, the paper offers them as examples of components that could be used to determine a
scenario’s inclusion in the repository.
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included in the repository and their quality (e.g., highly refined, formal scenario products
vs. “rough sketch” scenarios).

Additionally, the repository owners and/or managers would also be responsible
for promulgating the initial library of scenarios included in the repository. This would
likely require the repository’s owners and managers to be granted authority, possibly by a
DoD Instruction, to obtain unclassified libraries of scenarios developed by various DoD
offices.

3. What organization and management scheme is used to operate the repository?

As with any other repository or database, an online open scenario repository
would need a management system that controls access, updates the repository, etc. The
system of management that is used to run the repository is contingent upon how robust
the owners want the repository to be used and how many scenarios it houses. If the
repository is populated with a large number of scenarios and has many of the features
discussed in this report (e.g., physically contains the scenarios, has limited or restricted
access, has a blog and/or message board, a specific rating system, etc.) then it will likely
be more labor-intensive to support the repository (more management staff, time, money,
etc.). Conversely, if the owners choose to run a smaller repository with very few of the
features discussed in this report then it will likely need a less extensive support
infrastructure.

No matter how little labor the management system of the repository requires, the
managers will be required to perform certain necessary functions. Some of these
functions include (options appearing below are discussed in-depth in subsequent sections
of this chapter):

e reviewing applications for and granting access to persons or organizations
(unless it is an open repository),

e updating the repository with new scenarios,

e filling out the taxonomy of searchable fields for each scenario,

e providing ratings to scenarios (or manage user ratings, if applicable),
e screening user comments on scenarios,

e issuing updates (on a blog and/or message board, if applicable), and

e deciding whether potential new scenarios are qualified for inclusion.
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In a robust repository with more features, support functions will also be required
to:

e police and moderate the message board,

e run anti-virus scans of new scenarios (in a repository that makes scenarios
available for download),

e format new scenarios (in a repository that makes scenarios available for
download),

e link users to scenarios and maintain current links (in a repository that links
users to secondary sources), and

e Dbe receptive to feedback from users.

Ultimately the repository’s system of management will rely on the structure of the
repository and how many features it has. While many basic management functions will
be performed by the repository’s managers regardless of how robust the repository is,
many other management functions are dictated by any additional variables the
repository’s owners prefer.

4. How do users locate scenarios within the repository?

Because of the high likelihood that a very large number, perhaps thousands, of
scenarios would be housed in an online open scenario repository, the ability to easily
search and/or browse the repository’s content would be a key feature of its interface. Just
as online resources such as Google, JSTOR, and Lexis-Nexis allow users to sort millions
(or in some cases billions) of bits of information into smaller, more relevant lists of
information, an online open scenario repository should also allow its users to refine a
large set of scenarios into a smaller, more relevant list of scenarios.

With a search function, repository users could enter any relevant keyword into a
search bar, allowing a search engine to scan the set of unclassified scenarios and pull up
relevant hits. Additionally, the repository’s search function may also have Boolean
search capability, which would allow users to search through the set of unclassified
scenarios using multiple keywords.® This basic function would be one of the most useful
and important features of an online open scenario repository since it would make

8 Boolean searching is searching done based on the logical relationship among keywords. The three
logical operators in Boolean searches are typically: or, and, and not.
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identifying scenarios relevant to an individual’s needs a relatively simple and familiar
task.

A similar, yet different, style of searching the repository could be done if the
repository contains a taxonomy of searchable fields, which would let users browse the
repository’s set of scenarios.” For example, if one of the fields used to search the
repository is “Military Operations Depicted,” a drop-down menu could be used to make a
selection of the military operation that the user is interested in (e.g., major combat
operations), which would allow the user to browse every scenario in the repository that
depicts major combat operations. To further narrow the choices of scenarios listed from
a search, drop-down menus would be available for all fields so that smaller, more
relevant lists of scenarios can be browsed if desired or Boolean searches of each field
could be conducted by an advanced search feature.

5. How does the repository direct users to unclassified scenarios?

An online open scenario repository could distribute scenarios by either making
them available for download or linking users to a secondary source that has the scenarios.
While either option is feasible, each has a different set of considerations that must be
evaluated.

If a repository is going to make unclassified scenarios available for download,
considerations must be given to how much computer memory the repository will have
available, especially if the number of scenarios the repository holds continues to grow
over time. In order to maximize the repository’s memory capacity, it may be beneficial
to set all the scenarios in the repository into a common format (e.g., Adobe PDF file).
Additionally, a repository that enables users to download scenarios would need anti-virus
protection since it is likely that the repository will be populated from outside sources and
the repository’s owners and/managers would not want to be responsible for users
downloading a contaminated file.

The second method that could direct users to scenarios is to link scenarios on a
list to a secondary source that contains the unclassified scenarios. This option requires
fewer considerations. Gone are concerns about memory capacity and viruses since
scenarios would not be housed directly in the repository and users would download files
from outside the repository’s virtual space. However, since not all unclassified scenarios

9 For a potential taxonomy of fields see Appendix C of this report.
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are available on the Internet, linking to scenarios instead of allowing users to download
them would severely limit the number of scenarios the repository could direct users to
and would require periodic checking of whether the links still function.

6. Isthere a rating system that determines how useful scenarios are?

Another useful feature of an online open scenario repository is a rating system
that scores how useful the repository’s scenarios are. While users would be able to use
searching and/or browsing features to narrow a large set of scenarios down to a small list,
it may not be clear which scenarios on the list are most useful for the individual’s task.
There is great utility in a system that rates the scenarios in the repository.

There are two plausible rating systems that could be used to provide users with
feedback about a scenario, a general rating system and a specific rating system. A
general rating system would be a simple system that provides each scenario with a
number of marks (e.g., “stars”) that indicate how valuable the scenario’s users, the
repository’s owners/managers, or both, found the scenario. This general rating system is
useful for top-level searches of the repository’s content and gives users a general idea of
others’ opinions of a given scenario.

For more specific searches of the repository’s content, a specific rating system
would allow previous users of a scenario, the repository’s owners and/or managers, or
both, to provide guidance to repository users about which scenarios may be particularly
useful for a specific activity or set of activities. For example, if a repository user needs a
scenario in order to conduct force structure and capability mix analysis, previous users,
the repository’s owners/managers, or both, could rate how useful a scenario is for force
structure and capability mix analysis. This specific rating system would allow repository
users to quickly find a scenario that is relevant to their purpose and may improve the
quality of the task for which they are using the scenario.

Finally, for both rating systems a set of comments could be provided about the
specifics of a scenario by past users and/or the repository’s owners/managers. If a
previous user found a scenario for their activity, but needed to tailor the scenario more
specifically for their needs (e.g., by adding more data) it would be useful for the potential
scenario user to know that ahead of time in case they do not have the time or capability to
tailor a scenario. Additionally, comments on scenarios would also provide users
information about areas in which a scenario may be particularly strong, for example if it
has a very detailed timeline. A comments feature would also allow repository users to
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evaluate in a timely fashion whether or not they should choose to use a particular
scenario.

7. How do the repository’s owners/managers and users communicate and
collaborate with each other?

Similar to a rating system that enables the online open scenario repository’s users
to provide commentary on individual scenarios, a repository should also have a blog
and/or message board that allows both repository users and owners/managers to discuss
various issues.

Although similar in purpose, blogs have several distinct differences that make
them a more controlled feature than a message board. A blog is run by only a single user
or set of users who provide information to others in the form of posts. However, in blogs
the opportunities for discussion about original posts are limited since blogs typically
allow readers to provide feedback only if it is related to the subject matter of the original
post and require the original poster to approve the feedback before it is posted for others
to view. The blog format would be useful for an online open scenario repository if the
owners/managers wanted a function that would enable them to deliver messages to users
in a central location. Conversely, a blog would not be best suited for an online open
scenario repository that wishes to provide users with a forum for discussion. In addition,
approving any feedback that is posted in response to blog posts could prove to be a
cumbersome process for the repository’s owners/managers.

If the owners/managers of a repository wished to provide the repository’s users an
open forum for discussion, a message board would be a preferred feature. A message
board is a user driven feature that allows users to post topics that they think are important
and encourages other users to post feedback about the topic. If a message board were
included in the repository, users would have the opportunity to post topics for discussion
by virtue of having access to the repository. Additionally, owners/managers would also
post information that is universally important to all of the repository’s users. Unlike a
blog, however, a message board does not require an approval process for posting, but
rather requires a moderator or administrator who polices the board in order to make sure
topics are relevant to the repository’s purpose.

B. MAJOR VARIABLES AND CONSIDERATIONS

When building an online open scenario repository, other variables and
considerations should be carefully considered. One of the variables that need to be
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addressed is cost. While it is impossible to provide a cost estimate at this stage of the
Open Scenario Study’s second phase, it is important to highlight that the cost of a
repository will largely be influenced by the relative intensity of the repository’s
management and support system.’® If a robust repository with many of the
aforementioned features requires labor-intensive management, the initial and recurring
costs will likely be larger than a small repository with a management system that requires
a lower level of support. Additionally, if the intent is to have the repository grow over
time by acquiring many scenarios, it is likely that the demand for more managerial
resources will also increase, thereby increasing the recurring cost of the repository.

Another variable that could be used to structure an online open scenario
repository is a wiki. The use of a wiki would allow the repository to be a more
collaborative website, enabling users to either post scenarios themselves or to make
alterations to pre-existing scenarios and posting their changes. A wiki could also enhance
the robustness of the repository by exposing users to a breadth of altered scenarios in
addition to the original scenarios. However, the inclusion of a wiki in an online open
scenario repository would also require the repository managers to regulate user-based
postings in order to preserve the quality of the repository’s content.

C. ELEMENT ONE AS A STANDALONE APPROACH

In consideration of Element One, an online repository of unclassified scenarios,
IDA applied the three selection criteria — Availability, Flexibility, and Responsiveness —
to determine whether or not the element could be used as a standalone approach for
satisfying the national security community’s demand for unclassified scenarios.

Because a repository of unclassified scenarios could be made available on the
Internet, and virtually all government agencies and partners have internet access, IDA
concluded that Element One could be made available to any and all unclassified scenario
users. While the content of the repository may determine who receives access to which
scenarios, it could be assumed that anyone demonstrating a substantial need for
unclassified scenarios will be granted some level of access and only a few, if any, may be
excluded. For this reason, Element One more than satisfies the demand of the
Availability selection criteria.

10 For example, the Homeland Security Exercise and Evaluation Program (HSEEP) developed for the
Department of Homeland Security (DHS) and the Federal Emergency Management Agency (FEMA)
by a contractor is estimated to have cost slightly in excess of $5,000,000.
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Also, since the community of unclassified scenario developers and users are
frequently faced with changing requirements, there are often changes in existing
unclassified scenarios and/or the development of new ones. In order to avoid duplication
of effort and maximize cost-efficiencies associated with the modification of existing or
development of new unclassified scenarios, it is important that any approach used to meet
the demand for unclassified scenarios is responsive to dynamic changes in unclassified
scenario content. Therefore, it could also be deduced that given the ease with which any
website’s content can be changed — especially with the addition of a wiki engine — an
online repository of unclassified scenarios would be very responsive to the changing and
expanding universe of unclassified scenarios (the Flexibility criteria).

By itself, a repository would not satisfy all aspects of the demand for unclassified
scenarios since Element One does offer any solution to users who require a complete or
official set of unclassified scenarios or new unclassified scenarios that may not lie in the
existing universe. Hence, Element One as a standalone approach, struggles to meet the
Responsiveness selection criteria.

Because of the ease with which Element One met the demands of two of the three
selection criteria, IDA concluded that an online repository should serve as a foundational
element of any approach used to meet the demand for unclassified scenarios. However, it
IS important to consider Element One’s shortcomings with regard to the Flexibility
selection criteria. Because of this shortcoming it would be necessary to augment the
repository with other elements described in this report. Further elaboration of this point
can be found in Chapter V1., which outlines IDA’s recommended approach.

D. SUMMARY

Creating an online open repository, Element One, would provide a platform for
DoD and its interagency partners to access and use unclassified scenarios. The repository,
which receiving received significant support during initial inquisitions in Phase One,
would encourage interagency collaboration and cooperation and could become a planning
tool, on both operational and strategic levels. In large part, the structure and management
system of an online open scenario repository will be dictated by how much of the
national security community’s demand for unclassified scenarios the project’s sponsors
wish to meet. While the aforementioned variables are not an exhaustive list, they do help
IDA and project sponsors think about the various ways in which a repository and its
features should be used to meet the demand for unclassified scenarios.
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11, ELEMENT TWO: CERTIFICATION OF EXISTING
SCENARIOS

A second potential element of an open scenario approach is a system for
certifying scenarios (i.e., Element Two). Certification would provide unclassified
scenario users with additional information about a subset of the scenarios that had been
judged by an organization or groups of organizations to meet a common set of standards.
This chapter outlines the possible purposes of such an element, some variables and
considerations for its implementation, and recommends a course of action.

A. DESCRIPTION OF THE ELEMENT

Phase One of the Open Scenario Study defined Element Two as follows:
“certification of existing scenarios: designation of [a] pre-existing set of unclassified
scenarios as ‘preferred’ for use throughout [the] community.” The first question that this
element deals with is what benefits certification would provide. There are two broad
potential goals for certification in this context:

e First, certification could simply assist users of unclassified scenarios in sorting
or filtering scenarios according to a single set of standards.

e Second, certification could represent an officially expressed preference of the
certifying organization for a particular set of unclassified scenarios.

1. Certification as Information for Users

Most likely, any aggregation of unclassified scenarios would contain scenarios
with widely varying qualities and characteristics. Simple descriptions of the scenarios
might not provide scenario users with all the information they need to filter scenarios that
might be appropriate for their use. Especially if there were large numbers of scenario
products available, a certification designator for a subset of the scenarios could
significantly assist users in conducting this screening process.

The types of standards that might be applied for such a certification will be
addressed in the next section, but generally, they would probably focus on descriptive
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characteristics of the scenarios that together constitute some measure of quality or
completeness. This would allow scenario users to search for scenarios by this criterion.

2. Certification as Organizational Preference

In addition to or instead of the above purpose, certification might serve to indicate
preferences of the certifying organization. The notion here is that an organization
responsible for evaluating the results of scenario-based analyses, such as the Office of the
Secretary of Defense (OSD), the Joint Staff, or the different communities of unclassified
scenario users, might use certification as a way of communicating which scenarios in a
given scenario library would be most appropriate for use in the decision-making
processes to which they are a party. This would imply a different, and probably
narrower, set of criteria to be applied for certification, and would also be of interest or
concern to a narrower range of potential unclassified scenario users.

These two purposes are sufficiently different that the remaining sections of this
chapter treat them separately.

B. MAJOR VARIABLES AND CONSIDERATIONS

Design and implementation of a certification scheme would require addressing
several considerations and questions. For each of these, a few different approaches may
be feasible, allowing design options to be thought of as “variables.” The most important
of these variables are:

What standards would qualify a scenario for certification?
Who would be responsible for certification?

In what format would certification be provided?

A w P

How would operations security (OPSEC) concerns with certification be
addressed? (certification as organizational preference only)

In the following section, considerations for each of these questions are addressed
in turn.

1. What standards would qualify a scenario for certification?
a. Certification as Information for Users

For purposes of certification as information for users, as outlined above, any
number of standards might be appropriate. The most useful standards, however, are
likely to be descriptive, as opposed to evaluative. To be useful to the widest possible
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audience, the certification might best be geared toward noting the presence of various
scenario elements in a scenario, not rating the quality of those elements. The reason for
this is the very diverse range of activities in which scenarios are used in the national
security community, as demonstrated in Phase One of the study.™* Ratings of scenario
quality would be highly subjective and somewhat variable depending on the intended
purpose for the scenario. For example, a scenario with a rich scene-setting premise and
little detail on adversary forces might be very well-suited for political-military gaming
and very poorly-suited for tactical training.

As a result, the most universally valid set of standards would be a set addressing
the extent of the scenario’s coverage of different possible features. For example,
certification might be given only to those scenarios that address each feature noted within
the study’s definition of a scenario. In this way, certification becomes a way to indicate a
certain threshold level of scenario “completeness” that might be helpful to users filtering
the total list of available scenario products.

On the other hand, “completeness” could be considered as just one of several
standards applied to a scenario certification process. Other possible criteria include:

e Clarity/organization,

e Plausibility,

e Pedigree of any associated data,
o Validity of threat assessments.

These examples point to the subjectivity any certification judgment beyond
completeness would need to be.

b. Certification as Organizational Preference

Certification as organizational preference implies a very different framework for
criteria. These would be tailored to the purposes of the certifying organization. Some of
the same criteria noted above would be applicable, but greater subjectivity could be
justified based on the context of the certifying organization’s mission. In this case,
certification of unclassified scenarios would become another way for the certifying
organization to express its priorities and preferred planning factors to a larger
community.

11 Open Scenario Study, Phase I, Volume 1: Assessment Overview and Results (IDA Paper P-4326), p. 22.

21



Standards for this certification would probably touch more directly on the content
of scenarios and include considerations such as the following:

Assumptions regarding U.S. and allied policies, postures, strategies,
operations, etc.,

Country/geographical area addressed,
Identity and nature of the adversary depicted, and

The scenario’s relationship to other scenarios already created.

2. Who would be responsible for certification?

a. Certification as Information for Users

A few options exist for assigning responsibility for conducting certification as
information for users:

Single organization with scenario expertise (could be from the intelligence
community, U.S. Joint Forces Command (JFCOM), Joint Staff, OSD, military
departments, etc.).

o0 Pros: required knowledge and skill set is available.

o Cons: no particular incentive for any organization to do it; potential for
introduction of organizational bias.

Representatives from a cross-section of the scenario user community.
0 Pros: enhances credibility of the certification.
o Cons: labor intensive,

Scenario contributors certify their own scenarios.
o0 Pros: requires least investment of time and resources.

0 Cons: decreases credibility of the certification and/or imposes
additional audit requirements.

Outsource to a qualified Federally Funded Research and Development Center
(FFRDC).

o0 Pros: FFRDCs remain objective and responsive to government tasking.

o0 Cons: trade-off with limited availability of FFRDC resources.

22



b. Certification as Organizational Preference

Clearly, the options for certification as organization preference are more
constrained. By definition, the organization expressing its preferences through the
scenarios would need to conduct the certification process. As the central decision-maker
on resource allocation and other major programmatic activities, OSD, or an organization
designated with certification authority by OSD, is the most likely candidate for such a
role. It is currently the most prominent organization in the business of promulgating
guidance to other organizations in the form of scenarios. However, since there is a
diverse set of needs among those who demand unclassified scenarios, it is possible that
individual communities of unclassified scenario users (e.g., the community of users that
need unclassified scenarios for force structure and capability mix analysis) could also
certify a set(s) of scenarios for their communities use. This option would leverage the
expertise of those who know best their community’s specific requirements for
unclassified scenarios.

3. In what format would certification be provided?
a. Certification as Information for Users

Certification as information for users could take several different forms. The
simplest form would be a binary designation of a scenario as either certified or
uncertified, based on satisfaction of a single set of criteria. A different type of
certification might resemble more of a typology or categorization scheme. This may or
may not qualify as “certification,” but it would clearly be a useful addition to scenario
user searching through a library of unclassified scenarios. A third type of certification
would be a rating system that includes multiple levels or tiers. This would necessitate a
more subjective approach rating to scenario quality, as opposed to the more descriptive
approach.

Whichever form the certification takes, the methodology for applying it would
need to be developed and to be generally transparent. Additionally, the certifying body
would need to establish a regular schedule for updating certification status of all the
scenarios if the recertification of scenarios became necessary.

b. Certification as Organizational Preference

Either the first approach described above (binary rating) or the third approach
(multiple levels or tiers) could be applied for certification as organizational preference.
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4. How would operations security concerns with certification be addressed?
(Certification as organizational preference only)

Apart from more general OPSEC concerns with an open scenario library, there
may be security concerns that arise from a particular office being seen to endorse the
validity of particular scenarios. DPSs are classified in part due to this concern, and there
IS no obvious reason why those same issues would not apply to centralized endorsement
of an unclassified scenario. One potential work-around for this problem would be to
provide certification information offline, via different channels (either classified or
unclassified) from the unclassified scenario repository.

C. ELEMENT TWO AS A STANDALONE APPROACH

As a standalone approach, a certified set of scenarios, whether certified as
information for users or as organizational preference, would not be easily accessible to
the universe of unclassified scenario users unless those responsible for promulgating the
certified set take considerable effort to distribute the set or those who need them actively
sought to attain them for their use. Unlike an online repository, which serves as a shared
space for those who need unclassified scenarios and those who develop/distribute them,
access to the content of certified sets may be difficult, especially for DoD’s external
partners, and contingent upon who promulgates and/or certifies the sets and where they
are housed in DoD. Given the sporadic distribution of unclassified scenario users
throughout DoD and its external partners, IDA concluded that certified sets of
unclassified scenarios would be insufficient as a standalone solution given the low
probability of a certified set reaching the largest possible number of unclassified scenario
users, thus failing to meet the parameters of the Availability selection criteria.

Element Two does not directly address IDA’s Flexibility selection criteria. Since
the content of unclassified scenarios is often tailored to meet specific user requirements,
the sharing of dynamic scenario content throughout the community of unclassified
scenario users is important for reducing the duplication of unclassified scenario
development efforts and for maximizing cost-savings. While the element does not make
either a negative or positive judgment on altering the content of certified sets of
unclassified scenarios, it does not directly foster the sharing of dynamic content and,
instead, potentially introduces each user to a static set of certified set of unclassified
scenarios. If the content of the certified, static sets are altered, the approach does not
provide a mechanism for distributing the new content.
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However, Element Two is responsive enough to meet different aspects of users’
requirements for specific unclassified scenarios. If some communities of unclassified
scenarios users wish to have complete or official sets of unclassified scenarios in order to
ensure common baselines for studies and analyses, certifying existing unclassified
scenarios would help achieve that end by stating, either as an indication of organizational
preference or information to users, which scenarios standout among others as part of a
complete and/or official set. For these reasons, Element Two does satisfy requirements
offered by IDA’s third selection criteria (Responsiveness).

In evaluating the applicability of Element Two to an approach aimed at meeting
the demand for unclassified scenarios, IDA assessed that the element was not sufficient
as a standalone solution. However, as highlighted in previous sections of this chapter,
certifying sets of unclassified scenarios does have value and could serve an important
role when considered in combination with other elements, especially an online repository
of unclassified scenarios.

D. SUMMARY

Based on the preceding discussion, three preliminary insights on the certification
element (Element Two) seem apparent. First, certification as user information would be a
simpler model to implement, given greater flexibility in selecting some of its key
attributes and the absence of questions regarding security and the status of certified
unclassified scenarios relative to classified planning scenarios. In the case of certification
as user information, the benefit appears tangible, but small. Second, in the case of
certification as an indication of organizational preference, the desire to have a new,
complete, or official set of unclassified scenarios can be satisfied by having an
organization designate an existing amalgamation of scenarios as such. With some
organizations requiring such sets, the benefits appear both important and potentially
impactful on the way organizations use and perceive the value of unclassified scenarios.
Third, Element Two could not sufficiently serve as a standalone component of an
approach towards meeting the demand for unclassified scenarios and would be better
suited if paired with Element One, an online repository of unclassified scenarios.
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V. ELEMENT THREE: DEVELOPMENT OF A NEW
UNCLASSIFIED SCENARIO SET

Whether for the establishment of a common unclassified scenario development
process or generating a small number of scenarios to fill gaps in a preexisting set(s) of
scenarios, understanding how DoD might develop unclassified scenarios is important to
the construction of an approach designed to meet the demand for unclassified scenarios
(Element Three). This section addresses Element Three and explores various options for
developing new unclassified scenarios as a coordinated official set or simply as “gap-
fillers” for already existing unclassified scenarios from various sources.

A. DESCRIPTION OF THE ELEMENT

Current classified defense scenario development activities are critical throughout
DoD and are an important component of an increasingly diverse and dynamic U.S.
national security community. Within the Office of the Under Secretary of Defense for
Policy (OUSD(P)), the classified Defense Planning Scenarios (DPS) are developed
through a codified, institutionalized process within DoD’s Analytic Agenda framework. "
DoD maintains a centralized capacity for developing an official set of classified DPSs
that are used throughout the Department and developed in a consistent and integrated
fashion. Classified DPSs also possess an official standing throughout DoD, and OSD
directs the use of DPSs in various DoD-wide defense planning activities such as
Planning, Programming, Budgeting, and Execution System (PPBES) deliberations and
the Quadrennial Defense Review (QDR).

OUSD(P)’s existing DPS enterprise (e.g. organization, personnel and practices)
produces a set of classified scenarios within an established, institutionalized and
centralized framework that is mature and supported by comprehensive methodologies and
consistent processes. OUSD(P)’s DPS enterprise and its scenario products are a widely
utilized resource and recognized authority. This chapter examines the possibility of

12 For general background on the Analytic Agenda and the development of DPSs see Appendix B of this
report.
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developing new unclassified scenarios by leveraging, in some capacity, the existing DPS
framework or outsourcing unclassified scenario development to organizations outside
DoD.

Outlined below are examples of four organizational concepts for producing new
unclassified (DPS-like) scenarios. Each organizational concept aims to support the
growing demand for unclassified scenarios within DoD and among external partners. In
addition, each organizational concept lends support to addressing broader challenges
associated with the development of ad hoc scenarios, such as the lack of standardization,
coordination and collaboration.

While each of the four concepts is unique, all are aimed at leveraging OUSD(P)’s
current institutional capacities used to produce classified DPSs. The four concepts are:

1. expand the capacity of OUSD(P)’s existing DPS enterprise;

2. replicate a parallel but independent and unclassified DPS enterprise;

3. evolve an OUSD(P) centrally led but distributed implementation model; and,
4. privatize unclassified DPSs outside of DoD.

Highlighted next is a general description and initial discussion of each of these
organizational concepts that might be used to produce new DPS-like, unclassified
scenarios.

1. Expand OUSD(P)’s Existing Defense Planning Scenario Enterprise

This concept includes leveraging the current institutional capabilities and
infrastructure resident within the existing DPS enterprise and expanding its capacity to
produce official unclassified scenarios. As mentioned, OUSD(P)’s existing DPS
enterprise is in a unique position as the exclusive purveyor, producer, and distributor of
DoD’s only official set of classified scenarios. OUSD(P)’s DPS enterprise is the
recognized authority of related activities and DPSs are widely utilized throughout DoD.

Of equal importance are the broader benefits of incremental expansion of DPS’s
existing capabilities and current offerings to include unclassified scenarios in support of
promoting increased commonality in scenario development and implementation (e.g.,
standardization and coordination). These collective needs are increasingly important to
meet the growing demand for greater collaboration and integration of DoD’s internal and
external scenario-related activities, particularly as they relate to DoD’s current ad hoc
scenario efforts. This concept also presents the greatest opportunity to potentially
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minimize the cost, risk, and time inherent in a new start-up venture, because this option
leverages OUSD(P)’s established DPS scenario development processes and
organizational infrastructure.

2. Create a Parallel (but independent) Defense Planning Scenario Enterprise for
Unclassified Scenarios

This second concept involves replicating OUSD(P)’s existing DPS enterprise
model and reconstituting it within a newly formed and independent organization. This
organization with OSD-level authority would adopt established know-how and expertise
of the current DPS enterprise; although this new entity would remain independent as a
protective measure against potential comingling of classified material and related
activities. This concept might also reduce the complexity of integrating and concurrently
managing classified and unclassified processes needed to support two different OPSEC
systems within a single DPS organization. In addition, given this concept’s cloning
feature of an established DPS enterprise model, this concept might also limit start-up risk
and setup time compared with demands typical of creating and launching an entirely new
organization.

However, creating a second parallel organization for the sake of segregating two
similar organizations for security reasons could be an inefficient use of substantial
resources. This concept might also result in additional organizational barriers and
increased bureaucratic impediments to the growing need for greater coordination,
collaboration and integration of scenario-related activities (both unclassified and
classified) within DoD and among its external partners.

3. Evolve OUSD(P)’s Existing Defense Planning Scenario Enterprise into a
Distributed Organization

This concept incorporates benefits presented in the first concept (i.e., utilizing the
existing DPS enterprise, capabilities, know-how and official standing) while also
leveraging the value of DoD’s ad hoc and decentralized unclassified scenario efforts.
The unique difference of this third concept is the notion of a central DPS enterprise
establishing a distributed network of certified DoD scenario developers operating
independently and outside of, but in collaboration with, OUSD(P)’s existing DPS
framework. As stated earlier, numerous decentralized and ad hoc scenario development
activities exist within DoD. It is likely that many of these disparate organizations possess
specialized and significant scenario-related capabilities (e.g., expert knowledge of
common functional capabilities, unique expertise in key technology areas, and
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particularly close linkages to critical warfighter capabilities). Given that many such
organizations are already actively involved in related scenario development activities of
DoD-wide importance (both classified and unclassified), it would be beneficial to support
greater integration of ad hoc scenario efforts throughout DoD.

Leadership of OUSD(P)’s centralized DPS enterprise would decide on which of
its individual unclassified scenario requirements ought to remain in-house (i.e. within
OUSD(P)) and which should to be outsourced to a distributed network of certified but
independent scenario developers. While some level of ad hoc scenario development
activities will likely inevitably continue throughout DoD, constructively reaching out to
and engaging subordinate organizations would promote opportunities for greater
coordination and collaboration among DoD’s ad hoc and disparate scenario developers.
Resulting behaviors and interactions would further encourage greater DoD-wide
uniformity and efficiencies in scenario building (e.g. standardization, sharing of common
practices and greater optimization of existing expertise and resources).

4. Outsource Unclassified Scenario Functions to the Private Sector

This concept proposes incorporating relevant aspects of concepts one through
three above with the notable exception of outsourcing the bulk of DoD’s future
capabilities in unclassified scenarios to the private sector.

However, unlike the second concept, the day-to-day implementation would not be
carried out at the level of autonomy envisioned for a parallel government DPS enterprise.
To the contrary, DoD would maintain ownership and control of a future unclassified
scenario development enterprise, albeit at an appropriately high level. Related OUSD(P)
roles would include those uniquely governmental in nature and consistent with existing
contractor relationship standards -- such as providing contractor direction, operating
requirements, performance metrics and insuring accountability.

Given the globally dynamic and fast changing environment of scenario
development practices, a growing need to expand beyond DoD, coupled with the value of
maintaining existing OUSD(P) core competencies possessed within the current DPS
framework -- it might be particularly beneficial to encourage creative teaming
relationships between diverse sectors of service providers. For example, teaming an
experienced FFRDC with a university-based scenario leader and a leading-edge scenario
consultancy could yield products capable of addressing the challenges presented by
quickly evolving civil-military operational environments.
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B. MAJOR VARIABLES AND CONSIDERATIONS

Unclassified scenario development activities of a single DoD subordinate
organization, such as the Army’s MLS development process, often become stove-piped
and unable to contribute to solutions dependent on multi-Service (Joint) capabilities. Of
additional concern is the adverse effect of DoD’s ad hoc scenario activities that may
impact collaboration with U.S. interagency efforts and partnerships with state-local
government as well as DoD interactions with foreign allies and international non-
governmental organizations (NGOs). Many such scenario development activities and
implementation efforts warrant an OSD-level, DoD-wide approach to developing official
unclassified scenarios. Additionally, the growing tendency towards multinational and
civil-military operations runs counter to singular approaches to scenario development.

This is not to say there is no value or role for DoD subordinate organizations in
unclassified scenario development. Numerous circumstances likely exist whereas the
best approach to a particular unclassified scenario is more effectively satisfied at the level
of an individual Defense Component organization (e.g.,, Combatant Command
(COCOM), Military Services, or Defense Agencies). For example, the U.S. Army
developed the MLS which provides an example of an existing codified institutionalized
process that could be utilized while developing an approach for meeting unclassified
scenario demand. The MLS provides a similar structure to the DPS-derived scenarios but
avoids issues of classification and life span. As noted by IDA earlier in this report, the
MLS’s disadvantage is that it is Army-centric and other Services are not actively
participating in the development process.’* While such efforts should be visible and
shared throughout DoD, and should make use of common scenario standards and
processes to the extent practical, it would be impractical and counterproductive for OSD
to assume responsibility for unclassified scenario development activities under all
circumstances.

Conversely, it would be similarly inappropriate for DoD subordinate
organizations to undertake the development of unclassified scenarios encompassing
DoD-wide domains and or broad scale external partnerships (e.g., U.S. interagency and
foreign allies) without direction and coordination of DoD. For many such circumstances,
a DPS-like approach to developing unclassified scenarios by an organization with OSD-
level authority would be optimal.

13 For more information on the Army’s MLS, see Appendix E of this report and Open Scenario Study:
U.S. Army’s Multi-Level Scenarios Sub-Task (IDA Paper-P 4466).
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While DoD and its components have important roles to play in developing a
future set of unclassified scenarios, OSD needs to play a central role in any process
similar to OUSD(P)’s production of DPS-like, unclassified scenarios while also
delegating or outsourcing the production of certain unclassified scenarios to OSD
subordinate organizations as warranted.

A key aspect of OSD and subordinate organizations participating in the
development of new unclassified scenarios is the importance for both parties to utilize
common standards, uniform processes and shared best practices. Without such
commonality, coordination and cooperation, future DoD integration of related efforts will
likely be impeded.

Also noteworthy and of value to DoD is the existence of unclassified scenario
development activities and products occurring outside of DoD. External development
and use of open scenarios is expansive and supported by a variety of U.S. and foreign
organizations including state and federal governments as well as civilian law enforcement
and allied militaries.  Scenario activities are also prevalent among diverse and
increasingly globalized industries, think tanks, academic institutions and NGOs.
However, efforts are typically uncoordinated as well as difficult to track, while associated
scenario development and implementation activities might often lack standardization,
integration and sharing of common best practices. Nonetheless, these non-DoD scenario
development activities and their scenario products may be of considerable value to DoD
as it seeks to develop new unclassified scenarios. Therefore, the inclusion of civilian
agencies in the scope of the Open Scenario Study, and the examination of Element Three,
is important to ensure a holistic and well-rounded approach to satisfying DoD’s demand
for unclassified scenarios.

A key aspect of whether or not OSD (or a designated subordinate organization)
generates a new unclassified scenario is largely determined by whether or not a relevant
unclassified scenario already exists within DoD or elsewhere. As discussed in Chapter
I11. of this report, one option that could be used to satisfy the demand of unclassified
scenarios would be to certify preexisting unclassified scenarios. As such, a process is
needed to help determine if a specific scenario gap exists within an open scenario
repository which would lead DoD to produce a new unclassified scenario in order to
satisfy future scenario requirements.

This also implies a significant difference between a future set of DPS-like,
unclassified scenarios and the current set of classified DPSs. Namely, certified (and
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likely modified) ad hoc DoD unclassified scenarios from sources throughout the
Department, along with similarly qualified non-DoD unclassified scenarios, would
populate portions of a future set of unclassified scenarios.'* However, scenario gaps
would likely exist within the open scenario repository that would consequently result in
gaps within an unclassified scenario set that would subsequently be filled by the creation
new unclassified scenarios.

C. ELEMENT THREE AS A STANDALONE APPROACH

When evaluated by the three selection criteria — Accessibility, Flexibility, and
Responsiveness — Element Three does not suffice as a standalone approach for meeting
the existing demand for unclassified scenarios. Three of the four concepts discussed in
this chapter develop new unclassified scenarios by leveraging the existing DPS enterprise
in some capacity. Using any of these three variations of Element Three as a standalone
approach would make any newly developed scenarios available to a large audience of
scenario users considering that classified DPSs are readily available throughout DoD.
Since many of DoD’s external partners are a large part of the wider community of
unclassified scenario users, it is unlikely that they would have easy access to any new
scenarios developed using a variation of the DPS framework unless a cognizant effort is
made to include them. This problem is difficult to ignore given that one of the primary
reasons unclassified scenarios are used is because of the need to collaborate with external
partners. The fourth concept, outsourcing unclassified scenario functions to the private
sector, may face similar obstacles since the development process is moved entirely
outside the Department. While Element Three as a standalone solution would be
available to a wide cross-section of unclassified scenario users, it is not the optimal
approach.

As a standalone approach, Element Three would have difficulties making changes
in scenario content available to the community of unclassified scenario users (Flexibility
selection criteria). While any of the four concepts discussed in Element Three would,
undoubtedly, make new unclassified scenarios available to some unclassified scenario
users, Element Three itself is not inherently conducive to sharing user-driven scenario
content and alterations as it makes no effort to distribute such content. Because of this,
user-made changes to the existing body of unclassified scenario content would not be

14 See Chapter 111, Element Two: Certification of Existing Scenarios, of this report for related details on
certification of existing scenarios developed by DoD and non-DoD organizations.
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shared throughout the community and duplication of scenario development efforts would
still exist throughout the community.

Any of the aforementioned descriptions of Element Three would be relatively
responsive to the varying aspects of users’ demand for unclassified scenarios. If users of
unclassified scenarios require complete, official, or new sets of unclassified scenarios for
their activities, any of the four concepts discussed in the preceding sections of this
chapter would suffice as each concept could potentially offer all three. Therefore,
Element Three does have some utility to contribute to an approach designed to meet the
national security community’s demand for unclassified scenarios.

Because Element Three would not be available to the largest possible audience of
unclassified scenarios users and does not inherently foster the sharing of changes in
existing unclassified scenario content, it is inadequate as a standalone approach to
meeting the national security community’s demand for unclassified scenarios and should
instead be considered in combination with other elements reviewed in this report.

D. SUMMARY

There are multiple organizational concepts that can be used by DoD to produce
new unclassified scenarios (Element Three). The four concepts include:

e Expand OUSD(P)’s existing DPS enterprise.

e Create a parallel (but independent) DPS enterprise for unclassified scenarios.
e Evolve OUSD(P)’s existing DPS enterprise into a distributed DPS enterprise.
e Outsource unclassified scenario functions to the private sector.

Any of these four DPS-like organizational concepts could support a broader
construct for creating a “one-stop-shop” capability that integrates other components of
the major elements discussed in this report. However, using Element Three as a
standalone approach for satisfying unclassified scenario demand would not be ideal.
“Bundling” elements introduced in this report would potentially afford increased
efficiencies and productivity improvements as well as promote greater commonality,
collaboration and integration of related scenario development and implementation
practices.
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V. ELEMENT FOUR: DECLASSIFICATION OF CLASSIFIED
SCENARIOS

This chapter discusses the element of declassifying scenarios, to produce official
unclassified scenarios (i.e., Element Three), by identifying and removing sensitive
material in classified DPSs. The goal of developing a means to declassify DPSs is to
create a cost-effective process that is not more costly than current methods for developing
unclassified scenarios and can create an unclassified set of scenarios equivalent to the
DPSs. However, as will be explained later in this chapter, there are several reason why
the declassification of classified scenarios should not be considered a key element of an
approach to better meet the demand for unclassified scenarios.

A. DESCRIPTION OF THE ELEMENT

Currently there is not an approved process for declassifying existing scenarios or
vignettes used in DoD’s Analytic Agenda.1> Possible actions that could be taken to
declassify DPSs include:

1. varying the level of detail in DPSs according to the priority or nature of the
analysis or exercise to be conducted so the scenario could be unclassified and
approved for public release, or

2. generalize existing scenarios with fictional locations and forces.

These actions would create scenarios with different levels of details depending on
priority or nature of the operational challenge depicted such as strategy, road to war,
force lists, and other data. The Joint Data Support (JDS) office, of Office of the
Secretary of Defense for Cost Assessment and Program Evaluation (OSD (CAPE)),
provides support for the identification, collection, development (including verification
and validation), management, and dissemination of data and associated analytical
baselines for the Analytic Agenda process. An unclassified version of the JDS support
process could be employed to provide the same level of service for an unclassified DPS

15 See Appendix B of this report for more information on DoD’s Analytic Agenda.
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process. OSD (CAPE) would be the logical organization to perform this function. CAPE
collects data needed to populate its databases from the Services and intelligence agencies.
Potentially, CAPE could populate an unclassified version of the JDS website using open
sources instead of input from the Services and intelligence agencies or ask for
unclassified data such as generic tables of organizations and equipment for military units.
Finally, there are outside sources of unclassified data such, as Jane’s publications16 that
could be used to supplement the unclassified versions of scenarios and vignettes. Using
these sources of unclassified data should simplify the sanitization process and fill in gaps
left by the removal of classified information.

B. MAJOR VARIABLES AND CONSIDERATIONS

The first challenge to declassifying DPSs and vignettes would be to determine
which ones could be declassified and have applicability to requirements to conduct
exercises with interagency, foreign militaries, and state and local governments. After
determining which scenarios should be declassified, it would be necessary to decide
which classified data must be replaced with open source data to keep the scenario viable
for use for an unclassified purpose. This would be a difficult and time consuming task if
the development of the unclassified scenario or vignette is sequential to the development
of the classified version because each classified data source will have to be re-visited to
be verified and a determination made as to what makes the data classified. A decision
regarding how to best replace the data would also need to be made, and the actual
location and placement of the substitute data would follow.

Additionally, many DPSs and vignettes gain their value through the depiction of
classified operating environments and U.S. capabilities. These scenarios and vignettes
may be difficult, if not impossible, to sanitize. It is entirely possible that by sanitizing
such scenarios or vignettes they lose their value all together and would be of no more
utility than unclassified scenarios developed outside the Analytic Agenda process.

Even though some DPSs can be sanitized and would have unclassified
applications, there are some organizations that would argue that an adversaries’ ability to
aggregate unclassified data would still present a classified picture of U.S. military
capabilities. An example of this “aggregate knowledge” argument is the substitution of
specific military units with generic units or the substitution of an actual country with a

16 HIS Jane’s Information Group, available at www.janes.com. Accessed on January 28, 2010.
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fictitious country name. One might argue that U.S. adversaries have sufficient
knowledge of U.S. military units and could therefore deduce which units would respond
in a particular scenario or that the main features and characteristics of the fictitious
country match too closely with the actual country. It is hard to argue against this logic
because it is impossible to prove that U.S. enemies would not arrive at the same decisions
as U.S. decision-makers.

The pros are that some DPSs can be sanitized and still act as a useful scenario.
This option leverages an existing process and scenarios, thereby reducing the necessity of
having organizations develop new unclassified scenarios. A major con is that some
organizations in the Analytic Agenda process may object to the sanitized version based
on the *aggregating unclassified data” of U.S. military capabilities argument.
Additionally, many classified scenarios will also lose their value as unclassified products
since classified information may be largely responsible for their utility. Accordingly,
retroactively sanitizing existing DPSs would not be an effective use of resources or may
not add any value that is not already gained through status quo unclassified scenario
development processes.

C. ELEMENT FOUR AS A STANDALONE APPROACH

In consideration of Element Four, the declassification of classified scenarios, IDA
applied three selected criteria (Availability, Flexibility, and Responsiveness) to determine
whether or not the element could be used as a standalone approach for satisfying the
national security community’s demand for unclassified scenarios.

As a standalone approach, the declassification of classified scenarios fails to meet
the requirements set forth by IDA’s Availability selection criteria. The process of
declassifying classified scenarios, by itself, does not offer a mechanism that makes the
newly declassified scenarios available to those who would use them. Unless the process
is coupled with a distribution platform, for example an online repository, the declassified
scenarios would not be distributed to a wide enough audience to warrant their
deployment as a standalone option.

The process of declassifying currently classified scenarios, when used as a
standalone approach to satisfy unclassified scenario demand, does not meet the
parameters of the Flexibility selection criteria. The criteria require that a deployed
approach be flexible enough to make changes in unclassified scenario content available to
the rest of the unclassified scenario user community. While the declassification of
classified scenarios does offer a new set of scenarios to users, by virtue of releasing a
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substantially altered set of scenarios, the element does not facilitate or enable the
distribution of user-adjusted unclassified scenario content. Therefore, Element Four,
when used by itself, cannot fully account for the user-driven dynamic of unclassified
scenario demand.

The declassification of classified scenarios may be somewhat responsive to
varying aspects of users ‘demand for unclassified scenarios,” but would likely need to be
coupled with another element, such as Element Two, certification as an indication of
organizational preference, for its potential to be maximized. It can be imagined that if all
of the DPSs were declassified, they could be offered to the community of unclassified
scenario users as an official, complete, and/or new set of unclassified scenario users.
However, it is also possible, and in fact likely, that when stripped of their classified
information and data the scenarios lose their official standing since it is the depiction of
that sensitive information and data which give the scenarios their authority as an official
and complete set in the first place. In all likelihood, because the scenarios have lost some
of their value during the declassification process, and consequently, their official
standing, they would need to be recertified by a parent organization in order to regain
their authority if the organization thought the newly declassified scenarios were of
sufficient quality.

In evaluating the applicability of Element Four in meeting the demand for
unclassified scenarios, IDA assessed that not only is the element not sufficient as a
standalone solution, but it need not be a component of the recommended approach
designed to meet the existing demand for unclassified scenarios.

D. SUMMARY

Declassifying DPSs and vignettes is feasible and may help build a validated set of
unclassified scenarios that mirror the DPSs. The greatest unknown variable of Element
Four is how difficult it will be to get agreement on what constitutes a sanitized DPS and
identify useable open sources to populate the gaps left by the removal of classified
information and data. Additionally, many DPSs and vignettes would lose their utility
after the declassification process since their greatest asset is the discussion of classified
challenges, operational environments, concept of operations (CONOPS), and forces and
capabilities data. These challenges, coupled with the fact that it is not a preferred element
of an approach by IDA’s government sponsors, lead to the assessment that Element Four
need not be a component of an approach designed to meet the existing demand for
unclassified scenarios.
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VI. RECOMMENDED APPROACH

The purpose of this chapter is to provide IDA’s recommended approach for better
satisfying the demand for unclassified scenarios. The chapter also provides guidance for
how the approach should be constructed and the elements that should be used in its
design.

A. POTENTIAL APPROACHES

After a detailed exploration of each of the four individual elements, IDA
determined that Element Four, declassifying classified DPSs, would be a costly and time
consuming process and would a require a process where it is difficult to gauge whether or
not a given DPS has been sufficiently sanitized. It was also determined that many DPSs
would lose their utility after the declassification process since their greatest asset is often
the discussion of classified challenges, operational environments, CONOPS, and forces
and capabilities data. Thus IDA concluded that Element Four should not be a component
of an approach aimed at satisfying the national security community’s demand for
unclassified scenarios.

Additionally, IDA examined the possibility of each of the other elements serving
as a standalone approach for meeting existing demand for unclassified scenarios.
However, as the previous chapters indicate, none of the elements performed well enough
against the selection criteria to serve as a standalone component of an approach.

Finally, IDA also took into consideration that during Phase One and through
iterative interactions with the project’s government sponsors, unclassified scenarios
developers, and users in Phase Two, that there is a strong preference for an online open
repository of unclassified scenarios. Subsequently, IDA’s sponsors approved the launch
of a proof-of-principle online open scenario repository beta site at the start of Phase 