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Introduction

The Navy possesses obsol ete information technol ogy
infrastructure and has about 1,000 networks, some w thout system
security. Navy and Marine Corp Intranet (NMCl) is an
enterprise-w de service contract, which was engaged to
i ncorporate the newest strategic conmputing and contuni cati ons
capabilities. The Departnent of the Navy (DoN), Defense
| nformati on Systens Agency (DI SA) and Departnment of Defense
(DoD) are working with NMCI to inprove security, standardize
har dware, software and establish connectivity throughout the
command, control, conmmunication and conputer information (C4l)
network. Their goal is to provide online, anytinme, and anywhere
connectivity for voice, video, as well as data exchange between
tactical /non-tactical forces for Naval and other DoD
organi zations. To achi eve these goals, NMCI needs to contro

the step sites.

What are step sites?

Step sites are tactical entry points that provide access to
the integrated tactical strategic data network (I TSDN). *“The
network provides an I P router based data network to support
tactical /depl oyed forces” (MCWP 3-40.3 4-1). There are fourteen
step sites established through out the world: Ft Belvoir, Va.,

Wahi awa, HI ., Northwest, Va., Ft Buckner, Japan., Ft. Detrick,



MD., Riyadh, Saudi Arabia., Ft. Meade, MD., Landstuhl, Germany.,
Camp Roberts, CA., Croughton, UK., Ft. Bragg, NC., Bahrain.

MacDi I | AFB, FL., and Lago Patria, Italy. These sites allow
MAGTF s and ot her DoD organi zations to successfully access or

link both tactical and garrison networks from any depl oynent.

What is NMCI?

NMCl is the acronymfor Navy and Marine Corp Intranet.
According to the Departnment of the Navy, NMCl is the Navy’'s
first step toward reaching both Joint Vision 2010 and Joi nt
Vi sion 2020's goal of information superiority for the Departnent
of Defense. According to Ornmerod, NMCI “has been called the
backbone of the revolution in mlitary affairs”. He goes on to
state that information superiority is defined as “the ability to
col l ect, process and dissem nate an uninterrupted fl ow of
information while denying the sane to an adversary... Coupl ed
with the Navy's shipboard i nformati on technol ogy for the 21st
Century and the Marine Corp’s Tactical Network (MCTN), NMCI wil |
provi de a standardi ze and worl dw de reach-back capability for
depl oyed forces” (Onmerod 4). Utimately, NMCl will establish a
st andardi zed end-to-end comuni cation systemfor all civilian
and mlitary personnel within the Departnent of the Navy.

Repl aci ng the Navy's nunerous networks, NMCI will provide access,

interoperability, and security to the Departnent of the Navy.



NMCI rmust conply with the foll owi ng DoN gui delines:
I nformati on Technol ogy Standards CGui dance (1 TSG, Information
Program and I nformati on Assurance/ Computer Network Defense
(T AACND). Consequently, authorized DoN personnel are the
approving authority for these NMCI sections: security
architecture, security critical product selections, Network
connectivity plan, Security procedures, and other security
critical factors as required. However, the contractor is stil
responsi ble for the overall performance of the NMCI. The Marine
Corps tactical Network (MCTN) will support deployed Marine Corps
units, but NMCI will provide all other DoN requirenents.
Further, “under the service contract, the service provider owns
and maintains all required desktop and network hardware and
software, and provides all required IT services, including pier

connectivity” (Ormerod 26).

Who controls the step sites

“The Defense Information Systens Agency (DI SA) provides
assi stance and oversight in evaluating NMCI system objectives,
reviewi ng i npl ement ati on net hodol ogy, and reconciling
devel opnent efforts with DoD I T guidelines.” Consequently,
“DISA nonitors all Wrl dw de Access Network (WAN) requirenents
and | ong haul services provisioning.” Furthernore, “DI SA

adm ni sters the Defense Informati on Systens Network (DI SN)



whi ch provi des connectivity to other DoD and Governmental agency
activities. NMCI interfaces directly with the DI SN to

transport voice, video, and data” (O nerod, 8).

The DISN is the means to transport information between the
tactical and garrison network. “As a first step in DI SN
i npl enentation, DI SA established the Integrated Tactical
Strategic Data Network (I TSDN) to provide an | P router based
data network to support depl oyed forces” (MCWP 6-22). To access
the 1 TSDN, step sites were established. The Navy and DI SA own
these sites. Here are two organi zations providing the sane
service under different control. However, to ensure
interoperability, the Departnent of Defense nmandates NMVCI
conformance with the follow ng directives: Joint Tactica
Architecture (JTA) and DIl Comon QOperating Environment Level V.
In fact, “DoD has placed considerable effort and resources into
t he devel opnent and i npl enentati on of numerous interoperable
(joints) systens such as the d obal Command and Control System
(GCCS), the Joint Force Requirenents Generator Il (JFRGI11), and
the Joint Surveillance Target Attack Radar System (JSTARS)”
(Ornerod 8). A secure environnment for these systens was
devel oped known as the dobal Information Gid (AG: “the
gl obally interconnected, end-to-end set of information

capabilities, associated processes, and people to manage and



provi de informati on on demand to war fighters, policy makers,

and support personnel” (Ornerod 8).

Proposed control on step sites

According to the NMCI Report to Congress, there are two
sets of integrated product teans that supervise the Navy Marine
Corps Intranet. “The Action Collaboration Teans (ACT), which
focus on the detailed technical and adm nistrative functions and
the Integrating Integrated Product Team (I1PT) and its Working
| nt egrated Product Teans (WPT), which concentrate on
supervi sory issues and ensuring appropriate risk mtigation” (1).
These teans are nmade up of the intelligent individuals that do
the work on both the civilian and mlitary side. It also, has
the senior |evel executive services that adjudicate decisions
and di sagreenents. Wth this type of |eadership already
devel oped and operational, the NMCI coul d oversee the step sites
that link both networks. Al that remains is for NMCl to
recei ve permssion to assunme control. 1In the past noney has
al ways been the problemthat allowed certain organi zations/units
to upgrade their networks while others were left with second or
even third generations equi pmrents. Wth NMCl overseeing the
networ ks, all organi zati ons woul d be upgraded at the sane tine.
There woul d be no new hardware or software introduced w thout

properly being tested first and then fielded. The era of one



finding the answer while others were still |ooking would be over
or at least dimnished. A collective effort would be
established to ensure everyone had the best hardware, software
and sol utions available. The sane personnel would still be
providing the service, but the cost could be spread across the

DoD organi zation mnimzing inpact to individual budgets.

Counter arguments

Opponents to NMCI control of the step sites argue civilians
shoul d not be put in charge of warfighting capabilities because
t hey do not have the sane |evel of commtnent. For exanple,
contractors have specified hours to work and may not share the
sanme desire of mssion acconplishment. This author would argue
that civilians would be the best people to run systens and
equi pnrent that connect the warfighter to the garrison
capabilities and networks. Givilian contractors have and
mai ntai n access to the newest know edge, information and
equi pnent capabilities. They are driven by profit to provide
custoner service, which transcends rank. Utimtely,
contractors are driven to support the custoner’s m ssion. Hence
they do share m ssion acconplishnent. The accountability
differs in that it is profit versus rank. Service is defined by
the contract not by the individual’'s rank or friendship.

Mor eover, using civilians would also increase reliability and



continuity in each job position. GCvilians remain at jobs and
| ocations longer than mlitary personnel do. They do not have

to transfer every few years to neet the rotation requirenent.

Furthernore, the civilian contractors are supervised by
mlitary personnel and DoD representatives, which ensure that
all requirenments are net. As described earlier, the tw teans
that are overseeing NMCI are conposed of mlitary and civilian
personnel to ensure the best capabilities and equi pnent are used
effectively. DISA is the organization that DoD directed to
wat ch and track NMCl installation. Even though NMCI woul d take
over the step sites, the D SA personnel would still warrant that
informational flow fromthe tactical environnent to the garrison

net wor k.

Because NMClI is |lead by the Navy, others al so argue that
USMC i nterests woul d be subject to naval control. Even though
t he Departnent of the Navy has the lead on NMCl, it is still a
Departnent of Defense system and nust respond to user needs.
The Marine Corps has already initiated a neans to fix its
numer ous hardware and software issues, but by allowing NMCl to
provi de a standard network throughout the DoD will inprove
communi cati on between all services and organi zations. |f NV
is not used, each organization will have to ensure their own

upgrades and their mai ntenance personnel have the funds and



nmeans to nmintain proper educational standards. By all ow ng
NMCI to maintain the step sites, DoD is guaranteeing that the
i ndi vi dual s and equi pnrent used woul d have the nost avail abl e
know edge and training, the newest equi pnent, and nost updated

sof tware out there.

Conclusion

It is easy to inprove security, standardize hardware and
sof tware by purchasing the sanme equi pnment, and setting policy
for all users. It is even possible to integrate all the
networks with the new prograns. However, data exchange between
tactical /non-tactical Departnment of Defense organizations
requires that the contractor nmaintains all hardware and software
to standard and upgrade as new technol ogy evolves. This ensures
that NMCI does not fall behind the corporate America. Quality,
however can be acconplished only if NMCl also controls the steps
sites that will connect the Garrison network to the
tactical /depl oyed network. It is only logical to have the sane

peopl e controlling both networks’ equipnent.
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