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Abstract: Doctrinally, Priority Intelligence Requirements (PIRs) are information that the commander
needs to know in order to make a decision or achieve a desired effect. Networked warfare provides the
intelligence officer with access to multitudes of reports and sensor outputs. What technology can the
intelligence officer use to find answers to PIRs in this sea of information? Recent developments in
enterprise search technology have accelerated. To what extent can commercial search technologies
assist with the task of PIR answering? In this paper, we outline doctrinal approaches to PIRs and PIR
answering and explore how they have been adapted to contemporary warfare. We then explore five
types of question-answering technologies: structured data technologies; unstructured text-based
technologies; semi-structured or “tagged text”-based; logic or “semantic web” technologies; and social
question-answering technologies. We identify gaps in the PIR answering process that cannot be filled by
contemporary Commercial off-the-shelf (COTS) solutions.

1. Introduction

Doctrinally, Priority Intelligence Requirements (PIRs) are information that the commander
needs to know in order to make a decision or achieve a desired effect. Networked warfare
provides the intelligence officer with access to multitudes of reports and sensor outputs.
What technology can the intelligence officer use to find answers to PIRs in this sea of
information? Recent developments in commercial search technology have accelerated and
become ubiquitous in civilian life. To what extent can commercial search technologies
assist with the task of PIR answering?!

In this paper, we outline the doctrine of PIRs and explore how it has been adapted to
contemporary warfare. In traditional warfare, PIRs were requests for information about the
disposition of the enemy and its assets; the related tasking, observations and assessment of
answers were relatively straightforward. In the context of counterinsurgency and
counterterrorism, the relationship between PIRs and the indicators that would answer
them is less straightforward, and the tasking of assets and the collection of information to
produce an answer are complex.

We then explore five types of question-answering technologies: structured data solutions;
unstructured text-based or information retrieval solutions; semi-structured text or tagged

1 This paper does not represent an endorsement by the Army Research Laboratory of any of
the commercial products discussed.
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text solutions; logic-based or “semantic web” solutions; and social question-answering
solutions. We identify gaps in the PIR answering process that have not yet been filled by
contemporary COTS solutions.

2. Priority Intelligence Requirements

Priority Intelligence Requirements (PIRs) drive the military intelligence collection process.
PIRs are “those intelligence requirements for which a commander has an anticipated and
stated priority in his task of planning and decision making” (FM 2-0 “Intelligence, section 1-
32). PIRs are a subset of the whole spectrum of information requirements, broadly
speaking, that a military intelligence officer (S2) and his staff are tasked with answering.
Additional intelligence requirements aimed at filling gaps in commanders’ understanding of
the operating environment and requests for information may come from higher echelons,
lower echelons, and lateral organizations, or from the intelligence staff itself, but it is the
PIRs that an S2 has been tasked with that are most important. While military intelligence
officers help in developing intelligence requirements, it is the commander who is
responsible for designating an intelligence requirement as a priority. The intelligence staff
regularly updates the commander on its progress toward answering each PIR.

Doctrinally, PIRs focus on the activities of objects and agents other than those controlled by
friendly forces. Information requirements concerning friendly forces are called Friendly
Force Information Requirements (FFIRs). Collectively, PIRs and FFIRs, are referred to as
Commander’s Critical Information Requirements (CCIRs) along with (optionally) Essential
Elements of Friendly Information (EEFIs). EEFIs are essentially, PIRs from the threat’s
point of view for which the commander may want to understand the current state of the
threat’s knowledge or potential knowledge. (FM 2-0, 1-30, 1-32).

While emphasis shifts in various doctrinal publications, PIRs are generally supposed toZ:
1. Askasingle question.
Be ranked in importance.
Be specific: Focus on a specific event, fact or activity.
Be tied to a single decision or planning task the commander has to make.
Provide a last time by which information is of value (LTIOV).
Be answerable using available assets and capabilities.
Usually, a commander only designates three to five intelligence requirements as PIRs at any
one time.

AN SN

The military intelligence staff is responsible for associating each PIR (or intelligence
requirement, more generally), with one or more Indicators (Figure 1). Indicators are
empirically observable variables about which information can be collected that would
provide an answer to the overall PIR. Each Indicator is then associated with one or more
Specific Information Requirements (SIRs) that detail how information is to be collected
about an Indicator. Finally, these SIRs are assigned as concrete collection tasks to particular

2 This characterization of PIRs is adopted from [11]. The authors survey the development of
PIR doctrine since 1994 in FM 34-2 Collection Management and Synchronization Planning;
FM 34-8-2, Intelligence Officer’s Handbook, 1 May 1998, D-2 ; ST 2-50.4 ST 2-50.4 (FM 34-
8), Combat Commanders Handbook on Intelligence B-2; and FMI 2-01 FMI 2-01, ISR
Synchronization (2008)



personnel or sensors; assets are scheduled, units are deployed, and attempts to collect the
information are made. Based on the collected information, the S2 produces answers to the
assigned PIRs.

Figure 1 PIR Components

In recent years, there has been debate in military intelligence circles as to how to write PIRs
that would be the most effective in the counterinsurgency, asymmetric warfare, and
stability operations conflicts in which the U.S. military is currently engaged. Some have
suggested that there should be more PIRs about the civilian or local government aspects of
the operating environment [4]. Others have suggested that PIRs should focus more on ‘Why’
questions (“Why are counterinsurgency elements able to detonate IEDs in this Area of
Operation?”), focusing on explanations rather than on more traditional questions about
facts concerning the threat and other elements of the Area of Operations [10]. Many aspects
of counterinsurgencies and asymmetric warfare have the effect of making the specification
of Indicators that are relevant to a PIR less straightforward than it would be in conventional
warfare, where PIRs are largely concerned with the location, courses of action, and
disposition of enemy troops and equipment.

Outside the military, in recent years, the public has become comfortable with and
increasingly dependent on Internet search engines as tools for answering questions both for
their work and their personal lives. Search engines are incorporated directly into the web
browsers by which users access the World Wide Web. Users increasingly turn to search
engines to locate documents, phone numbers, driving directions, airline flight status
information, product comparisons, breaking news stories, background information on
potential employees, scholarly papers, patents, weather reports and a host of other
information, both from their laptop and desktop computers as well as via handheld devices
and over the phone.

To a certain extent, the PIR answering task is a question-answering task: queries are issued
(PIRs, SIRs), and information is collated and presented as an answer to the commander in a
briefing. To answer a PIR, an S2 must either identify relevant information that has already
been collected or task the collection of information for an SIR. Then the S2 must identify all
the relevant information that is being collected, locate relevant information that has already
been produced, interpret it, and produce from it an answer to the commander’s PIR based
that can be briefed and justified to the commander. Information retrieval, broadly
construed, and knowledge management form important elements of the PIR answering
task.

Since information retrieval, question-answering, and search technologies have become
ubiquitous in the civilian workplace as trusted and effective ways to navigate the huge
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amount of information accessible on the World Wide Web, it seems reasonable to ask (i)
what aspects of the PIR Answering task can be automated by current technologies; (ii)
where do gaps still exist in automating the PIR answering task, and (iii) what outstanding
research issues do they present, if any?

3. Commercial Question-Answering Technologies

The idea of question-answering by computers has a long history in Artificial Intelligence
and Information Retrieval [18, 23]. In this section, we classify contemporary information
retrieval and question-answering systems by means of the way in which they internally
represent information sources in order to produce an answer to a specified query. Our
classification is based on published descriptions of the systems. In each case, we identify
the representational scheme; provide examples of some familiar technologies using that
representation; and provide examples of more recent, advanced applications that answer
queries or retrieve information stored in that representation (Table 1).

Information Source Common Application Advanced Application
Representation

Tables Structured Query Language Wolfram Alpha
(Relational databases, (SQL)

spreadsheets, etc.)

Text Web search engines (Google, | TREC QA track;
Ask, etc.) Aquaint (Advanced Question-

Answering for Intelligence)
systems

Tagged Text Google Patent Search Metacarta;
Semantic MediaWiki;
Palantir

Logic Statements Prolog




Powerset (Microsoft Bing);
Cyc

Trusted Teammates
(Personal Knowledge)

Personal communication

Yahoo! Answers;
Army Intelligence Knowledge
Network Shoutbox




Table 1 Question-Answering Technology by Information Source Representation

3. 1 Structured Data

In computerized information systems, the use of relational databases has a long history.
The vast majority of systems that store and retrieve data are based on representing the data
in structured formats, in which the structure of the tables, and the significance of each
column, is specified in advance. Structured Query Language (SQL) commands and queries
are then used to insert and retrieve data elements in tabular form. While it has become
increasingly sophisticated over the years, SQL was initially envisioned as a natural language
interface to databases. In web-enabled database applications, the SQL queries and
commands are mostly hidden from the user and are constructed and executed when a user
fills out and submits a form on a web page.

The JC3IEDM (Joint Command, Control and Consultation Information Exchange Data Model)
[13] is a vast relational data schema developed by the Multilateral Interoperability
Programme (MIP) for encoding, storing and exchanging all information relevant to the
contemporary battlespace. JC3IEDM 3.0 contains an “Intelligence Extension” that contains



contains data models for intelligence Requests and Request Answers. The model is
designed to capture the most salient aspects of the military intelligence process, particularly
as they are relevant to joint operations.

Wolfram Alpha represents a more sophisticated version of structured data querying.
Wolfram Research is the producer of the major symbolic mathematical computation engine
Mathematica. The Wolfram Alpha engine sits on top of quantitative data and other
reference works that have been “curated” from authoritative sources [19]. When a user
queries Wolfram Alpha (Figure 2) the engine attempts to interpret the query’s intent so as
to produce an output format that is the most likely to satisfy that query intention (here
providing both a geospatial overlay and timeline as output, automatically defaulting to data
within the last 30 years), without requiring the user to formulate the underlying
Mathematica query him- or herself.

2% Wolfram
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Figure 2 Wolfram Alpha output for query "Earthquakes near the Akashi-Kaikyo
bridge"

3.2 Text

Text search engines are the most ubiquitous technology in Table 1. Users increasingly use
text search engines such as Google, Yahoo!, Ask.com3 and others many times a day in their
work and personal lives. Search engines are not strictly speaking question-answering
engines, because what they return is a ranked set of documents determined by the search
engine to be relevant to the user query, not specific answers. The documents are ranked
based on the frequency and position of the query terms in the document, as well as
evaluations of the document’s quality, as determined by Google’s PageRank algorithm [15],
or other measures of document quality. Document quality metrics like PageRank, which
rely on properties of the hypertext network in which the document occurs, are not as
applicable in a military context, in which information reports are not typically hyperlinked
to other intelligence reports; rather, they are produced as standalone plain text documents.

Often, the user can determine the answer to a question posed as a search engine query
simply by surveying the document snippets that the search engine returns, without clicking
through to the documents themselves. Thus, from the snippets returned by Google below
(Figure 3), one can gather that the consensus answer to the question “Where was Elvis
born?” is Tupelo, MS. Notice that ‘Elvis’ is automatically interpreted as ‘Elvis Presley’
according to the results; no other Elvis is mentioned.

GO ( ’glt’ where was elvis born Search | Advenced Search
Web [# Show options... Results 1 - 10 of about 8,200,000 for where was elvis born. {0.26 seconds)
Where was Elvis Presley Born? Sponsored Links
Frequently asked questions about Elvis and his b\rr.hplace .
memphis.about.com/od/elvis/felvisbirth.htm - Cached - Similar Where Was Elvis Born
Find The Information Your Need At
Where was Elvis Born? Ask.com. Get Fast Answers Now.
Question: Was Elvis Actually Born in Memphis? Answer: No. Elvis was born in a two room www.ask.com

heuse in Tupelo, Mississippi. He and his family moved to Memphis in ...
memphis.about.com/ed/memphismusicfag/ffelvisborn2.htm - Cs -8

[# Show more resulis from memphis.about com

Elvis Presley - Wikipedia, the free encyclopedia

Elvis Presley was born on January 8, 1935, in Tupelo, Mlsmsmpp\ to Vernon Elvis and
Gladys Love Presley. In the two-room shotgum house built by his ..
en.wikipedia.orgiwiki/Elvis_Presley -

Elvis Presley biography: life of Elvis Presley: Elvis Aaron Presley
Elvis Aaron Presley, in the humblest of circumstances, was born to Vernon and Gladys
Presley in a two-room house in Tupelo, Mississippi on January 8, 1935
www.elvis.com/elvisology/biofelvis_overview.asp - C

Elvis Presley
Gladys, Elvis and Vernon Presley 1937. Born January 8, 1935, in East Tupela. Mississippi,
Presley was the son of Gladys and Vernon Fresley a 5ewmg machine ..

www.history-of-rock.com/elvis_presley.htm -

Figure 3 Google output for question "Where was Elvis born?"

From 1999 to 2007, the National Institute of Standards and Technology sponsored an
automated question-answering competition as part of its Text REtrieval Conference (TREC),
bringing together research teams from across the world to compete on identifying short

3 http://www.google.com, http://www.yahoo.com, http://www.ask.com, respectively.



answers (“factoid” questions such as “How many calories are in a Big Mac?”) and list
answers (e.g. “Which countries don’t have an extradition agreement with the US?”) to
questions in a shared evaluation context [14]. One of the techniques found to be effective in
the TREC competitions was to identify consensus answers across document snippets
identified using standard document retrieval techniques.

The Intelligence Community’s Advanced Research and Development Activity (ARDA), now
known as the Disruptive Technology Office, part of the Intelligence Advanced Research
Projects Activity (IARPA), sponsored research on similar question-answering systems, from
2000 to 2006 [1].

3.3 Tagged Text

By “tagged text” systems, we mean question-answering systems that operate upon semi-
structured data sources. By this we mean, textual data to which some information about
objects, properties or relationships has been identified and marked up within the document,
either as metadata separate from the body of the text, or marked up inline within the text,
as in this bit of HTML, which indicates that the contents of this HTML element are of the
kind “date-header”.

<h2 cl ass=' dat e- header' >Thur sday, January 21, 2010</h2>

While the identification and markup of such data elements can occur when a document is
authored, many of the information retrieval systems using tagged data as their source data
representation include automated text processing in which specific types of information are
identified within a text using natural language processing techniques For example, a system
might identify persons or organizations which are then inserted as markup into the
system’s representation of the document.

Examples of technologies making use of tagged data in question-answering or information
retrieval include technology provided by companies including MetaCarta and Palantir.
MetaCarta’s technology [12] processes documents in order to identify any expression
related to a location (e.g. location name or postal code), and marks up its representation of
the document with geo-coordinates corresponding to that location expression. The system
can then be queried for documents that contain some combination of keywords and have
some geocoordinates within a specified bounding box or radius.

Palantir’s analyst toolset allows users to ingest documents and tag specific elements
according to a user-specified ontology [24] using an ontology framework that is equivalent
to RDFS in allowing classes of objects, properties (RDFS dataypes) and relations (RDFS
properties).  Once the data is ingested and tagged, users can search and filter data
according to objects, properties and events that have been identified in the unstructured or
structured input data. Users can then filter this data according using the ontology, focusing
only on data containing certain other objects properties and relations. Various “Helper”
plug-ins then allow the user to visualize and analyze this data elements by means of
histograms, social network analysis, geospatial overlays, timelines, and so on (Figure 4).
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Figure 4 Palantir Screenshot from Palantir Tech Blog. The graph is linked to the histogram view that

allows view filtering based on time ranges. (Source: http://blog.palantirtech.com/2008/07 /04 /palantir-
screenshots-round-two/)

3.4 Logical Statements

Logic-based systems, such as Powerset, recently acquired by Microsoft and incorporated
into its Bing search engine, parse all of a text into a logical representation, using
sophisticated natural language processing [22, 20]. After analyzing free text and converting
it into a logic-based representation, questions can formulated as queries over these logical
clauses and returned as answers. Notice that in the example query below (Figure 5)
clauses corresponding to various “Elvises” are highlighted, including Elvis Presley, skater
Elvis Stojko, and Norwegian Elvis impersonator Kjell Elvis. Because Powerset is processing
logical statements derived from a single source of data (Wikipedia), the answers do not
converge on a single Elvis (Presley), as they do on the Web, where hyperlinking and
network typology are used by Google to rank documents for return as well.
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Powerset
Wikipedia Articles

Where was Elvis born? search

Wikipedia Articles hide highlighting | ' advanced | 7

~ | Elvis Presley Bornin Tupelo, Mississippi, Presley at the age of 13 moved with his family to
Memphis, Tennesses. ... The biggest seller was Elvis Sings the Wonderful World of Christmas, "the
truest statement of all", according to Greil Marcus.

~ | Elvis (disambiguation) Saint Elvis of Munster (5th century), Irish bishop ... Elvis Perkins (born
1976), U.5-born singer/songwriter, son of actor Anthony Perkins, named after Presley

~ | Elvis Stojko Elvis Stojko, MSC, MSM (born March 22, 1872 in Newmarket, Ontario) is a
Canadian figure skating world champion. ... Elvis was born in Newmarket , Ontario and grew up in
Richmond Hill, Ontario.

~| Kjell Elvis Kjell Henning Bjernestad (known as Kjell Elvis or K. Elvis) (born March 12 1988), is a
Norwegian professional Elvis impersonator: He is an Elvis look alike and has had plastic surgery to
look more like Elvis. ... Kjell Elvis was born in Farsund , was raised in Vanse, and currently
resides in Lyngdal, Norway.

Figure 5 Powerset output for question "Where was Elvis born”

Many formal reasoning systems today have converged on a Subject, Predicate, Object
representation of logical clauses (e.g. “John kissed Mary” has subject “John”, predicate “kiss”,
and Object “Mary”, ignoring tense) as being computationally more tractable than more
flexible representations.# Standards for representing and sharing logic based information
and reasoning about it are being developed under the rubric of the Semantic Web [2].
Resource Description Framework (RDF), Resource Description Framework Schema (RDFS),
and the Web Ontology Language OWL are all triples-based standards adopted for such
representations.

3.5 Trusted Teammates

Finally, the last representation of answer sources is knowledge contained within the heads
of what we call “Trusted Teammates”. Surely, the oldest technique for question-answering
is simply to ask someone you trust who you believe knows the answer. In the context of
the Web, this has been updated in services such as Yahoo! Answers> to allow users to pose
answers to a community of online respondents, who provide answers asynchronously. The
users can then use statistics compiled on the various respondents in order to assist in
evaluating both the source and the content of the answer provided (the number of answers
they have provided, their areas of expertise, the amount of positive feedback they have
received and so on, Figure 6). A simpler question-broadcast service is incorporated as the
“Shout Box” function in the Army’s Intelligence Center Online Network (ICON) [3].

4 Logical statements in triples or non-triples formats are equivalent, and they can be
automatically transformed from one format to another, through a process known as
‘currying’ or ‘Schoenfinkalization’.

5 http://answers.yahoo.com
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Resolved Question Show me another »

S In Turkish wikipedia it says Elvis Presley was born in
oequrmu. lZmir and was dead in Istanbul. Is it true?
i Member Since: November 16, 2009
Total Points: 396 (Level 2)
Points earned this week: 0

2 months ago

[ Report Abuse

72 answers

Best Answer - Chosen by Voters 4 Add to My Contacts @ Block User

He was born in Tupelo, Mississippi and died in Memphis Tennessee. The bad thing
about wikipedia is that anybody can anter basically whatever they feel like. You can go

TheBrain and change it yourself if you like, just press where it says “"Degistir’ and you will be able
to edit the article.

100% 2 Votes
[ Report Abuse

Is this what you are searching for?

Figure 6 Question-answer example from Yahoo! Answers. The box indicated by the arrow displays
metadata about the answer provider (“TheBrain”) that the user could use to assess his or her credibility.

Having surveyed these classes of computer-aided question-answering systems, we turn to
requirements for PIR answering.

4. PIR-Answering Requirements

The answer to a PIR must meet certain requirements. In Table 2 we list nearly all of the
various doctrinal components of an intelligence report (INTREP) [8, p. 126]. Intuitively, the
criteria for a satisfactory intelligence report should translate into requirements for a
satisfactory answer to a PIR.

We have also gleaned requirements from the Intelligence Extension of the JC3IEDM 3.0
standard, which covers encoding information requests and their responses in a militarily
satisfactory way (Table 3).
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Table 2 INTREP Elements from FM6-99.2 (US Army Reports and Message Formats, April 2007).

Intel Report
Element

Description

13




1. Date and DTG
Time
9. Sources

Reliability Rating of Source and Credibility Rating of Information

14




10. Evaluatio
n

Evaluation of Source, Information, and BDA

Table 3 Intelligence Request and Request-Answer Requirements from JC3IEDM.

a. The degree of certainty of the data represented by each record must be modeled. This very general

requirement is due to the fact that meta-information is important to the intelligence community.
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b. An observation must be accompanied by information about the observer, the activity observed, the
period of validity, the observation date, and a confidence factor.

c. Arequest for intelligence information must be modeled. A request for intelligence information
identifies data that is currently not contained in the database. Such a request must be part of the data
to be replicated so that some intelligence-collecting organization might be able to respond, collect the
required information, update the database, and replicate the data to the requester.

16




d. The subject of a request for intelligence information may include any of the following topics: the
identification of opposing force actions, capabilities, locations, as well as the identification of
operational objects or their types.

f. A request for intelligence information can be permanent. Such requests (e.g., a standing request for
information) always specify critical information needs.

g. A standing request for intelligence information can have an immediate impact. An example of such
arequest is the enemy’s use of chemical, biological, or nuclear weapons.
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h. A request for intelligence information can be linked to a resource cited in an operational plan. Such
arequest can be useful in validating a hypothesis but can also be necessary for an operational plan.
For example, an attack in a given area can be executed under assurance that no friendly forces are
present in this area.

i. It is highly desirable that a response to a request for intelligence information be explicitly positive
or negative. This requirement is related to the "closed world" assumption, which states that, if data is
missing in the database, then the data must also be missing in "reality.” This assumption is not
realistic from the intelligence point of view. Specifically, if the database indicates that no enemy
forces are located in a given area, it must be ascertained that this is also true in "reality." An explicit
negative response means that the given area was reconnoitered and no enemy forces were detected.

In response to the epistemic aspects of requirement (a) and (b), JC3IEDM Reporting Data
elements contain the following codes (Table 4):

Table 4 JC3IEDM (Intelligence) Reporting Data Codes

reporting-data-accuracy-code—The specific value that represents, for intelligence purpose,
the general appraisal of the subject matter in graded terms to indicate the extent or degree
to which it has been judged to be free from mistake or error or to conform to truth or some
recognized standard value

reporting-data-counting-indicator-code—The specific value that denotes whether the data
referred to by a specific REPORTING-DATA is based on a count of objects

reporting-data-credibility-code—The specific value that represents, for normal operational
use, the degree of trustworthiness of the data referenced by a specific REPORTING-DATA

reporting-data-reliability-code ¥ The specific value that represents, for intelligence purpose,
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the general appraisal of ¢the source in graded terms to indicate the extent to which it has
been proven it can be counted on or trusted in to do as expected

Finally, based on the previous requirements and an understanding of the context in which it
occurs, the PIR answering task requires:

Query Persistence: PIRs and SIRs are in force until they are retracted or the LTIOV deadline
has passed. Therefore, attempts to answer them must be ongoing. (JC3IEDM requirement

f).

Data Fusion: As suggested in Figure 1, PIRs can be complex, containing multiple indicators,
and SIRs. Information corresponding to each SIR must be fused into an answer to the
overall question. (FM 2-0, section 4-38)7

Partiality: Reports or other data sources may contain partial answers to an SIR or PIR.
These must not be ignored, but must be retained and possibly conjoined with other partial
answers to create a complete answer. This is what has become known as “connecting the
dots” across documents, and even data repositories (FM 2-0, section 1-28).8

Incrementality: PIRs are often longstanding, and form the basis of a running assessment of
the situation. As such, it is often important to determine how the answer to a PIR has
changed over a preceding period. (JC3IEDM requirement g).

5. Evaluation of Current COTS Technologies with Respect to Intelligence
Requirements

Given the requirements for intelligence reporting outlined in the previous section, to what
extent can current technologies provide the required functionality? In this section, we
aggregate the requirements described above and assess the ability of commercial
technologies to address them.

5.1 Source

Requirement: Each element of information in a PIR answer should have a determinate
source, time and location detailing who provided the information. (Table 2, item 9; Table 3,
item b).

Structured data technologies can provide any required data element, such as identity of
source or observer, when the activity was observed, and so on, as long as the data is already
structured this way. The JC3IEDM standard provides a data model that can be implemented

6 JC3IEDM MAIN - DMWG 20090514 Edition 3.0.2, p. 379, Section 13.2.1

7 FM 2-0 Intelligence 2004. 4-38. In situation development, the intelligence staff analyzes
information to determine its significance relative to predicted ECOAs and the CCIRs (PIRs
and FFIRs). ... They use the indicators developed for each ECOA and CCIRs (PIRs and
FFIRs) during the MDMP as the basis for their analysis and conclusions. (Approved for
public release, distribution is unlimited)

8 The produce step [of the intelligence process] involves evaluating, analyzing,
interpreting, synthesizing, and combining information and intelligence from
single or multiple sources into intelligence or intelligence products in support of
known or anticipated requirements. FM 2-0 Intelligence (Approved for public
release; distribution is unlimited). Section 1-98. p. 1-28. (emphasis added)
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by structured data solutions. We are not aware of any commercial technologies that
implement this data model, however.

Text, tagged text and logic based technologies typically return only the URL of a source
document, not the specific person, organization or sensor that provided the information.®
In order to identify the source, a user must either decode the URL or identify the author of
the page. Search engines based on text, tagged text, or logic statements do not provide any
information about the location or time of the source’s observation, or how long it is valid.
Information retrieval systems do not usually identify who is responsible for the information
in a document, by evaluating footnotes or attributing quoted materials. They only identify
the source document. Extracting who is responsible for each element of data would require
sophisticated text analysis; we are not aware of any system that implements this
functionality. At best, some commercial text analysis software, such as OpenCalais?, relates
speakers to quotations in unstructured text.

In a social question answering setting, teammates provide only the information they choose
to provide, so there is no guarantee as to what information about a source a question
answerer will provide.

5.2 Reliability/Certainty/Accuracy/Confidence

Requirement: Each element of information in a PIR should have an assessment of the
accuracy of the information provided, how certain it is, and how reliable the source is. The
overall answer provided should be provided with an assessment of the analyst’s confidence
init. (Table 2, items 9 & 10; Table 3 item a; Table 4).

Again, the JC3IEDM data model shows how such epistemic information could be
incorporated in a structured data system, but we are not aware of any commercial
application that implements it.

For systems that require extracting information from unstructured text, we are aware of no
systems that attribute how certain or reliable information in a text is, nor represents
uncertain information in a systematic way. For example, text analysis systems may identify
“Mosul”, say, as a location, and perhaps provide its geocoordinates, but they usually do not
attempt to provide geocoordinates for an uncertain location, such as “near Mosul”. Nor do
they rank “Between five and ten men threw rocks at the convoy” as a less certain response
than “Seven men threw rocks...” to the query “How many men threw rocks at the convoy?”

Information retrieval applications do use metrics such as Google PageRank or Technorati
Authority (a measure of the number of inlinks a blogger receives over the last six months)
to rank retrieved documents qualitatively as information sources. In this way, information
retrieval systems use hyperlink topologies as a basis for document quality metrics. Such
hyperlink-based metrics are not generally applicable in the military intelligence context,

9 One exception is Technorati’s blog search (http://www.technorati.com), which provides
the title of a blog as the source. Twitter Search (search.twitter.com), on the other hand,
provides only the username and content of Twitter status updates relevant to a search
query, but it does not provide a URL for the status update itself as the default format of
search results.

10 http://www.opencalais.com
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since reports do not typically hyperlink to other reports or data sources, nor are they
typically linked to by other documents.

In social question answering systems, such as Yahoo! Answers, we have seen that statistics
aggregated about other people’s assessments of a question answerer allows a user to
evaluate the quality of a respondent as well.

5.3 Activity/Unit/Size/Equipment/Time/Location

Requirement: PIR answers often involve analyzing what happened. This requires a
representation of data in terms of events, when they happened, how they happened (by
means of what equipment), who made them happen and so on (Table 2, items 3-8; Table 3,
item b).

The JC3IEDM model provides a data model for such representations, but there are no
commercial systems that implement it that we are aware of. Tagged data systems such as
Palantir can represent event data and their participants in this way, particularly if
structured data with the appropriate fields already exists.

In general, it is a challenge for systems based on processing unstructured text to identify the
depiction of an event and identify what happened, who participated, who or what
underwent the event, what things or methods were used, when it occurred, and so on. This
applies to both tagged text and logic-based solutions that require some initial, automated
semantic analysis of textual information. While commercial text analysis tools such as
OpencCalais can identify some events and relations in free text, our experience has been that
they do not identify most of the events and their participants in typical military intelligence
reports. Moreover, the types of entities identified by commercial text analysis tools are not
as specific as those needed for military intelligence purposes. Classes of items such as
weapons or military units are typically not identified; only more general categories such as
equipment or organization are identified.!!

In social question-answering applications, again, there is no guarantee that the required
information will be provided.

5.4 Data Fusion

Requirement: Answers to multiple SIRs must be fused into an answer to the overarching
PIR. (FM 2-0, section 4-38.)

Structured data solutions and some text based or tagged text base solutions can do some
simple data fusion across multiple documents.  That is, structured data queries can
calculate the average value of some data element across multiple database rows, for
example. Similarly, we have seen that information retrieval solutions can produce answers

11 The complete set of types of entities identified by Open Calais 3.0 is: Anniversary, City,
Company, Continent, Country, Currency, EmailAddress, EntertainmentAwardEvent, Facility,
FaxNumber, Holiday, IndustryTerm, Marketindex, MedicalCondition, MedicalTreatment,
Movie, MusicAlbum, MusicGroup, NaturalFeature, OperatingSystem, Organization, Person,
PhoneNumber, Position, Product, ProgrammingLanguage, ProvinceOrState,
PublishedMedium, RadioProgram, RadioStation, Region, SportsEvent, SportsGame,
SportsLeague, Technology, TVShow, TVStation, URL
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across multiple documents to list-type questions (e.g. “Which countries have extradition
treaties with the U.S?”).

However, none of the technologies we have surveyed make any attempt to fuse the answers
for multiple subquestions (SIRs) into the answer to an overarching question, unless the
question is posed this way in a social question-answering system. Transforming answers to
component questions into answers to the parent question is left entirely to the analysts
themselves. The analyst must decide how much to emphasize one indicator over another,
or the reliability of one answer over another, and construct and evaluate an answer to the
entire PIR. Automating this effectively would seem to be an open research question.

5.5 Query Persistence

Requirement: PIRs are standing queries, and any new relevant information must be
considered in answering them (Table 3, item f).

The corpus of information that can be used to answer PIRs changes rapidly. Potential
answers must always be constructed with the totality of relevant information available at
the time. This requires standing queries for PIR answering. Standing queries can be
implement in structured data, information retrieval (text and tagged text) and logic-based
systems. In logic-based systems, this is frequently implemented by means of forward-
chaining inference, by which new information is joined to partial answers to queries that
have already been constructed. In the other system types, queries are simply re-issued
periodically.

In social question-answering systems, query persistence is more problematic because once
someone has answered a question, they are less likely to answer it again. Some social
question-answering systems implement incentive systems in order to motivate behavior
that is counter to user predilections.

5.6 Partiality

Requirement: Partial answer elements must be identified and combined across data sources
(FM 2-0, section 1-28).

In structured data systems, partiality is addressed by joining information across database
tables. This requires knowing where the partial answers are in various tables and
understanding how the tables are structured so as to join them. In text based information
retrieval systems, it is difficult to identify sets of documents that jointly are relevant to a
query even when none individually satisfies it. We know of no commercial system that
implements such document set retrieval, as opposed to returning individual documents that
entirely match a query (cf. [16]).

Palantir, and other tagged text systems, can construct answer sets by linking extracted data
elements across documents, for example, in social network diagrams. If the initial data
source is structured, then complete accuracy can be achieved unless entity names are
ambiguous, or name variants are not used in different tables.

If the initial data source is unstructured and text analysis is required in order to extract
entities, then the cross-document answer sets are only as good as the text analysis that
feeds them. Text analysis engines are often not very context sensitive. Geotaggers will
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normally tag every instance of "Boston cream pie" as associated with the city of Boston,
Massachusetts, for example.

In logic based systems, it is possible to join logical clauses extracted from different
documents into a single answer, but cross-document co-reference becomes a problem, as it
is in structured and tagged text solutions as well. For example, one document might say
“Hound Dog was recorded in 1952” and another might say “Elvis Presley recorded Hound
Dog”, from which one might infer “Elvis Presley recorded Hound Dog in 1952”, but this
inference would be wrong, since the first clause refers to “Big Mama” Thornton’s original
recording of Hound Dog and the second refers to Elvis’ remake.

In social question-answering systems, respondents naturally provide
partial answers when they don’t know a complete answer.

5.7 Incrementality

Requirement: PIR answers may require an assessment of how things have changed with
respect to an information request over the last specified interval (Table 3, items e and g).

In any system in which data has been tagged temporally, it is possible to construct timelines
or histograms of documents found matching a specified query criterion over time. For
example, one can construct a timeline of incidents of a particular type stored as database
rows, or documents containing certain phrases or tags, and bin them by time period. This
can certainly be used to provide quantitative assessments of change over the specified
period. Structured data or tagged text solutions can output graphs or other visualizations to
represent change in a certain data variable over time. For the other types of systems,
providing an assessment of change for a certain data variable over time is not functionality
that is not generally attempted; at most, systems might provide ‘term clouds’ to show the
most frequent or the most rapidly accelerating terms being used in a document set to
provide some qualitative sense of what is going on in a recent set of documents, but it would
be difficult to incorporate this data into a decision-making process.

In social question-answering systems, requests for incremental assessments are likely to be
met with anecdotal evidence, unless the respondent already has the data analysis at hand.

Conclusion

In this paper, we have described Priority Intelligence Requirements and their place in the
military intelligence process. We described five types of question-answering technologies
based on their internal data representation. In the next section, we identified various
doctrinal requirements for PIR answering. Finally, we surveyed how well the various types
of question-answering technologies address the requirements of PIR answering outlined
previously.  Many significant gaps remain between the required functionality and the
capabilities of existing systems. Several of the gaps identified, such as the fusion of multiple
SIR answers into a PIR answer, the automatic analysis of intelligence reports into
representations of militarily-significant events and their participants, and the automatic
evaluation of how the answer to a query has changed over time, would seem to require
significant research efforts.
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Priority Intelligence Requirements:
Doctrine

Priority Intelligence Requirements (PIRs) are “those intelligence
requirements for which a commander has an anticipated and
stated priority in his task of planning and decision making”

— FM 2-0 “Intelligence, section 1-32
Ask a single question.
Are ranked in importance.
Are specific: Focus on a specific event, fact or activity.

Are tied to a single decision or planning task the commander has to
make.

Provide a last time by which information is of value (LTIOV).

Are answerable using available assets and capabilities.

— McDonough, LTC W. G., Conway, LTCJ. A., “Understanding Priority
Intelligence Requirements”, Military Intelligence Professionals
Bulletin, April-June 2009.
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Structured Data Q-A: Wolfram Alpha

ﬁ‘ WolframAlpha

| Where was Elvis barn? B
Input Interpretation:
Elvis Presley place of birth Country data source information
= Wolfram|Alpha knowledgebase, 2010.
Tupelo, Mississippi, United States -
L PP Wolfram Mathematica CountryData »
Populations Hackground s | references
city population 36233 people People data source information
urban area population = 37365 people (20 Wolfram|Alpha knowledgebase, 2010.
metro area population = 134161 people 2 BrainyMedia com. BrainyHistory. »
ks Charles Scribners Publishing. Concise Dictionary of Scientific Biography.
{2nd ed.) The Gale Group, 2000,
Location: P 5 Encyclopedia Britannica Company. Bntannica Concise Encyclopedia.
Encyclopedia Britannica, Inc., 2007.
Encyclopedia Britannica Company. Encyclopadia Britannica Vol. XXV, (11th
ed.) Cambridoe University Press. 1911,
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Text: Google

GOL )S[E where was elvis born Search | Advanced Search
Web [# Show options... Rasults 1 - 10 of about 8,200,000 for where was elvis born. (0.26 seconds)
Where was Elvis Presley Born? Sponsored Links
Freguently asked questions about Elvis and his birthplace. .
memphis.about.com/od/elvis/lelvisbirth.htm - Cached - Similar - Where Was Elvis Born
Find The Information Your Need At

Where was Elvis Born? Ask.com. Get Fast Answers Now.

Question: Was Elvis Actually Born in Memphis? Answer: No. Elvis was born in a two room www.ask.com

house in Tupelo, Mississippi. He and his family moved to Memphis in ...

memphis.about.comiod/memphismusicfag/flelvisborn2 .htm - Cached - Similar - See your ad here »

[ Show more resulis from memphis.about.com

Elvis Presley - Wikipedia, the free encyclopedia

Elvis Presley was born on January 8, 1935, in Tupelo, Mississippi, to Vernon Elvis and
Gladys Love Presley. In the two-room shotgun house built by his ...
en.wikipedia.org/wiki/Elvis_Presley - Cached - Similar -

Elvis Presley biography: life of Elvis Presley: Elvis Aaron Presley
Elvis Aaron Presley, in the humblest of circumstances, was born to Vernon and Gladys
Presley in a two-room house in Tupelo, Mississippi on January 8, 1835. ...
www.elvis.com/elvisology/bio/elvis_overview.asp - Cached - Similar -

Elvis Presley

Gladys, Elvis and Vernon Presley 1937. Born January 8, 1935, in East Tupelo, Mississippi,
Presley was the son of Gladys and Vernon Presley, a sewing machine ...

www. history-of-rock.comfelvis _presley.htm - Cached - Similar -
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Search |Enter a

- Headlines

Headline

Casfro a success all along

Cinematic Titanic: Sania Claus Congquers The Martial
AFN honors Elvis-loving Fairbanks minister Anna Fra
Morris Pert musician and composer

Interview: John Flansburgh of They Might Be Giants |
Scotlands guiding Shand can be seen at every music
Letters: So glad we can feel safer

Hues of Deep Purple

Explore Mississippl's Affordable Adventures

Can native son Uncle Sam raise a little cash for town
Katrina and all that jazz

Scotland's guiding Shand can be seen at every music
Nobunny does it better

Selling Uncle Sam

The Features

Couple put locomotion in local festivals

The Features: Reviews of Features at the Maryland F
Find out what these celebrities were called before the
Intervigw: Wilie Nelson

LATEST NEWS: lvory Joe Hunter's grave will receive
Locals take Beach Blanke! stage

Costello wraps up season, perhaps even series itself

p |2
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Place

Great American Ball Park
Bethiehem

1205 Denali Way Fairbank
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Brockiyn,San Francisco
Prestwick Airport, Hebrides
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Perth, Australia

Clarksdale Mississippi, Indi
Arington

New Crleans

Prestwick Airport,Hebrides
Tucson, Arizona

Arlington

12th Street and Delaware
Austin

12th Street and Delaware
England, Tallulah

Austin, Texas,Buckingham
Port Arthur Kirbyville
Beach Blanket Babylon, Sz
Apollo Theater

W

Date «

5/8/2010
5/8/2010
S/8/2010
5/8/2010
5/8/2010
572010
5/7/2010
S/Ti2010
5/6/2010
5/8/2010
S/6/2010
5/8/2010
5/8/2010
5/6/2010
5/5/2010
5/5/2010
5/5/2010
5/4/2010
5412010
532010
5/3/2010
5/3/2010

for

where was elvis born?

& Map

by | Road

Aerial

Y| |ThisMonth |¥ Search

| [ start Over

Hybrid

Displaying articles 1 - 100 of 381

EE
UNITED S‘&TFS 4
5 0
B & B
I gEhEE]
—_- gk &

MEXICO | Gulf of Mexico

CUBA

" B wam

[ HONDURAS * Canhbean Sea
= 7

PANAMA |\ VENEZUELA .

COLOMBIA'

ECUADOR ./
LS > |

5 -
L f

VIStology, 15th ICCRTS, Santa Monica CA

BRAZ]

1
{BOLVIA b

.,
%
!

L

gL
e -
A Y
e | R :
T GERMANY
s
FRANCE:&;‘;’\-.‘-
y cR
5
.‘\ﬂ-
" Tspan 4 g
i
{
|
1 i/
L A
MOROCCO 3 (/
— LIB

[
. ALGERIA

A= o
I
r | “\\\
—MAURITANIA \
| maALI
o _'\. |
SENEGAL A N

GUNEA .1 —peniN 7
" - AT, /<

- COTE) j, NIGERIA /
ovoIRE 4| A~
e CAMERO!
=
REP,
CONY
;-
I

T 6 B 0 0 G

150
—_—
DAL plepagare Cof :.'_I:.L-'JII Gl



Logic-Based Q-A: Powerset

Powerset
Wikipedia Articles
Where was Elvis born? search
Wikipedia Articles hide highlighting | | advanced | | 7

~| Elvis Presley Bornin Tupelo, Mississiopi, Presley moved to Memphis, Tennessee, with his
family at the age of 13. ... Best received by critics was Elvis Country, a concept record that focused
on genre standards.

~| Elvis (disambiguation) Saint Elvis of Munster (5th century), Irish bishop Elvis Brajkovié (born
1868), retired Croatian football player

~| Kjell Elvis Kjell Henning Bjornestad (known as Kjell Elvis or K. Elvis) (born March 12, 1968), is a
Morwegian professional Elvis impersonator: He is an Elvis look alike and has had plastic surgery to
look more like Elvis. ... Kjell Elvis was born in Farsund , was raised in Vanse, and currently
resides in Lyngdal.

+| Elvis Stojko Elvis Stojko, MSC, MSM (born March 22, 1972) is a Canadian figure skating world
champion. ... Elvis was born in Newmarket , Ontaric and grew up in Richmond Hill, Ontario.

+| Ahyee Aye Elvis Ahyee Aye Elvis (born 13 December 1983 in Abidjan, Ivory Coast) is an
Ivorian footballer, currently playing for Sogndal Fotball. Ahyee Aye Elvis can play in both defence
and midfield, and signed for Sogndal on 31 August 2004 after having played for Stella Abidjan in his
homeland.

~| Elvis Costello Declan Patrick Aloysius MacManus {born 25 August 1954), known by the stage
name Elvis Costello, is an English singer-songwriter of Irish heritage. He came to prominence as an
early participant in London's pub rock scene in the mid-1970s and later became associated with the
New Wave musical genre.

= | Elvis (TV miniseries) Elvis iz a 2005 CBS mini-geries. ... Nine months after Presley and
Beaulieu are married, Presley's only child, Lisa Marie, is born.
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TheBrain

Social Q-A: Yahoo! Answers

Resolved Question Show me ancther »

In Turkish wikipedia it says Elvis Presley was born in
lzmir and was dead in Istanbul. Is it true?

2 monihs ago

[ Report Abusa

Best Answer - Chosen by Voters

He was born in Tupelo, Mississippi and died in Memphis Tennessee. The bad thing
about wikipedia is that anybody can anter basically whatever they feel like. You can go
and change it yourself if you like, just press where it says "Dedistir’ and you will be able
to edit the article.

2 months ago :
| Member Since: Movember 16, 2009

100% 2 Votes e : Total Points: 396 (Level 2)

Points earned this week: 0
T2 answers |

F Report Abuse

% Add to My Contacts @ Block User
] £ 1 Is this what you are searching for?
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Social Question-Answering: Vark

Share this link: http://vark.com/t/8ffcdr Post to Twitter ] Post to Facebook E Allow sharing

May 15, 2010 | Question about Elvis edit label

a You Does anybody know where Elvis was born? I don't need the
date, just the location.

delete conversation

Answer 1

30 /M / Oakland,
cA

a You Thanks!
& (s

! Gregory W. Tupelo, Mississippi

n Was Gregory's answer helpful?
Yes = Kind of, but not for me » No Flog as inappropriate
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PIR Answering Requirements

Source (Reporting Data) Each element of information in a PIR answer
should have a determinate source, time and
location detailing who provided the
information.

Reliability/Credibility/Accuracy/Conf | Each element of information in a PIR should
idence have an assessment of the accuracy of the
information provided, how certain it is, and
how reliable the source is. The overall answer
provided should be provided with an
assessment of the analyst’s confidence in it.
(STANAG 2022)

Activity/Unit/Size/Equipment/Time/ | PIR answers often involve analyzing what
Location happened. This requires a representation of
data in terms of events, when they happened,
how they happened (by means of what
equipment), who made them happen and so on




PIR Answering Requirements (cont’d)

SIR to PIR Answer Fusion

Answers to multiple SIRs must be fused into an answer to
the overarching PIR.

Query Persistence

PIRs are standing queries, and any new relevant
information must be considered in answering them

Partiality

Partial answer elements must be identified and
combined across data sources

Incrementality

PIR answers may require an assessment of how things
have changed with respect to an information request
over the last specified interval




Gaps: COTS Q-A and PIR Answering

Logic/Tripl
PIR Regs. Tables Text Tagged Text oglc/S riple Teammates
Source At most, source document URL or reference source. Maybe
Reliability/Cre | “Curated” PageRank & Similar “Curated”
et : : . . Yes
dibility data information quality metrics data
What/Wh N Possibly, but no k
at/When/ one No ossibly, but no known Maybe
Where known systems
SIR to PIR
. No
Fusion
. Periodic Scheduled
Persistence . . No
Requerying, not forward-chaining inference
Partiality Yes* Only List Questions Yes* Yes
. Timelines, incremental Term Clouds, No, Triples
Incrementality . . Yes
Trendlines, as change over time, etc. atemporal

www.vistology.com
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*Cross-document coreference issues a problenh




Conclusion

* There have been many innovations in
automated question-answering by computers
In recent years.

e Computer-assisted social question-answering
systems like Vark and Yahoo! Answers are
increasingly popular, too.

e Significant gaps remain between COTS
guestion-answering systems and what PIR
answering requires.
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