Mass-casualty drill at
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Deterring

Terrorism

By WYN Q BOWEN

estern governments
have become preoccu-
pied with preventing
mass-casualty terror-
ism. The American-led campaign
against al Qaeda has shown that the
preventive strategies most likely to
succeed must focus on disrupting and
destroying suspect groups and their
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capabilities. Indeed the emphasis of
the Bush administration on preemp-
tion as a central pillar of emerging
U.S. strategic doctrine indicates that
this approach is the best way to deal
with chemical, biological, radiological,
nuclear, or enhanced high explosive
(CBRNE) weapons. While active dis-
ruption and destruction constitute the
most realistic options at hand, does
this mean that deterrence has nothing
to offer as an element of a broader,
comprehensive strategy for preventing
mass-casualty terrorism?
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An Established Strategy

The object of deterrence is pre-
venting real or potential enemies from
initiating hostile acts. It differs from
but is related to the concept of com-
pellence—more often known as coer-
cion—where the goal is getting an
enemy to do something—to alter its
behavior and an existing state of af-
fairs. For example, air strikes by the
United States against Libya in 1986
were intended in part to compel
Colonel Qaddafi to stop sponsoring
terrorist activity against American tar-
gets in Europe. The aim was changing
Libyan policy, under which the regime
sponsored terrorism, not preserving it.

A deterrent strategy can rely on
one or both of two mechanisms. First,
it can be based on threats to visit pun-
ishment on an enemy that signifi-
cantly outweighs the gain of a particu-
lar course of action. This approach is
traditionally viewed as targeting civil-
ian assets and constituted the basis of
the Cold War concept of mutual as-
sured destruction.

Another approach is based on the
concept of denial. Specific capabilities
deter enemies from pursuing either a
given objective or a conflict strategy.
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This is achieved by undermining their
ability, or belief in their ability, to real-
ize a desired outcome.

Deterrent strategies can include
both punishment and denial mecha-
nisms. For example, the United States
appears to favor such an approach to
deter unconventional weapons usage by
a regime by combining denial capabili-
ties like missile defenses with the threat
of punishment. Both mechanisms may
support a comprehensive strategy to
prevent mass-casualty terrorism.

A credible deterrent posture re-
quires the capability to deliver on the
deterrent message, or at least the ap-
pearance of it. The deterrer must
demonstrate the intent and resolve to
fulfil the message and effectively com-
municate this to an enemy, including
which lines not to cross.

Deterrence also assumes that a tar-
get will be a cost-benefit calculator—a
rational actor who evaluates options in
terms of costs and benefits, including
likely responses. But what is accepted
as rational by one actor may not ap-
pear rational to another because of cul-
tural factors or decisionmaking
processes. This is a major consideration
in the war on terrorism because of the
asymmetric nature of the opposing
sides in almost every respect. A preven-
tive strategy in this context—deterrent
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or other—requires knowing enemy
motives, worldview, resolve, capabili-
ties (including conflict strategies and
techniques), and vulnerabilities.

Measuring the failure of deter-
rence is straightforward because the ac-
tion that the deterring party seeks to
avoid occurs. However, measuring suc-
cess is more difficult, as it cannot be
proven that the strategy was pivotal,
marginal, or irrelevant to why an
enemy opted not to act. This can be
significant when attempting to pre-
vent mass-casualty terrorism.

What role might deterrence play
in preventing catastrophic terrorist at-
tacks? How might such a strategy fit
into broader counterterrorist policies?
Should the aim be preventing actions
that could create mass casualties or
specific types of attack? Should the ob-
jective be preventing conflict escala-
tion over a determined threshold
(something that is hard to define) or
buying time in order for preventive ap-
proaches to take effect?

Non-State Actors

Since deterrence is about prevent-
ing an enemy from acting in a particu-
lar way, success will depend on a target
believing, or being made to believe,
that the current state of affairs is
preferable to the cost associated with a
particular course of action, at least in
the short term, if the purpose is buying
time for other approaches. It follows
that if an enemy is determined to act,
deterrence could prove unworkable.

At first glance, this infeasibility
appears to be the case in mass-casualty
terrorism since the motives of nonstate
actors to perpetrate such attacks are
likely to be extreme and their level of
resolve so high that deterrence is inap-
plicable. Indeed, groups that contem-
plate such activity have radical views
derived from religious (al Qaeda) or
apocalyptic beliefs (Aum Shinrikyo).
Moreover, fanaticism is expressed in
unrealizable goals, operates outside of
commonly accepted political and
moral norms, and remains impervious
to negotiation and inducement.

For example, Osama bin Laden
and members of al Qaeda claim to be



acting in the name of Islam in pursu-
ing objectives such as eliminating Is-
rael and destroying America. Moreover,
it is clear that many members of the al
Qaeda network think in suicidal terms
and are willing to endure significant
costs and destruction in pursuit of
their objectives.

In the mid-1990s, the Aum Shin-
rikyo sect in Japan sought to cause
death, destruction, and chaos on such

traditional organizations exercise
self-restraint and avoid undermining

sympathy for their cause

a large scale—through the use of
chemical and biological weapons—
that the resultant disorder and instabil-
ity would cause the collapse of the po-
litical and social order.

It is vital to distinguish such radi-
cal terror groups from more traditional
organizations such as the Irish Repub-
lican Army (IRA) and Basque Father-
land and Liberty (commonly known
as ETA) that tend to attack people or
places associated with relatively lim-
ited political goals. They exercise self-
restraint and avoid undermining sym-
pathy for their cause. In contrast to al
Qaeda, they are open to negotiation

Readiness exercise,
August 11, 2001.

and susceptible to inducements. As a
result they will self deter when it
comes to mass-casualty terrorism.

The real challenge in determining
whether nonstate actors like al Qaeda
are susceptible to deterrence logic in-
volves penetrating their black boxes.
This means understanding the frame
of reference of actors, how it is
evoked, options considered in deci-
sionmaking, and the lens through
which they will perceive de-
terrent messages.! Specifi-
cally, there must be empha-
sis on evaluating how
specific groups or individu-
als calculate costs and bene-
fits: Are they risk prone or risk averse?
Do they think in terms of minimizing
losses or maximizing gains? To what
extent are they motivated by survival,
security, recognition, wealth, power,
or success? It will also be critical to as-
sess the processes through which sus-
pect organizations make decisions and
avoid perceiving the capabilities and
intentions of such actors as being like
one’s own. Addressing such questions
will require concerted and targeted in-
telligence collection and analysis.

Offutt Air Force Base (Jake Bailey)
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Inflicting Punishment

With regard to deterrence mecha-
nisms, could punishment strategies
deter in this context if directed against
the leadership and members of terror-
ist groups? The key question is
whether there are suitable high-value
targets that could be threatened to
make radicals such as bin Laden and
his accomplices weigh the relative
merits of various courses of action.
Some argue that it is possible to
threaten such targets, including family
and supporters, and cause even the
most radical leaders to engage in cost-
benefit analysis.? The question also
arises over symbols of importance to
specific terrorists that could be threat-
ened as part of a deterrent strategy. For
example, what would be the equiva-
lent of the World Trade Center to bin
Laden?

Such approaches are difficult to le-
gitimize if pursued overtly by demo-
cratically elected governments because
of political, legal, and ethical con-
straints. Even if threats were made
covertly a target would probably doubt
their credibility on the assumption that
the deterrer is operating under such
pressures. Moreover, it is important to
assess the impact of such threats
against the wider goal of reducing the
danger posed by nonstate actors. It
could be argued that such threats
would increase and not reduce the ter-
rorist danger by alienating the deter-
ring party even further from the exist-
ing and potential target support base.

Denial

The heart of a denial-based ap-
proach involves demonstrating that
the capability exists to ward off—or to
minimize damage in the event of—an
attack, thus mitigating the desired ef-
fects of the terrorists. While some req-
uisite denial capabilities are applicable
to all potential modes of attack, some
are mode-specific.

Generic capabilities include using
intelligence, diplomatic, military, and
law enforcement means to locate and
interdict nonstate actors before they
act. For example, developing, bolster-
ing, and refining the core elements of
counterterrorist strategies could have a
generic deterrent effect.
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Terms of Art

Mass Casualty. Any large number of casualties produced in a relatively
short period of time, usually as the result of a single incident such as a mili-
tary aircraft accident, hurricane, flood, earthquake, or armed attack that ex-
ceeds local logistic support capabilities.

Terrorism. The calculated use of unlawful violence or threat of unlawful
violence to inculcate fear; intended to coerce or to intimidate governments
or societies in the pursuit of goals that are generally political, religious, or

Weapons of Mass Destruction. Weapons that are capable of a high
order of destruction and/or of being used in such a manner as to destroy
large numbers of people. Weapons of mass destruction can be high explo-
sives or nuclear, biological, chemical, and radiological weapons, but exclude
the means of transporting or propelling the weapon where such means is a
separable and divisible part of the weapon. JFQ

Source: Joint Pub 1-02, DOD Dictionary of Military and Associated Terms (April 12, 2002).

The main challenge is denial ca-
pabilities designed for specific modes
of attack. In the realm of chemical, bi-
ological, and radiological threats, care-
ful preparations for consequence man-
agement can have a dissuasive or
preventive effect. Relevant capabilities
include the demonstrated readiness of
first responders to deal with chemical,
biological, and radiological incidents.
In part, this would entail knowledge of
specific biological and chemical agents

a potential negative side effect
of denial is the risk of it becoming

a double-edged sword

and possession of vaccines and other
medical countermeasures.

In addition, deterrence can be
achieved by demonstrating a strong ca-
pability for preventing or hindering the
spread of materials and knowledge
nonstate actors need to develop and
produce chemical, biological, and radi-
ological weapons. Relevant capabilities
include export controls and detecting
and interdicting suspect shipments.
The aim is convincing an enemy that
acquiring such weapons is not worth
the time, resources, and effort required.

Moreover, there may exist some
scope for deterring nonstate actors by
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developing forensic (biological and
nuclear) attribution capabilities to un-
derscore the threat of retribution. Ac-
cording to Jay Davis, if an enemy
knows an event can be traced to the
perpetrator, it can create “strong inhi-
bitions in those that are not person-
ally suicidal.”3

A potential negative side effect of
denial is the risk of it becoming a dou-
ble-edged sword. Specifically, there is
the danger that denying or deterring
one line of attack will push an
opponent to strike against less
protected areas, possibly using
different means—the balloon
effect. Other modes of attack
could be less predictable and
more dangerous. Was September 11 an
example of this?

If the aim is buying time to frus-
trate an enemy who is strongly com-
mitted to alter the status quo, the con-
sequences of succeeding may not
always be foreseeable and positive. In-
deed, short-term success could make a
target more desperate. This is not to
claim that developing a specific denial
posture should be avoided. But it is es-
sential to consider its negative effects.

Deterrence and Coercion

Beyond the terrorists themselves
there is an added type of target for de-
terrence: regimes that provide refuge
for them to operate. Here deterrence
involves threats to punish regimes if

they are found to be aiding groups by
sponsoring, harboring, or merely toler-
ating them.

The campaign against the Taliban
regime in Afghanistan was informative
because it had a powerful deterrent ef-
fect, signalling that the United States
has the intent, resolve, and ability to
punish and depose regimes that may
contemplate supporting terrorist net-
works. Prior to the events of September
11, it could be argued that the United
States had not amply demonstrated
that. Although al Qaeda posed a threat
to U.S. security interests in Africa and
the Middle East, it was not deemed suf-
ficient to justify all-out military, eco-
nomic, and diplomatic measures to de-
stroy terrorist groups. The high profile
but low-grade response of the Clinton
administration to the bombings of U.S.
embassies in Africa is evidence. How-
ever, attacks in New York and Wash-
ington radically altered the strategic
calculus because they struck political
and economic power centers of the
United States. The campaign to unseat
the Taliban has made deterrence more
credible in the context of dissuading
regimes from supporting terror groups.

As noted, there is a subtle distinc-
tion between the concepts of deter-
rence and coercion that can prompt
confusion in application. Strictly
speaking, threats or actions designed
to stop a regime from supporting ter-
rorists will be coercive because the aim
is altering the status quo. The effort to
coerce the Taliban into complying
with American demands—namely,
handing over al Qaeda members—
failed, and the U.S.-dominated coali-
tion had to use force to impose a
regime change in Kabul.

In sum, deterrence is about keep-
ing things as they are and is only rele-
vant to regimes not implicated in sup-
porting terrorism but which might
contemplate becoming involved. Thus,
in the context of preventing mass-ca-
sualty terrorism, coercion and deter-
rence should be treated as related but
different concepts.

Deterrence by denial is applicable
when a target is a terrorist organization
or network. However, because of ex-
treme motives and resolve on the part



The Pentagon,
September 11.

of entities that have perpetrated or are
likely to contemplate mass-casualty
terrorism, this approach is a delaying
option to buy time for other preven-
tive approaches at best. A drawback is
that deterring an attack in one area
can force a nonstate enemy to change
focus and strike at less protected areas
with unpredictable and more heinous
modes of attack.

When a target is a regime contem-
plating whether to support terrorists,
deterrence by threat of punishment is
most relevant. Allied action in the
global war on terror should bolster
both deterrence and coercion in the
long term since it has indicated that
the United States and its allies will act
with determination against the perpe-
trators and would-be perpetrators of
any mass-casualty attack.

Third, accurate and timely collec-
tion and analysis of intelligence is piv-
otal to countering the threat of CBRNE
terrorism. The focus must be on the in-
dividuals, groups, networks, and states
of greatest concern. Human intelli-
gence will be key to understanding real
and potential enemy motivation, re-
solve, culture, modus operandi, deci-
sionmaking, resources, capabilities, lo-
cations, and conflict techniques. Such
intelligence will be required for any
preventive option. It will produce
knowledge of how best to disrupt and
destroy suspect groups and capabili-
ties. In addition, it will also help in
evaluating the susceptibility of such
organizations—their leaders and other
members—to deterrence logic.
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Finally, because of the fanatical
motives and resolve displayed by non-
state actors such as al Qaeda, many ob-
servers will simply dismiss deterrence
as a preventive option out of hand.
However, the activities associated with
alternative approaches should con-
tribute to a deterrent effect. Examples
include preparing for consequence
management, developing intelligence
and military capabilities to disrupt and
destroy terrorist networks, and demon-
strating the resolve of ongoing military
operations against al Qaeda. JFQ

NOTES

! Herbert Simon, quoted in Richard
Lebow and Janice Stein, “Rational Deter-
rence Theory: I Think, Therefore I Deter,”
World Politics, vol. 41, no. 2 (January 1989),
p. 214.

2 Gerald M. Steinberg, Rediscovering De-
terrence After September 11, 2001, Jerusalem
Center for Public Affairs, December 2001,
http://www.jcpa.org/jl/vp467.htm.

3Jay Davis, The Grand Challenges of
Counter-Terrorism, Center for Global Security
Research, Lawrence Livermore National
Laboratory, 2001, http://cgsr.llnl.gov/
future2001/davis.html.

4See Anthony H. Cordesman, Asymmet-
ric Warfare Versus Counter-Terrorism: Rethink-
ing CBRN and CIP Defense and Response
(Washington: Center for Strategic and Inter-
national Studies, December 2001), p. 14.

The opinions, conclusions, and recommenda-
tions expressed or implied within are those
of the author and do not necessarily reflect
the views of the Joint Services Command
and Staff College, the Ministry of Defence,
or any other government agency.
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