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& the Realities of 
Carl von Clausewitz’s Theories 

of “Fog and Friction” 

Realities of the

he advent of  Space force enhancement1 capabilities, 
as applied directly to improving the effectiveness 
of  forces across the full spectrum of  operations by 
providing worldwide operational assistance to com-
bat elements,2 potentially reduces the effects of  Carl 
von Clausewitz’s famous “fog and friction” of  war. 
The Space assets utilized in Space force enhance-
ment can be critical combat multipliers by providing 
combatant commanders with real time information 
that greatly enhances situational awareness and deci-
sion-making. But a cautionary note accompanies 
these technological advances. Satellite technologies 
provide a commander with a wealth of  data, which, 
if  not properly synthesized, have the potential to 
overwhelm. Thus, modern “fog and friction” can be 
caused by having to decipher too much information, 
just as it arises when leaders possess too little data 
to make measured decisions. 

Carl von Clausewitz (1780-1831) described the 
essence of  war in his famous work, “On War”:

EVERYTHING IN WAR IS VERY SIMPLE, 
BUT THE SIMPLEST THING IS DIFFI-

CULT. THE DIFFICULTIES ACCUMULATE AND 
END BY PRODUCING A KIND OF FRICTION 
THAT IS INCONCEIVABLE UNLESS ONE HAS 
EXPERIENCED WAR . . . FOG CAN PREVENT 
THE ENEMY FROM BEING SEEN IN TIME, A 
GUN FROM FIRING WHEN IT SHOULD, A 
REPORT FROM REACHING THE   COMMAND-
ING OFFICER.”3
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Realities of the
Friction is the force that makes the apparently 

easy task so difficult to complete.4 According to 
Alan Byerchen, a student of  both Clausewitz and 
nonlinear dynamics, “friction” can be defined 
by the information theory that states that 
the more possibilities a system embodies the 
more information it contains. Constraints on 
those possibilities are needed to extract signals 
from “noise.” One aspect of  the fog of  war 
concerns how the overload of  information, the 

“noise,” produces uncertainty as to the actual 
state of  affairs.5

There have been many theorists over the 
years who have analyzed Clausewitz’s theories 
on friction; some speculated that as the technol-
ogy revolution came to fruition the friction of  
war would diminish. It is generally believed that 
the onset of  the digital age, and the additional 
information available to commanders, would 
greatly reduce the fog and friction of  war to 
virtually nothing. Technological advancements, 
however, have only improved the access to data 
and increased the amount of  data collected. 
Technological advancements have not been 
able to automatically synthesize the collected 
data into useful intelligible knowledge that aids 
in a leader’s decision. 

In 1996, Barry Watts, former Director of  
both the Office of  the Secretary of  Defense  
Program Analysis and Evaluation and the 
Northrop Grumman Analysis Center, wrote that 
general friction has been a continuing feature 
of  war since Napoleon, which consistently and 
strongly confirmed general friction’s persistence. 
Thomas Keeney, former professor of  military 
strategy at the National War College and cur-
rent Acting Director of  the Strategic Studies 
Program at the Merrill Center for Strategic Studies 
within John Hopkins University, “observed that 
friction’s persistence is the one Clausewitzian 
concept that most military officers, especially 
those from combat arms, instinctively embrace.”6 

These authors may not have considered the 

massive benefit that Space systems can provide to 
the warfighter and how they might affect the fog and 
friction of  war.

According to the Army’s Space Support to Army 
Operations Field Manual (FM 3-14), “Space is the 
newest of  the warfighting media, alongside air, land, 
and sea.”7 Prior to DESERT STORM, Space systems 
were designed, built, launched, and operated for the 
primary purpose of  supporting the communica-
tion, information and intelligence needs required by 
national agencies in direct support of  the National 
Strategic Objectives. In August of  1991, the Air Force 
Magazine quoted the Assistant Secretary of  the Air 
Force, Martin C. Faga as saying “DESERT STORM 
was the first large scale opportunity for our forces in 
the field to understand that Space systems are vital to 
their success.”8 Moreover, the Army’s Space Brigade 
Operations Field Manual recounts both the first com-
prehensive use of  Space systems and the most recent 
success in war by stating that:

OPERATION DESERT STORM IS GENER-
ALLY ACCEPTED AS THE FIRST SPACE 

WAR—THE FIRST CONFLICT IN HISTORY TO MAKE 
COMPREHENSIVE USE OF SPACE SYSTEM SUPPORT. 
MILITARY, CIVIL AND COMMERCIAL SPACE SYS-
TEMS SIGNIFICANTLY AIDED THE COALITION’S 
AIR, GROUND AND NAVAL FORCES BY PROVIDING 
COMMUNICATIONS, NAVIGATION TIMING, AND 
INTELLIGENCE, SURVEILLANCE, AND RECONNAIS-
SANCE. IN OPERATION IRAQI FREEDOM, JOINT 
AND ARMY DEPENDENCE ON SPACE CAPABILITIES 
EXCEEDED THAT OF OPERATION DESERT STORM 
BY AN ORDER OF MAGNITUDE. SPACE CAPABILI-
TIES HAVE CONTRIBUTED TO MANY RECENT SUC-
CESSES IN COMBAT AND MILITARY OPERATIONS 
OTHER THAN WAR. THE GREATEST SUCCESSES 
HAVE COME THROUGH THEIR APPLICATION ON 
GLOBAL AND THEATER LEVELS WHEN SYNCHRO-
NIZED WITH THE PRINCIPLES OF UNITY OF COM-
MAND AND OBJECTIVE.”9
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As a result of  this success, the Army has dedicated, trained 
Space operations officers who are permanently assigned to the 
Space Support Element at every Division in the Army. These 
Space operations officers integrate Space force enhancement 
and Space control10 operations by working closely with the 
entire battle staff  to ensure Space support is optimized for 
all six warfighting functions.11 In order to better understand 
how Space systems affect Clausewitzian “fog and friction,” 
one must first grasp Space-based capabilities. 

● Global Position System (GPS)
o GPS Constellation Status (accuracy predictions).
o Space-based navigation signals for precision-guided munitions.
o GPS and Satellite Communications are both used to track supply

movements from embarkation at continental United States 
facilities through points of  debarkation to the Soldiers intended to
use the supplies.

● Space-based Remote Sensing 
o Space-based imagery are provided to enhance analysis of  optimum

staging areas and lines of  communication.
o Hyperspectral (such as Hyperion) and multispectral 

(such as LANDSAT) imagery for intelligence, terrain analysis
and targeting analysis.

● Satellite Communications (SATCOM)
o Access to dedicated, secure SATCOM on the Defense Satellite

Communications System and the MILSTAR (a.k.a. Military
Strategic and Tactical Relay) constellation for long-haul 
communications that are critical to command and control.

o Alternate communications through other Space systems such as
Iridium, International Maritime Satellite, and International
Telecommunications Satellite Organization.

● Space-based Intelligence, Surveillance and Reconnaissance
 (Space assets that find and identify targets)
● Space control (in-theater negation and surveillance)
● Satellite reconnaissance advanced notice products
● Space-based Blue Force Tracking 
● Theater Missile Warning (TMW)
● Space environmental status
● Space assets that provide global weather situational awareness
● Protect friendly Space assets and capabilities
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The warfighter can communicate, navigate, tar-
get, find, and fix the enemy using a variety of  different 
communication, Global Position System (GPS), and 
Intelligence, Surveillance and Reconnaissance satel-
lites, respectively. Other satellites can provide data that 
help anticipate weather and protect friendly forces. The 
military also endeavors to control Space so adversar-
ies cannot overcome the United States’ asymmetrical 
advantages in Space.12

Space-enabled capabilities are sophisticated combat 
multipliers that are used to help warfighters shape the 
following operations: shaping the operational environ-
ment; prompt response; mobilizing the Army; forcible 
entry operations; and sustained land dominance. The fol-
lowing Space force enhancement capabilities13 “are vital 
to overall military mission accomplishment, provide the 
advantages needed for success in all joint operations, and 
support the principles of  war.”14 These Space-enabled 
capabilities provide the warfighter with a greatly increased 
situational awareness within the battlespace and make 
that knowledge available in near real time. Furthermore, 
the Army’s FM 3-14 states:

THE ARMY OF TODAY LEVERAGES SPACE 
CAPABILITIES TO ACCOMPLISH A WIDE VARIETY 

OF MISSIONS. SPACE-BASED AND SPACE-ENABLED 
COMMUNICATIONS; POSITION, VELOCITY AND

TIMING; ENVIRONMENTAL MONITORING; INTEL-
LIGENCE, SURVEILLANCE AND RECONNAISSANCE 
(ISR); AND MISSILE WARNING SUPPORT ARE ROBUST 
CAPABILITIES THAT CONTINUE TO BE NECESSI-
TIES FOR SUCCESS ON THE BATTLEFIELD. ROBUST 
SPACE CAPABILITIES ARE A PREREQUISITE FOR THE 
ARMY OF THE FUTURE. THEY ENHANCE INFORMA-
TION SUPERIORITY AND SITUATIONAL AWARENESS, 
AIDING HIGH-TEMPO, NONCONTIGUOUS, SIMULTA-
NEOUS DISTRIBUTED OPERATIONS.”15

Even though Space professionals provide tremen-
dous leverage to warfighting capabilities by utilizing 
and exploiting these Space-enabled capabilities, caution 
must be taken as these capabilities make an exponential 
amount of  additional information available to all levels 
of  operations. The astronomical amount of  information, 

“

provided by Space-based and Space-enabled 
assets, is vastly challenging to synthesize into 
useful intelligible knowledge that will aid in 
a leader’s decision making. Joint Intelligence 
doctrine states that: 

INTELLIGENCE IS NOT AN EXACT SCIENCE; 
THERE WILL ALWAYS BE SOME UNCER-

TAINTY IN THE MINDS OF INTELLIGENCE 
ANALYSTS AS THEY ASSESS THE ADVERSARY, 
AND THE COMMANDER AND STAFF AS THEY 
PLAN AND EXECUTE OPERATIONS. LIKEWISE, 
INTELLIGENCE, AS SYNTHESIS OF QUANTI-
TATIVE ANALYSIS AND QUALITATIVE JUDG-
MENT, IS RARELY UNEQUIVOCAL AND IS 
THEREFORE SUBJECT TO COMPETING

INTERPRETATION.”16

However, the required information must 
be available at the right time and in the right 
format for leaders to understand.  Therefore, 
this vast amount of  information must be 
filtered, processed, analyzed and produced 
into timely, actionable intelligence so that 
leaders can take full advantage of  it. Until 
this plethora of  information can be truly 
synthesized, Clausewitz’s fog and friction will 
simply move from a lack of  information to 
a lack of  synthesized information. In other 
words, data from the battlefield is available, 
but full knowledge of  the battlefield is not 
yet realized by the commander or it is deci-
phered too late. 

The fog and friction shift between lack of  
information to lack of  synthesized information 
may change as the military and intelligence 
communities move further and further into 
the digital age with technological sophistica-
tion that stretches “the battlefield into multi-
dimensional battlespace, which includes the 
land, sea, air, outer Space and the electron.”17 
The later term denotes that the form of  war 
is becoming information-oriented. Timothy 
Thomas, a Department of  the Army civilian 
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at the Foreign Military Studies Office at 
Fort Leavenworth, Kan., analyzed an article 
published in the China Military Science 
journal in 2002 where Major General Dai 
Qingmins, head of  the 4th Department 
of  the General Staff, compares China’s 
integrated network-electronic warfare18 
concept with the U.S. network-centric war-
fare19 concept. Both of  these “concepts 
evade the fog and friction of  war, assum-
ing perfect information and ignoring those 
problems at their own peril.”20

Timothy Thomas posits that “nowhere 
does Dai entertain fog and friction in the 
information age; he presents his argument 
as if  there were no such problems . . . The 
struggle for information superiority is vital 
since it is a precondition for seizing sea, air 
and Space superiority.”21 This oversight, 
or intentional omittance, of  the fog and 
friction of  war in the information sphere 
(electron) by two major military powers 
seems to make an argument that these key 
aspects underlying Clausewitzian’s theories 
will no longer be valid if  perfect informa-
tion22 can be achieved. But therein lies the 
problem, the military does not operate 
on information in perfect form, nor is it 
currently able to synthesize information in 
such a way that instantaneously provides 
the commander with complete knowledge 
of  all enemy actions on the battlefield 
that could possibly effect a commander’s 
decision.

As technology and processes continue 
to advance, it is worth remembering the 
quote from David Keithly and Stephen 
Ferris in their article, “Auftragstaktik, or 
Directive Control, in Joint and Combined 
Operations.”  

Special thanks to Dr. Ed J. Cross, Military History 
Professor Fort Belvoir Satellite Campus, U.S. Army 
Command and General Staff School for his contributions 
in editing this article.

A GRAVE CONTEMPORARY MISTAKE IS TO 
REGARD TECHNOLOGICAL ADVANCES IN 

COMMUNICATIONS AS A MEANS FINALLY TO 
OVERCOME THE FOG AND FRICTION OF WAR. 
TECHNOLOGICAL SOPHISTICATION SHOULD NOT 
DETER US FROM ENDEAVORING TO IDENTIFY 
LESSONS FROM THE PAST AND, ACCORDINGLY, 
TO LEARN FROM THE SUCCESSES AS WELL 
AS THE FAILURES OF EARLIER WARRIORS . . . 
ONE CONTEMPORARY OBSERVER HAS BEEN 
PROMPTED TO SUGGEST THAT WHATEVER THE 
ADVANCES IN RADIOS, COMPUTERS, SATELLITES, 
AND SOPHISTICATED ELECTRONIC COMMUNI-
CATIONS SYSTEMS, WAR'S FOG WILL REMAIN 
AS RESISTANT TO TECHNOLOGICAL FIXES AS 
THE COMMON COLD HAS TO THE MARCH OF 
MODERN MEDICINE. THIS NOTION ACCEN-
TUATES THE NEED TO CONSIDER ENDURING 
FUNDAMENTALS.”23

Barry Watts has discussed that the implica-
tions of  “friction” on future war will undoubtedly 
involve human foibles, inaccessible information 
and nonlinear dynamics. The greater the stress, 
he argues, the more data will be ignored; “noise” 
will be mistaken for information, and information 
misconstrued. No matter how much technological 
advancement constrain general friction in some 
areas it will simply balloon in others.24 Space force 
enhancement capabilities have enabled access to 
a wealth of  information to now be available to 
commanders, but have not addressed the ability to 
synthesize this wealth of  information. Therefore, 
due to current technological infeasibility to make 

“decisively intelligible synthesized knowledge” 
out of  a “wealth of  information” and the fact 
that it is virtually impossible to obtain perfectly 
synthesized information the Clausewitzian 
theories on the fog and friction of  war continues 
to be relevant. 
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