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AbstractA cost based admission control and routing scheme  Cost based strategies naturally arise as a result of
admits an arriving request on the minimum cost route if this optimization of the network performance [1] or incorporating

cost does not exceed the cost of the request, and rejects ey qjin of Service Q0S) requirements into admission and
request otherwise. Cost based strategies naturally arise as a

result of optimization of the network performance or routing process [2]. Admission of a request brings certain

incorporating Quality of Service (Q0S) requirements into the ~'€venueW to the network, but also ties up the occupied
admission and routing processes. In the former case the implied resources '”:cnt'l the SerV|ce| IS con;pleted_ an(:f’. _consequently,
cost of the resources represents expected future revenue lossef@Y Cause future revenue losses due to insufficient resources
due to insufficient resources to service future requests. In the for servicing some future requests. The implied a@stof

latter case the cosF of a route represents the expec.ted level Ofthe resources on a route reflects these potential revenue
QOS, e.g., bandwidth, delay, packet loss, etc., provided to the |osses, and the surplus value

request carried on this route. In both cases due to aggregation, w-c ifrz0
statistical nature of the resource costs, propagation and U(C,I‘|W) =0 r 4)
queueing delays in disseminating signaling information, non- 0 ifr=0

steady or adversarial operational environment the cost of the . . .
resources may not be known exactly. Usually, this uncertainty is is the difference between the revenue brought by the admitted

modeled by assuming that resource costs are random variables "eduest and the implied costs of the occupied resources.
with fixed probability distributions, which may or may not be In a case QOS routing cost of a router reflects

known to the network. This paper explores different approach . .
intended to guard against adversarial uncertainty, i.e., worst expected level of th€OS provided to a request carried on

case scenario, with respect to the resource costs lying within this route. For exampleg, may be the expected delay on
known "“confidence" intervals. We assume that the network ) ]
minimizes and the adversarial environment maximizes the loss foute I', may represent the bandwidlt) available on route

or risk resulted from non-optimal admission and routing r  or may represent the packet loss probability on rdute

decisions due to the uncertainty. In a symmetric case we . :
explicitly identify the optimal network strategy by solving the In a case ofQ0S routing the request cost/ characterizes

corresponding game of the network against envanment. the minimum acceptable level dQ0S for this request:

<
|. INTRODUCTION C sw.

A. Cost Based Admission Control and Routing B. Uncertainty in the Resource Costs

A cost based admission control and routing strategy for aYsually, cost-based admission and routing strategies
arriving request is defined by the sR:{rl,rz,..,rK} of assume the average, steady-state network behavior implying
. B . ) some, typically simple, stationary or quasi-stationary
feasible routesr IR, the "cost" C, of a feasible route probabilistic model for the external parameters, e.g.,
r OR, and the "cost" of the requeat. The strategy admits Connectivity, capacities, traffic arrival patterns, etc. Since the
the arriving request on the minimum cost route implied costs and surplus values are determined by future
— . events, e.g., arrival of requests, availability of resources, or
r. =argminc, (1) network topology, the performance of this strategy depends
if this minimum cost does not exceed the cost of the requesf:rItlcaIIy on the ac_cura_cy of this probabilistic model. The
c. =minc <w sources of uncertainty in the resource c@tsare (for more
_ R _ ~ detailed discussion of a case @OS routing see [2]): (a)
and rejects the request otherwise. This cost based admissifiiistical inferences resulted in confidence intervals rather
control and routing strategy can be expressed as follows:  than point estimates, (b) aggregation used to reduce amount

1. ifc <w of signaling traffic, (c) propagation and queueing delays in
Fopt = a] ) (3) disseminating  signaling information, (d) non-steady
ifc. >w operational environment when cos¢ may change with

wherer =[] means that the request is rejected. time, (e) adversarial environment attempting to manipulate
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available information on costs, in order to disrupt the (c,y)(0,00)?. When w - o, y -0,
network operations. wy = B = const, family (7) yields a linear utility function
Currently, commercial networks, including the Internet,

may carry mission-critical applications. Possibility of a"u(ﬂw’ y) = B¢ . Whenw =const, y — oo, family (7)

disaster or adversary attack necessitates developiyiglds utility function (6).
management schemes that balance cost efficiency with _ o
robustness. In practical situations some limited (incomplet®) Main Results and organization of the paper

statistical information about the operating environment iSUsuaIIy uncertainty in the resource costs is modeled by

available. Proper utilization of this incomplete informc";ttiorass[m]ing that the resource costs are random variables with

would allow the network to reduce the safety margin antleq probability distributions, which may or may not be
consequently increase the cost efficiency with respect to igown to the network [2. From the decision theoretic

resource utilization. perspective this approach lies within Bayesian framework [5].
. . This paper explores a different approach, which lies within
C. Utility Function the game theoretic framework, and can be justified as

If the route costs are not known exactly, the network mgyarding against adversarial environment or as providing
make erroneous decisions: to accept a request onptonab bounds for the Bayesian solution by identifying the worst
route I # I, Or reject the request eventif, # []. Ina Case scenario distributions [5]. The paper follows a general

L N approach to network management under uncertainty proposed
case of optimization of the network perftance the utility of jy [6] and then discussed in [7] in relation to cost based

the admission and routing decisions is quantified by th@imission control and routing when route costs are selected
surplus value (4). In a case QOS routing we propose to by an adversary. Paper [7] used this game-theoretic
quantify the utility of the admission and routing decisions d&amework to analyze a case of a single feasible route when

opt

follows: the risk results only from the admission decision under
_ ; uncertainty.
u(c, r|w) — %{)(W C’) !f r#U (5) This paper extends game-theoretic framework [7] in two
0 if r=0 directions: first, into domain ofQ0S routing by assuming

where functiong () is monotonously increasing, concavegeneralized utility function (5), and, second, in terms of

_ — . practical applicability, to a case of multiple feasible routes,
for £ T(~e0,), and $(0) =0. Surplus value (4) is a by analyzing risks resulted from admission/rejection as well

particular case of the utility function (5) whep(§) =& .  as routing decisions. In this paper we concentrate on a case
Note that despite formula (5) can be used in both case$: binary adversarial uncertainty, when route costs

optimization of the network performance aQDS routing, ¢, =(1—¢&)C, +&C, where bound<, andC, are known

the meanings of the utility functiong are different. In the tg the network, and the binary variakfe 1{0,1} is selected

former case, linear functiop(W—C,) =wW—C, represents by the adversarial environment. We demonstrate that
. . allowing mixed, i.e., random network strategies improves the
the networkutility of allocating resources of total cost to network performance. This result is in sharp contrast with
a request that generates revene In the latter case the Bayesian approach, which suggests the deterministic
typically nonlinear function) (§) represents thaserutility ~admission and routing strategies based on dkerage
utilities. In a particular case of linear utility function and
surplus value (4), Bayesian approach with mutually

"soft’ QOS requirements [3]-4]. A particular case of usefngependent random route costs leads to the cost based
"hard" QOS requirements corresponds to the followingadmission and routing strategies based onatrezageroute

of receiving QOS c,, allowing for describing the user

specific selection of the functiofi () : costs. _ _ _ =
. The paper is organized as follows. Section Il quantifies
¢(f|w) :Ew ifé&>0 (©) risks associated with rejection, admission and routing
if £<0 decisions under uncertainty, and, also, formulates the game
) o theoretic framework yielding the optimal admission and
with some positive constago > 0. _ _ routing strategy under adversarial uncertainty. Section IlI
The following parameterized family of functions provides derives the best pure strategies for the network and
convenient approximation for the utility functigh(&) : environment in a case of binary adversarial uncertainty.
— - Section IV describes approach to solving of the
w(ﬂw’y)_w(l_e yé) () corresponding game and presents explicit solution in a

wherew >0 andy >0 are some parameters. Function (7symmetric case.

s monotonously increasing, concave '6 for any Il. RISkS OFADMISSION AND ROUTING UNDERUNCERTAINTY



A. Game Theoretic Framework the resources [1C selected by adversarial environment. In

The losses due to non-optimal admission and routingparticular case when the payoff functiu(c,r|w) has a
decisions can be quantified by the following loss or risk
function [5]-[7]: saddle point, ie, L =0, the environment and the
L(C,r|w) = Uy (W) —u(c, r|w) (8) network have pure optimal strategies= €™ and r =T,
where the utility of the optimal admission and routingespectively, which are the solution to the optimization

decisions is problem (12). In a case when the payoff functlofc, r|w)
Ugpe (W) =U(C, Fope W) 9) R
does not have a saddle point, iel ;7 >0, the

and oy is determined by (3). Combining (3), (5). (8) and (94nyironment and the network have mixed optimal strategies

we obtain: which are probability distributions oncJC and
L(e,riw) = %max{O,rp(w—g)} -¢(w-c,) ifrz0 rO{0O,R} respectively. The value of the game is
’ 0  max{0,¢(w-c)} if r=0 CE, [L(c,rw)] if L™ >0
U - |:| C,r min (13)
(19 "5 o0 if L™ =0
where C, is determined Dby (2). Givenw, function \yhere the expectation is taken with respect to the optimal
L(c, r|w) possesses the following properties: mixed strategies for the network and environment.
Usually, in practical situations, optimization problem (12)
L(C,r|W) =0for r=r,,,andlcOC is quite tractable while finding optimal mixed strategies is
computationally challenging. The performance gain resulted
L(C’r|W) 20 for O(c,r) UC O{0, R} frompthese cozwputatior?al gtrouble ICz:an be quan%ified by the
and thus following criterion:
min  — H - max _ H
Linax = max min, L(c,rw) =0 (11) 5= El_min Ju-1 !f v>0 1)
max — : > 0 if u=0
Lon = min, r?D%xL(c,r|w) >0 (12)

. . B. Admission, Rejection and Routi i
The best pure strategies for the network and environment dmission, Rejection and Routing Risks

r=rt andC = S are determined by the solution to the There is a natural way to separate losses (10) into losses

_rop
optimization problem (12). It is easy to verify ihateSulted from the admission/rejection decisibf (C|W)

Fopt = Fopt if €t C consists of a single elemen€ =c. and losses resulted from the routing decisibf” (c, 1)
This paper investigates admission and routing strategiédder uncertainty:

guarding against the worst case scenario with respect to the [ (c, r|w) =L (C|W) +L (c,r) (15)
route cost vectorc = (C,) when the available information gjnce the optimal routing decision (1) does not carry any risk,
on the vector C can be quantified in terms of thei.e., L1 (c,r.)=0, we have from (15):
"confidence” interval C: cLJC. The following game . 3 _
theoretic framework with pay-off function (10) provides al (cjw) = L(c,r.|w), and thus:
natural formalization for this problem. adm ;

Consider a zero-sum ganl?e with two players, where player | & (C|W) - EL d_ (C|W) !f r#0 (16)
(r) represents the network, and play@) represents the oL (cw) if r=0
adversarial environment. The set of feasible strategies for {gere the admission risk is
network istr ({1, R} and the set of feasible strategies for Ladm(C|W) = —min{0,é(W—c.)} (17)
the environment i€ [JC . The matrix of payoffs made by 5 the rejection risk is
the network to the environmert(C, r|w) is given by (10). el (C|W) = max{0,¢ (W—c.)} (18)

According to this game theoretic framework, the optimatompining (15)-(18) we obtain the following expression for
network strategyr LI{J, R} represents the admission andhe routing risk:

routing strategy guarding against the worst case scenario witrrwm %{)(W- c)-¢p(w-c) ifrz0
respect to the route cosJC. The value of the game L (C,r|W) = o 0 =0 (19)
= '\ t
U =Ucr(W) represents expected performance loss due e value of the game (13) can be also represented as the

the admission and routing decision§]{[J, R} for a single following sum:
request under incomplete information on the implied costs of



v=u¥ +ym™ 20)€nvironment than separable scenario (28). “Note that binary
isgenario (26) leads to lower expected risk and to less
conservative network strategy than scenarios with less than
perfect correlation between costs of different routes.

where the expected performance loss due to
admission/rejection decision is

Ua/r :Uadm +Urej
the expected performance loss due to the admissionis ~ B. The Best Pure Strategies

d _ . * *
pam = —aE[mln{0,¢(W—Q)}|r 7 D]1 (22)  The optimal binary environment responge =& (r) to
the expected performance loss due to the rejection is selection of a router O{(0,R} by the network is
v = (1—a)E[max{0,¢(w—c* ) = D], (23) determined by solution to the following optimization
the expected performance loss due to the routing decision iBroblem:
max —_
Urtn - Z,DRarE[‘p(W_C*) _¢(W_Cr )]7 (24) L (r|W) = rérlgli(L[C(f),ﬂw]

the probability of selecting route is @, , and the admission wherec(¢) is given by (27). Itis easy to verify that
probability is if r=0

£=0
a= ZrDRar (25) - %l if rz0

Expectations in (22)-(24) are to be calculated with respectipe corresponding losses are
the optimal, in general mixed, strategies for the network and ~ ~ .
max _Dna.X{O,(p(W_Cmin)}—(p(W—Cr) If r ¢|:|

environment.
0 max{0,¢(w-cy,)} if r=0

whereC,;, = min{é, r 0 R}, and

[1l.B ESTPURE STRATEGIES UNDERBINARY UNCERTAINTY
A. Binary Uncertainty

Computational tractability of the game with pay-off Coin = mln{er rO R} (29)
function (10) depends on the set of feasible strategies for thige best pure network strategy is determined by solution to
environmentC = (C, :r OR)OJC. Further in this paper the following optimization problem:

we consider a case of binary strategies for the environment: Topt = arg épmirg{ ) Lmax(r|w)
— ~ A r '
. C={c.a (26) It is easy to verify that
or, equivalently, . g~ max
c=(1-&)C+& @) = - 07 if L™ (R |w) < L™ (0|w) 30
where the low and upper bounds for the feasible route costs it L™ |w) > L™ (O)w)

C=(C,:rORIC and C=(C, :rORUC are
known to the network, while the binary variadd 1{0,1} is

selected by the adversarial environment. In this extreme cé8e OPTIMAL STRATEGY
mahuous environment can only attack all feasible routeg Solution to the Game
simultaneously. Another extreme case would be a separable

wheref, is determined by solution to (29).

set of feasible strategies for the environmént In a case of binary uncertainty the payoff function (10)
c=0J[c ¢ ] (28) takes a form of the following 2x(K+1) matrix
R . . =(L ).Z'Kﬂ-
Under separable scenario (28) the malicious environment C&h (L ik=0 -
select route costs independently from each other within their r=0 r=r..r=r,
"confidence" intervalc, L[C,,C,]. =0 L, Ly ... Ly (31)

In practical applications the route costs are typically ¢=1 L, L, .. Ly
additive, i.e., the implied cost of a routeis the sum of the \yhere
implied costs of the link$ CJr comprising this route. Due L. =maxi0 d(w-¢. .
to the "global nature" of the route costs [1], and overlapping® {0.0( —mn )}
of different routes, a realistic scenario lies somewherk;, = max{0,¢(Ww—-C.,,)}.
between binary scenario (26) and separable scenario (28). ,In  _ _= _ _=
this paper we assume a binary scenario (26) mostly becaul‘s‘é‘ max{0, (W= Cr )} —p(W=C,),
of the computational tractability allowing us to illustrate thel,, = max{0,¢(w-c¢,.. )} —¢d(w-C,),

proposed approach to the network management undﬁr: -
adversarial uncertainty. Also, binary scenario (26) may serv L..K. A 2x(K+1) game can be explicitly solved

as a model of less sophisticated or capable adversatBlt The fundamental simplex of mixed strategies of the



environment in this case is the closed interval [0,1]. Let theThe following matrix shows the network pure strategies:
network select the pure strated¢y=1..,K. Then the r=[0 and rJR, the best environment response

payoff of the environment will depend on its choserf = £*(r), and the corresponding lo€"™ in a symmetric
probability X of selecting the first pure strategy:

case:

Oy (X) = XLOk + (1— X) le (32) r E* [ max
k =1,..,K, The graph of the function r=0 0 max{0,p(w—-¢)}
209 = min 9, (9 = min {xL + (L= )Ly} rOR 1 -min{0,p(w-c)}

is the lower envelop off all straight lines (32). Clearly, such @he best pure admission strategy (30) is to admit the request

graph is a broken line that is convex upwards. An upper pegkw > W, and reject the request otherwise. The (fdi) is
of this broken line characterizes the optimal probability [ $(w—-¢)

X =X and the value of the game El — .
_ o _ 5 = ¢(W-C)—<B(w—c)
v = maxz(x) = min kg)],',,r,]K{XLOk +(1- X)Ly} =0 p(W~C)

-1 if C<w<w

-1 if w<w<c

It is easy to verify that ifw<C,_. , then the network has He(w-C)-¢(w-C)

pure optimal strategyr =01, i.e., reject the request, theandd, =0 otherwise, wherav =W is the unique solution
environment has a pure strate§y= 0, and the value of the tg the following equation:

game U=0. Due to space constraints, in the next p(w-C)+op(w-C)=0 (35)
subsection we only describe the optimal strategy in For utility function (7) equation (35) can be solved explicitly:
symmetric case. 1 K 4 e”

B. The Optimal Strategy in a Symmetric Case W = ;lOQe%E

CDoanicler a sDan;metric case wik 2 2 feasible routes |, 5 case of linear utility functiod(€) = & , equation (35)
r =1l ks - The network has two . — (=, a ,

C [C’C_]’_ {_1’ <} _ ovorknas o elds w = (C +C)/2, and in a case of hardQ0S
pure admission strategies:= [, i.e., to reject the request, requirements (6), equation (35) yielié = ¢

andr IR, i.e., to accept the request. We assume that oncel €4 y s
accepted a request is carried on a route randomly, with equal
probabilities, selected from all feasible routes
rOR={r,..,r,}. Itis easy to verify that the optimal

admission probability is
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