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Preface

This is the final report for a RAND Arroyo Center study called “Inte-
grating Influence and Information Operations into Army Planning and
Operations.” The objective of this study was to help improve the effec-
tiveness of combined arms operations by characterizing commanders’
requirements for information on cultural and other “soft” factors (e.g.,
networks and hierarchies, norms, attitudes) and by developing practi-
cal ways for commanders to integrate influence activities into com-
bined arms planning and assessment.

This research was sponsored by the U.S. Army Information Oper-
ations Proponent (USAIOP), Combined Arms Center, U.S. Army
Training and Doctrine Command (TRADOC), Ft. Leavenworth,
Kansas. It was completed in September 2006, and the final report was
submitted for sponsor approval in August 2007. Some policies and
practices could have changed between report submission and receipt
of clearance for publication. The research was conducted in RAND
Arroyo Center’s Strategy, Doctrine, and Resources Program. RAND
Arroyo Center, part of the RAND Corporation, is a federally funded
research and development center sponsored by the United States Army.
Please direct any comments concerning this research or requests for
additional information to the principal investigator, Dr. Eric V. Larson,
at 310-393-0411, extension 7467, or larson@rand.org.

The Project Unique Identification Code (PUIC) for the project
that produced this document is ATFCR06031.
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For more information on RAND Arroyo Center, contact the Director
of Operations (telephone 310-393-0411, extension 6419; FAX 310-451-
6952; email Marcy_Agmon@rand.org), or visit Arroyo’s Web site at
http://www.rand.org/ard/.
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Summary

There is growing recognition within the Army and joint world that
recent U.S. military operations in Iraq and Afghanistan—including
information operations (IO) and influence operations—have turned in
large measure on an understanding of cultural and other “soft” factors.
However, along with this recognition of the importance of these fac-
tors have come many questions, including: How do commanders view
their requirements for “cultural preparation of the environment”? How
can these sorts of factors be considered more systematically in planning
and conducting operations?

The objective of our study was to help improve the effectiveness
of combined arms and joint operations by characterizing commanders’
requirements for information on cultural and other “soft” factors, and
by developing practical ways for commanders to integrate influence
activities into combined arms planning and assessment. The research
entailed structured conversations with commanders and their staffs,
a review of senior commanders’ and other writings on IO and influ-
ence operations, an analysis of task lists, and an assessment of relevant
data from the 1st Information Operations Command and the National
Training Center.

In our usage, the term information operations is as defined by the
Department of Defense (DoD):

[tlhe integrated employment of the core capabilities of electronic
warfare, computer network operations, psychological operations,
military deception, and operations security, in concert with speci-
fied supporting and related capabilities, to influence, disrupt, cor-

Xiii
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rupt or usurp adversarial human and automated decision making
while protecting our own.

The term influence operations can generally be understood as synony-
mous with szrategic communication (STRATCOMM), which is defined
in Joint Publication 5-0 as

[flocused United States Government efforts to understand and
engage key audiences to create, strengthen, or preserve condi-
tions favorable for the advancement of United States Government
interests, policies, and objectives through the use of coordinated
programs, plans, themes, messages, and products synchronized
with the actions of all instruments of national power.

Put simply, influence operations engender communications and
interactions that aim to inform and influence target audiences in con-
cert with other kinetic and non-kinetic activities. Of the core IO capa-
bilities, psychological operations (PSYOP) are the most pertinent to
influence operations. To simplify our presentation, we generally use the
collective term influence operations throughout this monograph.

Commanders’ Information Needs for Influence
Operations

Our review of a range of sources provided us with a number of insights
into commanders’ information requirements for influence operations.
Perhaps the most important insight is that for the types of contingencies
in which the U.S. Army now finds itself (counterinsurgency [COIN]
and stability operations), the most critically needed information may
have to do with understanding the attitudes, beliefs, and mood of the
local civilian populations.

During recent operations, inadequate information on the attitudes
and beliefs of local populations has often led to bland messages that did
not resonate with specific target audiences and that made it difficult to
compete with adversaries more capable of exploiting the local informa-
tion environment. Understanding the popular mood requires continu-
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ous monitoring of key indicators, perhaps more so in Muslim societies
that are innately suspicious of the West and the United States. Shifts in
popular opinion are especially likely after a single traumatic incident,
whether it is a bombing raid that causes severe collateral damage to
civilian homes and property or a traffic accident in which U.S. military
vehicles accidentally kill a local child.

Our research suggests, furthermore, that success in influence oper-
ations depends on commanders’ views of the battle space, their under-
standing of how to employ influence operations to achieve desired end
states, and their interest and involvement in integrating IO with other
combined arms operations. Commanders who insist that their subor-
dinates develop a coordinated program of IO and influence operations
activities and who follow up to ensure these activities take place appear
far more likely to succeed in integrating influence operations into the
campaign than commanders who take a more passive view of influence
operations. Commanders also need to reemphasize the importance of
influence operations on a regular basis.

Our research also revealed that there is no single correct answer
to the question of which sources of information ought to be drawn
upon to accurately assess the local information environment. The most
appropriate sources will vary according to the mission, the local context
of the operation, and even the individual commander. It is important,
however, to establish a clear information sourcing strategy in an area of
operation (AO) very early, so that subordinate commanders know what
is expected of them over the long term.

We also found that commanders who believed their influence
operations had been successful invariably had a clear, uncluttered
picture of the key influence variables in the current battle space, the
resources available to support influence operations, and the end state
they desired for the end of the tour of duty. Commanders who tried
to monitor too many variables, who shifted resources back and forth
in response to daily crises without a long-term steady state, or who
changed themes and messages randomly without any underlying con-
cept of a step-by-step path to victory—these commanders appear to
have enjoyed less success.
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Developing good measures of effectiveness (MOE:s) to assess how
a unit’s influence efforts are being received by the local population is
one of the thorniest problems facing the Army today. Although none
of our interlocutors believed that the Army has a particularly good set
of MOE:s for influence operations in COIN and stability operations,
our interviews revealed that three key indicators in particular are being
used across units and echelons in Iraq and Afghanistan with some suc-
cess: the tenor of sermons in mosques, the “on the street” behavior
of the locals (obscene gestures toward U.S. troops, amount of anti-
American graffiti, etc.), and trends, either upward or downward, in the
number of intelligence tips from the local population.

A Framework for Thinking About Commanders’
Information Requirements

Our conversations with commanders and our review of the written
record suggest that commanders’ needs for information generally flow
from an interaction of factors within three principal arenas: command-
ers’ guidance regarding the overall mission; the resources available to
the commander, which are likely to vary from operation to operation
and over time; and the operating environment, including the informa-
tion domain.

In terms of commanders’ guidance, influence operations plan-
ning should flow from the top down and be designed and executed in
support of coherent politico-military objectives while simultaneously
synchronizing and/or integrating kinetic and non-kinetic activities,
whether they are conducted by the services or by other DoD or inter-
agency actors. Importantly, units in the field also need the authority
and flexibility to operate within these broader, higher-level parame-
ters if they are to be responsive to quickly developing opportunities
and challenges. Satisfactorily resolving the tensions between these two
desiderata appears to be key to success.

Beyond understanding the forces and other resources under his
immediate command, a commander must understand the forces and
other resources available under the command of higher echelons or in
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adjacent AOs that may impact his operations, those being assigned to
him, and those assigned to subordinate commanders.

The operating environment arena, especially the information
domain, is more complex and requires more discussion. There are
currently a great many terms and phrases in use that attempt to cap-
ture the most salient features of the contemporary operating environ-
ment (e.g., “complex environments,” “cultural environment,” “cultural
intelligence,” “cultural preparation of the environment”), but there is
little agreement on which framework or terminology should be used,
or about exactly what the different terms mean. Our study provides
what we believe is a fairly complete and highly intuitive framework
for thinking about commanders” information requirements in COIN
and stability operations, and for guiding data collection efforts related
to the information domain. Moreover, the endorsements we received
from commanders and members of battle staffs who were presented
with this framework suggest its potential utility as an organizing prin-
ciple for system and database development.

Lenses to Characterize and Diagnose Features of the Information
Domain

Given that the sorts of data and intelligence that are most important
to commanders in any given operation are quite context specific and
are influenced by the mission, commander, and various other factors,
our framework uses three complementary “lenses” to characterize and
diagnose features of the operating environment’s information domain
that are likely to constrain the effectiveness of influence operations and
mission performance. Each lens focuses on one kind of information:
(1) geospatial, (2) network oriented, or (3) tied to specific political or
military stakeholder groups or their leaders.

Geospatially Oriented Information. The geospatial lens for under-
standing commanders’ information needs captures a number of criti-
cally important features of the information domain that were identi-
fied in our interviews and literature reviews. Our research suggests that
many characteristics of the geospatial component of the information
domain are best portrayed as a set of overlapping layers, as shown in
Figure S.1.
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Figure S.1
Geospatially Oriented Aspects of the Information Domain
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These layers, or levels, range from mostly static features of the ter-
rain (such as urbanization, land use, and transportation networks) to
more-dynamic features of the environment (such as the changing atti-
tudes, beliefs, and behaviors of a given population in a specific region,
and the ever-changing mix of new messages and information compet-
ing for attention at any given time).

Network-Oriented Information. A second lens for unpacking
the information domain of the operating environment can be charac-
terized as overlapping or interlocking networks. This lens provides a
view of key features of the broader, political society, including key lead-
ers, their critical relationships, and their sources of authority, power,
and influence. Networks can be used to characterize a host of formal
organizations or hierarchies—whether they are political, military,
bureaucratic, or administrative; economic or business oriented; tribal,
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religious, or sectarian. Networks also can be used to characterize infor-
mal networks, including those that are personal and professional, or
that characterize patronage relationships or criminal enterprises, jiha-
dist discourse, or influence. In addition, physical networks—such as
telecommunications; command, control, communications, and com-
puters; and utilities—translate naturally into link and node data. Such
data, although quite helpful for influence operations, also can be some-

what difficult to compile and maintain, however.

Political or Military Stakeholder Groups and Their Leaders.
Another lens through which to understand information and influ-
ence operations is provided by target audience analysis. This process
involves identifying which groups or individuals need to be targeted,
and whether targeting them means informing, influencing, cultivat-
ing, or incapacitating them. Each group or faction needs to be char-
acterized in terms of its group identity and general worldview, as well
as its speciﬁc aims, grievances, motivations, intentions, morale, basic
strategies, leadership, and organizational structure. It also may be nec-
essary to collect and maintain a number of types of information on key
individuals who influence developments and thus need to be directly
or indirectly courted or influenced.

Remaining Challenges

In addition to producing findings that can help the Army and the
joint world make progress in conducting effective influence opera-
tions, our research identified four emerging challenges that need to be

addressed.

Ensuring Vertical Integration of Information and Influence
Operations Across Echelons

A recurring theme from our research is the need for integrated plan-
ning, execution, assessment, and information flows between echelons to
ensure complementarity and synergy in influence operations. Brigade-
and battalion-level personnel noted emerging difficulties between bri-
gade- and corps-level influence operations, as well as between brigade
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and battalion operations. Commanders and former officers on battle
staffs suggested that perhaps the biggest challenges lie in the battalion-
brigade relationship, where disconnects between themes and messages
and long approval times appear to be especially significant. The ques-
tion of how best to balance the dual desiderata of top-down strategic
and operational guidance with tactical-level authority and flexibility in
execution to ensure responsiveness seems likely to be a recurring chal-
lenge for future commanders. Vertical integration might be enhanced
by the adoption of the sort of top-down, metrics-based planning and
bottom-up assessment process we describe.

Ensuring Horizontal Coordination and Integration Across

Adjacent Areas of Operation

Our interviews and other research suggest that the importance com-
manders place on coordinating influence operations activities with
commanders in adjacent AOs, and the mechanisms used to ensure this
coordination, are somewhat ad hoc in nature. Our structured conver-
sations with commanders and former members of battle staffs indi-
cate that difficulties in synchronizing across AOs have led to differ-
ent messages being emphasized at different times in different sectors.
Such practices may result in confusion among Iraqis who move across
brigade boundaries or talk to relatives in other AOs and find that dif-
ferent messages are being emphasized, and may raise questions about
what the principal U.S. message might be at any given time. While the
metrics-based planning and assessment process we describe could
enhance the transparency of activities conducted by units in adjacent
AOQs, so, too, could other, less formal communications between units.

Ensuring Continuity in Information and Influence Operations

Across Rotations

It is also critically important that newly arriving commanders be cog-
nizant of and honor the promises made by their predecessors and
minimize abrupt changes in influence operations that may confuse
or increase uncertainty or fear among locals. In particular, significant
efforts should be made to ensure both greater continuity in the applica-
tion of influence operations across brigade rotations and the availability
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of operation-relevant information about the information domain and
local population across rotations.

Our interviews with commanders suggest that current efforts to
ensure smooth transitions between units, and to thereby enhance a
sense of continuity in influence operations, may be inadequate. Some
commanders thought that rather than building upon lessons learned
by their predecessors during earlier unit rotations in an AO, units have
tended to rotate in and immediately begin making changes without
making a full appraisal of what elements of IO and influence opera-
tions might already be working. Additional efforts and mechanisms are
needed to provide units that are rotating in with an endowment of rel-
evant experiential information—chronologies, network analyses, con-
tact files, databases, and other types of information—that can assist a
new commander in understanding the history and authority structures
of the AO. Moreover, it is not clear that the incentives for command-
ers support the sort of continuity needed for effective influence opera-
tions: Rather than rewarding a commander for making changes to his
predecessor’s influence operations, it might be better to reward him for
improvements in relevant metrics. A common system and database not
only could enable deploying units to monitor developments in the AO
into which they will be deploying, but also could foster the develop-
ment of institutional memory needed to achieve the desired level of
continuity.

Overcoming Doctrinal Stovepipes

The final challenge is what we see as a necessary doctrinal shift, moving
from a joint and Army conception of influence operations as a set of
discrete stovepipes to one that focuses more on their contributions
to achieving the objectives of combined arms, joint, and combined
operations.

Our interviews and other analyses suggest that the success of
influence operations in the field increasingly depends on commanders’
ability to think beyond current doctrine, which tends to focus on the
employment of IO in major combat operations, and treats IO and its
related and supporting capabilities as discrete, somewhat isolated disci-
plines rather than capabilities whose employment needs to be planned,
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synchronized, and executed in concert with the other combined arms
to produce desired effects and outcomes.

We think that Army influence operations doctrine should better
consider the employment of influence operations across a wider range
of operation types, from COIN and stability operations to major
combat operations, and should focus more on principles for effectively
integrating influence operations disciplines with traditional combined
arms. Additionally, Army education and training should train future
commanders in the principles of employing influence operations across
a wider range of mission types, and should seek to promulgate best
practices from the field for better integration of influence operations
into combined arms operations.

In combination, these measures, if coupled with educational and
training programs that teach soldiers how to integrate influence efforts
with other activities, could give the next generation of Army com-
manders the tools they need to plan and execute more-effective influ-
ence operations.
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CHAPTER ONE
Introduction

The U.S. Army and joint world is increasingly recognizing that recent
U.S. military operations in Iraq and Afghanistan—including informa-
tion and influence operations—have turned in large measure on an
understanding of cultural and other “soft” factors. And along with this
recognition have come many questions about these factors and their
role in military operations. How do commanders view their require-
ments for “cultural preparation of the environment” How can these
sorts of factors be considered more systematically in planning and con-
ducting operations? How can influence operations become a more inte-
grated part of the combined arms team? How can they be more useful
tools for commanders? How can commanders and their staffs concep-
tualize and carry out better influence operations?

In fiscal year (FY) 2005, RAND Arroyo Center conducted a study
on information operations (IO) in Operation Iraqi Freedom (OIF) for
the U.S. Army’s Combined Arms Center (CAC), and a study on influ-
ence operations for the U.S. Army Training and Doctrine Command
(TRADOC) Futures Center (now the TRADOC Army Capabilities
Integration Center, or ARCIC). The study for CAC surveyed the track
record of 10O activities in OIF, attempted to assess their contributions
to operational-level outcomes, and developed a methodology for future
planning and evaluation efforts that can improve the Army’s ability to
gauge the contribution of IO to the overall operational objectives of a
military campaign. The study of influence operations for TRADOC
assessed the potential value of a number of social science tools and
methodologies that could enhance the capabilities available to com-
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manders for assessing and addressing cultural, social, psychological,
and other “soft” factors that can affect military operations.!

Defining Terms

It is important at the outset to define what we mean by influence opera-
tions and information operations. As used here, influence operations is
an overarching term that subsumes or subordinates the capabilities of
information operations and other activities to achieve influence objec-
tives. Influence operations can generally be understood as synonymous
with the term strategic communications (STRATCOMM), which
Joint Publication (JP) 5-0 defines as

[flocused United States Government efforts to understand and
engage key audiences to create, strengthen, or preserve condi-
tions favorable for the advancement of United States Government
interests, policies, and objectives through the use of coordinated
programs, plans, themes, messages, and products synchronized
with the actions of all instruments of national power.?

Information operations is in turn defined as

[tlhe integrated employment of the core capabilities of electronic
warfare, computer network operations, psychological operations,

1 See Eric V. Larson, Richard E. Darilek, Daniel Gibran, Brian Nichiporuk, Amy Richard-
son, Lowell Schwartz, and Cathryn Thurston, Foundations of Effective Influence Operations:
A Framework for Enhancing Army Capabilities, MG-654-A, Santa Monica, Calif.: RAND
Corporation, forthcoming,.

2 Department of Defense (DoD), Joint Operations Planning, JP 5-0, Washington, D.C.,
December 26, 2006b, p. xii. For a more complete description of our usage of the term influ-
ence operations, see Larson et al., forthcoming. By comparison, the Air Force definition
of influence operations as of January 2006, was: “Informing and appropriately influencing
key audiences by synchronizing and integrating communication efforts to deliver truthful,
timely, accurate, and credible information: Strategic refers to source of information, message,
messenger, audience, timeframe, and/or effect; Communication refers to both what you say
and what you do; Requires focus on both internal and external communication efforts; and
Requires both peacetime and wartime processes and capabilities.”
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military deception, and operations security, in concert with speci-
fied supporting and related capabilities, to influence, disrupt, cor-
rupt or usurp adversarial human and automated decision making
while protecting our own.?

Of the core 1O capabilities, psychological operations (PSYOP) are
the most pertinent to influence operations.* To simplify our presenta-
tion, we generally use the collective term, influence operations, through-
out the document.

Study Tasks and Analytic Approach

The two FY 2005 studies described above laid the foundation for a
second study for CAC in FY 2006. This one focused on three major
tasks:

* identifying commanders” information needs for conducting influ-
ence operations

* assessing the adaptability of select social science methodologies and
tools to help meet commanders’ needs for influence operations

* refining a metrics-based planning and assessment process devel-
oped in the earlier, FY 2005 work to make it suitable for Army
employment.

The analytic approach the study team used was as follows.

The most resource-intensive part of our study was our effort to
understand commanders’ own views about their information and
analytic needs for conducting influence operations, especially during

3 DoD, Department of Defense Dictionary of Military and Associated Terms, JP 1-02, Wash-
ington, D.C., April 12, 2001a (as amended through October 17, 2008), p. 263.

4 JP 1-02 (DoD, 2001a, p. 441) defines psychological operations as follows: “Planned opera-
tions to convey selected information and indicators to foreign audiences to influence their
emotions, motives, objective reasoning, and ultimately the behavior of foreign governments,
organizations, groups, and individuals. The purpose of psychological operations is to induce
or reinforce foreign attitudes and behavior favorable to the originator’s objectives.”
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counterinsurgency (COIN) and stability operations. For this task, we
undertook the following analytic activities:

1. conducted structured conversations with corps-, division-, bri-
gade-, and battalion-level commanders and their staffs to get
their views on commanders’ information needs for influence
operations

2. reviewed Army commanders’ own writings about IO and influ-
ence operations, as well as the sorts of information they consid-
ered crucial to the success of their operations

3. conducted case study analyses of lessons learned in Bosnia,
Kosovo, Afghanistan, and Iraq related to commanders’ infor-
mation needs for influence operations

4. reviewed briefings, data, and other materials from brigade rota-
tions at the National Training Center (NTC) at Fort Irwin,
California, to identify relevant information collected by the
brigades

5. reviewed Requests for Information made of the 1st Information
Operations Command (Ist IOC) to understand the informa-
tion requirements from the field that are serviced by 1st IOC

6. reviewed relevant doctrinal publications; tactics, techniques,
and procedures (TTP); training handbooks and guides; and
other materials to understand what sorts of commanders’ infor-
mation needs might already have been identified in the doctri-
nal literature

7. observed the Unified Quest 2006 (UQ 06) exercise to better
identify the sorts of information sought for political and mili-
tary decisionmaking.

These efforts led to the development of a taxonomy of key infor-
mation types and a framework for thinking about the different sorts of
information needed for influence operations.

Earlier work for ARCIC identified the high potential utility of
two key social science methodologies in the analysis and planning of
influence operations—agent-based rational choice, or expected util-
ity, models, and social network analysis (SNA) tools. The sponsor of
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the present study requested that we provide additional discussion of
how these tools might be incorporated in Army, combined, and joint
analysis and planning of influence operations. To address this task,
we reviewed existing and emerging doctrine and discussed the use of
these tools with representatives of the National Defense University, the
Joint Warfare Analysis Center, the Army Science Board, the National
Ground Intelligence Center (NGIC), and the regional combatant
commands.

Finally, to help improve the Army’s ability to plan and assess influ-
ence operations, we analyzed existing doctrine, organizations, and pro-
cesses for planning and assessing influence operations, and mapped the
metrics-based planning and assessment process we developed in our FY
2005 CAC study into current organizational structures and processes.

Organization of This Monograph

This main portion of this document is organized as follows:

* Chapter Two summarizes the results of our review of command-
ers’ information needs.

e Chapter Three presents a framework for thinking about the
sources of commanders” information needs for influence opera-
tions and for organizing this information.

e Chapter Four identifies a number of challenges identified as need-
ing consideration by the U.S. Army.

A number of appendixes provide additional information:

* Appendix A lists the information requirements for influence oper-
ations that were identified in our structured conversations with
commanders and other sources.

* Appendix B identifies key IO-related and influence operations—
related tasks and effects, and provides our detailed analysis of
influence operations—related tasks in the Universal Joint Task List

(UJTL) and Army Universal Task List (AUTL).
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* Appendix C sets out a step-by-step process for implementing the
study team’s metrics-based planning and assessment approach for
influence operations.

* Appendix D provides our assessment of the expected utility mod-
eling forecast approach’s adaptability for influence operations.

* Appendix E provides our assessment of the SNA approach’s adapt-
ability for influence operations.

* Appendix F lists the questions we used for our structured conver-
sations with six senior commanders and one analyst in Washing-
ton, D.C., and for more than 30 junior commanders at the Army
War College in Carlisle Barracks, Pennsylvania.

The study commenced in the fall 0f 2005, and project staff briefed
the sponsor on the results reported here in September 2006. This report
includes information available to the study up until late September
20006, the time at which the project concluded.



CHAPTER TWO

Commanders’ Information Needs for Influence
Operations

In this chapter, we report the key findings from our efforts to under-
stand the information needs of commanders for information and
influence operations in stability operations. We pursued a number of
interlocking lines of inquiry, including interviews with commanders, a
review of commanders’ own writings on IO and influence operations, a
case study analysis of recent U.S. operational experience with influence
operations, an examination of information needs identified by brigade
commanders and their staffs during recent rotations at the NTC, a
review of requests for information to the 1st IOC, observations from
the UQ 06 exercise, and a review of doctrinal and related publications.
(For a detailed explanation of the task list analysis and what it revealed,

see Appendix B.)

Insights from Structured Conversations with
Commanders

One of the primary sources of data for this study was a set of structured
conversations with commanders who executed influence operations in
the field in the Balkans, Afghanistan, and/or Iraq. (Appendix A lists
the information requirements for influence operations that were iden-
tified in our structured conversations with commanders; Appendix F
provides the protocol we used for these structured conversations.)
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We spoke with a mix of battalion-, brigade-, and corps-level com-
manders, including both maneuver and support unit commanders. The
interviews were conducted during the summer of 2006 in Washington,
D.C., and at the Army War College in Carlisle, Pennsylvania. Each
interview was done with the aid of a protocol (see Appendix F) com-
prising five loose themes/discussion areas on which project team mem-
bers based their questions. Our sample of about 30 interlocutors in all,
while neither scientifically selected nor perfectly balanced, provided us
with what we think is a representative range of perspectives on com-
mander’s information needs for influence operations in today’s Army.

Virtually all of the officers we spoke with agreed that their most
critical information needs for influence operations pertained to key
leaders in the local population and the “pulse,” attitudes, or mood of
the local population. Understanding the current feelings of local lead-
ers and populations in stability and support operations (SASO) types
of contingencies was deemed more important than understanding
the enemy’s 10/influence operations order of battle or resources, or
the technical intricacies of the local information infrastructure (the
number of cell towers, radio broadcast footprints, etc.).

One of the more interesting differences of opinion that we dis-
cerned among commanders was on the issue of whether information
requirements for influence operations should include the monitoring of
enemy, or Red, IO themes and messages at all.

We found that battalion- and brigade-level commanders tended
to believe that an understanding of Red’s IO themes and delivery plat-
forms was relatively unimportant at their level. The consensus of this
group was clearly that experience had taught them that if they were
able to mount an effective, honest, and truthful influence operations
campaign of their own, one that targeted the right local audiences, then
they need not worry about what the insurgents’ IO effort was produc-
ing. Indeed, some of these officers said they thought paying attention
to and trying to counter Red IO in any detail would have taken them
“off message” and weakened the force of their own influence operations
effort.

At the higher echelons, there was much more interest in monitor-
ing and countering Red IO. The commanders at corps level and above
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with whom we spoke all said they had observed and studied Red’s IO
messages with interest and had devoted significant energy to work-
ing to counter them in some fashion. In one case, a commander told
us that he had attempted to use Islamic theology to counter some of
the IO messages put out by radical zakfiri elements in Iraq; this effort
enlisted several moderate Iraqi imams (prayer leaders) to attack the
Islamic legitimacy of some of the takfiris’ tactics.!

By comparison, the majority of the lower-echelon commanders
we met told us that they devoted much time and energy to monitoring
and influencing the perceptions of a select number of local power bro-
kers in the belief that the populace in the conservative Muslim societies
in which they were working would invariably trust and follow the lead
of local elites rather than develop their own views on American forces
and their intentions in Iraq/Afghanistan. The types of power brokers
monitored and cultivated included imams, tribal sheikhs, municipal
government officials, and university/school officials. A minority of the
commanders opposed this approach and instead favored direct engage-
ment with the local populace at the grassroots level. The members of
this minority tried to use “man on the street” surveys, general behav-
joral indicators (such as the amount of anti-U.S. graffiti observed on
patrol routes), and trends in the number of intelligence tips received
from local civilians to gauge whether their grassroots efforts were bear-
ing fruit.

Those commanders who focused on cultivating local elites found
that extensive face-to-face meetings were their best tool for IO/influ-
ence operations. Face-to-face efforts almost always took a long time to
pay dividends (all commanders told us that it took several months to
gain the trust of the local power brokers), but the sense was that, in
the end, they had a positive effect on the level of violence in the area
of operation (AO). Those commanders who favored grassroots work

U Tukfir is the mechanism by which some Islamist extremists excommunicate other Mus-

lims, thereby dehumanizing them and making them legitimate targets of violence. We
should note that several other officers were very ambivalent about using Islamic theology in
U.S. IO efforts; these commanders believed that Islamic theological messages coming from
U.S. forces would have no credibility with the Iraqi populace, no matter how well crafted
they were.
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tended to use civil-military operations (CMO) extensively to provide
non-lethal kinetic activities in support of their influence and informa-
tion operations (repairing schools, handing out candy and soccer balls,
digging wells, etc.). In some cases, they also used leaflets and handbills
to disseminate key messages and themes.

At the higher echelons, two commanders told us that they moni-
tored popular feelings and attitudes by dividing the population into
macro-demographic categories, such as urban Sunnis, rural Shiites,
urban Kurds, and conducting polling or attitude surveys among these
groups. One lower-echelon commander told us his best tool for gaug-
ing the popular mood in his city was a network of informants estab-
lished by his human intelligence (HUMINT) team. He found that the
informants provided him with his only genuine insights into the real
concerns of ordinary citizens, and he adjusted his influence operations
themes often to respond to these concerns.

Most commanders recognized the important role that interna-
tional media—especially international Arab media, which are expected
to have higher credibility than Western media—could play in influ-
encing the attitudes of the local populace. This was deemed especially
important in Iraq. Commanders at the echelons above division were
deeply concerned about the ability of international media to affect
the conduct of their combat operations by raising international atten-
tion and concern to heights that would prevent the United States from
continuing kinetic operations at the desired level. The classic example
cited of an IO threshold being crossed was the first Battle for Fallu-
jah, in April 2004, during which wildly exaggerated reports of civilian
casualties were broadcast by international Arab media, causing such
an uproar in the Arab world that political pressure for cessation of the
operation grew even before the U.S. Marines were able to complete
their capture of the city.?

2 Also, bloody footage of the battle reportedly created tensions with the British, led the

White House to closely monitor the situation, and ultimately impelled renewed diplomatic
efforts for a negotiated solution. See Jim Krane, “U.S. Steps Back from the Brink in Fal-
lujah,” Associated Press, May 1, 2004; David Cracknall, “British Fears on U.S. Tactics Are
Leaked,” Sunday Times of London, May 23, 2004; “British Memo Says Heavy-Handed U.S.
Tactics Have Fuelled Opposition in Fallujah, Najaf,” Associated Press, May 25, 2004.



Commanders’ Information Needs for Influence Operations 11

However, only a few commanders actually devoted significant
time and effort to cultivating the international Arab press through reg-
ularly scheduled meetings with reporters and the distribution to junior
officers of set talking points for interviews. These were commanders
who determined that the civilians in their sector were watching the
international Arab media regularly and being influenced by it. This
small number had as one of their main information requirements a
constant and ongoing review of the international Arab media cover-
age from their sector.? There was consensus across commanders that
engaging those media outlets perceived to be hostile to the U.S. (Al
Jazeera, for example) through ongoing dialogue was a far better influ-
ence operations strategy than trying to isolate them or evict them from
the theater.

We found that commanders commonly followed the tenor of
Friday sermons in local mosques as an indicator. Most officers we inter-
acted with considered this to be a very good measure of the local infor-
mation environment, and many adjusted the content of their influence
efforts in response to changes in the tenor of sermons from week to
week.

Several commanders also told us that they frequently touched base
with representatives of major nongovernmental organizations (NGOs)
operating in their AO in order to get honest feedback on the current
attitude of the local populace. A few commanders, mostly at the higher
echelons, said they specifically monitored the level of anti-American
content in local newspapers and TV broadcasts. Lower-echelon com-
manders appeared to be less interested in these indicators than in the
attitudes of local power brokers, metrics of popular behavior, sermons
in mosques, and the state of the local infrastructure.

At least one commander noted that local attitudes on American
treatment of detainees was something that his unit monitored closely.
Perceptions that U.S. forces abused detainees were seen to be very dan-

3 It should be noted that those officers with the greatest interest in following international

media were the ones commanding forces in urban sectors with a significant middle-class
population, i.e., in areas with better-educated populations that would be expected to have
more interest in international news reporting and to be better able to afford satellite dishes.
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gerous to American credibility in that particular sector. As a result,
one officer noted that his unit made it a practice to provide all released
detainees with food and water, as well as transportation home.

Almost every officer with whom we spoke declared that a level
of cultural knowledge and sensitivity was necessary to understand the
context of the local information environment and prevent counterpro-
ductive messages or themes from being used in influence operations
efforts. The specifics of what exactly was meant by “cultural knowl-
edge” was seldom detailed by our interlocutors, however.*

Surprisingly enough, we found that many commanders thought
that influence operations also had value for the morale of their own
soldiers; indeed, at least two commanders with Iraq experience told us
that they saw boosting U.S. and coalition morale as a primary func-
tion of their influence operations efforts. These officers told us that the
constant drumbeat of American TV networks’ negative news on Iraq
(most of which can be viewed on U.S. bases in Iraq) eroded the morale
of their soldiers enough that they felt compelled to use their influ-
ence operations talking points on U.S. achievements in theater during
their weekly meetings with soldiers in subordinate units. To these com-
manders, their own troops’ morale and those troops’ understanding of
U.S. goals and their role in accomplishing them were major parts of the
local information environment.

Finally, we discovered from the interviews (just as we did from
the NTC data) that official unit Commander’s Critical Information
Requirements (CCIRs) often purposely do not include indicators on the
local information environment. Many officers stated that they viewed
CCIRs as being “alarms” that would cause the unit staff to wake up the
commander in the middle of the night. Most information environment
indicators did not fall into this category in the view of these officers.
They thought that indicators of the information environment belonged
in the category of simple information requirements, which represent
the basic “pipeline” mode of commander-staff interaction (discussed in

greater depth in Chapter Three).

4 The subject of training and education for soldiers to improve their “cultural intelligence”
was not part of our study.
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Insights from Recent Papers by Senior Commanders

Although the influence operations literature is expanding rapidly as the
Army increasingly recognizes the importance of non-kinetic activities
in stability operations, four papers by commanders recently or cur-
rently serving in Iraq have received particular notice. Because of these
commanders’ commitment to integrating IO and civil affairs opera-
tions with combat operations, their thoughts are relevant to identify-
ing the most critical types of information needed to conduct success-
ful influence operations at the operational and tactical levels, and for
developing “best practices” and new doctrine and TTP.

GEN Peter W. Chiarelli, Commander, 1st Cavalry Division

In a recent paper, GEN Peter W. Chiarelli and co-author MA] Patrick
R. Michaelis describe the 1st Cavalry Division’s integration of IO and
influence operations with other lines of operation (LOOs) in a largely
Shiite neighborhood of Baghdad called Sadr City in 2004-2005.5

Chiarelli describes his division’s operational campaign plan as
being balanced across five major LOOs, with each LOO tied to 10,
effectively constituting a sixth LOO. Two LOOs were traditional
military activities: combat operations and training and employment
of security forces. The three other LOOs supported nation building,
including provision of essential services, promotion of governance, and
development of economic pluralism.

Chiarelli and his co-author identify the types of information the
division required to support a robust influence operations capability.
These include data on the ethnic, religious, and cultural makeup and
beliefs of the populace; on key Iraqi stakeholders (e.g., tribal or clan
leaders) and on individuals who could facilitate meetings with these
stakeholders; on the status of infrastructure and basic services; on eco-
nomic progress (such as prices, wages, unemployment figures, business
activity, and waiting times at gas pumps); on activities of NGOs; on
such enemy activities as attack locations, rates, trends, and recruitment;

> Peter W. Chiarelli and Patrick R. Michaelis, “Winning the Peace: The Requirement for
Full-Spectrum Operations,” Military Review, July—August 2005, pp. 4-17.
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and on media activities. Reckoning that conditions on the ground
affected support or opposition for insurgent activity, Chiarelli also
requested that correlations between enemy attacks and other activities,
on one hand, and local conditions, on the other (for example, substan-
dard conditions or successful infrastructure projects), be monitored.®

One important point should be noted with regard to the experi-
ences described in this paper. The infrastructure restoration effort con-
ducted by Chiarelli’s st Cavalry Division was limited to the Shiite
Sadr City district of Baghdad, so one must be cautious about apply-
ing the influence operations lessons learned here to other parts of
Iraq, especially rural Sunni areas. That said, Chiarelli’s efforts provide
a useful contribution on how commanders think about measures of
effectiveness (MOEs) in stability operations in that he was measuring
U.S. activities, conditions on the ground, and the impacts of both on
enemy activity.”

MG David H. Petraeus, Commander, 101st Airborne Division

(Air Assault)

In then-MG (now GEN) David H. Petracus’s view, COIN campaigns
are more than just military operations. Recounting lessons learned
from his time commanding the 101st Airborne Division, the Multi-
National Security Transition Command-Iraq, and NATO Training
Mission—Iraq, Petracus offers 14 observations on how to conduct a

COIN operation:

6 Chiarelli and Michaelis (2005, p. 8) report that “72 percent of the local populace stated
there was a direct correlation between their sense of security and the presence of the IPS
[Iragi Police Service].” They also report (pp. 9—12) direct correlations between enemy action
and lack of basic services; between level of local infrastructure status, unemployment fig-
ures, and attacks on U.S. soldiers; and between terrorist incidents and funding levels in Sadr
City.

7 JP 1-02 (DoD, 2001a, p. 337) defines measure of effectiveness as “[a] criterion used to assess
changes in system behavior, capability, or operational environment that is tied to measuring

the attainment of an end state, achievement of an objective, or creation of an effect. Also

called MOE.”
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“Do not try to do too much with your own hands”;?

Act quickly, because every Army of liberation has a half-life;
Money is ammunition;

Increasing the number of stakeholders is critical to success;
Analyze “costs and benefits” before each operation;
Intelligence is the key to success;

Everyone must do nation-building;

Help build institutions, not just units;

Cultural awareness is a force multiplier;

. Success in a counterinsurgency requires more than just

military operations;
Ultimate success depends on local leaders;
Remember the strategic corporals and strategic lieutenants;
There is no substitute for flexible, adaptable leaders;
A leader’s most important task is to set the right tone.”

15

COIN campaigns thus involve nation building, where “money is
ammunition,” “cultural awareness is the force multiplier,” and success
depends on the success of efforts to gain support from local leaders.
Indeed, as should be clear from the list, most of Petraeus’s observations
are directly relevant to the enterprise of influence operations, whether
dealing with indigenous leaders, cultural awareness, nation or institu-
tion building, or other activities.

According to Petraeus, the key types of information required to

conduct such operations include knowledge of local leaders, knowl-
edge of the geographic and the cultural terrain (e.g., ethnic groups,
tribes, religious elements, political parties, government structures and
processes, local and regional history), and human intelligence.

8

As his first observation, Petraeus is quoting the 15th of T. E. Lawrence’s 27 articles, found

in T. E. Lawrence, “The 27 Articles of T. E. Lawrence,” The Arab Bulletin, August 20, 1917.

9

Iraq,” Military Review, January—February 2006, pp. 2-12.

David H. Petracus, “Learning Counterinsurgency: Observations from Soldiering in
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LTG Thomas F. Metz, Commander, lll Corps, Coalition Joint

Task Force-7, and Multi-National Corps-Iraq

In this article, LTG Thomas F. Metz recounts his experience with 10
and influence operations over a number of years, including his most
recent tours in Iraq.!’

Metz and his co-authors describe the two Fallujah operations to
illustrate the power of properly integrating influence operations into
the battle plan. In their analysis, Operation Vigilant Resolve (the April
2004 operation) failed because of lack of support from the Interim
Iraqi government and heavy international media coverage of unsub-
stantiated enemy reports of collateral damage and excessive force. By
comparison, for Operation Al Fajr (the November 2004 operation),
courses of action were developed to mass effects in the information
domain and prevent a recurrence of the earlier outcome.

This paper details key influence operations activities and kinds of
information required during his command, including: understanding
the local populations and key leaders; understanding enemy informa-
tion centers, networks, and infrastructure; understanding and control-
ling what Metz and his co-authors call the “IO threshold”—the point
at which enemy 1O can undermine the coalition’s ability to conduct
combat operations by creating perceptions that U.S. combat operations
are indiscriminate and need to be reigned in; and knowledge of local
media and other information channels and of local attitudes, beliefs,
and media consumption.

COL Ralph O. Baker, Commander, 2nd Brigade Combat Team,

1st Armored Division

COL Ralph O. Baker, former commander of the 1st Armored Divi-

sion’s 2nd Brigade Combat Team (BCT), provides a recent view of

influence operations from the perspective of a brigade commander.
Baker’s paper accents the critical role of trust in influence: He

devoted considerable effort to winning and maintaining the trust

10 Thomas F. Metz, Mark W. Garrett, James E. Hutton, and Timothy W. Bush, “Massing
Effects in the Information Domain: A Case Study in Aggressive Information Operations,”
Military Review, May—June 2006, pp. 2-12.
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of local elites and establishing a reputation for telling the truth, and
worked through local elites and media because they were most likely to
be trusted by the larger population.

According to Baker, careful target audience analysis, the cultiva-
tion of Arab media sources, and the collection of information to sup-
port measures of effectiveness were crucial strengths of the 2nd BCT’s
1O efforts." Baker identified five key target audiences based on types—
sheikhs, political leaders, academics, etc.—rather than ethnicity, and
assessed their attitudes, beliefs, and media consumption habits.

To better understand the diverse ethnic, cultural, economic,
religious, and educational dynamics in its AO, the brigade collected
detailed demographic information for neighborhoods in the AO. And
to identify key leaders and influential groups, it collected informa-
tion on political and administrative boundaries, organizations, and
networks.

The brigade also conducted media content analyses and surveys
to better identify the most-popular newspapers and TV stations. Baker
hired Iragis to assist with the information collection process and had
them monitor Arab media 24 hours a day, seven days a week to track
what was being said about coalition forces. The brigade also periodi-
cally monitored enemy IO efforts and messages in order to better coun-
ter them. Extensive performance metrics were developed, including
favorable/unfavorable reports running on major Arab satellite networks
and in major papers; intelligence tips received (more tips indicated a
more cooperative populace); anti-coalition/radical content at Mosque
sermons; statistics on brigade influence operations activities (how many
meetings with leaders, press events, etc., each week); the status of local
and national renovation and reconstruction projects; and intelligence
on insurgent/terrorist activities (including casualties, property damage,
and disruptions to electricity, water, fuel in order to inform the public
of their negative impact).

11 Ralph O. Baker, “The Decisive Weapon: A Brigade Combat Team Commander’s Per-
spective on Information Operations,” Military Review, May—June 2006, pp. 13-32.
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Key Common Insights from Commanders’ Papers

Although some commanders emphasized different aspects of influence
operations (e.g., Chiarelli focused extensively on infrastructure devel-
opment while Baker focused more, although not exclusively, on influ-
encing the population by developing ongoing relationships with local
leaders) in their papers, all of them demonstrated a keen understand-
ing of and commitment to the importance of integrating 10O, influence
operations, and other non-kinetic activities into combat operations. All
recognized the tremendous challenge of conducting influence opera-
tions efforts in areas where the enemy’s understanding of the local
information environment is significantly better than your own, under-
scoring the urgency of improving coalition IO.

Another important commonality among the commanders was
their emphasis on the need to adequately understand target audiences,
including their culture, social norms, and psychology. Without such
understanding, it is difficult to craft coalition messages that resonate
with the local populace and to convince them that they and the U.S.
forces have a mutual interest in stability and reconstruction. In the
absence of cultural awareness, it is also difficult to counter enemy [10. A
l