TOWARD A RISK MANAGEMENT DEFENSE
STRATEGY

Nathan Freier

August 2009

Visit our website for other free publication
downloads
http:/ /www.StrategicStudiesInstitute.army.mil /

To rate this publication click here.

The views expressed in this report are those of the author
and do not necessarily reflect the official policy or position
of the Department of the Army, the Department of Defense,
or the U.S. Government. The views expressed in this report
are those of the author and do not necessarily reflect the
official policy or position of the Department of the Army, the
Department of Defense, or the U.S. Government. Authors
of Strategic Studies Institute (SSI) publications enjoy full
academic freedom, provided they do not disclose classified
information, jeopardize operations security, or misrepresent
official U.S. policy. Such academic freedom empowers them
to offer new and sometimes controversial perspectives in
the interest of furthering debate on key issues. This report is
cleared for public release; distribution is unlimited.

FhhkE

This publication is subject to Title 17, United States Code,
Sections 101 and 105. It is in the public domain and may not
be copyrighted.


http://www.strategicstudiesinstitute.army.mil
http://www.strategicstudiesinstitute.army.mil/pubs/display.cfm?pubID=934

Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 3. DATES COVERED
AUG 2009 2. REPORT TYPE 00-00-2009 to 00-00-2009
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Toward a Risk Management Defense Strategy £b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION

U.S. Army War College,Strategic Studies | nstitute,122 Forbes REPORT NUMBER

Avenue,CarlisePA,17013

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR'’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release; distribution unlimited

13. SUPPLEMENTARY NOTES

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17. LIMITATION OF 18. NUMBER 19a. NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE Same as 76
unclassified unclassified unclassified Report (SAR)

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



*hkkhk

The author is extremely grateful to the leadership and staff
of the US. Army War College’s Peacekeeping and Stability
Operations Institute and the Strategic Studies Institute for their
continued support of this research. Special thanks, in this regard,
go to Colonel John Kardos, Colonel Lorelei Coplen, and Professor
Douglas Lovelace. The author is further grateful to colleagues
and staff at the Center for Strategic and International Studies.
Here, the author would like to single out Mr. David Berteau, Dr.
Clark Murdock, Mr. Sam Brannen, and Ms. Christine Wormuth.
A special thank you also goes to Dr. John Bonin of the U.S.
Army War College. He was instrumental in helping me refine
many of the monograph’s most important conclusions. All of the
aforementioned offered me key insights. Hopefully, I accurately
reflect the most important among them. This work would not have
been possible without the insights and contributions of the scholars
and policymakers cited. Their ideas too have been instrumental.
Finally, the author would like to extend special recognition to the
civilian and military personnel in the Department of Defense.
They continue to serve selflessly with distinction through one of
the most difficult and complex periods in American history.

*hkkhk

Comments pertaining to this report are invited and should be
forwarded to: Director, Strategic Studies Institute, U.S. Army War
College, 122 Forbes Ave, Carlisle, PA 17013-5244.

*hkkhk

All Strategic Studies Institute (SSI) publications are available
on the SSI homepage for electronic dissemination. Hard copies
of this report also may be ordered from our homepage. SSI's
homepage address is: www.StrategicStudiesInstitute.army.mil.

PKSOI's website address is https://pksoi.army.mil.

ii



*hkkhk

The Strategic Studies Institute publishes a monthly e-mail
newsletter to update the national security community on the
research of our analysts, recent and forthcoming publications, and
upcoming conferences sponsored by the Institute. Each newsletter
also provides a strategic commentary by one of our research
analysts. If you are interested in receiving this newsletter, please
subscribe on our homepage at www.StrategicStudiesInstitute.army.
mil / newsletter/.

ISBN 1-58487-401-5

iii



FOREWORD

The U.S. Army War College’s Peacekeeping and
Stability Operations Institute and Strategic Studies
Institute are pleased to offer this important study on
key considerations for DoD as it works through the
on-going defense review. Mr. Freier outlines eight
principles for a risk management defense strategy.
He argues that these principles provide “measures of
merit” for evaluating the new administration’s defense
choices. This monograph builds on two previous
works — Known Unknowns: Unconventional “Strategic
Shocks” in Defense Strategqy Development and The New
Balance: Limited Armed Stabilization and the Future of
U.S. Landpower.

Combined, these three works offer key insights on
the most appropriate DoD responses to increasingly
“unconventional” defense and national security
conditions. This work in particular provides DoD
leaders food for thought, as they balance mounting
defense demands and declining defense resources.

DOUG EAS C. LOVELAé, JR.
Director

Strategic Studies Institute
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SUMMARY

Current fiscal and operational realities no doubt
constrain the defense decision space. It is realistic to
view the coming era as one of general defense and
national security evolution, complemented by some
targeted revolution within the Department of Defense
(DoD). Toward thatend, the current Quadrennial Defense
Review (QDR 10) must rationalize competing visions
about the certainty of future unconventional threats
and lingering uncertainty about evolving traditional
challenges. Doing so requires adoption of a new risk
management defense strategy.

Both the President and the Secretary of Defense
(SecDef) recognize the need for a risk management
approach in future DoD strategy, planning, and
capabilities development. The President, the new
national security team, and the SecDef also recognize
that the likeliest and most dangerous future security
challenges will be unconventional. A contemporary
risk management defense strategy should adhere to
and be judged against eight principles. These help
inject realism, rigor, and strategic precision into future
DoD plans and programs. The eight principles are:

* Integration of DoD into a whole-of-
government approach for avoiding or
preventing the most dangerous future
conflicts. Success of a risk management defense
strategy relies on synchronized interagency
efforts that together focus on avoiding or
preventing the most dangerous conflicts in the
tirst place. A more deliberate and synchronized
whole-of-government approach to traditional
war prevention, for example, will relieve
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some of the pressure on DoD to maintain an
excessive traditional hedge. As for dangerous
unconventional challenges or conflicts, it is
incumbent on the U.S. Government (USG) to
use “smart power” around the world now
to prevent nonmilitary, but still war-like,
competition, as well as violent dissolution of a
large and important state.

Optimization for persistent management
of violent unconventional threats. Among
the least preventable future defense-relevant
challenges are failures of governance whose
second- and third-order impacts threaten U.S.
interests unconventionally. DoD should seize
the opportunity afforded by a wider USG
focus on preventing dangerous but less likely
conflicts, optimizing strategy and key defense
capabilities for persistent management of
chronic unconventional hazards.

This requires a new “division of labor” for
much of the joint force. General purpose land
forces will need to optimize for the armed
stabilization of crippled states. Direct action
special operating forces will need to continue
honing their capabilities for deep penetration of
un-, under-, or irresponsibly governed territory
to kill or apprehend terrorists and criminals,
disrupt effective sanctuary, secure or disable
weapons of mass destruction, and support
general purpose land forces prosecuting
more resource-intensive stabilization and
counterinsurgency. Air and naval forces will
support land-centric irregular warfare missions
but will likely lean toward optimizing for more
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conventional warfighting missions. In doing
so, they cannot err on the side of “excessive
conventional overmatch,” and they must
continue to demonstrate broad utility for both
conventional and unconventional conflict
environments.

Acknowledgement of a defense-relevant,
unconventional world beyond the War on
Terror (WoT). Current trends threaten over-
optimization of defense strategy and capabilities
for operations in the Middle East from a regional
perspective, and counterterrorism and classical
counterinsurgency from a functional one. Both
of these are important but also insufficient by
themselves for DoD’s adjustment to a new
more unconventional operating environment.
To use a contemporary financial analogy, the
United States and its interests are threatened
unconventionally worldwide by a range of
“systemic risks.” These can manifest by hostile
design or in the absence of design. Any, under
the right circumstances, threaten to fatally
undermine the security of important interests in
waysthatwould require substantial U.S. military
involvement. Points of unconventional, defense-
relevant systemic risk include a competitors
recourse to “war without warfighting,” political
extremism, toxic anti-American populism,
nuclear proliferation, and expanding political
and economic vulnerability.

It would be prudent for senior defense
officials to recognize that waves of unrelated
unconventional threats will combine with
a smoldering WoT with Islamic extremists.
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Together these will remain persistent DoD
burdens. This wider set of unconventional
challenges will include well-defined threats
from state and nonstate opponents free-riding
on adverse contextual conditions and less
containable threats from contextual conditions
themselves. Combined, these will see DoD
less employing its resources to underwrite a
vulnerable but functioning order and more—
under the most demanding circumstances—
leadingwider USGresponsestotheconsequential
absence of order all together.

Recalibration of contingency plans for
pursuit of limited strategic and operational
objectives. Adoption of a risk management
defense strategy requires that future military
(and whole-of-government) campaigns
pursue more realistic and limited strategic
and operational aims. Appetite suppression
and strategic discipline should inform future
DoD contingency planning. U.S. actions in
traditional conflicts should trend in the direction
of coercive or punitive joint campaigns focused
on a circumspect set of limited outcomes. These
might include satisfactory adjustment of an
offending regime’s bad behavior, neutralization
or destruction of destabilizing military
capabilities, and restoration of the status quo
ante bellum. In large-scale contingencies
under less conventional conditions, strategic
and operational objectives should be similarly
limited —often the minimum essential and
manageable stabilization of an irregular conflict
environment.
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Pursuit of institutional change conforming to
the "art of the possible and necessary" versus
the "desirable and ideal." Today, the prioritized
application of limited defense resources is more
important than ever. The new administration
has an expansive list of defense priorities. Under
a risk management defense strategy, it might be
prudent to limit, curtail, or delay some of these
after a thorough review of their broad utility.
The United States is increasingly threatened
unconventionally. Key sources of unconvent-
ional threat include terrorism, insurgency, and
civil violence; higher-tech “global guerrilla”
warfare; proxy “irregular” warand sophisticated
“hybrid” war; the democratization of nuclear
capabilities; and niche exploitation of the
global commons by competitors—particularly
space and cyber-space. These areas demand
continuing institutional defense revolution.
Deliberate  improvement in  traditional
warfighting capabilities is important. However,
it is not nearly as important as “precision
guided” institutional revolutions in
irregular warfare and stabilization, nuclear
nonproliferation, consequence management
and civil support, space, and cyber security.

Recognition that prevention and response are
zero sum propositions. In a policy environment
marked by declining defense resources, the
balance between investment in prevention
and investment in effective crisis response is
particularly delicate. It is likely that resources
committed to building exclusive capacity for



one amounts to a net loss in capabilities for the
other.

A more preventive, indirect “advisory”
approach to managing future conflict is among
the most cost effective ways to secure common
interests with partners. However, as a tool for
prudent risk management, embedding advisory
capacity in existing formations might be the
wiser approach. In making forthcoming strate-
gic choices about force structure and missioning,
senior defense decisionmakers will have to
carefully evaluate the cost-benefit relationship
between exclusively missioning military forces
for conflict prevention and the impact of doing
so on broad capabilities for crisis response.

Incorporation of unthinkable but still
plausible “strategic shocks” in future defense
planning. Defense senior leaders must account
for the surprise onset of the most plausible
and hazardous unconventional contingencies
that would, without meaningful defense
contributions, defy effective resolution. Some
of these potential “strategic shocks” merit
preliminary academic exploration. Some should
be the object of prudent defense hedging, and
others must increasingly become the targets of
deliberate and detailed contingency planning.
When combined, these efforts help underwrite
the efficacy of key defense strategy and resource
decisions and guarantee the relevance and
resilience of DoD against the broadest range of
defense-relevant challenges.

Net and risk assessment of and speculative
contingency planning for specific “strategic
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shocks” are low-cost down payments on
prudent hedging and risk mitigation. Planning
for defense-relevant shocks involves marrying
plausibility and extreme hazard with defense
relevance. Contingency events that are more
plausible, hazardous, and irresolvable without
material defense contributions merit serious
consideration.

Integration of holistic homeland security (HLS)
demandsinstrategy, planning, and capabilities
development. One central point of failure of
a risk management defense strategy would
be continuing the genetic under-appreciation
by DoD of its inherent responsibilities for
supporting civil authorities at home under
extraordinary circumstances. For DoD, support
to civil authorities in the event of a crippling
domestic catastrophe is perhaps its most
underappreciated unconventional challenge.
Regardless of the cultural predisposition
within DoD to focus on exigent foreign security
challenges, DoD must account for the most
compelling domestic emergencies first in its
future resource allocation and capabilities
planning.

To date, DoD has pared its homeland defense
and HLSresponsibilities in ways that undermine
its ability to respond effectively to domestic
emergencies. Reversing this trend requires that
DoD identify and resource specialized home-
land security capabilities and ensure consistent
access to the minimum essential number of
general purpose forces necessary to respond
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to the likeliest domestic emergencies. Both are

critical risk management considerations for
DoD.

Adhering to and judging future choices according
to these eight principles will help senior defense and
military leaders balance risk. They are consistent with
the new administration’s vision, as well as the priorities
articulated by the SecDef. Adopting them will require
some cultural adjustment and compromise. Employing
principles like these can result in a risk management
defense strategy that contributes decisively to securing
coreinterests. They also materially reduce thelikelihood
of a perpetual “strategy-resource mismatch.”
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TOWARD A RISK MANAGEMENT DEFENSE
STRATEGY

INTRODUCTION —SOMETHING HAS TO GIVE

I always think of the apocryphal statement
attributed to the chancellor of the exchequer in
the United Kingdom in 1927: “We are running
out of money, so we must begin to think.” . ..
I think we are going to be in another era like
that.!

— Undersecretary of Defense for Intelligence
James Clapper.

As the new administration moves out, the
Department of Defense (DoD) and the whole of the
U.S. Government (USG) face daunting strategy and
resource choices. DoD’s FY 2010 baseline budget
request stands at $533.7B.? With supplemental
expenditures for FY 2010, that figure surpasses $663B.?
In spite of commitments to reduce the U.S. presence
in Iraq over the next 2 years, DoD still confronts
dual, near-term warfights there and in Afghanistan.
The latter effort will witness increased ground force
commitments this year.*

The administration also pledges to continue with
substantial landpower growthinitiated in the final years
of the Bush administration.” Competing for resources
with growth in Army and Marine Corps end strength
are the rising costs of “resetting” both land components
after extended combat abroad, as well as much needed
Joint Force modernization.® While still in the private
sector, Michele A. Flournoy (now the Undersecretary
of Defense for Policy) and Shawn Brimley (now a DoD



advisor to Flournoy) observed: “The next Secretary
of Defense will inherit a department that is . . . under
enormous pressure. The constant imperative to support
forward-deployed forces engaged in current operations
has strained the ability of the military services and their
civilian leaders to adequately plan for a complex and
uncertain future.””

As DoD corporately assesses the President’s
priorities and the coming decade’s mounting defense
demands, something will have to give.® Over the next
year, DoD will make macro-decisions on strategy, force
planning, and joint force missioning. The wider USG
will also make key decisions on greater burden sharing
across the interagency.’ All of these will ultimately be
grounded by necessity in risk-informed choice.

Current fiscal and operational realities no doubt
constrain the defense decision space. It may be more
realistic to view the coming era as one of general
defense and national security evolution, complemented
by some targeted revolution in DoD missions and
capabilities. Most agree that discretionary defense
spending will either decline or plateau in real terms in
this administration. This would be true regardless of
which party occupied the Oval Office.

According to Secretary of Defense (SecDef) Robert
Gates, “[T]he spigot of defense funding opened by
9/11 [September 11, 2001] is closing. With two major
campaigns ongoing, the economic crisis and resulting
budget pressures will force hard choices on this
department.”' With growing and more diverse defense
challenges and decreasing defense resources, DoD
will be in the business of risk management and risk
allocation for the foreseeable future. Risk elimination
is both cost-prohibitive and impossible. Consistent
with the worldview of Secretary Gates, Flournoy and



Brimley observe: “With the U.S. economy sliding
toward recession and the national deficit and foreign
debt rising to unprecedented levels, [President Obama
and Secretary Gates] will need to avoid overstretch and
make difficult decisions about where to place emphasis
and how to prudently balance risk.”"!

Transition to a new administration offers DoD the
opportunity to begin defense strategy development
and planning from a blank slate. However, there is no
avoiding the continuing demands of current operations
and a mixed-to-gloomy fiscal outlook. With respect to
current operations, in particular, though there are real
philosophical differences with the past administration,
ongoing wars are lingering realities for the current
defense team. They defy quick and easy redefinition or
de-escalation and continue to draw disproportionate
policy focus at very high levels.”” In addition, some
policy decisions—i.e., land force expansion—are near
or past the point of no return. Indeed, the Obama
administration has repeatedly affirmed that course.”

The on-going Quadrennial Defense Review (QDR
10) must rationalize competing defense visions. On
one hand is the certainty of future unconventional
threats —irregular, catastrophic, disruptive, and
hybrid. On the other is lingering uncertainty about
evolving traditional challenges. Senior defense leaders
will need to critically assess DoD’s current planning
trajectory; identify key areas of vulnerability; and invest
finite discretionary resources accordingly. Decreasing
resources and increasing challenges require rigorous
net assessment; the careful allocation, balance, and
mitigation of risk; and unprecedented coordination
between various government agencies. As the opening
epigram suggests, “We are running out of money, so we
must begin to think.” This requires a more disciplined



risk management approach to defense strategy.

This monograph builds on two previous works
by the author—Known Unknowns: Unconventional
“Strategic Shocks” in Defense Strategy Development and
The New Balance: Limited Armed Stabilization and the
Future of U.S. Landpower.** It frames the contemporary
defense decisionmaking environment. It describes the
concept of risk management as a founding principle
for contemporary defense strategy development. And
finally, it outlines the eight key strategic principles that
should be at the core of important near-term defense
decisions.

These eight principles are touchstones against which
senior DoD leaders and defense planners evaluate the
efficacy of future options. They inject realism, rigor,
and strategic precision into future DoD plans and
programs. The principles are:

1. Integration of DoD into a whole-of-government
approach for avoiding or preventing the most
dangerous future conflicts.

2. Optimization of strategy and key defense
capabilities for persistent management of violent
unconventional threats.

3. Acknowledgement of a defense-relevant,
unconventional world beyond the War on Terror
(WoT).

4. Recalibration of contingency plans for pursuit of
limited strategic and operational objectives.

5. Pursuit of institutional change conforming to the
"art of the possible and necessary" versus the "desirable
and ideal."

6. Recognition that prevention and response are
zero sum propositions.

7. Incorporation of unthinkable but still plausible
“strategic shocks” in future defense planning.



8. Integration of holistic homeland security (HLS)
demands in strategy, planning, and capabilities
development.

All substantive work on this monograph was
complete prior to recent decisions on the FY 2010
defense budget and the articulation of the Quadrennial
Defense Review’s key focus areas.”” Since writing has
concluded, the eight risk management principles
outlined in this piece have largely been validated by
senior defense officials through their statements and
actions.'

A COMPLEX DECISIONMAKING
ENVIRONMENT AND COMPETING DEMANDS

Near-term defense realities and a future defined by
persistent unconventional conflict complicate defense
decisionmaking in ways not seen since the Vietnam
War.” The recent presidential transition occurred in a
time of war —the first in 40 years. The world today is
quite different from that faced by Presidents Lyndon
Johnson and Richard Nixon. Nonetheless, they too
confronted active combat abroad, proxy “irregular”
wars, hybrid conflict, and the challenge of building
joint forces for an indeterminate future. President Barak
Obama and Secretary Gates navigate similar territory.
Their challenge is compounded by expanding national
and global economic vulnerability.

Secretary Gatesis institutionalizing the President’s
defense vision in a resource-constrained environment.
During the campaign, under the rubric of “Building
Defense Capabilities for the 21st Century,” President
Obama articulated a number of key defense priorities.
They included not only expanding the size of the Army



and Marine Corps but also increasing their capabilities
for irregular warfare (IW)."* Candidate Obama
further committed to preserving “unparalleled [U.S.]
airpower capabilities”; recapitalizing U.S. naval forces;
maintaining “pragmatic and cost effective” support
for national missile defense; “(e)nsuring freedom of
space;” and, finally, “identify(ing) and protecting
against” emerging cyber threats."

As campaigning transitions to governing, both
President Obama and Secretary Gates have faced and
will face a range of critical and often unpopular defense
decisions.? For one, DoD is not immune to increasing
economic hardship in the United States and around the
world. Secretary Gates” new decisionmaking reality is
the likelihood of flat or decreasing defense resources
and a concomitant increase in the number and type of
compelling defense-relevant challenges. In this regard,
Gates has already attempted to free up future decision
space for himself with a number of controversial
budget recommendations in advance of the QDR.?

Defense-specific and defense-relevant strategic
challenges are manifest. There is no room for a
national security time out. A WoT of some description
will endure. The President acknowledged as much
in his inaugural address.” Iraq’s internal conflict
and instability will smolder, even as U.S. forces
progressively hand over responsibility to the Iraqi
government. The U.S.-led counterinsurgency (COIN)
campaign in Afghanistan will enter a new and more
activist stage.® A more assertive China will test
American defense commitment in northeast Asia, the
Pacific Rim, and in space and cyberspace.?* Likewise,
Russia will continue to exercise substantial military
influence around its periphery.”



In addition to these “known knowns,” there
are under-considered, defense-relevant “known
unknowns” on the strategic horizon as well. * Like
9/11, these are sudden “strategic shocks” that force
abrupt, fundamental reorientation of some or all of the
defense and national security enterprise on new and
unfamiliar strategic challenges. The newly published
Joint Operating Environment (JOE) acknowledges the
likelihood of disruptive “strategic shocks” when it
observes:

Changes will occur throughout the energy, financial,
political, strategic, operational, and technological
domains. While some change is foreseeable, even
predictable, future joint force planning must account for
the certainty that there will be surprises. How drastic,
how disruptive they might be is at present not discernible
and in some cases it will not even be noticed until they
happen.”

In this regard, DoD must be prepared for the next
“unconventional” shoe to drop —e.g., the unanticipated
collapse of a strategic state, increased nuclear
proliferation and the prospect of nuclear use, the
skillful employment of “hybrid” or “proxy” war against
the United States, a crippling global pandemic, and
strategically dislocating emergencies at home.?® Global
economic challenges may play a hand in triggering
or intensifying one or more of these.” It certainly will
impact the new administration’s freedom to invest in
those defense and national security capabilities and
missions it wants. The primacy of needs over wants is
a growing defense reality.

Both the President and the SecDef recognize the
increasing need for risk management in DoD strategy,
planning, and capabilities development. Secretary



Gates, for example, recently observed, “The United
States cannot expect to eliminate national security risks
through higher defense budgets. . . . The Department
of Defense must set priorities and consider inescapable
tradeoffs and opportunity costs.”* Likewise, during
the presidential campaign, candidates Obama and
Biden committed to “rebalance(ing) our capabilities to
ensure that our forces have the agility and lethality to
succeed in both conventional wars and in stabilization
and [COIN] . . . review(ing) . . . each major defense
program in light of current needs, gaps in the field, and
likely future threat scenarios.”*! Their view of balance
is just now taking form in Secretary Gates’ recent
program decisions.

Unconventional threats and challenges are at the
center of a contemporary risk management strategy.
Unconventional challenges are both the most urgent
current as well as the likeliest future threats. These
unconventional security challenges will emerge from
both state and non-state sources, most often as hybrid
combinations of irregular, catastrophic, disruptive,
and/or traditional threats. They will manifestaccording
to and in the absence of strategic design.

The more these are born of “purposeful” non-state
actors or emerge from unforeseen or under-appreciated
“contextual” triggers (e.g.,, economic dislocation,
failed governance, natural or human disaster, public
health crises), the more they lay beyond the proximate
control of the USG and its international partners.*
And, the more they fall substantially outside DoD’s
conception of warfighting. Further still, when states
engage in “purposeful” unconventional war or war-
like behavior against the United States, they do so so
surreptitiously that they rob the United States of the
casus belli necessary for the legitimate use of military
force.



Thus, as a founding assumption, the new defense
strategy should acknowledge that DoD is predomi-
nantly in the business of “unconventional” crisis
prevention and contingency response for some time to
come. There are no “silver bullets” for the problems
of catastrophic terrorism, “hybrid” competition
and conflict, state failure and collapse, complex
insurgencies and civil conflicts, and strategically
consequential criminal activity. Clearly, prevention
and deterrence are cornerstones of a risk management
defense strategy. However, there are certain to be
unconventional, defense-relevant challenges that are
neither preventable nor deterrable.

Preventing or deterring less conventional hazards
is simply more problematic. Some consequential
“contextual” threats like political disaffection, un- and
under-governance, and environmental degradation
thrive independent of countervailing efforts for crisis
and conflict prevention and deterrence. This is even
truer as the resources available for broad whole-of-
government prevention dry up under the strain of
economic recovery. Deterring “purposeful” non-
state actors—preventing them from acting against
the United States according to hostile design—also
presents unique challenges. On this point, the 2008
JOE observes:

Non-state actors differ from state actors in several key
ways from a deterrence perspective. It is often more
difficult to determine precisely who makes the key
decisions one seeks to influence through deterrence
operations. Non-state actors also tend to have different
value structures and vulnerabilities. They often possess
few critical physical assets to hold at risk, and are
sometimes motivated by ideologies or theologies that
make deterrence more difficult.*



The certainty of a dangerous unconventional
defense future is consistent with the broad views of
the new national security team. In this regard, both
the President and the SecDef have advocated change
in DoD’s strategic orientation. For example, in a July/
August 2007 Foreign Affairs article, candidate Obama
observed:

To recognize the number and complexity of [21st
century] threats is not to give way to pessimism. Rather,
it is a call to action. These threats demand a new vision

. . in the 21st century—a vision that draws from the
past but is not bound by outdated thinking. The Bush
administration responded to the unconventional attacks
of 9/11 with conventional thinking . . . largely viewing
problems as state-based and largely amenable to military
solutions. 3

The SecDef is similarly inured to an unconventional
defense and national security future. In his recent
Foreign Affairs article—an article many consider to
be an outline of the upcoming QDR, he observed,
“What is dubbed the war on terror is, in grim reality, a
prolonged, worldwide irregular campaign —a struggle
between the forces of violent extremism and those of
moderation.”** He continues, “The recent past vividly
demonstrated the consequences of failing to address
adequately the dangers posed by insurgencies and
failing states.”* Finally, he concludes, “What all these
potential adversaries —from terrorist cells to rogue
nations to rising powers —have in common is that they
have learned that it is unwise to confront the United
States directly on conventional military terms.”%

The certainty of an wunconventional defense
future and an end to unlimited defense spending
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indicate that DoD must, as both President Obama
and Secretary Gates suggest, set a new balance in its
strategic orientation and capabilities. Prudent risk
assessment indicates that DoD can accept increased
traditional warfighting risk, provided it does so within
a risk management strategy that is closely aligned with
wider complementary actions across the USG. Direct
DoD involvement in the persistent management of less
traditional threats, on the other hand, is less avoidable.
Less risk-taking is advised here.

EIGHT PRINCIPLES OF A RISK MANAGEMENT
DEFENSE STRATEGY

A DoD commitment to risk management should
underwrite the on-going QDR. At its foundation, a
risk management defense strategy enlists supporting
efforts from all coercive and persuasive instruments at
the nation’s disposal and proceeds informed by eight
key strategic principles. These were outlined in the
introduction. Before describing the eight principles in
detail, a fuller discussion of risk management in the
context of defense strategy is appropriate.

Risk Management Versus Risk Elimination.*®

Risk, as the likelihood of “failure or prohibitive cost
in pursuit of strategic, operational, or management
objectives,” is an ever-present consideration for senior
defense officials.*” Given that the most compelling 21st
century, defense-relevant challenges are unconven-
tional and, by implication, often deeply rooted in the
complex motivations of vulnerable populations around
the world, there is little prospect for DoD buying,
building, or training the defense establishment out of
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harm’s way in the same way it might in a more ordered
environment of traditional military competition.
Indeed, as the nation’s most capable and well-resourced
national security institution, DoD should expect that it
will continue to shoulder the lion’s share of the nation’s
unconventional security responsibilities abroad.*

In this regard, risk management is the only viable
course for defense strategy over the near-and mid-term.
Risk should be identified and mitigated according to a
very clear set of strategic priorities. The overall goal
of risk management is prudently buying down risk
where possible, while preparing to respond effectively
in those areas where no level of risk mitigation is likely
to drive hazards toward being unlikely.

A risk management defense strategy will
only succeed if and when the other—often more
appropriate —instruments of national power are
integrated into a single, seamless strategic design.
However, in the near-term, DoD should accept that it
will be the nation’s predominant instrument for foreign
crisis response. At a minimum, this is true when the
threat or presence of violence dramatically inhibits
the freedom of action and effectiveness of other non-
military capabilities.

Currently, the other agencies of government
simply have less “skin in the game.”* In spite of
aspirations to the contrary, that condition will persist
for the foreseeable future. Moreover, in much the same
way that wars in Iraq and Afghanistan consumed
the attention of the USG in the last administration,
the current team is likely to be similarly distracted
by economic challenges. It would be unrealistic
to anticipate dramatic change soon. Over the near
term, the administration will by necessity focus the
other instruments of power—diplomatic, political,
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economic, etc.—heavily against emergence of an
even darker economic future. However, non-military
instruments also offer key advantages in the strategic
management of U.S. relations with competitor states.
When employed adroitly, these advantages can offset
some traditional risk.

Onbalance, the prospect for drastically reducing the
risk of great power war is better than is the prospect for
eliminating or significantly reducing threats from more
unconventional actors and hazards. As suggested by
the 2008 JOE quote above, traditional military threats
are simply more within the control of the nation’s
broad, classical instruments of power. The United States
enjoys inherent whole-of-government advantages vis-
a-vis traditional competitors — diplomacy, coercive and
persuasive economic instruments, international trade,
international norms and organizations, etc. These
advantages are less useful under more unconventional
circumstances.

States —even badly behaving states —have a range
of tangible assets and interests that are more easily
attacked, undermined, or co-opted through measures
short of war*? In the contemporary environment,
these tangible assets grow more vulnerable every day.
In addition, given the volatility of global markets, the
United States may enjoy more common interests with
traditional competitors than it did in the past.* Today,
for example, the United States, China, and Russia
all share a desire for restored economic prosperity.
According to John Robb, “In today’s world, states
are too interdependent to easily engage in state-
versus-state warfare. The economic and social bonds
of most states make them too integral to the global
community for them to become targets of invasion.”*
As a consequence, prudent strategic investments
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across instruments of power and the nimble practice
of traditional statecraft offer greater opportunities for
driving traditional military hazards further toward
the unlikely.

The United States and the Soviet Union did, after
all, navigate 46 perilous years of Cold War without
its devolution into a “hot one.” Naturally, the defense
investments necessary to drive traditional warfighting
risk to zero would bankrupt DoD’s capacity to
persistently manage likelier unconventional conflicts
and contingencies. Thus, accepting some increase
in traditional risk is essential to the success of a risk
management defense strategy that is by necessity more
focused on a range of defense-relevant unconventional
threats and challenges.

Secretary Gates suggests that favorable outcomes
versus the most dangerous unconventional chal-
lenges —like catastrophic terrorism and insurgency —
“will take the patient accumulation of quiet successes
over a long time.”* Even with these “quiet successes,”
the best outcomes against them may still only be
perpetually tolerable (versus perfect). As such, they
will present persistent management challenges for
senior decisionmakers — eluding decisive and definitive
outcomes. As a consequence, DoD should increasingly
see itself as an instrument of unconventional conflict
management and not always or even commonly an
instrument of conflict resolution.

This theme is reflected in the new Capstone
Concept for Joint Operations (CCJO). The 2009 CCJO
observes: “(T)he major initiatives of U.S. foreign policy

. . are likely to unfold against a global backdrop of
chronic conflict. Such protracted struggles will not
lend themselves to decisive military victory, but at best
will be amenable to being managed continuously over
time.”4
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The USG along with DoD, for example, may well
succeed in preventing nuclear terrorism against the
homeland. However, elimination of all anti-American
terrorism worldwide is likely both cost-prohibitive
and unachievable. In short, pursuit of that objective
promises unacceptably high risk.

Management of terrorist challenges at levels that
are strategically tolerable is more within reach. But,
risk-informed pursuit of this more modest objective
will require the relentless employment of defense and
interagency resources and capabilities in distributed
spoiling actions worldwide. A version of the current
American approach to terrorist sanctuary in Pakistan
is instructive here. In Pakistan, less direct action would
be irresponsible and substantially more dangerously
unpredictable.

Furthermore, U.S. decisionmakers should accept as
certain that states will fail or suffer crippling instability
in the future. The failure or instability of many would
pose significant hazards to core U.S. interests. This is
perhaps more certain today, given the global economic
outlook.”” The point of strategy then should be
preventing failure or destabilization of those vulnerable
states that are most important to the continued security
of the United States and international system* while
managing the most dangerous consequences associated
with those that do fail. Unlike the terrorist sanctuary
challenge described above, strategic management
solutions under these circumstances, by necessity, may
be more comprehensive and resource intensive.

DoD’sapproachtorisk managementshould proceed
accordingly. As traditional war grows less likely, DoD
should accept moreriskin thisarena. On the other hand,
unconventional hazards are both likelier and more out
of USG control. These should benefit from increased
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policy attention and strategy focus. Corporately, DoD
strategy is already trending in this direction. For
example, the 2008 National Defense Strategy (NDS 09)
concluded: “The 2006 QDR focused on non-traditional
or irregular challenges. We will continue to focus our
investments on building capabilities to address these .

.. while examining areas where we can assume greater
risk.”*

The First Principle: Integration of DoD into a whole-
of-government approach for avoiding or preventing
the most dangerous future conflicts.

The United States cannot afford a defense strategy
that is conceptually out-of-synch with wider grand
strategy. To adopt an effective risk management
defense strategy, DoD will require help from the USG’s
other consequential national security actors. Success of
a risk management approach relies on close alignment
of defense strategy with other interagency efforts
focused together on avoiding or preventing the most
dangerous conflicts from occurring in the first place.
Traditional war avoidance hinges on the success of a
grand strategic political, diplomatic, economic, and
military “offensive” focused on material reduction
of lingering traditional military tensions with China,
Russia, North Korea, and Iran specifically.

There is low-hanging fruit with respect to the first
two —China and Russia. However, this is only true if
the parties involved —including the United States —are
willing to pursue constructive engagement on defense-
relevant issues like Taiwan, in the case of China, and
nuclear threat reduction, limited missile defense,
security of the global commons and energy security
more broadly.
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Rhetorically, this is consistent with the new defense
strategy. NDS 08 observes, “We shall seek to anchor
China and Russia as stakeholders in the system.”
Here also current economic challenges might provide
opportunities. The necessity for forging common
approaches to the global economic downturn opens
doors for more constructive engagement on key
security issues previously considered intractable points
of friction.

Iran and North Korea are trickier. However, recent
strategic experience has demonstrated the enormous
“back end” cost of even the most brilliantly executed
conventional military campaigns. Careful blending
of carrots and sticks by the new administration
with respect to Iran and North Korea—employing
approaches that moderate the perceived utility of their
overt bellicosity —is preferable to prosecuting open
and costly military confrontation during a period of
enormous global economic vulnerability.

Here again, it is important to recognize that no state
isimmune to increased volatility in the global economy.
As with the Soviet Union in a previous era, outlasting
illiberal Iran and North Korea is more palatable than
war. The costs of open conflict simply outweigh the
benefits. On Iran and North Korea, specifically, John
Robb observes:

North Korea’s nuclear weapons and Iran’s importance
to the global economic system make any conventional
attack on either one extremely difficult if not impossible.
For example, any attack against Iran [over its pursuit of
nuclear weapons] will result in massive shocks to the
global economy.*

If, as suggested above, the United States is advantaged
by a range of whole-of-government instruments that
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can—if employed adroitly —effectively “buy down”
traditional risk, then U.S. political, diplomatic, and
economic strategies should blend with sensible defense
investments in pursuit of policies focused on doing just
that. A more deliberate and synchronized approach to
traditional war avoidance and prevention by the other
instruments of power will relieve some (but clearly not
all) of the pressure on DoD to maintain an excessive
traditional military hedge.

None of this implies that DoD is out of the
business of traditional deterrence or preparation for
war of some description in response to hostile great
power provocation. It does, however, mean that closer
integration of the instruments of national power at
very high levels will provide DoD with the resource
breathing space necessary to focus on persistently
managing chronic unconventional threats that continue
to present the United States with a “clear and present
danger.’

Ideally, through diplomacy, economic incentive,
and the harmonization of key interests, the United
States might also enlist other great powers like China
and Russia in combating a number of common
unconventional, global security challenges.” For
example, it might be prudent to focus whole-of-
government efforts on great power cooperation in
securing the “global commons” and security of the
international economic system.”® Both of these areas
are essential to restored economic prosperity. And,
they may provide the first principles for a shared great
power security vision. Wider USG focus here would
also lower DoD’s perceived traditional warfighting
demands.

Concerning the most dangerous unconventional
challenges, it is incumbent on the USG to endeavor
now to engage with “smart power” around the world
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to prevent (1) the prospect for nonmilitary, but still
war-like, competition between the United States and
its most capable state-based competitors, as well as (2)
the prospect for the violent dissolution of a large and
important state whose stable functioning is critical to
the continued security and prosperity of the United
States and its international partners.” According
to the recent report by the Center for Strategic and
International Studies (CSIS):

The United States must become a smarter power by once
again investing in the global good —providing things
people and governments in all quarters of the world want
but cannot attain in the absence of American leadership.
By complementing U.S. military and economic might
with greater investments in soft power, America can
build the framework it needs to tackle tough global
challenges.®

In an era of shared economic vulnerability, it
is important both to peacefully expand economic
integration and cooperation * and ensure that the
international system avoids the disruptive “shock”
associated with sudden failure of one or more of its
key members. Failure to do either would undermine
the security and prosperity of the United States, force
it into costly military competitions and interventions
at a time it can ill-afford them, and prolong the
current period of political and economic uncertainty
worldwide. Thus, two key objectives for U.S. strategy
are increased cooperation and confidence-building
between great powers and deliberately underwriting
the continued stability of the world’s most important
states.
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The Second Principal: Optimization of defense
strategy and key defense capabilities for persistent
management of violent unconventional threats.

To the extent the SecDef and his new team are
successfulinleveragingother,non-militaryinstruments
of power to avoid and prevent dangerous conflicts, DoD
corporately has more freedom of action. It can both
assume more traditional risk and reorient key pieces
of the defense enterprise for persistent engagement of
less conventional threats and challenges. DoD should
encourage and then seize on the opportunity afforded
by a wider USG focus on preventing dangerous but
less likely conflicts, ultimately optimizing defense
strategy and key defense capabilities for persistent
management of chronic unconventional hazards.
Ideally, this optimization should occur alongside and
in harmony with complementary efforts by partner
militaries and nonmilitary USG and international
actors —recognizing, of course, that they too are
burdened by increasing resource scarcity.

As suggested earlier, no amount of prevention
is fool proof. Among the least preventable defense-
relevant challenges are failures of governance whose
second- and third-order impacts threaten U.S. interests
unconventionally. These unconventional threats are
currently manifesting themselves as the most durable
challenges over time. They include nuclear proliferation
and catastrophic terrorism, “hybrid” or “proxy” war,
state failure and collapse, un- and under-governance,
energy (in)security, and strategically consequential
criminal behavior. Though they do not conform to
the traditional norms of conventional warfighting,
cumulatively they are no less injurious and dangerous
than traditional warfights.
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This reality requires a new watrfighting focus for
much of the joint force. In this regard, a necessary
outcome of QDR 10 is some new “division of labor.”%
A new “division of labor” will most impact general
purpose forces (GPF).

The bulk of landpower GPF, for example, will
need to optimize for the limited armed stabilization of
crippled states.*® This will include both the maintenance
of significant combat capability tailored for prosecution
of intense unconventional and limited traditional
campaigns, as well as the acquisition and maintenance
of essential capabilities that are inherently non-
military in nature but nonetheless critical to successful
stability operations (SO) and COIN in non-permissive
environments.”

Direct action joint special operations forces (SOF)
will need to continue honing their capabilities for
deep penetration of un-, under-, and/or irresponsibly
governed territory to kill or apprehend terrorists
and criminals, disrupt effective sanctuary, secure or
disable weapons of mass destruction, and support
GPF prosecution of more resource-intensive SO and
COIN. Both GPF and SOF forces also need to become
accustomed to partnering with foreign military and
paramilitary forces for joint operations, training,
security force assistance, and wider foreign partner
capacity-building.

Air and naval GPF will likely lean toward
optimizing for more conventional warfighting roles,
while continuing to support prosecution of land-centric
unconventional missions. Harmonized with whole-
of-government approaches targeted at conventional
war prevention, air and naval forces, however, must
not err on the side of “excessive overmatch.” Their
relevance in the future defense equation cannot rely
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solely on their utility for conventional deterrence
and warfighting. At the same time that the likelihood
of traditional conflicts is decreasing, discretionary
defense dollars critical to building adequate defense
capacity for complex unconventional environments
are dwindling as well. Therefore, air and naval forces
must increasingly demonstrate their value both for
conventional and unconventional environments and
contingencies.

As a touchstone for future defense choices, the
persistent management principle serves as one measure
of merit for evaluating future structure, acquisition,
and strategy decisions inside DoD. Those choices that
most contribute to DoD’s role in this regard should
benefit from higher priority and increased resourcing.
Secretary Gates’ recent inclusion of IW as one of eight
issue teams focused on “recalibrating the moderniza-
tion accounts in the fiscal year 2010 budget request” is
a fair indication that this principle is gaining increased
traction.® Further, his recognition of “institutionalizing
irregular warfare and civil support abroad” as one of
tive key areas of emphasis for the QDR is yet another
example of the rising prominence of unconventional
threats and challenges.

The Third Principle: Acknowledgement of a defense-
relevant, unconventional world beyond the WoT.

The SecDef has strongly advocated “winning
the wars we are in” before looking too far ahead for
other defense-relevant threats.®® He has, at times
decried what he perceives to be the Pentagon’s focus
on “next waritis.” The SecDef argues this bureaucratic
worldview ignores on-going wars in Iraq, Afghanistan,
and the wider WoT.%? In his view, the more traditional
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the “next war” is in concept, the truer this is. The
author believes that it is less true with respect to future
unconventional demands. The nation’s unconventional
challenge set will likely rapidly transcend the WoT as
it is currently conceived in the coming decade. Indeed,
senior U.S. officials concede that the state of the global
economy adds fuel to the fire in this regard.®

Current trends threaten defense over-optimization
for operations in the Muslim world from a
regional perspective and counterterrorism (CT) and
counterinsurgency (COIN) from a functional one.
Many in DoD and the wider USG tend to define the
forthcoming national security epoch as one dominated
by CT, COIN, and a perpetual struggle against radical
Islamists. Thus, just as the Pentagon is genetically
inclined to tack back toward its comfort zone—
traditional military threats, it is equally vulnerable to
defining its unconventional future almost exclusively
in terms of recent strategic and operational experience
as well.

Islamic extremism will remain a constant hazard to
core U.S. interests. Likewise, CT and COIN will persist
as key focus areas in a future risk management defense
strategy. However, defense strategists and senior
decisionmakers must widen their unconventional
aperture beyond CT, classical COIN, and the current
WoT and account for a range of defense-relevant
hazards having little to do with terrorists, organized
insurgents, and/or the Muslim world.

If the recent economic crisis teaches defense
strategists anything, it is that the United States and its
interests are threatened unconventionally worldwide
by a range of “systemic risks.”* These can emerge from
hostile design or in the absence of design altogether.
All such risks, under the right circumstances, threaten
to fatally undermine the security of important interests
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in ways that would require substantial U.S. military
involvement. Points of unconventional, defense-
relevant systemic risk include a competitors potential
recourse to “war” without “warfighting,” political
extremism, toxic anti-American populism, nuclear
proliferation, and expanding political and economic
vulnerability.

In Emerging Risks in the 21st Century: An Agenda for
Action, the Organization for Economic Cooperation
and Development (OECD) suggests that “changes
likely to affect [security] risks and their management
in the coming decade will occur in four contexts:
demography, the environment, technology, and
socioeconomic structure.”® With respect to the first,
demographics, OECD argues that rapid population
growth particularly in Asia and Africa “will put
increased strain on resources and systems [that are]
already insufficient.”® In this regard, demographic
trends provide fodder for extremists and political
malcontents and increase the likelihood of events that
place important governments and populations at grave
risk.

On the environment, OECD observes, “(T)he
frequency and intensity of extreme events such as
drought and storms is expected to increase.”” Further,
OECD concludes that the “(a)bsence or inadequacy of
sound water resources will increasingly play a role in
weakening the health of populations and amplifying
infectious disease outbreaks.”®® Finally, the report
argues that “(r)eduction in bio-diversity could well be
another trend with dramatic consequences.”® These
combined both offer fertile ground for toxic political
agitation by U.S. opponents as well as less purposeful
but nonetheless strategically consequential crises of
human security.
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On the subject of technology, OECD notes that
“[t]hree aspects of emerging technologies will influence
risk: connectedness; the speed and pervasiveness of
technological change; and the fundamental changes in
thelandscape they might produce.””*Rapid advancesin
technology increasingly democratize the ability to kill.
They also offer the architecture for semi-anonymous
and autonomous unconventional resistance to U.S.
designs. Finally, they further increase the prospect for
contagious proliferation of dangerous pathologies and
ideologies.

Finally, on the subject of socioeconomic structures,
OECD observes, “Vulnerability to and perception of
risk in society are evolving.””* They conclude that “risk
management can be impaired by conflicts of interest”
between powerful and diverse actors — public, private,
and commercial. These range from the international to
the sub-national.”> For DoD, this means that adherence
to the more conservative view of defense-relevant
hazards that held until 9/11 and continues to persist on
some level today may grossly under-prepare defense
officials intellectually for an expanding unconventional
challenge set.

In the end, it would be prudent for senior defense
officials to recognize that waves of unrelated
unconventional threats will combine with a
smoldering WoT. Together these will remain persistent
DoD burdens. This wider unconventional challenge
set will include well-defined threats from state and
non-state opponents free-riding on adverse contextual
conditions and less containable threats from contextual
conditions themselves. Combined, often these will
see DoD less employing its resources to underwrite
a vulnerable but functioning order and more —under
the most demanding circumstances—leading wider
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USG responses to the consequential absence of order
all together.

The Fourth Principle: Recalibration of contingency
plans for pursuit of limited strategic and operational
objectives.”

Until the WoT and extended irregular wars in
Iraq and Afghanistan, contingency planning occurred
absent analogous operational experience. Worst-case,
scenario-based planning resulted in best-case, ideal,
or overly general strategic and operational objective
formulation. Strategists and planners assumed that
regime removal and/or replacement were realistic,
risk-informed outcomes.

Given the experience of the last 7 years, DoD now
well understands the limits of a finite, all-volunteer
joint force in complex operations abroad. Going
forward, defense and military planners now have
real-world conflict experience from which to draw
requisite lessons. As a consequence, the strategic and
operational aims of future military campaigns must by
necessity become more realistic and limited.

Appetitesuppressionandstrategicdisciplineshould
inform all future DoD contingency planning. Both the
QDR and subsequent implementation documents
like the Guidance for Employment of the Force (GEF)
should reject near-automatic default to regime change
or regime restoration as measures of merit for judging
the sufficiency of future defense capabilities.”* The
current SecDef already has.”” He also recently argued
for the adoption and pursuit of more limited and
realistic objectives in current operations like the war
in Afghanistan.” In general, policymakers and senior
military leaders should universally resign themselves
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to pursuit of more modest, definable, and achievable
strategic and operational aims in all future defense-led
or defense-supported operations.

Traditional conflicts against both great and lesser
powers should trend in the direction of coercive
or punitive joint military campaigns focused on a
circumspect set of limited strategic and operational
outcomes. These might include satisfactory adjustment
of an offending regime’s bad behavior, neutralization
or destruction of destabilizing military capabilities,
and restoration of the status quo ante bellum. In large-
scale contingency employment of joint forces under
less conventional conditions, strategic and operational
objectives should be similarly limited —often the
minimum essential and manageable stabilization of an
irregular conflict environment. In both cases, not
perfect, but instead manageable.

Naturally, if the nation and its defense enterprise
commit to less expansive strategic and operational
objectives in contingency planning, they can by
implication accept more risk in certain military
capabilities. To the extent that DoD recognizes that
the United States is likely to pursue more limited
objectives in the future, it should then be prepared to
accept prudent reductions (or at a minimum delays) in
some future defense outlays. For example, if planning
for traditional campaigns does trend in the direction
of coercive or punitive campaigns of limited scope
and duration, DoD may require less conventional
military capacity to achieve its objectives. Likewise,
to the extent that wholesale regime change or regime
restoration become less important in conventional
and unconventional contingencies and the more
intervention focuses on minimum essential contain-
ment and reversal of crisis conditions, the likelier it is

27



that DoD can except some risk in the number and/or
types of forces required for future force rotations.

Failure to curb the U.S. appetite for ideal outcomes
results in a bureaucratic version of the proverbial “dog
chasing its tail.” For every attempt at risk acceptance
through more limited strategic objectives, a predictable
“yes, but what if this happens” is heard in response. The
upfront acceptance of more limited strategic objectives
and, by implication, conscious choice on the capabilities
necessary to achieve them, postures defense and
military leaders well for the provision of “best military
advice” to the President—advice already grounded in
deliberate risk assessment and risk-informed choice.

One caution is important in this regard. In Iraq
(and Afghanistan), one can argue that the United
States “backed into” limited strategic and operational
objectives. Achieving these more minimalist outcomes
still required commitment of substantial defense
capabilities — predominantly landpower—over an
extended period of time. It should not be assumed that
pursuit of these more limited objectives would be any
less resource-intensive — particularly at the front end
of an intervention.”

The Fifth Principle: Pursuit of institutional change
conforming to the "art of the possible and necessary"
versus the "desirable and ideal."

New administrations are prone to pursue
revolutionary institutional change and capabilities
development. The early course adopted by the last
defense team provides a clinic in thisregard. On its face,
the current national security team is no less ambitious.
As in the case of its external strategic and operational
objectives, DoD might consider rationalizing down
and prioritizing its internal “to do” list as well. Again,
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the forthcoming defense and national security era is
less one of wholesale transformation, and more one
of patient evolutionary adaptation of some defense
institutions and precision-guided revolution in
others. The FY 2010 budget decisions and the limited
information available on the QDR indicate DoD has
internalized this worldview already.

Today, the prioritized application of limited defense
resources is more important than ever. Earlier, the
author outlined an expansive list of defense priorities
championed by the President during the campaign.
Under a risk management defense strategy, it will
remain important to limit, curtail, or delay some of
these after a thorough review of their broad utility.
The secretary has taken a first stab at this with his
controversial FY 2010 budget decisions.”

The SecDef has warned both against looking too
far ahead and looking for traditional warfights that are
increasingly less likely in order to justify programs.”
The uniformed military’s desire for a “full spectrum”
force, where each military service optimizes for the
widest range of defense-specific and defense-relevant
security challenges, is both less affordable and less
necessary. Structurally, DoD remains quite adept at
traditional warfighting vis-a-vis its likeliest traditional
competitors. This is even truer if and when it lowers
its expectations with respect to preferred strategic
and operational outcomes in future traditional
warfights; the coercive campaign approach versus
regime change. According to the SecDef, “(A)lthough
U.S. predominance in conventional warfare is not
unchallenged, it is sustainable for the medium term,
given current trends.”®

Currently, the joint force is advertised as “full
spectrum” capable. Yet, using a sports analogy, much
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of the joint force still “plays down” when it comes
to unconventional threats of purpose and context.
Joint forces are still largely optimized for major
combat operations (MCO) against well-armed state-
based opponents. However, today they are far more
commonly employed in unconventional endeavors
against guerrillas, terrorists, and generalized instability.
In this regard, note the second and third principles
above.

Areasonableappreciation of contemporary strategic
conditions indicates two immutable certainties about
the environment and its impact on the defense change
agenda. The first is recognition that a revolution
is occurring in how competitors and competitive
conditions threaten U.S. interests. The United States is
increasingly threatened unconventionally by low-tech
terrorism, insurgency, and civil violence; higher-tech,
“global guerrilla” warfare; proxy “irregular” war and
sophisticated “hybrid” challenges; the democratization
of nuclear capabilities; and niche exploitation by
competitors of the global commons— particularly
space and cyber-space.®" All of these are focus areas
that demand continuing institutional revolutions
within DoD.

The second is that “purely” traditional challenges
are evolving and not necessarily transforming. Indeed,
it might be reasonably argued that “purely” traditional
challenges of concern to the United States are fast
becoming extinct. Preparation for and prosecution
of traditional warfights are increasingly more costly
both to the United States and its likeliest traditional
adversaries. With the benefit of an earlier revolution
in military precision, the United States is well ahead
of an ongoing evolution in traditional military threats.
It will, as suggested by Secretary Gates, maintain its
advantage for the foreseeable future. The SecDef
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argues that U.S. preparations “for conventional
scenarios must [therefore] be driven more by the actual
capabilities of potential adversaries, and less by what
is technologically feasible given unlimited time and
resources.”® Again, needs must trump wants in future
defense decisionmaking.

Deliberate improvements in traditional capabilities
are clearly important. They are not, however, nearly as
important as precision-guided institutional revolutions
in IW and stabilization; nuclear nonproliferation;
consequence management and civil support; space;
and cyber security. In addition, DoD must begin
mastering the most vexing hybrid combinations of
irregular, catastrophic, disruptive, and traditional
threats and challenges. As suggested above, “division
of labor” between military services may become
increasingly necessary.

Out of an abundance of caution, some of the force —
largely air and sea components —must continue to “play
down” when necessary to hedge against the distant
prospect of coercive campaigns against malignant
great powers. The same forces also play an essential
but supporting role in prosecuting future land-centric
unconventional conflicts withintelligence, surveillance,
and reconnaissance (ISR); conventional strike; logistics
and lift; and SOF. In the near-term, the latter mission
requires priority over the former mission. Their near-
term, precision-guided revolutions should occur in
confronting the growing cyber and space threat. Here
more revolutionary change in mission and capabilities
is required.

As late as January 2009, Secretary Gates commented
on both of these. In testimony to the Senate Armed
Services Committee (SASC), he observed, “With
cheap technology and minimal investment, current
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and potential adversaries operating in cyberspace
can inflict serious damage to DoD’s vast information
grid.”® In that same testimony, he warned of increasing
vulnerability in space, when he remarked:

Our communications, navigation, weather, missile
warning, surveillance, and reconnaissance systems rely
on unfettered access to space. At the same time, more
nations —about 60 in all —are active in space, and there
are more than 800 satellites in orbit. The importance of
space defense was highlighted during my first year in
this job when the Chinese successfully tested an anti-
satellite weapon.®

Meanwhile, the Army and Marine Corps should
recognize that they will have to “play up” on the
rare occasion the United States again chooses to
engage in a large-scale joint campaign against a
conventional opponent. This will require retention
of some conventional warfighting capacity but, more
importantly, it will demand continued revolutions in
force structure, mission, and capabilities necessary for
complex, land-centric unconventional operations like
opposed stabilization and COIN.* For the most part,
land-based GPF and SOF will continue to shoulder
much of the burden for direct-action CT, COIN, SO,
security force assistance, foreign internal defense, and
counter-proliferation.

As suggested earlier, the new “high-end”
optimization point for land forces should be focused
against the prospect for the limited armed stabilization
of a crippled strategic state “where order has failed or
is failing and where restoration and maintenance of a
new order is possible only through comprehensive,
whole-of-government responses relying on the threat
or use of force for success.”® This will be a persistent
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demand both connected to the WoT and the wider
unconventional challenge universe outlined above.

To be sure, selected landpower capabilities remain
essential to both high-end, limited armed stabilization
and more conventional combat operations. For
example, the most dangerous and violent instances
of armed stabilization will still require armored fire
and maneuver, attack aviation, and indirect fire
support, as well as the combat support and combat
service support capabilities necessary to enable and
sustain them in the field.*” Moreover, by design, there
are also joint dependencies in both conventional and
unconventional campaigns currently underwritten by
U.S. land forces. These include the capacity for forced
entry, land-based missile defense, theater sustainment
and engineering, population control, and prisoner
detention.® Like the Air Force and Navy, however,
U.S. land forces must avoid the trap of “excessive
conventional overmatch” in designing the future force.
Failing to do so would jeopardize more far-reaching
reorientation on unconventional challenges.

This point featured prominently in the President’s
campaign rhetoric. As a center piece of his defense
agenda, President Obama pledged not only to increase
Army and Marine Corps end strength, but also to
“build up [U.S] special operations forces, civil affairs,
information operations, engineers, foreign area officers,
and other units and capabilities that remain in chronic
short supply.”® Further, he argued for greater DoD
investment in “foreign language training, cultural
awareness, human intelligence, and other needed
counterinsurgency and stabilization skillsets.”*
Achieving this vision will likely require sacrificing
some land force capabilities more appropriate to MCO.
This reality is embodied in the recent decision by the
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SecDef to cancel the Future Combat System vehicle
program.

It would be ideal for DoD to continue pursuing
full-spectrum dominance as the gold standard for all
of its service components. In reality, this approach
may be unaffordable and astrategic. Instead, DoD
should pursue those institutional reforms that are
both possible and necessary to optimize land forces
for complex, land-centric unconventional threats
and challenges. At the same time, sea and air forces
should continue to deliberately optimize for short-
duration coercive campaigns, the maintenance of
space and cyber dominance, and essential support for
deployed land forces fighting in and stabilizing hostile
unconventional environments. The SecDef appears to
be similarly inclined. In the conclusion to his recent
senate testimony, he observed:

(F)or all the difficulties we face, I believe this moment
also presents an opportunity —one of those rare chances
to match virtue to necessity. To critically and ruthlessly
separate appetites from real requirements — those things
that are desirable in a perfect world from those things
that are truly needed in light of the threats America faces
and the missions we are likely to undertake in the years
ahead.”

The Sixth Principle: Recognition that prevention and
response are zero sum propositions.

Under many of the most complex circumstances,
DoD is the nation’s global first responder. It has a role
both in preventing deadly conflict around the world
and responding to its emergence when prevention
fails. As of late, a great deal has been made of DoD’s
preventative role in particular — especially as it applies
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to unconventional internal conflicts like insurgency.
QDR 06’s devotion to “building partnership capacity”
and the “indirect approach” is defined by its
commitment to increasingly employ more U.S. military
forces around the world for conflict prevention.”” Much
of this is accomplished by partnering with foreign
security forces and deliberately raising indigenous
capacity to combat common threats.

Conflict or crisis prevention and response are
increasingly zero sum propositions. In a policy
environment marked by declining defense resources,
the balance between investment in prevention and
investment in effective response is particularly
delicate. Indeed, it is likely that resources committed
to building exclusive capacity for one amounts to a net
loss in capabilities for the other.

For DoD, unconventional conflict prevention
in particular relies on the diffuse employment of
finite military resources against myriad points of
vulnerability. Unconventional conflict response, on
the other hand, can result in an extended, manpower-
intensive commitment of significant defense
resources —often disproportionately land forces—
against one or more urgent unconventional challenges.
Adopting either approach comes with “opportunity
costs.” Both involve choice, risk, and value judgments.

In the spirit of “teaching others to fish, instead of
giving them fish,” it is true that a more preventive and
indirect “advisory” approach is potentially among the
most cost effective ways to secure common interests
with partners.” It is also quite consistent with a risk
management defense strategy, as it ostensibly lowers
the American military profile abroad while at the same
time potentially expanding U.S. military influence over
the conduct of foreign partner military operations. The
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current administration has endorsed this approach. A
pre-election statement on defense policy by the Obama
campaign asserted that the new President would
“create a specialized military advisor’s corps, which
will enable [the United States] to better build up local
allies” capacities to take on mutual threats.”**
Advocated by former Army officer and now
President of the Center for a New American Security
John Nagl, a “permanent Army advisory corps” is one
among a handful of concrete proposals in this regard.
In Nagl’s vision, an Army advisory corps would
number between 20,000 and 60,000 active duty troops
dedicated to “standing up indigenous forces against
insurgents around the world.”*> Nagl asserts in the
opening of his report Institutionalizing Adaptation: It's
Time for a Permanent Army Advisor Corps,” the most
important military component of the Long War will
not be the fighting we do ourselves, but how well we
enable and empower our allies to fight with us.”®
Nagl’s approach and those like it have distinct
merits that are worthy of continued exploration in QDR
10.”” Nonetheless, they also rest on four assumptions
that may or may not fully pass muster under the light
of closer scrutiny. First, they assume that the current
WoT (or “Long War”) and its focus on violent Islamists
will define the U.S.’s national security future, and
further that the general American approach to the
WoT will be consistent with that of partners most
important to winning it. Both the second and third
principles above in part argue that this perspective
may be invalid. The nation’s unconventional challenge
set will likely fast transcend the current WoT and
expand over time. On the second point, it is prudent to
ask what role, if any, an Army advisory corps would
have in places like Pakistan and Saudi Arabia. Both are
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partner states with relatively well-developed security
sectors. Nonetheless, both are also among the principle
crucibles of anti-American extremism.

Second, the advisory corps approach carries within
it the implicit assumption that classical insurgency is
the dominant unconventional threat to the internal
stability of key U.S. partners. To the extent the terrorist
challenge becomes more atomized, migrating away
from the traditional sanctuary model of ungoverned
space and operating more from the sanctuary of
anonymity, the likelier it is that the classical COIN
model in response may not hold up.” If true, fighting
foreign terrorists may increasingly become law
enforcement, intelligence, and counterintelligence
problems —not military problems—for U.S. partners.
This negates many of the advantages resident in the
U.S. armed forces. Moreover, the author attempted
to demonstrate in the third principle that classical
insurgency may be among the least likely of the United
States” future unconventional threats.

Third, the advisory approach implicitly assumes
that the United States will have partners that are both
able and willing to take U.S. assistance on board. The
more stable and ordered the political conditions in
a partner state and the more its forces are organized
professionally, the more this latter point will be true.
The more a partner state and its security forces verge
on failed or collapsed, the likelier it is that there will be
no state, state institutions, or political order from which
to launch a wholesale advisory effort. Note again, the
author’s assertion that the defining quality of many
future unconventional contingencies may be less about
DoD employing resources to underwrite a vulnerable
order and more about DoD responding — to the extent
possible —to the absence of order all together. Under
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these circumstances, re-building a partner’s failed
security institutions will occur alongside more direct
U.S. COIN and stabilization efforts — often under fire.

Finally, fourth, the advisory approach assumes
that institutionalizing the advisor function both
in common professional military education (PME)
and as a core mission essential task (METL) is an
unsuitable alternative.”” An equally valid approach
to the “advisor gap” is to embed the competency in
preexisting Army and Marine Corps formations. This
can be accomplished, first, by making foreign military
and paramilitary advising a new core METL task for
all operational Army and Marine Corps commands;
second, by including intensive advisor training in
the program of instruction for all officer and enlisted
PME; and third, by validating that capability and skill
set through routine military training and operational
evaluations.

The US. Army is currently pursuing some
organizational innovations like this. New Army
initiatives seek to better enable operational formations
to provide advice and assistance to the military forces
of partner nations.'® The Army is also examining how
it might reconfigure standard brigade combat teams to
provide security force assistance or advisory support
for up to two foreign partner divisions or corps
including associated police and U.S. or foreign-led
provincial reconstruction teams.'™

In alternative approaches like this, the advisory
mission becomes part of a new landpower warfighting
ethos that focuses both on the success of independent
U.S. military action as well as success founded on
enabling foreign partners through existing military
formations. This approach also is more conducive to
combined military operations at the lowest tactical
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level. To the extent landpower reoptimizes for a
new high-end competency like armed stabilization,
adoption of this course might be far less disruptive than
the creation of new structures exclusively designed to
advise foreign military and paramilitary partners. This
course of action also dulls the sharp choice associated
with devoting finite defense resources to either conflict
prevention or conflict response.

As a tool for prudent risk management, embedding
advisory capacity in existing formations might be the
wiser approach. Regardless, QDR 10 will be charged
with addressing the zero sum balance between
prevention and response. In making forthcoming
strategic choices about force structure and missioning,
senior defense decisionmakers will have to carefully
evaluate the cost-benefit relationship between
exclusively missioning finite defense capabilities for
conflict prevention and the impact of doing so on broad
capabilities for crisis response.

The Seventh Principle: Incorporation of unthinkable
but still plausible “strategic shocks” in future defense
planning.'®

Forthcoming defense decisionmaking on strategy,
structure, and missioning should benefit from
deliberate consideration of “unthinkable but still
plausible” defense-relevant “strategic shocks.” Senior
defense leaders must account for the surprise onset
of the most plausible and hazardous unconventional
contingencies that would, without meaningful defense
contributions, defy effective resolution. Some of
these potential “strategic shocks” merit preliminary
academic exploration. Some should be the object
of prudent defense hedging. And, others must
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increasingly become the targets of deliberate and
detailed contingency planning. All of these approaches
combined help underwrite the efficacy of key defense
strategy and resource decisions and guarantee the
relevance and resilience of DoD against the broadest
range of defense-relevant challenges.

The art of warning and contingency planning for
conventional “strategic surprise” is well-practiced. The
ability to adequately assess both the likelihood and
potential impact of more disruptive and far-reaching
“strategic shock” is less well-developed. This is true
for a whole host of political and bureaucratic reasons.
If the fall of the Soviet Union and the onset of terrorists
and insurgents as strategic threats taught U.S. defense
officials anything, it was that the contemporary security
environment is prone to drastic and sudden change.
With 9/11, DoD learned that change like this can effect
national security structure, missions, and demands in
profound ways.

Consistent with general trends in the environment
itself, the most disruptive future shocks will be
unconventional. They are “unconventional” because
they fall outside the parameters of contemporary
defense planning. They are “shocks” because their
radical and disruptive impact forces fundamental
change on the defense enterprise as a whole.
Unconventional strategic shocks will originate in
irregular, catastrophic, and hybrid threats of purpose
or context of the type outlined earlier. Of the two, the
potential impact of future contextual shocks—e.g.,
pandemic disease, natural or human disaster, un- and
under-governance, widespread political disaffection,
etc. —is the least well-understood.

The previous defense and national security team
faced a game-changing unconventional “strategic
shock” in its first 8 months. The current DoD team
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should expect the same at some point during its
tenure.'® Both sudden onset of a global recession and
the swine flu pandemic are illustrative in this regard.
In this regard, DoD should revisit “first principles” on
where, when, under what circumstances, how, to what
extent, and toward what end the defense enterprise as
a whole might be employed in the future. By necessity,
this includes deliberate consideration of plausible
defense-relevant “strategic shocks” not currently on
the net and risk assessment agenda.

“Shocks” are not merely “surprises.” Surprise
forces DoD to act earlier than anticipated —often in
unfamiliar or unexpected operating space—but still
within established defense conventions. Though
unanticipated, most strategic surprises still fall inside
the traditional defense remit. In this regard, strategic
surprise materially impacts the “when” and “where”
of crisis response but not necessarily the “how.”

Strategic shocks, on the other hand, are complex,
hyper-surprises. Like more conventional strategic
surprise, defense-relevant shocks also force DoD to
act earlier than expected. Yet, they are distinct from
strategic surprisein that DoD is forced by circumstances
to adapt on the fly, operating in ways previously
unaccounted for in strategic planning and according
to vastly different rule sets. 9/11 and the subsequent
WoT are illustrative in this regard. Surprise triggers
evolutionary change in DoD’s outlook and mission.
Shock sparks sudden revolutionary change in the same.
Its impact is more fundamental. It redefines “when,”
“where,” and “how” DoD responds to consequential
crises around the world.

Viewed out of context, prudent net and risk
assessment and speculative contingency planning for
specific shocks can be mistaken for current reality,
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rational judgment on increased likelihood, or future
intent. In reality, it is a low-cost down payment on
prudent hedging and risk mitigation. Planning for
defense-relevant shocks involves marrying plausibility
and extreme hazard with defense relevance.
Contingency events that are more plausible, hazardous,
and irresolvable without material defense contributions
merit serious consideration.'™ The current global
economic crisis likely expands the number and type
of plausible shocks that might enjoy increased defense
policy focus.

The Eighth Principle: Integration of holistichomeland
security (HLS) demands in strategy, planning, and
capabilities development.

To date, there have been significant bureaucratic,
political, and cultural obstacles standing in the way
of meaningful integration of HLS in DoD strategy,
planning, and capabilities development. Yet, one
central point of failure of a risk management defense
strategy would be continuing the genetic under-
appreciation by DoD of its inherent responsibilities to
support civil authorities at home in an extraordinary
crisis. For DoD, support to civil authorities in the event
of a crippling domestic catastrophe is perhaps its most
under-appreciated unconventional challenge. While
the USG aspires to create sufficient civilian capacity
to contend with extraordinary catastrophes at home,
realization of this is a long way off.

DoD is still inherently a hammer. Defense-relevant
HLS challenges on the other hand are not nails.
Nonetheless, both from the human resource and
material capacity perspectives, DoD still is the most
capable and pliable federal agency for contingency
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response to those complex domestic emergencies that
surpass the capabilities of civil authorities.

Consistent with the Strategy for Homeland Defense and
Civil Support, DoD will continue to play three essential
roles in a broader whole-of-government approach to
protecting the U.S. homeland —lead, support, and
enable.'® In the realm of homeland defense (HLD), DoD
is the lead federal agency for “dissuad(ing), deter(ing),
and defeat(ing) attacks [on] the United States, [its]
population, and [its] defense critical infrastructure.”'%
Under the HLS label, DoD will “[at] the direction
of the President or Secretary of Defense,” provide
essential “support to civil authorities . . . [as] part of
a comprehensive national response to prevent and
protect against terrorist incidents or recover from
an attack or disaster.”!” DoD performs its HLD
and HLS missions through two unified combatant
commands—United States Northern Command
(USNORTHCOM) and United States Strategic
Command (USSTRATCOM).!%

The precise role of and resource demands on
USNORTHCOM and its service components—
specifically in the realm of civil support—have
never been resolved to the satisfaction of those who
persistently recognize the yawning gap between
what civil authorities might need in the event of an
extraordinary domestic catastrophe and what limited
capabilities they actually have at their disposal.'”
According to a recent recommendation by Christine
Wormuth, a Senior Fellow at CSIS, DoD must
identify, resource, and prepare for future civil support
demands as a matter of routine policy."® Most of the
more traditional homeland defense missions—i.e., air
sovereignty, national missile defense, and maritime
security —have clearly identified military capabilities
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associated with them. Civil support on the other hand
is more amorphous and potentially more expansive —
largely depending on the scope and nature of specific
emergencies.

Two things are certain. In the event of an
extraordinary catastrophe at home, DoD will not
commonly actas thelead federalagency.'! Nonetheless,
it will for the foreseeable future provide U.S. civil
authorities with both general purpose and specialized
capabilities to assist in disaster relief, consequence
management, and security in those rare circumstances
where civil capacity is exhausted by the extent of the
demand. This requires that DoD adequately identify
civil support requirements gaps, persistently resource
those requirements to the minimum essential level
necessary, and accept that it will have to subordinate
appropriate forces and capabilities to the control of a
single civil federal authority in extremis.'? Currently,
the latter point—the full emergency subordination of
DoD capabilities to civilian control —is not the norm.
Those concerned with the defense role in HLS believe
this is a real weakness in the whole-of-government
approach to domestic crisis response. According to
Christine Wormuth:

The Secretary of Homeland Security is designated by law
and by presidential directive as the federal coordinator
for incident management. That said, the Secretary has
relatively little authority to direct decisions or command
assets outside the Department of Homeland Security.
If there are significant disagreements among Cabinet
Secretaries about actions that need to be taken, under
the current system only the President is able to resolve
those conflicts."?

Regardless of a cultural predisposition within DoD
to focus on exigent foreign security challenges, DoD
must account for the most compelling domestic
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emergencies first in its future resource and capabilities
planning. The security of the American population is a
fundamental responsibility of DoD. Yet, to date, DoD
has pared its HLD and HLS responsibilities in ways
that undermine its ability to respond effectively to
domestic emergencies.

Meaningful preparation for support to civil
authorities is not intended to supplant aspirations
for more federal, state, and local emergency response
and public safety capabilities. It is instead intended
to provide civilian leaders with a strategic reserve
for those rare domestic emergencies that exceed civil
capacity. Defense contributions will include both
specialized and general purpose capabilities. To
the extent possible, specialized capabilities must be
equally relevant to the success of foreign and domestic
contingency missions. Identifying and resourcing these
specialized capabilities and ensuring consistent civilian
access to the minimum essential number of general
purpose forces necessary to respond to the likeliest
domestic emergencies are critical risk management
considerations for DoD.

CONCLUSION

Adhering to and judging future choices according
to these eight principles will help senior defense and
military leaders balance risk. They are consistent with
both the new administration’s vision and priorities
articulated by the SecDef. Adopting them will require
some cultural adjustment and compromise. For
example, military preferences that do not obviously
conform to these principles will need to be recalibrated
or abandoned. Moreover, civilian leaders committed
to pursuit of an expansive change agenda will need to
separate ideal defense outcomes from more necessary
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or practical ones. They will also need to initiate or
sequence change pragmatically. Employing principles
like these can result in a risk management defense
strategy that contributes decisively to securing core
interests. They also materially reduce the likelihood of
a perpetual “strategy-resource mismatch.”
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