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Since the prograns inception in 1999, the Navy and
Marine Corps Intranet (NMClI) has soured many users across
the Departnent of the Navy (DON). On Cctober 6, 2000 the
NMCI contract was awarded to El ectronic Data System (EDS)
and, five years later, they are still only seventy five
percent conplete with fielding systems.? Users that have
been converted have conpl ai ned of sl ow service and probl ens
i ncorporating ol der software. Despite user-frustration
with the inplenentation and inconpatibility issues of the
new system NMCl has been successful in inproving network
security, providing greater interoperability and providing

val uabl e | essons | earned for the Marine Corps.

Backgr ound

In the spring of 1999 the Navy and the Marine Corps
briefed the Secretary of the Navy on their plans to inprove
their Information Technology (IT) infrastructure. At the
time this brief was presented, the Marine Corps had a
contiguous, self-contained network that included all of its
bases in the Continental United States (CONUS), Hawaii and
ki nawa. These bases were centrally controlled by what is

now known as the Marine Corps Network Operations and

YFrank Tiboni, “Navy Marine Corps Intranet 75 percent done,” Federal
Conput er Week, 18 Novenber 2005, <http://wwv. fcw. confarticle91482-11-
18- 05- Wb> (21 Novenber 2005).



Security Conmmand ( MCNOSC or | egacy network). |In contrast,
the Navy’'s infrastructure was neither centrally managed nor
controll ed. Each Naval base was treated as a | ocal asset,
usi ng what ever network design, hardware and software the

| ocal authority approved. Wen the Secretary of the Navy
deci ded that the best nove for the DON was to create one
enterprise network,? the program was outsourced to EDS. The
decision to outsource was the result of consulting with the
top IT leaders within the DON and with a research

devel opment and acqui sitions team These teans and | eaders
determ ned that the project would be too expensive to be
done internally and that the program shoul d be outsourced.
The contractor from whom DON woul d buy voi ce, video and
data services would al so provide the hardware, software,
and connectivity. EDS biggest contribution to the new

enterprise network has been increased security.

Net wor k Security

Net work Security is the neans used to prevent
unaut hori zed access to the |local or w de area network.
NMCI has taken several steps to inprove security. They

have by reduced the nunber of entry points, changed the way

2 “NMCI yesterday, today and tormorrow,” Navy Marine Corps Intranet,
<http://ww. nnti . navy. m |/ Press_Room Medi a_Updat es_Fol der/ Medi a_Updat e_
It ens/ Yest erday_Today> (18 Noverber 2005).



updat es are perforned and devel oped a cl oser working
relationship with the Defense Information Systens Agency
(DISA). In a Novenber 18, 2005 article, Federal Conputer
Weekly quoted a Navy report stating that NMClI security

i nprovenents have stopped ten mllion unauthorized access
attenpts and quarantined and di sinfected sixty thousand
viruses this year.® Prior to NMCl, the Marine Corps had
numerous entry points, known as Points of Presence (POPR,)
spread across the network. These POPs were regul ated and
nmoni tored by the MCNOSC and managed by the individual
owni ng units. DI SA provided gui dance and security

requi renents to MCNOSC who, in turn, enforced these
regul ati ons upon the individual commands. This was managed
by the inprovenents nade by NMCI regarding security. The
first step to inproved security was the consolidation of
entry points to what are now four hubs: Norfol k, VA
Quantico, VA, San D ego, CA;, Gahu, H. By reducing the
nunber of entry points NMCI gained greater control and
visibility over the traffic that comes in and out of the
network, as well as greater ability to respond to and
communi cate threat activity. Each of these hub sites also

has a DI SA representative on site to inprove comruni cation

®Tiboni, “Navy Marine Corps Intranet 75 percent done,”
<http://ww.fcw confarticle91482-11- 18- 05-Web>.



of security requirenents and hel p gui de actions concerni ng
t he networKk.

Security updates are perforned in a nore efficient
manner under NMCI as well. Under the | egacy systemthe
MCNOSC woul d contact each command and informthem of the
new I nformation Assurance Vulnerability Alerts (I AVA) sent
out by DISA. The notice would include a required
conpliance and report date. However, because not al
commands operated a hel p desk or nonitored the network
around the clock, there were tinmes when the | AVA woul d get
lost in the work | oad and woul d not be conpleted until
foll ow up contact was made by the MCNOSC. The sol ution
NMCl provides is a 24-hour help desk and automatic | oadi ng
of patches when conputers are logged on. 1In the event that
a patch nust be nmanual ly | oaded an NMClI response team
which are |l ocated at every base, can be sent out to reply
to problens or apply patches. These capabilities ensure
that vulnerabilities are always handled in a tinely manner,
limting the time a threat has to cause danage to the
network or to exploit a known weakness.

The nost significant way NMCI has inproved | oca
security isinits ability to exercise security
restrictions. Pre-NMCl if a commander desired access to

software or assets that would allow for a vulnerability to



be exploited, he could direct that access be given to him
to receive those assets. The conmmander’s actions woul d
provi de an exploitable gap in the defense of the network.
Even though this only occurred under extrene circunstances
using the | egacy network, it is not possible at all under

NMCI .

| nproved I nteroperability

One of the major goals the Secretary of the Navy set
when establishing NMCI was to conbi ne the DON under one
i nteroperable enterprise network. Interoperability is
defined as the ability to communi cate between two different
| evel s or services. NMI has nmade strides toward this end
by creating the enterprise network and standardi zi ng
har dware and software. The enterprise network established
by NMClI provides standardi zation and interoperability
bet ween the Navy and Marine Corps and sets the stage for
i nteroperability between other services as well. In the
five years it has been in devel opment, NMCI has converted
260, 000 of the 346,000 required conputers to NMCl.* Once an
NMCI account has been nade, a Marine can travel to any

| ocation converted to NMCI and | og onto the Marine Corps

*Ti boni, “Navy Marine Corps Intranet 75 percent done,”
<http://ww.fcw confarticle91482-11- 18- 05-Web>.



Donmain Service United States (MCDSUS). Once | ogged on, the
Marine will note that the systemis interoperable and that
all services not dependent on a local hard drive are
accessi bl e.

Along with an interoperable enterprise network, NV
is working with the Marine Corps to standardi ze software.
When the NMCI conversion began, the Marine Corps had cl ose
to one thousand | egacy applications running. Fromthe
stand point of interoperability, the use of so many
software applications is unsupportable. By elimnating
usel ess software and allowi ng only approved software on the
net work, NMCI has continued the surge toward software
standardi zation and interoperability. EDS has been working
with the Mari ne Corps to manage these prograns whil e
gradual ly increasing requirenments to weed out the old
| egacy applications and nove toward a nore standardi zed
sof tware package. |In the neantine, applications that do
not neet standards and requirenments are placed in
guarantine until they are phased out or converted to an
approved application.

Since NMCI owns all of the hardware and software
I icenses used on the network, they are al so responsible to
keep this equipnment current wth industry standards. To

stay current, NMCI is responsible for conducting a hardware



refresh every three years.® This not only not only ensures
t hat changes within the DOD and DON are supported, but it
al so ensures that hardware will continue to support the

| at est applications and continues to support the intent of

interoperability.

Lessons Lear ned

The Marine Corps thinks so highly of |esson |earned
that they have established a center to gather, dissem nate,
and archive all |esson | earned devel oped. Wth over
500, 000 users, NMCl is the biggest outsourced network in
the mlitary, and as a result, its integration has provided
for many val uabl e | essons | earned that shoul d be garnered
by the Marine Corps and other external agencies.?®

One of the biggest |essons | earned was that of Due
Diligence. The web page “www. answers.coni, describes Due
Di ligence as confirming material and facts before a sale.’
This applies to EDS and the Marine Corps in the context of

| egacy applications. Wen EDS was awarded the NMCI

contract, they conducted surveys inquiring about the |egacy

*Joseph Ciprano, “Wat NMCI Means to Us,” CH PS magazine,

<http://ww. chi ps. navy. m | /archives/ 01 _nnti/cipriano.htn> (18 Novenber
2005).

®Ti boni, “Navy Marine Corps Intranet 75 percent done,”
<http://ww.fcw confarticle91482-11-18-05-Web>.

"“pDue Dilligence” answers.com <http://ww.answers. conitopic/due-

di | i gence> (15 Decenber 2005).



applications running on the | egacy network. EDS failed to
capture the entire scope of |egacy applications inpart due
to the lack of support that was received fromthe Marine
Corps. In nmany cases applications were running on the
| egacy network with al nost total autononmy or with only one
or two individuals nmanagi ng the applications. This
situation only becane preval ent when the conversi ons began
and the discrepancies were noticed. The result is
quarantined software that requires a separate network to be
mai ntai ned. This neans that nany DON enpl oyees who have
been converted to NMCI nust have two conputers to
effectively do their jobs. One conputer runs NMCl approved
applications and software the other conputer runs
unsupported | egacy applications. |If nore attention to
detail had been given to what prograns were runni ng and
what support would be required, the problemw th | egacy
applications could have been better prepared for and
mtigated.

The procurenment process for acquiring outsourced
services and products need to be closely considered as a
| esson | earned as well as another exanple of Due Diligence.
Once it has been determned that a service or product will
be purchased, a | engthy process of advertising and bidding

is done before a contract is awarded. EDS was not the only



bi dder for the contract, but they were the | owest bidder.
A fact that was sure to have played a role in them being
awar ded the contract. EDS actually underbid the true val ue
of the contract though and operated with negative cash
flows for the first three years of service. They were
basically unprepared for what they were hired to do, and as
aresult, the transition has taken |onger than expected and
met with nore difficulties along they way.?®

Finally, it is inportant to understand that major
cul tural changes such as the outsourcing of NMCI will have
on mlitary nenbers. Because outsourcing involves “taking
away” tasks that were previously performed by government
enpl oyees and mlitary nenbers, it is usually greeted with
resi stance that can slow the process down. However,
i npl enenting a performance-based alternative where both the
contractor and mlitary organi zation nutually benefit and
appreci ate the value of achieving conmon goals, will help
al l eviate potential tension.

The | essons | earned fromoutsourcing the entire DONIT
infrastructure has had a significant affect on the way

busi ness is conducted within the DON and especially the

!Dawn Onley, “Hanlon on NMCI ‘EDS was not prepared’ ,” Governnent
Conput er News, 22 June 2004, <http://ww.gcn.conm vol 1 nol/daily-
updat es/ 26324-1. html > (16 Novenber 2005).



Marine Corps. This bears noting for the benefit of future

out sourced proj ects.

Concl usi on

NMCI began as an idea by the Secretary of the Navy as
a way of inproving the IT infrastructure within the DON
Since then, NMCI has been a sore spot across the Marine
Corps. There have been, however, sone inprovenents. The
DON s networks are now nore secure as a result of
consolidating entry points and the tineliness and
ef ficiency of enploying security. Under NMClI, the Marine
Corps is standardi zing hardware and software to facilitate
interoperability within the DON and with the other
services. Finally, there have been val uabl e | essons
| earned from outsourcing NMCI, such as, the application of
due diligence and the inportance of know ng what is
requi red and expected fromboth parties. NMCl certainly
was not wel cone by the Marine Corps, but Marines always

make the best of what they have avail abl e.
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