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CYBER ATTACK: THE DEPARTMENT OF DEFENSE’S INABILITY TO
PROVIDE CYBER INDICATIONS AND WARNING

INTRODUCTION

The Departnent of Defense (DoD) is currently unable to
provi de | ndications and Warning (1 &N of cyber attacks
agai nst the DoD dobal Information Gid (AG. In the
cyber world there is generally very little forewarning of a
threat. Mst of the DoD s Conputer Network Defense (CND)
actions are reactionary, only initiated once an attack or
probe has occurred. 1In order to provide warning of
potential cyber attacks, capabilities within the DoD s
Intelligence Community (IC nust be expanded. By inproving
the IC s collection capabilities in the cyber world through
transformng traditional intelligence disciplines |ike
Human Intelligence (hum nt) and Signals Intelligence
(sigint) to better collect in a cyber environnment 1C wll

be able to provide | &V of future cyber attacks.

The anatomy of a cyber attack
CGenerally, a cyber attack will not be perpetrated from

the place of origin. A hacker will junp through many



conputers across the world before actually attacking a
network. This nmethod allows a hacker to disguise the true
origin of the attack. Therefore, an attack from a hacker
in a particular country m ght not appear to conme fromthat
country. |If the I C does not know where the attack
originated, who is responsible, and what their intentions
are it will not be able to provide warning and hel p reduce
or stop cyber attacks.

A significant anount of noney and effort is being
focused on Conmputer Network Operations (CNO, and, in
particular, CND. One of these efforts resulted the
creation of the Joint Task Force-d obal Network Operations
(JTF-GNO, which is the focal point for CND within the DoD.*
The JTF-GNO mission is to provide a common defense of the
GG However, this is no snall task. The A Gis made up
of nore than 12,000 | ocal area networks, roughly three
mllion conputers, and five mllion users.? Additionally,
the services and agencies within DoD maintain their own

net works and use a wi de variety of equi pnent and procedures

'U.S. Strategic Command, "Joint Task Force-d obal Network
Operations," Factsheet, URL:<ww. stratcomnil>. Accessed 20
Novenber 2005.

Zpatrick Chrishol m “ G obal Network Gaurdians,” Military
information Technology, URL:< www. mlitary —information-
t echnol ogy. conr. Accessed 30 Novenber 2005.



in the operation of these networks. The JTF has greatly

i ncreased coordi nati on between DoD conponents and has
operational control (OPCON) for CND m ssions. However,
exercising their authority has proven difficult. Despite
such efforts as the JTF-GNO there is a long way to go
before the I1C can provide | &V of cyber attacks. The
ability to provide true | &V of cyber attacks will help
ensure the protection of the DoD s critical infrastructure
and allow the departnment to focus on its m ssion.
Additionally, this forewarning will allow the DoD to
greatly reduce the wasted man-hours and noney that is spent

reacting to attacks once they have al ready occurred.

WHAT ARE THE THREATS

The cyber threat to DoD cones from hackers. Hackers
are categorized into two categories: state and non state-
sponsored hackers. Both pose a significant threat to DoD
i nformati on systens; however, their notivations for
targeting the DoD can vary greatly. Additionally, the

resources at their disposal vary considerably too.

Foreign governments and State-sponsored hackers



Due to the anmount of resources that they have at their
di sposal, state-sponsored hackers pose the nost serious
threat to the DoD s information systens. Recently, series
of ongoing intrusions into DoD and U.S. governnent
information systens called Titan Rain highlight this. The
Titan Rain intrusions, which are believed to have
originated from China, were carried out in a nethodical
manner and required a highly sophisticated set of technical
skills.® The hackers appeared to be conducting continuous
24 by 7 operations, which inplied that they worked in
shifts. A non state-sponsored hacker woul d not have the
resources to conduct these types of operations. Foreign
gover nnment use these types of operations to gather mlitary
and econonmic intelligence on the U.S.* The information
gai ned on DoD networks could allow a forei gn governnment to
degrade, disrupt, or destroy information systemnms critical

for the DoDto carry out its mssion during a conflict.

Non state-sponsored hackers
Non st at e-sponsored hackers are a credible threat to

DoD i nformati on systens as wel|. Typically, these hackers

> Tinme article need to get citation
* Governnent Accounting Ofice, Economic Espionage: Information
on Threat From U.S. Allies, (Washington DC, 1996),



will target the DoD for ideological reasons or for the

chal I enge of breaking into a difficult network. Although
t hese hackers | ack the resources of their state-sponsored
counterparts they have shown the ability to successfully

penetrate and cause significant damage to DoD networks.

WHAT IS THE INTELLIGENCE COMMUNITY DOING ABOUT IT

Today the ICis able to provide the CND comunity with
i nformati on about a particular country or group's intent
and capabilities in regard to offensive CNO (ie: can they
attack successfully agai nst DoD networks). However, recent
studi es have shown that not just non-friendly countries
conduct exploitation agai nst DoD networks, but allied

countries are conducting significant activity as well.”?

INDICATIONS AND WARNING IN THE “CYBER WORLD”

The DoD has to take a nore aggressive collection
posture in order to provide the | &V needed to prevent these
wi despread intrusions into its networks. Currently the

majority of the DoD s collection capabilities reside on the

®> Governnent Accounting Office, Economic Espionage: Information
on Threat From U.S. Allies, (Washington DC, 1996),



networks in the formof intrusion detection systens,
firewalls, and antivirus software. However, the focus
shoul d not be on its own networks, instead the DoD should
be oriented outward. DoD intelligence collection should be
focused on identifying threats before they intrude into the
networks. This can be achi eved through transform ng
traditional intelligence disciplines such as HUM NT and

SIGNT to collect intelligence in the cyber world.

Sigint

Sigint is uniquely qualified to collect against cyber
threats. The cyptologic field has been targeting
communi cati on networks for as long as there have been
comuni cati on networks. Cyber operations are a natural
extension of sigint and this is why nost conputer network
operations are carried out by sigint personnel. By
| everagi ng sigint assets to place collection sensors on the
Internet and within eneny networks the ICw il be able to
identify threats before they penetrate DoD networks and
exfiltrate sensitive and/or possibly classified

i nf or mati on.

Humint



Hum nt operations, which are traditionally done
t hrough personal interaction can be utilized to support the
defense of the DoD G G Instead of personal interaction,
case officers can use the Internet to interact wth
hackers. This method of collecting information is far |ess
costly than conventional hum nt operations, which require a
ot of time and resources to recruit sources and establish
background for case officers. Uilizing hum nt for
supporting cyber operations can be invaluable for providing

| &NV of future cyber attacks.

INCREASED CAPABILITIES SOONER RATHER THAN LATER

The DoD has made great advances towards inproving CND
intelligence over the past few years. |In May 2005, the
JTF- GNO becane fully operational. Additionally, the
services are becom ng nore accepting the JTF s authority to
dictate actions on their networks. However, DoD still has
no ability to provide |I&Vof cyber attacks. GCeneral
Cartwight, the Conmanding Officer of U S. Strategic
Command recently stated that although the JTF-GNO has made

a lot of progress there are still hundreds of intrusions



into DoD systens every day.® The DoD is beconing a nore
Net wor k- Centric force relying heavily on networked
information systens to performits tasks. As the forces
dependency grows on these networks to operate, the threat
of cyber attacks increase as well.

The DoD needs to take inmmedi ate steps to focus its
intelligence collection outward and transformtraditional
intelligence disciplines |like sigint and hum nt to neet the

chal | enges of an ever-increasi ng networked worl d.

Wrd Count: 1227

6 Geoff Fein, “ JTF dobal Network Qperations Achieves Ful
Operational Capability, “ C41 News, 26 May 2005, 1.



