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The International Traffic in Arms Regulations (ITAR) is putting United States

(U.S.) advanced technology and weapons companies at a competitive disadvantage,

particularly in the fields of satellite manufacturing and technology. Unnecessary and

inefficient bureaucratic review, coupled with the overly stringent application of

needlessly restrictive regulations, causes U.S. companies to lose foreign contracts that

were once assured. The negative economic impact of the ITAR has permitted foreign

companies and governments to enter markets that were previously not competitively

open to them. As the U.S. commercial satellite market share continues to erode, the

U.S. risks losing technical dominance, thereby negatively impacting national security.

This paper examines the theory and history behind export controls and the

current United States export control system, the regulations implemented to enforce the

export control system and the negative national security implications of the ITAR.

Seven recommendations to “fix the ITAR” are proposed in an effort to preserve U.S.

space industry superiority as is consistent with the dictates of the U.S. National Security

Strategy..





THE INTERNATIONAL TRAFFIC IN ARMS REGULATIONS:
AN IMPEDIMENT TO NATIONAL SECURITY

The United States currently faces unprecedented threats to its security both at
home and abroad. In confronting these threats, we must be able to exploit the
full advantage we derive from our economic strength and technological prowess.
To that end, the U.S. export control system must be modernized so that it is
better able to respond quickly and effectively to evolving security threats, and
promote our nation’s continued economic and technological leadership.

— Coalition for Security and Competitiveness

Export control systems serve several important national security functions. They

prevent critical military and defense technologies from falling into the wrong hands, they

can create and help preserve economic and technology leadership, and they can be

useful tools to implement cooperation and sharing amongst allies thereby improving

collective security. Controlling exports, and in particular defense trade exports, through

a rigorous export control system is more than a mere regulatory function; it is an

important element of most nations’ foreign policies and is a critical element of the United

States’ national security policy.

The Current United States Export Control System

There is a decades-old, ongoing debate in the United States over the proper

export control authority for satellite technology. In particular, the question is whether

commercial communication satellites (often referred to as “comsats”) and the underlying

satellite manufacturing technology should be controlled by the Bureau of Industry and

Standards within the Commerce Department or the State Department. The distinction is

important because the regulatory review standards differ greatly between the two

agencies. Jurisdiction and responsibility for commercial satellites has flip-flopped

between the Commerce Department and the State Department several times during the
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last two decades causing confusion, delay, market inefficiencies and directly

contributing to the loss of U.S. market share.

If satellites and satellite technology are subject to Commerce Department

jurisdiction, export authority comes under the less rigorous Export Administration

Regulations (EAR)1 and satellites may be categorized as commercial items or as dual-

use controlled items (an item capable of having both commercial and military

application). If satellites are subject to State Department jurisdiction, they generally are

placed on the United States Munitions List (USML)2 and subject to the more rigorous

review and heightened scrutiny of the International Traffic in Arms Regulations (ITAR).3

The timely resolution of which Department should control the export of U.S. satellite

technology has a direct and immediate impact on the national security.

The International Traffic in Arms Regulations

The International Traffic in Arms Regulations (ITAR)4 are a series of federal

regulations that control the import and export of the defense articles and services that

are listed on the United States Munitions List (USML).5 The ITAR prohibits exporting6

technical data or hardware to non-U.S. persons unless a license has first been issued to

the exporter by the State Department. A U.S. person (a person or entity eligible to

receive USML-controlled technical data or hardware without a license) is defined in the

ITAR as

 A U.S. citizen,

 A permanent resident who does not work for a foreign company, foreign
government or foreign government agency,

 A political asylee,
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 A section of the U.S. government,

 A corporation, business, organization or group that is incorporated in the
United States under U.S. law.7

If a person or entity does not fit within one of the above-referenced categories, it

is illegal to share technical data, services or hardware with them in the absence of the

appropriate license.

The President has delegated the authority to promulgate regulations relating to

the export of defense articles and defense services (the ITAR) to the Secretary of

State.8 The Secretary of State has delegated much of the administration of the ITAR

to the Deputy Assistant Secretary for Defense Trade Controls and Managing Director of

Defense Trade Controls (DDTC), Bureau of Political-Military Affairs.9 In addition to its

export case review duties, DDTC also reviews and implements sanctions for failure to

comply with the ITAR, assists in U.S. embargos against other countries 10 and has been

involved in defense sharing agreements such as the new defense cooperation

agreement with India, and policy issues such as successfully lobbying the European

Union not to lift its arms embargo against China.11

In contrast to the ITAR, the Export Administration Regulations (EAR),

administered by the Commerce Department, Bureau of Industry and Standards (BIS),

controls the export of commercial and dual-use items that are not on the United States

Munitions List (USML) and, therefore, do not require the heightened scrutiny that USML

listed items receive.
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History of U.S. Export Control of Satellite Technology

Prior to 1992, the export and sale of satellites and satellite manufacturing

technologies was controlled by the State Department. Satellites were listed on the

United States Munitions List and subject to ITAR review and control. In 1988, due in

part to increasing world-wide demand for commercial launch services for items such as

cell phones and satellite television broadcasts, President Reagan signed a deal to allow

the Chinese to launch U.S. commercial satellites.12 The agreement required the

Chinese to implement a pricing strategy comparable to U.S. launch facility costs,13

required the protection of U.S. proprietary technology, and provided for the launch of

nine satellites during the next six years.14 A similar agreement was signed with Russia

in the early 1990s.15

These agreements not only increased the availability of commercial satellite

launch resources, thereby increasing the U.S. space industries’ economic

competitiveness, but they were also an important negotiating tool to secure non-

proliferation agreements from China and Russia.16

However, in 1990, in response to Chinese Government actions taken against

demonstrators in Tiananmen Square in 1989, Congress passed the State Department

Authorization Bill which contained a provision penalizing China and commonly referred

to as the “Tiananmen Square Sanctions Law.” 17 The law prohibited the sale and export

to China of military weapons and equipment, crime control and detection equipment,

nuclear trade and cooperation activities, and specifically, the export of “any satellite of

United States origin” to be launched from Chinese owned launch facilities.18 This law

continues to be the major legislative tool allowing Congress to review, control and

sanction exports to China. While the law is very broad in its prohibitions, it does permit
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the President to waive the restrictions if “important to the national interest” or if it is

determined that China has made satisfactory progress on certain human rights issues.

Pursuant to the exemption, President George H. W. Bush waived the prohibition

and granted export licenses for three communication satellites.19 Since the law was

passed in 1990, Presidents have used the waiver provision at least seven times to allow

United States companies to launch U.S. satellites from Chinese owned launch

facilities.20 Though China remains a willing and able provider of satellite launch

services, it remains a very difficult task for U.S. companies to use Chinese services to

launch a U.S. satellite.21

. In 1992, in an attempt to further bolster the economic competitiveness of the U.S.

space industry, President Bush removed commercial communication satellites that did

not incorporate advanced technology from the USML and put them under Commerce

Department jurisdiction and oversight. This allowed the satellites to be exported under

the EAR as commercial, not as military goods, thus subjecting the satellites to the less

stringent Commerce Department EAR review and licensing regulations. However, the

manufacturing processes and technologies required to build the satellites remained

subject to the ITAR and the State Department’s licensing procedures.22 While some

purely commercial satellites were transferred to the Commerce Department

immediately, the State Department retained jurisdiction over many, claiming they were

dual-use technology, and, citing national security concerns, the State Department

refused to transfer the programs to the Commerce Department. Commerce appealed

State’s actions to the National Security Council, and in March 1996, President Clinton

issued an Executive Order transferring all dual-use commercial satellites to the
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Commerce Department.23 Again, however, the State Department retained jurisdiction

over satellite manufacturing technologies. The Executive Order also required

Commerce to refer all satellite license applications to the Departments of Defense,

Energy, State and the Arms Control and Disarmament Agency for a multi-agency

review. Three of the five reviewing agencies had to vote in favor of a license and its

provisos 24 before the license would be granted. This was a policy destined to fail, and it

did, in large part because of bureaucratic in-fighting and turf battles between the

Departments.

To complicate the export situation further, in 1995 and 1996, two U.S. satellites

were destroyed during Chinese launches. Actions taken after the disasters served as

the impetus for certain members of Congress to further restrict satellite export policy

and to subject satellite technology exports to increased scrutiny. After the launch

failures, the Chinese and the U.S. satellite manufacturers conducted joint failure

analyses in an effort to determine causation. In part, these failure investigation reports

were needed to satisfy the U.S. companies’ insurance carriers’ requirements before the

U.S. companies could be reimbursed for the destroyed satellites.

While Commerce approved the transfer of the technical data by the U.S.

companies to the Chinese, solely for failure investigation review purposes, the State

Department objected to release of the data arguing that: 1) Commerce did not have the

authority to grant the technical data transfer license without going through the multi-

agency review process and securing prior approval; and, 2) the data could subsequently

be used by the Chinese to improve their ballistic missile capabilities. As a result of the

“unauthorized” disclosure of technical data to the Chinese, three U.S. companies,
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Boeing (which had subsequently purchased Hughes, the company involved in 1995 and

1996), Lockheed Martin and Space Systems/ Loral agreed to pay fines totaling $65

million dollars.25

In response to these perceived lapses and the apparent inability of the

Commerce Department to restrict the export of important U.S. satellite technology,

Congress added a provision into the Strom Thurmond National Defense Authorization

Act For Fiscal Year 1999 placing all satellite exports, including commercial

communication satellites, under State Department jurisdiction, thereby returning

satellites and satellite related technology back onto the USML, subject to the ITAR.26

While the transfer of oversight authority to State makes satellite exports more

difficult and time consuming, there are also several international agreements and

treaties that must be complied with and which further complicate the foreign sale of

satellites and satellite technology. One such binding agreement is the 1996 Wassenaar

Arrangement. The Wassenaar Arrangement is a multilateral agreement between thirty-

three nations that creates additional restrictions on the sale and transfer of satellite

technology. 27

The U.S. National Security Strategy

The future of U.S. war fighting doctrine is network centric warfare (NCW), and

NCW is heavily dependent upon the ability to communicate rapidly, requiring the

extensive use of comsats. According to the DoD Office of Force Transformation, “All of

the Service and Joint Transformation Roadmaps are based on this central principle.

This is helping to create and maintain a decisive war fighting advantage for U.S. forces.

In the Information Age, power is increasingly derived from information sharing,
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information access, and speed, all of which are facilitated by networked forces.” 28

Access to space is a key element of NCW and, therefore, of the United States’ national

security. Continued commercial satellite technology development is a critical element to

guaranteeing that access.

In furtherance of these goals, and in response to the attacks of September 11,

2001, President Bush issued a new National Security Strategy of the United States (the

“NSS”).29 While the National Security Strategy is a grand strategy document—by its

very nature broad and all encompassing—it does specifically address the issue of both

preserving America’s technological advantages while encouraging and advocating the

future development of technology. In the National Security Strategy introductory letter,

President Bush states, “We will cooperate with other nations to deny, contain, and

curtail our enemies’ efforts to acquire dangerous technologies.” 30 Certainly the ITAR

helps prevent acquisition of leading U.S. technology by our enemies, but to date, we

have spent very little time “cooperating with other nations,” a policy that has hindered

sharing technology with our friends and has forced even our allies to develop their own

competing space and satellite capabilities.

While preventing the acquisition of current technology by U.S. adversaries is a

primary goal of the ITAR, the National Security Strategy recognizes that defense trade

technology is not a static field and that the U.S. must be actively and dynamically

involved in future development in order to retain technology leadership. “Investing in

future capabilities while working to protect them through a more vigorous effort to

prevent the compromise of intelligence capabilities” 31 is an important goal of the NSS.
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U.S. National Space Policy

The U.S. National Space Policy is one of several subordinate national policies

that provide implementing guidance to achieve the overarching goals of the U.S.

National Security Strategy. The President issued the current National Space Policy in

2006, and it represents a dramatic shift in focus from the prior U.S. National Space

Policy.32 In the Principles section of the Policy, the U.S. remains “committed to the

exploration and use of outer space by all nations for peaceful purposes, and for the

benefit of all humanity.” “Consistent with this principle, ‘peaceful purposes’ allow U.S.

defense and intelligence related activities in pursuit of national interests.” 33 The Policy

makes a very strong statement about the United States’ right to use space in any

manner that will advance its national security strategy:

The United States considers space capabilities—including the ground
and space segments and supporting links—vital to its national
interests. Consistent with this policy, the United States will: preserve
its rights, capabilities, and freedom of action in space; dissuade or
deter others from either impeding those rights or developing
capabilities intended to do so; take those actions necessary to protect
its space capabilities; respond to interference; and deny, if necessary,
adversaries the use of space capabilities hostile to U.S. national
interests.34

In order to achieve these principles, the U.S. is “committed to encouraging and

facilitating a growing and entrepreneurial U.S. commercial space sector” and sets forth

several goals to facilitate growth in the U.S. commercial space sector:35

 Enable a dynamic, globally competitive domestic commercial space sector in
order to promote innovation, strengthen U.S. leadership, and protect national,
homeland, and economic security.

 Strengthen and maintain the U.S. space-related science, technology and
industrial base. A robust science, technology, and industrial base is critical for
U.S. space capabilities.
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 Maintain a timely and responsive regulatory environment for licensing
commercial space activities and pursuing commercial space objectives.

The ITAR, however, is currently administered in a manner that is impeding the

goals set forth in the U.S. National Space Strategy.

Impact of the ITAR on the U.S. Space Industry

Worldwide, the U.S. has long been seen as the leader in all technical aspects of

space and satellite technology. Unfortunately, the ability of the U.S. to maintain a

technological lead is directly related to the success of its commercial space market, and

never has that market been so weak.

Before the shift in export control policy in 1999, the U.S. dominated the

commercial satellite-manufacturing field with an average annual market share of 83

percent. Since then, market share has declined to less than 50 percent.36 While the

plummeting market share cannot be blamed solely on tightened export regulations,37

they have surely played a significant part in the decline.38 For example, since the

change in export policy, “no Chinese satellite operator has chosen to purchase any

satellite that is subject to U.S. export regulation and have instead selected European

and Israeli suppliers,” at an estimated loss to U.S. manufacturers of $2-3 billion.” 39

Commentators have cited the U.S. export control system as the primary cause

for dwindling market share. “American companies that produce satellites have great

difficulty competing in the world market due to a rigid interpretation of ambiguous

statutory requirements and a cumbersome and confusing licensing process that leads to

long delays and uncertain outcomes.” 40 “The most serious barrier to U.S.

competitiveness in space commerce, particularly in the satellite industry, is U.S. policy

on export controls. Export control policies have already seriously damaged the U.S.
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commercial satellite industry and promise to do the same to the ability of the United

States to conduct space operations with international partners.” 41

Further evidence of the U.S decline in a globally increasing market is borne out

by the economic performance of Boeing Satellite Systems International, long the world-

wide leader in satellite technology and manufacturing. In 1999, in response to an

expanding commercial satellite market, Boeing purchased the El Segundo Division of

Hughes Electronics for $3.8 billion. 42 In 1999, satellite export control returned to the

State Department and Boeing’s commercial satellite business began to crash: 43

 In 2003, Boeing Satellite Systems delivered only five satellites, down from 11 in
2000.

 As few as 10 commercial space vehicles were built in 2003, down from 25
annually in the late 1990s.

 At Boeing’s El Segundo facility, employment has dropped to between 5,700 and
6,000 people from 9,000 when Hughes was purchased.

In addition, the ITAR has had such a negative economic impact on U.S. satellite

manufacturers that they are increasingly wary of even bidding on certain foreign

contracts. If they anticipate a certain level of ITAR problems, such as on Koreasat 5

with its dual civil and military uses, U.S. companies will often choose not to expend the

bid and proposal money necessary to submit a competitive bid.44 As a result, “U.S.

satellite manufacturers have lost somewhere between $2.5 and $6 billion since 1999

primarily due to ITAR regulations.” 45

Certainly the Federal Government recognizes the negative economic impact the

current regulations are inflicting. In 2003, the White House, in addition to issuing a new

National Security Policy in 2002 and a new National Space Policy in 2006, issued a new
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U.S. Commercial Remote Sensing Policy. The policy specifically addresses the vital

importance of a robust commercial satellite capability to the Nation’s security. The

policy states that it is in the national interest to “enable U.S. companies to compete

successfully as a provider of remote sensing space capabilities for foreign governments

and foreign commercial users, while ensuring appropriate measures are implemented to

protect U.S. national security and foreign policy interests.” 46 Furthermore, the White

House specifically noted the negative impact regulatory inefficiencies were having on

the domestic market. The U.S. Government will “provide a timely and responsive

regulatory environment for licensing the operations and exports of commercial remote

sensing space systems.” 47

Unfortunately, the current U.S. export regulations have not only crippled the

domestic market, they have also had the unintended consequence of creating, and then

strengthening, a competitive foreign space industry—one that competes directly and

very effectively with U.S. manufacturers.

Impact of the ITAR on the Foreign Space Industry

“By far the greatest benefactor from U.S. export policies has been Alcatel Alenia

Space.” 48 In the early 2000s, Alcatel announced that they would create an “ITAR-free”

spacecraft, solely for the purpose of avoiding the delay and uncertainty of operating

within the ITAR. That positioned Alcatel to serve the booming Chinese market virtually

by itself. This proved to be a wise business move for Alcatel, and not just as a means

to enter the China market; by 2004, its global market share had more than doubled

“from around 10% in 1998 to over 20% in 2004.” 49
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China is also actively investing in its own satellite bus50 which is being

actively marketed to countries in Africa and South America such as Nigeria and

Venezuela. As a result, China Aerospace Corp. won a large order—China’s first

satellite export—from the Nigerian Space Agency for a telecommunications satellite.

Nigerian officials said “they sought bids from other companies before agreeing to the

Chinese offer, which includes a partial payment in Nigerian crude oil.” 51

Japan, a long-time U.S. satellite customer, has also begun to successfully design

and build its own hardware. “In 2005, Japan’s Mitsubishi Electric Corp. of Tokyo won

the contract to build the Superbird-7 satellite for Space Communication Corp. It marked

the first time a Japanese manufacturer was selected for a Japanese commercial

satellite.” 52

The list of countries abandoning U.S. satellite makers, not because of cost or

technology, but because of the uncertainty caused by the ITAR, continues to grow: 53

 Arabsat awarded recent satellite orders to Astrium (an EADS subsidiary) over its
traditional satellite builder, Lockheed Martin, due primarily to their fear of export
deliveries holding up delivery.

 Telsat Canada has also tired of the red tape associated with having to deal with
ITAR approval and chose to award the Anik F1R satellite to Astrium.

 Intelsat awarded the contract of Intelsat-10 to Astrium fearing the effects of ITAR.

 EADS Astrium joined with Antrix of India to make joint bids for satellites. Alcatel
Alenia Space has a similar agreement with NPO PM of Russia. The two
companies have built about a dozen Russian communication satellites.

As the above-referenced examples show, unless the export control system is

soon corrected and market forces change, within a generation the U.S. is likely to give

up its long-enjoyed satellite communications leadership position.
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Recommendations to “Fix the ITAR”

In 2007, a group of U.S. companies joined together to create the Coalition for

Security and Competitiveness (also referred to as “The Coalition”). This group,

comprised of eighteen industry and trade organizations such as the Aerospace

Industries Association (AIA), the Society for International Affairs (SIA) and the National

Defense Industries Association (NDIA) is working to modify the current United States’

export control system. The Coalition has issued eleven recommendations to modify the

export process and control for items on the USML.54

The Coalition’s goals are a fine start in reforming the ITAR and returning

competitiveness to the U.S. satellite industry. However, because of the political

sensitivity of The Coalition members’ relationship with both Congress and the State

Department,55 its recommendations do not go far enough and, alone, will not save the

U.S. space industry. The following recommendations, if implemented, will improve the

export control system such that the U.S. is able to control and protect critical defense

technologies but is not hindered in its ability to sell and export those commercial

technologies that are not critical to our national defense and security. The desired end

state is to preserve U.S. space industry superiority with an intended consequence of

increased national security.

1. Return Jurisdiction Over Commercial Satellites To The Commerce
Department

Given the statistics and data presented above, it almost goes without saying that

removing commercial satellites from the United States Munitions List and returning them
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to Commerce Department oversight is the first step in correcting the U.S. export control

system. Since 1999, when all satellites were placed on the USML and export control

was returned to the State Department, the U.S. satellite industry has undergone a

substantial and dramatic decline. Removing commercial satellites from the USML and

returning them to EAR oversight at Commerce is the first necessary step in encouraging

and supporting the U.S. industry’s return to competitiveness.

2. Create A Procedure By Which Industry Can Get Timely Advisory Opinions

Individuals and businesses have long been able to seek pre-activity guidance (an

advisory opinion) concerning the legality of proposed conduct56 from the Antitrust

Division of the Department of Justice (DOJ), and the Federal Trade Commission (FTC),

Like the procedures available at DOJ and FTC, U.S. defense industry companies

should have the ability to submit requests to the State Department for advisory export

opinions on proposed USML exports in order to receive timely guidance regarding the

likely outcome of an export license application. Currently no such procedure exists.

Thus, industry is required to incur the expense to prepare a license application, submit

it, and potentially wait months to learn whether the application will be accepted or

rejected. If there is a problem with just one aspect of the license application, rather than

asking the applicant to modify or correct the application, State will frequently either deny

the application without explanation or return it without action.57 Both outcomes are very

expensive for the applicant, time consuming, and needlessly opaque. The defense

industry wishes to comply with the regulations in the most expedient and efficient

manner possible—these are, after all, for-profit businesses whose goal is to export

quickly and accurately. An advisory opinion would greatly aid that goal by both
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assisting exporters to prepare proper and accurate applications initially and reducing

State Department staff time in reviewing and returning inaccurate or improper

applications.

3. Implement National Security Council Level Coordination of Export Policy

Because of the serious nature of export control—its ability to both improve and

degrade national security—a senior level individual should be appointed with the

authority to coordinate export policy across all relevant government agencies. This

appointment should not reside within the State Department, the Commerce Department

or any other agency that has export control responsibility. The recommended level of

appointment is at the National Security Council because of the ability at that level to

have oversight into not just the agencies and departments responsible for export control

but to have input authority at the national security strategy level.

The State Department has attempted to create such a role by implementing the

Defense Trade Advisory Group (DTAG). The purpose of the DTAG is to provide for

regular consultation with U.S. defense industry exporters. The charter of the DTAG

directs it to advise the State Department on its “support for and regulation of defense

trade to help ensure that the foreign policy and national security interests of the United

States continue to be protected and advanced while helping to reduce unnecessary

impediments to legitimate exports…” 58

The groups’ efforts, while laudable, have failed to remedy the deficiencies in the

current ITAR, or to prevent the continuing downward spiral of the U.S. satellite market.

A review of the DTAG published minutes finds few references to advocacy on behalf of

U.S. satellite manufacturers or concerns about U.S. competitiveness, and even fewer
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recommended or implemented steps to staunch the declining U.S. commercial satellite

market.59

The benefit of creating such a new NSC-level position would be three-fold. First,

the appointee would be the central point of contact for industry so that concerns and

suggestions for improving the export control system could be centralized in an office

that would have the authority to act and implement changes. Second, the official could

harmonize the application of the various export control and defense practices so that

they are more efficient and so that corporations have an increased level of visibility into

the application of export requirements. Finally, this position would create policy and

serve as an expert resource for Congress, government agencies, and industry.

4. Increase Funding for Directorate of Defense Trade Controls (DDTC) Staffing

The State Department Office of the Directorate of Defense Trade Controls

(DDTC), the agency within the State Department responsible for administering the

ITAR, is woefully understaffed. Currently there are approximately eighty-five civilian

and military personnel assigned to DDTC. Together, they review approximately 80,000

license applications and agreements each year.60 Based on statistics for calendar year

2007, DDTC receives on average 6,700 new cases every month, ranging from a low of

5,795 cases in December 2007, to a high of 7,611 cases in August 2007.61

By statute, the DDTC office receives ten military officers to staff desks, but

because of the operational tempo of the Global War on Terror, the military desks are

frequently understaffed and civilian positions are also often vacant. Currently there are

only six military officers at DDTC and only five officers review cases.62 The military

officers, all senior career officers in the grades of O-5 or O-6, currently staff the
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following divisions: Aircraft Division; Military Electronics Division; Missile and Spacecraft

Division; and, Military Vehicle and Naval Vessel Division.63

This is a critical choke point in the processing of licenses and agreements.

Because of the high demand for additional support, and the negative effect on

processing times, funding must be provided to train and staff additional DDTC positions.

Funding for an additional ten to fifteen full-time military positions, at a cost of roughly $5

- $7 million per year,64 would yield a dramatic improvement in processing times.

Additional staffing should also be considered for ombudsman-type positions to provide

training to and interface with industry, to issue advisory opinions and to conduct post-

shipment verification audits.65 The Coalition has also expressed a willingness to fund

additional staff for other agencies that participate in the export control system.66

This increased staffing recommendation is one that could be implemented

quickly at little additional cost and which will have an immediate, positive effect.

Additional staff in these billets should focus on technologies that are currently needed in

the field and ones that will increase our interoperability with our allies and supporters.

To the extent possible, officers so assigned should have a technical background, prior

assignments that provide familiarity with systems likely to be exported, or Command

assignments with extensive systems-level acquisition activity.

5. Develop a Licensing Triage Program to Separate Routine and Complex
Applications

Currently there is no process in place at State or Commerce to triage

applications. License and agreements are assigned and staffed as received. This

permits routine applications to clog the processing pipeline while more critical
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applications sit idle pending assignment. Because staff time is at such a premium, a

four-level category designation, with very clear guidelines, should be established. For

example, a level one application would require immediate attention both because of the

technology involved, and the status of the end-user/purchaser.67 Each application

would note which category it fits within, citing the criteria satisfied for inclusion in the

category.

Coupled with the new category designations should be a set of mandatory

processing timelines, which would vary based on the category level. One of the biggest

problems with the current USML export system is that exporters have no certainty as to

how long the application process will take. This makes commercial transactions

extremely difficult. Mandatory processing times would solve this issue.68

6. Implement Pre-Approval, Program-Level, Licensing

Currently a program license (one all-encompassing license) can be granted for

major systems programs. Such a license permits the prime contractor to submit one

application for a single license covering all USML hardware, technical data and

technical assistance on the program. In reality, however, the process is ineffective and,

therefore, rarely used. Because of the voluminous paperwork required for a program

license, contractors typically submit individual licenses for the underlying components

because it is far more efficient. Additionally, a program license, once granted, has little

flexibility so that if there are changes in the program, separate amendments must be

filed for each change.

To correct this deficiency, State should grant pre-approval, at a program level, for

large systems that would not otherwise be prohibited at a component level. A key
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element of this recommendation would be permitting industry to implement minor,

documented changes, without having to submit a new license application. This change

alone would encourage industry to use this process.

The U.S. currently sells prior generation weapons and communications systems

around the world. There is no reason that a pre-approval process could not be

implemented that would rapidly speed the export of major commercial systems for all

but the most advanced systems.

7. Permit Expanded, Pre-Approved Licensing Of Prior Generation Commercial
Satellite Technology

Satellite technology and manufacturing processes that are currently available to,

or in use by, foreign competitors are not treated any differently (more leniently) than

cutting-edge, U.S.-only technology. This standard puts U.S. manufacturers at a decided

economic disadvantage. If a commercial satellite customer (foreign or domestic) can

buy the same or similar technology from a foreign source, at equivalent or better pricing,

without the uncertainty created by ITAR review and approval, why would they buy from

a U.S. source? The answer is simply that they will not.69

Any technology that is currently in commercial use by foreign entities, available

for commercial sale by foreign entities, or is prior generation technology compared to

the current U.S. technology, (in other words, is fungible technology) should be

immediately placed on a list of “readily marketable technology” that would not be listed

on the USML and would be subject only to EAR review and approval.
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Conculsion

Space systems and space technology are essential to the nation’s security and a

key element of the U.S. National Space Policy and the U.S. National Security Strategy.

The Department of Defense and the national intelligence agencies are highly reliant

upon information gathered and transmitted through space-based assets, both

commercial and military. The current war fighting doctrine, network centric warfare, is

absolutely dependent upon satellite communications technology. As the U.S.

commercial satellite market share continues to erode, however, the U.S. risks losing

technical dominance. Unless the U.S. export control system generally, and the ITAR

specifically, are radically and quickly modified, the nations’ security will continue to

needlessly be at risk.
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