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Net-Enabled Battle Command
Agenda

» Net-Enabled Battle Command Test and Evaluation Concept
» Mission Domain Metric Development Methodology

» Mission Metrics
= Speed-of-Command
= Self-Synchronization
» [nformation Superiority
= Force Agility

» Cognitive Domain Mapping
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Net-Enabled Battle Command Test
and Evaluation Concept
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Net-Enabled Battle Command
Network Overview

GLOBAL INFORMATION GRID

INF‘ORMATION MANAGEH\HENT

Networked systems provide data/information from and to sensors, software,
computers, telecommunications, and decision-makers

ViINULMAOVIT 1LV
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Net-Enabled Battle Command @
Some Definitions 3/

» Command Net: A communications network
which connects an echelon of command with
some or all it's subordinate echelons for the
purpose of command and control. (Ref: FM 1.02)

» For the Net-Enabled Battle Command concept,
we assume that all of the various
systems/components of the network already
meet the NR-KPP requirements, as called for by
the Chairman Joint Chiefs of Staff Instruction
(CJCSI) 6212.01D.

UNCLASSIFIED 6
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Net-Enabled Battle Command
Net-Centric Assumptions

» The Joint-described tenets of Network-Centric
Warfare is that networked forces wiill
demonstrate:

* Improved speed of command,;

= An improved ability to rapidly synchronize among
themselves;

= An improved abillity to collect, process, and
disseminate an uninterrupted flow of information; and

= An improved ability to change over time.
» Systems are Net-Ready compliant

7
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Net-Enabled Battle Command
Capabilities-based Test and Evaluation

T&E plans must delineate
Commander this type of T&E strategy

Varying Conditions

&
Inputs Network Staff
Live Environment Mission
Virtual Effectiveness
Constructive —
Network —_— T

Performance Network’s ability to
provide relevant
information

Network’s ability
to enable
decisions/ actions

Ability to improve:

Concurrence/non-concurrence with system documentation based on * Speed-of-Command
documents ability to describe the operational capabilities desired and the * Self-Synchronization
architecture/infrastructure of the Network Environment to support the » Force Agility

i i A fof * Information Superiorit
desired operational capabilities ) Ot‘;]er lon Superiority

UNCLASSIFIED 8
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Net-Enabled Battle Command
System-of-Systems T&E Events Concept

Integrated SoS .
e Transitional | Operational

Technical > Testi > Testin

estin
Test & &
(Interim Operational Capability) (Demonstrated Capability)|
(Technical Baseline)
All components present, Allows for development of “Open Book” Test,
emphasis on understanding TTPs and lessons learned of “For Record”
system performance DOTLMPF issues

A

- -
< <

Lessons learned feedback loop for subsequent DOTMLPF improvements to the SoS I

DT plan(s) focused on technical requirements, OT plan(s) focused on operational performance,

SoS Network performance, helping predict capabilities and limitations in accomplishing
operational implications, and technical causality mission(s), force effectiveness, and DOTLPF

UNCLASSIFIED °
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Net-Enabled Battle Command
Domains

Mission — Domain where the net-enabled force/unit

demonstrates the degree to which it is able to achieve the
defined future force concepts/capabilities

Cognitive — Domain where decisions are made by the
decision-maker; the place where perceptions, beliefs,
values, understanding, and assessments takes place

Information — Domain where relevant information is created,
manipulated, processed, stored, shared and presented to the decision -
maker to convey commander’s intent and enable situational awareness

Physical — Domain where the components of the network reside; ]

sensor, platform, applications, operating systems, standards and =
transport infrastructure

l;.
ARMY TEST AND EVALUATION COMMAND
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DT

*Unit
*Functional
Integration

IGT
*Certification

oT

*EUT
LUT

lOT

*CE
*Validation

Exercises
*Training
*ACTDs
*OA/OE

Other
SWB
*FUE
*M&S

*Performance

Datallnfo
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Net —Enabled Battle Command

Overall T&E Methodolog

(NW Performance (Information (C2 Metrics) (Force

Metrics) Suitability Metrics) Effectiveness — Decomposition
T T epegs Metrics) Red
Capabilities Capabilities Capabilities S
P> Blue

Capabilities

formation
ovided to/from
e Network under Networ

st to lateral & Environment
information

products; ability
of NW to allow
commander &
staff to make

nvironment unde

Synchronization,
-Improve Force

9dUBINSSY UOIIBWL.IOMN|
B
Juswysi|dwoddy UoISSI|

—— ‘ .Relevanc'y of timely, and Agility
QR information effective -Improve Informatic
under test; includes provided by

both horizontal &
vertical integration

Network under test
to commander &
staff

3AOMIDN 340D

Data/lnfo

Data/Info Data/lnfo Limitations

v

v< )]MOMIBN 340D

Limitations Limitations Limitations

ESS +Unknowns ESS +Unknowns ESS +Unknowns ESS +Unknowns

A 4 A 4 A 4 A 4

IGT - Independent Government Test; EUT — Early User Test; LUT — Limited User Test; IOT — Initial Operational Test; CE — Continuous Evaluation; ACTD — Advanced Concept Technology Demonstration;
OA/OE — Operational Assessment/Operational Evaluation; SWB — Software Blocking; FUE Uﬁﬂﬁﬁgi;ﬁftﬁodeling and Simulation; ESS — Effectiveness, Suitability, Survivability; NW — Network; 11

C2 — Command and Control; FoS — Family of Systems; SoS — System of Systems
ARMY TEST AND EVALUATION COMMAND
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Mission Domain Metric
Development Methodology

UNCLASSIFIED 12
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Net-Enabled Battle Command
Evaluation Focus Areas

Net-Enabled Battle

Command
1.0 Effectiveness 2.0 Suitability 3.0 Survivability
4 2.1 Shared i
1.1 Speed of L ellels 3.1 Information
Command (SOC) Situational Assurance (IA)
Awareness (SA)
1.2 Self-
Synchronization
Issues < (SS)

1.3 Information
Superiority (IS)

. 1.4 Force Agility
(FA)

ICLASSIFIED 13
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Net-Enabled Battle Command
Methodology for Defining Measures

1.0 Effectiveness l 2.0 Suitability l 3.0 Survivability l
Issues
1.1 SOC l 12 S8 l 1.31S l 1.4 FA l 2L Sslared l 3.11A l

Mission Cognitive Information Physical
Domain Domain Domain Domain

Capabilities Capabilities Capabilities Capabilities

Properties Properties Properties Properties

Measures Measures Measures Measures

UNCLASSIFIED 14
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Mission Domain Metrics

UNCLASSIFIED 15
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Speed-of-Command

UNCLASSIFIED 16
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Net-Enabled Battle Command
Mission Methodology

Speed of “Firsts” Quality of “Firsts”

Speed of Command,
ALY oSN Ml 1 See First -«

assesses the rapidity which
you go from 1 -4 2. Understand First

Information Superiority

v

Self-Synchronization

In addition, each component 3. Decide First
of the OODA loop, O-O-D-A,

assesses the time to complete 4. Act First
each individual “first”

Force Agility

5. Finish Decisively

Assessments based on:

- Mission success

- Commander’s intent

- Task/mission requirements

Assessments based on:
- JIM forces vs. Threat

- System maturity
comparison (roi)

Assessments based on:
- JIM forces vs. Threat

- System maturity
comparison (roi)

“Did |l impose my will on the enemy”

Battle Command Information Need Cateqories:
JIM forces status, Threat status, Terrain information, Weather information

UNCLASSIFIED 17
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NEBC Activity Model (OV-5)

Commander’s | | .
_ Intent ncomplete Mission
Filter
Info
¥ Requirements
Data | A1 See
> _ |
First .
- Policies |pProcedures
N A2 Understand
Information First v
- " A3 METL
Intelligence Decide i
Situational First No a(_:tlon
Manned Sensors Understanding COA reSUIred
Unmanned Sensors A4 Act
First
C2 Commander * Mission
Staff Staff Effects A5 Finish Elure
Decisively —ay
>
METT-TC
Mission
Accomplishment
METT-TC
UNCLASSIFIED 18

ARMY TEST AND EVALUATION COMMAND



Objective of Mission Domain:

Demonstrated ability of net-enabled forces to achieve
some degree of future force capabilit

Definition of Speed of Command:
+ Time required to complete one full cycle of Boyd’s observe-orient-decide-act (OODA) loop
(Ref. Network-Centric Warfare — Its Nature and Modeling, Fewell, M.P and Hazen, Mark G.)

Domain Mission

1.2 Self- 1.3 Information 1.4 Force

Synchronization Superiority Agility

Capabilities

1.1.1 Observe ' 1.1.2 Orient 1.1.3 Decide 1.1.4 Act '
Properties 1.1.11
(Attributes) Timeliness 1121 1131 1141
Timeliness Timeliness Timeliness

UNCLASSIFIED 19
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Objective of Mission Domain:

Demonstrated ability of net-enabled forces to achieve
ree of future force capabilit

e

1.2 Self- 1.3 Information 1.4 Force
Synchronization Superiority Agility
Capabilities
1.1.1 Observe 1.1.2 Orient 1.1.3 Decide 1.1.4 Act

Definition of Observe:

% The act of (time to) collecting information. Sometimes the commander actively seeks
information; sometimes the command and control (C2) system disseminates it to them.
(Ref: FM 6-0)

 (Time) To learn about the status of their forces, the environment and the enemy through
intelligence, surveillance, reconnaissance, information systems and reports from other
headquarters (Ref: FM 6-0)

* An act (Time) to discern a target visible to a sensor (human or machine) that may be
within range of available weapons. (Ref: FM1-02, see definition for Target of Opportunity)

UNCLASSIFIED 20
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Objective of Mission Domain:

Demonstrated ability of net-enabled forces to achieve
some degree of future force capabilit

Domain e
Mission Level

1.1 Speed of 1.2 Self- 1.3 Information 1.4 Force
Command Synchronization Superiority Agility

Capabilities

1.1.1 Observe 1.1.2 Orient 1.1.3 Decide 1.1.4 Act

Definition of Orient:

How (long to become) familiar with or adjusted to facts, principles, or a situation is the force (Ref:
Freedictionary. com)

Definition of Decide:

Timeliness of selecting a coarse of action as the most favorable to accomplish the mission (Ref:
FM 6-0, FM 1-02)

Definition of Act:

Time to put decisions into action by disseminating it through execution information — orders or
plans; supervising to ensure proper execution and assessing results through feedback from COP

and staff running estimates; synchronize and integrate BOS as well as directing execution within
the higher commander’s intent. (Ref: FM 6-0)

ARMY TEST AND EVALUATION COMMAND
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Self-Synchronization

UNCLASSIFIED 22
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Orient

Observe

UNCLASSIFIED

Self Synchronization

Autonomy

t achieves

Synchronization of Actions

A 4

or Effects

t facilitates

Shared Understanding

via Collaboration

Situational Awareness

. enables

Initial Understanding

Act

Decide

Information Superiority
- Causality issues

a) Information Advantage,
b) 10

Changing
Conditions

provides

Commander’s Intent
23
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Objective of Mission Domain:

Demonstrated ability of net-enabled forces to achieve
some degree of future force capabilit

Definition of Self-Synchronization:

+ Ability of entities to rapidly synchronize among themselves, independent of direction from
superiors (Ref: Network-Centric Warfare — Its Nature and Modeling, Fewell, M.P and Hazen,
Mark G.)

Issues |

1.1 Speed of 1.3 Information 1.4 Force
Command Superiority Agility
CapabilitifTQ | | |
1.2.1 Initial 1.2.2 Situational 1.2.3 1.2.4 Shared 1.2.5 1.2.6
Understanding Awareness Collaboration || Understanding || Synchronization Autonomy
Timeliness Timeliness Timeliness Timeliness Timeliness Quality
Quality Quality Quality Quality Quality
| |
Properties (Attributes) Gaps Gaps
UNCLASSIFIED 24
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Objective of Mission Domain:
Demonstrated ability of net-enabled forces to achieve

some degree of future force capabilit

Issues |

1.1 Speed of 1.2 Self- 1.3 Information 1.4 Force
Command Synchronization Superiority Aqility
Capabilities
[ | | | | |
1.2.1 Initial 1.2.2 Situational 1.2.3 1.2.4 Shared 1.2.5 1.2.6
Understanding Awareness Collaboration Understanding || Synchronization Autonomy

Definition of Initial Understanding:

s Time for and degree that all subordinate commands have higher commander’s plan(s) and intent?
Definition of Situational Awareness:

s Time for knowing who’s where and what are they doing? (Ref: JFC)

s The quality of perception of relevant elements in the environment, the comprehension of their
meaning and the projection of their status in the near future. (Ref: Endsley)

Definition of Collaborate:

s Given the network, how well can subordinate entities work together to plan and execute missions
and tasks?
Definition of Shared Understanding:

s Time for subordinate commands to gain and the quality of common understanding of a situation

UNCLASSIFIED 25
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Objective of Mission Domain:

Demonstrated ability of net-enabled forces to achieve
some degree of future force capabilit

Issues |

1.1 Speed of 1.2 Self- 1.3 Information 1.4 Force
Command Synchronization Superiority Agility
Capabilities
[ | | | | |
1.2.1 Initial 1.2.2 Situational 1.2.3 1.2.4 Shared 1.2.5 1.2.6
Understanding Awareness Collaboration Understanding Synchronization Autonomy

Definition of Synchronization:

K/

% The time required to arrange military actions in time, space and purpose to produce maximum
(precise) relative combat power at a decisive place and time. (Ref: FM 3-0)

% Time to arrange military actions by forces and BOS in time, space and purpose to produce
maximum (precise) relative military power at a decisive place and time. (Ref: FM 6-0)

Definition of Autonomy:

X/

s Successfully conducting military operations through decentralized execution based on mission
orders for effective mission accomplishment (Quality)

X/

% Degree of independency in making decisions

X/

% Success of conduct(ing) military operations through decentralized execution based on
mission orders for effective mission accomplishment.

UNCLASSIFIED
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Information Superiority
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Definition of Force Level:

Demonstrated ability of net-enabled forces to achieve
some degree of future force capabilit

Definition of Information Superiority:

/

s The operational advantage derived from the ability to collect, process, and disseminate an
uninterrupted flow of information while exploiting or denying an adversary’s ability to do the
same. (FM 3-0)

Domain Force Level
Issues

1.1 Speed of 1.2 Self- 1.3 Information 1.4 Force
Command Synchronization Superiorit Aqgility
. | |
Capabilities | 1.3.1 Information 1.3.2 Information
Advantage Assurance
Properties (Attributes) [1.1.3.1.1 Quantity
1.3.1.2 Quality
1.3.1.3 Timeliness
UNCLASSIFIED 28
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Definition of Force Level:

Demonstrated ability of net-enabled forces to achieve
some degree of future force capabilit

Domain
Force Level
Issues

1.1 Speed of 1.2 Self- 1.3 Information 1.4 Force
Command Synchronization Superiorit Aqgility
[ |
Capabilities 1.3.1 Information 1.3.2 Information

Advantage Assurance

» Information Advantage: The ability of one opponent to answer his
Information needs at a rate greater than his adversary can answer
his information needs.

» Information Assurance: Measures that protect and defend
Information and information systems by ensuring their availability,
Integrity, authentication, confidentiality, and non-repudiation. This
iIncludes providing for restoration of information systems by
Incorporating protection, detection, and reaction capabilities.

UNCLASSIFIED 29
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I-3 Information Superiority Measures

Blue Information Quality vs. Red Information Quality

14 —&— Blue Quality
12 - /\ —— Red Quality
10

%

Information Quality
(o)) oo

0 ‘
Q Q Q Q Q Q Q Q Q Q Q Q
Q'.Q q}.Q b;.Q 6‘0 %.Q Q’.Q q}Q b;.Q 6‘0 Q;.Q Q’.Q q'/.Q
A A A A A N N N N N ) gk
F & F S S
N N N N (N '\\N \\'\, 'x\'» ,\>'\/ Q’\o \\\' 'x\'»
Time
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Force Agility
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Demonstrated ability of net-enabled forces to achieve
ree of future force capabilit

Force Agility

* A responsive, agile force package is one that is sustainable and mobile enough to accomplish the

mission. (FM 3-0)

+» Ability of a force to rapidly react to changing conditions, especially regarding unplanned and ad-hoc
circumstances, and revise its organization to handle them; Ability to alter the nature of engagement
quickly (adapt) and the ability to sustain several types of engagement simultaneously, as required.

s Agility implies an ability to change over time. (Ref: Network Centric Operations Conceptual

Definition of Mission:

some deo

Framework)
Issues| | |
1.1 Speed of 1.2 Self- 1.3 Information 1.4 Force
Command Synchronization Superiority Aqilit
| [ | |
Capabilities 1.4.1 144 1.4.3 1.4.2
React Adapt Sustain Reorganize
_ H | \ |
Properties Responsive Resilience Simultaneity Flexible
| l |
Rapid Rapid Scalable

UNCLASSIFIED
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Definition of Mission:

Demonstrated ability of net-enabled forces to achieve
some degree of future force capabilit
Definitions of Force Aqility Properties

Responsiveness

+» The degree to which decisions and actions are timely and relevant. (NCE JFC 1.0) Responsiveness
Is a function of timeliness and relevance.

Resilient

* The extent to which recovery or adjustment is achieved given misfortune or change. (NCE JFC 1.0)
% Recovery — Reestablishment of the baseline prior to a given misfortune or change

Scalable

¢ The extent to which organizations can seamlessly adjust size and scope to meet a given mission
requirement. (NCE JFC 1.0)

Simultaneity
*The extent to which engagements occur at the same moment (Modified from Houghton Mifflin Company)
Sustainment

“*The extent to which an engagement maintains and prolongs operations or combat until successful
accomplishment or revision of the mission. (Modified from CJCSI 3170.01E)

Flexible

“*The extent to which individuals and organizations dynamically meet mission requirements. (NCE JFC
1.0) (See Cognitive measures)

UNCLASSIFIED 33
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Cognitive Domain
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Back Up Slides
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Net-Enabled Battle Command
Integrated SoS T&E Cycle

LandWarNet Warfighter Mission Area (WMA) Integrated Working Group (IWG), Transition Sub-Working
Group (TWG) Mission:

» Set the conditions for units to be successfully deployed (trained and ready)

* Identify and document issues that may impact the successful readiness for each rotation

Analyze
DOTMLPF BAC GOSI >
Implications PPYORS

Prioritize I Prioritize *
= o > Based on ——|JOVISVEN
Capabilities POM
Analyze
< DOTMLPF
Major SWB - a/Change Implications
v echnical Analysis
v
BC GOSC 18 months | Bccosc s v Unit F_le_ldmg/ BC GOSC
Designates Apbroval > Training/ Approval
Block OVs SVs BEMP PP Dev TFT IAIC } CTC/MRX Sust Baseline

Analyze
DOTMLPF
Implications [
ansitional
Testing
Refine Tng OTT CTC
Products/ 12 months TN.ET il Collective Collective
Inst Tng ramning Training Training

9 months 37
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