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DARPA’s TRUST in Integrated Circuits program is
directed at ensuring trust in integrated circuits that are
designed and fabricated under untrusted conditions. This
issue has been identified in a recent Defense Science
Board study [1] and the problems described in the study
are becoming more acute. The majority of Integrated
Circuits (ICs) used in complex modern military systems
are made off-shore. Field Programmable Gate Arrays
(FPGA’s) are the dominate IC used in modern weapons
systems and the vast majority of FPGA’s are made off
shore. At the present time the US does not have a
comprehensive program to certify that the ICs that are
going into U.S. weapons systems do not contain malicious
circuits. This paper focuses on describing the structure
and goals of the program, along with the challenges
facing the effort. The program has wide participation with
numerous US government departments. A  brief
description will be given of some of the novel approaches
initially being deployed to address the challenges.

The TRUST program is presently focused on three Tasks

for ensuring trust in integrated circuits:

1. Ensuring trust in the design cycle for
Application Specific Integrated Circuits
(ASIC’s).

2. Ensuring trust when an ASIC is fabricated in
an untrusted foundry

3. Ensuring trust when employing FPGA’s in
military systems.

The program structure is composed of three government
teams and four prime contractors:

a. Government Red Team (MIT Lincoln Labs
lead)

b. Government Test Article Team (USC/ISI)
c.  Government Metrics Team ( JHU/APL)
d. System Integrator (Raytheon)

e. Hardware and Software — Tasks 1, 2&3
(Raytheon, BAE  Systems, Analytic
Solutions Inc., R3 Logic, and Cadence)
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f. FPGA’s - Task 3 (Luna)

g. X-ray Analysis - Task 2 (USC/Information
Sciences Institute, Xradia, Stanford &
Argonne National Lab.)

The goals of the program for each for the three tasks
are shown in Figure 1. The program consists of three
one year phases. The metrics for the program become
more difficult in each of the subsequent phases with
the number of transistors examined increasing and the
time allowed to perform the examination decreasing.
At the same time the required probability of detection
of a change to the integrated circuit increases and the
probability of declaring a good circuit as bad
decreases. The TRUST program employs a unique
approach to quantifying TRUST in terms of Py/Py,, in
contrast to previous attack/defense tree methods, and
also focuses on changes rather than Trojan circuits.
The Test Article Team is producing a series of ICs
and software to provide a uniform set of test articles
for all performers

The challenges for the program are significant for
each of the tasks. Task 1, the design task, is perhaps
the challenging; it has been called the if-and—only-if
(iff) problem. Present set of commercial design tools
focus on making sure the IC meets all the required
functionality defined in the specification. In general
the tools do not focus on determining if additional
functionality has been added into the circuit design
which was contained in the original specification.
These design tools are proprietary, complex, contain
many million lines of code, may be written outside
the US, are in constant version changes, and may
require the tools to “call home” for part of their
functionality. However one can compare the results
by using tools from different vendors to see if there
are significant differences. The case of using 3™
Party Intellectual Property (IP) in the design process
presents additional concern since these codes are
written by vendors from many parts of the world, are
highly proprietary, and in many cases contain
“unused” functions.
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Figure 1: TRUST Go/No-go metrics

Task 2, the foreign foundry related task, is basically a
combined destructive and non-destructive reverse
engineering task. The primary challenges for this task are
time to perform the destructive reverse engineering and
the ability to make effective non-destructive
measurements. However the sheer magnitude of the
reverse engineering tasks will require many innovations
to comprehend: small feature detection (90 nm and below
nodes), large number of transistors, multiple layers in
each device (9 or more), more complex materials, the
requirement that delayering be done on only one device,
and the tremendous computational effort required to
compare the information derived from the delayered
device to the original GDS II design.

Task 3, the FPGA related task, is very important since
FPGA’s are becoming the IC of choice for both
commercial and military systems. Domestic based
companies dominate the FPGA market, however almost
all FPGA’s are fabricated offshore. The design process
suffers from the same design vulnerabilities as ASIC’s
including the use of offshore 3™ party IP. However the
design flow for FPGA’s presents additional verification
issues. The design process for FPGA’s starts out using
many same vendor design tools used for ASIC’s, however
at a certain point the design flow enters into tools which
are highly proprietary and FPGA vendor specific.
Presently there is no vendor independent method of
verifying the bitstream loaded into a FPGA. FPGA’s are
by definition field programmable and commercially
available. Hence the possibility of substitution or
reprogramming in the field can occur. Finally, FPGA’s
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may contain vendor specific “private” functions which are
not revealed to the general user, and which could be used
for unintended purposes. The challenges for Task 3
include:

a. A vendor independent method of verifying
that the bit stream contains the functionality
specified and nothing more and nothing less.

b. A vendor independent method to verify the
correct loading of the bitstream into the
FPGA.

¢. A vendor independent method to ensure that
a proper bitstream loaded into a FPGA is not
modified at a later time by means either
external or internal to the FPGA.

d. A vendor independent method to uniquely
identify a specific FPGA.

The TRUST program presently contains many novel
techniques and approaches to measure trust. These
include X-ray Tomography, simultaneous Focused Ion
Beam etching and Scanning FElectron Microscope
imaging, Boolean Equivalence Checking, Physically
Uncloneable Functions, electromagnetic probes, GDS 11
to netlist generation and advanced pattern recognition.
Even with these advanced tools the program goals remain
extremely challenging.

Reference [1] http://www.acq.osd.mil/dsb/reports/2005-
02-HPMS Report Final.pdf
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