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Foreword

The purpose of this Case Study Report is to provide the results of analysis and conclusions from
the case study on the British Approach to Low-Intensity Operations. The Final Report is
organized into two parts followed by the appendices. Part | presents a high level overview of the
overall British Approach, an analysis of each of the operations under study, and overall
conclusions. Part I builds on the primary and secondary research, face-to-face interviews and the
web-based surveys conducted throughout this case study. Part Il presents the detailed research,
by operation, conducted by King’s College London and informed by face-to-face interviews
conducted by both King’s College and PA Consulting. The appendices include the Research
Design Plan, as well as detailed responses from the Internet Web Based Survey and interview
transcripts.

This report is the result of work performed by PA Consulting Group’s operating companies in the US and
the UK under subcontract to Evidence Based Research, Inc. contract #W74V8H-04-D-0051 for the Office
of Force Transformation and under contract to the UK Ministry of Defence contract #iNFOCBM 010605
for Director Command and Battlespace Management (D CBM/J6)).

This report is the result of the effort of many people. The following are the primary contributors:

Hugh Eaton, PA Consulting Group (PA) UK

Greg Boehmer, PA Consulting Group, PA US

Dr. Eric Rambo, PA US

Lana Oh, PA US

Jeremy Works, PA, US

Professor Michael Clarke, King’s College London (KCL)
Dr Warren Chin, KCL

Dr Andrew Dorman, KCL

Dr Stuart Griffin, KCL

David Ucko, KCL

Dr. Rod Thornton, KCL

Dr. David Whetham, KCL

Dr. Kimberly Holloman, Evidence Based Research (EBR)
Dr. Robert Tyler, EBR

Joanna Centola, EBR

Christine Balisle, EBR

Angela D’Haene, EBR
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CHAPTER 1.0 RESEARCH DESIGN PLAN OVERVIEW
Introduction

The purpose of this section is to provide a brief summary of the Research Design that served as an overall
framework for conducting the L10 case study. As such, this section recaps essential elements of the
Research Design Plan. The complete Research Design Plan is included in Appendix B.

Background

This case study was initiated as a collaborative effort between the Office of Force Transformation (OFT)
and the UK Ministry of Defence Director Command and Battlespace Management (D CBM/J6), and Joint
Doctrine and Concepts Centre (JDCC). The OFT has determined that Network Centric Operations (NCO)
is the core concept that guides the transformation of the U.S. military. It is a new theory of war based on
Information Age principles and phenomena, and can be summarized by NCO tenets.' These state that a
robustly networked force improves information sharing and collaboration, which enhances the quality of
information and shared situational awareness. This enables further collaboration and self-synchronization
and improves sustainability and speed of command, which ultimately result in dramatically increased
mission effectiveness. Similarly, the UK MOD has stated that “the achievement of military effect will, in
the future, be significantly enhanced through the networking of existing and future military capabilities,
under the banner of Network Enabled Capability (NEC)”, the UK term for Information Age
transformation.’

The objective of this study is to enhance the current understanding of the evolution of NCO and NEC as it
relates to a variety of Low Intensity Operations (L10). While debates exist around precise definitions, LIO
in this case includes counter-terrorism, counter-insurgency, peacekeeping, and peace enforcement.® The
study will gain insights on UK L10O and seek to offer these insights to help develop United States (US)
and United Kingdom (UK) military thinking. Ultimately, these insights may improve mission
effectiveness in similar operations in the future. It is understood that some of these operations pre-date the
formalized theory of information warfare, but many of the principles, and certainly the mindset have
always existed and so the use of such terms remains appropriate.

The primary aim of this study is to analyze British experiences in L10 involving counter-terrorism (CT)
and counter-insurgency operations (COIN), through the prism of current NCO/NEC doctrine and practice.
The study will capture progress along the UK defence lines of development (DLoD) and examine the
operational concepts and tactics, techniques, and procedures (TTPs) that allowed British forces to develop
and exploit an information advantage in a complex social domain (joint military, interagency,
military/civil police, etc).

! Department of Defense. Network Centric Warfare Report to Congress. July 2001,

2 See the UK MOD NEC Handbook. Network Enabled Capability is defined as “the ability to gather knowledge; to
share it in a common and comprehensible form with our partners; to assess and refine it to turn into knowledge; to
pass it to the people who need it in an edited, focused form; and to do it in a timescale necessary to enable relevant
decisions to be made in the most economic and efficient manner.” Deputy Chief of the Defence Staff (Equipment
Capability) (DCDS (EC)) 8 Nov 2001.

® See, for example, discussion paper by Dr. Daniel Marston, titled “Force Structure for High- and Low-Intensity
Warfare: The Anglo-American Experience and Lessons for the Future” by Dr. Daniel Marston, Royal Military
Academy Sandhurst; paper associated with NIC 2020 project, 2004.
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Study Challenge

The DoD OFT SOW states that “increasingly, military forces are being called upon to conduct LIO—
either as an adjunct to major combat operations, or in other operations as a primary activity in war-torn
and divided societies. Prior to Operation IRAQI FREEDOM (OIF), the nation with perhaps the most
significant experience in L1O was the UK.” That being said, an additional factor that motivates this case
study is that with all the experience and lessons learned that the UK has in LIO, they “have not been
explicitly captured in a form that would make them useful to the US or other UK allies in developing
ongoing doctrine and lines of development.”

Case Study Obijectives

This study seeks to systematically review and analyze the UK approach to LIO for the purpose of sharing
the insights gained from the UK experiences with the US and other allies. Additionally, this research will
build on the emerging understanding of the key role of information sharing and collaboration gained from
recent advances in NCO/NEC theories, and to evaluate to what extent they were critical factors for UK
LIO success. To our knowledge, L1O has never been assessed through this lens. Additionally, we will
evaluate the appropriateness of analyzing the British L10 experience through the NEC/NCO perspective,
looking for areas where the theory needs refinement and for evidence that may contradict or challenge the
existing theory.

In order to gain a better understanding of the UK approach to LIO, and the potential supporting role of
Information Age technologies and practices in these operations, the case study team identified the
following objectives:

OBJ 1: Develop an understanding of the UK approach to LI10.

OBJ 2: Determine whether and how lessons from such operations were identified,
disseminated, and implemented within the UK Armed Forces across time (DLoD and
learning organization).

OBJ 3: Develop an understanding of the past and future role of information age concepts and
capabilities (such as Network Centric Operations (NCO)/ Network Enabled
Capability (NEC)) in contributing to the success of these operations.

OBJ 4. Determine whether and how the UK forces were able to develop and maintain an
information advantage given the constraints of low intensity operations.

Study Scope

The focus of this study will be on low intensity operations conducted by UK Forces in the operations
listed below:

e Malaya (1948 through1960)

o Northern Ireland —three time periods — 1969 through 1972, 1972 through 1976, and 1976 through
1995

e Bosnia-1992 through 1996
e Sierra Leone —1999 through 2000
e lIraq— May 2003 through 2004
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Theory and Research Questions

Theory

The NEC Benefits Study model, or “NEC Measurement Framework” (see Appendix A), and the UK
DLoD* were used to inform the case study. This Framework, which builds on the NCO Conceptual
Framework, is a variation of the NCO value chain. This model has been used to shape the LIO study to
ensure that it is of utility to the ongoing NEC Benefits work. A simplified version of this Framework is
represented by the NEC Benefits Chain, Figure One, which has evolved over the duration of this study:

NEC Benefits Chain

~

~
( Appropriate Y4 Information and N ( Shared Agile Groupings
Connectivity Intelligence Understanding
Quality of network o § a Quality of Quality and e
[m=——--———— === Quality of ~) shared S| timeliness of Synchronization
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Figure 1: NEC Benefits Chain

o Appropriate Connectivity — covers quality of network (degree of networking, reach, quality of
service, and network assurance), as well as the net readiness of nodes—their capacity, connectivity

and assurance.

o Info and Intelligence — covers quality of shared info, plus the ability to share information, and the
quality of individual and organic information. Includes an assessment of real time monitoring,
enhanced ability to fuse and analyse info, and rapid dissemination of information.

e Shared Situational Awareness — includes the quality of shared awareness, the quality of interactions,
and the quality of individual understanding; including improvements in combat ID.

e Agile Groupings — includes the quality and timeliness of decision-making, and the synchronisation of
actions. Also includes observations on adaptive C2 and collaborative planning.

* Defence Lines of Development are currently defined by the acronym TEPID-OIL, which stands for Training,
Equipment, Personnel, Information, Doctrine and Concepts, Organization, Infrastructure, and Logistics.
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As such the model is entirely in keeping with the Measurements Framework and validates the research
design approach. Grouping our findings on the network side under the NEC Benefits Chain headings
provides consistency to the review of information age dynamics over time and operation.

Research Questions
The Research Design Plan (RDP) outlined research questions for this study that are explicitly derived

from (1) the study objectives stated above and (2) the theory that this study seeks to explore and evaluate.
These objectives lead directly to the primary research questions that informed this study:

RQ 1: Did the UK develop a unique approach to dealing with LIO, and if yes, what were the
major characteristics of that approach?

RQ 2: In what ways did the UK military obtain, disseminate and implement lessons learned
from L1O?

RQ 3: What DLoD investments facilitated the development of the UK approach to L10?

RQ 4: To what extent did information age concepts and capabilities contribute to the UK’s
ability to successfully execute LIO?

RQ 5: Were the UK forces able to develop and maintain an information advantage during
LIO?

Study Hypotheses

In line with the Research Questions, several hypotheses were identified in the Research Design. Detailed
explanations of how these were derived can be found in the RDP. It is important to note that these
hypotheses were used to prompt lines of exploration and discussion in support of the objectives and
research questions, and are answered through the commentary of the paper rather than as a separate
activity.

e HYP 1.0 To the extent that the UK Armed Forces utilize formal and informal channels for the
exchange of information and knowledge across its force elements (across operations and time), then it
is more likely to learn from past experiences.

e HYP 1.1 To the extent that the UK Armed Forces gather lessons learned from previous L10s and
disseminates this information to Army personnel participating in current and pending LIOs, then it is
more likely to learn from past experiences.

e HYP 1.2 To the extent that the UK Armed Forces promote training and force rotation policies that
encourage information sharing across operations and time, then it is more likely to learn from past
experiences.

e HYP 1.3 The longer the time delay in sharing information and lessons learned regarding L10, the less
likely is the UK Armed Forces to learn from past LIO experiences.

e HYP 2.0 To the extent that investments are coordinated across technologies, organizations, people,
and processes (rather than focusing exclusively on a material solution), the UK is better able to
develop a successful L1O approach.

e HYP 3.0 To the extent that the UK Armed Forces create and maintain social networks that cut across
organizations, then it is more likely to effectively share information, gain and share an awareness and
understanding of what is happening in the operation, and is better able to coordinate its actions to
achieve desired effects.
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e HYP 3.1 To the extent that the UK Armed Forces utilize social networks linking important friendly
and neutral forces, it is more likely to have better situational awareness of its own forces and is better
able to coordinate its actions to achieve desired effects.

o HYP 3.2 To the extent that the UK Army creates and maintains social networks linking important
information sources (friendly and opposition) it is more likely to be able to it is more likely to have
situational awareness and understanding of the opposition and therefore is more likely to gain an
information advantage and is better able to coordinate its actions to achieve desired effects.

Data Collection

The data sources for this study include primary and secondary documents, and evidence gathered from
face-to-face interviews, as well as a web-based survey of participants in the operations of interest.
Research and findings in this case study have been derived from publicly available literature, journals,
newspaper articles, primary sources (including government documents), and video libraries provided
through the Imperial War Museum.

The research has been further informed with face-to-face interviews with senior officials—military and
civilian—directly involved in the operations within the purview of this study. The aim to involve so many
current and senior individuals was partly in search of understanding and insight, but also to gain
credibility and support for such research, as well as using the existence and execution of the study as a
vehicle for socialising the idea of more lateral use of social and physical networks in Low Intensity
Operations. It should be noted that the study has elicited a great deal of interest from senior British
figures. Additionally, the team has focused on interviews with the practitioners whose job it is to create,
maintain, and update such social and physical networks as are possible to achieve in the constrained and
difficult circumstances of L10. The findings and evidence from these interviews helped the team
understand how such networks are providing an advantage to those executing LI1Os, and how the current
generation of operational commanders, coordinators and communicators are using networks to do new
things, and how the networks enable the willing to operate in new and innovative ways.

The web-based survey was sent to almost two hundred commanders, Ministers, Government Officials and
front line operators from the Armed Forces. The responses include commentary from four-star generals,
Secretaries of State, and private soldiers alike. All three Services, and all relevant departments of the UK
Government have been represented, and have provided their unalloyed comments on where the UK
approach has worked, where it has failed, and the role that networks of all descriptions have played.

Part | Report Organization

Part | of the report is organized into the following sections:

e A summary of the British Approach including the historical context, cultural context, principles of
COIN in LIO, the British Psyche, the British approach to warfare in general, and the British
experience of L10.

e An analysis of each of the five operations that comprise this case study. The analysis is organized by
UK Defence Lines of Development (TEPID OIL) and the NEC Benefits Model including Appropriate
Connectivity, Information and Intelligence, Shared Understanding, and Agile Groupings.

o Cross-operational network observations based on the NEC Benefits Chain.

o Overall conclusions, including observations from the operations on developing and maintaining an
information advantage.
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CHAPTER 2.0 SUMMARY OF THE BRITISH APPROACH

British Forces manage Low Intensity Operations with explicit attention to the sensitivities of operating in
a different, and foreign, cultural environment. This approach stems from a powerful historical context that
provides some enduring elements in the British attitude to such operations. British Commanders present
no claim to an unblemished record in this area, and openly describe a mixture of success and failure in the
history of British operations since 1945—relative failures in Palestine, Aden, and Kenya can be set against
the undoubted successes in Malaya, Cyprus, Rhodesia/Zimbabwe, Bosnia, or Sierra Leone. Throughout all
operations, however, there have been some consistent threads that have derived from a humber of
historical and cultural factors and provided a series of what may be regarded as ‘operating principles’ that
have evolved into a distinctive approach to LIO. The approach is distinct from the US approach, and is
distinct from the approach of other European Armed Forces.

Historical Factors

The most significant historical factor appears to be the UK’s imperial and post-colonial past in which the
Armed Forces played such a large part. This history has shaped and influenced British military traditions,
which are regarded as highly important by almost all in the military establishment. This past has created a
context of virtually continuous military operations overseas throughout the 20™ century, particularly in the
post-1945 period. The proportion of Armed Forces personnel engaged in operations at any one time has
been as high as 35% in the last decade, and even now stands at around 20%, a position that the MoD
describes as ‘normal’. This consistently exceeds the commitment levels of all the UK’s major military
partners.

These high levels of operational commitment—all (less Northern Ireland) abroad—have gone hand-in-
hand with an extensive system of foreign basing (which has been steadily reducing since 1945, but was
still relatively extensive until the 1980s). Even in the early 1990s, UK forces were serving in more than 30
locations. Such factors created Armed Forces that operated on the principle of frequent overseas postings,
and were often required to demonstrate flexibility, as elements were task organised into small
expeditionary groups. It also created jointness, at least at the lowest levels, and to the benefit mainly of the
Army, where personnel from the Royal Air Force and Royal Navy have filled operational posts in the
ground forces.

The post-colonial tradition also created the habit of working with—in many cases, officering—post-
imperial armed forces within the context of the British Army. Such forces included the Indian Army, the
Ghurkhas, the King’s African Rifles, the Rhodesian African Rifles, etc. The effective integration of such
forces into the general structure of military commitments over the imperial and post-colonial period
provided a wide cultural context and direct experience, from which officers have drawn in the post-
imperial history of the Armed Forces and particularly in the Army. This aspect of the enduring cultural
context has found modern expression in the use, for example, of British Military Assistance Teams or the
work of the Security Sector Defence Advisory Teams® in different parts of the world. The frequent use of
the Forces in emergency relief operations, a wide variety of military assistance, and various other aspects
of “‘defence diplomacy’ have complemented these activities, and contributed to a continuing international,
multi-cultural global engagement that has added to the corporate experience and understanding of serving
abroad.

> To be covered in detail later in the report.
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Cultural Factors

The cultural context in which a “British approach’ to low intensity operations has developed is intimately
linked to the historical context, but more diverse in its major drivers. At least three aspects emerge
consistently.

The constitutional position of the Armed Forces in British society.

There is a continuous tradition of a very strong relationship between the Armed Forces’ and government,
and between the Armed Forces and society. This relationship has not been tested by civil war, revolution,
or major national defeat. This has created a powerful and self-confident military tradition that both
separates the Armed Forces from the political process, and yet also guarantees democratic accountability
of the Armed Forces to the parliamentary process. The military has evolved as the United Kingdom has
evolved. It is at once both an independent element of the state, deriving its legitimacy directly from the
Crown and yet, like the Crown, is responsible to Parliament.

The tradition of all Volunteer Forces (the only departures from which have been during World Wars and
their aftermath) has reinforced this independence with a culture of professionalism within the Armed
Forces. Such professionalism has generally insulated the forces from political and public disapproval.
Losses and defeats during World Wars are part of a national struggle for survival; losses and setbacks in
expeditionary operations at other times have generally been regarded as acceptable within an all-volunteer
professional force. Social links to the political establishment were also traditionally strong. Very few
politicians or officials, until the current generation, had not served in the Armed Forces or were not linked
to the Armed Forces by family. Such personal interaction, however, did not compromise the political
neutrality of the Armed Forces: rather, it nurtured their self-confidence as part of a British establishment
that assumed both privilege and responsibility.

The popularity of the Armed Forces among the public.

The Armed Forces consistently emerges from all public opinion surveys in the UK as the most trusted
among a number of professions or walks of life. Levels of public trust for the Armed Forces are normally
in excess of 85% (compared with less than 10% for politicians or journalists). This is believed to be due to
a number of factors. The current regimental system devised in the 1880s has proved popular and durable
with the public, creating small, social, accessible, and family based Army units, with traditional linkages
to a particular region. This has increased the levels of public support for the work of local regiments (and
also for locally-based squadrons and ships) and integrated national recruitment with a local awareness of
the Armed Forces.

Links between the Armed Forces and the public are also strengthened by memories and personal
connections from the period of national mobilisation in the World Wars and also by the role of the
Volunteer Reserves—particularly the Territorial Army. Though conscription has not been popular in the
UK and never linked strongly to notions of civic responsibility, still less to ethnic or cultural cohesion, the
effects of the Second World War and immediate post-war conscription were nevertheless felt in society’s
relationship to the Armed Forces through to the 1980s. It should be noted that this is probably a declining
factor. The last conscript left the Armed Forces in 1961, so the present older generation has almost lost
this particular linkage.
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Public toleration of the implications of military operations.

Public and political support for the Armed Forces has always been strong, regardless of the controversial
nature of operations and almost regardless of losses. All expeditionary operations have been to some
extent controversial and as long as the Forces are not perceived as being poorly led, then losses are
normally regarded as an unfortunate part of military operations. The public reacts not to troop losses as
such, but to a perception of pointless losses. This cultural underpinning of UK military activity has been
strong and consistent, at least through to the end of the Cold War, and there is no convincing evidence that
it has changed direction since, though its base level may be more vulnerable in the current era. There is
no denying that the ongoing operation in Iraq is deeply unpopular.

There is a long-standing self-image in the UK of the British playing an important policing role in the
world and undertaking global commitments. There is traditionally no constituency for isolationism in
Britain, and a pleasure and acceptance at the concept of Britain as a global player. This comfortable self-
image is only challenged when the overt costs of playing a world role are perceived to be high. If those
human and financial costs are hidden, or intrinsically low, there is no perceptible public challenge as to
why Britain should not assume global responsibilities. Political debates are much more about what sort of
global responsibility Britain should assume.

The acceptance that the British Army should normally be small, as an all-volunteer force, leads to an
understanding that its comparative advantage lies in the training and human ingenuity of its personnel,
rather than its equipment and size. Neither the British public, nor the Forces themselves, expect the
Armed Forces to be lavishly equipped. Both assume instead that their equipment and organisation will be
adequate, and that they will achieve their objectives with ingenuity and improvisation.

There is little evidence that the current Iraq operation has undermined perceptions of public support for
the role of the Armed Forces. The operation itself becomes increasingly controversial, but the role of
British Forces is still respected. They are still, in the public’s mind, ‘the best” in the Coalition. Abuse
scandals have been few and have not undermined public confidence in the essential competence of the
forces, even though such scandals have made the whole operation more controversial in a political sense.
The consistency of public support for the professionalism of the military may become more conditional,
however, if a drip feed of such abuse stories were to continue.

The Approach to Warfare in General

UK forces have always favoured offensive operations even, sometimes especially, in defensive postures.
This is based on a manoeuvrist approach to warfare that seeks to make the most of good training,
initiative, and an offensive spirit. This approach seeks to exploit surprise and all the natural advantages as
may exist of information and initiative in order to achieve and maintain tempo, it intrinsically assumes an
ability to use forces in a network-enabled way to make the most of limited assets to succeed on operations.
In the case of British Forces, this networking has very often been of a low technological level, with an
emphasis on social networks as a critical and enduring element.

The role of Non Commissioned Officers (NCO) in the command chain of the UK Forces is critical, and of
a different nature to many other Forces. Initiative and high levels of command responsibility are built into
their training and their understanding of the central, respected and vital role they will play in barracks and
on operations. This allows for an active pursuit of the “mission command’ concept with a focus on
objectives and ‘main effort’, allowing discretion at lower levels as to how the tasks are to be achieved.
There is a strong sense among respondents and interviewees that UK Forces genuinely exercise mission
command, while many other Armed Forces simply talk about it.
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Warfare and LIO in Britain’s Experience

Britain’s historical experience has led it to engage in many commitments that are de facto L1O. Over the
last 125 years (with the partial exception of 1949-91) the Army has been geared for L1O and has had to
ramp up for major war, not the other way round. The development of a LIO capability is therefore part of
a continuum of operations that UK forces, particularly the Army, habitually expect to undertake.

The COIN doctrine that was developed as a response to the particular circumstances of Malaya was more
a codification of what had been seen to work within the general LIO context; and was not something
particularly new to the ethos of the Armed Forces. Later in this paper the COIN tenets are examined for
their continued relevance in today’s threat environment.

However, if the L1O ethos was intrinsic to life in the Armed Forces, this does not mean that its application
was automatically ensured. COIN doctrines and techniques were forgotten as easily as they were gained
from experience. The compensation was that doctrine and techniques were re-learned fairly quickly when
occasion demanded, thanks to an enduring understanding of L10O in the collective experience.

Learning from the UK experience of LI1O

Before the Malaya operation where COIN tactics were explicitly articulated for the first time, the
experiences of the British Army were mixed. Imperial policing in East Asia, and in East and West Africa,
saw both the strategy and tactics of COIN deliver reasonable levels of success. In India and Palestine,
however, the political strategy of withdrawal may have been regarded as correct, but the military tactics
were out-of-synch with the immediacy of those withdrawals and not well suited to the situation on the
ground. In Palestine, in particular, the inability of the Armed Forces to apply normal COIN principles
created a situation in which the British could only lose both tactically and strategically.

Later, operations in Aden and in the early stages of Northern Ireland were also unsuccessful; in the first
case the operation ignored most of the important COIN principles and was not linked to a viable, wider
political strategy. The latter case was unsuccessful because the Armed Forces did not appreciate the nature
of the operation it was undertaking at the time of deployment.

However, the operations that did succeed created a reservoir of personal (if not institutional) learning that
has been passed from Malaya through to Cyprus, Rhodesia, Northern Ireland, Bosnia, Kosovo, Sierra
Leone, and Irag.

Principles of COIN as they apply to LI1O

COIN expertise draws from Imperial policing during which small numbers of troops kept order in large
countries (40,000 British troops controlled an India of 30 million people in the 19" century) by being an
intrinsic part of the political process, using local networks and resources, and gearing their operations to
be in tune with the political undercurrents of the country.

British COIN activity has succeeded as part of a viable political process where it has been able to bring
superior force and numbers to bear in local situations to overcome insurgent initiatives. In creating this
local superiority it has relied on intelligence, networked agility in its forces, and NCO-level initiatives on
the ground. COIN also takes time—Imperial policing was normally an open-ended affair designed for the
long-term. When British COIN operations were taking place on a tight withdrawal timetable, as in
Palestine or India, they were far less successful.

10 of 129



Part |

British COIN forces also learned to work hand-in-hand with local armed forces and/or police, whether as
elements of evolving UK forces or as newly created forces of an indigenous government. Where British
forces were not so well connected or operating entirely on their own, they were notably less successful.

Culture, history, and the imperial tradition have created awareness in all ranks of the Armed Forces,
particularly the Army, that the role of troops in LIO is intrinsically political. Service Personnel know that
by their very presence they will be seen by many as some part of the problem as well as the solution; and
they understand that whatever they do as part of their tactical contribution, it will have wider political
implications.

Enduring Tenets

The tradition of Imperial policing and the need to adjust to force constraints, multi-skilling, and small
force packages for expeditionary operations, has created an awareness of the importance of connectivity
and agility in LIO military operations of all kinds. Nevertheless this tradition had to be codified in light of
experience—chiefly by Sir Robert Thompson in the Malaya operation. Many of Thompson’s principles
have been reinterpreted by subsequent analysis and in the light of other operations, but certain enduring
aspects remain evident.

Those aspects can be summarised as:

e A political campaign that opposes all aspects of the adversary’s operations; military, political,
media, information, etc., with the intention of isolating the adversary from their potential and
actual bases of support. For this purpose political and police primacy is essential, in a relationship
where armed forces back up the police, and not vice versa. This must go hand-in-hand with a
tough administration whose principles and limits of tolerance are well understood.

¢ A military force that is operating legitimately and without recourse to ‘dirty tricks’, even if
insurgent forces use them. Wherever military operations have been conducted, civic operations
must immediately take place to support political and social stability in areas cleared of insurgents.
Secure and prosperous base areas are therefore created which eventually link-up and leave those
territories controlled by insurgents isolated and impoverished.

¢ Anunderstanding that military victory is achieved not by high intensity operations, but by precise
and focused operations where tactics force insurgents into the open, and where the tactical,
operational and strategic focus is constant — and is based on delivering security to the people, not
insurgent headcount. This aspect of the campaign—tactical success on the ground—is achieved
by intelligence-led operations that must be facilitated by the political campaign, as outlined above.

These enduring principles were learned during the period of Imperial policing and then codified during the
Malaya emergency. Since then, they have undergone much iteration as the context of insurgent and
terrorist operations have altered. Insurgents now have the power of modern communications, for example,
and make much more extensive use of the media to manipulate public perception as a central part of their
campaign. Consequently, the need to conduct a military campaign within a clear and legitimate political
framework may be regarded as an enduring element in the British approach to LIO. This, it is generally
accepted, requires the communications and inherent agility to rapidly adjust the tempo of operations.

This agility allows forces to go from high tempo combat to policing and, if necessary, back to combat

status very quickly. At the policing level there is a conscious decision to equip British troops with lower
levels of protection or obvious weaponry in order maintain a low profile and support the feel of normality.
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Force protection in these circumstances relies, to a large extent, on intelligence, shared situational
awareness, and an established ability to ramp-up to combat status very quickly.

The British, therefore, try to demonstrate early on the “iron fist” inside the *velvet glove’ in a mixture of
rewards and punishments to local leaders of society. However, the way this dynamic is controlled may
need to change in response to the developing paradigm of modern insurgency or terrorism, particularly the
re-playable nature of the media and the use of images by insurgents to shape perceptions amongst local
and global audiences. The use of the iron fist must still be seen as proportionate and legal. Tactical
battles have to be won on the ground, and the military must be seen to prevail when challenged, but even
then they must do so in ways that are not intrinsically escalatory.
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CHAPTER 3.0 MALAYA
Historical Sketch

The Malayan Emergency was declared in 1948 in response to a series of attacks on labourers and planters
carried out by the communist-inspired Malay Races
Liberation Army (MRLA). Following some early
setbacks, the British gradually managed to marginalise
the MRLA both physically and politically. This politico-
military success enabled the declaration of Malayan
independence in 1957 and the termination of the
Emergency in 1960.

The MRLA’s stated aim was the establishment of a

Soviet Republic of Malaya. The struggle became deeply RN

affected by the country’s ethnic division: the ethnic- W WA
Chinese, who were disenfranchised and barred from e e (MPONERR
acquiring Malayan nationality, rallied to the MRLA as a e
means towards greater political representation. As a T

result, the group was highly unpopular with the ethnic-
Malays, who perceived it as threatening their special status and as further empowering the financially
dominant Chinese minority.

The British counterinsurgency campaign was initially ineffective; the focus was on criminal activity rather
than the political factors fuelling the rebellion, and the military modus operandi was predicated on large-
scale sweeps that made it virtually impossible to catch the communists by surprise. Despite having seized
the initiative, the MRLA was unable to establish territorial control as intended. Hoping to attract greater
support, the communist leadership issued a directive in October 1951, which ordered the MRLA to desist
from indiscriminate attacks on civilians and to withdraw deep into the jungle to avoid the British security
forces.

The directive coincided with a change of direction in the counterinsurgency campaign. As Director of
Operations, LtGen. Harold Briggs helped implement a plan to divorce the MRLA from its ethnic-Chinese
support base. The Chinese population was relocated to ‘New Villages” where they were monitored but
also offered land, employment, education, and a chance to engage in local politics. Consequently the
MRLA gradually found it more difficult to interact with the Chinese population, who were its source of
recruits, materiel, and food.

Briggs also established a network of federal, state, and district interagency committees to help coordinate
the government machinery. This system allowed for decentralised and coherent decision-making and a
constant flow of intelligence to the Army. Such information was needed to surprise or ambush the elusive
guerrillas. To that end, the military also changed their approach to form smaller units that could operate in
the jungle with greater agility.

As High Commission and Director of Operations, Lt-Gen. Sir Gerald Templer was able to consolidate the
progress made under Briggs. Templer emphasised that the British forces were fighting for Malayan
independence, and increased the Chinese and Malay participation in both politics and the war effort. These
policies shifted the image of the counterinsurgency from one of colonial-era repression to a struggle for
independence. The perception of legitimacy thus conferred was the ultimate force multiplier in Templer’s
hearts and minds campaign.
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Henceforth, the Emergency was increasingly dominated by the effective use of intelligence and
operational analysis. Underlying the military successes lay a sophisticated political strategy of ethnic
reconciliation that culminated in the declaration of Malayan independence as a multi-ethnic state in 1957.
At this point, the MRLA campaign lost its remaining momentum and raison d’étre. On 31 July 1960, the
Malayan government declared the Emergency over.

DLoDs and Organisational Learning
Training

Training was generally inadequate during early years of Emergency, resulting in frustration and ill-
founded and predictable operations. Eventually training improved and began to incorporate recent lessons
identified and the best practices of the successful units from theatre.

The British Army’s institutional memory of jungle warfare (during WW?2) had dissipated by 1948.
Nonetheless, individuals within the Army who had experienced such combat facilitated the bottom-up
‘relearning’ process by passing on what they knew of such operations.

The first training centre (Far-Eastern Land Forces Training Centre) was established in 1948, but had little
initial impact due to an inappropriate focus on large-scale ‘jungle sweep’ tactics. From 1951 training
centres began reflecting an experience based adaptation to jungle warfare (long-term immersion,
communications, small-unit ops etc).

Beginning in 1951, training schools began to dramatically increase their influence through adopting a
‘train the trainer’ approach whereby a cadre from each unit was trained in the necessary jungle skills, as
well as the best techniques for passing on the information. This facilitated the most rapid dissemination of
best practices.

A Jungle Warfare School was established at Kota Tinggi in Johore, specifically to train the advance
parties of all units arriving in the theatre. Identifying a lack of written training materiel, the staff gathered
experiences and procedures from every successful unit on how to operate and defeat the MRLA. This was
then put together in a comprehensive instruction manual, and carried by every soldier and policeman in
Malaya.

Initially inadequate police training resulted in abuses and excessive use of force. New police recruits from
Palestine and Europe arrived and were “put into service with only a minimal training in professional
police work, no knowledge of the Malay, Chinese, or Tamil languages or the customs of the country, and
little appreciation of the standard of work and conduct expected of them”.°Special Constabulary training
was also initially inadequate. Intelligence training increased when Templer arrived in February 1952, and
when the Intelligence (Special Branch) Training School, which provided specialist courses for the Special
Branch (along with select personnel from the Army, police force and the civil service) was established.
This training was essential in order to develop the necessary skills to acquire precise knowledge on the
location and activities of the insurgents.

This Police training was initially conducted by mobile Army teams and was eventually replaced by a 500-
strong team of British police sergeants, recently demobilised from the Palestinian Police.

®ibid., p. 72
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Equipment

At the outset of the Emergency, police, military, and civil equipment was largely inadequate to face the
threat at hand—all the factors were gradually improved as the Government began to recognise the
seriousness, and the likely duration, of the threat. As soon as a longer-term approach began to evidence
itself through the provision of appropriate equipment, operations on the ground became much more
effective.

Increasing and enhancing RAF force levels of

fixed wing aircraft after some poorly resourced

early years. This provided an invaluable Q
contribution in terms of reconnaissance,

PSYOPS, and air supply (a critical support <
element to long range insertion patrols) and

bombing (mostly ineffective, and discontinued

later).

Increasing the quality and use of helicopters:
Sikorksy S-51 and Dragonfly helicopters
provided an organic support element by 1953.
Only with the arrival (on loan from the US) of the
Sikorsky S-55 did the UK maintain an M .
. . . alayan Airdrop
operationally important level of troop-carrying Source: http://www.nmbva.co.uk/Australian%20photos.htm
helicopters, leading to mobility, much improved
re-supply capability, and more reliable medical evacuation. The introduction of troop-carrying helicopters
also enabled the Special Air Service (SAS) to play a vital role in the counter-insurgency campaign.

Radios and telephone networks were all steadily improved after the urgency of the situation had been
recognised by the provision of better and more suitable equipment.

Surveillance assets were largely limited to air assets and jungle patrols. A surveillance network, of sorts,
was established amongst the outlying stations in order to pass on insurgent activity and movement.

Personnel

Initially the Army was under the command of the Far Eastern Land Forces (FARELF) in Singapore, which
was itself preoccupied by external regional threats rather than the troubles in Malaya. Similarly, the RAF
had an exclusive chain-of-command, which prevented effective cooperation with the Army. Adding to
these problems was the poor physical state of intra-Service communications between the various services.

The Armed Forces focused on optimising the combat to support ratio (administrative tail, National
Service, and troop rotations), and trained for conventional warfare. Initially the soldiers placed great faith
in large-scale sweeps of the jungle, even though "the major effect of these mass movements of troops was
to telegraph their advance so that the guerrillas were alerted well before the troops arrived".” However, at
this point there was little or no experience of how to conduct small-unit operations in the jungle, how to
collect intelligence on guerrillas or how to conduct psychological operations.® Intelligence gathering was

further complicated by the general lack of Chinese representation in either the police force or the military.

7 Stubbs (1989), p. 71
8 Nagl (2002), p. 93
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A major difficulty in sustaining troop levels related to the rotational scheme in place to ensure that no
serviceman should spend more than three consecutive years overseas. This scheme resulted in many
battalions remaining at two-thirds of their full strength, with the most experienced troops missing due to
rotation.” Though many soldiers refused to return home, several battalions suffered from a shortage of
men, particularly those that had spent sufficient time in theatre to learn the complexities of the operational
environment and the mission. This deficiency in experience had wide-ranging ramifications.

There were difficulties in managing the terms and conditions of conscription at this time. After the initial
training a National Serviceman’s effective time was limited to 18 months, which, when accounting for
transport and specialist training, translated into a mere 12 months—a very short time to familiarise oneself
with the operation. When the National Service commitment was extended to two years in 1949, matters
improved considerably and the way was opened for National Servicemen to play a vital role in the
campaign.

On the positive side, these National Servicemen—doctors, surveyors, and other types of specialists in
civilian life—also brought with them a raft of skills that were rare in the active service.

The police force was beset by pervasive poor health and low morale,
split as it was between those who had left Southeast Asia during
World War Il and those who had endured those difficult years in
theatre. During these early years, the demoralised police frequently
surrendered rather than resist.'® The issue of morale would require a
long-term solution, but in the meantime, it was important to boost the
size of the police force. Constabulary Services were quickly stood-
up and in the first three months of the insurgency some 24,000
Malays were enrolled into a special Constabulary and used for static
guard duties, freeing troops for mobile patrols as the constables were
trained.

There was a negative side to the growth of the Police — as it began to
lose shape and focus. By 1952, the police had become too big and
unwieldy, and lacked any sense of direction. Police had no clear idea
whether they ought to be a paramilitary gendarmerie, or a traditional
colonial Police force (or both), ‘it was poorly led and trained and in
consequence suffered... from low self-esteem and morale’.** In Seout Car - 1949

1952, measures were implemented to split the police force into one Source: http://www.nmbva.co.uk/Australian%20photos.htm
paramilitary branch and one traditional police branch, the former to

augment military units in operations in villages and on the fringe of

the jungle, the latter to conduct regular police tasks. Police Training Colleges were then established for

training the different elements of the police force.

In 1948 the chain of command between police and military was less than clear. This later improved with
the introduction of inter-agency committees and the merging of High Commissioner and Director of
Operations in Templar.

® This section drawn on Mackay (1997), pp. 93-94
10 Mackay (1997), p. 39
" Mackay (1991), p. 131
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Information

Despite long-standing relations and ties with Malaya, there was an initial misunderstanding at the strategic
level of the nature of the problem at hand. British authorities assumed that the brewing instability was the
result of mere banditry and crime and that it would therefore be short-lived. This overlooked the deep-
rooted political nature of the insurgency and delayed the response of the government.

Lacking a politically informed analysis of the situation, the UK government spent the early years of the
insurgency underestimating the insurgents, “failing to recognise that the communists could be politically
motivated, and ignoring the fact that the MCP had widespread support within certain sections of the
population’.*? This approach gave the intelligence services a very narrow remit, concerning itself with
crime rather than political subversion. Little was done to assess the political, social, and economic
conditions upon which these groups fed. As a consequence, the information passed on to the Government
was too often ambiguous and misleading.

There were some faulty initial assumptions at the onset of the Emergency. It was assumed that the Malay
Police would understand the language, culture, and mindset of the ethnic-Chinese insurgents. There was
also an implicit assumption that the crisis would unfold in a predictable manner. Neither of these
assumptions was correct. The UK government also failed to understand the predicament of the civilian
Chinese population of Malaya, who were caught between the intimidation of the MRLA and the initially
punitive policies of the British counterinsurgency campaign.

The early policy of ‘coercion and enforcement’ was deliberate, intended as a means of inciting fear in the
Chinese and deterring them from joining the insurgents. Ultimately, however, such an approach alienated
the Chinese population and because it meant that they were not protected, they therefore tended to
cooperate with the guerrillas who at least offered a modicum of security. It was the antithesis of the ‘hearts
and minds’ approach that eventually endured.

Intelligence gathering and handling improved throughout the Emergency, with structures and interagency
coordination streamlined and systematised. The intelligence available to the British forces improved in
line with improvements in the police force, the security situation in the ‘New Villages’, and improvements
in the organisational structure. The restructuring of the Special Branch under Templar was key to enabling
an efficient information network, with the Special Branch acting as the lead agency.

By the mid-1950s, Special Branch was familiar with the MRLA order of battle, its leaders, their location
and their movements. Communication channels had by this time been put in place to ensure the timely
information flows across the different services. This was the culmination of an evolving approach.

Intrinsic to this structure were Military Advisors at the Special Branch that could relay the intelligence to
the military in the manner most appropriate and useful. Good intelligence resulted in a greater awareness
of the political context of the counter-insurgency that in turn led to measures geared toward co-opting the
civilian populace through a hearts and minds campaign. In turn, this yielded greater intelligence.

Briggs set up the Federal War Council and several state and district war executive committees (SWECs
and DWECSs) to enhance interagency information sharing. The committees were organised into a
horizontal and vertical network across the country. They generated shared awareness, enabled
decentralised decision-making, and allowed for a quick dissemination of lessons learned.

12 Stubbs (1989), pp. 68-69
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Amnesties, PSYOPS, propaganda, and rewards were used to encourage enemy personnel to surrender.
These SEP (surrendered enemy personnel) were used to gain intelligence on rebel whereabouts and
activities. The means of attracting and ‘using’ defectors became more imaginative and effective with time.
In the end, SEP were used during interrogations, in operational analysis and in actual combat.

During the later stages of the campaign, rebel suppliers would be turned and used as agents. This required
long-term police investigations and effective cooperation and communications between Special Branch,
the police, and the Army.

Doctrine and Concepts

The early years of the Malaya conflict saw very little development of either doctrine or concepts at
anything more than a local level. The hard fought lessons of WWII had apparently been lost to the
corporate memory, and a change in the shape and style of the Empire further distracted minds in the UK.
The national service ongoing at the time was also a factor, as was the worsening political dynamic in
Europe.

Despite combat experience, there was no real doctrine for jungle warfare in 1948, and a campaign-specific
field manual (Anti-Terrorist Operations in Malaya) was not developed until 1952.

The British Army lost much of its jungle expertise by the time of the Malayan Emergency. The two main
factors contributing to the loss were the post-war demobilisation of the units involved in jungle warfare
and the declaration of Indian independence in 1947, which resulted in the loss of large parts of the Gurkha
regiments. As a result, the doctrine for counter-insurgency and jungle warfare at the onset of the Malayan
Emergency was inappropriate for the task at hand. The British Army was expecting to fight a nuclear, or
at least conventional, war in Europe and all the thinking at the Staff Colleges and training schools was
focused on such a conventional exchange.

As the Emergency developed, the British military gradually recovered its jungle-fighting skills. By force
of circumstance, the military adapted, breaking into smaller units that were more mobile and capable of
autonomous decision-making. This adaptation was at first informal and was only later institutionalised by
Briggs and then Templar.

No formal doctrine was published afterwards as a result of Malaya experience. Published commentary on
the strengths and weaknesses of the operations was limited to history books and regimental records.
However, the Thompson principles were evolved, articulated, and passed on. They remain in existence
today.

Organisations

The many different organisations active during the Malaya Emergency were at times as much part of the
problem as the solution. Despite the almost model coherence achieved in later years, analysis shows that
the Government took time to understand how to most effectively fuse the energy and output of the
disparate bodies.

Even when the seriousness of the situation was being grasped, the Colonial Office sought to postpone any
long-term decision-making until the formation of the Malayan Committee in the Cabinet in April 1950.%
When finally formed, this committee represented the various military services, the MoD, and other
governmental departments.

13 Mackay (1997), p. 37
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Shortly after the declaration of the Emergency, a series of joint committees was established, comprising
police, military, and civilian representatives. Whilst these committees did facilitate communication and
the sharing of views, the substandard state and preparedness of the various services greatly impeded
coordinated action. Indeed, the committees were not rendered truly effective until 1950, when Briggs
established a network of inter-agency councils stretching from the federal, to state, to district level. Each
committee was composed of the chief military, police, and government representative of the region, with
the senior civilian as chairman, and was ‘empowered to direct the counterinsurgency effort in its area of
jurisdiction by giving orders to police, military, and civil organizations within those boundaries’.

For the collection of intelligence, the police relied on the Special Branch, established in Malaya in 1919.
Due to the restructuring of its force, the Special Branch was not prepared to do the intelligence work
necessary to combat the insurgency. The service had been split (during the short-lived Malayan Union)
into a Criminal Investigation Division and a political-intelligence arm. Realising that these two functions
needed to be merged, the Malayan Special Branch was re-established and placed under the control of the
Deputy Commissioner Police as one of two Criminal Investigation Division branches.

In July 1948, HQ Malaya District authorised the formation of ‘Ferret Force’—an ad hoc unit composed
and led by veterans of the Special Operations Executive. This force built on experiences from the WWII
jungle campaigns, both in Burma and in Malaya. The Ferret Force group would develop local information
from full immersion in the local culture and environment. It would typically be led by a British volunteer
with local knowledge; would consist of four teams, a British officer and twelve volunteers from British or
Gurkha regiments, a detachment of the Royal Signals, Dyak trackers, and a Chinese liaison officer. This
approach became an accepted best practice and was taught to the rest of the Army in training schools from
1950.

Infrastructure

Knowledge of the national infrastructure in Malaya assisted the UK Government in understanding the
non-military aspects of life in the country. The study has not concentrated on infrastructure observations,
but it was clear that the prior British presence provided the British representatives in Malaya numerous
advantages: there was a legacy of trust and familiarity, and the close association between the two countries
generated an intimate knowledge of the networks, workings, and culture of Malaya.

Logistics

An effective logistic chain became essential in
supporting the sort of long range, deep immersion
patrols that were achieving such tactical success.
Again the operation suffered in the early years through
a lack of recognition of the seriousness of the
situation, and consequent lack of investment.

Singapore was considered to be a vital ‘rear base’,
without which the logistic effort may well have been
overmatched. Logistic support in the early years was
considered to be slow and unreliable, and lacking any :
sense of urgency. Whilst this improved, like many Malayan Supply Drop

other areas, the logistic effort in support of service Source: http://www.nmbva.co.uk/Australian%?20photos.htm
personnel in Malaya was never considered to have

been very impressive.
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Logistics rendered critical by the need for long-term immersion in jungle, gradually improved. The
operational emphasis on longer patrols meant that in order to allow the soldiers on patrol to move at a
reasonable speed, the logistic effort had to keep up with the demand for frequent re-supply. This
increased the importance of accurate, well-planned airdrops of supplies.

Network Strengths and Weaknesses

The evidence behind the use of networks during the Malayan Emergency reinforces two particular views.
The first is that the whole shift in emphasis to a more agile intellectual and operational approach took
some time. Second, the networks in question were mainly social, either formal or informal, and many of
the benefits later achieved came through structural, training, and procedural changes rather then
technological enhancements.

There is much evidence to support the view that the UK became far more successful at the strategic,
operational, and tactical levels once it adopted a more comprehensive and coherent approach to the
different facets of the insurgency. Though it was not described at the time as such, a central part of the
newly developed coherence was the considered and effective use of networks to support activity and
decision at all levels.

Whilst the Malaya operation took place a long time before Information Age concepts became common
parlance, it is useful to look at the progress made in these areas in order to determine how the UK used
networks to gain an advantage in the operation. Moreover, the operation is a good example of the
linkages between appropriate connectivity and information and intelligence, and how the development of
that intelligence improves shared understanding and leads to agility amongst force elements.

Appropriate Connectivity
Quality of networking, degree of networking

It was a commonly held view amongst commanders and deployed forces in the early years that there was
no efficient or effective intelligence collecting machinery either operating within the country, or being
applied from outside. The early years saw much obscurity and inaccurate reporting, part of a deliberate in-
country policy to try to play down the security situation. It is evidence of the poor network that decision
makers in London were not able to get a clearer view of the situation, and the subsequent paucity of
accurate information led to a series of questionable decisions from London, reflecting the fact that few
decision makers outside Malaya either understood the problem, or were interested enough in it to find out.
One of the consequences of this for the Armed Forces was a shortage of effective communications
equipment, such that in the early years, and up to 1951/1952, the physical network could be described as
neither high quality nor robust.

There is no evidence in the early years that timely exchange of information between security forces led to
any significant operational benefit, and connectivity throughout fell far short of providing any physical
means for real-time monitoring or reach back. However, the network did improve, and a limited form of
joint picture, or at least joint understanding, was developed between the Government, Police and Armed
Forces.

The Physical Network was limited to a command and control (C2) function in Malaya, and was further
limited to the Security Forces and a limited number of government offices. The Security Forces did
establish a physical network of sorts, with a telephone link between each of the Security Force outposts,
and between the outposts and the regional HQ. This may appear basic, and although the link was non-
secure, it did allow for routine exchange of unclassified information and provided the means for warning
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other units over distance. This simple step has not always been possible in operations since, and it
improved the tactical effect by giving forces a network to report enemy movements, and therefore initiate
pro-active operations.

Radios provided the only other element of the physical network, and were of varying utility once troops
were in the jungle. The ability to communicate became an increasing priority as intelligence led
operations began to replace the large scale ‘sweeps’ of the early years and the need to pass information on
the move began to define not only how patrols operated, but also the training and equipment requirements.
Connectivity between the Armed Forces also improved over time. The terrain was such that air to ground
communications and coordination was essential, and the use of radios was central to these operations.
Structural improvements and procedural changes, supported through training, began to provide the
coherence required for effective Air-Land operations.

On the social network side, the strategic link between the UK Government and Security Forces in theatre,
as well as between senior and junior commanders in theatre, was typical of the hierarchical and
bureaucratic norms of the time. Ministers in London described the emergency as ‘a military problem’ and
were not keen to adopt a cross-governmental approach. This lack of coherence at the strategic level led
inevitably to inter-Departmental friction, and a lack of collaborative planning.

Such civil-military relations and communications were poor for a long time, and three years passed before
any significant improvement was made. Only with the establishment of a network of interagency
committees in 1951 did immediate decision-making become possible at low-levels and suitable emphasis
develop on the importance of local knowledge and information. Led by the Combined Emergency
Planning Staff (CEPS), which represented all relevant civil, military, and police departments and
institutions, this initiative moved responsibility for information collection down to the district level rather
than keeping it under centralised command. The structure was replicated throughout the country with the
establishment of SWECs and DWECs.

There were also limitations in the formal network within the Armed Forces, where junior officers were
learning valuable lessons on the ground, yet the lack of genuine interaction and communication between
the ranks made the leadership slow to see the benefit of this bottom-up process. This was due in large part
to the more formal approach of the day, and examples began to come through in the later years of best
practices being shared in the system.

The degree of physical, horizontal and vertical connectivity that existed in Malaya can only be described
as limited; partly as a result of technology at the time, and partly because the situation did not receive due
attention and investment for some time. It was not clear from the research whether the insurgents
deliberately targeted the physical or social network, but it is apparent that they had to adjust their modus
operandi (MO) in order to try and evade the range of patrols, surveillance flights, and offensive operations
targeted against them as a result of better networking amongst the security forces.

With regard to improvements in appropriate connectivity over time in Malaya, the evidence supports the
view that there was an improvement in the security functions and structures, through enhanced definition
of responsibility, coordination, and sharing of information that provided the most significant improvement
to the network. It is not apparent that any change in technological approach or capacity had such a
marked effect.
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Information and Intelligence
Quality of organic/individual information, quality of shared information, and ability to share information

The common view borne out in records and interviews from the period was that the UK’s greatest
weakness at the start of the Emergency was the lack of early and accurate information on the enemy’s
strength, dispositions, and intent. Relationships between the Police and the Army were strained in the
early years, and this clash—itself a product of poor communications and lack of receptiveness on the part
of the senior staff—impacted on the amount of intelligence that was shared between the police and the
Army. Inappropriate military approach, inadequate understanding of the enemy and of operations, and
civil-military disconnect categorized the early years of the emergency.

Eventually, the Special Branch was made the lead agency for intelligence, and subordinated all other
intelligence-gathering structures to this central institution, where intelligence was to be collected,
analysed, and disseminated. The Army objections to such an arrangement were ameliorated by the
presence of thirty Special Military Intelligence Officials in the Special Branch whose job it was to provide
the military perspective and represent the military need on intelligence issues.

With regard to measuring the evidence, research shows that, prior to 1952, there was very little individual
or shared information and intelligence that was correct, consistent, up-to-date, complete, accurate,
relevant, and timely. This situation improved significantly with the restructuring of intelligence gathering
and handling agencies, and was much improved by the support and intervention of key players in the
social network. It is not apparent that any technological improvement during the period had any very
significant effect on operations.

Conversely, the use of SEPs (Surrendered Enemy Personnel), agents, and other HUMINT activity became
critical to intelligence gathering. No other reliable method or tool, and certainly not large sweeps of the
jungle and aerial surveillance, were able to provide the key elements of enemy location, capability, or
intent. The value of HUMINT has proved itself time and again in low intensity operations, particularly
where the terrain or culture precludes more overt surveillance methods. So it was in Malaya where SEPs
and agents would work to turn insurgents and build a network of information providers inside the enemy
force. LtCol Walker, then the commander of the First Battalion, Sixth Gurkha Rifles, began deploying
SEPs to evaluate each of his own companies, a practice that led to significant operational innovations
designed to find the enemy and exploit its weaknesses.™ In the following years, the use of SEPs became
commonplace and more sophisticated. In 1952, Sir Arthur Edwin Young, the Commission of Police,
created an interrogation centre staffed entirely by ex-rebels.

At a strategic level, the increasing emphasis on two of the principles of intelligence; centralised control
and systematic review, began to inculcate an intelligence led approach that sought the defeat of the
insurgents, not his destruction. With the ready alternative of support and diplomatic engagement, as well
as national independence on the horizon, it was an approach that paid dividends after the attrition of the
first few years.

The use of HUMINT that provided the highest quality of individual information, and the network of
agents amongst the insurgents, along with more developed intelligence handling techniques and networks
in theatre, eventually provided a high degree and quality of shared information. By interfering with the
rebels’ logistical flows, they were forced to make new contacts and establish new suppliers. At this point
they were monitored closely by the security forces, which would later attempt to turn the fresh rebel

1 Nagl (2002), p. 96-7
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recruit. Once an agent had been turned, he would be used covertly to acquire precise information on the
future activity and location of the rebels.

What was lacking for a long time was the ability to share information in a timely manner across the
security forces. This was the case even when relations between the intelligence organisations had
dramatically improved, and can be seen as evidence of a lack of technological, or at least physical
communications, capacity. There were no databases that could be accessed outside the building they were
held in, and a lack of data transmission devices meant that mobile communications were limited to
insecure speech.

The need for information was recognised by senior commanders, who felt there should be more
operational analysis, and formed an Operational Research Team for this purpose. From 1953 on,
commanders were required to fill in a detailed form (Form ZZ) following every encounter. This catalogue
of information was then available for analysts to identify and investigate trends in terrorist MO, or more
general political or social information. In such ways, the initially informal process of bottom-up learning
and adaptation was systematised through operational analysis, resulting in the gradual crystallisation and
refinement of context-specific doctrine and training.

Anecdotal evidence supports the view that the handling, passage, and use of information and intelligence
improved dramatically over time to turn the information advantage away from the once free-roaming
insurgents to the security forces. The Security Forces became increasingly aware of insurgent movement
and intent, partly through the isolation resulting from the creation of the New Villages, but also as a
consequence of the MRLA force being heavily infiltrated.

Shared Understanding
Quality of individual awareness, quality of interactions, and quality of shared awareness.

At the strategic level London’s understanding of the situation in Malaya was initially extremely low. The
level of political-military understanding and liaison was low, and there was little early effort made to
improve that condition. Much trust, an important factor in shared understanding, was lost in the early
years through the overly confident reporting from Malaya on the state of the insurgency. This reporting
reduced the level of shared understanding, lost the Foreign Office a great deal of credibility in the eyes of
the military, and contributed to the poor civil-military relationship of the early years.

The general level of individual awareness amongst the ground forces on the front line was also low. In
terms of the four fitness-for-use attributes: completeness, accuracy, relevance, and timeliness, most
individual servicemen had a highly localised understanding. At the very lowest levels this might have
been bearable given the inability of friendly forces to intervene or contribute unless very close to a unit in
trouble, but it also extended to a lack of understanding of enemy activity or intent and so led to mal-
coordination and duplication of effort. Conversely, the close social ties amongst the officer class led to a
common outlook and a shared ‘language’ as a baseline, facilitating decision-making and reinforcing the
overall direction of the counterinsurgency effort.

Regarding the quality of interactions, and judged against the principles of depth, breadth, intensity, and
agility, there was a consistent improvement throughout the campaign. There was little evidence of the
network being sufficiently advanced to enable collaborative planning, and no true sense of a shared
information environment. Accordingly, the degree of shared understanding did not often support tactical
exploitation. Moreover, there is consistent evidence that decision makers in the early years were often
drawing different inferences from the same information.
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In later years, an improvement in shared understanding led to common approaches and increased
coherence and opinion as to likely enemy intent. At the tactical level this could be demonstrated by
something as basic as the Army’s ability to coordinate between various units to pre-empt an MRLA
response to an attack. At the strategic level it led to common understanding of the key political,
economic, and social drivers.

Agile Groupings
Quality and timeliness of decision making; synchronisation of actions

Such operational agility as was achieved by the British in Malaya came about principally as a result of
learning from experience, rather than any step change in technological approach or capability.
Improvements in the ground-air network, which allowed the RAF and Army to support each other more
effectively on operations, were a significant step forward in the Joint approach and provided a degree of
Joint manoeuvre. The air-ground network was critical in enabling communications, reconnaissance, air
supply, intelligence, tactical mobility, and evacuation. In various ways, these benefits all resulted in longer
and/or more fruitful immersions in the jungle. Aerial bombardment was also used to force rebels to move
in a set direction, where other security force units would be ready to ambush them.

The most significant change in the tactical approach adopted in Malaya was the move away from large
speculative sweeps of the jungle to intelligence-led small unit operations. Essentially, using intelligence
and the supporting network, to replace mass with information. For instance, rather than raiding large
sections of jungle in the hope of eliminating guerrillas, the soldiers began laying small ambushes at
precise locations that had been identified with the help of informants.

Improvements in the areas cited above allowed the British to become much more effective in disrupting
the enemy network, a focus and activity that has not always carried through later operations. Much work
is often done to develop friendly forces networks, but Malaya provides an early example of where there
was a deliberate, and eventually well-coordinated, effort to identify, understand, and exploit the enemy
network through applying small, intelligence-led actions.

From 1954 onwards, each unit was assigned to a particular area, reinforcing their situational awareness
and familiarity with terrain and people. It became evident that locating the rebels was more important
than outgunning them, and a network was developed to include native trackers and tribal jungle
populations to improve understanding of operations in the jungle.
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CHAPTER 4.0 NORTHERN IRELAND - PERIOD ONE - 1969-1972
Historical Sketch

The United Kingdom government partitioned Ireland in 1921. The ‘south’ achieved its full independence
in 1937 as the (predominantly Catholic) Irish Republic; the “north’ (six counties with a Protestant
majority) became Northern Ireland (or Ulster) and remained under British allegiance. Up to the late 1960s,
the Catholic minority in Northern Ireland had remained quiescent, despite the iniquitous anti-Catholic
policies of the Protestant-dominated government in Belfast (i.e. Stormont). Major protests erupted in
1968, as Catholics took to the streets. Protestant mobs challenged the Catholic marches in several areas
and, by 1969, the protests and inter-communal rioting had reached such a level that the police could no
longer cope. In August 1969, the British Army was deployed to restore calm.

The violence persisted, but the Army was eventually able to interpose itself between the two factions as a
peacekeeper. The Army also began policing the Catholic areas of Belfast and Londonderry, tasks

previously undertaken by the
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Provisional IRA (PIRA). Tensions between the Catholics and the Army finally came to a head during the
‘marching season’ of 1970. The Army was deployed to separate the Protestant marchers from agitated
Catholic crowds but instead came to be seen as defending the Protestant marchers. Seeking to defuse the
tension, the Army used CS gas, which drifted across a Catholic estate in west Belfast and thereby further
heightened Catholic ill feeling.

In the subsequent months, PIRA increasingly challenged the Army’s influence and control in the Catholic
communities. Undermanned, the Army was unable to guarantee security. Once reinforcements were in
place, the Army’s (often clumsy) attempts to undermine PIRA were met with public and armed resistance.
Eventually, both wings of the IRA came to regard the Army, rather than the Protestants, as their main
enemy. Channels of communications with PIRA broke down in 1971 and, around the same time, the group
launched a sustained bombing campaign.

In August 1971, the newly elected Conservative government in London responded to the requests from the
Northern Ireland Administration in Stormont and announced the reintroduction of Internment—the
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incarceration without trial of suspected PIRA members. Lacking both intelligence and finesse, the
Internment operation served to radicalise the Catholic community, resulting in further mass protests and
violence.

In the following months, the Army adopted a tough clampdown on PIRA in Belfast and a more
conciliatory or laissez-faire approach in Londonderry. As the latter approach failed, a tougher line was
called for. This led to the Bloody Sunday incident of January 1972, in which Paratroopers brought in from
Belfast to help police a civil rights march were involved in an exchange of fire that left 14 civilians dead,
none of whom could be proved to have been handling weapons. The fallout was immediate and immense.
Troops were removed from the streets all over the Province in an attempt at damage limitation. Seeking
greater control and tiring of the Stormont leadership, the UK government in Westminster imposed Direct
Rule in March 1972.

DLoDs and Organisational Learning
Training

Though the Army had experience in dealing with riots, the domestic nature of the Northern Ireland
campaign presented a new set of challenges. A number of methods employed elsewhere were deemed too
aggressive for use in Northern Ireland.

A number of battalions underwent riot training as early as March 1968 (a full 18 months prior to actual
deployment). Such training was conducted at the unit level and at the insistence of infantry battalion
commanding officers. (COs). The training was based on the substantial experience of NCOs and a manual,
Keeping the Peace, Vol Il. There was however no dedicated urban-warfare manual or urban-warfare
training area in the UK at this time.

Many units were deployed to Northern Ireland from Germany, where their role was mechanised infantry.
Others had been trained for jungle fighting, Arctic warfare, the air portable role, or public duties (drill).
These units lacked proper training facilities for urban operations and had to devise an improvised pre-
deployment training programme. To act in the infantry role, non-infantry units (artillery, armour,
engineers, logistics, ordnance, etc.) were deemed to require approximately ten weeks of pre-deployment
training.

Units with sister battalions could swap personnel and build on accumulated familiarity and experience. In
this manner, incoming units inherited the knowledge gained by its previously deployed sister battalion.

Troops often received minimal notice prior to deployment. This left little time for training. The very first
units to deploy to Northern Ireland received a briefing pack with lists of suitable background reading
material. A booklet was later produced: ‘Notes on Northern Ireland’.

By 1972, training for Northern Ireland had become more formalised and available. HQ UK Land Forces
and NITAT (Northern Ireland Training and Advisory Team) had by this time created a coherent training
package. A Northern Ireland-specific training facility had been constructed and a team was deployed to
brief and train incoming battalions. Training courses were created to help prepare officers from non-
infantry regiments and to improve IED and booby-trap recognition.

Equipment
The selection of equipment for the troops in Northern Ireland underwent a process of trial-and-error based

on operational experience. It was particularly important that the Army resemble a police force, which
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ruled out equipment deemed to be overly aggressive. The urban environment also ruled out certain heavy
weapons.

As tracked vehicles could not be used in the domestic urban environment, wheeled armoured vehicles
(such as the Saracen and the Pig) were put into service. The Saracens were noisy and intimidating and
therefore preferred to the quieter Pigs. The latter could however be fitted with ‘wings’, which acted as
screens for troops during riots. However, the Pig was liable to breakdown.

VHF A41 radios of the Larkspur range
would only work in certain parts of the
urban environment. They were also bulky.
By 1972, UHF Motorola-style (Pye) radios
had been introduced to great effect.
However, this system was insecure and
forced troops to code their messages prior
to transmission. Communications were thus
often delayed.

A41 Larkspur Radio
Source: http://home.hccnet.nl/l.meulstee/larkspur/a412.jpg

A limited number of helicopters were
available, however, no entirely satisfactory role emerged for the helicopters in the early years and demand
was therefore minimal.

Personnel

There were two resident battalions in Northern Ireland in 1969. Troop numbers in the Province rose from
2,500 in 1969 to 8,500 in 1970 and to 10,000 in early 1971. The force peaked at 23,000 during Operation
Motorman in July 1972. (Northern Ireland held a population of 1.6 million in an area of 5,000 square
miles). A lack of numbers did, on occasion, have strategic consequences, as outnumbered soldiers would
more readily use excessive force. Gaps in the provision of security also allowed PIRA to step into the
breach and gain popular support.

Though accounts differ, soldiers were generally adept at community relations. Officers could and would
negotiate with both the Protestants and Catholics communities (including IRA representatives). As was
seen, this goodwill did not endure.

The Army of the late 1960s was competent and able to deal with riots. With the end of conscription in
1962, the Army had become a professional force, many of whose members had previous experience in riot
situations.

Information
The first British military intelligence unit was set up in Ulster in March 1970 to investigate Protestant
extremists. Following the 1971 PIRA bombing campaign, the Army’s attention shifted toward the

Catholic community.

Troops initially suffered from a lack of detailed maps. Within weeks, the Armed Forces received a useful
‘tribal” map, which marked Protestant and Catholic areas in orange and green.

The early months saw limited formal cooperation between the police and the Armed Forces, though the

two did communicate at lower levels. Special Branch (SB) was especially wary of sharing information
with the Armed Forces. The two services were operating on different timelines: whereas the Forces
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deployed on 4%-month tours and wanted to use intelligence for immediate and visible effect, Special
Branch remained in theatre and preferred to accumulate intelligence for greater long-term use.

Dual-roled as a peacekeeping and police unit, the Armed Forces required detailed information about the
most radical Catholic areas. Most battalions built their own intelligence databases using information
gained through foot patrols, ‘p-checking’ (personality-checking) people on the streets, door-to-door
censuses, and the use of informers. Following the introduction of Direct Rule, the Army was temporarily
kept off the streets and had to rely on deep cover operations to gain intelligence.

The Army gained local intelligence but lacked a real intelligence base, resulting in indiscriminate
measures such as Internment. The use of controversial interrogation methods (such as sensory deprivation)
was effective in gaining intelligence but caused a furore when details of the proceedings were made
public. The Army was operating from a position of weakness and was unable to stop PIRA’s bombing
campaign. Effectively, the enemy had the information advantage.

There was no formal means of informing incoming battalions of the situation in Northern Ireland. The
small-scale nature of the Army and the close-knit officer corps did nonetheless allow for an information
conduit. Personal relationships between COs were common and resulted in quick, informal briefs by
telephone. Occasionally, however, the regimental system would encourage competition between
battalions, resulting in information being closely guarded.

The incoming battalions were paired with a neighbouring resident battalion to ensure some continuity in
approach and awareness. However, the accumulation of intelligence was hampered by the short 42-month
tours of the non-resident battalions.

MI6 (or SIS) was active in the Province and had good intelligence on the old IRA but not on PIRA. A
change in personnel in 1971 resulted in increased negotiations with PIRA, which came to be perceived as
the real threat. In contrast, MI5 concentrated mainly on the Marxist Official IRA.

There was no mechanism to fuse the Army’s low-level intelligence with the strategic-level intelligence
gained by MI5 and MI6. The result was a lack of operational intelligence.

While attempting to protect its soldiers, the Army was often caught distorting the truth in its statements on
various controversial incidents. In other instances, the Army would fail to refute rumours and false claims.
In this way, the propaganda battle often ran in PIRA’s favour. In late 1971, an information policy cell, a
PR think tank, was set up at Army HQ to focus specifically on the propaganda war. From then on, the
Army received training in dealing with the media.

PSYOPS could only be conducted at unit level. Because Northern Ireland is part of the UK, any overall
PSYOPS campaign had to be directed by the government rather than the military.

Doctrine and Concepts

The Army benefited from Keeping the Peace, Vol Il and various IS (riot) pamphlets. However,
commanders generally fell back on experience rather than field manuals. Prior experience with LIO meant
that several soldiers felt confident relying on habit rather than doctrine. This resulted in considerable risk-
taking, which may account for the proactive approach adopted by the Army.

Lacking in counterinsurgency training, units formulated an improvised approach that often sought to
mirror the behaviour of their adversary. Individual units thus learnt different lessons and approached
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situations differently, which limited the possible cross-fertilisation of ideas. Interestingly, each approach
was informed by a general understanding of the limited utility and political side effects of the use of force.

There was no formal means of communicating lessons learnt during the initial stages of the campaign.
Instead, an informal information network was established among the close-knit officer corps. The
propagation of lessons learnt was later formalised with the establishment of NITAT and the extensive
urban Close Quarter Battle ranges. Experienced officers and NCOs were used as instructors to ensure an
effective learning process.

In 1971, a tactical doctrine retrieval centre was opened at the Staff College to compile documentation
pertaining to the situation and conditions of Northern Ireland. Hitherto, the Army had had no means of
gathering written accounts of the operation.

Organisation

The de facto separation of the Army, police, and civil administrators led to three different campaigns
being conducted simultaneously. Civil affair representatives were finally deployed in September 1971
and, within a short amount of time, one had been stationed in each police division.

The police divisions’ areas of operation did not correspond to the Army’s brigade boundaries, which
caused occasional confusion.

The resident battalions had two-year tours; the others (the roulement battalions) were rotated after 4%
months. Tours were kept short to maintain troop morale and normal training cycles. Short tours also
helped familiarise a greater number of troops with the local conditions and thereby facilitated future
deployments. However, 4%-month tours did not leave much time in which to achieve enduring results,
particularly as the first four weeks would usually be spent familiarising the troops with the local area.
Staff at brigade level were on two-year tours, which helped maintain an element of continuity.

The Army re-roled units as infantry in Northern Ireland. The first two soldiers killed in Northern Ireland
(Belfast — Feb 1971) were both from the Royal Artillery (as were the first two soldiers killed in
Londonderry — Aug 1971).

Infrastructure

Troops were initially accommodated in a most ad hoc fashion. The Army later took over large buildings,
which could hold entire battalions. In Belfast, accommodation consisted of a submarine depot ship, HMS
Maidstone. In Londonderry, a naval base became the main barracks (for two-year tours). Other purpose-

built ‘forts” were later constructed in Belfast and Londonderry.

The early stages saw a lack of suitable accommodation for prisoners. As a result, troops could not arrest
and detain as many suspects as they would have liked.

Logistics
Some minor setbacks notwithstanding, the maintenance of logistical flows was comparatively

unproblematic given the small size of the province and the proximity to bases of operations. Furthermore,
few personnel regularly operated more than a few hundred metres from their barracks.
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Network Strengths and Weaknesses

Appropriate Connectivity

Quality of networking, degree of networking

At the outset of the conflict in Northern Ireland there were several network challenges at the strategic level

in Government. There was no effective military/police/civilian coordination, and the RUC, had lost
control and had no effective network, either physical or social, on which to build.
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Figure 4.1 - Utility of Communication Systems to operations in Northern Ireland

At the tactical level communications were very poor, there were no secure communications, and the RUC
operated on a different network to the Army, using different radios with different frequencies that made
channel switching impossible. As limited as the radios were, Figure 4.1 illustrates that they were still the
workhorses of the operation.

Larkspur radios (the predecessor to Clansman) were unreliable in the tightly enclosed urban environment,
and heavy and bulky for troops to carry in riot and public order situations. Such insecure communications
were adequate for time sensitive information, but limited the Security Forces’ ability talk to helicopters,
and organise re-supply, reinforcement, or any other activity if it allowed the IRA time to intervene.

Looking at the organisational connectivity of the time there were no joint ops rooms, no joint procedures,
and no joint data or communications systems. Anything that the Army and the Police did together had to
be organised and planned on a case by case basis, with a labour and time consuming phase of meetings to
plan even quite simple activity.
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Information and Intelligence
Quality of organic/individual information, quality of shared information, and “ability to share information

The paucity of good intelligence reflected a top-down failure, at that stage, to gain an advantage over the
IRA at strategic, operational or tactical levels. The Province was seen as something of a backwater in the
early days, and the poor standard of intelligence training in the Armed Forces for such operations at any
level left a heavy dependence on a demoralised and less-than-effective RUC.

However, not only was the physical network between the Armed Forces and the Police poor, the social
network was no better in the early days. The Army had a difficult relationship with the police, given that
the Army had been called in to bolster, and in some cases replace, the RUC. This created an unhelpful
combination of hurt pride on one side, and a lack of trust and confidence on the other.

During the period of the military leading the campaign, the information and intelligence areas did not
develop well. There was a lack of trust, with the Special Branch planning and conducting their own
operations, and something of a wall developed between the two intelligence-gathering bodies, with the
police and SB on one side, and the Armed Forces on the other.

It became clear that the Army was not going to get solid, useable intelligence from the Police until they
started providing some of their own, and demonstrated that they could be trusted with intelligence without
taking a short-term approach.

Organisational structures and operating procedures did not support connectivity in this early period. There
were no coterminous boundaries between the Police and the Army, and commanders from both
organisations were often left having to liaise with various units whose own area of responsibility (AOR)
covered or overlapped their own in some way. This sometimes weighed down the liaison effort and
contributed to generally very poor common situational understanding.

In addition there were several counter-productive intelligence-gathering efforts at the time, including
large-scale searches—seen as random by the population—and early cultural errors such as male soldiers
searching female civilians.

Notwithstanding the above and a generally slow strategic response to the importance of networking and
improving the reach and quality of the same, good ideas were beginning to build at the tactical level. Unit
intelligence cells became increasingly effective at establishing a local focus, and it improved the morale
and focus of the patrolling servicemen to know that they had an organisation to which they could pass the
information they were gathering.

In addition, units improved their own intelligence gathering output by selecting “chatters’ to take the lead
on talking and connecting with the public. It was recognition at the lowest levels that some individuals are
more inclined, and more skilled, at talking to others. The point is a simple one, but the basic level of
information and intelligence flow improved as a consequence.

It is clear, however, that the connectivity and capacity of the network was limited, and that local
situational understanding was the most that could generally be achieved. In some ways this physical and
social network limitation was further constrained by a mindset amongst senior commanders that this was a
‘Corporal’s war’, and that junior commanders should be allowed to get on with their tactical challenges as
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they saw fit it. Not an unreasonable approach in itself, but often the freedom of action intended was not
given the necessary levels of information and understanding to allow it to be truly effective.™

Shared Understanding
Quality of individual awareness, quality of interactions, and quality of shared awareness.

The degree of shared situational understanding was poor during this period. The low level of connectivity
and understanding between the Police and the Army was often reflected in Units taking a highly localised
approach to the tactical challenge at hand. In some cases this was hardly surprising, with some Unit’s
having responsibility for very small (i.e. a square mile), but highly volatile Areas of Operation (AO). In
addition, in the very early days, there is little evidence to suggest that the IRA was able to take advantage
of such low levels of understanding, but as they got more experienced, they sought to exploit such
weaknesses in information and understanding.

To consider specific examples, there were no collaborative planning tools to allow different levels of
command to improve response and planning times, and no common picture to allow senior commanders to
review and prioritise across time and space. This lack of common picture also led to more tactical
surprises than might have otherwise transpired if commanders had had a clearer, or earlier, understanding
of flank or related activity. Figure 4.2 illustrates who operators felt were providing them with the most
useful information.
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Figure 4.2: Rating of information from sources in Northern Ireland

1> Brig Monro, interview.
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There were also very low levels of understanding relating to the terrorist MO, etc. Special to Theatre
Training in these early years was extremely limited, when it took place at all, and much of the focus was
on the SOPs and TTPs for the unit.

Such SOPs tended to be at a unit level in this period, resulting in a collection of individual unit
approaches, but little coherence across the province. This manifested itself in the network area through a
series of different reporting formats and much duplicate or inaccurate reporting of terrorist activity,
consequently leading to less effective follow-up.

Agile Groupings
Quality and timeliness of decision making; synchronisation of actions

The early years of the campaign saw large numbers of troops on the streets, and very little reported or
claimed agility in their activity. The very low levels of information relating to terrorist locations,
capabilities or intent meant that mass had to be used to dominate the operational environment. The heavy
footprint on the ground, and the lack of precision in application or control, made for an early period that
was defined by operational and organisational incoherence that mostly prevented, rather than provided for,
agile groupings.

In addition, the technology of the time did not provide for an optimized comprehensive approach at the
strategic level, or for collaborative planning at the tactical end. There was little synchronization of forces,
and units continued for some time to be used within their own AOs only, rather than have a more flexible
remit.

The low level of training had an influence in the lack of agility, as units continued to apply out of date,
conventional approaches until experience showed them the value of adapting. There was no Northern
Ireland Training and Advisory Team (NITAT) at this stage, and the lack of doctrine meant that units
developed their own SOPs and TTPs, leading to good organic drills, but very little integration and
interaction.

At the tactical level, using passwords and nick numbers always slows the tempo, and a lack of secure
communications in such an environment was a major constraint.

The movement of troops around the province to provide in-theatre reserves became more widespread, but
was then bought into question when Paratroopers from Belfast were put into Londonderry in January 1972
to deal with the Human Rights marches, a period which included ‘Bloody Sunday’. This demonstrated the
need for planners to reflect on the cultural and training implications of moving troops from one AO to
another with any speed. It provides a good example of where the paucity of a common understanding did
not enable the mental agility that underpins the physical agility of units to operate out of their own AO at
short notice.
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CHAPTER 5.0 NORTHERN IRELAND - PERIOD TWO - 1972-1976
Historical Sketch

In the face of mounting violence in Northern Ireland, the central government in London increasingly came
to regard the Protestant-dominated government in Stormont as an integral part of the problem. After some
two years of instability, a large segment of the Catholic minority had been alienated, and both Protestants
and Catholics had stood up paramilitary organisations. In March 1972, the Conservative government
suspended the Stormont government and imposed Direct Rule. Northern Ireland was now to be
administered from Whitehall and the newly created Northern Ireland Office. Meanwhile, the British Army
in the province was following three core objectives: the defeat of PIRA, the establishment of a secure
environment and the prevention of a Protestant insurrection.

The introduction of Direct Rule was interpreted as a victory for PIRA and convinced its leadership that the
British were on the verge of defeat. To capitalise on their apparent advantage, PIRA proposed a ceasefire
and met government representatives to discuss a political settlement. PIRA demanded the withdrawal of
British forces and the creation of a United Ireland, demands that were unacceptable to the British
government as they contravened the express desire of Northern Ireland’s majority Protestant population to
remain part of the UK. The talks collapsed.

The deadlock drove the province to a new and more brutal phase of hostilities, as PIRA attempted to
coerce the British government into accepting its demands. PIRA’s bombing campaign reached its peak
with the detonation of 26 bombs in Belfast on 21 July 1972, a day that became known as ‘Bloody Friday’.
In response, the British government launched Operation Motorman, deploying nearly 30,000 troops to
remove barricades erected by the Catholic population and restore control of what had effectively become
no-go areas in Belfast and Londonderry. The government had tolerated these sanctuaries as a
demonstration of good faith to PIRA, but this stance changed with the collapse of negotiations and the
increase in violence.

The government proceeded to mobilise political support within Northern Ireland for a more representative
system of regional government. Negotiations between the major political parties over the future
constitution for a new government culminated in the Sunningdale Agreement of December 1973, which
established a cross-border governmental body (the Council of Ireland) and a power-sharing government.

As these bodies never gained the support of the Protestant population, they were effectively stillborn. In
the early summer of 1974, opposition to the new government prompted a series of strikes, organised by
the Ulster Workers Council (UWC), which brought the province to a standstill. The government was
unable to respond effectively to the strike and the Army avoided taking direct action, fearing that this
would escalate Protestant paramilitary action and create a ‘two-front war’. Lacking support from central
government and the security services, the new power-sharing executive resigned.

Talks between the government and the paramilitaries continued with the legalisation of PIRA’s political
arm, Sinn Fein, as a political party in 1974. By this time, the Army felt that it had gained the military
advantage and that PIRA was a spent force. However, a final push was prevented as PIRA and the British
government declared a ceasefire in 1975, which lasted for the better part of a year. Violence nonetheless
persisted, and featured a rise in sectarian killings between Catholic and Protestant paramilitary groups.
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DLoDs and Organisational Learning
Training

Units deployed to Northern Ireland in the early 1970s received only the most basic training. The
counterinsurgency training for officers at the Royal Military Academy Sandhurst was relatively superficial
and the focus was mainly on riot control using lethal force.

Northern Ireland Training and Assistance Teams were created in the spring of 1972 and set up in the UK
and West Germany. The quality of NITAT training improved with the Army’s understanding of PIRA and
exposure to the conflict. The training covered the history of the troubles, the principal paramilitary
organisations and the political situation in the area to which a battalion was being deployed.

In 1972, training touched upon: photography, sniper training, weapon handling and shooting, operating in
urban areas, locating enemy snipers in an urban environment, patrolling in urban areas, manning vehicle
check points (VCP), crowd control and riots, and maintaining security at bases. An important omission, to
some, was the subject of law and its application to soldiers on operation in the province.

The training in surveillance improved with the abolishment of the Military Reconnaissance Force (MRF).
With the creation of 14 Intelligence, all prospective candidates had to go through a rigorous selection
process and six months of focused training.

Equipment

The Army lacked non-lethal weaponry; and the plastic bullets available were nearly as lethal as a standard
7.62mm round. There were numerous calls for a rifle smaller and lighter than the SLR and that could fire
short automatic bursts as opposed to single shots. There was also a general request for more night-vision
rifle-sights. These were invaluable when setting up over-watch to cover patrols as they moved through an
area.

Radio communications were inadequate. The standard man-portable radio, the A41, and the C4L vehicle-
mounted radio both operated on VHF, which worked infrequently in the urban environment. PIRA was
also able to intercept radio traffic over the insecure net. New UHF radios were issued to the battalions, but
technical difficulties remained. Furthermore, PIRA and Ulster Defence Association (UDA) became adept
at jamming army radio signals and listening to radio communications. There were insufficient pocket
phones for each battalion; the allocation in 1973 was 67 per unit, but a minimum of 85 was required to
ensure effective communications.

Some battalions used the *Anson machine’, a data device that gave speedy and accurate information on a
suspect and was easily operated. It provided a means of obtaining and cross-referencing all information
that was contained in the Personality and Vehicle cards. Information was stored on a series of cards,
known as Anson Coincidence Feature Cards.

Personnel
The officer corps was drawn primarily from the upper middle classes and over 90% of army officers went
to public school before joining the army - usually at the age of eighteen. A small minority of the officer

corps were university graduates. The rank and file were generally recruited from the lowest
socioeconomic strata of British society.
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Infantry units generally attracted the least privileged and most poorly educated people. The regimental
system also contributed to the creation of army sub-cultures based on geography, which would affect a
unit’s approach toward the urban environment and its attitude toward the province’s religious divisions.

Non-infantry regiments were deployed to Northern Ireland to maintain the rotational cycle and to mass
troops when necessary (most notably during Operation Motorman). The deployment of non-infantry
regiments was criticised; units from the British Army of the Rhine (BAOR) were trained for the
possibility of a major conventional war in central Europe and were not ideally suited for urban LIO.

The Ulster Defence Regiment was created in January 1970 as a locally recruited, mainly part-time
auxiliary force of soldiers to support the regular army. Initially, seven battalions were raised; the size of
the force increased by a further four battalions in January 1972.

Information

The biggest problem confronting the Army in 1972 was the lack of intelligence on PIRA. RUC Special
Branch had been discredited during the period of Internment and the RUC was both demoralised and
disorganised. Brigadier Frank Kitson, commander 39 Infantry Brigade, implemented an array of measures
designed to create a comprehensive intelligence picture of PIRA. These measures were not fully
implemented until mid-1975.

Soldiers played the key role of acting as the army’s “sensors’. Foot patrols gathered information about the
community in which they were operating. Members of the public were routinely stopped and questioned.
Vehicle checks and house searches became key activities. This practice spread to areas of Belfast and
Londonderry opened up during Operation Motorman. The aim was to determine a pattern and detect
changes therein. Each unit developed a card file on all males in their area over the age of twelve. In 1971,
the Army searched 17,000 homes; in 1972, this number increased to 36,000 and in 1973 it stood at an
incredible 75,000. Over four million cars were also searched in 1973-74.1

The Army apparently requested the deployment of the Special Air Service (SAS) in the early 1970s to
support its surveillance operations. Fearing an escalation in the conflict, the government denied the
request. It was not until 1976 that formal SAS units began operating in the province. Small SAS teams
were most probably conducting training in Northern Ireland before 1976.

From 1975 onwards, computers were increasingly used to manage information. Computers were used to
store vehicle and population details, and to identify the movement of PIRA from Eire to Northern Ireland
(based on networked information flows between several vehicle checkpoints). The computer system was
linked to the operations rooms of the brigade headquarters and to control sections in each of the battalions.
Each battalion had access to Visual Display Units equipped with transmitters and receivers, which created
a secure means of communication. The military computer system could tap into that of the Northern
Ireland Health Service, which provided the army with a useful source of information.

In general the flow of information went up vertical stovepipes. Units on the ground had no sense of how
significant this information was or how it was used by the intelligence services. Although frustrating, there
was a general acceptance that information had to be passed on a need-to-know basis."’

'® Thomas Mockaitis, British Counter Insurgency in the Post Imperial Era (Manchester, Manchester University
Press, 1995), p. 110.
7 Interviews with Col. David Benest, and Lt Col Bob Bruce by KCL.
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Much like in Malaya, a committee system was established to ensure good communications between and
within agencies and services. However, the top-level security meeting that headed this structure was too
big of a forum, which impeded decision-making and the flow of information.

Effective RUC-Armed Forces cooperation was rare. The RUC had initially operated from a position of
weakness, but grew increasingly assertive and suspicious of the Armed Forces. There was no general
commitment to cooperation and information sharing between the two services.*® In fact, the RUC was
itself split between sub-groups that often failed to consult one another or share vital information.

Notwithstanding all such limitations, by 1975, the Security Forces had achieved a great deal of success in
acquiring intelligence on PIRA. They had effectively penetrated the organisation, a process predicated on
the accumulation of data, the creation of new covert forms of surveillance, and the development of
information systems and computers for more effective information management.

Doctrine and Concepts

There are three competing views of the Army’s use of doctrine in the early years of Northern Ireland: 1)
the Army failed to remember its counterinsurgency doctrine and therefore experienced early setbacks;" 2)
these setbacks were caused by the application of colonial counterinsurgency doctrine to a domestic
affair;?® and 3) the Army abandoned counterinsurgency doctrine from 1976 onwards in favour of an
‘internal security strategy’ that drew on German, Italian, and Spanish experiences in dealing with local
terrorist groups within their own states.”

The Army did not produce formal written doctrine on counter-revolutionary warfare until 1977. The basic
tenets of that doctrine were informed by previous works on counter-insurgency such as the articulation of
a clear political aim, the importance of operating within the law, the interagency approach, etc. These
tenets affected decision-making prior to their crystallisation as formal doctrine; there was an institutional
memory or a common set of procedures that formed an informal or implied doctrine within the Army.

Some analysts have concluded that the British Army failed to promote a hearts and minds campaign in the
1972-75 period. This conclusion is too stark. Community and public relations were emphasised and links
with the population established. The units conducting extensive, and sometimes intrusive, surveillance
operations also sought to mitigate the impact of these activities on the population.

Organisation

By the late 1970s, the two resident battalions of 1969 had increased to six, with an equivalent number
doing six-month tours. There is some evidence that the length of tours affected the unit’s performance.

A third brigade headquarters was deployed in February 1972. This was part of a general reinforcement of

the province. The new brigade was based at Lurgan and was responsible for the security of the border and
towns surrounding Belfast. In addition, the strength of the RUC increased from 3,500 personnel in 1971 to
over 6,500 in the mid 1970s.

Battalions went through a process of reorganisation before deploying to Northern Ireland: heavy weapons
were left behind; platoons of 30 soldiers were restructured into multiples of twelve men (which were

%8 Interview Col David Benest by KCL.

19 See for example Mockaitis (note 25), pp.96-141.
2 Interview with Col David Benest by KCL.

2! See Singer (note 1).
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divided into three teams of four) and the intelligence capability within each battalion was expanded
significantly. An Intelligence Corps NCO (on a two-year deployment in the Province) was attached to the
battalion when first deployed to ensure continuity. By 1974, approximately 80 soldiers were allocated to a
battalion intelligence cell.?

Direct Rule resulted in the creation of the Northern Ireland Office, the import of British civil servants, an
expansion of MI5 and the streamlining of a hitherto divided command structure. The position of Director
Controller of Intelligence was created in 1972 in an attempt to coordinate M15 and MI6 activities and to
provide the Secretary of State for Northern Ireland with the latest information. These actions were mere
palliatives and failed to address the fundamental need for a central intelligence organisation to direct and
coordinate the intelligence effort.”®

The committees system in Northern Ireland was designed to ensure interagency coordination and the
quick dissemination of intelligence. It was however less effective than its Malayan predecessor: there was
no Director of Operations, the Army’s relationship with the RUC was generally poor, and there was no
political representation at the lower levels of the committee structure.

The Army, police, and civil authorities used different boundaries, which undermined organisational
effectiveness. There was a notable shift from platoon- and company-sized operations to the four-man
brick as the basic tactical unit.

In the absence of an effective intelligence capability, the Army developed its own covert surveillance units
to monitor PIRA. The most significant development on this front was the creation of the MRF, which
relied on information provided by informers.?*

Later, the Army created a new surveillance organisation, 14 Intelligence Company, whose primary
function was to watch PIRA and their Protestant counterparts. Recruitment began in 1973 and members
from all the services were eligible to join.

Infrastructure

There is nothing on this subject in the literature for this phase.

Logistics

A survey of battalion post-action reports indicates that all regiments were satisfied with the logistical

support they received whilst serving in Northern Ireland. The only regular complaint concerned the poor
provision for clothing that wore out very quickly during operations.?

22 3 Para Post Tour Report, February-June 1974.

2% See David Charters, ‘Intelligence and Psychological Warfare Operations in Northern Ireland’, RUSI Journal 122/3
(September 1977).

** See Roger Faligot, Britain’s Military Strategy in Ireland: The Kitson Experiment (London: Zed Press, 1983) pp.1-
39.

2> Post Tour Reports
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Network Strengths and Weaknesses
Appropriate Connectivity
Quality of networking, degree of networking

At the strategic level, the Government developed a more coherent approach to the challenges in Northern
Ireland, and the first comprehensive campaign plan across the lines of operation began to deliver results.
Strategic direction became clearer, and was communicated in a more effective way. The strategy of hearts
and minds, learnt and forgotten from Malaya, took hold. Separating, rather than destroying, the terrorist
became the focus. Arguably for the first time, the Security Forces in the province began to operate to a
common purpose.

Common networks began to appear, though they were still insecure, and the IRA began to demonstrate
their willingness to try and exploit the Security Force network through buying and issuing radio receivers
to listen into military nets, and to develop bugging of telephone lines, in the latter case through infiltrating
the major exchanges. This raises the question of the increased vulnerability that attends an improving and
growing network. Protective measures were taken to limit IRA intelligence gathering activities, much of
them procedural ‘work arounds’ in the absence of the technology to solve the problem. This early
example of the enemy exploiting the friendly force network provides a cautionary note for the future.
Serbian operators in Kosovo tried the same, and as a guiding principle, the Security Forces should always
ensure the security of communication interfaces and invest in information assurance in equipment and IT
networks.

The general level of access to data improved, with the early stages of a province wide information
infrastructure, and security forces began to understand communication freedoms and constraints.

Intelligence, Surveillance, Target Acquisition, and Reconnaissance (ISTAR) plans and priorities began to
be developed jointly between the Military and Police, and liaison roles and joint planning improved
connectivity.

At the tactical level, the mainstay of unit’s communications remained the A41 and the C4L radios, both
operated on VHF, which is not considered reliable in an urban environment.

Information and Intelligence
Quality of organic/individual information, quality of shared information, and ability to share information

For the first time, the emphasis is placed on intelligence gathering rather than attrition of the terrorist
organization. An increase in Resident Battalions from 2 to 6 provided intelligence cells that were able to
build, through time and continuity, a more detailed intelligence picture to contribute to HQ Northern
Ireland. These intelligence cells also began to receive more attention and investment in their selection and
training, leading to improved performance, and increased trust from the RUC, who had previously (and to
some degree still did/do) see the incumbents of the basic unit Intelligence Cell as enthusiastic amateurs.

In tandem with the increase in resident unit intelligence cells, there was an associated improvement in the
coordination of intelligence assets across the province, and recognition that certain key roles required a
greater degree of continuity.

The period also saw the first use of computers to process and communicate vehicle and personnel
information from databases that incorporated information gathered from border checkpoints, urban and
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rural OPs, and fixed and mobile VCPs. More effective tools and processes led to better targeting of
terrorists, and many were arrested in focused intelligence-led operations that began to seriously impact on
the leadership and active membership of the IRA.

Shared Understanding
Quality of individual awareness, quality of interactions, and quality of shared awareness

This period in Northern Ireland saw shared understanding improve, but through process improvement and
training, rather than technological enhancements. For instance, a major effort was made to establish and
understand patterns of life, and to recognise and record what constituted normalcy in the different areas of
the province.

Liaison between units and police divisions improved, though there remained a great reliance on the
relationship between commanders.

The creation of PIN (Province Incident Net) bettered operational understanding and coordination. The
quality of interactions improved as the need for information sharing became clear.

Ability of Key Forces to Establish a Common Understanding of the
Situation

Very Good
13%

Average
49%
Good
38%

Figure 5.1 — Common understanding in Northern lIreland

Better training through the creation and development of NITAT improved the general level of awareness
and began to establish a consistent strategic and operational context for commanders to work with. For
the first time, low-level commanders felt they understood the strategic aims.?® This is evidenced in the
high rating in Figure 5.1.

The formalisation of post-tour reports (PTR) also assisted in raising the level of shared awareness,
although informal contact had always existed between units passing through the province. The PTR made
a difference as it provided a common template that ensured all areas of the operation were covered, and
within which commanders were encouraged to be open and honest about success and failure during their
tour in their operation.

The Forces also developed the practice of key staff deploying forward early on reconnaissance trips, and
then acting as an advance party for their own units in order to provide more coherence and support the
transfer of information and intelligence. Units and commanders found that they had to respond to

%6 Monro, Brunt, Interviews.
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additional equipment and new technology coming into service by additional training, and through
increasing lead times on reconnaissance or advance party activity. This reflects the fact that troops in-
theatre will be likely to be using equipment and assets that may not be standard issue, and may only exist
in theatre if they have been a Commercial or Military Off the Shelf acquisition through a Urgent
Operational Requirement. As this is an increasing feature of intervention operations it remains an enduring
lesson, and one not always factored in to the time and space equation of the reconnaissance plan.

Agile Groupings
Quality and timeliness of decision making; synchronisation of actions

The approach to patrolling switched markedly from presence and dominance patrolling to intelligence-led,
focused activity. Whilst this still often meant the deployment of large numbers of soldiers, it was the start
of more intelligent application of combat power.

There remained a need, in this period, for mass to provide where intelligence-led operations still could not,
but it was also a period that saw the start of synchronised activity between the RUC and the Military, and
the establishment of certain bespoke organizations, such as the MRF, which was specifically designed to
be lighter, better trained, and more agile than conventional units in the Province.

Ability of Unit to Adapt to Changing Circumstances on the Ground

Very Good

Average 13%

25%

Good
62%

Figure 5.2 - Aqility on the ground — Northern Ireland

The technology still did not exist to allow for a step change in the command and control of forces, and
there was no evidence yet of collaborative working at anything more than a very basic level, but the
culture in Northern Ireland was changing, and the freedom of action that was such a feature of
Thompson’s approach and legacy from Malaya began to become more evident. In addition, the
improvements in information and intelligence handling led to faster and higher quality decisions, leading
to several major successes against the terrorists. Figure 5.2 illustrates the confidence the security forces
felt in their own agility and flexibility.

In terms of measuring performance against the four attributes of agility, namely; Responsiveness,
Robustness, Flexibility, and Adaptability, the Security Forces were demonstrating great flexibility, and
were rapidly developing their ability to adapt to lessons identified and recognised terrorist capability and
intent. They were, however, still well short of being sufficiently well networked to be particularly
responsive, and were not robust enough to sustain multiple concurrent missions.
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CHAPTER 6.0 NORTHERN IRELAND - PERIOD THREE - 1976-1994
Historical Sketch

With the 1975-76 ceasefire, Whitehall shifted to an “internal security policy’ that came to be known as
‘Ulsterisation’. This new policy rested on two pillars: police primacy and the criminalisation of all
terrorist acts. The high profile of the army was recognised as exacerbating state-community relations in
the province and therefore reduced; it was also believed that a traditional counterinsurgency campaign
could not, for political reasons, be employed properly in Northern Ireland.

With greater emphasis on police work, the RUC was reorganised and expanded. Meanwhile, the Army
improved its training, organisation, and upgraded its equipment. These reforms robbed PIRA of the
initiative and forced it to focus on mere self-preservation. In 1977, the movement shifted from an overt
military structure to that of a cell-based revolutionary movement.

Paramilitary violence in 1979 saw the murder of two senior UK dignitaries and an ambush in Warrenpoint
that killed 16 soldiers from the Parachute Regiment, and two from the Queen’s Own Highlanders,
including their Commanding Officer. Despite intense pressure to respond forcefully, Whitehall persevered
with “police primacy’: it expanded the RUC by 1,000 officers and appointed a Director of Intelligence to
improve RUC-Army intelligence sharing.

During the late 1970s, the government was either unable or unwilling to work toward a viable resolution
of the conflict. The Hunger Strikes (1980-81) forced the Thatcher government to reengage with the
province. These strikes were themselves a product of ‘Ulsterisation’, PIRA prisoners were protesting
against their new status as convicts, where before they had been political prisoners. The Hunger Strikes
appealed to and radicalised many Irish Catholics, both in Northern Ireland and across the border. Each
death of a striker would prompt rioting and a surge in popularity for Sinn Fein, PIRA’s political arm. To
capitalise on the support, Sinn Fein entered into electoral politics in 1982 and experienced initial successes
against moderate Catholic parties.

Yet PIRA’s ‘golden era’ proved transitory. By the late 1980s, the group’s political and military campaign
was unravelling. The police and military had the advantage in the province and PIRA’s offset strategy — a
bombing campaign on the mainland and in Europe — was backfiring. Meanwhile, Sinn Fein was forced
into seeking an alliance with the Social Democratic and Labour Party. Amid continued violence, PIRA
entered into unofficial talks with the government in 1989.

In 1993, the prime ministers of the UK and the Republic of Ireland issued the Downing Street Declaration,
which earned the support of moderate parties from both sides of the conflict. Isolated, PIRA agreed to a
ceasefire in August 1994. The subsequent negotiations moved slowly, partly because Prime Minister John
Major was at this time dependant on the Unionists in Parliament. Frustrated at the lack of progress, PIRA
returned to violence in February 1996. However, its subsequent campaign was counter-productive and
reinforced the pressure to find a peaceful solution. The British, who were eager to avoid another
breakdown in negotiations, also felt this pressure. In July 1997, PIRA renewed its ceasefire, paving the
way for the Good Friday Agreement on 10 April 1998. While PIRA remains committed to the Accords,
hard-line splinter groups have since emerged. The two principal factions — Real IRA and Continuity IRA —
remain opposed to the agreement or any sort of ceasefire.
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DLoDs and Organisational Learning
Training

A formal and systematic training regime was in place by the mid to late 1970’s. All battalions due to
deploy were processed through the NITAT, which provided an educational programme on the history of
the troubles and disseminated the best practice identified since the late 1960s. This formalised the
commitment to the minimum and proportional use of force.

NITAT also provided a comprehensive tactical training package to all units. Units were assessed during
training, and personnel deemed unsuitable or unfit for the environment were removed from the unit for
that tour.

The training varied according to rank and/or function. Training could last up to a year, but the average was
three months. A majority of respondents to the survey felt there was good access to training (Figure 6.0).

Access You and Your Unit Had to Training Necessary to Carry Out the
Mission

Average Very Good
13% 13%

Good
74%

Figure 6.0: Quality of training for Northern Ireland

Equipment

There were some reports of radio communications and the radio network being unreliable.?” PIRA
attempted to intercept their opponents’ communications, mostly through tapping. In response, the Army
gradually introduced more secure systems of communications.

Equipment was deployed to counter terrorism included high-end surveillance, monitoring, and bugging
systems. The Army’s access to this equipment was limited. From 1977 onwards, most surveillance and
intelligence gathering was conducted by Special Forces and key units in the RUC Special Branch.

The surveillance systems became increasingly miniaturised, advanced, and reliable. The use of such
equipment also became more imaginative. When effectively placed, such equipment was a more discrete
alternative to manpower.

%" Royal Green Jackets Post Tour Report, 1991 — 1992.
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According to one member of PIRA, this technology made it extremely difficult to evade British attention,
it apparently brought the organisation to a standstill. CCTV was used as a means of surveillance but was
found to be an unsatisfactory substitute for troops on the street.?

Computers were increasingly used to manage information. The Vengeful system monitored the movement
of cars in the province. The system to monitor the movement of individuals was called Crucible and relied
on the filling in and filing of highly detailed card indexes. The system was labour-intensive and required
constant updating.

A personal computer (designated ‘3072) was purchased in 1976, but lacked the necessary memory and
therefore had little impact on intelligence-collating activities. In 1987, a computer system with a greater
memory was developed (Crucible). Despite a number of software problems and persistent memory
shortages, Crucible became a key source of information for battalion intelligence cells.?

Both the Security services and PIRA relied on technology to gain the upper hand. PIRA developed more
stable explosives, detonation and timing devices. From 1972 onwards, bombs were most often detonated
remotely. PIRA later coded the signal to counteract jamming. When the government’s R&D
establishments’ introduced man-portable
inhibitors that prevented the b ombs from
exploding, PIRA found a gap in the inhibitor’s
electronic magnetic range. This flaw was
corrected within a year, after which PIRA
maintained a constant battle to find new channels
and frequencies for attack, including reverting to
old-fashioned but impossible to jam methods like
the command wire.*

Aerial reconnaissance improved with the
establishment in 1973 of the Reconnaissance
Interpretation Centre (RIC) at RAF Aldergrove in
Northern Ireland. The Army Air Corps deployed
Gazelle helicopters equipped with a specially
stabilised TV camera mounting. It also fitted Gazelle Helicopter over Northern Ireland

infrared surveillance systems to its Beaver Source: http://www.army.mod.uk/img/royalirish/NI_Gazelle.jpg
spotter planes, which helped detect command-

wire bombs and arms caches.

According to one source, troop withdrawals became possible by the late 1970s and early 1980s partly
because of the deployment of sophisticated surveillance and monitoring systems throughout the province.

Personnel

By 1982, force levels had fallen to 11,000 regular troops and the government was working to a target
force of 7,000 men.®! In December 1997, total army strength, including six UDA battalions, stood at over

%8 Coldstream Guards Post Tour Report, 1992

2% 1 Coldstream Guards Post Tour Report, October 1989.

% Mark Urban, Big Boys’ Rules: The SAS and the Secret Struggle Against the IRA (London: Faber &Faber, 1992), p.
113.

3 Desmond Hamil, Pig in the Middle: The Army in Northern Ireland 1969-84 (London: Metheun), p.264.
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15,000. The target figure was thus not met. A majority of respondents to the survey felt that manpower
levels in Northern Ireland at this time were sufficient (See figure 6.1).

Throughout this period, the social composition and educational background of the Army Officer corps
changed significantly. By the mid-1990s, the number of officers from the state educational system
increased from 10% in the 1970s to over 50% of the officer corps. Meanwhile, the proportion of British
Army officers with university degrees was increasing. A larger proportion of the officer corps was also
recruited from the ranks and, by the end of the 1990s, this element accounted for nearly one third of the
officer corps in the British Army.

Very Good

0,
Average 13%

25%

Good
62%

Figure 6.1: Respondents view of manpower levels in Northern Ireland

Repeated deployments resulted in a wealth of operational experience, particularly in the officer corps. The
Army had by this stage developed a very good tactical and operational awareness of the conflict.

The Ulster Defence Regiment (UDR) was reorganised in 1978. The force was re-aligned to work in
certain focused areas rather than across the province, and fulltime commitment was encouraged. Though
low Catholic representation in the local security forces (RUC or UDR) made it difficult for them to enlist
Catholic recruits or gain the confidence of the Catholic community.

Information

The committee system provided vertical communication links but its functions increasingly transferred to
the Tasking and Coordinating Groups (TCGs — see below). Furthermore, the lowest levels of the
committee structure lacked political representation, which undermined coordination. Information flows
between Special Branch and the Army were still limited in the early part of this period, with the Special
Branch unwilling to release information for fear of compromising its sources.

Though information flows within each service were adequate, the sharing of information between services
suffered from protectionism of information. In this sense the TCGs fulfilled an important role.

Although the *green army’ continued to collect intelligence during its patrols, fewer people in the Catholic
community were prepared to share information. PIRA’s shift to a cell system in 1977 also limited the
utility of such intelligence gathering.

The Army’s special surveillance unit, 14 Intelligence Company, the SAS and the RUC Special Branch and
the special surveillance units helped create a detailed overview of terrorist activity in the province. These
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units relied on electronic-surveillance systems and human intelligence provided by paid informers.
Information management of VVengeful and Crucible was handled by the Joint Surveillance Group and was
staffed by the Army’s Intelligence Corps. The provision of information varied according to rank and
position. General information was communicated via the PIN.*

The legal system was used to generate information for the security services. The Northern Ireland
(Emergency Provisions) Act of 1973 facilitated this process by allowing confessions to be used as
evidence in courts, so long as the judge deemed that it had been obtained voluntarily and not through
torture.®

PIRA members often passed information under questioning, which then tended to generate valuable
intelligence. The rate of successful convictions increased dramatically. The 1974 Prevention of Terrorism
Act gave the police the power to hold suspects for up to seven days without charge. According to
Geraghty, the Act was primarily used as a means of gathering intelligence.** A later inquiry provided the
prisoners with greater rights whilst in custody. Responding in part to this measure, PIRA shifted from a
military structure to a cell system. The new structure required far less people, a lower level of popular
support, and was more difficult to penetrate. Information was kept on a need-to-know basis.

PIRA also sought to assassinate those soldiers involved in surveillance operations. The Army and police
force nonetheless continued to invest in the development of its surveillance capability as the principal
means of defeating PIRA.*

Informer networks provided vital information for the security services, particularly following PIRA’s
restructuring. The Army retained control over the running of agents; it was an activity that moved first
from the brigade to the battalion level and then to a centralised human-resource-handling group known as
the Field Research Unit (FRU).

PIRA created its own security department in 1980 to deal with the threat of informers (otherwise known as
touts). Several measures, including amnesties, were used to deter potential and current informers.

Doctrine

British counterinsurgency doctrine faced five challenges: a) the failure to achieve a political settlement
complicated the push for political primacy and meaningful political reform; b) the recognition that the
existing British counterinsurgency strategy was not appropriate in a liberal democracy; c) the
radicalisation of the Protestant community; d) PIRA’s changing modus operandi; and €) the media’s
coverage of the conflict.

The Labour government settled in for a long war that resulted in the formulation of a new strategy:
‘Ulsterisation’. This policy reduced the visibility of the Army, which was recognised as antagonising the
local population. “Ulsterisation’ changed the Army’s approach to the conflict but the underlying
principles of British counterinsurgency doctrine remained in place. The vast majority of the Army
continued doing what it had been doing since at least 1972: winning hearts and minds, trying to get
information on the terrorists, and containing PIRA. Greater emphasis was placed on the use of Special
Forces to prosecute the military campaign.

% Interview Lt Col Bob Bruce.

% Peter Taylor, The Brits: The War Against the IRA (London: Bloomsbury, 2002), p. 200.

* Tony Geraghty, The Irish War: A Military History of a Domestic Conflict (London: Harper Collins, 1998), p.96
% Urban, op. cit. p.45.
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The Army released a doctrinal publication, Counter Revolutionary Operations, in 1977; it was the Army’s
first official position on counterinsurgency.* The doctrine was consistent with what are now recognised as
the six principles of counterinsurgency.

The Army was instructed to provide security for the police so that it was able to carry out its normal role
as the guarantor of law and order in the province.

Organisation

In 1977, the Army had 14 battalions in Northern Ireland. They were deployed in fixed areas known as
tactical areas of responsibility (TAORs). Regular and UDR battalions were divided between three brigade
headquarters. The number of regular battalions fell to ten by 1980. As a result, it was decided to remove 3
Brigade HQ from the province order of battle. The brigade commanders reported to the Commander Land
Forces (CLF) who in turn reported to the General Officer Commanding (GOC) Northern Ireland.

The ‘green’ Army by this stage were playing very much a supporting role in the military prosecution of
the conflict. In the mid-1980s, the SAS and 14 Intelligence Company (150 troops) killed some 18
terrorists while the 12,000-strong force on the streets killed only two.*

The SAS deployment of a squadron to Northern Ireland proved difficult to sustain, mostly due to the
service’s short tours and limited number of operational squadrons (four). Troops in 14 Int usually did a
minimum tour of a year. These soldiers could also specialise; in contrast, the SAS had to remain proficient
in a range of different areas.

The CLF Major General Glover implemented changes that effectively merged the SAS and 14 Int into the
Intelligence and Security Group (NI), which came into being after Glover departed (1980). The SAS
commitment was reduced from a squadron of 70 to troop of about 20 men. Their tours were extended to a
full year, which contributed to a greater sense of continuity. The Group now had three surveillance
detachments and a troop of SAS who were held in central reserve ready to be deployed. The activities of
the Grousg were to be integrated by the Special Branch’s three Tasking and Coordinating Groups

(TCGsS).

Assuming the lead, in this period, the RUC grew from 6,500 to a force of over 8,300 fulltime officers and
4,500 reservists.* Intelligence gathering was split between Special Branch and the Criminal Investigation
Division (CID). Despite a division of labour (Special Branch focused on informers; CID on
interrogations), cooperation was often poor.“° This led to the establishment of the Regional Crime and
Intelligence Unit, three of which were created for each RUC regional headquarters.*

New specialist units were created. The RUC imitated 14 Intelligence by creating a new surveillance team,
E4A. Its personnel were trained by the SAS and MI5 and they were skilled in the provision of both human

% MOD, Land Operations Volume I11- Counter Revolutionary Operations: Part 1 General Principles (London:
MOD, 1977)

%7 Ken Conner, Ghost Force: The Secret History of the SAS (London: Weidenfeld & Nicholson, 1998), p.191.
%8 Urban, op. cit., pp.138-140.

% Bruce Hoffman and Jennifer Morrison Taw, A Strategic Framework for Countering Terrorism, RAND
Corporation N-3506-DOS, (Santa Monica, Ca: RAND, 1992), p. 22

“ Urban, op. cit., p.20

*ibid., p. 29
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and electronic intelligence. The RUC also created the Headquarters Mobile Support Unit (HMSU), used to
neutralise terrorist suspects, and, in 1979, the Bessbrook support unit for border surveillance.

Coordination of these different units was managed by TCGs, which were under RUC control and
represented the key intelligence services. There were three TCGs each covering one of the three
operational areas of 14 Intelligence. The TCG became a vital nodal point in decision-making and
gradually absorbed many of the tasks of the previous committee system.*

In 1977, the then CLF, Major General Dick Trant, implemented a reorganisation of the Army’s
surveillance capability. Close Observation Platoons (COPs) were attached to residential-tour battalions
(and to one short-tour battalion) to provide select training in intelligence gathering and surveillance work.
COPs numbered about 200 personnel in total and provided basic low-level intelligence.*®

Infrastructure

An estimated two million men would have been required to seal the border with the Republic of Ireland.
Border patrols were reduced in 1973 to minimise casualties and replaced with observation posts (OPs) and
a smaller number of forts. Also, RUC police stations were reinforced to minimise casualties.

From 1985 onwards, PIRA targeted army and police buildings on the border, including attacks on civil
contractors used to repair and maintain this infrastructure.

Logistics

A survey of post tour reports indicates a general satisfaction with the provision of supplies. There were
certain equipment shortages and soldiers still felt they had to buy supplementary equipment and
clothing.**

Network Strengths and Weaknesses
Appropriate Connectivity
Quality of networking, degree of networking

The final period of our research into Northern Ireland saw a vast improvement in both the quality and the
degree of networking across government, and across the province. Secure communications became
widely available, and security forces were able to transfer information quickly and securely.

New networks developed, such as the PIN was created to give everyone in the security forces a better
understanding of what was going on, and allowed for the secure exchange of information right across the
province. The PIN also enabled the automatic cueing of various agencies to incidents. So that
organizations such as Bomb Disposal, emergency services, criminal investigators, etc., would be
immediately dispatched to support an incident, and receive updated information either as they travelled, or
on arrival at the Incident Control Point.

Investments in network infrastructure, such as Vengeful and Crucible, two computer database systems,
ensured that the latest information on individuals and vehicles was instantly updated across the province,

*2 Interview Col. David Benest by KCL.
3 Urban, op. cit., p.45.
* 1 Scots Guards Post Tour Report, 1987.

49 of 129



Part |

and a series of warning and alarm functions could alert security forces to suspect individuals or vehicles
within seconds of an incident.

The period also saw a new approach from the security forces as they took on the requirement for
Electronic Battlespace Management. The plethora of life saving technology such as Electronic Counter
Measures to defeat Improvised Explosive Devices had to be coordinated, and their use and proximity de-
conflicted to ensure that the security forces own technology did not become an impediment. In the case of
attempts to jam a radio frequency detonation, the IRA and the Services engaged in a long game of
invention and counter-invention as the terrorists sought to identify methods that could work around the
security forces network.

A greater understanding of the art of communication, and the ways in which the various technologies
could be used to best advantage, ensured that the forces got the most out of the technology available.

Information and Intelligence
Quality of organic/individual information, quality of shared information, and ability to share information

Specialist agencies begin to appear such as 14 Intelligence Company and the RUC’s E4A. Whilst the
British government continued to support a significant deployment of conventional troops to Northern
Ireland they were definitely there to play a supporting role in the conflict. The different roles can be seen
from the available statistics. In the period of the mid 1980s, the SAS and 14 Intelligence Company killed
some eighteen terrorists with only 150 troops, in contrast during the same period a force of 12,000 troops
constantly on the streets on Northern Ireland killed only two terrorists.*

The successful exploitation of information in the conflict in Northern Ireland allowed the seizure of arms
caches of the IRA, achieved forewarning of planned IRA operations and sometimes prevented them,
allowed special operations that resulted in the arrest or ‘neutralisation’ of insurgents and, increasingly, the
successful conviction of those who sought to take up arms against the state.

It is also clear that the combination of human and technical surveillance and the use of an extensive
informer network did exert a more general, but still important effect on the campaign. For example,
according to Brendan Hughes, former IRA commander of the Belfast Brigade, technical surveillance
played a critical role in containing the IRA. He readily admitted that the proliferation of listening devices,
cameras, and sensors brought the IRA to a standstill and made it impossible for them to move anywhere in
the province covertly.*

Shared Understanding
Quality of individual awareness, quality of interactions, and quality of shared awareness.

Shared understanding in this later period came from the top down, and a combination of process and
technology began to make a real difference. Of particular note at the strategic level was that the
Government was far clearer about the intent. There was clear direction to security agencies, and better
division of responsibility, even if it was occasionally ignored. Figure 6.2 illustrates that those who
participated in operations at that time felt mostly well informed.

* Ken Conner, Ghost Force: The Secret History of the SAS (London: Weidenfeld & Nicholson, 1998), p.191.
*® Taylor, (note 21), p.302.
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Figure 6.2 — Respondent’s own Unit’s awareness of the battlespace

The joint procedures put in place by the Chief Constable of the RUC and the GOC Northern Ireland
allowed for the Police and the Armed Forces to formalise their respective responsibilities, and the
technology available supported collaborative planning leading to improved operational effect.

The creation of coterminous boundaries further improved Military / Police understanding and relations,
and ensured that at each level a police commander is only dealing with one military commander. This led
to improved liaison and much faster planning and execution.

There was also an important dividend from the sheer length of common experience amongst the Military
and Police. General levels of trust increased, and whilst to some extent such dynamics will always be a
matter of the relevant characters getting along, both the military and the RUC were beginning to put some
of their more crass approaches of the past behind them, and were able to enjoy a new sense of mutual
respect. This newfound respect led to higher levels of common understanding as reflected in Figure 6.3
below.
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Figure 6.3 - Ability of key forces to establish a common understanding
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Agile Groupings
Quality and timeliness of decision making; synchronisation of actions

There is no question that by the early 1990’s, the British had learned the lesson of keeping the footprint of
security force presence low whilst planning and resourcing for high impact intelligence-led operations. 14
Int, E4A, the HMSU, and the TCG all grew in competence as small organizations of highly specialized
individuals who could apply force in a new and precise manner.

Not only did these organisations allow for more precise and flexible application of force, they allowed
conventional forces to be used in an economic manner. Reducing the footprint of soldiers on the ground
had long been a political aspiration, as their presence on the ground did little for any feeling of normality.
However, for a long time that presence was required to maintain the edge over the terrorist and restrict his
movement and operations. Politicians and commanders welcomed the move towards a lower level of
framework patrolling, which reduced the number of troops on the ground until and unless intelligence
required the deployment of additional “surge’ operations.

The approach had various advantages, not least that fewer soldiers were on the streets to be targeted. As
the system matured and commanders developed confidence in the new approach, it enabled the more
efficient use of reserves, and allowed some of these reserves to be rear-based on the mainland UK for the
first time.

The later years in Northern Ireland were characterized by more imaginative and flexible use of troops,
who themselves became used to being deployed in support roles all round the province, and not just within
the Brigade AO. The resident units became particularly familiar and adept at moving around the province,
and rated their own ability to adapt very highly, as seen in Figure 6.4.
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Figure 6.4: Own unit’s ability to adapt to changing circumstances
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CHAPTER 7.0 BOSNIA
Historical Sketch

In 1992, Bosnia-Herzegovina conducted a referendum on whether it should seek independence from
Yugoslavia. Bosnia’s Serb community boycotted the referendum and, within a short time, the ethnic
tension triggered a prolonged ethnic conflict between Serbs, Croats, and Boshiaks. In response, the United
Nations (UN) extended the mandate of the
Croatia-based UN Protection Force
(UNPROFOR), resulting in the
redeployment of 40 monitors to Bosnhia in
April 1992. Amid continued violence,
UNPROFOR negotiated with the Serb and
Bosnian forces to gain control of Sarajevo
airport, which was to be reopened for the
distribution of humanitarian aid.

The UN Security Council passed
Resolution 770 on 13 August 1992,
calling upon member states to take all
necessary measures to facilitate the
delivery of humanitarian assistance to
Sarajevo and other parts of Bosnia and
Herzegovina. In response, Britain deployed a reinforced battalion group of 1,800 men to UNPROFOR. A
second infantry battalion was later added along with an armoured regiment (battalion) and a logistics and
engineer battalion. A Brigade Headquarters was deployed to command this force, which became known as
BRITFOR and consisted of 3,200 personnel. Later on, an aviation squadron and an artillery troop were
dispatched in 1995 as part of the move towards a UN rapid reaction force. The size of BRITFOR then
grew from 3,500 in April 1995 to 8,500 in September 1995.*/

British troops in Central Bosnia operated without guidelines, let alone doctrine, as there was none for this
type of mission. The mission statement — to undertake convoy escort duties — was soon recognised as a
relatively minor task, and without any specific orders, the British troops began to adopt a more general
peace-support role. This shift accelerated with the signing of the Washington Agreement by Croat and
Bosniak representatives in March 1994. Facing an ambiguous, complex and often violent situation, the
British officers on the ground developed ad hoc operational modalities and procedures, which were often
informed by the Army’s previous experience in low-intensity and counterinsurgency operations.

In July 1995, Serb troops infiltrated the UN ‘safe areas’ and massacred thousands of Bosniak civilians.
Meanwhile, Croatian forces (materially supported by the US) made substantial territorial gains at the
expense of the Bosnian Serb Army — an advance featuring indiscriminate violence and reprisals against
the civilian Serb population. In August-September, NATO launched an aerial bombing campaign against
the now beleaguered Serb forces. In November, following intense international pressure, the leaders of
Serbia, Croatia, and Bosnia were convened at Dayton, Ohio, where they signed a comprehensive peace
agreement.

To ensure the implementation of the military aspects of the agreement, NATO deployed an
Implementation Force (IFOR) on 20 December 1995. At this point, the British forces took command of
Multinational Division South-West (MND (SW)). This division had six battle groups, of which three were

*" Op Grapple 6 - HQ BRITFOR End of Tour Report (Oct 1995) p.4.
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British. In June 1996, the mission of IFOR changed from overseeing compliance with the Dayton
agreement to include general reconstruction activities.

DLoDs and Organisational Learning
Training

Northern Ireland training helped the Army adapt to the conditions in Bosnia. As in Northern Ireland,
personnel serving in Bosnia, who would visit the incoming units to provide briefings, passed on lessons.
Key personnel from the incoming units also conducted reconnaissance visits.

The 1 Cheshire Battle group — the first to be deployed — received inadequate training, as there was little
prior knowledge regarding the operation. Follow-on brigades were able to learn from 1 Cheshire and
therefore concentrated on liaison work, operating with interpreters, VCP drills, mine drills, etc. The
lessons learnt in theatre were quickly and efficiently translated into training programmes.

Army units generally found the transition to Bosnia relatively straightforward — no doubt a product of
previous experience in Northern Ireland. In contrast, non-infantry units required more extensive training,
which they often did not receive.

The British, as compared to some other militaries, believe that they are allowed to train for operations
rather than that training being used by higher formation as a way of testing the unit. As such, the
respondents felt that they were allowed to make mistakes, and encouraged to improvise and experiment in
order to be more effective on the operation itself.

Equipment

Bosnia saw the British Army’s first operational use of the Warrior armoured personnel carrier/fighting
vehicle (APC/FV). Each battalion was equipped with 45 of these vehicles, which proved to be effective
and robust. Lighter tracked vehicles, such as the Spartan or Scimitar, were also beneficial in that they
could use roads unsuited for the heavier Warriors.

The un-armoured Land Rover proved itself as an effective liaison vehicle. In contrast, the use of RB44
trucks was deemed a failure.

The radios available were not fit for purpose. The VHF and HF sets were built to operate in Germany,
where units and sub-units communicate over short distances and in a rolling country. In Bosnia, sub-units
were stationed far apart and in difficult terrain. Given the emphasis on impartiality, there was no perceived
need to maintain secure communications.

Communications improved with the use of Satcom systems, such as Mentor and Mapper. Nonetheless,
each system had vulnerabilities and drawbacks. Further improvements were made during the IFOR phase.
Secure commercial radios (SCR) and Euromux had by then replaced the Ptarmigan system. The
communications network of the International Police Task Force (IPTF) was also made compatible with
that of the Army.

The shift from UN to NATO represented a step backwards in terms of operational efficiency. One unit
that experienced the changeover complained that much of their communications equipment was
withdrawn, which reduced its capacity for quick communications. Quick changes of armaments during the
UN-IFOR changeover also resulted in logistical difficulties.
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Personnel

The original troop strength of 1,800 increased to 3,500 by 1995, and then up to 8,500 by the end of that
year. Each battalion in Bosnia served for six months, but specialised personnel within the combat service
support role, such as engineers and signallers, often found themselves serving virtually back-to-back tours.

The quality of personnel was vital in terms of building up the information networks that came to be
established (see below). The rate of reporting to the various command elements and agencies involved
resulted in a chronic shortage of clerks. There was also an overall lack of trained personnel to handle
Mapper and Pampas Grid. Many had to be trained in situ.*®

Information

The Army initially had minimal information about the interior of Bosnia. This shortfall necessitated close
liaising with international organisations, other government departments, intelligence services and NGOs.

Most information was collected locally, during patrols of convoy routes or by effective liaising. Local
information could also be put to use more immediately and effectively. All information collected by the
Cheshires was based on human intelligence (HUMINT). Despite being promised information from other
technical sources, this never materialised.*

The Cheshires established a system of liaison officers (LOs) to ensure smooth communications and
coordination with the various agencies and organisations in theatre. The Unit LOs would work with major
agencies such as United Nations High Commissioner for Refugees (UNHCR), International Committee of
the Red Cross (ICRC), many of which were also represented at military HQs. The sub-unit LOs would
talk to whoever was in a company area: commanders of local militias (sometimes of all 3 sides), mayors
and dignitaries, and local representatives of aid agencies.

Information sharing in Bosnia was intimately tied to respect. Troops gained respect from aid agencies by
proving themselves efficient and, more importantly, from “opponents’ by occasional uses of force (e.g.
returning fire when targeted, but remaining restrained in the level of that fire). Negotiating is always best
done from a position of strength, but not from one of overwhelming power.

Communications between British sub-units were patchy; the terrain was unfavourable, the equipment
poor, and the network between different command posts often down. This lack of communications
afforded the commanders a level of decision-making autonomy that was often appreciated. This latitude
was absent later when the Cheshires returned as part of IFOR on 20 December 1995.%°

Though there was an effective information campaign to inform the domestic (UK) audience, little thought
had gone into getting the message of UNPROFOR across to local audiences. During IFOR, the UK
deployed 15 (UK) Psy Ops Group to MND (SW) — a first in UK operations. Only 12-14 personnel were
sent, however. They formed part of IFOR’s Information Campaign (11C), whose focus was on reassurance
of the local population.

*8 Opponent Grapple 6 - HQ BRITFOR End of Tour Report, (Oct 1995).
*9 1 Cheshire Group Post Operational Tour Report, (13 July 1993) p. C-2.
*01 Royal Regiment of Fusiliers Post Tour Report, (29 Feb 1996) p.3.
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Doctrine and Concepts

There was no doctrine for the operation in Boshia. The doctrine that came to be written (Wider
Peacekeeping) as a result of the Bosnia experience was very cautious in tone and concerned about a
possible escalation from peace operations to open hostilities. This put the onus on the peacekeeping
principles of consent, impartiality and the avoidance of excessive force.

There was a disconnect between the cautious and UK-based writers of doctrine and the troops in the field,
who felt that peace operations such as Bosnia could be accommodated within the basic British approach to
low-intensity warfare. Indeed, the MND (SW) post-operational tour report makes specific mention of
Wider Peacekeeping as being ‘too prescriptive’.>* Wider Peacekeeping was quickly replaced by the less
cautious doctrine, JWP 3-50, Peace Support Operations in 1996.

Organisation

The UK Battalion Group had main positions at Vitez and Gornji Vakuf, with widely spread outposts on
the road from Split to Tuzla. Later these were expanded to include Zepce and Gorazde. MND (SW)
operated at various locations in southwest Bosnia with a HQ at Gornji Vakuf.

The C2 structure was problematic, featuring — initially — parallel UN and UK chains of command. Under
General Rose’s command of UNPROFOR, the C2 structure was simplified, as the second UNHQ at
Kiseljak was removed. Rose also streamlined the command arrangements, establishing two one-star
commands on Gornji Vakuf (Sector South West) and Tuzla (Sector North East). This last initiative was
unpopular with battalion commanders, as it created another layer of command between Rose and his COs.
Choosing such an unimportant town as Gornji Vakuf as a HQ also complicated the liaising with aid
agencies since none of them bothered to co-locate there.>

The regimental system and the long-standing ties between personnel resulted in a high levels of
confidence and trust. However, the IFOR era was marked by language difficulties and cultural differences
that contributed to an overall ‘lack of coherency’® or “little unity of purpose’.>*
Infrastructure

Troops were accommodated in schools or factories. Houses were rented, at least initially, at above market
rates, which caused some friction and destabilised local economies. Troops were widely and thinly spread
S0 as to cover as many locations as possible. Roads were of a generally poor quality, which sometimes
prevented the use of heavy vehicles.

Logistics

The geographic spread of British units necessitated substantial investment in logistic capacity (by 1995
each week: 200,000 litres of fuel, 25 tonnes of food, 60 tonnes water). Moving cargo over long distances
put severe pressure on available assets. The DROPS system proved to be very effective as did the help of
the Dutch and Belgian transport battalions. Terrain also made movement difficult.

1 HQ MND SW Post Operational Tour Report - OP RESOLUTE 2, 26 June-17 Dec 1996 (Jan 1997) pp.2-11.
52 Williams (Undated).

% Ibid.

> 1 Royal Regiment of Fusiliers Post Tour Report (29 Feb 1996) p.4.
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Experience with logistic movements
counted for little in Bosnia. One CO
noted that “experience gained running
10,000 trucks in the Gulf War was only
marginally applicable to a Bosnian winter
civil war scenario”. He noted that his
men in Central Bosnia understood this,
but those in HQ BRITFOR in Split did
not, and their attempts at
micromanagement were
counterproductive.*

The ability to deploy a reinforced
battalion group with all adequate
provisions was occasionally called into

question. With the Cheshires, 400 troops

. British soldier directing supply truck
had to spend a winter under canvas Source: http://www.nato.int/sfor/nations/uk.htm

because accommodation units took so long to reach Vitez.
Network Strengths and Weaknesses
Appropriate Connectivity

At every level, from Strategic through Operational to Tactical, the degree of net readiness and the quality
of the physical network was described as poor. Radios and Satellite phones were the predominate
communications systems (as illustrated in the response in Figure 7.0) and whilst computers were available
to many, they were not yet viewed as essential communications tools. The robustness of the network was
criticized for being open to physical and technical attack,” and it was only with the arrival of IFOR that
the UK began to have a more coherent, resilient communications plan. In some cases the warring factions
were able to out-manoeuvre British Forces on the basis of information gathered from listening into the
insecure radio networks.

The degree of coordination was also seen as poor, with various specific examples, such as the intra-
Governmental friction between ODA and FCO,*" and, at the tac/op level, the move of 1 DWR from
Central Bosnia to Gorazde.” At the strategic level, the available networks were not used intelligently
enough to obtain a clear plan from the beginning. Whilst several governmental departments had
information gathering teams in Bosnia, the reports coming back were in some cases contradictory, and in
all cases were limited to the departmental area of interest. Consequently, it became much harder for those
in the UK to gain a reasonable level of understanding.

Once again the situation underlined the importance of quickly establishing sufficient clarity of aim,
commonality of purpose, and a sense of urgency into delivering the plan. In the early days of Bosnia there
was no coherent cross-Governmental plan, and there were several conflicting Departmental agenda’s
causing friction and confusion.*

55 Williams (1994).

% Colonel Borwell, Interview

5 Dr Gilbert Greenall, Interview

%8 Colonel Nick Borwell, Interview
% Dr Gilbert Greenall, Interview
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In addition, inter-Service and multi-national coordination failings further challenged connectivity. Some
pilots in the Air Component felt that they were often unsighted on ground initiatives or precise friendly
force locations other than the fixed bases. ®© Whereas many of the ground commanders had very little idea
as to what the Maritime and Air Components were actually doing as their part of the operation.
Understanding that the Royal Navy was providing control of the Adriatic, and the Royal Air Force were
enforcing the no-fly zone, was about the level of joint understanding at unit and sub-unit level in the Land
Component.”

At the lowest tactical levels, where commanders were often dealing with convoy control and security,
respondents often mentioned that some sort of tracking tool would have hugely increased the efficiency of
the escorts. There were several briefings that took place before major (scheduled and offici