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ABSTRACT

Terrorist organizations are groups and therefore
subject to norm processes in order to operate. These norms
form a core component of the organizations” command and
control environment. Unique group norm processes develop
according to the needs and conditions under which a group
operates. As conditions change, both internally and
externally, groups adopt norming strategies, whether
cognizant of them or not, to fit the constraints of the
group’s environment. IT a group is unable to maintain a
type of norming structure that facilitates group cohesion
and a clear understanding of the group’s mission, then that
group will likely fail to meet its objective or eventually
cease to exist.

Coalition operations in Afghanistan following September
11, 2001, demonstrated the ability for terrorist
organizations to continue to Tflourish without a clear
structure. The availability of current technology also aids
groups without well-defined structure. Organizations with
these constraints are likely to adopt a missionary and/or
adhocracy structure. Under these conditions, terrorist
organizations are increasingly difficult to categorize and
study in terms of their structure.

The ability of a terrorist organization to continue iIts
existence and successful operations is partially dependent
upon its ability to influence, either directly or
indirectly, the society iIn which 1t operates so that the
group’s network and operations may be maintained. Terrorist
organizations that span several years or those that exist



for specific operations continue to entice people to
willingly join a group that assumingly does not value the
same norms as those of society.

For these brief reasons, this study offers a framework
of how such organizations affect societies. The intent is to
develop hypotheses that will potentially enable future
agents of peace to disrupt the norming process of these

groups.
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1. INTRODUCTION

A. INTRODUCTION

Terrorist organizations are groups and therefore
subject to norm processes in order to operate. These norms
form a core component of the organizations” command and
control environment. Unique group norm processes develop
according to the needs and conditions under which a group
operates. As conditions change, both 1internally and
externally, groups adopt norming strategies, whether
cognizant of them or not, to fit the constraints of the
group’s environment. IT a group i1s unable to maintain a
type of norming structure that facilitates group cohesion
and a clear understanding of the group’s mission, then that
group will likely fail to meet its objective or eventually
cease to exist.

Coalition operations in Afghanistan following September
11, 2001, demonstrated the ability for  terrorist
organizations to continue to Tflourish without a clear
structure. The availability of current technology also aids
groups without well-defined structure. Organizations with
these constraints are likely to adopt a missionary and/or
adhocracy structure. Under these conditions, terrorist
organizations are increasingly difficult to categorize and
study in terms of their structure.

The ability of a terrorist organization to continue its
existence and successful operations is partially dependent
upon 1ts ability to influence, either directly or
indirectly, the society In which 1t operates so that the
group’s network and operations may be maintained. Terrorist

1



organizations that span several years or those that exist
for specific operations continue to entice people to
willingly join a group that assumingly does not value the
same norms as those of society.

For these brief reasons, this study offers a framework
of how such organizations affect societies. The intent is to
develop hypotheses that will potentially enable future
agents of peace to disrupt the norming process of these

groups.
B. RESEARCH QUESTION(S)

Richard Scott contends that command and control
activities within organizations can be categorized as
regulatory (written rules, procedures and policies),
normative (collective meaning systems applied to actions and
symbols), and cultural-cognitive (processes that reinforce
collective cultural mores and bounded cognition) in nature.l
The literature on terrorist organizations, however, has yet
to benefit from this conceptual framework. Current
terrorism studies focus upon societal-level factors instead
of organizational-level Tfactors. These studies postulate
frameworks fTor understanding the conditions allowing the
formation and continuation of terrorist organizations.
Organizational-level factors examine how organizations
themselves or their members create processes and sustain
these organizations. In particular, given the 1ideological
impetus cited by many terrorist recruits as a reason for
joining, the paucity of theoretical and empirical work for

1 w. Richard Scott, Organizations: Rational, Natural and Open
Systems, 5% ed., (Saddle River, New Jersey: Pearson Education, 2003.),
15.

2



exploring the normative command and control processes that
create and sustain terrorist organizations needs further

work .2

Societal norms affect the conditions under which
terrorist organizations come into existence, operate and
become reflected with the terrorist organization’s normative
command and control processes. However, assuming that such
influences are uni-directional is premature; from an open
systems perspective, societal norms both influence and are
influenced by terrorist groups. Abundant theories exist and
explain the conditions suitable for the formation of
terrorist organizations. Now that these organizations
exist, studies need to explore how these organizations
influence the societies 1iIn which they operate through
normative influences. In this vein, this thesis explores
the normative command and control processes of terrorist
organizations. It begins with a review of the group norming
literature, and then specifically applies these theoretical
concepts to terrorist organizations. Its aim is to identify
how terrorist organizations, which are situated within a
broader society, use normative command and control processes
to create and sustain themselves via an open systems
framework. Thus the following research questions are
particularly relevant to this endeavor:

(1) How do terrorist organizations use normative
command and control to actively seek and influence possible
recruits from the general public?

2 Scott, 15.



(2) How do terrorist organizations use normative
command and control to maintain cohesion among current

members within their organizational structure?

Normative command and control, however, does not exist
within a vacuum. Terrorist groups use other means, such as
sharing information or indoctrination techniques, in order
to create, exchange, and sustain their normative command and
control processes. This thesis, thus, also explores how
normative command and control structures within terrorist
organizations vary with the iInformation sharing and

communication structures of these groups.

(3) What methods of command and control influence are
used by terrorist organizations to maintain group cohesion

that society also accepts or does not actively persecute?

Since terrorist groups are contextually situated, this
thesis recognizes that the objective, location, and
acceptance level of the local society will necessitate the
need for different types of command and control systems from
an open systems perspective.3 How these groups use norming
processes to interact with society, however, is somewhat
fragmented in the Iliterature. This thesis begins to
synthesize these processes through exploring:

(4) Do terrorist groups actively seek to establish
group norms congruent with the norms of societies in which
they operate iIn order to bolster support and recruit future

members?

3 Martha Crenshaw, “Thoughts on Relating Terrorism to Historical
Contexts,” in Terrorism in Context. (University Park, PA: The
Pennsylvania State University Press, 1995), 8.

4



Using historical vignettes, this thesis highlights the
process by which organizations institute norm forming from
an empirical basis. This thesis demonstrates that members
embedded within the structure of an organization adapt to
the norms of the organization rather than society because of
the strong cohesive forces within an organization that

replace the norms of society.

(5) How do the norms of terrorist organizations relate

to those norms of the societies iIn which they operate?

(6) Is there a relationship between peer, perceived,
and societal norms of the terrorist organizations as they

relate those of society?

By discussing the various types of audiences a
terrorist organization seeks to influence, different norms
and how they relate to the norms of the terrorist
organization are discussed. These audiences largely fall
into three groups: uncommitted, sympathetic, or active
members. Each set of people must be treated and approached
differently.

C. BACKGROUND

In order to study terrorism and iIts components, basic
definitions must be accepted. For the purpose of this
thesis, the following definitions are used:

1. Definitions

A group 1is a collection of individuals, to include
numbers of two or more, who have interactions with one
another making the 1individuals iInterdependent to some

degree. A group is not defined by similar characteristics
5



amongst its parts but by its dynamic characteristics based
on the iInteractions between its members. Interaction is
further defined by behavior of one person that directly

affects the behavior of another.4

Group norms are the sets of informal rules that groups
adopt to regulate and regularize group members” behavior.
These norms are not necessarily written but each member of
the group is aware of them. Norms establish the behavior
that ought to occur. Norms differ from values which are the
beliefs of an individual or collection of individuals who
share a common view of what is considered desirable.> A
belief can belong to an individual or group, but a norm only
belongs to a group. Beliefs do not regularize behavior as
do norms. Members of the same group may hold different

beliefs but adhere to a common set of norms.6

Ideology is defined as a ‘“common and broadly agreed set
of rules to which an individual subscribes which help to
regulate and determine behavior.”” A religious
fundamentalist for the purpose of this thesis then is one

who has consistency not only in the religion’s ideology but

4 Dorwin Cartwright and Alvin Zander, “Groups and Group Membership:
Introduction,” in Group Dynamics, (New York: Harper & Row Publishers,
1968), 46.

S Richard T. Morris, “A Typology of Norms,” American Sociological
Review 21, no. 5 (1956), http://www.jstor.org (accessed October 2006).

6 Daniel C. Feldman, “The Development and Enforcement of Group Norms”
The Academy of Management Review 9, no. 1 (1984), http://www.jstor.org
(accessed October 2006).

7 John Horgan and Max Taylor, “The Psychological and Behavioural
Bases of Islamic Fundamentalism,” Terrorism and Political Violence 12,
no. 4 (London: Frank Cass, 2001), 55.
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in its prescribed behavior. The particular ideology adhered
to depends upon which sect of a religion an individual

believes.8

The term terrorism was initially used to describe the
systematic inducement of fear and anxiety used to control
and direct the actions of a civilian population during the
mass uprisings of the French Revolution. Terrorism then
described the challenges state leadership incurred due to
revolutionaries trying to recreate the mass uprisings of the
French Revolution.® For the purpose of this thesis, the
Department of Defense (DOD) definition of terrorism will be
used: “The unlawful use of-or threatened use of-force or
violence against individuals or property to coerce or
intimidate governments or societies often to achieve
political, religious, or ideological objectives.”10  This
definition amongst others is chosen because it includes a
cultural context and is the entity for which this thesis is

written.

2. Causes of Terrorism

a. Situational Variables

This thesis does not attempt to explain the causes
of terrorism but a brief overview of various theories is
presented in order to provide a context for how these

organizations develop. The way in which an organization

8 Horgan and Taylor, 37.

9 Martha Crenshaw, “The Causes of Terrorism,” Comparative Politics
13, no. 4 (1981), 380. http://www.jstor.org. (accessed October 2006).

10 Bruce Hoffman, “Defining Terrorism,” in Inside Terrorism (New
York: Columbia University Press, 1998), 38.
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develops often indicates its operations. Terrorism and the
formation of terrorist groups are not spontaneous.
Organizations with Jlong-term goals grow from a set of
preconditions which set the stage for violent actions.
These preconditions include permissive factors of society
that provide opportunity for action and situations that
inspire terrorist campaigns. For these reasons, tightly
policed states, such as lraq before the removal of Saddam
Hussein or Cuba under Fidel Castro, generally do not
experience terrorist attacks. Opportunities to take action
against the government do not exist because the state takes
action against the people before they have time to organize.
Conversely, states which are more open, while allowing their
citizens more freedoms, also allow opportunity for the
people to express their grievances against the state. As
people gather around a specific issue without fear of
immediate state retribution, organized violence 1iIs more

likely to occur.1l

Terrorism scholar, Martha Crenshaw, states that,
“Terrorism occurs when governments use unexpected force iIn
response to protest.”!2 Once a previously open and tolerant
state attempts to tighten security and takes action against
protestors, acts of terrorism are more likely in retaliation
to the freedoms recently taken away. Crenshaw states,
“Terrorism occurs where mass passivity and elite
dissatisfaction coincide.”13 Organizations in these

situations will coalesce around specific grievances to

11 Crenshaw, “The Causes of Terrorism,” 381.
12 ypid., 384.
13 1pid., 384.



incite the population to action. This explanation is a

factor of the social movement theory.

Terrorism itself is more achievable due to the
urbanization beginning in the late nineteenth century
resulting in more densely populated areas. Dense areas of
civilian populations increase the number of interactions and
subsequently mean that fear caused by violent attacks will
travel further and Tfaster.l4 Attacks are conducted to
incite fear and to force state leadership to change its
policies, laws, or conduct. A single, unpredictable violent
attack may have more effect than drawn out military
campaigns. Along with urbanization, modernization
introduced complexity to society affording people the
opportunity to focus on objectives other than providing for
basic necessities. As modernization creates complexity,
physical opportunities and vulnerabilities for potential
attacks emerge.l> Command and control systems, increasingly
mechanized since the time of Napoleon, introduce new
vulnerabilities for attack. Spying can now be accomplished
from a distance, using technology instead of physically
needing to send scouts ahead of a marching army.
Information flows faster, allowing terrorists to organize
and exchange i1nformation knowledge more quickly and 1in
secret. Modernization resulted iIn mass transportation, but
mass transportation enabled terrorists to quickly and

covertly move from one region to another.16 Additionally,

14 crenshaw, “The Causes of Terrorism,” 381.
15 1pid., 381.

16 | eonard Weinberg, “Turning to Terror: The Conditions under Which
Political Parties Turn to Terrorist Activities,” Comparative Politics
23, no. 4 (1991): 424. http://www.jstor.org. (accessed October 2006).
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the modern mass media provides an outlet for terrorists to
communicate their message to other populations.l/ This
avenue of communication provides opportunity for terrorists
to communicate and pass information among each other as well
as potentially recruiting future terrorists. Media coverage
of successful terrorist attacks also decreases the people’s

confidence in their governments.
b. Strategy

The strategy of a terrorist organization varies
depending on the mission of the organization. The
strategies employed by organizations though, rest on the
idea that terrorism involves a group of actors, generally
utilizing a small core of personnel who have iIntimate
relationships. Since the violent nature of terrorism
presupposes that the norms adopted by these groups oppose
those of society, the iInteractions between group members may
be more iImportant to understanding normative command and
control relationships and the ability of organizations to
flourish under adverse circumstances versus the
psychological predispositions of individual members.18 Once
a terrorist organization exists though, Hleaders may be
reluctant to achieve the group’s objectives and end the
purpose for the group’s existence. Terrorist organizations
are likely to “seek incremental gains sufficient to sustain
group morale but not to end members”’ dependence on the

organization.”19 For this reason, a group’s goal may expand

17 Weinberg, 424.
18 Crenshaw, “The Causes of Terrorism,” 393.

19 pavid C. Rapoport, Inside Terrorist Organizations (Portland, OR:
Frank Cass, 2001), 22.
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over time in order to necessitate continued support. For
example, al Qaeda initially sought to remove infidels from
traditionally Muslim Qlands, but overtime, the objective
expanded to include spreading their sect of Islam to secular

Muslim states and beyond.
C. Terrorist Psychology

In the past, psychological problems were thought
to play a part in members of society who resort to violent
means. While some members of organizations may display
psychological problems, this occurrence is not a main factor
in documented terrorism. Instead, the path to terrorism is
usually more gradual such that indoctrination replaces the
norms of society and the person involved iIn terrorism iIs a
rational actor. One model of terrorism by Kent Layne Oots
and Thomas C. Wiegle explains that an individual who commits
a terrorist act must have an attitude accepting of violence.
More 1i1mportantly, “the potential terrorist need only see
that terrorism has worked for others i1n order to become
aggressively aroused.”20 This paper 1is not focused on
psychology, but one component of counter-terrorism studies
is that of the psychological aspects of terrorism which are
concerned with “their recruitment and 1induction iInto
terrorist groups, their personalities, beliefs, attitudes,
motivations, and careers as terrorist[s].-”21 In order for a
group to commit an act of terrorism, the members of the
group must reach ‘“collective decisions based on commonly

20 Rex A. Hudson et al., Who Becomes a Terrorist and Why: The 1999
Government Report on Profiling Terrorists (Guilford, Connecticut: The
Lyons Press, 2002), 27.

21 1pid., 28.
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held beliefs, although the level of individual commitment to
the group and its beliefs varies.”22 This thesis looks at
these topics in order to understand the cohesiveness of the
group as i1t possibly relates to the normative command and

control aspects of an organization.
D. PROBLEM STATEMENT

This thesis studies the iInternal processes of terrorism
inside an organization to develop a framework for
terrorism’s effects on society. This study is relevant as
demonstrated by coalition operations in Afghanistan and lraq
following September 11, 2001. After 1initial coalition
operations, al Qaeda displayed a capability to continue
operating despite lacking a formal, recognizable structure.
The Global War on Terrorism faces challenges as terrorist
organization members demonstrate a willingness to inflict
mass casualties against members of their own society as well
as others. This thesis uses a variety of historical
terrorist groups to study the internal processes of cohesion
and normative command and control but recognizes that the
current Global War on Terrorism iIs focusing on
fundamentalist groups. Different types of terrorism will be
discussed, but in developing the problem statement for this
thesis, concern i1s given to fundamentalist groups because
unlike politically motivated terrorist groups,
fundamentalist groups are not constrained by the fear that
excessive violence will offend a constituency. For this
reason, understanding the internal processes of terrorist

organizations becomes more imperative to understanding what

22 Hudson, 25.
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causes these groups to continue operating and attracting
additional members. For these groups, persuasion iIs not an
objective because religious fundamentalists find
justification for their actions based on their specific

interpretation of religious works.?23

As the iInternational community has generally taken more
active stances against terrorism, terrorist organizations
have become less structured than before September 11, 2001.
The current insurgency in lrag demonstrates the ability of
persons not belonging to specific organizations to commit
acts of terror. Furthermore, the “diffusion of Ilethal
technologies, the erosion of taboos against the use of
weapons of mass destruction, the absence of restraint in
amateur terrorists who, having no organization or sponsor to
protect, see no reason to limit extreme violence that might
generate backlash, and the continuing need of terrorists to
find new ways to attract attention are reasons this topic

must be studied.”?24
E. JUSTIFICATION FOR APPROACH

Following coalition operations 1iIn Afghanistan, many
noted the ability of terrorist groups to adapt to new
organizational structures. Even before the attacks of
September 11, 2001 occurred, the U.S. State Department
Office of the Coordinator for Counterterrorism in April
2000, noted iIn Patterns of Global Terrorism: 1999,

23 David Tucker, “What is New about the New Terrorism and How
Dangerous is 1t?” Terrorism and Political Violence 13, no. 3 (Autumn
2001): 3.

24 1pid., 2.
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U.S. counterterrorist policies are tailored to
combat what experts believe to be the shifting
trends in terrorism. One trend is the shift from
well-organized, Qlocalized groups supported by
state sponsors to loosely organized, international
networks of terrorists. Such a network supported
the failed attempt to smuggle explosives material
and detonating devices into Seattle iIn December.
With the decrease of state funding, these loosely
networked individuals and groups have turned
increasingly to other sources of funding,
including private sponsorship, narcotrafficking,
crime, and illegal trade.?2°

Command and control of an organization 1is largely
responsible for shaping the norms of a group. This thesis
asserts that understanding the mechanisms of norm influence
through aspects of cohesion will enable strategists and
policy makers to develop a framework for identifying key
command and control concepts either to employ or defend

against.

This thesis rests on the 1dea that terrorist
organizations, regardless of their structural
characteristics, are groups and therefore subject to group
dynamics. One component of group dynamics is cohesion and
how group norms affect that cohesion. Assuming that “social
norms are learned, they can be modified over time; and iIf
they are truly a causal link to behavior and interaction
patterns, then normative modifications may account for
certain social changes. Along this line, normative conflict
and normative ambiguity also may lead to social changes such

25 John Arquilla and David Ronfeldt, “What Next for Networks and
Netwars?” in Networks and Netwars: The Future of Terror, Crime, and
Militancy, ed. John Arquilla and David Ronfeldt (Santa Monica: RAND,
2001), 343, ww.RAND.org. (accessed February 2007).

14



as a breakdown in the social order.”26 While policy
advocates may search for causal links to group behavior,
this thesis maintains that no single component of group
dynamics can be truly causal. By understanding the dynamics
of the group, including its shared ideological commitment
and group identity, analysts can isolate the means of ending
terrorist attacks. The focus of this thesis is thus on the
dynamic relationships between members as a way of gaining
insight into the vulnerability of the group’s organizational
structure, the group’s ideology and the worldview, which may
lead to a framework Tfor more effectively combating

asymmetrical terrorism threats.?’
F. ASSUMPT IONS

First, this thesis assumes that terrorist organizations
are groups and subject to the norm processes of groups. As
groups, this thesis does not study terrorism as composed of
individuals or iIn terms of the leading personalities 1in

terrorist organizations.

Second, 1In order to study terrorist organizations and
to develop a framework fTor their command and control
processes overseeing cohesion-building forces, they must be
analyzed as rational actors. This 1s based on the
assumption that terrorist organizations possess internally
consistent sets of values, beliefs, and norms. In this

26 Robert Hagedorn and Sanford Labovitz, “Measuring Social Norms” The
Pacific Sociological Review 16, no. 3 (1973), http://www.jstor.org
(accessed October 2006).

27 Audrey Kurth Cronin, “How al-Qaida Ends: The Decline and Demise of
Terrorist Groups,” International Security 31, no. 1 (Summer 2006): 12.
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respect, terrorism is a means to an end. Making this
assumption allows analysts to study the decision-making

processes.?28

Third, this thesis does not attempt to profile
terrorists. Trends have existed depending on the type of
organization concerning individual characteristics (age,
gender, education, income), but these trends have changed
over time. Often, data collected about individual
terrorists iIs not representative of the organization as a
whole because studies tend to talk to terrorists who are
detained. These individuals are more likely to be leaders
of groups, who authorities have a greater interest in, and
since they are being detained, may not always have responses

representative of the rest of the organization.

Fourth, this thesis looks at the behavior of the group
and the processes by which command and control is carried
out to a degree that individuals no longer feel they are
acting against the norms of society. For this reason, this
thesis assumes that terrorism is not individual aberrant
behavior, but rather as the “product of the beliefs,
mindsets, traditions, and operational code of a group.”2°
Using this assumption, an individual’s behavior 1is

understandable within the context of the organization.

28 Crenshaw, “The Causes of Terrorism,” 385.

29 Brian Michael Jenkins, “Knowing our Enemy,” in Unconquerable
Nation (Santa Monica, California: RAND Corporation, 2006), 57.
http://www.rand.org. (accessed February 2007).
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G. METHODOLOGY

First, this  thesis reviews current literature
concerning the process of group norms. This focuses on
methods employed to create group norms and the types of
group norms established to maintain a group’s existence.
Norms of 1influence will be the key component of this
literature review. Second, this thesis Iincorporates
organizational structure theory as a means of assessing the
types of norms a terrorist group operating iIn adverse
conditions needs to continue i1ts existence. This portion of
the research focuses on the characteristics of various types
of possible terrorist organizations 1iIn support of the
working assumption that terrorist organizations are
increasingly utilizing missionary/adhocracy structures.
Third, this thesis focuses on different influencing methods
that terrorist organizations used in the past and currently
employ to foster an environment conducive to the continued
existence of these organizations. This portion of the
research 1i1s enriched by cited examples of terrorist
organizations” use of these methods in the past. Finally,
my thesis will summarize these findings 1In a concise
framework with hypotheses as to how terrorist organizations
influence societies as a product.

Quantifiable analysis of the internal dynamics led by a
group’s command and control processes is neither cost nor
time effective in this brief analysis. As such, primary and
secondary resources will be wused as techniques for
measurement. These resources will be approached under the
categories of (1) questioning people as other researchers

have questioned them in interviews, (2) inferring norms from
17



behavior, (3) postulated effects—that 1is, measuring the
implication of hypothetical norms (largely covered in the
literature review), and (4) written documents from group

members to include electronic communications.30
H. POTENTIAL PROBLEMS

Since no original empirical data is collected for this
thesis, the fTollowing problems with the methodology may
arise from secondary data: the purpose of each study is
slightly different, and therefore, the questions asked of
detained terrorists may be worded to evoke different
answers. A researcher i1s less likely to publish findings
incongruent to the thesis statement of the research which
may skew the published results. The respondents themselves
have potential biases. Some respondents may lie or have
incomplete recollections of events or people. Detained
terrorists may not have been top leaders and therefore do
not have the answers. Also, persons interviewed may provide
the responses they think the researches wants to hear in
order to win favor and to improve their personal situation.
Written documents from terrorists and scholars alike must be
viewed with caution. Since a time delay exists between the
time of writing and dissemination of scholarly works, the
conclusions drawn from a set of documents may be outdated

for the current time period.31

When attempting to develop a framework describing the
norms an organization uses to maintain internal cohesion as

well as to influence members of society, research must avoid

30 Hagedorn and Labovitz, (accessed October 2006).
31 1bid.
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drawing general conclusions from specific examples. For
this reason, single case studies will not be used in this
thesis. Instead, short examples drawn from terrorist
organizations with varied origins will be used to illustrate
command and control principles using cohesion to affect
society. The norms discovered through research may not
actually be norms of the organization being studied but
caused by other factors. |If norms are correctly identified,
other influences for an organizations behavior should not be
ruled out because the norm that one example cites might be

generally overshadowed by another group norm.32

32 Hagedorn and Labovitz, (accessed October 2006).
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11. LITERATURE REVIEW OF GROUP NORMS

This section describes the formation of groups, some of
the processes through which groups establish and facilitate
norms, and how these norms contribute to group cohesion,
particularly for missionary organizations such as terrorist

groups.

A. THEORY OF NORM FORMATION

1. Planned Groups

Groups form for a variety of reasons. Only those with
relevancy to this thesis will be shortly described. One or
more persons may form a group to accomplish a specific
objective: work, problem-solving, social-action, mediating,
legislative, and client groups. Work groups use
coordination of behavior and resources from a collection of
people in order to perform a task more efficiently.
Terrorist groups fit this category through their need to
coordinate behavior in an efficient manner to complete an
operation. Problem-solving groups are those which
strategize to deliver solutions. Terrorist group leadership
may Ffit this category. Social-action groups “desire to
influence the course of events in society.”33 These groups
press state leadership or business leadership for more
rights, freedoms, or power. Social-action groups fit
terrorist groups which seek to iInfluence the actions of
states. Mediating groups apply to today’s evolving

organizational structure of terrorist groups because these

33 Cartwright and Zander, 54.
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groups coordinate activities and resources across other
groups. Al Qaeda has its own mission but also works with
other groups to maintain open channels of communication as
well as potential future conduits  for resources.
Legislative groups formulate rules and regulations. Since
terrorist organizations are often not the authority figures
in the state, this type of group does not apply to this
study. Note though, the Taliban did play this role. Client
groups want to improve members’ lives by being a part of the
group. These groups are akin to the various group-help
programs, such as Alcoholics Anonymous. Since terrorist
groups will sacrifice members or punish group members for
not adhering to their norms, terrorist groups do not fit

this category either.34
2. Spontaneous Groups

Groups may also form spontaneously. The formation of
the Hamburg cell may be an example of this group formation.
Formation of the group is based on each member’s that other
possible members share the same values. Members must have
sufficient contact with one another for this formation, but
with the advent of the Internet, chat rooms, and email, this
contact does not have to be i1n physical proximity. Finally,
this type of group formation occurs when potential members
perceive others as wanting to relieve their internal

conflicts using the same methods, in this case, violence.3®

34 Cartwright and Zander, 54.
35 1bid.
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3. Attraction to Groups

An individual’s attraction to a group will depend upon
his assessment of the desirable and undesirable consequences
attendant upon membership: “Each participant will continue
his participation iIn an organization only so long as the
inducements offered him are as great or greater [measured in
terms of his values and iIn terms of the alternatives open to
him] than the contribution he is asked to make.’36 A
person’s attraction to a group is not simply determined by
the characteristics of the group but also by his view of how
these characteristics relate to his own personal needs and

values.

Four factors of attraction to a group include: 1)
motive-based, 2) incentives, 3) expectancy, and 4)
comparison level. Motive-based attraction includes the need
to belong, recognition, security, money, or other values a
person feels a group potentially provides.3’ These are
exchange-based motives. Incentive-based attraction consists
of an alignment between the goal of the group and the
individual to include types of activities undertaken by the
group, or prestige connected to membership with the group.
Expectancy-based attraction 1is the thought that group
membership will have beneficial consequences for the
individual. Comparison level-based attraction occurs when
an individual feels that membership to a particular group
will have greater benefits than membership to a second
group. This feeling may be based on past or theoretical

36 Dorwin Cartwright, “The Nature of Group Cohesiveness,” in Group
Dynamics, (New York: Harper & Row Publishers, 1968), 95.

37 1bid, 96.
23



experiences. This concept should be implemented when
fighting iIn an unstable area where the population is
undecided as to which side to support. Individuals
attracted to a group may be enticed when the group lures
members Into the group promising certain Dbenefits.
Following membership, the group may then proceed to
influence the needs and interests of the member to those

more desirable for the group.38

Types of | Group Brief Terrorist group
Groups Formation Description example

Social Action |Planned Influence
events in
society
Mediating Planned Coordinate
behavior and
resources
across other
groups
Legislative Planned Formulate
rules and
regulations
Client-based Planned Act on behalf
of others
Spontaneous Not planned Form quickly | Georgraphically
to take | dispersed
action persons meet
over Internet

Table 1. Types of Groups and Relationship to Terrorist
Organizations

B. GROUP NORMS
Group norms are the sets of informal rules that groups

adopt to regulate and regularize group members” behavior

based on collective systems. These norms are generally not

38 Cartwright, 96.
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written but each member of the group is aware of them.
Norms define the boundaries of acceptable behavior. Norms
differ from values which are the beliefs of an individual or
collection of individuals who share a common view of what is
considered desirable.39 Thus norms focus on behaviors,
while beliefs focus on worldview or ideology. Norms are
formed and enforced only with respect to the behaviors that
are important for the group and can diverge widely from the
written rules, regulations, and policies of the group or
organization. For example, a group may have a rule against
smoking, but if enough of the members ignore this rule or do
not care about it, then the no smoking policy will not be

enforced and will not exist as a group norm.

Norms develop over time after being reinforced through
“explicit statements by supervisors or co-workers, critical
events 1In the group’s history, primacy, Or carry-over
behaviors from past situations.”0 The degree and methods
used to create and sustain group cohesion are a subset of
the group’s norms. A belief can belong to an individual or
group, but a norm only belongs to a group. Moreover,
beliefs do not regularize behavior as do norms, particularly
in a group context. Members of the same group may hold

different beliefs but adhere to a common set of norms.41

Groups are likely to enforce only those norms which
increase the group’s likelihood of survival, increase group
member predictability, avoid embarrassing situations for the

group, or directly support central beliefs of the group.

39 Morris, (accessed October 2006).
40 Feldman, 47.
41 1bid.
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For some groups, the norms of the group may seem to conflict
with those of society. Contracultural norms occur when an
individual understands, and at some level, accepts the
standards of society but recognizes a personal i1nability to
meet them. Instead, the individual represses his sense of
identity with society and seeks out others who feel the
same. By forming a group with others with the same set of
norms, the result is a group which welcomes and encourages
the suppression of society”’s norms. This concept 1is
applicable to the formation of locally formed terrorist

groups or those cells that form from within a state.42

1. Normative Conflict

a. Moral Versus Behavioral Norms

Difficulties in profiling terrorists arise
partially due to the moral versus behavior norm conflict.
Moral norms refer to 1ideal forms of behavior whereas
behavior norms refer to the real conduct that actually
occurs regardless of what ought to take place. Members of a
terrorist group may be involved family and community members
whose moral norms are congruous to those of society, but the
behavioral norms of the terrorist group member deviate from
the moral norms of his broader social network. IT these
individuals see others whose behavior norms are not aligned

with society’s moral norms, then the individual 1is more

42 porwin Cartwright and Alvin Zander, “Pressures to Uniformity in
Groups: Introduction,” in Group Dynamics, (New York: Harper & Row
Publishers, 1968), 144.
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likely to see his own behavioral norms as aligning more

closely with those of society.43
b. Absolute Versus Conditional Norms

The difference between absolute and conditional
norms and the varying degree of their application can cause
confusion and disintegration of group cohesion. Absolute
norms are known and supported by all members of the group.
These norms apply to everyone under all conditions.
Deviances from these norms result 1In harsh sanctions.
Conditional norms have a more limited application and
sporadic enforcement.44 These norms may only be enforced
during times of great stress for the group. The difference
in these two norms could be leveraged to design counter-
terrorism  strategies it the inner-workings of an
organization’s internal dynamics are understood. Forcing
command and control situations which call for the terrorist
organization to enforce conditional norms may cause support
for the group to erode.

C. Laws of Society Versus Social Norms

Laws of society are much more likely to be
enforced i1f the social norms of that society are congruent
to those laws. Social norms are enforced in order to ensure
satisfaction of group members and to prevent as much
interpersonal discomfort as possible. Counter-terrorism

strategies need to be mindful of social norms in order to

43 M.D. Buffalo and Joseph W. Rodgers, “Behavioral Norms, Moral
Norms, and Attachment: Problems of Deviance and Conformity,” Social
Problems 19, no. 1(1971), http://www.jstor.org. (accessed October 2006).

44 \Morris, (accessed October 2006).
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stifle support from sympathetic audiences of the terrorist

groups and to avoid one-solution-fits-all policies.
2. Group Polarization

Once a group is formed and i1ts norms are established,
the individual members of the group may not notice that
their own views shift to meet those of the group. When the
views of the group shift toward greater risk-taking compared
with the common view of the group before discussions and
membership, this 1iIs known as group polarization. Even
though 1t is the group that becomes more risky 1iIn 1its
decisions, individuals tend to adopt the more risky views as
well, shifting toward greater risk-taking decisions after
the group shifts. Conversely, individuals who are not part
of the decision-making and discussion process do not exhibit
a shift in their personal views.45 This dichotomy could
potentially be used to exploit terrorist group members on
the fringe of the organization by encouraging fringe members
to forego highly risky behavior with which they disagree.
Amnesty programs for terrorist groups, for example, are
posited to work on this principle. They provide an
incentive fTor individuals with lesser commitment to the
group, such as fringe members, to remove themselves from the
ideology and behavior of the more hardened core membership.

3. Norm Erosion

In order to combat terrorist organization operations at
the deepest level, erosion of the group’s norms must take

45 paryl J. Bem, Nathan Kogan, and Michael A. Wallach, “Group
Influence on Individual Risk-Taking,” in Group Dynamics, ed. Dorwn
Cartwright and Alvin Zander (New York: Harper & Row Publishers, 1968),
442 .
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place. A person who follows the required rules and routine
of a group but no longer subscribes to the ethical and moral
content of the group displays compliance. This is a first
step iIn Qluring a group member away from a terrorist
organization by encouraging the member away from the rules
and routine of the group. Emancipation and complete norm
erosion occur when an individual no Qlonger even complies
with the regulations of a group because they no longer fit
his own moral code. Few people though, less than fTive
percent of those interviewed are fully emancipated.46 This
phenomenon helps to explain why terrorists interviewed in
prison still display feelings of support and respect for
their respective terrorist organizations. IT norms cannot
be eroded, then they can be neutralized. If an individual
iIs aware that his behavioral and moral norms do not match
those of society, then this person is likely to take steps
to avoid being singled out for deviance. For this reason,
terrorists in a cellular organization structure may be more
difficult to detect because they might recognize that their
norms deviate from those of society. In order to protect
themselves, they will try to blend as much as possible. For
example, the perpetrators of the September 11, 2001 attacks
tried to appear as iIf their behavior and moral norms matched
those of society. They were seen out at bars before

undertaking their mission.4/

46 Bem, Kogan, and Wallach, 448.
47 Buffalo and Rodgers, (accessed October 2006).
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Characteristics of Group Norms

Types of Normative Conflict

Serve as informal
members

rules for group

Contra cultural

Develop and shift over time

Moral vs. Behavioral

Increase group survival

Absolute vs. Conditional

Avoid embarrassment

Social norms vs. Laws

Support group beliefs

Norm erosion

Increase predictability of group
member actions
Table 2. Characteristics of Group Norms and Conflicting

Norms

C. NORMS OF GROUP COHESION

The following chart summarizes the forces of cohesion

as they relate to group dynamics.48

~

Group Cohesiveness:
Resultant of all forces acting on
members to remain in group;
component forces arise from (&)
attractiveness of the group and (h)
attractiveness of alternative
memberships

- /

ﬁ)eterminants of Group Cuhesiveness—x
Incentive properties of group
Lotive base of members
Expectancy concerning outcomes
Comparison lewel

/Consequenu:es of Group Cohesiveness:\\
Mamtenance of membership
Fower of group over members
Farticipation and lovalty
Personal security
Self-evaluation

A% J/

Figure 1.

A8 /

Forces of Cohesion Related to Group Dynamics.
(After: Daryl J. Bem, Nathan Kogan, and Michael A.
Wallach, “Group Influence on Individual Risk-Taking,”
in Group Dynamics, 92.)

48 Cartwright, 92.
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Group cohesiveness describes the extent to which
members of a group desire to remain iIn the group and how
willing they are to rely on one another. The degree of
cohesion In a terrorist organization is important to study
because members of a more cohesive group should more readily

accept the group’s goals, decisions, and assignment to tasks

and roles.4° Cohesiveness 1i1s not always 1increased by
homogeneity. Evidence suggests, however, that some
dissimilarity enhances cohesion. Differences among group

members lead to a varied pool of resources and experiences.
IT various members possess different skills, then the group
will need to retain these members in order to have access to
their skills and resources. This concept is another reason
why  profiling terrorist personalities is difficult,
especially on an international level and across network
organizations that require the use of varied skills and

resources.
1. Co-action and Facilitation

The degree of iInteraction between members 1i1s another
factor of cohesion. Members of close-knit groups will
indirectly encourage one another to participate 1In
cooperative behavior acceptable to the group. In an
international network, this component of cohesion may not
exist to the degree i1t does iIn a traditional hierarchy.
Close cooperation may exist within each cell of the network,
but unless leaders of the cells have a clear overview of the
organization’s 1ideology, developing strong group cohesion

will rely on factors other than interaction. Interactions

49 Cartwright, 104.
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aiding group cohesion include the types of relationships
between members of the group such as Kkinship, marriage,
former comrades, schooling, and training. Interactions also
include the degree and type of communications achieved
through technology, through email, chat rooms, newsgroups,

blogs, and websites.>0
2. Presence of Others

The presence of others iIn a group environment iIncreases
cohesion. Due to co-action, individuals perform the
dominant task (according the group norm) better when 1iIn
front of the group. Individuals naturally begin to compete
for resources, position, recognition, and power In a group
setting. |If a group has norms of violence, then individuals
of that group will be more likely to perform these violent
acts immediately TfTollowing group celebrations.>s? Social
facilitation 1s a permissive Tactor of violence. This
concept refers to social habits and historical traditions
that sanction the use of violence against the government,
making i1t morally and politically justifiable. Social
facilitation incorporates the i1dea of contra cultural norms
and the presence of others to allow individuals to commit
acts of violence and to feel as i1f they are acting 1iIn

accordance with desired norms.52

50 Amitai Etzioni, “Social Norms: Internalization, Persuasion, and
History” Law & Society Review 34, no. 1 (2000), http://www.jstor.org
(accessed October 16, 2006).

51 Robert B. Zajonc, “Social Facilitation,” in Group Dynamics, ed.
Dorwin Cartwright and Alvin ZAnder (New York: Harper & Row Publishers,
1968), 65.

52 Crenshaw, “The Causes of Terrorism,” 382.
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a. The Presence of Others Induces Psychological
Effects

The presence of other group members has
physiological effects which may lead to action more quickly
than an i1ndividual acting alone. The endocrine system and
adrenal cortex are highly sensitive to changes in emotional
arousal. Experiments show that organisms such as mice, 1In
crowded areas display iIncreased amphetamine toxicity—in
other words, the mice have a heightened response to the
effects of amphetamines. This experiment parallels reports
of Islamic jihadists being sent to the front lines iIn the
Afghan war and the current Ilraq insurgency while taking
amphetamine supplements. IT people also have the same
physiological result in large groups, heightened sensitivity
to amphetamines, then large groups are more easily excited
to action. Individuals on the fringe of a group may also
imitate the actions of the core group, trying to blend in
with the group. In the process, the individuals actually
begin to take on the emotions and beliefs of the group.
Training camps for this reason are highly effective in

indoctrinating individuals.>3

3. Group ldentity

a. External Danger

Most individuals belong to more than one group.
Identity with a particular group, however, can be increased
when one group is exposed to an external danger. External
danger provides motivation to retain affiliation with a

53 zajonc, 70-72.
33



group and individuals will consciously avoid actions which
deviate from the group’s norms. This phenomenon was
witnessed following the attack of Pearl Harbor in 1941 and
the attack of September 11, 2001. Americans from diverse
backgrounds, including government, displayed 1increased
solidarity iIn the face of external danger. In combat,
soldiers put themselves at risk in order to maintain group
integrity.®* For this reason, counter-terrorism strategies
must be careful to avoid attacking entire segments of a
population or classifying all citizens of an area or
background as part of one homogenous group. Doing so

increases group cohesion.
b. Transference Reactions

Individuals who are isolated from society will
look to iIncrease their ties to the group. This action 1is
known as a transference reaction which occurs when an
idealized leader takes the place of a surrogate-like parent
and provides the main forum for sharing common ideals and
norms. Osama bin Laden takes this role in al Qaeda as
supporters and even sympathizers of terrorist organizations
look to him as more of an entity than a person who provides
them with praise, acceptance, and an over-arching ideology.
This phenomenon especially holds true for individuals
educated and trained far from their families in places such

54 1rving L. Janis, “Group ldentification Under Conditions of
External Danger,” in Group Dynamics, ed. Dorwin Cartwright and Alvin
Zander (New York: Harper & Row Publishers, 1968), 80.
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as mosques or madrassas. Isolation from society increases
this transference reaction as other societal influences are

farther removed.®>
C. Reassurance Needs

Once a terrorist group exists, convincing Iits
members that other options exist is difficult because of the
reassurance that groups provide to 1its members. For
example, i1t i1s possible that locals recruited In lrag to
join the 1insurgency do not trust the new Ilraqgi leadership
and are not ready to transfer their allegiance. Likewise,
convincing current insurgent members to leave their current
groups and lay down their arms is difficult. As insurgents,
they have the means to protect themselves. IT they
surrender, they have no guarantee of protection. For groups
already organized, breaking the bonds of cohesion i1s more
difficult because individuals in a group Tfeel that they
share the same concerns, desires, sufferings, and remaining
in the group provides a support system for these shared
feelings. Members of the group reassure individuals who
express concern. This peer pressure relieves the
individual’s concerns, and iInstead, encourages the person to
continuing conforming to the group’s norms. The group also
reassures the 1individual’s feeling of personal danger by
exposing the person to moderate danger In moderate degrees.
This way, TfTears are discussed within the group and the
individual 1is better equipped to handle the stress once

called to action and real danger.°6 This reassurance need

55 Janis, 82.
56 |bid., 84.
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of the group 1is Tfacilitated 1in hierarchical terrorist
organizations with physical bases of operation and high
levels of physical interaction. In networks though,
individuals may not receive this same level of reassurance
and rely on strong values, ideology, and ties of friendship

and kinship within each cell to achieve the same effect.
4. Shared Grievances

Shared grievances increase cohesion In a group. The
chart on the following pages outlines the various types of
grievances a person may experience that lead to increased
cohesion iIn a group. In a world of rising prosperity and
material possessions, the likelihood of rebellion and
revolution actually increase as people have more material
wealth. Thelr expectations rise faster and they compare
their position in life to others and feel they are deprived.
The theory of Relative Deprivation states that terrorism may
arise when people, especially young people, “feel they have
no voice, no hope, and no possibilities for a brighter
future.”s’ As people compare their position in life to that
of others, they will remain iIn their current group 1f and
only 1If theilr comparison groups do not offer better options.
Combating terrorist groups that advocate eternal life 1in
paradise 1increases the difficulty in providing a better
comparison group. These grievances range from economics,
discrimination to legal and political depravities. In
countries where the wealth is not evenly spread, frustration

increases furthermore because individuals have access to

57 Fathali M. Moghaddam, From the Terrorists® Point of View: What
They Experience and Why They Come to Destroy. (Westport, CT: Praeger
Security International, 2006), 23.
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telecommunications to see others iIn the world experiencing
the material wealth they desire. They see their states
hording resources and distributing them unevenly, leading to

feelings of hostility.

{ CGrievances leading to group cohesion J

Others Economic [ Political [ Discrimination J [ Legal ]

1

Tnjust
udicial

[ Exploitation ] [ Expropriation } system

TThequal
[ Fowerty J (TTﬂﬁmploymﬁnt] [ Tndehtrdneras J rights

[ Ethnic J{ Racial { Eeligious J

Figure 2. Grievances Leading to Group Cohesion. (After:
Jeffrey lan Ross, “Structural Causes of Oppositional
Political Terrorism: Towards a Causal Model,” Journal

of Peace Research, 325.)

A collection of 1individuals who belong to a group
establish their own set of norms. |If this group is a subset
of a national or state entity, the norms of the group may or
may not support those of the nation-state group, especially
iT the subgroup has grievances against the nation-state
group. In this case, the smaller group, especially with
leadership advocating opposing values, may develop norms
that do not align with those of the nation-state norms. In

this case, the members of the group will begin to take on
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the norms and roles of the subgroup because this is the
group with which they have more interaction and stronger
bonds of cohesion. When the leadership advocates deviating
standards of behavior from those of society, the members of
the group are more likely adapt these deviant norms. This
informal code of opposing the nation-state norms will
eventually become a solid part of the group”s norms during
the storming, norming, Tforming and performing stages of
group formation. |If a group feels they have no avenue for
addressing their grievances with the nation-state leadership
or the group feels that the nation-state does not have the
means to detect deviant behavior, then the deviant behavior

is reinforced.>8
5. Internalization of Group Norms

The process by which an individual personally adopts a
normative system iIs internalization. Following
internalization of a set of norms, an individual i1s likely
to suffer guilt when failing to meet the established norms,
regardless of whether others notice the failure or not.>®
This process 1is lengthy, usually beginning with external
group reinforcement and culminating with 1internalization.
Slowly indoctrinating recruits from their local areas and
teaching them initially In madrassas or mosques is the first
step of external reinforcement for Islamic terrorist
organizations. When the recruit iIs taken to a training camp
and then takes on his own missions and pledges himself
personally to a cause, he internalizes those norms.

58 Janis, 89.
59 Etzioni, (accessed October 2006).
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Recognizing the two different stages provides insight in to
how groups approach potential members of society and their
overall aims for society. For example, Islamic
fundamentalists hope one day to have a Pan-Islamic state.
By openly expressing this overarching desire and teaching it
in schools, these groups are slowly planting the seeds of
future internalization of group norms. Once members of
society iInternalize these norms, these members will seek out
the extremist groups to further their commitment. This
strategy of internalization by extremist groups serves two
purposes: creates a more sympathetic audience to operate
within as a base of operations and provides the group with

potential future members.

Norms of Group Cohesion

Co-action and facilitation

Presence of others

Psychological effects

External danger

Transference reactions

Reassurance needs

Shared grievances
Internalization

Table 3. Norms of Group Cohesion

D. NORMS OF INFLUENCE TO MAINTAIN COHESION

Influence occurs when a person’s attitude, beliefs, or
behavior are changed by the indirect or direct actions by

another entity. Social network analysis studies show that
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influence does not require face-to-face
interaction; indeed, the only precondition for
social iInfluence 1s iInformation (which allows
social comparison) about the attitudes or

behaviors of other actors. Influence does not
require deliberate or conscious attempts to
modify actors”’ behaviors. It encompasses

behavioral contagion involving “the spontaneous
pickup or iImitation by other..[actors] of a
behavior initiated by one member of the group
where the initiator did not display any intention
of getting the others to do what he did” as well
as direct influence “in which the actor initiates
behavior which has the manifest objective of
affecting the behavior of another member of the
group. ”60

1. Initiation and Reference Groups

Initiation into a group or organization is one of the
first steps of creating and maintaining cohesion by
accepting norms of the group. When the initiation is public
or 1involves personal sacrifice, an individual tends to
reduce internal conflicts against demands of the group by

focusing on potential benefits of group membership.6?l

One reason already discussed for joining a group
involves referencing another group and comparing benefits of
each group membership. For some groups, one method of
maintaining cohesion is to continuously reference a
secondary group to which the current group members aspire to

join. In order to join this second group, an individual

60 Noah E. Friedkin and Peter V. Mardsen, “Network Studies of Social
Influence,” in Advances in Social Network Analysis: Research in the
Social and Behavioral Sciences, ed. Joseph Galaskiewicz and Stanley
Wasserman (Thousand Oaks, California: SAGE Publications, Inc., 1994), 4.

61 Elliot Aronson and Judson Mills, “Effect of Severity of Initiation
on Liking for a Group,” in Group Dynamics, ed. Dorwin Cartwright and
Alvin Zander (New York: Harper & Row Publishers, 1968), 120.
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benefits by maintaining membership in the original group.
For example, certain sects of Islam preach that martyrs for
Islam will obtain paradise and seventy-two virgins. This
promise of paradise is the reference group to which some
Islamic fundamentalist terrorists aspire. In order to meet
the qualifications for this paradise group, membership

within a terrorist organization is favorable.62
2. Persuasion

Techniques of persuasion are employed on group members
in order to maintain cohesion and induce internalization of
norms. It 1s involved in religious conversions, people
joining social movements, cult membership, mass hysteria,
mob rule, propaganda, and coercive leadership. Persuasion
i1Is not always positive and is often negatively reinforced
through guilt and shame. Guilt is internal and occurs when
a person accepts a group®s norms but does not behave
accordingly. This individual will seek to change his
behavior to match the norms of the group. Shame occurs when
a person fails to meet a group norm and does not accept the
norm. Shame 1i1s externally derived from others and causes
the person to either evade the norm or to change 1it. A
group desiring to convert 1ts members or recruits to 1Its own
ideology and to develop strong bonds of cohesion should
focus on fostering a sense of guilt within members rather
than shame. Education and peer groups should be used versus
punishment which may induce feelings of shame. Members who
have already committed themselves to a group may be punished

62p1berta Engvall Siegel and Sidney Siegel, “Reference Groups,
Membership Groups, and Attitude Change,” in Group Dynamics, ed. Dorwin
Cartwright and Alvin Zander (New York: Harper & Row Publishers, 1968),
74.
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for violating norm standards, but this often happens when a
group 1is already experiencing difficulties maintaining
cohesion. Counter-terrorist strategies should focus on
creating a sense of shame about one’s commitment to the

greater society instead of commitment to a group.®3
3. Historical Traditions

Historical traditions influence norms maintaining
cohesion. As traditions pass from one generation to the
next, norms stretching across generations develop based on
those traditions. Authority accompanies the norm as it
passes to future generations rather than a norm developing
from 1intense deliberation and constant reinforcement. A
tradition of celebrating victories over other societies or
religions is one way of passing along these norms. Though
these traditions may not have a direct connection to
extremist groups, they serve as a mechanism of future
sympathy and subsequently internalization of more extreme
norms. These traditions coalesce regions around basic
principles that provide a common baseline 1i1n Tfuture

conflicts.

4. Contagion of Norm Deviance

a. Four Factors of Deviant Behavior

A group or organization opposed to the norms of
its surrounding greater society establishes a set of norms
that replace those of society for members of the group.
Sigmund Freud explains that the group is the entity

63 Etzioni, (accessed October 2006).
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which is the wielder of authority, whose
punishments the individual fears, and for whose
sake he (a group members”) has submitted to so
many inhibitions. 1t is clearly perilous for him
to put himself In opposition to i1t (the group)
and i1t will be sager to follow the example of
those around him and perhaps even to “hunt with
the pack.” In obedience to the new authority he
put his former “conscience” out of action, and so
surrenders to the attraction of the increased
pleasure that 1is certainly obtained from the
removal of inhibitions.64

In this context, pleasure depends on the objectives of the
group. Pleasure may involve sacrifice in order to obtain a
higher goal. In order for other members of the group to
violate the norms of society and replace them with those of
the group, an individual must begin initiating this act
without display of anxiety of repercussion from society. A
perception of fearlessness and guiltlessness will persuade
others to also engage 1i1n delinquent societal behavior
conforming to the group.%> External praise for this type of
behavior increases the likelihood of it continuing. This
concept can be utilized iIn combating terrorist groups.
Those organizations operating as networks might not
experience this same contagion of delinquent behavior and
subsequent praise if their cells are small (two to three
people) or interactions are infrequent.

b. Guilt

Potential feelings of guilt may be shared in group
settings. Frequent interactions in a group allow numerous

situations to arise where members may speak candidly and

64 Janis, 86.
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nonchalantly about the immoral (according to society) acts
in which they have participated. These small confessions
lighten their own internal struggle and encourage others who
share doubt. For those questioning certain norms of the
group, hearing these stories instills a sense of the moral
correctness of the group since others are willingly
participating. Simultaneously, the fear of punishment by
society is diminished upon hearing others” tales. If a set
of people collectively violates a norm of society in favor
of a group norm, that set of people may encourage each other
to rationalize their acts. Stories of their physical acts
can be tailored to fit both the norms of the group and
society. When each person involved iIn the act accepts an
explanation for the act, this unanimity fosters authenticity

of the rationale behind the group’s norms.66
C. Effects of Reference Groups

Finally, individuals may recognize that society
calls for different standards of behavior, but because the
individual belongs to a group advocating opposition to these
standards, this person experiences others who also fail to
meet the norms of society. This environment engenders
behavioral norms that differ from moral norms. In this way,
an individual does not feel that his norms are deviant but
more aligned with those of the people around him, also known
as the technique of neutralization.%’ This technique uses
reference groups, but In a different way than as previously
defined. In this instance, the reference group is still the

65 1bid., 87.
66 Janis, 88.

67 Buffalo and Rodgers, (accessed October 2006).
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group a person seeks to gain status with, but this group is
also a group which requires deviant social behavior. In
order to maintain membership, a person must continue to
violate the norms of society in order to conform to those of
the group. Once a part of this group, membership criteria
continues obligating a person to violate society’s norms. A
person will do so in order to avoid rejection by the group
and a lowering of self-esteem due to being unable to meet
the group standards. For this reason, defections from
terrorist organizations are difficult to Tfully achieve
because of the desire to conform and be accepted by the

group .68
5. Punishing Delinquent Behavior

Once delinquent behavior from the greater society 1Iis
understood, delinquency within the group must be understood
as a means of maintaining cohesion. Delinquent behavior
within the group is punished iIn order to remind others of
the range of acceptable behavior and to demonstrate the
authority of the group. Widespread deviant behavior within
a group i1s problematic. Harsh punishment of all delinquents
often exposes deep seated problems within the group and may
alienate members i1f they feel the leadership no longer has
the same i1deology as the majority of the group. At this
point, the group may seek to redefine group practices and
what 1s acceptable behavior that will later develop into
established and tolerated norms. In some cases, this
deviant behavior already 1i1s the behavioral norm for the

68 william Maley, “Messianism and Political Action Some Contextual
Characteristics,” in The Global Threat of Terror: ldeological, Material,
and Political Linkages, ed. K.P.S. Gill and Ajai Sahni (New Delhi: The
Institute for Conflict Management, 2002), 77.
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group but not yet the moral norm. An example of this would
be when women initially began wearing pants. At first, any
woman wearing pants was considered deviant, but over time,
such a Hlarge proportion of women were behaving in a way
inconsistent with the moral norms of western society that
moral norms eventually changed to accept women in pants.
Gradually the definition of unacceptable pants narrowed

further and further.

A group which is meeting its objectives is more likely
to overlook small norm infractions since the mission 1is
still being achieved. When a group 1is not being
operationally successful, leadership looks for potential
problems with the group and norm infractions are more likely
punished. Counterterrorist strategies should make note of
these concepts when studying the life cycle of
organizations. Groups that tend to purge their members are
likely experiencing internal strife and may be taken as a
positive sign of their eventual collapse, or the group may
begin leaning in a more extreme direction after purging its

non-conforming members.69
6. Greater Threat

When examining terrorist organizations, an important
norm of influence maintaining cohesion i1s that of a greater
threat. Individuals”® attraction to one another is likely to
increase when “their common threat stems from an external
source (not their own lack of skill), when there exists the
possibility that cooperative behavior may reduce or

eliminate the threat, and when single individuals cannot

69 Feldman, 50.
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escape from either the group or the threat.”’0 In relation
to combat operations and terrorist organizations, norms of
cohesion increase under circumstances of shared adversity
creating a sense of fraternity based on common

experiences.’1
7. Competition

Competition between groups for resources evokes similar
reactions as those of a greater threat. Inter-group
competition heightens members” awareness of the group’s
objectives leading to greater cooperation and increased
commitment and cohesion. Greater cooperation 1Improves
interpersonal relations within the group, leading to a
greater confidence in the abilities of the group and a
decrease in anxiety about acting counter to society.’?
Network organizations leverage this factor when different
cells compete to display which cell has the greatest
commitment to the Qlarger organization. Violence 1n
terrorist groups may increase too, as groups compete with
one another for publicity, praise, and resources.’3
Counterterrorist strategies should leverage the increased
violent activity as a means of penetrating organizations and
subgroups  which take large risks and result in
counterproductive reactions from the greater organization

and the general public.74

70 cartwright, 100.
71 Maley, 76.

72 Cartwright, 104.
73 Feldman, 24.
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8. Cyclical Cohesiveness

Cohesiveness 1itself 1increases cohesiveness. Members
feel comfortable with their group and are willing to share
more of themselves with the group. As this occurs, members
are more active participants, allowing group leadership to
slowly increase demands of members and to allow
internalization to occur.’s Group Qleadership may use
rewards as one method for praising 1iIncreased acts of
commitment and 1iIncreasing cohesion. As group members
willing participate in activities, praise and esteem serve
as rewards. Material rewards often aid in reducing members”

lingering hesitance to conform to group standards.’6
9. Rewards

Rewards may be collective or exchange based. A group
is more likely to increase i1ts cohesion when members are
more iInterested in the collective benefits to being an
active member of the group and seeing the group succeed.’’
Collective rewards may be more useful in network situations
where physical iInteractions between members are fewer and
ideology 1s the overwhelming norm enforcement. Exchange
based rewards are beneficial for luring potential recruits
to the group but this method is difficult to continue and
threatens the group’s resources. A traditional hierarchy
may rely more on exchange rewards to increase conformance to

norms and cohesion so that members recognize where the

75 Cartwright, 105.
76 Cartwright and Zander, “Pressures to Uniformity,” 144.

77 Christine Horne, “Collective Benefits, Exchange Interests, and
Norm Enforcement,” Social Forces 82, no. 3 (2004): 1038.
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rewards originate. This type of reward increases the
allegiance of members to the group’s leadership instead of
the cause. A group that only relies on this method is
subject to norm erosion when better comparison or reference
groups appear with exchange based rewards as well. The
methods of command and control must balance competing

rewards needs with available resources.

Norms of Influence to Maintain Cohesion

Initiation Contagion of Norm Deviance
Reference Groups Punishment of Delinquent Behavior
Persuasion Greater Threat

-Guilt Competition

-Shame Existing Cohesion
Historical Traditions Rewards
Table 4. Norms of Influence to Maintain Group Cohesion
E. SUMMARY

This chapter has discussed how groups form, establish,
and use these norms to facilitate group cohesion. Group
cohesion 1i1s an 1iImportant characteristic for creating and
sustaining illicit groups such as terrorist organizations.
Indeed, group cohesion forms a core characteristic of the
normative command and control mechanisms used by terrorist
groups. Counterterrorism specialists, if seeking to reduce
the productive output of terrorist groups, should consider
degrading the normative command and control processes used
by terrorist groups. As missionary organizations, terrorist
organizations could prove particularly susceptible to
efforts that reduce group cohesion through attacks on the
groups” normative command and control technical. Given the

theoretical and empirical findings outlined above,
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counterterrorism specialists have a range of options for

reducing group cohesion, such as:

= Limiting the degree of interaction between members
so that cohesion processes of co-action and

facilitation are less likely to occur

= Limiting the audience for actions of terrorist group
membership, so the influence of the presence of

others on group cohesion is reduced

= Avoiding actions that would contribute to stronger
group identity by 1) reducing the external danger
facing group members with lesser commitment than
others, 2) reducing societal isolation of group
members, 3) frustrating groups efforts to convince
group members that the group provides a sufficient
social, 1ideological and financial resources, and 4)
negating the ability of group members to develop a

shared grievance, and

= Interdicting the recruitment process so that
internalization processes are stymied.

While these recommendations are of a general nature,
specific examples of how the normative command and
control processes of terrorist organizations are
vulnerable to counterterrorism intervention follow 1iIn

the next chapter.
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I11. LITERATURE REVIEW OF TERRORIST ORGANIZATION
STRUCTURE

This section discusses organizational structures iIn use
by contemporary terrorist organizations: hierarchy, network,
adhocracy and leaderless resistance. It posits advantages
and disadvantages of each organizational form relative to

norm creation and sustainment, as well as group cohesion.

A. TYPES OF ORGANIZATIONAL STRUCTURES USED BY
CONTEMPORARY TERRORIST GROUPS

Terrorist organizations evolve and change their
structure depending on the environmental factors, goals of
the group, and capabilities of the group. Three dominant
structures are hierarchies, networks, and adhocracies. Each
has been implemented iIn terrorist organizations successfully
and not so successfully. The location and operating area of
an organization also determines what type of structure is
best for the organization. For example, the Provisional
Irish Republican Army (PIRA) was initially organized as a
military unity with battalions and brigades. This large,
hierarchical structure was successful so long as the PIRA
operated and controlled areas of support or sympathy. In
this situation, PIRA was able to operate openly. As
pressures mounted from authorities though, this level of
openness could not be upheld and this structure was
eventually replaced by a compartmented, cellular

organization discussed later.’8

78 Brian A. Jackson, “Provisional Irish Republican Army,” in Aptitude
for Destruction, Vol. 2 Case Studies of Organizational Learning in Five
Terrorist Groups, ed. John C. Baker et al., (Santa Monica: RAND
Corporation, 2005), 96.
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1. Hierarchies

States combating terrorist organizations are the most
comfortable with hierarchies. An organization structured
around a central authority gives enemies a central point of
gravity to target. Hierarchies have a clear chain of

command and information flow.
a. Relationship to Group Cohesion

Members of terrorist organizations must live In a
certain degree of secrecy even if they live embedded with
society but most of their affiliations are with the
terrorist organization. This secrecy leads to eventual
isolation from others who do not share the same views. |If a
group’s members are located in the same geographical area,
then “isolation and the perception of a hostile environment
intensify shared beliefs and commitments, making faith in
the cause imperative.”’® Hierarchical organizations focused
in a physical location may have increased cohesion because
of the real threat of danger from operating in a clandestine
unit. Closeness iIn a hierarchy draws on the reassurance
needs of the group caused by high levels of interaction.
Bruce Hoffman explains that terrorist organizations which
are tightly organized around an authoritative center and
also secret are “likely to be the least tolerant of dissent.
For 1ideological or redemptive organizations, dissent may
equal heresy.”80 Isolation of a group also helps to account
for the reason why organizations can adhere to a set of

norms vastly different than those of society.

79 Crenshaw, “The Causes of Terrorism,” 393.
80 Rapoport, 23.
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b. Disadvantages of Hierarchies

Clandestine, hierarchical organizations rely on
their leadership for 1i1deological and operational guidance.
The group 1i1s highly dependent on 1its leadership for
decision-making. Therefore, in hierarchies, the removal of
a leader 1is detrimental to the group even when a clear
succession plan exists. The United Red Army (URA) iIn Japan
experienced problems during an operation when the leader was
killed by an accidental explosion from the grenade she was
carrying. The other members of the operation were confused
and did not know how to proceed with their mission without

her leadership.8l

Conversely, hierarchical organizations struggle to
survive when the Ileadership makes all of the decisions
without [listening to advice from lower echelons. In a
hierarchy, the group’s leader can lead the group astray.
Aum Shinrikyo’s organizational structure centered around
such a leader, Shoko Asahara, i1n a tightly controlled
hierarchy. The danger of this structure was that members
were unable to counteract the unproductive decisions by
Asahara that led to the group’s demise. The group’s
learning process was constrained, allowing for no
experimentation of methods.82  Though the group did have
excellent operational security because of the nature of a
small, hierarchical organization, but without
experimentation, this type of group can become stagnant. In

81 Ovid Demaris, Brothers in Blood. (New York: Charles Scribner’s
Sons, 1977), 34-35.

82 John Parachini, “Aum Shinrikyo,” in Aptitude for Destruction, Vol.
2 Case Studies of Organizational Learning in Five Terrorist Groups, ed.
John C. Baker et al., (Santa Monica: RAND Corporation, 2005), 17,
www.RAND.org. (accessed February 2007).
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Aum Shinrikyo, the core leadership utilized the group’s own
talents but never sought outside expertise. As a result,
the group was not effective at unconventional warfare
methods because only a small group put the time and effort
into reading manuals and practicing instead of seeking help
from others 1iIn the terrorist world who were already

successful .83

The closed nature of hierarchies inhibits their
ability to gain new membership withou