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Abstract

The current conduct of operations for peace keepindjsaster relief sees the increasing
need for co-operation among different national agenand nations, to collaborate and to
maintain awareness of the status, capabilitieqporese plans and C2 resources. The
urgency and scale of such missions bring forth rieed for seamless transition to

operation, as well as the need for better intermbty of the respective systems used
among the national agencies and the coalition pestn

This paper presents the exploration conducted bferide Science and Technology
Agency (DSTA) on enhancing the integration betwé&h and IT (such as, human
resource and logistic) systems, as well as therdpeability between new and
existing/legacy systems. In the exploration, DSTAesiCommand and Control
Information Exchange Data Model (C2IEDM) as the referential data model for buifglin
an information hub, and encapsulated the hub witletaof open-standards based web
services. The set of services offered a consisteyt of accessing and updating the
information hub, while maintaining the hub’s intégrby enforcing the business rules
defined in C2IEDM. In addition, the set of serviadso shields web service consumers
from the complexity of the model. This paper wikeliss on the information integration
architecture, challenges encountered and the lsdeamt during the exploration, while
putting the state of the art data model into pcacti



1 Introduction

Recent spate of natural disasters, such as Ind@ear© Tsunami in 2004, Hurricane
Katrina in 2005 and Pakistan/Indian earthquakedidb2are massive in scale and required
large scale relief operations involving military,omgrnment agencies and Non-
Government Organisations (NGOs). The urgency ol @perations require resources to
be pooled together quickly and moved rapidly todffected areas while maintaining full
visibility and accountability of personnel and gguent involved in the operation.

The past paradigm of having separate systems withilitary, NGOs and other
governmental organisations storing and processiag bwn silos of information could
no longer support the urgency and mix of resoufeesuch an operation. The need for
an integrated system of systems that have accesgital resource information residing
in all these systems is immediate, so that a disastief team spanning across different
organisations could be put in place within the sgirpossible time.

In its search for a solution to meet this needexploration was initiated as an attempt to
integrate information residing in human resourcal &2 systems into a common
information hub. As force management functionafitgtches closely to the requirement
of this exploration to manage and monitor reliednbs, a Force Management System
(FMS) prototype was developed for prove of concépe prototype FMS consumes the
set of services that were built on top of C2IEDMI gmmesents a complete force structure
and statuses to the user. In this paper, we disonsthe exploration conducted, the
challenges encountered and the lessons learnty &8itS for illustration. In Section 2,
we discuss on the usage of C2IEDM as the base nodielvelop an information hub for
information integration. In Section 3, we discussusage of web services to build an
interface for shielding the complexity of C2IEDMofn application developers. We
discuss on the FMS prototype developed for thidcgagion in Section 4. Lastly, we
discuss on the lessons learnt and conclusion itidBes.

2 Information Integration

Order of Battlé [1] (Orbat) is commonly used in C2 systems by tauili planners for

organising different force structures to tacklefadiént situations. Disaster relief
operations have similar requirement to have anresgéon structure comprising of
resources from military, government agencies ad a®INGOs, in order to maintain
visibility and accountability of the people and gment involved in the operation.

Information on organisation, people and equipmedtg today in IT systems that are
used in day to day operation, as well as C2 systhatsare used for peacetime planning,
training and operations. However, the challeng@nter-operate and share information
among these systems is a commonly known NxN prokdsnillustrated in Figure 1.

Essentially, the diagram shows that interfaces betw stove-piped systems are

! Defined by US DOD and NATO as the identification, styth, command structure, and disposition of the
personnel, units, and equipment of any military force.



proprietary, which require systems to build an riiatee to every other system that it
needs to communicate with. This way of interopéitgbresults in NxN number of
interfaces required, where N is the number of systm the network.

System A

+—>

4

System C Q

!

!

System B

| «——

System D

No of interfaces=N* (N - 1)

Figure 1: The NxN Problem

Part of the objectives in this exploration is tduee the problem from a NxN to a N+1

problem as illustrated in Figure 2. The strategioismtegrate various systems through a
common web-service interface that provides a comamuess to the information hub,

developed based on C2IEDM. Through this interfassh system that is added to the
network will just need to build one single intedato this common web-service interface
and the system will be interoperable with the dsthe systems on the network. Thus,
this strategy will essentially reduce the numbentdrfaces required to N+1.

Sy sbern &

Integration Services

Svetern I

Mo of interfaces =1+ 1

Figure 2: Reduction to a N+1 Problem



The Multilateral Interoperability Programme (MIPRIEDM is chosen as the referential
data model for this exploration as it supports mgjoof the entities required for
capturing Orbat information. MIP’s aim is “to acheeinternational interoperability of
Command and Control Information Systems (C2IS)lde®els from corps to the lowest
appropriate level, in order to support combined @idt operations.” [2]. Adopting
C2IEDM could lead to better interoperability with IRAcompliant C2IS from other
nations that are involved in the relief operatiohs.addition, as C2IEDM is jointly
developed by 26 MIP members including many NATOntdas, adopting the model
would mean tapping on the operational experiencéhese members in defining the
model. As the exploration is evolutionary, the MDBta Exchange Mechanism (DEM) is
slated to be explored in subsequent phases ofrtecpand thus will not be discussed in
this paper.

Although C2IEDM is able to capture majority of tBebat related information stored in
current IT and C2 systems, the model needs to bended with additional dependent
entities (eg. Appointment and Person-Course), agiewelationships and additional
domain values (national specific), in order to captall essential information. In this
case, Appointment and Person-Course are requitedh that the person holding the
appropriate appointment and equipped with the cormaining is being assigned to
tackle different scenarios of the relief operatibigure 3 shows the extension to the
model. These extensions answered to the needstiohalarequirement on the model,
however, it poses a problem for international ioperability, as MIP DEM specifies that
all C2IEDM databases using the DEM for data syncisation must use the same
version of the model. Though MIP DEM is not addegs#n the current phase of the
exploration, an option being considered is to dgveh mapping from the national
information hub to a standard C2IEDM that is mdaninternational interoperability.

| ORIFCT-ITEM |
1
—— Tobject-item-category-code

| ORGANISATION |
-

| PERSON () organisation-category-code
| MATERIAL |
| CONVOY |
FEATURE |
4| UNIT |
—' FACILITY |
4| APPOINTMENT |
is-identified-by has-attended
/ identifies / attends
PERSON-LANGUAGE-SKILL |& —.| PFRSON-COURSE |
is-recognised-as-having
@ / is-ascribed-to

| PERSON-IDENTIFICATION-DOCUMENT |

Figure 2: Extension to C2IEDM

Figure 4 shows the mapping between systems thatliffeeent data models. A set of
mappings is created for each system that uses At8BBA data model. Information



from systems with proprietary data model is mapfmedhe national information hub,

which is based on extended C2IEDM. As the extendedel could not be replicated
directed with standard C2IEDM, a mapping betweea éxtended model and the
standard model is created as well. The data is tegticated from the National

Information Hub to the standard C2IEDM through thapping defined. As can be seen
from the diagram, national systems could maintéieirtinternational interoperability

though they are running on an extended C2IEDM dufitaon, this architecture could also
shield national systems running on extended C2IBRivh the changes of evolving MIP

Blocks’. The impact of the evolving MIP blocks on natiorsistems can thus be
restricted to the mapping module between the exigmdodel and the standard model,
reducing the maintenance required significantly cmnpared to maintaining and
migration National systems as and when a new C2IB@Mion is released.

System A Z
Mapplng 9 @

(Non-C2IEDM)
Natlonal

Mapping/
Information Hub Replication
@ (Extended C2IEDM)
Mapping
System B
(Non-C2IEDM)
International

Information Hub
(Standard C2IEDM)

Figure 4: Mapping between Different Data M odels
3 Common Interfaces
Dr Michael Schmitt [3] proposed a model for C2IEDMta access in his paper, titled

“Integration of the MIP Command and Control Infotioa Exchange Data Model into
National Systems”. The considerations for usirggdhta access model are:

2 MIP releases a new ‘Block’ every three years that remaingtfivie’ for two years.



* Maintainability — MIP data model undergoes frequepdates. C2IS that
relies on the relational schema of the model habetadapted with every
model update, resulting in poor maintainability.

» Efficiency — C2IEDM is primarily designed for infmation exchange and is
not optimised for fast data access. To improveciefficy, high level data
objects should be defined that abstract from theptexity of the data model.

* Correctness — C2IEDM has some potential pitfallictv can result in
erroneous data if used improperly. Common operatsimould be handled
centrally to ensure correctness of the data.

In addition to the above considerations, the folfmpare being considered as well:

* Complexity — The complexity of the model resultimgsteep learning curve.
The complexity also resulted in the need of com@&L statements for
retrieval of desired data. By building a commoreifdce on top of the model,
the complexity of the model could be shielded frbmmsiness application
developers by leveraging on the knowledge of threect team.

» Accessibility — Building on Dr Michael's model, @mmon interface using
XML based web services was implemented. Using tkevi€e Oriented
Architecture (SOA) framework [4], the interface i@mented is loosely
coupled and could be reuse by other applicationseovices. The services
could be accessed by distributed systems througgodery and consumption
of the services developed. In addition, the layfeweb services also ensures
the integrity and consistency of data during rersieand updates to the model
by enforcing business rules mandated in MIP docuatiem.

Figure 5 shows the architecture for the interfads. web services are generally
considered as a pull mechanism, a push mechanisig Bsiblish & Subscribe (P&S)
mechanism was incorporated for pushing updatesiité and personnel to systems that
have subscribed to the topic of interest. XML basebsages with schemas that reuses
C2IEDM entities were adopted for ease of interpi@baby the receiving systems.

4 ThePrototype

A force management system prototype was developedatidate the concept of

integrating IT and C2 systems through C2IEDM anel web service interface. Force
management was chosen to assess on the abilithiofconcept in supporting the

requirement of forming a disaster relief team glyicknd to account and track the
resources deployed in the operation. A set of far@magement web services was
developed, which act as the application interfacetie model. In addition a force

management front-end was developed to demonstnateénter-operability of new and

existing systems through the interface.
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Ministries

Operational
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Figure 3: System Architecture

The US Default Operational Organisation (DOO) cend&] was adopted, whereby a
stable default organisation structure is createbimaintained such that relief teams could
be easily created prior to operations by re-linking relations between the organisations
in the DOO. In the prototype, information from humasource systems is mapped and
transferred into the model. Additional conceptuedamisations, used primarily during
operations for aggregation and reporting of sultsustatuses, were created subsequently
using information from C2 systems, to form the DOO.

A sample DOO (Orbat Template) is shown on the figfine of the prototype’s User
Interface (UI) in Figure 6. The middle frame shad¥ws organisation structure of the relief
team (TF) that is created by “dragging” the rel@évarganisations, appointments and
personnel from the DOO. This demonstrated the tgbdf the prototype to create a
disaster relief team rapidly. At the back of the klich actions performed by users are
interpreted to various web service calls to therface layer for retrieval and updates to
the ODS.

The statuses of the organisations involved in ferations are simulated by a C2 system
by submitting reports through the P&S mechanism efisting system was identified to
demonstrate the interoperability through the irteef by building a web service client
that consumes the set of force management seraitdslisplay organisations’ statuses



on a map display. The advantage of the interface @aarly visible as it took the
development team minimal effort of just over 3 weék be inter-operable with existing
IT and C2 systems. The existing system broughtig peed to develop the additional
interface to the model, instead of building mukiphterfaces to the IT and C2 systems,
thus reducing the time and effort significantly.

The right frame of the Ul in Figure 6 shows thestas of personnel and organisations,
while the bottom frame of the Ul shows the persomigtails mapped from the human
resource systems. Figure 7 shows the Ul of thetiegisystem displaying the location
statuses of relevant units retrieved through th&Hdrvice.
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Figure 7: Map Interfacefor Situation Awareness




5 LessonsLearnt

During the exploration, several issues were en@ad{ which we shall discuss in this
section. The issues are:

« C2IEDM extensions

As discussed earlier, the model was extended ter dat national information
requirements. The key principles of C2IEDM extensiavere followed:

I. The basic C2IEDM data representations are not adyrand

il. Extensions are always done in the least obtrusaener, i.e.,

(a) new information is modelled by new attribute valdiest. If
this is not sufficient,

(b) the category and subcategory codes are extendeddeér to
generate new subtypes of existing concepts. If,antg if this
is not sufficient,

(c) new concepts and associations are introduced.

However, some interoperability problems could sitist even if the principles
were followed closely. Two main cases where proklentl arise is as follow:

I. When the model is extended with new attribute vahkiegory,
other nation’s C2IEDM without similar extensionsllvéancounter
problem while interpreting the new attribute/catggatroduced.

One way to overcome this is to maintain the stashdstribute
values and category codes, while creating extendel@s which
will be referenced by national systems when thegoantered
values such as ‘not specified’” or ‘not otherwisedfed’. For
instance, in Figure 3, when national system en®&urdn
organisation with the organisation-category-codecsg@d as ‘not
otherwise specified’, it will lookup the ‘Appointmg entity for

detail information. For cases where there are s¢éveew
subcategories to be introduced, we could branch Gtlberwise
specified’ category in the ‘organisation’ entitytananother whole
set of subcategories and their relevant entitiegchvlare visible
only to national systems. For other nation’s C2IEDikey will

only know that the particular organisation in camces of ‘not

otherwise specified’ class.

il. Introduction of additional attribute to existingtiy will cause
interoperability problem as DEM requires all C2IEDMolve in
the replication to be of the same version.

Another approach under consideration to overcoms i to
maintain the standard C2IEDM entity as it is whiteating new



national entity that have a primary key which referes to the
entity requiring extension. For instance, the PERSTGDURSE
entity in Figure 3 is a new national entity, whicéferences to
PERSON entity. Any additional information that neetb be
captured can then be included in the new entityth®&se are no

changes to PERSON entity and the existence of new

entity/relationship is transparent to other nasoQC2IEDM, the
interoperability problem can be avoided while saltldressing
national information requirements.

Performance

During the development of the prototype, there wagormance issues when
using web services and the model. Though the pnottd focus is not on

performance optimisation, a brief study was pertinto look into the problems
and the following were identified:

Synchronous services were used for retrieving ivelgt large amount of

information initially, causing a sluggish front-endo overcome this,
synchronise web services was invoked for fast eedli of high level

organisations while asynchronous web services vweaked in the back-end
for retrieval of detail information concurrently hif provides a responsive
front-end with details being populated subsequeftyn asynchronous web
services returns.

Due to the highly normalised design of the modeg SQL queries are
complex and computational intensive, resulting laws performance. A
proposal is to create accelerated tables for kgepiaquently accessed
information. Alternatively, the web services laymuld be implemented on
top of the data access stack proposed by Dr MidBael

The problem with slow performance of complex SQlemgs is compounded
by the amount of records to be kept in C2IEDM ttpattws overtime due to
the basic principle that no data should be del&étad the model. To keep the
amount of records in the model in check, propehiaicg of the model will
need to be put in place should the nation intermdsuge the model for
continuous operation. Issues such as whether thehbuld be recycled when
existing information is archived will need to bedaessed.

Mapping

The other major issue encountered is the mappitwees data model in existing
systems and C2IEDM. As the data model for exisipgtems were designed to
meet individual system’s needs, the design condeptheir models deviate from
each other as well as C2IEDM. This posed a chaltgngapping issue, often
require manual intervention to ensure that the nmgpis complete and correct. In



addition, customised mapping script will need tovin&ten to complement the
standard mapping functions provided by Commerciéfl The Shelf (COTS)
mapping tools. It is thus recommended that thegtesf new systems should
factor in the support for a complete mapping to EIM so as to avoid such
issues in the future.

6 Summary and Conclusions

In this paper, we have discussed on the exploratiantegrating new/existing IT and C2
systems through a common interface build on topa GRIEDM based Information Hub.
We have demonstrated the potential of such interthacough the force management
prototype developed during the exploration. Althlodlge current work did not look into
MIP DEM, we do not foresee much difficulty incorpting DEM for inter-operability
with other nations. We have discussed key lesseasnti from the exploration and
proposed approaches to overcome several challenges.
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. Deployment of Personnel and Resources as at 7 Jan 2005 (0830hrs)
= Total Personnel: 1098
Sources: MFA, MINDEF, SCDF, SPF, MOH

-

"

B - S , - !
; Dhaka (Total:3 personnel} -
Ch Total: & | i b
= rern (o pemonne] MFA: 3 THAILAND

TR e S Phuket {Total: 186 personnel)

MINDEF: 45 - -
e fies o . CAMBOIDIA

\ MFA: 13

Inter-Ministry (led by SPF): 48
Colombo (Total: 3 personnel) SAF/SCDF resources: 2x&P, 2xlorries
MFA: 3 * Airlifts of medical and relief supplies
Airlift of medical and relief
supplies T3
*2" irlift of medical and relief (lmbiad
supplies underway

Pigrin A wi=

Indonesia (901 personnel]

MINDEF: 847

SCDF: 27

MFA: 3

i MOH: 24

SBCIVES SAF resources: GXxCH4T, 2xSP, 2xLST, 2xSCDF lorries
*Airlifts of 800x10Itr bags of I N D I A N | -iiits of medical and relief shppliesl

potable water *Deployment of 210x10itr bags of potable water
*Shipment of water desalination
plant

Source: http://wwwl.nvpc.org.sg/tsunami/_resources/library/1_MFAPresentation.pdf
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Exploration Objectives TRy

= Explore on a system architecture for:

— Enabling rapid pooling of resources from
different agencies together

— Maintaining full visibility of status of the
resources deployed

= Competency build-up on C2IEDM
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= Common language — C2IEDM
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The Exploration s

= Start small using HR and two C2 systems as a POC

= Force Management System for creation of organisation structure
and monitoring of task forces

= Adopted US concept of Default Operational Organisation* for
rapid creation of operational force structure

» Use C2IEDM as the operational data store

= Use XML web services for building common interface

!Default Operational Representations of Military Organisations, Dr Sam Chambelain, Information Science &
Technology Directorate, US Army Research|I8o[ams5 fE=000.



The Exploration
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Front-end
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Lessons Learnt ortency scignce &

= C2IEDM Extensions

— Extensions to include appointments and person-
course

— Maintain existing category codes / attribute values.
National system to reference to extended tables
when values such as ‘NKN’ or ‘NOS’ are
encountered

— Maintain existing entity attributes and create
additional entity that links to the existing entity via
Foreign Key
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RIS |
. Evolving C2IEDM MIP Blocks

System A
(Non-C2IEDM)
Mapplng j E
@ @
Natlonal Mapping/
Information Hub Replication
@ (Extended C2IEDM) @

Mapping

System B
(Non-C2IEDM)

International
Information Hub
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Lessons Learnt Doener science &

= Mapping
— Use C2IEDM for new systems, if possible

— Design new systems’ data model factoring
the necessary mappings to C2IEDM
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1 C2 Systems

E . i Other
Joint Army ‘ Navy F'g‘r"
i v /

Operational Data Store

(C2IEDM-based)

» Using interface layer:
— To isolate model complexity

— To buffer impact to applications as MIP releases
new versions of the models
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= Performance

— Use synchronous services for retrieval of
brief information while invoking
asynchronous services for retrieving details

— Create accelerated tables/views for
frequently accessed information

— Archival of old data, recycle of keys?
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Extensions to C2IEDM must be done with care.
Consider the suggestions provided in this
presentation to avoid interoperability issues

Use interim layers to buffer the model’'s complexity
and version changes to the model

Design your data model with mapping to C2IEDM In
mind

Strategy for archival and key management needs to
be derived
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Q&A

Thank You
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