2006 Command and Control Research and Technology Symposium

Quantification of Subjective Information Assessments in C2
Decision Option Selection

Michael B. Cowen
SPAWAR Systems Center
Code 246205
53560 Hull Street
San Diego, CA 92152

619.553.8004
mike.cowen@navy.mil

Robert A. Fleming
Red-INC.
48015-2 Pine Hill Run Rd.
Lexington Park, MD 20653
619.429.7554

bobfleming@gmail.com

Primary POC: Michael Cowen



Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display a currently valid OMB control number.

1. REPORT DATE 3. DATES COVERED
JUN 2006 2. REPORT TYPE 00-00-2006 to 00-00-2006
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Quantification of Subjective I nformation Assessmentsin C2 Decision
Option Selection

5b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION

SPAWAR Systems Center ,Code 246205,53560 Hull Street,San REPORT NUMBER

Diego,CA,92152

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR'’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release; distribution unlimited

13. SUPPLEMENTARY NOTES

The original document contains color images.

14. ABSTRACT

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17.LIMITATION OF | 18 NUMBER | 19a NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE 45
unclassified unclassified unclassified

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



2006 Command and Control Research and Technology Symposium

Quantification of Subjective Information Assessments in C2
Decision Option Selection

Michael B. Cowen
Robert A. Fleming

Abstract
Two of the more subjective processes in decision making involve forming an opinion about each
decision-relevant information item (i.e., the impact and importance of that item to any decision
option) and then selecting one option based upon some form of cognitive weighting of the entire
information pool. The decision support package described here simplifies and quantifies these two
processes by supplying an intuitive interface to capture: (1) location of the information item (2)
content of the information item (3) quality of the information (4) timeliness of the information (5)
decision option impacted (6) nature of that impact and (7) the importance of the item. Using a
weighting matrix, the subjective assessments of impact and importance for each information item are
converted into single score and then all the information item scores for a particular decision option
are summed. The final total scores are used to quantitatively assess the ranking all the various
decision options. An exchange module makes all assessments available to all participants, enabling
the group to quickly focus on the key differing individual assessments causing any lack of group
consensus.

Introduction:

Time availability, level of expertise and the complexity of the information often determine the decision
making strategy that is employed in final option selection. In a crisis, time critical environment, experts
often rely on naturalistic decision making, a concept developed by Klein and his associates (Zsambok and
Klein, 1997), where the first option found to meet minimum essential requirements is selected. This
“satisficing” (Simon, 1957) strategy does not compare and contrast all possible options but chooses the first
that reaches a threshold of acceptance. As time, complexity, and the number of participants increase, it is
more likely that the classical “analytical” decision making strategy will be employed. This involves
comparing and contrasting the various options and selecting the one with the highest (subjective) utility.

In a C2 environment, this strategy is particularly relevant to situation assessment and the generation of
operational plans. Analytic decision making involves a logical sequence of actions which, in team decision
making, include: (1) specifying the number of viable options and the various criteria that will be used to
evaluate these options; (2) having participants collect decision-relevant information items for each option,
(3) subjectively evaluating each of these items in terms of impact, importance, timeliness, etc. to (4) assess
the resulting viability of each option and (5) make a final overall option selection (6) which is then
exchanged with other team members to help in conflict resolution and the reaching of a group consensus
recommendation.

The final four processes described above all involve highly subjective assessments. In a hostage rescue
situation, for example, if one option is to use a SEAL team but they would arrive 12 hours later than any of
the other options, how does one assess that information item? How negative is the impact? How important
is this item compared to other information about the SEAL team? The subjective assessments about this
individual item will vary from one team participant to another. Once the pool of SEAL information items
has been completed, the team member then has to form an overall composite assessment of the SEAL
option based on this grouped information. That involves the cognitive review and integration of
information items that vary in impact, importance, quality, timeliness, etc., adding a further level of
subjectivity to the decision process. Thus, the team of decision makers will vary both on how they evaluate
each individual decision-relevant information item as well as how they group, weigh and assess the pool of
items in the final recommendation. These differing assessments need to be exchanged and discussed by the
team in order to reach a consensus opinion.
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This report introduces a computer-based decision support tool that specifically addresses the issues of
creating, displaying, evaluating and exchanging the subjective assessments that team members have
attached to each item in their pool of decision-relevant information.

The Electronic Card Wall /Decision Constructs in a Distributed Environment (EWall/DCODE)
Software Package

The Electronic Card Wall (EWall) is a software program designed by MIT. The objective of the EWall
Project is to “investigate human sense-making activities with a focus on social interactions that improve the
ways in which humans comprehend and share information. The objective of the EWall Application is the
development of a flexible computational framework for the support of individual and collective human
sense-making activities (Computer Supported Sense-Making). The EWall Application does not present a
comprehensive solution for the support of all sense-making activities but offers a series of independent
mechanisms for a variety of possible applications.” One of those independent mechanisms is the Decision
Making Constructs in the Distributed Environment (DCODE) program, which originated at SPAWAR, San
Diego. The basic concept in EWall is the information card, shown in Figure 1. The information card can
be either manually or automatically created within the EWall workspace, and displays a number of
parameters about the information. As Figure 1 indicates, there is a high degree of flexibility in the
configuration of an EWall card. The DCODE component is the small, three-horizontal-box, color-coded
icon shown in each card.

@ & Eo
[CI—TSEALs Browm
zodiac Cassidy
- 7 man Dewyard
F P @ Mo 15 mph Kippton
I+ O "Cobra” tarser: !
Sap-20-04 11:2640 PST ; ™ .| ongstree
Jones D:}ngA;IS ug: "'”joi::’m i fug-17-04 2:25PM PST MecGuire
"JT" sighted A T Jones Muldone
arriving at LAX 7 Sell now Morris
2300 9117 e Porter
15 mph Psomas
Sander
#1754 Failed equipment; Portable generator Cause: Sand grit $9,800 Wolf
7 P ® e L r&Eo
Sep-20-04 11:11.4 PST SEETARTRN
Jones
Jones
MNext meating

Figure 1. Sample configurations for EWall cards

Figure 2 depicts an EWall information card that we might wish to use in selecting how to handle a hostage
rescue situation, where one of the options is using a SEAL team. We can see that while the card has
information about the use of SEALS, the information has not been subjectively evaluated by a decision
maker. Is this information positive or negative regarding the SEAL option? How important is this
information? What about the quality and timeliness of the information? The card has no information
regarding its IMPACT on using the SEALS, which can only come from a subjective cognitive assessment
by one (or more) of the decision makers.
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Figure 2. EWall information card

The DCODE Assessment Template

If a decision maker clicks on the 3-box DCODE icon, he would be given the display shown in left-hand
area of Figure 3.
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Figure 3. The DCODE Assessment Template
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The display has a “Category” area where the user has a drop-down menu to select the decision option
(category) to which this particular information item relates. In this instance, he has selected “SEALS” from
the option list that includes “ARMY”, “MARINES”, “DIPLOMATS” and “OTHER”. He also has three
“slider-bars” on the left to indicate the Information Quality. These can be used to specify information
about the Credibility, Timeliness and Confidence he has in the information. If any slider bar is moved off
the outer rim, a “+” appears in the DCODE area of the card, next to the option name, and indicates that
there is some more amplifying information that the user has specified about the quality of the information.
If the DCODE 3-box icon is clicked on later it will display the Quality settings that have been selected. In
this case the user has some question about the timeliness of this information.

Of primary importance is the information assessment area where the user can specify both the importance
and impact (positive or negative) of this information on the selected option. An expansion of this area is
shown in Figure 4. The horizontal axis is used to specify the importance of the item at one of three levels,
“Average”, “High” or “Very High” importance. The three levels relate to how many of the boxes in the
DCODE 3-box icon are color-coded. One box filled indicates Average importance, all three boxes filled
indicates Very High importance. The vertical color-coded axis specifies the impact that this item has on
the viability of the selected option. There are four levels: Very Negative (Red); Negative (Yellow); Neutral
(Gray); Positive (Light Green); and Very Positive (Dark Green). An impact example might be that if an
item indicated that using Option A would deplete 10% of your resources it might be assessed as having a
“Negative” impact on Option A, whereas if the indication was a 40% depletion it might be assessed as
being “Very Negative”. In the example shown in Figure 4, it can be seen that the user has assessed the
information as being “Negative” and of “High” importance (i.e., two yellow boxes).

Importance
- —
Average High Very High
Very
Negative
I : . :
M MNegative - __." -
A
C Postiive ' () '
T
Very

Figure 4. The DCODE Importance/Impact Assessment Display

If we look back at the EWall card in Figure 3, we can now interpret the card as indicating that the SEALS
(option) will not arrive until 1900 hrs (details), and that information was assessed on Nov 21 (timeline) by
Fleming (originator) as being of High importance and having a Negative impact on using the SEALS for
this operation (two boxes color-coded yellow), although he has some question about the timeliness of this
information (the “+”). When the DCODE assessment portion of an EWall card has been completed, the
completed card is referred to as an Information Object (I0B). This comparison is shown in Figure 5.
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Figure 5. An EWall card, compared with an Information Object (I0B) showing
Category, Impact, Importance and Quality

As the user continues to collect decision-relevant information, the number of IOBs will increase. Figure 6
shows a configuration of 24 10Bs, twelve of which are related to the use of the SEAL option, and twelve

that relate to the Army option. Here, the format of the cards has been modified, to save space as well as to
better highlight the DCODE function.
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Figure 6. A completed set of I0OBs, twelve related to the SEAL option and twelve
related to the Army option.

Use and Display of the DCODE Sorting/Analysis Results

Examination of Figure 6 does not give any type of clear-cut indication as to which might be the preferred
option. This is primarily due to fact that the IOBs are in an unsorted format (i.e., they are displayed in the

manner in which the originator created them) without any prioritization of the Importance or Impact
information.

DCODE does have the options of automatically sorting on a variety of parameters. These sorting options
are displayed on the top of the DCODE workspace, and are shown in Figure 7.
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Figure 7. DCODE sorting option display

If the 10Bs are intermixed, the user can click the “Sort by Option” button, which will group all the I0OBs
for one option into a 3-column configuration. He can then sort these grouped 10Bs by clicking on either
“Importance” or “Impact”. If he selects “Importance”, the algorithm will first display the “Very High”
importance items (i.e. 3-boxes), followed by the “High” importance items (2-boxes) and finishing with the
“Average” importance (1-box) items. If there are more that one I0OB at any importance level, these IOBs
with equal importance are then sorted by Impact, starting from “Very Positive” and going to “Very

Negative”. An example of this type of sort is shown in Figure 7.
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Figure 8. Sorting by Option and then Sorting by Importance.

Figure 8 shows the other alternative, i.e. sorting by Impact, where the “Very Positive” (dark green) 10Bs
are displayed first, followed by the “Positive” items (light green), then the “Negative” items (yellow), and
finally by the “Very Negative” items. If there are more than one OB at any Impact level, that group of
I0Bs are then further sorted from “Very High” importance to “High” importance and then by “Average”
importance. Since participants may not use the exact same pool of information items, these are not item-be-
item sorting comparisons but rather a “preponderance/scan” of assessed Impact and Importance. Item-by-
item sorting is a future enhancement.
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Figure 9. Sorting by Option and then Sorting by Impact.

Examination of Figures 7 and 8 gives a clearer perception of the overall viability of each option, as
reflected in the assigned subjective assessments of Importance and Impact. There appears to be a

preponderance of important, positive information for the SEAL option while the Army option has a number
of important, and negative indicators. In order to better quantify the overall integration of this pool of I0B
assessments, DCODE also offers a “Summary Score” option.

To calculate Summary Score, DCODE uses a weighting matrix to assign a score to each of the 12
Importance/Impact assessment pairs (all pairs for the “gray”, middle color line are assigned a zero). The
weightings currently used are arbitrary and function as the default condition. A future enhancement will
enable participants to modify any of the weightings. An Impact assessment of “Very Negative” (Red) is
assigned a score of -2, and assessment of “Negative” (yellow) is assigned —1, “Positive” (light green) is
assigned +1 and “Very Positive” (dark green) is scored as +2. This score is then multiplied by the
Importance assessment, with “Average” importance being a x1 multiplier, “’High” importance being a x2
multiplier and “Very High” importance being a x3 multiplier of the Impact score. Thus ever IOB has an
assessment score that ranges from +6 to —6. An example of the weighting matrix is shown in Figure 10.
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Figure 10. The DCODE weighting Matrix for Importance/Impact Assessment

When the “Summary Score” button is clicked, DCODE calculates the Importance/Impact score for each
10B, and algebraically sums all the scores for each option. The results are displayed as either a 2D or 3D
bar chart. The Summary Scores for the I0Bs used in Figures 8 and 9 are shown in Figure 11. Based on the
DCODE weighting matrix parameters, it can be clearly seen that the SEALS are the superior option.

o M O o o o

| -

=2 sEAls | Amy

Figure 11. DCODE Summary Scores for SEALS and Army IOBs

Other than the limiting factor of display area considerations, there is no limit to the number of decision
options that can be used in a DCODE analysis. Figure 12 shows a hypothetical Summary Score result
(using the 3D bar graph) for a 5-option decision task.
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Figure 12. Sample DCODE Summary Score analysis for five decision options.

DCODE use in Distributed Group Decision Making

Much of military decision making has become a team effort, where participants may be distributed by both
geography and time. To assist in this team decision making process, DCODE has a feature where each team
member can see and interact with the 10Bs created the other team members. Each team member activates
and logs on to an EWall Exchange Server. The user then has the option of adding the Exchange Server
display to his primary computer display area, which would then include his own DCODE workspace plus
the Exchange view. An example of this exchange view is shown in Figure 13.

T Option & ] Option B [CTT] Option B CIT] Option A T Option A
Jones Jones Jones Jones Jones
G tem 67 lterm NASA Item hs5s tem Centcom item HSA4
[T Option A T Option & [T Option B [T Option B
Baker Baker Baker Baker
o] item HSAQ item J34 ltem J2.8 item 56ct

Figure 13. Exchange Server display window of 10Bs from other team participants.

Here we have a 3-person decision making team, Smith, Jones and Baker. We are looking at the Exchange
view created by Smith, which shows the IOBs created by the other two members of the team, Jones and
Baker. Jones has created five IOBs, three for Option A, and two for Option B. Baker has created four
10Bs, two for each option. If Smith wishes, he can “click and drag” any of these 10Bs into his own
DCODE workspace. At that point, he can either accept the 10B “as is” or take control of the IOB (i.e.
become the “author”) and modify any of the other user’s assessments to better meet his own personal
assessments about this specific item of information. He can also exchange comments with the originator of
any of the I0Bs. When he opens the comments box on an 10OB he has dragged from the Exchange display,
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he enters the comment and clicks “Enter”. This causes a red flag illuminates on the 10B in the originator’s
DCODE workspace. The red flag tells the originator that one of the participants has either requested more
information or has made a comment about his IOB. When he responds, his flag turns green and the
requester gets a red flag on the 0B in his workspace indicating that he has an unread response to his
comment.

This exchange of IOBs and comments is a very effective methodology for reducing the problems of
unshared information in a group decision making task (see Stasser, 1999 or Fleming and Kaiwi, 2002, for a
recent review) as well as enhancing conflict resolution and the building of a team consensus. The major
DCODE advantages are that by comparing the varying assessments on the 10Bs (1) each member is aware
of all the available decision relevant information items and (2) the team can quickly locate and focus
discussion on that small group of 10Bs that represent the major areas of disagreement, i.e. have strong
differing assessments of Importance and Impact. Combine this with the ability of each decision making to
quantitatively assess his overall information pool using the Summary Score option, and we have a very
effective decision support tool for both individual and group decision making tasks.

Previous research on earlier versions of the DCODE concept (Fleming 2003; Fleming and Cowen, 2004;

Cowen and Fleming 2004) has indicated that the display of quantified subjective information assessments
does improve the quality of the decisions and is rated as a strong preference by users. Further research is
scheduled for later in 2006.

C2 and Intelligence Application Areas

The previous discussion has shown how the DCODE process can be used in the traditional C2 decision area
of course of action (COA) selection. It is exceptionally well suited when multiple COAs are available, and
the user is faced with the question of “Which one?” It is also highly useful in intelligence gathering and
situation assessment, where the decision is more in the form of “Yes-NO” or “Respond-Don’t Respond”.

Consider an intelligence team that has been asked to determine “Is Carlos still in Columbia?” Figure 14
shows some 10Bs that they might have collected during their task. They assumed that if Carlos had left
Columbia, there would be some unusual activity in his money accounts. Since they have not seen any
unusual activity, they interpret this as being of High Importance and a Very Positive (2 dark green boxes)
indicator that Carlos is still in Columbia. Conversely, there is a photo from surveillance at Madrid airport
that appears to be Carlos so this is scored as a negative indicator that Carlos is in Columbia. However,
since the picture is not that clear, they have a question about the quality of the information, and have
activated the “+” on the DCODE line to indicate this concern. The gray color on the “Family” card
indicates that they think this is useful information, but have not yet determined whether it is a positive or
negative indicator. They will return and complete this item later when they have better assessed the
information. The Summary Score (-3) analysis, to the right of the 10Bs, indicates that an integration of this
current, and conflicting, pool of information (6 items) shows that there is an overall negative assessment to
the question of whether Carlos is still in Columbia.

B 1In Columbia CTT 1+ In Columbia CTT1In Calumbia
Money Account Madrid Airport Message traffic
Activity photo williami

In Columbia

Family has heen
moved

[CIT—T1In Calumbia

Death of Juan
Potero

BN 1 In Columbia

Cuba
informant 617

Carlos
In Columbia?

Figure 14. I0Bs and Summary score for question “Is Carlos still in Columbia?”
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Future Enhancements

There are a number of display/color/size modifications that we are considering, however the two major
enhancements we propose relate to the use of the Summary Score analysis.

Figure 14 shows a set of 10Bs for two options. The summary score for both is the exact same (-6), but it is
clear there is a far different distribution of scores that contribute to each total, indeed Option B has only one
score while Option A has six separate 10Bs contributing to the total. We propose that the Summary Score
bar chart also include a frequency distribution of the scores contributing to each Option total. This would
enable the user to quickly determine if a large score is the product of many “average” information items or
if it is the result of just a few “High” importance items.

B | Option A T ] Option & ] Option & I Ciption B
Untitled Untitled Untitled Untitled
[T Option A I ption A I Cption A
Untitled Untitled Untitled

Figure 14. Two sets of IOBs which both have a Summary Score of —6.

As noted earlier, we also feel that the user(s) should have the option of changing the weighting values in
the assessment matrix. There is no real “right or wrong” in terms of assigned weighting values, as long as
each participant uses the same metrics. The team could agree, at the start, that a “Very Negative”
assessment should be assigned a value of —3 or —4 instead of the current default value of —2. Similarly,
they may decide that any item assessed as of “Very High Importance” should have a x4 or x5 multiplier
instead of the default x3 multiplier. This gives the user/team much greater flexibility in dictating how the
various 10Bs should be integrated into a summary score. Additionally, user feedback has questioned the
independence of the Impact and Importance parameters. For example, a number of users have indicated
that the combination of Average Importance and a Very Negative impact simply did not make sense and
would not be used. Future research will address the this issue and the granularity needed for each type of
assessment.

A sample of how this modified Summary Score analysis might be displayed is shown in Figure 15. On the
left, the current settings for the weighting matrix are displayed and can be modified by the user. In the
middle are the requested Summary Analysis results and on the right side is the distribution of scores that
contributed to the summary.
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Figure 15. Proposed new Summary Score analysis display.
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BACKGROUND

* Inthe past...

— amajor cause for a lack of consensus in a group decision
making task was that all participants did not have the same
Information.

 Today...

— A major cause is differing subjective assessments (importance,
Impact) of the same information.

o Particularly true in multicultural/coalition groups

» Decision Making Constructs in a Distributed Environment
(DCODE) is a decision support system for the elicitation, display,
sharing and comparison of individual subjective information
assessments.
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Decision Making Constructs in a Distributed
Environment (DCODE)

DCODE is a component of MIT’s Electronic Card Wall (Ewall) project,
and has been developed by SPAWAR Systems Center in San Diego.

DCODE Overall Objective: the development of a decision support tool
for reducing the problems involved with the storing, sharing and
integration of subjective information assessments.

The use of DCODE in the quantification and sharing of these subjective
assessments can improve the quality of group decision making and
significantly reduce the time devoted to conflict resolution and team
consensus building.
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EWall cards are small iconic representations
of relevant information items and include a
series of information parameters. They can be
configured In a variety of formats.
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EWall Card

Detalils

}

Best ETA for
SEALS is 1900
hrs, 10/14

F F @ = i
DCODE sk o <«—= Other options

How-21-05 11:334 G gt Date &
o Originator
ETA J

]

Heading
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DCODE Process "

The use of DCODE as a decision support tool
Involves to following sequential process for
each decision relevant information item:

e Abstract

Encapsulate

Assess
Integrate
e Share
v|e Decide

EWall processes

DCODE processes
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Information Abstraction and Encapsulation

Mission: Rescue hostages from Islandia
Decision Options: Marines; SEALS; Army Is Carlos still in Columbia?
Factors: Speed (ETA), Covertness, Risk, etc

Situation Assessment:

Homeland Security email

CINCPAC email

To: LT CJohnson@cincpac.mil
From: steve.thomas(@noaa.gov

Hello LTC Johnson

worse) regarding ease of crossing.

VIR

Steve Thomas

Subject: Islandia tides and currents

I have heen looking at detailed marine charts of Islandia’a
reef system. Based on this analysis I would say that only one
small section of the reef (coordinate G17) is passable, and
then only at PEAK high tide. This will next occur at 1700
10/14. The word of caution is that the soundings are over 25
years old and may have changed (either for the better or the

Best ETA for
SEALS is 1900
hrs, 10/14

i Sk e (B0
LT 11

Mow-21-05 11:2320 G

Fleming

ETA

To: joseph.donovan(@dea.gov
From: william.kays@omb.gov
Subject: Re: acct. activity

Mr. Donovan

Fred Barnes in Finance Tracking informs me within the last
10 days, $27K was deposited in the referenced account (10/7)
and $25K was withdrawn on 10/9. This is unusual activity
for this account

R
Bill Kays

- U | ¥ actna
Information | jeoual b acthity

IS abstracted, |checking
account10/7, 10/9

encapsulated |z ¢ w =0

CT 11
but NOT Dec-10-05 9:0340 Gh. .

I Fleming
Assessed! Moro Actas
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Best ETA for
SEALS is 1900
hrs, 10/14

[# F & B0

LT T1

Mow-21-05 11:3325 G...
Fleming

ETA

EWall Information Card

Which option(s) is impacted?
How is it impacted?
How important is this item?
Quality of the information?
Timely?
Credible source?
Well documented?

Best ETA for
SEALS is 1900
hrs, 10/14

@[ o Ao
L|:|:|:|+5Em_s ]

Fleming

ETA

Information Object (10B)

information ...

This DCODE coding
tells me that this

*Negatively impacts the viability
of the using the SEALS option.
oIs considered of high importance.
*There is some issue with the quality
of this information.
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nformation Assessment (cont.)

Unusual $ activity
in Carlos®
checKing account,
1007, 109

[F F & Eo
[T T ]in Calumbia

Money Activity

Every time Carlos has
- Unusual $ activity
left Columbia, there iR

have been large deposits checkiﬂrﬁw o
. - . acCcou '
and withdrawals In his N B v [

[ B ]in Columbia

account BRI D i )
Flaming
Money Activity

This DCODE coding

tells me that this
Information ...

*VVery Negatively impacts the
likelihood Carlos is in Columbia.
oIs considered of high importance.
*There is no question about the
guality of the information.
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Activating the oo e e
DCODE Assessment Template

ETA _ =10] x|
" 1T 11 F 2 7 7 LG

Criteria Categony
w
Impact Importance
/ Impact vs Importance
Confidence Credibility
Timelness BESLE SN
SEALS is 1900
hrs, 1014
[F F & B0

Mow-28-05 10:4584 G ..
Fleming

ETA
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The Assessment Template

R Drop-down menu

(o] r 8]0 | w|ws] for option selection
sl Ll
Crilsna Calsgory I_ o -.., "
Impact In1|:|!:|rLann:e :SEALE ] ;‘ S ; .:
b’ 3 Impact v lmperlasos :I-H‘

e

- e

o rfdenn:-1 ILrEu:Il L-1I|:'|

h Timahness J

[ F & R
N 4/ T | D seas
Fhermiing
\ I / ETA

Baixsd ETA T
SEALS i= 1900
hrs, 10014

Information Information
Quality Importance &

Impact
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Scorlng Impact and Importance

Importance

Average High Very High'

Item is of “High” importance (2 boxes) and
has a “Negative” impact (yellow) on this option.



IMPORTANCE (# boxes filled):

AVERAGE ( 1)

HIGH (2) VERY HIGH (3)
I

IMPACT:

(color)

Very
Positive

Positive

Negative

Very
Negative

Average Importance

High Importance

Very High Importance

| Very Positive | Very Positive | Very Positive
v v v
T Option K ] Option K I Cption K
ltem W6 ltem K8 item F5
Average Importance High Importance Very High Importance
Positive Positive Positive
T 0ption K [CIT—T]0ption K [T Option K
item J8 ltem F1 Item L6

Average Importance

High Importance

Very High Importance

| Negative | Negative | Negative
v v v
1T Option K [T Option K T Option K
ltem S3 item B8 item W9
Average Importance High Importance Very High Importance

| Very Negative | Very Negative | Very Negative
v v v
T Option K ] Option K I Cption K

ftem T7 ftem H6 item D3
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Sample DCODE Assessments

Selecting a House

22 min.

7 F % EA0
CIT T ] Concard Blwd

Mow-28-05 11:2954 G

47 min.

[ F & B0
I I ]Adams= 5t

Selecting a Car

Single Option:

Mow-28-05 11:2954 G

I T ] Concard Blud
Mow-28-05 1132244 G
Fleming

Yiew

Fleming Fleming
Commute time Commute Time
Parking Lot Shoreline
7 F % o [ F & B0

B ] Adams= 5t

Fleming

Yiew

9.7 mpg 28.1 MPG

[F F i &0 [# F & o

B T JHummer BT ] Civic

Mow-28-05 11:244d G Mow-28-05 11: 278 G,
Fleming

Gas Mileage

Fleming

Gas Mileage

Selecting a College

Mon-28-05 11:325d G

[F F & B0

[T T ]wizsconsin

Mow-28-05 11:334d G,
Fleming

Parties

[F F & B0

I | ftah

Mow-28-05 11408 G...
Fleming

Parties

Buy stock “A”?
87

[F F & B0

N |

Dec-1-05 1023980 Ghi...
Fleming

PJE ratio

£.9%

¢ F % B0
EEEE

Dec-1-05 1023920 Ghi..
Fleming

AT avr). return

"Hl]ld"

[F F « o
[

Dec-1-05 10239201 Gh...
Fleming

Broker rating




Research & Engineering
Development, Inc. (RED-Inc)

Which is the BEST option?

[F F & [0 [F F @ (o
[T 5EALs [CI_I15EALs
Rebels have no SEALS have just
hight vision returned from
[:apahilil].r annthor miccinm
7 F & B0 7 F & B0
I G EL= CITT15EAL:
SEALS are very There will be
covert dense fog in the
morning
7 F & B0 7 F & B0
[T T 1s5EALs I 15EALs
Seal team can be Yery small time
activated window for
immediatehy landing SEALS
7 F & B0 7 F & B0
I GEALs [E= ] 5EALs
Seal team does Injured worker
not hawve a will hawve to spend
translator 2 hours in Zodiac
7 F & B0 7 F & B0
B | :EALs ] GEALs
SEALs are SEAL team has a
especially trained COrpsman
in hostage rescue
[? F @ B0 7 F & B0
[T T 13EAls [E=T ] 5EALs
SEALs should Reef is onhy
spend least time passahble at high
on the island tide

[F F @ B0 [F F @ B0
I Aoy T 1Ay
Bridges on roads Army will be the
do not hawve high most expensive
load capacity option
[F F ¢ G0 [F F ¢ G0
T T ] A CTT ] A
Arrmy will have Off-road terrain
the most difficult for Armmy
firepower wvehicles
7 F & B0 7 F & B0
T ] Amy I ] Amy
Use of Armmy will Army team
hawe least impact predicted to hawve
O OUr reserve least casualities
7 F & o
I #y bl
Army team has Arrmy unit has
corpsman and trained on island
transiator and knows terrain
[? F & B0 [? F % B0
[T 1] Ammy I Aoy
Arnmy unit is very Army response
fresh and at full will not be covert
strength
7 F & o0 [ F & o0
] Ay [T ]Amy
Army will have Use of Armmy
the slowest would have good

response time

public relations
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Integration of 10Bs

Sort by Importance
Sort by Impact

Surt by Option

File Views Help
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Very High — High -- Average
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o =

SEALS are veny

[F F & B0
i
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Seal team does

Eﬁﬁ Most Important (size)

pnse
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[ [T T 15EAL= B ] Ay CI T ] Amy CI T ] Amy
SEAL There will he Armmy team has Armmy team Use of Arrmy will
especially trained COrpsman dense fog in the corpsman and dicted to hawve have least impact
in hostage rescue morning translator [ casualities On Our resenve
[F F i B0 [? F & &0 F F & o [F F [F F & B0
I SEALs CI T JAmy (| CI T ]Amy
SEAL s should Heef is onhy njured worker Off-road terrain Use of Arm
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on the island tide 2 hours in Zodiac vehicles response time public relations
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Sorted by Impact:

, Very Negative

7 F i B0 [ F « B0 [ F «F B0 [ F ¢ B0 7 F i B0 [ F & B0
N =Bl B ]sEAl= BN [ SEAL= [ i
SEALS are very SEAL team has a SEALs are Ar un;‘ M Ost POS|t|Ve (CO I Or) my will
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in hostage rescue and knoizg terrain translator On Our reserve
7 F % B0 [ F & B0 [ F & B0 [ F & B0 7 F % B0 [ F & B0
CIT T J5EAL= [T T ]5EALs I =1 = T T Ay CI T JAmy CIT T JAmmy
Rehels have no There will he SEALSs should ATy team Use of Arrmy Armmy will hawve
night vision dense fog in the spend least time predicted to hawve ould have good the most
capahility morning on the island least casualities blic relations firepower
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CI T I5EALs [T 5EALS [T 5EALs T T Ay 25 T Ammy
Seal team can be Yery small time Injured worker Army unit is very Off-road ain Armmy will he the
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immediatehy landing SEALS 2 hours in fodiac strength vehicles option
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BT Option A B Option B T Option B [T Option A [T Option A

Jones Jones Jones Jones Jones

Jones tem 67 tem NASA item h55 Item Centcom item HSA4 f

[T—T Option A T Option & T Option B 11 Option B I (Oth e IJ
I
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kem Hsao item J34 Item J2-8 em 56ct
I I | |

\ (Workspace) ¥ \
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Smith’s Display (EWall workspace + Exchange view)
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Making Decisions with DCODE
(the weighting matrix)

T Opsion A ] Ciprion & I o B
ITEM 104 ITEM 5/ ITEM 2B
2 4 -6
[ Option & [ Option B ] Ootion B
ITEM BA ITEM 4B ITEM 1B
-1 -2 -3
IMPORTANCE
T i€ e BT Optlon B ] Cption & ] Option B
Unfitled Lhtitleel ITEM 5B
1 2 3 0 0 0
|
M . ion @ 1o B Opticn B
P m ' EI:D:TEM 108 ;'lm:hl 6B T— IF'I'tEM 8B
A @ T ) 1 =) 3
c BN 1 TN 2 TR 3 I
T E BT Opticn & ] Opticn & . rticn B
ITEM TA ITEM 4A ITEM 3B
r s . . B +4 +6
Weighting Matrix




Research & Engineering
Development, Inc. (RED-Inc)

ummary Score Bar Chart
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Sample DCODE Summary Results

6

5

: 10

3

2 8

1 6

0[] 4

AL ¥ 9

-2 - ; |

-3

-4 OptionE  OptionD  OptionC  Option B Option A @ & C;?;um -2 SEaLs r E-,-
Multiple Options _ _ Two Options

Single Option

(Yes-NO,Act-Don’t Act)
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Use of DCODE in the Intelligence Community

“Is Carlos still in Columbia?”

“Where is Carlos?”

BN 1 In Columbia CIT T 1+ In Calumbia I T 1In Columbia
Money Account Madrid Airport Message traffic
Activity photo wMiami
] In Calumbia [T I ]n Columbia BN 1 In Columbia
Family has been Death of Juan Cuba
moved Potero informant 6/17
[T Reme B tadrid [T Lenden 5
Interpol Spanish Memo from
phonecon Immigration HSA 4
3
BT Rome LT Jhadrid [T Londan
Miami Interpol Informant 2
informant phonecon in New York 1
0
BT Rome LT hadrid [T Londen 1 &=
ltalian DEA Interpol ) |
Customs data search phonecon 25
3 B
[T Reme [T T Ihadrid BT Londen 4 =
Rome Airport Photo Pasport )
Security Anahysis records -5 Madrid Londan Rome
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DCODE Process """

Best ETA for
SEALS is 1900
woi | o ADStract
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EEfLEsTig f1uslrm] *Option
P Importance
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Nnv-21-lillrﬁle1n-1li:;3ﬂu1 G... .Qual ity
ETA
«Option
-Importance Integrate/Sort
eImpact

[ ==l [ =i [ = w1 ==l T 0wien & |
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e Share

e Decide
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Recent
DCODE
Developments
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Does DCODE Work?

DCODE Experiment
123 College Students

Task: Rank order three cities (A, B and C) in terms of
expansion sites for a new plant

12 items of information about each city

Items had been rated on importance (three levels) and
Impact (4 levels)

Given 30 min. for task (most took 10-15 min.)
Text vs DCODE COLOR coding
Male vs Female
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10N

Very High Importance
Very Positive Impact
1] Option A

Item 17

Very High Importance
Positive Impact
11 ] Option A

item 29

Two Text Iltem Examples
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em 17

[T Option A
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g = ! o g - " i | 7 = o iy it i ™
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-Write your choice as Best
option on the “100” line.

-Write your choice as Worst
option on the “07 line.
-Circle the number that best

R e S p O n S e represents where vou would

assign the remaining option.

Sheet 100 Option C

90
80
70 Option A
60
50
40
30
20

10 _
0 Option B
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Results

Color condition had significantly fewer errors

Color condition had significantly more people get all 3
rankings correct

Color condition was significantly better at assigning
position to the Middle rank

Text condition had more people select the Best
option—but then performed significantly worst than
chance on the last two rankings

Males had significantly more confidence in their
rankings
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DCODE Small business Technology Transfer
Program (STTR) Awarded

e NO06-T025 Decision Making Constructs for a Distributed Environment
(DCODE)

« OBJECTIVE: Enable quick-response knowledge interoperability in
coalition operations decision making.

« PHASE I: Develop a cognitive processing-based concept, tool or
methodology to

— Improve the ability of both individual and distributed group decision
makers to evaluate, share, and integrate decision-relevant information
items and

— to improve decision time by reducing the time and effort devoted to
conflict resolution and consensus building in reaching an overall group
decision.

Three Phase | proposals accepted by ONR 6/06
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More Information

DCODE contacts:
—  bobfleming@agmail.com
—  Mike.cowen@navy.mil

DCODE documentation, updates:
—  http://www.dcode-onr.net/

EWall information:
—  Paul Keel, keel@mit.edu

ONR Sponsor
— Mike Letsky letskym@onr.navy.mil
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