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Executive Summary 

Historically, live-fire testing (LFT) was conceived to determine survivability and lethality o
autonomous combat platform in a combined arms team operating in a Cold War setting.  In this 
context, LFT has been invaluable for identifying strengths and weaknesses in system and 

f an 

 

 in 
and information-centric battlefield suggests the need for a new look at how live-fire 

test and evaluation (LFT&E) programs are conducted.  In particular: 

• How should LFT&E planning and execution change in light of SoS tactical doctrines? 

• How should LFT&E be designed and conducted to (1) collect data relevant to 
vulnerability/lethality (V/L) assessment decisions, (2) generate optimal combinations of 
component-, subsystem-, and system-level test data, considering cost, availability of 
hardware, and production schedule, and (3) evaluate LFT results so decision-makers can 
ascertain mission success in the joint environment? 

LFT&E has focused on critical issues associated with the tested platform, typically of the form: 

• What is the vulnerability of the platform against the spectrum of current and future threats 
as identified by the intelligence community? 

• What vulnerability reduction measures increase crew, passenger, and system survivability? 

• How effective is battle damage assessment and repair (BDAR) in restoring the platform to 
functional combat capability? 

In the context of the V/L taxonomy these issues have been addressed almost exclusively at 
Levels 2 (i.e., component status) and 4 (i.e., mission utility).  Only to a limited extent have 
results been related to Level 3 (i.e., capability status).  This information, cast in terms of 
probabilities of mission or catastrophic kills, allows only a generalization of the results in terms 
of a global ability to complete the spectrum of missions likely to be assigned to the platform. 

But, while remaining mission utility has been represented in the context of a unit assigned to 
prosecute a generic mission intended for the tested platform, the platform has been considered 
autonomous.  In that sense, concern has focused on whether the damaged platform can continue 
an assigned mission or perhaps through BDAR be used for an alternate mission.  Damage has 
seldom been evaluated in the context of specific missions or complementing capabilities of other 
platforms within the mission-prosecuting unit. 

munition design, specifying limits of platform combat survivability, and validating analytical
models. 

Despite this success, the variety of threats and combat landscapes facing today’s warfighter and 
the increased sophistication of platforms operating within a system of systems (SoS) context
an integrated 
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Within the SoS environment, the objective of test and evaluation (T&E) is to facilitate the 
nt of (1) the effectiveness, suitability, and survivability of platforms 

relevant to their contributions to the SoS and (2) the effectiveness of the SoS in achieving 
mission objectives at the Joint Forces Command (JFC) level.  T&E, therefore, requires the 

the 
es required for task completion and supplies a disciplined procedure for the 

identification of the means to achieve mission tasks and the assessment of mission 

bility of the SoS to 
comp
platform following ballistic damage. 

The t  
is exp

The t
battle omplete missions likely to be assigned 

considered autonomous, and little consideration is given in the critical issues to the 
comp  
the co issions in the joint environment. 

In o
w i
curre fects the SoS’s ability (Level 3) to complete specific 
mission tasks (Level 4).  Redundancies and interdependencies among SoS platforms are 

n of 

d 
LFT shots must be “spent” to address the most urgent questions of a platform’s ability to support 

measurement and assessme

assessment of the capabilities of SoS platforms, individually and collectively, to complete 
identified tasks in realistic scenarios.  

The Missions and Means Framework (MMF) provides a structure for linking mission tasks to 
capabiliti

accomplishment.  An MMF-based SoS task-focused LFT&E strategy is proposed to replace the 
traditional platform-centric strategy that emphasizes the functional capabilities of the 
autonomous platform.  The MMF-based strategy focuses on the extent to which the platform 
retains those capabilities needed for completion of SoS tasks and the a

lete current and future mission tasks given the residual and available capabilities of the 

able illustrates three major areas in which the traditional platform-centric LFT&E strategy
ected to differ from the proposed MMF-based SoS task-focused LFT&E strategy.  

raditional platform-centric strategy focuses on the extent to which a platform retains 
field combat utility (Level 4) or a general ability to c

to the platform when subjected to current and expected future threats.  The platform is 

lementary capabilities of other platforms that are part of the SoS or to the platform’s role in
mpletion of tasks that are linked to specific m

 c ntrast, the MMF-based SoS task-focused strategy examines the capabilities of the platform 
ith n the context of the SoS (Level 3) and the extent to which damage to the platform from 

nt and expected future threats af

considered in the identification of critical issues and prioritization of data voids. 

With limited time and dollars to devote to LFT, shotline selection requires the prioritizatio
identified data voids — areas in which there is little understanding of the effects of ballistic 
interactions on platform capabilities.  In the MMF-based SoS task-focused strategy, the limite

the SoS mission tasks.  The technical risk associated with failing to address less critical 
capabilities in an LFT may be examined via modeling and simulation. 

In the MMF-based SoS task-focused strategy, however, the focus is the capabilities of the 
platform within the context of the SoS and the ability to complete SoS mission tasks.  The 
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Table.  Comparison of traditional and MMF-based LFT&E strategies.  

 Traditional Platform-Centric LFT&E 
Strategy 

MMF-Based SoS Task-Focused LFT&E 
Strategy 

Critical Issues What is the vulnerability of the platform to 
current and future threats identified by the 
intelligence community? 
 

What is the reduction in the ability of th
to prosecute typical missions after dama
from current and future threats identified

e SoS 
ge 

 by the 
intelligence community? 
 

 How effective is BDAR in restoring the 
platform to functional capability after an 
attack? 

How effective are BDAR and other 
maintenance actions in restoring S
capabilities critical to mission p
after an attack? 

oS 
rosecution 

Shotline 
Selection 

Platform:  Based on technical risk associated 
with the inability to determine platform 
capability as the result of ballistic damage. 

Platform:  Based on technical risk associated 
with the inability to determine the effec
mission prosecution caused by loss of 
platform capabilities as the result of ballisti
damage. 

t on 

c 

Damage 
Assessment 

Platform:  
• Map to remaining comb

Damage Assessment Lis

Platform:  
at utility via 
t (DAL) or other 

• Map to remaining SoS capabilities by 
analysis and operational-type tests. 

O3,4 construct. 
 

 

 Crew:  Crew:  
• Map crew incapacitation to remaining 

combat utility via DAL or other O3,4 
construct. 

 

• Map crew incapacitation to platform los
capabilities and confirm remaining S
capabilities by analysis and operational-
type tests. 

 

s of 
oS 

 BDAR:  Determine expedient repairs that can be 
made to restore platform to some level of 
combat utility. 
 

Mission Damage Assessment an
• BDAR:  Determine expedient repairs that can 

be made to restore some platform 
capabilities during and immed

d Repair:   

iately 

ct 

following an engagement. 
 
• Other maintenance procedures:  Condu

further repair to anticipate future 
engagements during the mission. 

 
remaining capabilities following an LFT can be determined in laboratory settings and through 

 

h the 
ritical issues that 

s in 
cted, 

as the focus expands to include the long-term, as well as the short-term, needs for SoS 

quasi-operational tests using companion vehicles to confirm the usefulness of residual 
capabilities within the SoS construct or to develop and validate “workarounds” to complete 
mission tasks with capabilities remaining within the SoS (i.e., damaged platform plus companion
platforms). 

Thus, the emphasis of the proposed MMF-based strategy on SoS tasks is reflected in bot
planning for LFT and the evaluation of LFT results.  In LFT planning, c
emphasize recoverability are identified with the perspective directed toward SoS operation
the joint environment.  Modifications to shotline selection and damage assessment are expe

 ix



capabilities. The strategy allows for a realistic assessment of the technical risk associated with 
foregoing test shots that may be of interest at the platform level but are not critical to 
unders nding So oll-u  
t r
to complete ta ns a
courses of act

With consider lnerab ocess for 
building cost- F en
methodology includes the identification and prioritizatio  
o rogr , c
h avai osting 
methodology , all
LFT&E program elements, activities, and sub-activities  
T tifica urement, and reporting of costs according to established standards, 
c cr  sy
database accessible for purposes of estim
test are recommended. 

Designing a c t es me
consideration gi ble.  AB
decision-maker to view LFT&E program elements from b ic and operational 
perspectives, eliminating non-value-added elements and activities and seeking ways to make 
value-added e

ta S effectiveness.  In evaluation, the r p of platform LFT program results to
he SoS level provides decision-makers with a better g

sks to standards under given conditio
n. 

asp of the ability of the unit of operation 
nd the risks associated with alternative 

io

ation to the risks associated with vu
effective LFT&E programs in an MM

ility assessment, a structured pr
vironment is presented.  This 
n of data voids and the selection of the

ptimal p
ardware 

am elements for addressing those voids
lability, and cost.  Activity-based c
for costing LFT&E program elements

onsidering time, production schedule, 
(ABC), proposed as the appropriate 
ows the value added in completing 
 to be weighed against the costs incurred.

he iden
onsistent a

tion, meas
oss time periods and comparable across

ating costs pre-test and evalua
stems, and the establishment of a 

ting cost variances post-

os -effective LFT&E program requir
ven to the limited resources availa

eting LFT&E objectives with 
C provides the framework for the 

oth strateg

lements and activities more efficient and ef ctive. fe
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1. Introduction 

1.1 Background 

Live-fire testing (LFT) is now in its third decade.  Motivated by Joint Live-Fire (JLF) testing of 

 
 to 

sses 

ity† 
odes 

 
ystem survivability/lethality (DA Pam 73-1, p. 198).”   

eapon 
 to 

te stages 
ain 

on.  A typical program includes 
various combinations of coupon-, component-, subsystem-, and system-level tests and is supported 
by data from modeling and simulation (M&S); design analyses; analyses of combat, safety, and 
mishaps; controlled damage experiments (CDE); and developmental and operational tests.§  In this 
report, it is assumed that the focus of LFT&E programs is ballistic threat effects.**   

                                                

front-line U.S. platforms and munitions beginning in 1984, Live-Fire Test and Evaluation (LFT&E) 
became a formal part of the Department of Defense (DoD) acquisition process in 1987. 

U.S. Code (Title 10 U.S. Code Section 2366) mandates LFT&E for covered systems, major 
munitions programs, missile programs, and product improvements to covered systems before they
can proceed beyond low-rate initial production (LRIP).*  The objective of an LFT&E program is
support a “timely and thorough assessment of the vulnerability/lethality of a system as it progre
through its development and subsequent production phases.”  An effective LFT&E program 
demonstrates “the ability of the weapon system or munition to provide battle resilient survivabil
or lethality and provide[s] insights into [both] the principal damage mechanisms and failure m
occurring as a result of the munition/target interaction and …[the] techniques for reducing personnel
casualties or enhancing s

A vulnerability or lethality assessment strategy‡ established early in the development of a w
system has the potential to detect system vulnerabilities or deficits in system’s lethality, as well as
reduce or minimize the costs associated with combat losses and retrofits of systems in the la
of production.  An LFT&E program is designed with the purpose of collecting data relative to cert
vulnerability/lethality (V/L) characteristics of the platform or muniti

 
*A covered system is an Acquisition Category I or II program vehicle, weapon platform, or conventional weapon system that 

includes features designed to provide some degree of protection to users in combat.  A commercial or nondevelopmental item 
may be a covered system or a part of a covered system, depending upon its intended use. 

†Survivability is “the capability of a system and crew to avoid or withstand a manmade hostile environment without suffering 
an abortive impairment of its ability to accomplish the designated mission.”  Survivability consists of susceptibility, vulnerability, 
and recoverability.  The focus of the LFT program is vulnerability (i.e., kill given a hit) (DA Pam 73-1, p. 296 [2003]).  

‡In this report, vulnerability (lethality) assessment strategy is defined as the overall plan designed with the purpose of 
collecting sufficient relevant data for evaluators to assess a system’s vulnerability (lethality).  As the term in used in this report, 
the strategy includes activities conducted by government and nongovernment analysts and testers, as well as government evaluators.  

§A developmental test is a “generic term encompassing M&S and engineering type tests that are used to verify that design 
risks are minimized, that safety of the system is certified, that achievement of system technical performance is substantiated, and 
that readiness for operational T&E is certified.”  LFT&E may be classified as a developmental test (Army Regulation 73-1,  
p. 17 [2004]). 

An operational test is a “field test of a system…under realistic operational conditions with users who represent those expected 
to operate and maintain the system when it is fielded or deployed” (Army Regulation 73-1, p. 21 [2004]). 

**It is recognized that V/L assessment strategies must consider the effects from ballistic and nonballistic threats.  Some 
LFT&E programs are extended to include certain conventional nonballistic threats, such as lasers and high-powered microwaves. 
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As part of the V/L assessment strategy for a system included under the U.S. congressional 
l-Up System-Level (FUSL) LFT&E must be completed by independent 

agencies prior to the system entering full-scale production.*  A FUSL LFT includes “realistic 
survivability testing …testing for vulnerability of the system in combat by firing munitions likely 

ombat…at the system configured for combat” or “realistic lethality 
s 

ation, it is 
e costs 

 

LFT&E mandate, a Ful

to be encountered in c
testing…testing for lethality by firing the munition or missile concerned at appropriate target
configured for combat (Title 10 U.S. Code Section 2366).” 

Because significant resources may be consumed in its planning, execution, and evalu
important to understand the role of FUSL LFT in a V/L assessment strategy and weigh th
and benefits of competing alternative assessment plans.†  The Secretary of Defense may waive 
the application of tests, if the Secretary certifies to Congress that a FUSL LFT of such a system 
or program would be unreasonably expensive and impractical.  A waiver and alternative LFT&E
strategy must be submitted and approved by Milestone B (i.e., approval to enter System 
Development & Demonstration Phase) (see figure 1). 

F

                
*A LFT i

of 

a c

actual mu
lethality issu
configuration
USC) (DA P

†In LFT l
alternative, a

hoice amo
element.  

 

 

igure 1.  Defense acquisition time line. 

Concept &
Technology

Development

System
Development &
Demonstration

Production & Deployment

Low-Rate 

                                 
s defined as a test within the LFT&E program approved by the Office of the Secretary of Defense and includes firing 

 the 
 73-1, p. 203).”  

re than one option or 
n 

nitions at target components, subsystems, or system-level targets to examine personnel casualty, vulnerability, or 
es.  A FUSL LFT is defined as the “testing that fully satisfies the statutory requirement for realistic” (in threat, 
 of target, and operating environment) “survivability testing or realistic lethality testing (as defined in Title 10 of

am
egislation, an alternative strategy is a strategy that does not include FUSL LFT.  In this report, however, the term 
s in alternative strategy or alternative plan, is defined more broadly and is used to indicate mo
ng options.  Therefore, one or more alternative V/L assessment strategies or plans may include FUSL LFT as a

Initial 
Production

Full-Rate 
Production &
Deployment

Concept &
Technology

Development

System
Development &
Demonstration

Production & Deployment

Low-Rate 

LFT&E Waiver
FUSL LFT&E

&
LFT&E Report 

to Congress

Full-Rate
Production 

Decision Milestone 
 B

Initial 
Production

Full-Rate 
Production &
Deployment

Full-Rate
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Decision Milestone 
 C
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1.2 Contributions of LFT&E Programs 

Since 1985, more than 35 U.S. Army platforms and munitions have undergone FUSL testing 
under the JLF or Congressional-mandated LFT programs.*  The focus over this period has bee
on the V/L aspects of platform or munition performance in a combined arms team in a Cold War 
setting.  During this period, improvements in test planning and execution have led to an in
in the credibility of test results.  Criticisms leveled against the Services during Bradley LFT in 
1985-86 motivated examinations of how system-level vulne

n 

crease 

rability and lethality tests were 

e 
 

sues 
 useful, and necessary.  Test execution 

requires discipline to collect data of the resolution and quantity needed to address the critical 
issues.  Hardware availability, cost, and schedule restrictions make it difficult to achieve all test 
objectives.  But, through careful test planning, including forecasting spare parts requirements, 
and shot sequencing, test processes and procedures have evolved that are consistent with, and 
supportive of, the critical test issues.  Addressing critical issues in the planning, execution, and 
analysis of live-fire tests in an open environment with adequate oversight by all levels of Service 
and DoD chains of command has improved the credibility of the test results and subsequent 
evaluations significantly.  

LFT&E has been beneficial in many ways.  Specifically: 

• Strengths and weaknesses of system designs have been identified and verified.  
Development of critical issues facilitates identification of design features of questionable 
robustness and the development of a strategy to investigate these features.  For example, 
LFT has demonstrated that certain munitions were incapable of perforating threat vehicle 
armor.  In most such cases, the problem was rectified through changes in the penetrator 
design.†  But not all news about system performance has been bad news.  For example, it 
has been shown repeatedly that not all impacts by overmatching munitions are lethal to 
either the sy bility of crew casualties or system loss of 
com uch less than expected prior to testing.  

planned and conducted.  Plagued by a plethora of threat munitions (in vulnerability tests), 
platform design weaknesses potentially contributing to crew casualties and system vulnerability, 
and combat conditions to be replicated, test planners developed systematic processes for shotlin
selection, shot ordering, and damage assessment that were derived from pre-test identification of
critical issues for the LFT.   

Identification of the critical issues is the key to LFT success.  Only with a set of critical is
can the tester hope to extract test data that are relevant,

stem or crew.  In fact, the proba
bat utility has often been shown to be m

 Typically, during the acquisition program, tests are conducted to verify that design 
requirements have been met.  Historically, these tests have more often been conducted at 
the component or subsystem level than at the system (platform) level.  Nevertheless, testing 

                                                 
*In a lethality FUSL LFT of a platform, the focus is the terminal effects of the munition on the target, given a hit.  The FUSL 

LFT may be limited to tests of the munition and be totally independent of the identity of the firing platform. 
† No specific systems are identified in order to keep the discussion unclassified. 
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sought to assure compliance with design requirements.  These tests were never intended to 

 

ired 

ic gases were either ignored or feebly accounted for by adjusting 
 
e 

mmunition can be a serious threat to crew survivability.  Overpressure 
e crew of heavy fighting vehicles, but 

the hazard is more severe for crews inside light vehicles.   

•  

f 
ue 

  
e of 

 used, 
 

resolution through more faithful target representation, and account for additional damage 

 improve 

define the upper limits of survivability or lethality.  LFT, on the other hand, does not 
directly address design requirements.  Rather, it seeks to examine survivability and lethality
in the context of the “full spectrum of battlefield threats, to include overmatching threats 
(DA Pam 73-1, p. 203).”  Consequently, testing is often done with the expectation of 
significant damage. Testing strives to determine how much damage occurs, whether the 
damage is expected, whether it can be reasonably mitigated, and whether it can be repa
using Battle Damage Assessment and Repair (BDAR) practices.  This has produced 
valuable information to the designer as well as to the combat user.  

• Crew hazards from the spectrum of insults have been quantified.  Prior to LFT, only 
penetration injuries received any serious analytical consideration.  Injuries from blast, 
thermal effects, and tox
component kill probabilities.  LFT now gives considerable attention to crew hazards and,
as a result, there is a much better understanding of the hazards all insults really pose to th
crew and of the conditions under which crew injuries can be expected. 

 Overall, penetration injuries remain the largest contributor of crew injuries.  However, 
testing has shown that other insults are significant threats to crew survivability.  For 
example, toxic gases from burning ammunition and other combustibles have been 
identified as significant hazards if no protection is afforded through vehicle or individual 
protection.  With protection, the hazard is greatly mitigated.  Flash blindness, once thought 
to be a significant hazard, seldom causes serious incapacitation.  Overpressure from 
reactions of stowed a
from attacking munitions generally does not affect th

Weaknesses and shortcomings in analytical models have been identified.  Prior to the LFT
era, even so-called high-resolution component-level models did not have the resolution 
needed to investigate specific physics-of-interaction phenomena and quantify the effects o
these phenomena at the component level.  Those models were, in the main, expected val
models that predicted a point estimate of the probability of the outcome of a given threat-
target interaction.  This expected value was often interpreted as the most likely outcome.
The models neither predicted the specific outcome of a particular test nor gave evidenc
the range of outcomes that might be expected.   

 LFT motivated a long-term investigation of not only the quality of the models being
but also of the type of model predictions that are needed.  As a result, models now predict
distributions of possible outcomes rather than a single expected value, are of much higher 

mechanisms and crew insults.  Much more work is needed to perfect these models and, 
indeed, much is ongoing.  Computation architectures are being developed to
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efficiency and accommodate improved algorithms for computing component damage and 
system response.  Significant resources are being devoted to the development of new 
algorithms that are based on principles of physics and chemistry with less dependence on 
large amounts of system-specific empirical data. 

LFT has motivated true analytical model validation.  Three decades ago, critics outside th
LFT community believed the only true indication of V/L could be obtained through 
destructive testing.  They believed analytical models were not sufficiently reliable to give a 
true picture of system vulnerability or munition lethality.  At the other extreme, a few 
people within the V/L community advocated that testing was not only unnecessary, but it 

 e 

t V/L 
s 

models can be 

Obvi rom 
comp en the 
V/L c
tested
mode as 
result

1.3 

Since the on
is e
LFT&

• 

 

  perforating and nonperforating threats? 

• 

• ng 

was wasteful because analytical models could account for, and quantify, all significan
phenomena.  Now nearly everyone recognizes that not only are both testing and analysi
necessary, they can and must be complementary.  Analysis guides test requirements by 
identifying areas of uncertainty and quantifying the consequences of particular potential 
weaknesses of a design.  Testing provides diagnostics for model performance, guides 
development of improved algorithms, and supplies data with which the 
accurately validated at the algorithm and model levels.  

ously, all threat-target impact conditions cannot be tested.  Model validation derived f
arisons of model predictions with test outcomes during the last two decades has giv
ommunity confidence that models can be used to extend LFT results to conditions not 
.  Further, the models have been used to limit or eliminate shots for which the ability of 
ls to predict the outcome has been demonstrated.  Such proactive use of V/L models h
ed in smarter and more cost-effective testing.  

Critical Issues of LFT&E Programs 

set of JLF and Title 10 LFT&E, the focus has been directed toward defining critical 
su s associated with the tested platform or munition.  Typically, critical issues in vulnerability 

E have been identified as follows: 

What is the vulnerability of the platform against the spectrum of current and future threats 
as identified by the intelligence community? 

–  What are the major causes of crew and passenger casualties? 

–  What are the vulnerabilities of the platform to

 –  What is the remaining platform mission utility after the shot? 

What vulnerability reduction measures are effective in reducing crew, passenger, and 
system vulnerability? 

How effective is BDAR in restoring the platform to functional combat capability followi
an attack? 
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 of these issues is generally subdivided into several sub-issues relating to specific 
mena of interest, for example, contribution of stowed ammunition to casualties, desig

res of the specific system being tested, and performance of specific vulnerability reduction 
ns such as fire suppression hardware. 

 t  context of the V/L taxonomy (see figure 2),* these issues have been addressed almost 
sively at Levels 2 (i.e., component status) and 4 (i.e., mission utility).  Only to a limit
t have results been related to Level 3 (i.e., capability status).  Damage assessment results 
been presented to identify specific components and subsystems that were either damage
d to be unexpectedly robust.  From this information, it has been possible to establish desig
es that were needed or desired and the consequences of not implementing those changes.  

lts for armored fighting vehicles have also been presented at Level 4 with the aid of the 
ge assessment list (DAL).†   
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 outcome in terms of a global ability to 
. 

ute a generic mission intended for the tested platform, the platform has been considered  

  

 

igure 2.  The V/L taxonomy. 

Level 1
Interactions

Level 2
Component

Status

Level 3
Capability

Status

Level 4
Mission 
Utility

formation, cast in terms of probabilities of mission or catastrophic kills, allows a 
lization of the results and examination of the
ete the spectrum of missions likely to be assigned to the platform

hile remaining mission utility has been represented in the context of a unit assigned to 

                                     

s research mapping format, such as the DAL.  Level 4 metrics are neither observable nor testable in a 
ry setting.   

 taxonomy of the V/L analysis process was first introduced in Deitz and Ozolins (1989).  
ilar constructs are used for other types of platforms, including aircraft.  LFT results can be presented at Level 4 only with 
f an operation
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autonomous.  In that sense, concern has focused on whether the damaged platform can 
an assigned mission or perhaps, through BDAR, be used for an alternate mission.  Damage ha
seldom been evaluated in the context of specific missions or complementing capabilities of other
platforms within the mission-prosecuting un

continue 
s 

 
it. 

rms and even units are necessarily linked by vast amounts of 
real-time information that directs the conduct of even individual battles.  But, so far, LFT 
strategies have chosen to address the linkage between individual platforms and their units 
through force-on-force M&S and not through the LFT planning or damage assessment processes.   

As valuable as LFT&E has turned out to be, the design and conduct of LFT and the use of data 
produced by that testing need to be changed to better evaluate the subject platform in the System 
of Systems (SoS) context.  Changes in the kinds of wars fought, the kinds of systems employed, 
the use of these systems on the integrated and information-centric battlefield, and the evolving 
nature of the acquisition process demand a fresh look at LFT to make it more relevant and useful 
in the future. 

It is the premise of this report that LFT&E must not operate as an isolated activity during system 
acquisition.  The LFT&E program must reflect the role of the tested platform in an SoS construct 
and address individual platform capabilities in the context of the collection of platform 
capabilities available to the unit commander to prosecute a wide range of missions.  Further, 
while actual ballistic testing w e a single platform, damage assessment can be 
expanded to experim aining capabilities of the damaged platform in a unit 

oS 

performance in the context of autonomous operations can be provided by a companion platform 
when the small unit is considered.  The consequence of developing critical issues from this point-
of-view is that shot selection may be different than that appropriate for an autonomous platform. 

Da ined the 

ms of reducing the firepower of the vehicle.  Considering LFT&E from an SoS 

Historically, LFT was conceived to determine survivability and lethality of an autonomous 
combat platform in a combined arms team operating in a Cold War setting.  That is, battle 
doctrine addressed large-scale confrontations between U.S. and U.S.S.R. forces engaging in 
mostly rural areas.  While the concept of war has changed in recent years, the modus operandi of 
LFT, for the most part, has not changed.  It still focuses on determining the vulnerability of a 
single platform or the lethality of a munition fired at an autonomous platform.  LFT&E programs 
for recent systems of interest have, to be sure, recognized that platforms no longer operate as 
autonomous entities because platfo

ill generally involv
entally evaluate rem

setting through select quasi-operational tests. 

Live-Fire Testing and, most importantly, Evaluation, must be considered in the context of S
constructs where individual platforms are linked by sophisticated information networks.  Critical 
issues should reflect platform capabilities that are required to accomplish a mission by a 
collection of platforms.  It may turn out that a platform capability critical for mission 

mage assessment has traditionally cataloged damage inflicted in an LFT and exam
effects of that damage in limiting capabilities of that platform.  For example, damage to a sight is 
evaluated in ter
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perspective requires the damage to be evaluated in terms of how the mission completion 
capability of the entire unit will be affected.  One method of doing this is through quasi-
operational testing where the damaged vehicle can operate with companion vehicles to determine 
the true effect of any subsystem functional degradation.  Obviously, not all test outcomes can be 

ies, 
ons 

 

vant to V/L assessment decisions, (2) the generation of the optimal combination of 

 SoS 

assessed in this manner.  Resources will allow only a small sampling of numerous possibilit
but even some such tests will shed light onto our ability to predict the extent to which missi
will be jeopardized by damage to given platforms. 

1.4 Report Objectives 

The major objective in developing an effective Test and Evaluation (T&E) plan for a platform that 
is part of a complex SoS is to facilitate the measurement and assessment of (1) the effectiveness, 
suitability, and survivability of the platform relevant to its contributions to the SoS and (2) the 
effectiveness of the SoS in accomplishing the assigned operational missions in the joint operational
environment.  This report describes a methodology for constructing cost-effective programs for 
LFT&E, a major component of the T&E plan and the V/L assessment strategy, within the 
Missions and Means Framework (MMF) environment. 

The report addresses the following issues: 

• How should the processes for conducting LFT&E change in light of the tactical 
considerations of SoS combat doctrines? 

• How should the LFT&E program be designed and conducted to ensure (1) the collection of 
data rele
component-level, subsystem-level, and system-level test data, with consideration given to 
cost, availability of hardware, and production schedule, and (3) the evaluation of LFT 
results in a format that is useful to decision-makers concerned with accomplishing
collective tasks and achieving mission success in the joint operating environment? 

2. Missions and Means Framework 

The MMF provides a structure for “specifying the military mission and quantitatively evaluating 
the mission utility of alternative warfighting Doctrine, Organization, Training, Materiel, L
Development, Personnel, and Facilities (DOTMLPF) services and products (Sheehan 
2004b).”  It serves as a bridge from the warfighter operational community to the warfighter 
support communities (see figure 3).   

The framework supplies a disciplined procedure for explicitly specifying the mission, allocating 

eader 
et al., 

the means, and assessing the accomplishment of the mission.  A brief description of the 
components of the MMF in the interaction of friendly (OWNFOR) and opposing (OPFOR) 
forces follows. 
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MMF Connections

Warfighter Operational Community

igure 3.  MMF links between warfighter operational and support communities. 

 represents the activity of a mission under conditions created by location and time of 

ions that 
he circumstances under which actions will be taken in the accomplishment of the mission;  

describes the when and where of actions to be taken;  

.  the tasks and operations —the activity components that are needed to accomplish the 

ide 

 

 performance.  Specified, implied, and essential tasks, enabled by capabilities, are 
ed by task-organized units.  The MMF is composed of seven levels including:   

.  the mission—the assignment that indicates the purpose of actions to be taken and the 
 outcomes;  

.  the environment—the military, civil, and physical context and unit-specific condit

.  the location and time—the index that 

  

.  the functions and capabilities—the abilities to move, sense, communicate, engage, etc., 
equired for task completion;  

.  the components of forces—the networks of units, personnel, and equipment that prov
bilities to complete the tasks; and 

.  the interactions—the actions that result in changes to the components of forces through 
esses of mission execution (i.e., normal wear and tear and damage from hostile forces). 

Operations R
Materiel Acqu

esearch and Systems Analysis
isition and Force Development

Logistical Support and Life-Cycle Sustainment
Concept Analysis, Cost Analysis
Modeling and Simulation
Requirements Determination
Training and Readiness
Vulnerability/Lethality Assessment
Test and Evaluation

Warfighter Support
Communities

MMF
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igure 4.  Two-sided MMF.*

MMF also includes four operators, illustrated in figure 4 by the pairs of arrows that connect 
our levels of (1) interactions/effects, (2) components/forces, (3) functions/capabilities, and (4) 
/op  a counter-clockwise 
tion (top-down direction)† toward capabilities, the blue arrows indicate the concurrent 

ion d in 
aphs, describes the tasks that must be completed to accomplish the mission.  

s a

rati
ron task 

                                 

erations/mission.  Beginning with OWNFOR tasks and proceeding in

hesis and decision-making process; causal, time-forward execution and adjudication of 
omes is explained by proceeding in a clockwise direction (bottom-up direction)‡ from 
actions and effects toward tasks and operations. 

-task decomposition, an important component of the mission analysis process explaine
receding paragr

re derived from the Universal Joint Task List (UJTL),§ the Service Task Lists (i.e., Army 
ersal Task List [AUTL], Universal Navy Task List [UNTL], and Air Force Task List 

TL]), and Mission Training Plans (MTPs) and associated Operations Plans (OPLANs) or 
ons Orders (OPORDs).  Task lists define both conditions (physical, military, and civil 
ment) and measures of performances (i.e., measure, scale, and criterion-standard) for 

pletion.  

         
igure adapated from Sheehan et al. (2004a).  OPFOR movements would be the opposite of OWNFOR movements (i.e., 
FOR counter-clockwise would be OPFOR clockwise and OWNFOR clockwise would be OPFOR counter-clockwise).  
lockwise direction (bottom-up direction) for OPFOR description. 
oun

med by Joint forces, under Joint command, using Joint doctrine.  CJCSM 3500-04C, Universal Joint Task List (2002), states 
e UJTL “serves as a common language and common reference system for joint force commanders, combat support 
ies, operational planners, combat developers and trainers to communicate mission requirements.”  

ter-clockwise direction (top-down direction) for OPFOR description. 
oint operations require the use of UJTL tasks.  The UJTL lists tasks in a hierarchical manner, identifying what is to be 



The MMF provides a layered perspective, identifying missions and tasks by the levels of war.  
For example, as illustrated in figure 5, the Strategic National level’s mission to protect national 
interests might be composed of tasks to restore the legitimate government (e.g., employ forces, 
decide on need for military action) and require national intelligence and communications assets.  
A Strategic Theatre level that assumes the mission to restore the legitimate government may 
complete tasks to establish certain military and civil conditions (e.g., conduct operations in 
depth) and employ a joint task force to provide the necessary capabilities.  The mission of the 
Operational level to help establish the desired military and civil cond s may require the 
completion of tasks to isolate the rebel government (e.g., conduct offensive operations) and 
utilize air, ground, maritime, and special operation forces elements.  The Tactical-Joint level may 
employ a U.S. Army Future Combat System (FCS)-equipped Brigade Combat Team (BCT) to 
complete tasks to prevent the reinforcement of the enemy’s capital (e.g., conduct an attack) in an 
attempt to accomplish its mission to help isolate the rebel government.  The Tactical-Service 
level, g g the reinforcement of the capital by accomplishing tasks 
focused on blocking the access on the main route into the capital (e.g., seize a specific area) may 

est 
ated 

e  
apabilities supplied by available force 

ition

iven the mission of preventin

choose to employ a combined arms battalion (CAB).*  As this brief example illustrates, the 
mission and its task components, as well as the capabilities and the force assets required to 
provide the identified capabilities, differ with the layer or level of war considered.   

The task organization process provides a basis for the identification of the force assets to b
achieve the mission goals by linking (1) the capabilities to tasks, given the actual or anticip
conditions and standards, and (2) the capabilities to the resources available.  The differenc
(i.e., delta) between the capabilities required and the c
assets is addressed with a recommended solution in one or more of the DOTMLPF areas (Bray, 
2005). 

3. The MMF and LFT&E in SoS Environment 

Linking missions and means is vitally important to a multitude of defense/military efforts,† 
including the development of combat strategies, the preparation of an analysis of alternatives 
(AoA), the development of training programs, the development of M&S tools, system 
development and acquisition, the development of study, experimentation and test plans, the 
assessment of readiness, the estimation of mission costs, and the planning, conduct, and 
evaluation of developmental, operational, and LFT programs and their results.  All of the 

    

aforementioned efforts must be considered within the complex SoS environment. 

                                             
*The UJTL defines tasks at strategic and operational levels, and the Service-specific task lists define the tactical-Service tasks. 

ort 
. 

†The MMF supports the Joint Capability Integration and Development System, one of the three principal decision supp
processes for transforming the military forces according to the future DoD vision (Tanenbaum and Bray, 2005)
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Strategic National Level Mission: Protect national interests
Tasks:
1. Restore legitimate government of Jland
2. Achieve air superiority
3. Destroy weapons of mass destruction capability
4.    Facilitate control of energy centers

Strategic Theatre Level Mission:  Restore legitimate government of Jland
Tasks:
1. Secure capital region
2. Defeat rebel forces
3. Secure key oil and gas pipelines and production facilities

Operational Level Mission: Defeat rebel forces; secure capital region
Tasks:
1. Attack to defeat rebel forces in zone
2. Conduct vertical maneuver to disrupt rebel forces
3. Secure key facilities

Tactical-Joint Level Mission: Help to isolate rebel government by
        disrupting and defeating rebel forces

Tasks:
1. Secure key terrain

Joint Task
Force

Air, Ground, Maritime,
& Special Operations

 Components

National Intelligence
& Communication Assets

Combatant Command

Future Combat
System-Equipped
Brigade Combat 

Team 
2. Block enemy reinforcements from reaching capital

Tactical-Service Level Mission: Prevent reinforcement of rebel forces
Tasks:
1. Block access on road to capital
2. Attack to defeat rebel forces attempting to return to capital

 

Combined
Arms Battalion

Figure 5.  Strategic national to tactical nested tasks.*

Within the SoS environment, the objective of T&E is to facilitate the measurement and 
ir 

 in 
of 

 tasks 
ing up 

ing of the 
mission hierarchy that induces tasks, conditions, and standards, as well as an understanding of 
the hardware hierarchy(ies) that induces capabilities.   

    

 

assessment of (1) the effectiveness, suitability, and survivability of platforms relevant to the
contributions to the SoS and (2) the effectiveness of the SoS in achieving mission objectives at 
the Joint Forces Command (JFC) level.  T&E, therefore, requires the assessment of the 
capabilities of SoS platforms, both individually and collectively, to complete identified tasks
tactically realistic scenarios.  The assessment of task performance requires an understanding 
task sub-parts, the standards of performance expected, and the conditions under which the
may be performed, including the impact of those conditions on task performance.  The roll
of T&E results from the platform/SoS level to the JFC level requires an understand

                                             
*Figure modified from Sheehan et al. (2004b).   
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As illustrated in figure 6, the gap between the two identified hierarchies (i.e., Tasks and 
Capabilities) leads to the question, “Do we have enough capability to complete tasks to standard 
under the given conditions?” or “Does the mission capability package meet the mission 
capability requirement?” To address these questions, decision-makers must consider the 
acceptable levels of risk of failure in completing the mission, as well as alternative courses of 
SoS action (Tanenbaum and Bray, 2005).  The vulnerability and lethality of platforms and their 
munitions in ballistic interactions,* assessed in LFT&E programs, are important factors in this 
decision process. 
 

 

T1T1T1T1T1Tm

component

subsystem

operational

tactical

strategic theater

platform/
system of systemsDoes the mission capability package

meet
the mission capability requirement?

strategic national

CnCnCnCn

Acceptable 
Levels of Risk of

Failure?

Alternative SoS 
Actions?

V/L
Assessment

 

ties 

Figure 6.  Assessing capabilities against mission/task requirements.†

3.1 Cost-Effective V/L Assessment in SoS Environment 

In the traditional platform-centric view of vulnerability assessment, attention is directed toward 
threat-system interactions that degrade the system’s capabilities or that result in injuries to the 
system’s crewmembers and passengers.  The question addressed is, “To what extent will the 
interactions of the weapon system and the threats that the system is likely to encounter in combat 
result in personnel casualties (i.e., personnel vulnerability) or the loss of the system’s capabili
(i.e., system vulnerability)?”  
                                                 

*Although some programs consider certain conventional nonballistic threats (e.g., lasers, high-powered microwaves), it is 
assumed in this report that the focus of LFT&E programs is ballistic interactions.   

05).   †Figure modified from Tanenbaum and Bray (20
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In a similar manner, lethality assessment has been historically viewed as a process by wh
decision-makers ascertain the extent to which the interactions of the system and the threat 
platform (i.e., opposition’s platform) eliminate or degrade the operational functions of th
platform, resulting in the reduction of the levels of the threat platform’s capabilities.  This
includes damage to or catastrophic loss of the threat platform, as well as casualties that render 
threat the platform’s crew unable to complete the mission tasks of the opposition.

ich 

e threat 
 

oS combat doctrines?  First, the significance of threats on the battlefield can 
e assessed in terms of their potential impact on the SoS rather than their impact on a single 

platform.  Regional threats and widely proliferated threats may pose a greater hazard to a unit’s 
ability to perform its mission than a less common, but more damaging threat.  For example, a 
munition that disrupts communications among multiple platforms could impact a unit’s assigned 
mission more severely than the catastrophic loss of a single platform to a severe overmatch.  
Second, in the SoS environment with the emphasis on joint operations, it is important to extend 
the focus of vulnerability (lethality) assessment beyond the evaluation of the functional 
capabilities of the platform (threat platform) and include the assessment of the capabilities of the 
SoS and subsequent prosecution of the mission at the JFC level.  

It is proposed that in an effective vulnerability LFT&E program in an SoS environment, 
evaluators must assess (1) the extent to which the weapon system retains those capabilities 
determined (at time of acquisition) to be needed for completion of SoS tasks, when the system 
interacts with the full spectrum of ballistic threats it is likely to encounter in combat, and (2) the 
extent to which the SoS is able to complete the identified mission tasks in the joint environment, 
given the residual and available (i.e., as determined in LFT&E) capabilities of the tested 
platform.  Likewise, an effective lethality LFT&E program evaluates (1) the extent to which a 
threat platform retains the capabilities needed for completion of its mission tasks following 
ballistic interaction with the assessed munitions and (2) the extent to which the SoS is able to 
complete the identified mission tasks in the joint environment, given the results of the lethality 
tests

lso cost-effective, budgetary 

 

    

*  

How does the process for conducting V/L assessment and LFT&E change in light of the tactical 
considerations of S
b

 (see figure 7). 

To make V/L assessment and LFT&E not only effective, but a
constraints must be considered.  To address the question posed in figure 7, V/L assessment 
strategies and LFT&E programs must be efficient and designed with an eye toward the final 
objective: the assessment of the ability of the platform to prosecute the mission as a component
of an SoS in the joint environment.  

 

                                             
*The word “lethality” is often used in a more narrow sense with the focus solely on damage to the target platform, and the 

ter sequences of that damage.  m “effectiveness” is used to capture the damage and con
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Figure 7.  Impacts of Level 2 component state changes on Level 4 mission.*

To design a cost-effective LFT&E program, planners must ascertain what data are required by 
ctions 

bset 

e 
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rams 
 

, CDE, etc.) with the objective of determining the consequences of the 
 
 

sed 

    

system evaluators for assessment decisions (i.e., required data set) relative to ballistic intera
and compare that required data set to the subset of reliable and relevant data available.  The su
of data required for assessment that is unavailable or unable to be relied upon is identified as the 
data voids. With consideration given to the limitations in available resources, the data voids must 
be prioritized and addressed in the design of the LFT&E program (Nelson, 2000). 

The MMF provides the foundation for identifying the required data set and data voids to b
addressed in elements of the LFT&E program.  Specific to LFT&E, MMF provides the basis fo
(1) the identification of critical issues to be addressed in LFT&E, (2) the design of LFT prog
to address prioritized data voids, and (3) the design and execution of the evaluation process, in
which the results of LFT are considered along with the results of other program supporting 
activities (i.e., M&S
effects of ballistic interactions on mission tasks and related DOTMLPF.  The MMF plays an
important role in the LFT&E activities found in the shaded areas of figure 8.  The following
section provides a comparison of traditional platform-centric LFT&E strategies and MMF-ba
SoS task-focused LFT&E strategies. 

 

                                             
*Figure modified from Tanenbaum and Bray (2005).   
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Figure 8.  LFT&E activities in which MMF plays an important role. 

3.2 Comparison of Traditional and MMF-Based LFT&E Strategies 

Table 1 illustrates three major areas in which the traditional platform-centric LFT&E strategy is 
expected to differ from the proposed MMF-based SoS task-focused LFT&E strategy:  Critical 
Issues, Shotline Selection, and Damage Assessment. 

3.2.1  Critical Issues 

Typically, traditional vulnerability platform-centric strategies have addressed three critical 
issues:  (1) the vulnerability of the platform and crew/passengers to current and expected future 
perforating and nonperforating threats, (2) the effectiveness of vulnerability reduction measures, 
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Table 1.  Comparison of traditional and MMF-based LFT&E strategies. 

 Traditional Platform-Centric  
LFT&E Strategy 

MMF-Based SoS Task-Focused LFT&E 
Strategy 

What is the vulnerability of the platform to 
current and future threats identified by the 
intelligence community? 
 

What is the reduction in the ability of the SoS to 
prosecute typical* missions after damage from 
current and future threats identified by the 
intelligence community? 

• What are the major causes of crew and passenger 
casualties?   

• What are the vulnerabilities of the platform to 
perforating and non-perforating threats? 

• What is the remaining platform mission utility 
after the shot? 

 

• What are the major causes of crew and passenger 
casualties? 

• What are the vulnerabilities of the platform to 
perforating and non-perforating threats? 

• What are the remaining platform capabilities after 
the shot? 

 

What vulnerability reduction measures are 
effective in reducing crew, passenger, and system 
vulnerability? 
 

What vulnerability reduction measures are effective in 
reducing crew, passenger, and system vulnerability? 
 

C
rit

ic
al

  
Is

su
es

 

How effective is BDAR in restoring the platform 
to functional capability after an attack? 

How effective are BDAR and other maintenance 
actions in restoring SoS capabilities critical to 
mission prosecution after an attack?  
 

Platform: based on technical risk associated with the 
inability to determine platform capability as the 
result of ballistic damage. 
 

Platform: based on technical risk associated with the 
inability to determine the effect on mission 
prosecution caused by loss of platform capabilities 
as the result of ballistic damage. 
 

Sh
ot

lin
e 

Se
le

ct
io

n 

Crew: based on technical risk associated with the 
inability to predict injury to crew and passengers. 

Crew: based on technical risk associated with the 
inability to predict injury to crew and passengers 
 

Platform:  
• Determine damage to components and 

subsystem loss of function.   
• Map to remaining combat utility via DAL or 

other O3,4 construct. 

Platform:  
• Determine damage to components and subsystem 

loss of function.  
• Map to remaining SoS capabilities by analysis 

and operational-type tests. 
 

Crew:  
• Determine casualties among crew and passengers.
• Map crew incapacitation to remaining combat 

u
 

Crew:  
• Determine casualties among crew and passengers.  
• Map crew incapacitation to platform lo s of 

 confirm remaining SoS 
capabilities by analysis and operational-type 

s
tility via DAL or other O3,4 construct. capabilities and

tests. 
 

D
am

ag
e 

m
en

A
ss
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s
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mediately following an engagement. 

Other maintenance procedures:  Conduct further 
repair to anticipate future mission engagements. 

BDAR:  Determine expedient repairs that can be 
made to restore platform to some level of combat 
utility. 
 

Mission Damage Assessment and Repair:   
BDAR: Determine expedient repairs that can be made 
to restore some platform capabilities during and 
im
 

 

                                                 
*LFT&E considers all known and anticipated threats and uses of the platform.  Unable to examine all scenarios, LFT&E 

focuses on those most likely and those of high interest to decision-makers. One outcome of this is that threats likely to be 
encountered now or in the future in the selected scenarios can be emphasized.  Currently, the LFT&E strategies tend to consider 
all threats that are likely to be encountered in any scenario.  The MMF provides a basis for scenario prioritization in the 
identification of critical issues. 
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and (3) the effectiveness of BDAR in platform restoration.  An MMF-based SoS task-focused 
strategy addresses the same three critical issues, but from a different perspective than that of the 
traditional plat

The t ses on
battle evel 4) or a general abi ned 
to the platform when subjected to current and expe e platform is 
consid
complem at e in 

p ecific mis

tegy focuses on the capabilities of the platform 
within  the ext
curren S’
mission task ).*  Redundancies and interdependencies among SoS platforms are 
consi n

In principle, there is no difference between the two entifying the 
vulne
m pec
quantify the effects of damage on component opera  whether the 
f ission tasks.  The technical risk associated with 
the un po
differ  MMF-based SoS task-focused stra  its SoS perspective (see Shotline 
Select

Both s en
susceptibility of ngers to injury f ivability 
commands high priority regardless of m
i se
e ve es as crit

I nal platform-centric strategy, the LFT&E BDAR focus is on restoring as many 
platfo ma ended 
or alt p
been conducted in the context of a 10 or 15 minute

                                                

form-   centric strategy.

raditional platform-centric strategy focu
field combat utility (L

 the extent to which a platform retains 
lity to complete missions likely to be assig
cted future threats.  Th

ered autonomous, and little consideration is given in the critical issues to the 
entary capabilities of other platforms th
letion of tasks that are linked to sp

are part of the SoS or to the platform’s rol
sions in the joint environment. the com

In contrast, the MMF-based SoS task-focused stra
 the context of the SoS (Level 3) and
t and expected future threats affects the So

s (Level 4

ent to which damage to the platform from 
s ability (Level 3) to complete specific 

dered in the identification of critical issues a d prioritization of data voids. 

strategies in their approach to id 
rabilities of the platform to perforating and no
asic element of an SoS from an LFT pers

nperforating threats.  The platform is the 
tive. Thus, it is necessary to understand and 
tion and subsystem function

ost b

ocus is the single platform or the SoS and its m
certainty of the threat effects on some com nents and subsystems, however, may be 

ent for the tegy with
ion, section 3.2.2). 

trategies are concerned with crew and pass
 the crew and passe

ger survivability, which encompasses the 
 all insults.†  Personnel survrom

ission considerations, and both strategies consider the 
de
ffe

n 

ntif
cti

a traditio

ication of the major causes of crew and pas
ness of personnel protection measur

nger casualties and the evaluation of the 
ical issues.  

rm capabilities as possible to give the com
ernate role, depending on damage.  For exam

nder further use of the vehicle in its int
le, LFT of combat platforms has generally 

 firefight.‡  BDAR assessments have been 

 
*The MMF links tasks of specific missions (Level 4) to the capa

task may be completed by a single platform or a group of platforms.   
†From an LFT perspective, this often involves armor protection and fire/explosion if there are on-board combustibles. 

 or 

tinue the 

bilities (Level 3) that are required to complete those tasks.  A 

‡Traditionally, Army armored fighting vehicles (AFVs) in close combat were analyzed in terms of their ability to continue
escape from an engagement lasting 10 or 15 minutes.  Other timeframes have been used for other types of engagements 
(e.g., interdiction missions) and for other types of ground mobile vehicles, such as trucks and air defense systems.  Army 
helicopters were analyzed in terms of their ability to continue controlled flight long enough to land, return to base, or con
mission. 
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performed to determine whether the crew could effect sufficient repairs to continue the mission
to escape, or to make the platform available for an alternate mission through restoration of some 
of its capabilities.   

, 

pairing 
 platform 

, and even 

l risk 
sualties 

e 

as in which there is little understanding of the effects of ballistic 
d 

port 

m 

—an 
 

typical missions, the APC’s firepower may be of secondary importance, because the primary 
capability of the APC is mobility fo

co

With its emphasis on SoS mission tasks, the mission damage assessment and repair of the  
MMF-based SoS task-focused strategy may extend beyond the activities associated with 
traditional platform-centric BDAR to include a more extensive plan for assessing and re
battle damage and other failures.  For longer duration complex missions in which the
may be involved in several engagements, conventional repair processes may be available to 
effect more complex repairs, restore platform capabilities needed later in the mission
repair reliability failures or nonballistic combat damage (see section 3.2.3 for additional 
discussion). 

3.2.2  Shotline Selection 

Shotlines in an LFT&E program are selected with the objective of minimizing the technica
associated with the inability to predict platform capability and crew/passenger ca
following ballistic interactions.  Shotline selection may differ between the traditional platform-
centric and MMF-based SoS task-focused strategies in cases where data voids are related to th
platform (vs. data voids related to personnel safety).*  Shotline selection differences would 
reflect the distinction between the MMF-based SoS task-focused strategy focus on SoS 
capabilities and the traditional platform-centric strategy focus on the functional capability of the 
autonomous platform.  

With limited time and dollars to devote to LFT, shotline selection requires the prioritization of 
identified data voids—are
interactions on platform capabilities.  In the MMF-based SoS task-focused strategy, the limite
LFT shots must be “spent” to address the most urgent questions of a platform’s ability to sup
the SoS mission tasks.  The technical risk associated with failing to address less critical 
capabilities in an LFT may be acceptable, however, particularly if some data are available fro
component tests or other sources. 

Consider the following examples of two platforms, each with significant firepower capability
armored personnel carrier (APC) equipped with an autocannon and a main battle tank (MBT).  The
role of the autocannon on the APC is to provide self-defense and covering fire for dismounted 
troops and to attack targets of opportunity.  From the perspective of the commander assigned 

r troop transport.  The APC would generally operate with other 
platforms in accomplishing its primary role, and any necessary firepower could be provided by 

mpanion vehicles.   

                                                 
*All LFT&E strategies would be expected to give a high priority to the investigation of data voids relative to potential crew 

and passenger casualties. 

 19



In both the traditional platform-centric and MMF-based SoS task-focused strategies, critical 
issues would include the vulnerability of the autocannon, related fire control, target acquisition, 
and ammunition handling subsystems.  In the MMF-based SoS task-focused strategies, however, 

 
g 

. 

ots 

 example, the MBT, however, not much difference would be expected between the 
elections.  Providing mobile firepower is essentially the only reason an 

nd 

form restoration.   

e 
 

tings.  Quasi-operational tests using companion 
 

n 

e 

            

the technical risk associated with relying on modeling or previously generated and partially
applicable data from other systems relative to firepower issues may be acceptable.  Devotin
precious LFT shots to mobility and crew survivability issues, which are of more interest from a 
mission prosecution perspective, might be a better investment and, overall, of less technical risk

In contrast, the tendency in traditional platform-centric strategies would be to devote some sh
to the firepower capability because the critical sub-issues tend to consider all platform 
capabilities equally important.*   

In the second
two strategies in shotline s
MBT is fielded.  Thus, it would be reasonable in both strategies to devote LFT resources to 
develop a solid understanding of the vulnerability of the main gun, mobility subsystems, a
supporting subsystems. 

3.2.3  Damage Assessment 

The objectives of damage assessment following ballistic interactions in both the traditional 
platform-centric and MMF-based SoS task-focused strategies are to identify (1) platform 
component damage and loss of subsystem function, (2) crew/passenger casualties, and (3) 
expedient repairs for plat

In the traditional platform-centric strategy, component damage and subsystem loss (Level 2) ar
mapped to combat utility (Level 4) through the use of an operations research mapping tool, such
as the DAL.  In the MMF-based SoS task-focused strategy, however, the focus is the capabilities 
of the platform within the context of the SoS (Level 3) and the ability to complete SoS mission 
tasks.  Mapping component damage and subsystem loss of function to the SoS remaining 
capabilities requires analysis and operational-type tests.†  The remaining capabilities following 
an LFT can be determined in laboratory set
vehicles can be used to confirm the usefulness of residual capabilities within the SoS construct or
to develop and validate “workarounds” to complete mission tasks with capabilities remaining 
within the SoS (i.e., damaged platform plus companion platforms).   

Consider the following example.  With the traditional platform-centric strategy, it is commo
practice to catalog the damage to platform components after the LFT firing, determine their 
remaining functionality, and assess the remaining functionality of the subsystems containing th

                                     
*It is recognized that in the traditional platform-centric strategy, more shots may be devoted to certain specific capabilities 

because our knowledge of the vulnerability of those capabilities is less than for others. 

into the laboratory and quasi-operational tests described. 
†Crew incapacity would be mapped first to platform loss of capabilities and remaining platform capabilities.  The results of 

this mapping would be incorporated 
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damaged components.  Determining the remaining subsystem functionality has generally bee
done in a laboratory setting, that is on the LFT pad, on a mobility test course, or at another fixed 
site where there is no attempt to replicate tactical settings or operations.  In a laboratory setting, 
vehicles have been driven on a test track to determine limits of mobility, guns have been fire
and radio transmission or reception tests have been made using other vehicles located at specif
distances from the tested vehicle.  While these tests are useful for determining degradations in 
platform capabilities, they seldom give evidence of the significance of the loss of platform 

n 

d, 
ic 

text of Level 4 combat utility metrics.  For example, a 
 

here are likely to be instances where it is of paramount importance to 
 the degradation or loss of certain platform capabilities within 

icles 
e, 

 a 

s” to accommodate the weaknesses 

s 
s damaged 

identify potential repair complexities induced by the ballistic attack and the parts and skill 
re

 difficult.  Thus, the need 

capabilities from a mission perspective or indicate whether some “workaround” can be devised.  
Unit-level or force-level models are typically used to assess significance, but seldom is there 
experimental verification.  Further, in these simulations, the engaged system is considered either 
fully functional or killed in the con
platform with damage to the main gun is considered to have either full firepower or no firepower
at all.  Seldom is a partial loss of system capability considered. 

In an MMF-based SoS task-focused strategy in which the critical issues focus on the platform’s 
contribution to SoS mission task completion (i.e., vs. a focus on the capabilities of an 
autonomous platform), t
determine the significance of
specific mission settings.  Quasi-operational tests in which one or more SoS companion veh
operate in a tactical setting with the damaged vehicle in accordance with appropriate doctrin
tactics, techniques, and procedures could help determine whether the degradation or loss of
specific capability or combination of capabilities seriously threatens mission success.  Such a test 
could also be used to investigate the viability of “workaround
of the tested platform.  For example, can a companion vehicle provide total or partial active 
protection system support to a platform that can neither track nor fire upon incoming munitions? 

Finally, in the traditional platform-centric strategy, an important part of the damage assessment 
process is identifying the expedient repairs that can be made to restore the platform to some level 
of combat utility.  The BDAR process is essentially the same for the MMF-based SoS task-
focused strategy, except the focus is on restoring platform capabilities that are needed to 
complete current mission tasks.  As noted in section 3.2.1, the complexity and length of current 
combat missions in the SoS environment require more than BDAR to support long-term repair 
considerations.  That is, mission damage assessment and repair assessments in LFT&E program
could provide insights into achieving complex repairs of components and subsystem
in combat through BDAR, as well as insights into accomplishing incremental repairs as the 
mission progresses through the use of other maintenance processes. 

One possible approach is the development of methods (by either the crew or field repair units) to 

quirements needed to effect extensive repairs of those components.  For instance, although it 
may be a rather simple matter to replace a black box, ballistic damage to the sheet metal, the 
attachment fittings, etc., could make replacement of the box much more
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to make ancillary repairs of extensive ballistic trauma increases the overall scope of the repair 
and requires specific parts and skills to effect the black box replacement.    

Insights gathered through MMF-based LFT mission damage assessment and repairs are useful in
repairing and restoring platform capabilities degraded as the result of a spectrum of stimuli, 
including nonballistic events and normal wear and tear over time.  The MMF taxonomy and V/L 
models under development provide a framework for considering (1) the effects of degradation 
components from all causes (e.g., reliability failure, in addition to ballistic damage) on the 
platform capability to complete mission tasks and (2) the ability of the unit to repair or restore 
lost capabilities through expedient repair as provided through BDAR or through the field 
replacement of components in other maintenance actions. 

4. Cost-Effective LFT&E 

 

of 

A structured process for building cost-effective vulnerability assessment strategies and
vulnerability LFT&E programs, based on the MMF, is discussed in this section.  The described
process assumes (1) an LFT&E program (with FUSL LFT in the absence of a waiver) is 
mandated for a single platform that is part of an SoS and (2) operational requirements for the 
platform have established the minimum levels of capabilities required of the platform (as part o
an SoS) to complete tasks linked to specific missions in realistic combat scenarios of the joint 
environment.  Two very important considerations in establishing a cost-effective LFT&E 
program are the risks and costs associated with the assessment process. 

4.1 Identifying the Risks in Vulnerability Assessment 

 
 

f 

 

, 
ager 

Certainly, an important objective of vulnerability assessment is to minimize the likelihood that a
significant vulnerability (i.e., vulnerability resulting in personnel casualties, catastrophic loss of 
the system, or failure to complete mission tasks) will remain undetected in a fielded platform
despite the actions taken during the acquisition process by the contractor, the Project Man
Office (PMO),* the T&E Working-level Integrated Product Team (T&E WIPT),† or the 
independent testers and evaluators.   The risk associated with this likelihood, a vulnerability 
assessment risk, has three elements:  the inherent risk, the control risk, and the detection risk  
(see figure 9).‡

                                                 
*The PMO has the “responsibility for and authority to accomplish program objectives for development, production, and 

sustainment to meet the user’s operational needs (DOD Directive 5000.1, p. 2 [2003]). 
†A WIPT consists of headquarters and component functional personnel who support the materiel developer and focus on a 

particular such as T&E.  The T&E WIPT is a subgroup of the Integrating Product Team and produces both the T&E Strategy an
the T&E Master Plan (TEMP) for the weapon system (Army Regulation 73-1, p. 60 [2004]).   

‡Risk terminology is borrowed from a financial auditing context, although use of terms is not strictly analogous to the 
terminology in auditing contexts. 

d 
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f vulnerability assessment risk. 

ents of vulnerability assessment risk can be described as follows:*

 and 

to 

d the 
 assessment of inherent 

 

, or 
conducted prior to fielding of the system by sources independent of the 

contractor(s) and PMO.  The level of detection risk is managed to a great extent by 
t system testers and evaluators who, having considered the levels of inherent and 

igure 9.  Three elements o

s the susceptibility of the weapon system to material or significant system
erabilities.  Assessing the level of inherent risk associated with a system requires 
ng of the environment in which the system must function, the expected mission(s) 

and the tasks required to ensure mission success, the threats the system is likely 
 the potential mitigating effects provided by other platforms of the SoS and the 
trine of the system users.  Information relevant to the vulnerabilities of similar 
r models of the same system, the complexity of the design of the system, an
nological developments on the system serve as input to the

 the risk that a material or significant vulnerability will not be prevented or 
lyses and tests conducted during the design and production phases of the system 
rvision of the PMO.  An accurate assessment of the level of control risk associated
 system requires an analysis of the elements of the PMO-directed survivability/ 
ssessment program (e.g., design and engineering analysis, experimental testing, 
ing production, etc.) and the critical data voids addressed by this program. 

 is the risk that a material vulnerability will not be discovered by analyses, T&E
 

sociated with a system, determine the nature, timing, and extent of the additional 
 and other activities (including LFT&E) to be performed prior to full-rate 
 fielding.  

                          
material presented in Nelson (2000).   

Risk and Vulnerability AssessmentRisk and Vulnerability Assessment

Minimize risk that a material/significant vulnerability will
exist undetected in a fielded system

Inherent Control Detection

23



4.2 Weighing the Costs of Vulnerability Assessment 

In fielding a system in which the survivability and vulnerability of the system and its crew are 
major concerns, control costs related to vulnerability assessment must be weighed against 
failure-to-control costs (see figure 10).*
 

  

PREVENTION EXTERNAL
FAILURES 

INTERNAL
FAILURES

APPRAISAL /
DETECTION

$

CONTROL COSTS FAILURE-TO-CONTROL COSTS 

•RE-DESIGN

•RE-ENGINEERING

•RETROFIT
• FAILURE TO 

• SYSTEM LOSS 
• PERSONNEL 

CASUALTIES 

COMPLETE 
TASKS/ 
MISSIONS  

Figure 10.  Balancing control costs against failure-to-control costs. 

Control costs, categorized as prevention costs and appraisal/detection costs, are those costs 
incurred in the design, design analysis, and T&E phases of a system with the objective of 
eliminating or reducing the presence of vulnerabilities in the system.  Prevention costs are 
incurred prior to and during the production process to plan for and ensure the expected level of 
conformity among mission needs, operational requirements, design specifications, and the actual 
system produced.†

 

 
‡  

sts 

d 

Appraisal/detection costs are incurred to identify any nonconformity of the system in production
or the completed system to the design specifications, operational requirements, and missions’ 
needs prior to fielding of that system.  Appraisal/detection costs include the costs of LFT&E in
which the system is tested against threats likely to be encountered in realistic combat scenarios.

Failure-to-control costs, specifically internal failure costs and external failure costs, are co
associated with any vulnerabilities that are discovered after production is completed.  Internal 
failure costs include the costs of system or component redesign, engineering changes, an
retrofit—costs that result from addressing a vulnerability discovered after production of the 
system but before the system is fielded.  External failure costs are related to vulnerabilities 

                                                 
*In a manufacturing context, the terms “control costs” and “failure-to-control costs” refer to costs incurred in quali

in which the objective is the minimization
†Methodology assumes that op

ty control 
 of defects in products manufactured and the satisfaction of users’ needs.  

erational requirements for a system have been established on the basis of the capability levels 
needed for mission task completion. 

‡It is acknowledged that realistic threats employed in LFT&E might include overmatching threats or threats not considered at 
the time operational requirements were established.   
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discovered in the system after fielding and include the significant losses associated with 

t.*

osts, appraisal costs, internal failure costs, and external 
sts decreases with increased attention to control activities.  An increase in control 

activities (i.e., design analysis, inspection and testing prior to full rate production) often results in 
an increase in internal failure costs (i.e., the costs to eliminate or reduce the vulnerabilities 
discovered in control activities)† and a much larger decrease in the very significant costs 
associated with external failures.   

The very nature of external failures and the costs attached to them motivate decision-makers to 
consider and invest both time and money in control activities, such as LFT&E.  In the current 
world of limited resources and constrained defense budgets, it becomes important to design an 
LFT&E strategy that insures that the data collected are relevant to the needs of those assessing 
system vulnerability and that the collection process is consistent and efficient, considering both 
time and costs incurred. 

4.3 Ide  in Ballistic Interactions 

r 

essment is needed, as well as the assumptions made in describing the 

e 

f the 

evaluation of the extent to which the interactions of the identified platform and the ballistic 
th

personnel casualties, weapon system damage or destruction, and the failure of the SoS to 
complete the tasks that contribute to the prosecution of the mission in the joint environmen

In general, the total sum of prevention c
failure co

ntifying Data Required for Vulnerability Assessment

To conduct a cost-effective vulnerability LFT&E program, the LFT&E WIPT begins by 
identifying the data required by system evaluators for vulnerability assessment decisions  
(i.e., required data set) and the subset of data required for assessment that are unavailable o
unable to be relied upon (i.e., data voids). 

To identify the required data set for assessment decisions, a clear understanding of the objectives 
of vulnerability ass
assessment methodology.  The vulnerability assessment methodology defined in this report 
assumes that mission decomposition into lower-level tasks (possibly having a necessary start-
completion ordering) has been completed, a relationship between the lower-level tasks and the 
minimum levels of system capabilities needed to complete those tasks has been established, and 
the platforms and SoS that provide the capabilities to complete the tasks have been identified.  
Part of the analysis in which capabilities are linked to platforms includes an identification of th
redundancies and interdependencies among platforms within an SoS.  The methodology also 
assumes that operational requirements for the platform have been established on the basis o
capabilities required for identified mission tasks that are part of realistic combat scenarios.   

Given these assumptions, vulnerability assessment in LFT&E becomes an exercise in the 

reats the system is likely to encounter in combat result in personnel casualties (i.e., personnel 

                                                 
*Costs may be measured in nonmonetary (e.g., crew losses) as well as monetary (e.g., hardware destruction) terms.  
†Failure to remedy vulnerabilities discovered in control activities, because of lack of time or resources, may also result in 

external failure costs. 
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vulnerability) and/or the failure of the system to retain the capabilities that were determin
the time of acquisition to be needed to complete specific mission tasks (i.e., system 
vulnerability).  The operational requirements for the system define the minimum levels of thos

ed at 

e 

nd 
bat 

d 

s 

tems that must be operationally functional (at partial or full level) to 
oS. 

s likely to be encountered in combat. 

ed 

capabilities that must be retained by the system in combat for task completion in specific 
missions and provide the basis for determining the data required for the vulnerability assessment.   

Assessment raises the question (see figure 11), “Will the OWNFOR platform (i.e., system 
assessed) deliver the minimum levels of capabilities identified as needed as part of an SoS a
contribute to the completion of SoS collective tasks, given the interaction with likely com
threats?”*

The minimum levels of capabilities identified in the system’s operational requirements are linke
to specific tasks established in the decomposition of multiple missions.  Given the minimum 
levels of specific capabilities needed to complete critical mission tasks (e.g., capabilities in area
of mobility, firepower, communications, etc.), analysts concerned with the assessment of 
vulnerability seek to identify the following relative to the OWNFOR system:  

(a) Systems and subsys
produce the minimum levels of capabilities needed for task(s) completion within the S

(b) Critical components of the subsystems identified in (a).†

(c) Type of damage (i.e., personnel casualties, catastrophic loss of the system, damage to 
critical components of the system) to the platform expected from the interaction of the 
system within the SoS and OPFOR threat

(d) Extent to which the system and its personnel are vulnerable, given the damage states 
identified in (c) and the critical components of the system identified in (b). 

To provide the data described in the four preceding categories, the following activities ground
in the MMF are suggested:‡§

1. Define the set of initial configurations of the threat(s) likely to be encountered in combat 
and system just prior to ballistic interaction.  This set of configurations selected considers 
the mission objectives, the physical, military, and civil environments of combat, location 
and time, and the users’ DOTMLPF (Levels 5, 6, and 7). 

                                                 
*In a similar manner, lethality assessment evaluates the likelihood that the OPFOR platform(s) is able to supply the 

capabilities at the minimum levels needed to complete the opposition’s tasks, given the interaction of opposition platform(s
OWNFOR munitions (i.e., system assessed). 

†

) and 

A system is composed of subsystems, and each subsystem is a set of components.  Critical components are those components 
that if lost will result in a degradation of one or more subsystem functions, and consequently, a reduction in system capability 
(Ro

nt to the OPFOR threat-target systems must be collected for lethality assessment. 

ach, 1993).  
‡Adapted from material presented in Nelson (2000). 
§Similar data releva
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igure 11.  Assessing capabilities against mission/task requirements.*
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ction (Level 1) 

 interaction. 

ction.  This activity also 
identifies potential for personnel casualties and catastrophic loss of the system.†   

Develop the damage operators expected in ballistic interactions of the system and threa
Consideration would be given to effects of ballistic penetration, including effects of 
fragment penetration and behind armor debris; air blast, ballistic shock, and rico
phenomena; secondary and cascading damage; fire, toxic fumes, and fire suppression 
system; and multiple synergistic damage mechanisms.  The damage operators establis
link(s) between the initial conditions of the threat and system prior to intera
and the damage state vectors of Level 2, representing the system’s physical status 
following threat-system

Determine the specific n-tuple damage state vectors (Level 2) that are mapped from the 
specific points of ballistic threat-system interaction defined in Level 1.  The n elements of 
the damage state vector describe the status (i.e., kill, no kill) of the n number of 
components of the system following a threat-system intera

                                         
gure modified from Tanenbaum and Bray (2005). 

mpletion (i.e., specific number of fully functioning crew rsonnel casualties may also affect the probability of mission co
rs may represent a critical component of system).  
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4. Apply mapping operators or degraded state operators that establish the link(s) between the 
n-tuple damage state vectors (Level 2) that represent the damage states of the system 
following threat-system interaction and the m-tuple capability state vectors (Level 3) that 
represent the capabilities that remain following the interaction.  

5. Compare the capabilities remaining following ballistic threat-system interactions (activity 
no. 4) to the capabilities needed for completion of mission tasks.   Typically, capabilities 
required for task completion will be reported in terms of a Boolean expression, stating the 
logical conditions that must be met for mission task completion.*

6. Recognizing that system capabilities (Level 3) aggregate from subsystems and components, 
compare the specific components that are expected to remain in operation following the 
threat-system interaction (activity no. 3) to the specific critical components that must 
remain in operation to deliver the identified capability levels required for SoS task 
completion.†  After considering redundancies and interdependencies among components 
and among systems in the SoS, this activity identifies component and subsystem 
vulnerabilities that may be critical to completion of mission tasks.  

Data that are unavailable from reliable sources to complete these activities define the data voids, 
the s E program. The LFT&E program 
is designed to fill the data voids identified by comparing the specific set of data required for 
as
sourc es 
withi

4.4 

Cost-
subsy  of 
hardware, and production schedule.  The evaluation of the LFT results and data, as well as 
re t d 
in
opera

4.4.1

The c he links 
between Level 3 capabilities and Level 4 tasks.  At this point, the decompositions of relevant 
SoS missions into lower-level tasks will have been completed, and the relationship between the 
                                                

ubset of the required data set that is addressed in the LFT&

sessment (required data set) to the subset of the required data set available from reliable 
es.  A cost-effective LFT&E program stresses the achievement of assessment objectiv
n the constraints of resources available.  

Collecting Data Required for Vulnerability Assessment 

effective LFT&E programs are designed with an optimal combination of component-level, 
stem-level, and system-level test data, with consideration given to cost, availability

sul s confirming data from supporting program activities (e.g., M&S, CDE) must be presente
 a format useful to decision-makers concerned with accomplishing mission tasks in the joint 

ting environment. 

  Establishing Data Voids in Required Data Set  

onstruction of an effective LFT&E program begins with a solid understanding of t

 
*This assumes that links have been established between the specific tasks identified in the decomposition of multiple missions 

and the capabilities required to complete those tasks.  It is expected that required capabilities will vary among tasks, many tasks 
will require multiple system capabilities, and that expressions of capabilities required to complete tasks will often be written in 
ter  “and” or “or”).  

ment. 

ms of compound conditions (i.e., written with terms of
†Degraded Capability State models that map component level state changes to platform-level capabilities and the ability to 

complete identified tasks are in the early stages of develop
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been ge of 
both 
the S entified minimum levels.  

 

a

 

entified tasks and the minimum levels of capabilities to be supplied by the platform will have 
established (O3,4 in figure 12).  Therefore, assessment planning starts with the knowled
the minimum levels of capabilities required for specific task completion and the effects on 
oS tasks of multiple missions if capabilities fall below specific id

F

T
t

d
v
d
d

 

 

eded: (1) data relevant to Level 1, the initial configurations of system 
nd likely opposition threats; (2) data linking points of system-threat ballistic interaction to 

ing damage state and capability state 

nd 

Combat data relevant to damage mechanisms, system damage, and residual capabilities of 

   

Links (O3,4) between levels
f capabilities required of

platform to
o

igure 12.  Required data set for vulnerability assessment. 

o conduct the six activities, described in section 4.3, that complete the assessment objectives, 
he following data are ne

amage state vectors (O1,2 in figure 12); and (3) data link
ectors (O2,3 in figure 12).  To supply the required data, analysts collect the following types of 
ata from defense databases, including data from other military services; system contractors; a
efense analysis, testing, and evaluation agencies:*

• 
system as associated with the identified threats. 

                                             
*Some data sources are from Army Regulation 73-1. 

complete tasks (Level 3)
and

specific mission tasks of
identified combat

scenarios (Level 4)

L2

Initial configurations of
platform and likely

opposition threats (L1)

L3 L1
L4

Links (O2,3) between
damage state

vectors (Level 2)

Links (O1,2) between
platform-threat interactions

(Level 1)
and

damage
 and

capability state
vectors (Level 3) state vectors (Level 2)
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• Results of prior tests of materials, components, and subsystems of earlier and current 
models of the system or earlier or contemporary models of systems with similar 
technologies. 

• Results of prior system-level tests of earlier models of the system or earlier or 
contemporary models of systems with similar technologies. 

• Advanced technology and concept technology demonstrations. 

• Force development tests/experimentations. 

• Warfighting experiments. 

• Design analyses of the system with consideration given to the new materials and 
technologies incorporated into the system. 

• Engineering analyses and controlled damage experiments. 

• Failure modes, effects, and criticality analyses (FMECA). 

• Modeling and simulation runs that incorporate the system description, threat 
characteristics, and damage mechanisms expected in threat-system interactions.  

• Results of developmental, operational, and production qualification tests. 

If vulnerability assessment is begun early in the acquisition cycle, some of the data included in 
the required data set may be available from the preceding listed sources early in the design 
process of the vulnerability assessment strategy.  Data not available or data for which analysts 
hold little confidence are identified as data voids and form the basis for the design of the LFT&E 
program. 

4.4.2  Establishing Priorities Among Data Voids 

ta 
ed 
 

certainty is acceptable and adopt an 
ap o
objec the Analytic Hierarchy Process (AHP) or 
                                                

In the design of the LFT&E program, limited resources dictate that not all data voids for all 
combat scenarios considered* can be explored and relevant data gathered.  With data needs  
(i.e., required data set) linked to mission tasks through the MMF, decision-makers are able to 
understand more readily the risks of addressing and not addressing individual data voids.  Da
voids not addressed result in a level of uncertainty or risk related to completion of specific link
mission task(s).  Consideration would be given to redundancies and interdependencies between
systems within the SoS in establishing priorities.  

Decision-makers need to determine what level of un
pr priate methodology to prioritize data voids identified from the required data set.  Several 

tive prioritization methods are available, such as 
 

*It is assumed that mission-to-task decomposition has been accomplished prior to the design of the LFT&E program on the 
basis of probable combat scenarios.  Combat scenarios that are only remotely possible but are associated with costly losses may 
also be part of the analyses, if resources are available. 
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Q l
exper

4.4.3  Identifying Alternative Elements of LFT&E Program 

A s nology 
Deve nt and Demonstration and 
P u  
m -level, system-level, and FUSL LFT, as well as 
ot r T, such as developmental and operational 
testing, M&S, design and engineering analyses, CDE, system integration laboratory experiments, 
and other ac   

Plann  acquisition process may increase the number 
of ent activities to be 
comp e feasible and/or more 
ec o FT&E program, test articles, 
such as m
en n es 
requi e 
m rocess when the 

ondary and cascading damage) of platform-threat ballistic interactions on the identified 
†

ta 
on 

a 

ua ity Function Deployment (QFD),* but subjective prioritization of data by those with 
ienced domain-specific judgment is most often the approach employed. 

 co t-effective strategy of vulnerability assessment begins at the Concept and Tech
lopment Phase and continues through the System Developme

rod ction and Deployment Phases of the acquisition process.  Elements of the LFT&E program
ay include coupon, component-level, subsystem
he  activities (i.e., data sources) that support LF

tivities that address the identified critical data voids relevant to assessment decisions.

ing for vulnerability assessment early in the
 options available to address the critical data voids and allow assessm

leted at a time when design or engineering changes are mor
on mical.  For example, in addressing some data voids in an L

ock-ups or replicas, may be used in technical tests to gain insight into design and 
gi eering issues, and these test articles are less expensive than the realistic test articl

red in FUSL LFT.  Other critical data voids (e.g., cascading and synergistic damag
echanisms), however, are unable to be addressed until later in the production p

required hardware for testing becomes available. 

The initial focus of an effective LFT&E program is the selection of plan elements that best 
address the identified and prioritized data voids.  A vulnerability LFT&E program addresses 
those data voids concerned with the specific effects (e.g., ballistic penetration, air blast, ballistic 
shock, sec
platform’s critical components, including its personnel.

Figure 13 provides an illustration of the building blocks (e.g., FUSL LFT) of an effective 
LFT&E program.   Construction of the program requires consideration of the (1) potential da
sources or program elements (e.g., component-level LFT, CDE), (2) relevant ballistic interacti
effects (e.g., fire, blast) that must be explored in vulnerability assessment, and (3) prioritized dat
voids relevant to critical components (e.g., identified as X and Y in figure 13).  
 

                                                 
*A description of AHP and QFD and a discussion of the applicability of these tools to group decision-making can be found in 

references (Hauser and Clausing, 1998, pp. 68–73; Nelson, 1997; Saaty, 1994, 1995). 
†Although LFT&E tends to focus on the effects of damage mechanisms on a platform’s critical components, unexpected 

per

nship. 

formance results (i.e., Level 3) have also been identified as the outcome of an LFT event.  Unexpected performance 
consequences may result from the surfacing of an unanticipated damage mechanism, or, more typically, from an insufficient 
knowledge or understanding of an O2,3 mapping relatio
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igure 13.  Choosing elements to address data voids in LFT&E program. 

tical 
 

f elements.  Before adopting any one 
ance 

 

the LFT&E program and the activities that are 
as part of each element is the starting point for both estimating the cost of an LFT&E 
ior to plan implementation and/or computing and reporting the total cost of the 
st-implementation.   

 between alternative elements (i.e., elements that are able to address the same cri
o include in an LFT&E program, consideration is given to (1) the capacity of each
address the critical/prioritized data voids, (2) the time constraints of the assessment 
3) the production schedule and availability of system hardware, and (4) the costs 
 the execution of each element and the group o
signers of the LFT&E program must consider the tradeoffs among the perform

ity of elements to address data voids) of elements chosen, cost, and schedule, as well
that level of uncertainty associated with each element’s capacity to provide the 

 within the time constraints of the assessment process at the identified cost— 
with the combined group of assessment elements.*

on of the individual elements of 

                               
ethodology proposed in this report incorporates many of the characteristics of the Cost as an Independent 
) Methodology as explained in Nelson (2000).   
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5. Measurement and Reporting of Costs 

Cost is an important consideration in both the design of the LFT&E program (i.e., elements 
selected for LFT&E program) and the design of the individual elements of the LFT&E program, 
such as FUSL LFT.  A typical LFT&E program has a building block approach, beginning with 
coupon and component-level LFTs, proceeding through subsystem and system-level testing, and 
culminating in the FUSL LFT.  In this section, the costs of FUSL LFT&E* are examined, but it is 
proposed that this methodology is equally applicable to the analysis of the cost of other elements 
of the LFT&E program.  The identification and measurement of costs according to a consistent 
methodology is a requirement for valid comparison of alternative elements of an LFT&E 
program. 

5.1 Implementation of Activity-Based Costing 

The first step in computing the cost of FUSL LFT&E, an element of an LFT&E program, is the 
identification of the components or activities of FUSL LFT&E and the adoption of a 
methodology for the measurement of the costs of those identified activities.  Activity-based 
Costing (ABC), a methodology that focuses on activities as the basic cost objectives, is
suggested as an appropriate methodology to cost FUSL LFT&E.   

Employing ABC methodology, the cost of FUSL 

 

LFT&E is determined by summing the direct 
material costs associated with FUSL LFT (i.e., costs of test assets) and the indirect costs of the 
resources consumed in the cross-functional FUSL LFT&E activities.†

Implementation of ABC in costing FUSL LFT&E requires the following:‡

• Identification of all direct materials used or consumed (i.e., test assets) in completion of 
FUSL LFT. 

  Example:  Direct materials include test articles, spare parts, munitions, and targets.§

                                                 
*The cost of FUSL LFT&E includes the cost of the evaluation that follows the FUSL LFT.  The evaluation is based on the

data gathered in the FUSL LFT, as well as d
 

ata from component-level and subsystem-level LFTs, analyses, experiments, M&S, 
and other relevant data-gathering activities. 

†Direct costs typically include costs of materials and labor that can be traced in an economically feasible manner to a cost 
objective.  Indirect costs are costs that cannot be traced to the cost objective in an economically feasible manner and must be 
assigned through an intermediary link that is identified by the cost methodology employed. 

‡For a more detailed analysis of the costs of U.S. Army FUSL LFT&E activities, see Nelson (2000).   
firing §Threats investigated could include gun-fired projectiles, missiles, rockets, and mines requiring a variety of launching/

capabilities (DA Pam 73-1). 
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• Identification of all activities, as well as sub-activities, that consume resources in FUSL 

  Example:  Activities in FUSL LFT&E include planning, M&S, execution of FUSL LFT, 

 

tification of the type and quantity of each resource consumed by each sub-activity of 

b-activity 

 
 instrumentation or test range, 

as appropriate.  Data relevant to materials and labor used in the protection of the 

 of an activity.  

r each skill and average wage rate/hour established for the identified skill.  

resources (e.g., labor, materials, equipment usage) consumed in that sub-activity. 

• Computation of the total cost of each activity that consumes resources by summing the cost 
of all sub-activities identified as components of that activity. 

    

LFT&E.*  

documentation of test results, and evaluation.   

  The M&S activity includes the sub-activities of model extension/expansion to incorporate
the test article, munitions, target(s) of interest, and damage mechanisms not previously 
included in the model, as well as improvements in damage mechanisms already part of 
the model; model verification and validation of existing models; exercise of model in 
preshot predictions and reruns of preshot predictions; and provision of full-view V/L 
estimates for use in evaluation. 

• Iden
each identified activity, as appropriate.†

  Example: Resources used in the test execution activity of the FUSL LFT on a test range 
include labor, equipment, and test range facility use.  Data gathered for each su
of the test execution activity include the hours worked by each specific level of skill 
required to complete the identified sub-activity, the type and pattern of use of the
instrumentation employed,‡ and the materials consumed by

environment and security of test assets, as well as in the repair of test assets, would also 
be collected.§

• Computation of the costs of all resources consumed by each sub-activity

  Example:  Cost of labor of personnel engaged in specific sub-activities of the test 
execution activity is computed by summing the respective products of estimated hours 
projected fo

  Computation of the total cost of a sub-activity requires summation of the costs of all 

                                             
*In the context of ABC, the term “activity” is used to define the discrete unit of work for which costs are to be identified, and 

components of the activity are identified as sub-activities or tasks.  In this report, the term “sub-activities” is used to avoid 
con

le FUSL LFTs).   
r material repair costs 

ma e 
 to test asset. 

fusion with military “tasks,” the fundamental building blocks of missions. 
†In implementation of ABC, not all sub-activities are identified and costed in detail, as explained in section 5.3. 
‡Pattern of use describes how the equipment is used (e.g., for single FUSL LFT or multip
§Some materials used in repair of test assets may be classified and reported as direct materials, but othe
y be classified and reported as part of the costs of the activities with which they are associated.  Classification is related to eas

with which cost can be traced
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• Computation of the cost of FUSL LFT&E element by summing the identified direct costs
and the tota

 
l costs of individual activities required for conducting FUSL LFT&E. 

T
individ  is that ABC provides a means to weigh 
th  v
af ords
and are
added b
elemen
things?
1991). 

U e
expected outputs of the activities akers an opportunity to monitor and manage 
th  pe
and to 
activiti SL 
LFT&E sub-
activiti
activiti on that 
must b  
the acti T&E program element such as FUSL LFT&E. 

5.

F SL d), 
(2) the 
vulnera
2000).  

5.2.1  C

T  c
and th y the choice of the alternative 
reporting value chosen for the cost of the test article(s).   

Alternative reporting values for test articles used in FUSL LFT include (1) the cost of replacing 
th

re .   

It 

he advantage of employing ABC to cost the elements of an LFT&E program, as well as the 
ual activities and sub-activities of each element,

e alue added against the costs incurred for each element, activity, and sub-activity.  ABC 
f  the framework to identify elements, activities, and sub-activities that are non-value-added 

 able to be eliminated as well as elements, activities, and sub-activities that are value-
ut are able to be made more efficient.  In other words, ABC allows a person to look at 

ts of an LFT&E program both from a strategic viewpoint, “Are we doing the right 
,” and from an operational viewpoint, “Are we doing things right?” (Cooper and Kaplan, 
  

nd rstanding an element’s activities and sub-activity components, including the inputs and 
, affords decision-m

e rformance of the activities, consider the resources used in the completion of the activities, 
eliminate, redesign, and improve both activities and sub-activities contributing to those 
es.  Determining the cost of conducting an element of an LFT&E program, such as FU
, appears straightforward — implement an ABC system, compute the costs of the 

es of the activities of the element, and sum the costs of test assets and the identified sub-
es across activities.  There are, however, some complexities in ABC implementati
e addressed in the measurement and reporting of the costs of the test assets and the cost of
vities of an LF

2 Complexities in Costing Test Assets 

U  LFT test assets include the following: (1) the test articles (i.e., weapon systems teste
spare parts provided for the test articles, (3) the munitions fired (i.e., applicable to 
bility tests), and (4) the targets fired upon (i.e., applicable to lethality tests) (Nelson, 

ost of Test Articles   

he osts of test articles have been accounted for in various ways in completed LFT programs, 
e total costs of FUSL LFT&E may be significantly affected b

e test article with an article identical to the original article  (i.e., replacement cost), (2) the cost 
of returning the test article following FUSL LFT to its condition prior to FUSL LFT (i.e., 

storative cost), or (3) the cost of acquiring the original test article (i.e., historical cost)

ca riginal 
condition) is the most appropriate value to use to report the test article cost if (1) the test article is 

n be argued that the restorative cost (i.e., the cost to return the test article to its o
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in s
(3) th ss of 

e 

 

f 

.g., 

on in comparative analyses of assessment plans and in future budgeting activities.   

., historical cost) is generally reported as the cost of 
uld include a description of the contract agreement.  

in 

ts or targets used in vulnerability tests are often acquired in prior 
es with other agencies.  It may be difficult to obtain an historical 

 

 with the relevant range of values for 
 

 a alvageable condition following testing, (2) the restorative cost is able to be estimated, and 
e restorative cost is the smallest of the three proposed alternative values.  Regardle

whether or not the test asset is restored, the restorative cost is a cost of testing.  If the restorativ
cost is higher than one or both of the remaining alternative values or the test article cannot be 
restored, it is suggested that the lower of the alternative values be reported as the cost of the test
article.*  

All available alternative values for costing the test article should be disclosed and made part o
the database available to those budgeting for the FUSL LFT of future systems.  The 
computations supporting reported values, including any amounts attached to these costs (e
engineering support costs), should be explained in full to facilitate the processing of this 
informati

5.2.2  Cost of Spare Parts 

The cost of spare parts for the test articles needed in the execution of the FUSL LFT is not 
always easy to identify.  For example, the contractor may agree to supply spare parts as needed 
for a fixed cost in a test system support package that is part of a larger contract, such as an LRIP 
contract. The attachment of the support package to the LRIP contract may make it difficult to 
report an accurate line item for spare parts.  In other cases, spare parts may be supplied by the 
contractor, and a contract modification following the completion of the FUSL LFT accounts for 
parts required of the contractor during the testing phase.  In still other cases, U.S. Army testers 
acquire parts from Army depots. 

The cost incurred at the time of purchase (i.e
spare parts, and the reporting of this cost sho
Disclosure of the spare parts used vs. spare parts purchased and related costs may prove useful 
planning of subsequent FUSL LFT events.  

5.2.3  Cost of Munitions and Targets 

Munitions used in lethality tes
combat or in nonmonetary trad
cost or to estimate a replacement cost for the munitions used in lethality tests or the targets used
in vulnerability tests.  A complete accounting of the costs of test assets, however, would include, 
if available, (1) the estimated cost of the munitions/targets
that estimated cost or a disclosure of the inability to estimate the cost for identified assets, (2) the
cost of transportation of targets to test ranges, and (3) the cost to repair target for intended use or 
repair following test use, if appropriate. 

                                                 
*The term “restorative cost” is used to describe the limited situations in which a test asset is able to be restored to its ori

condition.  If a test article is restored to less than its original condition, the test asset will likely not be fielded because of the 
potential weakness from the damage incurred in testing.  The test asset cost may then be reported by the alternative replacement 

ginal 

or historical cost less the net salvage value of the restored test asset (i.e., restored value less cost of restoring). 
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5.3 Complexities in Costing Activities 

There are several questions that must be addressed prior to costing activities in the 
implementation of an ABC methodology.  First, how is an activity defined?  Most ABC authors 
agree that an activity requires a verb (i.e., action) and a noun (result) that characterizes the 
activity as a process, such as conduct preshot predictions or participate in LFT&E WIPT,* and 
must represent a significant level of expenditure (Brimson and Antos, 1994).  Complexities arise, 

h 

SL 
 

s required in costing task components of identified activities?”  
Delineating activity breadth and depth in ABC implementation requires an understanding of how 

bjective of decision-makers, and secondary activities as those 
that create the environment that allows the primary activities to be performed.  Primary activities 

r air system FUSL LFT&E program results in 
activities in many agencies, including the Office of the Director, Operational Test and Evaluation  

ector, Operational Test and Evaluation, Live-Fire Testing 

bility/ Lethality Analysis Directorate (ARL SLAD), 
Aberdeen Test Center (ATC) and other test centers, U.S. Army Materiel Systems Analysis 

however, in defining the activity breadth and activity depth within an ABC implementation, suc
as in the costing of the activities of FUSL LFT&E. 

In the implementation of ABC for the FUSL LFT&E element, activity breadth is identified by 
addressing the question, “What scope of activities should be included in the costing of FU
LFT&E?”  Defining the activity depth in ABC implementation provides answers to questions
such as, “How much detail i

decision-makers plan to use the activity cost data supplied by ABC analysis. 

Assuming the purpose of ABC implementation is the production of reliable, comparable 
(i.e., across alternatives), and consistent (i.e., across periods) cost data for purposes of making 
strategic and operational decisions, it is helpful to identify activity breadth by categorizing the 
LFT&E program element’s activities as primary or secondary relative to the decision-makers’ 
proposed use of the ABC data.  Primary activities would be defined as work efforts that are 
directly associated with the cost o

would receive priority in ABC implementation with secondary activities included if decision-
makers’ needs so dictated.   

In reality, conducting a U.S. Army ground o

(DOT&E), the Office of the Deputy Dir
and Missile Defense (DDOT&E [LFT]), the Office of the Deputy Under Secretary of the Army 
for Operations Research (DUSA [OR]), the Office of the Deputy Chief of Staff for Intelligence 
(DCSINT), the U.S. Army Medical Research and Materiel Command (MRMC), the U.S. Army 
Training and Doctrine Command (TRADOC) including the U.S. Army Ordnance Center and 
School  (USAOC&S) and the U.S. Army Transportation Center and School (USATC&S), the 
U.S. Congress and its subcommittees, analysis groups utilized by the aforementioned offices 
(e.g., Institute of Defense Analysis), U.S. Army Developmental Test Command (DTC), 
U.S. Army Research Laboratory Surviva

                                                 
*The LFT&E WIPT, a subgroup of T&E WIPT, is formed to coordinate planning of LFT&E program.  The group is chaired 

by the system evaluator. 
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Activity (AMSAA), U.S. Army Evaluation Center (AEC), and the PMO associated with the 

 
oyed 

tation for the costing of FUSL LFT&E.  As 
e 

med 

cy measures and 
agency 

e so 
 

 
s. 

 

ample, 

osts 
of specific services performed by personnel of that agency.  Although single agencies may apply  

 

specific weapon system tested. 

To make a valid comparison of the costs of LFT&E elements, decision-makers must be provided
with cost data that are identified and measured according to a consistent methodology empl
across assessment plans and elements of the plan.  For each plan element, the breadth of 
activities and depth of sub-activities included in implementation of ABC must be identified.  
Table 2 shows one possible combination of the activities, sub-activities, and resources consumed 
in activities that may be selected for ABC implemen
shown in this table, the breadth of implementation is defined by seven primary activities, and th
depth is limited to the separate costing of sub-activities for three of the seven activities.  

In addition, for each resource consumed, the methodology used in computing the cost must be 
described.  Referring again to table 3, it can be seen that labor is a significant resource consu
in all FUSL LFT&E activities across all agencies.  In accounting for the labor costs of employees 
engaged in activities in an agency, it is important to understand how that agen
reports its labor costs.  For example, are overhead administrative costs of the employee’s 
attached to direct labor hours?  Are labor costs based on the actual hours worked or the hours 
estimated to be needed for the required service?  

In situations in which there are alternative ways of measuring the costs of an activity, the 
measurement method employed should be identified and described.  Allocated costs should b
identified, and the bases of allocation or the rates used in allocation should be fully explained.  In
addition, information that allows the decision-maker to compute the costs in an alternative 
manner should be disclosed.  This allows uniformity to be established in reporting costs across
systems, agencies, and period

5.4 Complexities in ABC Implementation for LFT&E Programs 

Costing the elements of LFT&E programs, under an ABC methodology, requires a firm grasp of 
the activities and sub-activities that define the program’s elements and reliable cost data relative 
to the resources employed in conducting those activities and sub-activities. Comparing the costs
of LFT&E program elements conducted by different agencies requires the establishment of 
guidelines or standards for measurement and reporting of those costs. 

Currently, the costs of the elements of the LFT&E programs, as well as the costs of the 
individual activities of the elements, are determined in conversations between the PMO, the 
LFT&E WIPT, and the agencies responsible for conducting the program element.  For ex
the costs of conducting M&S activities are identified in a dialogue between SLAD and PMO 
personnel.  Some agencies engaged in LFT&E efforts use a variant of ABC to measure the c
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Table 2.  Activities, sub-activities, and resources consumed in FUSL LFT&E. 

Activity  
to Be Costed 

Sub-Activities 
 to Be Costed 

Resources Consumed in Activity*

Meetings of LFT&E Working 
Integrated Product Team 
(LFT&E WIPT) 

— 
Labor hours of team members 

Modeling and Simulation Extension or expansion of existing 
models 

Verification and validation of models 
to be used in FUSL LFT&E 

Exercise of models in pre-shot 
predictions; reruns as needed 

Provision of full-view V/L estimates 
for use in the FUSL LFT evaluation 

Labor hours of those engaged in 
extension, verification, and validation of 
models 
 
Labor hours of those engaged in exercise 
of models in pre-shot predictions 
 
Labor hours of those providing full-view 
V/L estimates 
 
Materials used in M&S, as needed 

Development of LFT&E Event 
Design Plan (EDP) — 

Labor hours of lead in preparation 
 
Labor hours of other LFT&E WIPT 
members 

Writing of Detailed LFT&E 
Test Plan (DTP) — 

Labor hours of tester/preparer of plan 
 
Labor hours of reviewer of DTP, when 
applicable 

Performance of FUSL LFT Setup and execution of FUSL LFT, 
including instrumentation  
 
Operation, maintenance, and repair of 
test assets; target repair and 
maintenance 
 
Battlefield damage and assessment 
and repair 
 
Damage assessment and casualty 
assessment 

Labor hours of those engaged in: 
planning, training, setup, execution of 
FUSL LFT 
 
Labor hours of those engaged in 
preparation of test range, BDAR and 
damage and casualty assessment 
 
Materials (not test assets) & equipment 
used in FUSL LFT; materials used in 
protection of environment 
 
Test facilities used  

Preparation of Documentation Preparation of damage assessment 
shot records 
 
Preparation of detailed damage 
assessment report  
 
Preparation of detailed test report 
(DTR) 

Labor hours of preparers of shot records, 
detailed damage assessment report 
 
Labor hours of lead in DTR and 
DTR contributors/reviewer  

Preparation of the System 
Evaluation Plan (SEP) and 
Independent System Evaluation 
Report (SER) (FUSL LFT 
evaluation is a component) 

— 

Labor hours of preparers of SEP and 
SER 

                                                 
*Costs of facilities and equipment (including computers) used for completion of LFT&E and non-LFT&E activities may be 

allocated to LFT&E activities in full ABC implementation. 
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consistent accounting principles (e.g, rules for cost allocation) across platforms and periods in 
costing the sub-activities and activities performed by that agency, there is little uniformity in 
measuring and reporting costs across agencies and Services (Nelson, 2000).  This lack of 
uniformity makes it difficult to compare the costs of alternative elements (i.e., elements 
completed by different agencies) considered in the design of LFT&E programs. 

In addition, there is no common database that currently exists to collect LFT&E program cost 
data across single or multiple Services in a format that would be useful to test planners. The 
establishment of such a database would require the identification of:  

• Specific data to be collected and reported (e.g., include only cost data that are the 
responsibility of the PMO†; include cost data for specific identified activities and sub-
activities). 

• Acceptable cost data sources to be used for costs reported. 

• Acceptable methods for the measurement of costs, including the allocation of costs. 

• Acceptable format for reporting data (e.g., level of aggregation of costs). 

Contributors to the database would be required to: 

• Report data according to guidelines provided and explain incomplete or missing data. 

• Disclose cost measurement and allocation methods used, including bases for allocation, if 
alternative methods are acceptable.  

The ability to share activity cost data across systems is one of the benefits of using the ABC 
methodology to cost elements, activities, and sub-activities of an LFT&E program.  For example, 
the cost of performing a sub-activity that is common to the test execution activity of multiple 
platforms does not need to be recomputed for each system.  Minor changes in the sub-activity 
from one platform to another (e.g., changes in wage rates) requires only minimal modifications 
to the initial cost computations made for the first system.   

Identifying the costs of activities and sub-activities performed in the completion of LFT&E 
programs, the proposed data base would provide data useful for the: 

• Building of cost estimation models for budgeting the costs of future LFT&E program 
elements.  

• Assessment and improvement of the operational efficiency of LFT&E program elements, 
activities, and sub-activities.

                                                 
†Thus, the costs expended by AEC in evaluation and the costs incurred by USAOC&S (other than travel, which is reimbursed 

by PMO) in BDAR analysis and participation in damage assessment would not be included. 
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• Design of more cost-effective LFT&E programs by weighing the value added against the 
costs incurred in completing LFT&E program elements, activities, and sub-activities.  The 
ABC methodology allows the identification of the incremental costs incurred with the 
addition of specific test activities designed to address particular data void(s).  Incremental 
benefits expected from additional tests would include a more complete understanding of 
platform vulnerability possibly leading to product modification or changes in military 
strategy. 

6. The Way Ahead 

This research effort builds on the work of two earlier studies, published by ARL, in which the 
impacts (i.e., costs, benefits, and risks) of LFT&E programs are addressed.  The first publication 
(Deitz et al., 1996) reported the results of the SLAD/AMSAA effort to develop a methodology 
that would quantify the advantages and disadvantages of conducting FUSL LFT as an element of 
an LFT&E program.‡  Deitz et al. (1996) reviewed the V/L process and V/L assessment models 
and discussed the merits and limitations of four different risk-benefit analysis methods, all in 
early stages of development. 

The second ARL publication (Nelson, 2000) described the activities of the FUSL LFT&E of 
three different weapon systems, identified the cost components of those activities, and proposed 
the ABC methodology for measuring and reporting the costs of LFT&E programs.  Contributions 
of FUSL LFT&E to a V/L assessment strategy were described, and suggestions for improving 
the cost-effectiveness of FUSL LFT&E concluded the report. 

Although acknowledging the contributions of prior LFT&E programs in the areas of system 
design, personnel survivability, and development and validation of analytical models, this effort 
recognizes that the variety of threats and combat landscapes facing today’s warfighter and the 
increased sophistication of platforms operating within a system of systems context in an 
integrated and information-centric battlefield suggest the need for a new look at how LFT&E 
programs are conducted.  Specifically, it identifies changes that might lead to a more efficient 
and effective LFT&E process, providing decision-makers with more relevant and reliable 
information for the dollars expended. 

An MMF-based SoS task-focused LFT&E strategy is proposed to replace the traditional 
platform-centric strategy that emphasizes the functional capabilities of the autonomous platform.  
The MMF-based SoS task-focused strategy focuses on the extent to which the platform retains 
those capabilities needed for completion of SoS tasks and the ability of the SoS to complete 
current and future mission tasks in the joint environment.
                                                 

‡The study, commissioned by Mr. Walter Hollis, the Army Deputy Under Secretary for Operations Research, was tasked to 
develop a methodology to improve the LFT waiver process. 
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The MMF provides the foundation for the identification of the critical issues and the design of 
the LFT program to address the prioritized data voids, as well as the design and execution of the 
evaluation.  Consideration is given to redundancies and interdependencies between 
complementary platforms within the SoS, and the importance of communications across systems 
is recognized.  The MMF-based SoS task-focused strategy provides the opportunity to use test 
assets (i.e., hardware, range time, and expertise) to address V/L issues of paramount importance 
to the unit's ability to complete its mission.  Because the MMF provides a task-organizing 
process that links mission tasks, capabilities, and available resources, decision-makers are able to 
understand more readily the risks in specific scenarios of addressing and not addressing 
particular data voids. 

Critical issues emphasize recoverability in the MMF-based SoS task-focused strategy, with the 
perspective now directed toward SoS operations in the joint environment.  This new perspective 
would be expected to result in modifications to shotline selection and damage assessment, as the 
focus expands to include the long-term, as well as short-term, needs for SoS capabilities.  It 
allows a realistic assessment of technical risk associated with foregoing test shots that may be of 
interest at the platform level but are not critical to understanding SoS effectiveness.  In a roll-up 
of platform LFT program results to the SoS level, decision-makers are provided with a better 
grasp of the ability of the unit of operation to complete tasks to standards under given conditions 
and the risks associated with alternative courses of action.  LFT results are analyzed and 
evaluated not only in terms of the platform and warfighter, but also in terms of network-enabled 
warfighting, information, and interoperability.  

With consideration to the costs and risks associated with vulnerability assessment, a structured 
process for building cost-effective LFT&E programs in an MMF environment is presented.  This 
process includes the identification and prioritization of data voids and the selection of the 
optimal program elements for addressing those voids, considering time, production schedule, 
hardware availability, and cost.  ABC is proposed as the appropriate methodology for costing the 
individual elements and activities of an LFT&E program.  ABC provides a framework for the 
decision-maker to view LFT&E program elements from both strategic and operational 
perspectives, addressing the respective questions, “Are we doing the right things?” and “Are we 
doing things right?” (Cooper and Kaplan, 1991).  It affords the means for eliminating non-value-
added elements and activities and seeking ways to make value-added elements and activities 
more efficient.  There are, of course, complexities in ABC implementation, and suggestions for 
addressing those complexities are discussed. 

Although not proposing modifications to the process of executing LFTs, the described 
methodology does propose significant changes to the process of planning for and evaluating the 
results of LFT&E programs.  Implementation of a cost-effective MMF-based SoS task-focused 
approach to LFT would require:
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• The integration under the MMF of the efforts of acquisition, requirements, M&S, T&E, and 
training communities within and across Services, achieved only through the support of top 
levels of defense administration.  

• The allocation of resources to the appropriate Service divisions to ensure the availability of 
test assets, including hardware, testing facilities/ranges, and people with the levels of 
expertise needed for the planning and evaluation processes of the proposed LFT&E 
programs. 

• The construction of platform operational requirements based on the capabilities needed for 
the completion of multiple tasks of multiple missions. This construction requires the 
definition of a set of platform-appropriate missions with links established between mission 
tasks and the levels of capabilities required to complete those tasks.§ A significant 
challenge to this endeavor will be the definition of capabilities needed by a platform, as a 
component of an SoS, in scenarios in which some or all SoS components are operating at 
less than their full capacities. 

• The identification and measurement of the costs of LFT&E elements, according to a 
consistent methodology that allows the value added in completing LFT&E program 
elements to be weighed against the costs incurred in conducting those elements. 

Although implementation issues may appear daunting, there are efficiencies to be gained by the 
sharing of information between those responsible for the design of the weapon system, the 
assessment of system V/L, the training of system users, and the repair and maintenance of the 
system.  Understanding the mission and associated SoS tasks is the basis for understanding how 
users rely on the platform—the foundation for building cost-effective acquisition, T&E, training, 
and maintenance programs.  Currently, MMF models that link mission tasks to capabilities are in 
the early stages of development.  These models are expected to provide a foundation for the 
construction of operational requirements for a system, as well as for the assessment of the V/L of 
that system operating within an SoS environment. 

In conclusion, it is important to recognize the significance of the LFT&E program to the total 
T&E strategy.  The objective of a T&E program is to facilitate the measurement and assessment 
of the effectiveness, suitability, and survivability of platforms relevant to their contributions to 
the SoS.  It follows, therefore, that an LFT&E program needs to be designed and conducted to 
ensure the efficient collection of reliable, relevant data in a format that allows evaluators to 
assess the capabilities of the platform and the SoS, of which the platform is a member, to 
complete identified SoS tasks in tactically realistic scenarios following ballistic interactions.  The 
MMF provides a valuable structure for both the design of LFT programs and the evaluation of 
LFT results. 

                                                 
§A sufficiently large and representative set of mission scenarios will be needed to satisfy operational requirements and T&E 

decision-makers, as well as the user community. 
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