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Abstract— In vehicular ad hoc networks (VANET), it is possible Communication val
to locate and track a vehicle based on its transmissions, during Communication
communication with other vehicles or the road-side infrastruc- Vehicle\
ture. This type of tracking leads to threats on the location privacy o ) —
of the vehicle’s user. In this paper, we study the problem of e —/ \ @ 5
providing location privacy in VANET by allowing vehicles to
prevent tracking of their broadcast communications. We first, A -
identify the unique characteristics of VANET that must be Access sipad
considered when designing suitable location privacy solutions. "™ L wired Network
Based on these observations, we propose a location privacy @
scheme called CARAVAN, and evaluate the privacy enhancement 5'3
achieved under some existing standard constraints of VANET 2
applications, and in the presence of a global adversary. Servers
Fig. 1. lllustration of inter-vehicle communication and the components
|. INTRODUCTION involved. The circles indicate communication between the enclosed nodes.

Vehicular ad hoc networks (VANET) enable vehicles tanonymous access to LBS applications, and show when such
communicate among themselves (V2V communications) aadsolution can preserve a vehicle user’s privacy.
with road-side infrastructure (V2I communications). Such net- The rest of the paper is organized as follows. Section
works present various functionalities in terms of vehicular describes the VANET system model and the adversary
safety, traffic congestion reduction, and location based servig@del considered, and presents the unique constraints of
(LBS) applications. Recognizing the potential of VANETVANET. Section Ill describes the proposed location privacy
there has been concerted efforts [1], [2], [3] to networknhancement scheme. Section IV evaluates the performance
vehicles. However, many challenges including the security aofithe proposed solution. Section V covers the related work,
privacy issues remain to be addressed [4], [5], [6]. and Section VI presents our conclusions.

The unique requirements of maintaining liability of vehicles
involved in accidents, and ensuring the safety rendered by
the communication between vehicles, challenge the network .
connectivity, privacy, and certain security aspects (discussed VANET System Model and Assumptions
later in Section 1lI-D) in VANET. Moreover, advances in Fig. 1 illustrates a typical VANET that consists of vehicles,
localization and tracking techniques enable accurate locatiaocess points on road side, and a collection of location servers.
estimation and tracking of vehicles in VANET. By tracking a/ehicles move on roads, sharing collective environmental
vehicle, it becomes possible to identify the locations visited bgformation between themselves, and with the servers via
the vehicle, thereby, breaching the privacy of the user of tlagcess points.
vehicle. Furthermore, the location tracking information about a Fig. 2 illustrates a detailed view of our system model. A
user can be misused by an adversary. Additionally, identifyinghicle is enabled with on-board communication unit for V2V
the LBS applications accessed by a vehicle, provides privated V21 communications, and sensor (for example, GPS) and
information of the vehicle's user. database units to collect environmental information (for exam-

In this paper, we address thgoblem of allowing any ple, location, vehicle speed, tire pressure). The communication
vehicle to be able to achieve unlinkability between two or mommit of the access points are call&bad Side Units (RSU)
of its locations in the presence of tracking by an adversarwhich are connected ttocation serverby a wired network.

For developing a suitable solution, unlike previous approach€ke location server records all thecation dataforwarded by

for location privacy in mobile networks (see Section V-C), wéhe RSUs, and processes the data together with information
account for the constraints posed by vehicular mobility arftbom other data sources for example, vehicle manufacturers,
vehicular applications in VANET (see Section II-D). police, traffic management center, weather information center.

Contributions of this paper are the following. (1) We identifyThe location server also provides an interface forltdmation
that thegroup navigatiorof vehicles can be used for providingbased Service Providers (SRh addition, a trustedRegistra-
location privacy in VANET. (2) We propose a location privacyion Authority (RA)provides authentication and authorization
scheme calle@ARAVAN that combines the group navigatiorservice to both vehicles and LBS providers.
with a random silent period enhancement technique, to miti-As in [2], [5], we assume that a suitable public key
gate tracking of a vehicle. (3) We leverage the group to provid@rastructure is available in the VANET. Before joining the

Il. SYSTEM MODEL
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Trusted entity The probe vehicle dataepresents a class of V2| communi-

Vehicle Aoty (RA) cation based applications that monitor traffic and road condi-
Semi-Trusted entity tions by collecting information from vehicles that are equipped
v o D Scioss with short range ra.dio (e.g. DSRC, 802.11p) or existing Io_ng-
o communicgtion Manufacture) range communication devices (e.g. cellular network). Vehicle
Venicle | probe data may include vehicle identity, route segment identity,
ongowd | | va |\ meadsieume| | I|nk_t|me ar_ld location, the operational status of the probe
Unit (OBU) || communication (RSU) vehicle equipment, and any other data that can be measured
\ and communicated by the vehicles. The RSU sends probe data
L;can_oL Based requests over a capture range [8], and vehicles in the capture
Provider 6P range reply to the requests. The period between broadcasts
Untrusted entity of probe replies from vehicles depends on the requirement of
applications. For example, according to [9], a typical broadcast
Fig. 2. lllustration of an inter-vehicle communication system. interval of probe data for real time congestion estimation is

three minutes when probe car volume is 1 vehicle/min.
LBS applicationshave been proposed for mobile networks.

VANET, each vehicle registers with the trusted RA. We alsppege applications obtain and make use of the most recent
assume that each LBS service provider registers with theation of a mobile node, in order to provide a requested
RA, and o_btain_s a public/private_ key pair. During registratioeyice [10]. For example, the service may be a query by a
each vehicle: is pre-loaded with a set ofv pseu?lonyms vehicle to find the nearest shopping mall to its current location.
{PID;}}i_y," a publiciprivate key paitKpip, .. Kprp,,):  In the next section, we identify various constraints of ve-

and a corresponding public key certifica@nra(Kpip, ) hicular networks that are applicable to the problem addressed
for each pseudonyn#/D; ;.. Each vehicle also registers forjn this paper.

any location based service application that is of interest. We
assume that only the trusted RA knows the link betwednm Relevant Constraints of VANET

the real identity of the vehicle and its associated set ofy\,NgT poses constraints such as fimobility of vehicles

pseudonyms. All communications from a vehicle must contaifyj in safety application requirements. The mobility of vehi-

one of itsw pseudonyms as the source address. cles can be observed to have the following unique characteris-
tics: (1) The movement of vehicles $patially restricted For

B. Trust Assumptions and Adversary Model example, as illustrated in Fig. 1, the movement of vehicles is

We assume that the registration authority (RA) is a trustégst_ricted to be i.n lanes, in both streets and fr.eeways. (2) The
entity in our model, as shown in Fig. 2. The infrastructuréehicles arespatially dependenén each other in movement.
including the RSUs and the location server are only senfior example, as illustrated in Fig. 1, a succeeding vehicle
trusted to operate as expected. We additionally, assume trfgllowing) must keep a minimursafety distanc¢l1] from a

the RSUs are able to estimate location of a vehicle based Rfigceding vehicle3 (being followed). - . _
the vehicle’s transmission signal. Thesafety applicationsas described in Section II-C, impose

In our model, we assumeglobal passive adversanBuch constraints in terms of thmaximum period between two safety
an adversary is able to overhedt the broadcasts odll the Message broadcasis cooperative driving, anchaximum pe-

vehicles, and hence, able to estimate their locations. riod between two replies in probe datBherefore, overall, any
location privacy enhancement scheme designed for VANET

must take into account these unique constraints.
In addition to the above constraints, VANET presents
We consider three typical classes of VANET applicationsequirements for vehicle liability and safety. In the event
cooperative driving probe vehicle dataand location based of an accident, all the liable vehicles involved need to be
service (LBS)n this paper. In thecooperative drivingappli-  verifiably identified. Therefore, to ensure vehicle liability, the
cation, adequate equipped vehicles maintain a very short sgafety messages from any vehicle must contain verifiable
aration (intra-convoy spacing) between each other and mddentification information. Furthermore, for ensuring vehicle
smoothly with the same pre-defined speed (convoy speeshfety, the safety messages must be authentic.
These vehicles communicate with each other frequently either
directly or via communication equipments on road side. FdH. PROPOSEDLOCATION PRIVACY SCHEME FORVANET
example, in a prototype for cooperative driving in [7], vehicles In this section, we present CARAVAN, the proposed loca-
broadcast their status information (e.g. speed, location, acd&n privacy scheme for VANET, and describe the enhancement
eration) every 500 ms. The advantage of cooperative drivitgchniques that constitute CARAVAN.

is the increase in both safety and highway capacity resulting . _ . _ 3
from the automation and close coordination of vehicles. A. Use of Silent Period to Provide Unlinkability Between

Locations
1The notation used throughout the paper, is in Table Il in the Appendix. . . - .
2A semi-trusted entity operates as expected, but, can still reveal data itIn order to achieve unlinkability between two locations

obtains during operation. a vehicle can simply update its pseudonym. However, as

C. Application Scenarios Considered



Vehicle with pseudonym Target with observed B. Use of Group Concept to Avoid Overhearing Pseudonyms
B broadcasts with pseudonym A
entering netwo/r/k_\\

/
I 4

We make the following observations that motivate the group
concept applied in our solution.

1) Vehicles in geographical proximity often share redun-
dant information such as road and traffic conditions.

Target exits updated B Target enters

silence| silence
\ Y
RandomSilent Period

)
4

|
|
:;\ ; a A Br;);tllcasts Hence, in V2I based applications, such as probe vehicle
GE@EF T T T T ATA *@ /& by vehicle data, where the vehicles respond to requests received
S 1 "1~ Vehicle with observed from the infrastructure, not all vehicles need to send
A | pseudonym B in network .
! replies.
81— [ (B} — - 2) As observed in Section II-D, the mobility of vehicles
S is spatially restricted and spatially dependent. Hence,

vehicles in geographical proximity can navigate as a
group, with the same average velocity due to the spatial
! dependency, and with similar direction due to the spatial
Tims and distance traveled restrictions, over a period of time.

Fig. 3. lllustration of the effect of random silent period when used by a We make use of the above observations, and propose to
vehicle during network join. A target vehicle entering the network, broadcasghiable vehicles to form group In order to form a group, we
with pseudonymA, and then goes into silence. If a neighboring vehiclgestrict thevehicles to be in a group if each group member can
updates its pseudonym from® to B’ during this silent period, then an hear broadcasts of every other group memtgince vehicles
adversary can be misled to consider pseudom3/nfand hence, the associated; " .
neighbor vehicle’s location) to be that of the target vehicle, provided the tardat & group will move relative to each other, and on average
vehicle updates tol” before its next broadcast. have the same velocity, a group can be represented by a single
vehicle that we refer to as thgroup leader Then for most
of the V21 communication based VANET applications, it is

observed in [12], despite pseudonym update, it is still possigfficient if only the group leader communicates on behalf of
to link the new and old pseudonyms of a node using tempokak group. Consequently, the remaining vehicles in the group
and spatial relation between the new and old locations of thee able to remaisilent for an extended periodf time that
node. As a solution the use of a random silent period betweigrbounded by the time they remain in the group.
update of pseudonyms was proposed in [12]. We make use ofAs discussed in the previous section, an extended silent
silent periodto provide unlinkability to a vehicle entering theperiod can enhance the location privacy provided to a vehicle.
network, by enforcing that the vehicle will remain silent for arherefore, for VANET applications not requiring all vehicles
randomly chosen period of time. to broadcast, i.e. for applications not requiring very frequent

Fig. 3, illustrates the scenario where a target vehicle entgigfety message broadcasts from the vehicles, we can increase
a network, remains silent, updates its pseudonym febrto  |evel of anonymity by employing groups.
A’, and broadcasts witd’ after a random silent period. If one  We consider the probe vehicle data application, where
of the neighboring vehicles also updates is pseudonym fragpically, the vehicles send probe replies once in several tens
B to B', during this silent period, then the adversary can b seconds. By using vehicular groups, we offer the following
misled to track the neighboring vehicle as the target. benefits: (1) Thesilent period of a group member vehicle

However, as discussed in Section II-D, if the vehicles iiz extended if the vehicle does not change group between
VANET need to periodically broadcasta safety messagetwo probe data requests. (2) Unnecessawgrhead and re-
for cooperative navigation, then the period between safedyndancyof the neighboring vehicles broadcasting possibly
message broadcasts will be the maximum time between tveglundant probe data is reduced, since only the group leader
broadcasts from a vehicle. Therefore, when evaluating theplies to the RSU with probe data. (3) A redusadnber of
achievable level of anonymity for a vehicle, the time angseudonym updatggnd hence, the number of pseudonyms)
distance between observations of the vehicle’s new and ek needed to provide the same level of anonymity achieved
pseudonyms, must be bounded by this period. Consequentiiten the vehicle updates after every broadcast.
the maximum silent period will be limited to the fixed value However, for safety applications such as cooperative driv-
of the period between safety message broadcasts. With oinlly, where all vehicles broadcast at a high frequency, the
a small and fixed value (order of hundred millisecs) for silegjroup benefits are not fully realizable. This is because, (1)
period, it is possible to track vehicles in some cases, bastéd extension of silent period is not possible above the safety
on temporal relation between locations [12]. The achievahbigessage broadcast period, (2) each vehicle must broadcast its
anonymity enhancement with constrained values for silefgication, speed, and other spatial parameters for safety, as
period is evaluated later in Section IV-D. well as to maintain liability. Hence, under the performance

On the other hand, for VANET applications such as vehicleottleneck of the small safety broadcast period, the advanta-
probe data, that need relatively less frequent broadcasts, gemus applicability of vehicular group in mitigation of tracking
are able to provide a sufficient level of anonymity, by makingg limited. Nevertheless, vehicular groups can be leveraged
use of the random silent period technique, as will be shownm defend against threats on privacy when accessing LBS
later in Section IV-E. applications. We describe this advantage of the group below.




__Trusted entity _ 2) Group Key and Application Address Rande:generat-

Aoty (A) ing the application request, vehicleperforms the following
X two steps: (1) randomly chooses an available addrégs
® ® e Infastructure from a knownapplication address rangef the groupG;, (2)
e T T broadcasts the application request encrypted withgtioeip
| g x| ReadSiae uni % Location key ke, and with A,, as source address. The group key and
A ‘/® ® the address range are obtained by the group membegs; of
Y o LT N Road Side Unit from GL;, when joining the group (see Group Join protocol
\ 2/® \ (RSU) ® |® . .
(] > - in Appendix). These two parametepsevent trace back from
g // . GL; toi. Since theandom addressl,, is not associated with
'\ vehiclp i L Road Side Unit vehiclei, the application request fromcannot be associated
Sy (RSU) with any of its pseudonym. This particular feature allows the
Logical center of . i . . . . g
the group|G vehiclei to access the LBS application even in any identifiable
Service area, while also simultaneously broadcasting safety messages

Provider (SP,)
Untrusted entity

with its pseudonymPID; ;. The group keykc, on the other
hand, prevents tracing based on the format of application

. . _— . request message that is broadcasiGtb; in Step 1 of the
Fig. 4. lllustration of the anonymous access to LBS application provided to

a vehicle: which is member of the grou@’; with the group leader vehicle protocol. .
being GL ;. The sequence of steps in the protocol are indicated in the figure. Nevertheless, since a global adversary can overhear all

broadcasts, it can trace the vehi¢leby relating the location
of the overheard application request broadcast sent fréon
C. Leveraging Group to Provide Unlinkability Betweenyr, . with the more frequent safety message broadcasts by
Pseudonym and LBS Application i. Therefore, in order to address this weakness we propose
A global adversary can in certain scenarios, successfufylowing enhancements by making the group leadek;
link a vehicle pseudonym with the real identity of the vehicléunction as a MIX[14]. (1) Removing order of arrival in-
and hence, its user. For instance, a user might broadcastation of the requestsOn receiving application request
using a pseudonym, but is located in a geographical aream i, GL; waits for one or more requests to be received
that can be associated with its real identity. When the udeom other vehicles in the groug;. The requests are then
accesses an LBS application in such idantifiable area it forwarded to the RSU in a random order (hence, removing the
then becomes possible for the global adversary to identify theder of arrival information). Therefore, the applicatiopp,.
LBS application accessed by the user. Such information caocessed by vehiclecannot be linked to it. However, if all the
lead to the privacy breach of the user. vehicles access the samgp,. then vehicle; can be linked to
The use of group, enables us to provide a solution tp,. (2) Removing appearance information of the requést
the above problem by removing the linkability between group keykc,, is used to encrypt communications apart from
vehicle’s pseudonym and the LBS application accessed byapplication requests, then the RSU is not able to differentiate
The vehicle accessing the LBS application can make use of the request fompp, based on an encrypted broadcast, from
group leader as groxy for anonymous acces@/e describe the other group communications. Further, sinkg, can be
this anonymous access protocol below. differentiated by the global adversary, to be a new address in
1) Protocol description:Fig. 4 shows the anonymous acthe group, only if at least one other group member updates its
cess protocol and the steps involved. Upon receiving tpseudonym, the tracing of vehiclecan be prevented.
application request from vehiclg(in Step 1), the group leader In the following section, we address the different attacks on
GL; of i’s groupG; forwards the request with its own addressthe proposed scheme, and we suggest suitable solutions.
to the registration authority? A via the RSU (in Step 2-3).
The RA validates the application request, and then provid
a session keyk, ; to both the service providerS@,) and
vehicle i (Step 4-7). This key is used to encrypt the entire 1) Injecting false data: A compromised vehicle in the
communication that takes place betweeand theSP,. GL;, VANET can misbehave and broadcast incorrect data, with the
broadcasts the communication received fr6i8, (via RSU) malicious intent of attacking its neighboring vehicles. How-
to the group (Step 8). ever, since each vehicle signs the broadcast safety messages,
On termination of the application, th#&P, as well as vehicle the identity of any misbehaving vehicle can be verifiably
1 provide the transaction details to ti#&4, which acts as the determined. Nevertheless, in order to prevent such attacks
arbitrator and resolves any disputes. We note that in ordsr vehicle safety, each vehicle must be able to detect incor-
to lower the load of theRA, anonymous payment basedect/malicious safety messages. In [15], a scheme is proposed
protocols such as [13], can be used in the LBS applicatiém enable each vehicle to determine, based on its neighborhood
access. However, we do not provide such a payment schedhbservations, the validity of the data received.
here, since it is out of scope of this paper. Due to space2) Local active attackerif the group leader colludes with
constraints, we provide the LBS anonymous access prototnd adversary, then the anonymity of the vehicle accessing the
in the Appendix, with the other group protocols. LBS application can be breached under the global adversary

s
%. Discussion of Attacks and Solutions for Proposed Scheme



model. For instance, in order to link a vehicldo the LBS B. Analytical Evaluation of Anonymity

application accessed, a compromised group leader can mix thgve yse two performance measures to evaluate the level of
application requests using an adversary-known determinisfigonymity (unlinkability) achieved in a VANET: (i) the size of
permutation (instead of mixing the requests randomly @Se anonymity sefii) the maximum tracking/identifiable time
described in Section [lI-C.2). The RSU locates vehiéle Anonymity set was introduced by Chaum [16], and the size
from its broadcast ta=L;, and the global adversary uponof anonymity set was shown to be a good indicator of how
observing the order of the service providers accessed, Ga(lch anonymity is provided. Thanonymity sebf a target,
identify that vehiclei is requesting the applicatiompp, from  genoted byS,, is defined as the set of pseudonyms that are
SP,. We suggestwo defense mechanisms against attacks kygistinguishable from the target pseudonyms to an adversary,
a compromised group leader. For the attack described aboygg the set includes the target pseudonyms themselves. The
we propose the use aferification of mixingto ensure that sjze of anonymity set, denoted bys.|, depends on the
a random permutation is used by the group leader in mixingiowledge and the tracking method of an adversary. The
the LBS requests. Any verified incorrect mixing will allowgecond measurenaximum tracking timef a target, denoted
the group members (including to detect that the5L; is py 7, . . is defined as the maximum cumulative time that the
corrupt. A second defense mechanism is treup leader sjze of anonymity set of the target remains as one.
rotation protocol (in Appendix), that restricts attacks by the \we assume that vehicles are uniformly distributed on city
compromised~L; to only a certain rotation period. Furtherstreets or freeways with density Although uniform density
the election of the group leader is randomized to addreggglects the constraints imposed by the street layout, Seskar
any collusion between the leader and a group member. Apafta| [17] showed that uniform distribution is sufficient for
from defending against attacks, the leader rotation enables t&dfimation of vehicles crossing cell boundaries in mobile
provision of privacy to group members, by sharing the leadgg|jular networks, when the street layout is not symmetric
role amongst them. Due to space limitations, these attacks & the velocities and densities are properly related. In our
defense mechanisms will be analyzed in our future work. simulation, we assume that the arrival rate and the departure
3) Impersonation attackin the proposed scheme, a vehicl@ate of vehicles are the same. Therefore, the total number of
cannot use a random pseudonym, since it must include (igicles in the vehicular network deployment region, denoted
associated certificate from thBA in the safety messagespy N, remains the same statistically, as does the density of
(see Cooperative Navigation protocol in Appendix). But, gepicles.
vehicle may still try to impersonate another vehicley using  Gjven vehicles are uniformly distributed, the number of
ithS ot\)/erhgard psefudonym. However, s(ijnce each VehiCﬂEESigfé‘hicles in aread, denoted by (A), distributes according to
the broadcast safety messages, in order to imperse - - _ o _ (A _pa
corresponding private key af must be obtained. Therefore,jvﬁ)t?]tlgi,;zgzc’;;z_ocess as [18Jr{v(4) =i} R
impersonation attacks can be avoided in VANET. Such defenseSuppose that a global adversary is tracking a target by

mechanisms have been considered in [4], [5]. overhearing the broadcast of the target, and is usingithple
tracking methodThe duration between each broadcast can be
) ) i . i ) regarded as silent period, denoted dperiod. We first con-
In this section, we first describe potential tracking methodsqer the scenario that every vehicle will use a new pseudonym
that can be employed to link two locations of a vehicle. i, each proadcast. The reachable area of the target from its
. . last transmission, denoted by, is the half ring bounded by
A. Tracking of Vehicles the road/lane layout, as shown in Fig. 5(a). Any vehicle that
1) Slmple traCking:ln this methOd, the adversary Obtain%ppears in the reachable region withheaw pseudonym is a
the target vehicle’s locatioy,..., and speed at time ¢, possible candidate for the target to the adverda@wen that
and then estimates, based on possible movement directionghete is at least one vehicle, the target, in the reachable region
reachable ared, aroundl;own, IN Which the vehicle’s actual 4, the probability that the target can be uniquely identified
location!; at a future timet; can lie. Fig. 5(a), illustrates the gt each transmission, denoted DYook, is:
simple tracking of a vehicle, and shows the reachable area

IV. EVALUATION OF VANET L OCATION PRIVACY

of the vehicle determined by the achievable speed and silent Ptrack = Priv(4,) = 1v(4,) = 1}

period ranges.  Pr{v(A) =1} pAel=rAr) )
2) Correlation tracking: As illustrated in Fig. 5(b), in  1-Pr{v(4,) =0} 1—erA

correlation tracking, the adversary uses a vehicles last knownrhe expected maximum tracking time is:

location I ,0wn, speed, and direction at timet¢ to estimate .

the entity’s locationl.,;; at a future timet;. The estimation E{Tirack} = Zipi;alck(]‘ — pirack) E{speriod}

is repeated till the maximum silent period is reached. i=1
Note that in both the tracking methods, we assume that E{speriod}

the restricted mobility of vehicles prevents them from taking P (2)

certain directions. Before evaluating the anonymity under the

tracking methods by simulation. we first analytically evaluate 3We assume that vehicles periodically broadcast around the same time, then
' e number of vehicles in the reachable area of the target will be the number of

g L .t
the Igvel of anonymity that can be achieved under the S'mQTQN pseudonyms in its anonymity set. We also note that an adversary cannot
tracking method. distinguish vehicles based on the order of broadcast due to random access.
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(a) Simple Tracking of Vehicles (a) Correlation Tracking of Vehicles

Fig. 5. lllustration of simple tracking and correlation tracking of vehiclgg,in, Smaz are the minimum and maximum speed limits, and,
speriodmin , sSperiodmas are the minimum and maximum silent period values, respectively. The reachable area is defined by the minimum reachable
distanced,,,;, and maximum reachable distan@g,q», whered,in = Smin X Speriodmin, dmaz = Smaxz X Speriodmaz. LOCationl.s¢1 is estimated

at timet1, using the observed velocity of vehicle at last known positigp,.,, at timet, wheret; € [t 4+ speriodmin,t + speriodmas]. Since vehicles

tend to not change direction frequently, they become more susceptible to correlation tracking, as shown in the evaluation.

The expected size of anonymity set of a target is: The average size of an anonymity set is:

E{|S4| for givenp,,}

N N
SUPr{|Sal =1} +1-(1=Y_ Pr{|Sal=1})

=2 =2

E{[Sal} E{v(4,)[v(4,) = 1}
E{v(4,)} pA;

1= Pr{v(A,) =0} 1—e i

®)
N

1+ (1= 1)Pr{|Sal =1}. (5)

Next, we consider the case that a vehicle will update its
pseudonym with probability,, < 1 at each broadcast. In this =2
scenario, the anonymity set of the target equalson [ > 2, if Letting p, = 1, it is easy to verify that Eq. (4) and (5)
and only if (i) the target updates its pseudonym, and (ii) theféduce to Eq. (1) and (3), respectively.
arel — 1 other vehicles updating their ID’s, out of A4,.) — 1
vehicles, which is the number of vehicles iy excluding the C. Simulation Setup
target. Given the number of vehicles ift,, the number of o ger 1o simulate the mobility of vehicles in vehicular

vehicles broadcasting with new ID’s is Binomial d'St”b“tednetworks, we consider two maps for the vehicles to move: (1)

Fori=>2: Freeway and (2) Streetwith intersections. For the freeway,
we simulate a 4-lane road, with each lane of lengthm,
Pr{|Sa| =1} and with vehicles moving in only one direction. For the street

map, we randomly generate a network of intersecting streets
on a uniform2 km x 2 km grid, with streets separated by
0.5 km. We only consider two types of streets: (a) two lane,
one-way, and (b) two-lane, two-way. The lane separation in
both the freeway and the street modeBisneters.

The mobility of vehicles is governed by the following
features: (1)Car following model[11] which controls the

The probabilityp;qcr, when the pseudonym update probaspeed and distance of a succeeding vehicle, by making it to
bility of each vehicle isp,, is: keep asafety distancg20 meters for freeway, antl0 meters
for street) from the preceding vehicle for a certain tolerance
time, and then change lane if possible. @panging lane
mode] which allows the vehicle to move to an adjacent lane
if there is space in that lane, i.e. if there is no vehicle within
safety distance of the position taken when changing lane.

For the street model, we do not account for any intersection

N
3" Pr{|Sal = l(A,) = i} Pr{v(4,) = ilv(A,) > 1}

i=l

ZN: <; - D (p)} (1 = pu) Y

i=l

(pAT)ie_pAT
il(1 — e—PAr)’

DPtrack (pu)
N

1= " Pr{|Sal =1} (4)
=2

=2 i=l

Then we can apply the aboye, ... (p..) into Eq. (2) to obtain

(; B 1) (Pu)' (1 = pu)

the expected maximum tracking time.

(i—1) (pA,)le=r4r
(1 — e=pPAr)’

behavior, in terms of traffic lights or stop signs. However, at
every intersection, we incorporate random mobility by making
each vehicle choose to make a left or right turn (if not a
one-way street) with probability 0.25 each, or to not change
direction with probability 0.5. In both freeway and street
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Fig. 6. Average anonymity provided to a target when it updates pseudonyig. 7. Average anonymity provided to a target in a 4-lane Freeway, for
in a 4-lane Freeway, for different number of vehicles (nodes) per lane. different probability of updating pseudonym.

Maximum tracking time of target under Simple tracking in a 4-lane Freeway

models, we do not incorporate the length of vehicles. For the 13 i —
freeway, the speed range is sef{T@ km/hour, 144 km/hout, 12} 1
and acceleration range is set[tbm/seé, 5 m/seé]. For the 1 ]
streets, the speed range is set[36 km/hour, 72 km/hout,
and acceleration range is set|th 2 m/seé].

11pN

1k

= oot p
The traffic volume for freeway is set t@000 vehi- £ 0sl IR
cles/hour/lane, and 000 vehicles/hour/street for the streets. g 1 *
These numbers are approximated from [19], where 24-hour £ ! Al
traffic volume estimates are provided based on real traffic £ *°[
data. At the beginning of the simulation, the vehicles are £ osf \\Z\\\
uniformly distributed in the lanes. It should be noted that due 04f R )

to the higher traffic volume, the average number of vehicles

per lane for the freeway is higher compared to the street

model. This setting holds under the assumption that there is

free flow movement of vehicles. i.e. we do not account fd:rig. 8. Maximum Tracking Time of a target in a 4-lane Freeway, for different
. . o . riumber of vehicles per lane.

congestion that may arise in streets. Analysis of the anonymity

provided for vehicles in real street maps and traffic data will this probability, it is expected that as in Fig. 7, the target
be considered in our future work. anonymity set reduces to 1. Fig. 8 shows that the maximum
During simulation, for each lane (in freeway map) and eagfh cing time of a target under simple tracking, reduces to the

street (in street map), we model the arrival (at pre-determinggery hroadcast period with increase in number of vehicles
entry points) and departure of vehicles (at pre-determingd

) X ) ) er lane. From Fig. 6, 8, we see that the theoretical values for
exit points) according to Poisson process, based on the tra {ferage level of anonymity, and the maximum tracking time,

volume. The arrival and departure rate are set to' be the sa@iiived from Eq. (3), (2), are slightly pessimistic compared to
leading to almost same average number of vehicles per I3ag gimylated values. Fig. 9 shows the achievable anonymity
(street) over time. The border effect of the bounded simulatiQQ | in the street map. By comparing with Fig. 6, we see that
region on the vehicle mobility, is accounted for by making thgye anonymity level provided in streets is lower. This is due to
vehicle reappear in the region. Currently, we do not integraigs relatively lower vehicle density in streets as discussed in
any communication traffic model in our simulation. the previous section, since we assume a lower traffic volume

for streets than for freeways. Due to space limitations, in this
D. Evaluation of Location Privacy under the Global PaSSngaper, we on|y provide the anonymity enhancement evaluation
Adversary Model for freeway model.

We first evaluate the average anonymity a vehicle that canlt can be observed from Fig. 6, 7, 9 that as we increase the
be provided under the global adversary model, where alhfety message broadcast period from 100 ms to 500ms, the
broadcasts of all the vehicles are overheard by the advers&eyel of anonymity increases under simple tracking. However,
Fig. 6, and Fig. 7 shows the average level of anonymity thae cannot achieve an increase in the anonymity level under
can be provided when a target vehicle in the freeway, updatasrelation tracking Since vehicles tend to not change direc-
its pseudonym between two of its safety message broadcats in short time intervals, the correlation tracking method
The probability that any vehicle updates its pseudonym, detean be used successfully to track them. In order to address this
mines how many neighboring vehicles of target change theieakness, next, we evaluate the gain in anonymity achieved
pseudonym along with the target. Hence, with the decredsgincreasing the random silent period value.

i i i i i i i
100 150 200 250 300 350 400 450 500
Average number of nodes per lane
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in street model, for different number of vehicles per street.
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Fig. 10. Enhancement in anonymity obtained from tradeoff of the safeﬁ}g' 12. Enhancement in anonymity obtained from RSU separation.

message broadcast period with random silent period during network join.

F. Location Privacy Enhancement with RSU Separation

E. Evaluation of Location Privacy Enhancement with Silent In [5], an observation is made about the restricted coverage
Period of RSUs due to the separation between them. We illustrate
this observation using Fig. 13. Based on the RSU separation
Fig. 10 shows the average anonymity level that can lQRSUsep), and the safety message broadcast rangg (ve
achieved when a vehicle joining the network remains silegan define geographical regions callederheard and non-
for a random period (less than a maximum value). As Wsverheardregions. As seen, in the overheard region, all the
increase the silent period from 500ms to 2 secs, there is&fety message broadcasts are received by the RSU. However,
significant increase in the anonymity level under the globgile RSUs will not be able to overhear safety message broad-
adversary using simple tracking. However, we do not achiegasts of the vehicles in the non-overheard region. We note here
a similar gain in the case of correlation tracking. Fig. 11 showsat thevehicles can be assumed to be capable of controlling
that the silent period has to be increased further to achievehair transmission rangeand therefore, communicate with the
suitable anonymity level for correlation tracking. RSU if needed in the non-overheard region. As shown in
For anonymity under correlation tracking, the vehicles joir=ig. 13, the group leader vehicle can increase its transmission
ing the network must remain silent for a period greater than tpewer to reply to the probe data request from the RSU.
safety message broadcast period. For instance, from Fig. 11Given the above scenario, if the target vehicle updates its
a vehicle must remain silent and not broadcast any messageudonym in the non-overheard region, and if there is at least
for at leastl sec to achieve average anonymity ofHence, one other vehicle in the non-overheard region that also updates
for vehicles participating in safety applications, this solutiopseudonym, then the adversary may not be able to track the
presents a tradeoff between vehicle anonymity and vehid¢lrget when it exits the non-overheard region. The anonymity
safety, since by increasing silent period of target beyond tket of the target will include all the vehicles that update their
safety message period, we decrease the safety of the targegsudonym along with the target in the non-overheard region.
neighboring vehicles. Therefore, in the following section, we Fig. 12 shows that with increase in RSU separation, the
propose another solution for vehicles participating in safetwerage anonymity level provided to a target increases sig-
applications. This alternate solution takes into account théicantly under simple tracking, as well as under correlation
observation that the safety message broadcast range for véfaieking.
cles can be smaller than the broadcast range needed for othdr is worth noting here that by taking the RSU separation
VANET applications. into account, we no longer consider tracking under the global



r,: cooperative navigation transmission range of node RSUg;, - distance between two RSUs
min_broadcast_period: time between cooperative navigation broadcasts s, - max speed limit for any vehicle
Iy - distance over which a node is not overheard by RSU
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Fig. 13. [lllustration of overheard and non-overheard regions in the path of vehicles.

adversary model. The adversary model becomes relativelydetail, the threats and challenges regarding security and
weaker, since not all the broadcasts are overheard. privacy in VANET. They propose several interesting solutions
for VANET security such a&lectronic License PlateELPS)

G. Comparison of Silent Period with RSU Separation that ar_e_uniqu_e cryptographically ve_rifiable_ numbers equivalent

. : . . . to traditional license plates, andcation verificationbased on
. Comparing the silent period V.V'th th? RSU separat_lon SOIU' rifiable multilateration as an approach to address liability
tion, we see that t_he tWO are similar in appfoaCh- since b guirements of VANET. Btzer et. al. [6], [20] from BMW
ensure a time period in which the target will move W!thowtesearch, have also separately addressed the privacy problems
pelng overheard. However, comparing Fig. .10 gnd Fig. 1% VANET, and security of V2| communications for safety,
it can be seen that the random silent period is unable grticularly between vehicles and traffic lights. In [5], a

provide as much anonymity as RSU separation solution, un Zheme for providing anonymity in VANET is given, where the

gorrelatlgn tracking. We observe that th_|s is due to the Iarg_\%hicles update their keys when changing direction. However,
time period the target is not overheard in the RSU separati

luti A i RSU.. indicates that the i ffmese works do not consider the achievable privacy under
sotut;orj. sepr:?ra |gn|.o . Sng'n Icates R;U e ime o global adversary model. In other related VANET security
not LeIng overheard fies "[IR. . sep/ Smaz SEP/S””"}]’ work, Golle et al. [15] address the problem of an adversary
where s;in, Smaz are the minimum speed and maximu

q tvelv. that the t ¢ Fig. 11 iusti jecting malicious data into the network, and propose a
speed, respectively, that Ine target can assume. F1g. 11 JUSUHER g approach to evaluating the validity of the data, where
this observation by showing how anonymity is improved wit

. . : ach node searches for possible explanations for the data it
increase in silent period. . . . as received and collected. ISO/TC204 [21] is responsible for
On the othgr hand, th? rando.m silent pgnod solution Onﬁﬁe global standardization activity of ITS. Privacy issue in
needs a relatively small time period, to provide equal or bet fobe data application is one of the working issues in WG16

performance under simple tracking, compared to the R;EL'J ISO/TC204. However, in comparison with our work, they
sep_aration solution. For instance, a _silent period2_o$ecs assume a weaker adve’rsary model. Assuming trustea RSUs
;c:sr1l|Jeves thet_ sameﬂ eklverglghe anonymr;y I?;]/_e : profv ided bynd’ﬁlt capable of location estimation, they address a policy based
e ke oL St Bt e enpro2h 0 It pacy of uers o i proders.
exit border of the non-overheard region, the reachable area of

the target is located only at the exit border, and is limited By Mobility Models for VANET

Smaz @nd the minimum broadcast period, as shown in Fig. | o )
13. Hence, even if a vehicle updates more that once in theVith emerging interest in VANET, there have been efforts

non-overheard region it will be accounted for only once, i.@n modeling the mobility of vehicles. In [22], two models

in the reachable area. On the other hand, in random siléhféeway and Manhattan models) are proposed for mobile ad
period technique, since there are no non-overheard/overhedP§ nNetwork simulation. Both of these models account for
region assumptions, the reachable area is relatively larger, 4@ SPatial dependency between mobile nodes, and restricted
hence, if a vehicle updates pseudonym more than once in fi@vement of nodes in freeway and the street map. Because

reachable area, then it will be accounted for that many timeSf their simplicity, we use slight variants of these models in
our study, by incorporating additional parameters such as lane

changing. The study by Saha and Johnson in [23], accounts
. ) for restricted movement on real map data, and uses the current
A. VANET Security and Privacy vehicle traffic conditions in determining the path of nodes
Security and privacy issues in VANET have just begun tm their respective destinations. However, they do not take
attract attention from both academic and corporate researitio account the spatial dependency between the nodes. Very
Recently, in [3], [4], Hubaux et. al. from EPFL, provide aecently, the STRAW model has been proposed in [24] that
general framework for security issues in VANET, and analyaelike [23], takes into account the spatial dependency between
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TABLE |
ABBREVIATIONS

i: identify Gy, € H\G;

GPA Global Passive Adversary i setG; = G,
OBU On-Board Unit if (less thanR,, . repetitions without any reply)
RSU Road Side Unit 1. go to Step 4
YA Vehicle-to-Vehicle else
V2l Vehicle-to-Infrastructure )
IVC Inter-Vehicle Communication 7. go to GROURPFORM
VANET | Vehicle Ad-hoc NETwork endif
LBS Location Based Service dif
DSRC Dedicated Short Range Communication enai
else
7. go to GROURPFORM
endif
APPENDIX
A. Protocols fpr Group Formation, Group Join, Group Leave, 2) Group Formation Protocol:In the above protocol, the
Group Operation nodei may not be successful in finding a group to join. The

In the sections below, we detail the various protocolsode then creates a group by means of the group formation
involved in the proposed location privacy scheme for VANETgrotocol.< communicates with the RA via the RSU to obtain
1) Group Join Protocol: Each vehicle (node), upon the group leader IDGID;, used in the group leader address
entering the network, periodically broadcasts safety messagksr;. This interaction is needed to avoid collision of the
for cooperative navigation. However, nodesimultaneously group leader addresses, singeleast significant bits of the
attempts to join one of the nearest existing groups. The noalddress are set to be zero, idzr, = GI1D;||0Y. Similarly,
i listens for broadcasts from any neighboring group leadeollisions in the address range provided for LBS application
GL;, and then requestSL; for membership to grougs;. A access is avoided. The pseudocode for the protocol is given
group leader can be identified by its address included in helow.
broadcasts. Theg least significant bits of the group leader’s
address will be set to zero (see Group Formation protocol).  Group Formation Protocol (GROUP_FORM)
GL; verifies (using the spatial parameters iofncluded in
the request) ifi is in the range of all members a¥,. We if (no group heard inGROURJOIN) or (no group leader
restrict the group to have full connectivity, so that groupeplied in GROUPJOIN)
leader rotation is possibl&/L; also verifies the public key of 1. i: choosePID; ; € {PID;}
¢ included in the request, and providesvith the group key 2.7 — RSU: leader_notification =
kq, and the LBS application address range, encrypted with Aproadeast||[PID; k|| Kprp, . ||signi(Kprp, )
public key ofi. The pseudocode of the group join protocol i8. RSU, RA: verify Kprp, ,, and generate ’

ik

given below. Expip,  (GIDj||address_range)
4. RSU — i: broadcastreply =
Group Join Protocol (GROUP_JOIN) PID; i ||Arsvl||Exprp, k(G[Dj”add,«@SSJMQQ)
— . . 5.4 if (received RSU-eply within duration Traz)
1. listen for broadpasts from neighboring group leadgrs i generateAqy, = GID;||0Y
if (|| > 0) and (waited for < spyna.) i1 go to GROUPOPERATION, listen for joinrequest

2. 1. identify G; € H that was last heard

.. if (no GROUP.JOIN request)and
3. i: changePID, 1 to PID; ; € {PID;} i quest)

(waited for durationiV,,,)

4.i — GL;: )
request = Agr, ||P1D; y—1||join_request #: go to GROURJOIN
where join_request = Kpip, . ,||signra(KpiD, . ) EIS_e N
||location7;||velocity,;|\acceleration;;||tim65tamp , if (number of repetitions of broadcast R.y..)
5. if (verified Kp;p, , ,) and i repeat Step 2
(location; is within range of node:, Va € G;) else
GL;: store 7. go to GROURJOIN
PID; k1||Kpip, , ,||signra(Kpip, ;) endif
GLj — 1 reply = PIDi,k—lHAGLj endif
||EKPIDM71 (ka,||lapp-address_range) endif
else
GL;: do not reply Theaddress_range in Step 3 is used to provide the random
endif addressA,,, for the anonymous access to LBS applications.
6. if (received reply withinl;,,...) We note that theirddress_range can directly generatel,,,
i: set address; ; = PID; or alternatively, it can be used to obtain randgrbit num-
7. go to GROUPOPERATION bers zx...z, that can construct the random addrets, =

else GID,||zx...x.



12

3) Group Leaving Protocol:The nodes in a VANET are 4. GL;: go to PROBEDATA_COLLECTION
highly mobile, and often a node may accelerate or changeif (leader rotation is needed)
direction with time. Consequently, a node can go out of G;: go to LEADERROTATION
range of the group, thereby leaving its current group, andelse
joining another group near its new location. On the other GL;: go to Step 3.
hand, a node may simply update its pseudonym/addfess endif
In either case, the group lead€fL; of node i’s current
group, must assume that the node has left the gr@yp In the probe data aggregation protoco] only a fraction
Therefore in the group leaving protocol, whéil; does not of p nodes fromG; can broadcast data in each peridgl.
receive any safety message broadcast with the pseudonynTloé pseudocode for the probe data aggregation between
node i (recorded when joining the group) for a maximumhe member of groupG; is as follows. The function
time D,,.., GL; assumes that either the nodehas left aggregate_data is a suitable spatial data aggregation
the group or has updated its pseudonym/addegss Since algorithm, and is not detailed here since it is out of the scope
in cooperative navigationthe nodes periodically broadcasbf this paper.
navigational data with period’,, the group leader can set
the period D,,,.. to be a multiple ofT,,. Node i will self Probe Data Aggregation (PROBEDATA _AGGREGATION)
determine if it is out of range of/L;, and will try to find new
group by executing the group join protocol. The pseudocodefor all i € G;\GL,

for group leave protocol is as follows. i — GLj: PDATA; = Agr,|| A j||location;
||probe_data; with probability p
Group Leaving Protocol (GROUP_LEAVE) GL;: recordPDAT A;
endfor

1. 4: compute current distance from group lead&t ; 2. GL;: executeaggregate_data to perform aggregation of
2.4 if (going to be out of range froni”L; at leave_time) all the received{ PDAT A,} and PDAT Agr,;, and finally

i go to GROURJOIN obtain AGGREGATED_DATA

endif 3. G5: go to Step 1 ever{y

3. G'L;: if (no broadcast is received froufor duration D,,,.)
GL;: delete entry of4; ; from current group
member list The pseudocode for thprobe data collection protocol is
endif given below.

Probe Data Collection (PROBEDATA _COLLECTION)

4) Group Operation Protocol:All the members of the 1. RSU — GL;: probe_data_request = Aproqdcast||Arsu

group G; participate in the group operation protocol, which ||request_message
consists of several subprotocols. Tbeoperative navigation 2. GL;: if (no AGGREGATED_DAT A)

protocol is used for safety applications. In addition, for data = locationgy, ||probe_datagr,

probe data application, we include an optiomabbe data else

aggregation protocglwhere the group leader aggregates the data = locationgy,||AGGREGATED _DAT A

data received from the members. The aggregated data is endif

included in the reply from the group leader to the RSU prol& GL; — RSU: reply = Arsu||Acr,||data
request in theprobe data collection protocolAs discussed '
in Section 11I-D.2, the group leader node cannot be provided

location privacy, since it can be tracked based on its fixéd the Step 2, the group leader checks if there is any
pseudonym/addressl,,. Hence, periodically the role of data that was aggregated recently. If not, then it broadcasts
the group leader is shared by the group members. Thissmlf generated probe data. We do not specifically detail
implemented by théeader rotation protocal The pseudocode the probe_data format in this paper. Note that the
for the group operation protocol is given below, followed probe_data_request can include specific data resolution

by the various subprotocols. request, i.e. for high resolution aggregated data or for lower
resolution group leader only data.
Group Operation Protocol (GROUP_OPERATION) In the cooperative navigation protoco] each node
independently and periodically broadcasts a safety message
1. G;: go to COOPERATIVENAVIGATION every T,. In order to ensure liability of the message
2.forall i € G;\GL; originator, as well as safety of the message receiver, we
i: listen to broadcast sent By L; and go to require each node to sign each safety message, and also
GROUPLEAVE include a timestamp to ensure freshness of the message.
endfor To enable verification of signature, the node includes the

3. G;: optionally go to PROBEDATA _AGGREGATION corresponding public key certificate. On receiving a safety
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message, node verifies if the message is valid, and then endfor

performs safety computation. 3. if (GL; receives the reply from two or more nodes(n)
GLj: choose random noderom the nodes that replied
GLj - Gj: AbroadcastHAGLj

Cooperative Navigation (COOPERATIVE_NAVIGATION) ||Ekcj {leader,rolé,gmnted| |4 ;}
else
1.4 NDATA; ; = Aproadeast]|Ai,j if (no reply is received withifl;,,,..)
||sign;(navigation_data;||timestamp)||signra(Kprp, ) GL;: goto Step 1
2. for all receivedNDAT A, endif
i validate and storeVDAT' A, , endif
endfor 4. i: broadcasteader_noti fication =
3.14: executesa fety_computation using valid{ NDAT A, ..} Abroadeast||Acr;,,, ||P1D; k1
4. if (receivedintersection_RSU broadcast = 5. RSU: verify leader_notification
Aproadeast||A1rsu||locationrrsy) 6. RSU — 1i: broadcastACK if verified to be correct
i: if (less than two replies heard) 7. i if (not received RSWUACK after waiting for7,,,4.)
i — intersection_RSU: Arpsul|A;; i: repeat the broadcast in Step 4
||navigation_data; endif
endif

5.14: go to step 1 every,,.

Step 2-3 are used to implement the random election of
In the above protocol, the data format can bge new group leader, in order to prevent any attacks
navigation_data; =  (location;, speed;, acceleration;, that can utilize the knowledge of a deterministic election
direction;, timestamp;). Steps 1-3 are used to communicatggiscussed earlier Section I11-D.2). We can further incorporate
navigational data between vehicles. The Step 3 is oMy verification mechanism in Step 3, in order to ensure the

illustrative of the use of navigational data for safetglection of the new leader by the old leader node is truly
computation. There may be other applications for such datgdom.

that is not included here. The algorithm for vehicle safety
nggll;?tilsogutt)ac?at?\eogcg;)ee r;?\g;]gijsat;)oellﬂpa;r.data of nelghborn%g Protocol for Anonymous Access to LBS Application in
Step 4 of the protocol, is essentially used to achiever- VANET
section vehicle collision avoidandeetween two groups. To Fig. 4 illustrates the scenario, where nodén the group
avoid redundancy, not all nodes @; need to communicate. G; wants to access a location based application offered by
On the other hand, due to critical nature of the vehicle collisigervice providerSP,. The steps of the protocol are also
problem, we need to ensure protocol reliability and vehiciBustrated in Fig. 4.
safety. Hence, at least two or more nodes frém must Anonymous Access Protocol (ANONYMOUSACCESS)
communicate with the RSU at the intersection. If we assume
that the vehicle (on-board unit) transmission range is relatively i — GL;: app_request_message =
smaller than the RSU range, the two or more nodes that reply Acr,||Aaal|Ere, {APP_REQ}
in Step 4, will be in proximity to the intersection RSU. where APP_REQ =
As mentioned earlier, in order to provide location privacy app-request||Ex,, (PID; k||sign:(PID; x)||h"(q;)||apps)
for the group leader, it becomes essential to rotate the gropGL; — RSU: forward-message =

leader role (periodically or on demand) among the group Apsul|Aar, ||locationgy, || APP_REQ
members. The following protocol is used to enable th& RSU — RA: forward APP_REQ
rotation of the group leader role in the groupG;. 4. RA: computeM SG =
Do (Excpa (PID; g||signi(PID; k)[R (¢:)||appa))
Group Leader Rotation (LEADER _ROTATION) if (MSG is not valid)
generatereply = DENY _REQ
1. GL;: if (do not want to be group leader) or (end of rotation endif
period) if (PID; in MSG is valid) and
GL; — Gj: notification = Aproadeast|| AL, (PID;  has valid access topp,) and
||EkGJ {rotation_timel|leader_rotation_notification} (sign;(PID;)||h™(¢;) in MSG is valid)
2. forall i € G;\GL; generatereply = app,||
i: wait for random timesp < spiaz Ergp, (kzillsignra(ke i, timestamp))||
i: masky least significant bits oPID; 1, and set Expip,  (ksillsignra(ky,i, timestamp))
the maskedPID; 11 as Ay, . =GID;, . else ’
i — Gy reply = Aproadeast || Ai,; generatereply = DENY _REQ

||Exg, {leader_role_accept||Agy,,, } endif

Inew



RA — RSU: reply
5. RSU: if (reply == DENY _REQ)
go to Step 15
else
RSU — SP,. sendapp_initiate =
locationgr, || Exsp, (Ke,il|signra(kzq, timestamp))
endif
6. SP,: if (received appinitiate from RSU)and

(able to provide service)

compute
DKSPm (EKSPz (k»L,Z | |3ignRA(kI7iv timestamp)))

if (k;; is valid) and (timestamp is not expired)

SP, — RSU: sendapp_initiate_response
endif
endif
indicate the availability of th&S P, */

7. RSU: if (receivedapp_initiate_response Within T,,4.1)
RSU — GL;: sendRSU _response =
Acr;||Arsullapp:||

Ekrip, , (ks il|signra(ky i, timestamp))

else
go to Step 15
endif
8. GL;: if (receivedRSU _response Within T',,q42)
GLj — 1
appy| ‘EKPIDL,C (ks.il|signra(ky i, timestamp))
else
go to Step 15
endif
9.for all i in G;
if (requested forapp, access)
1. computedecrypt =
Drkpip, , (Expip, , (kz,illsignra(ky i, timestamp)))
iz If (successfully obtainedecrypt)
if (ks is valid) and

14

1 — GLj:
Acr,||Aaal|Erg, {appe|| Bk, {data}}
GL; — RSU:
Apsul|Aar, ||locationgy, ||appe || Bk, , {data}
RSU — SP,: locationgy,||Ey, ,{data}
SP,: decryptDy, {Ex, ,{data}}
endif '
endif
endwhile
11.i — GL;: Agy,||Aual|Exe, {APP_FIN}
where APP_FIN = app,_end
1B s (PID; gl [appe kil |signs (session_in fol timestamp))
GL; — RSU: ARSUHAGLj | \locationGLj ||APP_FIN
RSU — RA: forward APP_FIN

I* app_initiate_response is also used to 12. SP, — RSU — RA: SERVICE_FIN =

Ex . (SPy||appe| ks il|signsp, (session_in fo|[timestamp))
13. RA: if (receivedAPP_FIN) and
(receivedSERVICE_FIN)
RA: DKRA (EKRA (PIDﬂkH
appy||ky.i||sign; (session_in fo|[timestamp)))
RA: DKRA (EKRA (SPIHappa?
[|kz,i||signsp, (session_in fol|timestamp)))
if (decrypted quantities are valid for session
between and .SP,) and(session_info in both
signatures match)
RA: record the decrypted quantities
go to Step 15
else
go to Step 14
endif
else
if (waited for T,,,.4) and (not received
APP_FIN) and(not received
SERVICE_FIN)
go to Step 15

(timestamp is not expired) else
1. go to Step 10 go to Step 14
else endif
7. go to Step 15 endif
endif 14. RA, location serveri, SP,: resolve dispute between
else and SP,
i: ignore the broadcast froi@'L; 15.4,SP,, GL;, RSU: terminate session
endif
endif
endfor
10.while (1) [* two-way communication session between

node and SP */
if (data to be sent ta)
SP, — RSU: Ey, {data}
RSU — GL;: AGLJ-HARSUHEk%i{datG}
GL; — i: By, ,{data}
i: decrypt data ady, ,{Ey, ,{data}}
endif
1. if (no data received foff},,.3) and
(no data to be sent t&' P,)
go to Step 11
else
if (data to be sent t&6 P,)



TABLE I
STANDARD NOTATION USED IN THIS PAPER

Notation Description
i A entity/node in the VANET.
i—j Entity 7 broadcasts to entity.
G A group ;7 of nodes in the VANET.
N Set of alln nodes in the VANET, i.eJ]\| = N.
g Set of allg groups in the VANET, i.e|G| = g.
H Set of groups in the VANETH C G.
Lmax Maximum size for a group.
GL; Group Leader of grouj;.
GID; Group ID of groupGj;.
PID; k" pseudonym of node. Each nodei has a set ofv pseudonyms{ PID; ;,}¥_, = {PID;}.
AGL]. ID of GL,. Note thatAGLj = GID;,||0Y, wherey is size (in bits) of node ID field.
aa; LBS application access address selected from an address range forGgroup
i ID of nodes that is a member of grou@¥;. Note thatA; j = PID;  or A; j = GIDj||Aqa;-
Aproadeast Broadcast address for network. '
Agl|As||data Destination addres§ Source Addres$| Data.
speriod Random silent periodsperiod,in < speriod < speriodmaz-
Smin, Smaz Minimum and maximum speed limits for a node.
Rimaz Maximum number of broadcast repetitions.
Tmaz Maximum waiting period for an ACK or a reply.
Wnaz Maximum waiting period for a group join request.
z||ly or (z,y) x concatenated tg.
{z} A set of elements.
/** comment **/ | Comments in the pseudocode.
K Kt Public and private key pair of entity.
.y Pairwise symmetric key of two entities y.
kcj Symmetric key of grougs;.
c= Eg,(m) Encryption of messagse: with public key K.
Dk, (c) Decryption of ciphertext with private key K *.
Ey_{.}, Dx,{.} | Encryption and Decryption with symmetric kdy..
signi(m) Digital signature on message with private key of entity:.
h(m) Cryptographic hash of a message Also, h™*(m) = h(h"»~1(m)), n > 2.
qi A secret quantity of node.
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