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Abstract—We study the problem of establishing secure com- seed assignment plays a crucial role in providing a connected
munication channels in resource-constrained wireless networks network while maximizing the resilience to captured nodes.

using key predistribution. Pairwise communication channels The most resource efficient method of seed assignment
between nodes are secured using link keys which are established.

as a function of cryptographic seeds predistributed to each !S the assignment.of a s_ingle m‘?‘Ster S_e_ed to every node
node. We propose a general model for seed assignment whichin the network. This solution requires minimal storage and
regulates the number of nodes sharing each seed. In addition, minimal communication overhead for key updates. However,

we provide a general model for wireless network connectivity the compromise of a single node exposes the master key and
where communication is restricted by both radio range and .omnromises the security of the entire network. A solution

an independent pairwise relationship. We provide probabilistic hich t ise due t d t is th
analysis for network connectivity and resilience to node capture which prevents compromise due 1o node capture IS the as-

in terms of our seed assignment and network connectivity models. Signment of a unique pairwise key to each pair of nodes.
Finally, we provide a numerical example demonstrating how However, this scheme requires storage fof — 1) keys in
the proposed approach reduces key wastage while maintaining each of theN nodes and a total of}) keys. Furthermore,
resilience to node capture of prior results. addition of a single node to the network would require
O(N) communication overhead to update every node with an
|. INTRODUCTION additional pairwise key. Hence, methods of seed assignment

Applications involving large-scale wireless networks d ef_or key predistribution schemes exhibit a trade-off between

ployed in hostile environments require the development (rﬁyhence to node capture and resource efficiency.
secure protocols that can operate in a decentralized manperpotivation

Due to limitations such as the wireless radio range, battery_l_he authors of [4] proposed random key predistribution

energy, and computational capability of each node, secure "
protocols for resource-constrained networks rely on sharL%é)d balance the trade-off between resilience to node captre

svmmetric kevs and storage efficiency. Seed assignment in [4] consists of the
y - ys- . . assignment of a random selection &f seeds from a pool of
.A promising approach to SVT””?e”'.C key esFabllfshmer)t 'B seeds for each node, whefeand K are chosen to provide
?':;Iesii r:net\gorks |srkey preilstrllt())utlorr; Stlf(d'ed rm d;/a::;gug connected network with a specified probability. The link key
ti%n Sschem:s)gepdasgies asgé?n[e(]j_![o ]rzo desa r%; ?Oenestwofkestablishment protocol in [4] determines if a seed is shared,
! >SIg P M which case the shared seed is used directly as the link key.
deployment. For generality, we use the term seed to refer;ég

. e notice that each node selects a given seed randomly with a
any secret quantity, such as a key [4], [5], [7], [8], hashe R :
secret [3], [6], or secret share [1], [2], [9], [10], used fo robability 75 using this scheme. Thus, the number of nodes

. ; hich share the given seed is a random variable distributed
key establishment. The network is then randomly deploye scording to a binomial distribution with parameters, %)_

suggesting that the assignment of seeds cannot rely on p?-%'nce the number of nodes sharing each of Meeeds

deployment node location and must be tolerant to rand_olrsn highly variable, taking values betweenand N with an

placement of nodes. After physical deployment, ne'ghbor”%%pected value of — ¥. If the number of nodes sharing a
S

Seeds o establisnimk keyfor cecure commication, HenceScS0 5 Much [eSS than the probabily that any wo of the
y ' ’rtlr?des will be within wireless communication range is very

a key predistribution scheme must specify methods for bosmall. Hence, the probability that such a seed will be used

pre-de_ploymeniseed_ asmgnmeahd_post-deploymerhlhk ke;_/ to establish a link key is very small. On the other hand, if
establishmentThe link key establishment protocol requires, . imber of nodes sharing a seed is much greaterthan

gﬁghthtc;dgetoe#j: (;[:ethlgdc;\lljlt?:l;?rzlg ;Szfen dec;sz?er?rieﬁ 'ﬂgﬁﬁf e number of link keys will be established using the seed.
P 9 - MR adversary able to recover such a seed will thus be able

. . . . to compromise a large number of secure channels throughout
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award. of seeds to a number of nodes much greater or much less
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Fig. 1. The simulated histogram of the number of nodes sharing each seed satisfies a binomial distribution. The simulated and theoretical plots are given on
(a) linear vertical axis and (b) logarithmic vertical axis.

than p cannot be analyzed by an average-case probabilistierived. Section IV presents the analysis of network connec-
analysis, such as those provided in [5], [9], [10]. Furthermortyity and resilience to node capture according to the proposed
any key predistribution scheme which uses a similar randamodels. Numerical examples and comparison to previous
seed selection method suffers from the same tail-effects of thverks are presented in Section V.
binomial distribution.

To demonstrate the binomial distribution typical of random Il. PROPOSEDSEED ASSIGNMENTMODEL

key predistribution, we provide Fig. 1 which compares the we propose a general model for seed assignment which
simulated histogram of the number of nodes sharing each segiéws for explicit control of the number of nodes which share
with the number of nodes given by the binomial distributioneach seed. The model is given with respect to the following

definitions.
B. Contribution

In order to reduce key wastage due to assignment of seéa‘ds:MOdel Definitions

to a very small number of nodes and minimize the impact The setS(s) of nodes which are assigned the seeds
of every compromised seed on the remaining network, wiefined as theassignment sebf seeds. The number of
propose the regulation of the number of nodes which shdtedes sharing each seed is regulated by the designation of
each seed. As will be shown, such regulation does not aff@t assignment distributiorP which specifies the probability
the average-case performance in terms of network connectivity?) that an assignment set(s) has size), i.e. P(\) =
or resilience to node capture. However, the occurrence of talif[|S(s)| = A]. The set of values with non-zero probability
effects, as discussed in Section I-A, can be reduced. mass is defined as tlseipportA of the assignment distribution,
The contributions of this work are as follows. We proposeie- A = {A : P(A) > 0}. The average size of an assignment
general model for seed assignment using discrete probabifi§t under an assignment distributighis denoted by
distributions to regulate the number of nodes which share
each seed. The model preserves the average-case performance = Z AP()-
of existing schemes (e.g. [4], [10]) in terms of network AeA
connectivity and resilience to node capture. Furthermore, weThe given definitions provide the basis for the proposed
propose three seed assignment algorithms for use with #eed assignment model. However, the seed assignment model
seed assignment model. In addition, we propose a connectivityther requires analytical elements to allow for the design
model for networks in which communication is restricted bpf assignment distributions which can avoid the tail-effects
radio range and an independent pairwise relationship suchdigcussed in Section I-A. Furthermore, given an desirable
the existence of a shared seed. Finally, we demonstrate #@ssignment distribution, the model required a seed assignment
application of our seed assignment and connectivity modellgorithm which can realize the given distribution.
and analytically compare the results to previous works.
The paper is organized as follows. We propose our seBd
assignment model in Section Il. In Section Ill, the appropriate Though the design of an assignment distribution is
network connectivity model for secure wireless networks &pplication-dependent, we provide a brief discussion of some

Assignment Distribution Design



desirable and achievable properties of assignment distribu-
tions.

Based on the discussion in Section | that seeds should not be
assigned to small or large sets of nodes, the optimal solution is
to assign every seed to a fixed number of nodes|Ap= 1.

As stated in [7], this optimal solution is not always achievable.
Hence, we consider assignment distributions with > 1,
including the binomial distribution discussed in Section I-A.

To approximate the optimal solution withh| = 1, it is
highly desirable to specify the sét by a contiguous set of
integers{\ € Z : Anin < A < Anaz) Such that|A| is
as small as possible. Furthermore, to best approximate the

Algorithm : RWSS(N, K, P)
Ue0j—1
while 37 \yew A <N - K do
U — W U (sj,sample(P))
Jj—Jj+1
end while
for n from 1 to N do
Uo — {(s,\) € T : X >0}
E « select (¥o, min(K, |¥o)))
if |E| < K then
F — select (¥ \ E,K — |E|)
E—FEUF
end if
assign{s : (s,
(8, ) «— (s, —
end for

optimal solution, the value of the assignment distributi®n
should be larger for the values of nearest tou. As will

Fig. 2. RWSS Algorithm

be discussed in Section 1I-D, trade-offs exist which further
complicate the design problem.

C. Seed Assignment Algorithms

An algorithm which assigns seeds to nodes based on a
desired assignment distributidd must take into account the
assumption that each of th& nodes receives exactly
seeds. Assuming the assignment distribufiois specified, we

Algorithm : RASS(N, K, P)

Q — {(1,0),...,(N,0)}

while |©| > 0 do
A «— sample(P)
S — select (2, min(A, |2]))
assign next seed thn : (n,c) € S}
(n,¢) « (n,c+1) for (n,c) € S
Q—Q\{(n,c) e S:c=K}

end while

propose three seed assignment algorithms based on repeated
sampling of the assignment distributi@®, noting that many
such algorithms can be designed. The algorithms presented

Fig. 3. RASS Algorithm

in this section are theRandom Weighted Seed Selectiosamples of the assignment distributith The nodes in each

(RWSS)Random Assignment Set Selection (RA&$JRan- subsetS; are assigned a common seed, ensuring that each node

dom Node Partition (RNPalgorithms. Each of the algorithmsreceives exactly one seed. The set-partition step is repeated a

is described and presented as code, in which the functimtal of K times. To ensure that ea¢h;| reflects a sample of

sample(P) refers to a sample of the assignment distributioR, the final partition subsefz in each round is combined with

P and the functiorselect(n, X) refers to a random selectiona random selection of nodes which are then omitted from the

of n items from the sefX. subsequent round. The RNP Algorithm is presented in Fig. 4.
RWSS Algorithmiet ¥ represent the set of pairs, \)

where s is a seed and\ is a sample of the assignmentD. Finite Sampling Effects

distribution P. Initially, ¥ = §). Since the total number of

seed assignments K, pairs(s, \) are generated and added, I_n the three algorithms presented in the previous sectlon,. a
to U until finite number of samples are taken from the assignment dis-

tribution P. As discussed below, each of the three algorithms
can result in assignment sets of sixef A near termination
of the algorithm. We refer to the occurrence of such sets as

For each of theN nodes, K pairs (s,A\) with A > 0 are poyndary effectsin what follows, we discuss these boundary
selected froml. The seeds for each of theK™ selected pairs effects and how they can be avoided.

is assigned to the node. Each valuéor the selected pairs is
decremented before replacing the pairslinThe decreasing

Z A>N-K.
(s,\)ew

value of A will ensure that each seed is assigned only as
many times as specified by the samplefaf The algorithm
terminates as soon as each of tNenodes has received
seeds. The RWSS algorithm is presented in Fig. 2.

RASS AlgorithmLet Q = {1,..., N} represent the set of
N nodes. For each seeg a sample\ € A of the assignment
distribution P is generated. The assignment sHts) of A
nodes is randomly chosen frofyy and the seed is assigned
to the nodes inS(s). A node is removed fronfl as soon as
it is assignedk’ seeds. Hence, the algorithm terminates once
|2] = 0. The RASS algorithm is presented in Fig. 3.

RNP Algorithm:The set{1, ..., N} is randomly partitioned

Algorithm: RNP(N, K, P)
Dy — 0
for ¢ from 1 to K do
d—{1,...,N}\ &y
while |®| > 0 do
A — sample(P)
S «— select (P, min(A, [®]))
if |S] < X andi < K then
Dy — select ({1,...,N}\ S,A—|5])
S «— SuUdq
end if
assign next seed to nodes $h
o —d\S
end while
end for

into subsetsSy,..., St such that the subset sizéS;| are

Fig. 4. RNP Algorithm




1) RWSS AlgorithmNear the end of the RWSS algorithm elationR is true. The network grap&¥ is given by the edge-
the number of seeds with positive weight may be less thanse intersection of7p and G, appropriately modeling the
K. In order to avoid very small assignment sets, a randotesired restrictions on the wireless network. The probability
selection of seeds withh = 0 can be combined with the P; (k) is then given by the probability that the gragh is
remaining seeds to ensure that every node recdiveseds. k-connected.

This technique can result in a small number of assignment set&Ve provide the following results relating to the node degree
with size slightly greater than,,,,, and a small number of and the connectivity of the network gragh The final result
assignment sets of size slightly less thap;,. given in Theorem 2 provides a probabilistic connectivity

2) RASS AlgorithmNear the end of the RASS algorithm,model which can be used to provide sufficient parameters for
the number of nodes with fewer thdfi seeds may be smallerdesired network connectivity.
than the generatedl. Hence, assignment sets of size less thanLemma 1:Given a nodeu with degreeD in the logical
Amin May occur before the algorithm terminates. If desiredraph Gy, the probability Pr[d, > k| that« has degree at
these small sets of remaining nodes can be added to previousstk in the network graphG is given by
designated assignment sets, possibly leading to a small number k=1, D1 o
of assignment sets of size greater thap,... Prid, >k =1- o Pt Z (p=x—mr’) _

3) RNP Algorithm:The repeated samples of the assignment - = !
distribution? in each round of the RNP algorithm will often Proof: The physical graphGp can be modeled by a
not sum toN. As discussed above, the last subSet can geometric random graph with vertices distributed according
be combined with a random selection of nodes which ate a two-dimensional Poisson point process with jate %.
then omitted from the subsequent round. In #i&" round, Thus, the probability distribution of the number of nodes
however, a single assignment set of size less thap, d within distancer of the nodew is given by a Poisson
may occur. The special case whete= {A\} and £ is an distribution with parameteprr? [11]. Hence, the probability
integer does not suffer from boundary effects. This specidlat the number of nodes is at least a given valug in the
case approximates the use of combinatorial designs [7], [Bbhysical graphGp is given by

Through extensive simulation, we notice that the occurrence el i
of boundary effects increases HS| decreases. Hence, there Prld>k=1- o P Z (pmr?) ) 1)
exists a trade-off between minimizing the size of the support - i!

A and minimizing the boundary effects which occur. In order )

to balance this trade-off, however, the analytical propertiédVen that a vertex: has degreeD in Gy, the degreed,
of seed assignment in terms of the assignment distributi§hN°dew in the network grapft: is at leastk if and only
must be investigated. Hence, we are interested in analyzihgtt €astk of the D neighbors ofu in G are within

probabilistic network connectivity and resilience to node cafliStancer of u. Since the neighbors afin G, are determined

ture. The model for network connectivity is presented in tHdependently of the neighbors afin Gp, the neighbors of
next section, and the analysis based on this model is provided? G are uniformly distributed in the regionl. Thus, Lhe
in Section IV. Furthermore, the worst-case resilience to nog§'ghbors ofu in G, form a geometric random grapfis,

capture, also analyzed in Section IV, can be considered in {#{gich can be reprfzjentecjjjm/ a two-dimensional PO'SEEE‘ point
design of an assignment distribution. process with rateb 3 = pZ5F. Hence, replacing by p 25
in (1) completes the proof. ]

I1l. NETWORK CONNECTIVITY MODEL Theorem 2:The network graplt resulting from edge-wise

In order to design an assignment distribution used for setiersection of a physical grapi» and a logical graptt:,
assignment, we propose a model for wireless connectivity Yith average node degre® is k-connected with probability

which communication is limited both by radio range and ahc (k) given by

=0

independent (random or deterministic) logical restriction, such k=1, pe1_ o\ N

as the existence of shared predistributed seeds. We assume Pa(k) = (1 _ PR mr? Z (PTW ) )

that N nodes are deployed uniformly at random with resulting —o il

locationsz, € A C R? foru=1,...,N and each node has N o ]

an omni-directional antenna with radio rangeBased on the Whereép = 1z is the node density in the regioa. _
assumptions, we derive the probabili®y: (k) that the network Proof: The probability that the degreg, of a nodeu is

is k-connected using graph theory and spatial statistics. ~ at Iéastk in the network grapttz is given by Lemma 1. Thus,
We derive the probabilityP: (k) using three graphs: thethe minimum node degregi, = min{d, : u = 1,..., N}

physical graphlogical graph andnetwork graph The physi- S at leastk in G with probability given by

cal graphGp mgdels communicatic_)n restricte_d by radio range Prldmin > k] = Prldy > k, ..., dx > k]. )

such that a pair of nodes are adjacentdp if and only if

they are within radio range. The logical gragl, models Due to the properties of the Poisson point process, the prob-

logical relationships resulting from the given relatifnsuch abilities given by Lemma 1 are independent and identically

that a pair of nodes are adjacent @y, if and only if the distributed for each node. Hence, the minimum node degree



I Y nodes contairs can be approximated as

W e~ (T) (22 mON AT
Py sy b _ o8 pe(mz, Ay~ ()| vy 3 .

Proof: If x < N andm < A, then we can assume that
each of the captured nodes contains the seiediependently,
and the selection of out of (N —2) nodes can be modeled as
repeated trials of selection with replacement. For each trial, the
probability that the selected node contains the segiden that
(A—2) of the (N —2) nodes contain is =2 . The assumption
of independence suggests that each of thérials can be
modeled as an independent Bernoulli random variable. Hence,
the probability thatm of the z trials are successful is given
by a binomial distribution, and the probabilip.(m, x, \) is
------- Radius for 4 seed-sharing neighbors as desired. u

Lemma 3 demonstrates the claims that a seed shared by

Fig. 5. The required radio range of each node to guarantee network® large S?t of no_des Ieadg to a hlgh probab|I|ty.of link key
connectivity increases as the number of nodesvhich share seeds with a compromise as discussed in Section |. Hence, this lemma can
given node decreases. This illustration compares the £ase N — 11t  pe used to evaluate the worst-case resilience to node capture
D << for a given seed assignment protocol. The following theorem
can similarly be used to evaluate the average resilience to node
capture.

®  Sensor node
------------------ Shared seed between nodes
- - - - Radius for 4 neighbors

in | [ ili in > k] = > . . o .
d”}\}” Is at !eastk with probablllty_Pr[dmm > k] = Prld, > Theorem 4:Given an assignment distributidh with mean
k]"V. As r increases, a geometric random graph becokses

connected, asymptotically, as soon as the minimum vertex uncaptured nodes andv__wh|ch share a seesd, and
degree isk with high probability [12], [13]. Hence, the captured nodes, the probabiliy(m, ) that exactlym of the

probability of connectivity is given by (k) — Pridy, > x captured nodes containcan be approximated as

k]. [ | x p—2\"(N—p\"™
The result of Theorem 2, with fixed values bf N, and pe(m, ) = (m) <N _ 2) (N _ 2>

p, suggests that as the number of nodesvhich share seed

with a given node decreases, the radio rangd each node

must increase as illustrated by Fig. 5.

wherey is the mean of a given assignment distributiBn
Proof: This result is an approximation to the result of
Lemma 3 obtained by replacing by the meany of the

ignment distributio®. [ |
IV. ANALYSIS OF SEED ASSIGNMENT assignment distributiof?

In this section, we provide probabilistic analysis for see%' Probability of Sharing Seeds

assignment using a given assignment distributiBn We ~ We next compute the probability that a given pair of nodes
provide a general probabilistic analysis for resilience to nogdare: of the K assigned seeds, for=1,..., K. Lemma 5
capture. We compute the probability that two nodes sharec@mputes the probability that a given pair of nodes will share
given seed and the probability that two nodes share exactl 9iven seed such that the number of nodes sharing the seed is

seeds fori = 1,..., K. Finally, we compute the probability known. Theorem 6 computes the probability that a given pair

of network connectivity using Theorem 2. of nodes will share of the K assigned seeds such that the

number of nodes sharing each seed is known. This theorem can

be used to evaluate the worst-case probability of sharing seeds

for a given assignment distributio®. Finally, Theorem 7
The resilience to node capture for a given key predistribaemputes the average probability that a given pair of nodes

tion scheme can be measured by computing the fractionwill sharei of the K assigned seeds for a given assignment

links f(x) which are compromised when nodes have been distribution P.

randomly captured. However, the means of compromising aLemma 5:A node v containing a seed, such that\ =

link depend on the link key establishment protocol and the typg(s)| is known, will shares with a nodev with probability

of seeds which are assigned. Hence, for generality, we measp(ig \) = %

resilience to node capture by deriving an approximation for the  Proof: Given a nodeu containings, exactly (A — 1) of

probability p.(m, z) that exactlym of the = captured nodes the remaining N — 1) nodes contais. Hence, the probability

contain a given seed. thatv is one of thesg\ — 1) nodes is3—%. |
Lemma 3:Given uncaptured nodes andv which share a  Theorem 6:A node v containing seeds,..., sk, such

seeds such thath = |S(s)| is known, ifx < N andm < A, that); =|S(s;)| for j =1,..., K are known, will share ex-

the probabilityp.(m,x, \) that exactlym of the x captured actly i seeds with a node with probability ps(i, A1, ..., Ax)

A. Resilience to Node Capture



given by

. 1 : Amy — 1 :
ps(l7/\17--~7)‘K):mZ N-—-1 o /
' ' " j:1 \<

KON - Am

<11 T S

- %

//

where the summation is over all permutations =
(m1,...,mx) Of (1,..., K).

Proof: The event that sharess; with « can be modeled
as a Bernoulli trial with success probabilip(s;, A;) given
by Lemma 5. The probability that of the K independent
events occur is given by the probability that the sumrof
independent Bernoulli random variables is equal.t&ince
the success probabilities of th€ events are not equal, the
total probability is summed over all possible choices: aff

the K events represented by the fiisentries of a permu- Fig. 6. Seed assignment to nodes in the network is represented by
! a combinatorial occupancy problem where each pair of node) is

%%t

* Sensor node
-tF-Possible shared seed - bin
£3 Shared seed — ball in bin

tation of (1,...,K). For a given permutatioimy, ..., Tx) represented by a bin, and a shared seed between moded v is indicated
of (1, K), the contribution to the total probability is theby a ball in the bin(u, v).
product ofp(57r JAr) for j = 1,...,i and 1 — p(sx;, Ax;)
forj=di+1,. K To compensate for permutations which
result in the choice of the sameevents, the probability is
multiplied by -L—; K - m degreed(u) of a nodew in G given that the sizes\; of
Theorem 7-A nodeu will share exactlyi seeds with a node the K assignment sets corresponding to the seeds aSS|gned to
v with probability p, (i) given by nodew are known. This computation is done by mapping the
i assignment of seeds to nodeto a combinatorial occupancy
ps(i) = (K> (M —1 ) (N M) problem. Each pair of nod€s:, v), for v # u, is represented
1 N -1 N-1 by a bin, and a shared seed between nad®sdv corresponds
wherey is the mean of the assignment distributiBn to a ball in the bin representing:, v). Hence, the expected
Proof: Since the random variables,, ..., A\x are in- degreel(u) is given by the average number of non-empty bins.
dependent, the probability, (i) can be computed by taking The average node degréein G, is then computed by taking
the expected value ofi,(i,\;,..., k), as given by Theo- the expected value of(u) with respect to the assignment

rem 6, with respect to each of the random variables. Lettifstribution P. The mapping to a combinatorial occupancy
the expected value with respect 19 be denoteds;[], the Problemis illustrated in Fig. 6.

probability p (i) is given by Lemma 8:Given a node: with seedss,, ..., sk, such that
Aj = |S(sj)| for j = 1,..., K are known, the probability
s (i) = Z Ary] — 1 Prle(u) > E] that the number of nodeg) which will not
iNK —i)! — N -1 share a seed with is at leastE is given by
K
< 11 5 5’“ & 3)
s Prle(u) > E] =
o et - N 1\ /N -1 2 ()
Identical distribution of the\; suggests that eady;, [\.,] is S (cyE (m > < ) I A
equal to the meam of the assignment distributio. The = E—-1 mo) (f\\ij)

product terms are thus independent of the ingexand the .
summands are independent of the permutatipso the sum- seepcfo::o;rrzg eovnednst tga’fi ;::gé;\ —11)) t?;fl}grl:(:gs(s con{;;un
of-products form |s replaced by a single product of exponerft)‘ v £ 5 If the szt ofm ;_E bins to remain empty

with coefficient ;. '(K Dl (z ' is g|ven the number of ways to place the; — 1) balls in
C. Network Connectivity the (N — 1 —m) bins is (¥} '-™). Thus, the total number of
Theorem 2 provides the probability of network connectivityvays to assignik” seeds in such a way that a particular set of

as a function of the average node degi@ein the logical ™ = E bins remains empty lﬂj 1 (NAjlf ") The number

graph G. Assuming the logical graph relatioR is true if of ways to select then bins to remain empty s{le). By
and only if the given pair of nodes share at least one seed, the Inclusion-Exclusion Principle [14], the number of ways
compute the average degrBe We first compute the expectedM (E) that K subsets of bins can be chosen such that at least



E bins remain empty is given by [ |
Theorem 10:The expected node degrde in the logical
graphG (N, R) is given by

S GO 0 (i (322))

M(E) =

m=FE j=1 N —1

Dividing M (E) by the total number of ways to choose the Proof: The expected node degrde is computed by

subsets given by/(0) yields the probability that at leagt taking the expected value af(u) given by Theorem 9 with
bins remain empty. m 'espect to each of the independent random variableor

Theorem 9:Given a nodeu with seedss;, ..., sy, such J =1,..., K, denoted by¢;[-]. The expected node degrée
that \; = |S(s;)| for j = 1,..., K are known, the expected!S thus given by
degreed(u) of w in the logical graph, is given by K
N =&\
D=(N-1)|1-J]—=22 |, (12)

K
1 . N-1
d(u) = (N — 1) 1—H7?\;_1 : i=1
j=1 _ Identical distribution of the); suggests thaf;[\;] can be
Proof: The expected number of empty bifife(u)] can  replaced by the meap of the assignment distributio®

be computed using the fact that completing the proof. u
N—-1 Theorem 10 can then be applied directly to the result of
Ele(u)] = Z Prle(u) > E] (5) Theorem 2 to yield the probability’; (k) that the secure
E—1 network isk-connected.

since e(u) is a non-negative discrete random variable [15]. V. NUMERICAL EXAMPLE AND COMPARISON TO
Substituting the result of Lemma 8 into (5) provides an PREVIOUS WORKS

expression fo€e(u)]. The expected degreku) is then given In this section, we provide numerical examples demonstrat-

by ing the use of the proposed seed assignment and network
d(u) = N —1—Ele(u)] ) connectivity models. The examples are analytically compared

because each non-empty bin corresponds to an edge in &€ existing key predistribution schemes of [4] and [10]. For
graphG .. Replacing€[e(u)] with the result from Lemma 8 both examples, we consider a networkéf= 10,000 nodes

yields deployed over a regionl of area|A| = 1 km?. Each node
is equipped with a radio of range= 40 m and has storage
d(u) =N —1- for 200 key-length quantities. Connectivity is guaranteed with
—1

NolN-L s (N =1\ (m—1\ & MM probability 0.999.
-1 — . (7

Ez::l mZZ:E( ) ( m ) (E - 1) E (ivjll) " A. Comparison with Random Key Predistribution [4]

Reversing the order of summation and appropriately changiEgS'n(fe each stored quantity in this scheme is a keys 200.

the limits of summation yields r this example, we assume that no more thamodes are

allowed to share a given seed. The given parameters can be

du)y=N—1- applied to Theorem 2 and Theorem 10 to yield a minimum
N-1 v g\ K (prm) m 1 average assignment set size ;of> 20.5. Based on design
> ( T; ) I1 A > (=ymF (m a > (8) parameters, we select the assignment distribution given by
m=1 ’

N—1 _
j=1 (/\jfl) E=1 E-1 A16 ¢ {17 20}
. . 20 7 yr
The binomial theorem suggests that P(\) = 25,2?’ Ae{21,...,24) (13)
i(_l)m_E (m - 1) e ©) 0, else
E=1 E-1 which is symmetric overn = 20.5 and has supporh =

17,...,24}. Furthermore, we choose the RWSS protocol
or illustration, noting that boundary effects may result in
by assignment sets of size¢ A with negligible probability. The
desired and simulated assignment distributions are illustrated
(i\’j) in Fig. 7. We compare this scheme to that of [4] with the
; (10) same design parameters. A random subsek ef 200 seeds
from a set of P = ALKJ = 97,561 seeds is independently
LS VA selected and assigned for each node. Each assigned seed is a
=W-1 (1 - H N f) : (11) cryptographic key used directly as a link key. A link secured
/ using a seeds is compromised as soon as the adversary

Since 0 = 1, the only non-zero term of the summation i
whenm = 1. Hence the expected degree of nadés given
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Fig. 7. The plot compares the designed assignment distribution in (13) wkig. 8. The plot compares the designed assignment distribution in (16) with
the simulated distribution folN = 10, 000 and K = 200. The plotted values the simulated distribution foV = 10,000 and K = 10. The plotted values

of the simulated distribution foh outside the support = {17,...,24} of the simulated distribution foA outside the supporh = {361,...,400}
represent the boundary effects due to finite sampling of represent the boundary effects due to finite sampling of

captures a single node containirg Hence, the probability f(50) = 0.109, demonstrating a significant decrease in the

of link compromise is approximated by Theorem 4 as worst-case probability.
F@)=1—pe(0,2) ~ 1 — (%:g) . (14) B. Comparison with Polynomial-Pool Scheme [10]

For this scheme, each seed is given by tlwefficients of

The binomial distribution resulting from random key predistrithe corresponding polynomial share, so the number of seeds
bution yields an average assignment set size f 2. Thus, K and threshold must satisfyKt < 200. Hence, we choose
the result of (14) is approximately equal to the probability ok = 10 and¢ = 20. For this example, we assume that no

link compromise more than400 nodes are allowed to have shares of the same
K\® polynomial. The given parameters can be applied to Theorem 2
flz)=1- (1 - P) (15) and Theorem 10 to yield a minimum average assignment set

size of u > 380.3. Based on the design parameters, we select
published in [5]. However, the example given above has thiee assignment distribution given by
distinct advantage of avoiding the tail-effects discussed in

9 g A-360 )\ ¢ (361,...,380)

Section I-A. Based on the binomial distribution resulting from w20
the seed assignment protocol of [4], the parameters given in PN =19 "o, A€ {381,...,400} (16)

the example yield a probability dPr[\ < 16] = 0.190 that at 0, else
o < ol
most 16 nodes share a seed and a probabilifydh > 25] ngich is symmetric ove: — 380.5 and has supporh —

0.186 that 25 or more nodes share a seed. Hence, the use .
our protocols eliminates the 19% of seeds shared by fe;ggrﬁl’ ---,400}. Furthermore, we choose the RWSS algorithm

nodes than desired and the 18.6% of seeds shared by Feillustration, noting that boundary effects may result in

nodes than desired, resulting in a more balanced assignm ﬁl_gnment se_ts of size¢ A with negh_glb_le p_robablllty_. The
of seeds to nodes. esired and simulated assignment distributions are illustrated

The worst-case probability of sharing at least one seed c'QnF'g' d8' .We compatre thghschemfe to tzat of [ég’gat\:/volf(]) the
be computed using Theorem 6 As- ps(0, Anins - - - s Adnin)- same e§|gn parameters. ar]t\e]i(o arandom su )

For the scheme of [4], this probability isbecause\,,;,, = 1. pol¥n0m|als from a set of = TJ = 262 polynqmlals are
However, we compare to the simulated results shown in Figagsigned to each node. A link key is compromised when at
where \,,in = 4, yielding a worst-case probability ¢f058. leastt shares of the common polynomial are recovered from
The scheme designed above yields a worst-case probabifiptured nodes. According to Theorem 4, the average case
of 0.274 of sharing at least one seed, demonstrating a Si@mbability that at leagtof thex captured nodes contain shares
nificant increase in the worst-case probability. The worst-cagka given polynomial is

resilience is evaluated for = 50 using Lemma 3 ag'(z) = t—1

; — (0, 2, Apaz ). FOr the scheme of [4], t_his probability  f(z) =1 — Z pe(m, )

is 1 because\,,.. = N. However, we again compare to m=0
the simulated results shown in Fig. 1 whekg,,, = 42, t—1 m z—m

- - T w—2 N—u
yielding a worst-case probability of (50) = 0.186. The ~1-— Z N2 N2 a7
scheme designed above yields a worst-case probability of m=0

m



The binomial distribution resulting from random polynomiato node capture as existing schemes. We proposed three
selection yields an average assignment set size of %. seed assignment algorithms based on taking samples of a
Thus, the result of (14) is approximately equal to the probarobability distribution and discussed the boundary effects
bility of link compromise which result from taking only a finite number of samples. In
1 m I addition, we proposed a general model for wireless network
flx)=1- Z (I) <K> (1 _ K> (18) connectivity in which communication is limited by radio range
m P P and restricted by an independent pairwise relationship such as
élge existence of a shared seed. We analyzed the probabilistic

the distinct advantage of avoiding the tail-effects discussed qﬁtwork connectivity and resilience to node capture for seed

Section I-A. Based on the binomial distribution resulting fronai\s&gnment schemes using the proposed models. Finally, we

the seed assignment protocol of [4], the parameters givenplﬁ)vided numerical examples to illustrate the use of the seed

the example yield a probability oPr[A < 360] = 0.160 ass:jgntrr_lsnt'g modils as well as a comparison to existing key
that at most 360 nodes share a seed and a probability%‘? Istribution schemes.
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